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1. Preparefor Configuration

1.1 Preparation
In this section, we will introduce the necessary information for the first time configuration of Router, which includes port
numbering, introduction of operation and command line interface before start.
1.2 Port Number
& The number of the Router’s physical port isin the form of <type><dot>/<port>, following is the relation table of
the type and it's name.

| Type Of Interface | Name Of Type ‘ Shortened Form
| Said Port | seid | s
| Synchronous Port | Serial ‘ S
| Asynchronous Port/Aux | Async ‘ a
| 10M Ethernet | Etheret e
| 100M Fast Ethernet | FastEthernet | f
| ISDNBRI | BRI b
| E1(ISDN PRI) | Serid s

¢ The vaues of dots have fixed numbers for the WIC/VIC extended slot. The method is that the right to left
numbering for horizontal and up to down for vertical. Zero is the fixed value as standard configuration. The
others values are numbered according to sequence above and start from 1 even network extended slot or voice

extended slot.
& The vaues of port are wholly numbered form right to left and start fromO. If there's only one port, it will be
tagged as 0.
& According to the rules above, the number for each series of product is listed as follows:
Product i .
Configuration Number
Model

Standard Config 10\100M Ethernet
Interface

FastEthernet0/0

DI-1750 Standard Config Aux Interface Async0/0

From right to left in turn is slotl~2
Network/Voice Interface Slot slotlé&slot?2

Interface Card Slot

Interface Card Slot From right to left in turn is slotl~2

Standard Config 10\100M Ethernet

FastEthernet0/0
DI1-2630 Interface

Standard Config Aux Interface Async0/0

Standard Config Aux Interface Async0/0

There are 3 rows of slots the lowest row
DI-3660 is slotl~2(from right to left) the middle
Interface Card Slot B} .

is slot3~4(from right to left) the above
row is slot5~6(from right to left).

Notice:
Please number the combination ards and modules in the sequence of from right to left; For the supported types of NM
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WIC FIC dot modules or interface cards, please refer to Hardware Description.
1.3 Before Start
Please confirm the following steps before power on the router for configuration:
Step 1.  Set up Router’s hardware according to the requirement of User Manual
Step 2. Configure the PC termind emulation program
Step 3. For Internet Protocol (IP), decide:
- Layout of 1P addresses
- Which WAN (Wide Area Network) protocols (egg. Frame Relay HDLC X.25) are to be used on
each port
1.4 Get Help
Is command and its - 1 option can help to input the commands:
- Type in 1s command to display the list of currently available commands
[DEFAULT@Router /]#s
- Typeinls — | command to display thelist of currently available commands and the brief introduction
[DEFAULT@Router /]#s -1
- Press Up direction key to display the formerly input commands. To display more commands please continue to
press the Up key.
1.5 Command Directory
The Router user interface includes various directories, each of them enable you to configure different components on the
Router. The currently available command relies on the location of your command directory. Type in the 1s command to
display the available command list under each command directory. The following table lists the frequently used
commands:

Command Entry Method Interface Promote Quit Method
Directory
System Monitor | Power on the device and input | monitor# By quit command
Directory “" Ctrl+Break

| User Directory Login | [DEFAULT @Router/]# | By exit or quit command
Management Input “cd enable” command under | [DEFAULT@Router#enabl | By cd.. command
Directory the User Directory efl#
Globa Input “cd config” command under | [DEFAULT@Router/config | Use cd.. command to
Configuration the Management Directory N# return to the
Directory Management Directory

Each command directory has a limit to use the subset of commands. If you have a problem when inputting the command,
please check the prompt and input 1s command to obtain available commands list.

Please notify the new command directory that displayed by the change of interface prompt in the following example
[DEFAULT@Router/]# cd enable
Password: <enter password>
[DEFAULT @Router/enable/]# cd config
[DEFAULT@Router/config/)# cd ..
[DEFAULT@Router/enable/]# cd ..
[DEFAULT @Router/]#
1.6 Cancel A Command
If you want to cancel a command or restore it to default properties, you can select U or u option at prompt rightly after
inputting most of the commands.
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For example, when deleting a configured static route, please select the U option at prompt after inputting
the ip command, and then select route option, finally, input the parameter values of the route that you are
about to delete.

1.7 Saving Configuration

You may need to save the configuration changes, so that you can quickly restore the original configuration in case of the
system rebooting or power off failure Write command can be used for saving the configuration under the Management
or Global Configuration Directory.
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2. Configure System Monitor Status

The following message will be displayed when switch on the Router (take DI-1750 for example):
D-Link Internetwork Operating System Software
1750 Series Software, Version 1.3.1D (FULL), RELEASE SOFTWARE
Copyright (c) 2002 D-Link Corporation.
Compiled: 2003-6-5 10:50:53 by HYZHU, Image text-base: 0x6004
ROM: System Bootstrap, Version 0.2.3
Serial num:D301131000040, ID num:002430
System image file is "0605.hin"
Please wait system check ram......
At thistime, pleasetypein® aaa” to enter the System Monitor Status. The following display
Check ram OK

Welcome to D-Link Multi-Protocol 1700 Router
monitor#
Indicates the successful entry to the System Monitor Status.
Notice:
Since the System Monitor Status is with the highest authority, the incorrect operation may cause system
Breakdown. Therefore, only the terminal connected to the console port is allowed to enter this status.

The user can handle the following tasks under the system monitor status:

1 Management of file system, including add and delete a file. Since the router software and configuration is saved
asfile forms, the user can update or delete the software and the configuration.

2 Configure Ethernet |P addresses.

Test the network connection by PING test.

4  Start from afile manualy.

w

The following is usage of the commands in detail under the system monitor status.
2.1 File System Commands
There are only as most as 20 charactersin a FLASH file name, and not case-sensitive.
2.2 File System Command
The boldface parts of al commands are the key words, the others are parameters. The parts inside the [] are optional
settings.
& Format
Format the file system and delete al data.
& dir [file name]
Display the file name and directory. The file namein [ ] displays afile that begins with certain letters. The displayed
formis as follows:
Index number file name <FILE> file length creation time
& delete filename
Delete afile. It will be prompted if the file to be deleted does not exist.
2.2.1 Update Software
This command is used to download the router system software from local or remote sites, for the version update or
customized version with specia functions (eg. data encryption).
There are two methods to update the software in the monitor status.
A By TFTP Protocol
monitor#copy tftp<:filename> flash <:filename> [ip_addr]
This command is used to copy the file from tftp server to system flash memory. The system will prompt user to input the
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name of remote server and remote file upon typing the command.
Parameter Description
tftp<:filename> Indicates reading the files from the tftp server. “Filename’ will indicate the relative filename, if
not, the user will be prompted to input the filename after the “copy” command operates.
flash<:filename> Indicates writing a file into the router flash. The filename will indicate the
relative filename, if not, the user will be prompted to input the filename after the “copy” command operates.
ip_addr The IP address of tftp server. If it is not specified, the userwill be prompted toinput the
filename after the “copy” command operates.
Example
Read the file named “main.bin” in the TFTP server and write it into Router as “router.bin”
monitor#copy tftp flash:router.bin
Prompt: Remote-server ip address[]7192.168.0.116
Prompt: Name of remote file to read[] 2main.bin
TFTP:successfully receive 36 blocks ,18370 bytes
monitor#

B By SLIP zmodem
Update the software with  “download” command. Input “download 7' to obtain help.
monitor#download c¢0O <local_filename>
This command is used to copy afile to the system flash memory through SLIP zmodem. The system will prompt to input
the port rate upon inputting the command.
Parameter Description
locd_filename A file name stored in the flash memory. The user must input the filename.
Example
The termina program can use the Hyper Terminal program of WINDOWS 95 NT 4.0 or termina emulation program

of WINDOWS 3.X.
monitor#download cO router.bin

Prompt: speed[9600]?115200
Then modify the rate to 115200. After reconnection, select Send File in the Send menu of a hyper terminal (terminal
emulation), as the following graph:

Receiving: |0626-1700BIM
Storing as: | C:A\Documents and Settingsh\dministratort Files: [1 of 1
Last event: |Feceiving Retries:
Status: Receiving
File: " 7K of 4027K.
Elapsed: 00:00:08 Remaining: | 01:16:33 | Throughput: [896 cps
[ cancel | [ skipfile | [ eps/bps |

Input the full path of Router software main.bin provided by this company in the filename input box, and choose Zmodem for
the protocol. Press“ Send” button to send thefile.
When completing sending thefile, the following message will appear:

ZMODEM:successtully receive 36 blocks 18370 bytes

monitor#

That means the successful update of the software.
2.2.2 Update Configuration
The Router configuration is saved as afile, named startup-config, which can be updated by a command that resembles the
software update command.

A By TFTP protocol
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monitor#copy tftp flash:startup-config
B By SLIP zmodem.
monitor#download c0 flash:startup-config
2.3 Configure Ethernet IP Address
monitor#ip address <ip_addr> <net_mask>
This command isto configure the Ethernet | P address. The system defaultis 192.168.0.1, subnet mask 255.255.255.0.
Parameter Description
ip_addr Ethernet IP address
net mask Ethernet network mask
Example
monitor#ip address 192.168.1.1 255.255.255.0
2.4 Configure The Default Route
monitor#ip route default <ip_addr>
This command isto configure the default route, and can configure only one route.

Parameter Description
ip_addr 1P Addressof the Gateway
Example
monitor#ip route default 192.168.1.1
2.5 Test Network Connection By PING
monitor#ping <ip_address>
This command is used for testing the connecting status of the network.
Parameter Description
ip_address Destination |P address
Example
monitor#ping 192.168.0.100
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
Reply from 192.168.0.100 : data=48, time=10ms, ttl=128
4 packets sent, 4 packets received
round-trip min/avg/max = 0/2/10 ms
2.6 Manually Boot From A File
monitor#boot flash <local_filename>
This command is for starting some router software in the flash memory. There may be several router softwares in aflash.
Parameter Desription
loca_filename is the filename saved in the flash memory and must be input by user.
Example
monitor#boot flash router.bin
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3. Interface Configuration

3.1 Overview
By the information in this chapter to understand the types of interfaces supported on D-Link routers and to search
configuration information for various types of interfaces.
For a complete description of the interface commands used in this and other chapters that describe interface configuration,
refer to the "Interface Configuration Command"” chapter. To search  documentation of other commands that appear in this
chapter, please see the related contents of user manual.
This chapter contains general information that applies to all interface types; it includes these sections:

Supported types of interface

Please see the following form to obtain correlative information about the type of interface.

Types of Interface Task Reference
information
LAN interface - Configure Ethernet interface “Configure LAN
- Configure FastEthernet interface interface”
Seria interface Configure Synchronous Serial interface “Configure Serial
Configure low-speed Serial interface interface”

Logic interface

Configure Loop-back interface

Configure Empty interface

Configure Diaup interface

Virtua template and virtual access interface
Multi-link interface

Tunnel interface

“Configure Logic
interface"

Sub-interface
El interface Configure channelized E1 interface “Configure E1
interface”
PRI interface Configure PRI interface Configure PRI
interface
BRI interface Configure BRI interface Configure BRI
interface
DTU interface Configure DTU interface Configure DTU

interface

MODEM interface

Configure the asynchronous MODEM
interface

Configure the
MODEM interface

& Two types of interfaces are supported by D-Link router: physical and virtua interfaces. The types of physica
interfaces on a device depend on its standard communication interface and the interface module equipped on the
router. The virtual interfaces that D-Link routers and access servers support include sub-interface and logic
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interface The sub-interface derived from physical interface. Please see Introduction of sub-interface for more
details. The logic interface indicates the interface that created manualy by user and without corresponding
physical equipment.
Presently, the physical interfaces supported by D-Link Router that include:

Ethernet

FastEthernet

Synchronous Serial

Low-speed Serial

Asynchronous Serial

Channelized E1

ISDN PRI interface

ISDN BRI interface

DTU interface

Asynchronous MODEM interface

Presently, the logic interface supported by D-Link Router are

Loop-back interface

Empty interface

Diaup interface

Virtual template and virtual access interface

Tunnel interface

Sub-interface

3.2 Introduction of Interface Configuration
These following instructions apply to al interface configuration processes. Users should begin interface configuration in
global configuration mode and follow these steps:
1. Usethe command “interface” to begin to configure the related interface parameters. User can use command “show
interface” to display the interface. All the interfaces of the device will provide theirs status as follows:
[DEFAULT@4_2750 /enablef]#show
(OO)dlias aias for command

(19)interface interface status and configuration
Please Input the code of command to be excute(0-45): 19
Input 17 choose“ interface’ it will prompt

(00)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Serid Seria interface
(03)Async Asynchronous interface
(OH)Null Null interface

Please Input the code of command to be excute(0-4): 2
Input 2 choose” Serid”  the prompt will be
Please input a interface names1/0
Input the value of type dslot and port of the interface it will display
Seria 1/0 is adminigtratively down, line protocol is down
Hardware is SCC Mode=Sync,Speed=64000
DTR=UP,DSR=DOWN,RTS=DOWN,CTS=DOWN,DCD=DOWN
MTU 1500 bytes, BW 64 kbit, DLY 20000 usec
Encapsulation HDL C, loopback not set
Keepalive set(10 sec)
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If you want to configure the serial interface 1/0, input the following content:
[DEFAULT @router /config/]#interface
Key Word:
U(undo) D(default) Q(quit)
(00)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Seriad Serial interface
(03)Async Asynchronous interface
(OHNull Null interfece
(05)L oopback Loopback interface
(06)Tunnel Tunnel interface
(07)Dider Dider interface
(08)Multilink Multilink-group interface
(09)Virtual-template Virtual template interface
(20)Virtual-tunnel Virtua tunnel interface
Please Input the code of command to be excute(0-10): 2
Please input a interface names1/0
Will you excute it? (Y/N):y
In the interface configuration mode, it will wait for the user to input the “enter” string each time a configuration
is performed. After input the “enter”, it will automatically display al the performable commands of the interface to
provide to users.

Notice: It is not necessary to add a space between the interface type and interface number. For example, in the preceding
line you can specify either serial 10/0 or seria 0/0. The command will work by either way.

2. The commands which define the protocols and applications to be implemented on the interface can be configured under
the current interface configuration mode. All sort of commands will exist until quit the interface configuration mode or
switch to another interface.

3. Once the configuration was completed, user is able to test the status of interface by the command show that list in the
section “ Supervise and maintain interface”.

Notice: Configuring channelized E1 interfaces requires additional steps. When you configure channelized T1or
channelized E1, you must first define the channels and the time slots that comprise the channels. Use the commands of
“controller E1” and “channel-group”, and then use “interface serial” to configure generated seria interface.

3.3 Introduction of Sub-interface

Configuring multiple sub-interfaces on a single physical interface allows greater flexibility and connectivity on the
network. A sub-interface is a mechanism that alows a single physical interface to support multiple logical interfaces or
networks. That is, several logical interfaces or networks can be associated with a single hardware interface. Sub-interfaces
are implemented in various WAN protocols, including Frame Relay and X.25 protocol.

3.4 Configure public configuration of interface
The following section describes commands that executed on any type of interface and thereby configure the common
configuration of interface. The common configuration of interface that available to be configured includes:

4 You can add a description about an interface to help you remember what is attached to it. This description is meant
solely as a comment to help identify what the interface is being used for. The description will appear in the output
of the following commands. “show running-config”, and “show interfaces”. To add a description for any
interface, use the following command in interface configuration mode:
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Command Purpose

description string | Add description to current interface configuration

& Choose the item 9 of prompt and add the descriptions
¢ Please see the “Example of interface description” to get more examples of add description of interface.

3.4.1 Set bandwidth

The information of bandwidth is use to carry out the operational decision by upper layer protocol (ULP). Use following
commands to set the bandwidth in the current interface:

Command Purpose

bandwidth kilobps Set the bandwidth for current configured interface

* Choose the item 1 of prompt and set the bandwidth
* The bandwidth is only a parameter of route that did not affect the communication rate of actual physical interface.

3.4.2 Set timing delay

The information of timing delay is used to carry out the operationa decision by upper layer protocol (ULP). Following
commands set the timing delay in the current interface:

Command Purpose

delay tensofmicroseconds | Set the timing delay for current configured interface

* Choose the item 8 of prompt and set the delay
The setting of timing delay is only set a parameter of information. This configuration command cannot adjust the actua
timimg delay of interface.

3.4.3 Adjust Maximum Packet Unit(MTU) Size

Each interface has a default maximum packet size or maximum transmission unit (MTU) size. This number generaly
defaults to 1500 bytes. On seria interfaces, the MTU size varies, but cannot be set smaller than 68 bytes. To adjust the
maximum packet size, use the following command in interface configuration mode:

Command Purpose

Mtu bytes Set MTU for current configured interface

* Choose the item 20 of prompt and set the value of MTU

Supervise and maintain the interface

To supervise and maintain the interface by the tasks below:

Examine status of interface

D-Link Router supports the command that to display various information of interface, which is include the status of
interface and version of hardware and software. Parts of interface supervising commands are listed in the form below.
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Please see the “Command of interface configuration” for details.
Use following commands:

Command Purpose

show interface [type slot/port] Display the status of interface

show running-config Display current configuration

show version Display setting of hardware, version of software,

filename of configuring file, source image and
boot image.

To display interface status, input the command “ show”
contents:

(00)alias

to list all the parameters in global configuration

alias for command

interface status and configuration
Please Input the code of command to be excute(0-45): 19

Input 19, choose theitem * interface’ and it will prompt:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serid Seria interface
(03)Async Asynchronous interface
(O4)Null Null interface

Please Input the code of command to be excute(0-4): <cr>

Input the value of type, slot and port of the interface to be displayed:

To display the current configuration, input the command “ show” to list al the parameters in the global configuration
contents:

(OOyalias aias for command

(31)running-config current configuration

Please Input the code of command to be excute(0-45): 31
Input 31,choose the item * running-config”
(00)interface
(01)<cr>

Please Input the code of command to be excute(0-1): 1
Input 1, it will display all the current configurations.

it will prompt
interface current configuration

To display the hardware configuration, software version, name, source and boot image of the configuration documents, input the
command “show” intheglobal configuration contents:

(CO)dlias dias for command

router version information

Please Input the code of command to be excute(0-45): 41
Input 41 choosetheitem*® version”

it will prompt
(0ol

Show all module version information
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(01)module Specify module

(02)<cr>

Please Input the code of command to be excute(0-2): 0

Input O choosetheitem® dl” it will display all the information:

3.5 Initidize and ddlete interface

The logical interface can be created and dynamic deleted by user. The sub-interface and channelized interface are a'so can
be dynamic deleted. Restore the default setting is available for the physical interface that cannot be dynamic deleted.
Following commands apply to initialize and delete the interface in the global configuration mode:

Command Purpose

I nterface(undo) type slot/port Initialize physical interface or delete virtua interface

Input the command “ interface” it will list dl the parameters
U(undo) D(default) Q(quit)

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serid Seria interface

Please Input the code of command to be excute(0-10): u
Input U or u, the prompt is

(O0)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Seria Serid interface

Please Input the code of command to be excute(0-10):
Input the type, slot and port of the physical interface to be initialized or the virtua interface to be deleted.

3.6 Close and redtart interface

Forbid an interface will cause the forbiddance of all the functions that use to assigned interface. Furthermore, the
forbiddened interface will be display as unavailable interface for al the supervising commands. This message will be
transfer to other Routers through dynamic route protocol. Modify of any route will not effect the interface. Stop an

interface on the seria interface will cause the reduction of DTR signal.
Use following command to close interface in the configuring mode of interface and then restart:

Step Command Purpose
1 shutdown Stop interface
2 Shutdown(default) Restart interface

Please use the commands show interface and show running-config to check an interface to be closed or not. In the
command display of show interface, a closed interface will be displayed as “administratively down”. Please see the
“Example of stop interface".

Example of interface configuring

Provide following example of configuring process:

Example of start interface
Following example describe that how to start the interface configuring on a serial interface. It encapsulates PPP protocol
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for serial interface 1/0.
interface serial 1/0
encapsulation ppp
Example of interface description
Following example explain that how to add the description of interface. The description will be presented with displaying
of configuring file and interface command.
interface ethernet 1/1
description First Ethernet in network 1
ip address 192.168.1.23 255.255.255.0
Example of stop interface
Following example is of stop the Ethernet interface in port 1 of slot 1.
interface ethernet 1/1
shutdown
Following example is of restart interface
interface ethernet 1/1
shutdown(undo)
Following example is of stop an E1 channel
interface serial 1/3:23
shutdown

3.7 Configuring Interface

This chapter describes the processes for configuring interfaces. It contains these sections:

Please see the “Interface Configuration Example’ later in this chapter to get the examples of configuring task. For
hardware technical descriptions and information about installing interfaces, refer to the hardware instalation and
configuration manual for your product. For a complete description of the LAN interface commands used in this chapter,
refer to the "Interface configuration commands' chapter.

3.7.1 Configuring Ethernet Interface

In this section, we will describe the process of Ethernet interface configuring. DLink Router supports the 10Mbps
Ethernet interface and 100Mbps Fast Ethernet interface. The concrete configurations consist of following steps. The first
step is prerequisite and athers are optional.

' Assign theinterface of Ethernet or FastEthernet

Input the commands below in global configuring mode to enter the status of Ethernet interface configuring

‘ Command ‘ Function

‘ inter face ethernet dot/port ‘ Enter the mode of Ethernet interface configuring

‘ interface fastether net dot/port ‘ Enter the mode of FastEthernet interface configuring
Input the command “ interface” , it will list al the parameters:

(00)FastEthernet FastEthernet interface

(O1)Ethernet Ethernet interface

(02)Serial Serid interface

Please Input the code of command to be excute(0-10): 1
Input 1 choosetheitem“ Ethernet” it will prompt
Please input a interface name:

Input the Ethernet, slot and port name:

Input 0  choosetheitem“ Fast Ethernet” it will display
Please input a interface name:
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Input the Fast Ethernet, slot and port name.
The command show interface Ethernet is use to display the status of Ethernet interface. The command show interface
fastethernet is use to display the status of FastEthernet interface.

Configure 100M bps FastEther net
The FastEthernet interface of D-Link Router supports the rate of 10Mbps / 100Mbps and the Router, Hub and Swithces
with 100BaseT or 10BaseT interface. The FastEthernet interface support the adaptation with the rate of 10Mbps and
100Mbps. Furthermore, the FastEthernet is able to adopt the suitable rate of communication, which is according to the
connected equipment. Following is the process of configuration that starts from management mode:

‘ Step ‘ Command Function
1. cd configure Enter the content of global configuration
2. interface fastether net dot/port Enter the FastEthernet interface
3. ip addr ess address subnet-mask Set IP address and subnet mask on
interface
Step 1:
Input the command “ cd config” to enter the globa configuration mode.
Step 2:
Input the command “ interface’ , list al the parameters:
(O0)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Seria Serid interface

Please Input the code of command to be excute(0-10): 0
Input 0 choose theitem “ fast Ethernet” , it will prompt
Please input a interface name:

Input the fast ethernet, slot and port name.

Step 3
Choose the item 20 of prompt, it will list al the parameters:
(00)access-group Specify access control for packets
(O1)address IP address
(02)beigrp Enhanced Interior Gateway Routing Protocol

Please Input the code of command to be excute(0-19): 1
Input 1 choosetheitem“ address’ , it will prompt
(0O)A.B.C.D IP address
(01)dhcp IP Address negotiated via DHCP
Please Input the code of command to be excute(0-1): O

Input 0 choosetheitem*“ A.B.C.D” , the prompt is
Please input a IP Address:

Input the IP address, it will prompt

Please input a IP Address:

Input the mask.

3.7.2 Configure the rate of FastEthernet

Therate of FastEthernet executed through self-negotiation as well as configuration on interface.

Command Function
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‘Speed {10]100|auto} ‘Set the rate of FastEthernet as 10M, 100M or self-negotiation.
‘speed (default) ‘Restore the default setting with the rate is self -negotiation.

Choose the item 35 of prompt, it will display that:
U(undo) D(default) Q(quit)
(00)10 Set 10-Mbps
(01)100 Set 100-Mbps
(02)auto Set auto-speed
Please Input the code of command to be excute(0-2):
Input O to set the speed as 10M.
Input D or d, it will come back to default settings.

3.7.3 Duplex configuration mode of FastEthernet

The duplex mode of FastEthernet executed through self-negotiation as well as configuration on interface.

‘Command ‘Function

‘duplex half ‘Set the operational mode of FastEthernet as half-duplex.
‘duplex full ‘Set the operational mode of FastEthernet as full-duplex.
‘Dupl ex(default) ‘R&ctore the default setting as self -negotiation.

Choose the item 13 of prompt, it will display that:
U(undo) D(default) Q(quit)
(CO)full Force full duplex operation
(OD)half Force half duplex operation
Please Input the code of command to be excute(0-1):
Input 1, choose the item “hdf” can st it into haf-duplex mode.
Input O, choose the item “full” can st it into full-duplex mode.
Input D or d, it will come back to default settings.
Configure Ethernet subinterface
This section is description about the process of Ethernet sub-interface configuring. D-Link Router supports the iIEEE
802.1Q protocol on the Ethernet sub-interface. Detailed configuration as below:
Assign the sub-interface of Ethernet
Input following commands under the global mode to enter the status of Ethernet interface configuring

Command Function

interface ether net Enter the status of Ethernet sub-interface configuring
slot/port.subinterface-number

interface fastether net Enter the status of FastEthernet sub-interface configuring
slot/port.subinterface-number

Input the command “ interface’ , it will list al the parameters:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Serid interface

Please Input the code of command to be excute(0-10): 1
Input 1, choose the item “ Ethernet” , it will prompt:
Please input a interface name:
Input the name of Ethernet, slot and port and the value of sub-interface-number.
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Input O, choose the item “ Fast Ethernet” , it will prompt:
Please input a interface name:
Input the name of Fast Ethernet, slot and port and the value of sub-interface-number.
Encapsulate 802.1Q protocol
The sub-interface of Ethernet must encapsulate with 802.1Q protocol for usage. Otherwise, UP is unavailable for
the protocol.

‘Command |Function
encapsulation dot1q vian-identifier LE/ncapsulate 802.1Q protocol and assign
lan 1D

Choosethe item 11 of prompt, it will display:

(00)dot1Q IEEE 802.1Q Virtua LAN

Please Input the code of command to be excute(0-0): 0

Input 0 and the value of vlan-identifier then the encapsulation of protocol for the sub-interface is complete.
Configuring Serial Interface
For hardware technical descriptions and information about installing interfaces, refer to the hardware installation and
configuration publication for your goduct. For a complete description of seria interface commands used in this chapter,
refer to the "Interface Command" chapter. To locate documentation of other commands that appear in this chapter, use the
command reference master index or search online, which is include following content:?

3.7.4 Configuring Synchronous Serial Interface

The configuration of synchronous serial interface consists of following steps. The first step is prerequisite and others are
optional.
Please see the “Example of interface configuring” in the last place to find the example of configuration task.

Specify Synchronous Serial | nterface
In the globa configuring mode, each following commands is use for assign the synchronous serial interface and enter the
status of interface configuring (if asynchronous card be chose, e.g. 16 asynchronous card provides only asynchronous
communication, use async to replace serial):

‘Command |Functi on
‘i nterface serial slot/port |Enter the interface configuring
‘i nterface serial sot/port:set-channel-group |Enter the channlized E1 interface configuring

Input the command “ interface” and it will list al the parameters

(00)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Seria Seria interface

Please Input the code of command to be excute(0-10): 2
Input 2, choose the item “ serid” , it will prompt:
Please input a interface name:
Input the serial, slot and port names, enter the interface configuration.
Input the name of the serial, slot, port and channel-group, enter the configuration of channelized E1 interface.
Specify Synchronous Serial | nterface Encapsulation
By default, synchronous serial lines use the High-Level Data Link Control (HDLC) seria encapsulation method, which
provides the synchronous framing and error detection functions of HDLC. The synchronous serial interfaces support the
following seria encapsulation methods:
. High-level Data Link Control (HDLC)
o Frame Relay
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o Point to point protocol (PPP)
e X325
o Synchronous data link control- SDLC

The encapsulating protocol is able to set by following commands in the mode of interface configuring:

‘Command |Function

‘encapsulati on{ hdlc|frame-r elay|ppp[x25|sdic |Configure synchronous serial encapsulating protocol

The setting of concrete encapsulation should according to the actual situation. Please see the “Command of interface' to
get more information.
Choose the item 11 of prompt, it will list al the parameters:

(00)frame-relay Frame Relay Protocol
(ODhdlc HDLC Protocol
(02)ppp PPP Protocol
(03)dic SDLC Protocol
(04)x25 X.25 Protocol

Please Input the code of command to be excute(0-4):
Then choose the protocol you want to encapsulate.
Configure Low-speed Serial Interface

This section describes how to configure low-speed serial interface. Please see the “Example of low-speed interface’ for
example of configuration.

Usualy, the low-speed seria interface supports both synchronous mode and asynchronous mode. While in the status of
interface configuring, use following command to assign the low-speed interface in the mode of synchronous or
asynchronous:

‘Command ‘Function

Physical-layer mode { sync |async} Assign the low-speed interface in the mode of
synchronous or asynchronous

Choose the item 25 of prompt, it will display:

(00)flow-control Flow control

(01)mode Configure sync or async physical layer on seria interface
(02)sampling set clock sampling mode

(03)speed port speed

Please Input the code of command to be excute(0-3): 1
Input 1,choose theitem “ mode” , it will prompt

(00)async asynchronous mode

(01)sync synchronous mode

Please Input the code of command to be excute(0-1):

Input O, choose theitem “ async” to set the interface as asynchronous type.

Input 1, choose the item “ sync” to set the interface as synchronous type.
While in the mode of asynchronous, the low-speed serial interface supports all the commands of standard asynchronous
interface. The default mode is synchronous. While in the status of interface configuring, use following command to
returen the mode of low-speed serial interface form asynchronous to synchronous:

‘Command |Function

‘Physical-layer (default) mode |Returen to default mode----synchronous mode

Choose the item 25 of prompt, it will display:
U(undo) D(default) Q(quit)
(0O)flow-control Flow control
(01)mode Configure sync or async physical layer on seria interface
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(02)sampling set clock sampling mode
(03)speed port speed

Please Input the code of command to be excute(0-3): d
Input D or d, it will prompt:

(00)flow-control Flow control
(01)mode Configure sync or async physical layer on seria interface
(02)sampling set clock sampling mode
(03)speed port speed

Please Input the code of command to be excute(0-3): 1
Input 1,choose the item “ mode” , it will prompt:
(00)async asynchronous mode
(01)<cr>
Please Input the code of command to be excute(0-1): 1
Input 1,set it back to default mode.

While in the status of interface configuring, please use following command to configure the rate of synchronous mode
and asynchronous mode:

‘Command ‘Function I
Physical-layer speed speed Assign the rate of interface |
Choose the item 25 of prompt, it will display:

(00)flow-control Flow control

(01)mode Configure sync or async physical layer on seria interface
(02)sampling set clock sampling mode

(03)speed port speed

Please Input the code of command to be excute(0-3): 3
Input 3, choose the item “ speed” , then it will prompt various speed value, select the one you want.
The value of rate that supported by synchronous interface and asynchronous interface shown as following:

|Synchronous interface ‘Awnchronous interface

1200,2400,4800,9600,14400,19200,38400,57600, 1200,2400,4800,9600,14400,19200,
64000,115200,128000,256000,512000,1024000,2048000 38400,57600,115200

3.8 Configuring E1 interface
Introduction of E1 interface
There are two types of configuration of E1 interface:

o To be treate as channelized E1 interface. The interface separates into 31 time-dots in physical and all the
time-dots divide into several groups arbitrarily. Each group of time-slot is bind as one interface with the
same logica characteristic of synchronous serial interface. Protocols of link layer are supported, which
include PPP, frame relay, LAPB and X.25.

o To be treat as unchannelized E1 interface. As a G.703 synchronous seria interface with the rate of 2M in
physical, The interface supports the protocols of link layer that include PPP, frame relay, LAPB and X.25.

Configuring El interface
To configure E1 interface, command config-controller E1 must be inputed firstly in the status of global configuring.

Command Function
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controller E1 <dlot>/<config-group> Configure E1 interface
dot is number of solt that controller located in,
config-group is link number of E1 controller

Input the command “controller” , it will prompt:
(CO)E1
Please Input the code of command to be excute(0-0): 0
Input O, choosetheitem * E1” , it will prompt:
(00)<2-2>
(01)<cr>
Please Input the code of command to be excute(0-1):
Choose the corresponding item and input the slot number and group.

Example:
Router_config#config-controller E1 2/0
Router_config_controller_E1 2/0#
Configuring tasks of E1 interface include:
o Configure physical parameters of E1 interface that include frame check mode, line code/decode
format and line clock, loop-back transmission mode, etc. Default parameter is required.
o Channelized E1 interface requires the configuring of parameter about set-channel-group and confirm
the binding mode of time-slot.
o Unchannelized E1 interface has no need of configure the parameter of set-channel-group.
o Configure the parameter of interface.
Configuring Operation Mode of E1 Interface
The default mode of E1 interface is channelized mode. It is able to set as unchannelized mode by the command of
unframed.

| Command ’ Function
| unframed ‘ Configure as unchannelized mode
| Unframed (undo) ‘ Configure as channelized mode

Choose item 30 of the prompt of interface parameters, then the interface will be configured as unchannelized mode.
If you input U or u before you do the action above, it will be configured as channelized mode.

Example:

Router_config#config-controller E1 2/0

Router_config_controller_E1_2/0# unframed

Router_config_controller_E1 2/0# no unframed

Configuring Frame Check Mode of E1 Interface

E1 interface support CRC32 check for physical frame, default setting is unchecking.

| Command Function
. Configure the frame checking of E1 interface as
framing crc4
4bytes CRC check.
framing(undo) or Configure the frame checking of E1 interface as
framing no-crc4 unchecking.

Take the first command as an example:

Choose the item 13 of interface-parameter prompt, it will display:
(OO)crc4
(O)no-crca
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Please Input the code of command to be excute(0-1): 0
Input 0 choosetheitem “crc4”.
Configuring Line Code/Decode Format of E1 Interface
There are two formats of line code/decode supported by E1 interface: AMI and HDB3
Default setting is HDB3.

Command Function
. . Configure line code/decode format of E1
line code ami .

interfaceas AMI
line code(undo) or Configure line code/decode format of E1
line code hdb3 interface as HDB3

Choose item 19 of interface-parameter prompt, it will prompt:
(0O)ami use ami mode
(01)hdb3 use hdb3 mode
Please Input the code of command to be excute(0-1):
Choose 0 it will be set asami format
Choose 1 it will be set as hdb3 format.

Configuring Line Clock of E1 Interface
If E1 interface is operated as synchronous interface, two operation modes available for E1 that is of DTE and DCE. It is
need to choose line clock. While two Routers straight connected with E1 interfaces, the two ports must be operated with
DTE and DCE separately. While Router connects with Exchange through E1 interface, DCE for Exchange and DTE for
E1 interface of Router.
Default operation mode of E1 interface is DTE.

Command Function

Configure operation mode of E1 interface as DCE that use

clock internal ] ) i
internal synchronous signal of chip.

Configure operation mode of E1 interface as DTE that use
synchronous signa of line.

clock external

Chooseitem 5 of interface-parameter prompt, it will display:
(OO)external external clock
(OD)internal internal clock
Please Input the code of command to be excute(0-1):
Choose 0, use internal synchronous signal of chip;
Choosel use synchronoussignal of line.

Configuring L oopback Transmission Mode of E1 Interface
While in the mode of remot loop-back transmission, the message that received through the port will be return by E1
through the sending channel.

| Command | Function
| loopback local | Configure the operation mode of E1 as remote loop-back
| L oop(undo) | Cancel the setting of remote loop-back

Takethe first command as an example:

Choose the item 20 of interface-parameter prompt, it will display:
(0O)local set local loopback
(01)remote set local remoteback
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Please Input the code of command to be excute(0-1): 0
Input O, choose theitem * lod” .
Configuring Transmitting | mpulse Mode of E1
Choose transmitting impulse mode. To execute Cable 120 for cable type is 1200 twisted-pair. The 750 coaxia cable for
default setting and obey ITU-T G.703 standard. The transmitting impulses of two types of cable are diffenent.

| Command | Function
| Cable 120 | Configure the cable of E1 interface as 1200 twisted-pair
' No cable | Default setting is 750 coaxial cable

Chooseitem 1 of interface-parameter prompt, it will display:
(00120  set 1200hm cable
Please Input the code of command to be excute(0-1): 0
Choose 0.

Forbid thelink of E1 interface
Use for forbidding a E1 interface and the line status for all interfaces of port switch to down.

| Command | Function
| Shutdown | Forbid the link of E1 interface
| Shutdown(undo) | Restore the link of E1 interface

Choose item 28 of interface-parameter prompt, then the link will be forbidden. If you input the “ U’
or “ u” before choose the item 28, the link will be resumed.
Example:

Router_config#config-controller E1 2/0

Router_config_controller E1 2/0#shutdown

Router_config_controller_E1_2/0# shutdown(undo)

Configuring set-channel-group Parameter of E1 Interface

set-channel-group is channe number of E1 with the range of 0-30. the timedot is time-dot number of E1 with the ranger
of 1-31. The channel is able to occupy any non-assigned time-slot and combines time-dot arbitrarily. The configuration of
E1 channel will generate new interface.
The binding time-slot of channel-group will be cleared by no channel-group. The corresponding interface will be cleared

too.

Command ‘ Function

Channel channel-group timeslots {  number Bind the time-slot of E1 interface to
number 1-number2 } [,number | number1-number2 ... ] set-channel-group

Cancel the time-dot binding of

Channel(undo) channel-group channel-group

Choose theitem 2 of interface-parameter prompt, it will display:
(00)<0-30> Channel number
Please Input the code of command to be excute(0-1): 0
Choose 0 and input the channel number, it will prompt
(OO)timedots
Please Input the code of command to be excute(0-1): 0
Input 0 choose the item “timeslots” it will prompt
(00)<1-31> List of timeslots which comprise the channel
Please Input the code of command to be excute(0-1): 0
Choose 0, the configuration is correct.
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Example:
Router_config#config-controller E1 2/0
Router_config_controller_E1_2/0#channel 5 timeslots 18,11-13,20,22,30-28,24-25
Router_config_controller E1 2/0#config-interface s2/0:5
Router_config_interface s2/0:5#
& Configuring I nterface Parameter of E1 Interface
® While the E1 interface in the Channelized mode, system will generate new interface after configure the
channel-group parameter with the same logical characteristic of synchronous seria interface. The name is
serial<d ot>/<group>:<channel-group>. The <slot> and <group> is the same as controller E1 <dot>/<group>.
® While the E1 interface in the Unchannelized mode, system will generate new interface with the name is
serial<dot>/<group>:0. it is able to encapsulate the data-link-layer protocol to the interface, which include PPP,
frame relay, HDLC and X.25, etc.
Example:
In Channelized mode:
Router_config#config-controller E1 2/0
Router_config_controller E1 2/0#channel 1 timeslots 1-31
Router_config_controller E1 2/0#int s2/0:1
Router_config_controller_s2/0:1#enca fr
Router_config_controller_s2/0:1#ip add 130.130.0.1 255.255.255.0
In Unchannelized mode:
Router_config# controller E1 2/0
Router_config_controller E1 2/0#unframed
Router_config_controller_E1 2/0#int s2/0:0
Router_config_controller_s2/0:0#enca fr
Router_config_controller_s2/0:0#ip add 130.130.0.1 255.255.255.0
& Configuring the PRI interface
Introduction of PRI interface
PRI interface is a kind of 1SDN interface which consists of 30 B channels plus a singled channels.. The
number of the B channd of our PRI interface is not fixed as 30 but can be set by user to meet their requirement. You can
generate and delete the PRI interface through the E1 interface, it’s dynamic. You can set the detailed timedlot as a B
channel of a general serial port or a PRI interface through the command line. When one or more timeslot has been
configured as the PRI B channel of an E1 interface, the fifteenth timedot will always be utilized by the PRI interface as
the D channel of signa aternation.
To configure the PRI interface, you must input the command “ controller E1” inthe
global configurative mode firstly.

Command function
controller E1 Configure E1 interface
<slot>/<group> Slot is the dot number of E1 controller

Group is the link number of E1 controller

Pri-group timeslot num num; you can assign many timeslot to one B
channdl. If those timeslots are continuous, use the
“ -* to connect them. Else,use“ ,” .

Command 1
Input the command “controller” , it will prompt:
(0O)EL
Please Input the code of command to be excute(0-0): 0
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Input O, choosetheitem “ E1” , it will prompt:
(00)<2-2>
(0D)<cr>

Please Input the code of command to be excute(0-1):

Choose the corresponding item and input the slot number and group.

Command 2
Choose the item 22 of parameter prompt, it will display:

(OO)timedlots

Please Input the code of command to be excute(0-0): 0

Input0 choose the item “timedot” , it will prompt:

(00)<1-31> List of timeslots which comprise the channel
Please Input the code of command to be excute(0-0): 0

Choose theitem 0, then input “num”.

This command is used to set up a main workgroup and assign timeslots for the main workgroup. All the
timeslots can be assigned to B channel except 0 and 16. Each timeslot is a correspondence of a B channel while each B

channel is aso a correspondence of avirtual 64K connection according to the protocol encapsulated by D channel. You
can’ t configure the D channel until you have set up a main workgroup and assigned timeslots for B channels.

The configurative method of entering the D channel is: int seria dot/port:15 After you enter the D channel,

you can encapsulate protocol, set dia-up group and set the dial-up mapping of peer.

3.9 Configure the BRI interface

L 4

introduction of BRI interface
BRI isakind of ISDN interface which consists of asingle D channel plus 2 B channels. The D channel is used to set
up B channels and signal alternation channel of the interface. B channels are used to transfer data.

Configuration of BRI interface
To configure the BRI interface ,you must under the ISDN BRI configurative mode firstly.

command function

interface bri <slot>/<group> | Enter the ISDN BRI interface

Slot is the slot number of BRI controller
Group is the link number BRI controller

I nput the command “interface”, it will pronpt:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface

(02)BRI ISDN Basic Rate Interface
Please Input the code of command to be excute(0-11): 2
Input 2, choosetheitem “ BRI:, it will prompt:

Please input ainterface name:

Input the interface type, slot number and group.

3.10 Configure DTU interface

This section describes how to configure the DTU interface. 1750,2620 and 2630 series router support DTU interface.

Detailed configurative steps are given below:
Designating DTU interface

You can input the following command in global configurative mode to enter the DTU interface configurative mode.

command | function

interface bm<slot>/<port> ‘ Configure the DTU interface
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For example
Input the command “ interface’ , it will prompt:
(00)FastEthernet FastEthernet interface

(O1)Ethernet Ethernet interface
(02)Serial Serial interface
(03)Async Asynchronous interface
(04)BM BM interface

Please Input the code of command to be excute(0-10): 4
Input 4, choose theitem* BM” , it will prompt:
Please input ainterface name: bm2/0
Input “bm200’ .
¢ Configuring DTU interface’ s linemode

| command ‘ Function
| linemode nt ’ Set the DTU interface working in NT mode
| linemode It ‘ Set the DTU interface working in LT mode

TheDTU isin NT mode in default.
For example configurethe DTU interface working in LT mode.
Choose theitem 21 of the interface-parameter prompt, it will display:
(OO)nt nt mode
(oIt It mode
Please Input the code of command to be excute(0-1): 0
Input 1, choose theitem “ it”.

¢ Configuring speed of the DTU interface

| command | function

|physical—|ayer speed speed | Designate the interface speed

Choose the item 26 of the interface-paramter prompt, it will display:
(0O)flow-control Flow control

(0OL)mode Configure sync or async physical layer on serial interface
(02)sampling set clock sampling mode
(03)speed port speed

Please Input the code of command to be excute(0-3): 3
Input 3, choose the item and input the speed.
The supported speed are listed below:

‘ Speed ‘ specification
| 64000 128000 | 64000 (defaul)

For example
Configure the speed of DTU interface as 128K.
router_config bm2/0#physical -layer speed 128000

3.11 configuring the MODEM interface
This section describes how to configure the MODEM interface. It includes:

Designating MODEM interface

You can input the following command in the global configurative mode to enter the MODEM interface configurative
mode.
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| command | function

‘ interface async <slot>/<port> Configuring the MODEM interface

For example
Input the command “interface”, it will prompt:
(O0)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Seria Serid interface
(03)Async Asynchronous interface

Please Input the code of command to be excute(0-10): 3

Input 3, choosetheitem “Async”, it will prompt:

Please input ainterface name: async2/0

Input “async2/0”.

MODEM interface is conceived as a general asynchronous interface which connect with a externa MODEM in
the system. Refer to the configuring asynchronous interface and dial-up interface for more detail.

How to connect with V.92 MODEM or those that doesn’ t support V.42bis

Since the chip of our MODEM card can not support the protocol beyond V90, if you want to connect with some
V.92 MODEM of ather company, the connection with the V.92 MODEM may be failed. (however, you can still dial from
the V.92 MODEM to the router.). User can write an initiaizing script, add “ AT&H4 OK” into it. Then, the network mode
of MODEM will be adjusted to V.32bis multimode and the connection with V.92 MODEM can be set up successfully. You
can also use this method when you can not create connection with other older MODEM. What's more, if the MODEM of
peer does not support V.42bis encapsulation protocol, you can close the encapsulation function by adding “ AT%C0 OK”
into the initializing script. The network mode and command type are listed below:

| command | Network mode
| ATEHO | V.92 multimode
| ATEH1 | V.90/V.34

| AT&H2 | V.34 multimode
| AT&H3 | V.34 only

| AT&H4 | V.32bis multimode
| AT&HS | V.32bis only
| ATEH6 | V.22bis

| ATEH7 | V.22

| ATHS | Bell 212

| AT&H9 | Bell 103

| AT&H10 | v.21

| ATEH12 | V.23

& Configuring Logical Interface
In this section we will introduce how to configure the logical interface that include following content:

& Configuring a Null I nterface
The D-Link router supports a "null" interface. This pseudo-interface functions similarly to the null devices available on
most operating systems. This interface is aways up and can never forward or receive traffic. The only interface
configuration command that you can specify for the null interface is no ip unreachable. The null interface provides an
dternative method of filtering traffic. You can avoid the overhead involved with using access lists by directing undesired
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network traffic to the null interface.

To specify the null interface, use the following command in globa configuration mode:

‘Command ‘Function

‘i nterface null ‘Enter the status of null interface configuring
Input the command “ interface’ , it will prompt:

(O0)FastEthernet FastEthernet interface

(01)Ethernet Ethernet interface

(02)Serial Seria interface

(03)Async Asynchronous interface

(O4)Null Null interface

Please Input the code of command to be excute(0-10): 4
Input 4, choose theitem “Null”, it will prompt:

Please input a interface name: null0

Input  “null0”.

The null interface can be used in any command that has an interface type as an argument. The following example
configures a null interface for IP route 192.168.20.0.

ip route 192.168.20.0 255.255.255.0 null 0

& Configure a Loopback I nterface
A loopback interface is a logicd interface that is always up and alows BGP sessions to stay up even if the outbound
interface is down. You can use the loopback interface as the termination address for BGP sessions. In applications where
other routers or access servers attempt to reach this loopback interface, you should configure a routing protocol to
distribute the subnet assigned to the loopback address. Packets routed to the loopback interface are rerouted back to the
router and processed locally. IP packets routed out the loopback interface but not destined to the loopback interface are
dropped. This means that the loopback interface serves as the Null interface also.

To specify a loopback interface and enter interface configuration mode, use one of the following commands in global
configuration mode:

‘Command |Function

‘i nterface loopback number |Enter the status of loop-back interface configuring

Input the command “ interface” , it will prompt:
(O0)FastEthernet FastEthernet interface

(05)L oopback Loopback interface
Please Input the code of command to be excute(0-10): 5
Input 5 choosetheitem “Loopback”, it will prompt:
Please input ainterface name:
Input the “loopback interface’.
¢ Configure Dialup Interface
The dialup interface is akind of logical interface, which configure the dialup setting of multiple physical interfacesin one
virtua interface. Thereby, the diaup interface will builds the communication of physical interface and dialup interface to
manage multiple interfaces in the same time.
Use following command to configure dialup interface:
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‘ Command ‘ Function

‘i nterface dialer number ‘Enter the status of dialup interface configuring

dialer rotary-group number Set the communication of diaup interface and
physical interface

Command 1:
Input the command “interface” in global configurative mode, it will prompt:
(00)FastEthernet FastEthernet interface
(07)Dider Dider interface

Please I nput the code of command to be excute(0-10): 7

Input 7, choose the item* Dide” , it will prompt:

Please input ainterface name:

Input the dialer number.

Command 2

Set the interface to dial-up, choose theitem “ Diaer” of prompt, it will display:
(00)called Dider called string

(O9)rotary-group Add this interface to a dialer rotary group
Please Input the code of command to be excute(0-28): 9

Input 9 choose the item “ rotary-group” it will prompt:

(0O)Dider Dialer interface

Please Input the code of command to be excute(0-0): 0

Input 0 choose the item “ Dider” , it will prompt:

Please input ainterface name:

Input string.

¢ Configuring Virtual template and Virtual access interface
Virtua template and virtual access interface
Virtua template and virtual access interface are two partnership interfaces. The Virtual access
interface is created for protocol requirement, its configurative information originate from the configuration of virtua
template interface. Virtud template and virtual access interface are generally used in some special case such as protocol
conversion(for example, PPP over X.25) and Multilink PPP and so on.
Y ou can use the following command to define the virtual template interface:;

‘ command ‘functi on i

‘I nterface virtual-template number ‘Configure the virtual template interface

Input the command “interface’, it will prompt:
(O0)FastEthernet FastEthernet interface

(09)Virtua-template Virtual template interface

Please Input the code of command to be excute(0-10): 9
Input 9, choose the item * Virtud-template”, it will prompt
Please input ainterface name: Virtual-template

Input Virtual-template it will prompt

Please Input the code of command to be excute(0-0): 0
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Input O, it will prompt:
Please input a interface name:1
Input number.

& Configurethe Multilink interface

Multilink interface
Multilink interface is defined in alusion to Multilink PPP. This interface is usually used for the

Multilink PPP of a serid interface.

User the following command to define the multilink interface:

‘ Command ‘ Function

‘Interface multilink number ‘Configure the multilink interface

Input the command “interface’, it will prompt:
(00)FastEthernet FastEthernet interface
(08)Multilink Multilink-group interface
Please Input the code of command to be excute(0-10): 8
Input 8, choose the item “multilink”, it will prompt:
Please input ainterface name: Multilink
Input “Multilink” it will prompt
(00)<0-32767>  Multilink interface number
Please Input the code of command to be excute(0-0): O
Input O it will prompt
Please input ainterface number:

Input “ number”

¢ Configure the Tunnel interface

Tunnel interface
Tunnel interface is defined for some encapsulated protocol. The current version supports the encapsulation protocol of GRE/Ip

type.

To designate a Tunnel interface and enter the interface configurative mode, use the following command in the global
configurative mode:

‘ command ‘ Function

‘Interface Tunnel number ‘Configure the Tunnel interface

Input the command “interface”, it will prompt:
(00)FastEthernet FastEthernet interface

(06)Tunnel Tunnel interface
Please Input the code of command to be excute(0-10): 6
Input 6 choose the item “Tunnel” , it will prompt:
Please input a interface name: Tunnel
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Input “tunnel” , it will prompt:
(00)<0-32767> Tunnel interface number
Please Input the code of command to be excute(0-0): 0
Input“ @ it will prompt:
Please input a interface name:
Input “number” .

o Exampleof interface configuring
1. Example of serial interface configuring
1.1 Example of high-speed interface configuring
Following example illustrates how to start interface configuring on seria interface. PPP encapsulation is assigned to
interface 1/0.
interface serial 1/0
encapsulation ppp
1.2. Example of low-speed serial interface
Following example illustrates how to switch the low-speed serid interface from synchronous mode to asynchronous
mode;
interface serial 1/0
physical-layer mode async
Following example illustrates how to switch the low-speed serial interface from asynchronous mode to synchronous mode,
that is, the default mode:
interface serial 1/0
physical-layer mode sync
or
interface serial 1/0
no physical-layer mode
Following example is typical asynchronous serial interface configuration
interface serial 1/0
(Notice: if it is 16 asynchronous card , the value is inter async 0/0)
physical-layer mode async
ip address 192.168.1.1 255.255.255.0
encapsulation ppp
Following example is typica synchronous seria interface configuration
interface serial 1/0
physical-layer mode sync
ip address 192.168.1.2 255.255.255.0
no shutdown
2. Example of Ethernet sub-interface

router A router B
£0/0. 1] £0/0.
Ethernet ——
£0/0. 1 £0/0.1
router C router D

Configuration of ROUTER A
int f0/0.1
encapsulation dotlq 1
ip address 192.168.20.11 255.255.255.0
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Configuration of ROUTER B
int f0/0.1

encapsulation dotlq 2

ip address 192.168.20.22 255.255.255.0

Configuration of ROUTER C
int f0/0.1

encapsulation dotlqg 1
ip address 192.168.20.33 255.255.255.0

Configuration of ROUTER D
int f0/0.1

encapsulation dotlq 2
ip address 192.168.20.44 255.255.255.0

With this configuration, A is only to PING with C each other and B is only to PING with D each other.

Example of PRI interface configuring
router _config# control el 3/2 (enter the E1 configurative mode)

router _config _controller# pri-group timeslot 1-5,9,10
router _config _controller#int s3/2:15 (enter the D channel configurative mode).

Example of BRI interface configuring
router _config# interface b3/2 (enter the isdn bri interface configurative mode)
router _config b3/2#diaer string 222

3.12 Configuring SNMP Ligt

L 4

L 4

L 4

SNMP system consist of 3 parts as below:

. SNMP Network Management System (NMS)

o SNMP agent

. Management Information Bsae (MIB)

SNMP is link layer protocol. It provides the message format that use for communication of SNMP management
port and SNMP agent.

SNMP management port can be considered as a pat of Network Management System (NMS, such as
D-LinkWorks). The agent and MIB reside in Router. It is need to define the relation of management port and agent
before configure SNMP of Router.

SNMP agent contains MIB variable and the agent is able to query and change these variable vaues. The
management port acquires variable value from agent or stores variable value to agent. The agent collects data from
MIB. MIB is the information base of equipment parameter and network data. MIB can aso responses the
requirement of data reading or data setting from management port. SNMP agent send trap to management port
actively. The trap is alert message about some situation of network that sends to SNM P management port that is of
some situation of network. The trap is used to point out incorrect user authentication, restart, status of link (startup
or closed), closedown of TCP link, lose the link of adjacent Router and/or other important matters.

SNM P Notification

L 4

L 4

To send inform to SNMP management port while special occurrence. For example, the agent Router sends a
message to management port if the agent encounters an error condition.

SNMP notification can be sent as trap or inform request. Because receinving port did not send any responsion
when the trap was received, thereby, the sending port could not confirm whether the trap was received or not.
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Thus, the trap is unreliable. Oppositely, the management port of inform request receiving will adopt SNMP
responsed PDU as responsion of this message. If the management port di not receive a inform request, then the
responsion will not to be sent. If the sending port did not receive the responsion, the inform request will be resent.
Thus, the notification has more possibility that to be sent to planned destination

& Theinform reguest occupied more resource of Router and network because it is more reliable. The trap will be
discarded as soon as it is sent. Another side, inform request must be saved in memory until the system received
responsion or request overtime. In addition, the trap can only be sent once but inform request can be sent many
times. The retransmission increased the communication traffic of network and generated more burthen. Therefore,
the trap and inform request balance the reliableility and resource. The inform request can be chose if SNMP
management port extremely need to receive each notification. If communication traffic of network or memory of
Router is more important and need not to care each notification, trap is the better choice.

¢ D-Link Router presently supports trap but also provides the extension of inform request.

Verson of SNMP
D-Link Router presently supports following SNMP versions:
SNMPv1---Simple Network Management Protocol. A full standard of internet defined in RFC1157.
SNMPv2C--- Community based management frame of SNMPv2. Test protocol of internet that defined in RFC1901.
D-Link Router support following SNMP versions:
SNMPV3.
SNMPV1 utilizes community based security mode to access management port that the agent of MIB. The community is
definited by IP address Access Control List and password. The agent of SNMP must be configured as the version that
supported by management workstation. The agent is able to communicate with various management ports.
Supported MIB
D-Link SNMP supports the entire MIB |1 variable (described at RFC 1213) and SNMP trap (described at RFC 1215).
D-Link provides private MIB extension for each system.
Creat or modify the access control for SNMP community
& The relation of SNMP management port and agent is definited by SNMP community character string. The
community character string similar as the password that alows accessing the agent of Router. The optional item
is to assign one or severa features concern with community character string as below:
¢ Community character string is alowed to acquire the IP address access list of SNMP management port with
authority of agent access.
& To define the MIB view for the entire MIB object subset with accessing authority of assigned community.
& Assign the read/write authority of community that has the authority to access MIB object.
& Configure community character string in the mode of global configuration:

Command Function

snmp-server community string [view view-name] [ro | rw] [word] Define the community
accessing character string

Input the command “ snmp-server” , it will prompt:
U(undo) D(default) Q(quit)

(00)community Enable SNMP; set community string and access privs
(01)contact Text for mib object sysContact
(02)host Specify hosts to receive SNMP TRAPs

Please Input the code of command to be excute(0-8): 0
Input “ 0"  choosetheitem® community” , it will prompt:
(OO)WORD SNMP community string
Please Input the code of command to be excute(0-0): 0
Input 0 choose the item “* WORD” , it will prompt:
Please input a string:
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Input the string  then it will prompt

(0O)WORD Std IP accesslist allowing access with this community string
(0)ro Read-only access with this community string

(02)rw Read-write access with this community string

(O3)view Restrict this community to a named MIB view

(04)<cr>

Please Input the code of command to be excute(0-4):
Choose the parameter you want to configure.

One or more community can be configured. Use the command no snmp-server community to erase the given community
character string.

Please see the section "SNMP command* to get more examples about configuration of community character string.

& Set the contact information of the route’ s administrator and location of Router
sysContact and sysL ocation are all management variable of system group in MIB and respectively define the operator 1D

and ectual location of managed node (Router). The user can access the information through the configuring file. One or
several commands below will be used in the mode of global configuration:

Command Function
snmp-server contact text Set the character string of node operator
snmp-server location text Set the character string of node location
Input the command “ SNMP server” , it will prompt:
(00)community Enable SNMP; set community string and access privs
(01)contact Text for mib object sysContact
(02)host Specify hosts to receive SNMP TRAPs
(O3)location Text for mib object sysLocation

Please Input the code of command to be excute(0-8): 1
Input “ 1" choose the item “ contact” , it will prompt:
(OO)LINE identification of the contact person for this managed node
Please Input the code of command to be excute(0-0): 0
Input O, choose the item “ LINE” , it will prompt: Please input a string:
Input the contact string.
Input the command snmp-server, it will prompt:

(00)community Enable SNMP; set community string and access privs
(01)contact Text for mib object sysContact

(02)host Specify hosts to receive SNMP TRAPs

(O3)location Text for mib object sysLocation

Please Input the code of command to be excute(0-8): 3

Input 3  choose the item “ contact” , it will prompt:

(OO)LINE identification of the contact person for this managed node
Please Input the code of command to be excute(0-0): 0

Input 0 choose the item “ LINE” , it will prompt:

Please input a string:

Input the location string.

¢ Define the maxium length of SNM P agent data packet
The permitted maxium length of data packet can be set while SNMP agent receiving request or sending responsion. Use
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following command in the mode of global configuration:

Command Function

snmp-server packetsize byte-count Set the permitted maxium length of data packet.

Input the command “ snmp-server” , it will prompt:
(00)community Enable SNMP; set community string and access privs
(04)packetsize Largest SNMP packet size
Please Input the code of command to be excute(0-8): 4
Input 4, choose the item “ packetsize” , it will prompt:
(00)<484-17940> Packet size
Please Input the code of command to be excute(0-0): 0
Input O, it will prompt:
Please input a digital number:Please input a string:
Input the maximum length of a data packet.

& Supervise the status of SNMP
Use following command in the mode of globa configuration to supervise the statistics about input and output of SNMP,
which isinclude the list of illegal community character string, amount of error and request variable.

Command Function

show snmp Supervise the status of SNMP

Input the command “ show” , al the parameters will be listed:
(CO)dlias alias for command
(33)snmp SNMP statistics

Please Input the code of command to be excute(0-45): 33
Input 33, choose the item “ snmp” , it will prompt:

(00)host show SNMP trap hosts
(O)view show SNMP views
(02)<cr>

Please Input the code of command to be excute(0-2):
Choose the content you want to show.

& Configure SNMP trap
To use following command to configure the SNMP trgp that sent by Router, (the second task is optional):
Configure the Router-send trap
Change the parameter of trgp running

& Configurethe Router-send trap
Use following command in the mode of global configuration, which is configures the Router to send a trap to a host.

Command Function

snmp-server host host community-string [udp-port port] |Assign the receiver of trap message.
[trap-type]

Input the command “ snmp-server” , it will prompt:

(00)community Enable SNMP; set community string and access privs
(01)contact Text for mib object sysContact
(02)host Specify hosts to receive SNMP TRAPs
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Please Input the code of command to be excute(0-8): 2
Input 2, choose the item “host”, it will prompt:

(OO)Hostname or A.B.C.D IP address of SNMP TRAP host

Please Input the code of command to be excute(0-0): 0
Input O it will prompt:

Please input a string:

Input the Hostname or IP address it will prompt:
(OO)WORD SNMP community string
Please Input the code of command to be excute(0-0): 0
Input O, choose the item “ word” , it will prompt:
Please input a string:

Input string, it will prompt:

(O0)authentication Allow authentication failure trgps
(O1)configure Allow SNMP-configure traps
(02)snmp Allow SNMP-type traps
(03)<cr>

Please Input the code of command to be excute(0-3):
Choose the aimed trap-type.

& The SNMP agent will automatic boot after switch on D-Link Router and then activate all types of trap. Use the
command snmp-server host to assign the type of traps and the receiving host.

& Some traps must be control by other commands. For example, if the SNMP link trap needs to be sent while open
or close the interface, so that the command snmp trap link-status is used for activate link trap in the mode of
interface configuring. The interface configuring command no snmp trap link-stat is used for close these traps.

& The host must be configured with the command snmp-server host for receiving traps.

Change the running parameter of trap

As option, the command is use for assign the source interface to generate traps, and then assign each host with the queue
length of message (data packet) or vaue of retransmission interval. Use following optional command in the mode of

global configuration to change the running parameter of trap:

Command Function
snmp-server trap-source interface Assign the source interface (include IP address) for.
generating of trap message. This command is also sets
resource |P address for message.
snmp-server queue-length length Create message queue length for each trap host.
snmp-server trap-timeout seconds Define the frequency of the retransmitting trap message
that in the retransmitting queue.

Take the first command for example, input the command “ snmp-server” , it will prompt:
(00)community Enable SNMP; set community string and access privs

(06)trap-source Assign an interface for the source address of all traps

Please Input the code of command to be excute(0-8): 6
Input 6, choose the item “ trap-source’ , it will prompt:

(O0)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Serial Serid interface
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(03)Async Asynchronous interface

(O4H)Null Null interface

Please Input the code of command to be excute(0-4):

Choose and input the type, slot and port number of the interface.

Example of configuration

& Example L.

snmp-server community public RO

snmp-server community private RW

snmp-server host 192.168.10.2 public

There are two community character strings that to be configured in this example. Oneis “public”’ that has the authority to
read al of MIB variable; another is “private” that has the authority to read/write al of MIB variable. User is able to read
the MIB variable in Router by “public”, and read the variable or write the writable variable in Router by “private’. While
the Router is need to send trap message, it is also assign that use public send trap message to 192.168.20.2. For example,
the Router will send trap message “linkdown” to 192.168.20.2 when a port of Router is down.

¢ Example 2:

snmp-server community public view sysmib RO

snmp-server community private RW nativehost

snmp-server contact D-Link@D-Link.com.cn

snmp-server host 192.168.10.2 public snmp

snmp-server location 405-D-Link

snmp-server view sysmib system included

ip access-list standard nativehost

permit 192.168.10.2 255.255.255.255

In this example, the community character string “public’ only has the authority to read the MIB variable of the Router’s
system group. Only the host with IP address 192.168.10.2 is alowed to read/write the MIB variable of Router’ s system
group by the community character string “private”’. Only the “snmp” trap message is sent to the host with 1P address
192.168.10.2. The trap message “authentication” or “configure” will not to be sent to host. To set the contact information
asD-Link@D-Link.com.cn with location of 405-D-Link, that is, D-Link@D-Link.com.cn is the value of MIB variable
“sysContact” in system group, and the value of sysLocation is 405-D-Link.

3.13 configuring the CDP
This chapter describes how to configure the CDP function of D-link router.

CDP is a media and protocol-independent protocol that can be used to detect all the devices directly
attached to the router. Network management applications can retrieve the device type and SNMP-agent address
of neighboring device using CDP.

The CDP function of D-link router can implement the detection of neighboring devices. However,
it can not query neighboring devices by SNMP. Hence, the D-link router can only be put on the network
end, otherwise, it wouldn’ t get the whole network topology structure.

The CDP can configured on all the SANP such as Ethernet, HDLC, Frame Relay, PPP and so on

CDP default configuration

function Default configuration
CDP global configurative mode Disable

CDP interface configurative mode Disable

CDP clock message interval 60 seconds
CDP holdtime 180 seconds
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Set the CDP message interval and holdtime
Y ou can use the following commands in global configurative mode to set CDP message interval and holdtime:

‘ step ‘ command ’ function
‘1 ‘pdp timer seconds lConfiguringtheme&ageinterval of CDP
‘2 ‘pdp holdtime seconds IConfiguringtheCDPmmgehoIdtime

Hereis an example
[DEFAULT @Router /config/]#pdp

(0O)holdtime specify the hold time to be sent in packets
(ODrun enable PTOPO discovery protocol to run
(02)timer specify the interval at which packets are sent
Please Input the code of command to be excute(0-2): 2

(00)<5-254> timeinterval(in seconds)

Please Input the code of command to be excute(0-0): 0

Please input a digital number:Please input a string:100 (input the “time intervd” you want ,here is only an
example)

Will you excute it? (Y/N)y

[DEFAULT@Router /config/]#pdp

(O0)holdtime specify the hold time to be sent in packets
(0D)run enable PTOPO discovery protocol to run
(02)timer specify the interval at which packets are sent
Please Input the code of command to be excute(0-2): 0

(00)<10-255> length of time(in seconds)

Please Input the code of command to be excute(0-0): 0
Please input a digital number:Please input a string:30  input a holdtime you want, here is an example
Will you excute it? (Y/N)y
Enable CDP
Cdp is disable in default configuration. If you want to use CDP function, implement the following
command in global configurative mode:

‘ Command ‘ Purpose
‘ pdp run ‘ Enable CDP function of the router
Example
[DEFAULT@Router /config/]#pdp
(0O)holdtime specify the hold time to be sent in packets
(OD)run enable PTOPO discovery protocol to run
(O2)timer specify the interval at which packets are sent

Please Input the code of command to be excute(0-2): 1
Will you excute it? (Y/N)y
enable the CDP on a port
cdp is disable in default configuration. When the CDP function of the router is enabled, you can also enable the CDP on
a port. Use the following command in interface configurative mode:

command function

pdp enable Enable the CDP function on a port
Key Word:

Q(quit)
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(23)pdp pdp configuration commands

(24)physical-layer Configure physical layer parameters
Please Input the code of command to be excute(0-32): 23

Key Word:

U(undo) D(default) Q(quit)

(OO)enable Enable pdp on interface
Please Input the code of command to be excute(0-0): 0

Will you excuteit? (Y/N):y

monitoring and managing CDP

In order to monitoring CDP, you can use the following commands in management mode:

command

Function

‘show pdp traffic

‘Show the traffic of CDP packet transmitted or received by router

show pdp neighbor [detail] [Show all the neighbor detected by CDP

Example 1

[DEFAULT@Router /enablef]#show

Key Word:

U(undo) D(default)

(27)memory
(28)pdp

Q(quit)

memory info
pdp State information

Please Input the code of command to be excute(0-49): 28

Key Word:
Q(quit)

(00)neighbor

(ODtraffic

pdp neighor information
pdp statistics

Please Input the code of command to be excute(0-1): 1

Will you excuteit? (Y/N):y

Example 2

[DEFAULT@Router /enable/]#show

(27)memory
(28)pdp

memory info
pdp State information

Please Input the code of command to be excute(0-45): 28

(00)neighbor
(0D traffic

pdp neighor information
pdp statistics

Please Input the code of command to be excute(0-1): 0

(00)detail
(01)<cr>

Show detailed information

Please Input the code of command to be excute(0-1): O
Will you excute it? (Y/N):y

Example of CDP configuration

Enable CDP function
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[DEFAULT@Router /config/]# pdp run

[DEFAULT @Router /config/]# int f0/0

[DEFAULT@Router /f0/0/]# pdp enable

configuring the CDP message interval and message holdtime
[DEFAULT @Router /config/]# pdp timer 30

[DEFAULT @Router /config/]# pdp holdtime 90

monitoring CDP message
[DEFAULT @Router /enable/]# show pdp neighbors
Capability Codes.R - Router, T - Trans Bridge, B - Source Route Bridge S - Switch, H -

Host, | - IGMP, r

- Repeater

Device ID Local IntrfceHol dtmeCapabilityPlatform Port ID
joeEth 0 133 4500 Eth 0
samEth 0 152 R AS5200 Eth 0

3.14 Directory of VTY configuration
Introduction of VTY configuration

D-Link Router utilize command line to configure the terminal parameter in smple and agile. The process of configuration

coincides with the habit of user. The setting of width and height can be displayed to terminal in command line.
Softwar e configuration

In this section, we will introduce how to configure pseudo terminal. Please see the chapter “ VTY command” to get more

configuring commands of pseudo terminal.
Configuring task

D-Link Router has four types of circuit: console, auxiliary, asynchronization and virtual termina circuit. The different
Router has different amount of above-mentioned circuit. Following are references about correctly configure the software

and hardware.
‘Type ‘I nterface Description Rule of circuit numbering
CON(CTY) |Console Use for login the Router and Number 0
configuring.
RS-232 DTE port is use for backup [Number: less than (or equa to) 4 slotsis 65.
AUX Assistant asynchronous port (TTY) and cannot [Otherwise, it is accounted as the number
be use as the second console port. slot multiplied by 16 and then adds one.
This is asynchronous interface. Start number is 1. The amount of number
Usually use for dialup converstation  will change with variation of platform. The
with SLIP and PPP remote contact.  range of number is maxium asynchronous
interfaces that Router supported. For
N example, No. 1 slot has 16 asynchronous
TTY asynchronization )
modules, No. 2 slot is empty, and No. 3 has
8 synchronous modules. Thus, al/0
correspond to line 1, al/15 correspond to
line 16,s3/0 correspond to line 17 and s3/7
correspond to line 24.
Use for connect to Telnet, X.25 PAD, The 64 numbers that form maxium number
\irtua HTTP and Rlogin of synchronous port [of TTY circuit and add one.
vVTY asynchronization Of Router (such as Ethernet and serial
interface).

Relation of circuit and interface
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? Asynchronous interface and TTY circuit
? Synchronous interface and VTY circuit

& Asynchronous interfface and TTY Asynchronous interface correspond to physical terminal circuit [TTY].
Asynchronous interface can be connecting with terminal while protocol is not encapsulated.

& Synchronous interface and VTY circuit: Virtual terminal circuit provides to access Router through the synchronous
interface. Corresponing of VTY circuit to synchronous interface is different from TTY circuit to asynchronous
interface. The reason isVTY circuit is dynamic created in Router but TTY circuit is static physical port. While a user
connects to Router through VTY circuit, the user is connecting a virtual port of interface. Every asynchronous
interface has multiple virtual portsif it is permitted.

For example, several Telnet connect to ainterface [Ethernet or serial interface].

Following operations are needed for VTY configuration:

? enter the mode of line configuring
? configure termina parameter
Please see the section of” Example of VTY configuration® to understand the configuration of VTY.

Supervise and maintain VTY connection

Use the command show line to view VTY configuration.

Example of VTY configuration

Example of TTY configuration

Following confirguration is to set bandwidth of terminal output and screen ouput lines of terminal. The user login at this
port and the prompt more displayed per 40 lines. Line width limited in 132 characters, or go to newline:
[DEFAULT@Router /config/J#line

Key Word:

U(undo) D(default) Q(quit)

(00)aux Auxiliary line
(01)console Primary terminal line
(02)tty Terminal controller
(03)vty Virtual terminal

Please Input the code of command to be excute(0-3): 2
Key Word:

Q(quit)

(00)<1-64> First Line number

Please Input the code of command to be excute(0-0): 0
Please input a digital number:1 (input First Line number)
Key Word:

Q(quit)

(00)<2-64> Last Line number

(0D)<cr>

Please Input the code of command to be excute(0-1): 0
Please input a digital number:10 (input Last Line number)
Will you excute it? (Y/N):y

Key Word:

Q(quit)

(35)where display all outgoing telnet connection
(36)width Set width of the display terminal
Please Input the code of command to be excute(0-36): 36

Key Word:

U(undo) D(default) Q(quit)
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(00)<0-256> Number of characters on a screen line(0 for no line wrap)
Please Input the code of command to be excute(0-0): 0

Please input a digital number:132  input Number of characters

Will you excute it? (Y/N):y

Key Word:

Q(quit)

(15)1ength Set number of lines on a screen
(16)1ine Configure a terminal line

Please Input the code of command to be excute(0-36): 15

Key Word:
U(undo) D(default) Q(quit)
(00)<0-512> Number of lines on screen (0 for no pausing)

Please Input the code of command to be excute(0-0): 0
Please input a digital number:40  input Number of lines
Will you excute it? (Y/N):y

Following configuration set s1/0 as TTY port.

Key Word:

Q(quit)

(25)pdp pdp configuration commands
(26)physical-layer Configure physical layer parameters

Please Input the code of command to be excute(0-34): 26

Key Word:
U(undo) D(default) Q(quit)
(0O)flow-control Flow control
(01)mode Configure sync or async physical layer on serial interface
(02)sampling set clock sampling mode
(03)speed port speed
Please I nput the code of command to be excute(0-3): 1
Key Word:
Q(quit)
(00)async asynchronous mode
(01)sync synchronous mode

Please Input the code of command to be excute(0-1): 0
Will you excuteit? (Y/N):y

In this configuration, the straight back-to-back cable connected with s1/0 port. If the connection is remote access through
Modem, line dial should be configured before the command config-async mode interactive

Example of VTY configuration
All the limitation of VTY screen output lines will be canceled by following configuration, prompt more will disappear.
[DEFAULT@Router /config/]#line

Key Word:

U(undo) D(default) Q(quit)

(00)aLx Auxiliary line
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(O1)console Primary terminal line
(02)tty Terminal controller
(O3)vty Virtual terminal
Please Input the code of command to be excute(0-3): 3

Key Word:

Q(quit)

(00)<0-63> First Line number

Please Input the code of command to be excute(0-0): 0

Pleaseinput adigital number:0  input First Line number

Key Word:

Q(quit)

(00)<1-63> Last Line number
(0D)<cr>

Please | nput the code of command to be excute(0-1): 0

Pleaseinput adigital number:63  input Last Line numbe

Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(15)length Set number of lines on a screen
(16)line Configure aterminal line

Please Input the code of command to be excute(0-36): 15

Key Word:

U(undo) D(default) Q(quit)

(00)<0-512> Number of lines on screen (0 for no pausing)

Fease Input the code of command to be excute(0-0): 0

Pleaseinput adigital number:0  input Number of lines
Will you excuteit? (Y/N):y
3.15 configuring RMON
this chapter describes how to configure the RMON monitoring function on the D-link router.
Configure RMON aarm function
User can configure the RMON alarm function through the command line or SNMP network management application. If
you configure it through the SNMP network management application, you should also configure the SNMP of router.
After enabling the alarm function, the device can monitoring some statistics of the system. The steps of configuring
RMON aarm function is listed below:

‘step ‘ command ‘ function

Enter the global configurative mode

‘ 1. ‘cd config
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2. |rmon alarm index variable Add a RMON aarm item
interval {absolute | delta}|1. ® index istheindex of theitems range from 1 to 65535

rising-threshold value2. @ variable --the object under monitoring of the MIB It must be a useful

[eventnumber] MIB object of the system, and only those objects with the types of
falling-threshold value INTEGER Counter Gauge or TimeTicks can be detected.
[eventnumber] [owner (3. @ interval is the time interval of sample, count in seconds. Its range
string] is 1~4294967295

4. e absolute is used to monitor the value of MIB object directly;delta is
used to monitor the change of MIB-object value between two sample.

5. e vaue is used to remark the limitation of creating an aarm, the
corresponding eventnumber represent the index of events which will occur
when the limitation is meet.

6. ® owner string can be used to describe some descriptive message of the

adarm
‘ 3. ‘cd.. ‘Back to management mode
‘ 4. ‘Write ‘Save the configuration
[DEFAULT @Router /config/]#rmon
Key Word:
U(undo) D(default) Q(quit)
(00)ydarm Configure an RMON aarm
(O1)event Configure an RMON event
Please Input the code of command to be excute(0-1): 0
Key Word:
Q(quit)
(00)<1-65535> alarm number

Please Input the code of command to be excute(0-0): 0

Please input adigital number:100 (input alarm number)

Key Word:

Q(quit)

(00O)WORD MIB object to monitor
Please Input the code of command to be excute(0-0): 0

Please input astring:abc (input MIB object)

Key Word:

Q(quit)

(00)<1-4294967295> Sampleinterval

Please Input the code of command to be excute(0-0): 0

Pleaseinput adigital number:500  input interval

Key Word:

Q(quit)

(00)absolute Test each sample directly
(O1)delta Test delta between samples
Please Input the code of command to be excute(0-1): 0

Key Word:

Q(quit)

(OO)rising-threshold Configure the rising threshold
Please Input the code of command to be excute(0-0): 0

Key Word:
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Q(quit)

(00)<-2147483648-2147483647> rising threshold value
Please Input the code of command to be excute(0-0): 0

Please input astring:10000  input rising threshold value

Key Word:

Q(quit)

(0O)falling-threshold Configure the falling threshold

(01)<1-65535> Event to fire on rising threshold crossing

Please Input the code of command to be excute(0-1): 0

Key Word:

Q(quit)

(00)<-2147483648-2147483647> falling threshold value
Please Input the code of command to be excute(0-0): 0

Please input astring:100000  input falling threshold value

Key Word:

Q(quit)

(00)<1-65535> Event to fire on falling threshold crossing

(01)owner Specify an owner for thealarm
(02)<CR>

Please | nput the code of command to be excute(0-2): 1

Key Word:

Q(quit)

(00O)WORD Alarm owner
Please Input the code of command to be excute(0-0): 0

Please input astring:bdcom  input alarm owner

Will you excuteit? (Y/N):y

After configuring an item of alarm, device will get the oid value designated by variable every interval seconds, and
compare the value with former one according to the alarm type(absolute or delta), if the current value is larger and exceed
the limitation designated by the rising-threshold, the event whose index is eventnumber will be induced.
eventnumber is O or the event table doesn't has an event whose index is eventnumber, the event will not be induced
versa if the oid designated by variable can not be get, the alarm table status of this line will be set as invalid. When the
command “rmon alarm” is used many times to configure the same index of alarm item, only the parameters of last timeis
available. You can use the command “no rmon alarm index” to delete the alarm table whose index is index.

Configuring the RMON event function

The steps of configuring the RMON event are listed below:

‘step‘ command ‘ function

1. |cd config Enter the global configurative mode
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2. [rmon event index |Add a RMON event table
[description 7. @ indexistheindex of theitems itsrangeis 1~65535
string] [log] |B. @  description is the descriptive information of the event
[owner string] (9. ®  log means that a log message will be added to the log table
[trap community] whenever the event is induced.
10. @ trap means that atrap is generated when the event is induced,
community is the group name.
11. ® owner string can be used to describe some descriptive message
of the event.
‘ 3. cd.. Back to management mode
4. write Save the configuration

[DEFAULT@Router /config/]#rmon

Key Word:

U(undo) D(default) Q(quit)

(00)ydarm Configurean RMON alarm
(OL)event Configure an RMON event
Please Input the code of command to be excute(0-1): 1

Key Word:

Q(quit)

(00)<1-65535> event number

Please I nput the code of command to be excute(0-0): 0
Pleaseinput adigital number:10 (input event number)

Key Word:

Q(quit)

(OO)description Specify a description of the event

(0D)log Generate RMON log when the event fires

Please Input the code of command to be excute(0-4): 0

Key Word:

Q(quit)

(00O)WORD Event description
Please Input the code of command to be excute(0-0): 0

Pleaseinput astring:fire  input Event description

Key Word:

Q(quit)

(0O)log Generate RMON log when the event fires
(ODtrap Generate SNMP trap when the event fires

Please Input the code of command to be excute(0-3): 0

Key Word:

Q(quit)

(OO)trap Generate SNMP trap when the event fires
(01)owner Specify an owner for the event

(02)<CR>

Please Input the code of command to be excute(0-2): 1

Key Word:

Q(quit)
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(00O)WORD Event owner

Please Input the code of command to be excute(0-0): 0

Please input astring:bdcom  input Event owner

Key Word:

Q(quit)

(OO)trap Generate SNMP trap when the event fires

(0D<CR>

Please Input the code of command to be excute(0-1): 1

Will you excuteit? (Y/N):y

After your configuring the RMON event, when the RMON alarm is induced, the evenL astTimeSent region of

the event item will be updated as the current sysUpTime firstly. If the event is configured with log attribute, a message
will be added into the log table; If the event is configured with trap attribute, then a trap will be send while the group
name is community. When the command “rmon event” is used many times to configure the same index of event item,
only the parameters of last timeis available. You can use the command “no rmon event index” to delete the event table
whose index is index.

Configuring collection function of the RMON

RMON collection group is used to monitoring the statistic information of each port. The configuration steps of RMON
collection function are given below:

‘step| command | function
1. |cd config Enter the global configurative mode
2. |interface iftypeifid Enter the interface configurative mode

12. @ iftypeisthetype of the interface
13. @ ifidisID of theinterface

3.|rmon collection stat index|Enable the collection function of the interface

[owner string] 1. e indexisindex of the collection items

2. ® owner string is used to describe some descriptive message of the
collection items

‘ 4. | cd.. Back to global configurative mode
‘ 5. cd.. Back to management mode
‘ 6. write Save the configuration
[DEFAULT@Router /E1/1/]#rmon
Key Word:
U(undo) D(default) Q(quit)
(OO)collection Configure Remote Monitoring Collection on an interface
Please Input the code of command to be excute(0-0): 0
Key Word:
Q(quit)
(OO)history Configure history
(01)stats Configure statistics
Please Input the code of command to be excute(0-1): 0
Key Word:
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Q(quit)
(00)<1-65535> Set RMON statistics control index

Please Input the code of command to be excute(0-0): 0
Please input a string:100 (input index number)

Key Word:

Q(quit)

(OO)owner Set the owner of this RMON collection
Please Input the code of command to be excute(0-0): 0
Please input a string:bdcom(input owner name)

Key Word:

Q(quit)

(00)<cr>

Please Input the code of command to be excute(0-0): 0
Will you excuteit? (Y/N):y

When the command “rmon collection stat” is used many times to configure the same index of collection item, only the
parameters of last timeis available. You can use the command “no rmon collection stats index” to delete the collection

item whose index is index.

Configuring the RMON history function

RMON history function is used to collect the statistic information of a port in various times. The steps of configuring the
collection history are listed below:

‘step| command ‘ function
1. |cd config Enter the global configurative mode
2. |interface iftypeifid Enter the interface configurative mode
14. e iftypeistype of the interface
15. @ ifidisID of theinterface
3. |rmon collection history index |Enable the RMON collection history function of the

[buckets bucket-number] [interval [interface:
second] [owner owner-name] 3. @ indexistheindex of history items

4. @ In dl the sttistics collected by the collection history
function, item of the nearest bucket-number must be saved. Y ou

can get these satistics by browsing the Ethernet history record
table. The default item number is 50.

5. @ second is the time interval between every two statistics
acquisition. The default interval is 1800 seconds(halfhour)

6. ® owner string is used to describe some descriptive message
of the collection history table

4. cd.. Back to the global configurative mode
‘ 5. | cd.. ‘Back to the management mode
‘ 6. | write ‘Save the configuration

[DEFAULT@Router /E1/1/]#rmon

Key Word:

U(undo) D(default) Q(quit)

(OO)collection Configure Remote Monitoring Collection on an interface
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seconds

seconds

Please Input the code of command to be excute(0-0): 0
Key Word:
Q(quit)
(OQ)history
(O1)stats
Please Input the code of command to be excute(0-1): 1
Key Word:

Q(quit)

(00)<1-65535>

Please Input the code of command to be excute(0-0): 0
Please input a string:100 (input index number)

Key Word:

Q(quit)

(00)buckets

(01)interval

(02)owner

(03)<CR>

Please Input the code of command to be excute(0-3): 0
Key Word:

Q(quit)

(00)<1-65535>

Please | nput the code of command to be excute(0-0): 0
Please input a string:500
Key Word:

Q(quit)

(OO)interval

input buckets of intervals

(01)owner

(02)<CR>

Please Input the code of command to be excute(0-2): 0
Key Word:

Q(quit)

(00)<1-3600>

Please Input the code of command to be exc ute(0-0): 0
Please input a string:100
Key Word:

Q(quit)

(OO)owner

(0D<CR>

Please | nput the code of command to be excute(0-2): 0
Key Word:

Q(quit)

(O0Q)WORD

Please Input the code of command to be excute(0-0): O

input value of Interval

Please input a string:bdcom
Key Word:

Q(quit)

(00)<CR>

input owner name
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Please Input the code of command to be excute(0-0): 0

Will you excuteit? (Y/N):y
After being added a history table, the device will get a collection from the designated interface every second seconds and
add the result as an item to the Ethernet history record table. When the command “rmon collection history index” isused
many times to configure an item with the same index, only the parameters of last time is available; you can use the
command “ no rmon history index” to delete the history item whose index isindex. Note that it will occupy system
resources if the bucket-number istoo large or the interval second is two small.

Display the RMON configuration

Y ou can use the command “show” to display the RMON configuration of the router:

command ‘ Function

show rmon [alarm] [event] |Display the configurative information of RMON

[statistics] [history] . ® aarm means that it will show the alarm items

® event means that it will show the event items and items included in
the log table which is created because of the event being induced.

®  dtatistics meansthat it will show the statistic items and the statistics
acquired from the interface.

®  history means that it will show the history items and the statistics
acquired from the interface during some given time intervals.

[DEFAULT@Router /config/]#show

Key Word:

U(undo)  D(default) Q(quit)

(34)rmon rmon statistics
(35)route-map Information of route-map

Please Input the code of command to be excute(0-50): 34

Key Word:

Q(quit)

(0O)aarm Display the RMON alarm table

(O1)history Display the RMON history table
(02)event Display the RMON event table
(03)statistics Display the RMON statisticstable
(09)<cr>

Please Input the code of command to be excute(0-4): 3

Key Word:

Q(quit)

(00)darm Display the RMON alarm table

(O1)history Display the RMON history table
(02)event Display the RMON event table

(03)<cr>

Please Input the code of command to be excute(0-3): 3
Will you excuteit? (Y/N):y
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4. WANs Configuration

In this section, we will introduce the configuring method and process that of the correlative protocol of WAN. In addition,
the configuring example will be provided to you for practice. The protocols of WAN that introduced in this section
includee FR X.25 PPP PPPOE SLIP HDLC, LLC2 etc. You can straight enter the next index to search the content
that you interested.

4.1 Overview

D-Link Router provides wide-range capacity of network that widely adapt to various envioronment of network.

4.1.1 Destination of File

in this section we will introduce some general instruction of protocol component configuring as below:
This section includes some brief description of technology. Please see the correlative charpters to obtain detailed
information of configuration.

4.1.2 Frame Relay (FR)

D-Link frame relay implements currently supported 1P route and individua line.
Frame relay softwares provide following capabilities:
Support three kinds implementing specifications that generally accepted by frame relay of local management
interface (LMI).
o The connecting specification of frame relay interface that assigned by Northern Telecom, Digital
Equipment Corporation, StrataCom, and D-Link Systems.
T1.617 accessories D, the signal specification of frame relay that adopted by ANSI.
Q.933 accessories A, the signal specification of frame relay that adopted by telecommunication standard
department of Internation Telecommunication Union (ITU-T).
Accord with ITU-T I-series recommended 122, “attached packet mode provides service framework”
o T1.618, the encapsulating specification of frame relay that adopted by ANSI.
0o Q.922 accessories A, the encapsulating specification of frame relay that adopted by ITU T.
Accord with RFC 2427 Internet engineering task Force (IETF) encapsulated except bridge.
Support following keepalive mechanism, multicast group, status message:
o Keepalive mechanism provides information exchange between network service and Exchange that varify
the fluidness of data.
o Multicast mechanism provides local Data Link Connection Identifier (DLCI) and multicast DLCI. The
feature is special for implement the connecting specification of frame relay.
o Status mechanism provides the status report of DLCI running that Exchange known.
Support the reverse ARP protocol that described by RFC1293. It allowed the Router that running the frame relay
protocol to detect the protocol address of end-to-end equipment with virtua circuit.
Support the exchange of frame relay, the exchanging of data packet base on DLCI (medium accessing control
address that correspond with frame relay). In the frame relay network, Router can be configured as mixed DTE
Exchange or simple frame relay DCE accessing node. Following configurations are allowed by implementation
of D-Link frame relay exchanging:
o Exchanging in IP channel
o Netwark network interface (NNI) to other frame relay Exchange
o Local serid seria exchange
The frame relay exchange will be used while the entire flow that received by a DLCI can be sent to a similar next-skip
address by another DLCI. In this condition, it is no need to examine the frame one by one for confirm the target address,
and thereby reduce the load of Router.
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4.1.3 LAPB and X.25

X.25 is one of a group of specifications published by the International Telecommunication Union Telecommunication
Standardization Sector (ITU-T); these specifications are international standards that are formally called Recommendations
The ITU-T Recommendation X.25 defines how connections between data termina equipment (DTE) and data
communications egquipment (DCE) are maintained for remote terminal access and computer communications. The X.25
specification defines protocols for two layers of the OSI reference model. The data link layer protocol defined is LAPB.
The network layer is sometimes called the packet level protocol (PLP), but is commonly (although less correctly) referred
to as "the X.25 protocol.”
The ITU-T updates its Recommendations periodically. The specifications dated 1980 and 1984 are the most common
versions currently in use. Additionaly, the International Standards Organization (1SO) has published SO 7776:1986 as an
equivaent to the LAPB standard, and I SO 8208:1989 as an equivalent to the ITU-T 1984 X.25 Recommendation packet
layer. D-Link X.25 software follows the ITU-T 1984 X.25 Recommendation, except for its Defense Data Network (DDN)
and Blacker Front End (BFE) operation, which follow the ITU-T 1980 X.25 Recommendation.
Note The ITU-T carries out the functions of the former Consultative Committee for International Telegraph and
Telephone (CCITT). The 1988 X.25 standard was the last published as a CCITT Recommendation. The first ITU-T
Recommendeation is the 1993 revision.
In addition to providing remote terminal access, our X.25 software provides transport for LAN protocols—IP
transmission.
Briefly, the D-Link X.25 software provides the following capabilities:
LAPB datagram transport--LAPB is a protocol that operates at Level 2 (the data link layer) of the OSl reference
model. It offers a reliable connection service for exchanging data (in units called frames) with one other host.
X.25 datagram transport--X.25 can establish connections with multiple hosts; these connections are called virtua
circuits. Protocol datagram (IP) is encapsulated inside packets on an X.25 virtual circuit. Mappings between a
host's X.25 address and its datagram protocol addresses alow these datagrams to be routed through an X.25
network, thereby allowing an X.25 public data network (PDN) to transport LAN protocols.
X.25 switch--X.25 calls can be routed based on their X.25 addresses either between seria interfaces on the same
router to another router.
PAD--User sessions can be carried across an X.25 network using the Packet Assembly and Disassembly (PAD)
protocols defined by the ITU-T Recommendations X.3 and X.29.
D-Link X.25 implementation does not support fast switching.

414HDLC

The High Level Data Link Control (HDLC) protocol is based onIBM's SNA (System Network Architecture) SDLC
(Synchronous Data Link Control) protocol. IBM submited SDLC to ANSI and ISO after development completed and the
protocol separate into U.S. standard and international standard. ANSI modified the protocol into ADCCP (Advanced Data
Communication Control Procedure); 1SO modified the protocol into HDLC (Synchronous Data Link Control). CCITT
then adopted and modified HDLC into Link Access Procedure (LAP) and subsequently become a part of X.25 interface
standard. HDLC is bit-oriented protocol that ensures the transparent of data by bit filling.

HDLC is aprotocol of data packet that defined alink encapsulation of |P packet on synchronous line and runTCP/IP on
point-to-point serid line.

Usualy, HDLC is use for DDN line with the feature of ssimplness and high efficiency.

415SLIP

¢ The point-to-point data link layer protocol (such as SLIP, PPP) is needed for either the router-router leased line
connection, or dialup host-router connection, to complete encapsulation of frame, error control, etc.

¢ SlLIPisadatapacket protocol, which defines series of characters to encapsulate the | P packet on serial line. For
point-to-point line, use TCP/IP.

¢ SLIP implementation follow RFC 1055 and supports RFC 1144 suggested TCP/IP header compression. It isaso
supports various connections of network equipments and hosts through SLIP.
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4.1.6 PPP

PPP provides the transmission of multiprotocol datagram on point-to-point link. D-Link Router mainly implemented
following functions:

. Follow RFC1661 and support Link Control Protocol to build, configure and test the link of data.

. Follow RFC1662 and support the encapsulation of P and other upper protocols on PPP that implementthe IPCP of
Network Control Protocol (NCP).

. Follow RFC1334 and support two universal authenticating protocols that include PAP and CHAP.

. Follow RFC1144 and support header compression of TCP/IP to improve the available data throughout.

. Provide widely option control that adapts the situation in much more as possible and supports various connections
of network equipment and host through the PPP protocol.

. Support synchronous and asynchronous PPP protocol.

. Support the option of multi-link to implement multi-link binding.

. Support callback that provides higher security.

. D-Link Router supports RADIUS protocol while use as dial-up server for authentication, authorization and
accouting of user’s indentity. Userinfo is saved in a host. The host and Router exchange the messages through
RADIUS protocol.

4.2 Frame Relay Configuration Task List

4.2.1 Configuring Frame Relay

This chapter describes how to configuring Frame Relay on the router. For a complete description of the commands
mentioned in this chapter, refer to the "Frame Relay Commands' chapter in the Router Products Command Reference
publication.

4.2.2 Frame Relay Hardwar e Configurations

One of the following hardware configurations is possible for Frame Relay connections:
Routers can connect directly to the Frame Relay switch.
Routers can connect directly to a Channel Service Unit/Digital Service Unit (CSU/DSUV) firgt, and the CSU/DSU
connects to a remote Frame Relay switch.

Note Router can connect to a Frame Relay switch through a direct connection and others through connections via
CSU/DSUs. However, a single router interface configured for Frame Relay can be only one or the other.

& The CSU/DSU converts V.35 or RS-449 signals to the properly coded EX/T1 transmission signal. Figure 1
illustrates the connections between the different components.

B - wire T Pubdc Frama
Reday network

7 e .._,.-"

Figure 1: Typical Frame Relay Configuration
& The Frame Relay interface actually consists of one physical connection between the network server and the
switch that provides the service. This single physical connection provides direct connectivity to each device on a
network
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4.2.3 Frame Relay Configuration Task

There are required, basic steps you must follow to enable Frame Relay for your network. In addition, you can customize
Frame Relay for your particular network needs and monitor Frame Relay connections. The following sections outline
these tasks.
Required configuration:

? Encapsulate Frame Relay on interface

? Configure Dynamic or Static Address Mapping
Following are optional configurations. These configurations can be modified by the requirement of application:

? Configure LMI

? Customerize configuration of network

? Monitor and maintain the Frame Relay connection
See the “Frame Relay Configuration Example” section at the end of this chapter for ideas of how to configure Frame
Relay. See the "WAN Commands' chapter for information about the Frame Relay commands.

4.2.4 Enable Frame Relay Encapsulation on interface

To set Frame Relay encapsulation, perform the following tasks beginning in interface configuration mode:

‘Setp ‘ Command Task

1 interface type number Specify the interface, and enter interface
configuration mode.

2 Encapsulation(undo) frame-relay |Enable Frame Relay and specify the
encapsulation method.

Command no is use for delete ports, which
include configuration of subinterface Frame
Relay encapsulating protocol.

[DEFAULT @Router /config/]#inter face

Key Word:

U(undo) D(default) Q(quit)
(OO)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Seridl Serid interface

Please Input the code of command to be excute(0-10): 2
Please input ainterface name:s1/0
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(10)dsr-ignore ignore dsr signal

(11)encapsulation Set encapsulation type for an interface

Please Input the code of command to be excute(0-34): 11

Key Word:

U(undo) D(default) Q(quit)
(0O)frame-relay Frame Relay Protocol
(0)hdic HDLC Protocol

Please Input the code of command to be excute(0-4): 0
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Will you excute it? (Y/N)y

Note: There is two kinds of encapsulation of Cisco® router, the default Cisco® maode and the IETF(RFC 1490) mode.
D-Link Router is able to automatic identify and dynamic adapt these two kinds of encapsulations.

4.2.5 Configuring Dynamic or Static Address Mapping

& Dynamic address mapping uses Frame Relay Inverse ARP to request the next-hop protocol address for a specific
connection, given its known DLCI. Responses to Inverse ARP requests are entered in an addressto-DLCI
mapping table on the router; the table is then used to supply the next-hop protocol address or the DLCI for
outgoing traffic.

¢ Inverse ARP is enabled by default for all protocols it supports.You can explicitly enable Inverse ARP if the
protocol is supported on the other end of the connection. See the "Disable or Reenable Frame Relay Inverse
ARP" section later in this chapter for more information.

4.2.6 Configure Dynamic Mapping

Inverse ARP is opened to al protocols of al enabled network interfaces by default. Certainly, if the physical interfaceis
disabled, the data packet cannot be transmitted and all Inverse ARP are unavailable. Because Inverse ARP is enabled by
default for all protocols that it supports, no additional command is required to configure dynamic mapping on an interface.

4.2.7 Configure Static Mapping

& A static map links a specified next-hop protocol address to a specified DLCI. Static mapping removes the need
for Inverse ARP requests, when you supply a static map, Inverse ARP is automatically disabled for the specified
protocol on the specified DLCI.

& You must configure static mapping if the router at the other end does not support Inverse ARP of Frame Relay.

To configure static mapping, perform the following map command in interface configuration mode:

‘ Command ‘ Task
frame-relay (undo) map ip-address pvc dici [Del ete/ Specify] the mapping between a next -hop
[broadcast] protocol address and the DLCI.
Key Word:
Q(quit)

(15)frame-relay Set parameters for Framerelay
(16)help Description of theinteractive help system

Please Input the code of command to be excute(0-32): 15

Key Word:

U(undo) D(default) Q(quit)

(04)local-dici Set local DLCI parameters
(05)map Set map table for Framerelay

Please Input the code of command to be excute(0-10): 5

Key Word:

Q(quit)

(00)A.B.CD IP address
Please Input the code of command to be excute(0-0): 0
Pleaseinput alP Address:192.168.0.1 input ip address
Key Word:
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Q(quit)
(00)pve

PVCtype

Please Input the code of command to be excute(0-0): 0

Key Word:

Q(quit)
(00)<16-1007>

DLCI number

Please Input the code of command to be excute(0-0): 0

Please input adigital number:Pleaseinput astring:100  input pvc number

Key Word:
Q(quit)
(00)broadcast
(O1)<cr>

Broadcasts should be forwarded to this address

Please Input the code of command to be excute(0-1): 0

Key Word:

Q(quit)
(00)<cr>

Please Input the code of command to be excute(0-0): 0
Will you excuteit? (Y/N):y
4 You can be greatly ssimplifying the configuration for the Open Shortest Path First (OSPF) protocol by adding the

optiond broadcast keyword when doing this task.

& See the “Static Frame Relay Configuration Example” at the end of this chapter for more information about

examples of static Frame Relay configuration.

4.2.8 Straight configurethe LMI

The Frame Relay software supports the industry-accepted standards of the Local Management Interface (LMI). To
configure the LMI, complete the steps in the following sections. The step in the first is required.

4.2.9 Set the LMI Type

L 4

If the router is attached to a public data network (PDN), the LMI type must match the type used on the public
network. Otherwise, you can sdect an LMI type to suit the needs of your private Frame Relay network.

¢ You can st following three types of LMIs on router: ANSI T1.617 Annex D, Group of Four Rev. #1, and ITU-T

Q.933 Annex A. Of couse, the LMI can be setted as none. To do so, perform the following command in interface
configuration mode:

‘Setp ‘ Command ‘Task
1 Frame-relay (undo) Imi-type {ans ||Setthe LMI type, command no isuse for restore the
bcisco | q933a } default configuration of LMI type
2 exit Quit the configuration mode
‘3 ‘WI‘ ite ‘Write the configuration
Key Word
Q(quit)

(15)frame-relay
(16)help

Set parameters for Framerelay
Description of the interactive help system

Please Input the code of command to be excute(0-32): 15

Key Word:
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U(undo) D(default)
(00)cir

(OD)intf-type
(02)inverse-arp
(O3)Imi-type

Q(quit)
Set committed information rate
Set interface mode for Frame Relay(DTE/DCE/NNI)
Enable/disable Inverse ARP over Frame Relay
Set LMI type(q933a/ansi/Imi)

Please Input the code of command to be excute(0-10): 3

Key Word:
Q(quit)
(00)q933a
(01)ansi
(02)bcisco

LMI typeis Q933A
LMI typeisANSI
LMI type is compatible with others

Please Input the code of command to be excute(0-2): 1

Will you excuteit? (Y/N):y
Key Word:
Q(quit)

(12)english
(13)exit

help message in English
exit / quit

Please Input the code of command to be excute(0-32): 13

Will you excuteit? (Y/N):y

[DEFAULT @Router /config/]#write

Will you excute it? (Y/N)

Y

& After the Frame Relay encapsulating completed, the default LMI type is Autosense. Thistypeis LMI of former

3000 series.

& For an example of how to set the LMI type, see the "Pure Frame Relay DCE Example' section later in this

chapter.

4.2.10 Set the Polling Intervals and Timer

You can set various optional counters, intervals, and thresholds to fine-tune the operation of your LMI DTE and DCE

devices by performing the following

commands;

| Command

| Task

Frame-relay t391seconds

Set afull status polling interval of link.

Frame-relay t392 seconds

Set the polling verification timer.

|Framere|ay n391number

|Set afull status polling interval timer

Frame-relay n392 number

Set the error threshold counter.

|Frame-re|ay n393 number

|Set the monitored event counter.

Key Word:
Q(quit)
(14far-queue
(15)frame-relay

enable fair queue on interface
Set parameters for Framerelay

Please Input the code of command to be excute(0-32): 15
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Key Word:

U(undo) D(default) Q(quit)

(06)n391 Set LMI N391 counter

(07)n302 Set LMI N392 counter

(08)n393 Set LMI N393 counter

(09)t391 Set LMI T391 timer

(10)t392 Set LMI T392 timer

Please Input the code of command to be excute(0-10): 9  choose 6-10 for your demand
Key Word:

Q(quit)

(00)<5-30> LMI link integrity verification polling timer

Please Input the code of command to be excute(0-0): 0
Please input adigital number:Pleaseinput astring:10  input thetime
Will you excuteit? (Y/N):y

See the correlative contents in "WAN Commands reference” chapter for details about commands used to set the polling
and timing intervals.

4.2.11 Configure Frame Relay Switching

Frame Relay switching is a means of switching packets based upon the DLCI, which can be looked upon as the Frame
Relay equivalent of a MAC address. The switching is performed by configuring your router as a Frame Relay network.
There are two parts to a Frame Relay network: a Frame Relay DTE (the router) and a Frame Relay DCE switch. Figure 2
illustrates this concept.
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Figure 2. Frame Relay Switched Network
In Figure 2, Routers A B, and C are Frame Relay DTEs connected to each other via a Frame Relay network. Our
implementation of Frame Relay switching allows our routers to be used as depicted in this Frame Relay network.
Configure Frame Relay Switching by following steps:
? Configure a Frame Relay supported DTE Device, DCE Switch, or NNI interfacet
? Configure the static route

4.2.12 Configure a Frame Relay supported DTE Device, DCE Switch, or NNI interface

Y ou can configure the DTE device, DCE or NNI interface (DTE is the default.) that supported by Frame Relay switch. To
do so, perform the following command in global configuration mode:

‘ Command ‘ Task

Configure an interface type that supported by

Frame-relay intf-type[dce | dte | nni
i ypel | il Frame Relay switch.

Key Word:
Q(quit)
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(14)fair-queue enablefair queue on interface
(15)frame-relay Set parameters for Framerelay

Please Input the code of command to be excute(0-32): 15

Key Word:

U(undo) D(default) Q(quit)

(00)cir Set committed information rate

(OD)intf-type Set interface mode for Frame Relay(DTE/DCE/NNI)

Please Input the code of command to be excute(0-10): 1

Key Word:

Q(quit)

(CO)dte Set interface modeto FR DTE
(01)dce Set interface mode to FR DCE
(02)nni Set interface mode to FR NNI

Please | nput the code of command to be excute(0-2): 1
Will you excute it? (Y/N)y

For an example of how to configure a DTE device or DCE switch, see the section "Hybrid DTE/DCE PVC
Switching Example" later in this chapter.

For an example of how to configure NNI support, see the section "Example of configuration about DCE interface
supported Frame Relay switch” later in this chapter.

4.2.13 Specify the Static Route

Perform the following command in interface configuration mode to specify the route for PV C switching:

I Command ‘ Task

|Frswitch (undo) in-port in-dici out-port out-dici ‘[Delete/Configure]static route of PVC

[DEFAULT @Router /config/]#frswitch

Key Word:
U(undo) D(default) Q(quit)
(00)Serid Serid interface

Please Input the code of command to be excute(0-0): 0
Pleaseinput ainterface name:s1/1  input the interface name
Key Word:

Q(quit)

(00)nnnn PV C number

Please Input the code of command to be excute(0-0):0
Pleaseinput astring:100  input the PVC number

Key Word:

Q(quit)

(00)Seridl Serid interface

Please Input the code of command to be excute(0-0): 0
Pleaseinput ainterface name:s1/2  input the interface name
Key Word:

Q(quit)

(00)nnnn PV C number

Please Input the code of command to be excute(0-0): 0
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Pleaseinput astring:200  input the PV C number

Will you excuteit? (Y/N):y
For an example of how to specify a static route, see the section "Example of configure Frame Relay switch" later in this
chapter.

4.2.14 Disable or Reenable Frame Relay Inverse ARP

Frame Relay Inverse ARP is a method of searching DLCI protocol address in Frame Relay networks.

Inverse ARP creates dynamic address mappings, as contrasted with the frame-relay map command, which build static
mappings. See the section "Configure Dynamic or Static Address mapping" earlier in this chapter for more information.
Inverse ARP is enabled by default Disable or reenable Inverse ARP in the following conditions:
?  Disable Inverse ARP for a selected protocol and DLCI pair when you know that the protocol is not supported on
the other end of the connection.
?  Reenable Inverse ARP for a protocol and DLCI pair if equipment change and the protocol is then supported on
the other end of the connection.
To enable or disable Inverse ARP, perform the following command in interface configuration mode:

Command Task
frame-relay inverse-arp Enable Inverse ARP of Frame Relay.
frame-relay (undo) inverse-arp Disable Inverse ARP of Frame Relay.
Key Word:
Q(quit)
(14 far-queue enable fair queue on interface
(15)frame-relay Set parameters for Framerelay

Please Input the code of command to be excute(0-32): 15

Key Word:

U(undo) D(default) Q(quit)

(00)cir Set committed information rate

(OD)intf-type Set interface mode for Frame Relay(DTE/DCE/NNI)
(02)inverse-arp Enable/disable Inverse ARP over Frame Relay

Please Input the code of command to be excute(0-10): 2
Will you excute it? (Y/N)y

4.2.15 Configure Frame Relay Subinterfaces

Please see the “Connect the Frame Relay Subinterface’ for connect and define the frame relay subinterface. Perform the
following configuring for difine the frame relay subinterface:

? Define Frame Relay Subinterface

? Specify the Subinterface Address
Please see the “ Subinterface Configuration Example” at the end of this chapter for examples of define the subinterface
configuration.

4.2.16 Understand Frame Relay Subinterfaces

€ Sub-interface supports multiple logic interface or network interconnection on a physical interface, that is, it can
associated multiple logic interfaces with a physical interface. The logic ones share the parameters of physica
interface though each has its parameters of data link layer and network layer of the ISO 7-layered architecture.

€ Frame Relay subinterfaces provide a mechanism for supporting partially meshed Frame Relay networks. Most

68



Command Line Interface Reference Manual

protocols assume transitivity on a logical network; that is, if station A can talk to station B, and station B can talk to
dation C, then station A should be able to talk to station C directly. Transitivity is true on LANS, but not on Frame

Relay networks unless A is directly connected to C.

€ Configuring Frame Relay subinterfaces ensures that a single physical interface is treated as multiple virtual
interfaces. This capability allows us to overcome split horizon rules. Packets received on one virtual interface can

now be forwarded out another virtual interface, even if they are configured on the same physical interface.

€ Sub-interfaces address the limitations of Frame Relay networks by providing a way to subdivide a partially meshed
Frame Relay network into a number of smaller, fully meshed (or point-to-point) sub-networks. Each sub-network is
assigned its own network number and appears to the protocols as if it is reachable through a separate interface.

€ User can configure the following items on the WAN sub-interface with Frame Relay encapsulation:
DLCI or Frame Relay address mapping differ with original WAN interface
IP address in different networks with the original WAN interface

4.2.17 Define Frame Relay Subinterfaces

To configure subinterfaces on a Frame Relay network, perform the following command in global configuration mode:

| Setp ‘ Command

| Task

| 1 ‘interfacetypenumber

|Specify an interface.

2 |encapsulation frame-relay

Configure Frame Relay
encapsulation on the serial interface.

interface type number.subinterface-number { multipoint |
point-to-point}

Specify a subinterface.

[DEFAULT @Router /config/)#interface

Key Word:

U(undo) D(default) Q(quit)

(O0)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serid Serid interface

Please Input the code of command to be excute(0-10): 2
Pleaseinput ainterface name:s1/0  input the interface name
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(11)encapsulation Set encapsulation type for an interface
(12)english help message in English

Please Input the code of command to be excute(0-32): 11

Key Word:

U(undo) D(default) Q(quit)
(0O)frame-relay Frame Relay Protocol
(0D)hdic HDL C Protocol

Please Input the code of command to be excute(0-4): 0
Will you excuteit? (Y/N):y

Key Word:

Q(quit)
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(17)history look up history
(18)interface interface configuration

Please Input the code of command to be excute(0-32): 18

Key Word:

U(undo) D(default) Q(quit)
(O0)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serid Serial interface

Please Input the code of command to be excute(0-10): 2

Pleaseinput ainterface name:s1/0.1  input the sub-interface name
(0O)muiltipoint -- multi-point sub-interface
(01)point-to-point -- point to point sub-interface

Please Input the code of command to be excute(0-1): 1

Subinterfaces can be configured for multipoint or point-to-point communication. (There is no default.)

4.2.18 Specify Subinterface Address

For frame relay subinterface, the particular subinterface DLCI value can be configured by set frame-relay local-dici
command if the main interface work in the DCE mode. The target end can be dynamic resolve through reverse ARP or

static mapping by map command
4.2.19 Configure DLCI

Use following command to configure DLCI value of subinterface:

‘ Command | Purpose i
‘Frame—relay (undo) local-dici dici [cir speed] |[de|ete/specify] DLCI of subinterface I
Key Word:
Q(quit)
(14)fair-queue enablefair queue on interface
(15)frame-relay Set parameters for Framerelay

Please Input the code of command to be excute(0-32): 15

Key Word:

U(undo) D(default) Q(quit)

(03)Imi-type Set LMI type(q933a/ansi/Imi)
(04)local-dici Set local DLCI parameters

Please | nput the code of command to be excute(0-10): 4

Key Word:

Q(quit)

(00)<16-1007> Loca DLCI

Please Input the code of command to be excute(0-0): 0

Please input adigital number:Please input astring:100  input the DLCI number
Key Word:

Q(quit)
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(00)cir Set committed information rate
(O1)<cr>
Please Input the code of command to be excute(0-0): 1
Note: This command can use for both subinterface and main interface. Only one DLCI can be configured for

point-to-point subinterface.
4.2.20 Configure Inverse ARP for Dynamic Address Mapping on Subinterfaces

¢ Dynamic address mapping uses Frame Relay Inverse ARP to request the next-hop protocol address for a specific
connection, given a DLCI. Responses to Inverse ARP requests are entered in an address-to-DLCI mapping table
on the router; the table is then used to supply the next-hop protocol address or the DLCI for outgoing traffic.

& Since the physical interface is now configured as multiple subinterfaces, you must provide information that
distinguishes a subinterface from the physical interface. Inverse ARP must be enabled in main interface so that
the interface can create Dynamic Address Mapping by Inverse ARP .

& To associate a subinterface with a specific DLCI, perform the following command:

‘ Command | Task

Specify DLCI for multipoint
subinterface.

Frame-relay local-dici dlci [cir speed]

Refer to “configuring DLCI” of the former example.

4.2.21 Configure Static Address Mapping for Subinterfaces

A static map links a specified next-hop protocol address to a specified DLCI.
To configure static mapping, perform one of the following tasks in interface configuration mode:

‘ Command | Task
Frame-relay (undo) map ipaddresspvc dici [Delete/Create] Define the mapping between &l
[broadcast] next-hop protocol address and the DLCI

Please refer to the “configuring static address mapping” above.
Note: only one static mapping can be configured for point-to-point interface.

4.2.22 Monitor and maintain the Frame Relay Connections

To monitor Frame Relay connections, perform the following command in configuration mode. For more detail, please
refer to the “commands of configuring Frame-relay”

| Command ‘ Task

show inter face type number Display DLCI type and LMI type of Frame Relay.
show frame-relay Display current Frame Relay Mapping.

|show frswitch ‘Display the information of Frame Relay switch.

DEFAULT @Router /config/]#show

Key Word:

U(undo) D(default) Q(quit)

(20)interface interface status and configuration
(2D)ip IPinformation

Please | nput the code of command to be excute(0-49): 20
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Key Word:

Q(quit)

(02)Serid Serial interface

(03)Async Asynchronous interface

Please Input the code of command to be excute(0-3): 2
Pleaseinput ainterface name:s1/0  input the interface name
Will you excuteit? (Y/N):y
If you want to show the message of frame-relay mapping or switching :
[DEFAULT @Router /config/]#show

Key Word:
U(undo) D(default) Q(quit)
(16)frame-relay Display Frame Relay state
(I7)frswitch Display Frame Relay switch state
Please Input the code of command to be excute(0-49): 16  you can also choose 17 to show the frame-relay switch

Will you excuteit? (Y/N):y

4.2.23 Frame Relay Configuration Examples

This section provides examples of Frame Relay configurations. It includes the following sections:

4.2.24 Encapsulation Examples

The first example that follows sets Frame Relay encapsulation at the interface.
encapsulation frame-relay
frame-relay map 131.108.123.2 pvc 48
frame-relay map 131.108.123.3 pvc 49 broadcast

4.2.25 Static Address Mapping Examples

The following sections provide examples of how to configure static mapping.
Router 1
interface s1/0
ip addr ess 131.108.64.2 255.255.255.0
encapsulation frame-relay
frame-relay intf-type dce
frame-relay local_dlci 43
frame-relay map 131.108.64.1 pvc 43
Router 2
interface s1/0
ip addr ess 131.108.64.1 255.255.255.0
encapsulation frame-relay
frame-relay map 131.108.64.2 pvc 43

4.2.26 Frame Relay Switching Examples

The following sections provide several examples of configuring one or more routers as Frame Relay switches:
PV C Switching Configuration Example
-- In this example, one router has two interfaces configured as DCEs; the router switches frames from the incoming
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interface to the outgoing interface on the basis of the DLCI aone.

Pure Frame Relay DCE Example

-- In this example, a Frame Relay network is set up with two routers functioning as switches; standard NNI signaling is
used between them.

Hybrid DTE/DCE PV C Switching Example

-- In this example, one router is configured with both DCE and DTE interfaces (a hybrid DTE/DCE Frame Relay switch).
It can switch frames between two DCE ports and between a DCE port and a DTE port.

4.2.27 PVC Switching Configuration Example

Y ou can configure your router as a dedicated, DCE-only Frame Relay switch. Switching is based on DLCIs. The incoming
DLCI is examined, and the outgoing interface and DL CI are determined. Switching takes place when the incoming DLCI
in the packet is replaced by the outgoing DLCI, and the packet is sent out the outgoing interface.

In the following Figure 3, the router switches two PV Cs between interface serial 1 and 2. Frames with DLCI 100 received
on seria 1 will be transmitted with DLCI 200 on serial 2.

i
N .'I
¥

Router A

Al

I 101

s

==

Figure 3: PVC Switching Configuration
Configuration of Router A
|
interface sl/1
encapsulation frame-relay
frame-relay Imi-type ansi
frame-relay intf-type dce
frame-relay local-dlci 100
|
interface sl/2
encapsulation frame-relay
frame-relay intf-type dce
frame-relay local-dlci 200

frswitch s1/1 100 s1/2 200
4.2.28 Pure Frame Relay DCE Example

Using the PV C switching feature, it is possible to build an entire Frame Relay network using our routers. In the following
Figure 4, Router A and Router C act as Frame Relay switches implementing a two-node network. The standard
Network-to-Network Interface (NNI) signaling protocol is used between Router A and Router C.

73



Command Line Interface Reference Manual

Frame FAelay
r rurravark

- .
>

Router B Router ¥

Figure 4: Frame Relay DCE Configuration
Configuration of Router A
|
interface sl/1
encapsulation frame-relay
frame-relay intf-type dce
frame-relay Imi-type ansi
frame-relay local-dlci 100
|
interface s1/2
encapsulation frame-relay
frame-relay intf-type nni
frame-relay Imi-type q933a
frame-relay local-dlci 200

frswitch s1/1 100 s1/2 200
Configuration of Router C
|

interface sl/1
encapsulation frame-relay
frame-relay intf-type dce
frame-relay Imi-type ansi
frame-relay local-dlci 300
|

inter face s1/2
encapsulation frame-relay
frame-relay intf-type nni
frame-relay Imi-type q933a
frame-relay local-dlci 200

frswitch s1/1 300 s1/2 200
4.2.29 Hybrid DTE/DCE PVC Switching Example

Routers can also be configured as hybrid DTE/DCE Frame Relay switches, see Figure 5:
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In the following example, Router B acts as a hybrid DTE/DCE Frame Relay switch. It can switch frames between the two
DCE ports and between a DCE port and a DTE port. Traffic from the Frame Relay network can aso be terminated locally.
In the example, three PV Cs are defined, as follows:

Serial 1, DLCI 102 to seria 2, DLCI 201 DCE switching

Serial 1, DLCI 103 to serial 3, DLCI 301 DCE/DTE switching

Seria 2, DLCI 203 to serid 3, DLCI 302 DCE/DTE switching

DLCI 400 is also defined for localy terminated traffic.
Configuration of Router B

|

interface sl/1

encapsulation frame-relay

frame-relay intf-type dce

frame-relay local-dici 102

frame-relay local-dlci 103

|

interface s1/2

encapsulation frame-relay

frame-relay intf-type dce

frame-relay local-dici 201

frame-relay local-dlci 203

|

interface sl/3

ip address 131.108.111.231 255.255.0.0
encapsulation frame-relay

frame-relay Imi-type ansi

frame-relay map 131.108.111.4 pvc 400 broadcast

frswitch s1/1 102 s1/2 201
frswitch s1/1 103 s1/3 301
frswitch s1/2 203 s1/3 302

4.2.30 Subinterface Examples

The following sections provide basic Frame Relay subinterface examples.

Basic Subinterface Examples

In the following example, subinterface 1 models a point-to-point subnet and subinterface 2 models a multipoint subnet.
interface s1/0
encapsulation frame-relay
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frame-relay intf-type dce
interface s1/0.1 point-to-point

ip address 10.0.1.1 255.255.255.0
frame-relay local-dici 20
frame-relay map 10.0.1.2 pvc 20
|

interface s1/0.2 multipoint

ip addr10.0.2.1 255.255.255.0
frame-relay local-dici 20
frame-relay map 10.0.2.2 pvc 20

Configure Frame Relay Subinterface with Dynamic Address M apping
The following example configures two subinterfaces for dynamic address resolution. Each subinterface is provided with
an individual protocol address and subnet mask.
framer elay

local-dici Command specify DLCI for subinterface. Each subinterface acquired remote address by dynamic address
resol ution.

interface s1/0

ip (undo) address

encapsulation frame-relay

frame-relay inverse-arp

frame-relay Imi-type ansi

|

interface s1/0.103 multipoint

ip address 192.168.177.18 255.255.255.0

frame-relay local-dlci 300

|

interface s1/0.104 multipoint

ip addr192.168.178.18 255.255.255.0

frame-relay local-dlci 400

4.3 X.25 Configuration Task List

& This chapter describes how to configure connections through Link Access Procedure, Balanced (LAPB)
connections and X.25 networks. X.25 protocol is connection-oriented reliable data transmitting protocol, which
inculdes the LAPB rules of OSl data link layer and X.25 rules of network layer. X.25 rules defines two types of
hosts:DTE and DCE.

& Therouter using X.25 encapsulation can use as DTE or DCE equipment on protocol layer, that diffenent form
hardware DTE and DCE.

¢ To understand the complete description of the commands in this chapter, please see the “X.25 and LAPB
command” chapter of WAN Command Reference. Use command index for other commands appeared in this
chapter.

4.3.1 Configure LAPB

X.25 Level 2 or LAPB operates at the data link layer of the OS| reference model. LAPB specifies methods for
exchanging data (in units caled frames), detecting out-of-sequence or missing frames, retransmitting frames, and
acknowledging frames. Several protocol parameters can be modified to change LAPB protocol performance on a
particular link. Because X.25 operates the Packet Level Protocol (PLP) on top of the LAPB protocol, these tasks apply to
both X.25 links and LAPB links. The parameters and their default values are summarized in Table 5.
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Tablel LAPB parameters

Command Function (LAPB parameter) Vaues or Ranges Default
‘x25 mod modulus Set the modulo | 8 or 128 8
x25 k window-size Set the window size K 2 (modulo -
minus-1)frames
x25 n1 bytes Set the maximum bits per frame(N1) 137-1512 1500
x25 n2 tries Set the counter for sending frame(N2) 1-255 times 16
x25 t1 seconds Set the retransmittion timer(T1) 1-64 sec 3
x25 t2 seconds Set the hardware outage period T2 | 1-32 sec 0
Key Word:
U(undo) D(default) Q(quit)
(12)mod Set LAPB and X.25 module(8/128)
(13)n1 Set LAPB max frame length
(14)n2 Set LAPB retransmitting time
(20)t1 Set LAPB transmitting timeout timer
2nt2 Set LAPB receiver timeout timer

Please Input the code of command to be excute(0-26): 12 you can input12,14,20 or 21 to meet your requirement

Key Word:
Q(quit)
(00)8/128

Module 8 or 128

Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:8  input the module number
Will you excuteit? (Y/N):y

LAPB Modulo and LAPB K--The LAPB modulo determines the operating mode. Modulo 8 (basic
mode) is widely available, because it is required for al standard LAPB implementations and is
sufficient for most links. Modulo 128 (extended mode) can achieve greater throughput on high-speed
links that have a low error rate (some satellite links, for example) by increasing the number of frames
that can be transmitted before waiting for acknowledgment (as configured by the LAPB window
parameter, k). By its design, LAPB's k parameter can be at most one less than the operating modulo.
Modulo 8 links can typically send seven frames before an acknowledgment must be received; modulo
128 links can set k to avaue as large as 127. By default, LAPB links use the basic mode with a window
whose sizeis 7.

LAPB N1--When connecting to an X.25 network, use the N1 parameter value set by the network
administrator. This value is the maximum number of bits in a LAPB frame, which determines the
maximum size of an X.25 packet. When you are using LAPB over leased lines, the N1 parameter
should be eight times the hardware maximum transmission unit (MTU) size plus any protocol overhead.
Default value is highly recommended.

LAPB N2--The transmit counter (N2) is the number of unsuccessful transmit attempts that are made before
thelink is declared down.

LABP T1--The retransmission timer (T1l) determines how long a transmitted frame can remain
unacknowledged before the D-LINK IOS software polls for an acknowledgment. For X.25 networks, the
retransmission timer setting should match that of the network.
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® LAPB T2—The vaue of T2 of DTE can be different from that of DCE, however, they should inform
each other. If the T2 timer is expired, the DTE(or DCE) must send a confirmation frame to the DTE(or
DCE) of the partner before the partner’s T1 timer expired.

For leased-line circuits, the T1 timer setting is critical because the design of LAPB assumes that a frame has been lost
if it is not acknowledged within period T1. The timer setting must be large enough to permit a maximum-sized frame to
complete one round trip on the link. If the timer setting is too small, the software will poll before the acknowledgment
frame can return, which may result in duplicated frames and severe protocol problems. If the timer setting istoo large, the
software waits longer than necessary before requesting an acknowledgment, which reduces bandwidth.

For the examples of configuring the LAPB T1 timer, refer to “typica LAPB configuration examples”.

X.25 configuration task list

To configure X.25, complete the tasks in one or more of the following sections, depending upon the X.25 application
or task required for your network. The interface, datagram transport, and routing tasks are divided into sections based
generally on how common the feature is and how often it is used. Those features and parameters that are relatively
uncommon are found in the "Additional” sections. LAPB frame parameters can be modified to optimize X.25 operation,
as described earlier in this chapter.

Default parameters are provided for X.25 operation; however, you can change the settings to meet the needs of your X.25
network or as defined by your X.25 service supplier. D-LINK also provides additional configuration settings to optimize
your X.25 usage.

Note If you connect a router to an X.25 network, use the parameters set by your network administrator for the
connection; these parameters will typically be those described in the "Configure an X.25 Interface” and "Modify LAPB
Protocol Parameters' sections. Also, note that the X.25 Level 2 parameters described in the "Modify LAPB Protocol
Parameters" section affect X.25 Level 3 operations.

See the end of this chapter for examples of configuring the X.25.

Configurean X.25 interface
To configure an X.25 interface, perform the tasks in the following sections:
e encapsulate the X.25
e et the X.25 mode
e tthevirtud circuit ranges
e et the X.121 address
e <t thedefault flow control values

These tasks describe the parameters that are essential for correct X.25 behavior. The first task is required. The others
might be required or optional, depending on what the router is expected to do and on the X.25 network.
encapsulating the X.25 protocol

User must encapsulate the X.25 protocol in the interface configuration mode before configuring the X.25

I command | Function
| encapsulation x25 |Encapsu|ate X.25
Key Word:
Q(quit)
(11)encapsulation Set encapsulation type for an interface
(12)english help message in English

Please Input the code of command to be excute(0-30): 11

Key Word:

U(undo) D(default) Q(quit)

(03)sdic SDLC Protocol
(04)x25 X.25 Protocol
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Please Input the code of command to be excute(0-4): 4
Will you excute 1t? (Y/N):y
Set the X.25 mode
A router using X.25 Level 3 encapsulation can act asa DTE or DCE protocol device (according to the needs of your
X.25 service supplier)

To configure the mode of operation and one of these encapsulation types for a specified interface, perform the
following task in interface configuration mode:

| command | function
| x25 interface [dte|dce] | Set the X.25 mode
Key Word:
Q(quit)
(29)snmp Modify SNMP interface parameters
(30)x25 Set parameters for X.25
Please Input the code of command to be excute(0-30): 30
Key Word:
U(undo) D(default) Q(quit)
(09)interface Set X.25 interface mode(DTE/DCE)
(10k Set LAPB window size

Please Input the code of command to be excute(0-26): 9

Key Word:

Q(quit)

(0O)dte Set local toDTE
(01)dce Set local to DCE

Please Input the code of command to be excute(0-1): 1
Will you excuteit? (Y/N):y
For an example of configuring X.25 DTE operation, see the section "Typical X.25 Configuration Example" later in
this chapter.
Set the virtual circuit ranges
The X.25 protocol maintains multiple connections over one physical link between a DTE and a DCE. These connections
are called virtual circuitsor logical channels (LCs). X.25 can maintain up to 4095 virtua circuits numbered 1 through
4005. Y ou identify an individual virtual circuit by giving itslogical channel identifier (LCI) or virtual circuit number
(VCN). Many documents use the terms virtual circuit and LC, VCN, LCN, and LCI interchangeably. Each of these terms
refers to the virtua circuit number.
An important part of X.25 operation is the range of virtual circuit numbers. Virtual circuit numbers are broken into two
ranges (listed here in numerically increasing order):
1 . Permanent virtua circuits (PVC)
2 Switched virtual circuits (SVC)
The switched virtual circuit (SVC) can be established by the placement of an X.25 call, much like a telephone network
establishes a switched voice circuit when a call is placed.

Note: The ITU-T Recommendation X.25 defines "incoming" and " outgoing" in relation to the DTE or DCE
interface role; D-LINK's documentation wes the more intuitive sense. Unless the ITU-T sense is explicitly
referenced, a call received from the interface is an incoming call and a call sent out the interface is an outgoing
call.)

Note: Because the X.25 protocol requires the DTE and DCE to have identical virtual circuit ranges, changes
you make to the virtual circuit range limits when the interface is up are held until the X.25 protocol restarts the
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packet service.
To configure X.25 virtual circuit ranges, complete the following tasks as appropriate for your configuration:

command function range Default
x25 htc circuit-number Set the highest virtual circuit number 1-4095 1024
x25 pvc circuit-number Set the highest permanent virtual circuit | 0-1024 0
number
Key Word:

Q(quit)

(29)snmp Modify SNMP interface parameters

(30)x25 Set parameters for X.25

Please Input the code of command to be excute(0-30): 30

Key Word:

U(undo) D(default) Q(quit)

(OB)htc Set the highest VC number

(19)pvc Set X.25 max PV C number

Please Input the code of command to be excute(0-26): 6
Key Word:
Q(quit)
(00)<1-4095> Highest VVC number
Please Input the code of command to be excute(0-0): 00
Please input adigital number:Please input a string:20
Will you excute it? (Y/N)y

Note that the values for these parameters must be the same on both ends of an X.25 link. For connection to a public data
network (PDN), these values must be set to the values assigned by the network. An SVC range is unused if its lower and
upper limits are set to O; other than this use for marking unused ranges, virtua circuit O is not available.
For an example of configuring virtual circuit ranges, see the section "Virtual Circuit Ranges Example” later in this
chapter.

Set the X.121 address
If your router does not originate or terminate calls but only participates in X.25 switching, this task is optional. However,
if the router is attached to a PDN, you must set the interface X.121 address assigned by the X.25 network service
provider.
To set the X.121 address, perform the following task in interface configuration mode:

| command | Task I
| x25 address x121-address |Set the X.121 address I
Key Word:
U(undo) D(default) Q(quit)
(29)snmp Modify SNMP interface parameters
(30)x25 Set parametersfor X.25
Please Input the code of command to be excute(0-30): 30
Key Word:
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U(undo) D(default) Q(quit)
(00)address Set local X.121 address
(ODaias Set address alias for this port

Please Input the code of command to be excute(0-26): 0
Key Word:
Q(quit)
(00O)WORD Local X.121 address
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:123456  input the x121 address
Will you excute it? (Y/N)y

For an example of configuring the X.25 interface address, see the section "Typical X.25 Configuration Example" later in

this chapter.

4.3.2 Set default flow control values

Setting correct default flow control parameters of window size and packet sizeis essential for correct operation of the
link because X.25 is a strongly flow controlled protocol. However, it is easy to overlook this task because many networks
use standard default values. Mismatched def ault flow control values will cause X.25 local procedure errors, evidenced by

Clear and Reset events.
To configure flow control parameters, complete the tasks in the following sections.
® et default window size
® et default packet size

To configure X.25 flow control values, perform the following commands in interface configuration mode:

command function range default

x25 psize size Set the packet size(Byte) | 128,256,512,1024 128
x25 wsize packets Set the window size 2- modulo-1 2

Key Word:

U(undo) D(default) Q(quit)

(18)psize Set X.25 max packet size

(25)wsize Set X.25 level 3window size

(26)pad-access Accept only PAD connections from statically mapped X 25 hosts

Please Input the code of command to be excute(0-26): 18  you can also choose 25 to set the wsize

Key Word:

Q(quit)

(00)<128-1024> Maximum input packet size (power of 2)

Please Input the code of command to be excute(0-0): 0
Please input adigital number:Pleaseinput astring:512  input packet size
Will you excuteit? (Y/N):y

Note Because the X.25 protocol requires the DTE and DCE to have identical default maximum packet sizes
and default window sizes, changes made to the window and packet sizes when theinterfaceisup are held until the

X.25 protocol restarts the packet service.

Configure additional X.25 interface parameters
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Some X.25 applications have less common or special needs. Several X.25 parameters are available to modify the X.25
protocol behavior for these applications.
To configure less common X.25 interface parameters for these special needs, perform the tasks in the following sections,
as needed:

o ttheX.25levd threetimers

e et the X.25 address

4.3.3 Set the X.25 level 3timers

To set the retransmission timers, perform any of the following tasks in interface configuration mode

| command ‘ Task
|x25 t20 seconds ‘Set DTE T20 reset request, default value=180sec
x25 23 seconds 'Set DTE T23 clear request, default value=180sec
Key Word:

Q(quit)

(29)snmp Modify SNMP interface parameters

(30)x25 Set parametersfor X.25

Please Input the code of command to be excute(0-30): 30

Key Word:

U(undo) D(default) Q(quit)

(22)t20 Set X.25 DTE Restart Reguest retransmission timer

(23)t23 Set X.25 DTE Clear Reguest retransmission timer

Please Input the code of command to be excute(0-26): 22  you can also choose 23 to set t23
Key Word:
Q(quit)
(00)<1-1000> X.25 DTE restart timer(second)
Please Input the code of command to be excute(0-0): 00
Please input adigital number:Please input a string:100 input DTE restart timer
Will you excute it? (Y/N):y
For an example of setting the retransmission timers, see the section "DDN X.25 Configuration
Examplée' |ater in this chapter.

4.3.4 Set the X.25 address

When establishing SVCs, X.25 uses addresses in the form defined by the ITU-T Recommendation X.121 (or simply
an "X.121 address"). An X.121 address has from zero to 15 digits. Because of the importance of addressing to call setup,
severa interface addressing features are available for X.25.

To configure the X.25 address, perform the following tasks:

e understand the normal X.25 address
e configure an interface Alias address
Understand normal X.25 address

An X.25 interface's X.121 address is used when it is the source or destination of an X.25 call. The X.25 cal setup
procedure identifies both the calling (source) and the called (destination) X.121 addresses. When an interface is the source
of acal, it encodes the interface X.121 address as the source address. An interface determines that it is the destination of a
received call if the destination address matches the interface's address.

D-LINK's X.25 software can also route X.25 calls, which involves placing and accepting calls, but the router is
neither the source nor the destination for these calls. Routing X.25 does not modify the source or destination addresses,
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thus preserving the addresses specified by the source host. Routed (switched) X.25 simply connects the logical X.25
channels to complete the X.25 virtual circuits which are switched between zero or more routed X.25 links
Set the interface Alias address
Y ou can supply aias X.121 addresses for an interface. This alows the interface to act as the destination host for cals
having a destination address that is neither the interface's address nor the null address.
Local processing (for example, IP encapsulation) can be performed only for incoming calls whose destination X.121
address matches the serial interface or alias of the interface.
To configure an alias, perform the following task in global configuration mode:

|command |task

N N Supply an alias X.12laddress for the
x25 (undo) alias [string]

interface
Key Word:
Q(quit)
(29)snmp Modify SNMP interface parameters
(30)x25 Set parameters for X.25
Please Input the code of command to be excute(0-30): 30
Key Word:
U(undo) D(default) Q(quit)
(00)address Set local X.121 address
(ODdias Set address alias for this port

Please Input the code of command to be excute(0-26): 1

Key Word:

Q(quit)

(00O)WORD Add an alias address for this port
(O1)<cr> Display alias address for this port

Please Input the code of command to be excute(0-1): 0

Will you excute it? (Y/N):y

Set X.25 transport
X.25 support is most commonly configured as a transport for datagrams across an X.25 network. Datagram transport
(or encapsulation) is a cooperative effort between two hosts communicating across an X.25 network. You configure
datagram transport by establishing a mapping on the encapsulating interface between the far host's protocol address (for
example, IPaddress) and its X.121 address.
Perform the tasksin the following sections, as necessary, to complete the X.25 configuration for your network needs:
® Mapping Protocol Addressto X.121 Address

4.3.5 Mapping protocol addressesto X.121 addresses

This section describes the X.25 single-protocol and multiprotocol encapsulation options that are available and
describes how to map protocol addresses to an X.121 address for a remote host. This section aso includes reference
information about how protocols are identified.

Encapsulation is a cooperative process between the router and another X.25 host. Because X.25 hosts are reached
with an X.121 address, the router must have a means to map a host's protocols and addresses to its X.121 address.

Each encapsulating X.25 interface must be configured with the relevant datagram parameters. For example, an
interface that encapsulates IP will typically have an |P address.

You must also establish the X.121 address of an encapsulating X.25 interface using the x25 address interface
configuration command. This X.121 address is the address that encapsulation calls are directed to. This is aso the source
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X.121 address used for originating an encapsulation call and is used by the destination host to map the source host and
protocol to the protocol address. An encapsulation virtual circuit must be a mapped at both the source and destination host
interfaces.

For each X.25 interface, you must explicitly map each destination host's protocols and addresses to its X.121 address.

If needed and the destination host has the capability, one host map can be configured to support severa protocols;
dternatively, you can define one map for each supported protocol.

To set up connection, perform the following commands in interface configuration mode:

command task

Add/delete an permanent virtue circuit

x25 (undo) map ipaddress pvc pvc_no [broadcast] mapping

Add/delet itched virt ircuit
x25 (undo) map ipaddress svc x121-address [br oadcast] [eback up] € a sSwitched virtue circul

mapping
Key Word:
Q(quiit)
(29)snmp Modify SNMP interface parameters
(30)x25 Set parameters for X.25
Please Input the code of command to be excute(0-30): 30
Key Word:
U(undo) D(default) Q(quit)
(1D)map Set map from IP address to X.121 address
(12)mod Set LAPB and X.25 module(8/128)
Please Input the code of command to be excute(0-26): 11
Key Word:
Q(quit)
(0O)A.B.C.D IP address
(01)pad pad links
Please Input the code of command to be excute(0-1): 0
Please input a IP Address:192.168.0.1  input ip address
Key Word:
Q(quit)
(00)pvc Map to PVC
(01)svc Mapto SVC
Please Input the code of command to be excute(0-1): 0 you can choose 1 to set the SVC
Key Word:
Q(quit)
(00)<1-0> PV C number
Please Input the code of command to be excute(0-0): 0
Please input a digital number:Please input a string:100
(00)broadcast send broadcasts to this host
(01)ebackup enable ebackup to this host
(02)traffic-balance enable traffic balance to this host

(03)<cr>
Please Input the code of command to be excute(0-1): 3
Will you excute it? (Y/N)y
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Ebackup means the address mapping is an enhance backup type.
NOTE: Multi-protocol mapping, especially configured with broadcast, can cause particularly large communication
load which need more queues, windows and virtue circuits. User can configure the OSPF through the command
“broadcast”. Refer to the chapter “X.25 and LAPB commands” for the description of command “Map”.
Mapping the destination X.121 address to logic virtue interface
This chapter illustrates how to make a remote PC access the local network through the
X.25 network by configuring the router.
Firstly, the remote computer access the PSTN( or directly access X.25 ) network through normal dialing mode. The
network supplier transfer the call to X.25 network through PAD( packet assembler/disassembler). If the local router is
configured to map the destination X.121 address to the logic virtue interface, it will response the call and transfer the call
to the PPP which will perform the authentication, registration, authorization and so on. The remote computer can access
the local network
if it pass the authenticaiton.
Use the following command in the configuration mode:

| Command | task

Trandate (undo) x25 x121-address virtual-template |add/delete a X.121 address
virtual-template-interface-number mapping to virtue circuit

[DEFAULT@Router /config/]#translate

(00)x25 Translate to X.25 encapsulation

(OD)tep Translate packet between TCP and X.25
Please Input the code of command to be excute(0-1): 0
(00)WORD X.121 address
Please Input the code of command to be excute(0-0): 0
Please input a string:12345678 input the x121address
(00)Virtual-template Virtual template interface

Please Input the code of command to be excute(0-0): 00
Please input a interface name:vtl input the virtual-temlate interface name
Will you excute 1t? (Y/N):y

The basic configuration figure is giving below:

Remote PC

Figure 1 typical configuration of mapping the X.l12laddress to virtue interface

Configure additional X.25 routing features
The software of D-LINK router has the capability of configuring additional X.25 routing features:
To configure the X.25 routing features, perform the tasks in the following sections:
e st the encapaulation for virtue circuit idle time
e et theX.25 negotiation parameters

85



Command Line Interface Reference Manual

4.3.6 set the encapsulation for virtue circuit idle time

The router will clear its switching virtue circuit after aidle period of time.
To set the idle time, use the following command in the interface configuration mode:

command task

Set the idle time for clearing the virtue circuit,
range(0-2147483647),default 100 sec

x25 idle seconds

Key Word:
U(undo) D(default) Q(quit)
(29)snmp Modify SNMP interface parameters
(30)x25 Set parameters for X.25
Please I nput the code of command to be excute(0-30): 30
Key Word:
U(undo) D(default) Q(quit)
(On)idle Set inactivity time before clearing SVC
(08)incallcheck Check calling addressin incall packet or not

Please Input the code of command to be excute(0-26): 7
Key Word:
Q(quit)
(00)<0-2147483647> Idletimefor X.25 SV C connection of |P keep alive(second)
Please Input the code of command to be excute(0-0): 0
Please input adigital number:Pleaseinput astring:300  input theidletime
Will you excuteit? (Y/N):y
Refer to the "typical X.25 configuration examples” for the SVC idle time configuration examples.
configure the X.25 negotiation parameters
X.25 software provides commands which support configuration of X.25 negotiation parameters and alow D hit
settings,
To set supported X.25 negotiation parameters, use the command given below in interface configuration mode:

| command Task
x25 (undo) dbit Set to use the D bit setting whether or not
x25 (undo) nps enable/disable packet length negotiation
x25 (undo) nws enable/disable packet window size negotiation
|x25 (undo) cwla |X.25 call request packet with a host address
Key Word:
U(undo) D(default) Q(quit)
(29)snmp Modify SNMP interface parameters
(30)x25 Set parameters for X.25

Please Input the code of command to be excute(0-30): 30

(02)cwla Call with/without local address
(03)dhit Use Dbit mode or not
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(15)nps Enable/Disable packet size negotiation

Set network user identity

(17)nws Enable/Disable window size negotiation

Please Input the code of command to be excute(0-26): 03  choose 03,15,17,02 respectively to implement the
configuration

Will you excute it? (Y/N):y

4.3.7 Configure the X.25-TCP switching parameters

User can configure the X.25-TCP switching parameters with the following command
in interface configuration mode ( this function is not in the formal version but only provided in some probational version)

command Task
x25 (undo) tcp user-data line Set the user-data utilized by x25-tcp in the interface
x25 undo tc kt-format I
( ) b P Set the switching packet-format
[rfc1006|transparent|user]
. . Set the SO extension address used by x25-tcpinthe
x25 (undo) tcp iso-address line .
interface

Key Word:

Q(quit)

(29)snmp Modify SNMP interface parameters

(30)x25 Set parameters for X.25

Please I nput the code of command to be excute(0-30): 30

Key Word:

U(undo) D(default) Q(quit)

(24)tcp Set X25-TCP parameters related

(25)wsize Set X.25 level 3 window size

Please | nput the code of command to be excute(0-26): 24

Key Word:

Q(quit)

(OO)iso-address Set X.25 extend | SO address
(01)pkt-format Set X25-TCP switching packet format
(O2)user-data Set X.25 user data

Please Input the code of command to be excute(0-5): 0 youcaninputO 1 2to setvarious parameters

respectively

Key Word:

Q(quit)

(OO)Line Hex 1SO address Data
Please Input the code of command to be excute(0-0): 0

Pleaseinput astring:123456  input Hex 1SO address Data

Will you excuteit? (Y/N):y
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4.3.8 configure PV C switching between X.25 interfaces

D-LINK router can be used as X.25 switch. It includes PV C switching and SVC switching. The two interfaces used

for PV C switching must has untapped PV C.

In configuration mode, user can use the following commands to set the local PV C switching:

‘ command

‘ task

|X25SNitCh (undo) connect portl portl_pvc_no port2 port2_pvc_no ‘Set the PV C switching I

[DEFAULT@Router /config/]#x25switch
Key Word:

U(undo)  D(default) Q(quit)

(00)connect
(O1)destination
(02)xot

Add/delete a PV C routein X.25 switch table
Add/delete aSVC routein X.25 switch table
Configure X25 over TCProute in X.25 switch table

Please Input the code of command to be excute(0-2): 0

Key Word:
Q(quit)
(00)Async
(01)Serid

Async interface

Seria interface

Please Input the code of command to be excute(0-1): 1
Please input ainterface name:s1/0 (input the interface name)

Key Word:

Q(quit)
(00)<1-15>

PV C number

Please Input the code of command to be excute(0-0): 0

Pleaseinput astring:15
Key Word:

Q(quit)

(00)Async

(01)Serid

Async interface

Serid interface

Please | nput the code of command to be excute(0-1): 1

Please input ainterface name:s1/1 (input the interface name)

Key Word:

Q(quit)
(00)<1-15>

PV C number

Please Input the code of command to be excute(0-0): 0

Please input a string:13
Will you excute it? (Y/N)y

The two connected interface must have vaid PV C(permanent virtue circuit) if user want to configure the switching

table.

Configure SVC switching between X.25 interface
The window size and packet length of the host that switch through the D-LINK router can be different,

they can be negotiated the minimum value.

Use the following command in configuration mode:

x25switch (undo/default) destination
[x121addr/default] port

Set a SV C interface addressing
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[DEFAULT@Router /config/]#x25switch
Key Word:
U(undo) D(default) Q(quit)
(00)connect
(O1)destination
(02)xot

Add/delete aPVC route in X.25 switch table
Add/deletea SVC routein X.25 switch table
Configure X25 over TCProute in X.25 switch table

Please | nput the code of command to be excute(0-2): 1
Key Word:

Q(quit)

(00)x121addr X.121 address

Please Input the code of command to be exc ute(0-0): 0
Please input a string:123456 (input the x121 address)

Key Word:

Q(quit)

(00)Serid Seria interface
Please Input the code of command to be excute(0-0): 0
Please input ainterface name:s1/0 (input the interface name)

configuring the XOT switching between X.25 interfaces

D-LINK router can implement the X.25 datagram switching basing on the TCP/IP.

Use the following command in configuration mode

x25switch (undo) xot pvc local-interface local-pvc
remote-interface remote-pvc remote-ip-address [ sour ce interface]

Set aPVC XOT interface
addressing

x25switch (undo) xot svc x.121-address remote-ip-address
[sour ce interface]

Set aSVC XOT interface
addressing

1 configuring aPVC XOT interface addressng
[DEFAULT @Router /config/]#x25switch

Key Word:

U(undo) D(default) Q(quit)

(00)connect Add/delete aPV C route in X.25 switch table
(Ol)destination Add/delete aSVC routein X.25 switch table
(02)xot Configure X25 over TCProutein X.25 switch table
Please | nput the code of command to be excute(0-2): 2

Key Word:

Q(quit)

(00)pvc Add/delete a PV C route based on XOT in X.25 switch table
(01)svc Add/delete a SV C(xot) routein X.25 switch table
Please Input the code of command to be excute(0-1): 0

Key Word:

Q(quit)

(00)Async async interface

(01)Serid seria interface

Please | nput the code of command to be excute(0-1): 1

Please input ainterface name:s1/0 input interface name

Key Word:
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Q(quit)

(00)<1-15> Local PVC number
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:15  input pvc number

Key Word:

Q(quit)

(00)Async async interface
(01)Serid serid interface

Please Input the code of command to be excute(0-1): 1
Please input ainterface name:s2/0
Key Word:
Q(quit)
(00)<1-15> Loca PVC number
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:15
Key Word:
Q(quit)
(00)A.B.CD romoteip address
Please Input the code of command to be excute(0-0): 0
Pleaseinput aip address:10.0.0.1  input the remote ip address
Key Word:
Q(quit)
(O0)source source interface
(01)<cr>
Please | nput the code of command to be excute(0-1): 1
Will you excuteit? (Y/N):y

2 configuring a SVC XOT interface addressing

[DEFAULT@Router /config/[#x25switch

Key Word:

U(undo) D(default) Q(quit)

(00)connect Add/delete aPVC routein X.25 switch table
(O1)destination Add/delete a SV C routein X.25 switch table
(02)xot Configure X25 over TCProutein X.25 switch table
Please Input the code of command to be excute(0-2): 2

Key Word:

Q(quit)

(00)pvc Add/delete a PV C route based on XOT in X.25 switch table
(01)svc Add/delete a SV C(xot) route in X.25 switch table
Please | nput the code of command to be excute(0-1): 1

Key Word:

Q(quit)

(0O)WORD Destination X.121 address

Please Input the code of command to be excute(0-0): 0

Please input a string:12345678 (input x121 address)

Key Word:

Q(quit)

(00)<A.B.C.D> Remote IP Address
Please Input the code of command to be excute(0-0): 0
Pleaseinput alP Address:192.168.0.1  iputip address
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Key Word:
Q(quit)
(O0)source
(01)<cr>

local sourceinterface

Please | nput the code of command to be excute(0-1):1

Will you excuteit? (Y/N):y

Configuring the X.25-T CP switching gateway

D-LINK router can implement the datagram switching between X.25 and TCF/IP.
User the following command in configuration mode:

Trandate (undo) tcp ip ip-address svc intrl
x12laddressl Iport locport rport remport [backup
intr2 x121address?]

Set a mapping between the source IP address and destination
X.121 address, configure the local and remote TCP monitor
interface

trandate (undo) tcp ip ip-address pvc intrl pvc#l
Iport locport rport remport [backup intr2 pvc#2]

Set a mapping between the source |P address and destination
PV C address, configure the local and remote TCP monitor
interface

[DEFAULT @Router /config/]#trandate
Key Word:
U(undo) D(default) Q(quit)
(00)x25
(ODtep

Translate to X.25 encapsulation
Translate packet between TCP and X.25

Please | nput the code of command to be excute(0-1): 1

Key Word:
Q(quit)
(00)ip

Specified the source | P address

Please Input the code of command to be excute(0-0): 0

Key Word:
Q(quit)
(00)<A.B.C.D>

Source | P Address

Please I nput the code of command to be excute(0-0): 0

Pleaseinput aip address:10.0.0.1  input remote ip address

Key Word:

Q(quit)

(00)pvc Use pvc to connect to remote

(0D)svc Use svc to connect to remote

Please I nput the code of command to be excute(0-1): 1 you can also choose 0 to implement the pvc configuration
Key Word:

Q(quit)

(00)Serid Serial interface

Please Input the code of command to be excute(0-0): 0

Pleaseinput ainterface name:s1/0  input the interface name

Key Word:
Q(quit)
(0O)WORD

Remote X.121 address
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Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:1234  input x121 address
Key Word:
Q(quit)
(00)Iport Specified the local listen port
Please Input the code of command to be excute(0-0): 0
Key Word:
Q(quit)
(00)<1-65535> Listen port number
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:100  input Listen port number
Key Word:
Q(quit)
(OO)rport Specified the remote listen port
Please Input the code of command to be excute(0-0): 0
Key Word:
Q(quit)
(00)<1-65535> Listen port number
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:200  input Listen port number remote
Key Word:
Q(quit)
(00)backup Backup interface configuration
(0L)<cr>
Please Input the code of command to be excute(0-1): 1

Will you excute 1t? (Y/N):y

M onitoring and maintaining the LAPB and X.25
To monitor and maintain the X.25 and LAPB, use the following commands in configuration mode:

command Task
clear x25 port vc-number Clear SVC
show interface serial number Display the operation statistic of interfaces
|show x25 Display the X.25 interface address mapping
show x25switch Display the X.25 switching table
debug (undo) lapb Debug the LAPB frames

[iframes|sframes|uframes|raw] serial

debug (undo) x25 [events|nor mal|raw[xot]serial |Debug the x25 internal events and datagram

debug x25 (undo) xot Debug the setup of xot

Debug the events, data receiving and

debug (undo)x25 tep [datajevent|list] transmitting, link status of x25-tcp

The specifications are given below:
1 cear SVC
[DEFAULT@Router /enablef]#clear
(10)telnet Clear incoming telnet connection
(1Dx25 Clear X.25 circuits
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Please Input the code of command to be excute(0-11): 11
(00)Serial Seria interface
Please Input the code of command to be excute(0-0): 00
Please input aiinterface name:sO/1  input interface name
(00)<1-16> SV C number need to clear
Please Input the code of command to be excute(0-0): 00
Please input adigital number:Please input astring:5  input the SV C number
Will you excute it? (Y/N):y
2 Display the operation statistic of interfaces
[DEFAULT @Router /enable/]#show
(16)hosts Host table
(27)interface interface status and configuration

Please Input the code of command to be excute(0-45): 17

(O0)FastEthernet FastEthernet interface
(01)Seria Seridl interface
(02)Async Asynchronous interface

Please Input the code of command to be excute(0-2):01
Please input ainterface name:sO/1  input interface name
Will you excute it? (Y/N):y

3 show the address mapping of an X.25 interface
[DEFAULT @Router /config/]#show

Key Word:

U(undo) D(default) Q(quit)

(47)vpdn vpdn group
(48)x25 Display X.25 state

Please Input the code of command to be excute(0-50): 48
Key Word:
Q(quit)
(OO)tep Show X25-TCP State
(01)vc Display X.25 state
(02)xot Show XOT State
Please Input the code of command to be excute(0-2): 1
Key Word:
Q(quiit)
(00)<cr>
Please Input the code of command to be excute(0-0): 0
Will you excute it? (Y/N):y
4 Digplay the X.25 switching table
[DEFAULT @Router /enablef]#show

Please Input the code of command to be excute(0-45): 44
Will you excute it? (Y/N):y
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5 Debug the LAPB frames
[DEFAULT@Router /enable/]#debug

14)12t L2TPinformation
(14)12p
(15)lapb LAPB information

Please Input the code of command to be excute(0-27): 15

(OO)iframes LAPB | frames

(ODraw LAPB raw frames content
(02)sframes LAPB Sframes
(O3)uframes LAPB U frames

Please Input the code of command to be excute(0-3): 00
(OQ)interface-name
(01)<cr>
Please Input the code of command to be excute(0-1): 00
Please input aiinterface name:sO/1  input interface name
Will you excute it? (Y/N):y

6 Debug the x25 internd events and datagram
[DEFAULT@Router /enable/]#debug

(26)tunnel Generic Tunnel Interface

(2Nx25 X.25 information

Please Input the code of command to be excute(0-27): 27

(OQ)events All non-data packets

(0D)normal All data packets

(02)packet raw packets

(03)tep Debug X25-TCP

(04)xot Debug XOT(X.25-Over-TCP) packet

Please Input the code of command to be excute(0-4): 00
(OO)interface-name
(01)<cr>
Please Input the code of command to be excute(0-1): 00
Peaseinput ainterfacename:sO/1  input interface name
Will you excute it? (Y/N):y
7 Debug the setup process of xot
[DEFAULT@Router /enable/]#debug

(26)tunnel Generic Tunnel Interface

(27)x25 X.25 information

Please Input the code of command to be excute(0-27): 27

(O0)events All non-data packets

(0D)normal All data packets

(02)packet raw packets

(O3)tep Debug X25-TCP

(04)xot Debug XOT(X.25-Over-TCP) packet
Please Input the code of command to be excute(0-4): 4

(00)<cr>

Please Input the code of command to be excute(0-0): 00
Will you excute it? (Y/N):y
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8 Debug the events, data receiving and transmitting, link status of x25-tcp
[DEFAULT@Router /enable/]#debug

(26)tunnel Generic Tunnel Interface
(2Nx25 X.25information

Please Input the code of command to be excute(0-27): 27
(OQ)events All non-data packets
(0D)normal All data packets
(02)packet raw packets

(03)tcp Debug X25-TCP

(04)xot Debug XOT(X.25-Over-TCP) packet
Please Input the code of command to be excute(0-4): 3
(OO)data X25TCP data packet
(OL)event X25TCP event
(02)link-status X25TCPlink status

Please Input the code of command to be excute(0-2): 00
Will you excute it? (Y/N):y

X.25 and LAPB configuration examples
The following sections provide examples to help you understand how to configure LAPB and X.25 for your network:
Typical LAPB configuration example
In the following example, the frame size (N1), window size (k), and maximum retransmission (N2)
parameters retain their default values. The encapsulation interface configuration command sets DCE
operation to carry a single protocol, IP by default. The lapb t1 interface configuration command sets the
retransmission timer to 4 seconds for alink with along delay or dow connecting DTE device.
[DEFAULT @Router /enable/]#interface s1/0
[DEFAULT @Router /s1/0/)#encapsul ation x25
[DEFAULT @Router /sL/0/#x25 interface dce
[DEFAULT@Router /sL/0/]#x25t1 4
Typical X.25 configuration example
This chapter will introduce some typical X.25 configuration examples to make you understand more about the tasks
and contents related with X.25 of D-LINK router. Note that the content after the “!” is not a part of the command but only
aremark.
link two router through the back-to-back serial interface directly
1 network requirements
User can merely configure these two routers like the figure below if you only need to connect two routers directly through
serial interface with the encapsulation of X.25 and I P datagram.
2 Figure

EE Y. 24/¥. 35 cable EE

Bomterl BonterB
Seriznld Seriall

Figure 2 two routers connect directly through a serial interface
3 configuration steps
configuring router A
I Select an interface
[DEFAULT @Router /enable/]#cd config
[DEFAULT @Router /config/]#interface s1/0
I assign an IP address for the interface
[DEFAULT@Router /s1/0/]#ip address 202.38.160.1 255.255.255.0
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1 st theinterface as X.25 interface and set it operatesin DTE mode
[DEFAULT @Router /s1/0/)#encapsul ation x25

I set the X.121 address of the interface
[DEFAULT @Router /s1/0/]#x25 address 20112451
I specify the address mapping to the peer end in the network
[DEFAULT@Router /s1/0/]#x25 map 202.38.160.2 svc 20112452
I configuring router B
I select an interface
[DEFAULT @Router /enablef]#cd config
[DEFAULT @Router /config/]#interface s1/0
I assign an IP address for the interface
[DEFAULT @Router /s1/0/]#ip address 202.38.160.2 255.255.255.0
I set the interface speed
[DEFAULT@Router /s1/0/]#physical-layer speed 64000
1 st the interface as X.25 interface and st it operates in DCE mode
[DEFAULT @Router /s1/0f|#encapsulation x25
[DEFAULT @Router /s1/0/]#x25 interface dce
I set the X.121 address of the interface
[DEFAULT @Router /s1/0/]#x25 address 20112452

I specify the address mapping to the peer end of the network

[DEFAULT@Router /s1/0/]#x25 map 202.38.160.1 svc 20112451

Connecting therouter to X.25 public packet network

1 network requirement

Router A,B,C are connected to the same X.25 network to communicate with each other, as the following figure, the

configurations are:

The IP address of these routers are 168.173.24.1, 168.173.24.2 and 168.173.24.3

Routers X.121 address assighed by the network are 30561001, 30561002, 30561003

The standard receiving and transmitting window size supported by the packet network are both 5.
The standard maximum receiving and transmitting packet length are both 512

2 Figure

Seriald

Seriall I.23
Aindow=ize:5 3

packetzize:d12 511

35

TE:162.173.24.1
I.171:30361001

Seriall

IF:162.173. 24.2
I.101:30561007

TP:163.173. 24.3
I.171:30561003

BonterC

Figure3 connect the router to X.25 community packet network

3 configuration steps
configuring Router A
I Configuring the interface IP address
[DEFAULT @Router /enablef]#cd config
[DEFAULT @Router /config/]#interface s1/0
[DEFAULT@Router /s1/0/#ip address 168.173.24.1 255.255.255.0
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I Connect to public packet network and make the router operate as DTE:
[DEFAULT@Router /s1/0/)#encapsul ation x25
[DEFAULT @Router /s1/0/]#x25 address 30561001
[DEFAULT@Router /s1/0/]#x25 htc 32
[DEFAULT @Router /s1/0/]#x25 map 168.173.24.2 svc 30561002
[DEFAULT@Router /s1/0/]#x25 map 168.173.24.3 svc 30561003
Configuring Router B
I Configuring the interface IP address
[DEFAULT @Router /enablef]#cd config
[DEFAULT@Router /config/]#interface s1/0
[DEFAUL T@Router /s1/0/]#ip address 168.173.24.2 255.255.255.0
I Connect to public packet network and make the router operate as DTE:
[DEFAULT @Router /s1/0/|#encapsulation x25
[DEFAULT @Router /s1/0/]#x25 address 30561002
[DEFAULT @Router /sL/0/]#x25 htc 32
[DEFAULT@Router /s1/0/]#x25 map 168.173.24.1 svc 30561001
[DEFAULT @Router /s1/0/]#x25 map 168.173.24.3 svc 30561003
Configuring Router C
IConfiguring the interface IP address
[DEFAULT @Router /enablef]#cd config
[DEFAULT @Router /config/]#interface s1/0
[DEFAULT @Router /s1/0/]#ip address 168.173.24.3 255.255.255.0
I connect to public packet network and make the router operate as DTE:
[DEFAULT@Router /s1/0/)#encapsulation x25
[DEFAULT @Router /s1/0/]#x25 address 30561003
[DEFAULT @Router /sL/0/#x25 htc 32
[DEFAULT @Router /s1/0/]#x25 map 168.173.24.1 svc 30561001
[DEFAULT@Router /s1/0/]#x25 map 168.173.24.2 svc 30561002

4.3.9 Configuring the virtue circuit ranges

Perform the following commands to set the router’s interface serial 1/0 to be encapsulated with X.25, and the ranges of
virtue circuit are: PVC [1,8] ,SVC [9,64].
[DEFAULT @Router /enable/]#cd config
[DEFAULT @Router /config/]#interface s1/0
[DEFAULT @Router /s1/0/|#encapsul ation x25
[DEFAULT@Router /s1/0/]#x25 htc 64
[DEFAULT@Router /s1/0/]#x25 pvc 8
Configuration example of XOT based on PVC
The configuration commands and arrangement plan are as follows:

C2 C2

Bl £0/0:192. 168, 20. 82 £0/0: 192 168. 20. 22 B2
=1/1: 8.0.0.1 s0/0: 8.0.0.2 s0/1: 8.0.0.11 s1/0: 8.0.0.10
| 511 =i/l o L ET B o T ————
ip addr G.0.001 235.000.0 x2icwitch ot puc cerial 120=witch xot gur cerial ip addr §.0.0.10 ?35.0.0.0
suc x2S 00 1 serdal 0Of1 1 0f1 1 serial G0 1 zoc =35
e25 interface dece 107165 2. 02 1021882022 r2d imterface dca
20 e 2 =20 o 2
21 map 8.0.0.10 e 1 23 map 5.0.0.1 pnc 1

Figure 4 arrangement plan of XOT based on PVC
Configuring router B1:
[DEFAULT@Router /s1/1/]#ip address 8.0.0.1 255.0.0.0
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[DEFAULT @Router /sl/1/]#enc x25

[DEFAULT@Router /s1/1/]#x25 interface dce

[DEFAULT@Router /sl/1/]#x25 pvc 2

[DEFAULT@Router /s1/1/]1#x25 map 8.0.0.10 pvc 1

Configure router C1:

[DEFAULT@Router /fO/0/]#ip address 192.168.20.92 255.0.0.0

[DEFAULT @Router /s1/0/]#ip address 8.0.0.2 255.0.0.0

[DEFAULT@Router /s1/0/]#enc x25

[DEFAULT@Router /s1/0/]#x25 pvc 2

[DEFAULT@Router /config/]#x25switch xot pvc serial 1/0 1 serial 1/1 1 192.168.20.22

Configuring router C2

[DEFAULT@Router /f0/0/]#ip address 192.168.20.22 255.0.0.0
[DEFAULT@Router /s1/1/]#ip address 8.0.0.11 255.0.0.0
[DEFAULT@Router /sl1/1/]#enc x25

[DEFAULT@Router /sl1/1/]1#x25 pvc 2

[DEFAULT@Router /config/]#x25switch xot pvc serial 1/1 1 serial 1/0 1 192.168.20.92
Configuring router B2:

[DEFAULT@Router /s1/0/]#ip address 8.0.0.10 255.0.0.0
[DEFAULT@Router /s1/0/]#enc x25

[DEFAULT@Router /s1/0/]#x25 interface dce

[DEFAULT@Router /s1/0/]#x25 pvc 2

[DEFAULT@Router /s1/0/]#x25 map 8.0.0.1 pvc 1

Configuring X.25-TCP switching examples
The configuration commands and arrangement plan are as follows:
182. 168. 20. 131 Ml
F——Ethermet - (11 1
(11 1

Mork=tation
192, 165. 20. 130 PEX1

FEXn

22

Figure 5 arrangement plan of X25-TCP
Configuring router B1:
[DEFAULT@Router /config/J#translate tcp ip 192.168.20.130 svc s1/0 111 Iport 2000 rport 2000
[DEFAULT@Router /s1/0/]1# encapsulation x25
[DEFAULT@Router /s1/0/]# x25 address 222
[DEFAULT@Router /s1/0/]# x25 tcp user-data 03010100
[DEFAULT@Router /s1/0/]# x25 tcp pkt-format RFC1006
[DEFAULT@Router /s1/0/]# x25 tcp iso-address 000fc909103600001111cb09103600002222
[DEFAULT@Router /s1/0/]# ip address 192.168.20.131 255.255.255.
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4.4 Configuring X.25 PAD Operation Task List

4.4.1 Network Topology

This chapter describes how to to make connections with remote devices using the X.25 protocol by PAD operation.

For a complete description of the PAD commands in this chapter, refer to the WANs Command Reference. To locate
documentation of other commands that appear in this chapter, use the command reference master index or search online.

4.4.2 About Network Topology

PADs are configured to enable X.25 connections between network devices. A PAD is a device that receives a character
stream from one or more terminals, assembles the character stream into packets, and sends the data packets out to a hodt.
A PAD can also do the reverse. It can take data packets from a network host and trandate them into a character stream that

can be understood by the terminals. A PAD is defined by CCITT Recommendations X.3, X.28, and X.29.

Figure 1 shows a remote X.25 user placing a cal through an X.25 switched network, to the internal PAD application on a

D-Link router, and to an X.25 host located inside a corporate data center.

E Terminal

TP rocer

N
Mbodem a —$
K25
e | e . - I I
; ¥. 25 Host ’:____"_‘__:’_LJ-_'__.._.?'.:.T‘-..‘_‘.'.‘ ¥, 25| Host

——y,

Figurel Standard X.25 Connection Between a Dumb Termina and an X.25 Host
PADs can aso be configured to work with a protocol translation application. Figure 87 shows an
example of aremote PC placing an analog modem call to an |P network, connecting to a
D-LINK 4500-M router, dlowing its | P packets to undergo an | P-to-X.25 protocol translation, whichin turn
communicates with an internal PAD device and establishes a connection with an X.25 host.

4
P ‘

—.~" %25 Server

— Router

| IPserver

Figure 2: PC Dialing In to an X.25 Host Using Protocol Translation

Use PAD Mode
The following sections describe how to use the PAD standard user interface to make X.25 PAD connections:

? Description
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? Application
? Configuration Task List
? Example

Description

X.28 emulation is the standard user interface between data termina equipment (DTE) and a packet
assembler/disassembler (PAD). The D-Link router provides an X.28 user emulation mode, which enables you to interact
with and control the PAD. During this exchange of control information, messages or commands sent from the terminal to
the PAD are called PAD command signals. Messages sent from the PAD to the terminal are called PAD service signals.
These signals and any transmitted data take the form of encoded character streams as defined by International Alphabet
Number 5.

For asynchronous devices such as terminals or modems to access an X.25 network host, the device's packets must be
assembled or disassembled by a PAD device. Using standard X.28 commands from the PAD, calls can be made into an
X.25 network, X.3 PAD parameters can be set, or calls can be reset. X.3 is the ITU-T recommendation that defines
various PAD parameters used in X.25 networks. There are 22 available X3 PAD parameters to configure. X.3 PAD
parameters are interna variables that define the operation of a PAD. For example, parameter number 9 is the crpad
parameter. It determines the number of bytes to add after a carriage return. X.3 parameters can aso be set by a remote
X.25 host using X.29. (See Figure 3.)

o o "".__.__
R k25 5N x5
- s
g -

. " X%.25 server

W X8

Figure 3 Asynchronous Device Dialing In to an X.25 Host over an X.25 Network
Application
X.28 enables PAD system administrators to dia into X.25 networks or set PAD parameters using the X.28 standard user
interface. This standard interface is commonly used in many European countries. It adheres to the X.25 International
Telecommunication Union Telecommunication (ITU-T) standards.

The X.28 interface is designed for asynchronous devices that require X.25 transport to access a remote or native
asynchronous or synchronous host application. For example, dial-up applications can use the X.28 interface to access a
remote X.25 host. X.28 PAD calls are often used by banks to support back office applications such as ATM machines,
point of sales authorization devices, and alarm systems. An ATM machine may have an asynchronous connection to an
adarm host and a D-Link router. When the alarm is tripped, the alarm sends a distress call to the authorities viathe D-Link
router and a X.28 PAD call.

D-Link router’s X.28 PAD calls can be transported over a public packet network, a private X.25 network, the Internet, a
private 1P-based network, or a Frame Relay network. X.28 PAD can aso be used with protocol trandation. Protocol
trandation and VTY asynchronous interfaces enable users to bidirectionally access an X.25 application with the PAD
service or other protocols such as Digital Equipment Corporation (DEC), local-area transport (LAT), and transmission
control protocol (TCP).

4.4.3 Configuration Task List

The following optional tasks are described in this section:
? Place and Clear Cdls
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? Customize X.3 Parameters
? Monitor X.25 PAD Connection
Access X.28 mode using the x28 EXEC command pad. Then push the Ctrl-p to enter pad mode. the default PAD mode

prompt is character “pad” and the symbol “>“. After complete pad>, you can use the standard PAD user interface and
configure PAD.

4.4.4 Place and Clear Calls

Many X.25-related functions can be performed in PAD mode, such as placing and clearing cdls. Table 20 lists the
available PAD command signals that can be issued.

In X.28 mode, the are various PAD command signals you can use. You can choose to use the standard or extended
command syntax. For example, you can enter the clr command or clear command to clear a call. A command specified

with standard command syntax is merely an abbreviated version of the extended syntax version. Both syntaxes function
the same.

| Command ‘ Purpose

Clr Clear avirtua call.

|He|p ‘Display help information.

Int Send an interrupt packet.

|par’? Par ‘Show the current values of local parameters.
Prof filename Load a standard profile.

Reset Reset the call.

Set Change the local values of parameters.

set? Changes and then read the values of parameters.
Stat Requests status of a connection.

Quit Exit PAD connection.

4,45 Place a Call

you need to designate the X.121 address of information destination to setup a call with it.Perform the following
commands in user mode or management mode:

pad svc address [profile-number [r|w]] Call a remote interface through SVC. If succeed,
then enter the X.28 mode and display the “>" prompt.

pad pvc interface pvc# [profile-number [r|w]] |Call aremoteinterface through PV C. If connected,
then enter the X.28 mode and display the “>" Prompt.

1 SvCsection

[DEFAULT@Router /enable/]#pad
Key Word:
U(undo) D(default) Q(quit)
(0Q)svc pad to the remote x121 address
(0Dpvc pad to the remote through pvc

Please | nput the code of command to be excute(0-1): 1 you can also input 0 to set pvc
Key Word:

Q(quit)
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(O0Q)WORD X.121 address
Please Input the code of command to be excute(0-0): 0

Please input a string:1234 (input the x121 address)

Key Word:

Q(quit)

(00)<0-31> X29 pad profile number
(O1)<cr>

Please Input the code of command to be excute(0-1): 0

Pleaseinput astring: 5  input profile number

Key Word:

Q(quit)

(0Q)r X29 pad profile read-only
(0w X29 pad profile read-write
Please Input the code of command to be excute(0-1): 0

Key Word:

Q(quit)

(00<cr>

Please Input the code of command to be excute(0-0): 0

Will you excuteit? (Y/N):y

4,46 Clear a Call

After you connect to a remote X.25 device, you can clear the connection by using the following commands :

Step  |Command |Purpose

1

From the remote host, escape back to the loca

ctrl-
P router PAD mode.

2

aIr Clear the virtual call.

4,47 Customerize Local X.3 Parameter

To set an X.3 PAD parameter from alocal terminal, use the following commands beginning in EXEC mode or User mode:

Step  |Command Purpose
|1 ‘pad address |Enter X.28 mode.
3 Ctrl-p From X.28 mode escape back to PAD mode.
|4 ‘par |Disp|ay the current X.3 PAD parameters.
5 set parameter-number: new-value Change the vaue of a parameter.
6 par Verify that the new PAD parameter was set
correctly.
[DEFAULT@Router /enablef]#pad
Key Word:
U(undo) D(default) Q(quit)
(0Q)svc pad to the remote x121 address
(01)pvc pad to the remote through pvc

Please | nput the code of command to be excute(0-1): 1 you could also input 0 to configure the pvc
Key Word:
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Q(quit)
(OQ)WORD

X.121 address

Please Input the code of command to be excute(0-0): 0
Please input a string:1234 (input the x121 address)

Key Word:
Q(quit)
(00)<0-31>
(0D)<cr>

X29 pad profile number

Please I nput the code of command to be excute(0-1): 1

Will you excute it? (Y/N)y

4.4.8 Monitor X.25 PAD Connection

To display currently opened connecting information, use the following EXE mode command:

|Command ‘ Purpose |
|Show x25 ‘To display currently opened X.25 connecting information I
[DEFAULT@Router /config/]#show

Key Word:

(47)x25 Display X.25 state

(48)x25switch Show X.25 switch route table

(49x29 Show X.29d X3 pad parameters

Please Input the code of command to be excute(0-49): 47

Key Word:

Q(quit)

(0O)tcp Show X25-TCP State

(0O1)ve Display X.25 state

(02)xot Show XOT State

Please Input the code of command to be excute(0-2): 1

Key Word:

Q(quit)

(00)<cr>

Fease Input the code of command to be excute(0-0): 0

Will you excute it? (Y/N)y

This information includes current status of virtual circuit.

448 X.25 PAD access limitation

This configuration can limit the source X121 address ng the router.

Command

function

X25 map pad x121addr

Configuring the source X121 address for the static useful pad to access
the router

X25 pad-access

Enable the pad-access limitation, the configuration will be checked by
using the item configured by the upper command. If it has not been
configured, all the pad access will be forbidden.

Input the following commands in the interface configurative mode:

[DEFAULT@Router /s0/1/]#x25

(1)map Set map from IP address to X.121 address
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(12)mod Set LAPB and X.25 module(8/128)

Please Input the code of command to be excute(0-26): 11

(00)A.B.C.D IP address

(01)pad pad links

Please | nput the code of command to be excute(0-1): 01
(0O)WORD originating X121 address

Please Input the code of command to be excute(0-0): 00
Please input a string:123456 input the x121 address hereisjust aexample
Will you excute it? (Y/N):y

[DEFAULT@Router /S0/1/]#x25

(25)wsize Set X.25 level 3 window size

(26)pad-access Accept only PAD connections from statically mapped X25 hosts
Please Input the code of command to be excute(0-26): 26

Will you excute it? (Y/N):y

4.4.9 PAD Signal Examples

The following examples show two ways to make a call to aremote X.25 host over a seria line. The remote host's interface
address is 123456. Router-A cdls router-B using the pad 123456 EXEC command.

[DEFAULT@RouterA /enable/]#pad svc 123456

COM

[DEFAULT@RouterB /]# exit

CLR(cause=0x0,diag=0x0)

[DEFAULT@RouterA /enable/]#

The following examples is to clear a connection with a remote X.25 host. Router-A disconnecting from router -B
using the X.28 mode clr command.

[DEFAULT@RouterA /enable/]#pad svc 123456

COM

[DEFAULT@RouterB /]# Ctrl-p

pad>clr

CLR CONF

Pad>

4.4.10 X.3 Customization Examples

The following example configures parameter 9 from 0 to 1, which adds one byte after the carriage return. This setting is
performed from alocal termina using the set parameter-number: new-value PAD command signal.

[DEFAULT@RouterA /enable/]# pad svc 12345678

[DEFAULT@RouterB /]# ctrl-p

pad>par

PAR 1:1 2:1 3:126 4:0 5:1 6:2 7:2 8:0 9:0 10:0 11:14 12:1 13:0 14:0 15:0 16:127 17:24 18:18 19:2 20:0
21:0 22:0

pad> set 9:1

pad> par

PAR 1:1 2:1 3:126 4:0 5:1 6:2 7:2 8:0 9:1 10:0 11:14 12:1 13:0 14:0 15:0 16:127 17:24 18:18 19:2 20:0
21:0 22:0

pad>
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4.4.11 X.3 Profile Example

The following example modifies and loads an existing X.25 PAD parameter profile. It accesses the existing PAD profile
ppp, changes its padding parameter (specified as 9) to a value of 2, and displays the new parameters using the par

command in PAD mode.
[DEFAULT@RouterA /enable/]# pad 3333

[DEFAULT@RouterB /]#ctrl-p

pad>prof 0

pad>par

PAR 1:1 2:1 3:126 4:0 5:1 6:2 7:2 8:0 9:2 10:0 11:14 12:1 13:0 14:0 15:0 16:127 17:24 18:18 19:2 20:0
21:0 22:0

Note: If the X.29 profile is set to default, the profile is applied to al incoming X.25 PAD calls, including the calls used for
protocol trandlation.

4.4.12 Getting Help Example

Use the help command to get short descriptions of the available parameters.
pad> help
CLR - clear X.25 connection
HELP - this help
INT - send interrupt packet over X.25 connection
PAR? - show X.3 parameters as wanted
PROF - use X.3 profileO or 1
QUIT - quit PAD and clear connection
RESET - send RESET packet over X.25 connection
SET - set X.3 parameters
SET? - set X.3 parameters and show it
STAT - show X.25 connection status

4.4.13 Monitoring X.25 Network Example

Following is show x25 command output example:
[DEFAULT@RouterA /enable/]# pad svc 123456789
COoM
[DEFAULT@RouterB /]# ent
[DEFAULT@RouteB /enable/]#show x25
X.25/1P state
Seriall/0=UP

01 Seriall/0 16 in work 1111
[DEFAULT@RouterB /enable/]#

4.5 Configuring PPP Task List
This section describes how to configure the Point-to-Point Protocol (PPP).(PPP).This section also describe the address
pooal responding point-to-point connection that apply to asynchronous serial, synchronous serial and ISDN interface.

For complete description of PPP command, refer to “PPP Command Reference’ chapter.
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4.5.1 Implementation Information

PPP, described in RFC 1661, encapsulates network layer protocol information over point-to-point links. Y ou can configure
PPP on the following types of physical interfaces:

Asynchronous serial

ISDN

Synchronous serial

By enabling PPP encapsulation on physical interfaces, PPP can aso be in effect on calls placed by the dider interfaces
that use the physical interfaces.

The current D-Link router software implementation of PPP supports coordinating option2: asynchronous control character
image; option 3: authentication usng CHAP or PAP; option 5 Magic Number configuration options; option
7:compression of protocol domain; option 8: compression of address and control domain. During LCP coordination, the
software always sends negotiating options 5, 7 and 8. The negotiating option 2 will be send if it is in the asynchronous
mode. If authentication configured, the software sends negotiating option 3.

The software supports LCP negotiating option 5(magic number) on al the seria interfaces. PPP aways negotiates magic
number to examing loopback on circuit.

D-Link router software supports CHAP and PAP authentication protocol in PPP. For detailed information of authentication,
refer to “ Security Configuration Guide”.

4.5.2 PPP Configuration Task List

To configure PPP on a serid interface (including ISDN), perform the following required task in interface configuration
maode;

Enabling PPP Encapsulation
You can aso complete the tasks in the following sections; these tasks are optional but offer a variety of uses and
enhancements for PPP:

Enabling CHAP or PAP Authentication

Start Call Back Control Protocol (CBCP)

Configuring |P Address Pooling

Disabling or Reenabling Peer Host Routes

Configuring Multilink PPP
Please see the “PPP Configuration Example” chapter.

4.5.3 Enabling PPP Encapsulation

To enable PPP o serial lines to encapsulate IP and other network protocol datagrams, use the following command in
interface configuration mode;

|Command ‘Purpose I
|encapsu|ation ppp ‘Enabling PPP encapsulation I
Key Word:
U(undo) D(default) Q(quit)
(11)encapsulation Set encapsulation type for an interface
(12)english help message in English

Please Input the code of command to be excute(0-32): 11
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Key Word:

U(undo) D(default) Q(quit)

(0O)frame-relay Frame Relay Protocol

(0D)hdic HDLC Protocol
(02)ppp PPP Protocol
(03)sdic SDLC Protocol
(0x25 X.25 Protocol

Please Input the code of command to be excute(0-4): 2
Will you excuteit? (Y/N):y

4.5.4 Enabling CHAP or PAP Authentication

PPP with CHAP or PAP authentication is often used to inform the central site about which remote routers are connected to
it.

CHAP and PAP were originaly specified in RFC 1334, and CHAP is updated in RFC 1994. These protocols are supported
on synchronous and asynchronous seria interfaces. When using CHAP or PAP authentication, each router or access server
identifies itself by a name. This identification process prevents a router from placing another call to a router to which it is
aready connected, and also prevents unauthorized access.

Access control using CHAP or PAP is available on all serid interfaces that use PPP encapsulation. The authentication
feature reduces the risk of security violations on your router or access server.

Note: To use CHAP or PAP, you must be running PPP encapsulation.

When CHAP is enabled on an interface and a remote device attempts to connect to it, the local router or access server
sends a CHAP packet to the remote device. The CHAP packet requests or "challenges' the remote device to respond. The
challenge packet consists of an ID, a random number, and the host name of the local router.
The required response has two parts:
? An encrypted string of the ID, a secret password, and the random number

Either the host name of the remote device or the name of the user on the remote device

When the local router or access server receives the response, it verifies the secret password by performing the same
encryption operation as indicated in the response and looking up the required host name or username. The secret
passwords must be identical on the remote device and the local router.

Because this response is sent, the password is never sent in clear text, preventing other devices from stealing it and
gaining illegal access to the system. Without the proper response, the remote device cannot connect to the local router.

CHAP transactions occur only when a link is established. The local router or access server does not request a password
during the rest of the call. (The local device can, however, respond to such requests from other devices during a call.)

When PAP is enabled, the remote router attempting to connect to the local router or access server is required to send an
authentication request. If the username and password specified in the authentication request are accepted, the D-Link

router sends an authentication acknowledgment.

After you have enabled CHAP or PAP, the local router or access server requires authentication from remote devices. If the
remote device does not support the enabled protocol, no traffic will be passed to that device.
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To use CHAP or PAP, you must perform the following tasks:

1. Enable PPP encapsuiation.
2. Enable CHAP or PAP on the interface.
3.

For CHAP, configure host name authentication and the secret or password for each remote system with which

authentication is required.

To enable PPP encapsulation, use the following command in interface configuration mode:

Command | Purpose

|encapsu|ation pPPp

|Enab|e£ PPP encapsulation on an interface.

To enable CHAP or PAP authentication on an interface configured for PPP encapsulation, use the following command in
interface configuration mode:

Command

Purpose

ppp authentication {chap | ms-chap| pap} [word |
default] [callin]

Defines the authentication methods supported
and the order in which they are used.

Key Word:

Q(quit)

(26)ppp
(27)priority-group

Please Input the code of command to be excute(0-34): 26

Key Word:

U(undo) D(default) Q(quit)
(O0)authentication

(O1)authorization

Please Input the code of command to be excute(0-9): 0
Key Word:

Q(quit)

(00)chap

(OD)ms-chap

Protocol(MS-CHAP)

(02)pap

Please Input the code of command to be excute(0-2): 0
Key Word:

Q(quit)

(0O)WORD

(0D)cdlin

Please Input the code of command to be excute(0-5): 0

Point-to-point protocol
Assign apriority group to interface

Set PPP link authentication method
Set PPP network authorization method

Challenge Handshake Authentication Protocol (CHAP)
Microsoft Challenge Handshake Authentication

Password Authentication Protocol (PAP)

Use an authentication list with this name
Authenticate remote on incoming call only

Please input astring:bdcom  input authentication list name

Will you excute it? (Y/N)y

To specify the password to be used in CHAP or PAP cdler identification, use the following command in globa

configuration mode:
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|Command ‘Purpose

|user name name password secret ‘Configur&s identification.

[DEFAULT@Router /config/]#user name
Key Word:
U(undo) D(default) Q(quit)
(00O)WORD User name
Please Input the code of command to be excute(0-0): 0
Please input astring:odcom  input username

Key Word:

Q(quit)

(05)password Specify the password for the user
(06)trust-host Set user trust host

Please Input the code of command to be excute(0-8): 5

Key Word:

Q(quit)

(00)0 Specifiesan UNENCRY PTED password will follow
(o0n)7 SpecifiesaHIDDEN password will follow
(0O2)LINE The UNENCRY PTED <cleartext> user password
Please Input the code of command to be excute(0-2): 0

Key Word:

Q(quit)

(OQ)LINE The UNENCRY PTED <cleartext> user password

Please I nput the code of command to be excute(0-0): 0
Pleaseinput astring:1234567  input password
Key Word:
Q(quit)
(06)user-maxlinks Limit the user's number of inbound links
(07)<cr>
Please Input the code of command to be excute(0-7): 7
Will you excueit? (Y/N)y
Make sure this password does not include spaces or underscores.

45,5 Start CallBack Control Protoccol(CBCP)

In CBCP, the side that launching the dia is Cdler, the side that receiving the dia is Answerer.

During the LCP negotiation, if both sides aggree to apply the CBCP, thus the CBCP will be run after the authentication
period.

During the Callback period, Answerer sends Callback Request and list the Callback options that can be received by Cdler.
While Caller responsing by Calback Response, the request options will be listed.

If Callback Responsethat returns from Caler is legality and can be received by Answerer, then Answerer will respons by
Cdlback Ack. Caller will enter the period of Link Termination and prepare to receive the call after received Callback Ack.
If you need to use CBCP, Caller need to be configured with config-ppp callback request cbep(if the telephone number is
specified by caler, you should configure set-dialer caller xx).

Except configure config-ppp callback accept, if the need no callback, the telephone number of callback need not to be
configured by Answerer; if the telephone number is specified by Caller, user xx password xx callback-dialstring * or
set-dialer called® should be configured; if the telephone number is specified by Answerer, user xx password XX
callback -dialstring xx should be configured; if Caller need to select a number form a group of numbers that provided by
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Answerer, set-dialer called xx xx xx should be configured.
To use CBCP protocol, you must perform the following tasks:
Step 1. Enalbe PPP Encapsulation

|Command |Purpose

|encapsu|ation ppp |Ena| be PPP on interface.

Step 2: configure CBCP on this interface

Command Purpose
ppp callback request chcp Configure to start CBCP negotiation on Cdller.
ppp callback accept Configure to dtart the receiving of CBCP
negotiation on Answerer.
Key Word:
Q(quit)
(26)ppp Poi nt-to-point protocol
(27)priority-group Assign apriority group to interface

Please Input the code of command to be excute(0-34): 26

Key Word:

U(undo)  D(default) Q(quit)

(O0)authentication Set PPP link authentication method
(Ol)authorization Set PPP network authorization method
(02)callback Set CALLBACK parameters

Please Input the code of command to be excute(0-9): 2
Key Word:
Q(quit)
(00)accept Accept a callback request
(OD)initiate Initiate callback without PPP callback
negotiation
(02)request Request a callback
Please Input the code of command to be excute(0-2): 2
Key Word:
Q(quit)
(O0)authentication Request a callback of authentication
(OL)cbep Request a callback of cbcp
(02)<cr>
Please Input the code of command to be excute(0-2): 1
Will you excute it? (Y/N):y

Step 3: configure callback telephone number

|Command ‘Purpose
dialer caller xx Configure the callback telephone number that
specified by Cdler.
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user xx password xx callback-dialstring {* | x<} |Configure the telephone number on Answerer
dialer called {* | xx; xx; x¢ that the number is specified by Caller, or
specified by Answerer, or select one from
Answerer provided numbers by Cdler.

1 configuring the callback diastring designated by Caller on the caller/called:

[Key Word:
Q(quit)
(O9)description Set the interface description
(10)dider Dial-on-demand routing (DDR) commands

Please Input the code of command to be excute(0-32): 10

Key Word:

U(undo) D(default) Q(quit)
(OO)called Dider caled string
(O1)caller Dialer caller string

Please Input the code of command to be excute(0-11): 1 you could also choose 0 to configure the called dialstring
Key Word:
Q(quit)
(0CO)WORD Specify calling telephone number to be screened
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:12345678  input caller dialstring
Will you excuteit? (Y/N):y
2 configuring the dialstring designated by Caller on the Answerer.
Input “user” in the configurative mode, it will prompt:
[DEFAULT@Router /config/]#user
Key Word:
U(undo) D(default) Q(quit)
(OO)WORD User name
Please Input the code of command to be excute(0-0): 0
Please input astring:bdcom  input username

Key Word:
Q(quit)
(00)autocommand Automatically issue acommand after the user logsin
(O1)callback-dialstring Cdlback dialstring

Please | nput the code of command to be excute(0-8): 1
Key Word:
Q(quit)

(0Q)did-string Dialstring
Please Input the code of command to be excute(0-0): 0
Pleaseinput astring:123456  input password
Key Word:

Q(quit)

(06)user-maxlinks Limit the user's number of inbound links
(07)<cr>
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Please Input the code of command to be excute(0-7): 7
Will you excuteit? (Y/N):y

Answerer has the priority to inquire user xx password xx callback-dial string, and then inquire set-dialer called xx. In
addition, use the symbol “,” to separate the central telephone number and branch number, use the symbol “;” to separate
the different numbers. The symbol “*” indicates the telephone number that specified by Caller.

4.5.6 Configuring IP Address Pool

A point-to-point interface must be able to provide a remote node with its IP address through the IP Control Protocol (IPCP)
address negotiation process. The IP address can be obtained from a variety of sources. The address can be configured
through the command line, entered with an EXEC-level command, provided by TACACS+ or from alocally administered
poal.

45,7 Peer Address Allocation

A peer IP address can be alocated to an interface through several methods:

o IPCP negotiation—If the peer presents a peer IP address during IPCP address negotiation and no other peer
address is assigned, the presented address is acknowledged and used only in the current session.

o Default 1P address—The peer default ip address can be used to define by config-peer default ip address
command.

. TACACS+ assigned |IP address or |P address pooling—During the authorization phase of IPCP address
negotiation, TACACS+ can return an | P address that the user being authenticated on a dialup interface can use.

. Local address pool—The local address pool contains a set of contiguous IP addresses (a maximum of 1024
addresses) stored in two queues. The free queue contains addresses are stored to the free queue in first-in,
first-out (FIFO) order to minimize the chance the address will be reused, and to allow a peer to reconnect using
the same address that it used in the last connection. If the address is available, it is assigned; if not, another
address from the free queue is assigned.

4.5.8 Precedence Rules

The following precedence rules of peer IP address support determine which address is used. Precedence is listed from
most likely to least likely:
1. Anaddressfrom aloca IP address pool or DHCP (typically not allocated unless no other address exists)
2. Configured address from the peer default ip address command or address from the protocol trandate
command
3. AAA/TACACSH+ provided address or addresses from the pool named by AAA/TACACS+
4. Peer provided address from IPCP negotiation (not accepted unless no other address exists)

4.5.9 Interfaces Affected

Address pooling is available on all asynchronous serial, synchronous serial, ISDN BRI, and ISDN PRI interfaces running
PPP.

4.5.10 Configuring I P Address Assignment for each Interface

1. Define an I P address pool for a specific interface.
2. Specify one |P address to be assigned to all dial-in peers on an interface.

To define an | P address pool for use on an interface, use the following commands:

|Command ‘Purpose
ip local pool poolname Creates one or more local 1P address
{ begin-ip-address [ip-address-number]} pools.
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interface type number

Specifies the interface and enters
interface configuration mode.

peer default config-ip addrpool pool-name

Specifies the address pool for the
interface to use.

Please refer to the following example for the order of these commands:

[DEFAULT@Router /config/#ip
Key Word:
U(undo) D(default) Q(quit)

(12) local Specify local options

(12) name-server

Specify | P address of domain name server to use

Please Input the code of command to be excute(0-20): 11

Key Word:

Q(quit)

(00)pooal

Please Input the code of command to be excute(0-0): 0
Key Word:

Q(quit)

(00)WORD

(01)default

Please Input the code of command to be excute(0-1):0
Please input a string:bdcom (input username)

Key Word:

Q(quit)

(00)A.B.CD

Please Input the code of command to be excute(0-0): 0

IP Local address poal lists

Create named |local address pool
Create default local address pool

Set first IP address and Number of | P addresses of pool

Please input a string:Please input alP address:10.0.0.1 (input ip address)

Key Word:
Q(quit)
(00)<1- 1024>
(O1)<cr>
Please Input the code of command to be excute(0-1):0
Please input a string:10 (input Number of IP pool)
Key Word:
Q(quit)
(00)<cr>
Please Input the code of command to be excute(0-0):0
Will you excuteit? (Y/N):y
[DEFAULT@Router /config/]#interface

Number of | P addresses of pool
defaultis1

00)FastEthernet FastEthernet interface
(

(01)Serial Serial interface
(02)Async Asynchronousinterface

Please Input the code of command to be excute(0-9): 2
Please input ainterface name:sO/1  input the interface name

Will you excuteit? (Y/N):y
Key Word:
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Q(quit)
(26)physical-layer Configure physical layer parameters
(27)ppp Point-to-point protocol

Please Input the code of command to be excute(0-35): 27

Key Word:

U(undo) D(default) Q(quit)

(OO)default Specify default parameters

(01)neighbor-route Create neighbor route to peer if needed

Please Input the code of command to be excute(0-1): 0

(00)ip Specify default |P parameters

Please Input the code of command to be excute(0-0): 0

(00)address Specify default | P address

Please Input the code of command to be excute(0-0): 0

(0O)A.B.CD Default |P address for remote end of this
interface

(0L)dhcp Use DHCP proxy client to allocate a peer IP
address

(02)pool Use I P pool mechanism to allocate a peer | P address

Please Input the code of command to be excute(0-2):2

(OO)WORD Name of |P address |ocal-pool

Please Input the code of command to be excute(0-0): 0

Please input a string:D-link input theip pool name thestring “D-link” hereisjust for example
Will you excuteit? (Y/N):y

To define an IP address for a specified interface, use the following commands:

Command Purpose

ip local pool poolname Creates one or more local IP address

{ begin-ip-address [ip-address-number]} pools.

interface type number Specifies the interface and enters
interface configuration mode.

peer default config-ip addr ip-address |Specifies the specified address.
Key Word:
U(undo) D(default) Q(quit)
(25)peer Peer parameters for point to point interfaces
(26)physical-layer Configure physical layer parameters

Please Input the code of command to be excute(0-35): 25

Key Word:

U(undo) D(default) Q(quit)

(CO)default Specify default parameters
(01)neighbor-route Create neighbor route to peer if needed
Please Input the code of command to be excute(0-1): 0

Key Word:

Q(quit)
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(00)ip

Please Input the code of command to be excute(0-0): 0

Key Word:

Q(quit)

(00)address

Please Input the code of command to be excute(0-0): 0

Key Word:

Q(quit)

(00)A.B.CD

(01)dhcp

(02)pool

Please Input the code of command to be excute(0-2): 0

Pleaseinput alP Address:192.168.0.1
Will you excute it? (Y/N)y

4.5.11 Disabling or Reenabling Peer Host Routes

Specify default | P parameters

Specify default |P address

Default IP address for remote end of thisinterface
Use DHCP proxy client to allocate a peer 1P address
Use | P pool mechanism to allocate a peer | P address

input ip address

The D-Link router automatically creates neighbor routes by default; that is, it automatically sets up a route to the peer
address on a point-to-point interface when the PPP IPCP negotiation is completed.

To disable this default behavior, or to reenable it once it has been disabled, use the following commands in interface

configuration mode;

|Command |Purpose

|peer (undo) neighbor-route

|Disab|es creation of neighbor routes.

|peer neighbor-route

|Reenab|es creation of neighbor routes.

Key Word:

(24)pdp
(25)peer

Please Input the code of command to be excute(0-35): 25

Key Word:
U(undo)

(00)default
(O1)neighbor-route

D(default) Q(quit)

Please | nput the code of command to be excute(0-1): 1
Will you excuteit? (Y/N):y

4.5.12 Configuring Multilink PPP

pdp configuration commands
Peer parameters for point to point interfaces

Specify default parameters
Create neighbor route to peer if needed

The Multilink PPP feature provides load balancing functionality over multiple WAN links. The D-Link implementation of
The Multilink PPP supports the fragmentation and packet sequencing specifications in RFC 1717.

The Multilink PPP allows packets to be fragmented and the fragments to be sent at the same time over multiple
point-to-point links to the same remote address. The multiple links come up in response to a defined diaer load threshold.
The load can be calculated on inbound traffic, outbound traffic, or on either, as needed for the traffic between the specific
sites. The Multilink PPP provides bandwidth on demand and reduces transmission latency across WAN links.

The Multilink PPP is designed to work over the following types of single or multiple interfaces:
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1. Synchronous or Asynchronous seria interfaces
2. BRI interfaces
3. PRI interfaces

4.5.13 Configuring Multilink PPP on Dialing Line

For example, to configure Multilink PPP on synchronous interfaces, firstly your interface msut supports dialer and PPP
encapsulation, and then you configure a dialer interfaces to support PPP encapsulation and Multilink PPP.
To configure a synchronous interface, use the following commands beginning in global configuration mode:

Step | Command Purpose
1 inter face async number Specifies an asynchronous interface.
2 ip (undo) address Specifies no | P address for the interface.
3 config-encap ppp Enables PPP encapsulation.
4 line dial Enables dialing on the interface.
5 dialer rotary-group number Includes the interface in a specific dialer

group.
[DEFAULT@Router /config/]#inter face

Key Word:

U(undo) D(default) Q(quit)

(02)Serid Serial interface

(03)Async Asynchronous interface

Please Input the code of conmand to be excute(0-11): 3

Please input ainterface name:a0/0
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(19)ip
(20)line

input interface name

IP configuration commands
Configure dialing mode

Please Input the code of command to be excute(0-35): 19

Key Word:

U(undo) D(default)
(00)access-group
(O1)address

Q(quit)

Specify access control for packets
IP address

Please Input the code of command to be excute(0-18): u

Key Word:

U(undo) D(default)
(00)access-group
(O1)address

Q(quit)

Specify access control for packets
IPaddress

Please Input the code of command to be excute(0-18): 1

Key Word:
Q(quit)
(CO)A.B.CD
(O1)negotiated

IP address
I P address negotiated over PPP or via DHCP
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(02)<cr>
Please | nput the code of command to be excute(0-2): 2
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(08)dsr-ignore ignore dsr signal

(09)encapsulation Set encapsulation type for an interface

Please Input the code of command to be excute(0-25): 9
Key Word:

U(undo) D(default) Q(quit)

(0O)ppp PPP Protocol
(01)<cr>

Please Input the code of command to be excute(0-1): 0

Will you excuteit? (Y/N):y

Key Word:
Q(quit)
(19)ip IP configuration commands
(20)line Configure dialing mode

Please Input the code of command to be excute(0-35): 20

Key Word:

U(undo) D(default) Q(quit)

(00)dial Set dial-line
(01)leased Set leased-line

Please Input the code of command to be excute(0-1): 0
Will you excuteit? (Y/N):y

Key Word:
Q(quit)
(11)dider Dial-on-demand routing (DDR) commands
(12)dider-group Assign interface to dialer-list

Please Input the code of command to be excute(0-38): 11

Key Word:
U(undo) D(default) Q(quit)
(O8)priority Set interface priority in dialer rotary group
(O9)rotary-group Add thisinterfaceto adialer rotary group

Please Input the code of command to be excute(0-11): 9
Key Word:
Q(quit)
(OO)Dider Dialer interface
Please I nput the code of command to be excute(0-0): O
Pleaseinput ainterface name:dl  input Diaer interface
Will you excuteit? (Y/N):y

117



Command Line Interface Reference Manual

Repeat these steps for additional synchronous interfaces, if it’s needed.

Note: To configure set-dialer rotary-group interface, the PPP configuration will automatic synchronize with
corresponding dialer interface

To configure a dialer interface, use the following commands beginning in global configuration mode:

Step Command Purpose
inter face dialer number Define a diaer rotary group
ip (undo) address Specifies no |P address for the interface.
3 dialer load-threshold load Specifies the dialer load threshold for
bringing up additional WAN links.
4 ppp multi-link Enable Multilink PPP.
For example:
[DEFAULT@Router /config/[#inter face
Key Word:
U(undo) D(default) Q(quit)
(08)Dider Dialer interface
(09)Multilink Multilink-group interface

Please Input the code of command to be excute(0-11): 8
Pleaseinput ainterfacenameidl  input dialer interface
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(15)ip I P configuration commands
(16)mtu Set theinterface MTU

Please Input the code of command to be excute(0-28): 15

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(O1)address IP address

Please Input the code of command to be excute(0-18): u

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(O1)address IP address

Please | nput the code of command to be excute(0-18): 1

Key Word:

Q(quit)

(00)A.B.CD IP address

(O1)negotiated IP address negotiated over PPP or viaDHCP
(02)<cr>

Please I nput the code of command to be excute(0-2): 2
Will you excuteit? (Y/N):y
Key Word:
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Q(quit)
(O8)diaer Dial-on-demand routing (DDR) commands
(09)diaer-group Assign interface to dialer-list

Please I nput the code of command to be excute(0-28): 8

Key Word:

U(undo) D(default) Q(quit)

(06)load-threshold Specify threshold for placing additional calls
(07)map Define multiple dial-on-demand numbers

Please I nput the code of command to be excute(0-11): 6

Key Word:

Q(quit)

(00)<0-100> L oad threshold to place another call
Please Input the code of command to be excute(0-0): 0

Please input adigital number:Please input astring:50  input threshold value
Key Word:

Q(quit)

(00)<0-100> L oad threshold to disconnect acall
Please Input the code of command to be excute(0-0): 0

Please input adigital number:Pleaseinput astring:100  input threshold value
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(21) peer Peer parameters for point to point interfaces
(22)ppp Point-to-point protocol

Please Input the code of command to be excute(0-28): 22

Key Word:

U(undo) D(default) Q(quit)

(07)multilink Make interface multilink capable
(08)pap Set PAP authentication parameters
(09)timeout Set PPP timeout parameters

Please Input the code of command to be excute(0-9): 7
Will you excuteit? (Y/N):y

4.5.14 Configuring MLP on a Single ISDN BRI Interface

To enable MLP on asingle ISDN BRI interface, you are not required to define a dialer rotary group separately because
ISDN interfaces are dialer rotary groups by default.
To configure an ISDN BRI interface, use the following commands beginning in global configuration mode:

Step | Command Purpose
1 interface bri number Define an interface
ip addr ip-address mask [secondary] Specify an appropriate protocol address.
3 encapsulation ppp Enable PPP encapsulation
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4 dialer idle-timeout seconds (Optiona) Specifies a diaer idle timeout.

5 dialer load-threshold load Specifies the dialer load threshold for
bringing up additional WAN links.

6 dialer map protocol next-hop-address Configure dider map

[name hostname]
[broadcast] [dial-string[:isdn-subaddress]]

7 dialer-group group-number Controls access to this interface by adding it
to adialer access group.
8 ppp authentication [pap|chap|ms-chap] (Optional) Enables PPP authentication.
9 ppp multi-link Enable Multilink PPP.
For example:

[DEFAULT @Router /b2/0/)#interface
(0HBRI ISDN Basic Rate Interface
(O5)Null Null interface
Please | nput the code of command to be excute(0-11): 4
Pleaseinput ainterface namebri 2/0  input theinterfacename hereisjust an example
Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(18)interface interface configuration
(19)ip I P configuration commands

Please Input the code of command to be excute(0-32): 19

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(O1)address IP address

Please Input the code of command to be excute(0-18): 1
(00)A.B.CD IP address
(O1)negotiated | P address negotiated over PPP or viaDHCP
Please Input the code of command to be excute(0-1): 0
Pleaseinput alP Address:192.168.0.1 255.255.255.0  inputip address thisisjust an example
(00)secondary Make this | P address a secondary address
(01)<cr>
Please | nput the code of command to be excute(0-1): 1
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(11)dialer-group Assigninterfaceto dialer-list
(12)encapsulation Set encapsulation type for an interface

Please Input the code of command to be excute(0-32): 12
Key Word:
U(undo) D(default) Q(quit)
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(O0)ppp PPP Protocol
Please Input the code of command to be excute(0-0): 0
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(09)description Set the interface description

(10)diaer Dial-on-demand routing (DDR) commands

Please Input the code of command to be excute(0-32): 10

Key Word:

U(undo) D(default) Q(quit)

(04)hold-queue Set output hold queue length
(05)idle-timeout Set idle time before disconnecting line

Please Input the code of command to be excute(0-11): 5

(00)<0-2147483> Idle timeout in seconds

Please Input the code of command to be excute(0-0): 0

Please input adigital number:Please input astring:300  input idle-timeouttime  thisisjust an example
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(09)description Set the interface description

(10)dider Dial-on-demand routing (DDR) commands

Please Input the code of command to be excute(0-32): 10

Key Word:

U(undo) D(default) Q(quit)

(05)idle-timeout Set idle time before disconnecting line
(06)load-threshold Specify threshold for placing additiond calls

Please Input the code of command to be excute(0-11): 6

(00)<0-100> L oad threshold to place another call

Please Input the code of command to be excute(0-0): 0

Please input adigital number:Pleaseinput astring:500  input Load threshold thisisjust an example
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(09)description Set the interface description

(10)diader Did-on-demand routing (DDR) commands

Please Input the code of command to be excute(0-32): 10
Key Word:
U(undo) D(default) Q(quit)
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(07)map Define multiple dia-on-demand numbers
(O8)remote-name Specify remote name
Please Input the code of command to be excute(0-11): 7
(00)A.B.CD IP address
Please Input the code of command to be excute(0-0): 0

Pleaseinput alP Address:192.168.1.2 inputip address thisisjust an example

(04)name Map to a host

(05)systemtscript Specify system dialing script

Please | nput the code of command to be excute(0-5): 4

(00O)WORD Host name to map

Please I nput the code of command to be excute(0-0): 0

Pleaseinput astring:router  input the host name thisisjust an example
(00O)WORD Dider string

(01)broadcast Broadcast to this address

Please | nput the code of command to be excute(0-4): 1

(0O)WORD Dialer string

(OL)class Dialer map class

Please Input the code of command to be excute(0-3): 0

Pleaseinput astring:1234  input dial-string thisisjust an example

Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(10)dider Did-on-demand routing (DDR) commands
(11)diaer-group Assign interface to dialer-list

Please | nput the code of command to be excute(0-32): 11

Key Word:

U(undo) D(default) Q(quit)

(00)<1-10> Didler list number

Please Input the code of command to be excute(0-0): 0

Please input adigital number:Pleaseinput astring:5  input dial list number thisisjust an example
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(23)peer Peer parameters for point to point interfaces
(24)ppp Point-to-point protocol

Please Input the code of command to be excute(0-32): 24

Key Word:

U(undo) D(default) Q(quit)

(O0)authentication Set PPP link authentication method
(O1)authorization Set PPP network authorization method

Please I nput the code of command to be excute(0-9): 0
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(00)chap Challenge Handshake A uthentication Protocol (CHAP)
(0)ms-chap Microsoft Challenge Handshake Authentication Protocol (M S CHAP)
(02)pap Password Authentication Protocol (PAP)

Please I nput the code of command to be excute(0-2): 0
(O0O)WORD

(04)pap
(05)<cr>

Please Input the code of command to be excute(0-5): 5
Will you excuteit? (Y/N):y

Use an authentication list with this name

Password Authentication Protocol (PAP)

Key Word:

U(undo) D(default) Q(quit)

(23)peer Peer parameters for point to point interfaces
(2% ppp Point-to-point protocol

Please | nput the code of command to be excute(0-32): 24
Key Word:

U(undo) D(default) Q(quit)

(07)multilink Make interface multilink capable
(08)pap Set PAP authentication parameters
(09)timeout Set PPP timeout parameters

Please Input the code of command to be excute(0-9): 7
Will you excuteit? (Y/N):y

4.5.15 Configuring MLP on Multiple ISDN BRI Interfaces

To enable MLP on multiple ISDN BRI interfaces, set up a dialer rotary interface and configure it for Multilink PPP, then

configure the BRI interfaces separately and add them to the same rotary group.

To set up the dialer rotary interface, use the following commands:
Step | Command Purpose
1 interface dialer number Define an interface
2 ip addr ess ip-address mask Specify an appropriate |P address.
3 encapsulation ppp Enable PPP encapsulation
4 dialer idle-timeout seconds (Optional) Specifiesthe dialer idle timeout

period.

5 dialer load-threshold load

Configure the maximum load threshold
specified by the diaer.

6 dialer map protocol next-hop-address
[name hostname]
[broadcast] [dial-string[:isdn-subaddress]]

Configure diader map

7 dialer-group group-number

Controls access to this interface by adding it to
adialer access group.

8 ppp authentication [pap|chap|ms-chap]

(Optional) Enables PPP authentication.

9 ppp multilink

Enable Multilink PPP.

[DEFAULT@Router /config/]#interface
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(O8)Dider Dider interface
(09)Multilink Multilink-group interface
(10)Virtud-template Virtual template interface
(11)Virtua-tunnel Virtual tunnel interface

Please Input the code of command to be excute(0-11): 8
Pleaseinput ainterface name:dl  input dialer interface name thisisjust an example
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)
(19)ip I P configuration commands
(20)mtu Set theinterface MTU

Please Input the code of command to be excute(0-32): 19

Key Word:

U(undo) D(default) Q(quit)
(00)access-group Specify access control for packets
(O1)address IP address
(02)beigrp Enhanced Interior Gateway Routing Protocol

Please Input the code of command to be excute(0-18): 1

(cOAB.CD IP address

(O1)negotiated I P address negotiated over PPP or viaDHCP

Please Input the code of command to be excute(0-1): 0

Pleaseinput alP Address:192.168.1.1 255.255.255.0  input ip address thisisjust an example
(00)secondary Make this IP address a secondary address

(01)<cr>

Please Input the code of command to be excute(0-1): 1

Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)
(12)encapsulation Set encapsulation type for an interface
(13)english help message in English

Please Input the code of command to be excute(0-32): 12
Key Word:
U(undo) D(default) Q(quit)
(OO)ppp PPP Protocol
Please Input the code of command to be excute(0-0): 0
Will you excuteit? (Y/N):y

Key Word:
U(undo) D(default) Q(quit)
(10)dider Dial-on-demand routing (DDR) commands
(1D)dider-group Assign interfaceto dialer-list

Please Input the code of command to be excute(0-32): 10
Key Word:
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U(undo) D(default) Q(quit)
(04)hold-queue Set output hold queue length
(05)idle-timeout Set idle time before disconnecting line

Please Input the code of command to be excute(0-11): 0

(00)<0-2147483> Idle timeout in seconds

Please I nput the code of command to be excute(0-0): 0

Please input adigital number:Pleaseinput astring:300  input idle-timeout  thisisjust an example
Will you excuteit? (Y/N):y

Key Word:
U(undo) D(default) Q(quit)
(10)dider Dia-on-demand routing (DDR) commands
(11)diaer-group Assigninterfaceto dialer-list

Please Input the code of command to be excute(0-32): 10

Key Word:
U(undo) D(default) Q(quit)

(05)idle-timeout Set idle time before disconnecting line
(06)load-threshold Specify threshold for placing additional calls

Please Input the code of command to be excute(0-11): 6
(00)<0-100> L oad threshold to place another call
Please I nput the code of command to be excute(0-0): 0
Please input adigital number:Pleaseinput astring:50  input threshold  thisisjust an example
(00)<0-100> L oad threshold to disconnect acall
Please Input the code of command to be excute(0-0): 0
Please input adigital number:Please input astring:30  input threshold thisisjust an example
Will you excuteit? (Y/N):y

Key Word:
U(undo) D(default) Q(quit)
(10)dider Dial-on-demand routing (DDR) commands
(11)dider-group Assign interfaceto dialer-list

Please Input the code of command to be excute(0-32): 10

Key Word:
U(undo) D(default) Q(quit)
(OO)called Dialer caled string
(06)load-threshold Specify threshold for placing additional calls
(07)map Define multiple dia-on-demand numbers

Please Input the code of command to be excute(0-11): 7
(00O)AB.CD IP address
Please Input the code of command to be excute(0-0): 0
Pleaseinput alP Address:192.168.1.2  inputip address thisisjust an example
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(00)WORD
(01)broadcast
Please Input the code of command to be excute(0-5): 0
Pleaseinput astring:8765  input dialer string
Will you excuteit? (Y/N):y
Key Word:
D(default)
(10)dialer
(1D)dider-group
Please Input the code of command to be excute(0-32): 11
Key Word:
U(undo)
(00)<1-10>
Please Input the code of command to be excute(0-0): 0

D(default)

Please input adigital number:Please input a string:1
Will you excuteit? (Y/N):y

Key Word:

D(default)

(24)ppp
(25)priority-group
Please Input the code of command to be excute(0-32): 24
Key Word:
U(undo)
(00)authentication
(O1)authorization

D(default)

Please Input the code of command to be excute(0-9): 0
(00)chap
(0)ms-chap
Protocol(MSCHAP)

(02)pap
Please Input the code of command to be excute(0-2): 1

(04)pap
(O5)<cr>
Please Input the code of command to be excute(0-5): 5
Will you excuteit? (Y/N):y
Key Word:
D(default)

(24)ppp
(25)priority-group

Please Input the code of command to be excute(0-32): 24
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Dialer string
Broadcast to this address

thisisjust an example

Q(quit)

Dial-on-demand routing (DDR) commands
Assign interfaceto dialer-list

Q(quit)

Dialer list number

input diaer list number thisisjust an example

Q(quit)

Point-to-point protocol
Assign apriority group to interface

Q(quit)
Set PPP link authentication method
Set PPP network authorization method

Challenge Handshake A uthentication Protocol (CHAP)
Microsoft Challenge Handshake Authentication

Password Authentication Protocol (PAP)

Password Authentication Protocol (PAP)

Q(quit)

Point-to-point protocol
Assign apriority group to interface
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Key Word:
U(undo) D(default) Q(quit)
(O7)multilink Make interface multilink capable
(08)pap Set PAP authentication parameters
(09)timeout Set PPP timeout parameters

Please | nput the code of command to be excute(0-9): 7
Will you excuteit? (Y/N):y

To configure the BRI interfaces to belong to the dialer rotary group, use the following commands beginning in global
configuration mode;

Step | Command Purpose
1 interface bri number Specifies an interfaces.
2 ip (undo) addr Do not configure IP address
3 encapsulation ppp Enable PPP encapsulation
4 dialer idle-timeout seconds (Optional)Sets the diaer idle timeout period
5 dialer rotary-group number Adds the interface to the dialer rotary group.
6 dialer load-threshold load Configure the maximum load threshold of dider

[DEFAULT @Router /config/]#interface......
(03)AsyncAsynchronousinterface
(04)BRIISDN Basic Rate Interface......
Please Input the code of command to be excute(0-11):4
Please input ainterface name:b2/0  input interface name
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)
(29)iplP configuration commands

(20)mtuSet the interface MTU

Please Input the code of command to be exc ute(0-32):19
Key Word:
U(undo) D(default) Q(quit)
(00)access-groupSpecify access control for packets
(01) addresslP address
(02) beigrpEnhanced Interior Gateway Routing Protocol
Please I nput the code of command to be excute(0-18):1
(O0)A.B.C.DIP address
(01) negotiatedl P address negotiated over PPP or viaDHCP
Please Input the code of command to be excute(0-1):0
Pleaseinput alP Address:192.168.1.1 255.255.255.0(input ip address)
(00) secondaryM ake this|P address a secondary address
(01)<cr>
Please Input the code of command to be excute(0-1):1
Will you excuteit? (Y/N):y
Key Word:
U(undo) D(default) Q(quit)
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(12)encapsulation Set encapsulation type for an interface
(13)English help message in English

Pease Input the code of command to be excute(0-32):12

Key Word:
U(undo) D(default) Q(quit)
(00)ppp PPP Protocol

Please Input the code of command to be excute(0-0):0
Will you excuteit? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(10)dider Dia-on-demand routing (DDR) commands
(12)dialer-group Assign interface to dialer-list......

Please Input the code of command to be excute(0-32):10

Key Word:

U(undo) D(default) Qquit)

(05)idle-timeout Set idle time before disconnecting line
(06)load-threshold Specify threshold for placing additional calls

Please Input the code of command to be excute(0-11):5
(00)<0-2147483> Idle timeout in seconds
Please Input the code of command to be excute(0-0):0
Please input adigital number:Please input astring:300 input idle timeout value
Will you excute it? (Y/N):y
Key Word:
U(undo)D(default)Q(quit)
(10)dider Dial-on-demand routing (DDR) commands
(11)diaer-group Assign interface to diaer-list......
Please Input the code of command to be excute(0-32):10
Key Word:
U(undo)D(default)Q(quit)
09 rotary-group Add this interface to a dialer rotary group
10 string Set default telephone number......
Please Input the code of command to be excute(0-11):11
Key Word:
U(undo)D(default)Q(quit)
00 DialerDider interface
Please Input the code of command to be excute(0-0): 0
Please input adigital number:Please input astring:dl input Dialer interface
Will you excuteit? (Y/N):y

Repeat Steps 1 through 6 for configure other BRI interfaces.
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Note: To configure set-dialer rotary-group interface, the PPP configuration will automatic synchronize with

corresponding dialer interface

4.5.16 Configure Multilink PPP on DSL

To configure Mutlilink PPP on multiple DSL interfaces, you must establish a multilink group interface with default
configuration that is of Multilink PPP. Then independently configure each DSL interface and associate into the same

multilink group.
Configuration of establishing multilink group interface as below:

step command

function

1 interface multilink group-number

Define multilink group interface

ip address ip-address mask

Specify appropriate |P address.

ppp lcp enddisctype [null|local |ip|ieee8021|ppp|psnd]

(optional) designate enddisc type

(Optional)enable PPP authentication

2
3
4 ppp authentication [pap|chap|ms-chap]
5 ppp multilink

Enable Multilink PPP.

[DEFAULT@Router /config/]#interface

Key Word:

U(undo) D(default) Q(quit)

(09)Multilink Multilink-group interface
(10)Virtua-template Virtual template interface
(12)Virtua-tunnel Virtual tunnel interface

Please | nput the code of command to be excute(0-11): 9

Pleaseinput ainterface namem1  input Multilink-group interface name

Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(14)interface

(15)ip

Please I nput the code of command to be excute(0-30): 15
Key Word:

U(undo) D(default) Q(quit)
(00)access-group

(O1)address

Please Input the code of command to be excute(0-21): 1
Key Word:

Q(quit)

(cOA.B.CD

(0O1)negotiated

Please | nput the code of command to be excute(0-1): 0

interface configuration
IP configuration commands

Specify access control for packets
IP address

IPaddress
I P address negotiated over PPP or viaDHCP

Pleaseinput alP Address:10.0.0.1 255.0.0.0 input ip address

Key Word:

Q(quit)

(00)secondary

(01)<cr>

Please | nput the code of command to be excute(0-1): 1
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Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(22)ppp Point-to-point protocol
(23)priority-group Assign apriority group to interface

Please Input the code of command to be excute(0-30): 22

Key Word:

U(undo) D(default) Q(quit)

(0d)ipcp Set |PCP parameters
(05)Icp Set LCP parameters

Please Input the code of command to be excute(0-9): 5

Key Word:

Q(quit)

(04)open Open LCP connection
(O5)enddisc-type Select enddisc type
Please Input the code of command to be excute(0-5): 5

Key Word:

Q(quit)

(0O)null Null class

(01)local Locally Assigned Address
Please | nput the code of command to be excute(0-5): 1

Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(21)peer Peer parameters for point to point interfaces
(22)ppp Point-to-point protocol

Please Input the code of command to be excute(0-30): 22

Key Word:

U(undo) D(default) Q(quit)

(O0)authentication Set PPP link authentication method
(OL)authorization Set PPP network authorization method

Please Input the code of command to be excute(0-9): 0

Key Word:

Q(quit)

(00)chap Challenge Handshake A uthentication Protocol (CHAP)

(O)ms-chap Microsoft Challenge Handshake Authentication
Protocol(MSCHAP)

(02)pap Password Authentication Protocol (PAP)

Please Input the code of command to be excute(0-2): 0

Key Word:
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Q(quit)

(04)pap Password Authentication Protocol (PAP)
(05)<cr>

Please Input the code of command to be excute(0-5): 5

Will you excuteit? (Y/N):y

Key Word:

Q(quit)

(22)ppp Point-to-point protocol
(23)priority-group Assign apriority group to interface

Please Input the code of command to be excute(0-30): 22

Key Word:

U(undo) D(default) Q(quit)

(07)multilink Make interface multilink capable
(08)pap Set PAP authentication parameters
(09)timeout Set PPP timeout parameters

Please | nput the code of command to be excute(0-9): 7
Will you excuteit? (Y/N):y
<I[endif]>

Configure the DSL interface belong to multilink group as below:

step command function
1 interface type number Define an interface
2 ip (undo) address Do not configure IP address
3 encapsulation ppp Enable PPP encapsulation
4 multilink-group group-number Add the interface to multilink group

The input order is:
[DEFAULT@Router /config/]#interface
(00)FastEthernet FastEthernet interface
(01)Serid Serid interface

Please Input the code of command to be excute(0-9): 1
Please input ainterface name:sO/1  input the interface name
Will you excute it? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(29)ip IP configuration commands
(20)mtu Set the interface MTU

Please Input the code of command to be excute(0-32): 19
Key Word:
U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets

Please Input the code of command to be excute(0-18): u

131



Command Line Interface Reference Manual

(00)access-group Specify access control for packets
(01)address IP address

Please Input the code of command to be excute(0-18): 1

(0O)A.B.C.D IP address
(O1)negotiated | P address negotiated over PPP or via DHCP
(02)<cr>

Please Input the code of command to be excute(0-2): 2
Will you excute it? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(12)encapsulation Set encapsulation type for an interface
(13)english help message in English

Please Input the code of command to be excute(0-32): 12

Key Word:

U(undo) D(default) Q(quit)
(00)frame-relay Frame Relay Protocol
(01)hdic HDLC Protocol
(02)ppp PPP Protocol
(03)sdIc SDLC Protocol
(04)x25 X.25 Protocol

Please Input the code of command to be excute(0-4): 2
Will you excute it? (Y/N):y

Key Word:

U(undo) D(default) Q(quit)

(21)mtu Set the interface MTU
(22)multilink-group Put interface in a multilink bundle

Please Input the code of command to be excute(0-35): 22

Key Word:
U(undo) D(default) Q(quit)
(00)<0-32767> Multilink group number

Please Input the code of command to be excute(0-0): 0

Please input a digital number:Please input a string:100 (input the group-number)

Will you excute it? (Y/N):y

Repeat Steps 1 through 4 for configure other DSL interfaces.

Note: To configure config-multi-link group interface, the PPP configuration will automatic synchronize with
corresponding multilink group interface

4.5.17 PPP Configuration Example

Examples in the following sections section show various PPP configurations:
CHAP Configuration Example
Multilink PPP configuration Example
Configuring MLP on a Single ISDN BRI Interface
Configuring Multilink PPP on DSL interface
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Use virtual-template to Confiugure multilink

4.5.18 CHAP Configuration Example

The following configuration examples enable CHAP Authentication Protocol on seria interface 1/0 of two devices.
Configuretherouterl

hosthame routerl

interface s1/0
encapsulation ppp
ppp authentication chap
ppp chap hostname userl

username user2 password 0 secret12

configure the router2
hostname router2

interface s1/0
encapsulation ppp
ppp authentication chap
ppp chap hosthame user2

username userl password O secret12

4.5.19 Multilink PPP Configuration Example

The following examples configure Multilink PPP. First example is application on one BRI interface, the second apply to

configure the DSL interface that belonging to multilink group interface, the third example is configuration of multilink
by virtual-templat.
Multilink PPP on a single I SDN Interface Example
|
interface bri 0/3
description connected to router
ip address 192.168.20.100 255.255.255.0
encapsulation ppp
diaer idle-timeout 30
dialer load-threshold 40 either
dider map 171.1.1.8 name router 81012345678901
dialer-group 1
ppp authentication pap
ppp multilink
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Multilink PPP on DSL Interface Example

|

interface multilink 1
ip address 192.168.20.100 255.0.0.0
encapsulation ppp
ppp lcp enddisc-type local
ppp authentication chap
ppp chap hostname router
ppp multilink

!

interface s1/0
ip (undo) address
encapsulation ppp
ppp Icp enddisc-typelocal
ppp authentication chap
ppp chap hostname router
ppp multilink
multilink-gourp 1

!

interface sl/1
ip (undo) address
encapsulation ppp
ppp lcp enddisctypelocal
ppp authentication chap
ppp chap hostname router
ppp multilink
multilink-gourp 1

!

interface s1/2
ip (undo) address
encapsulation ppp
ppp lcp enddisc-typelocal
ppp authentication chap
ppp chap hostname router
ppp multilink
multilink-gourp 1

Use virtual-template to Configure multilink
]

multilink virtual-template 1
!
interface virtual-template 1

ip address 192.168.20.100

ppp lcp enddisc-type ppp
ppp multilink
!

interface s1/0
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physical-layer mode async
ip (undo) address
ip (undo) directed-broadcast
ppp lcp enddisc-type ppp
ppp authentication pap
ppp multilink
ppp pap sent-username router mypassword
physical-layer speed 57600
!
interface s1/1
physical-layer mode async
ip (undo) address
ip (undo) directed-broadcast
ppp lcp enddisc-type ppp
ppp authentication pap
ppp multilink
ppp pap sent-username router mypassword
physical-layer speed 57600

4.5.20 PPPoE Client Illustration

D-Link router supports PPPoE Client end to establish PPP connection with Access Server through Ethernet or ADSL high
speed line and provides PPP correlative authentication, accounting and authorization.
PPPOE Softwar e configuration
This section describes how to configure PPPOE Client on router. Please see “PPPoE Configuring Command* for more
details.
PPPoE Configuration Task List
D-Link router can establish PPP connection with remote Access Server through Ethernet. User must perform the
following tasks:
1)Configure dia interface;
2)Configure PPPOE features.
To understand the configuration of PPPoE, refer to “PPPoE Configuration Example” section at the end of the chapter.
Please see the “WANs Command Reference’ to get the introduction of PPP commands. For the detailed information of
link layer, network layer protocol and router procotol configuration, please see the correlative chapters.
PPPoE Configuring Command List
Globa Configuration Command
interface dialer number
Interface Configuration Command
4. 1. Configure the PPP protocol correlated configuration on established Dilaer interface(see the description of Diaer
interface configuration and PPP protocol configuration.)
(Note: as the restriction of Ethernet message length, PPP protocol header will take up fixed spending, therefore, user
must performs the CONFIG-IP MTU 1492 command on this interface)
5. 2. configuring on Ethernet port that loaded the PPP protocaol.
pppoe-client dialer number

4.5.21 PPPoE Client Configuration Example

Following describes the typical application envioronment of PPPOE.
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The router connects with multiple hosts over Ethernet interface Ethernetl/1, and connectswith ADSL Modem through the
interface Ethernet2/0. The router creates PPP connection with Access Server and implements that multiple
hosts(192.168.20.0 net segment) simultanerty connect to network at one time by Nat feature.
Configuration is given below:
!
interface Didlerl
ip address negotiated
ip mtu 1492
ip (undo) directed-broadcast
ppp pap sent-username 8888 888
ip nat outside
!
interface Ethernetl/1
ip address 192.168.20.1 255.255.255.0
ip (undo) directed-broadcast
ip nat inside
!
interface Ethernet2/0
ip (undo) address
ip (undo) directed-broadcast
pppoe-client Diderl
!
!
ip route default Dialerl
!
ip access-list standard 1
permit 192.168.0.0 255.255.0.0
!
1
1
ip nat inside source list 1 interface Dialerl
!
!

4.6 Configuring SLIP Task List
4.6.1 Implementation Information

SLIP protocol provides the method that encapsulate the network layer protocol information on point-to-point connection.
This protocol can be configured on the following types of physical interface:
Asynchronous Serial Interface

4.6.2 SLIP Configuration Task List

To configure the SLIP on asynchronous seria interface(if it was synchronous, you should use the command
“physical-layer mode async” to change it into asynchronous mode), perform the following task in interface configuration
mode:

Enable SLIP encapsulation
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4.6.3 Enable SL1P Encapsulation

To encapsulate the | P packet, encapsulate the SLIP protocol on serial line.

| Command | Purpose I
|encapsu|ation slip |Enab|e SLIP encapsulation. I
Key Word:
U(undo) D(default) Q(quit)
(11)dsr-ignore ignore dsr signal
(12)encapsulation Set encapsulation type for an interface
(13)english help message in English

Please Input the code of command to be excute(0-35): 12

Key Word:

U(undo) D(default) Q(quit)

(0O)ppp PPP Protocol
(ODdip SLIP Protocol

Please Input the code of command to be excute(0-1): 1
Will you excuteit? (Y/N):y

4.7 Configuring HDLC Task List

4.7.1 Implementation Information

HDLC protocol provides the method that encapsulate the network layer protocol information on point-to-point connection.
This protocol can be configured on the following types of physical interface:

? ISDN

? Synchronous Seria Interface

4,7.2 HDLC Confiureation Task List

To configure the HDLC on serid interface(include ISDN), perform the following task in interface configuration mode:
Enable HDLC Encapsulation

4.7.3 Enable HDL C Encapsulation

To encapsulate the 1P packet, encapsulate the SLIP protocol on serial line.

| Command | Purpose I

|encapsulati on hdlc |Enab|e HDL C encapsulation. I

Implementing the following configuration in the interface configurative mode:
Key Word:
U(undo) D(default) Q(quit)

(11)encapsulation Set encapsulation type for an interface
(12)english help message in English

Please | nput the code of command to be excute(0-30): 11

Key Word:

U(undo) D(default) Q(quit)

(0O)frame-relay Frame Relay Protocol
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(01)hdic HDLC Protocol

Please Input the code of command to be excute(0-4): 1
Will you excute it? (Y/N)y

4.8 Configuring ISDN BRI Task List

ISDN

Integrated Services Digital Network(ISDN) is new and devel oping technology growing since 1970s, which provides entire
digital service form end user to another end use. ISDN implemented the entire digital transferring mode includes voice,
data, image, and video, etc.

ISDN is different from the traditional PSTN network. The user information in the traditional PTSN network send to
switch through the analog user loop and convert to digital signal by A/D. Then, the digital signal is transmitted to target
user through the digital exchange and transmitting network and revert to analog signal. ISDN solve the the digita
transmission of user loop and implement the digitalization of end-to-end. In addition, user can solve the transferring of
various digital signal and analog signa through the standardized digita interface. Furthermore, ITU-T established ISDN
operating criterion associate with standardization to realize the integrated services. ITU-T aso established the protocols
that include 1.430, Q.921 and Q.931, etc. Thus, all the deveices that accord with physical interfaces and software protocols
can be connected with ISDN network smoothly.

ISDN BRI provides two B channels, each capable of transferring voice or data at 64 kbps, and one 16-kbps D channdl that
carries signaling traffic. You can configure each B channel as a single port. The aggregate of ISDN signaling channel can
be executed by multi-link feature, which is to combine multiple physical links into a logical beam. This aggregate of link
can increase the bandwidth of connecting. In addtion, ISDN BRI can dynamic assign various links to make the ISDN line
available while it is needed. This setting can diminate the excrescent bandwidth and increase the utilizing efficiency of
user.

ITU-T 1.411 advice bringup the referenced configuration of I1SDN user-network interface accord to the concept of fuction

group (agroup of functions that the user needed while connect to ISDN), reference point (use for distinguish the points of
the function group concept), shown as below:

————— —— — —— — ——— — —————

i ﬁ i
m !
.LLI

|

|

|

|

|

|

I ﬁ T2
| R ISDN
|

|

|

|

|

|

|

The function group are divided as:

e network terminal 1(NT1): implement the function of OSI layer one,including the transmit function of user’sline,
loop-back function and channel D competition and so on

e network termina 2(NT2): also called as intelligent terminal

e terminal equipment 1(TEL): Also caled as ISDN standard terminal, an user device (such as digital phone) which
conforms to ISDN interface standard.

e terminla equipment 2(TE2): Also called as non-ISDN standard terminal, an user device which does not conform to
the ISDN interface standard
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e terminal adatpor(TA): Implement the function of adapt, connect TE2 to ISDN standard interface.

The reference points include:

° reference point R: between TA and non-1SDN standard terminal equipment

° reference point S: between NT2 and user terminal

° reference point T: between NT1 and NT2

° reference point U: between NT1 and line terminal equipment

According to the difference of regions ,(the ISDN switch can be divided into several types. EuropeNorth
America,Australia, Japan and so on. The protocols they conformed to have many difference. However ,the ISDN switch
of different manufacturer keeps good compatibility between each other. Therefore, even if the loca BRI uses different
types of switch with remote end, it will not obstruct the normal operation of the cal.you can use the command
“config-isdn switch-type” to set the type of ISDN switch which connects with your BRI interface.

TEl negotiation has two types. one is execute it at calling, another is to use the command “isdn tei-negotiation” to
configure the ISDN TEI -negotiation.

About ISDN BRI configuration commands, see aso “ISDN commands”.

4.8.1 1SDN BRI Interface Configuration Task List

The default data-link-layer protocol of ISDN BRI interface is PPP. To implement IP protocol on the ISDN BRI interface,
you need to do the following configurations:

e set ISDN parameters

e et the IP address of an ISDN BRI interface or enable the address negotiation

e set the Dialer map to the destination address

e set the data-link-layer protocol PPP and its authentication

e set DDR parameters

e setrelated IP route

Refer to the related configuration command for more detail of these settings.

4.8.2 ISDN BRI Interface Configuration Examples

1. Example 1: connect with the internet through ISDN , the remote is access server

a. Network requirement: DLINK 1700 router interconnects with access server through the ISDN BRI interface and
implement IP network protocol.

b. Figure

Access Server

c¢. Configuration step
configure the ISDN BRI interface of D-LINK 1750 router:
[DEFAULT@Router /config/]#isdn

(00)switch-type Select the ISDN switch type
(O1)tei-negotiation Set when ISDN TEI negotiation should occur
Please Input the code of command to be excute(0-1): 0

(OQ)basic-1tr6 1TR6 switch type for Germany
(O1)basic-5ess AT&T 5ESS switch type for the U.S.
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Please Input the code of command to be excute(0-10): 1
Will you excute it? (Y/N)y

encapsulating the datalink layer protocol PPP  the default protocol is PPP
[DEFAULT@Router /config/]#inter face

(03)Async Asynchronous interface
04)BRI ISDN Basic Rate Interface
(

Please Input the code of command to be excute(0-11): 4
Please input a interface name:b2/0 (input the interface name)
Will you excute it? (Y/N):y

Key Word:

Q(quit)

(12)encapsulation Set encapsulation type for an interface
(13)english help message in English

Please Input the code of command to be excute(0-32): 12
Key Word:
U(undo) D(default) Q(quit)
(00)ppp PPP Protocol
Please Input the code of command to be excute(0-0): 0
Will you excute it? (Y/N)y

configuring the username and password of PAP

Key Word:

Q(quit)

(24)ppp Point-to-point protocol
(25)priority-group Assign a priority group to interface

Please Input the code of command to be excute(0-32): 24

Key Word:

U(undo) D(default) Q(quit)

(08)pap Set PAP authentication parameters
(09)timeout Set PPP timeout parameters

Please Input the code of command to be excute(0-9): 8

(00)refuse Refuse to authenticate using PAP
(01)sent-username Set outbound PAP username and password
Please Input the code of command to be excute(0-1): 1

(0O0O)WORD Set outbound PAP username and password

Please Input the code of command to be excute(0-0): 0
Please input a string:8163  input username
(0O)WORD Outbound PAP password
Please Input the code of command to be excute(0-0): 0
Please input a string:8163  input password
Will you excute it? (Y/N):y
configuring the I P address negotiation of ISDN BRI interface
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Key Word:
U(undo) D(default) Q(quit)

(18)interface interface configuration
(19)ip IP configuration commands

Pease Input the code of command to be excute(0-32): 19

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(01)address IP address

Please Input the code of command to be excute(0-18): 1
(00)A.B.C.D IP address
(O1)negotiated | P address negotiated over PPP or via DHCP
Please Input the code of command to be excute(0-1): 1
Will you excute it? (Y/N):y
configuring the Dialer Map to the NAS

Key Word:

U(undo) D(default) Q(quit)

(10)dider Did-on-demand routing (DDR) commands
(121)dialer-group Assign interface to dialer-list

Please Input the code of command to be excute(0-32): 10

Key Word:

U(undo) D(default) Q(quit)

(07)map Define multiple dia-on-demand numbers
(08)remote-name Specify remote name

Please Input the code of command to be excute(0-11): 7
(0O)A.B.C.D IP address
Please Input the code of command to be excute(0-0): 0
Please input a IP Address:202.96.20.133  input ip address
(OO)WORD Dider string
(01)broadcast Broadcast to this address

Please Input the code of command to be excute(0-5): 0
Please input a string:8163  input dia-string
Will you excute it? (Y/N)y

configuring the static route to the NAS

Key Word:

U(undo) D(default) Q(quit)

(14)exit exit / quit

(15)fair-queue enable fair queue on interface

Please Input the code of command to be excute(0-32): 14
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Will you excute it? (Y/N):y
[DEFAULT @Router /config/]#ip

(15)radius RADIUS configuration commands
(16)route static route

Please Input the code of command to be excute(0-20): 16
(0O)A.B.C.D dest IP address
(O1)default default route
Please Input the code of command to be excute(0-1): 0

Please input a IP Address:0.0.0.0  input dest IP address
(0O)A.B.C.D dest netmask
Please Input the code of command to be excute(0-0): 00
Please input alP Address:0.0.0.0  input dest netmask
(0O)A.B.C.D gateway |P address
(O1)interface-name

Please Input the code of command to be excute(0-1): 1

Please input ainterface nameb2/0  input interface name
(00)<1-255> Distance metric for this route
(01)<cr>

Please Input the code of command to be excute(0-1): 1

Will you excute it? (Y/N):y

2. Example 2: Connect local ISDN BRI interface with center ISDN BRI interface

a. network requirement: D-LINK® 1750 router interconnects with the center ISDN PRI interface through ISDN BRI
interface which implements I P network protocol.

b. figure

10,0, 0,100
Tel: 12345678

wrar mere — —en [ M|

BRI

c. Configuration steps
Configuring the ISDN BRI interface of D-LINK 1750 router:
configuring the type of global ISDN switch

[DEFAULT@Router /config/]#isdn

(00)switch-type Select the ISDN switch type
(O1)tei-negotiation Set when ISDN TEI negotiation should occur
Please Input the code of command to be excute(0-1): 0

(OQ)basic-1tr6 1TR6 switch type for Germany
(O1)basic-5ess AT&T 5ESS switch type for the U.S.

Please Input the code of command to be excute(0-10): 1
Will you excute it? (Y/N):y

configuring the 1P address of interface:
[DEFAULT@Router /config/]#inter face
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(03)Async Asynchronous interface
04)BRI ISDN Basic Rate Interface
(

Please Input the code of command to be excute(0-11): 4
Please input a interface nameb2/0  input the interface name
Will you excute it? (Y/N)y

Key Word:

U(undo) D(default) Q(quit)

(19)ip IP configuration commands
(20)mtu Set the interface MTU

Please Input the code of command to be excute(0-32): 19

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(01)address IP address

Please Input the code of command to be excute(0-18): 1
(00)A.B.C.D IP address
(O1)negotiated | P address negotiated over PPP or via DHCP
Please Input the code of command to be excute(0-1): 0
Please input a IP Address:10.0.0.1 255.0.0.0  input IP address
(00)secondary Make this | P address a secondary address
(01)<cr>
Please Input the code of command to be excute(0-1): 1
Will you excute it? (Y/N):y
encapsulating datalink layer protocol PPP  the default encapsulation protocl is HDLC

Key Word:

U(undo) D(default) Q(quit)

(11)dialer-group Assign interface to dialer-list
(12)encapsulation Set encapsulation type for an interface

Please Input the code of command to be excute(0-32): 12
Key Word:
U(undo) D(default) Q(quit)
(00)ppp PPP Protocol
Please Input the code of command to be excute(0-0): 0
Will you excute it? (Y/N)y

configuring the username and password of PAP

Key Word:

U(undo) D(default) Q(quit)

(24)ppp Point-to-point protocol
(25)priority-group Assign a priority group to interface

Please Input the code of command to be excute(0-32): 0
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Will you excute it? (Y/N):y

(08)pap Set PAP authentication parameters
(09)timeout Set PPP timeout parameters

Please Input the code of command to be excute(0-9): 8

(00)refuse Refuse to authenticate using PAP
(01)sent-username Set outbound PAP username and password
Please Input the code of command to be excute(0-1): 1

(OO)WORD Set outbound PAP username and password
Please Input the code of command to be excute(0-0): 0

Please input a string:r outer input username

(0O0)WORD Outbound PAP password

Please Input the code of command to be excute(0-0): 0
Please input a string:mypassword  input password
Will you excute it? (Y/N)y

configuring the Dialer Map to the center ISDN PRI

Key Word:

U(undo) D(default) Q(quit)

(10)diaer Dia-on-demand routing (DDR) commands
(11)dialer-group Assign interface to diaer-list

Please Input the code of command to be excute(0-32): 10

Key Word:

U(undo) D(default) Q(quit)

(07)map Define multiple dia-on-demand numbers
(08)remote-name Specify remote name

Please Input the code of command to be excute(0-11): 7
(0O)A.B.C.D IP address
Please Input the code of command to be excute(0-0): 0
Please input a IP Address:10.0.0.100  input ip address
(OO)WORD Dider string
(01)broadcast Broadcast to this address

Please Input the code of command to be excute(0-5): 0
Please input a string:12345678  input dia-string
Will you excute it? (Y/N)y

configuring the static route to the center ISDN PRI

Key Word:

U(undo) D(default) Q(quit)

(14)exit exit / quit

(15)fair-queue enable fair queue on interface

Please Input the code of command to be excute(0-32): 14
Will you excute it? (Y/N)y
[DEFAULT@Router /config/]#ip
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(16)route static route
17)rsv Configure RSV P information
p g

Please Input the code of command to be excute(0-20): 16
(0O)A.B.C.D dest IP address
(01)default default route
Please Input the code of command to be excute(0-1): 0
Please input a IP Address:0.0.0.0  input dest IP address
(0O)A.B.C.D dest netmask
Please Input the code of command to be excute(0-0): 0
Please input a IP Address:0.0.0.0 input dest mask
(0O)A.B.C.D gateway |P address
(O1)interface-name
Please Input the code of command to be excute(0-1): 1
Please input ainterface nameb2/0  input interface name
(00)<1-255> Distance metric for this route
(01)<cr>
Please Input the code of command to be excute(0-1): 1
Will you excuteit? (Y/N):y
4.9 configuring WAN performance
Implementation information
Fast-switch provides that the router can switch the I P packets directly to the physical port of routing next hop
without passing through the IP layer. This function can be configured on the interface which has encapsul ated
PPP ,HDLC or ARP protocol.
Fast-switch configurative task list
The tasks of configuring fast switch are illustrated below:
Configuring the enable of global fast-switch
You must enable the global fastswitch function in the global configurative mode before you configure the fast-switch on
interface.

command Function

I p fast-switch enable Enable global fast-switch

[DEFAULT@Router /config/]#ip
(08)fast-switch Fast switching configuration commands
(09)forward-protocol Controls forwarding of directed |P broadcasts

Please Input the code of command to be excute(0-20): 8

(O0)enable Enable fast-switch
(01)cache-sze Cache size of fast-switch
(02)timeout Cache timeout

Please Input the code of command to be excute(0-2): 0
Will you excute it? (Y/N):y
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5. IP section of network protocol configuration

The configuration of protocol IP will be introduced in this chapter. Pay more attention to this chapter because it is the key
factor for you to implement your configuration task correctly and rapidly. Y ou will have more understanding about |P
addressing and | P service which include the configuration of the significant IP routing.

5.1 IP Overview

The Internet Protocol (IP) is a packet-based protocol used to exchange data over computer networks. |P handles
addressing, fragmentation, reassembly, and protocol multiplexing. It is the foundation on which all other 1P protocols,
collectively referred to as the IP Protocol suite, are built. 1P is a network-layer protocol that contains addressing and
control information that allows data packets to be routed.

The Transmission Control Protocol (TCP) is built upon the IP layer. TCP is a connection-oriented protocol that specifies
the format of data and acknowledgments used in the transfer of data. TCP also specifies the procedures that the computers
use to ensure that the data arrives correctly. TCP alows multiple applications on a system to communicate concurrently
because it handles al demultiplexing of the incoming traffic among the application programs.

The IP address, such as address resolution protocol (ARP)and network address trandation(NAT) will be introduced in the
“configure IP addressing”. The IP service, such as ICMP, |P statistic and performance parameters and so on will be
introduced in the “configure IP service”.

5.1.1 1P Routing Protocol

D-Link router implement various IP routing dynamic protocols. These protocols will be separately introduced in the
illustration of protocols of this chapter.

IP routing protocols are divided into two classes: Interior Gateway Protocols (IGP) and Exterior Gateway Protocols (EGP).
D-Link router supports RIP, OSPF and BGP, Y ou can separately configure RIP, OSPF and BGP as your requirement. Our
router supports to configure various route protocol processes at the same time, which include randomly various OSPF
processes (if the memory is enough to be assigned), a BGP process, a RIP process or any amount of BEIGRP process. You
can use the command redistribute to redistribute routes of other routing protocols into the database of current route
process and then connect various routes of multiple protocol process.

To configure the IP dynamic routing protocol, you must set up a corresponding process, connect the respective network
interface to certain dynamic routing process and designate the interfaces at which routing process will start. Therefore,
you need to view the configuration steps in related configuration command document.

5.1.2 Select arouting protocol

It's a complicated process to select a routing protocol. When you select a routing protocol, you must consider the
following factors:

size and the complexity of the network topology

whether need to support length-variable network

network flow

security

dependability

policy

others
We won’t to describe this issue any deeper here. However, the user should notice that the routing protocol you select must
suit for the condition of your network and meet your requirement.

5.1.3Interior Gateway Protocols

Interior protocols are used for routing networks that are under a common network administration. All IP interior gateway
protocols must be associated with specified network on startup (such as configuring network). Each routing process listens
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to updating messages from other routers, and broadcasts its own routing information on the network. The interior routing
protocols D-Link supports are as follows:
RIP

OSPF

BEIGRP
5.1.4 Exterior Gateway Protocols

Exterior protocols are used to exchange routing information between different autonomous systems. |P exterior gateway
protocols normally request configuring the neighbor routers with which to exchange routing information, networks that
advertisad as directly reachable and te local autonomous system number. D-Link router supports BGP as exterior
gateway protocol.

5.2 Configure IP Addressing

521 1P Addressing Task List

A basic and necessary task for IP configuration is to assign IP addresses to network interfaces, only with which you can
enable an interface and make it have the ability of communicating with other systems by using IP. At one time you should
specify the mask IP address.

To configure IP, you should complete tasks in the following sections, the first one is necessary and others are optional.
At the end of this chapter, the examples in the "I P Addressing Example" section illustrate how to set |P addressing.

5.2.2 Assign an | P Addressesto a Network I nterface

An IP address identifies the destination an IP datagram can reach Some IP addresses are reserved for specia uses and
cannot be used for host, subnet, or network addresses. Table 1 lists the range of |P addresses, reserved addresses and
available addresses for use.

Table 1:
Class Address or range Satus

0.0.0.0 Reserved

A 1.0.0.0 to 126.0.0.0 Avalable
127.0.0.0 Researved

5 128.0.0.0 to 191.254.0.0 Avalddle
191.255.0.0 Reserved
192.0.0.0 Reserved

C 192.0.1.0 to 223.255.254 Avalable
223.255.255.0 Reserved

D 224.0.0.0 to 239.255.255.255 Multicast addresses

£ 240.0.0.0 to 255.255.255.254 Reserved
255.255.255.255 Broadcast address

You can get officia description of IP addresses in RFC 1166, "Internet Numbers." And you can contact Internet service
provider to achieve an available network address.

An interface can only have one primary IP address. To configure a primary |P address and a network mask to a network
interface, you can select I P option in the argument prompt of interface configuration and list al arguments:

Command Task
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‘ ip address ip-address mask Configure master |P address of the interface. I
(00)access-group Specify access control for packets

(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol

Please Input the code of command to be excute(0-18): 1

Input 1 select address option, prompt is as below

(00)A.B.C.D IP address

(01l)negotiated IP address negotiated over PPP or via DHCP

Please Input the code of command to be excute(0-1): 0

Input 0 select A.B.C.D option, prompt is as below

Please input a IP Address:

Input the primary IP address you want to assign, and the prompt will request inputting mask:
Please input a IP Address:

Input mask, prompt:

(00)secondary Make this IP address a secondary address

(0D)<cr>

Please Input the code of command to be excute(0-1): 1

Input 1, thus you have complete the configuration of primary IP address.

A mask identifies the network section in an |P address.

Note: We only support network masks ordered by network octet and continuously set beginning from the
tiptop bit.

Other additional and optional tasks will be introduced in the following sections:
Assign Multiple |P Addresses to a Network Interface
Enable IP Processing on a Serial Interface

5.2.3 Assign Multiple P Addressesto a Network Interface

Each interface can own multiple 1P addresses, including one primary IP address and arbitrary amount of secondary IP
addresses. In the following cases you should configure secondary |P address.

There might not be enough host addresses for a particular network segment. For example, a logica subnet has up to 254
valid IP addresses, but in factua application maybe 300 hosts are required to connect in. In this case you can make two
logical subnets use a same physical subnet through configuring secondary | P address on your router or your access server.

Some early networks are based on Level2 bridge, but not be split into multiple subnets. Judicious use of secondary
address can rebuild a network like such into multiple subnets based on routing. Through secondary IP, a router on a
network can acquaint multiple subnets in the same network.

Two subnets of a single network might be separated physicaly by another network. Here you can make the network
addresses to be secondary IP addresses, so that you can connect two subnets in a logical network but divided away
physicaly. <![endif]>

Note: IT any router on a network segment uses a secondary address, all other routers on that same segment
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must also configure secondary addresses of the same network segment.

To assign multiple IP addresses to a network interface you should select ip option in configuring prompt and it will list all
arguments:

(00)access-group Specify access control for packets
(01)address IP address
(02)beigrp Enhanced Interior Gateway Routing Protocol

Please Input the code of command to be excute(0-18): 1

Input 1 select address option prompt is as below

(00)A.B.C.D IP address

(01l)negotiated IP address negotiated over PPP or via DHCP

Please Input the code of command to be excute(0-1): 0

Input 0 select A.B.C.D option prompt is as below

Please input a IP Address:

Input the IP address you want to assign, then prompt is as below:
Please input a IP Address:
Input mask, then prompt is as below:

(00)secondary Make this IP address a secondary address

(0l)<cr>

Please Input the code of command to be excute(0-1): O

Input 0, select secondary option, then you have completed secondary address configuration.

Repeat the steps upwards to implement configuration of multiple | P addresses.

Note: IP routing protocols sometimes treat secondary addresses differently when sending routing updates.

5.2.4 Enable P Processing on a Serial Interface

You might want to enable IP processing on a serial or tunnel interface without assigning an explicit |P address to the
interface Whenever the unnumbered interface generates a packet (for example, for a routing update), it uses the address
of the interface you specified as the source address of the IP packet. This kind of interface is called unnumbered interface.
It also uses the pecified interface address in determining which routing processes are sending updates over the
unnumbered interface. Restrictions are as follows:

Seria interfaces using HDLC, PPP, LAPB, and Frame Relay encapsulations, as well as tunnel interfaces, can perform IP
message processing without assigning IP address. But as it to a seriad interface encapsulating frame relay, it must be a
point-to-point sub-interface. It is not possible to use this function on interfaces with X.25 or SMDS encapsulations.

You cannot use the ping command to determine whether the interface is up, because the interface has no IP address. You
can use the Simple Network Management Protocol (SNMP) to monitor interface status remotely. <![endif]>

Note: Using an unnumbered seria line between different major networks requires special care. Any routing protocol
running on the link should be configured to advertise none information about subnets.

To enable IP processing on an unnumbered serial interface, perform the following command in interface configuration
mode:

‘ Command ‘ Task

I p unnumbered  type number Enable IP process function on a seria or tunnel interface without
configuring any IP address.
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To enable IP process function on an unnumbered interface, you should select ip option in the configuring prompt, and it
will list al arguments:

(00)access-group Specify access control for packets
(17)unnumbered Enable IP processing without an explicit address
(18)unreachables Enable sending ICMP Unreachable messages

Please Input the code of command to be excute(0-18): 17
Input 17 select unnumbered option prompt is as below
(00)FastEthernet FastEthernet interface

(01)Ethernet Ethernet interface

(02)Serial Serial interface

Please Input the code of command to be excute(0-10):
The select the specified type and number.
The specified interface in upward commands must be an other interface holding |P address of the router, but not also an
unnumbered interface. And thisinterface should be also enabled (In showing of command show interface the interfaceis“up”).

An example of how to configure serial interfaces can be found in the "Serid Interface Configuration Example" section at
the end of the chapter.

5.2.5 Configure Address Resolution

The IP implementation allows you to control 1P address resolution and some other functions. The following sections
describe how to configure address resolution:

Establish Address Resdution

Map Host Names to |P Addresses
Establish Address Resolution
An |P device can have both a loca address, which uniquely identifies the device on its local segment or LAN, and a
network address, which identif ies the network the device belongs to. The local address is more properly known as a data
link address because it is contained in the data link layer part of the packet header and is read by data link devices. The
more technically inclined will refer to local addresses as MAC addresses, because the Media Access Control (MAC)
sublayer within the data link layer processes addresses for the layer.

To communicate with a device on Ethernet, for example, the router first must determine the 48-bit MAC or local data link
address of that device. The process of determining the local data link address from an IP address is called address
resolution. The process of determining the IP address from alocal data link address is called reverse address resol ution.

The router uses two forms of address resolution: Address Resolution Protocol (ARP) and proxy ARP. The ARP and proxy
ARP protocols are respectively defined in RFC 826 and RFC 1027.

The Address Resolution Protocol (ARP) is used to associate |P addresses with media or MAC addresses. Taking an IP
address as input, ARP determines the associated media address. Once a media or MAC address is determined, the IP
address/media address association is stored in an ARP cache for rapid retrieval. Then the |P datagram is encapsulated in a
link-layer frame and sent over the network.

Perform the following tasks to set address resolution on the router:
Define a Static ARP Cache
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Enable Proxy ARP

Define a Static ARP Cache

ARP and other address resolution protocols provide a dynamic mapping between IP addresses and media addresses.
Because most hosts support dynamic address resolution, you generally do not need to specify static ARP cache entries. If
you do need to define them, you can do so globally. Doing this task installs a permanent entry in the ARP cache. The
router uses this entry to trandate 32-bit IP addresses into 48-bit hardware addresses. In addition, you can aso specify the
router to reply to ARP requests instead of other hosts.

Maybe you do not wish the ARP table live permanently, here you can configure the live time of ARP table. The following
two tables list the tasks to provide static mapping between | P addresses and media address.

Command

Task

arp ip-address hardware-address

Globally associate an IP address with a media (hardware)
address in the ARP cache.

ar p ip-address hardware-address
set-alias

Specify that the router respond to ARP requests as if it were
the owner of the specified |P address.

In global configure directory, input arp, prompt is as below:

(00)dynamic Enable dynamic arp update
(01)A.B.C.D Host IP address
Please Input the code of command to be excute(0-1): 1

Input 1 select A.B.C.D option

Please input a IP Address:

prompt is as below

Input ip-address prompt is as below
(00) H:H:H:H:H:H 48-bit hardware address of ARP entry
Please Input the code of command to be excute(0-0): 0

Input 0 prompt is as below

Please input a Hardware Address:

Input hardware-address prompt is as below
(00)alias Respond to ARP requests for the IP address

(01)<cr>

Please Input the code of command to be excute(0-1):

Input 1 then it will map an IP address to a medium address globally in ARP buffer;
Input O select alias option then you specify the router to reply to ARP request of specified |P address with itsown MAC

address.

Use the following command to configure timeout of the ARP item in ARP buffer:

‘ Command

| Task

arp timeout seconds

Set the length of time an ARP cache entry will stay in
the cache.

Select 0 option in the prompt, then prompt is as below:

(0O)timeout Set ARP cache timeout

Please Input the code of command to be excute(0-0): O

Input O select timeout option
(00)<0-4294967> seconds
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Please Input the code of command to be excute(0-0): 0

Input 0 prompt is as below

Please input a digital number:Please input a string:
Configure timeout value.

To display the ARP timeout value being used on a particular interface, use the show interfaces command. Use the show
arp command to examine the contents of the ARP cache. To remove all nonstatic entries from the ARP cache, use the
privileged command clear ar p-cache.

Enable Proxy ARP

The router uses proxy ARP, as defined in RFC 1027, to help hosts with no knowledge of routing determine the media
addresses of hosts on other networks or subnets. For example, if the router receives an ARP request for a host that is not
on the same interface as the ARP request sender, and if the router has al of its routes to that host through other interfaces,
then it generates a proxy ARP reply packet giving its own local data link address. The host that sent the ARP request then
sends its packets to the router, which forwards them to the intended host. Proxy ARP is enabled by default.

To enable proxy ARP, select ip option in configuring prompt, then select option proxy-ar p:

‘ Command ‘ Task

‘ ip proxy-arp ‘ Enable ARP on the proxy interface.

Map a Host Nameto an |P Addresse
Each unique IP address can have a host name associated with it. The router maintains a cache of host name-to-address
mappings for use by the command telnet, ping, etc.

To assign host names to addresses, perform the following command in globa configuration mode:

‘ Command ‘ Task I
‘ ip host name address ‘ Statically associate a host name with an |P address. I

To specify the map from host name to IP, you should input ip command in global configure directory and
it will list all arguments:

(00)access-list Named access-list
(10)host Add an entry to the IP host name-addresstable
Please Input the code of command to be excute(0-20): 10
Input 10 select host option prompt is as below
(00)WORD Name of host
Please Input the code of command to be excute(0-0): 0
Input 0 select WORD option prompt is as below
Please input a string
Input host name, prompt is as below:
(00)A.B.C.D Host IP address
Please Input the code of command to be excute(0-0): 0
Input 0 select A.B.C.D option input IP address.

Configure a Route Process

As far as you have got before here, you can configure one or more route protocol according to your request. Route
protocol provides topology information in Internet. Configuration of IP route protocol, such as BGP, RIP and OSPF will
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be introduced in latter documents.

Configure Broadcasting M essage Processing

A broadcast message destined for al hosts on a particular physical network. Network hosts recognize broadcasts by
specia addresses. Broadcasts are heavily used by some protocols, including several important Internet protocols. Control
of broadcast messages is an essentia part of the IP netwark administrator's job. The system supports directed broadcast,
i.e. broadcast destined for a special network. Broadcast to all the subnets of a network dose not supported by the system.

Several early IP implementations do not use the current broadcast aldress standard. Instead, they use the old standard,
which calls for al “0” instead of all “1” to indicate broadcast address. Our system can identify and accept messages in
both forms.

Allow Trandation from Directed Broadcast to Physical Broadcast
Forward UDP Broadcast Packets and Protocols

Allow Trandation From Directed Broadcast To Physical Broadcast
By default, IP directed broadcast packet will be discarded but not transmitting. The discarded IP directed broadcast packet
avoid most of attacking for Router, such as “service denied”.

You can enable forwarding of |1P broadcasts on an interface where the directed broadcast becomes a physical broadcast.
Once the function is enabled, all directed broadcast packets reaching the network the interface residing in will be

forwarded to this interface, and then be transmitted as physical broadcast packets.

Perform the following command tasks in interface configuration mode to enable the directed broadcast forwarding:

‘ Command ‘ Task

ip directed-broadcast [access-list-name] Enable trandation from directed broadcast to physica
broadcast on an interface

Select ip option in the prompt, it will list all arguments:

(00)access-group Specify access control for packets

(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts

Please Input the code of command to be excute(0-19): 3
Input 3 select directed-broadcast option prompt is as below
(00)WORD - Access-list name
Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below
Please input Access-list Name:
Input access-list-name.

Forward UDP Broadcast Packets

Network hosts occasionally use UDP broadcasts to determine address, configuration, and name information. If such a host
is on a network segment that does not include a server, UDP broadcasts are normally not forwarded. Y ou can remedy this
situation by configuring the interface of your router to forward certain classes of broadcasts to a helper address. You can
have more than one helper address per interface.
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Y ou can specify a UDP destination port to control which UDP services are forwarded. Current default forward destination
port is the UDP packets of NetBIOS name service (port 137).

To enable forwarding and to specify the destination address, perform the following command in interface configuration
mode:

‘ Command ‘ Task

ip help-address address Enable forwarding and specify the destination
address for forwarding UDP broadcast packets.

Select ip option in the prompt, it will list all arguments:
(00)access-group Specify access control for packets
(05)helper-address Specify a destination address for UDP broadcasts

Please Input the code of command to be excute(0-19): 5
Input 5 select helper-address option prompt is as below
(00) A.B.C.D IP destination address
Please Input the code of command to be excute(0-0): 0

Input 0 select A.B.C.D option input IP address.

To specify which protocols will be forwarded, perform the following command in globa configuration mode:

‘ Command ‘ Task

ip forward-protocol udp [port] Specify which protocols will be forwarded over
which ports.

Input ip command it will list all arguments:
(00)access-group Specify access control for packets
(09)forward-protocol Controls forwarding of directed IP broadcasts
lease Input the code of command to be excute(0-20): 9
Input 9 select forward-protocol option prompt is as below
(00)udp Packets to a specific UDP port
Please Input the code of command to be excute(0-0): O
Input 0 select udp option prompt is as below:

(00)<0-65535> Port number
(OD)biff Biff (mail notification, comsat, 512)
(02)bootpc Bootstrap Protocol (BOOTP) client (68)

Please Input the code of command to be excute(0-27):
Input protocol to forward.

Detect and Maintain |P Addressing

Perform the following tasks to detect and maintain the network:
Clear Caches, Tables, and Databases
Display System and Network Statistics
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Clear Caches, Tables, and Databases

Y ou can remove al contents of a particular cache, table, or database. Clearing a cache, table, or database can become
necessary when the contents of the particular structure have become or are suspected to be invalid.

The following table lists the command associated with clearing caches, tables, and databases. All are performed in EXEC

mode.

| Command | Task
| clear arp-cache | Clear the IP ARP cache.

Input clear command it will list all arguments

(00)arp-cache Clear the entire ARP cache
(01)dialer Clear dialer statistics
(02)frame-relay-inarp Clear inverse ARP entries from the map table

Please Input the code of command to be excute(0-11): 0
Input 0 select arp-cache option.

Display System and Network Statistics

You can display specific router statistics such as the contents of IP routing tables, caches, and databases. Information
provided can be used to determine resource utilization and solve network problems. You aso can display information
about node reachability and discover the routing path that your router's packets are taking through the network.

These commands are summarized in te table that follows. See the "IP Commands' chapter in the Router Products
Command Reference for details about the commands listed in these tasks. Perform the following tasks in management
directory:

| Command | Task

| show arp | Display the entriesin the ARP table for the router.

| show hosts | Display the cached list of host names and I P addresses.
| show ip interface [type number] | Display the status of interfaces.

| show ip route [protocol] | Display the current state of the routing table.

| ping { host | address} | Test the reachability network node.

Take the first command for an example:
Input show command prompt is as below:

(00)alias alias for command
(0D)arp ARP table
(02)backup Bakup status

Please Input the code of command to be excute(0-47): 1
Input 1 select arp option

| P Addressing Example
Following section provides examples of IP configuration:
Seria Interfaces Configuration Example
Serial Interfaces Configuration Example
In the following example, seria interface (serial 1/0) uses address of ethernet1/1.
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interface ethernet 1/1
ip address 202.96.2.3 255.255.255.0

interface Serial 1/0
ip unnumbered ethernet 1/1

5.3 Configuring Network Address Translation (NAT) Task List

NAT Configuration

Two key problems facing the Internet are depletion of IP address space and scaling in routing. Network Address
Trandation (NAT) is afeature that allows the IP network of an organization to appear from the outside to use different IP
address space than what it is actualy using. Thus, NAT allows an organization with non-globally routable addresses to
connect to the Internet by trandating those addresses into globally routable address space. NAT aso alows a more
graceful renumbering strategy for organizations that are changing service providers or voluntarily renumbering into
classless inter-domain routing (CIDR) blocks. NAT is also described in RFC 1631.

5.3.1 NAT Applications

NAT has severa applications. Use it for the following purposes:

You want to connect to the Internet, but not al your hosts have globaly unique IP addresses. NAT enables private IP
internetworks that use nonregistered | P addresses to connect to the Internet. NAT is configured on the router at the border
of a stub domain (referred to as the inside network) and a public network such as the Internet (referred to as the outside
network). NAT trandates the internal local addresses to globally unique IP addresses before sending packets to the outside
network.

You must change your internal addresses. Instead of changing them, which may be a considerable amount of work, you
can trandate them by using NAT.

You want to do basic load sharing of TCP traffic. You can map a single global 1P address to many local |P addresses by
using the TCP load distribution feature.

As a solution to the connectivity problem, NAT is practical only when relatively few hosts in a stub domain communicate
outside of the domain at the same time. When this is the case, only a small subset of the IP addresses in the domain must
be trandated into globally unique IP addresses when outside communication is necessary, and these addresses can be
reused when no longer in use.

5.3.2 Benefits of NAT

A dignificant advantage of NAT is that it can be configured without requiring changes to hosts or routers other than those
few routers on which NAT will be configured. As discussed previoudy, NAT may not be practical if large numbers of
hosts in the stub domain communicate outside of the domain. Furthermore, some applications use embedded | P addresses
in such away that it is impractical for a NAT device to trandate. These applications may not work transparently or at al
through a NAT device. NAT also hides the identity of hosts, which may be an advantage or a disadvantage.

A router configured with NAT will have at least one interface to the inside and one to the outside. In atypical environment,
NAT is configured at the exit router between a stub domain and backbone. When a packet is leaving the domain, NAT
translates the locally significant source address into a globally unique address. When a packet enters into the domain, NAT
trandates the globally unique destination address into a local address. If more than one exit point exists, each NAT must
have the same trandation table. If the software cannot allocate an address because it has run out of addresses, it will drop
the packet.

156



Command Line Interface Reference Manual

A router configured with NAT must not advertise the local networks to the outside. However, routing information that
NAT receives from the outside can be advertised in the stub domain as usual.

5.3.3 NAT Terminology

As mentioned previoudly, the term inside refers to those networks that are owned by an organization and that must be
trandated. Inside this domain, hosts will have addresses in the one address space, while outside, they will appear to have
addresses in another address space when NAT is configured. The first address space is referred to as the local address
space and the second is referred to as the global address space.

Similarly, outside refers to those networks o which the stub network connects, and which are generaly not under the
control of the organization. As we will discuss in the following section, a host residing in an outside network can/must be
trandated into a certain address, and it can be alocal or a global address.

Anyhow, NAT uses the following definitions:

Inside local address—The IP address that is assigned to a host on the inside network. The address is probably not a
legitimate | P address assigned by the Network Information Center (NIC) or service provider.

Inside global address—A legitimate | P address (assigned by the NIC or service provider) that represents one or more
inside local 1P addresses to the outside world.

Outside local address—The IP address of an outside host as it appears to the insde network. Not necessary a
legitimate address, it was allocated from address space routable on the inside.

Outside global address—The IP address assigned to a host on the outside network by the owner of the host. The
address was alocated from globally routable address or network space.

5.3.4 NAT Configuration Task List

Before configuring any NAT trangdlation, you must know your inside local addresses and inside global addresses. To
configure NAT, perform the optional tasks described in the following sections:

Tranglating Inside Source Addresses
Overloading an Inside Global Address
Trandating Overlapping Addresses
Providing TCP Load Distribution
Changing Trandation Timeouts
Monitoring and Maintaining NAT

5.3.5 Trandlating Inside Sour ce Addr esses

Y ou can translate your own | P addresses into globally unique IP addresses when communicating outside of your network.
Y ou can configure static or dynamic inside source tranglation as follows:

Static trandation establishes a one-to-one mapping between your inside local address and an inside global address. Static
trandation is useful when a host on the inside must be accessible by a fixed address from the outside.

Dynamic tranglation establishes a mapping between an inside local address and a pool of globa addresses.

Figure 1 illustrates arouter that is trandating a source address inside a network to a source address outside the network

157



Command Line Interface Reference Manual

Outside

3 4

Ilr _
||I/ E
3

i 2
.

¥

i P
23z s
e

Hozt B

Cutsids 3873

irthirdaoe

 NAT table

Inside local
IP ackdriss

Inside giabal
1P idrass

1.1.1.2
1.1.1.4

2223
2222

Figure 1

NAT Inside Source Trandation

The following process describes inside source address tranglation, as shown in Figure 1:

1. The user at host 1.1.1.1 opens a connection to host B.
2. Thefirst packet that the router receives from host 1.1.1.1 causes the router to check its NAT table:

If astatic translation entry was configured, the router goes to Step 3.

If no trandation entry exists, the router determines that Source Address (SA) 1.1.1.1 must ke trandated dynamically,
selects a legal, global address from the dynamic address pool, and creates a trandation entry. This type of entry is called a

simple entry.

3. The router replaces the inside local source address of host 1.1.1.1 with the global address of the trandation entry

and forwards the packet.

4. Host B receives the packet and responds to host 1.1.1.1 by using the inside globa |P Destination- Address (DA)

2.2.2.2.

5. When the router receives the packet with the inside global 1P address, it performs a NAT table lookup by using the
inside global address as a key. It then translates the address to the inside local address of host 1.1.1.1 and forwards the

packet to host 1.1.1.1.

Host 1.1.1.1 receives the packet and continues the conversation. The router performs Steps 2 through 5 for each packet.

5.3.6 Configuring Static Translation

To configure static inside source address trandation, use the following commands in global configuration directory:

|Step | Command | Purpose
‘1 ip nat inside source static local-ip |Establishes static trandation between an inside loca
global-ip address and an inside global address.

|2 |interface type number |Specifi&e the inside interface.

|3 |ip nat inside |M arks the interface as connected to the inside.

|4 |interface type number |Specifies the outside interface.

|5 |i p nat outside |M arks the interface as connected to the outside.
Step 1.

Input ip command, it will list all arguments:
(O0)access-list Named access-list
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(13)nat NAT configuration commands
Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(O0)inside Inside address trandation
(0D)log NAT Logging
(02)outside Outside address trandation

Please Input the code of command to be excute(0-4): 0

Input O, select inside option prompt is as below:
(00)source Source address translation

(OL)destination Destination address trandation

Please Input the code of command to be excute(0-1): 0

Input O, select source option prompt is as below:

(CO)list Specify access list describing local addresses
(OD)static Specify static local->globa mapping

Please Input the code of command to be excute(0-1): 1

Input 1, select static option prompt is as below:

(0O)A.B.C.D Inside local IP address
(01)network Subnet trandation

(02)tcp Transmission Control Protocol
(03)udp User Datagram Protocol

Please Input the code of command to be excute(0-3): O
Input O, select A.B.C.D option prompt is as below:
Please input a IP Address:

Input local-ip, prompt is as below:

(0O)A.B.C.D Inside Global IP address
Please Input the code of command to be excute(0-0): 0
Input O, select A.B.C.D option prompt is as below:
Please input a IP Address:

Input global-ip.

Step 2

Input interface command, prompt is as below:
(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Seriad interface

Please Input the code of command to be excute(0-10):
Specify the inside interface type and number.

Step 3

Select 18 option in the prompt, it will list al arguments:
(O0)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9
Input 9, select nat option, prompt is as below:
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(O0)inside
(O1)outside
Please Input the code of command to be excute(0-1): 0

Inside interface for address translation
Outside interface for address trandation

Input O, select inside option, it will sign the interface to be connected with inside network.

Step 4
Input command interface in global configure directory,

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Serial interface

Please Input the code of command to be excute(0-10):
Specify outside interface type and number.

Step 5

Select 18 option in the prompt, it will list al arguments:
(00)access-group

prompt is as below:

Specify access control for packets

NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:
(O0)inside Inside interface for address t

(O1)outside
Please Input the code of command to be excute(0-1): 1

ranslation

Outside interface for address trandation

Input 1, select outside option, it will sign the interface to be connected with external network.

The previous steps are the minimum you must configure. Y ou could also configure multiple inside and outside interfaces.

5.3.7 Configuring Dynamic Translation

To configure dynamic inside source address translation, use the following commands in global configuration mode:

|Step ‘ Command Purpose
1 ip nat pool name start-ip end-ip netmask Defines a pool of global addresses to be
allocated as needed.
2 ip access-list standard access-list-name Defines a standard access list permitting those
config-permit source [source-mask] addresses that are to be translated
3 ip nat inside source list access-list-name pool  |Establishes dynamic source translation,
name specifying the access list defined in the prior
step.
|4 ‘i nterface type number ‘Specifies the inside interface
|5 ‘ip nat inside ‘Marks the interface as connected to the inside.
|6 ‘i nterface type number ‘Specifi&e the outside interface
|7 ‘i p nat outside ‘M arks the interface as connected to the outside.
Step 1.

Input ip command
(00)access-list

it will list all arguments:
Named access-list
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(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(O0)inside Inside address trandlation

(0D)log NAT Logging

(02)outside Outside address trangdlation
(03)pool Define pool of addresses
(O4)trandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 3
Input 3 select pool option prompt is as below:
(OO)WORD Pool name

Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:

Input pool name, prompt is as below:

(0O)A.B.C.D Start IP address

Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:

Input start ip address prompt is as below:
(00)A.B.C.D End IP address

Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:

Input end ip address prompt is as below:
(0O)A.B.C.D Network mask

Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:

Input netmask.
Step 2
Input ip command it will list al arguments:
(00)access-list Named access-list
(O1)as-path BGP as-path access list definition
(02)community-list Community attribute list definition

Please Input the code of command to be excute(0-20): 0
Input O select access-list option prompt is as below:

(O0)extended Extended Access List
(01)standard Standard Access List
Please Input the code of command to be excute(0-1): 1

Input 1 select standard option prompt is as below:
(0O)WORD Standard Access-list name

Please Input the code of command to be excute(0-0): 0O
Input 0 select WORD option prompt is as below:
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Please input a string:
Input access-ligt-name.

Step 3
Input ip command it will list al arguments:
(0O0)access-list Named access-list
(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(O0)inside Inside address trandation

(0D)log NAT Logging

(02)outside Outside address trangdlation
(03)pooal Define pool of addresses
(Ohtrandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 0

Input 0 select inside option prompt is as below:

(00)source Source address translation
(O1)destination Destination address trandlation

Please Input the code of command to be excute(0-1): O

Input O select source option prompt is as below:

(0O)list Specify access list describing local addresses
(OD)static Specify static local->global mapping
Please Input the code of command to be excute(0-1): 0

Input O select list option prompt is as below:

(0O)WORD Access list name for local addresses
Please Input the code of command to be excute(0-0): O

Input 0 select WORD option prompt is as below:

Please input a string:

Input access-ligt-name, prompt is as below:

(00)interface Specify interface for global address
(01)pooal Name pool of global addresses

Please Input the code of command to be excute(0-1): 1

Input 1 select pool option prompt is as below:

(OO)WORD Pool name for global addresses

Please Input the code of command to be excute(0-0): O

Input 0 select WORD option prompt is as below:

Please input a string:

(OO)overload Overload an address trandation

(01)<cr>

Please Input the code of command to be excute(0-1): 1

Input 1 it will establish the configuration of dynamic source address tranglation.

Step 4

Input interface command, prompt is as below:
(O0)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Serial Serid interface
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Please Input the code of command to be excute(0-10):
Specify inside interface type and number.

Step 5

Select 18 option in the prompt, it will list al arguments:
(0O0)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation

(O1)outside Outside interface for address trandation

Please Input the code of command to be excute(0-1): 0

Input O, select inside option, it will sign the interface to be connected with inside network.
Step 6

Input interface command in global configure directory, prompt is as below:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Serid interface

Please Input the code of command to be excute(0-10):
Specify outside interface type and number.

Step 7

Select 18 option in the prompt, it will list al arguments:
(O0)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation

(O1)outside Outside interface for address trandation

Please Input the code of command to be excute(0-1): 1

Input 1, select outside option, it will sign the interface to be connected to outside network.

Note: The access list must permit only those addresses that are to be translated. (Remember that there
is an implicit "deny all” at the end of each access list.) An access list too casual may lead to
unpredictable results.

See the "Dynamic Inside Source Trandation Example" section at the end of this chapter for an example of dynamic inside
source trandlation.
5.3.8 Overloading an Inside Global Address

You can conserve addresses in the inside global address pool by alowing the router to use one global address for many
local addresses. When this overloading is configured, the router maintains enough information from higher-level protocols
(for example, TCP or UDP port numbers) to trandate the global address back to the correct loca address. When multiple
local addresses map to one global address, the TCP or UDP port numbers of each inside host distinguish between the loca
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addresses.

Figure 2 illustrates NAT operation when one inside global address represents multiple inside local addresses. The TCP
port numbers act as differentiators.
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Figure2 NAT Overloading Inside Global Addresses

The router performs the following process in overloading inside global addresses, as shown in Figure 6. Both host B and
host C believe they are communicating with a single host at address 2.2.2.2. They are actually communicating with
different hosts; the port number is the differentiator. In fact, many inside hosts could share the inside global |P address by
using many port numbers.

1. The user at host 1.1.1.1 opens a connection to host B.

2. Thefirst packet that the router receives from host 1.1.1.1 causes the router to check its NAT table: If no trandation
entry exists, the router determines that address 1.1.1.1 must be trandated, and sets up a trandation of inside local address
1.1.1.1 to alegal global address. If overloading is enabled, and another trandation is active, the router reuses the global
address from that trandation and saves enough information to be able to translate back. This type of entry is called an
extended entry.

3. The router replaces the inside local source address 1.1.1.1 with the selected global address and forwards the
packet.

4. Host B receives the packet and responds to host 1.1.1.1 by using the inside global IP address 2.2.2.2.
5. When the router receives the packet with the inside global |P address, it performs a NAT table lookup, using the
protocol, inside global address and port, and outside address and port as a key; transates the address to inside local

address 1.1.1.1; and forwards the packet to host 1.1.1.1.

6. Host 1.1.1.1 receives the packet and continues the conversation. The router performs Steps from 2 to 5 for each
packet.

To configure overloading of inside global addresses, use the following commands in global configuration mode:

|Step | Command Purpose
1 ip nat pool name start-ip end-ip netmask Defines a pool of global addresses to be
allocated as needed.
5 ip access-list standard access-list-name per mit Defines a standard access list.
source [ source-mask]
|3 |ip nat inside sour ce list access-list-name pool name |Establishes dynamic source trandlation,
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overload specifying the access list defined in the
prior step.
|4 |interface type number |Specifi&e the inside interface.
5 ip nat inside Marks the interface as connected to the
inside.
|6 |i nterface type number |Specifies the outside interface.
7 ip nat outside Marks the interface as connected to the
outside.
Step 1.
Input ip command it will list al arguments:
(00)access-list Named access-list
(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(OO)inside Inside address trandlation

(0D)log NAT Logging

(02)outside Outside address trangdlation
(03)pool Define pool of addresses
(Ohtrandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 3
Input 3 select pool option prompt is as below:
(OO)WORD Pool name
Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:
Input pool name, prompt is as below:
(0O)A.B.C.D Start IP address
Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:
Input start ip address prompt is as below:
(00)A.B.C.D End IP address
Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:
Input end ip address prompt is as below:
(0O)A.B.C.D Network mask
Please Input the code of command to be excute(0-0): 0
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:
Input netmask.

Step 2

Input ip command it will list al arguments:
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(O0)access-list Named access-list
(O1)as-path BGP as-path access list definition
(02)community-list Community attribute list definition

Please Input the code of command to be excute(0-20): 0
Input O select access-list option prompt is as below:

(O0)extended Extended Access List
(01)standard Standard Access List
Please Input the code of command to be excute(0-1): 1
Input 1 select standard option prompt is as below:
(OO)WORD Standard Access-list name
Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:

Input access-list-name.

Step 3
Input ip command it will list al arguments:
(0O0)access-list Named access-list
(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(O0)inside Inside address trandation

(0D)log NAT Logging

(02)outside Outside address trangdlation
(03)pool Define pool of addresses
(Ohtrandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 0

Input O select inside option prompt is as below:

(00)source Source address translation
(O1)destination Destination address trandlation

Please Input the code of command to be excute(0-1): O

Input O select source option prompt is as below:

(0O)list Specify access list describing local addresses
(OD)static Specify static local->global mapping
Please Input the code of command to be excute(0-1): 0

Input O select list option prompt is as below:

(0O)WORD Access list name for local addresses
Please Input the code of command to be excute(0-0): O

Input 0 select WORD option prompt is as below:

Please input a string:

Input access-list-name, prompt is as below:

(00)interface Specify interface for global address
(01)pooal Name pool of global addresses
Please Input the code of command to be excute(0-1): 1
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Input 1 select pool option prompt is as below:
(0O)WORD Pool name for global addresses
Please Input the code of command to be excute(0-0): 0O
Input 0 select WORD option prompt is as below:
Please input a string:
(O0)overload Overload an address trandation
(01)<cr>
Please Input the code of command to be excute(0-1): 0
Input O, it will establish configuration of dynamic source address trandlation.
Step 4
Input interface command, prompt is as below:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Seria interface

Please Input the code of command to be excute(0-10):
Specify inside interface type and number.

Step 5

Select 18 option in the prompt, it will list al arguments:
(00)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation

(O1)outside Outside interface for address trandation

Please Input the code of command to be excute(0-1): 0

Input O, select inside option, it will sign the interface to be connected with inside network.
Step 6

Input interface command in global configure directory, prompt is as below:

(O0)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Serid interface

Please Input the code of command to be excute(0-10):
Specify outside interface type and number.

Step 7

Select 18 option in the prompt, it will list al arguments:
(O0)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation
(O1)outside Outside interface for address trandation
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Please Input the code of command to be excute(0-1): 1
Input 1, select outside option, it will sign the interface to be connected with outside network.

Note: The access list must permit only those addresses that are to be translated. (Remember that there
is an implicit "deny all" at the end of each access list.) An access list that is too permissive can
lead to unpredictable results.

See the "Overloading Inside Global Addresses Example" section at the end of this chapter for an example of overloading
inside global addresses.

5.3.9 Trandating Overlapping Addresses

When an inside local address is identical with an outside address it wants to connect to, address overlapping occurred.
Figure 3 shows how NAT translates overlapping networks.
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The router performs the following process when translating overlapping addresses.

1. The user a host 1.1.1.1 opens a connection to host C by name, requesting a name-to-address lookup from a DNS
server.

2. DNS server responds and returns the address 1.1.1.1 of host C. The router intercepts the DNS reply and selects an
outside local address from outside local address pool to replacethe source address. Here the source address 1.1.1.1 will be
replaced by 3.3.3.3.

3. The router sets up trandations mapping inside local and globa addresses to each other, and outside global and
local addresses to each other.

4. The destination address of messages host 1.1.1.1 sends to host C will be an outside local address 3.3.3.3.

5. When router A receives messages destined for outside local addresses, it will trandate local address into global
address.

6. Host C receives the packet and continues the conversation.

5.3.10 Configuring Static Translation

To configure static source address trandation, use the following commands in global configure directory:

|Step | Command ‘ Purpose
1

ip nat outside source static global-ip |Establishes static trandation between an outside
local-ip local address and an outside global address.
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|2 |i nterface type number ‘Specifi& the inside interface.

|3 |ip nat inside ‘Marks the interface as connected to the inside.

|4 |i nterface type number ‘Specifies the outside interface.

|5 |i p nat outside ‘M arks the interface as connected to the outside.
Step 1
Input ip command it will list al arguments:

(00)access-list Named access-list

(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(OO)inside Inside address trandlation

(0D)log NAT Logging

(02)outside Outside address trandation
(03)pool Define pool of addresses
(Ohtrandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 2
Input 2 select outside option prompt is as below:
(00)source Source address translation
Please Input the code of command to be excute(0-0): O
Input O select source option prompt is as below:
(0O)list Specify access list describing global addresses
(OD)static Specify static global->local mapping
Please Input the code of command to be excute(0-1): 1
Input 1 select static option prompt is as below:

(0O)A.B.C.D Outside global IP address
(01)network Subnet trandation

(02)tcp Transmission Control Protocol
(03)udp User Datagram Protocol

Please Input the code of command to be excute(0-3): 0
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:
Input gobal-ip, prompt is as below:
(00)A.B.C.D Outside local IP address
Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:
Input local-ip, it will establish static translation between an outside local address and an outside global address.
Step 2
Input interface command, prompt is as below:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serid Seria interface

Pease Input the code of command to be excute(0-10):
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Specify inside interface type and number.

Step 3

Select 18 option in the prompt, it will list al arguments:
(00)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation

(O1)outside Ouitside interface for address translation

Please Input the code of command to be excute(0-1): 0

Input O, select inside option, it will sign the interface to be connected with inside network.
Step 4

Input interface command in globa configure directory, prompt is as below:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Serid interface

Please Input the code of command to be excute(0-10):
Specify outside interface type and number.

Step 5

Select 18 option in the prompt, it will list al arguments:
(00)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:
(O0)inside Inside interface for address translation

(O1)outside Outside interface for address trandation
Please Input the code of command to be excute(0-1): 1
Input 1, select outside option, it will sign the interface to be connected to outside network.

5.3.11 Configuring Dynamic Trandation

To configure dynamic outside source address trandation, use the following commands in global configure directory:

Step Command Purpose

1 ip nat pool name start-ip end-ip netmask Defines a pool of local addresses to be
allocated as needed.

2 config-ip access-list standard access-list-name |Defines a standard access list.

config-permit source [ source-mask]

3 config-ip nat outside source list Establishes dynamic outside source
access-list-name pool name trandation, specifying the access list
defined in the prior step.
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|4 |config-i nterface type number

|Specifie£ the inside interface.

5 config-ip nat inside Marks the interface as connected to the
insde.
|6 |config-i nterface type number |Specifie£ the outside interface.
7 config-ip nat outside Marks the interface as connected to the
outside.
Step 1.
Input ip command it will lig dl arguments:
(O0)access-list Named access-list
(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13

Input 13, select nat option prompt is as below:

(OO)inside Inside address trandlation

(01)log NAT Logging

(02)outside Outside address trandation
(03)pooal Define pool of addresses
(O4)trandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 3

Input 3 select pool option prompt is as below:
(OO)WORD Pool name

Please Input the code of command to be excute(0-0): O

Input 0 select WORD option prompt is as below:
Please input a string:

Input pool name, prompt is as below:

(0O)A.B.C.D Start IP address

Please Input the code of command to be excute(0-0): 0

Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:

Input start ip address prompt is as below:
(00)A.B.C.D End IP address

Please Input the code of command to be excute(0-0): 0

Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:

Input end ip address prompt is as below:
(0O)A.B.C.D Network mask

Please Input the code of command to be excute(0-0): O

Input 0 sdect A.B.C.D select prompt is as below:
Please input a IP Address:

Input netmask.
Step 2
Input ip command it will list al arguments:
(0O0)access-list Named access-list
(O1)as-path BGP as-path access list definition
(02)community-list Community attribute list definition

171




Command Line Interface Reference Manual

Please Input the code of command to be excute(0-20): 0
Input O select access-list option prompt is as below:

(O0)extended Extended Access List
(O1)standard Standard Access List
Please Input the code of command to be excute(0-1): 1
Input 1 select standard option prompt is as below:
(0O)WORD Standard Access-list name
Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:

Input access-lig-name.

Step 3
Input ip command it will list al arguments:
(0O0)access-list Named access-list
(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(O0)inside Inside address translation

(0Dlog NAT Logging

(02)outside Outside address trangdlation
(03)pooal Define pool of addresses
(Ohtrandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 2
Input 2 select outside option prompt is as below:
(00)source Source address translation
(O1)destination Destination address translation
Please Input the code of command to be excute(0-1): O
Input O select source option prompt is as below:
(0O)list Specify access list describing local addresses
(OD)static Specify static local->global mapping
Please Input the code of command to be excute(0-1): 0
Input O select list option prompt is as below:
(OO)WORD Access list name for local addresses
Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:
Input access-ligt-name, prompt is as below:
(OQ)interface Specify interface for global address
(01)pool Name pool of global addresses
Please Input the code of command to be excute(0-1): 1
Input 1 select pool option prompt is as below:
(OO)WORD Pool name for globa addresses
Please Input the code of command to be excute(0-0): O
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Input 0 select WORD option prompt is as below:

Please input a string:

(O0)overload Overload an address trandation

(01)<cr>

Please Input the code of command to be excute(0-1): 0

Input O, it will establish dynamic outside source address trandlation.

Step 4

Input interface command, prompt is as below:
(O0)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Serial Serid interface

Please Input the code of command to be excute(0-10):
Specify inside interface type and number.

Step 5

Select 18 option in the prompt, it will list al arguments:
(0O0)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation

(O1)outside Outside interface for address trandation

Please Input the code of command to be excute(0-1): 0

Input 0, select inside option, it will sign the interface to be connected to inside network.

Step 6

Input interface command in globa configure directory, prompt is as below:
(00)FastEthernet FastEthernet interface

(O1)Ethernet Ethernet interface

(02)Serid Seria interface

Please Input the code of command to be excute(0-10):
Specify outside type and number.

Step 7

Select 18 option in the prompt, it will list al arguments:
(O0)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9
Input 9, select nat option, prompt is as below:
(O0)inside Inside interface for address translation
(O1)outside Outside interface for address trandation
Please Input the code of command to be excute(0-1): 1
Input 1,select outside option, it will sign the interface to be connected to outside network.
Note: The access list must permit only those addresses that are to be translated. (Remember that there
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is an implicit "deny all" at the end of each access list.) An access list that is too permissive can
lead to unpredictable results.

See the "Trangating Overlapping Address Example” section at the end of this chapter for an example of trandating an
overlapping address.

5.3.12 Providing TCP Load Distribution

Another use of NAT is unrelated to Internet addresses. Y our organization may have multiple hosts that must communicate
with a heavily used host. Using NAT, you can establish a virtual host on the inside network that coordinates load sharing
among real hosts. DAs that match an access list are replaced with addresses from a rotary pool. Allocation is done on a
round-robin basis, and only when a new connection is opened from the outside to the inside. Non-TCP traffic is passed
untranslated (unless other translations are in effect). Figure 4 illustrates this feature.
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Figure4  NAT TCP Load Distribution

The router performs the following process when translating rotary addresses:

1. The user on host B (9.6.7.3) opens a connection to the virtual host at 1.1.1.127.

2. The router receives the connection request and creates a new trandation, alocating the next rea host (1.1.1.1) for
the inside local 1P address.

3. The router replaces the destination address with the selected real host address and forwards the packet.

4. Host 1.1.1.1 receives the packet and responds.

5. The router receves the packet, performs a NAT table lookup using the inside local address and port number, and
the outside address and port number as the key. The router then trandates the source address to the address of the virtua
host and forwards the packet.

The next connection request will cause the router to allocate 1.1.1.2 for the inside local address. To configure destination
address rotary trandation, use the following commands beginning in globa configuration mode. These commands allow
you to map one virtual host to many real hosts. Each new TCP session opened with the virtual host will be trandated into
a session with a different real host.

|Step ‘ Command ‘ Purpose

1 ip nat pool name start-ip end-ip netmask Defines a pool of addresses containing
the addresses of the real hosts.

|2 ‘ip access-list standard access-list-name ‘Defines an access list permitting the
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| ‘config-per mit source [ source-mask]

address of the virtual host.

3 ip nat inside destination list access-list-name pool
name

Establishes dynamic inside destination
trandation, specifying the access list
defined in the prior step.

|4 ‘i nterface type number

|Specifies the inside interface.

5 ip nat inside

Marks the interface as connected to the
inside.

|6 ‘i nterface type number

‘Specifi es the outside interface.

7 ip nat outside

Marks the interface as connected to the
outside.

Step 1.
[DEFAULT @router /config/]#ip
Key Word:
U(undo) D(default) Q(quit)
(00)access-list Named access-list

(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13,select nat option prompt is as below:

(OO)inside Inside address trandlation

(0Dlog NAT Logging

(02)outside Outside address trangdlation
(03)pool Define pool of addresses
(Ohtrandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 3
Input 3 select pool option prompt is as below:
(OO)WORD Pool name

Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:

Input pool name, prompt is as below:

(0O)A.B.C.D Start 1P address

Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:

Input start ip address prompt is as below:
(00)A.B.C.D End IP address

Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
Please input a IP Address:192.168.1.8

Input ip address prompt is as below:

(0O)A.B.C.D Network mask

Please Input the code of command to be excute(0-0): O
Input 0 select A.B.C.D option prompt is as below:
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Please input a IP Address:255.255.255.0
Input netmask.
Step 2
Key Word:
U(undo) D(default) Q(quit)
(O0)access-list Named access-list
(O1)as-path BGP as-path access list definition
(02)community-list Community attribute list definition

Please Input the code of command to be excute(0-20): 0
Input O select access-list option prompt is as below:

(O0)extended Extended Access List
(01)standard Standard Access List
Please Input the code of command to be excute(0-1): 1
Input 1 select standard option prompt is as below:
(OO)WORD Standard Access-list name
Please Input the code of command to be excute(0-0): O
Input 0 select WORD option prompt is as below:
Please input a string:name
Input access list name, name only gives a demonstration.
Will you excute it? (Y/N):y
Enter into the access list configure mode.

Step 3

[DEFAULT @router /config/]#ip

Key Word:

U(undo) D(default) Q(quit)
(O0)access-list Named access-list

(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13,select nat option prompt is as below:

(O0)inside Inside address trandlation

(0D)log NAT Logging

(02)outside Outside address trangdlation
(03)pool Define pool of addresses
(O4)trandation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 0

Input O select inside option prompt is as below:

(00)source Source address tranglation

(O1)destination Destination address trangdlation

Please Input the code of command to be excute(0-1): 1

Input 1 select destination option prompt is as below:

(OO)list Specify access list describing local addresses
(OD)static Specify static local->global mapping

Please Input the code of command to be excute(0-1): 0
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Input O select list option prompt is as below:
(0O)WORD Access list name for gobal addresses
Please Input the code of command to be excute(0-0): 0
Input 0 select WORD option prompt is as below:
Please input a string:

Input access-ligt-name, prompt is as below:

(00)interface Specify interface for global address
(01)pooal Name pool of global addresses
Please Input the code of command to be excute(0-1): 1
Input 1 select pool option prompt is as below:
(OO)WORD Pool name for global addresses
Please Input the code of command to be excute(0-0): 0
Input 0 sdlect WORD option prompt is as below:
Please input a string:

(OO)overload Overload an address trandation

(01)<cr>

Please Input the code of command to be excute(0-1): 1
Input 1, it will establish dynamic source address trand ation.

Step 4

Input interface command, prompt is as below:
(00)FastEthernet FastEthernet interface
(01)Ethernet Ethernet interface
(02)Serial Serid interface

Please Input the code of command to be excute(0-10):
Specify inside interface type and number.

Step 5

Select option 18 in the prompt, it will list al arguments:
(00)access-group Specify access control for packets
(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9, select nat option, prompt is as below:

(O0)inside Inside interface for address translation

(O1)outside Outside interface for address trandation

Please Input the code of command to be excute(0-1): 0

Input O, select inside option, it will sign the interface to be connected to inside network.
Step 6

Input interface command in globa configure directory, prompt is as below:

(00)FastEthernet FastEthernet interface
(O1)Ethernet Ethernet interface
(02)Serial Serial interface

Please Input the code of command to be excute(0-10):
Specify outside interface type and number.

Step 7

Select 18 option in the prompt, it will list al arguments:
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(O0)access-group Specify access control for packets

(09)nat NAT interface commands

Please Input the code of command to be excute(0-18): 9

Input 9,select nat option, prompt is as below:

(O0)inside Inside interface for address translation
(O1)outside Outside interface for address trandation
Please Input the code of command to be excute(0-1): 1

Input 1, select outside option, it will sign the interface to be connected to outside network.

Note: The access list must permit only those addresses that are to be translated. (Remember that there
is an implicit "deny all” at the end of each access list.) An access list that is too permissive can

lead to unpredictable results.

See the "TCP Load Distribution Example" section at the end of this chapter for an example of rotary trand ation.

5.3.13 Changing Translation Timeout and Restrict Connection Amount

By default, dynamic address trandations time out after some period of nonuse. You can change the default values on
timeouts, if necessary. When overloading is not configured, simple trandation entries time out after 1 hour. To changethis

value, use the following command in globa configure directory:

| Command ‘

Purpose

ip nat translation timeout seconds Changes the timeout value for dynamic address
tranglations that do not use overloading.

Input ip command it will list al arguments:
(O0)access-list Named access-list

(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(O0)inside Inside address trandlation

(OD)log NAT Logging

(02)outside Outside address tranglation
(03)pooal Define pool of addresses
(Ohtrangdlation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 4
Input 4 select translation option prompt is as below:
(00)dns-timeout Specify timeout for NAT DNS flows

(06)timeout Specify timeout for dynamic NAT trandlations

Please Input the code of command to be excute(0-8): 6
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Input 6 select timeout option prompt is as below:
(00)<0-2147483647> Timeout in seconds
(OL)never Never timeout

Please Input the code of command to be excute(0-1): 0
Input O prompt is as below:

Please input a digital number:Please input a string:

Input timeout value.

If you have configured overloading, you will have more control over trandation entry timeout, because each entry
contains more context about the traffic using it. To change timeouts on extended entries, use the following commands in
global configuration mode as needed:

Command Purpose

ip nat translation udp-timeout seconds Changes the UDP timeout value
from 5 minutes.

ip nat translation dns-timeout seconds Changes the DNS timeout value
from 1 minute.

ip nat translation tcp-timeout seconds Changes the TCP timeout value
from 1 hour.

ip nat translation icmp-timeout seconds Changes the Finish and Reset

timeout value from 1 minute.

ip nat translation syn-timeout seconds Changes the TCP Synchronous (SY N)
timeout value from 1 minute.

ip nat translation finrst-timeout seconds Changes the TCP FIN or RST
timeout value from 1 minute.

Take the first command for an example
Input ip command it will list al arguments:
(00)access-list Named access-list

(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(OO)inside Inside address translation

(0Dlog NAT Logging

(02)outside Outside address trangdlation
(03)pool Define pool of addresses
(Oh)translation NAT trandation entry configuration

Please Input the code of command to be excute(0-4): 4
Input 4 select translation option prompt is as below:
(00)dns-timeout Specify timeout for NAT DNS flows

(07)udp-timeout Specify timeout for NAT UDP flows

Please Input the code of command to be excute(0-8): 7
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Input 7 select udp-timeout option prompt is as below:
(00)<0-2147483647> Timeout in seconds

(OL)never Never timeout

Please Input the code of command to be excute(0-1): 0

Input O prompt is as below:

Please input a digital number:Please input a string:

Input timeout value.
There are mostly three methods to restrict the amount of NAT connections. Y ou can implement these three methods
through executing following commands in global configure mode:

Command ‘ Function

ip nat translation max-entries numbers |Configure the maximum amount of translation items.
(Default value is 4000)

ip nat translation max-links A.B.C.D Asto aspecified inside |P address, this command will
numbers restrict the maximum amount of NAT connection
items this | P address can establish.

ip nat translation max-links all numbers |Asto al inside | P addresses, this command will restrict
the maximum amount of NAT connection items a
single | P address can establish.

Take the first command for an example:
Input ip command it will list all arguments:
(00)access-list Named access-list

(13)nat NAT configuration commands

Please Input the code of command to be excute(0-20): 13
Input 13, select nat option prompt is as below:

(00)inside Inside address translation

(01)1log NAT Logging

(02)outside Outside address translation
(03)pool Define pool of addresses
(04)translation NAT translation entry configuration

Please Input the code of command to be excute(0-4): 4
Input 4 select translation option prompt is as below:
(00)dns-timeout Specify timeout for NAT DNS flows

(03)max-entries Specify maximum number of NAT entries

Please Input the code of command to be excute(0-8): 3
Input 3 select max-entries option prompt is as below:
(00)<1-2147483647> Number of entries
Please Input the code of command to be excute(0-0): 0
Input 0 prompt is as below:
Please input a digital number:Please input a string:
Input value of the amount of trandation items.
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5.3.14 Monitoring and Maintaining NAT

By default, dynamic address trandations will time out from the NAT trandation table at some point. To clear the entries
before the timeout, use the following commands in EXEC mode as needed:

| Command ‘ Purpose

clear ip nat translation * Clear al dynamic address trandation
entries from the NAT trandlation table.

clear ip nat trandation inside local-ip |Clear asimple dynamic trandation entry
global-ip [outside local-ip global-ip] containing an inside translation, or both
inside and outside trandation.

clear ip nat trandation outside local-ip|Clear asimple dynamic trandation entry
global-ip containing an outside trandation.

clear ip nat trandation inside local-ip Clear an extended dynamic trandation
local-port global-ip global-port [outside local-ip |entry.
local-port global-ip global-port]

Take the first command for an example:
Input clear command, it will list all arguments:

(00)arp-cache Clear the entire ARP cache

(OL)dider Clear dider dtetistics

(02)frame-relay-inarp Clear inverse ARP entries from the map table
(03)ip IP

Please Input the code of command to be excute(0-11): 3
Input 3 selectip option prompt is as below:

(00)beigrp Clear BEIGRP

(01)bgp BGP information
(02)dhcpd DHCP Server information
(03)fast-switch Clear FSC

(Od)nat Clear NAT

(05)prefix-list Prefix list information

Please Input the code of command to be excute(0-5): 4
Input 4 select nat option prompt is as below:
(OO)statistics Clear trandation statistics
(ODL)trandation Clear dynamic trandation

Please Input the code of command to be excute(0-1): 1
Input 1 select trandation option prompt is as below:

(00)* Dédlete al dynamic trandations
(ODinside Inside addresses

(02)outside Outside addresses

(03)tcp Transmission Control Protocol
(04)udp User Datagram Protocol

Please Input the code of command to be excute(0-4): 0
Input O it will clear al dynamic address trandation items.

To display trandation information, use either of the following commands in EXEC mode:

| Command ‘ Purpose

|show ip nat trandlations [verbose] ‘Displays active trandations.
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show ip nat statistics Displays translation statistics. I

Take the first command for an example:
Input show command, it will list all arguments:
(OO)dlias dias for command

(18)ip IP information

Please Input the code of command to be excute(0-45): 18
Input 18 select ip option prompt is as below:

(O0)access-lists List IP access lists

(1)nat IP NAT information

Please Input the code of command to be excute(0-20): 11
Input 11 select nat option prompt is as below:

(OO)statistics Trandation statistics
(OL)trand ations Trandation entries
(02)links links for specified source address under Overloading rule

Please Input the code of command to be excute(0-2): 1
Input 1 select translations option prompt is as below:
(00)verbose Show extra information
(01)<cr>

Please Input the code of command to be excute(0-1): 1
Input 1 it will show active trandation.

5.3.15 NAT Configuration Examples

The following sections show NAT configuration examples.

Dynamic Inside Source Translation Example

The following example translates all source addresses passing access list 1 (having a source address from 192.168.1.0/24)
to an address from the pool named net-208. The pool contains addresses from 171.69.233.208 to 171.69.233.233.
ip nat pool net-208 171.69.233.208 171.69.233.233 255.255.255.240

ip nat inside source list al pool net-208

|

interface serial /0

ip address 171.69.232.182 255.255.255.240

ip nat outside

|

interface ethernetl/1

ip address 192.168.1.94 255.255.255.0

ip nat inside

!

ip access-list standard al

permit 192.168.1.0 255.255.255.0
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|

Overloading Inside Global Addresses Example

The following example creates a pool of addresses named net-208. The pool contains addresses from 171.69.233.208 to
171.69.233.233. Access list 1 allows packets having the SA from 192.168.1.0 to 192.168.1.255. If no trandation exists,
packets matching access list 1 are trandated to an address from the pool. The router alows multiple local addresses
(192.168.1.0 to 192.168.1.255) to use the same globa address. The router retains port numbers to differentiate the
connections.

ip nat pool net-208 171.69.233.208 171.69.233.233 255.255.255.240

ip nat inside source list al pool net-208 overload

|

interface serial /0

ip address 171.69.232.182 255.255.255.240

ip nat outside

!

interface ethernet1/1

ip address 192.168.1.94 255.255.255.0

ip nat inside

!

ip access-list standard al

permit 192.168.1.0 255.255.255.0

Trandating Overlapping Address Example
In the following example, the addresses in the local network are being used legitimately by someone else on the Internet.
An extra trandlation is required to access that externa network. Pool net-10 is a pool of outside local IP addresses. The
statement, ip nat outside sourcelist 1 pool net-10, trandlates the addresses of hosts from the outside overlapping network
to addresses in that pool.
ip nat pool net-208 171.69.233.208 171.69.233.223 255.2555.255.240
ip nat pool net-10 10.0.1.0 10.0.1.255 255.255.255.0
ip nat inside source list al pool net-208
ip nat outside source list al pool net-10
|
interface serial /0
ip address 171.69.232.192 255.255.255.240
ip nat outside
!
interface ethernet1/1
ip address 192.168.1.94 255.255.255.0
ip nat inside
!
ip access-list standard al
permit 192.168.1.0 255.255.255.0
|
TCP Load Distribution Example
In the following example, the goal is to define a virtual aldress, connections to which are distributed among a set of red
hosts. The pool defines the addresses of the real hosts. The access list defines the virtual address. If atranslation does not
dready exist, TCP packets from serial interface O (the outside interface) whose destination matches the access list are
tranglated to an address from the poal.
ip nat pool real-hosts 192.168.15.2 192.168.15.15 255.255.255.240
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ip nat inside destination list a2 pool real-hosts

!

interface serial /0

ip address 192.168.15.129 255.255.255.240

ip nat outside

!

interface ethernetl/1

ip address 192.168.15.17 255.255.255.240
ip nat inside

!

ip access-list standard a2

permit 192.168.15.1 255.255.255.0

5.4 Configure DHCP Client

DHCP (Dynamic Host Configuration Protocol) provides a part of network configure parameters for hosts in internet.
DHCP isintroduced in RFC 2131. The most primary function of DHCP in arouter is to assign |P addresses to interfaces.
DHCP supports three policies of IP address assignment.

1. Automatic alocation: DHCP server assigns a permanent |P automatically to a certain client.

2.  Dynamic alocation: DHCP server assigns an IP to a certain client to use for a certain period, or until the client
gives up the usufruct of this IP itself.

3. Manual alocation: DHCP server manager specifies an IP manually and transmits it to the client through DHCP.

5.4.1 DHCP Applications

DHCP has several applications. When following requests are asked for, it is up to DHCP:

If you want to alocate |P, network segment or some resource (such as corresponding gateway) concerned for an Ethernet
interface, you can implement them through DHCP configuration.

If there is an interface on the router connecting with peer device A through PPP, and another interface can access DHCP,
then you can get an |P address from DHCP server and assign this |P to device A through IPCP.

5.4.2 DHCP Benefits

Current version of the router supports DHCP client. DHCP client is only supported on Ethernet interface, and DHCP
message processing is supported on all types of interface. Use of this function can offer the following benefits:

1. Reduce configure time

2. Reduce configure error

3. Centralize the control of IP addresses of some interfaces on a router through DHCP server.

5.4.3DHCP Terms

DHCP per seis based on Server/Client structure, so there are DHCP-Server and DHCP-Client existing in DHCP running.
DHCP-Server: The device used to distribute and take back resource concerned with DHCP.

DHCP-Client: The device achieving information like IP address from DHCP-Server and used it on local system.

As described upward, there is a concept of lease time in the dynamic allocation of DHCP information:
Lease Time: A period of vaidity of an IP resource timed from its alocating. After tis period, the corresponding IP
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resource will be taken back by DHCP-Server, and DHCP-Client must send a request again if it wants to
keep on using it.

5.4.4 DHCP Client Configuration Task List

Before any DHCP is configured, you must ensure that there is & least one DHCP-Server residing in the network the router
reachable. Next section will show you how to executing the following optional tasks through DHCP:

1. Obtain an IP for an Ethernet interface.

Specify the DHCP-Server address.

Configure DHCP parameters.

Obtain an IP from DHCP-Server for PPP mutual process

Monitor DHCP.

L S N

5.4.5 Obtain an | P for an Ethernet | nterface

Perform the following command on an Ethernet interface to obtain an IP for this interface on the router through DHCP:

| Step ‘ Command | Function

1 ip address dhcp Specify using DHCP to configure IP
’ address for the Ethernet interface.

Select 20 option in the prompt prompt is as below:

(00)access-group Specify access control for packets
(01)address IP address
(02)beigrp Enhanced Interior Gateway Routing Protocol

Please Input the code of command to be excute(0-19): 1

input 1 Select address option  prompt is as below:
(00)A.B.C.D IP address

(01)dhcp IP Address negotiated via DHCP
Please Input the code of command to be excute(0-1): 1

input 1 Selectd hcp option .

5.4.6 Specify DHCP-Server

If you have known some DHCP-Server addresses, you can specify these Server addresses on the router to reduce the
interaction and time of protocol processing. Perform the following command in global configure directory:

| Step ‘ Command | Function

DHCP-Server.

‘ . ‘ ip dhcp-server ip-address 7 Specify the IP address of a

input ip Command prompt is as below:
(0O0)access-ligt Named access-ligt
(04)dhcp-server Specify address of DHCP server to use
Please Input the code of command to be excute(0-20): 4
input 4 Selectd hcp-server option  prompt is as below:
(0O)A.B.C.D IP address of DHCP Server
Please Input the code of command to be excute(0-20): 0
input 0 SelectA.B.C.D option  prompt is as below:
Please input a IP Address:
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input IP.

When processing “ Obtain an IP for an Ethernet Interface’ , this command is optional.

5.4.7 Configure DHCP Parameters

According to your demands, you can adjust the parameters used in DHCP interacting. Perform the following commands in
global configure directory:

| Step ’ Command ’ Function
1. ip dhcp client minlease seconds Specify the minimum lease time
alowed.
| Step ‘ Command ‘ Function
1. ip dhcp client retransmit count Specify the retransmitting times of a
protocol message.
| Step ‘ Command ‘ Function
1. ip dhcp client select seconds Specify the interval time of
SHLECT.
Take the first command for an example.
input ip Command prompt is as below:
(0O0)access-list Named access-list
(03)dhcp Configure DHCP parameters
Please Input the code of command to be excute(0-20): 3
input 3 Selectdhcp option  prompt is as below:
(00)client Configure DHCP Client parameters
Please Input the code of command to be excute(0-0): 0
input 0 Selectclient option  prompt is as below:
(OO)minlease Minimal acceptable lease time(seconds)
(OL)retransmit Configure packet retransmit count

(02)select SELECT interva
Please Input the code of command to be excute(0-2): 0
input 0 Select minlease option  prompt is as below:
(00)<60-86400> seconds (default 60)
Please Input the code of command to be excute(0-2): 0
input 0 prompt is as below:
Please input a digital number:Please input a string:
input seconds value.
When processing “ Obtain an IP for an Ethernet Interface’ , commands upward are optional.

5.4.8 Obtain an | P from DHCP-Server for PPP Interaction

About example of this scheme, please refer to concerned section * PPP Configure’ .
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5.4.9 Monitor DHCP

Y ou can examine some information about DHCP-Server (including manual specification) currently found by the router.
Perform the following command in management directory:

| Step ‘ Command ‘ Function

1. show dhcp server Display information about DHCP
Server known by the router.

Y ou can examine some information about | P address currently used by the router. Perform the following command in
management directory:

| Step ‘ Command ‘ Founction

Display information about IP

‘ 1 ‘ show dhcp lease

resource used by the router.

input show Command prompt is as below:
(0O0)access-list Named access-ligt
(12)dhcp DHCP information
Please Input the code of command to be excute(0-45): 11
input 11 Selectdhcp option  prompt is as below:
(00)lease Show DHCP Addresses leased from a server
(O1)server Show DHCP Servers we know about
Please Input the code of command to be excute(0-1):
input 0 Select lease option  display the IP used by the router as well as concerned information.
input 1 Select server option  display the information concerned with DHCP server known by the router.

In addition, if you assigned an IP for an Ethernet interface through DHCP, you can aso use command “  show interface’
to examine whether the interface has succeeded in obtaining an IP.

5.4.10 DHCP Client Configure Example

Following is an example of DHCP Client configure.

An Example of Obtaining an IP for an Ethernet Interface
The following example will assign an IP for Ethernetl/1 through DHCP.
!
interface Ethernet1/1
ip address dhcp

Task List of DHCP Configure
This section will show you how to executing the following optional tasks through DHCP Server:
Enable DHCP Server Service
Disable DHCP Server Service
Configure ICMP Inspect Parameters
Configure Saving database Parameters
Configure DHCP Server Address pool
Configure DHCP Server Address pool parameters
Monitor DHCP Server
Clean DHCP Server Information

187



Command Line Interface Reference Manual

Enable DHCP Server Service

To enable DHCP Server service and allocate parameters like 1P for DHCP Client, please execute the following command

in global configure directory (At one time, DHCP Server also supports relay operation. As to some address requests which
can’t be dlocated by itself, we provide ip helper-address port to forward DHCP requests):

| Step ‘ Command | Function I
| 1 ‘ ip dhcpd enable | Enable DHCP Server service. I
input ip Command prompt is as below:
(00)access-list Named access-list
(05)dhcpd Specify server parameter

Please Input the code of command to be excute(0-20): 5
input 5 Select dhepd option  prompt is as below:

(OO)enable Enable DHCP Serveice

(O1)disable Disable DHCP Service

(02)pooal Configure DHCP address pools
(03)ping Specify icmp parameters used by DHCP
(04)write-time Specify icmp parameters used by DHCP

Please Input the code of command to be excute(0-4): 0
input 0 Selectenable option .

Disable DHCP Server service

To disable DHCP Server service and stop allocating parameters like IP for DHCP Client, please execute
the following command:

| Step ’ Command | Function I
| 1. ‘ ip dhcpd disable | Disable DHCP Server service. I
input ip Command prompt is as below:
(00)access-ligt Named access-ligt
(05)dhcpd Specify server parameter

Please Input the code of command to be excute(0-20): 5
input 5 Select dncpd option  prompt is as below:

(OO)enable Enable DHCP Serveice

(01)disable Disable DHCP Service

(02)pool Configure DHCP address pools
(03)ping Specify icmp parameters used by DHCP
(Od)write-time Specify icmp parameters used by DHCP

Please Input the code of command to be excute(0-4): 1
input 0 Select disable option .

Configure ICMP Inspect Parameters

Y ou can adjust the parameters sent by ICMP messages as the server processing address inspecting according to your
demands:

To specify the amount of ICMP messages sent out, please execute the following command in global configure
directory:
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| Step | Command Function

1. ip dhcpd ping packets pkgs Specify the amount of ICMP
messages sent out as processing
address inspecting.

To configure the timeout waiting for ICMP message, please execute the following command in global configure directory:

| Step | Command ‘ Function

1. ip dhcpd ping timeout timeout Specify the timeout for waiting
ICMP corresponding.

input ip Command prompt is as below:
(O0)access-list Named access-list
(05)dhcpd Specify server parameter
Please Input the code of command to be excute(0-20): 5
input 5 Select dhcpd option  prompt is as below:

(OO)enable Enable DHCP Serveice

(O1)disable Disable DHCP Service

(02)pool Configure DHCP address pools
(03)ping Specify icmp parameters used by DHCP
(Od)write-time Specify icmp parameters used by DHCP

Please Input the code of command to be excute(0-4): 3
input 3 Selectping option  prompt is as below:
(00)packets Specify number of icmp packets
(OL)timeout Specify icmp timeout
Please Input the code of command to be excute(0-1):0
Select 0 specify the amount of sending ICMP messages.
Select 1 specify the timeout of waiting ICMP corresponding.
Key Word:
Q(quit)
(00)<0-10> Number of ping packets (0 disables ping)
Please Input the code of command to be excute(0-0): O
Please input a digital number:2 input message amount 2 isonly an example.
Will you excute it? (Y/N):y
Configure parameters of saving database

To configure the interval of saving the information of address alocation into agent database, please execute the following
command in global configure directory:

| Step | Command Function
1. ip dhcpd write-time time Specify the interval of saving
the address allocating information
into agent database.

input ipCommand prompt is as below:
(0O0)access-list Named access-list

(05)dhcpd Specify server parameter
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Please Input the code of command to be excute(0-20): 5
input 5 Selectdhcpd option  prompt is as below:

(OO)enable Enable DHCP Serveice

(01)disable Disable DHCP Service

(02)pool Configure DHCP address pools
(03)ping Specify icmp parameters used by DHCP
(Od)write-time Specify icmp parameters used by DHCP

Please Input the code of command to be excute(0-4): 4
input 4  Selectwrite-time option to configure the interval .

Configure DHCP Server address pool
To add DHCP Server address pool, please execute the following command in global configure directory:

| Step | Command Function

1. Ip dhcpd pool name Add DHCP Server address pool and

enter into DHCP address pool
configuration mode.

input ip Command prompt is as below:
(O0)access-list Named access-list
(05)dhcpd Specify server parameter
Please Input the code of command to be excute(0-20): 5
input 5 Selectdhcpd option  prompt is as below:

(OO)enable Enable DHCP Serveice

(O1)disable Disable DHCP Service

(02)pool Configure DHCP address paools
(03)ping Specify icmp parameters used by DHCP
(Od)write-time Specify icmp parameters used by DHCP

Please Input the code of command to be excute(0-4): 2
input 2 Select pool option and add DHCP Server address pool.

Configure parameters of DHCP Server address pool

In configure of DHCP address pool, you can execute the following commands to configure concerned parameters.
You can use the following command to configure the network address used for automatic allocation:

| Step | Command Function

1. network ip-addr netsubnet Configure the network

address used for automatic
allocation.

You can use this command to configure the address range used for automatic allocation:

| Step | Command ‘ Function

‘ 1. ‘ range low-addr high-addr Configure the address range

used for automatic allocation.

Y ou can use this command to configure the default route allocated for client:

| Step | Command ‘ Function
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1. Configure the default route

alocated for client host.

default-routerip-addr ...

You can use this command to configure the DNS server address assigned for client:

| Step | Command | Function

Configure the DNS server address
assigned for client.

1. ‘ dns-server ip-addr ...

You can use this command to configure the domain name assigned for client:

| Step | Command | Function
1.

domain-name name Configure the domain name

assigned for client.

You can use this command to configure the lease time of address assigned for client:

| Step | Command | Function
1.

lease {days [hours][minutes] |
infinite }

Configure the lease time of address
assigned for client.

You can use this command to configure the netbios-name-server address assigned for client:

| Step | Command | Function

Configure the netbios-name-server
address assigned for client.

1. ‘ netbios-name-server ip-addr...

You can use this command to configure the host address of address pool for manual allocation:

| Step | Command | Function

Configure the host address of

1. host ip-addr netmask
address pool for manual alocation.

Y ou can use this command to configure the hardware address used for matching client:

| Step | Command | Function
‘ 1.

hardware-address
hardware-address{ type}

Configure the hardware address
used for matching client.

Y ou can use this command to configure the client ID used for matching client:

| Step | Command | Function

Configure the client ID used for
matching client.

1. ‘ client-identifier unique-identifier

You can use this command to configure the host name used for manual allocating to client:

| Step | Command | Function
1.

client-name name Configure the host name used for

manua allocating to client.

Take the first command for an example.

In the prompt Select 17 option  prompt is as below:
(0O)A.B.C.D Network number
Please Input the code of command to be excute(0-0): 0
input 0 SelectA.B.C.D option  prompt is as below:
Please input a IP Address:
input IP.
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Monitor DHCP Server
To examine the information of current address allocating information of the DHCP Server, please execute

the following commands in management directory:

| Eiep| Command ‘ Function

1. Display current address allocating

information of the DHCP Server.

show ip dhcpd binding

To examine current packet statistics of the DHCP Server, please execute the following command in
management directory:

| Eiep| Command ‘ Function

Display current statistics of the
DHCP Server.

‘ 1 .‘ show ip dhcpd statistic

input show Command prompt is as below:

(00)alias alias for command

(18)ip IP information

Please Input the code of command to be excute(0-45): 18
input 18 Selectip option prompt is as below:
(00)access-lists List IP access lists

(06)dhcpd DHCP Server information
Please Input the code of command to be excute(0-20): 6
input 6 Selectdhcpd option prompt is as below:
(00)binding DHCP address bindings
(01)statistic DHCP server statistics
Please Input the code of command to be excute(0-1):
Select 0 display current address allocation of the DHCP Server.

Select 1 display current statistics of the DHCP Server.

Clean DHCP Server information
To clean current address allocating information of the DHCP Server, please execute the following command

in management directory:

| Eiep| Command ‘ Function

1. clear ip dhcpd binding ip-addr |Clean the specified address

allocating information.

To clean current packet statistics of the DHCP Server, please execute the following command in management
directory:

| Eiep| Command ‘ Function
1. clear ip dhcpd statistic Clean current packet statistics of the
DHCP Server.
input clear Command prompt is as below:
(00)arp-cache Clear the entire ARP cache
(0l)dialer Clear dialer statistics
(02)frame-relay-inarp Clear inverse ARP entries from the map table
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(03)ip IP

Please Input the code of command to be excute(0-11): 3
input 3 Select ip option prompt is as below:

(00)beigrp Clear BEIGRP
(01)bgp BGP information
(02)dhcpd DHCP Server information

Please Input the code of command to be excute(0-5): 2
input 2 Select dhcpd option prompt is as below:
(00)binding DHCP address bindings
(01)statistic DHCP server statistics
Please Input the code of command to be excute(0-1):
Select 0 delete the specified address allocation information.
Select 1 delete current statistics of the DHCP Server.

Example of DHCP Server Configure

Following is an example of DHCP configure.

The following example will configure the timeout of ICMP inspecting to be 200ms, configure an address pool named 1,

and enable DHCP Server service.

ip dhepd ping timeout 2

ip dhcpd pool 1

network 192.168.20.0 255.255.255.0

range 192.168.20.211 192.168.20.215

domain-name D-Link315

default-router 192.168.20.1

dns-server 192.168.1.3 61.2.2.10

nethios-name-server 192.168.20.1

leese 1120

|

ip dhcpd enable

5.5 Configure IP Service Task List

About 1P Service Configuration

This chapter describes how to configure optional P services. For a complete description of the IP services commands in
this chapter, refer to the "IP Services Commands" chapter of the Network Protocols Command Reference

55.11P Service Task List

Configure the following IP optional service:

Manage | P Connections

Filter 1P Packets

Configure the Hot Standby Router Protocol

Configure Performance Parameters

Configure IP over WANSs

Monitor and Maintain the P Network
Remember that not all the tasks in these sections are required. The tasks you must perform will depend on your network
and your needs.
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5.5.2 Manage | P Connection

The IP suite offers a number of services that control and manage IP connections. Many of these services are provided by
the Internet Control Message Protocol (ICMP). ICMP messages are sent by routers to hosts or other routers when a
problem is discovered with the Internet header. For detailed information on ICMP, see RFC 792.

To configure IP services, complete the tasks in the following sections:
Enable ICMP Protocol Unreachable M essages
Enable ICMP Redirect Messages
Enable ICMP Mask Reply Messages
Understand Path MTU Discovery
Set the IPMTU Packet Size
Enable | P Source Routing
Enalbe IP Fast Switching
Enable IP Fast Switching in Same Interface
Send an ICMP Host Unreachable Message
If the router receives a packet that it is unable to deliver to the ultimate destination because it knows of no route to the
destination address, it sends an ICMP Host Unreachable message to the source. This feature is enabled by defauilt.

Y ou can enable this service by performing the following command in interface configuration mode;

| Command | Task
| ip unreachables | Enable the sending of ICMP Protocol Unreachable messages.

Select ip option in the prompt, it will list all arguments:
Key Word:
U(undo) D(default) Q(quit)
(21)rtp Rtp parameters
(22)tcp Tcp parameters
(23)unnumbered Enable IP processing without an explicit address
(24)unreachables Enable sending ICMP Unreachable messages
Please Input the code of command to be excute(0-24):24
Input 24 Select unreachables option.

Sending ICMP Redirect M essages

Routes sometimes can become less than optimal. For example, it is possible for the router to be forced to resend a packet
through the same interface on which it was received. If this happens, the router sends an ICMP Redirect message to the
packet's originator telling it that it is on a subnet directly connected to the router, and that it must forward the packet to
another system on the same subnet. It does so because the originating host presumably could have sent that packet to the
next hop without involving the router at all. The Redirect message instructs the sender to remove the router from the route
and substitute a specified device representing a more direct path.

This feature is enabled by default. However, when Hot Standby Router Protocol is configured on an interface, ICMP
Redirect messages are disabled by default for the interface.

Y ou can enable the sending of ICMP Redirect messages by performing the following task in interface configuration mode:

Command Task
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Ip redirects Allow the sending of ICMP Redirect messages.

In the prompt select ip option it will list all arguments.

Key Word:
U(undo) D(default) Q(quit)
(16)proxy-arp Enable proxy ARP
(17)redirects Enable sending ICMP Redirect messages
(18)rip set RIP parameter for this port
(19)route-cache Enable fast-switching cache for outgoing packets
(20)rsvp RSVP interface command
(21)rtp Rtp parameters
(22)tcp Tep parameters
(23)unnumbered Enable IP processing without an explicit address
(24)unreachables Enable sending ICMP Unreachable messages
Please Input the code of command to be excute(0-24):17
input 17 Select redirects option .

Enable ICMP Mask Reply M essages

Occasionally, the host server must know the subnet mask. To achieve this information, the host server can send ICMP
Mask Request messages. These messages are responded to by ICMP Mask Reply messages from router that have the
reguested information. By default, the router will send ICMP Mask Request messages.

To enable the sending of ICMP Mask Reply messages, use the following command in interface configuration mode:

‘ Command | Purpose I

‘ ip mask-reply | Enable the sending of ICMP Mask Reply messages. I

In the prompt Select ip option it will list al arguments.

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(01)address | P address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts
(04)fast-switch Fast-Switch interface commands

(05)hel per-address Specify a destination address for UDP broadcasts
(06)igmp IGMP interface command

(07)irdp ICMP Router Discovery Protocol

(08)mask-reply Enable sending ICMP Mask Reply messages

Please Input the code of command to be excute(0-18): 8
input 8 Select mask-reply option . <![endif]>

Support Path MTU Discovery

D-Link routers support the IP Path MTU Discovery mechanism, as defined in RFC 1191. IP Path MTU Discovery alows
a host to dynamically discover and cope with differences in the maximum allowable maximum transmission unit (MTU)
size of the various links aong the path. Sometimes the router finds out that the length of an IP message is larger than
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MTU configured on the redirection interface, then the message is needed to be segmented. But if the bit “Don’t Segment”
of this IP message is set, the message can only be discarded. Here the router will send out an ICMP message to inform
source host about the failing reason and the MTU on redirection interface. Source host will reduce the length of messages
to accommodeate the least MTU of this route.

If one of the links in route is cut, the message will use another route and maybe its least MTU is different with former
route’s. Here the router will inform the source host about MTU of the new route. The least MTU in route should be
adopted as much as possible to encapsulate |P message. In that it will avoid segment and send out messages as few as
possible. And that can improve the communicating efficiency.

The corresponding host must support |P Route MTU Discovery, thus it can adapt the length of 1P messages and avoid the
segment in redirection course according the MTU informed by router.

Set the IP MTU Packet Size

All interfaces have a default MTU packet size. You can adjust the IP MTU size so that if an IP packet exceeds the MTU
set for arouter's interface, the router will fragment it.

Changing the MTU value can affect the CONFIG-IP MTU value. If the current IP MTU value is the same as the MTU
value, and you change the MTU value, the IP MTU value will be modified automatically to match the new MTU.
However, the reverse is not true; changing the IP MTU value has no effect on the value for the mtu interface configuration
command. The IP MTU must be less than MTU on current interface configuration. Also, al devices on a physical medium
must have the same protocol MTU in order to operate.

To set the IP MTU, perform the following command in interface configuration mode:

‘ Command | Task
‘ ip mtu bytes | Set the IP MTU packet size for an interface.

In the prompt Select ip option it will list al arguments.
(00)access-group Specify access control for packets
(08)mtu Maximum Transmission Unit
Please Input the code of command to be excute(0-18): 8
input 8 Selectmtu option  prompt is as below:
(00)<68-1500> bytes
Please Input the code of command to be excute(0-0): 0
Select0 prompt is as below:

Please input a string:

input the specified IP MTU. <![endif]>

Enable IP Source Routing

The router examines IP header options on every packet. It supports the IP header options Strict Source Route, Loose
Source Route, Record Route, and Time Stamp, which are defined in RFC 791. If the router finds a packet with one of
these options enabled, it performs the appropriate action. If it finds a packet with an invalid option, it sends an ICMP
Parameter Problem message to the source of the packet and discards the packet. If it finds error in source routing process,
it will send and ICMP unreachable (source routing failed) message to the source host.

IP provides a provision alowing the source IP host to specify a route through the IP network. This provision is known as
source routing. Source routing is specified as an option in the IP header. If source routing is specified, the router forwards
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the packet according to the specified source route. This feature is employed when you want to force a packet to take a
certain route through the network. The default is to perform source routing.

You can enable IP sourceroute header options by performing the following command task in global configuration
directory:

‘ Command | Task

‘ ip source-route | Enable the IP sourceroute

[DEFAULT @router /config/#ip

Key Word:
U(undo) D(default) Q(quit)
(00)access-list Named access-list
(01)as-path BGP as-path access list definition
(02)community-list Community attribute list definition
(03)dhcp Configure DHCP parameters
(04)dhcp-server Specify address of DHCP server to use
(05)dhcpd Specify server parameter
(06)domain-list Domain name to complete unqualified host names
(07)domain-lookup Enable IP Domain Name System hostname tranglation
(08)fast-switch Fast switching configuration commands
(09)forward-protocol Controls forwarding of directed IP broadcasts
(10)host Add an entry to the IP host name-address table
(11)igmp IGMP global configuration
(12)loca Specify loca options
(13)mroute Configure static multicast routes
(14)multicast Global 1P Multicast Commands
(15)muilticast-routing Enable 1P multicast forwarding
(16)name-server Specify IP address of domain name server to use
(17)nat NAT configuration commands
(18)pim-dm PIM-DM globa commands
(19)prefix-list Prefix list definition
(20yradius RADIUS configuration commands
(21)route static route
(22)rsvp Configure RSV P information
(23)sourceroute Process packets with source routing header options
(24)tacacs Config TACACS+ information
(25)tcp Global TCP parameters
(26)telnet Specify telnet options
Please Input the code of command to be excute(0-26): 23

input 23  Select source-route option .<![endif]>

Allow IP Fast Exchange

IP Fast Exchange uses routing buffer memory to relay |P message. When relaying the first message to a certain destination,
the system will examine routing table and ralay the message with the route. And then the route will be kept in the routing
buffer memory. Afterwards messages received by this host will be relayed according to the route in buffer against query of
routing table. System won’t create routing buffer for ICMP messages or broadcasting messages in that generally these
messages won't be sent out continuoudly. If buffer memory is not enough to use, it will be deleted by timeout.
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Maybe Fast Exchange is not relevant to use for transmitting from high speed medium to low seed cable (64k or even
lower). Because it will quicken the transmitting speed with the result that messages overstock on the low speed interface
and more messages are discarded. In that case, |P Fast Exchange should be forbidden on the low speed interface System
will proportion load according to source address / destination address. If there are various network routes existing, Fast
Exchange ensures that messages with the same source address / destination address use the same route and that messages
with different source address / destination address use various route to transmit respectively, Thus the router proportion
the load.

Use commands below in interface configuration status to alow or forbid the Fast Exchange:

Command ‘ Purpose

ip route-cache Allow Fast Exchange (Relay IP messages with routing
buffer).

ip undo route-cache Forbid Fast Exchange and system will proportion the load
for each message.

In the prompt select ip option it will list al arguments.
U(undo) D(default) Q(quit)
(00)access-group Specify access control for packets
(13)route-cache Enable fast-switching cache for outgoing packets
Please Input the code of command to be excute(0-18): 13
input 13 Selectroute-cache option  prompt is as below:
(0O0)same-interface Enable fast-switching on the same interface
(01)<cr>
Please Input the code of command to be excute(0-1): 1
input 1 it will enable fast exchange.
If you select ip option in prompt please first input D or d the Select route-cache finaly Select 1 it will disable fast
exchange.

Allow I P Fast Exchange on the Same Interface

User can alow IP Fast Exchange on the same interface, i.e. the interface accepting and transmitting are the same interface.
Commonly we suggest that the function don’t be opened in that it collides with redirection function in the router. If you
have a network of incomplete connection such as frame relay, you can open this function on the frame relay interface. For
example, router A, router B and router C congtitute a frame relay network, but only the two partners AB and BC exist
physical link. Communications between A and C must be relayed by B: A B-C. B gets messages from A through a DLCI
on the interface and transmits them to C through another DL CI on the same interface.

Use command below in interface configuration status to allow | P Fast Exchange on the same interface:

‘ Command ‘ Purpose

ip route-cache same-interface Allow |P messages whose transmitting interface and
accepting interface are the same interface.

In the prompt select ip option it will list dl arguments.
(00)access-group Specify access control for packets

(13)route-cache Enable fast-switching cache for outgoing packets
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Please Input the code of command to be excute(0-18): 13

input 13 Selectroute-cache option  prompt is as below:

(0O0)same-interface Enable fast-switching on the same interface

(01)<cr>

Please Input the code of command to be excute(0-1): 0

input 0 it will alow fast exchange between messages whose sending interface identical with the receiving interface.
<![endif]>

Configure Performance Parameters

To tune IP performance, complete any of the tasks in the following sections.
Set the TCP Connection Attempt Time
Set the TCP Window Size

Configure the Waiting Time of TCP Connection

When router processes TCP connection, if the connection isn't set up after the waiting time of TCP connection, router will
consider that the connection fails and return this result to upper applications. User can configure the waiting time of TCP
connection and the default value is 75 s. This configuration is foreign to TCP connection and is concerned with TCP
connection set up by local router.

Use command below in global configuration status to configure waiting time of TCP connection.

| Command ‘ Purpose

ip tcp synwait-time seconds Set the amount of time that wait to attempt to establish a
TCP connection.

[DEFAULT @router /config/]#ip
(0O0)access-list Named access-list
(19)tcp Global TCP parameters
Please Input the code of command to be excute(0-20): 19
input 19 Selectsource-route option  prompt is as below:
(00)synwait-time Set time to wait on new TCP connections
(01)window-size TCP window size
Please Input the code of command to be excute(0-1): 0
input 0 Selectsynwait-time option  prompt is as below:
(00)<5-300> seconds wait time (default 75 seconds)
Please Input the code of command to be excute(0-1): 0
Select 0 and input the wait time. <![endif]>

Set the TCP Window Size
The default TCP window size is 2000 bytes. To change the default window size, use the following command in global
configuration directroy.

| Command | Purpose

| ip tcp window-size bytes | Set the TCP windows size.

[DEFAULT @router /config/]#ip
(0O0)access-list Named access-list
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(19)tcp Globa TCP parameters

Please Input the code of command to be excute(0-20): 19

input 19 Select source-route option  prompt is as below:
(00)synwait-time Set time to wait on new TCP connections
(O1)window-size TCP window size

Please Input the code of command to be excute(0-1): 1
input 1 Select window-size gption  prompt is as below:
(00)<1-65535> bytes Window size (default 2000)
Please Input the code of command to be excute(0-1): 0
Select0 and input the window size.  <![endif]>

5.5.3 Configure P over WANSs

Y ou can configure | P over X.25, Frame Relay, and PPP networks. To do this for X.25, PPP, or Frame Relay, configure the
address mappings as described in the appropriate chapters of the Wide-Area Networking Configuration Guide.
Monitor and Maintain the | P Network
To monitor and maintain your network, perform the tasks in the following sections:
Clear Caches, Tables, and Databases
Clear TCP Connection
Display System and Network Statistics
Display Debuging Information
Clear Caches, Tables, and Databases
You can remove al contents of a particular cache, table, or database. Clearing a cache, table, or database can become
necessary when the contents of the particular structure have become or are suspected to be invalid.

Use the following command to clear:

‘ Command ‘ Purpose I
‘ clear tcp statistics ‘ Clear TCP statistics. I
[DEFAULT @router /enablef]#clear
(00)arp-cache Clear the entire ARP cache
(09)tcp Clear a TCP connection or statistics

Please Input the code of command to be excute(0-11): 9
input 9 Select tcp option  prompt is as below:

(00)local Local host address/port
(O1)statistics TCP protocol statistics
(02)tch TCB address

Please Input the code of command to be excute(0-2): 1
input 1 Select statistics option it will clear TCP statistics.
Will you excute it? (Y/N)y

Clear TCP Connection
Use the following command to shut down a TCP connection.
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‘ Command | Purpose

clear tcp {local host-name port remote host-name port | | Clear specified TCP connection. (TCB
tch address} is TCP Control Block.)

[DEFAULT@router /enablef]#clear
(00)arp-cache Clear the entire ARP cache
(09)tcp Clear a TCP connection or statistics
Please Input the code of command to be excute(0-11): 9
input 9 Select tcp option  prompt is as below:

(00)local Local host address/port
(O1)statistics TCP protocol statistics
(02)tch TCB address

Please Input the code of command to be excute(0-2): 0
input 0 Select local option  and input the specified connection arguments, it will clear the specified TCP
connection.

Display System and Network Statistics

You can display specific statistics such as the contents of IP routing tables, caches, and databases. The resulting
information can be used to determine resource utilization and to solve network problems. Use any of the following
commands in privileged EXEC mode. See the "IP Services Commands' chapter for details about the commands listed in
these tasks:

| Command | Purpose

| show ip access-lists name | Display the contents of one or all current access lists.

| show ip cache [prefix mask] [type number] | Display the route cache for fast switching | P message.

| show ip sockets | Displays dl the 1P socket information of router.

| show ip traffic | Display IP protocol statistics.

| show tcp | Display information of all the TCP connecting status.
show tcp brief Display the simply information of TCP connection

status.
| show tcp statistics | Display TCP protocol statistics.
| show tcp tch | Display specified TCP connection status information.

Take the first command for an example.
[DEFAULT @router /enablef]#show
(OOyalias aias for command
(18)ip IP information
Please Input the code of command to be excute(0-45): 18
input 18,Select ip  prompt is as below:

(O0)access-lists List IP access lists
(O1)as-path-list Information of AS-Path list
(02)beigrp Show BEIGRP information
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Please Input the code of command to be excute(0-20): 0
input 0 Select access-listsoption  prompt is as below:
(OO)WORD Access-list name
<Cr>
Please Input the code of command to be excute(0-0): 0
input 0 SelectWORD option  prompt is as below:
Please input a string:word
input the list string
Will you excute it? (Y/N)y

Display Debuging Information

When there are some matters in network, you can get the debug information with debug commands.

Use commands below in management directory. About the detailed usage of these commands, please refer to the chapter
“IP Service Commands’.

Command Purpose

debug arp Display the interacting information of Address Resolution
Protocol (ARP).

debug ip icmp Display the interacting information of Internet Control
Messages Protocol (ICMP).

| debugip raw ‘ Display the received and transmitted |P message information.
| debug ip packet ‘ Display the interacting information of Internet Protocol (IP).
debugip tcp Display the interacting information of Transfer Control
Protocol (TCP).
debug ip udp Display the interacting information of User Datagram
Protocol (UDP).

Take the first command for an example.
[DEFAULT@router /enable/]#debug

(00)aaa Debug AAA process information
(01)arp IP ARP transactions
(02)backup debug backup information

Please Input the code of command to be excute(0-27): 1
input 1 Select arp option .

Will you excute it? (Y/N):y

[DEFAULT@router /enable/]#debug

Key Word:

U(undo) D(default) Q(quit)

(15)ip IP information

(16)job Debug job information

(17)12tp L2TP information

(18)lapb LAPB information

Please Input the code of command to be excute(0-32): 15 Selectip

Key Word:
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Q(quit)

(00)beigrp Trace BEIGRP information
(01)bgp trace BGP information

(02)dhcpd DHCP Server activity

(03)icmp ICMP transactions

(04)igmp IGMP protocol activity

(05)igmph IGMP protocol host activity
(06)mpacket IP multicast packet operations

(07)mroute-cache IP multicast route cache operations
(08)mrouting IP multicast routing table activity
(09)multicast Multicast services activity
(10)nat NAT debug commands

(11)olnk debug onlk

(12)ospf trace OSPF information

(13)packet 1P packet processing

(14)pim-dm Debug PIM-DM

(15)raw Raw IP packet received and sent

(16)rip trace RIP information

(17)rsvp RSVP packet processing

(18)rtp Rtp parameters

(19)tcp TCP information

(20)udp UDP transactions

Please Input the code of command to be excute(0-20):3
input 3 Select icmp

input 15 Select raw

input 13 Select packet

input 19 Select tcp

input 20 Select udp

Will you excute it? (Y/N):y

5.6 Filter IP Packets Task List
5.6.1 Filter 1P Packets

Packet filtering helps control packet movement through the network. Such control can help limit network traffic and
restrict network use by certain users or devices. To permit or deny packets from crossing specified interfaces, D-Link
provides access lists. You can use access lists in the following ways:
. To control the transmission of packets on an interface
. To control virtual terminal line access
o To restrict contents of routing updates
This section summarizes how to create |P access lists and how to apply them.
An IP access list is a sequentia collection of permission and forbiddance conditions that apply to |P addresses. The
D-Link 10S software tests addresses against the conditions in an access list one by one. The first match determines
whether the software accepts or rejects the address. Because the software stops testing conditions after the first match, the
order of the conditions is critical. If no conditions match, the software rejects the address.
The two main tasks involved in using access lists are as follows:
1. Create an access list by specifying an access list number or name and access conditions.
2. Apply the access list to interfaces.
Follwing chapters describe the handling of the two tasks in detail.
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5.6.2 Create Standard and Extended Access Lists

Creat IP access list by a character string
Note: the standard access list can not have the same name with the extended access list.
To create a standard access list, use one of the following commands in global configuration directory:

‘Step ‘ Command |

Purpose

‘1 ‘ip access-list standard name

| Use the name to define a standard | P access list.

deny {source [source-mask] | any}[log] or permit |In standard accesslist configuration mode, specify

2 { source [source-mask] | any}[log] one or more conditions alowed or denied. This
determines whether the packet is passed or dropped.
‘3 ‘Quit |Quit the access-list configuration mode.
Stepl
[DEFAULT @router /config/]#ip
(O0)access-list Named access-list
(O1)as-path BGP as-path access list definition
(02)community-list Community attribute list definition

Please Input the code of command to be excute(0-20): 0
input 0 Select access-list option  prompt is as below:
(O0)extended Extended Access List
(O1)standard Standard Access List
Please Input the code of command to be excute(0-1): 1
input 1 Select standard option  prompt is as below:
(OO)WORD Standard Access-list name
Please Input the code of command to be excute(0-0): 0
input 0 Select WORD option  prompt is as below:
Please input a string:
input the list sting.

Step2

Key

Word:

Q(quit)

(00)chinese help message in Chinese

(01)chmem Change memory of system

(02)connect Open a outgoing connection

(03)default restore default configuration

(04)deny Specify packets to reject

(05)disconnect Discoonect an existing outgoing network connection

Please Input the code of command to be excute(0-18): 4 (Selectdeny option )
If you Select permit Command, you can specify one or more allowance terms.

Inth

Key

e prompt  prompt is as below:
(00)any Any source host
(OLHA.B.CD Address to match

Please Input the code of command to be excute(0-1): O
Word:

Q(quit)

(0O)l

og logging packet
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(01)<cr>

Please Input the code of command to be excute(0-1): O
Key Word:

Q(quit)

(00)<cr>

Please Input the code of command to be excute(0-0): O
Will you excute it? (Y/N):y

To create an extended access list, use one of the following commands in global configuration mode:

Ster|

Command

‘ Purpose

’1_|ip access-list extended name

‘Use the name to define an extended |P access list

2 [{deny | permit} protocol source source-mask de(ln extended access-list configuration mode, specify one
destination-mask [precedence precedence] [t |conditions allowed or denied. This determines whether the |
[established] [log]{ deny | permit} protocol any ar|passed or dropped. (precedence indicates the priority of ip pac

indicates Type of Service)

3 |Quit Quit the access-list configuration mode.

Stepl

input ip Command prompt is as below:
(O0)access-list Named access-list
(O1)as-path
(02)community-list Community attribute

BGP as-path access list definition

list definition

Please Input the code of command to be excute(0-20): 0

input 0 Select access-list option
(00)extended
(01)standard

Extended Access List
Standard Access List

prompt is as below:

Please Input the code of command to be excute(0-1): 0

input 0 Select extended option
(00)WORD

prompt is as below:
Extended Access-list name

Please Input the code of command to be excute(0-0): 0

input 0 Select WORD option

prompt is as below:

Please input a string:.word (input extend access list string)

Step2

Key Word:

Q(quit)

(00)chinese help message in Chinese

(01)chmem Change memory of system

(02)connect Open a outgoing connection

(03)default restore default configuration

(04)deny Specify packets to reject

(05)disconnect Discoonect an existing outgoing network

connection

Please Input the code of command to be excute(0-18):4 (Select deny option )
If you Select permit Command, you can specify one or more allowance terms.
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Key Word:

U(undo) D(default) Q(quit)

(00)<0-255> An IP protocol number

(01)icmp Internet Control Message Protocol

(02)igmp Internet Gateway Message Protocol

(03)ip Internet Protocol

(04)ospf OSPF routing protocol

(05)tcp Transmission Control Protocol

(06)udp User Datagram Protocol

Please Input the code of command to be excute(0-6):3( Select corresponding protocol)
Step3

Key Word:

Q(quit)

(00)A.B.C.D Address to match

(01)any Any source host

Please Input the code of command to be excute(0-1): O
Please input a IP Address:192.168.1.2

Key Word:

Q(quit)

(00)A.B.C.D IP subnet mask

Please Input the code of command to be excute(0-0):0
Please input a IP Address:255.255.255.0

In the prompt input Q or q, exit from access list configuration.

After you initially create an access list, you place any subsequent additions (possibly entered from the terminal) at the end
of the list. In other words, you cannot select ively add access list command lines to a specific access list. However, you
can use permit(undo) and deny(undo) commands to remove entries from a named access list.

Note: When making the standard and extended access list, remember that, by default, the end of the
access list contains an implicit deny statement for everything if it did not find a match before reaching
the end. Further, with standard access lists, if you omit the mask from an associated IP host address
access list specification, 255.255.255.255 is assumed to be the mask.

After creating an access list, you must apply it to aline or interface, as shown in the following section, "Apply the Access
List to an Interface ".

5.6.3 Apply the Access List to an Interface

After you create an access list, you can apply it to one or more interfaces. Access lists can be applied on either outbound
or inbound interfaces.
Use the following command on configuring interface

‘ Command ‘ Purpose

‘ip access-group name{in | out} LAppIy the access list to interface

In the prompt select ip option ,it will list al arguments.

(00)access-group Specify access control for packets
(01)address IP address
(02)beigrp Enhanced Interior Gateway Routing Protocol
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Please Input the code of command to be excute(0-18): 0
input O Select access-group option  prompt is as below:
(OO)WORD Access-list name
Please Input the code of command to be excute(0-0): 0
input 0 Select WORD option  prompt is as below:
Please input a string:
input list string  then prompt is as below:
(00)in Inbound packets
(01)out Outbound packets
Please Input the code of command to be excute(0-1):
Select applying the access list to the interface.

The access list can be usad in inbound infterface and outbound interface. For inbound access lists, after receiving a packet,
the D-Link 10S software checks the source address of the packet against the access list. If the access list permits the
address, the software continues to process the packet. If the access list rejects the address, the software discards the packet
and returns an ICMP Host Unreachable message.

For outbound access lists, after receiving and routing a packet to a controlled interface, the software checks the source
address of the packet against the access list. If the access list permits the address, the software transmits the packet. If the
access list regjects the address, the software discards the packet and returns an ICMP Host Unreachable message.

If the specified access list dose not existed, the software will transmits all packets.
5.6.4 Extended Access List Examples

In the following example, the first line permits any incoming TCP connections with destination ports greater than 1023.

The second line permits incoming TCP connections to the SMTP port of host 130.2.1.2.
ip access-list extended aaa

permit tcp any 130.2.0.0 255.255.0.0 gt 1023
permit tcp any 130.2.1.2 255.255.255.255 eq 25
interface ethernet 1/0
ip access-group aaain

For another example of using an extended access list, suppose you have a network connected to the Internet, and you want
any host on an Ethernet to be able to form TCP connections to any host on the Internet. However, you do not want IP
hosts to be able to form TCP connections to hosts on the Ethernet except to the mail (SMTP) port of adedicated mail host.

SMTP uses TCP port 25 on one end of the connection and a random port humber on the other end. The same two port
numbers are used throughout the life of the connection. Mail packets coming in from the Internet will have a destination
port of 25. Outbound packets will have the port numbers reversed. The fact that the secure system behind the router
aways will be accepting mail connections on port 25 is what makes it possible to separately control incoming and
outgoing services.The access list can be configured on either the outbound or inbound interface.

In the following example, the Ethernet network is a Class B network with the address 130.20.0.0, and the mail host's
address is 130.20.1.2. The keyword established is used only for the TCP protocol to indicate an established connection. A
match occurs if the TCP datagram has the ACK or RST bits set, which indicate that the packet belongs to an existing
connection.

ip access-list aaa

permit tcp any 130.20.0.0 255.255.0.0 established

permit tcp any 130.20.1.2 255.255.255.255 eq 25
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interface ethernet 1/0
ip access-group aaa in
5.7 ConfigureRIP Task List

5.7.1 Configure RIP

This chapter describes how to configure RIP. For a complete description of the RIP commands in this chapter, refer to the
"RIP Commands" chapter of the Network Protocols Command Reference To locate documentation of other commands
that appear in this chapter, use the command reference master index or search online.

The Routing Information Protocol (RIP) is a relatively old but still commonly used IGP created for use in small,
homogeneous networks. It is a classical distance-vector routing protocol in RFC 1058.

RIP uses broadcast User Datagram Protocol (UDP) data packets to exchange routing information. Each router sends
routing information updates every 30 seconds; this process is termed advertising. If a router does not receive an update
from another router for 180 seconds or more, it marks the routes served by the nonupdating router as being unusable. If
thereis still no update after 120 seconds, the router removes al routing table entries for the nonupdating router.

The measure, or metric, that RIP uses to rate the value of different routes is the hop count. The hop count is the number of
routers that can be traversed in a route. A directly connected network has a metric of zero; an unreachable network has a
metric of 16. This small range of metrics makes RIP unsuitable as a routing protocol for large networks.

If the router has a default network path, RIP advertises a route that links the router to the pseudonetwork 0.0.0.0. The
network 0.0.0.0 does not exist; RIP treats 0.0.0.0 as a network to implement the default routing feature. Our routers wil |
advertise the default network if a default was learned by RIP, or if the router has a gateway of last resort and RIP is
configured with a default metric.

RIP sends updates to the interfaces in the specified networks. If an interface's network is not specified, it will not be
advertised in any RIP update.

D-Link router supports plain text and MD5 authentication, route summarization, classess interdomain routing (CIDR),
and variable-length subnet masks (VLSMs). For protocol-independent features, see the chapter "IP Routing
Protocol-1ndependent Commands” in this document.

5.7.2 RIP Configuration Task List

To configure RIP, complete the tasks in the following sections. Y ou must enable RIP. The remaining tasks are optional.
1. EnableRIP

Allow Unicast Updates for RIP

Apply Offsets to Routing Metrics

Adjust Timers

Specify aRIP Version

Enable RIP Authentication

Disable Route Summarization

Disable the Validation of Source IP Addresses

. Enable or Disable Split Horizon

10. Configure RIP Example

11. Split Horizon Example

© N O~ WD

5.7.3 Enable RIP

To enable RIP, use the following commands, starting in global configuration directory:
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‘ Step | Command Purpose
Enable a RIP routin hich pl i
1 ST S _ : ing process, which places you in
router configuration mode.
Hetwork networkenumber Associate a network number with a RIP routing
2 <network-mask> process.
Stepl
input router Command it will list al arguments.
(OO)beigrp Enable BEIGRP (compatible with eigrp)
(01)bgp Enable Border Gateway Protocol (BGP)
(02)ospf Enable Open Shortest Path First (OSPF)
(O3)rip Enable Routing Information Protocol (RIP)

Please Input the code of command to be excute(0-3): 3 (Select rip option )
Will you excute it? (Y/N):y
Step2
Key Word:
Q(quit)
(00)auto-summary Config automatic network number summarization
(01)chinese help message in Chinese
(02)chmem Change memory of system
(03)connect Open a outgoing connection
(O4)default restore default configuration
(O5)default-information Control distribution of default information
(06)default-metric Set metric of redistributed routes
(07)disconnect Discoonect an existing outgoing network connection
(08)distance Set administrative distance
(09)english help message in English
(10)exit exit / quit
(1D)filter Set route filter to the networks in routing updates
(12)help Description of the interactive help system
(13)history look up history
(14)input-queue Specify input queue depth
(15)interface interface configuration
(16)neighbor Specify a neighbor router
(17)network enable RIP on an IP network
(18)no negate configuration
(19)offset Add offset for RIP routes
(21)redistribute Redistribute information from another protocol
(22)resume Resume an active outgoing network connection
(23)router routing protocol configuration
(24)show show configuration and status
(25)telnet Open a telnet connection
(26)timers Adjust routing timers
(27)validate-update-source whether to validate-update-source
(28)version Set routing protocol version
(29)where display al outgoing telnet connection
Please Input the code of command to be excute(0-29): 17  (Select network option )
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Key Word:

U(undo) D(default) Q(quit)

(00)A.B.C.D Network number

Please Input the code of command to be excute(0-0):0
(0O)A.B.C.D Network number
Please Input the code of command to be excute(0-0): 0
input 0 Select A.B.C.D option  prompt is as below:
Please input a IP Address 192.168.1.8 input network number
(0O)A.B.C.D Network mask
(0D)<cr>
Please Input the code of command to be excute(0-1): 0
Please input a IP Address:255.255.255.0  input mask

5.7.4 Allow Unicast Updates for RIP

Because RIP is normally a broadcast protocol, in order for RIP routing updates to reach nonbroadcast networks, you must
configure the D-Link 10S software to permit this exchange of routing information. To do so, use the following command
in router configuration directory:

‘ Command | Purpose
neighbor ip-address Define a neighboring router with which to
exchange routing information.
Key Word:
Q(quit)

(00)auto-summary Config automatic network number summarization
(01)chinese help message in Chinese
(02)chmem Change memory of system
(03)connect Open a outgoing connection
(O4)default restore default configuration
(O5)default-information Control distribution of default information
(O6)default-metric Set metric of redistributed routes
(07)disconnect Discoonect an existing outgoing network connect ion
(08)distance Set administrative distance
(09)english help message in English
(10)exit exit / quit
(1D)filter Set route filter to the networks in routing upd ates
(12)help Description of the interactive help system
(13)history look up history
(14)input-queue Specify input queue depth
(15)interface interface configuration
(16)neighbor Specify a neighbor router
Please Input the code of command to be excute(0-29): 16  (Select neighbor option )
(0O)A.B.C.D gateway |P address
Please Input the code of command to be excute(0-0): 0
Please input a IP Address:192.168.1.8(input 1P )

In addition, to control the set of interfaces with which you want to exchange routing updates, you can disable the sending
of routing updates on specified interfaces by configuring the ip rip passive command. See the discussion on filtering in
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the "Filter Routing Information" section in the "Configuring |P Routing Protocol-Independent Commands' chapter.
5.7.5 Apply Offsetsto Routing Metrics

An offset list is the mechanism for increasing incoming and outgoing metrics to routes learned via RIP. This is done to
provide a loca mechanism for increasing the value of routing metrics. Optionally, you can limit the offset list with either
an access list or an interface. To increase the value of routing metrics, use the following command in router configuration
mode:

Command ‘ Purpose

offset-list  [interface-type number]|*  {inlout} Apply an offset to routing metrics.
access-list-name offset

Key Word:

Q(quit)

(15)interface interface configuration

(16)neighbor Specify a neighbor router

(17)network enable RIP on an I P network

(18)no negate configuration

(19)offset Add offset for RIP routes

(2Dredistribute Redistribute information from another protocol
(22)resume Resume an active outgoing network connection

Please Input the code of command to be excute(0-29): 19  (Select offset option )
(00)* All interface
(O1)interface-name
Please Input the code of command to be excute(0-1): 1(Select interface-name)
Please input a interface name:
input interface type and number prompt is as below:
(00)in adding offset for incoming routing updates
(01)out adding offset for outgoing routing updates
Please Input the code of command to be excute(0-1):
input 0 Select inbound input 1 Select outbound then prompt is as below:
(0O)WORD Name of IP access list
Please Input the code of command to be excute(0-0): 0
input 0 Select WORD option  prompt is as below:
Please input a string:word( input string )
(00)<0-16> Offset
Please Input the code of command to be excute(0-0): 0
Please input a digital number:Please input a string:2(input offset)

5.7.6 Adjust Timers

Routing protocols use severa timers that determine such variables as the frequency of routing updates, the length of time
before a route becomes invalid, and other parameters. Y ou can adjust these timers to tune routing protocol performance to
better suit your internetwork needs.

It dso is possible to tune the IP routing support in te software to enable faster convergence of the various IP routing
agorithms, and, hence, quicker falback to redundant routers. The total effect is to minimize disruptions to end users of
the network in situations where quick recovery is essential. To adjust the timers, use the following commands in router
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configuration mode;

‘ Command ‘ Purpose
‘ timers holddown value ‘ How long (Unit: second) to delete a route from route table.
timers expire value How long (Unit: second) the route to be advertised as
invaidation.
timers update value Transmit the frequency of route update (interval of transmit
update, unit: second)

Take the first command for an example.
In the prompt select timers option  prompt is as below:

(00)holddown holddown interva
(01)expire expire interva
(02)update interval of routing updates

Please Input the code of command to be excute(0-2): 0

input 0 Select holddown option  prompt is as below:
(00)<1-4294967295> interval (in second)

Please Input the code of command to be excute(0-0): 0

Please input a digital number:Please input a string:5(input time value)

5.7.7 Specify a RIP Version

D-Link router RIP version 2 supports authentication, key management, route summarization, classless interdomain routing
(CIDR), and variable-length subnet masks (VLSMs).

By default, the software receives RIP Version 1 and Version 2 packets, but sends only Version 1 packets. You can
configure the software to receive and send only \ersion 1 packets. Alternatively, you can configure the software to receive
and send only Version 2 packets. To do so, use the following command in router configuration mode:

‘ Command ‘ Purpose

version {1 2} Configure the router to receive and send only RIP Version 1 or
only RIP Version 2 packets.

In the prompt select version option  prompt is as below:
(00)1 only version 1 RIP
(01)2 only version 2 RIP
Please Input the code of command to be excute(0-1):
Select RIP version .

The preceding task controls the default behavior of RIP. You can override that behavior by configuring a particular
interface to behave differently. To control which RIP version an interface sends, use one of the following commands in
interface configuration mode:

Command Purpose

ip rip send version 1 Configure an interface to send only RIP
Version 1 packets.

ip rip send version 2 Configure an interface to send only RIP
Version 2 packets.

ip rip send version compatibility Broadcast RIP-2 update message
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In the prompt select ipoption  prompt is as below:
(00)access-group Specify access control for packets
(22)rip set RIP parameter for this port
Please Input the code of command to be excute(0-18): 12(Select rip option )
(OQ)authentication Enable authentication mode
(05)send Advertisement transmission in the interface
Please Input the code of command to be excute(0-6): 5(Select send option )
(OO)version send version control
Please Input the code of command to be excute(0-0): 0
input 0 Select version option  prompt is as below:
(00)1 Send version 1 update
(01)2 Send version 2 update
(02)compatibility version 2 update are broadcast
Please Input the code of command to be excute(0-2):
input O then interface will only send RIP-1 packets.
input 1 then interface will only send RIP-2 packets.
input 2 then interface will broadcast RIP-2 updating messages.

Similarly, to control how packets received from an interface are processed, use one of the following commands in
interface configuration mode:

Command Purpose

ip rip receiveversion 1 Configure an interface to accept only RIP
Version 1 packets.

ip rip receive version 2 Configure an interface to accept only RIP
Version 2 packets.

ip rip receiveversion 1 2 Configure an interface to accept either RIP
Version 1 or 2 packets.

5.7.8 Enable RIP Authentication
RIP Version 1 does not support authentication. If you are sending and receiving RIP Version 2 packets, you can enable RIP

authentication on an interface.

We support two modes of authentication on an interface for which RIP authentication is enabled: plain text authentication
and MD5 authentication. The default authentication in every RIP Version 2 packet is plain text authentication.

Note: Do not use plaintext authentication in RIP packets for security purposes, because the unencrypted
authentication key is sent in every RIP Version 2 packet. Use plain text authentication when security

is not an issue, for example, to ensure that misconfigured hosts do not participate in routing.

To configure RIP plain text authentication, use the following commands in interface configuration mode:

‘ Step | Command ‘ Purpose

‘ 1 | ip rip authentication simple ‘ Enable RIP authentication
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2 ip rip password [string] Configure the interface to use plain text
authentication

Stepl
In the prompt select ip option  prompt is as below:
(00)access-group Specify access control for packets

(22)ip set RIP parameter for this port

Please Input the code of command to be excute(0-18): 12(Select rip option )

(O0)authentication Enable authentication mode
(01)message-digest-key Config md5 authentication key and key-id
(02)passive Only receive Update in the interface

Please Input the code of command to be excute(0-6): 0

input 0 Select authentication prompt is as below:
(00)message-digest Use message-digest authentication
(0OD)smple Use simple authentication

Please Input the code of command to be excute(0-1): 1

input 1 Select simple option enable authentication.

Step2

In the prompt select ip option  prompt is as below:
(00)access-group Specify access control for packets
(22)rip set RIP parameter for this port

Please Input the code of command to be excute(0-18): 12
input 12 Select rip option  prompt is as below:

(O0)authentication Enable authentication mode
(01)message-digest-key Config md5 authentication key and key-id
(02)passive Only receive Update in the interface
(03)password Config simple authentication password

Please Input the code of command to be excute(0-6): 3

input 3 Select password prompt is as below:

(OO)WORD Authentication key(16 char)
Please Input the code of command to be excute(0-1): 0

input 1 Select WORD option  prompt is as below:

Please input a string:

input string  specify the interface use plaintext authentication.

To configure RIP MD5 authentication, use the following commands in interface configuration mode:

‘ Step | Command ‘ Purpose

‘ 1 | ip rip authentication message-digest ‘ Enable RIP authentication

ip rip message-digest-key [key-1D] md5 [key] Configure the interface to use MD5 digest

2
authentication

214



Command Line Interface Reference Manual

5.7.9 Disable Route Summarization

RIP Version 2 supports automatic route summarization by default. The software summarizes subprefixes to the classful
network boundary when crossing classful network boundaries.

If you have a disconnected subnet, you should disable automatic route summarization to advertise the subnet. When route
summarization is disabled, the software transmits subnet and host routing information across classful network boundaries.
To disable automatic summarization, use the following command in router configuration mode:

‘ Command ‘ Purpose I

‘ auto-summary (undo) ‘ Disable automatic summarization I

5.7.10 Disable the Validation of Source |P Addresses

By default, the software validates the source IP address of incoming RIP routing updates. If that source address is not
valid, the software discards the routing update.

You might want to disable this feature if you have a router that is "off network” and you want to receive its updates.
However, disabling this feature is not recommended under normal circumstances. To disable the default function that
validates the source | P addresses of incoming routing updates, use the following command in router configuration mode:

‘ Command ‘ Purpose

Disable the validation of the source IP address of incoming RIP

validate-update-sour ce (undo) ;
routing updates.

5.7.11 Enable or Disable Split Horizon

Normally, routers that are connected to broadcast-type IP networks and that use distance-vector routing protocols employ
the split horizon mechanism to reduce the possibility of routing loops. Split horizon blocks information about routes from
being advertised by a router out of any interface from which that information originated. This behavior usualy optimizes
communications among multiple routers, particularly when links are broken. However, with nonbroadcast networks (such
as Frame Relay and SMDS), situations can arise for which this behavior is less than ideal. For these situations, you might
want to disable split horizon.

If an interface is configured with secondary IP addresses and split horizon is enabled, updates might not be sourced by
every secondary address. One routing update is sourced per network number unless split horizon is disabled.

To enable or disable split horizon, use one of the following commands in interface configuration mode:

‘ Command ‘ Purpose
‘ ip rip split-horizon ‘ Enable split horizon
‘ ip (undo) rip split-horizon ‘ Disable split horizon

In the prompt Select ip option  prompt is as below:
U(undo) D(default) Q(quit)
(00)access-group Specify access control for packets
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(22)rip set RIP parameter for this port

Please Input the code of command to be excute(0-18): 12
input 12 Select rip option  prompt is as below:

(O0)authentication Enable authentication mode
(01)message-digest-key Config md5 authentication key and key-id
(02)passive Only receive Update in the interface
(06)split-horizon set split horizon for this port

Please Input the code of command to be excute(0-6): 6

input 0 Select split-horizonxun option ,then enable split-horizon.

If you In the prompt Select ip option please first Select U or u then Select rip option and split-horizon option  then
it will disable split-horizon.

As it to point-to-point interfaces, split horizon is enabled by default; As it to point-to-multipoint, split horizon is diabled
by defaullt.

See the " Split Horizon Examples” section at the end of this chapter for examples of using split horizon.

Note: In general, changing the state of the default is not recommended unless you are certain that
your application requires making a change in order to advertise routes properly. Remember: If split
horizon is disabled on a serial interface (and that interface is attached to a packet-switched network),
you must disable split horizon for all routers in any relevant multicast groups on that network.

5.7.12 Monitor and Maintain RIP

In Monitoring and maintaining RIP, you can some network statistics, such as. RIP parameters, network usage, rea time
tracing of network communicating and so on. Such information will assist you to examine the network usage so that you
can resolve network problems. Y ou can also acquaint the reachability of network nodes.

Use these commands in management directory to show severa statistics:

input show Command prompt is as below:
(00)alias alias for command
(18)ip IP information
Please Input the code of command to be excute(0-45): 18
input 18 select ip option  prompt is as below:
(00)access-lists List IP access lists

(1drip Routing Information Protocol (RIP)

Please Input the code of command to be excute(0-20): 14
input 14 Select rip option  prompt is as below:

(00)database rip route
(01)protocol rip protocol
(02)<cr> show current status of RIP protocol

Please Input the code of command to be excute(0-2):
input 0 display all RIP routes
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input 1 display RIP concerned information
input 2 display RIP current status.
You can also use following commands in management directory to trace the routing information:

Command Purpose

Trace the routing information, such as RIP route adding in routing
debug ip rip database | table, deleting route from routing table, route changing and so on.

L Trace RIP messages.
debug ip rip protocol

5.7.13 RIP Configuration Examples

This section contains RIP split horizon configuration examples:
RIP basic configuration
Two routers of 17 series, configuring as below:
Router A
interface ethernet 1/1
ip address 192.168.20.81 255.255.255.0
!
interface loopback 0
ip address 10.1.1.1 255.0.0.0
!
router rip
network 192.168.20.0
network 10.0.0.0
!
Router B
interface ethernet 1/1
ip address 192.168.20.82 255.255.255.0
interface loopback 0
ip address 20.1.1.1 255.0.0.0
!
router rip
network 192.168.20.0
network 20.0.0.0
!
5.8 Configure BEIGRP Dynamic Route Protocol
This section will describes the configuring process of BEIGRP dynamic route protocol.

5.8.1 Brief Introduction of BEIGRP Route Protocol

BEIGRP uses the same distance vector algorithm:
e Router will make the routing policy only depending on the information supported by directly connected
neighbor;
e Router will only provide its routing information to directly connecting neighbors.
But there are some primary differences between BEIGRP and metric, which make BEIGRP has more advantages:
e BEIGRP will keep all routes in topology-list sent from all neighbors but not only optimal routes got so far;
e BEIGRP is able to process query when there’s no destination address or replacing route, so the convergence
rate of BEIGRP can match one in optimal link status protocol.
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DUAL (Diffused Upate Algorithm) is the key to the advantages of BEIGRP over other traditional metric routing protocols.
It always works actively so that BEIGRP is able to query to neighbors when there's no destination address or replacing
route. Because summary is active but not passive (passively wait for route overtime), so the summary speed of BEIGRP is
high.

BEIGRP is a special transfer protocol designed for the request of EIGRP and is built on IP. It meets BEIGRP demands
below:
e Dynamically find out the appearance of new neighbors and disapperance of dd neighbors through Hello
messages.
e  So the datas and the transmission are both reliable
e  Transfer protocol allows unicast and multicast.
e Transfer protocol per se can accommodate to the variety of network terms and the variety of neighbor
response.
e  BEIGRP can confine its bandwidth-percent according to demand.

5.8.2 BEIGRP Configuration Task List

To configure BEIGRP, perform the tasks described in the following sections. The tasks in the first section are required; the
tasks in the remaining sections are optiona:

Enable BEIGRP

Configure the Percentage of Link Bandwidth Used

Adjust the BEIGRP Caculating Coefficient of Metrics

Apply offset-list to Adjust Routing Metrics

Disable Route Automatic Summarization

Customize Route Summarization

Configure BEIGRP Protocol-Independent Parameters

Monitor and Maintain BEIGRP

5.8.3 Enable BEIGRP

To create a BEIGRP routing process, perfor the following commands in order:

Step |Command Purpose
1 router beigrp as-number Enable an BEIGRP routing process in global
configuration mode.
2 network network-number Associate networks with an BEIGRP routing
network-mask process in router configuration mode.

[DEFAULT@Router /config/J#router

Key Word:

U(undo) D(default) Q(quit)

(00)beigrp  Enable BEIGRP (compatible with eigrp)

(01)bgp Enable Border Gateway Protocol (BGP)
(02)ospf Enable Open Shortest Path First (OSPF)
(03)rip Enable Routing Information Protocol (RIP)

Please Input the code of command to be excute(0-3): 0

input 0 Select beigrp option
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Key Word:

Q(quit)

(00)<1-65535> BEIGRP AS Number

Please Input the code of command to be excute(0-0): 0

input 0 Select <1-65535> option
Please input a digital number:Please input a string:23

Note: Here input BEIGRP program amount 23 is only an example..
Will you excute it? (Y/N):y

Key Word:

Q(quit)

(00)auto-summary Config automatic network number summarization
(01)beigrp config beigrp

(02)chinese help message in Chinese

(03)chmem Change memory of system

(04)default restore default configuration
(05)default-metric Set metric of redistributed routes
(06)distance Set administrative distance

(07)english help message in English

(08)exit exit / quit

(09)Filter Set route filter to the networks in routing upd
ates

(10)help Description of the interactive help system
(1Dhistory look up history

(12)interface interface configuration

(13)metric Modify BEIGRP routing metrics and parameters
(14)network Enable BEIGRP on an IP network

(15)no negate configuration

(16)offset Add offset for BEIGRP routes

(18)redistribute Redistribute information from another protocol
(19)router routing protocol configuration

(20)show show configuration and status

(2D)timers Adjust routing timers

Please Input the code of command to be excute(0-21): 14
Select network

Key Word:

U(undo) D(default) Q(quit)

(00)A.B.C.D Network number

Please Input the code of command to be excute(0-0): 0
input 0 Select A.B.C.D option

Please input a IP Address:192.168.19.80

Note:here input IP  192.168.19.80 is only an example..
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Key Word:

Q(quit)

(00)A.B.C.D Network mask
(01)<cr> <cr>

Please Input the code of command to be excute(0-1):0

input 0 Select A.B.C.D option

Please input a IP Address:255.255.0.0

Note:here input mask address 255.255.0.0 is only an example..
Will you excute it? (Y/N):y

After the upper configurations, BEIGRP will start to function on al interfaces belonging to this segment. It will find out
new neighbors through Hello and process initial routing exchange through Update.

5.8.4 Configure the Percentage of Link Bandwidth Used

By default, BEIGRP packets consume a maximum of 50 percent of the link bandwidth. Y ou might want to change that
value if a different level of link utilization is required, or if the configured bandwidth does not match the actua link
bandwidth and you want to adjust actua bandwidth of BEIGRP by command. To configure the percentage of bandwidth,
use the following command in interface command of global configure directory:

Command Purpose

ip bepbandwidth-per cent percent Configures the maximun percentage of bandwidth that
may be used by BEIGRP on an interface.

[DEFAULT@Router /config/J#interface

Key Word:

U(undo) D(default) Q(quit)
(00)FastEthernet FastEthernet interface

(01)Ethernet Ethernet interface
(02)Serial Serial interface
(03)Async Asynchronous interface
(04)Null Null interface
(05)Loopback Loopback interface
(06)Tunnel Tunnel interface
(07)Dialer Dialer interface
08)Multilink Multilink-group interface

(09)Virtual-template Virtual template interface

(10)Virtual-tunnel  Virtual tunnel interface

Please Input the code of command to be excute(0-10): 0

Note:here input interface type FastEthernet is only an example..

Please input a interface name:f0/0

Note:here input interface name T0/0 is only an example..

Will you excute it? (Y/N):y
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Key Word:

Q(quit)

(18)history look up history
(19)interface interface configuration
(20)ip IP configuration commands
(21)keepalive Enable keepalive

Please Input the code of command to be excute(0-35):20 Select IPCommand

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets

(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts
(04)fast-switch Fast-Switch interface commands

(18)unnumbered Enable IP processing without an explicit address
(19)unreachables Enable sending ICMP Unreachable messages
Please Input the code of command to be excute(0-19): 2

input2 Select beigrp option

Key Word:

Q(quit)

(00)bandwidth-percent Set BEIGRP bandwidth limit
(0D)hello-interval Configures BEIGRP hello interval
(02)hold-time Configures BEIGRP hold time

(03)passive Suppress routing updates on an interface
(04)split-horizon Perform split horizon

(05)summary-address Perform address summarization
Please Input the code of command to be excute(0-5): 0

input 0 Select bandwidth-percent option

Key Word:

Q(quit)

(00)<1-999999> Maximum bandwidth percentage that BEIGRP may use
Please Input the code of command to be excute(0-0): 0

input 0 Select <1-999999> option

Please input a digital number:Please input a string:23

Note:here input the maximum bandwidth percents 23 is only an example..

Will you excute it? (Y/N):y
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5.8.5 Adjusting the BEIGRP Calculating Coefficient of Metrics

Sometimes you need to adjust the BEIGRP calculating coefficient of metrics to finaly effect the route select ing policy.
Although BEIGRP default calculating coefficient have been carefully select ed to provide excellent operation in most
networks, you need to adjust the BEIGRP calculating coefficient. Adjusting BEIGRP cal culating coefficient of metric can
dramatically affect network performance, so the operation should be handled by the experienced engineer.

‘ Command ‘ Purpose

metric weights k1 k2 k3 k4 k5 Adjusts the BEIGRP calculating
coefficient of metrics

Sdect metric

Key Word:

U(undo) D(default) Q(quit)

(00)weight Modify BEIGRP metric coefficients

Please Input the code of command to be excute(0-0): 0

input 0 Select weight option

Key Word:

Q(quit)

(00)<0-4294967295> K1

Please Input the code of command to be excute(0-0): 0
input 0 Select <0-4294967295> option

Please input a digital number:Please input a string:20
Note:here input coefficient K1 20 is only an example..
Key Word:

Q(quit)

(00)<0-4294967295> K2

Please Input the code of command to be excute(0-0): 0
input 0 Select <0-4294967295> option

Please input a digital number:Please input a string:30
Note:here input coefficient K2 30 is only an example..
Key Word:

Q(quit)

(00)<0-4294967295> K3

Please Input the code of command to be excute(0-0): 0

input 0 Select <0-4294967295> option
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Please input a digital number:Please input a string:40

Note:here input coefficient K3 40 is only an example..

Key Word:

Q(quit)

(00)<0-4294967295> K4

Please Input the code of command to be excute(0-0): 0

input 0 Select <0-4294967295> option

Please input a digital number:Please input a string:50

Note:here input coefficient K4 50 is only an example..

Key Word:

Q(quit)

(00)<0-4294967295> K5

Please Input the code of command to be excute(0-0): 0

input 0 Select <0-4294967295> option

Please input a digital number:Please input a string:60

Note:here input coefficient K5 60 is only an example..

Will you excute it? (Y/N):y

5.8.6 Apply offset to Adjust Routing Metrics

With offset-list we can add dl ingress and egress routes or the compound metric of some routes thereinto meeting the
demand. The purpose we do that for is to finaly affect the routing result and make it meet our expectations. In course of
configuration you can specify accesslist or application interface in offset-list as your demand in command to confirm the
routes which need operation of adding offsets. Please ook at commands below:

‘ Command

‘ Purpose

‘offset-list {type number | *} {in |out} accesslist-name offset

Apply an offset-list

In the directory of configuring beigrp routing select offset
Key Word:

U(undo) D(default) Q(quit)

(00) interface-name

(0D)* All interface

Please Input the code of command to be excute(0-1): OPlease input a interface name:f0/0

Notehereinput interfacename  fO/Oisonly an example..
Key Word:

Q(quit)

(00)in Filter incoming routing updates
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(01)out Filter outgoing routing updates

Please Input the code of command to be excute(0-1): 0

Note:here you can Select according to you demands  inindicats applying access list to inbound routes, out indicats applying
access list to outbound routs. Here select inisonly an example..

Key Word:

Q(quit)

(O0)WORD  Name of access-list

Please Input the code of command to be excute(0-0): 0

input 0 Select WORD option .

Please input a string:name

Note:here input the access list name name is only an example..
Key Word:

Q(quit)

(00)<0-2147483647> -- of fset

Please I nput the code of command to be excute(0-0): 0

Pleaseinput astring:23

input an offset 23 isonly an example.

Will you excuteit? (Y/N):y

5.8.7 Disabling Route Automatic Summarization

BEIGRP Route Auto-summary differs from other dynamic routing protocols and it obeys rules below:

e  When a BEIGRP process defines multiple networks, summary route of a network will be created as long as the
network has a subnet in BEIGRP topology-list.

e The created summary route will point to interface NullO and have the minimal metric in all subnets of the
network having summary route. Summary route will also be inserted into main IP routing table and its
management metric is 5 (non-configured).

e  When the router transmitting update to a neighbor of different IP network, subnetsin rule 1 and rule 2 will be
canceled and only summary route will be transmited.

e  Subnet in any network not listed in definition of BEIGRP process won't be summed up.

In some cases you may want to inform every particular route to neighbors, here you can use command below:

‘ Command ‘ Purpose

‘(undo) auto-summary ‘Disables route automatic summarization.

In the directory of configuring beigrp route Select U(undo),
Key Word:

Q(quit)
(00)auto-summary Config automatic network number summarization
(01)beigrp config beigrp

Please Input the code of command to be excute(0-21): O
Will you excute it? (Y/N):y

5.8.8 Customize Route Summary

When route auto-summary car't meet the requirement, you can configure route summary on every interface of processing
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BEIGRP and appoint the objective network of processing summary. Interface configured with summary won't send any
particular updating information belonging to subnets in this summary network segment, and other interfaces won't be
affected.

Here the summary opration will obey rules below:

e After aninterface is configured with summary, summary route of a network will be created as soon as this
network has a least one subnet in BEIGRP topology list.

e  The created summary route will point to interface NullO and have the minimal metric in al particular routes
contained in summary route. Summary route will also be inserted in main IP routing table and its administrate
distance is 5 (hon-configured).

e When the router transmitting update on interface configured with summary, particular routes belonging to
summary segment will be canceled and the update sent to other interfaces won't be affected.

‘ Command ‘ Purpose

‘ip beigrp process id summary-address address mask ‘Configure routing summary on interface.

[DEFAULT@Router /config/J#interface

Key Word:

U(undo) D(default) Q(quit)
(0O0)FastEthernet FastEthernet interface

(01)Ethernet Ethernet interface
(02)Serial Serial interface
(03)Async Asynchronous interface
(0O4)Null Null interface
(05)Loopback Loopback interface
(06)Tunnel Tunnel interface
(07)Dialer Dialer interface
(08)Multilink Multilink-group interface

(09)Virtual-template Virtual template interface
(10)Virtual-tunnel Virtual tunnel interface

Please Input the code of command to be excute(0-10): 0
input 0 Select FastEthernet option

Please input a interface name:f0/0

Note:here input interface name ,f0/0 is only an example..
Will you excute it? (Y/N):y

Key Word:

Q(quit)

(17)help Description of the interactive help system
(18)history look up history

(19)interface interface configuration

(20)ip IP configuration commands

(21)keepalive Enable keepalive

Please Input the code of command to be excute(0-35):20(Select IPCommand)
Key Word:

U(undo) D(default) Q(quit)

(00)access-group  Specify access control for packets
(01)address IP address
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(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts
(04)fast-switch Fast-Switch interface commands

(18)unnumbered Enable IP processing without an explicit address
(19)unreachables Enable sending ICMP Unreachable messages

Please Input the code of command to be excute(0-19):2

input 2 Select beigrp option

Key Word:

Q(quit)

(00)bandwidth-percent Set BEIGRP bandwidth limit
(0D)hello-interval Configures BEIGRP hello interval
(02)hold-time Configures BEIGRP hold time

(03)passive Suppress routing updates on an interface
(04)split-horizon Perform split horizon

(05)summary-address Perform address summarization

Please Input the code of command to be excute(0-5): 5

input 5 Select summary-address option

Key Word:

Q(quit)

(00)A.B.C.D  IP Address

Please Input the code of command to be excute(0-0): O

input 0 Select A.B.C.D option

Please input a IP Address:192.168.18.90

Note:here input summaryroute  Purpose 192.168.18.90 is only an example..
Key Word:

Q(quit)

(00)A.B.C.D  Network mask

Please Input the code of command to be excute(0-0): 0

input 0 Select A.B.C.D option

Please input a IP Address:255.255.0.0

Note:here input network mask of the summary route  255.255.0.0isonly an example..
Will you excute it? (Y/N):y

5.8.9 Configure Other BEIGRP Parameters

To adapt different network terms, to make BEIGRP more valid and function more efficiently, we may also be required to
adjust some parameters below:

e Adjust BEIGRP with the interval of sending hello message and the overtime of neighbor life.

e Inactivate leve division

5.8.10 Adjusting the BEIGRP Send Hello Packets Interval and Neighbor Out-time

Three objects required for BEIGRP hello protocol to achieve correct BEIGRP operation:;
e It canfind out new neighbors. Neighbor finding is automatic and without other manual configuration.
e It will validate the configurations of neighbors and alow communicating with only the neighbors configured
with compatible mode.
e It will continuously monitor the availability of neighbors and detect the disappearance of neighbors.
Router will transmit hello multicast messages on all interfaces processing BEIGRP. Every router supporting BEIGRP will
accept these multicast messages and then find out its neighbors.
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Hello protocol detects disappearance of neighors through two timers. Hello interval specifies the frequency of sending
BEIGRP hello message on interface in router. And hold timer specifies the time the router will wait for communicating
datas from a specia neighbor and after the time the neighbor will be annouced dead. We provide that hold timer should be
reset at every time when the router receives any kind of BEIGRP message from neighbor router.

Different default values of hello timer are used in networks of different types or different bandwidths:

Interface Type Packing Hello Timer Hold Timer
(second) (second)
LAN Interface ’ Random ‘ 5 ‘ 15
WAN Interface | HDLC or PPP 5 |15
| NBMA interface, bandwith<= T1 60 | 180
| NBMA interface, bandwith > T1 5 |15
Point-to-point subinterface on NBMA 5 15
interface

In Hello protocol the different default values of timers will cause the result that the BEIGRP neighbors connecting same
IP subnet use different hello and hold timers. To resolve this problem, in hello messages of every router hold timer should
be specified. Here every BEIGRP router uses hold timer specified in hello messages of its neighbor to judge the timeout
of this neighbor. Thus we make the error detect timers of different neighbors present in different stations of the same
WAN nephogram. But in some specia cases the default values of timers can't meet our demands. So you can use
command below if you want to adjust the interval of sending hello message:

‘ Command | Purpose

‘ip bephello-interval seconds |Adjust the interval of sending hello message on the interface.

In the directory of configuring interface Command Select ip Command
Key Word:

U(undo) D(default) Q(quit)

(00)access-group  Specify access control for packets

(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts
(04)fast-switch Fast-Switch interface commands

(18)unnumbered Enable IP processing without an explicit address
(19)unreachables Enable sending ICMP Unreachable messages

Please Input the code of command to be excute(0-19):2

input 2 Select beigrp option

Key Word:

Q(quit)

(00)bandwidth-percent Set BEIGRP bandwidth limit
(01)hello-interval Configures BEIGRP hello interval
(02)hold-time Configures BEIGRP hold time

(03)passive Suppress routing updates on an interface
(04)split-horizon Perform split horizon
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(05)summary-address Perform address summarization
Please Input the code of command to be excute(0-5): 1
input 1 Select hello-interval option

Key Word:

Q(quit)

(00)<1-65535>  Seconds between hello transmissions
Please Input the code of command to be excute(0-0): 0
input 0 Select <1-65535> option

Please input a digital number:Please input a string:20
Note:here input 20 is only an example.

Will you excute it? (Y/N):y

Use command below to adjust the overtime timer of neighbors:

‘ Command ‘ Purpose

lip bephold-time seconds |Adjust dead interval of neighbors:

In the directory of configuring interface Command Select | pCommand
Key Word:

U(undo) D(default) Q(quit)

(00)access-group  Specify access control for packets

(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts
(04)fast-switch Fast-Switch interface commands

(18)unnumbered Enable IP processing without an explicit address
(19)unreachables Enable sending ICMP Unreachable messages

Please Input the code of command to be excute(0-19):2

input 2 Select beigrp option

Key Word:

Q(quit)

(00)bandwidth-percent Set BEIGRP bandwidth limit
(0D)hello-interval Configures BEIGRP hello interval
(02)hold-time Configures BEIGRP hold time

(03)passive Suppress routing updates on an interface
(04)split-horizon Perform split horizon

(05)summary-address Perform address summarization
Please Input the code of command to be excute(0-5): 2
input 2 Select hold-time option

Key Word:

Q(quit)

(00)<1-65535> Seconds before neighbor is considered down
Please Input the code of command to be excute(0-0): 0
input 0 Select <1-65535> option

Please input a digital number:Please input a string:30
Note:here input the timeout 30 is only an example.
Will you excute it? (Y/N):y
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5.8.11 Disabling Horizonal Split

In normal case we want to use horizontal split which will forbid the routing information got from an interface to be
broadcasted from the same interface. Thus we can avoid routing loop. But in some cases this action is not optimal and we
can use command below to inactivate horizontal split:

‘ Command ‘ Purpose

‘I p (undo) beigrp split-horizon ‘Di%ble horizontal split

In the directory of configuring interface Select ipCommand

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets

(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts

Please Input the code of command to be excute(0-19): u

Key Word:

U(undo) D(default) Q(quit)

(00)access-group Specify access control for packets
(01)address IP address

(02)beigrp Enhanced Interior Gateway Routing Protocol
(03)directed-broadcast Enable forwarding of directed broadcasts
Please Input the code of command to be excute(0-19): 2
Key Word:

Q(quit)

(00)bandwidth-percent Set BEIGRP bandwidth limit
(0D)hello-interval Configures BEIGRP hello interval
(02)hold-time Configures BEIGRP hold time

(03)passive Suppress routing updates on an interface
(04)split-horizon Perform split horizon
(05)summary-address Perform address summarization
Please Input the code of command to be excute(0-5): 4
Will you excute it? (Y/N):y

5.8.12 Monitor and Maintain BEIGRP

Use command below to clear neighborliness of neighbors:

‘ Command | Purpose i

‘cl ear ip beigrp neighbors [as-number | interface] |Clear neighborliness of neighbors.

[DEFAULT@Router /enable/]#clear

Key Word:

U(undo) D(default) Q(quit)

(00)arp-cache Clear the entire ARP cache
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(0l)dialer Clear dialer statistics

(02)frame-relay-inarp Clear inverse ARP entries from the map table
(03)ip IP

(O 12tp L2TP tunnel or session

(10)telnet Clear incoming telnet connection

(11)x25 Clear X.25 circuits

Please Input the code of command to be excute(0-11): 3

input 3 Select ip option

Key Word:

Q(quit)

(00)beigrp Clear BEIGRP

(0D)bgp BGP information

(02)dhcpd  DHCP Server information

(03)fast-switch Clear FSC

(0d)nat Clear NAT

(05)prefix-list Prefix list information

Please Input the code of command to be excute(0-5): 0

input 0 Select beigrp option

Key Word:

Q(quit)

(00)<1-65535> AS Number

(0D)neighbors Clear BEIGRP neighbors

Please Input the code of command to be excute(0-1): 1

input 1 Select neighbors option

Key Word:

Q(quit)

(00)A.B.C.D clear BEIGRP neighbors
(01)interface-name

(02)<cr>

Please Input the code of command to be excute(0-2): 0

Note:here you can Select according to your demands A.B.C.D indicates clearing all EIGRP neighbor addresses

interface-name indicatesinterface name input this parameter all neighbors on the interface will process

neighbor reset here Select A.B.C.D is only an example.

Please input a IP Address:192.168.19.80

Note: As to different options there are different input prompts.here input 192.168.19.80 is only an example..

Will you excute it? (Y/N):y

Use commands below to display various BEIGRP statistic information:

Command

Purpose
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show ip beigrp interfaces [interface] [as-number] ‘Display information of BEIGRP interfaces.
show ip beigrp neighbors [as-number | interface] Display information of BEIGRP neighbors.
show ip beigrp topology [as-number | all-link |summary | active] [Display information of BEIGRP topology
list.
Command ‘ Purpose i
show ip beigrp interfaces [interface] [as-number] ‘display BEIGRP interface information I

[DEFAULT@Router /enable/]J#show

Key Word:

U(undo) D(default) Q(quit)

(00)alias alias for command

(OD)arp  ARP table

(17)interface interface status and configuration
(18)ip IP information

(19)job  Job parameters and statistics

(20)12tp L2TP information

--More--

18

input 18 Select ip option

Key Word:

Q(quit)

(00)access-lists List IP access lists
(01)as-path-list Information of AS-Path list
(02)beigrp Show BEIGRP information

(03)bgp BGP information

(04)cache IP route cache

(05)community-list Information of community-list
(06)dhcpd DHCP Server information
(07)fast-switch Fast-switch information
(08)interface IP interface status and configuration
--More--

2

input2 Select beigrp option

Key Word:

Q(quit)

(00)interface  Show BEIGRP interface
(0D)neighbors Show BEIGRP neighbor

(02)topology  Show BEIGRP Topology Table
(03)traffic BEIGRP Traffic Statistics
(04)protocols  IP routing protocol process parameters and statistics
Please Input the code of command to be excute(0-4): 0
input 0 Select interface option

Key Word:

Q(quit)
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(00)<1-65535> AS Number

(01)interface-name

(02)<cr>

Please Input the code of command to be excute(0-2): 0

Note:as-number indicates the autonomous system number If you have specified this parameter it will only
display neighbors of this EIGRP course interface indicates interface name If you have specified this
parameter it will only display EIGRPneighbors on this interface.here Select as-number is only an example..
Please input a digital number:Please input a string:23

Note:here please inputaccording to the prompt 23 is only an example..

Will you excute it? (Y/N):y

It will display information as below

BEIGRP interfaces for process 23

Interface Peers Flags Xmit Queue Mean SRTT Pacing Time

(Un/Reliable) (10ms) (10ms)

‘ Command ‘ Purpose

‘show ip beigrp neighbors [as-number | interface] ‘display BEIGRP neighbor information

[DEFAULT@Router /enable/J#show

Key Word:

U(undo) D(default) Q(quit)

(00)alias alias for command

(OD)arp  ARP table

(17)interface interface status and configuration
(18)ip IP information

(19)job  Job parameters and statistics

(20)12tp L2TP information

--More--

18

input 18 Select ip option

Key Word:

Q(quit)

(00)access-lists List IP access lists
(01)as-path-list Information of AS-Path list
(02)beigrp Show BEIGRP information

(03)bgp BGP information

(04)cache IP route cache

(05)community-list Information of community-list
(06)dhcpd DHCP Server information
(07)fast-switch Fast-switch information
(08)interface IP interface status and configuration
--More--

2

input2 Select beigrp option

Key Word:

Q(quit)

(00)interface  Show BEIGRP interface
(01)neighbors Show BEIGRP neighbor
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(02)topology  Show BEIGRP Topology Table

(03)traffic BEIGRP Traffic Statistics

(04)protocols  IP routing protocol process parameters and statistics

Please Input the code of command to be excute(0-4): 1

input 1 Select neighbors option

Key Word:

Q(quit)

(00)<1-65535> AS Number

(01) interface-name

(02)detail Show detail peer information

(03)<cr>

Please Input the code of command to be excute(0-3): 0

Noteas-number indicates autonomous system number 1 you specify this parameter it will only display neighbors
of thisEIGRP course interface indicates interface name If you specify this parameter it will only display
EIGRPneighbor on thisinterface detal indicates display detailed neighbor information .here Select as-number
is only an example..

Please input a digital number:Please input a string:23

Note: please input according to prompt here input 23 is only an example.

Key Word:

Q(quit)

(00)detail  Show detail peer information

(0)<cr>

Please Input the code of command to be excute(0-1): 0

Note: please input according to prompt here input detail is only an example.

Will you excute it? (Y/N):y

It will display information as below

IP-BEIGRP neighbors for process 23

Address interface hold uptime srtt rto Q _cnt Seq

(sec) (10ms)(10ms)

Command Purpose

show ip beigrp topology [as-number | all-link | summary | display BEIGRP topology information
active]

[DEFAULT@Router /enable/]J#show

Key Word:

U(undo) D(default) Q(quit)

(00)alias alias for command

(OD)arp  ARP table

(17)interface interface status and configuration
(18)ip IP information

(19)job  Job parameters and statistics
(20)12tp L2TP information

--More--

18

input 18 Select ip option

Key Word:

Q(quit)

(00)access-lists List IP access lists
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(01l)as-path-list Information of AS-Path list
(02)beigrp Show BEIGRP information

(03)bgp BGP information

(04)cache IP route cache

(05)community-list Information of community-list
(06)dhcpd DHCP Server information

(07)fast-switch Fast-switch information

(08)interface IP interface status and configuration
--More--

2

input 2 Select beigrp option

Key Word:

Q(quit)

(00)interface  Show BEIGRP interface

(01)neighbors Show BEIGRP neighbor

(02)topology  Show BEIGRP Topology Table

(03)traffic BEIGRP Traffic Statistics
(04)protocols  IP routing protocol process parameters and statistics
Please Input the code of command to be excute(0-4): 2
input 2 Select topology option

Key Word:

Q(quit)

(00)<1-65535> AS Number

(01)A.B.C.D  Network for display information about
(02)active Show only active entries
(03)all-links Show all links in topology table
(04)pending  Show only entries pending transmission
(05)summary Show all summary route in the topology table
(06)zero-successors Show only zero successor entries
(07)<cr>

Please Input the code of command to be excute(0-7): O
Note: Selectasyour demands asnumber isonly an example.
Please input a digital number:Please input a string:23
Note: input according differentprompt 23 isonly an example.
Key Word:

Q(quit)

(00)active Show only active entries

(0D)all-links Show all links in topology table
(02)pending Show only entries pending transmission
(03)summary Show all summary route in the topology table
(04)zero-successors Show only zero successor entries
(05)<cr>

Please Input the code of command to be excute(0-5): 0
Note: input according different prompt activeisonly an example.

Will you excute it? (Y/N):y
It will display information as below:
IP BEIGRP Topology Table for AS(23)/10(0.0.0.0)
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Codes: P - Passive, A - Active, U - Update, Q - Query, R - Reply,
r - reply Status, s - sia Status

5.8.13 BEIGRP Configuration Example

Examples of Routing Summarization
The example below will configure the summary route of sending 10.0.0.0/8 on ethernetl/1, and al subnet routes
belonging to the segment won't be informed to neighbors. Here we inactivate auto-summarization of BEIGRP process.
interface Ethernet 1/1
ip beigrp summary-address 1 10.0.0.0 255.0.0.0

router beigrp 1
network 172.16.0.0 255.255.0.0
(undo)auto-summary

5.9 Configuring OSPF Task Ligt

5.9.1 Configuring OSPF

This chapter describes how to configure Open Shortest Path First (OSPF). For a complete description of the OSPF
commands in this chapter, refer to the "OSPF Commands' chapter.

OSPF is an Interior Gateway Protocol (IGP) developed by the OSPF working group of the Internet Engineering Task
Force (IETF). Designed expressly for |P networks, OSPF supports | P subnetting and tagging of externally derived routing
information. OSPF also alows packet authentication and uses |P multicast when sending and receiving packets.

5.9.2 The D-Link Router OSPF I mplementation

The D-Link implementation conforms to the OSPF Version 2 specifications detailed in the Internet RFC 2328. The list
that follows outlines key features supported in the D-Link OSPF implementation:

7.

Stub areas—Definition of stub areas is supported.

Route redistribution—Routes learned via any P routing protocol can be redistributed into any other 1P
routing protocol. At the intradomain level, OSPF can import routes learned via Interior Gateway Routing
Protocol (IGRP), Routing Information Protocol (RIP), and Intermediate System-to-Intermediate System
(IS1S). OSPF routes can aso be exported into IGRP, RIP, and IS-1S. At the interdomain level, OSPF can
import routes learned via Exterior Gateway Protocol (EGP) and Border Gateway Protocol (BGP). OSPF
routes can be exported into BGP and EGP.

Authentication—Plain text and Message Digest 5 (MD5) authentication among neighboring routers
within an area is supported.

Routing interface parameters—Configurable parameters supported include interface output cost,
retransmission interval, interface transmit delay, router priority, router "dead" and hello intervas, and
authentication key.

Virtud links—Virtua links are supported.

Not so stubby area (NSSA)—RFC 1587.

OSPF over demand circuit—RFC 1793.

5.9.3 OSPF Configuration Task List

OSPF typicaly requires coordination among many interna routers. Area Border Routers (ABRs), which are routers
connected to multiple areas, and Autonomous System Boundary Routers (ASBRs). At a minimum, OSPF-based routers or
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access servers can be configured with all default parameter values, no authentication, and interfaces assigned to areas. If
you intend to customize your environment, you must ensure coordinated configurations of all routers.

To configure OSPF, perform the tasks described in the following sections. The tasks in the first section are required; the
tasks in the remaining sections are optional, but might be required for your application.

Enabling OSPF
Configuring OSPF Interface Parameters
Configuring OSPF over Different Physical Networks
Configuring OSPF Area Parameters
Configuring OSPF NSSA Area
Configuring Route Summarization Between OSPF Areas
Configuring Route Summarization When Redistributing Routes into OSPF
Creating Virtua Links
Generating a Default Route
Configuring Route for Lookup of DNS Names
. Forcing the Router ID Choice with a Loopback Interface
Configuring the OSPF Administrative Distances
Configuring Route Calculation Timers
Start the Configuring of On-Demand Link
15. Monitoring and Maintaining OSPF
In addition, you can specify route redistribution; see the task "Redistribute Routing Information” in the chapter
"Configuring IP Routing Protocol-1ndependent Features' for information on how to configure route redistribution.
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5.9.4 Enabling OSPF

As with other routing protocols, enabling OSPF requires that you create an OSPF routing process, specify the range of IP
addresses to be associated with the routing process, and assign area IDs to be associated with that range of 1P addresses.
To do so, use the following commands beginning in global configuration directory:

‘ Step | Command Purpose
. Enables OSPF routing, which places
1 router ospf process-id ] ) )
you in router configuration mode.
Defines an interface on which OSPF
2 ne