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Section 1 - Product Overview

Package Contents
DSL-2640U Wireless ADSL Router
Power Adapter
CD-ROM with User Manual
One twisted-pair telephone cable used for ADSL connection
One straight-through Ethernet cable
One Quick Installation Guide

Note: Using a power supply with a different voltage rating than the one included
with the DSL-2640U will cause damage and void the warranty for this product.

System Requirements

e ADSL Internet service
e Computer with:
e 200MHz Processor
64MB Memory
CD-ROM Dirive
Ethernet Adapter with TCP/IP Protocol Installed
Internet Explorer v6 or later, FireFox v1.5
Computer with Windows 2000, Windows XP, or Windows Vista
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Section 1 - Product Overview

Features

e PPP (Point-to-Point Protocol) Security — The DSL-2640U ADSL Router supports PAP (Password Authentication Protocol) and CHAP
(Challenge Handshake Authentication Protocol) for PPP connections. The Router also supports MSCHAP.

e DHCP Support — Dynamic Host Configuration Protocol automatically and dynamically assigns all LAN |IP settings to each host on your
network. This eliminates the need to reconfigure every host whenever changes in network topology occur.

o Network Address Translation (NAT) — For small office environments, the DSL-2640U allows multiple users on the LAN to access the
Internet concurrently through a single Internet account. This provides Internet access to everyone in the office for the price of a single user.
NAT improves network security in effect by hiding the private network behind one global and visible IP address. NAT address mapping can
also be used to link two IP domains via a LAN-to-LAN connection.

e TCPI/IP (Transfer Control Protocol/internet Protocol) — The DSL-2640U supports TCP/IP protocol, the language used for the Internet. It is
compatible with access servers manufactured by major vendors.

e RIP-1/RIP-2 — The DSL-2640U supports both RIP-1 and RIP-2 exchanges with other routers. Using both versions lets the Router to
communicate with all RIP enabled devices.

o Static Routing — This allows you to select a data path to a particular network destination that will remain in the routing table and never “age
out”. If you wish to define a specific route that will always be used for data traffic from your LAN to a specific destination within your LAN (for
example to another router or a server) or outside your network (to an ISP defined default gateway for instance).

o Default Routing — This allows you to choose a default path for incoming data packets for which the destination address is unknown. This is
particularly useful when/if the Router functions as the sole connection to the Internet.

e ATM (Asynchronous Transfer Mode) — The DSL-2640U supports Bridged Ethernet over ATM (RFC1483), IP over ATM (RFC1577), and
PPP over ATM (RFC 2364).

¢ Precise ATM Traffic Shaping — Traffic shaping is a method of controlling the flow rate of ATM data cells. This function helps to establish the
Quality of Service for ATM data transfer.
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Section 1 - Product Overview

¢ G.hs (Auto-handshake) — This allows the Router to automatically choose either the G.lite or G.dmt ADSL connection standards.

¢ High Performance — Very high rates of data transfer are possible with the Router. Up to 8 Mbps downstream bit rate using the G.dmt
standard.

¢ Full Network Management — The DSL-2640U incorporates SNMP (Simple Network Management Protocol) support for web-based
management and text-based network management via an RS-232 or Telnet connection.

o Telnet Connection — The Telnet enables a network manager to access the Router’s management software remotely.

e Easy Installation — The DSL-2640U uses a web-based graphical user interface program for convenient management access and easy set
up. Any common web browser software can be used to manage the Router.
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Section 1 - Product Overview

Hardware Overview
Connections

ADSL Port

Use the ADSL cable to connect
to the your telephone line (RJ-11
port)

Power Button

Push in to power-on the Router.
Push again to power-off the
Router.

Antenna

Ethernet Port
Use the Ethernet port to connect

the Router to a computer or an
Ethernet LAN

Power Insert
Use the adapter shipped with the
Router to connect to power

source.
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Section 1 - Product Overview

Hardware Overview
LEDs

Power

A steady green light indicates the unit is LAN WLAN

powered on. When the device is powered A solid green light indicates a valid link on A steady green light indicates a
off it remains dark. nghts Steady ezl startup. This Iight will blink when there is wireless connection. A blinking

during power on self-test (POST) means

activity currently passing through the
the power connection works properly. y e g 9

Ethernet port.

green light indicates activity on
the WLAN interface.

WLAN Status

« ®

Power DSL Internet

Ré{eﬂl&i&r (!’ ‘\.) @ 10 20 30 40

DSL-2640U

DSL
A steady green light indicates a valid ADSL
connection. This will light after the ADSL
negotiation process has been settled. A
blinking green light indicates that ADLS is
attempting to sync.

Status

blinking green light indicates the
Internet system is operating normally. System
A steady green light indicates a valid failure is indicated by either a steady
internet connection. green or dark light.
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Section 2 — Installation

Installation

This section will walk you through the installation process. Placement of the Router is very important. Do not place the Router in an enclosed area
such as a closet, cabinet, or in the attic or garage.

Before You Begin

Please read and make sure you understand all the prerequisites for proper installation of your new Router. Have all the necessary information and
equipment on hand before beginning the installation.
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Section 2 — Installation

Installation Notes

In order to establish a connection to the Internet it will be necessary to provide information to the Router that will be stored in its memory. For some
users, only their account information (Username and Password) is required. For others, various parameters that control and define the Internet
connection will be required. You can print out the two pages below and use the tables to list this information. This way you have a hard copy of all
the information needed to setup the Router. If it is necessary to reconfigure the device, all the necessary information can be easily accessed. Be
sure to keep this information safe and private.

Low Pass Filters

Since ADSL and telephone services share the same copper wiring to carry their respective signals, a filtering mechanism may be necessary to
avoid mutual interference. A low pass filter device can be installed for each telephone that shares the line with the ADSL line. These filters are easy
to install passive devices that connect to the ADSL device and/or telephone using standard telephone cable. Ask your service provider for more
information about the use of low pass filters with your installation.

Operating Systems

The DSL-2640U uses an HTML-based web interface for setup and management. The web configuration manager may be accessed using any
operating system capable of running web browser software, including Windows 98 SE, Windows ME, Windows 2000, Windows XP, and Windows
Vista.

Web Browser

Any common web browser can be used to configure the Router using the web configuration management software. The program is designed to
work best with more recently released browsers such as Opera, Microsoft Internet Explorer® version 6.0, Netscape Navigator® version 6.2.3, or
later versions. The web browser must have JavaScript enabled. JavaScript is enabled by default on many browsers. Make sure JavaScript has not
been disabled by other software (such as virus protection or web user security packages) that may be running on your computer.

Ethernet Port (NIC Adapter)

Any computer that uses the Router must be able to connect to it through the Ethernet port on the Router. This connection is an Ethernet connection
and therefore requires that your computer be equipped with an Ethernet port as well. Most notebook computers are now sold with an Ethernet port
already installed. Likewise, most fully assembled desktop computers come with an Ethernet NIC adapter as standard equipment. If your computer
does not have an Ethernet port, you must install an Ethernet NIC adapter before you can use the Router. If you must install an adapter, follow the
installation instructions that come with the Ethernet NIC adapter.
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Section 2 — Installation

Additional Software

It may be necessary to install software on your computer that enables the computer to access the Internet. Additional software must be installed if
you are using the device a simple bridge. For a bridged connection, the information needed to make and maintain the Internet connection is stored
on another computer or gateway device, not in the Router itself.

If your ADSL service is delivered through a PPPoE or PPPoA connection, the information needed to establish and maintain the Internet connection
can be stored in the Router. In this case, it is not necessary to install software on your computer. It may however be necessary to change some
settings in the device, including account information used to identify and verify the connection.

All connections to the Internet require a unique global IP address. For bridged connections, the global IP settings must reside in a TCP/IP enabled
device on the LAN side of the bridge, such as a PC, a server, a gateway device such as a router or similar firewall hardware. The IP address can be
assigned in a number of ways. Your network service provider will give you instructions about any additional connection software or NIC
configuration that may be required.
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Information you will need from your ADSL service
provider
Username

This is the Username used to log on to your ADSL service provider’s network. Your ADSL service provider uses this to identify your account.

Password
This is the Password used, in conjunction with the Username above, to log on to your ADSL service provider’s network. This is used to verify the
identity of your account.

WAN Setting / Connection Type
These settings describe the method your ADSL service provider uses to transport data between the Internet and your computer. Most users will use
the default settings. You may need to specify one of the following WAN Setting and Connection Type configurations (Connection Type settings listed
in parenthesis):

e PPPoE/PPoA (PPPoE LLC, PPPoA LLC or PPPoA VC-Mux)

e Bridge Mode (1483 Bridged IP LLC or 1483 Bridged IP VC Mux)

e IPoA/MER (Static IP Address) (Bridged IP LLC, 1483 Bridged IP VC Mux, 1483 Routed IP LLC, 1483 Routed IP VC-Mux or IPoA)

e MER (Dynamic IP Address) (1483 Bridged IP LLC or 1483 Bridged IP VC-Mux)

Modulation Type

ADSL uses various standardized modulation techniques to transmit data over the allotted signal frequencies. Some users may need to change the
type of modulation used for their service. The default DSL modulation (ADSL2+ Multi-Mode) used for the Router automatically detects all types of
ADSL, ADSL2, and ADSL2+ modulation.

Security Protocol
This is the method your ADSL service provider will use to verify your Username and Password when you log on to their network. Your Router
supports the PAP and CHAP protocols.
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VPI

Most users will not be required to change this setting. The Virtual Path Identifier (VPI) is used in conjunction with the Virtual Channel Identifier (VCI)
to identify the data path between your ADSL service provider’s network and your computer. If you are setting up the Router for multiple virtual
connections, you will need to configure the VPl and VCI as instructed by your ADSL service provider for the additional connections. This setting can
be changed in the WAN Settings window of the web management interface.

VCI

Most users will not be required to change this setting. The Virtual Channel Identifier (VCI) used in conjunction with the VPI to identify the data path
between your ADSL service provider’s network and your computer. If you are setting up the Router for multiple virtual connections, you will need to
configure the VPI and VCI as instructed by your ADSL service provider for the additional connections. This setting can be changed in the WAN
Settings window of the web management interface.
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Information you will need about DSL-2640U

This is the Username needed to access the Router’s management interface. When you attempt to connect to the device through a web browser you
will be prompted to enter this Username. The default Username for the Router is “admin.” The user cannot change this.

Password
This is the Password you will be prompted to enter when you access the Router’'s management interface. The default Password is “admin.” The
user may change this.

LAN IP addresses for the DSL-2640U

This is the IP address you will enter into the Address field of your web browser to access the Router’s configuration graphical user interface (GUI)
using a web browser. The default IP address is 192.168.1.1. This may be changed to suit any IP address scheme the user desires. This address will
be the base IP address used for DHCP service on the LAN when DHCP is enabled.

LAN Subnet Mask for the DSL-2640U
This is the subnet mask used by the DSL-2640U, and will be used throughout your LAN. The default subnet mask is 255.255.255.0. This can be
changed later.
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Information you will need about your LAN or computer.

Ethernet NIC
If your computer has an Ethernet NIC, you can connect the DSL-2640U to this Ethernet port using an Ethernet cable. You can also use the Ethernet
ports on the DSL-2640U to connect to other computer or Ethernet devices.

DHCP Client status

Your DSL-2640U ADSL Router is configured, by default, to be a DHCP server. This means that it can assign an IP address, subnet mask, and a
default gateway address to computers on your LAN. The default range of IP addresses the DSL-2640U will assign are from 192.168.1.2 to
192.168.1.254. Your computer (or computers) needs to be configured to obtain an IP address automatically (that is, they need to be configured as
DHCP clients.)

It is recommended that your collect and record this information here, or in some other secure place, in case you have to re-configure your ADSL
connection in the future.

Once you have the above information, you are ready to setup and configure your DSL-2640U ADSL Router.
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Device Installation

The DSL-2640U connects two separate physical interfaces, an ADSL (WAN) and an Ethernet (LAN) interface. Place the Router in a location where
it can be connected to the various devices as well as to a power source. The Router should not be located where it will be exposed to moisture or
excessive heat. Make sure the cables and power cord are placed safely out of the way so they do not create a tripping hazard. As with any electrical
appliance, observe common sense safety procedures.

The Router can be placed on a shelf or desktop, ideally you should be able to see the LED indicators on the front if you need to view them for
troubleshooting.

Power on Router

The Router must be used with the power adapter included with the device.

1. Insert the DC Power Adapter cord into the power receptacle located on the rear panel of the Router and plug the adapter into a suitable nearby
power source.

2. Depress the Power button into the on position. You should see the Power LED indicator light up and remain lit. The Status LED should light solid
green and begin to blink after a few seconds.

3. If the Ethernet port is connected to a working device, check the LAN LED indicators to make sure the connection is valid. The Router will attempt
to establish the ADSL connection, if the ADSL line is connected and the Router is properly configured this should light up after several seconds.
If this is the first time installing the device, some settings may need to be changed before the Router can establish a connection.
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Factory Reset Button

The Router may be reset to the original factory default settings by using a ballpoint or paperclip to gently push down the reset button in the following
sequence:

1. Press and hold the reset button while the device is powered off.

2. Turn on the power.

3. Wait for 5~8 seconds and then release the reset button.

Remember that this will wipe out any settings stored in flash memory including user account information and LAN IP settings. The device settings
will be restored to the factory default IP address 192.168.1.1 and the subnet mask is 255.255.255.0, the default management Username is “admin”
and the default Password is “admin.”

Network Connections
Connect ADSL Line
Use the ADSL cable included with the Router to connect it to a telephone wall socket or receptacle. Plug one end of the cable into the ADSL port
(RJ-11 receptacle) on the rear panel of the Router and insert the other end into the RJ-11 wall socket. If you are using a low pass filter device, follow
the instructions included with the device or given to you by your service provider. The ADSL connection represents the WAN interface, the
connection to the Internet. It is the physical link to the service provider’s network backbone and ultimately to the Internet.

Connect Router to Ethernet

The Router may be connected to a single computer or Ethernet device through the 10BASE-TX Ethernet port on the rear panel. Any connection to
an Ethernet concentrating device such as a switch or hub must operate at a speed of 10/100 Mbps only. When connecting the Router to any
Ethernet device that is capable of operating at speeds higher than 10Mbps, be sure that the device has auto-negotiation (NWay) enabled for the
connecting port. Use standard twisted-pair cable with RJ-45 connectors. The RJ-45 port on the Router is a crossed port (MDI-X). Follow standard
Ethernet guidelines when deciding what type of cable to use to make this connection. When connecting the Router directly to a PC or server use a
normal straight-through cable. You should use a crossed cable when connecting the Router to a normal (MDI-X) port on a switch or hub. Use a
normal straight-through cable when connecting it to an uplink (MDI-Il) port on a hub or switch. The rules governing Ethernet cable lengths apply to
the LAN to Router connection. Be sure that the cable connecting the LAN to the Router does not exceed 100 meters.

Hub or Switch to Router Connection
Connect the Router to an uplink port (MDI-Il) on an Ethernet hub or switch with a straight-through cable. If you wish to reserve the uplink port on the
switch or hub for another device, connect to any on the other MDI-X ports (1x, 2x, etc.) with a crossed cable.

Computer to Router Connection
You can connect the Router directly to a 10/100BASE-TX Ethernet adapter card (NIC) installed on a PC using the Ethernet cable provided.
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Appendix A — Troubleshooting

Configuration

This section will show you how to configure your new D-Link Router using the web-based configuration utility.

Web-based Configuration Utility

Connect to the Router
The default IP address for ADSL MODEM is: 192.168.1.1; The Subnet Mask is : 255.255.255.0. Users can configure ADSL MODEM through an
Internet browser. ADSL MODEM can be used as gateway and DNS server; users need to set the computer’s TCP/IP protocol as follow:

1. Set the computer IP address at same segment of ADSL MODEM, such as set the IP address of the network card to one of the “192.168.1.2"
~ “192.168.1.254".
2. Set the computer’s gateway the same IP address as the ADSL Modem’s.
3. Set computer’s DNS server the same as ADSL Modem’s IP address or that of an effective DNS server.
/= DSL Router - Windows Internet Explorer
To access the configuration utility, open a web-browser such as Internet e :
Explorer and enter the IP address of the router (192.168.1.1). D& - [elhuwineesty
i¢ i | @@ DsL Router

Connect to 192.168.1.1

Type “admin” for the User Name and “admin” in the Password field. If
you get a Page Cannot be Displayed error, please refer to the
Troubleshooting section for assistance.

The server 192.165.1.1 at D5L Router requires a username
and password,

wharning: This server is requesting that your username and

password be sent in an insecure manner (basic authentication
without a secure connection),

User name: 7 admin -

Password: snsns

[ remember my password

(a4 i [ Cancel ]
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Device Info

To access the Device Info window, click either the Device Info or Summary button in the Device Info directory. The following page opens:

. Device Info Device Info
Summary BoardID: DAL-26400
WAN Software Yersion: RU_1.00
Statistics \Bootloader (CFE) Version: [1.0.37-12.1
Route ‘Wireless Driver Yersion: |4.170.16.0.cpe2. 1541
ARP
DHCP This information reflects the current status of your DSL connection,
Quick Setup ‘Line Rate - Upstream (Kbps):
ACIIUEIHCEd il ‘Line Rate - Downstream (Kbps):
e [LAN 1Pv4 Address: 192.168,3.1
[Ragnoshics MAG Address: 00-11-22-33-44-55
MeegermeTt: Default Gateway:
Primary DNS Server: 192,168.3.1
Secondary DNS Server: 192,168.3.1

Recommend; 800x600 pixelz, High Color(16 Bits)
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Summary
To access the Router’s first Summary window, click the Summary button in the Device Info directory.
This window displays the current status of your DSL connection, including Device Tafo
the software version, LAN IP address, and DNS server address.
BoardID: \DSL-2640U
Euftware ‘..-'ers.iun: F‘J._J_IEIIII

Bootloader (CFE) Version: | 1.0.37-12.1
Wireless Driver Yersion:  [4.170.16.0.cpe2. 15d1 |

This information reflects the current status of your DSL connection.

Line Rate - Upstream {Kbps):

Line Rate - Downstream (Kbps): |

LAN IPv4 Address: 192,168,321
MAC Address: [00-11-22-33-44-55
Default Gateway: ' '
Primary DNS Server: 192.168.3.1
Secondary DNS Server: 192.168.3.1
To access the WAN Info window, click the WAN button in the Device Info directory.
This window displays the current status of your WAN connection. e —
Port/¥PI/¥CI B Category | Service | Interface Protocol | Igmp | QoS | State | Status Ll

Address
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Statistics

To access the Router’s first Statistics window, click the Statistics button in the Device Info directory.

This window displays the Router’s LAN statistics. Click the Reset
Statistics button to refresh these statistics.

This window displays the Router’s WAN statistics. Click the Reset
Statistics button to refresh these statistics.

This window displays the Router’s ATM statistics. Click the Reset button

to refresh these statistics.

Statistics - LAN

Interface Received Transmitted
Bytes |Pkts |Errs Drops|Bytes |Pkts |Errs Drops

Ethernet (923098 |7027 (0 1] 2023722 (68390 1]

Wireless |0 1] 1] ] 48862 (427 |0 ]

[ Reset Statistics

Statistics - WARN

Service VP1/ vE_IPrutucui_interfacl_ag_______ Received |  Transmitted
' ' BytesPktsErrsDropsBytesPktsErrs Drops|

Reset Statistics |

B - i i __ ATMInterface Statistics _ I I

In | Out m | In InHec | InlnvalidVpi | InPortNot | InPTL |Inldie | InCircuit | InOAMRM | InGFC
Octets | Octets | Errors | Unknown | Errors Vi Ereors Enable Errors | Ertots | Cells | Type Errors | CRCErrors | Ertors

0 0 0 | o 0 o | o [ o | oo 0 0 0

: HALS s Btiktioe : ’
{In Octets Dut Dctets |In Utast Pkts |Out Ucast Pkts [In Ertors (Out Errors | In Discatds | Dut Discards

o | o | 0 0 | o o | o | 0
B AALS VCC Statistics )
YPI/YCI |CRC Errors [SAR Timeouts fl:lversized SDUs | Short Packet Errors |Length Errors |
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Appendix A — Troubleshooting

This window displays the Router’s ADSL statistics. Click the Reset

Statistics button to refresh these statistics.

Click the ADSL BER Test button to access the ADSL Bit Error Rate Test

window displayed below:

/= hitp:/1192.168.1.1/berstart. ist?berState=0 - W... [= |
@ htkpiff192. 168, 1.1 /berstart, kst *herSkate=0

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines the
guality of the ADSL connection. The test is done
by transferring idle cells containing a known pattern
and comparing the received data with this known
pattern to check for any errors.

Select the test duration below and click "Start”.

Tested Time (sec): [20 »

[ L# €D Internst H 100%

-

Statistics - ADSL

Mode:

Type:

Line Coding:

Status: Link Down

Link Power State: LO
Downstream Upstream

SNR. Margin (dB):

Attenuation (dB):

Output Power (dBm):

Attainable Rate (Kbps):

Rate (Kbps):

Super Frames;

Super Frame Errors:

RS Words:

RS Correctable Errors:

RS Uncorrectable Errors:

HEC Errors:

OCD Errors:

LCD Errors:

Total Cells:

Data Cells:

Bit Errors:

Total ES:

Total SES:

Total VAS:

[ ADSL BER Test

| [ Reset Statistics
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Route

To access the Device Info — Route window, click the Route button in the Device Info directory.

This read-only window displays routing info. Device Info -- Route

Flags: U - up, | - reject, G - gateway, H - host, R - reinstate
O - dynamic (redirect), M - modified (redirect),

Destination .Eatewa',r Subnet Mask | Fag |Metric | Service | Interface _

192.1658.1.0 |0.0.0.0 :ESS.ESS.ESS.D,U o b

ARP

To access the Device Info — ARP window, click the ARP button in the Device Info directory.

This read-only window displays Address Resolution Protocol info. Device Info -- ARP

IP address | Flags [HW Address Device
| 192,168.1.17 | Complete | 001 14:40:22:30:10 |brD |

DHCP

To access the Device Info — DHCP Leases window, click the DHCP button in the Device Info directory.

This read-only window displays DHCP lease info. Device Info - DHCP Leases

Hostname MAC Address | IP Address | Expires In
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Quick Setup

This chapter is concerned with using your computer to configure the WAN connection. The following chapter describes the various windows used to
configure and monitor the Router including how to change IP settings and DHCP server setup.

QUICK SETUP
Click the Quick Setup link on the left panel of the opening page to launch
a series of setup windows.

Tick the DSL Auto-connect check box and then click the Next button. Device Info Quick Setup

: Quick Setup This Quick Setup wil guide you through the steps
necessary to configure your DSL Router,

If the ADSL connection is down, deselect the DSL Auto-connect

checkbox and then click the Next button to manually assign VP! and VClI Advanced Setup
values. Wireless ATM PYC Configuration
Diagnostics

Select the check box below to enable DSL Auto-
Management connect process,

CSL Auto-connect

Recommenc; B00x600 pixelz, High Colar(16 Bits)

D-Link DSL-2640U User Manual 24



Appendix A — Troubleshooting

QUICK SETUP

This window allows you to set up ATM PVC configuration. Enter a Port
Identifier, Virtual Path Identifier, and Virtual Channel Identifier. The VPI
and VCI values should be provided by your ISP. This window also allows

you to enable QoS by ticking the Enable Quality of Service check box.
Click the Next button to continue.

QUICK SETUP - CONNECTION TYPE

This window allows you to select the appropriate connection type. The
choices include PPP over ATM (PPPoA), PPP over Ethernet (PPPoE),
MAC Encapsulation Routing (MER), IP over ATM (IPoA), and Bridging
(default).

This window also allows you to use the drop-down menu to select the
desired Encapsulation Mode. Click the Next button to continue.

Quick Setup
This Quick Setup will guide you through the steps necessary to configure your DSL Router.
ATM PVC Configuration

Select the check box below to enable DSL Auto-connect process.
[0 DSL Auto-connect

The Port Identifier (PORT) Virtuzl Path Identifier (VPI) and Virtual Channel Identifier (VCI) are needed for setting up the ATM PVC. Do not change VPI and VCI numbers unless your ISP
instructs you otherwise.

PORT: [03] [0
veL[0-255] o

VCL [32-65535] |39

Enable Quality Of Service

Enabling QoS for 2 PVC improves performance for selected classes of applications. However, since QoS also consumes system resources, the number of PVCs wil be reduced
consequently. Use Advanced Setup/Quality of Service to assign priorities for the applications.

Enable Quality Of Service [

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
O PPP over ATM (PPPDA)

O PPP over Ethernet (PPPoE)

' MAC Encapsulation Routing (MER)

O 1P over ATM (IPoA)

® Bridging

Encapsulation Mode
LLC/SMNAP-ERIDGING +
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QUICK SETUP - BRIDGING

To enable bridging, tick the Enable Bridge Service check box and enter a

Service Name.
To disable WAN service, unselect the check box.
Click the Next button to continue.

QUICK SETUP - BRIDGING

This window allows you to configure the Router IP address and subnet
mask for your LAN. Once you have entered an IP address and subnet
mask, click the Next button to continue.

QUICK SETUP - BRIDGING

This window allows you to configure Wireless settings of the Router. Tick
Enable Wireless and enter SSID to enable Wireless LAN. Click the Next

button to continue.

Unselect the check box below to disable this WAN service

Enable Bridoe Service:

Service MName: br_0_0_35

Next

Device Setup

Configure the DSL Router IP Address and Subnet Mask for your Local Area Metwork (LARY.

IP Address:
Subnet Mask:

192.163.1.1
255.255.255.0

Wireless -- Setup
Enable WWirsless

Enter the wireless network name (also known as 55100,
S510; Broadcom
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QU'CK SETUP - BRlDGlNG WAN Setup - Summary
This summary window allows you to confirm the bridging settings you
have just made. Click the Save/Reboot button to save your new bridging

settings and restart the Router. \PORT / ¥PI / VCI: |0/0 /35
Connection Type: |Eridge
iService Name: 'br_D_D_SS

'Service Category: :UEIR

-IP Address: [Fat Applicatble i
|Service State: |Enabled
[NAT: | Disabled
Firewall: |Disabled

IGMP Multicast:  |[Mot Applicable
Quality Of Service: | Disabled

Make sure that the settings below match the settings provided by your ISP,

Click "SavefReboot" to save these settings and reboot router, Click "Back” to make any modifications.,
ROTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot,

[Back][ Save/Reboot ]
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QUICK SETUP - PPPoA
Click the PPP over ATM (PPPoA) radio button on this window. This

window also allows you to use the drop-down menu to select the desired
Encapsulation Mode. Click the Next button to continue.

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
& PPP over ATM (PPPoA)

> PPP over Ethernet (PPPOE)

& MAC Encapsulation Routing (MER)

O 1P over ATM (IPoA)

< Bridging

Encapsulation Mode
VCMILX w

Next
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QUICK SETUP - PPPoA

This window allows you to set the username and the password for your
PPP connection. This information is obtained from your ISP. Additional
settings on this window will also depend on your ISP. Click the Next
button to continue.

QUICK SETUP - PPPoA

This window allows you to enable IGMP multicasting and WAN service.
Most users will want to leave the MTU value at the default setting unless
your ISP advises you to change it. Click the Next button to continue.

PPP Username and Password

PPP usually requires that you have a user name and password to establish yvour connection. In the

boxes below, enter the user name and password that your ISP has provided to you,

PPR Lizername:
PPP Password:
Authentication Method: BUTO : | e |

[ Gial o dernand (witheidle timeout tirmer )

MTUW [1000-15007: (1492
[0 PPPIP extension

Llse Static IP Address

O

Retry PPP password on authentication error

[

Erahle PPP Debug Mode

K O

Enable Kespalive

O

Bridge PPPoE Frames Betweesn WAk and Local Ports (Default Disable)

Network Address Translation Settings

Metwork Address Translation (NAT) alows you to share one Wide Area Metwork (WARD IP address for multiple

computers on your Local Area Metwork (LaM],
Enable MAT

Enable Firesall

Enable IGMP Multicast, and YWAN Service
Enable IGMP Multicast [

Enable WAk Service

Service Mame ipppoa_0_ 0 35 1
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QUICK SETUP - PPPoA

This window allows you to enter an IP address and subnet mask for the
LAN interface. In addition, you can either enable or disable the DHCP Configure the DSL Router 1P Address and Subnet Mask for LAM interface,
server.

Device Setup

IP Address: 192.168.1.1

To enable the DHCP server, enter a starting IP address, an ending IP sUbrat Mask: [2e5 oeE o2e

address, and a subnet mask. You may also choose to change the default

value of the leased time. Click the Next button to continue. _
) Disable DHCP Server

& Enable DHCP Server
Start IP Address: 192.168.1.2

End IP Address: 1892.168.1.254
Subnet Mask: 255.255,295.0
Leased Time (hour ) 24

[configure the second IP Address and Subnet Mask for LAN interface

QUICK SETUP - PPPoA wireless — Setup
This window allows you to configure Wireless settings of the Router. Tick

Enable Wireless and enter SSID to enable Wireless LAN. Click the Next e wircles:
button to continue.

Enter the wireless network name (also known as SSI0).
SSID: Broadcom

D-Link DSL-2640U User Manual 30



Appendix A — Troubleshooting

QUICK SETUP - PPPoA

This summary window allows you to confirm the settings you have just
made. Click the Save/Reboot button to save your new PPP over ATM
settings and restart the Router.

WAHN Setup - Summary
Make sure that the settings below match the settings provided by your ISP.

PORT / VPI f VCI: (0/0/ 35
Connection Type: |(FPPoA

Service Name: pppoa_0_0_35_1
Service Category: |UBR

IP Address: Automatically Assigned
Service State: Enabled

NAT: Enabled

Firewall: Enabled

IGMP Multicast: Disabled
Quality Of Service: | Disabled
MTU: 14032

Click "Save/Reboot" to save these settings and reboot router. Click "Back” to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router wil reboot.

[Back] [ save/Reboot |
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QUICK SETUP - PPPoE

Click the PPP over Ethernet (PPPoE) radio button on this window. This

window also allows you to use the drop-down menu to select the desired
Encapsulation Mode. Click the Next button to continue.

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
C PPP over ATM (PPPoA)

(® PPP over Ethernet (PPPoE)

(& MAC Encapsulation Routing (MER)

O 1P over ATM (IPoA)

O Bridging

Encapsulation Mode
LLC/SMNAP-BRIDGING
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QUICK SETUP - PPPoE

This window allows you to set the username and the password for your
PPP connection. This information is obtained from your ISP. Additional
settings on this window will also depend on your ISP. Click the Next
button to continue.

QUICK SETUP - PPPoE

This window allows you to enable IGMP multicasting and WAN service.
Most users will want to leave the MTU value at the default setting unless
your ISP advises you to change it. Click the Next button to continue.

PPP Username and Password

PPP usually requires that you have a user name and password to establish your connection. In the
boxes below, enter the user name and password that your ISP has provided to you,

FPP Lsernarme:

PPP Password:

FPPoE Service Mame:
Authentication Method: | AUTO

k]

[ Dial on demand Qeith idle timeout timer )

MTU [1000-15001: [1492
[0 PFP IP extension

Lze Static IP Address

O

&

Retry PPP password on authentication error

O

Ernable PPP Debug Mode

&

Enable Keepslive

O

Eridge PPPOE Frames Between WaM and Local Ports (Default Disable)

Network Address Translation Settings

Metwork Address Translation (MAT) allowes you to share ong Wide Area Network (WaN) IP address for rmltiple

computers on your Local &rea Metwork (LAN],
Enable MAT

Enable Fireweal

Enable IGMP Multicast, and WAN Service
Enable IGMP Multicast [

Enable WaMN Service

Service Mame :pppue_D_D_SS_l
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QUICK SETUP - PPPoE

i Device Setup
This window allows you to enter an IP address and subnet mask for the

LAN interface. In addition, you can either enable or disable the DHCP Configure the DSL Router IP Address and Subnet Mask for LAN interface.
server.
IP Address: 192.168.1.1
To enable the DHCP server, enter a starting IP address, an ending IP Subnat Mack: [o55 255 255 0
address, and a subnet mask. You may also choose to change the default
value of the leased time. Click the Next button to continue. O Dicable DHCP Sarver

e

& Enable OHCP Server
Start IP Address: 192,168.1.2

Erd IP Address: 192,165, 1,254
Subnet Mask: 255,255.255.0
Leased Time (hour ) 24

O configure the second IP Address and Subnet Mask for LAN interface

QUICK SETUP - PPPoE wWireless -- Setup
This window allows you to configure Wireless settings of the Router. Tick
Enable Wireless and enter SSID to enable Wireless LAN. Click the Next Eriabla Wirsless

button to continue.
Enter the wireless ne_twu:urk narme (also knowe as S5I00,
SSID: Broadcom
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QUICK SETUP - PPPoE WAaN Setup - Summary
This summary window allows you to confirm the settings you have just

. Mak that the settings bel tch the setti ided b I5P.
made. Click the Save/Reboot button to save your new PPP over Ethernet BRI IR R SR T R I Rl

settings and restart the Router. |PORT / WPI/ VCI: |0/ 035
E-Eunnectiun Type: :ﬁ'PPDE
E-Servil:e Name; éll.:lppDE_D_El_35_1
i-Servil:e Category: ;'UEIF{
TP Address: EAutDmaticéll.y Assigneci 1
:'aervil:e.éi.:ate: |Enabled ;
E.NAT: %ll.EnabIed
IFirewall: |Eniabled

|IGMP Multicast: | Disabled]
;uualit',! Of Service: ;Disabled

Click "Save/Reboot” to save these settings and reboot router, Click "Back” to make any modifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboot,

[Elack ] [ Save/Reboot
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QUICK SETUP - MER

Click the MAC Encapsulation Routing (MER) radio button on this window.
This window also allows you to use the drop-down menu to select the
desired Encapsulation Mode. Click the Next button to continue.

QUICK SETUP - MER

This window allows you to configure the WAN IP settings. This information
is obtained from your ISP. Click the Next button to continue.

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
O PPP over ATM (PPPOA)

O PPP over Ethernet (PPPOE)

® MAC Encapsulation Routing (MER)

O 1P over ATM (IPoA)

O Bridging

Encapsulation Mode
| LLC/SNAP-BRIDGING |+

WAN IP Settings

Enter information provided to you by your ISP to configure the WAN IP settings.

MNotice: DHCP can be enzbled for PVC in MER mode or IP over Ethernet as WAN interface if "Obfain an IP address automaticaly” is chosen.Changing the default gateway or the DNS
effects the whole system. Configuring them with static values wil disable the automatic assignment from DHCP or other WAN connection.

If you configure static defautt gateway over this PVC in MER mode, you must enter the IP address of the remote gateway in the "Use IP address'. The "Use WAN interface” is optional.
Q Obtain an IP address automatically

® Use the folowing TP address:

WAN P Address:
WAN Subnet Mask:

@® Obtain default gateway automaticaly
Q Use the folowing default gateway:

Use TP Address: I:I

Use WAN Inferface:

@& Obtain DNS server addresses automatically
(O Use the following DNS server addresses:
Primary DS server:

Secondary DNS server:

Back | | Next
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QUICK SETUP - MER Network Address Translation Settings
This window allows you to enable or disable Network Address Translation
and a firewall for your Router. In addition, you can enable or disable IGMP
multicasting and WAN service. Click the Next button to continue.

Network Address Translation (MAT) alows you to share one Wide Area Network (WAN) TP address for multiple computers on your Local Area Network (LAN).

Enable NAT ]

Enable Frewal [J

Enable IGMP Multicast, and WAN Service
Enable 1GMP Mutticast [
Enable WAN Service

Service Name: mer_0_0_35

Next

QQICK SETUP - MER Device Setup
This window allows you to enter an IP address and subnet mask for the
LAN interface. In addition, you can either enable or disable the DHCP Configure the DSL Router IP Address and Subnet Mask for LaN interface,
server.

IP Address: 192.168.1.1
To enable the DHCP server, enter a starting IP address, an ending IP Subriet Mask: |£93,253.233.0
address, and a subnet mask. You may also choose to change the default
value of the leased time. Click the Next button to continue. O Disable DHCP Server

(® Enable DHCP Server
Start IP Address: 192.168.1.2

End IP Address: 192,163, 1,254
Subnet Mask: 255.255.255.0
Leased Time (hour 1|24

[ configure the second IP Address and Subnet Mask for LAN interface
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QUICK SETUP - MER

This window allows you to configure Wireless settings of the Router. Tick
Enable Wireless and enter SSID to enable Wireless LAN. Click the Next £ pc wireless
button to continue.

Wireless -- Setup

Enter the wireIESS_ ne_twu:urk name (also known as 55100,
SsI0: Broadcorm

QUICK SETUP — MER

This summary window allows you to confirm the settings you have just
made. Click the Save/Reboot button to save your new MAC Make sure that the settings below match the settings provided by your 1SP,
Encapsulation Routing settings and restart the Router.

¥WAN Setup - Summary

PORT / ¥PI / ¥CI: (0/0/25
Connection Type: |MER
Service Name: mer_ 0 0 35

Service Category: :UEIR

1P Address: _.&utumaticallv Assigned |
Service State: Enabled ' )
NAT: | Disabled

Firewall: | Disabled

IGMP Multicast:  |Disabled
Quality Of Service: | Disabled

Click "SavefReboot" to save these settings and reboot router, Cick "Back” to make any rodifications.
MOTE: The configuration process takes about 1 minute to complete and your DSL Router will reboaot,

[Elack ] [ Save/Reboot
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QUICK SETUP - IPoA

Click the IP over ATM (IPoA) radio button on this window. This window
also allows you to use the drop-down menu to select the desired
Encapsulation Mode. Click the Next button to continue.

QUICK SETUP - IPoA

This window allows you to configure the WAN IP settings. This information
is obtained from your ISP. Click the Next button to continue.

Connection Type

Select the type of netwark protocol for IP over Ethernet as WAM interface
O PPP over ATM (PPPoA)

O PPP over Ethernet (PPPoE)

& MAC Encapsulation Routing (MER)

® 1P over ATM (IPoA)

& Bridging

Encapsulation Mode
|LLCISNAF‘-ROUTING b

wah IP Settings

Enter information provided to vou by your ISP to configure the wak IP settings.

Motice: DHCP is not supported in IPoS mode. Changing the default gateway or the
DS effects the whole syster. Configuring therm with static values will disable the
automatic assignrment from other WAkl connection,

wiak IR address: 192,168, l_.l

wean Subnet Mask: 255.255.255.0

[ wse the following default gateway:
=2 IP Address:
sz Wan Interface:

[ wse the folowing DMS server addresses:
Prirnary DS server:

Secandary DS server:
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QUICK SETUP - IPoA Network Address Translation Settings
This window allows you to enable or disable Network Address Translation
and a firewall for your Router. In addition, you can enable or disable IGMP  crputers o your Local area Metwark (Lak),

multicasting and WAN service. Click the Next button to continue.
Erable MaAT [

Erable Fireweall [

Enable IGMP Multicast, and YWAN Service

Enable IGMP Multicast  []
Enable WaN Service

Service Mame; ipoa_ 0 0.35

Back

QUICK SETUP - IPoA Device Setup
This window allows you to enter an IP address and subnet mask for the

LAN interface. In addition you can either enable or disable the DHCP Configure the DSL Router IP Address and Subnet Mask for LAN interface.

server. 1P Address: 192.168.1.1
. . Subnet Mask: (255,295.255.0

To enable the DHCP server, enter a starting IP address, an ending IP

address, and a subn.et mas!(. You may also choose to_change the default O Disabla DHCP Server

value of the leased time. Click the Next button to continue. & Enable DHCP Server
Start IP Address: 192.168.1.2
End IP Address: 192.168.1.254
Subnet Mask: 255.255,.255.0

Leased Time (hour {24

[Clconfigure the second IP address and Subnet Mask for LAN interface

MNetwork Address Translation (NAT) allows wou to share one Wide Area Metwork (WAN) IP address for multiple
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QUICK SETUP - IPoA

This window allows you to configure Wireless settings of the Router. Tick
Enable Wireless and enter SSID to enable Wireless LAN. Click the Next
button to continue.

QUICK SETUP - IPoA

This summary window allows you to confirm the settings you have just
made. Click the Save/Reboot button to save your new IP over ATM
settings and restart the Router.

Wireless -- Setup

Enable Wirslsss

Enter the wireIESS_ ne_twu_:urk name (also known as 55100,

SSID: Broadcorm

Wak Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

|PORT /¥PI / ¥CI:
:Eunnectiun T!_.rpe:-
Service Name: |
Service Category:
IP Address:
Service State:
NAT:

Firewall:

[IGMP Multicast:
.uualit',r of Serviceg'

o/o0/35

[1Poa |
lipoa_0_0_35 |
= :
|192.168.1.1 |
[Enabled |
!.II.J.is.abIed.
| Disabled
. Disabled

Dizabled

Click "Save/Reboot” to save these settings and reboot router, Click "Back” to make

ary modifications,

MOTE: The configuration process takes about 1 minute to cormplete and wour DSL

Router wil reboot,

[ Back ] [ Save/Reboot
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Advanced Setup

This chapter include the more advanced features used for network management and security as well as administrative tools to manage the Router,
view status and other information used to examine performance and for troubleshooting.

WAN

To access the Wide Area Network (WAN) Setup window, click the WAN button in the Advanced Setup directory.

This window is used to configure the WAN interface. You can add, delete, EVE#Ts = :
and modify WAN interfaces on this window. _ o
Device Info wWide Area Network (WaN) Setup

Once the desired changes to the WAN interface are complete, click the Quick Setup Choose Ak, Edit, or Remove 1o Configure WAN nterfaces.

advanced Setup Choose SavefReboot to apply the changes and reboot the system.
Save/Reboot button. Bl i )
B : | Port vpi/vei

If you are setting up the WAN interface for the first time, click the Add LA

Quality of Service
button. Routing [ Rernove ][ Save/Reboot ]
DSL
Ppip
Interface Group
IPSec
Certificate
Wireless
Diagnostics

| ¥LAN | Con.
Mux

D Category |Service | Interface | Protocol |Igmp QoS |State |Remove | Edit

Management

The ATM PVC Configu ration WindOW a"OWS yOU to Set Up ATM PVC ?III;:?;V;(E:HC;IE‘.f'igligslltittl’]n(nnﬁgule an ATM PVC identifier (PORT and VPIand VCI) and select a service category. Otherwise choose an existing interface by selecting the checkbox to
configuration. Enter a Port Identifier, Virtual Path Identifier, and Virtual o0 5]
Channel Identifier. The VPI and VCI values should be provided by your wrass o

ISP. This window also allows you to enable QoS by ticking the Enable var peessn
Quality of Service check box. Click the Next button to continue. Senvce Categony] UBR Wihout PCR_¥]

Enable Quality Of Service

Enabling packet level QoS for 2 PVC improves performance for selected classes of applications. QoS cannot be set for CBR and Realtime VBR. QoS consumes system resources; therefore
the number of PVCs will be reduced. Use Advanced Setup/Quality of Service to assign priorities for the applications.

Enable Quality Of Service []
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This window allows you to select the appropriate connection type. The
choices include PPP over ATM (PPPoA), PPP over Ethernet (PPPoE),
MAC Encapsulation Routing (MER), IP over ATM (IPoA), and Bridging
(default).

This window also allows you to use the drop-down menu to select the
desired Encapsulation Mode. Click the Next button to continue.

For further information about each of the five connection types available
on the Router, please go to the Quick Setup section earlier in this manual
as all of the windows are identical.

If the connection type of WAN interface is in Bridging, Security IP
Filtering with the IP Filtering and Parental Control sub-menus will
appear in the Advanced Setup directory.

If the connection type of WAN Interface is not in Bridging, NAT and
Security with MAC Filtering and Parental Control will appear in the
Advanced Setup directory.

Connection Type

Select the type of network protocol for IP over Ethernet as WAN interface
 PPP aover ATM (PPPoA)

O PPP over Ethernet (PPPGE)

(& MAC Encapsulation Routing (MER)

© 1P over ATM (IPoA)

(® Bridging

Encapsulation Mode
LLC/SMNAP-BRIDGING »
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LAN

You can configure the LAN IP address to suit your preference. Many users will find it convenient to use the default settings together with DHCP
service to manage the IP settings for their private network. The IP address of the Router is the base address used for DHCP. In order to use the
Router for DHCP on your LAN, the IP address pool used for DHCP must be compatible with the IP address of the Router. The IP addresses
available in the DHCP IP address pool will change automatically if you change the IP address of the Router.

To access the Local Area Network (LAN) Setup window, click the LAN button in the Advanced Setup directory.

This window allows you to set up a LAN interface. When you  tocal Area Network (LaR) Setup
are finished, click either the Save or Save/Reboot button. Configure the DSL Router I Address and Subnet Mask for LAN interface, Save button only saves the LaN configuration data,

Save,/Reboot button saves the LaM configuration data and reboots the router to make the new configuration effective,

IP Address: 192.168.1.1
Subnet Mask: 255.255.255.0
[ Enable IGMP Snooping

@ Standard Mods

¢ Blocking Mode

Disable DHCP Server
Enable DHCP Server
Start IP Address: 192.168.1.2

Ernd IP Address: 192.168.1.254
Subnet Mask: 255.255.255.0
Leased Time (hour )24

@0

Static IP Lease List: Please click on Save/Reboot button to make the new configuration effective. (A maximum 32 entries can be
configured )

MAC Address |IP Address :Remnve |
[ Add Entries ] [ Rernoyve Entries ]

2 Enable DHCP Server Relay
DHCP Server IP Address:

[N canfigure the second IP Address and Subnet Mask for L&N interface

[Sa\fe] [ Save/Reboot
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NAT

To access the Network Address Translation (NAT) Setup window, click the NAT button in the Advanced Setup directory. The NAT button
appears when configuring WAN interface in PPPoA, PPPoE, MER or IPoA.

Virtual Servers

This window is used to configure virtual server. You can add, delete, and ™"~ Virtual servers Setup

H H H H wirtual Server allows you to direct incoming traffic from vWan side (identified by Protocal and External port) to the
mOdlfy Vlrtual server on th|S W|ndOW Internal server with private IP address on the LaN side. The Internal port is required only it the external port needs to
. . . be converted to a different port number used by the server on the LAR side. & maxinmum 32 entries can be configured.
If you are setting up the virtual server, click the Add button.
Server External External ; [ Internal Internal Server IP .REITIl:ItB ;
MName Port Start Port End Esoxocyl Port Start Port End Address Host Bemuve

NAT -- Wirtual Servers

You can configure the service settings on this window by clicking the
Select a Service radio button and then using the drop-down list to ChoOSe & i e NGtE: The “internal Port Cnd~ cannot be chanaed. 1t is the same 45 “Cxternal bort End~

an existing service, or by clicking the Custom Server radio button and e T o e i bt s et A Ui e emanies,
entering your own Application Rule in the field provided. Server Name: I S
i L. . i & select a Service; | Select One el
Click Save/Apply when you are finished with the virtual server ©  custom Server: |
Conf|gurat|on Server IP Address:  [192.168.1.
_External Port Star!';:!External Port En!:I: = _I_:_'r_utol:c!I __internal Port Startf,lnternal Port End_ Remote Ip |
| TCF B |
[Tcp = |
TCF
I
TCF
TCE
D
P
‘e
"1cE
TP
N

Savefipphy
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Port Triggering

Some applications such as games, video conferencing, remote access
applications and others require that specific ports in the Router's firewall
be opened for access by the applications. You can configure the port
settings from this screen by selecting an existing application or creating
your own (Custom application).

Click the Add button to configure port triggering.

You can configure the port settings on this window by clicking the Select
an application radio button and then using the drop-down list to choose
an existing application, or by clicking the Custom application radio
button and entering your own Application Rule in the field provided.

Click Save/Apply when you are finished with the port setting
configuration. The new Application Rule will appear in the Port Triggering
table.

NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's frewal be opened for access by the remate parties. Part Trigoer dynamically opens up the 'Open
Ports' in the frewall when an application on the LA initiates a TCRJUDP connection to a remote party using the Triggering Ports’, The Router allows the remote
party from the WAN side to establish new connections back to the application on the LAM side using the Dpen Parts', & maximur 32 entries can be configured,

Application Trigger Open . Remove
Name | Protocol Port Range |Protocol Port Range

Start | End Start |End

MNAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific
ports in the Router's firewall be opened for access by the applications, You can configure the port settings from this
screen by selecting an existing application or creating your own (Customn applicationand click "Save/appl® to add it.
Remaining number of entries that can be configured:32

Application Mame: — " —
& select an application: éSElEC't Une (i

O Custom application:

Trigger Port Start Trigger Port End Trigger Iirutnl:ul"l;lpen Port Start Dpen Port Enl:!ij_pen Pruincql
|16F el |2F sl
e | [ B I
IES e
'ICP | ICP v |
[1cp s
[1ce v | ' B
Elr ' - [1cr [
(1 [v] [ ' (1P [v]

Savelsnply
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DMZ Host

Since some applications are not compatible with NAT, the Router supports  yar - pmz Host
use of a DMZ IP address for a single host on the LAN. This IP address is
not protected by NAT and will therefore be visible to agents on the Internet 5000 i the vitual servers table w0 the DZ host cormputer.
with the right type of software. Keep in mind that any client PC in the DMZ
will be exposed to various types of security risks. If you use the DMZ, take
measures (such as client-based virus protection) to protect the remaining  Clear the 1P address field and click "Apply” to deactivate the DMZ host.
client PCs on your LAN from possible contamination through the DMZ.

Enter the computer's IP address and cdick "Apply” to activate the DMZ host.

DMZ Host IP Address:

To designate a DMZ IP address, type in the |IP Address of the server or
device on your LAN, and click the Save/Apply button.

ALG

You can Select the ALG in this window, and click the Save/Apply button. sl

Select the ALG below,

SIP Enabled

SavefAnply

The DSL router will forward IP packets from the WAN that do not belong to any of the applications
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Security

To access the Security window, click the Security button in the Advanced Setup directory. The Security button appears after configuring WAN

interface in PPPoA, PPPoE, MER or IPoA.

IP Filtering

The IP Filtering button appears when configuring WAN interface in PPPoA, PPPoE, MER or IPoA.

IP Filtering - Outgoing
This window allows you to create a filter rule of Outgoing.
Click change default policy to change the mode of policy.

Now default policy is ACCEPT, it means all outgoing IP traffic from LAN is
allowed, but some IP traffic can be Blocked by setting up filters.

If you are setting up the outgoing IP filtering, click the Add button.

Now default policy is BLOCK, it means all outgoing IP traffic from LAN is
blocked, but some IP traffic can be accepted by setting up filters.

If you are setting up the outgoing IP filtering, click the Add button.

Outgoing IP Filtering Setup
Choose Add or Remove to configure outgoing IP filters,

Mo default policy is ACCEPT

| change default policy ]

Filter Source Address / .Suurce Dest. Address /
Mame Fritacol Mask Port Mask

Outgoing IP Filtering Setup
Choose Add or Rermowe to configure outgoing 1P filkers,

Horwy default policy is BLOCK

change default policy

Dest.

Port Remove

Filter Name | Protocol | Source Address / Mask | Source Port | Dest. Address / Mask | Dest. Port | Remove
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Enter the information in the section. Explanations of parameters are Add IP Filter -- Outgoing
described below. Click the SavelApply button to add the entry in the The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter narme and
Active Outbound IP F||ter|ng table. least one condition below, All of the specified conditions in this filter rule must be satisfied for the rule to take
effect. Cick 'Savefapply' to save and activate the filter,
Filter Marne:
Protocal: _ALL w

Source IP address:

Source Subnet Mask(or end ip address):
Source Port (port or port:port )

Destination IP address:

Destination Subnet Mask(or end ip address):

Destination Port (port or port:port )

at

Filters Description

Parameter P

Filter Name Enter a name for the new filter.

Protocol Select the transport protocol (Any, TCP/UDP, TCP, UDP or ICMP) that will be used for the filter rule.

Select IP Range
by

Select either IP address or Netmask to show different items.

Enter the start and end IP address for the range of IP addresses which you are creating the

Source IP Address )
filter rule.

Source IP Address & Source

This is the IP address and their associated subnets for which you are creating the filter rule.
Subnet Mask

Source Port

The Source Port is the TCP/UDP port on either the LAN or WAN depending on if you are configuring an Outbound or Inbound

Filter rule.

Destination Port

The Destination Port is the TCP/UDP port on either the LAN or WAN depending on if you are configuring an Outbound or
Inbound Filter rule.
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IP Filtering — Incoming
This window allows you to create a filter rule of Incoming.
Click change default policy to change the mode of policy.

Now default policy is ACCEPT, it means all incoming IP traffic from WAN
is accepted, but some IP traffic can be blocked by setting up filters.

If you are setting up the incoming IP filtering, click the Add button.

Now default policy is BLOCK, it means all incoming IP traffic from WAN is
blocked, but some IP traffic can be accepted by setting up filters.

If you are setting up the incoming IP filtering, click the Add button.

Incoming IP Filtering Setup

Choose Add or Remove to configure incoming IP filters,

Mow default policy is ACCEPT

Filter
Name

YPI/VCI | Protocol

Incoming IP Filtering Setup

change default policy

Source Address / | Source

Mask

Port

Choose Add or Remove to configure incoming IP filters,

Mowe default policy is BLOCK

Filter
| Name

YPI/YCI | Protocol

Dest. Address /
Mask

change default policy

| Source Address [/ | Source

Mask

Port

Dest. Address [/
Mask

Dest.
Port

Dest.
Port

Remove

Remove |
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Enter the information in the section. Explanations of parameters are Add IP Filter - Incoming
described below. Click the SavelAppIy button to add the entry in the The screen allows you to create a filter rule to identify incoming IP traffic by specifying a new filter name and at least
Active Inbound IP Filtering table.

one condition below, &l of the specified conditions in this filter rule must be satisfied for the rule to take effect, Cick
‘Savefapply' to save and activate the fiter,

Filter Marne:

Protocal; ALL Tael
Source IP address: . .
Source Subnet Mask(or end ipaddress )

Source Port (port or port:port

Destination IP address:

Diestination Subnet Mask{or end ip address):

Destination Port (port or port:port )

WaN Interfaces {(Configured in Routing mode and with firewall enabled only)
Select at least one or multiple wWak interfaces displayed below to apply this rule,

Select Al
pppoa 0.0 35 1jppp 0 0 35 1

Savef Apply

Filters Parameter

Description

Filter Name

Enter a name for the new filter.

Protocol

Select the transport protocol (Any, TCP/UDP, TCP, UDP or ICMP) that will be used for the filter rule.

Select IP Range by

Select either IP address or Netmask to show different items.

Source IP Address

Enter the start and end IP address for the range of IP addresses which you are creating the filter
rule.

Source IP Address &
Source Subnet Mask

This is the IP address and their associated subnets for which you are creating the filter rule.

Source Port

The Source Port is the TCP/UDP port on either the LAN or WAN depending on if you are configuring an Outbound or

Inbound Filter rule.

Destination Port

The Destination Port is the TCP/UDP port on either the LAN or WAN depending on if you are configuring an Outbound or

Inbound Filter rule.
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Parental Control

Use this window to deny access to specified MAC address. Time of Day Restrictions - A maximum 16 entries can be configured.
If you are setting up the MAC address blocking, click the Add button.

Username | MAC | Mon | Tue | Wed | Thu | Fri | Sat | Sun | Start | Stop | Remove

MAC address is a specially formatted text string (xx:xx:xx:xx:xx:xx) that Time of Day Restriction
uniquely identification of a device. This section will allow users to block
devices with certain MAC addresses on the LAN. This page adds time of day restriction to a special LAN device connected to the Router. The 'Browser's

MAC Address' automatically displays the MAC address of the LAMN device where the browser is running. To
restrict other LAN device, click the "Other MAC Address” button and enter the MAC address of the other

To configure for MAC address blocking enter the username into the !,—_"*” dg‘-'icle iI"TD find out the MAC address of a Windows based PC, go to command window and type
Username field, click Browser’s MAC Address to have MAC address of can il

the LAN device, or click Other MAC Address and enter a MAC address User Namme

manually. Tick the checkboxes for the desired individual days of the week

and enter desired Start Blocking Time and End Blocking Time. e i

O Other MAC Address

Click the Save/Apply button to save the configuration (KX E30K)
Days of the week MonTueWed ThuFri [Sat/Sun
Click to select OO O|a|goim

Start Blocking Time (hh:mm)

End Blocking Time (hh:mm)

Save/Apply
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URL Filter

This window allows you to set up URL Filter on the Router. L

Choose URL List Type Exclude or Include first and click Add

LRL List Type: O Ewcude & Include
button.

_ Address | Port | Remove

[ﬂ.dd ] [ Remioye

Enter the URL address and port number then click Save/Apply to i i
add the entry to the URL filter. Parental Control -- URL Filter Add

Enter the URL address and port number then click "Save/Apply" to add the entry to the URL filter,

LRL &ddress:
Port Mumber: (Default 20 will be applied if leave blank, )

Save/apply
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Quality of Service

QoS or Quality of Service allows your Router to help prioritize the data packet flow in your Router and network. This is very important for time
sensitive applications such as VolP where it may help prevent dropped calls. Large amounts of non-critical data can be scaled so as not to affect
these prioritized sensitive real-time programs.

To access the QoS — Queue Management Configuration window, click the Quality of Service button in the Advanced Setup directory.

This window allows you to set up QoS on the Router. When you are
finished, click on the Save/Apply button.

QoS -- Queue Management Configuration

If Enable QoS checkbos is selected, choose a default DSCP mark to automatically mark incorning traffic
withiout reference to a particular classifier, Click 'Savefapply' button to save it

Note: If Enable Qos checkbox is not selected, all QoS will be disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that do not match any
classification rules.

Enable Qo5

Select Defalt DSCP Mark [No Change (=1)  [w]

Save/spply
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Queue Config

Click the Add button to add a QoS Queue Configuration table entry.

This window allows you to configure a QoS queue entry and assign it a
specific network interface.

Click the Save/Apply button to save and activate the filter.

(oS Queue Configuration -- & mazimum 24 entries can be configured.
If you disable WMM function in Wireless Page, gueues related to wireless will not take effects

Interfacename Description Precedence | Queue Key | Enable | Remove
wireless Wl Yoice Priority 1 1
wireless WM oice Priority 2 2
wireless WM Yideo Priority 3 3
wireless WM video Priority 4 <
wireless WM Best Effort ] 5
wireless WM Background f ]
wireless WM Background 7 7
wireless WM Best Effort ] ]

[Add][ Rernoye ][ SavefReboot ]

QoS Queue Configuration

The screen alows you to configure a QoS queue entry and assign it to a specific netwark interface. Each
interface with QoS enabled will be dlocated three queues by default, Each of the queues can be
configured for a specific precedence. The queue entry configured here will be used by the classifier to
place ingress packets appropriately, Note: Lower integer values for precedence imply higher priority
for this queue relative to others Click 'Save/&pply' to save and activate the filker,

Queue Configuratian Status:| | il
V=N = | [ 1]
Queue Precedence: | | v_l

SavefApply
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QoS Classification

Choose Add or Remove to configure network traffic classes.

Use this window to create a traffic class rule to classify the upstream

traffic, assign a queue that defines the precedence and the interface, and

optionally overwrite the IP header DSCP byte. A rule consists of a class

name and at least one condition. Please remember that all of the specified

conditions on this window must be met for the rule to take effect.

Click the Save/Apply button to save and activate this rule.

Quality of Service Setup
Choose Add or Remove to configure network traffic classes,

If you disable WMM function in Wireless Page, classification related to wireless will not take effects

MARK TRAFFIC CLASSIFICATION RULES
| [ [ I [ Source [Destination
|Class |DSCP Queue |802.1P [Lan |Source Source Dest. Dest. | | ! 2 | .
|Name |Mark |ID Mark  |Port Protocol | DSCP addr./Mask Part | Addr,/Mask Port MAC =I*‘I.»’u: 802.1P |Order [Enable/ Disable |Remove |Edit
| Addr./Mask |Addr./Mask

add Network Traffic Class Rule

The screen creates a traffic dass rule to dassify the upstream traffic, assign queus which defines the precedence and the interface and optionally overwrite the IP header DSCP byte, A
tule consists of a class name and at least one condition below. All of the specified conditions in this dlassification rule must be satisfied for the rule to take effect. Click 'Savefapply' to save
and activate the e,

Traffic Class Marme:
Rule Order;
Rule Status:

Assign ATM Priority and/or DSCP Mark for the dass
If non-blank value is selected for ‘Assign Differentiated Services Code Point (DSCP) Mark', the correcponding DSCP byte in the IP header of the upstream packet is overwritten by the
selected value.

Assign Classification Queus:
Assign Differentiated Services Code Point (DSCP) Mark:
Mark 802, 1p if 802.1q is enabled:

Specify Traffic Classification Rules
Enter the following conditions either for IP level, SET-1, or for IEEE 802.1p, SET-2.

SET-1

Protocol: | \_a
Differentiated Services Code Point (DSCP) Chack: I v’
IP Address 7v‘ -

Source Subnet Mask:

WDP/TCP Source Port (port or port:port):
Destination 1P Address:

Destihation Subriet Mask:

LUDP/TCR Destination Part (port or port:port):
Source MAC Address:

Source MAC Mask:

Destination MAC Address:

Destination MAC Mask:

SET-2 ‘
802.1p Priority: ||

Save/Apply

D-Link DSL-2640U User Manual

56



Appendix A — Troubleshooting

Routing

To access the Routing windows, click the Routing button in the Advanced Setup directory.

Default Gateway

If the Enable Automatic Assigned Default Gateway checkbox is ticked,  routing - pefault Gateway

the ROUter WI" accept the fIrSt defaUH: gateway aSSIQnment reCelved from If Enable Automatic Assigned Default Gateway checkboy is selected, this router will accept the first received default

one of the enabled PPPoA, PPPoE. or MER/DHCP enabled PVC(S) gateway assignment from one of the PPPos, PRPOE or MER/DHCP enabled PYC(s), If the checkbox is not selected,
. . . ’ ! . enter the static default gateway AMDYCR 3 WaN interface. Click 'Savefapply' button to sawve it.

If this checkbox is not ticked, enter the static default gateway and/or a

WAN interface_ Clle the Save/App|y button When yOU are flnlShed MOTE: If chanaing the Automatic Assigned Default Gateway from unselected to selected, “ou must reboot the

router to get the automatic assigned default gateway.

Enable sutormatic assigned Default Gateway

[] Use PPTP Connection as Default Gateway

Save/soply

Static Route

CIiCk the Add bUtton On the ROUting - Static Route WindOW tO aCCGSS the Ruuting el Etatic Ruute {A maximum 32 Entries can hE Eunﬁgured]
following window displayed on the next page. _ .
Destination | Subnet Mask | Gateway Interface | Remove

Enter the static routing information for an entry to the routing table. Routing == Static Route Add
. .. Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then click "Save/Apply" to add the entry to the routing table.
Click the Save/Apply button when you are finished.

Destination Network Address:
Subnet Mask:

[ Use Gateway IP Address
Use Interface v

Save/Apply
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RIP

To activate RIP for the device, select the Enabled radio button for Global
RIP Mode. To configure an individual interface, select the desired RIP
version and operation, followed by placing a check in the 'Enabled'
checkbox for the interface. Click the Save/Apply button to save the
configuration, and to start or stop RIP based on the Global RIP mode
selected.

Routing —- RIP Configuration
To activate RIP for the device, select the 'Enabled’ radio button for Global RIP Mode. To configure an individual
interface, select the desired RIP version and operation, followed by placing a check in the ‘Enabled’ checkbow

for the interface. Click the "Save/Apply' button to save the configuration, and to start or stop RIP based on the
Global RIP mode selected.

Global RIP Mode & Disabled O Enabled

[ Interface WPI/VCI Version | Operation [Enabled

b | aan) |2 Je] [active [»] O
pop 003510035 | 2 [w| [Passive|w] O
Savefapply
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DNS

To access the DNS windows, click the DNS button in the Advanced Setup directory. The DNS button appears when configuring WAN interface in
PPPoA, PPPoE, MER or IPoA.

DNS Server

If you have not been given specific DNS server IP addresses or if the DNS Server Configuration

Router is not pre-configured with DNS server information, tick the Enable If "Enable Automatic Assigned DNS' checkbox is selected, this router wil accept the first received DNS assignment from one
Automatic Assigned DNS checkbox. Auto discovery DNS instructs the 20 0 e o B o e e e S D5 e el Ve
Router tO automatically obtain the DNS |P addreSS from the |SP through must reboot the router to make the new configuration effective.

DHCP. If your WAN connection uses a Static IP address, auto discovery

Enable Automatic Assigned DNS
for DNS cannot be used.

If you have DNS IP addresses provided by your ISP, deselect the Enable
Automatic Assigned DNS checkbox and enter these IP addresses in the
available entry fields for the Primary DNS Server and the Secondary DNS
Server. Click the Save button when you are finished. Save

Dynamic DNS

The Router supports Dynamic DNS (Dynamic Domain Name Service). Dynamic DNS

The DynamiC DNS SerVice a"OWS a dynamiC pU blIC IP add ress tO be The Dynamic DNS service allc'.'.-s_'-;-:lu to alias a tI-_.-‘nami-: P atltll_‘ess to a static hostname in any of the many domains, allowing
aSSOCiated Wlth a StatiC hOSt name in any Of the many domains, a”OWing your DSL router to be more easily accessed from various locations on the Internet.

access to a specified host from various locations on the Internet. This is Choose Add or Remove to configure Dynarmic DIS.

enabled to allow remote access to a host by clicking a hyperlinked URL in T ) ) e e e
the form hostname.dyndns.org, Many ISPs assign public IP addresses _
using DHCP, this can make it difficult to locate a specific host on the LAN

using standard DNS. If for example you are running a public web server or
VPN server on your LAN, this ensures that the host can be located from
the Internet if the public IP address changes. DDNS requires that an
account be setup with one of the supported DDNS providers.

Click Add to see the Add DDNS Settings section.
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Enter the required DDNS information, click the Save/Apply button to save
the information.

DDNS requires that an account be setup with one of the supported
DDNS servers prior to engaging it on the Router. This function will not
Note work without an accepted account with a DDNS server.

Add dynamic DDNS

This page allows you to add a Dynamic DNS address from DynDNS.org or TZ0.

D-DNS provider

Hostname

Interface

DynDHS Settings
sername

Passwiord

DynDMNS . org + |

ipoa_1_2 35fipa_1_2 35 v

Save/Apply
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DSL

To access the DSL Settings window, click the DSL Setup button in the Advanced Setup directory.

This window allows you to select the desired modulation, phone line pair,  pst settings
and capability. Click the Save/Apply button when you are finished.

Select the modulation below.
G.Dmt Enabled
Click the Advanced Settings button to select a DSL test mode. T
T1.413 Enabled
ADSL2 Enabled
AnnexL Enabled
ADSL2+ Enabled
O AnnexM Enabled
Select the phone line pair below.
® Inner pair
O outer pair
Capability
Bitswap Enable
] SRA Enable

Save/Apphy ] [

Advanced Settings
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Select the desired DSL test mode and then click the Apply button.

Click the Tone Selection button to modify the upstream and downstream
tones.

Select the appropriate upstream and downstream tones for your ADSL
connection. Click the Apply button to let your settings take effect.

DSL Advanced Settings

Select the test mode below.

® Normal
O Reverb
O Medley
O Mo retrain

O

(Apply ] [ Tone Selection

& | http: {192,168, 1,1 adslcFgtone. html v

ADSL Tone Settings

Upstream Tones
Mo 1 Mz [l4 s e M7 e Mo [Mio 11 12 13 14 [£15
M1 17 18 1o W20 M21 22 W23 Fl24 [¥]25 W26 W27 W28 20 30 W31

Downstream Tones
32 #]23 @34 M35 #as a7 Fae Wao Fa0 P41 @42 42 #lag @45 F4ae @47
[Wag (¥4 [¥50 W51 W52 53 54 W55 [¥lss [¥]s7 [¥lse Wso [Weo [Mel ez [We3
o4 o5 Moee Me7 Fes e 7o M71 2 74 75 77 78 79
a0 ls1 82 [la3 a4 (a5 a6 [Flas [lss oo [Fs1 Moz 93 Fsa [Fos
[¥os [¥]o7 [vlos [¥oo [¥1o0 [#]101 ¥ 102 [¥] 1032 [#]104 [¥]105 [#] 106 [¥] 107 [l 108 (¥l 102 [#] 110 ] 111
112113 @114 115116 117 M 11a @110 120 [P121 #1122 [¥] 123 [P]124 [#] 125 [¥] 126 @] 127
128 #1290 #1130 #1131 #1132 #1133 [¥] 134 @] 135 [#] 136 [¥] 137 (@] 138 [¥] 120 ¥ 140 [#] 141 [¥] 142 [#] 143
#1144 [¥]145 [¥] 146 [¥] 147 [¥] 148 [¥] 140 [¥] 150 [¥] 151 [¥] 152 [¥] 153 [¥] 154 [¥] 155 [¥] 156 [#] 157 [¥] 158 [¥] 150
[Fl160 #1161 [¥] 162 [¥] 163 [#] 164 [7] 165 [¥] 166 [¥] 167 [#] 168 [¥] 169 [#] 170 [¥]1 171 ¥ 172 [#] 173 [¥] 174 ] 175
#176 1 178 ¥ 179 [#] 180 [“] 181 [¥] 182 [4] 183 [¥] 184 [¥] 185 [¥] 186 [¥] 187 [¥] 188 [ 189 [4] 190 [“] 191
[#l192 [¥]193 [v] 194 [¥] 195 [¥] 196 [#] 197 [¥] 198 [¥] 198 [»] 200 [¥] 201 [#] 202 [¥] 203 [¥] 204 [¥] 205 [+] 206 [#] 207
#1208 [¥] 200 [#] 210 [#] 211 [¥] 212 #] 213 [¥] 214 [¥] 215 [#] 216 [¥] 217 [¥] 218 [¥] 219 [¥] 220 [¥] 221 [¥] 222 [¥] 223
[¥]224 [v] 225 [¥] 226 [¥] 227 [v] 228 [¥] 220 [¥] 230 [¥] 231 [¥] 232 [¥] 233 [¥] 234 [¥] 235 [¥] 236 [¥] 237 [v] 238 [¥] 230
(#1240 [¥] 241 [¥] 242 [¥] 243 [¥] 244 [¥] 245 [¥] 246 [¥] 247 [#] 248 [¥] 249 [¥] 250 [¥] 251 [¥] 252 [¥] 253 [¥] 254 [¥] 255

[

hY

(_check Al ] [ clear Al ] [Apply ] ( Close ]

Done EB 0 Inkernet H100% v
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PPTP

To access the PPTP Setting window, click the PPTP button in the Advanced Setup directory.

To set up Point-to-Point Tunnel Protocol, tick the Enable check box, enter

the appropriate information in the fields offered, and then click the
Save/Apply button when you are finished.

PPTP Setting
Set Point to Point Tunnel Protocal (WP

Enable =l
Tunnel Mame
PPTF Server IP address |0.0.0.0

Uzer Mame

Password

Cefault Route =l
Peer IP Address 10.0.0.0
Peer Subrnet MMask |0.0.0.0

Sawvefapply

Interface Group

To access the Internet Group window, click the Internet Group button in the Advanced Setup directory.

Use this window to enable port mapping. Tick Enable virtual ports on

and enter
If you are setting up the mapping groups, click the Add button.

Interface Group -- A maximum 16 entries can be configured

Interface Group supports multiple ports to PWC and bridging groups, Each group will
petrforrm as an independent network, To support this feature, you must create
rmapping groups with appropriate LAM and wakl interfaces using the add button,
The Remove button will rermove the grouping and add the ungrouped interfaces to
the Default group. Oy the default group has IR interface.

[0 Enable virtual ports on

Group Name | Remove | Edit | Interfaces

etho
| Default -
[ Wireless(SSID1)

[.&dd][ Savefapphy ]
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To create a new mapping group, enter Group Name, add interfaces to Interface froun Configuration
Grou ped Inte rfaces . To create a new interface group:

1. Enter the Group name and select interfaces from the avalable interface list and add it to the grouped interface list using the arrow buttons to create the
. required mapping of the ports, The group name must be unigue.
Click Save/Apply to save the changes.
2. If you lke to automatically add LAN dlients to a PVC in the nesw group add the DHCP vendor 1D string, By configuring a DHCP vendar 1D string any DHCP client
request with the specified vendor ID (DHCR option 60) will be denied an 1P address from the local DHCP server,
Note that these clients may obtain public IP addresses

3. Click Save/&pply button to make the changes effective immediately
Note that the selected interfaces will be removed from their existing groups and added to the new group.

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client device attached to the modem to allow it to obtain
an appropriate IP address.

Group Name:

Grouped Interfaces Available Interfaces
ethi
Wireless (35ID1)

Automatically Add
Clients With the
following DHCP Yendor
IDs

Savefapply
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IPSec

To access the IPSec Tunnel Mode Connections window, click the IPSec button in the Advanced Setup directory.

This window allows you to configure IPSec.

Click Add New Connection to edit IPSec tunnel mode connections from
this page

This window allows you to advanced settings.

IPSec Tunnel Mode Connections

add, edit or remove IPSec tunnel mode connections from this page.

| Enable Connection ; Remote Local Remote
| | Name | Gatewray | Addresses | Acddresses

[ Add Mewe Connection ]

IPSec Settings

IPSec Cannection Mame | ey connection
Rermote IPSec Gateway Address |0.0.0.0
Tunnel access from local IP addresses Subnet ,*7_!
IF address for VPN 0.0.0.0
IP Subrnetrnask |255.255.255.0
Tunnel access from remote IP addresses | Subnet |*T_!
IF address for VPN 0.0.0.0
IF Subretrask |255.255.255.0
Key Exchange Method | buto (IKE) |_-:J
ALthentication Method | Pre—Shared Key F»E
Pre-shared Key -key
Perfect Forward Secrecy i"i)-i;a_lﬁ;f:'[
Advanced IKE Settings [ Showy Advanced Settings ]
[ Save J Apply ]
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Certificates

To access the Local Certificates window, click the Certificates button in the Advanced Setup directory.

Local

This window is used to add, view or remove Local certificates. Local Certificates

Local certificates are used by peers to verify your identity.
Maximum 4 certificates can be stored.

This window is used to add, view or remove CA certificates.

CA certificates are used by you to verify peers' certificates.
Maximum 4 certificates can be stored.

Add, View or Rernove certificates from this page. Local certificates are used by peers to
werify your identity,
Maxirnurn 4 certificates can be stored.

Mame | In Use | Subject | Type | Action

[ Create Certificate Reguest ] [ Irnport Certificate

Trusted CA

Trusted CA {Certificate Authority) Certificates

Add, View or Remove certificates from this page, CA certificates are used by you to verify peers' certificates,
Mazirnurm ¢ certificates can be stored,

Name | Subject | Type | Action

I Import Certificate ]
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Wireless

Press Wireless in the left menu to enter wireless section. You can select to configure wireless setup, security and management.

Basic

This page is to configure basic settings of wireless LAN.
Click Enable Wireless, enter a wireless network name (SSID) and select
a country to active the wireless LAN. You can also hide the network (Hide

Access Point), isolate users (Clients Isolation). Device Info Waeless:-Rade

Click SaveIAppIy to save the Settings. Quick Setup This page allows you to configure basic features of the wireless LAN interface. You c
Advanced Setup disable the wirglass LAM interface, hide the network from active scans, set the wirele
narme (also known as SSI0DY and restrict the channel set based on country requireme

Wireless Click "appky" to configure the basic wireless options,
Basic
Security Enatile wirshess
MAL Filter [ Hide access Point
Wireless Bridge [0 Cclients Isolation
Advanced

. Disable WM Advertise
Station Info

Diagnostics S5I0: E-Elfuadﬁum
Management BSSID:
Country: UNITED STATES iﬂ

Max Clients: |16

[ Enable Wirgless Guest Metwork

Guest SSID; [Guest

Savef Apaly

Recommend: EO0 pixels, High Color( 16 Bits)
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This window is used to configure Wireless Security.

You can select to configure WEP encryption, Shared, 802.1x,
WPA, and WPA2 authentication.

Security

Wireless - Security

This page alows you to configure security features of the wireless LAN interface.
You may setup configuration rmanually

Manual Setup AP

Yoo can set the network authentication rmethod, selecting data encryption,

specify whether a network key is reguired to authenticate to this wireless network and specify the
encryption strength.

Click "Saveftpply" when done,

Select SSID: [Bruadcum [ae]
Metwork Authentication: |Open |:»:
WEP Encryption: [Disabled}' v

Savespply
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WEP Encryption

Select Enabled of the WEP encryption list. You can enter
WEP encryption page.

Encryption Strength: Key length: 128bits or 64bits.

Network Key 1-4: Up to four keys that are in form of hex
digitals could be set. Mobile users can’t access the AP if they
haven’t set the same key as AP. For 64bits and 128bits keys,
you should input 10 and 26 hexadecimal digitals or 5 and 13
ASCII characters respectively. Every two digitals should be
compared with others by a space character. For example:
“7890ABCDEF” (hexadecimal digitals) or “QWERT” (ASCII
characters) for a key length of 64bits.

wireless - Security

This page alows you to configure security features of the wireless LAN interface,
You may setup configuration manually

Manual Setup AP

You can set the network authentication method, selecting data encryption,

specify whether a network key is reguired to authenticate to this wirgless netwiork and specify the
encryption strength.

Click "Sawveffpply" when done,

Select SSID: 'Broadeon | |

Metwork Authentication: i;C'p &Il vj
WEP Encryption: Enabled vJ

Encryption Strength: | 128-bit |+

Current Network Key: |1 |

Metwiork Key 1.
Metwork Key 2
Metwork Key 3:

Metwork Key 4

Erter 13 ASCII characters or 26 hexadecimal digits for 128-bit
encryption keys

Enter 5 ASCI characters or 10 hexadeciral digits for 64-hit
encryption keys

SavelSoply
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802.1x Authentication
Select 802.1x to enter 802.1x authentication page.
The 802.1x authentication needs a Radius server in LAN. In

this page, you can input Radius server IP address, port
number and secret key.

YWireless - Security

This page alows you to configure security features of the wireless LAM interface,
You may setup configuration manually

Manual Setup AP

You can set the network authentication rmethod, selecting data encryption,

specify whether a network key is reguired to authenticate to this wireless network and specify the
ercryption strength.

Click "Sawe/tpply” when done,

Select SSID; Broadson | v |

Metwork Authentication: | 802. 1K Ivj
RADIUS Server [P Address: l0.0.0.0

RADILS Port: (1812

RADILS Key;

WEPR Encryption: Enabled s

Encryption Strenath: 128-bit |

Current Metwork Key: 2 'vl

Metwork Key 1;
Metwork Key 2
Metwork Key 3

Metwiork Key 4

Enter 13 ASCI characters or 26 hexadecimal digits for 128-hit
encryption keys

Eriter 5 ASCII characters or 10 hexadecimal digits for 64-hbit
encryption keys

Save/Apply
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MAC Filter

This page can help you to allow or deny certain MAC addresses to pass
through or block out.
Click Add to see the following page.

wWireless - MALC Filter

MAC Restrict Mode: & Disabled O fllow O Deny

MMAC Address | Remove

[.-'l.dd ] [ Rernove

Enter MAC Address and click Save/Apply to add the MAC address to MAC ) ]
filter. Wireless -- MAL Filter

Enter the MAC address and click "Apply" to add the MAC address to the wireless MAC address
filters,

MAC Address:
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Wireless Bridge

This page allows you to configure bridge features of the wireless - Bridge

wireless LAN.

CI!Ck Refresh to update the remo’Fe bridges. This page allows you to configure wireless bridge features of the wireless LAN interface, You can
Click Save/Apply to save the settings. selart Wireless Bridge (also known as wireless Distribution Systern) to disable access point
functionality, Selecting Access Point enables access point functionality, Wireless bridge functionality
will still be avallable and wirgless stations will be able to associate to the AP, Select Disabled in
Bridge Restrict which disables wireless bridge restriction, &ny wireless bridge will be granted access,
Selecting Enabled or Enabled(Scan) enables wireless bridge restriction. Only those bridges selected
in Remote Bridges wil be granted access,
Click "Refresh” to update the remote bridges, Wait for few seconds to update,
Click "Save/apph" to configure the wireless bridge options,

&P Mode: |Access Point ivJ

Bridge Restrict: | Enabled I_vl

Remote Bridges MAC Address:

| Refresh | | Save/apply |
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This page allows you to configure advanced wireless LAN interface.

Advanced

Wireless —- Advanced

Configuring these settings may increase the performance of your router

but if you are not familiar with networking devices and protocols, this

section should be left at its default settings.
Click Save/Apply to save the settings.

This page allows you to confioure advanced features of the wireless L&MN interface. You can select
a particular channel on which to operate, force the transmission rate to a particlar speed, set the

fragmentation threshold, set the RTS threshold, set the wakeup interval for clients in power-save
rmode, set the beacon interyal for the access point, set ¥Press rmode and set whether short o long

prearmbles are used,

Click "apphy" to configure the advanced wireless options,

Band:

Channel:

Auto Channel Tirner(rmin)
S4gT™ B ate:

Multicast Rate:

Basic Rate:

Fragrnentation Threshold:

RTS Threshold:

DTIM Interval:
Beacon Interval:
Global Max Clients:
¥PressT Technology:
S4gTH Mode:

S40™ Protection:
Prearnble Type:
Transmit Power:

|2.46Hz | v |

e e e e

I .
(11 | Current: 11

Default Ff_;

(100

116

Disabtedlw]

| Bdz bduto [ w
o]

I_lu:ung Ivj
[ 100% [pgs

Save/Loply
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Station Info

This page shows the authenticated wireless stations and their status.

Click Refresh to update the information. irelse = Authenticated Station

This page shows authenticated wireless stations and their status,

MAL | Associated | Authorized :SSID :Interfal:e

Diagnostics

Your modem is capable of testing your DSL connection with access to Diagnostics.

This window is used to test connectivity of the Router. Diagnostics

Your rodern is capable of testing your DSL connection, The individual tests are listed below, If a
test displays a fal status, click "Rerun Diagnostic Tests" at the bottom of this page to make sure
the fail status is consistent, If the test continues to fail, click "Help" and follow the troubleshooting
procedures,

Test the connection to your local network
|Test your ENET(1-4) Connection: PASS

| Test your Wireless Connection: |PasSs

Test the connection to your DSL service provider
Test ADSL Synchronization: FAIL

Rerun Diagnostic Tests
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Management

The Management directory features an array of options designed to help you get the most out of your Router.

Settings

To access the Settings - Backup window, click the Settings button in the Management directory.

This window allows you to backup your DSL Router configurations.

Click the Backup Settings button to save your Router
configurations to a file on your computer.

This window allows Update DSL router settings. You may update
your router settings using your saved files.

Click the Update Settings button to update your Router
configurations with a file on your computer.

This window allows Restore DSL router settings to the factory
defaults.

Click the Restore DSL Settings button to restore DSL router
settings to the factory defaults.

Settings - Backup

Backup DSL router configurations, You may save yvour router configurations to a file on your PCL

[ Backup Settings

Tools - Update Settings

Update DSL router settings, You may update your router settings using your saved files,

Settings File Marme:

I Lpdate Settings

Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults,

[ Restore Default Settings ]
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System Log

These windows allow you to view the System Log and configure the System Log options. To access the System Log window, click the System Log
button in the Management directory.

Click the View System Log button to view the System Log. System Log

Click the Configure System Log button to configure the System Log e system Log dislog slows you o view the System Log and confiaure the System Log options.

options. , _
Click "View System Log" to view the System Log.

Click "Configure System Log" to configure the System Log options.

View System Log ][ Configure System Log

Click on the Refresh button to refresh the system log settings. System Log

Date/ Time |Facility | Severity | Message

[ Refresh | [ Close |

System Log — Configuration
The system log displays chronological event log data. The event log can  sstem oo~ configuration
be read from |Oca| host or Sent to a System Log server. The ava”able If the log mode is enabled, the system wil begin to log all the selected events. For the Log Level, all events abave or equal to the selected level wil be logged. For the Display Level, al

logged events zbove or equal to the selected level wil be displayed. If the selected mode is 'Remote’ or 'Both, events wil be sent to the specfied IP address and UDP port of the

event Severity |eve|S are: Emergency Alert Critical Er.ror Warning remote sysiog server. If the selected mode is "Local or 'Both," events wil be recorded in the local memory.
Notice Informational and Debuggil:lg ’ ’ ’ ’ Select the desired values and diick 'Save/Apply' to configure the system log options.
’ ’ Log: ® Disable O Enable
This window allows you to log selected events. When you are finished, Log Levet Eror ¥
A Display Level: Erar v
click the Save/Apply button. Mode: local
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SNMP Agent

To access the SNMP - Configuration window, click the SNMP Agent button in the Management directory.

Simple Network Management Protocol allows a management application  symp - canfiguration

to retrieve statistics and status from the SNMP agent in the Router. When | ’ - - |
SN ; Sirple Metwark Management Protocol (SMMP) allowes a management. application to retrieve
you are finished, click the Save/Apply button. statistics and status from the SHMP agent in this device.

Select the desired values and click "apply" to configure the SNMP options,

SMMP Agent (& Disable () Enable

Read Cormmmunity: prblic
Set CommLinity; private
Systern Mame: Broadcom
Systerm Location: Linknorw
Systermn Contact: Linkniow
Trap Manager IF; 0.0.0.0

Save/soply
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TR-069 Client

To access the TR-069 Client — Configuration window, click the TR-069 Client button in the Management directory.

Simple Network Management Protocol allows a management  TR-069 client - Configuration

application to retrieve statistics and status from the TR-069 WAk Management Protocol (TR-069) allows a Auto-Configuration Server (ACS) to perform auto-configuration,
Client in the ROUter. When yOU are finiShed, C”Ck the provision, collection, and diagnostics to this device.
SavelApply button. Select the desired values and click "apply” to configure the TR-062 client options.,

Infarmm & Disable O Enable

Inform Interval: =00

ACS LIRL:

ACS Lser Marme: adrnir

ACS Passwiord: sssne

Display SOAP messages on serial console (&) Disahle () Enable

Connection Request Authentication

Connection Request User Marme; adrmin
Connection Request Password: ssses
[ SaveS Aoy ] [ GetRPCMeathods ]

Internet Time

To access the Time settings window, click the Internet Time button in the Management directory.
This window allows you to set the Router’s time configuration. When you Time settings
are finished, click the Save/Apply button.

This page allows you to the modern's time configuration,

] automatically synchronize with Internet time servers

Save Apply
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Access Control

To access the Access Control windows, click the Access Control button in the Management directory.

Services

Enable or disable the desired LAN services. When you are finished, click
the Save/Apply button.

Access Control -- Services

& Service Control List ("SCL") enables or disables services from being used.

:Eervices .LAN

FTP Enable
.HTTF' Enable
1cMp Enable

| SMMP Enable
.55H Enable
.TELNET Enable

TFTP Enabile

Save/spply

D-Link DSL-2640U User Manual

79



Appendix A — Troubleshooting

IP Address

This window allows you to enable or disable Access Control Mode. To
add an IP address management station, click the Add button.

Enter the IP address of the management station permitted to access the
local management services. When you are finished, click the Save/Apply
button.

Access Control -- IP Address

The IP Address Access Control mode, if enabled, permits access to local management services from 1P addresses contained in the Access Control List. If the Access Control mode is
disabled, the system wil not validate 1P addresses for incoming packets. The services are the system applications isted in the Service Control List

Access Control Mode: @ Disable O Enable

IP Address | Remove

Access Control

Enter the IP address of the management station permitted to access the local management services, and click "Save/Apply.'

Save/Apply

Passwords

This window allows you to change the password on the Router. When
you are finished, click the Save/Apply button.

Access Control -- Passwords

Access to your DSL router is controlled through three user accounts: admin, support, and user.
The user name "admin" has unrestricted access to change and view configuration of your DSL Router.
The user name "support” is used to allow an ISP technician to access your DSL Router for maintenance and to run dizgnostics,

The user name "user” can access the DSL Router, view configuration settings and statistics, as well as, update the router's software.

UUse the fields below to enter up to 16 characters and click "Apply" to change or create passwords. Note: Password cannot contain a space.

Username:
Old Passward:

Mew Password: l:l
Confirm Password: l:l

|

Save/Apply
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Update Software

To access the Tools - Update Software window, click the Update Software button in the Management directory.

This window allows you to update the Router’s software. Tools — Update Software
Step 1: Obtain an updated software image file from your ISP,
Step 2: Enter the path to the image file location in the box below or dick the "Browse" button to locate the image file.
Step 3: Click the "Update Software” button once to upload the new image file.

MOTE: The update process takes about 2 minutes to complete, and your DSL Router wil reboot.

Software File Name:

[ Update Software ]

Save/Reboot

To access this window, click the Save/Reboot button in the Management directory.

To save your settings and reboot the system, click the Save/Reboot
button. Click the button below to save and reboot the router.

| Save/Reboot |
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Troubleshooting

This chapter provides solutions to problems that might occur during the installation and operation of the DSL-2640U. Read the following
descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have a different operating system, the
screenshots on your computer will look similar to the following examples.)

1. How do | configure my DSL-2640U Router without the CD-ROM?

Connect your PC to the Router using an Ethernet cable.

Open a web browser and enter the address http://192.168.1.1

The default username is ‘admin’ and the default password is ‘admin’.

If you have changed the password and cannot remember it, you will need to reset the Router to the factory default setting (see question 2),
which will set the password back to ‘admin’.

Note: Please refer to the next section “Networking Basics” to check your PC’s IP configuration if you can’t see the login windows.
2. How do | reset my Router to the factory default settings?

e Ensure the Router is powered on.
e Press and hold the reset button on the back of the device for approximately 5 to 8 seconds.
e This process should take around 30~60 seconds.

3. What can | do if my Router is not working correctly?

There are a few quick steps you can take to try and resolve any issues:
¢ Follow the directions in Question 2 to reset the Router.
e Check that all the cables are firmly connected at both ends.
e Check the LEDs on the front of the Router. The Power indicator should be on, the Status indicator should flash, and the DSL and LAN
indicators should be on as well.
e Please ensure that the settings in the Web-based configuration manager, e.g. ISP username and password, are the same as the settings
that have been provided by your ISP.
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4. Why can’t | get an Internet connection?

For ADSL ISP users, please contact your ISP to make sure the service has been enabled/connected by your ISP and that your ISP username and

password are correct.

5. What can | do if my router can’t be detected by running installation CD?

Ensure the Router is powered on.

Check that all the cables are firmly connected at both ends and all LEDs work correctly.
Ensure only one network interface card on your PC is activated.
Click on Start > Control Panel > Security Center to disable the setting of Firewall.

o & X B

[ Switch ta Categary View Optians Remav...

User Accounts  Windows Wireless
Firewall  Metwork Sek..,

@ 9

Accessibilty  AddHerdware  Addor  Administrstive  Automatic  Date and Time

Tools
i =
v ®
see Also £ o e &
Folder Option: Fonts Ga Intel(R)
% Windows Update Contrallers Extre...
@) Help and Support ‘-\ B &
“;‘ o B %
Network  Network Setup  Phone arw W Power Options  Printers an
tions  Wizard Fodem ...
2 9 O
Stheduled  Secuty  SoundMAX  Sounds a
Tasks Cent Audio Dev

D’Cnmmlpanel [Z]@
Ele Edt Vew Favorkes Toos  Help "
D - ¥ | POseach Folders [T~
iddress | Control Panel ¥ B

aaaaaa

& Windows Firewall

General | Exceptions | Advanced

Windows Firewall helps protect your computer by preventing unauthorized users
from gaining access to your computer thraugh the [ntermet or a network.

@ () On [recommended)

Thiz zetting blocks all outside sources from connecting to this
computer, with the exception of those selected on the E xceplions tab.

Select thiz when pou connect to public networks in less secure
locations, such as airports. You will not be notified when Windows
Fireweall blocks programs. Selections on the Excephions tab will be
ighored

W o i}

Avoid using this =etting. Turning off Windows Firewall may make this
computer more vulnerable ta viruses and intruders

what else should | know about \Windows Firewall?

Note: There might be a potential security issue if you disable the setting of Firewall on your PC. Please remember to turn it back on once you have finished

the whole installation procedure and can surf on Internet without any problem.
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Networking Basics

Check Your IP Address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server (i.e. wireless
router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click on the OK.

At the prompt, type ipconfig and press Enter.

This will display the IP address, subnet mask, and the default
gateway of your adapter.

If the address is 0.0.0.0, check your adapter installation, security
settings, and the settings on your router. Some firewall software
programs may block a DHCP request on newly installed adapters.

If you are connecting to a wireless network at a hotspot (e.g. hotel,
coffee shop, airport), please contact an employee or administrator
to verify their wireless network settings.

et C:AWINDOWS\system32\cmd.exe

Microsoft Windows ®P [Version 5.1.26081]
¢G> Copyright 1985-20P1 Microsoft Corp.

C:\Documents and Settings>ipconfig

Windows IP Configuration

Ethernet adapter Local fAirea Connection:

Connection—specific DNE8 Suffix . : dlink

IP Address. . . . . - . . . . . . = 18.5.7.114
Subnet Mask = 255.255.255.0
Default Gateway - 18.5.7.1

C:\Documents and Settingsl_
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Statically Assign an IP Address

If your DHCP is disabled, or you need to assign a static |IP address, please follow the steps below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click on the My Network Places > Properties.

Step 2

Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click on the Properties.

Step 4

Click on the Use the following IP address and enter an IP address that is on the same subnet as
your network or the LAN IP address on your router.

Example: If the router's LAN IP address is 192.168.1.1, make your IP address 192.168.1.X where X
is a number between 2 and 99. Make sure that the number you choose is not in use on the network.
Set Default Gateway the same as the LAN IP address of your router (192.168.1.1).

Set Primary DNS the same as the LAN IP address of your router (192.168.1.1). The Secondary
DNS is not needed or you may enter a DNS server from your ISP.

Step 5
Click on the OK twice to save your settings.

Internet Protocol {TCP/IP) Properties

General

You can get |P settings assigned automatically if vour network supports
this capability, Otherwise, you need to ask your network administrator for
the appropriate IP settings.

() Obtain an IP address automatically
() Use the following |P address:

IP address: 182 .168. 1 . B2 |
Subnet mask: 255 . 255 .2686. O
Default gateway: 192.168. 1 . 1 |

(&) Use the following DNS server addresses:

Preferred DNS server: 192,168, -1 ., 41

Alternate DNS server:

i 0K H Cancel I
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ADSL Standards

ANSI T1.413 Issue 2

ITU G.992.1 (G.dmt) AnnexA
ITU G.992.2 (Gllite) Annex A

ITU G.994.1 (G.hs)

ADSL2 Standards

ITU G.992.3 (G.dmt.bis) Annex A
ITU G.992.4 (Gllite.bis) Annex A

ADSL2+ Standards

ITU G.992.5 Annex AIM

Protocols

IEEE 802.1d Spanning
Tree

TCP/UDP

ARP

RARP

ICMP

RFC1058 RIP v1
RFC1213 SNMP v1 & v2c
RFC1334 PAP

RFC1389 RIP v2
RFC1577 Classical IP over
ATM

RFC1483/2684
Multiprotocol
Encapsulation over ATM
Adaptation Layer 5 (AAL5)
RFC1661 Point to Point
Protocol

RFC1994 CHAP
RFC2131 DHCP Client /
DHCP Server

RFC2364 PPP over ATM
RFC2516 PPP over
Ethernet

Technical Specifications

Data Transfer Rate
o G.dmt full rate downstream: up to 8 Mbps / upstream: up to 1
Mbps
e G.lite: ADSL downstream up to 1.5 Mbps / upstream up to 512
Kbps
o G.dmt.bis full rate downstream: up to 12 Mbps / upstream: up to
1 Mbps
e ADSL full rate downstream: up to 24 Mbps / upstream: up to 1
Mbps
Wireless Transfer Rates
e |EEE 802.11b: 11, 5.5, 2, and 1Mbps
e I|EEE 802.119g: 6, 9, 12, 18, 24, 36, 48, 54Mbps

Media Interface
e ADSL interface: RJ-11 connector for connection to 24/26 AWG
twisted pair telephone line
e LAN interface: RJ-45 port for 10/100BASE-T Ethernet
connection

Certification:
e This device complies with Part15 of the FCC Rules. Operation is
subject to the following conditions:
(1) This device may not cause harmful interference.
(2) This device must accept any interference received, including
interference that may cause undesired operation.
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