WLAN WPS use DSL Internet

DSL-2650U/NRU

3G/ADSL/Ethernet Router with
Wi-Fi and Built-in Switch

Firmware Version: 1.0.6. April 2011




DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch

User Manual

Contents
Chapter 1. Introduction...... ... .. ...ttt 4
Contents and AudiencCe. .. ... .. .. ittt ittt ittt 4
(003 4 =Y o e o o - 4
Document Structure. . ... ... ...ttt i i i e e e e e e 4
Chapter 2. OVeIrVieW. . ... ...ttt tiiin it tneeeeeeeeeeeoeeeaeeenenas 5
General Information....... ... ... ... e e e e 5
Specifications. ... ... .. e e e e e 6
ProduUcCt AP PEaranNCE. . . .ttt ittt it e e et e e e e e e e e e et e 9
a3 o S = o ¥ 9
= == = 10
DelivVery PacCKage. . ..ottt ittt ittt ittt ettt et e et e e e 11
Chapter 3. Installation and Connection................ ... ... ... 12
Before You Begim. . ... ...ttt it e e et e et e e 12
Connecting to PC (in OS Windows XP) .. ... ...ttt iiiiiiit it teeeeeeeeeeeeeeenn 13
PC with Ethernet AdapPLer . . i it ittt ittt teeeeeeeoeeeeeeeeneeeeenaeenanes 13
Obtaining IP Address AUtomaticCally. ... ii it ittt ooneeeeeeeeeneeeeeenns 13
PC With Wi-Fi Adapier . i it ittt ittt ettt eeeteeesoneseeseeeseessasesanes 15
Configuring Wi-Fi AdapPler .. u ittt ittt eteeeteeeeeeeeeeeoeesaeesosesneess 16
Connecting to Web-based Interface.......... ... .. ...ttt iannneannn 17
Saving and Restoring Settings. ... ... ... ...ttt e 19
Chapter 4. Configuring via Web-based Interface.................. 20
S o= 20
I ool QS =l = i 2 20
1S PR T i = 21
LN S = 22
] 23
ROULING TaAb L. i ittt ittt i ittt e et ettt aeeeaeeeeeeeeesoeesaeeeneneneenas 24
N O e o i 25
Nt . o e e e e e e e e e e e e e 26
(03 00 =Y o e I @ o 26
Editing Local INterface Parameler S . ... .ee e e e eeeeeeeeeeeeeeeeeeseeeennns 27
Creating 3G WAN CONNECEION . ¢ v vttt e et e et ettt ettt eeeeeeeeeeaeneas 31
Creating ADSL WAN CONNECEION. ¢ v v v v v v e e e e e e e e e e e et e ettt ettt eeeeeaeeeenns 34
Creating Ethernet WAN CONNECEION. ¢ v vt vt v ottt et e eoeeneseseeeesssseeeneas 41
L T 46
(@) 11111703 o T ST 0wl w1 o L O 46
L2 T @ T i w1 L = 47
SECUTILY Sethang S . ittt ittt ettt ettt ettt et e e e 49
N O e i 52
1S o= ol e o I = 54

Page 2 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch

User Manual
P S e it et i i i it e i ettt ettt e e e e et e e e 55
Using WPS Function via Web-based INterfacCe........eeeeeeeeeeeeeeeeeenns 56
Using WPS Function without Web-based INterfacCe...... ... .. eeeeeeeeeeenns 57
FN@ AT N XY S TN o il o Y = 58
N T 2T oY 60
] 60
L D= 0 62
Interface GroOUPINg . v ittt et e e e e e e e e e e e e e e e et et e e e ettt aeeeeeeeeaas 63
A 65
3 67
ROUL AN e ¢t e et ittt et ittt e ettt ettt eeeeeeeeaeeeeeeeeeeeeeeeaeeeoeeeeneeenennas 68
N 1 70
REMOLE ACC eSSt i vttt ittt et ittt e ittt ittt eeeeeennnnneeeeeeeeeas 71
T o = 7= T 0 73
o e o 73
Y ok oA T A T a4 76
e 79
APPlication RULES . ittt ittt ittt eeeeeeeeeeesoeesneesoseseeseeenaneeaes 80
N O e i 82
L0153 = T o o 1= 85
0 o e 1= i I o 86
PIN . ittt i et it et et e e e e e e e e e e e e e e e e e e 87
L0153 = T o o T = T = 89
0 0 e 1T ol o 89
s T o B o v 90
ST (110 = 91
(073 o T o8 = 93
Parent Control. .ot i e ettt i e et e e e 93
L0 e s o 96
F == 98
AdmMIinNistrator PasSSWOILG. « vttt eeeeeeeeeeennnenneeeeeeeeennnnnas 98
(@73 o i Ko 1 s = i ) o U 99
SV SN LiOG e ¢ v e e e e e e e e e e e oo oo e e oo s oaos oo oesoeesosesaeesonesaseenessoneeees 100
FlrmwWare UpPgrade e v v v v vt ettt oo e oo e o oo eoeeeeeesoseesaeesesesessenssoneeees 102
B O s I o 103
Chapter 5. Operation Guidelines. .. ... . ... ...ttt enneanennsn 104
Supported USB MOAemMS. . . . . ittt ittt ittt e et et e e ae et ettt e e e e e eeaaeeeeeeeeaeean 104
Safety InstrucCtions. .. ... ... ittt et e et e e e e e e e e 104
Wireless Installation Considerations................ .. . ... .. 105
Chapter 6. Abbreviations and Acronyms. .............ciiienenn. 106

Page 3 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Introduction

User Manual

CHAPTER 1. INTRODUCTION

Contents and Audience

This manual describes the router DSL-2650U/NRU and explains how to configure and operate it.

This manual is intended for users familiar with basic networking concepts, who create an in-home
local area network, and system administrators, who install and configure networks in offices.

Conventions
Example Description
text The body text of the manual.
Before You Begin A reference to a chapter or section of this manual.

“Quick Installation Guide” | A reference to a document.

A name of a menu, menu item, control (field, checkbox,

Change
9 drop-down list, button, etc.).
192.168.1.1 Data that you should enter in the specified field.
! Information An important note.

Document Structure

Chapter 1 describes the purpose and structure of the document.

Chapter 2 gives an overview of the router's hardware and software features and describes its
appearance and the package contents.

Chapter 3 explains how to install the router DSL-2650U/NRU and configure a PC in order to
access its web-based interface.

Chapter 4 describes all pages of the web-based interface in detail.
Chapter 5 includes safety instructions, tips for networking, and the list of supported USB modem:s.

Chapter 6 introduces abbreviations and acronyms used in this manual.
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CHAPTER 2. OVERVIEW

General Information

DSL-2650U/NRU is a multifunction 3G/ADSL/Ethernet router with Wi-Fi and built-in switch. The
router allows accessing the Internet via 3G GSM network (with a 3G USB modem' connected). In
addition, the device allows accessing the Internet via ADSL technology and via Ethernet
technology.

The router is equipped with an ADSL port to connect to an ADSL line and 4 Ethernet ports to
connect workstations. Due to this feature, DSL-2650U/NRU represents a moderate-priced solution
for creating wired networks without an additional switch. In addition, any Ethernet port of the
device can be used to connect to a private Ethernet line. Also the router has a USB port designed
to connect a USB modem, printer, or USB storage.

DSL-2650U/NRU is equipped with an integrated 802.11n draft’ WLAN interface and is
compatible with 802.11b/g wireless devices. The router supports multiple functions for the
wireless interface: several security standards (WEP, WPA/WPA?2), MAC address filtering, and the
WPS function.

The wireless router DSL-2650U/NRU includes a built-in firewall. The advanced security
functions minimize threats of hacker attacks, prevent unwanted intrusions to your network, and
block access to unwanted websites for users of your LAN.

You can configure and manage the settings of DSL-2650U/NRU via the user-friendly web-based
interface (the interface is available in two languages — in English and in Russian).

1 Not included in the delivery package. D-Link does not guarantee compatibility with all USB modems. Please, refer
to the Supported USB Modems section, page 104.

2 Contact your operator to get information on the service coverage and fees.

The maximum speed of the wireless connection is limited by the chipset up to 65Mbps.
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Specifications
Interfaces:
e ADSL: 1 RJ-11 port
* LAN:4RJ-45 10/100BASE-TX Fast Ethernet LAN ports with auto-MDI/MDIX
*  WLAN: built-in 802.11b, g, and n draft wireless interface
« USB: USB 2.0 type A port.
Wireless Network:
e IEEE 802.11n draft standard”, IEEE 802.11b/g compliant
* Support of guest wireless network
* WEP data encryption
*  WPA/WPA2 security supporting TKIP, AES and TKIP+AES
* MAC-based access to wireless network
e PIN and PBC methods of WPS
e Advanced settings.
ADSL Standards:
« ADSL:

o multi-mode, ANSI T1.413 Issue 2, ITU-T G.992.1 (G.dmt) Annex A, ITU-T G.992.2
(G.lite) Annex A, ITU-T G.994.1 (G.hs).

« ADSL2:
o ITU-T G.992.3 (G.dmt.bis) Annex A/L/M, ITU-T G.992.4 (G.lite.bis) Annex A.
 ADSL2+:
o ITU-T G.992.5 Annex A/L/M.
WAN Connection Types:
* 3G
« ADSL:
o PPPoA
o PPPoE
o IPoE
°o [PoA

© Bridge.

*  The maximum speed of the wireless connection is limited by the chipset up to 65Mbps.
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Ethernet:

o Static IP
o DHCP

o PPPoE.

ATM/PPP Protocols:

Bridged and routed Ethernet encapsulation
VC-based or LLC-based multiplexing

ATM Forum UNI3.1/4.0 PVC (up to 8 PVCs)
ATM Adaptation Layer Type 5 (AALS)
ITU-T 1.610 OAM F4/F5 loopback

ATM QoS

PPP over ATM (RFC 2364)

PPP over Ethernet (PPPoE)

Keep-alive for PPP connections.

Network Protocols and Functions:

Static IP routing

NAT (Network Address Translation)
DHCEP server/client/relay

DNS relay

DDNS

UPnP

Support of VLAN

IGMP proxy.

Page 7 of 107

Overview



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Overview

User Manual

Firewall and Access Management Functions:
* Network Address Translation (NAT)
» Stateful Packet Inspection (SPI)
*  MAC-Hfiltering based on time of day and day of week
e URL filter
* Packet filtering (IP/ICMP/TCP/UDP)
* Virtual servers
* Prevention of DoS attacks
* Intrusion detection system
« DMZ
* Port Triggering.
QoS:
* Interface grouping
* 3 priority queues.
USB Modem:
* Enabling/disabling PIN code check
* Changing PIN code.
Configuration and Management:
» Bilingual (Russian/English) web-based interface for configuration and management
* Firmware update via web-based interface
* Saving/restoring configuration to/from file
e Support of remote logging
* SNMP agent

* Automatic synchronization of system time with NTP server.

* External power adapter

*  ON/OFF power switch

* ON/OFF Wi-Fi switch

* Reset to Factory Defaults button
*  WPS button.
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Product Appearance

Front Panel

Power r LAN J WLAN WPS USB

ADSLRouter ( 10 20 30 40 [ s <

DSL
®

Internet

&»

DSL-2650U

Overview

Mode

Figure 1. Front panel view.

Description

Solid green The router is powered on
Power No light The router is powered off
Solid red A malfunction of the router
A device is connected to the port of the router (for the LAN port
Solid green configured as the WAN port: the router is connected to an Ethernet
LAN 1-4 line)
Blinking green The relevant LAN port is active (upstream or downstream traffic)
Solid green The router's WLAN is on
WLAN
Blinking green The WLAN interface is active (upstream or downstream traffic)
) A wireless device is connected to the router's WLAN (lights for
Solid green .
WPS several minutes)
Blinking green Attempting to add a wireless device via the WPS function
Solid green A USB device is connected to the router's USB port
usB
No light No USB device
Solid green DSL has been synchronized
DSL Blinking green Detecting a carrier signal and synchronizing DSL
No light No carrier signal
Solid green A WAN connection (ADSL and/or Ethernet) is established
Blinking green The WAN interface is active (upstream or downstream traffic)
Internet | 5o)id red An authorization failure
No liaht The router is in the bridge mode or no WAN connection (neither
J Ethernet nor ADSL) is established
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Back Panel

Figure 2. Back panel view.

Port Description
DSL A DSL port to connect the router to the telephone line.

LAN 1-4 4 ]?themet ports t'o connect Ethernet devices. One port can be used to connect to a

private Ethernet line.
USB A USB port to connect a USB modem, printer, or storage.
WPS A button to quickly add wireless devices to the router's WLAN.
W(I)TJEI(ISIEzﬁs A button to turn the router's wireless interface on/off.
ON/OFF A button to turn the router on/off.
12V=1A Power connector.

Page 10 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Overview

User Manual

Delivery Package

The following should be included:
* router DSL-2650U/NRU
* power adapter
* RJ-11 telephone cable
» straight-through Ethernet cable (CAT 5E)
* splitter
*  CD-ROM with “User Manual” and “Quick Installation Guide”

*  “Quick Installation Guide” (brochure).

Using a power supply with a different voltage rating than the one included will cause.
® damage and void the warranty for this product.
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CHAPTER 3. INSTALLATION AND CONNECTION

Before You Begin

Please, read this manual prior to installing the device. Make sure that you have all the necessary
information and equipment.
Operating System

Configuration of the multifunction 3G/ADSL/Ethernet router DSL-2650U/NRU (hereinafter
referred to as “the router”) is performed via the built-in web-based interface. The web-based
interface is available from any operating system that supports a web browser.

Web Browser

The following web browsers are recommended: Windows Internet Explorer, Mozilla Firefox, or
Opera.

For successful operation, JavaScript should be enabled on the web browser. Make sure that
JavaScript has not been disabled by other software (such as virus protection or web user security
packages) running on your computer.

Wired or Wireless NIC (Ethernet or Wi-Fi Adapter)

Any computer that uses the router should be equipped with an Ethernet or Wi-Fi adapter (NIC). If
your computer is not equipped with such a device, install an Ethernet or Wi-Fi adapter prior to
using the router.

Wireless Connection

Wireless workstations from your network should be equipped with a wireless 802.11b, g, or n NIC
(Wi-Fi adapter). In addition, you should specify the values of SSID, channel number and security
settings defined in the web-based interface of the router for all these wireless workstations.

USB Modem

To connect to the 3G GSM network, you should use a 3G USB modem. Connect it to the USB port
of the router (it is recommended to use a USB extension cable), then access the web-based interface
of the router, and you will be able to configure connection to the Internet.

Your USB modem should be equipped with an active identification card (SIM card) of
] your operator.
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Connecting to PC (in OS Windows XP)

PC with Ethernet Adapter

1.
2.

Make sure that your PC is powered off.

Connect an Ethernet cable between any of four Ethernet ports located on the back panel of
the router and the Ethernet port of your PC.

To connect via 3G network: connect your USB modem to the USB port located on the back
panel of the router.

If you need to connect or change a USB modem to another one when the router is powered

on, power off the device. connect the modem to the USB port, and power on the router.

To connect the router to a DSL line: connect a phone cable between the DSL port of the
router and the ADSL OUT port of the splitter. Connect your phone to the PHONE port of
the splitter. Then connect another phone cable between a phone jack and the ADSL IN port
of the splitter.

To connect the router to an Ethernet line: connect the Ethernet cable between any of four
Ethernet ports located on the back panel of the router and the Ethernet line.

Connect the power cord to the power connector port on the back panel of the router, then
plug the power adapter into an electrical outlet or power strip.

Turn on your PC and wait until your operating system is completely loaded.

Obtaining IP Address Automatically

1.

Click the Start button and proceed to the Control Panel > Network and Internet
Connections > Network Connections window.

In the Network Connections window, right-click the relevant Local Area Connection
icon and select the Properties line in the menu displayed.
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%= Network Connections

File Edit “iew Favorites Tools Advanced Help

@Back - ».._.-:] Lﬁ pSearch [l Folders -

Address H_:; Metwork Connections

MName Type Skatus
Metwork Tasks LAN or High-Speed Internet

“**1 or High-Speed Inter... Enabled

W) ocal Area Connection -
Disable

Status

G’ Control Panel .
- Repair
\ﬂ My Metwork Places

My Docurnents

Other Places

Bridge Connections

Create Shorkout

Renarme

Details
Froperties

Figure 3. The Network Connections window.

3. In the Local Area Connection Properties window, on the General tab, in the This
connection uses the following items section, select the Internet Protocol (TCP/IP)

line. Click the Properties button.

-+ Local Area Connection 2 Properties |E|

m| Authentication || Advanced |

Connect using:

‘ B8 D-Link DFE-550T3 104100 Adapter ‘

This connection uses the following items:

[ %= MwLink MetBlOS A
5 NwLink, IPH/SFA/MNetBI0S Compatible Transport Prot
|nternet Protacal [TCPAR) =

b
< |

Dezcription
Transmizzion Control Protocal/nternet Pratacol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

Showe icon in notification area when connected

[ Ok, ” Cancel ]

Figure 4. The Local Area Connection Properties window.

4. Select the Obtain an IP address automatically radio button. Click the OK button.
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Internet Protocol (TCP{IP) Properties @g|

General | Alernate Canfiguration

ou can get [P settings assigned automatically if pour network, supports
thiz capability. Othensize, you need to ask pour network. adriniztrator for
the appropnate [P zettings.

() Obtain an P address automatically
(") Uzge the following IP address:

(=)0btain DNS server address automatically

() Use the following DMS server addiesses:

I ak. l[ Cancel ]

Figure 5. The Internet Protocol (TCP/IP) Properties window.

Click the OK button. Now your computer is configured to obtain an IP address automatically.

PC with Wi-Fi Adapter

1.

To connect via 3G network: connect your USB modem to the USB port located on the back
panel of the router.

If you need to connect or change a USB modem to another one when the router is powered

on, power off the device, connect the modem to the USB port, and power on the router.

To connect the router to a DSL line: connect a phone cable between the DSL port of the
router and the ADSL OUT port of the splitter. Connect your phone to the PHONE port of
the splitter. Then connect another phone cable between a phone jack and the ADSL IN port
of the splitter.

To connect the router to an Ethernet line: connect the Ethernet cable between any of four
Ethernet ports located on the back panel of the router and the Ethernet line.

Connect the power cord to the power connector port on the back panel of the router, then
plug the power adapter into an electrical outlet or power strip.

Turn on Wi-Fi: push the relevant button on the back panel of the router.
Turn on your PC and wait until your operating system is completely loaded.

Turn on your Wi-Fi adapter. As a rule, modern notebooks with built-in wireless NICs are
equipped with a button or switch that turns on/off the wireless adapter (refer to your PC
documents). If your PC is equipped with a pluggable wireless NIC, install the software
provided with your Wi-Fi adapter.
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Configuring Wi-Fi Adapter

1. Click the Start button and proceed to the Control Panel > Network and Internet
Connections > Network Connections window.

2. Select the icon of the wireless connection and make sure that your Wi-Fi adapter is on.

lﬂ,&. Network Connections
File Edit View Favorites Tools Advanced Help

@Ela-:k* > ; jf‘ise,ard'.  Folders | [71)~

— Mame Type
A LAN or High-Speed Internet

[5§] Create a new connection

1) wireless Network Connection LAN or High-Speed Internet
2 :E; c“;pni:f:rﬁ A L. 1354 Connection LAN or High-Speed Internet
@ Change Windows Firewal <JaLocal Area Connection LAN or High-Speed Internet
Hings
() View available wireless )
networks

3 Disable this network device
Q, Repair this connection
@ Rename this connection

Change settings of this
connection

-l - F.Y

Figure 6. The Network Connections window.
3. Search for available wireless networks.

4. In the opened Wireless Network Connection window select the needed wireless
network (DSL_2650NRU) and click the Connect button.

After that the Wireless Network Connection Status window appears.

If vou perform initial configuration of the router via Wi-Fi connection. note that

immediately after changing the wireless default settings you will need to reconfigure the
wireless connection using the newly specified settings.
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Connecting to Web-based Interface

When you have configured your computer, you can access the web-based interface and configure
needed parameters (for example, create an interface to connect to the Internet, configure the
connection to 3G network, change the parameters of the wireless network, specify the settings of
the firewall, edit the password for the administrator account, etc.)

1. Start a web browser (see the Before You Begin section, page 12).

2. In the address bar of the web browser, enter the IP address of the router (by default, the
following IP address is specified: 192.168.1.1). Press the Enter key.

File  Edit Wiew  Bookmarks  Widgets  Tools  Help

“« « & » |9 )~ B nEorozes v

Figure 7. Connecting to the web-based interface of the DSL-2650U/NRU device.

3. On the opened page, enter the username (login) and password for the administrator account
(by default, the following username and password are specified: admin, admin). Then

click the Enter button.

Login: admin

Password: *****|

Clear Enter

Figure 8. The login page.

If the error “The page cannot be displaved” (or “Unable to display the page”/*“Could not
connect to remote server’”) occurs upon connecting to the web-based interface of the router,
make sure that you have properly connected the router to your computer.

After successful registration the system statistics page opens. The page displays general information

on the router and its software.
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Link
Building Networks for People
Systern - Language -
_ Start
W Status
¥ Device information
Model: DS 255NIRLS
Firmwuare version: o8
Build time: Thu Mar 35 F5:03:08 MeD 2017
Wendor: D-Link Russia =
Support: support@dling. i
Surnmary: Root filesystem inage for D51 2650MRE
Board ID: BEE28AVAE_AST
Wweb revision: G125 a6h S ol 6 e 22 2e FFaBh I o SEd 3e208
Lar IP: fO2. 768 7. 77
¥ DSL Status
Connection skate: L@
Downstreamn rate: 23304 fbpe
Upstream rate: 087 Khos
Link Power State: i

Figure 9. The system statistics page.

For security reasons, it is strongly recommended to change the administrator password
upon initial configuration of the router. To do this, proceed to the System /[

Administrator password page.

The web-based interface of the router is bilingual (English/Russian). Select a needed language from
the menu displayed when the mouse pointer is over the Language caption. You can change the
language of the web-based interface in any menu item.

Link

Building Networks for People
Syskem - Language -

English

EE e

Figure 10. Changing the language of the web-based interface.
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Saving and Restoring Settings

Note that you should regularly save the changes of the router's settings to the non-

] volatile memory.

The router's web-based interface displays the notification on unsaved changes at the top of the page.

- »
D-Link
Building Networks for People

Syskemn - Language -

1. Device configuration was changed Save

Figure 11. The notification on unsaved changes.

You can save the router's settings via the top-page menu displayed when the mouse pointer is over
the System caption.

D-Link

Building Networks for People

System - Language -
Rebook
SaveiReboot
Save
Start ot
Fackary
Logout

Figure 12. The top-page menu.
Click the Reboot line if you have already saved the router's settings.
Click the Save&Reboot line to save new settings and immediately reboot the router.

Click the Save line to save new settings to the non-volatile memory and continue configuring the
device. Also you can save the device's parameters via the Save button on the System /
Configuration page.

Click the Backup line and follow the dialog box appeared to save the configuration (all settings of
the router) to your PC. Also you can save the router's configuration to your PC via the Backup
button on the System / Configuration page.

Click the Factory line to restore the factory default settings. Also you can restore the factory
defaults via the Factory button on the System / Configuration page.

Also you can restore the factory default settings via the hardware Reset button located on the
bottom panel of the router. Use a small paperclip to activate the button; insert it into the hole (with
the device turned on), push, and hold for 5-10 seconds. Release the button and wait until the router
is rebooted (about a minute). Now you can access the web-based interface of the router using the
default IP address, username and password.

When you keep the button pushed for more than 10 seconds, the Power LED lights red

! and the router switches to crash recovery mode. To restore normal operation of the
router, please. contact the Technical Support Service.

When you have configured all needed settings, click the Logout line.
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CHAPTER 4. CONFIGURING VIA WEB-BASED
INTERFACE

Status

This menu displays data on the current state of the router. The following data are represented: DSL
connection status, active WAN connections, IP addresses leased by DHCP server, the routing table,
network statistics, and data on network devices connected to the router.

Network Statistics

On the Status / Network statistics page, you can view statistics for all interfaces active at the
moment.

»

Building Networks for People

Syskem - Language -
"
m Status / Network statistics
Mame Type  Status P IMask Gateway MAC MTU RxfTx
- Metwork statistics LAM  ipoe  Up@ 192,168,1,77 255,255,255.0 - 1CEDES7E: 0422 1500 29,524 Mbyte/7.5297 Mbyte
pppO Down @ - - - - 29,524 Mbyte7.5297 Mbyte

+ DSL status

+ WAN status
- DHCP

» Ruouting table

» LA clients

» Met

» Wi-Fi

Figure 13. The Status / Network statistics page.
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DSL Status

The information shown on the tabs of the Status / DSL status page can be used for

troubleshooting and diagnosing connection problems.

Link

Building Metworks for People
Syskem - Language -

» Start

Status / DSL status
7 Main Line Frarming Counters

» Metwork statistics
. DSL status Connection state: Lp@
Downskream rate: 23304 Kbpr
= WWAR skatus
Upstream rate: 0BT Khos
- DHCP Link Power State: i
» Routing table Mode: ADSLZH
Trellis: I '
» LA clients Lo DN
Line skatus: N Defect
» Met
i

Figure 14. The Status / DSL status page.
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WAN Status

The Status / WAN status page displays active WAN connections.

Link

Building Metworks for People

Syskem - Language -
S e Al e
» Hetwork statistics | Mame Type Interface WPIWCT Category Enabled Skatus IP address
Down
. DSL status 33_usb0_0 B0 Yes 9
- WAN status
» DHCP

» Ruouting table

» LA clients

Figure 15. The Status / WAN status page.
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DHCP

The Status / DHCP page displays the information on computers that have been identified by
hostnames and MAC addresses and have got IP addresses from the DHCP server of the device, as

well as the IP address expiration periods (the lease time).

»

Building Metworks for People
Syskem - Language -

Status / DHCP

» Hetwork statistics IP address MAC-address Expires

+ DSL status

+ WAN status
» DHCP

» Ruouting table

» LA clients

Figure 16. The Status / DHCP page.
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Routing Table

The Status / Routing table page displays the information on routes. The table contains
destination IP addresses, gateways, subnet masks, and other data.

»

Building Metworks for People
Systemn - Language -
» Start )
T e
» Hetwork statistics Interface Destination Gateway IMask Flags IMetric MTU Size
LAN 192.168.1.0 0.0.0.0 255.255.255.0 u a a
+ DSL status
= WAR skatus
» DHCP

+ Routing table

» LA clients

Figure 17. The Status / Routing table page.
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LAN Clients

On the Status / LAN clients page, you can view data on network devices connected to the router.
The page displays devices connected to the wireless network of the router, devices connected to the
built-in switch of the router, and devices accessing the web-based interface of the router.

»

Building Metworks for People

Syskem - Language -
.
N sratus LA clents
» Hetwork statistics IP address Flags MAC-address Interface
192,168.1.145 Oxz2 90:e6:baig317:b4 LAMN
» DL status 192.168.1.137 0x2 6e:F0:40:93: chidd LaM
192.168.1.138 0:x2 00:26:18:e7:fc:bc LAMN
» AN status 192,168.1.133 Oxz2 00:0b:e0:fO:00:ed LAMN
192.168.1.147 0:x2 6o:f0:49:93 catbd LAMN
- DHCP 192.168.1.146 02 6oif:49:93:ce:d? LAM

» Ruouting table

: LAN clients

Figure 18. The Status / LAN clients page.

For each device the following data are displayed: the IP address, the MAC address, and the
interface to which the device is connected.
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Net

In this menu you can configure basic parameters of the router's local area network and configure
connection to the Internet (a WAN connection).

Connections

On the Net / Connections page, you can create and edit connections used by the router.

By default, the LAN connection is configured in the system. It corresponds to the local interface of
the router (br0). The connection is represented by the ports of the built-in switch (ports 1-4) and the
wireless interface of the router. You cannot delete this connection.

- »
D-Link
Building Metworks for People
Syskem - Language -
.
Net / Connections
» Status
N
- Connections ‘ou can add, edit and delete connections here
Mame Connection Type Physical interface Enable Defaulk gateway Direction Skatus
LAk ipoe es LAk Connected

Figure 19. The Net/ Connections page.

To create a new connection, click the Add button. On the page displayed, specify the relevant
values.

To edit an existing connection, left-click the relevant line in the table. On the page displayed,
change the parameters and click the Save button.

To delete an existing connection, left-click the relevant line in the table. On the page displayed,
click the Delete button.

To use one of existing WAN connections as a default gateway, select the choice of the Default
gateway radio button located in the line corresponding to this connection.
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Editing Local Interface Parameters

To edit the parameters of the router's local area network, left-click the LAN connection on the Net /
Connections page.

On the Main tab, you can configure basic parameters of the router's LAN.

Net/ Connections

Main DHCP server Skakic DHCP

4 General settings

Connection tyvpe and common settings

M :

ame LAN
Conneckion Type: IPE | »
Enable:
Direction: Lan

# Physical layer

Phrysical interface selection and tunning

Physical interface: bl |

#1 IP settings

Internet Protocol settings

IF Address: 192 | 188 [ 1 | 1
Metrnask: 255 |.| 255 || 255 || O
Mnferfaca.:

Figure 20. Basic parameters of the router's LAN.
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Parameter Description

General settings

Name A name for this connection.
Connection Type The type of network protocol used by this connection — IPOE.
Enable The checkbox enabling this connection.
Direction The direction of this connection.

Physical layer

Physical interface The physical interface to which this connection is assigned — br0.
IP settings
The router's IP address. By default, the following value is specified:
IP Address 192.168.1.1. ’ ’ : ’
Netmask The subnet mask. By default, the following value is specified:
255.255.255.0.
Interface The name assigned to the connection by the system.

When all needed settings are configured, click the Save button.

On the DHCP server tab, you can configure the built-in DHCP sever of the router.

Net / Connections

Main DHCP server Skatic DHCP

Mode: Enable =

Start IP: 19z | 16d | 1 | 2

End IP: oz | 168 . 1 || zo4

Lease ime {min);

Save

Figure 21. The tab for configuring the DHCP server.
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Parameter Description

An operating mode of the router's DHCP server.

Enable: the router assigns IP addresses to clients automatically in
accordance with specified parameters. When this value is selected,
the Start IP, End IP, and the Lease time ficlds are displayed on
the tab. If the DHCP server is enabled, you can also specify MAC-
Mode IP pairs on the Static DHCP tab.

Disable: the router's DHCP server is disabled, clients' IP addresses
are assigned manually.

Relay: an external DHCP server is used to assign IP addresses to
clients. When this value is selected, the External DHCP server IP
field is displayed on the tab.

The start IP address of the address pool used by the DHCP server to

IP
Start distribute IP addresses to clients.

The end IP address of the address pool used by the DHCP server to

End IP . .
distribute IP addresses to clients.
The lifetime of IP addresses leased by the DHCP server. At the end
. of this period the leased IP address is revoked and can be distributed

Lease time

to another device, unless the previous device has confirmed the need
to keep the address.

External DHCP server | The IP address of the external DHCP server which assigns IP
IP addresses to the router's clients.

When all needed settings are configured, click the Save button.
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On the Static DHCP tab, you can specify MAC address and IP address pairs. The tab is active
when the router's DHCP server is enabled.

Net / Connections

Main DHCP server Skatic DHCP

P aduvass:

MAC adaare:

IP address MaC address

Remove  Add

Save

Figure 22. The tab for configuring MAC-IP pairs.

To create a MAC-IP pair (set a fixed IP address in the local area network for a device with a certain
MAC address), click the Add button. Then enter the needed IP address and MAC address in the
relevant fields and click the Save button.

Existing MAC-IP pairs are displayed on the Static DHCP tab. To remove a pair, select the
relevant line in the table and click the Remove button. Then click the Save button.
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Creating 3G WAN Connection

If the PIN code check is enabled for the SIM card inserted into your USB modem, then prior to
creating a 3G WAN connection, proceed to the USB modem menu and enter the PIN code on the

page displayed (see the USB Modem section, page 85).

Net / Connections

% General settings

Connection type and common setkings

M :

Ame 3g_usho_o
Conneckion Type: e -
Enable: '
Direction: LA

4+ Physical layer

Pheesical inkerface selection and kunning

Phrsical interface: ush v

Figure 23. The page for creating a new connection. The General settings and Physical layer sections.

Parameter Description

General settings

Name A name for connection for easier identification.

Connection Type Select the 3G value.

Enable Select the checkbox to enable the connection.

Direction The direction of this connection.

Physical layer

Physical interface Select the usb value.

Page 31 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Configuring via Web-based Interface
User Manual

# PPP settings

Enter the username, password, and other settings provided by the I5P, Leave the default values for the remaining fields,

PPP Username:

Without autharization: ]

Password:

Passwiord confirmation:

Authentication algarithnm; ALTO

AP
Dial number:
MTLL:

1492
Keep Alive:
LCP interval (sec): 30
LCP Fails: 3
Extra options:
Mnfarfaca.
# Miscellaneous
MNAT:
Firewall:

Figure 24. The page for creating a new connection. The PPP settings and Miscellaneous sections.

Parameter Description

PPP settings

PPP Username A username (login) to connect to the network of the operator.

Without authorization |Select the checkbox if your operator does not require authorization.

Password A password to connect to the network of the operator.

Password confirmation | The confirmation of the entered password (to avoid mistypes).

Authentication Select a required authentication method from the drop-down list or
algorithm leave the AUTO value.
APN An access point name.

. A number dialed to connect to the authorization server of the
Dial number

operator.
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Parameter Description
MTU The maximum size of units transmitted by the interface. Optional.

Select the checkbox if you want the router to keep you connected to
the network of your operator even when the connection has been
Keep Alive inactive for a specified period of time. When the checkbox is

selected, the LCP interval and LCP fails fields are available.
Specify the required values.

In the field, you can specify additional data for encryption or

Extra options . :
P authentication. Optional.

Interface The name assigned to the connection by the system.

Miscellaneous

Select the checkbox if you want one WAN IP address to be used for

NAT
all computers of your LAN.

Select the checkbox to enable protection against ARP and DDoS

Firewall
attacks.

Click the Save button.
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Creating ADSL WAN Connection

Net / Connections

%1 General settings

onnection bype and common settings

M H

ame bridge_0_35_0
Connection Type: Bridge
Enable: v
Direction: (e il
% Physical layer

Phywsical interface selection and tunning

Physical interface: Credte ¥
WP {0-255): J
YOI (32-65535): =
Encapsulation Mode: LLC *
Qo5 LIER :

# VLAN settings

Wirkual local area netbwork, settings

se YLAN:

Figure 25. The page for creating a new connection. The General settings, Physical layer and VLAN
settings sections.
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Parameter Description

General settings

Name A name for connection for easier identification.

A type of network protocol to be used by the connection. Available

values:

* PPPoA

Connection Type * PPPoE
* IPoE
* IPoA
* Bridge.

Enable Select the checkbox to enable the connection.
Direction The direction of this connection.

Physical layer

A physical or virtual interface to which the new connection will be
Physical interface assigned. Leave the Create value to create a new interface at the

physical layer.
VPI Virtual Path Identifier. The valid range is from 0 to 250.
VCI Virtual Circuit Identifier. The valid range is from 32 to 65535.

Encapsulation Mode | Select LLC or VC from the drop-down list.

QoS A class of traffic for this connection.
UBR Without PCR

(Unspecified Bit Rate without Peak Cell Rate): The UBR service is
used for applications that allow various delays and losses of packets.
It is appropriate to use the UBR service for text/data/image transfer
applications, as well as messaging, distribution, retrieval, and remote
terminal applications.

UBR With PCR

(Unspecified Bit Rate with Peak Cell Rate): The UBR service is used
for applications that allow various delays and losses of packets. The
Peak Cell Rate is a determining factor in how often cells are sent in
an effort to minimize lag or jitter caused by traffic inconsistencies.
When you select this value from the drop-down list, the Peak Cell
Rate field is displayed. Specify a required value (in cells per
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Parameter Description
second).
CBR

(Constant Bit Rate): This service is used for applications that require
a constant data rate. It is mostly used for transferring uncompressed
audio and video, e.g. videoconferencing, interactive audio
(telephony), audio/video distribution (television, distance education,
e-shops), and retrieval (video-on demand, audio libraries). When you
select this value from the drop-down list, the Peak Cell Rate field
is displayed. Specify a required value (in cells per second).

Non Realtime VBR

(Non-Real-time Variable Bit Rate): This service can be used for
transferring data that have critical response-time requirements, e.g.
air ticket booking, bank transactions, and process monitoring. When
you select this value from the drop-down list, the Peak Cell Rate,
Sustainable Cell Rate, and Maximum Burst Size fields are
displayed. Specify required values.

Realtime VBR

(Real-time Variable Bit Rate): This service is used for delay-sensitive
applications such as real time video. The Rt-VBR provides higher
network flexibility than the CBR service. When you select this value
from the drop-down list, the Peak Cell Rate, Sustainable Cell
Rate, and Maximum Burst Size ficlds are displayed. Specify
required values.

VLAN settings

Use VLAN Select the checkbox to allow the router to apply VLAN tagging.
VLAN priority A priority tag for the type of traffic transmitted.
VLAN ID An identifier for the VLAN.
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Configuring via Web-based Interface

The Miscellaneous section is displayed for all connection types except for Bridge.

B Miscellaneous

Enable IGMP Mulkicast:

MAT:

<

Firewall:

v

Figure 26. The page for creating a new connection. The Miscellaneous section.

Parameter Description

Miscellaneous

1 he check 11 Iti ffic fi h 1
Enable IGMP Multicast Select the ¢ e‘c box to e% ow mu tlcas‘t traffic from the externa
network (e.g. video streaming) to be received.

NAT Select the checkbox if you want one WAN IP address to be used for
all computers of your LAN.

Select the checkbox to enable protection against ARP and DDoS

Firewall
attacks.
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The PPP settings section is displayed for the PPPOE and PPPOA connection types.

%1 PPP settings

Enter the username, passwaord, and other settings provided by the 15P, Leave the defaulk values for the
remaining Fields,

PPF Username:

Without autharization:

Passwiord:
Password confirmation:

Authentication algorikhm: ALTO

Service name:

Dial on demand;

MTL:

1492
PPP IP extension:
Keep Alive: v
LCP ink I :
interval (sec) 0
LCP Fails:
ails 3

Idse Skatic IP Address;

PPP debug:

PPPoE pass through:

fnfarfaca:

Figure 27. The page for creating a new connection. The PPP settings section.

Parameter Description

PPP settings

PPP Username A username (login) to access the Internet.

Select the checkbox if you don't need to enter a username and

Without authorization
password to access the Internet.

Password A password to access the Internet.
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Parameter Description

Password confirmation | The confirmation of the entered password (to avoid mistypes).

Authentication Select a required authentication method from the drop-down list or
algorithm leave the AUTO value.
Service name The name of the PPPoE authentication server.

Select the checkbox if you want the router to establish connection to
the Internet on demand. In the Maximum idle time field, specify a
period of inactivity (in seconds) after which the connection should be
terminated.

Dial on demand

MTU The maximum size of units transmitted by the interface.

This option is used by some ISPs. Contact your ISP to clarify if this

PPP IP extension checkbox needs to be enabled.

Select the checkbox if you want the router to keep you connected to
your ISP even when the connection has been inactive for a specified
period of time. When the checkbox is selected, the LCP interval
and LCP fails fields are available. Specify the required values.

Keep Alive

Select the checkbox if you want to use a static [P address to access
Use Static IP Address |the Internet. In the IP Address field displayed when the checkbox
is selected, specify a static IP address.

Select the checkbox if you want to log all data on PPP connection

PPP debug debugging.

Displayed for the PPPoE type only.

Select the checkbox if you want to allow PPPoE clients of computers
from your LAN to connect to the Internet through this PPPoE
connection of the router.

PPPoE pass through

Interface The name assigned to the connection by the system.
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The IP settings section is displayed for the IPOE and IPOA connection types.

# IP settings

Inkernet Prokocal setkings

Chbtain an IP address automatically:

IP Address:
Metmask:

Gateway [P address:
Vendor ID:

fnfarfara:

Figure 28. The page for creating a new connection. The IP settings section.

Parameter Description

IP settings

Displayed for the IPoE type only.

Obtain an IP address | Seclect the checkbox to configure automatic IP address assignment

automatically for this connection. When the checkbox is selected, the IP
Address, Netmask, and Gateway IP Address fields are not
displayed.
IP Address Enter an IP address for this WAN connection.
Netmask Enter a subnet mask for this WAN connection.

Gateway IP Address Enter an IP address of the gateway used by this WAN connection.

Displayed for the IPoE type only.

Vendor ID The identifier of your ISP. This field is specified when the ISP
assigns an IP address automatically (the Obtain an IP address
automatically checkbox is selected). Optional.

Interface The name assigned to the connection by the system.

Click the Save button.
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Creating Ethernet WAN Connection

Prior to creating an Ethernet WAN connection, specify a LAN port that will be used as the WAN
port (see the Interface Grouping section, page 63).

Net / Connections

41 General settings

Zonnection bype and common sektings

Mame:

Connection Type:

Enable:

Direction:

41 Physical layer

jpoe_ethl 0

o _[v]
WA

Phrysical interface selection and tunning

Physical interface:

MAC:

Lanz_|v]

Figure 29. The page for creating a new connection. The General settings and Physical layer sections.

Parameter Description

General settings

Name

A name for connection for easier identification.

Connection Type

A type of network protocol to be used by the connection. Available
values:

« PPPoE

* IPoE (for the Static IP and DHCP connection types).

Enable

Select the checkbox to enable the connection.

Direction

The direction of this connection.

Physical layer

Physical interface

Select the value corresponding to the LAN port specified as the
WAN port.

MAC

A MAC address assigned to the interface.
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Parameter Description

VLAN settings

(The section is displayed, if the VLAN MUX Mode choice of the Ethernet WAN type radio
button is selected on the Advanced / Interface grouping page.)

The checkbox indicates that the router is allowed to apply VLAN

Use VLAN .
tagging.
VLAN priority A priority tag for the type of traffic transmitted.
VLAN ID An identifier for the VLAN.

Miscellaneous

Select the checkbox to allow multicast traffic from the external

Enable IGMP Multicast . . .
network (e.g. video streaming) to be received.

Select the checkbox if you want one WAN IP address to be used for

NAT
all computers of your LAN.

Select the checkbox to enable protection against ARP and DDoS

Firewall
attacks.
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The PPP settings section is displayed for the PPPOE connection type.

%1 PPP settings

Enter the username, passwaord, and other settings provided by the 15P, Leave the defaulk values for the
remaining Fields,

PPF Username:

Without autharization:

Passwiord:
Password confirmation:

Authentication algorikhm: ALTO

Service name:

Dial on demand;

MTL: {407
PPP IP extension:
Keep Alive: v
LCP ink I :

interval (sec) 0
LCP Fails:

ails 3

Idse Skatic IP Address;

PPP debug:

PPPoE pass through:

fnfarfaca:

Figure 30. The page for creating a new connection. The PPP settings section.
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Parameter Description

PPP settings

PPP Username A username (login) to access the Internet.

Select the checkbox if you don't need to enter a username and

Without authorization
password to access the Internet.

Password A password to access the Internet.

Password confirmation | The confirmation of the entered password (to avoid mistypes).

Authentication Select a required authentication method from the drop-down list or
algorithm leave the AUTO value.
Service name The name of the PPPoE authentication server.

Select the checkbox if you want the router to establish connection to
the Internet on demand. In the Maximum idle time field, specify a
period of inactivity (in seconds) after which the connection should be
terminated.

Dial on demand

MTU The maximum size of units transmitted by the interface.

This option is used by some ISPs. Contact your ISP to clarify if this

PPP IP extension checkbox needs to be enabled.

Select the checkbox if you want the router to keep you connected to
your ISP even when the connection has been inactive for a specified
period of time. When the checkbox is selected, the LCP interval
and LCP fails fields are available. Specify the required values.

Keep Alive

Select the checkbox if you want to use a static I[P address to access
Use Static IP Address |[the Internet. In the IP Address field displayed when the checkbox
is selected, specify a static IP address.

Select the checkbox if you want to log all data on PPP connection

PPP debug debugging.

Select the checkbox if you want to allow PPPoE clients of computers
PPPoOE pass through |from your LAN to connect to the Internet through this PPPoE
connection of the router.

Interface The name assigned to the connection by the system.
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The IP settings section is displayed for the IPOE connection type.

# IP settings

Inkernet Prokocal setkings

Chbtain an IP address automatically:

IP Address:
Metmask:

Gateway [P address:
Vendor ID:

fnfarfara:

Figure 31. The page for creating a new connection. The IP settings section.

Parameter Description

IP settings

Select the checkbox to configure automatic IP address assignment
Obtain an IP address for this connection. When the checkbox is selected, the IP

automatically Address, Netmask, and Gateway IP Address fields are not
displayed.
IP Address Enter an IP address for this WAN connection.
Netmask Enter a subnet mask for this WAN connection.

Gateway IP Address Enter an IP address of the gateway used by this WAN connection.

The identifier of your ISP. This field is specified when the ISP
Vendor ID assigns an IP address automatically (the Obtain an IP address
automatically checkbox is selected). Optional.

Interface The name assigned to the connection by the system.

Click the Save button.
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Wi-Fi

In this menu you can specify all needed settings for your wireless network.

Common settings

On the Wi-Fi / Common settings page, you can enable your wireless local area network
(WLAN).

uuimngktidslﬁ!.kw Syskem - Language -
Wi-Fi / Common settings
Enable Wireless:
. Common settings

+ Basic settings

+ Security settings
+ MAC-Filter

+ Station List

- WPS

» Additional settings

» Advanced

Figure 32. The page for enabling/disabling the wireless LAN.

The Enable Wireless checkbox enables Wi-Fi connections. By default, the checkbox is selected.
If you want to disable your WLAN, deselect the Enable Wireless checkbox and click the

Change button.
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Basic Settings

On the Wi-Fi / Basic settings page, you can configure basic parameters of the router's WLAN.

»

Building Metworks for People

Syskem - Language -
Wi-Fi / Basic settings
» Status
et
5510
+ Common settings BS5ID: JCE0ER 7F 0453
. Basic settings Country: |RUSSIAN FEDERATION [v
+ Security settings Channel: ﬂ
Clients Isolation:
+ MAC-Filter D
Enable Wireless Guest Metwark: 0
+ Station List
st S50
» WPS
+ Additional settings Block multicast: O

» Advanced

» Firewall -mhane

Figure 33. Basic settings of the wireless LAN.
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Parameter Description

If the checkbox is selected, other users cannot see your Wi-Fi
Hide Access Point network. (It is recommended not to select this checkbox in order to
simplify initial configuration of your WLAN.)

A name for the WLAN. By default, the value DSL_2650NRU is
SSID specified. It is recommended to specify another name for the
network upon initial configuration (use digits and Latin characters).

The parameter that uniquely identifies your wireless network. You

BSSID .
cannot change the value of this parameter.
Country The country you are in. Select a value from the drop-down list.
The wireless channel number. By default, channel 6 is specified. If]
you want to use another channel, select a value from the drop-down
Channel

list. When the auto value is selected, the router itself chooses the
channel with the least interference.

Select the checkbox to isolate the users of your WLAN (to forbid

Clients Isolation : . .
wireless clients to communicate to each other).

Enable Wireless Guest | Seclect the checkbox to create a separate part of your WLAN with
Network open authentication type and with no password.

Guest SSID A name for the guest part of your WLAN.

Select the checkbox to disable multicasting for the router's WLAN.
Deselect the checkbox to enable multicasting from WAN
connections for which the Enable IGMP Multicast checkbox is
selected.

Block multicast

When you have configured the parameters, click the Change button.
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Security Settings

On the Wi-Fi / Security settings page, you can modify security settings of the WLAN.

Link

Building Metworks for People
Syskem - Language -

» Start

Wi-Fi / Security settings

» Status

» Common sethings Enable Encryption WEP: 0

Mebwork Authentication: '

&7 WEP Encryption settings

+ Basic settings

+ Security settings

- MAC-Filter
+ Station List

- WS

» Additional settings

» Advanced

Figure 34. The default security settings.
By default, the Open network authentication type with no encryption is specified for the WLAN.

The default security settings do not provide sufficient protection for the WLAN. Please,
m  specify your own security settings.

The router supports the following authentication types:

Authentication type Description

Open Open authentication (with or without WEP encryption).
WPA-PSK WPA-based authentication using a PSK.
WPA2-PSK WPAZ2-based authentication using a PSK.

Page 49 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Configuring via Web-based Interface
User Manual

When the Open value is selected, the WEP Encryption settings section is displayed:

Wi-Fi / Security settings

Metwark, Aukhentication: '

% WEP Encryption settings

Enable Encryption WEP:
Encryption Key WEP as HEx:

Encryphion Kew WEP (1) 1534567890

Figure 35. The Open value is selected from the Network Authentication drop-down list.

Parameter Description

The checkbox activating WEP encryption. When the checkbox is
Enable Encryption WEP| sclected, the Encryption Key WEP (1) field and the Encryption
Key WEP as HEX checkbox are displayed.

Encryption Key WEP | Select the checkbox to set a hexadecimal number as a key for
as HEX encryption.

The key for WEP encryption.

You can specify keys containing 5 or 13 symbols (use digits and/or
Encryption Key WEP (1) Latin characters). If the Encryption Key WEP as HEX checkbox
is selected, you can specify only keys containing 10 symbols (the
digits 0-9 and the characters A-F).
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When the WPA-PSK or WPA2-PSK value is selected, the WPA Encryption settings section
is displayed:

Wi-Fi / Security settings

Metwork Authentication: WRAZ-PSK '

Encryption Key PSE:

1234567590
WPAZ Pre-authentication: ]
# WPA Encryption settings
WPA Encrypion: TEIP+AES '
WPA reneval: 3600

Figure 36. The WPA2-PSK value is selected from the Network Authentication drop-down list.

Parameter Description

Encryption Key PSK A key for WPA encryption. The key can contain digits and/or Latin

characters.
WPA2 Pre- The checkbox activating preliminary authentication (displayed only
authentication for the WPA2-PSK authentication type).
WPA Encryption An encryption method: TKIP, AES, or TKIP+AES.

The time period (in seconds), at the end of which a new key for
WPA renewal WPA encryption is generated. When the value 0 is specified for

this field, the key is not renewed.

When you have configured the parameters, click the Change button.
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MAC Filter

On the Wi-Fi / MAC-Filter page, you can define a set of MAC addresses of devices which will be
allowed to access the WLAN, or define MAC addresses of devices which will not be allowed to
access the WLAN.

D-Link

Building Metworks for People

Syskem - Language -

Wi Fi | MAC Filer

» Common setkings O Al

Filter mode MAC-addresses

MaCfilker restrict mode: (%) Disabled

+ Basic settings (ODeny
» Security settings
» MAC-Filter

MAL-Filter
» Station List
» WS

» Additional settings

» Advanced

Figure 37. The MAC filter for the wireless network.

By default, MAC filtering is not active (the Disabled choice of the MAC-filter restrict mode
radio button is selected).

To open your wireless network for the devices which MAC addresses are specified on the MAC-
addresses tab and to close the wireless network for all other devices, select the Allow choice of
the MAC-filter restrict mode radio button and click the Change button.

To close your wireless network for the devices which MAC addresses are specified on the MAC-
addresses tab, sclect the Deny choice of the MAC-filter restrict mode radio button and click
the Change button.

To add a MAC address to which the selected filtering mode will be applied, proceed to the MAC-
addresses tab, enter this address in the MAC-address ficld of the MAC-address adding
section, and click the Add button. After that, the entered address will be displayed in the MAC-
address list section.
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Link

Building Metworks for People

Syskem - Language -

Wi-Fi / MAC-Filter

» Status

+ Common settings

Filter mode MaC-addresses

&1 MAC-address adding

MAC-address:
+ Basic settings

+ Security settings
. MAC-Filter
+ Station List

¥ MAC-address list
- WS

| MAC-address Delete

» fdditional settings

» Advanced

» Firewall

» LSE modem

Figure 38. The tab for adding a MAC address.

To remove a MAC address from the list of MAC addresses, select the checkbox located to the right
of the relevant MAC address in the MAC-address list section and click the Delete button.
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Station List

On the Wi-Fi / Station List page, you can view the list of wireless devices connected to the router.

»

Building Metworks for People

Syskem - Language -
Wi-Fi / Station List
» Status
| MAC Associaked Authorized 551D Interface
= Common settings

+ Basic settings

+ Security settings
+ MAC-Filter

- Station List

- WPS

» Additional settings

» Advanced

» Firewall

» LSE modem

Figure 39. The list of the router's wireless clients.

To view the latest data on the devices connected to the WLAN, click the Refresh button.
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WPS

On the Wi-Fi / WPS page, you can enable the function for secure configuration of the WLAN and
select a method used to easily add wireless devices to the WLAN.

The WPS function helps to configure the protected wireless network automatically. Devices
connecting to the wireless network via the WPS function must support the WPS function.

! Before using the WPS function it is required to configure a type of WPA encryption.

»
Selien Nesiada foe Feapts Systern - Language -
Wi-Fi /| WPS
_ ¥ Enable/Disable wPS
+ Common settings WPS Enable:
» Basic settings
+ Decurity settings
+ MAC-Filker L
. Station List #] Information 1
. WPS WPS Status: Configured
- Additional settings 551D D5L_25500RY
Mebwork Authentication: sk
» Advanced Encryption: Jer
Drevice PIN: FiesFigg
» Firewall Client PIN:
» LISE modem
¥ Connection
WPS Method:

Connect

Figure 40. The page for configuring the WPS function.
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Configuring via Web-based Interface

To activate the WPS function, select the WPS Enable checkbox and click the Change button.
When the checkbox is selected, the Information and Connection sections are available on the

page.

Parameter Description

WPS Status

The state of connecting the wireless device via the WPS function.

SSID

The name of the router's WLAN.

Network Authentication

The network authentication type specified for the WLAN.

Encryption The encryption type specified for the WLAN.
Device PIN The PIN code of the router.
i h ia th
Client PIN The PIN C.Ode of the device newly connected to the router via the
WPS function.
A method of the WPS function. Select a value from the drop-down
list.
WPS Meth
S Method PIN: Connecting the device via the PIN code.
PBC: Connecting the device via the push button (actual or virtual).
The PIN code of the WPS-enabled device that needs to be connected
to the wireless network of the router.
PIN Code o .
The field is displayed only when the PIN value is selected from the
WPS Method drop-down list.
Click the button to connect the wireless device to the router's WLAN
Connect

via the WPS function.

Using WPS Function via Web-based Interface

To add a wireless device via the PIN method of the WPS function, follow the next steps:
Select the WPS Enable checkbox.

1.

2
3.
4

. Click the Change button.

Select the PIN value from the WPS Method drop-down list.

Select the PIN method in the software of the wireless device that you want to connect to the

router's WLAN.

Click the relevant button in the software or on the cover of the wireless device that you want
to connect to the WLAN.

Right after that, enter the PIN code specified on the cover of the wireless device or in its
software in the PIN Code field.

Click the Connect button in the web-based interface of the router.

Page 56 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Configuring via Web-based Interface

User Manual

To add a wireless device via the PBC method of the WPS function, follow the next steps:

1.

Select the WPS Enable checkbox.

2. Click the Change button.
3.
4

Select the PBC value from the WPS Method drop-down list.

Select the PBC method in the software of the wireless device that you want to connect to the

router's WLAN.

Click the relevant button in the software or on the cover of the wireless device that you want
to connect to the WLAN.

Click the Connect button in the web-based interface of the router.

Using WPS Function without Web-based Interface

You can add a wireless device to the router's WLAN without accessing the web-based interface of
the router. To do this, you need to configure the following router's settings:

1.

2
3.
4

Configure a type of WPA encryption for the WLAN.
Select the WPS Enable checkbox.
Click the Change button.

Save the settings and close the web-based interface (click the Save line in the top-page
menu displayed when the mouse pointer is over the System caption, then click the Logout
line).

Later you will be able to add wireless devices to the WLAN by clicking the router's WPS button.

1.

3.

Select the PBC method in the software of the wireless device that you want to connect to the
router's WLAN.

Click the relevant button in the software or on the cover of the wireless device that you want
to connect to the WLAN.

Click the WPS button of the router.

After clicking the button the WPS LED blinks. If the wireless device has been successfully
connected to the WLAN, the LED stops blinking and lights green for several minutes.
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Advanced Settings

On the Wi-Fi / Advanced settings page, you can define additional parameters for the router's
WLAN.

! Changing parameters presented on this page may negatively affect your WLAN!

Link

Building Metworks for People
Syskem - Language -
Wi-Fi / Additional settings
Beacon Petiod: 100
RT3 Threshold: 2346
+ Common settings Frag Threshold: e
+ Basic settings DOTIM Period:
’ 1
+ Security settings
TH Power:
+ MAC-Filter 100
i |
. Stakion List 20MHz in Both Bands _
T¥ Preamble: _ ]
wps Long Preamble .
- Additional settings

» Advanced

» Firewall

Figure 41. Advanced settings of the WLAN.
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The following fields are available on the page:

Parameter Description

The time interval (in milliseconds) between packets sent to

Beacon Period . .
synchronize the wireless network.

The minimum size (in bites) of a packet for which an RTS frame is

RTS Threshold i
transmitted.

The maximum size (in bites) of a non-fragmented packet. Larger

Frag Threshol
rag reshold packets are fragmented (lelded)

The time period (in seconds) between sending a DTIM (a message

DTIM Period notifying on broadcast or multicast transmission) and data
transmission.
TX Power The router's transmit power (in percentage terms).
Bandwidth Channel bandwidth for 802.11n devices.

This parameter defines the length of the CRC block sent by the
router when communicating to wireless devices.

Select a value from the drop-down list.
TX Preamble
Long Preamble.

Short Preamble (this value is recommended for networks with

high-volume traffic).

When you have configured the parameters, click the Change button.
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Advanced

This menu provides advanced settings of the router. On the pages of this menu, you can define
static routes and rules for remote access to the web-based interface, add name servers, enable the
UPnP function, define interface groups and allow the router to connect to a private Ethernet line,
configure a DDNS service, enable the SNMP agent, and edit the ADSL connection parameters.

SNMP

On the Advanced / SNMP page, you can enable and configure the SNMP agent. The agent is
used to collect data on the state of the router and manage the device via the SNMP protocol.

Link
Building Metworks for People
Syskem - Language -
Advanced / SNMP
& SNMP settings
Enable/Disable SHMP: |
» Advanced Read-oniy access commundy name.
- SNMP Readtwiite access community name.
» UPrP Symtam name.
+ Inkerface grouping .
Syestam focation.
» DONS
The confact information Ffor the
: DMS aaiminitrator:
1P agdess:
+ Routing
A0SL
+ Remote access
= Change

» Firewall

Figure 42. The Advanced / SNMP page.
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To allow the router to use the SNMP agent, select the Enable/Disable SNMP checkbox and set
the needed values in the fields on the page.

Parameter Description

Read-only access The name of the group of accounts which have read-only access to
community name the router.
Read-write access The name of the group of accounts which have read/write access to
community name the router.
System name A name of the router for the SNMP manager.
System location Additional information on the router's location.
The contact information .. : . .
. Additional information on the contact of the router's administrator.
for the administrator
IP address The IP address of the host on which the SNMP manager is located.

When you have specified the needed settings, click the Change button.
To disable the SNMP agent, deselect the Enable/Disable SNMP checkbox.
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UPnP

On the Advanced / UPnP page, you can enable the UPnP function.

UPnP is a set of networking protocols designed for automatic configuration of network devices. The
UPnP function performs automatic configuration of the device's parameters for network
applications requiring an incoming connection to the router.

»

Building Metworks for People

Syskem - Language -

Advanced / UPnP

&1 UPnP settings

Enabled:

+ SMMP
» UPDP

» Inkerface grouping

» DONS

» DMS

+ Routing
» ADSL

+ Remote access

Figure 43. The Advanced / UPnP page.

If you want to manually specify all parameters needed for network applications, deselect the
Enabled checkbox and click the Change button.

If you want to enable the UPnP function in the router, select the Enabled checkbox and click the
Change button.
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Interface Grouping

On the Advanced / Interface grouping page, you can assign virtual PVC connections to the
router's ports (create groups of interfaces), which allows distinguishing different types of traffic.
This function is mostly used in Triple-play networks. Also on the page you can configure the router
to connect to a private Ethernet line.

The Ethernet WAN function allows using any Ethernet port of the router to access the

Internet via Ethernet technology. When the function is enabled. the router is still able to
access the Internet via ADSL technology.

- ]
D-Link
Building Metworks for People

Syskem - Language -

Advanced / Interface grouping

»
» Status

|
Ethernet WaN port: OMNa

COLam

» Advanced CILANT
SHMP OLF\N‘I
@EILANZ

Etharnet WAN éype; Singie Fervite over ane connection

- Interface grouping
AN ML Mgl - Mulipla Wan sarvite over one connection
» DONS

Mame LANs AN
. DS LANL
LAMNS .
- outin DEFALLT L bridge_0_35_0

WL
+ ADSL

+ Remote access

[Save] -mdd group

Figure 44. The Advanced / Interface grouping page.
To enable the Ethernet WAN function, follow the steps below.

1. Select the choice corresponding to the LAN port that will be used as the WAN port of the
Ethernet WAN port radio button.

2. If you need to connect one or more VLANSs to the created Ethernet WAN interface, select
the VLAN MUX Mode choice of the Ethernet WAN type radio button.

3. Click the Save button.

To create a new rule for interface grouping (a group of ports), click the Add group button (the
button is not displayed if there is no WAN connection in the system).
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»

Building Metworks for People

Syskem - Language -

Advanced / Interface grouping

» Met

Mame:

LANs: LAt =
» Advanced LANZ «
LAN4
Shtp "L
» UPDP .
WANs e D350 |
- Interface grouping
» DONS
- DS
+ Routing
. ADSL

+ Remote access

Figure 45. The page for adding a new group of ports.

You can specify the following parameters:

Parameter Description

Name A name for the group for easier identification. You can specify any
name.

The list of available internal interfaces is displayed in the left column
LANs of the line. Use the button ==> to select interfaces. The selected
interfaces will be displayed in the right column of the field.

WAN connections to which the new group will be assigned. Use the
WANSs button ==> to select WAN connections. The selected connections will
be displayed in the right column of the field.

Click the Save button.

When you add an interface to the new group, it is excluded from the group to which it has
B Dbeen assigned before.

To edit or remove an existing group, select the relevant group on the Advanced / Interface
grouping page. On the page displayed, change the parameters and click the Save button, or click
the Delete button. When you delete a group, interfaces assigned to it are reassigned to the
DEFAULT group.
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DDNS

On the Advanced / DDNS page, you can define parameters of the DDNS service, which allows
associating a domain name with dynamic IP addresses.

»

Building Metworks for People

Swstem - Language -
Advanced / DDNS
& DDNS dlient configuration
e | DDMNS Service Hosk name User name Interface
+ SMMP

+ UPnP

=

» Inkerface grouping

- DDNS

+ Routing

+ Remote access

» Firewall

Figure 46. The Advanced / DDNS page.
To add a new DDNS service, click the Add button.
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»

Building Metworks for People

Syskem - Language -
Advanced / DDNS
41 DDNS dlient editing
DDMS Service: DLinkDDNS '
Host name:
User name:
. UPRP User password:
» Inkerface grouping Interface: bridge_0_35_0 (0/35) .
» DDNS
- DS

+ Routing
- ADSL

+ Remote access

» Firewall

Figure 47. The page for adding a DDNS service.

You can specify the following parameters:

Parameter Description

DDNS Service Select a DDNS provider from the drop-down list.
Host name The domain name registered at your DDNS provider.
User name The username to authorize for your DDNS provider.
User password The password to authorize for your DDNS provider.
Select a WAN connection which IP address will be used to access the
Interface .
DDNS service.
Click the Change button.

To edit parameters of the existing DDNS service, click the relevant service link. On the opened
page, change the needed parameters and click the Change button.

To remove an existing DDNS service, click the relevant service link. On the opened page, click the
Delete button.
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DNS

On the Advanced / DNS page, you can add DNS servers to the system.

D-Link

Building Metworks for People

Syskem - Language -

Advanced / DNS

» Status

il Manual: |

» Advanced . 1
T - R
+ SMMP
UPnP

#| DNS settings

Name zarvers.

» Inkerface grouping

- DDNS
- DNS

» Routing

- AD3L

+ Remote access

» Firewall

Figure 48. The Advanced / DNS page.

DNS servers are used to determine the IP address from the name of a server in Intranets or the
Internet (as a rule, they are specified by an ISP or assigned by a network administrator).

The device performs the DNS relay function, i.e., it redirects the DNS requests of users to external
DNS servers. You can specify the addresses of DNS servers manually on this page, or configure the
router to obtain DNS servers addresses automatically from your ISP upon installing a connection.

When you use the built-in DHCP server, the network parameters (including DNS servers)

®  are distributed to clients automatically.

If you want to configure automatic obtainment of DNS servers addresses, deselect the Manual
checkbox, select a WAN connection which will be used to obtain addresses of DNS servers
automatically from the Interface drop-down list, and click the Change button.

If you want to specify the DNS server manually, select the Manual checkbox and enter a DNS
server address in the Name servers list. To specify several addresses, press the Enter key and
enter a needed address in the next line. Then click the Change button.

To remove a DNS server from the system, remove the relevant line from the Name servers ficld
and click the Change button.
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Routing

On the Advanced / Routing page, you can add static routes (routes for networks that are not
connected directly to the device but are available through the interfaces of the device) into the
system.

»

Building Metworks for People

Syskem - Language -
.
Advanced / Routing
» Status
ﬁ Routing configuration
Wi-Fi You can add, edit and delete routes here
Destination netwark, Destination netmask Gateway ‘ia Interface
» Advanced 192,168.1.0 255,255,255.0 0.0.0.0 bro
+ SMMP
UPnP
» Inkerface grouping
» DONS
i)
+ Routing

+ Remote access

Figure 49. The Advanced / Routing page.

To create a new route, click the Add button.
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»

Building Metworks for People

Syskem - Language -

¥ Route editing

Destination netwaork:

Destination netmask:

Gateway:

» UBnf Metric:
+ Inkerface grouping " . .

» DOMS

- DS

+ Routing
- ADSL

+ Remote access

» Firewall

Figure 50. The page for adding a static route.

You can specify the following parameters:

Parameter Description

Destination network |A destination network to which this route is assigned.

Destination netmask |The destination network mask.

An [P address through which the destination network can be

Gat
ateway accessed.

A metric for the route. The lower the value, the higher is the route

Metri
¢ priority. Optional.

Select an interface (connection) through which the destination
network can be accessed from the drop-down list. If you have
selected the <Auto> value of this drop-down list, the router itself sets
the interface on the basis of data on connected networks.

Via Interface

Click the Save button.

To edit an existing route, select the needed route in the table. On the opened page, change the
needed parameters and click the Save button.

To remove an existing route, select the needed route in the table. On the opened page, click the
Delete button.
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ADSL

The Advanced / ADSL page includes the set of ADSL standards that should be defined by an
ISP. Contact your ISP to set proper parameters. Select the relevant options and click the Change
button.

Link
Sl tetends N Respte Syskem - Language -
- Advanced / ADSL
&1 Select the modulation below
il G.Dmt Enabled:
G.lite Enabled:
. SHME T1.413 Enabled:
. UPCP. ADSLZ Enabled:
» Inkerface grouping AnnexL Enabled: 3
. DONS ADSLZ+ Enabled:
. DS Annex Enabled: |
+ Rouking ¥ Select the phone line pair below
- ADSL Phone line pair: @ Inner pair
(O Outer pair
¥ Capability
Bitswap Enable: |
SRA Enable: |
|
el

Figure 51. The Advanced / ADSL page.
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Remote Access

On the Advanced / Remote access page, you can configure remote access to the web-based
interface of the router. By default, the access from external networks to the router is closed. If you
need to allow access to the router from the external network, create relevant rules.

»

Building Metworks for People

Syskem - Language -
Advanced / Remote access
W Skatus
&1 Remote access configuration for web-interface
sl | Mame Interface IF address Mask Protocal
= SHMP

+ UPnP

=

» Inkerface grouping

» DOMS

- Remote access

Figure 52. The Advanced / Remote access page.

To create a new rule, click the Add button.
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ilding Networks for pI:
Bui Peaj
= Syskem - Language -
Advanced / Remote access
W Skatus
.
&1 Remote access rule editing
. SHMF IP address: |
- UPnP Mask:
» Inkerface grouping Protocal: '
- DONS
. DMS
DhS (Change]

+ Routing
» ADSL

- Remote access

» Firewall

Figure 53. The page for adding a rule for remote management.

You can specify the following parameters:

Parameter Description

Name A name for the rule for easier identification. You can specify any
name.
A physical interface through which the web-based interface of the
Interface .
router is accessed.
IP address A host or a subnet to which the rule is applied.
Mask The mask of the subnet.
Protocol The protocol available for remote management of the router.
Click the Change button.

To edit a rule for remote access, click the relevant link. On the opened page, change the needed
parameters and click the Change button.

To remove a rule for remote access, click the relevant link. On the opened page, click the Delete
button.
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Firewall

In this menu you can configure the firewall of the router: add rules for IP filtering, define a DMZ-
zone, create virtual servers, configure MAC-filters and the Port Triggering function.

IP Filters

On the Firewall / IP-filters page, you can create new rules for filtering IP packets and edit or
remove existing rules.

»

Building Metworks for People

Systemn - Language -

Firewall / IP-filters

&1 IP-filters configuration

IP address Port |

| e Pratocol Source Destination Source Destination

- IP-filters

» Wirtual servers

- DMZ

» Application rules

» MAC-filker

Figure 54. The Firewall / IP-filters page.

To create a new rule, click the Add button.
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»

Building Metworks for People

Firewall / IP-filters

&1 IP-filter rule editing

Syskem

Language

Mame:

Protocal:

&1 IP Addresses

For entering IP address type 32 as subnet bit-mask (field after "f")

- IP-filters

IP-addresses range:

» Wirtual servers Source:

it Destination:

» Application rules
&1 Ports

O

» MAC-filker

Saurce:

Destination:

‘fou can specify either a port or port range, and several

Figure 55. The page for adding a rule for IP filtering.
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You can specify the following parameters:

Parameter Description

IP-filter rule editing
Name A name for the rule for easier identification.
A protocol for network packet transmission. Select a value from the
Protocol .
drop-down list.
IP Addresses
Source The source host/subnet IP address. To specify an IP address leave 32
in the field following the slash character (/).
L. The destination host/subnet IP address. To specify an IP address leave
Destination : .
32 in the field following the slash character (/).
Ports
Source A port of the source IP address. You can specify one port, several
ports separated by a comma, or a range of ports separated by a colon.
N A port of the destination IP address. You can specify one port, several
Destination
ports separated by a comma, or a range of ports separated by a colon.
Click the Change button.

To edit a rule for IP filtering, select the relevant rule in the table. On the opened page, change the
needed parameters and click the Change button.

To remove a rule for IP filtering, select the relevant rule in the table. On the opened page, click the
Delete button.
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Virtual Servers

On the Firewall / Virtual servers page, you can create virtual servers for redirecting incoming

Internet traffic to a specified IP address in the local area network.

»

Building Metworks for People

System Language -
ol
Firewall / Virtual servers
&1 Wirtual servers list
‘fou can add, edit and delete virtual servers here
= q Mame Interface Protocol Public port Private port Private IP |
Advancer

» IP-filers

- ¥irtual servers
» DMZ
» Application rules

» MAC-filker

Figure 56. The Firewall / Virtual servers page.

To create a new virtual server, click the Add button.
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»

Building Metworks for People

- ¥irtual servers

» DMZ

» Application rules

» MAC-filker

Syskem - Language -

Firewall / Virtual servers

ﬁ Virtual server settings

Mame:

Interface: bridge_0_35_0 (0/35) v

Protocal: TP

Public port {begin):

Public port {end}):

Private port {begin):

Private port {end):

Private IP:

Figure 57. The page for adding a virtual server.
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You can specify the following parameters:

Parameter Description

Select a virtual server template from the drop-down list, or select

Template : .
P Custom to specify all parameters of the new virtual server manually.
Name A name for the virtual server for easier identification. You can
specify any name.
Interface A WAN connection to which this virtual server will be assigned.
A protocol that will be used by the new virtual server. Select a value
Protocol

from the drop-down list.

A port of the router from which traffic is directed to the IP address
Public port (begin)/ specified in the Private IP field. Specify the start and the end value
for the port range. If you need to specify one port, enter the needed
value in the Public port (begin) field and leave the Public port
(end) field blank.

Public port (end)

A port of the IP address specified in the Private IP field to which
traffic is directed from the Public port. Specify the start and the end
value for the port range. If you need to specify one port, enter the
needed value in the Private port (begin) field and leave the
Private port (end) ficld blank.

Private port (begin)/
Private port (end)

Private IP The IP address of the server from the local area network.

Click the Change button.

To edit the parameters of an existing server, select the relevant server in the table. On the opened
page, change the needed parameters and click the Change button.

To remove an existing server, select the relevant server in the table. On the opened page, click the
Delete button.
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DMZ

A DMZ is a host or network segment located “between” internal (local) and external (global)
networks. In the router, the DMZ implements the capability to transfer a request coming to a port of
the DSL router from the external network to a specified host of the internal network.

On the Firewall / DMZ page you can specify the IP address of the DMZ host.

D-Link

Building Metworks for People

Syskem - Language -

Firewall / DMZ

& Demilitarized zone settings

Enabled: |

1P agdess:

» IP-filers

» Wirtual servers
- DMZ
» Application rules

» MAC-filker

Figure 58. The Firewall / DMZ page.

To enable the DMZ, select the Enabled checkbox, enter the IP address of a host from your
network in the IP address field, and click the Change button.

Note that when the DMZ is enabled, all traffic coming to a port of the WAN interface of the router
is directed to the same port of the specified IP address. Also note that virtual servers have higher
priority than the DMZ host. In other words, if there has been created a virtual server that directs
traffic from external port 80 to a port of the device from the router's local network, then entering
http://router WAN IP in the address bar, users of the external network are directed to the
specified port and IP address configured for the virtual server, but not to port 80 of the device with
the IP address specified on the Firewall / DMZ page.

To disable the DMZ, deselect the Enabled checkbox and click the Change button.
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Application Rules

On the Firewall / Application rules page, you can define rules for the Port Triggering function.

»

Building Metworks for People

Syskem - Language -
Firewall / Application rules
» Status
#1 Configuration of application rules
| Rules name Interface ) 1P ) ) ot ) |
» Ad 4 Incaming Cukgoing Incaming Cukgaing
Advancer

» IP-filers

» Wirtual servers

- DMZ

- Application rules

» MAC-filker

Figure 59. The Firewall / Application rules page.
To add a new rule for the Port Triggering function, click the Add button.

»
Building Metworks for People
Syskem - Language -
Firewall / Application rules

&1 application rule editing

Rules name:

Interface: bridge_0_35_0 (0/35) v

&1 Incoming port and protocol settings
» IP-filters Protacal:

Starting pork:
+ Wirkual servers
. DMz Ending port:
. Application rules &1 Dutgoing port and protocol settings
. MACfilker Pratacal: TCPiUDP v

Starting pork:

Ending port:

k|

Figure 60. The page for adding a rule for the Port Triggering function.
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You can specify the following parameters:

Parameter Description

Application rule editing

Rules name A name for the rule for easier identification.

Interface A WAN connection to which this rule will be assigned.

Incoming port and protocol settings

A protocol to which this rule will be applied upon receiving data to

Protocol .
the specified port or port range.

A range of the router's ports which will be open to receive data from
Starting port/ the external network (incoming traffic). Specify the start and the end
value for the port range. If you need to specify one port, enter the

Ending port needed value in the Starting port field and leave the Ending port
field blank.
Outgoing port and protocol settings
Protocol A protocol to which this rule will be applied upon transferring data

from the specified port or port range.

A range of the router's ports from which data are transferred to the
Starting port/ external network (outgoing traffic). Specify the start and the end
value for the port range. If you need to specify one port, enter the
needed value in the Starting port field and leave the Ending port
field blank.

Ending port

Click the Change button.

To edit an existing rule for the Port Triggering function, select the relevant rule in the table. On the
opened page, change the needed parameters and click the Change button.

To remove an existing rule for the Port Triggering function, select the relevant rule in the table. On
the opened page, click the Delete button.
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MAC Filter

The MAC-address-based filtering allows forwarding and blocking traffic subject to the source and
destination MAC addresses.

MAC-address-based filtering is active only when the device is configured as a transparent

B  bridge (the Bridge mode).

On the Configuration tab, you can select the operating mode of the MAC filter. Select the Allow
value from the Action drop-down list to allow traffic affected by the rules from the MAC-
addresses tab and block the other traffic. Select the Deny value from the drop-down list to block
only traffic affected by the rules from the MAC-addresses tab.

D-Link

Building Metworks for People
Syskem - Language -

Frewal/ MAC-fer

» Status

Configuration MAC-addresses

&1 MAC-filter policy settings

Action:

» Advanced

» IP-filers

» Wirtual servers

» DME

» Application rules
» MAC-filter

» LSE modem

Figure 61. The Firewall / MAC-filter page. The Configuration tab.
To create a new rule, proceed to the MAC-addresses tab and click the Add button.

Page 82 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router

with Wi-Fi and Built-in Switch

User Manual

Configuring via Web-based Interface

»

Building Metworks for People

Syskem - Language -
.
Firewall / MAC-filter
&1 MaAC-filter configuration
‘fou can add, edit and delete addresses here
| Source MAC-address Destination MAC-address Direction Protocol Intetface |
.
» Wirtual servers
- DMZ
+ Application rules
» MAC-filter
Figure 62. The Firewall / MAC-filter page. The MAC-addresses tab.
On the opened page, specify the needed parameters.
»
Building Metworks for People
Syskem - Language -
.
Firewall / MAC-filter
W Status
&1 MAC-address editing
» Advanced

Source MAC-address:

Destination MAC-address: . .
» [e-fiters Direction: cany> v
» Wirtual servers Protocal: ' .
- oz Interface: bridge_0_35_0 (0/35) |
» Application rules
» MAC-filter

Figure 63. The page for adding a rule for MAC-address-based filtering.
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Parameter Description

Source MAC-address |The MAC address of the source host.

Destination MAC-address [The MAC address of the destination host.

Direction Select a direction for which the rule will be applied.
Select a protocol for which the rule will be applied. The <Any>
Protocol . . :
value means any protocol from those displayed in the list.
Interface Select .a WAN conn.ectlon (w1‘th the Bridge connection type only)
for which the rule will be applied.
Click the Change button.

To edit a rule for filtering, select the relevant rule on the MAC-addresses tab. On the opened
page, change the needed parameters and click the Change button.

To remove a rule for filtering, select the relevant rule on the MAC-addresses tab. On the opened
page, click the Delete button.
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USB Modem

This menu is designed to operate USB modems.

If the PIN code check for the SIM card inserted into your USB modem is not disabled, then upon
the first access to the pages of the USB modem menu (under the current web-interface session)

the page for checking the PIN code is displayed.

Link
Language -

Building Networks for People System
-

USB modem / PIN

» Status

&1 PIN code management

Attampés faft:
PIM code:
Disable PIN check: |
» USBE modem
+ Information

» System

Figure 64. The page for checking the PIN code.
Enter the PIN code in the relevant field and click the Change button.
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On the USB modem / Information page, you can view data on the USB modem connected to the

router.

Link

Building Metworks for People

Start

» Status

» Advanced

» Firewall

» USB modem

- Information

- PIN

USB modem / Information

Yendor: Auawer

Model: E£1550

Revision: 1608 12.00. 197
IMST: PrT kT
IMET: FEFIZ3031908452
Signal level: 452 T,

Operator name: M

Mode: 25

Systemn - Language -

Figure 65. The USB modem / Information page.

When a USB modem is connected to the router, the following data are displayed on the page:

Parameter Description

Vendor The manufacturer of your USB modem.
Model The alphanumeric code of the model of your USB modem.
Revision The version of the model of your USB modem.
IMSI The code stored in the SIM card inserted to your USB modem.
IMEI The code stored in the memory of the USB modem.
The signal level at the input of the modem's receiver. The zero signal
Signal level level shows that you are out of the coverage area of the selected

operator's network.

Operator name

When the needed network is available, the name of the operator is
displayed in this field.

Mode

A type of the network to which the USB modem is connected (2G or
3G).
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PIN

On the USB modem / PIN page, you can change the PIN code of the identification card inserted
to your USB modem, disable or enable the check of the PIN code.

D-Link

Building Metworks for People
Systemn - Language -

Start

USB modem / PIN

» Status

&1 PIN code management

PIM code:

» Advanced isablh heck:
Disable PIN check:

» Firewall

» USB modem

» Information

Niew P codle:

Niew PR codle confismation.

- PIN

Figure 66. The USB modem / PIN page.

To disable the PIN code check, select the Disable PIN check checkbox, enter the current PIN
code in the PIN code field and click the Change button.

To enable the PIN code check, deselect the Disable PIN check checkbox, enter the PIN code,
used before disabling the check, in the PIN code field and click the Change button.

To change the PIN code, enable the PIN code check, enter the current code in the PIN code field,
then enter a new code in New PIN code and New PIN code confirmation fields and click the

Change button.
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Link
Building Networks for People
Syskem - Language -
USB modem / PIN
#7 PIN code management
Attampés faft:
© A PLIK code:
» Firewall )
Disable PIN check: |
» Information MNew PIM code confirmation:
PIN

Figure 67. The USB modem / PIN page. The PUK code check.

If upon one of the operations described above you have entered an incorrect value in the PIN code
field three times (the number of remaining attempts is displayed in the Attempts left field), the
identification card inserted into your USB modem is blocked. For further use of the card, enter the
PUK code in the relevant field, and then specify a new PIN code for your SIM card in the New PIN
code and New PIN code confirmation ficlds. Click the Change button.
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USB Storage

In this menu you can view data on the connected USB storage and configure shared access to it for
your LAN users. Also you can configure the router as a print server.

Information

On the USB storage / Information page, you can view data on the USB storage connected to the
router.

Buiding Networks for Peaple System - Languags -

USB storage / Information

&1 Information about USBE storage

USE storage: m

Mame:

Total size:

Free size:

File system:

» LSE storage

- Information
+ Print-server

» Samba

» Control

Figure 68. The USB storage / Information page.

The following data are presented on the page: the name, total and free volume of the storage, and
the type of its filesystem.
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Print Server

On the USB storage / Print-server page, you can configure the router as a print server. Being
configured in this way, the router will allow your LAN users to share the printer connected to the
USB port of the router.

To connect a printer to the router, power off both devices. Connect printer to the USB port of the

router, power on the printer, then power on the router.

D-Link

Building Metworks for People
Syskem - Language -
.
USB storage [ Print-server

#7 Print-server settings

Enable/Disable print-server: |

Make and modial:

Frinfer name.

» LSE modem

» LSE storage

» Information

+ Print-server

» Samba

Figure 69. The USB storage / Print-server page.

To configure the router as a print server, select the Enable/Disable print-server checkbox. Enter
the make and the model of your printer in the Make and model ficld and a name for the printer in

the Printer name field. Then click the Change button.
If you don't want to use the router as a print server, deselect the Enable/Disable print-server
checkbox and click the Change button.
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Samba

On the USB storage / Samba page, you can create accounts used to access the USB storage
connected to the router.

Buliding for People System - Language -
USB storage [/ Samba
W Skatus
¥ Samba settings
| User name LISE storage
» Advanced
» LSE modem
+ Information
+ Print-server
- Samba
Figure 70. The USB storage / Samba page.
To create a new account, click the Add button.
Sl fox fespie Syskem - Language -
USB storage [/ Samba
& Editing user for Samba
User name:
Password:
USE storage: l
» Information
+ Print-server
- Samba

Figure 71. The page for adding an account used to access the USB storage.

On the opened page, specify a username and password for the new account, and then select the USB
storage which will be accessed via this account from the USB storage drop-down list. Click the
Save button.

Page 91 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Configuring via Web-based Interface

User Manual

To edit an account, select the relevant account in the table. On the opened page, change the
parameters and click the Save button.

To delete an account, select a relevant account in the table. On the opened page, click the Delete
button.
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Control

This menu is designed to create restrictions on access to the Internet for users of your LAN: forbid
access for specified computers and limit access to certain web sites.

Parent Control

On the Control / Parent control page, you can create rules restricting access to the Internet for
computers with specified MAC addresses during particular time periods on particular days.

»

Building Networks for People
Syskem - Language -

ﬁ Parent control settings

Mame Status Days of implementation Start kime: End kime: MAC-address

=» Control

- Parent control

+ URL-filter

Figure 72. The Control / Parent control page.

Rules restricting access for computers with specified MAC addresses are presented as a table. To
create a new rule, click the Add button.
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»

Building Networks for People

Syskem - Language -

Control / Parent control

#7 Parent control editing

o

Narne:

MaC-address:

¥ Days of implementation

starag Monday:
Tuesday:
=» Control

- Parent control

Wednesday:

Thursday:

+ URL-filter

Friday:

Saturday:

Oooooooano

Sunday:

& Start time of implementation

Hours:

Minutes:

EllE]
e

#1 End time of implementation

Hours:

EJE]
=[xl

Minutes:

Figure 73. The page for adding a new parental control rule.
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You can specify the following parameters:

Parameter Description

Parent control editing

On Select the checkbox to enable the rule.

Name A name for the rule for easier identification. You can specify any
name.

The MAC address of the computer to which this rule will be

MAC-address )
applied.

Days of implementation

Select checkboxes corresponding to the needed days of the week.

Start time of implementation

Hours
) Start time of the rule application.
Minutes
End time of implementation
Hours
End time of the rule application.
Minutes
Click the Change button.

To edit an existing rule, select the relevant rule in the table. On the opened page, change the needed
parameters and click the Change button.

To delete an existing rule, select the relevant rule in the table. On the opened page, click the Delete
button.
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URL Filter

On the Control / URL-filter page, you can specify restrictions on access to certain web sites.

- »
D-Link
Building Networks for People
Syskem - Language -
Control / URL-filter
Configuration URL-addresses

¥ URL-filter configuration

Enable/Disable URL filter: 0

URL-Filter type: Black listed URLs

=» Control

» Parent control

» URL-filter

Figure 74. The Control / URL-filter page. The Configuration tab.

To enable the URL filter, select the Enable/Disable URL filter checkbox on the Configuration
tab, then select a needed mode from the URL-filter type drop-down list:

¢ Block listed URLs: when this value is selected, the router blocks access to all addresses
specified on the URL-addresses tab;

* Block all URLs except listed: when this value is selected, the router allows access to
addresses specified on the URL-addresses tab and blocks access to all other web sites.

Click the Change button.

To specify URL addresses to which the selected filtering will be applied, go to the URL-
addresses tab and click the Add button.
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»

Building Networks for People

Syskem - Language -
Control / URL-filter
Configuration URL-addresses
&1 URL-addresses list
‘fou can add, edit and delete addresses here
| URL-address Port

» | =
=» Control

» Parent control

» URL-filter

Figure 75. The Control / URL-filter page. The URL-addresses tab.

On the opened page, specify the needed parameters.

»

Building Metworks for People
Syskem - Language -

Control / URL-filter

Configuration URL-addresses

¥ URL-address editing

URL-address:

Port:
or a0

=» Control

» Parent control

» URL-filter

Figure 76. The page for adding an address for the URL filter.

Enter a URL address in the URL-address field, specify a port (as usual, you need to specify port
80 for HTTP), then click the Save button.

To remove an address from the list of URL addresses, select the relevant address in the table on the
URL-addresses tab and click the Delete button.

To disable the URL filter, deselect the Enable/Disable URL filter checkbox on the
Configuration tab, then click the Change button.
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System

In this menu you can save the changed settings to the non-volatile memory, create a backup of the
router's configuration, restore the router's configuration from a previously saved file, restore the
factory default settings, view the system log, configure automatic synchronization of the system
time, update the firmware of the router, and change the password used to access the web-based
interface.

Administrator Password

On the System / Administrator password page, you can change the password for the
administrator account used to access the web-based interface of the router.

For security reasons, it is strongly recommended to change the administrator password
®  upon initial configuration of the router.

D-Link

Building Networks for People

» Start
_ System / Administrator password

¥ System password setting up

Syskem - Language -

The system password and the password for the web-based interface will be changed at the same time,

Login:

Password:

Confirmation:

» Administrator password

» Configuration
» Syshem log
» Firmware upgrade

- MTP client

Figure 77. The System / Administrator password page.

Enter the new password for access to the web-based interface of the router in the Password and
Confirmation fields and click the Save button.
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Configuration

On the System / Configuration page, you can save the changed settings to the non-volatile
memory, restore the factory defaults, backup the current configuration, or restore the router's
configuration from a previously created file.

»

Building Networks for People

Syskem - Language -
.
System / Configuration
Save current settings:
Reset to factory defaulks:
Saving current configuration in a file:
Backup
Loading previously saved configuration to
device and reboot:

» Control

» Bdministrator password
- Configuration

» System log

» Firmware upgrade

» NTP client

Figure 78. The System / Configuration page.

The following buttons are available on the page:

Control Description

Click the button to save settings to the non-volatile memory. Please,
Save save settings every time you change the router's parameters.
Otherwise the changes will be lost upon reboot of the router.

Click the button to restore the factory default settings. Also you can
Factory restore the factory defaults via the hardware Reset button (see the
Saving and Restoring Settings section, page 19).

Click the button and follow the dialog box appeared to save the

Backu
P configuration (all settings of the router) to your PC.
Click the button to upload a previously saved configuration (all
settings of the router) from a file on your PC. Click the
Restore

Choose/Browse? button to select a previously saved configuration
file located on your PC.

Actions of the Save, Factory, and Backup buttons also can be performed via the top-page menu
displayed when the mouse pointer is over the System caption.

3 The name of the button depends upon the web browser that you use.
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System Log

On the System / System log page, you can set the system log options and configure sending the
system log to a remote host.

»
Building Metworks for People
Syskem - Language -
System /[ System log
Configuration Log

Logging:

Logging bype: Local and remote

Local logging level: Debugging messages

Femete oggng ek T —

Server address bype: LRL '

Server:

Fart: c14

-mhane

» fdrministrakor password
- System log
» Firmware upgrade
+ NTP client

Figure 79. The System / System log page. The Configuration tab.

To enable logging of the system events, select the Logging checkbox on the Configuration tab.
Then specify the needed parameters.

Control Description

Select a type of logging from the drop-down list.

* Local: the system log is stored in the router's memory (and
displayed on the Log tab). When this value is selected, the
Server address type, Server, and Port ficlds are not
displayed.

Logging type
* Remote: the system log is sent to the remote host specified

in the Server field.

* Local and remote: the system log is stored in the router's
memory (and displayed on the Log tab) and sent to the
remote host specified in the Server field.

Select a type of messages and alerts/notifications to be stored locally
in the router's memory. The field is available, when the Local or
Local and remote value is selected from the Logging type drop-
down list.

Local logging level

Page 100 of 107



DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Configuring via Web-based Interface

User Manual

Control Description

Select a type of messages and alerts/notifications to be sent to the
remote host specified in the Server field. The field is available,
when the Remote or Local and remote value is selected from the
Logging type drop-down list.

Remote logging level

From the drop-down list, select the IP value to specify an IP address
Server address type |of a host from the local or global network, or the URL value to
specify a URL address of a remote server.

The IP or URL address of the host from the local or global network,

Server . .
to which the system log will be sent.

A port of the host specified in the Server field. By default, the value

Port 514 is specified.

After specifying the needed parameters, click the Change button.

To disable logging of the system events, deselect the Logging checkbox and click the Change
button.

On the Log tab, the events specified in the Local logging level list are displayed.

»

Building Networks for People

Syskem - Language -
System / System log

Configuration Log

Expork

» System

» Bdministrator password
» Confiquration

- System log

» Firmware upgrade

» NTP client

Figure 80. The System / System log page. The Log tab.
To view the latest system events, click the Refresh button.

To save the system log to your PC, click the Export button and follow the dialog box appeared.
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Firmware Upgrade

On the System / Firmware upgrade page, you can upgrade the firmware of the router.

Upgrade the firmware only when the router is connected to your PC via a wired

] connection.

D-Link

Building Networks for People

System / Firmware upgrade

Select update file:
Choose...

Syskem - Language -

B Control

» Bdministrator password
» Confiquration

» System log

+ Firmware upgrade

» NTP client

Figure 81. The System / Firmware upgrade page.

The current version of the router's firmware is displayed in the Firmware version field on the
Start page. If you need to install a newer version of the firmware, follow the next steps:

Attention! Do not turn off the router before the firmware upgrade is completed. This may

| cause the device breakdown.

1. Download a new version of the firmware from www.dlink.ru.

2. Click the Choose/Browse* button on the System / Firmware upgrade page to locate
the new firmware file.

Click the Update button to upgrade the firmware of the router.
Wait until the router is rebooted (about one and a half or two minutes).

Log into the web-based interface using the login (admin) and the current password.

AN O

Select the Factory line in the top-page menu displayed when the mouse pointer is over the
System caption.

4 The name of the button depends upon the web browser that you use.

Page 102 of 107


http://www.dlink.ru/

DSL-2650U/NRU 3G/ADSL/Ethernet Router
with Wi-Fi and Built-in Switch Configuring via Web-based Interface

User Manual

7. Wait until the router is rebooted. Log into the web-based interface, using the default IP
address, login and password (192.168.1.1, admin, admin).

NTP Client

On the System / NTP client page, you can configure automatic synchronization of the system
time with a time server on the Internet.

D-Link

Building Networks for People
Syskem - Language -
.
System / NTP client

Enabled: |
Timezone.:

T zervars:

» Bdministrator password

» Configuration
- Gystem log
» Firmware upgrade

+ NTP client

Figure 82. The System / NTP client page.
To enable automatic synchronization with a time server:
1. select the Enabled checkbox

2. select your time zone

3. specify the needed NTP server in the Ntp servers field or leave the server specified by
default

4. click the Change button.

When the router is powered off or rebooted. the system time is reset to the default value.

! If you have set automatic synchronization for the system time, the internal clock of the

device will be configured after connecting to the Internet.
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CHAPTER 5. OPERATION GUIDELINES

Supported USB Modems

¢ Huawei E150
e Huawei E1550
e Huawei E220

« ZTE MF626
« ZTE MF627.
Safety Instructions

Place your router on a flat horizontal surface or mount the router on the wall (the mounting holes
are located on the bottom panel of the device). Make sure that the router is provided with sufficient
ventilation.

To prevent overheating, do not obstruct the ventilation openings of the router.

Plug the router into a surge protector to reduce the risk of damage from power surges and lightning
strikes.

Operate the router only from an electrical outlet with the correct power source as indicated on the
adapter.

Do not open the cover of the router. Otherwise any warranty will be invalidated.

Unplug the equipment before dusting and cleaning. Use a damp cloth to clean the equipment. Do
not use liquid/aerosol cleaners or magnetic/static cleaning devices.
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Wireless Installation Considerations

The DSL-2650U/NRU device lets you access your network using a wireless connection from
virtually anywhere within the operating range of your wireless network. Keep in mind, however,
that the number, thickness and location of walls, ceilings, or other objects that the wireless signals
must pass through, may limit the range. Typical ranges vary depending on the types of materials
and background RF noise in your home or office. To maximize your wireless range, follow the

guidelines below.

1.

Keep the number of walls and ceilings between the DSL-2650U/NRU device and other
network devices to a minimum — each wall or ceiling can reduce your wireless network
range by 3-90 feet (1-30 meters).

Be aware of the direct line between network devices. Place your devices so that the signal
travels straight through a wall or ceiling (instead of at an angle) for better reception.

Building materials make a difference. A solid metal door or aluminum studs may have a
negative effect on your wireless range. Try to position your router, access points, and
computers so that the signal passes through drywalls or open doorways. Materials and
objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file
cabinets, brick, and concrete will degrade your wireless signal.

Keep your router away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances
that generate RF noise.

If you are using 2.4 GHz cordless phones or X-10 equipment (wireless devices such as
ceiling fans, lights, and home security systems), your wireless connection may degrade
dramatically or drop completely. Make sure your 2.4 GHz phone base is as far away from
your wireless devices as possible. Note, that the base transmits a signal even if the phone in
not in use.
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CHAPTER 6. ABBREVIATIONS AND ACRONYMS

3G Third Generation

AES Advanced Encryption Standard

ARP Address Resolution Protocol

BSSID Basic Service Set Identifier

CRC Cyclic Redundancy Check

DDNS Dynamic Domain Name System

DDoS Distributed Denial of Service

DHCP Dynamic Host Configuration Protocol
DMz DeMilitarized Zone

DNS Domain Name System

DTIM Delivery Traffic Indication Message
GMT Greenwich Mean Time

GSM Global System for Mobile Communications
IGMP Internet Group Management Protocol
IMEI International Mobile Equipment Identity
IMSI International Mobile Subscriber Identity
IP Internet Protocol

IPoA Internet Protocol over ATM

IPoE Internet Protocol over Ethernet

ISP Internet Service Provider

LAN Local Area Network

LCC Logical Link Control

LCP Link Control Protocol

MAC Media Access Control

MTU Maximum Transmission Unit

NAT Network Address Translation
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NTP Network Time Protocol

PBC Push Button Configuration

PIN Personal Identification Number
PPPoA Point-to-Point Protocol over ATM
PPPoE Point-to-point protocol over Ethernet
PSK Pre-shared key

PUK PIN Unlock Key

QoS Quality of Service

RTS Request To Send

SIM Subscriber Identification Module
SNMP Simple Network Management Protocol
SSID Service Set Identifier

TKIP Temporal Key Integrity Protocol
UMTS Universal Mobile Telecommunications System
UPnP Universal Plug and Play

URL Uniform Resource Locator

uUSB Universal Serial Bus

VvC Virtual Circuit

VCI Virtual Circuit Identifier

VLAN Virtual Local Area Network

VPI Virtual Path Identifier

WAN Wide Area Network

WEP Wired Equivalent Privacy

Wi-Fi Wireless Fidelity

WLAN Wireless Local Area Network

WPA Wi-Fi Protected Access

WPS Wi-Fi Protected Setup
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