[Ipumep: paspemts FTP Ha Bxoq u FTP, Web u DNS Ha BbIxo/ 1o pabouum JHsIM (¢

TIOHCACIIBbHUKA I10 HSITHI/IHy).

Hlar 1: ycraHaBnuBaeM MpaBUIIO IO YMOJTYAHUIO B «3apeTuTh Bee» (deny all) mis

BXOZHOTO ¥ BBIXOHOTO (PHIIBTPOB:
Advanced->Policy->Global Policy Status

DFL-600
Ethernet VPN Firewall Router

BT Advanced

Rules / Glohal Policy Status/ Policies

ﬂ)ol_s__ [ Status _Hel v

Polic

¢

MNAT Inbound Port Filter Quthound Port Filter
¥ Enahbled ¥ Enabled
—  Default allow all © Default allow all
& Default deny all & Default deny all
Domain Filter
" Enabled

Policy
=  Default allow all

& Default deny all

o

Lo MAC Filter
[T Enabled
\PN-IPSec Restrict Web Type

" Block Cookie Enabled

™ Block Keyyyord
YPN-PPTP

VPN-L2TP a 43 o
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Hlar 2: mponuceiBaeM nmpasuia. OOpartute BHUMaHKe Ha HampasieHue (direction):

D-Link’

Building Networks for People

‘

MNAT

~  Rouling

[

Policy

" Schedule

" WPHN-IPS5ec

* VPN-PPTP

1

* VPN-LZTP

DFL-600
Ethernst VPN Firewall Router

T Advanced

Policy Rules /! Global Policy Status /
Rule Add / Dgmain Add / MAC Add / Heywords fdd

Policies

Faule IMame Iftp—

Transport Type TCF i

Frotocoal ftp contral (217 LI

Direction [@I

Port Range = oany |21 [N (1 - 65535)
Source [P Range M Any ID.D.U.“. - I255.255.255.255

i | EIH - |55 255 255 285

9 OO

Apply |Cancel Help

Destination IP Range

Service Rules
Tatal Mo, of Entries{Cut £ In+0ut): 0 /1000
Destination ip Dir. Wiew Del

Rule name Type Frotocal  Source ip

Page

(1) Hobasnsiem npaBuna ans FTP na Bxox (FTP-in) u Ha Beixon (FTP-out).

* Schedule

-

-

-
—

“WPN-IPSec

" VPN-PPTP

© VPN-L2TP

°  DDHNS

i

Status

BT Advanced

Policy Rules/ Global Pelicy Status/ Policies
Rule Add / Domain Add/ MAC Add / Keywords Add

Eule Mame I

Transport Type TCP -

Protocal |--user defined-- =]

Direction m

Port Range T Any |0 [ ] (1-65535)
Source [P Range ™ Any [0.000 -jp.ooo
Destination IP Range 7 any  |0.0.0.0 -|p.o.oo

2 OO
Apply Cancel Help

Service Rules
Total Mo, of Entries(Qut / In+0ut): 2 /1000
Destination ip Dir.  Wiew Dal

(@) v @

FTIP
ftp1 TCP Control  * ¥ @ @ @
@

Type Protocal  Source ip
__FTIP

it TCP Control  * 3
21

Fule name
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(2) Hobasnsiem npaBuio 1ist Web Ha Beixog (Web-out).
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=
=
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* Routing

-

" Schedule

" WPN-IP5ec

" VPN-PPTP

A

- WPN-L2TP

*  DDHNS

[

(3) nob6asnsiem mnp

]

=

MNA

* Routing

[

Polic_y

" Schedule
. "VPN-IPSec

* ¥PN-PPTP
. * WPN-L2TP

© DDNS

LEEEE

Service Rules

-m Advanced WG Status Help
Policy Rules/ Global Policy Status ¢ Policies
Bule Add/ Domain Add /! MAC Add /) Keywards Add
Eule MName I—
Transport Type TCP b
Protocol |——user defined-- ﬂ
Direction Im
Fort Range I oany [0 o (1 - 65535)
Source IP Range ™ Any {0000 -jpooo
Destination IP Range T Any  [0.0.0.0 -|pooo

9 9O

Apply Cancel Help

Total Mo. of Entries(Out / In+0ut): 3 /1000

Service Rules

Rule name ‘Type Protocol  Source ip Destination ip Dir. wiew Del

fip TCP Control  * & no o Q9
@1
“ETP

fipl TCZF Contrel ™ x cut W@ @
21

web TCP (20) lout/ w8 @D

aBwito st DNS Ha Beixog (DNS-out).
| IVl ) Lanahdetlodch i TUULS JWIMLS  TIElD

Poiicy Rules / Global Policy

Rule Add/ Domain Add / W

Eule Matne I

Transpaort Type TCF o3

Pratacol I--user defined-- j

Direction IInbond -"I

Paort Range I Any |D . |D {1-65535)

Source |P Range I Any  [D.0.00 ~joooo

Destination IP Range [ Any  j0.0.0.0 B

@ OO0

Apply Cancel Help

Total Mo. of Entries(Qut £ In+0ut): 4 /1000

Rule name Type Protocol  Source ip Destination ip Dir.  Wiew Del
fp TCP Control * i n W Q@
(21)
FTF
ftpl TCP Control * * out 4@ @
(21}
web EEE 80) : : out wd |
‘DNS TDP DNS(53) * * @ 9 ‘




Hlar 3: ycraHaBnuBaeM paclucaHue — BblJeNIsAeM pabouue THU
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" Policy

Schedule

" VPR-IPSec

* WPN-FPTP
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- VPM-L2TP

- DDRNS
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" Routling

* Policy
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Schedule
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“VPHN-IPSec

" WPN-PPTP

|EE

" OVPM-L2TP

T Advanced

Schedule Rules /! Schedule Tahle

Schedule Name lworkday|
Scheduling
= I

X A o

gl ST R S TR T ] (WA TR TR (B TS [ all
I EE1 L EIEI e Fi 1B Pl e
B o
TUEMFFFFW'FFFFFFF W all
- pmp M VMV FFFEFEFFEFRF b all
B A BT T ] 57 e
. pm WV K VM WMV FE VM W all
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et W A B BT T e N L e EL S [~ all

@™ Advanced

92 90

Apply Cancel Help

DFL-600

Sl

tules ! Schedule Table

o

Schedule Marme

Taotal Mo. of Entries: 3 /£ 15
Gant “iew  Schedule “iew Delste

Always < [T ] @
Mone [ w
| workday O w ]
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Step 4: kondurypupyem nonucu. OOparute BHUMaHUE Ha JACCTBHE MPABUIT JIs

nonucu (Action). B taHHOM ciydae BBICTaBIIsIEM «pa3pelnThy» (permit). [lanee

HakuMaeM Ha “U8” JUIS peAaKTUPOBAHUS.

D-Link DFL-600
Ethernet VPN Firewall Router

[ Home TN Tools  Sialus  Help |

Policy Rules ! Global Policy Status/ Policies

(

Policy Add

Policy Name all

* Routing Assigne to Schedule Iwnrkday "'I
Actian IF'ermit ".l

Fo’licl_.y:r._ a .@ e

Apply Cancel Help

" Schedule Total Mo, of Entries: 1 / 30
D Mame Schedule Rule Darnain MAC Keyword Action Priarity Edit Del
‘ 1 all workday Permit Sort (rﬂ) %] ‘
"VPN-IPSec
Page 1
Click it

* VPM-PPTF

JEEE:E

* VPN-L2TP




Hlar 5: Bximtodaem Guistp, npuMensieM (Apply). Janee naxxumaem “Inbound Firewall

Rule” (mpaBuna Ha BXop)
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A

Palicy MName all

Assigne to Schedule I_workday_ 'I
* Routing Action I_F'ermit 'I far rule filter

Ruie Fiiter

¥ Enabled

[

Policy
_ |ffis’s_i;.h_ﬁ_;_é_?_i..c.!_ﬁii_r_a_‘.}gza;_i_!_@_uio_" | "Outhound Firewall Rule”
{P— Bamain Filter
" Schedule
™ Enabled
Click it
"Deny Domain™ “Allow Demain™
e ——— e e
" YPMN-IP5ec MALC Filter
[T Enahbled
L PN-PPTP “Beny Blocked MACT
Keyword Filter
[T Enabled
f
SRR “Heywords Biock”
— Q0 O
i DDHNS Apply Back Cancel Help

Hlar 6: lo6asnsiem mpasuio ftp-in u npumensem (Apply).

D-Link ~ DFL-600
Ethernet VPN Firewall Router

BT Advanced

Grouping rules te Palicy-all

Total Mo, of Entries: 4 / 1000

Pomg e =

. Add 1B RuleBMame  Type  Protocol Source ip Dasfinaiiun'.ip Dir
i - FTP Centrol [
= ; TCR el *
Routing
Page 1

8 2990

g __ Apply |Back Cancel Help
" VPN-PPTP
- VPN-LZTP
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Hlar 7: Haxxumaem “Outbound Firewall Rule” (rmpaBuia Ha BBIXON)

—'" Ethernet VPN Firewall Router

1
Policy Marme all
P— -

“Status. . Help

Aszsighe to Schedule Iworkda.y "l

Action Permit | for rule filter

Rule Filter

¥ Enabled

Eolic_y_'

“Inbound Firewall Rulg” “Duithound Firewall Rule”

Py | Domain Filter
" Schedule
! I Enabled
; “Deny Domain” “Allow Domain®
"OWP P

Click it

[” Enabled

f VPN-PPTP “Deny Blocked MAC™
Keyword Filter
[T Enabled
“Kevwords Block”
@000
~ DDNs Apply Back Cancel Help

[Mar 8: no6asnsem mpasuiio ftp-out, web-out u DNS-out u npumensem (Apply).

D-Link DFL-600
Ethernet VPN Firewall Router

[ Home WUV Tools  Status Help

Grouping rules to Policy - all

Total Mo. of Entries: 4 /1000

Add 1D Rule Mare Type  Protocal Sourceip Diestination ip Dir
: ~ 2 fpl Top L Contiel, * out
o —
Routing 3 web TCP  HITP(E0) * * out
¥ 4 DNS UDE DHS(G3  * & out
Policy
S—— Page 1

" Schedule a @ @ o

Apply Back Cancel Help
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[Iar 9: oxoHYaHuE.

D Link DFL-600
Ethernet VPN Firewail Router

BT Advanced Tools  Status Help

Policy Rules Glohal Policy Status/ Policies

’

Policy Add

Paolicy Mame I
" Routing Assigne to Schedule IAlways“_ *l
Action IDeny 'l

MNAT

0

Policy

i
g
k.

| S

Apply Cancel Help
" Schedule Total Mo, of Entries: 1 4 30
1D Mame Schedule Fule  Domain MAC Keyward Action Prionity Edit Del
1 al workday Permit Sort wf @@

“WPN-IPSec
Page 1
* YPN-PPTP

© VPM-L2TP
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