IPSEC-Failover 1-1 (HQ-setting)、1-2(BR-setting)

Before the scenario hands-on, we assume that the readers already along with following abilities:

1. The simple routing concept
2. The basic concept for LAN-to-LAN IPSEC.
Scenario summary:
DFL-210/800/1600 f/w:v2.11.03
1. Establish the IPSEC tunnel of HQ for BR
2. All the IPSEC tunnel along with the function of failover.
3. Allow all users in branch office or HQ can access each other computer.
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Requirement:
1. Creating two pair of IPSEC tunnels: 
2. Creating the route for each IPSEC tunnel respectively.
3. Setting the difference Metric for IPSEC main traffic and backup traffic.

HQ-----DFL-800 setting
Step1. Set the IP address for lan, wan1 and wan2 respectively
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Step2. Create an address object to represent the Branch office’s internal network [image: image3.png]2 D-Link Firewall 2.11.03 - Wicrosoft Internet Explorer
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Step3. Add each pre-share key for each PSEC tunnel. In this example, we need to create two keys, because we will create two tunnels. The first Shared secret is “testtest” and second one is “123456”.
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Step4. Change both wan1 and wan2 interfaces’ default setting. Disable automatically add route function, because we will add some specific functions on it.
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Step5. Create the main tunnel with the key1 created in previous step to connect to branch office:
	Property
	Valus

	Index
	1

	Name
	  HQ2BR_1

	LocalNetwork
	  InterfaceAddresses/lannet

	RemoteNetwork
	  remote-net

	RemoteEndpoint
	  1.1.1.1

	IKEAlgorithms
	  Medium

	IPSecAlgorithms
	  Medium

	IKELifeTimeSeconds
	28800

	IPSecLifeTimeSeconds
	3600

	IPSecLifeTimeKilobytes
	0

	EncapsulationMode
	  Tunnel

	AuthMethod
	  PSK (Pre-shared keying)

	PSK
	  key1

	XAuth
	  Off

	DHCPOverIPSec
	  No

	AddRouteToRemoteNet
	  No

	PlaintextMTU
	1424

	OriginatorIPType
	  LocalInterface (Local interface)

	IKEMode
	  Main (Mainmode)

	DHGroup
	2

	PFS
	  None

	SetupSAPer
	  Net (Per network)

	NATTraversal
	  OnIfNeeded (Only if needed)

	KeepAlive
	  Auto

	Metric
	90

	AutoInterfaceNetworkRoute
	  No

	MTU
	1500

	Comments
	(none)


[image: image6.png]2 D-Link Firewall 2.11.03 - Wicrosoft Internet Explorer

0 BHBEW TAD IO a
Q- O HEAG P demez @ 3-8 @ -
D) | €] hpin92.168.1.1/ v BDBszE E# >

D-Link

Building Networks for People

AHome rfiguration v S S Maintenance v
o ) HQ2BR 1
:zf‘j“ General | Auhriiation | Extend Aherfication (GA) | Rauing | KE Sefings | Keep-aive | Advanced
jects

(g Rules 4) General L]

© (irtertaces

Wereret 0 An 1Pseo tunnel item s used to define [Pseo endpoint and will appear as a logical interface in the system.
WIVLAN
Gsec Hame. Hazer_t
@prroe LocatNetmote[lannet
1BPPTPLITP Servers
il Remote Netwote ramote-net
Ftertace Groups Remote Endpeint  1,1.1.1
W™ LR
(B Routing Encapaulation Mods: Tunnl v
{@pres
User Athertication
iz &) Mgorithms L1
3 Trattic Menagement M
{8 ZoneDetense
IKE Algorthms: hedium v
KEURTme  psa00 seconds
Psec Algoithms:  hedium v
el Tme 360 seconds
i = &

scta




[image: image7.png]2 D-Link Firewall 2.11.03 - Wicrosoft Internet Explorer
#RE REE HRO ZHRFW IAD HA® a

Q- O HEAG P demez @ 3-8 @ -

D) | €] hpin92.168.1.1/ v BDBszE E# >

D-Link

Building Networks for People

< 7 Status~ | % Maintenance v

a0 ) HQ2BR 1
:zf‘z’“ General | Aufherication | Elended Authenlcation (XALtR) | Rouling | IKE Sefings | Fesp-aivg | Advanced
jecs

(g Rules 4] Keep-alive L]

© (irtertaces

1Pt keap-alives makes ure that an [Peec tunnel tays established at all imes by continuously ending ICMP pings thiough the tunnel and re

TgEthernet establishing it if necessary. Note that this will only work on LAN o LAN tunnels,i.e. where the remote gateway i a single [P address
= p—
B eerce © am
1@ PPTPLZTP Servers ' Manually configured IP addresses.
- iy Sous Ao (1)
itertace Groups. Destination 1P Addres: (11,11
o
BRouting

{B8User Authentcation
{5 Traftc Management
{8 ZoneDetense

O] L eAmER |

scta 1 B,




[image: image8.png]General | Auihertication | Extended Authertication (¢&uih) | Rauing | IKE Seffings | Keep-alive

4 Automaic Route Creation

Automatically add route fr remote network

R ot for et newe

Route Metic:





Step6. Add the backup IPSec tunnel with the key1 created on the previous step to connect to Branch office, and all the procedure are the same with main tunnel except the value of “remote endpoint” and pre-share key.

	Property
	Valus

	Index
	2

	Name
	  HQ2BR_2

	LocalNetwork
	  InterfaceAddresses/lannet

	RemoteNetwork
	  remote-net

	RemoteEndpoint
	  3.3.3.1

	IKEAlgorithms
	  Medium

	IPSecAlgorithms
	  Medium

	IKELifeTimeSeconds
	28800

	IPSecLifeTimeSeconds
	3600

	IPSecLifeTimeKilobytes
	0

	EncapsulationMode
	  Tunnel

	AuthMethod
	  PSK (Pre-shared keying)

	PSK
	  Key2

	XAuth
	  Off

	DHCPOverIPSec
	  No

	AddRouteToRemoteNet
	  No

	PlaintextMTU
	1424

	OriginatorIPType
	  LocalInterface (Local interface)

	IKEMode
	  Main (Mainmode)

	DHGroup
	2

	PFS
	  None

	SetupSAPer
	  Net (Per network)

	NATTraversal
	  OnIfNeeded (Only if needed)

	KeepAlive
	  Auto

	Metric
	90

	AutoInterfaceNetworkRoute
	  No

	MTU
	1500

	Comments
	(none)


Step7. Create an interface group for IP rule setting. This group include lan, HQ2BR_1, and HQ2BR_2 interfaces
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Step8. Add the default route on wan1 and wan2 for the Internet connection

· Add wan1net route as below picture
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· Add wan2net route as below picture
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· Add first default route through the wan1. It must be enabled all monitor functions on the Monitor page.
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· Add second default route through the wan2. The Metric of second default route must be higher than first and be enabled all route monitor function on the Monitor page.
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Step9. Add a IPSec route, so users can access branch office through first IPSec-tunnel. Because we need to know the status of this tunnel, the route monitor functions must be enabled on the Monitor page.
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Step10. Add second IPSec route, so users can access branch office through second IPSec-tunnel When first IPSec tunnel has failed. The route monitor functions also must be enabled on the Monitor page. The Metric of second IPSec route is higher than first. In this case, its value is 100
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Step11. For the first IPSec tunnel establishment, add the route through wan1 to branch office’s wan1 address. Because we want the first IPSec tunnel always connect to the other end point with wan1, it must be DISABLED all route monitor function on its Monitor page.
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Step12. For the second IPSec tunnel establishment, add the route through wan2 to branch office’s wan2 address. It must be DISABLED all route monitor function on the Monitor page.
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Step13. Check the main routing table. It should be like following.
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Step14. Create a IP rule to allow HQ and Branch user to access each other.
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Now we have finished the HQ configuration. Then we start to setup device in Branch office.
