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[MpuMepbl HACTPOUKUN MeXCeTeBbIX
aKkpaHoB D-Link cepuu

NetDefend
DFL-210/800/1600/2500

CueHapumn: HaCTPOUTb aBTOMATU4YECKoe
nepeknioyeHue mexay aAsymsa WAN-kaHanamu ot
ABYX MpoBavuaepoB yCIyr Npyu oTkase O4HOro U3 HUX,
MCNONb3ys MapLIpyTU3aLuIio Ha OCHOBE MOJIUTUK.

MocneaHee obHoBReHue: 2005-10-20

O630p:

B aTOM gOKyMeHTe ycrnoBHoe 0603HaveHne Objects->Address book O3HAYaeT, YTO B AepeBe Ha
NeBOW CTOPOHE 3KpaHa cHavana HyHo HaxaTb (packpbiTb) Objects 1 3atem Address Book.

BoNbLUIMHCTBO NpMMEPOB B 3TOM AOKYMeHTe AaHbl Ana mexceTteBoro akpaHa DFL-800. Te xe
camMble HaCTPOWKM MOTYT UCMOMb30BaTLCA ANA BCeX ApYrnx Moaenen atom cepuun. EquHcTBeHHoe
pasnuuve B HasBaHuAX MHTepdencoB. Tak kak mogenu DFL-1600 n DFL-2500 umetoT 6onee
oaHoro ceTteBoro nHtepdenca LAN, lan -uHtepgencel HasbiBatoTcs lant, lan2 n lan3.

CKpUMHLUOTLI B 9TOM AOKYMEHTE NMpuBEAEHbl Afsi nporpammHoro obecneyenuns sepcum 2.04.00.
Ecnn ucnonbsyetca 6onee no3gHss Bepceus MO, CKPUHLLOTBI MOFYT OTNMYaTbCs OT TeX, KOTopble
nosiBaTCA B 6paysepe.

[lns NnpeoTBpaLLEeHNs BIUSHNUA CYLLIECTBYHIOLLIUX HACTPOEK Ha HACTPOWKM, OMUCaHHBLIE B 3TOM
pyKoBOACTBE, Nepen HavyanoM paboTbl COPOCLTE MEXCETEBOI 3KpaH K 3aBOACKMM HacTpoikam
Mo YMOIYaHUIo.
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Kak HacTpouTb aBTOMaTM4YeCcKoe nepeknveHne Mexay
aByma WAN-kaHanamm oT ABYX NpoBanaepoB yCnyr npu
OTKa3e OAHOro U3 HUX, UCNOJb3yA MapLUPYTM3aLMIO Ha
OCHOBE MOJIUTUK.

[HeTanu atoro cueHapus:

- WAN1 ncnoneayeT guHamunyeckuin IP-agpec ¢ PPPoE
- WAN2 ncnonb3yet ctatudeckuin IP-agpec
- B Hanpaenenun ot LAN k WAN Ha unHTepdence WAN1 paspelueHbl cepsucel HTTP,
HTTPS n FTP.
- B HanpaBneHuun ot LAN k WAN Ha unHTepdernce WAN2 paspelueHsl cepsucbl SMTP,
POP3 n Ping.

Ecnu ognH n3 WAN-kaHanoB oTkaxeT, BCe cepBUCHI ByayT nepeHanpaBreHbl Ha Apyrown
nutepdenc WAN. Korga oTkasaBwmin kaHan BepHeTCHa B paboTocnocobHoe COCTOsAHNE, 3TU
cepBu1Cbl BHOBb ByayT nepeaaBaTbCsl Yepes Hero.

a xDSL mogem
AnHaMmyeckmm PPPoOE

Norwun: dlink
Mapone: dlink

b IP:192.168.1.1
Macka noaceTn: 255.255.255.0

¢ 1P:192.168.120.1
Macka noaceTu: 255.255.255.0

d [IP:192.168.120.254
Macka noaceTu: 255.255.255.0

CETb
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1. Agpeca
El---___] Ohjects

MepeTi B Objects ->Address book-> InterfaceAddressest | - -
N3MeHNTb crieaytoLme NyHKTbI: | 7 hlAddress Book

yiow y el g Interfacesddresses
3ameHuTb lan_ip Ha 192.168.1.1 L
3amenunTb lannetHa 192.168.1.0/24
3ameHuTb wan2_ip Ha 192.168.120.1
3ameHuTb wan2net Ha 192.168.120.0/24

Cospatb HoBbIl IP4 Host/Network:
Name: wan2-gw
IP address: 192.168.120.254

Haxatb Ok.

2. Untepdenc Ethernet

Mepentn B Interfaces —> Ethernet.
NameHnTb nHTepgenc WAN2.

Bknagka General:

General:
Name: wan?
IP Address: wanZ_ip
M et i wanzZnet
[efault & ateway: wanz-guw

3aparth IP Address kak wan2_ip n Network kak wan2net.
BbibpaTtb wan2-gws kadectBe Default Gateway (wnto3a no ymonyaHuto).

Bknagka Advanced:

Automatic Route Creation (aBTomaTnyeckoe cosgaHve mapwpyra):

Automatically add commonly used routes related to this inteface

I_ Add route far intedface netwok
I_ Add default route if default gateway is specified

Route Metric: 100

Y6patb otmeTku ¢ Add route for interface network u Add default route if default gateway is
specified
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Haxatb Ok

3. Hactpouka PPPoE-knueHTa

Mop Interfaces -> PPPoE Tunnels:
J[lo6aBntb HOBbIN PPPOE tunnel.

Bknagka general:
General:

% General

w A PPFoE interfface is a PPP (point-to-point protocoly tunnel owver an existing physical Ethernet interface. [t

Hame: PPPoEClient
Fhysical Interface: wanl
Remote Netwar: all-nets

Senrice Name:

Name: PPPoECIlient
Physical Interface: WAN1
Remote Network: all-nets

Authentication:

Username: dlink

F asamard: ok ook ok

Canfirm P asanard: ok ook

Username: dlink
Password: dlink
Confirm password: dlink

Advanced tab:

Automatically add route for remote netord,

|7 Add route for remote netwoi

Foute Metric: an

BbibpaTtb Add route for remote network n yctaHoButb Route metric pasHon 90.

HaxaTtb OK.
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4. MapwpyTbl
Mepentn B Routing -> Main Routing Table.
[ob6aBnTb HOBbIV MapLpyT Route.

Bknagka General:

General:
Interface: wanz w
Mt fi: wanZnet w
G ateway: [Mone) "
Local IF Address: [Mane) w
M etric: 20

Interface: wan2

Network: wan2net
Gateway: (None)

Local IP Address: (None)
Metric: 80

Bknagka Monitor:

Monitoring for Route Failover:

|7 Manitar This Route

BbibpaTtb Monitor This Route

Method:

IF Manitar Inteface Link Status
I_ M onitar & atevway Using ARP Lookup

I_ Manual ARP Lookup Intenal:

LOO0| milliseconds

Beibpatb Monitor Interface Link Status
HaxaTb Ok.
[o6aBnTb HOBLIV MapLpyT Route.

Bknapka General:
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General:
Interface: wanz W
MNetwo: all-nets w
> ateay: Wanz-gqw W
Local IP Address: [Mane) W
Mletric: 20

Interface: wan2

Network: all-nets
Gateway: wan2-gw

Local IP Address: (None)
Metric: 80

Bknagka Monitor:

Monitoring for Route Failover:

IF Manitar This Route

Beibpatb Monitor This Route

Method:

IF Monitar Inteface Link Status
IF Manitar & atewway Using ARFP Lookup

I_ Manual ARF Lookup Interval:

LOOO milliseconds

Beibpatb Monitor Interface Link Status
BblOpaTh Monitor Gateway Using ARP Lookup

Haxatb Ok.

[o6aeunTb HOBbIN MapwpyT Route.
Bknapka General:

General:

Interface: PPPoEClIlient

Network: all-nets

Gateway: (None)

Local IP Address: (None)

Metric: 90

Bknagka Monitor:

Monitoring for Route Failover:
BbibpaTtb Monitor This Route
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Method:

IF Manitar Inteface Link Status
IF M onitar & atevway Using ARP Lookup

I_ Manual ARP Lookup Intenal:

LOO0| milliseconds

Beibpatb Monitor Interface Link Status
BbIOpaTb Monitor Gateway Using ARP Lookup

HaxaTtb Ok.

5. N'pynnbl uHTepcencon

MNepenTn B Interfaces -> Interface Groups.
Cospgatb HoBylo rpynny uHtepgencos Interface Group:

General:

# | General

‘ Use an interface group to combine several interfaces far a simplified security policy.

Name: pppoe-wanz

|7 Security' Transport Equivalent

Name: pppoe-wan2
Bbibpatb Security/Transport Equivalent

Interfaces:
FAurgilable Selected
wanl wanz

drmz ::-::-l PPPoEClient

EI

lan

[Jo6asnte PPPoECIlient wan2
Haxatb Ok

6. NpaBuna

Mepentn B Rules -> IP Rules.

[ob6asuTb HoBYlO nanky IP Rules Folder, Ha3biBaemyto lan_to_pppoewan2

B HoBon nanke go6aeuTb HoBoe |IP-npasuno IP Rule.
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Bknagka General:

General:

%/ General

g An IP rule specifies what action to pedform on netwak traffic that matches the specified filter criteria.

MName:

allaw-http-all
Aution: MNaT
Sernvice: http-all
Schedule: (Mone) e

Name: allow-http-all
Action: NAT
Service: http-all

Address Filter:

Source Lestination

Interface: lan pppoe-wani

N et i lannet “ all-nets

Source interface: lan

Source network: lannet
Destination interface: pppoe-wan2
Destination network: all-nets

HaxaTtb Ok

Tenepb cosfanTe elle YeTblpe npasuna, Takum xe crnocobom, Kak u nepeoe npaBuIo:

Hassanne [einctene Cepsuc UcTtouHuk TyHKT HasHayeHus WcTouHuk ceTu TMyHKT HasHauyeHus ceTtu
allow-ftp NAT ftp-passthrough | Lan pppoe-wan2 lannet all-nets
allow-smtp | NAT smtp Lan pppoe-wan2 lannet all-nets
allow-pop3 | NAT pop3 Lan pppoe-wan2 lannet all-nets
allow-ping | NAT ping-outbound | Lan pppoe-wan2 lannet all-nets
allow-dns | NAT dns-all Lan pppoe-wan2 lannet all-nets
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7. MapwpyTtnsaumsa Ha OCHOBe NMOJIUTUK

Moa Routing -> Policy-based Routing Tables:
[obasuTb HoBYlO Tabnuuy Policy-based Routing Table.

General:

# | General

@ A poliey-based routing table is used to define an alternate routing table.

MName: F-pppoe

Ordering: Cnly W

I_ Femove Inteface [P Routes

rmake firewall totally transparent)

Name: r-pppoe
Ordering: Only

B 3aHoOBO cosgaHHoM Tabnuue nobaBuTb HOBLIM MapwpyT Route:
Bknagka General:

General:

# [ General

|'L;' A route defines what interface and gateway to use in order to reach a specified netwaor:.

—_

Interface: PPPoECliant

w
Hetia all-nets b
& ateway: (Mane) -
Local IP Address: (Mone) L
b etric: a0

Interface: PPPoECIlient
Network: all-nets
Metric: 80

Haxatb Ok
[o6aBunTb HOBbIN MapwpyT Route:

Bknapka General:
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General:

# ] General

l'u' A route defines what interface and gateway to use in orderto reach a specified networ.

Interface: wanz b
N et all-nets w
Gateway: wanz-gw W
Local IF Address: (Mone) w
e tric: an

Interface: wan2

Network: all-nets
Gateway: wan2-gw
Metric: 90

Haxatb Ok

Mepentn B Routing -> Policy-bases Routing Policy:

[o6aBnTb HOBOE NpaBMno MapLUpyTu3auum Ha ocHose nonutuk Policy-based Routing Rule:

General:
Hame: pbe-http-all
Fomvard Table:  |¢-pppoe w
Return Table: <main®> W
Senice: http-all W
Schedule: (Mone) W

Name: pbr-http-all
Forward Table: r-pppoe
Return Table: <main>
Service: http-all

Address Filter:

Source Drestination

Interface: wan?

H et f: Ev all-nets

Source interface: lan
Source network: lannet
Destination interface: wan2
Destination network: all-nets
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Haxatb Ok

CospaaitTe elle 0QHO NPaBUIIO MapLUpyTU3aL MM Ha OCHOBE MOJIMTUK, TakUM Xe CnocoboMm, Kak
1 npeablayliee:

Hassann Otnpaska BosspaT Cepsuc NctouHuk TMyHkT WCTOMHUK | TIyHKT
pbr-ftp r-pppoe <main> | ftp-outbound lan wan2 | lannet all-nets

COXpaHVITb N akKTUBMUpPOBaThb HaCTpOIZKI/I.



