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aKkpaHoB D-Link cepuu
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DFL-210/800/1600/2500

CueHapun: Hactpounka ZoneDefense ana mogenu
kommyTatopa D-Link DES-3226S

MocnepHee obHoBneHue: 2005-10-20

O630p:

B aTOM OokymeHTe ycnoBHoe 0603HayYeHne Objects->Address book O3HAYaeT, YTO B AepeBe Ha
NEBOWN CTOPOHE 3KpaHa cHavarna Hy)Ho HaxaTb (packpbiTb) Objects n 3atem Address Book.

BonbWWHCTBO NPMMEPOB B 3TOM AOKYMEHTE NpuBedeHbl Ansa mexceteBoro akpaHa DFL-800. Te
Xe camble HaCTPOMKM MOryT WUCMnonb3oBaTbCA ANs BCEX APYrMX MoAenen 3TOW Cepun.
EovHcTBEHHOE pasnunuue B HasBaHUAX nHTepdencoB. Tak kak mogenu DFL-1600 n DFL-2500
MMELOT Bonee 0gHOro CETEBOro MHTepdelica, lan -uHTepdencel HasbiBatoTca lan1, lan2 u lan3.

CKpUWHLLOTLI B 9TOM OOKYMEHTe MpuBEeAEeHbl Onsi nporpammMHoro obecneveHus sepcun 2.04.00.
Ecnu ncnonesyetca 6onee nosgHssa sepcus MO, CKPUHLWOTLI MOTYT OTAMYAaTLCA OT TeX, KOTopble
nosiBATCcA B Opaysepe.

[na npepoTBpalleHns BRUSHUS CYLLECTBYIOLLMX HAacTPOEK Ha HACTPOMKM, OMMCaHHble B
3TOM PYKOBOACTBE, Mepef Havanom paboTbl COPOCLTE MEXCETEBOW 3KpPaH K 3aBOACKUM
HacTpoiikaM Mo YMOSYaHMIo.



D-Link

Building Networks for People

HacTtponka ZoneDefense ana mogenu kommyTtaTtopa D-Link
DES-3226S

B aTom npumepe BygeT nokasaHo, Kak HACTPOUTb MEXCETEBOW 3KpaH ANs
akTuBm3aumm pyHrkumm ZoneDefense.

Onucanue: B nokanbHom cetn Haxoantcsa kommyTtatop D-Link DES-3226S.

OT0T Npumep nokasbiBaeT, kKak 3agate Microsoft-DS Threshold (nopt TCP 445) pasHbim 10
coeavHeHun/B cekyHay (Hanpumep, npu pabote SASSER.A 6yget otnpaBnsaTtb Gonblioe
konudecteo TCP SYN Ha noptT 445). Ecnn KonmyecTtBo COEQUHEHUIN MPEBbLIWAET 3TOT JIUMUIT,
MeXceTeBOMW aKkpaH 6yaeT 6nokmpoBaTb NOPT onNpeaeneHHOro CeTeBOro y3na Ha KommyTaTope
(B aTom cueHapuu y3en 192.168.2.10). MopT kKomMyTaTopa, NOAKMHOYEHHbIA K MEXCEeTEBOMY
9KpaHy, AormkeH OblTb HaAcTpoeH Ha ucnonb3oBaHue agpeca 192.168.1.250 wu
naeHTMdUKaLUNoHHON cTpoku (community string) MyCompany.

a [P:192.168.1.1

b IP:192.168.110.1
Macka noacemd:255.255.255.0

¢ 1P:192.168.1.250

192.168.2.10
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1. Agpeca

B+ Objects
. B4 Address Book
: ----- b Interfacelddresses

Mepentn B Objects -> Address book -> InterfaceAddresses.

N3meHnTb cnenywuine nyHKTbl:

3ameHnTb lan_ip Ha 192.168.1.1
3ameHnTb lannet Ha 192.168.1.0/24

3ameHnTb wan1_ip Ha 192.168.110.1

3amMeHuTb waninet Ha 192.168.110.0/24

Mepentn B Objects -> Address book.
[obasuTb HoBYtO nanky Address Folder HasbiBaemyto LocalHosts.
B HoBow nanke co3naTb HoBbIn IP4 Host/Network:

Name: DES-3226S
IP Address: 192.168.1.250

Haxatb Ok

2. HacTtponka kommyTaTtopa

Mepenitn B Zone Defence -> Switches.
[o6aeuTb HOBLIN KOMMyTaTop Switch:

General:

#) General

m A Zone Defense anitch will have its ACLs controlled and hosts/netmores wiolating the IDS/Threshold rules wi

Hame: Switch1
Switch model: DES-32265 w
IP Address: DES-32265 v

SHMP Community: My Campany

Check Switch I

Enabled: v

Name: Switch1

Switch Model: DES-3226S
IP Address: DES-3226S (310 IP-agpec nopta komMMyTaTopa, KOTOPbIA MNOAKITHYEH K
MEXCETEBOMY 3KPaHy)

SNMP Community: MyCompany

BaBecTtu «hnaxok» Enabled
HaxaTtnem Ha kHonky Check Switch MOXHO NpoBepUTbL HACTPONKN U BO3MOXHOCTb

CcoeIHEHUS.



Haxatb Ok.
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3. CnUcoOK UcKnwo4YeHuUm

Utobbl npenoTBpaTMTb  MEXCETEBOM 3KpaH OT CryvyanmHow OnokupoBKM goctyna K
KoMmyTaTopy, AobaBbTe MHTEPMdENC MeXCEeTEBOro akpaHa Ans ynpaBneHnss KOMMyTaTopoM B
CMNCOK UCKIMOYEHUN.

Mepentn B ZoneDefense -> Exclude.

General:

Addresses: Aorailable Selected
lannet - lan_ip
drz_ip :=.:=.|
drznet
wanl_ip
waninet hia: |
wan2_ip ll

BbibpaTb lan_ip 1 f06aBNTb B BbIOpaHHbIN CNUCOK.

HaxaTb Ok.

4. lMoporoBble NpaBuna

Mepentn B ZoneDefense -> Threshold.

[Jo6aBuTtb HoBbIN Threshold.
Bknaoka General:

General:

#) General

Threshaold defines a rule matching specific network traffic. When the rule criteria is met, the thresholds are

Hame: msds-treshold

Sernvice: microsoft-ds ~

Schedule: (Mone)

Name: msds- threshold
Service: microsoft-ds
Schedule: (None)



D-Link
Building Networks for People
Address Filter:

# ) Address Filter

2 _ Specify source interface and source nebwork, together with destination inteface and destination nehwork. Al

Source Destination
Interface: lan ~ any L
Network: lannet v all-nets v

Source interface: lan
Source network: lannet

Destination interface: any
Destination network: all-nets

Bknagka Action:

Action:
# ) Action
Action: ZoneDefense v
Host-based Thrashold: 10 connectionsizecond
Netwod-based Threshold: 0 connectionsfzecond

Action: ZoneDefense
Host-based Threshold: 10
Network-based Threshold: 0
HaxaTtb Ok.

CoxpaHuUTb 1 aKTUBUPOBAaTbL HACTPOMKM.



