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Product Overview

About this User’s Guide

This user’s guide provides an insight into the functionality of the DNS-346. This guide is based on the current running firmware/software version available for this product and
might touch on some new and exciting topics never seen on this product line and acts as a guide when installing and maintaining this product.

Introduction
The D-Link DNS-346 4-Bay Network Storage Enclosure shares your documents, photos, music, and videos across the network and on the Internet (via Secure FTP server) so
that family members, friends, or employees can access them. This enclosure, which can hold four 3.5” SATA hard drives of any capacity?, creates a central network point for
backing up valuable files.

The DNS-346 shares files over the Internet via the built-in FTP server2. Users and groups can be created and assigned to folders with either read or read/write permissions.

Switch between file-based NAS or block-level iSCSI data transfer schemes. NAS allows users to access a wide variety of services. iSCSI allows for high-speed data transfers by
utilizing block-level transfers.

The included CD contains D-Link’s Easy Search Utility. This utility allows you to locate the DNS-346 on the network and map drives to your computer. Backup software is also
included on the CD. This software allows you to back up your files from a computer to the DNS-346 manually, by a schedule, or in real-time. Real-time backups are a great way
to safeguard against unfortunate accidents that may result in the loss of important files.

Combining ease of use with practical, high performance features, the DNS-346 is an organized solution for any network. Free up drive space on computers and centralize data
on your network with the DNS-346 4-Bay Network Storage Enclosure!

1. Hard Drive(s) not included.
2. Note that use of an FTP Server to access files over the Internet does not provide for secure or encrypted transmissions.
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Package Contents

D-Link DNS-346 Network Storage Enclosure
CD-ROM with Manual and Software

Quick Installation Guide

Power Adapter (19V / 4.74A)

Power Cord

Catb Ethernet Cable

:/'g NOTE: Using a power supply and power cord with a different voltage than the one included with the DNS-346 will cause damage and void the warranty for this
- product.

If any of the above items are missing, please contact your reseller

System Requirements

For best results, the following minimum requirements are recommended on any system used to configure and use the DNS-346:
e Computer with: 1Ghz processor /512 MB RAM / 200 MB available space / CD-ROM drive
e Internet Explorer version 6.0 or Mozilla Firefox 1.0 and above
e  Windows® XP (with Service Pack 2) or Vista™
e 3.5” SATA Hard Drive(s)
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Features

The DNS-346 network storage enclosure is an easy to install data storage platform used for remote access through a private network or from the Internet. The DNS-346 supports
up to 4 SATA hard drives and includes the product features listed below:

Equipped with one 10/100/1000 Mbps auto-MDIX fast Ethernet LAN port
Jumbo frame support

128X64 OLED Display support

OLED display to show system information, HD status, server status and
iSCSI session status

Embedded SATA 3.5 ” HDD interface

4-bay Serial ATA hard drive with RAID 0/1/5/10, RAID5 with spare and
JBoD support

Tool-less hard drive installation

Single volume supports up to 8TB disk capacity

Ext2/Ext3 Support

Supports hot-swap function

2 modes supported: Open mode and account mode

No setup necessary in open mode

Supports Windows 2000, XP, Vista

Supports Unicode for Samba server

Supports user and group management

Supports quotas for users and groups

Supports group assignment for Network Sharing and FTP Server
Active Directory support

Supports FTP Server

FTP Server supports SSL/TLS

FTP Server supports Unicode

Supports DHCP server

DHCP and Static IP assignment support

Supports Real Time Clock (RTC)

Supports HTTPS management function

Web-based administrative program is stored in flash ROM of the server
Supports LLTD

Equipped with Ultra Cooler (aluminum housing + FAN speed control)
Thermal sensor for temperature monitoring

E-mail alert system

Supports schedule download

Supports Easy Search

Supports configuration file save/load

Supports DDNS

USB port supports printer server

USB port supports UPS monitoring

Auto Power Recovery function with UPS

iSCSI protocol support

Supports remote backup

Supports add-On software and multi-language packages
Supports NFS Server

Supports Network Recycle Bin

Supports Snapshot

Support VLAN

Supports SNMP

Supports Disk Roaming

Supports online partition resize

Supports Jumbo Frame
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Hardware Overview

Front Panel

OLED Screen }
Power Button Next Button }
COMPONENT DESCRIPTION
OLED Screen This screen displays detailed information about the following:

System information, HD status, server status and -iISCSI session status.

Power Button

Use this button to switch the device on or off.
To switch on the device press the button once.
To switch off the device hold the button down for 5 seconds.

Next Button

Use this button to display the system information (system state), HD status (hard drive state), server status (server status state) and
iSCSI session status on the OLED.
Press the button once to alternate between the different status screens.
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Rear Panel (Connections)

Drive Eject Levers Gigabit Ethernet Port
Power Receptacle USB Connector
Reset Button Cooling Fans
COMPONENT DESCRIPTION

Drive Eject Levers

Use the provided levers to eject the SATA hard drives.

Reset Button

Press this button for more than 5 seconds to reset the unit to factory defaults.

Power Receptacle

Connect the 19V / 4.74A power supply to the receptacle.

USB Connector 1x USB 2.0 (Type A) connector. USB Host port for print server or USB UPS monitoring.
Gigabit Ethernet Port Use the Gigabit Ethernet Port to connect the DNS-346 to the local network.
Cooling Fans The cooling fans are used to cool the hard drives and feature speed control. When the unit is first powered on the fans rotate at a low

speed and rotate at a high speed when the temperature rises above 49 °C.
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Using the OLED (Organic light-emitting diode)

The DNS-346 network storage enclosure features an OLED that enables the administrator to easily view information about the DNS-346. The OLED display screen displays
information about the network connection status and the number of hard drives installed and the bay IDs they are installed in. The OLED has three different screens:

System Information - This screen shows the following information:
o The hostname of the DNS-346
o The firmware version
o The IP address of the DNS-346
o The operating temperature
Hard Drive Status - This screen shows the following information:
o The percentage of space used on the hard drives
Server Status - This screen shows the following information:
o Whether a printer is connected to the server
o The status of the FTP Server
iSCSI Status - These screens shows the following information:
o When an iSCSI initiator connects to the DNS-346, these screens will display the IP addresses of the iSCSI initiators.

Press the Next button once to alternate between the different Status screens.
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Basic Installation

Hardware Setup
Follow the instructions below to install a hard drive, connect to the network and power on the DNS-346. Open the shipping carton for the DNS-346 and carefully remove and
unwrap its contents. Follow the instructions below to set up the DNS-346. If this is the first time using the DNS-346 or if a new hard disk is installed, use the Easy Search utility
located on the Installation CD and follow the instructions for setting up, configuring and formatting the new drive.

To install DNS-346 on your local network, refer to the steps below:

1. Access the drive bays by sliding the faceplate up until it unlatches from the
device.

2. Once the faceplate is unlatched, pull it off the device, exposing the drive bays.
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3. Inserta 3.5" SATA hard drive into an available drive bay. Make sure to align
the drive connector to the SATA connector on the bottom edge inside the drive
bay of the DNS-346. Gently push the drive in until it connects.

4. Attach the faceplate to the front of the device.
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5. Connect an Ethernet cable to the available Ethernet port. This cable should
connect the DNS-346 to your local network via a router or switch, or directly
to a computer for configuration.

6. Connect the supplied power adapter to the power receptacle.
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Software Setup

Easy Search Utility

When first powered on, during the initial boot sequence, the DNS-346 will wait to be assigned an IP address via DHCP. If it does not receive a DHCP assigned IP address, by
default it will have a self-assigned IP address of 192.168.0.32. It is recommended to use the included D-Link Easy Search Utility when accessing and configuring the DNS-346
for the first time. If you want to change the IP address before logging in or are unable to connect to the DNS-346 IP address, you can use the Easy Search Utility provided on the
product CD to locate the device on your network and make any needed changes.

Network Storage Device:

Refresh:
Configuration:

LAN:

The Easy Search Utility displays any DNS-346 devices it detects
on the network here.

Click Refresh to refresh the device list.

Click Configuration to access the Web based configuration of the
DNS-346.

Configure the LAN Settings for the DNS-346 here. Click Apply to
save changes to the LAN Settings.

Apply:  Displays the available iSCSI targets on DNS-346.
iSCSI Drive Mapping:  Click Connect to connect to the iSCSI target.
Connect:  Click Management to edit the information.
Management:  Volumes available for mapping are displayed here.

Drive Mapping:
Available Drive Letters:

About:
Exit:

Choose an available drive letter. Click Connect to map the
selected volume. Click Disconnect to disconnect the selected
mapped volume.

Click About to view the software version of the Easy Search Utility.

Click Exit to close the utility.

Metmask
MAS-343 10,69.458.100 255.0.0.0
DMS-323TLD3 10.73.40.17 255.0.0.0
SAMBA_SERYER  10.51.25.58 255.0.0.0
dlink-1A2E32 10.73.60.123 £55,295.255.0
| 10,10.63.101
{11}

Jrive Mapping

Wolume MNarme Location Available Drive Letkers
-Connect -Dlsconnect
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Getting Started
To run the Easy Search Utility, insert the DNS-346 CD into your CD-ROM drive:

1. Click Easy Search Utility. 4-BAY ShareCenter™ Pro

@ Easy Search Ufility
= Backup Software
= View QIG

& View Manual

@ Adobe Reader

= Support

2. Select the listed DNS-346 and click the Configuration button. This will launch D D Link's DNS 346 EZSearch
the computer’s default web browser and direct it to the IP address listed for g
he device. Make sure the browser is not configur rOXY Server. ek :
the device. Make sure the browser is not configured to use a proxy serve v wssim oo 4
SAMEA_SERVER  10051.25.58 255.0.0.0 10,254,
. . . . . Y onfiguration
The first window that appears will require the user to login to the e e =
Configuration or Downloads menus. The Downloads menu is described later T Te—

in this guide in the section titled Downloads on page 89.

“““4 | NOTE: The computer used to access the DNS-346 web-based configuration manager must be on the same subnet as the DNS-346. If your network is using a DHCP
d/ server and the computer receives IP settings from DHCP server, the DNS-346 will automatically be in the same subnet.
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e The Login screen will appear:

User Mame:

Password:

[_Conﬁgumtion _] [_ Applications_]

STORAGE

if there is no DHCP server active, your computer will need an IP address in the 192.168.0.0 subnet. Your computer should have an IP address of 192.168.0.x where

%2 NOTE: If the web browser is unable to connect to the web manager of the DNS-346, please make sure that your computer is in the 192.168.0.0 subnet. For example,
X equals a number from 1 to 31 or 33 to 254.
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Web User Interface

The DNS-346 Web Ul defaults to the Setup page. The main categories for configuration are located in the menu tabs at the top of the page. The user is able to log out of the
device from the Setup, Advanced, Maintenance and Status menus by clicking on the Logout link. The categories available for configuration include:

e Setup Section - Contains the DNS-346 setup wizard, LAN setup, time and date settings and device settings.

e Advanced Section - Allows the DNS-346 administrator to configure RAID options, iSCSI target settings, users, groups of users, their storage quotas and the Network
Access Rights of the user’s setup on the DNS-346. The FTP Server, DHCP server, SNMP, NFS Server,Remote Backup and VLAN settings are also contained here.

e Maintenance Section - Allows the DNS-346 administrator to reset the admin password, perform system maintenance tasks, carry out firmware upgrades, configure E-
mail alerts, configure power management options, configure Dynamic DNS, change the LCD display settings and get diagnostic information about the installed hard
disks.

o Status Section - Shows current information about the LAN configuration, device information, printer information, information about the hard drives installed in the
DNS-346 and iSCSI Session Information.

e Support Section - Contains the DNS-346 help files.

These pages and their configuration options will be discussed in detail in the following pages of this manual.

l NOTE: After logging in to the DNS-346 for the first time it is recommended to add a password to the admin account.
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Setup Section

The setup section contains the DNS-346 setup wizard, LAN setup, time and date settings and device settings.

The DNS-346 4-Bay Network Storage Enclosure provides a convenient and safe location on the
netwaork for storing data and rmedia. The Setup Wizard will allow you to adjust the basic settings
of your system.

Time and Date Run Wizard
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Wizard Page

The DNS-346 has a setup wizard that allows you to quickly configure some of the basic device
settings. Click the Run Wizard button to start the setup wizard.

Step 1: When running the DNS-346 setup wizard, the welcome screen
details the five steps of the wizard.

Click on the Next button to accept these changes and continue.

Click on the Exit button to discard these changes.

The DNS-346 4-Bay Metwork Storage Enclosure provides a convenient and safe location on the
network for storing data and media. The Setup Wizard will allow you to adjust the basic settings
of your system.

DNS-346

Welcome to the DNS-346 Setup Wizard. The Wizard wil guide you through these five
quick steps. Begin by clicking on Next.

1. Set Password

2. Choose Time Zone

3. Set LAN Connection Type
4. Set Additional Information

3. Restart
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Step 2:

Step 3:

It is recommended you set an admin password here. Enter the new

password and re-enter it for confirmation.

Click on the Next button to accept these changes and continue.

Click on the Back button to go back to the previous options.
Click on the Exit button to discard these changes.

Set the appropriate time zone here.

Click on the Next button to accept these changes and continue.

Click on the Back button to go back to the previous options.
Click on the Exit button to discard these changes.

DLink

DNS-346

For security reasons, it is recommended that you change the password for the
Administrator {admin). Please be sure to write down the new password to avoid
having to reset the DN5-346 in the event that the password is forgotten.

New Password |sesess

DLink
DNS-346

Select the appropriate time zone for your location and click Next to continue.

TimeZone |[GMT] Greenwich Mean Time: Lisbon, London M

(Back] [Hexe] [Ext]
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Step 4:

Step 5:

Configure the IP settings for your device. If you are using a DHCP
server such as a router on your network, the DNS-346 will
automatically obtain the IP settings. If you prefer to assign a Static
IP address, select this option and type the IP settings for the
device.

Click on the Next button to accept these changes and continue.
Click on the Back button to go back to the previous options.
Click on the Exit button to discard these changes.

The following screen allows you to choose your network type.
If your network is configured as a Workgroup, click the
Workgroup radio button.

Enter the Workgroup, name and description for your DNS-346, or
leave the default values.

Click on the Next button to accept these changes and continue.
Click on the Back button to go back to the previous options.
Click on the Exit button to discard these changes.

DNS-346

Select your connection type and fill out the IP inforrmation if necessary.
Click Next to continue.

@ DHCP Client
O static IP

IP Address |10,
Subnet Mask i

Gateway IP Address |10

DSt [172.19.10.9a |

DHS2 [172.19.10.100

DNS-346

Enter your Waorkgroup, Mame, and Description for the DNS-346 if necessary.
Otherwise you may accept the default values and click Next to continue.

MHetwork Type

@ workgroup O Active Directory

|
Name [dink-142832 |
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Step 6:

Step 7:

If your DNS-346 will be connected to an Active Directory network,
click the Active Directory radio button.

Enter the following information about your Active Directory.
Username, Password, DNS IP Addresses, Name, Workgroup,
Realm Name and AD Server Name.

Click on the Next button to accept these changes and continue.
Click on the Back button to go back to the previous options.
Click on the Exit button to discard these changes.

Setup completed.

Click on the Complete button to accept these changes.
Click on the Back button to go back to the previous options.
Click on the Exit button to discard these changes.

DNS-346

Enter your Workgroup, Mame, and Description for the DNS-346 if necessary.
Otherwise you may azccept the default values and click Next to continue.

Password

MName
Workgroup
Realm Mame

AD Server Name

Usernamea |

Network Type (O Workagroup ® Active Directory

DNS1 |172.1

DNS2 |172

dlink-1A2832

The Setup Wizard is complete. Click Back to make any changes. Click Complate to
save the current settings and restart the DNS-346.

DNS-346
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The DNS-346 will restart.

The DNS-346 is saving the current setfings. Please wait 3 moment.

g

When the login prompt appears, login using the new administrator
password.

User Marme:

Passyward: |

Configuration JL Ap_ijcatiuns_]

STORAGE
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LAN Setup Page

The LAN Settings section allows the user to configure the link speed and to configure the IP address

as a DHCP client or Static IP.

Enabling Jumbo Frames allows the user to increase the frame size from 3,000 to 9,000 bytes which
increases the network throughput and performance. Standard Ethernet frames are 1,500 bytes in size.

Link Speed:
DHCP Client:

Static IP:

Jumbo Frames:

The LAN link speed is set to Auto by default, but can be manually
set to 100Mbps or 1000Mbps.

Selecting DHCP Client will cause the DNS-346 to obtain an IP
address from the local DHCP server.

Selecting Static IP requires you to assign the IP information for
the DNS-346 manually.

The DNS-346 can support Jumbo Frames that are between 3000
and 9000 bytes in size. In order to enable Jumbo Frames on the
DNS-346, click the Enable radio button and select the MTU size
from the drop-down menu. Click the Apply button to save any
changes made.

The LAN Settings section allows you to configure the Link Speed and to configure the IP
address as 3 DHCP client or Static IP.

Enabling Jumbo Frames allows vou to increase the frame size from 3,000 to 9,000 bytes which
increases the network throughput and performance. Standard Ethernet frames are 1,500 bytes
in size.

[ Save Setfings J [ Don't Save Settings ]

LAN SETTINGS :

Spead Mhps

Link Speed : ®puto O 100 O 1000
O DHCP Client

@® static IP

IP Address : 10.73.60.123

Subnet Mask : |255.255.255.0

Gateway IP Address : 10.73.60.1

DHNS1 : [172.19.10.99

DNS2: 172.19.10.100

JUMBO FRAME SETTINGS :

Status : O Enzble & Disable

Click the Save Settings button to apply and save the new settings. If you have changed the IP address or selected DHCP client, it will be necessary to log in again using the new
IP address. If you do not know the new address (which is likely to be the case when changing from a static IP address to DHCP client), use the Easy Search Utility on the
Installation CD to obtain the IP address of the device.
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Disk Management Page

The DNS-346 supports seven different disk configuration types:

JBOD — This combines all disks in a linear fashion to create one volume.

0 — This option specifies that the disks will be configured as RAID 0.

1 —This option specifies that the disks will be configured as RAID 1.

5 — This option specifies that the disks will be configured as RAID 5.

10 — This option specifies that the disks will be configured as RAID 10

Standalone — This option specifies that each disk will be configured as a separate volume.

RAID Configuration: In this section the user can create, remove and configure RAID
configurations.
Create:  Click on this button to add a new RAID configuration.
Remove: Click on this button to remove a RAID configuration.
Configure:  Click on this button to configure a RAID configuration.
Volume Management:  Click on this button to configure the Volume Management of
the selected RAID configuration.

RAID CONFIGURATION allows you to setup @ RAID configuration on the selected hard drives.
Please note that the data stored on the drives wil be erased during the formatting process.

AUTO-REBUILD CONFIGURATION zllows vou to enable or diszble the Auto-Rebuild feature.
You can also manually rebuild by clicking the Rebuild button in the RAID CONFIGURATION
section. Please note that rebuilding your volume will erase zll datz on the newly inserted drive.

AL most 6 iSCSI volumes can be created on this device.

RAID CONFIGURATION :

D Level Status Capacity Dicks Spare  Failed
@1 Standalone  Mormal 81.07 GB 1
{32  Standalone  Normal 81.07 GB 2

[ Create J [ Remave ] [ Configure ] [ Volume Management
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RAID Create:

When the user click the Create button the following screen
appears.

ID: Volume
ID:  Type in a number between 1 and 99 to identify the new RAID tevel: (180D [v]
array' System Disks : Array Disks :
Level: Use the drop-down to choose the level of RAID. The options are
JBOD, 0, 1, 5, 10 and Standalone.
System Disks:  Displays the disks that are installed in the DNS-346.

Array Disks:  Use the ==> button to add disks to the new RAID array from the spareDisks:
disks listed in the System Disks section. Use the <== button to
remove disks from the Array.

Spare Disks: Use the ==> button to add spare disks to the new RAID array from NAS Space : &= B G
the disks listed in the System Disks section. Use the <== button to o e B il
remove spare disks from the Array. LT T —

NAS Space: Type a value in the G field to specify the size of the array in '
gigabytes. Use the — and + icons to reduce or increase the size of laesei] [wlite] [Concell
the array.

File system:  Choose the type of file system you want to install on the volume.
You can choose Linux Ext2 or Ext3.
Click the OK button to add the new Array.

The required number of hard drives with different levels of RAID is as explained below:
JBOD RAID 0 RAID 1 RAID 5 RAID 10 Standalone
Minimum required hard drive(s) 2 2 2 3 4 1
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RAID Configure:

System Disks:
Array Disks:

Spare Disks:

RAID Space Allocation:

NAS Volume Management:
Create iSCSI Volume:

Resize:
Delete:
Back:

When the user clicks the Configure button the following screen
appears.

Displays the disks that are installed in the DNS-346.

Use the ==> button to add disks to the RAID array from the disks
listed in the System Disks section.

Use the <== button to remove disks from the array.

Use the ==> button to add spare disks to the RAID array from the
disks listed in the System Disks section.
Use the <== button to remove spare disks from the array.

Click the OK button to save the changes to the array.

When the user clicks the Volume Management button the
following screen appears.

Click the radio button of the NAS Volume you want to configure.
Click the Create iSCSI Volume button to open the iSCSI Volume
Create window.

Click the Resize button to open the NAS volume resize window.
Click the Delete button to delete the NAS volume.

Click the Back button to return to the RAID settings window.

- DNS-346

ID: Volume_1

Level : Standalone

Array Disks :
DISK1: 82.35 GB

System Disks :

AN
i
||

Spare Disks :

A
i
IS

[Reset | [_ok ] [cancel]

RAID SPACE ALLOCATION :
Tl ‘
13.15 GB|

NAS Volume Management

Unused

18,79 GB ‘TUtal: 81.07 GB

MNamea File System Size
® default ext2 41.07 GB

iISCSI Volume Management
iSCSI Target Mame Size CHAP Enabled

O ign.2008-03.com.dlink:dlink-1a2b32 13.15 GB o

Create ISCSI Volume

][Reslze] Delet
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Create iSCSI Volume:

iSCSI Target Name:
Size:

CHAP Enabled:

Remove RAID Configuration:

When the user clicks the Create iSCSI Volume button the
following screen appears.

Type a name in the textbox to identify the new iSCSI Target.

Type a value in the G field to specify the size of the iISCSI Target in
gigabytes. Alternatively use the — and + icons to reduce or
increase the size of the iSCSI Target.

If the iISCSI initiator supports Challenge Handshake
Authentication Protocol, click the Yes radio button. Click the No
radio button to disable.

If enabling CHAP you will need to type in the CHAP Username
and Password (between 12 and 16 digits) in the appropriate fields.

When you have finished configuring the iSCSI Volume, click the
OK button.

When the user clicks the Remove button, a warning message will
appear and after clicking OK the RAID Configuration will be
removed.

) DNS-346 -

i5CSI Target Mame : ign.2008-03.com.dlink:dink-132b32.

Size ; 25 mm_ #£3 6

CHAP Enabled : (O Yes® No

Message from webpage X

\‘:’/ Remove disk array 1 7

l OF I[ Cancel _]

DHNS-346 - RAID Remove

RAID Removing ...
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Auto-Rebuild Configuration:  The Auto-Rebuild feature allows a degraded RAID to AUTO-REBUILD CONFIGURATION :
automatically be rebuilt when a failed hard disk is replaced by © Echie Ak Rcbubl
automatically restoring data from the existing hard drive to the e A
newly inserted hard-drive.

For example, if a RAID 5 array is in degraded mode and the DNS-346 has the auto-rebuild function enabled, when the user inserts a new
hard disk into the DNS-346, the RAID 5 configuration will recover automatically. If the RAID 5 array is in degraded mode and the DNS-346
has the auto-rebuild function disabled the user will have to configure the RAID 5 settings manually after replacing the failed hard disk.

The different parameters that appear in the RAID Space Allocation window are explained below:

Enable Auto-Rebuild:  Click the radio button to enable the Auto-Rebuild feature.
Disable Auto-Rebuild:  Click the radio button to disable the Auto-Rebuild feature.

Click the Apply button when you have finished configuring the Auto-Rebuild configuration settings.

WJ NOTE: Rebuilding will erase all the data on the newly inserted drive.
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Snapshot Page

Snapshot is a point in time copy of the data in the volume. It is basically an image ("snapshot") of the
data on a volume at a specific moment in time (thus the name snapshot). It is essentially a photograph
of the state of your data at that moment in time. The snapshot acts as a guide for restoring the storage
device in the event that it fails. A snapshot creates a point-in-time copy of the data. Normally, the
snapshot is done instantaneously and made available for use by other applications. The original copy
of the data continues to be available to the applications without interruption, while the snapshot copy
is used to perform other functions on the data.

Snapshots:

Configure:

Take Snapshot:

In this section the user can configure and take snapshots of the
data on the drives.

Click on the Configure button to configure snapshots for the drive
listed.
Click on the Take Snapshot button to take snapshots for the drive
listed.

When clicking on the Configure button, this screen appears:

ID:

Status:

Snapshot Volume Size:
Schedule:

Here the current volume ID will be displayed.

Here the user can enable or disable this feature.

Here the user can set the snapshot volume size.

Here the user can choose a schedule when the configured
snapshots will be taken in the future.

When clicking on the Take Snapshot button, this screen will appear.

A& snapshot is 3 point in time copy of the data in the volume.

Volume Status Schedule Snapshot Time Usage
O Volume_2 Enable Daity 0:0 2005.01.01-00.37.46  13.63 MB/8.05 GB

[ configure ] [ Take snapshot_|

DRS-346 - Molume_2 ‘ 1

DNS-346 -

D: Volume_2
Status : ® Enable O Disable
Snapshot volume size 1= +;S &

Schedule : [Daly ] Tmed 00 [w]:[00[v]

Volume Status Scheduls Snapshot Time Usage
® Volume_2 Enable Daihy 0:0 2005.01.01-00.37.46 13.63 MB/8.05 GB
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Time and Date Page

The time configuration option allows the user to configure, update, and maintain the correct time on
the internal system clock. In this section the user can set the time zone that are in, and set the NTP
(Network Time Protocol) Server in order to periodically update the system time from the NTP Server.
The user can also use the computer's time as the system time.

Time Zone: Choose the Time Zone of where you are located from the drop-
down menu.

NTP Server:  Click the Enable radio button under NTP Server to enable NTP.
Network Time Protocol (NTP) synchronizes the DNS-346 with an
Internet time server.
Type the URL of the NTP Server in the NTP Server box or use the
drop-down menu to choose one of the two time servers that D-
Link provides for your convenience.

Set the Date and Time  To set the date and time manually, ensure that the NTP Server is
Manually: disabled and set the date and time using the drop-down menus.

Click on the Save Settings button to accept these changes.
Click on the Don’t Save Settings button to discard these
changes.

The Time configuration option allows you to configure, update, and maintain the correct time

on the internal system clock. In this section you can set the time zone that you are in, and set
the NTP (Metwork Time Protocol) Server in order to periodically update your system time from
the NTP Server. You can alko use your computer's time as the system time.

Current Time : 10:35:51 01/09/2008

Current Time Zone : (GMT) Greenwich Mean Time: Lisbon, London

[ Save Settings J [ Don't Save Settings ]

TIME ZONE :

Time Zane : | I.:_G.f;1T] Greenwich Mean Time: Lisban, London Ivl

MNTP SERVER : @ Enable O Disable

NTP SERVER ;n?;p,_;llinl_(.c_o_m.t'.\- |<< | ntp.dink.com.tw ' Iv,

SET THE DATE AND TIME MANUALLY :

Date and Time : Month |9 fV| Day |1 |V] Year | 2009

Hour| @[] Minute |35 %] second |48 [x]

[ Set time from my computer. ]
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Device Page

The device settings page allows the user to configure the Workgroup or Active Directory settings of the
network on the DNS-346.

Configuring the DNS-346 to work in a Workgroup

If the network is configured as a Workgroup, click the Workgroup radio button. Configure the
parameters as described below:

Workgroup:  The Workgroup is used by Microsoft® Windows Network to
organize available network groups within the same network.
Name: The unique name appears for other network
services. The name can be used to access your device from a web
browser instead of using an IP address, for example, http://dlink-
xxxxxx<http://dlink-xxxxxx> . This is useful when there is more
than one DNS-346 on the network.
By default the device name is d-link-xxxxxx, where xxxxxx is the
Description: last six digits of the MAC Address.
Assigns a device description to help identify the DNS-346 in the
workgroup.

Click on the Save Settings button to accept these changes.
Click on the Don’t Save Settings button to discard these
changes.

Enter a workgroup, name, and description.

[ Save settings_| [ Don't Save Settings

MNetwark Type @ workgroup ‘O Active Directory

Workaroup warkgroup
Name [dink-142832
Description [ons-346
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Configuring the DNS-346 to work in a Active Directory

If your network is configured in an Active Directory make sure the following conditions are true:

e Ensure that the Time and Date is synchronized between the DNS-346 and the Windows 2003
Active Directory server. The DNS-346 and Active Directory server will only tolerate a
maximum time difference of 5 minutes.

e Ensure that you can get the IP address of the 2003 AD server from the DNS server. The DNS1

and DNS2 settings are the same as the LAN Setup. Please make sure this is working properly.

To configure the DNS-346 to use Active Directory, click the Active Directory radio button and
configure the parameters as described below:

Username: Input the username of an account setup on the Active Directory
that requires access to the resources on the DNS-346.
Password: Input the password of the chosen Active Directory user account.

DEVICE SETTINGS :

Username
Password
DH51

Drs2

Mame
Workgroup
Realm Mame

AD Server Name

Metwork Type O workgroup @ Active Directory

dlink-142B32

DNST:  Input a Domain Name Service (DNS) name for the DNS-346. If the device connecting to the DNS-346 is a browser or logon server this will
be the name that these services are advertised by. Input the Active Directory’s preferred DNS Server IP address.

DNS2:  Input the Active Directory’s alternate DNS Server IP address.
Name: Input the Active Directory’s name here.
Workgroup: Input the Workgroup of the Active Directory in this field.
Realm Name: Input the Realm Name of the Active Directory in this field.

AD Server Name:  Input the name of the AD Server in this field. When the Windows user attempts to access the DNS-346 at login time, the DNS-346 will
connect to the 2003 AD Server and attempt to authenticate the given user with the given password.

Click on the Save Settings button to accept these changes.

Click on the Don’t Save Settings button to discard these changes.
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Advanced Section

The Advanced Section allows the DNS-346 administrator to configure RAID options, iSCSI Target settings Users, groups of users, their storage quotas and the Network Access
rights of the user’s setup on the DNS-346. The FTP Server, DHCP server, SNMP, NFS Server, Remote Backup and VLAN settings are also contained here.

Users/Groups s€
regarding the iSCSI
Service.

Quotas
Metwork Access

ign.2008-03.com.dlink:dlink-132b32.5e5

Logout
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iSCSI Page

This section will display a list of all iSCSI targets.
This section will display 3 list of all iSCSI targets.

Target List:  This is a list of all iSCSI targets and their storage capacity size.

ign.2008-03.com.dlink:dlink-1a2b32.5es

Users and Groups Page
The Users/Groups menu is used to create and manage user and group accounts. These are used for
user access and read/write privileges for specified folders on the network drive (using the Network e e e e

Access menu), or to setup FTP access and privileges. When the DNS-346 is connected to a createc.
Workgroup up to 64 users and 10 groups can be created. When the DNS-346 is connected to an

Active Directory a combined total of 500 users and groups can be displayed. By default all users have

read and write access to all folders but access rules can be created in the Network Access menu.

User and Group Creation:  Click the Users or Groups radio button to enter user or group

information in the section below. ® Users O Groups
Create a User:  The section appears when clicking the Users radio button.

To create a new user, enter a name in User Name, and enter a User Name : ]

password (between 5 and 8 digits) in Password and Confirm Gg"r“U“uD;l-' Add Groups :

Password. Select one or more group names in the Groups field —

and click ==> to add the group(s) into the Add Groups field. Click G

the Add a User button to save the settings and see the user in the
User List section.

Password :

Canfirm Password :

Add a User
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User List:

User and Group Creation:

Create a Group:

Group List:

Click the Local User List link to see this section. This section
displays the existing users. To edit a user, click the corresponding
(Notepad) ‘4 iconto change its group settings and/or
password.

To remove a user from the list, click the corresponding
(Trashcan) ‘T icon.

Click the Users or Groups radio button to enter user or group
information in the section below.

This section appears when clicking the Groups radio button

To create a new group, enter a name in Group Name. Select one
or more users in the Users field, and click ==> to add the user(s)
into the Members field. Click the Add a Group button to save the
settings and see the group in the Group List section.

Click the Local Group List link to see this section. This section
displays the existing groups. To edit a group, click the
corresponding icon to change its group settings and/or password.

To remove a group from the list, click the corresponding icon.

65 Local User List a’l‘éLocaI Group List
Mao.  User Mame Group Name
i userl groupl J [[i
2 |user2 groupl _,} m
Page: |1 Page: 1/1, Total Recods: 2

USER AND GROUP CREATION :

O Users ® Groups

CREATE A GROUP :

Group Name :
Users :

userl
user2

Members :

Users :

Add a Group

GROUP LIST :

d_% Local User List af-‘:,LocaI Group List
Mo. Group Mame

User Mame

| 4] i

Page: 1/1, Total Recods: 1

i groupl | userl, user2

Page: |1
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Quotas Page

The DNS-346 supports storage quotas for both groups and individual users. Assigning a quota to a
group or user will limit the amount of storage they are allocated. By default, users and groups do not
have a quota.

Disk Quota Settings:  Click the Enable/Disable radio button to start or stop the Quota
setting.

User Quota Settings:  User quotas are displayed here. Quotas can be edited by clicking
on the (Notepad) 4 icon.

By default, all users and groups are displayed on the Quota
Settings page, and cannot be deleted. The default quota setting is
“Unlimited”.

Before adding a quota for a particular user or network access
entry, ensure the Quota Status has been enabled.

Modify Quota: In the following window use the — symbol to decrease the quota
and the + symbol to increase the quota.
Alternatively type in the size you want the quota to be in
megabytes in the MB field.
Click the Apply button to make the Quota modification.

This section allows you to assign a quota to a user or group in order to limit the amount of
storage they are allocated. By default, users and groups do not have a quota.

[ Save Settings ] [ Don't Save Settings ]

DISK QUOTA SETTINGS :

Quota : @ Enable O Disable

USER QUOTA SETTINGS :

B: Change Quota Setting

Mo.User Mame Volume_2 -
1 userl Unlimited (4
2 user2 Unlimitad 4

e ——
DNS-346 .

User Name: userl

Volume_2 : 5 M +22355 B
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Network Access (Quota Status:  Network Access Quotas are displayed here. Quotas can be edited NETWORK ACCESS QUOTA SETTINGS : _

by clicking on the (Notepad) ‘L4 icon, —_— L o et
1 Volume_2 Unlimited |j

By default, all users and groups are displayed on the Quota

Settings page, and cannot be deleted. The default quota setting is

“Unlimited”.

Before adding a quota for a particular user or network access

entry, ensure the Quota Status has been enabled.

Modify Quota: In the following window use the — symbol to decrease the quota ————sETE

and the + symbol to increase the quota. o Dnsass .

Alternatively type in the size you want the quota to be in Mega
Bytes in the MB field. B -
Click the Apply button to make the Quota modification. T — 18543 | B

Share Path: Volume_2

Click on the Save Settings button to accept these changes.
Click on the Don’t Save Settings button to discard these
changes.
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Network Access Page

The Network Access settings allow you to assign permissions for users and groups to specific folders [ nETWoRK .
or volumes. By default, all volumes are open to anyone on the local network with read/write access. 1S et csow 8 80 10N A0k sl HOES ROX e 00 000D 0 S Ruies O Vo oS,

By default, all volumes are open to anyone on the local network with read/write access. Before a
Before specific user or group rules can be created, the default rules must be deleted. ynclic et or group Ui carl B crastad, T il nis st e dokatsd:
Folder: To see the detail of this field, see next page.
User & Groups:  Select the users and/or groups that you want to assign access Folder : | '

rights to a specific folder to. e Read Ol :

Choose whether the user/group should have Read Only or il

Read/Write access rights to the folder by clicking the

corresponding ==> button Users/Groups : Read/Virte -

Click the <== button to remove the access right.

Tick the Allow everybody read and write checkbox to allow all

users and groups read and write access to the new folder.

[ allow everybody read and write

Oplocks:  Opportunistic locks (oplocks) are a characteristic of the LAN

Oplocks: | Mo 'V
Manager networking protocol implemented in the 32-Bit Windows Map archive’: [No_ ]
family. Oplocks are guarantees made by a server for a shared Recycle Bin: [No [w]

logical volume to its clients. These guarantees inform the Client
that a file’s content will not be allowed to be changed by the
server, or if some change is imminent, the client will be notified
before the change is allowed to proceed.

Add.a Share Folder |

Oplocks are designed to increase network performance when it comes to network file sharing, however when using file-based database
applications it is recommended to set the Oplocks option to No.

By default Vista has Oplocks enabled and cannot be disabled. If you are having network performance issues with applications sharing files
from the DNS-346 you may try to improve performance by setting the Oplocks option to No.

Map Archive:  The archive bit (on Windows file systems) is used to keep track of the latest status of a file since the last backup (archived). Enable Map
Archive by selecting Yes from the drop-down menu. This will map the (Windows) archive bit to the Linux (UNIX) owner execute bit, so as to
preserve this part of the file’s attribute under a Linux file system. The Linux (UNIX) file system lacks the concept of an archive bit. It is
recommended to enable this option if you are performing backups on a Windows system or if you are using applications that require the
archive bit. Some backup software will attach this attribute to files that are being stored as backups, and as such, archive bits are used in
incremental backups.

Recycle Bin:  Enable this option to use the Recycle Bin feature.
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Network Access List:

User & Groups:

Oplocks:
Map Archive:

Recycle Bin:

The Network Access List section displays the different Network
Access Lists that have been setup on the DNS-346

This section also allows the Network Access Entries setup on the
system to be modified or deleted.

Click the (Notepad) 4" icon next to the Network Access entry
you want to modify. )

Click the (Trashcan) ‘0" icon next to the Network Access entry
you want to remove the entry.

Select the users and/or groups that you want to assign access
rights to a specific folder to.

Choose whether the user/group should have Read Only or
Read/Write access rights to the folder by clicking the
corresponding ==> button

Click the <== button to remove the access right.

Tick the Allow everybody read and write checkbox to allow all
users and groups read and write access to the new folder.

Use the drop-down to change the Oplocks setting for the folder.
Use the drop-down menu to change the Map Archive setting for
the folder.

Enable this option to use the Recycle Bin feature.

Click the Apply button to save the changes.

NETWORK ACCESS LIST :

i_4=rv'|0d'rr",f settings il —pelete

Share Path Read Only Read/Write DplocksMapRe[;‘l‘r_l cle
Volume_2 Volume_2 AllUsers Mo Mo Mo Eﬁi

= DNS346
Users & @Groups: Read Only :
@groupl usarl
1Gri .
Uszers/Groups : Read/Wiita :
user2
[J Allow everybody read and write
Folder : Volume_2
Oplocks : ”r-io i:l
Map archive : | Na !.ﬂ
Recycle Bin rlo H"l
Apply
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FTP Server Page

The DNS-346 is equipped with a built in FTP Server. The server is easy to configure and allows users

access to important data whether they are on the local network or at a remote location. The FTP server G sectas AawE b0 ool B settaas of Hie BORKE T £ coyer

can be configured to allow user access to specific directories, and will allow up to 10 users to access [_Save sertings_] [___Don't save sertings

]

the DNS-346 at a time.
Configure the FTP Server parameters as described below:

FTP Server:  Use the radio buttons to enable or disable the FTP Server.
Max User:  Sets the maximum amount of users that can connect to the FTP FTP Server : @ Enable © Disable
SEIver. Max User : [ 10 [v]
Idle Time: Sets the amount of time a user can remain idle before being Idie Time : |05 || b
disconnected. e p:“l" g o _
. ow Control @ (& Unlimit |x 10 KB
Port:  Sets the FTP port. Default is 21. _ i s
Client Language : | Western European LV.J

Flow Control:  Allows you to limit the amount of bandwidth available for each

user.

Client Language: Most standard FTP clients like Windows FTP, only support
Western European codepage when transferring files. Support has
been added for non standard FTP clients that are capable of
supporting these character sets.

Click on the Save Settings button to accept these changes.
Click on the Don’t Save Settings button to discard these
changes.

_ ;/] NOTE: To be able to use this function, the FTP port must be set. The default option is port 21.
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FTP Server behind a Router

If you are behind a router, you will need to forward the FTP port from the router to the DNS-346. Additional filtering and firewall settings may need to be modified on your router
to allow FTP Access to the DNS-346 from the Internet. Once the port has been forwarded on the router, users from the internet will access the FTP server through the WAN IP
address of the router.

If you are using a D-Link router, such as the WBR-2310 used in the example below, your port forwarding rule should be similar to the following:

Name: Type a name for the DNS-346 FTP server rule.
IP Address: Enter the IP address of the DNS-346.
Public Port:  Enter the public FTP port. By default, the port is 21. , el I
Private Port:  Enter the private FTP port. By default, the port is 21. BRI 7+ v e coon o vou o e 3 sl bk ot on v vt forrkocton

to an nternal LAN [P address and Private LAN port I requinsd, This feature (s useful for hostng

Traffic Type  Set the traffic type to TCP. I R | n st e o
} s ) (Conam s

hame
DIE-343_FTP

= 1P Address
192.168.0.32

Name

P Address

If you use an FTP port other than 21, then users accessing the FTP server using an FTP client will have to specify the non-standard port, and users who are using a browser will
have to specify the port in the URL
(e.g. ftp://ftp.dns346.com:3000, where the FTP port is 3000).
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FTP over TLS

Below we'll examine FTP over over TLS. For this example we'll use FireFTP. FireFTP is an open-source, cross platform FTP client for Mozilla Firefox users who want to use FTP

or FTPS.

Step 1:

Step 2:

riect

From the Tools menu click FireFTP to open the application in
Mozilla Firefox.

Go to the Quick Connect drop down menu and choose Create an

Account.

Edit  Abort

©J Mozilla Firefox

Wiew

Rl rERANeNE

Chrl+K

Ctrl+3

Ctrl+shift+

Ctrl+5hift+Del

QuickiConnect. .,

Alpha hos
Cyril Huang

Ruru Lu

B TTLotus

| #H{IProgram Files
| eiEs

| B temp

| miwmDows

| Mame

| | TIDacuments and Settings
| I Inetpub

| [Emntel

| [FiLotus

%; " JProgram Files
lil=s

['jtemp

[ wWINDOWS
[FlauTcesec.BAT
=) conFrz.svs

Type

.o bat
osYs

Date

May 19 2:23 AM
Jun 15 335 PM
May 19 1:42 &M
Jun 23 4:05 PM
Jun 29 9:58 4M
Jul 1.8:39 AM
May 20 5:35 &M
Jun 26 3127 A

May 19 12:11 AM
May 19 12:11 AM

Mame

Type

Date

FireFTP 1.0.4 'Human Being' i} created by Mime Cuvalo

[Log | Queue|

Local Listing: 10 object(s), O Bytes,

k Space Available: z

| Binary
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Step 3. Account Name: l-ﬁccuunt Manager

Enter a name for this FTP connection here. o e

Host:

. - Main Detail
Enter the IP of the DNS-346 in here. R : :
Logm Account Narne: DNS—321 | Catzgary: r !
) Hosk: | 192,165.69.352

Enter the user's username in here. -

Password: TR

Enter the user's password in here. A el

Password: | oeuee I
[ Anonvmous |
I oK i [ Cancel ]

Step 4: Go to the Connection Tab and set the Security function to Auth g iy

TLS (Best). (i | Coroweion | advance]

- Connection Type

Then press OK to finish the setup.

M Ol ipee
Security: [ auth TLs (Eest) ! Port: 21

- Initial Directories

I oK, i [ Cancel J
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Step 5:

Step 6:

Step 7:

Firefox and FireFTP will now start a series of security
confirmations.

The first warning should look like this.

Click on the “Or you can add an exception...” button to accept
the security change.

The second warning should look like this.

Click on the “Add exception...” button to accept the security
change.

The next step is to get the certificate for the connection. Click on
the “Get Certificate” button to acquire the certificate.

Secure Connection Failed!

0 WARNING!

192.168,69,32 uses an invalid security certificate,

- The certificate is not trusted because the issuer certificate has expired,
- The certificate does not come From a trusted source,

This could be a problem with the server's configuration,
ar it could be someane trying b0 impersonate the server,

If you have connected to this server successfully in the past,
the error may be temporary, and wou can kry again later,

i Cancel i I Or you can add an exception. ..

Secure Connection Failed!

‘fou should not add an exception i you are using an internet connection that you do not trust
completely or if you are not used to seeing & warning For this server.

iGet me out of here! i [Add exception...

Add Security Exception

You are about to override how Firefox identifies this site,
Legitimate banks, stores, and other public sites will not ask you to do this.

Server

Get Certificate

Locafion: | H&)

Certificate Status

(|

Cancel
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Step 8:

Step 9:

DNS5-321 | Disconnect

Atter the certificate has been acquired click on the “Confirm
Security Exception” button to finish the security confirmations.

Select the newly added FTP connection and click on the Connect

option if it has not already connected by itself.

If you can see your files on the right block from the DNS-346, the
connection has been established successfully.

Edit  abart

| "IDocuments and Settings
" JInetpub

E{ T Intel

B TILatus

#-{JProgram Files

=is

T temp

B WINDOWS

Mame £l Type

|~ IDacuments and Settings

| |ESinetpub

| lintel
| ZiLatus
| JPragram Files

=S

1 Jtemp

I WINDOWS

| |ElauToexec BAT
1| [ comprs.svs 0.

0. bat
sys

Date

May 19 2:23 AM
Jun 15 °3:35 PM
May 19 1:42 &AM
Jun 23 4:03 PM
Jun 29 9:58 AM
Jul 1.8:39 AM
May 20 5:38 AM
Jun 26 5:27 AM
May 19 12:11 AM
May 19.12:11 AM

Add Security Exception

You are about to override how Firefox identifies this site,
i Legitimate banks, stores, and other public sites will not ask you to do this.

Server

_(iat Certificate

Location: | 192.168.69.32:21

Certificate Status

This site attempts to identify itself with invalid information,

Outdated Information

Certificate is not currently valid. It is impossible to verify whether this identity was reported
as stolen o lost,

Unknown Identity
Certtificate is not trusted, because it hasn't been verified by a recognized autharity.

ﬂ Permanently store this exception

gﬂnf\rmSecur\tyExceptinn] l Cancel ]

Tools

Help

84 Chanoe

Mame o Type Date B
""""""" | |[JoNs-321 A Mow & 2000
| |[ZiMas_Prog 4. Mo 6 2000
Cirze 4... Haw & 2000
4 *

534 Fallback to [C]
CWD Molume_1

PASY

MLSD
150 Accepted data connection
22a-Options: -l
226 3 matches total

250 OK. Current directary is Molume_1

227 Entering Passive Mode (192,168,69,32,222,245)

| Log | Queue|

| Binary
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DHCP Server Page

The DNS-346 can be used as a DHCP Server. As a DHCP server, it can be used to serve IP addresses
to devices on your local network; however, this feature should not be enabled if you already have a
DHCP server, such as a router on your local network.

DHCP Server:
Starting IP Address:

Ending IP Address:

Lease Time:

Enables or Disables the DNS-346 DHCP Server.

Enter the starting IP address for the range of addresses assigned
by the DHCP server.

Enter the ending IP address for the range of addresses assigned
by the DHCP server.

Sets the duration of time that an IP address will remain assigned
to a device.

Dynamic DNS Page

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc) using a domain name that
you have purchased (www.whateveryournameis.com) with your dynamically assigned IP address.
Most broadband Internet Service Providers assign dynamic (changing) IP addresses. Using a DDNS
service provider, your friends can use the domain name to connect to your server no matter what your

[P address is.

DDNS:
Server Address:

Host Name:

Username or Key:
Password or Key:
Verify Password or Key:
Timeout:

Status:

Select Enable or Disable.

Enter the DDNS server address or select from the drop-down
menu.

Enter your DDNS host name.

Enter your DDNS username or key.

Enter your DDNS password or key.

Re-enter your password or key.

Enter the timeout time in hours.

Displays the status of the DDNS service.

This section allows you to enable the built-in DHCP server to serve IP addresses to devices on
your local network.

[ Save settings | [ Don't Save Settings | [ Refresh |

DHCP SERVER:

DHCP Server : (8 Enable (O Disable
Starting P Address ] 192.168.0.2
Ending IP Address :é__1_92,_1_§8,_q_,_25_0_

Lease Time 1 Hour IVF

The Dynamic DNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a
domgin name that you have purchased {www.whateveryournameis.com) with your dynamically
assigned IP address. Most broadband Internet Service Providers assign dynamic (changing) IP
addresses. Using 3 DDNS service provider, your friends can enter your host name to connect to
your server no matter what your IP address is.

i Save Setfings ] [ Don't Save Setfings ]

DDNS SETTINGS :

DDNS ® Enable O Disable

Server Address .' ww.dlinkddns.com 2 wowrw.dlinkddns.com [:f

Host Name l(2.g.:me.mydomain.nat)
Username or Key

Password or Key

Varify Password or Key

Timeout 576

Status Disconnectad
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LLTD Page

The DNS-346 supports LLTD. LLTD stands for Link Layer Topology Discovery and is used to discover
network devices by the Network Map application that is included in Windows Vista. Vi cacts oW R0 ol R GE dis DIRLLTE inECer.

|L_save settings_| [ Don't Save Settings |

LLTD Settings: Click the Enable or Disable radio button to enable or disable the
DNS-346 LLTD service. LLTD : (O Enzble @ Disable

SNMP Page

SNMP or (Simple Network Management Protocol) is used in network management systems to monitor
network-attached devices for conditions that warrant administratl've attention. ' ol S At i Sl i sl e
SNMP allows the DNS-346 to enable or disable the SNMP function, set the community of SNMP, and

the destination of traps / notifications. |save Sestigs, | [ pon's Save.sertogs |
SNMP: ~ Enable or disable SNMP support,

SNMP Community:  Community name of NAS, default is "public". SNMP : ® Enable O Disable

Nofification: Enable or disable trap support. I

Notification Community:  The community name of the destination of trap.
Notification IP:  The IP of the destination of trap.

Notification : C Enable {® Disable
Notification Community :

Notification TP : |
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NFS Server Page

This section allows you to enable the built-in NFS server to share your folders via NFS.

NFS Server:
Host:

Folder:

Root Squash:

NFS Client List:

To enable or disable NFS Server.

When inputting the host, you can enter an IP address of NFS
clients, the fully qualified domain name, netgroups or IP networks,
or support wildcards.

Select a shared folder. The folder name does not support ‘space’
character.

When you want to enable ‘root squash’, the system will map
requests from uid/gid 0 to the anonymous uid/gid.

In this section a list of NFS Clients will be listed.

This section allows you to enable the buitt-in NFS server to share your folder via NFS.

[ Save settings | [ Don't Save Settings__|

NFS SERVER :

MNFS Server : @ Enable O Disable

Host :

Folder : | RW : Volume_2

X]

Root Squash : | Root Squash [\_'].

["li: Delete
Host Path Root Squash  Read/Write Del
152.168.0.123 Jmntfvaz/hnas_defautt rw il
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Remote Backup Page

This section allows you to backup files on the DNS-346 to one or more remote NAS devices in order
to prevent data loss in the event of a failure. You can securely backup or recover your data over an

encrypted SSH connection.

Type:

Source:

Password:

Dest. Backup Folder Name:

Backup From:

Source Status:

Source Share List;

Define your device as the source or destination site.

You can simultaneously backup up to 10 folders from this device
to multiple destination devices.

Assign a password for this source device to prevent unauthorized
access.

Create a unique folder name on the destination device to backup
the file(s) into.
Assign the path of the source device.

In the section the user can Start or Stop the remote server by
clicking the Stop Remote Server button.

Here the user can view edit of remove entries for this section.

This section allows you to backup files on the DMS-346 to one of more remote NAS devices in
order to prevent data loss in the event of a falure. You can securely backup or recover your
data over an encrypted SSH connection

REMOTE BACKUP SETTINGS :

Type ® source O Destination

Password

SOURCE SHARE PATH :

Dest. Backup Folder Name |

Backup From

SOURCE STATUS :

Status Started

[ Stop Remote Server ]

SOURCE SHARE LIST :

[4. Maodify Settings il pelete

4

Dest. Folder Name
folder

Backup From
Volume_2

NOTE: To be able to use this function ports number 22, 873 and 62057 needs to be forwarded to this unit from the local network’s router’s setup.
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Type:
Destination::

Source IP;
Password:

Save To:

Method:

Destination List:

Define your device as the source or destination site.

Indicate the destination device which will receive the backup data
from the source device.

Enter the IP address of the source device.

Assign a password for this source device to prevent unauthorized
access.

Assign the path where the backup data from the source device will
be stored.

An incremental backup will be performed by default. Enable this
option to keep pre-existing files.

Here the user can view edit of remove entries for this section.

REMOTE BACKUP SETTINGS :

Type O source @ Destination

Source IP

Password

Save To

Method [ Keep existing fie
DESTINATION LIST :

Backup From Dest. Folder Name
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VLAN Page
Enable this option only if you located in a VLAN environment. The VID parameter is displayed when viawsernnes:

the Option iS enab|ed_ This section allows you to support VLAN tag packets.

|L_save settings_| [ Don't Save Settings__|

VLAN:  Select enable or disable to turn the VLAN feature on or off.
VID:  Enter the VLAN ID of the DNS-346 located the networking VAN : @ Enzble O Disable

environment. v : |1 '

= 1
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Add-Ons Page

In this section you will be able to install application and language packs to further enhance the
funohonallty of your dewce: Th|§ powerful new feature on thg device allows Users to customize the i o) S o 5 e aton ke ooy ket T g ey r e
interface and usability of this unit. Adding features to the unit now only requires an Add-on Suil e peckigen bl st el b oo it

installation as soon as new features are available. Keep a keen lookout on D-Link’s local website for

new Add-on releases.

Application Pack:  Click on “Browse” to search for the specific application pack you APPLICATION AND LANGUAGE PACK :
want to install. After selecting the application pack, then click
“‘Apply” to install the application pack. Fle Path = | |(Bmse.. ]
Language Pack:  Click on “Browse” to search for the specific language pack you
want to install. After selecting the language pack, then click
“‘Apply” to install the language pack.

Add-Ons Summary:: In this section you can see a summary of the application/language — EERLRLEEITEINE
paCk(S) you have installed. . e . G:Enabled @:Disabled I:scart i:Stup
Under the “Status” column, you can see if a specific pack is
currently enabled or disabled.
Under the “Start/Stop” column, click the “Start™ icon to enable the
specified pack. Click on the “Stop” icon to disable thre specified pack.
Under the “Remove” column, press the (Trashcan) T icon to uninstall the specified pack

[ Ma. Module Name Version Status Start/Stop Delete |

( NOTE: Keep a keen lookout on D-Link’s local website for new Add-on releases. Please contact the local vendor (D-Link) to find out if there is a language pack
- q/ available for your local language.

Page 51 0f 85




D-Link DNS-346 USER'S MANUAL

Maintenance Section

The Maintenance Section allows the DNS-346 administrator to reset the admin password, perform system maintenance tasks, carry out firmware upgrades, configure E-mail
alerts, configure Power Management options, configure Dynamic DNS, change the LCD Display settings and get diagnostic information about the installed Hard Disks.

| DISKDmGWOSTIC: e
Performing a
il H-I

Admin Password This section allows you to perform a health test on your hard drives. In addition, you can set a

System schedule for your tests and receive email notifications. G th
display the resul

Firmware If your hard drive is shown as "Fail” after running a SMART test, please confirm this result by g o i e

running the hard drive manufacturer's disk dizgnostic software on the affected hard drive. 51 bl ns o i

SR S S — the current SMART
LCD Settings information stored on the

_ hard drives.
Power Management S.M.A.R.T TEST :

Email Alerts

Logout Slot Manufacturer Model Progress Result Scan Disk will scan your

; - system's file system for any
[0 1 Hitachi HDS5728080PLA3EBO - Pass e il el

[0 2 Hitachi HDS72B0B0PLAZBO Pass After completion, any
errors on your file system
will be displayed

Test Type: @ Quick test O Extended test achrdinr_JII:yc.w

[Isend resuft by E-mail

[ Creata Schedule | [Strt]

DISK DIAGNOSTIC :

D Lavel Status Disks Spare  Falled
[J2 Standalone Normal Z
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Disk Diagnostic Page

The section allows the administrator to perform a diagnostic test on the hard drive(s) and/or the file
system to see if there are any errors on the hard drive(s) or the file system.

S.M.AR.T Test:
Test Type:
Send result by E-mail;

Schedule:

Schedule List:

Select slot(s) you want to test.

Select the test type as quick test, or extended test.

Tick the Send result by E-mail checkbox to send the test results of
the SMART test to your e-mail box. The e-mail settings need to
first be configured in the Maintenance -> Email Alerts section.

Click the Create Schedule button to see the Schedule and
Schedule List section. You can set a schedule for the SMART test.
Click the Start button. During the process, the
progress/percentage of the SMART test will be displayed in

This section allows you to perform a health test on your hard drives. In addition, you can set a
schedule for your tests and receive emalil notifications.

If your hard drive is shown as "Fail" after running a SMART test, please confirm this result by
running the hard drive manufacturer's disk diagnostic software on the affected hard drive.

S.M.A.R.T TEST :

Slot Manufacturer  Model Progress Result
O 1 Hitachi HDS72B8080PLA3EO Pass
[0 2 Hitachi HDS72B8080PLA3EO Pass

Test Type: @ Quick test O Extended test

[ send result by E-mail

[ Create Schedule | [Start]

Progress column. When the test is finished, the result will be displayed in the Result column.

Select to perform the test daily, weekly or monthly, and time from
the dropdown list.

Click the Create button to see the entry display in the Schedule
List section.

Here the user can view edit of remove entries for this section.

"Daih,r

"’f Tirne: :D.D. 'V) - .DD'!:Y_}

Delete

]

Schedule
00:00 / Daity

Slot / Volume
Slot 1

Type
S.M.AR.T - Quick
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Disk Diagnostic:

Scan Disk Result:

Scan Disk will scan your volume’s file system for errors and/or
corruption. After completion, any errors on your file system will be
displayed accordingly.

Select Volume ID(s) you want to scan.

Click the Scan Disk button. Any errors found will be listed.

After the Scan Disk process has finished the following windows
will display the Scan Disk Result.
Click the OK button to finish viewing.

Admin Password Page

The Admin menu allows you to set a password for the admin account. It is recommended to set an

admin account password when first

User Name:
Password:

New Password:
Confirm Password:

configuring the DNS-346.

The administrator user name is admin, and this cannot be
changed.

Enter the current password. (Leave this blank if you have not set a
password yet.)

Enter a new password.

Enter the new password again for confirmation.

Click Save Settings to save the new password.

DISK DIAGNOSTIC :

D Level Status Capacity Disks Spare  Failed
[J2 standalone  MNormal 81.07 GB 2

SCAN DISK RESULT :

Vaolume MName File System Scan Disk Result
RAID_2 ext2 SUCCESS

For security reasons, it is recommended that you change the passwaord for the Administrator
(admin). Please be sure to write down the new password to avoid having to reset the DNS-346
in the event that the password is forgotten.

|_ Save Settings J L Don't Save Settings

ADMINISTRATOR :

User Mame : E-admin
Password 1 |
New Password : |

Confirm Password : |
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System Page

The DNS-346 System menu provides options for system restarts, saving and loading configuration

settings, and setting idle times.

Restart:

Restore Defaults:

Shutdown:

Configuration Settings:

[dle Time:

Click Restart to reboot the DNS-346.

Click Restore to reset the DNS-346 to its factory default settings.
This will erase all previous configuration changes.

Click Shutdown to turn off the DNS-346.

Click Save to save the current DNS-346 configuration settings to
afile on the local computer. If at a later time you need to reload
this configuration after a system reset, browse to the file and click
Load.

Enter the time (in minutes) that the administrator will be allowed
to remain idle while accessing the DNS-346 configuration settings
or that users will be allowed to remain idle while accessing the
download schedule settings.

This section allows you to restart or shutdown the systems as well as restore the system to its
original factory default settings. Restaring the unit to factory default settings wil erase all saved
settings, including any rules that you have created.

The current system settings can be saved as 2 file onto the local hard drive. The saved file can
also be uploaded onto the system.

RESTART :

System Restart. Restart

DEFAULTS :

Restore To Factory Default Settings.

SHUTDOWN :

System shutdown. Shutdown

CONFIGURATION SETTINGS :

Save Configuration Settings.

Load Configuration Settings.
IDLE TIME :

Config Inactivity Timer |10 _:(Minutes)

Download Schedule Inactivity Timer |10 '_-(Minutes) App
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The DNS-346 Firmware Upgrade m
upload them to the device.

Firmware Upgrade:

Current Firmware Info:

Firmware Upgrade — Progress:

Message:

Firmware Page
enu makes it simple to check for new firmware releases and FIRMWARE UPGRADE:

A new firmware update may be availsble for your DNS-346. It is recommended that you keep
your DMN5-246 firmware up-to-date in order to maintain and improve the functionality and
performance of your system.

Click the D-Link Support Page to check for the latest available firmware version.

To update the firmware on your DN5-346, please download and save the ltest firmware
version from the D-Link Support Page to your local hard drive. Locate the file on your local hard
drive by clicking the Browse button. Once you have found and opened the file using the
browse button, dlick the Apply button to start the firmware update.

This section provides a link to check for new firmware on the D- CURRENT FIRMWARE INFO :
|_|nk rt WebSite. Current NAS Firmware Version : 1.00
suppo

If a new firmware is available, download the file to your local Current OLED Firmyare Verson : 1.00
computer Firmware Date : 2009.0826.2012

. y o . e path : | | CBrowse..
This section provides information about the current DNS-346 Aetent :
firmware.

When upgrading the firmware, click Browse to select the new firmware file on your local computer.
Click Apply to begin the firmware upgrade process.

The following window appears indicating the progress of the

Firmware Upgrade:

Warning : Firmware is currently being updated.
Please do not restart or power-off the DNS-346.

A window will open after the firmware upgrade stating that the clossttesorbing
f“'mware Update Was Successful and tha’[ the Unlt W||| reboot ’-!5 gcén[v;atgzA;ﬁﬁi;s:\s;;sﬂf:\t.uli\\/a;ns;vt\ﬁ;ftc;:Et:sz’gﬁ:sﬁht;;nw;p(l?::gjrehnutpmtesshefurahgg\ng in again. This should take no more than a minute, Please
Click the OK button to continue.
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E-mail Alerts Page

With the DNS-346 E-Mail Alerts, you can configure e-mails to be sent alerting you to certain
operational conditions and drive status conditions. These alerts can prove helpful with the
management and safeguarding of important data.

Login Method: Select either Account or Anonymous. Choosing Anonymous
does not require a user name or password.
User Name: Enter the appropriate user name for your e-mail account.
Password: Enter the appropriate password for your e-mail account.

SMTP Server:  Enter the IP address or domain name of your outgoing mail
server. If you are unsure of this value, contact your e-mail
provider.

Sender E-Mail:  Enter the “from” e-mail address (e.g. alerts@dns346.com). This
field does not require a valid

This section allows you to configure the system so that e-mail alerts can be sent to you when
certain operational and/or drive status conditions are present. These alerts can prove helpfulin
managing and safeguarding important data.

[ Save settings | [ Don't Save Settings | [ Clear Saved Settings |

E-MAIL ALERT SETTINGS :

Login Method : & Account ‘2 Anonymous
User Mame :
Password :
SMTP Server : |
Sender E-mail :

Receiver E-mail : |

Test E-Mail

e-mail address. However, if your e-mail client is filtering spam, make sure you allow this address to be received.
Receiver E-Mail:  Enter the e-mail address you want to send the alerts to. This address must correspond with the SMTP server configured above.
Test E-Mail:  Click the Test E-Mail button to send a test alert and confirm your settings are correct.
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Admin Password Change:
Firmware Has Been Upgraded:
Network Setting Changed:

System Temp. Exceeded:

Send S.M.A.R.T. Test Result:

Disk Inserted:

Disk Removed:

RAID Created:

RAID Removed:

RAID Configured/Rebuilt:

RAID Extended:

System Alert Type.

An alert will be sent if the admin password is changed.

An alert will be sent if the firmware is upgraded.

An alert will be sent if the network settings of the DNS-346 are
changed.

An alert will be sent if the DNS-346 device exceeds the set
threshold. After the alert has been sent, the DNS-346 will power
off for safety.

A test result will be sent if the DNS-346 performs S.M.A.R.T. test.

The test can be performed in Maintenance -> Disk Diagnostic.

RAID Operations Type

An alert will be sent if a new disk is inserted into the DNS-346.
An alert will be sent if a disk is removed from the DNS-346.

An alert will be sent if a new RAID array is created on the DNS-
346.

An alert will be sent if a RAID configuration is removed from the
DNS-346.

An alert will be sent if the user configures an existing RAID array
on the DNS-346.

An alert will be sent if the user extends the size of an existing
RAID array on the DNS-346.

ALERT TYPES :

System

[ The Administrator's Password Has Been Changed
[ Firmware Has Been Upagraded
[ The Netwark Settings Has Been Changed

[J System Temperature Has Exceeded | Fahrenheit 1140 “F

temperature has been exceeded and an e-mail will be sent.
[ send 5.M.A.R.T. Test Result

RAID Operations
RAID Status

Volume Operations

Enabling this feature wil cause the DNS-346 to shut down after the specified

ALERT TYPES :

System

RAID Operations

[ cisk Inserted

[ bisk Reraved

[ RAID Created

[ RAID Removed

[ raID Configured f Rebit
[ RAID Extended

RAID Status

Volume Operations
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RAID Status (Normal):
RAID Status (Degraded):

RAID Status (Crashed):

RAID Status (Rebuilding):

Volume Created:
Volume Removed:
Volume Resized:

RAID Status Type

An alert will be sent when the RAID status becomes NORMAL after
being rebuilt from DEGRADED mode.

An alert will be sent when the RAID status becomes DEGRADED
after a disk has been removed or has failed.

An alert will be sent when the RAID volume has CRASHED (RAID
status is listed as CRASHED). The CRASHED volume occurs when
the array does not have enough working disks to support the type
of RAID implementation.

An alert will be sent when the RAID array is being rebuilt after a
failed disk has been replaced.

Volume Operations Type

An alert will be sent if a new volume is created on the DNS-346.
An alert will be sent if a volume is removed on the DNS-346.

An alert will be sent if the size of the volume has been changed on
the DNS-346.

ALERT TYPES :

System
RAID Operations

RAID Status

[] RAID Status Change (Mormal)

[] RAID Status Change (Degraded)
(Crashed)

[ RAID Status Change (Rebuiding)

[] RAID Status Change

Volume Operations

ALERT TYPES :

System
RAID Operations
RAID Status

Volume Operations
[ wolume Created
[ wolume Remaoved

[ wolume Resized
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LCD Settings Page
The LCD Display Settings allow the administrator to change the time it takes for the OLED screenon ~ [FicoibispiaviSERmmes: e
the front Of the DNS_346 tO power Oﬁ ;r;]fc';gcdti%?eaéli%:? you to configure the OLED display screen to go into standby mode after a

[ Save Settings ] [ Don't Save Settings ]

Sleep:  Click on the drop-down box below to change the time it takes for

the OLED screen to power off.

Sleep @ :After 10 secs LVJ

Click on the Save Settings button to accept these changes.
Click on the Don’t Save Settings button to discard these
changes.

Power Management Page
The DNS-346 Power Management feature allows you to configure the drives to shut down while | POWER MANAGEMENT SETTINGS:

power remains constant to the device. The drives will power up again when data is accessed. 06 secuo s o0 B0 sbie e die B bbaRpEbn o6 Bavies Recivecy R,

[ Save Settings J [ Don't Save Settings ]

Power Management:  Use the radio buttons to Enable or Disable the Power Management

feature. Power Management : ®Enable O Disable
Hibernate Hard Disks:  Use the drop-down menu to set the amount of time before idle Hbemate Hard Disks: | After Smins_[]
drives will be shut down.

Power Recovery: Enable this feature to turn Power Recovery on. POWER RECOVERY SETTINGS :

Power Recovery : (& Enable O Disable

Click on the Save Settings button to accept these changes.
Click on the Don’t Save Settings button to discard these
changes.
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Status Section

The Status Section shows the current information about the LAN configuration, Device information, Printer information, information about the hard drives installed in the DNS-
346 and iSCSI Session Information.

DNS-346 m ADVANCED MAINTENANCE | STATUS | SUPPORT

System Info
Hard Drive Info You can view system information here.

Logout
LAN INFO :

IP Address: 10.73.60.123
Subnet Mask: 255.255.255.0
Gateway IP Address: 10.73.60.1
Mac Address: 00:80:C2:1A:2B:32
DHS1:172.19.10.99
DHS2: 172.19.10.100

SYSTEM INFO :

Workgroup: workgroup
Hame: dlink-1A2B32
Description: DNS-346
System Temperature: 44°Cf111°F

USB DEVICE INFO :

Manufacturer:
Product: No Printer

[ Clear print queus(s) ]
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System Info Page

You can view system information here.

LAN Info:

System Info:

USB Device Info:

NAS Volume Info:

iSCSI Session Info:

Displays the local network settings of the DNS-346

Displays the Workgroup, name, description and current
temperature of the DNS-346.

Displays information for a connected USB printer or UPS. If your
computer is having problems printing to the DNS-346, you can
click the Clear print queue(s) button to remove any print jobs
that may be causing your computer not to print.

Displays information regarding all NAS volumes on the DNS-346.

This information includes the total volume size, used space, and
unused space of every NAS volume.

Displays information about any iSCSI Sessions that have been
setup on the DNS-346.

You can view system information here.

LAN INFO :

IP Address: 10.72.60.123
Subnet Mask: 255.255.255.0
Gateway IP Address: 10.73.60.1
Mac Address: 00:80:C2:1A:2B:32
DNS1:172.19.10.99
DNS2: 172.19.10.100

SYSTEM INFO :

Workgroup: workgroup
Name: dlink-1A2B32
Description: DNS-346
System Temperature: 44°C/111°F

USB DEVICE INFO :

Manufacturer:
Product: No Printer

[ Clear print gueue(s) ]

NAS VOLUME INFO :

Total Volume(s): 1

Volume Name: Volume_2

Total Volume Size: 39168 MB
Used Space: 48 MB

Unused Space: 39120 MB

target name: ign.2008-03.com.dlink:dlink-1a2b32.s5es
0 sessions
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Hard Drive Info Page

This window displays the manufacture, model name, serial number, temperature, size and status of
the hard disks installed in the DNS-346, along with the slot they are installed in. You can view the
S.M.AR.T. information for each hard disk installed in the DNS-346 (if the hard disk supports the
S.M.AR.T. feature).

Hard Drive Info:  To see the S.M.A.R.T. information of a hard disk, click the
corresponding Normal button in Status column.

Slot 1 S.M.A.R.T. Info:  After clicking the Normal button, the S.M.A.R.T. test results for
the corresponding Hard Drive will be displayed.

View 3 summary of hard drive information here.

HARD DRIVE INFO :

Slot Manuf. Model

Serial Number

Temp.

oC/°F
1 Hitachi HDS728080PLA3R0PFDBV/3SVITEBRIH 40/104
2 Hiachi HDS728080PLA3GOPFDBVISWT2VV4H 48/118

Size Status

82.35 GB -Normal
82.35 GB -Normal

Id Item
Raw_Read_Error_Rate
Throughput_Performance
Spin_Up_Time
Start_Stop_Count
Reallocated_Sector_Ct
Seek_Error_Rate
Seek_Time_Performance

[alle- R R I PR S

Power_0On_Hours

10 Spin_Retry_Count

12 Power_Cycle_Count
192 Power-Off_Retract_Count
193 Load_Cycle_Count
194 Temperature_Celsius
196 Reallocated_Event_Count
197 Current_Pending_Sector
198 Offline_Uncorrectable
199 UDMA_CRC_Error_Count

4
SLOT 1 5.M.A.R.T INFO :

Thresh

016
050
024
0oo
003
067
nz2o
0oo
0ed
0oo
050
050
0oo
0oo
ooo
0oo
0oo

Raw Value
196608
0

196
528
3

1]

]
1283
]
354
563
563

40
4
0
a
a
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Support Section

The DNS-346 Support page provides a menu of support topics explaining the features of the device.

D-Link

DNS-346 / / SETUP ADVANCED MAINTENANCE STATUS SUPPORT

Setup
o Wizard
s AN Setup
Disk Management
Snapshot
Time and Date
Device

Advanced

s 2CE| Target

® llsersiGroups
Quotas
Metwork Access
FTE Server
DHCF Server
Dynamic DMNE

Remote Backup
WLAM
Add-ons

Maintenance

e [Disk Diggnostic
# Admin Password
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Schedule Downloads Section

In the Schedule Downloads Section this user can schedule downloads of files and folders from an FTP server, web server, or local network share.

Status
Support

Logout

Schedule downloads of files and folders from an FTP server, web server, or local network share.

l Save Settings IL Don't Save Settings ]

SCHEDULING SETTINGS:

Login Method : O Account & Anonymous

UserName:i T

Password : E'_o_e_-ff.;
Type: [Fle [v]
URL : | | [LTest ] [L5elect Folders |

Save To : B | [Browse]
Date : [09 ] /[1 [] /(2000 [x]
When : jrrel
Time : [15 ] :[23 [s]

Recurring Backup II'_JDn_e_I_Y_E i

Weekly | Monthly :

[ Incremental Backup {Only for Local Backup)

lscprpepgger. |

Helpful Hints...

Always test the URL before
applying change will
help to ensure a successful
download.
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Scheduling Page

Schedule downloads of files and folders from an FTP server, web server, or local network share.

Login Method:

Type:
URL:

Test:

Select Folders:

Save To:

When:

Recurring Backup:
Incremental Backup:

Schedule List:

Select the appropriate login method to access the files for
download. If the site requires login credentials, select Account
and enter a valid username and password.

Select File or Folder, depending on what you want to download
or backup.

Enter the URL of the site or server you are initiating a transfer
from.

E.g. ftp://123.456.789/Test

ftp://123.456.789/test txt

http://www.test.com/test.txt

Click Test to test the URL is valid and the user name and
password are correct.

Click Select Folders to set the source file or folder from one of
the internal drive volumes. Browse to the file or folder, and click
OK to accept the network path.

Schedule downloads of files and folders from an FTP server, web server, or local network share.

[ Save settings | [ Don't Save Settings |

SCHEDULING SETTINGS:

Login Method : O Account ® Anonymous
User Name :
Password : [essee

Type: [Fle  [v]

URL : [ Test | [_Select Folders |
Save To :

Date:[00[s]/[1 [w]/|2000]v]
When : o — —; 2
Time : |15 |»] ;|23 [
Recurring Backup : | None IV, 1
Weekly / Monthhy :

Incremental Backup (Only for Local Backup)

Enter a valid destination drive on the DNS-346, or click Browse and browse to the destination.

Enter the date and time you want the scheduled backup or download to occur.

Designate the interval and time you want the backup or download to run unattended.

By default all local backups and file/folder downloads are in Overwrite mode, meaning that identical files in the destination folder will be
overwritten by the source files. Ticking incremental backup will have the DNS-346 compare identical file names at the source and
destination. Files will only be overwritten if the source file is more recent.

The Schedule List will display all completed, active, and pending

scheduled downloads and backups.

fill: pelete
Status Download Path Save To Time Del
2 WW10.73.60.123 \Volume_2\ Volume_2/MNew Folder 01/09/08 15:23 [‘ﬂ
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Status Page

Pending and completed download events will be listed here. The current status for each event is
displayed here. In addition, there is an option to delete a download event at any time. Current
download statistics, such as % completed and download speed, are displayed for each event. A
refresh button is also provided to produce updated listings at any time.

o Download Success.

% Download Fail.

2  Download has not yet occurred.
w  Waiting.

L LinkFile.

=

The file is downloading.

Support Page

The DNS-346 Support page provides a menu of support topics explaining the features of the device.

View the progress and status of currently scheduled downloads.

Status % Speed Download Path Save To Time

Scheduler

o Scheduling
e Schedule List
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Knowledge Base

What is RAID?

RAID, short for Redundant Array of Independent Disks, is a combination of two or more disks with the aim of providing fault tolerance and improving performance. There are
several different levels of RAID, with each one providing a different method of sharing or distributing data among the drives. The DNS-346 supports JBOD, RAID 0, RAID 1,

RAID 5, RAID 10 and Standalone.

RAID 0:  RAID 0 provides data striping, which spreads out blocks of data
over all drives, but does not provide data redundancy.
Although performance is improved, the lack of fault tolerance
means that if one drive fails, all data in the array will be lost.

RAID 1. RAID 1 provides mirroring over multiple disks, with the same
read/write speed of a single disk. A RAID 1 array can only be as
large as its smallest member disk.

Because the data is stored on multiple disks,
RAID 1 provides fault tolerance and protection, in addition to
performance advantages.

Block 4 :

|__Block5

REEICCkiE

| Block 7
Block 8

Logical Drive

Block 1
Block 3
Block 4

|_Block5 |
fBlockt

Block 8
=S

Logical Drive

Block 2
il

Block 4

Block 6

Block 8
a4

Physical Disks

"

| Block1 |
Block 4

| Block5 |

=
_Block 7
Block 8

.

_FInckZ

_ Block 3
Block 4

|__Block5 |

=
Block 8
ot

Physical Disks
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RAID 5:

RAID 10:

RAID 5 provides data striping with distributed parity, which stores
information that can be used to reconstruct data. A RAID 5 array
will be the size of all the combined disks capacity less the capacity
of one disk, e.g. If there are 4x 80GB disks in the array, the arrays
capacity will be 240GB (3x80GB).

Implementing RAID 5 on the DNS-346 allows it to continue
operating even if one of the disks fails.

The diagram below indicates the operation of RAID 5:

RAID 10 combines the best features of RAID 0 and RAID 1 by
implementing a stripe of mirrors. RAID 10 requires a minimum of
four evenly sized disks.

The advantage of implementing RAID 10 is that it all but one of the
disks in any of the RAID 1 mirrors can fail without any loss of
data.

The diagram below indicates the operation of RAID 10:

PHYSICAL DISKS

HSK 0 DISK 1 DISK 2 MSK 3

s —
Az A3 A PARITY
i

LOGICAL DRIVE

RAID 10 SETUP

RAID 0 STRIPE ARRAY

RAID 1 MIRROR

DISK 0 DISK 1

RAID 1 MIRROR

DISK 2 DISK 3
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Mapping a Drive

You can use the D-Link Easy Search Utility to map drives to your computer. Insert the DNS-346 CD into your CD-ROM drive.

4-BAY ShareCenter™ Pro

1. Click Easy Search Utility. The Easy Search Utility will load and detect any 2. Highlight an available DNS-346. Available volumes will be displayed under
DNS-346 devices that are on the local network. If the DNS-346 you are Drive Mapping. Highlight the volume you want to map. Select an available
working with does not show up in the device list, click Refresh. drive letter from the drop-down menu and click Connect. Once connected,

your mapped drive(s) will appear in My Computer.

3. Double-click the My Computer icon on your desktop. Double-click on the
mapped drive to access the files and folders.
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USB Print Server

The DNS-346 features a built-in USB print server, giving users the ability to share a printer on their local network. Connect a USB printer to the USB port on the back of the
DNS-346. It is important to ensure that any of the printer manufacturer’s drivers are already installed on any computer you want to print from.

Step 1:  Toadd a printer:

%l Administrator
I3

Click Start and select Printers and Faxes. fﬁféﬁﬁféxm EJ:@ R
E Command Prompt J R

5] My Computer
w Faint

q My Network Places

| Mizila Firef
‘ ezl Firsfos: Cnntrnl Pans|

Set Program Access and

g Internet Defaults
ek Ege & Printers and Faxes

| :EE Calculator 9) Help and SUPPOIt oo inskalled printers and Fax printers and helps vou add new ones.

) search

=7 Run...

Allprograms [

B Printers and Faxes r;"ilrgl
Fie Edk ew Favortes Took  Help o

Step 2: Select “Add a printer”.

€] O - ¥ P [ e [T

addkess Sy Prinkars sl Fixoms. v Be

Seart the A Prinkes Wizaed, which.

See Alsu

) Troubleshoct prinking
) et help with privkting
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Step 3: The Windows® Add Printer Wizard will launch:

Click on the Next button to accept these changes and continue.
Click on the Cancel button to discard these changes.

Step 4: When prompted to choose a local, or network printer, select “A
network printer, or a printer attached to another computer.”

Click on the Next button to accept these changes and continue.
Click on the Cancel button to discard these changes.

Add Printer Wizard

Welcome to the Add Printer
Wizard

Thiz wizard helps pou inztall a printer or make printer

conhections.

- If you have a Plug and Play printer tha
‘}f) o a hot pluggable port such az [EEE 1
infrared, you do not need to use this w
and turn an pour printer, and 'windows

fiar o,

Far more infarmation about installing th
Flug and Flay prirter, see Printer Help.

To continue, click Mest.

tuzes USE
33 ar
izard. Attach
will install it

is type of

[ Mests

| [ Cancel ]

Add Printer Wizard

Local or Network Printer
The wizard needs to know which twpe of printer to zet up.

Select the option that describes the printer you want to uge:

() Local printer attached o this carmputer

- Ta zet up a nebwark printer that iz not attached to a print server,

\y uze the "Local printer” option.

< Back H Mest >

] [ Cancel
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Step 5:  Select “Browse for a printer” option.

Specify a Printer
If yau don't know the name or address of the printer, you can zearch far a printer

Click on the Next button to accept these changes and continue. that mests your needs
Click on the Cancel button to discard these changes. Wt et o ot o corment

() Connect to this printer [or to browse for a printer, select this option and click Mest):

Marne: | |

Example: “\eerverhprinter

(O Connect to a printer on the nternet or on a home or office network:

Example: http: A/ zerverprinters/myprinter /. printer

URL: |

[ < Back H Mest > ][ Cancel ]

Step 6:  Select Double-click “DNS-346" from the Shared Printers list to

eXDand the tree Browse for Printer
wihen the lit of printers appears, select the one you want to use.

Frinter:

Shared printers:
%t Microsoft windows Metwork
WORKGROUP

Prirker information
Camment:

Statug: D ocuments waiting:

< Back H Mest > ][ Cancel
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Step 7: Select the available USB printer.

Click on the Next button to accept these changes and continue.

Click on the Cancel button to discard these changes.

Step 8:  The following printer driver messages will appear:
Click Yes to continue.

Click OK to continue and select a printer driver.

Add Printer Wizard

Browse for Printer
When the list of printers appears, select the one you want to uze.

Erinter: |\\dns-345\lp

Shared printers:

S Microsoft windows Metwork

USE Printer

Frinter infarmation
Comment:  USE Printer
Status: Ready Documents waiting: ]

[ < Back H Mest > ][ Cancel ]

Connect to Printer

‘fou are about ko connect to a printer on dns-343, which will automatically install a print driver on your machine,
' Printer drivers may contain viruses ot scripts that can be harmful ko your computer, It is impartant to be certain that
the computer sharing this printer is trustworthy, Would vou like to continue?

Connect to Printer

The server For the printer does not have the correct printer driver installed. IF you want to search for the proper
! driver, click Ok, Otherwise, dick Cancel and contact your network administratar or original equipment manuFackurer
for the correct printer driver.

Cancel
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Step 9:  Select the appropriate printer driver from the list and click OK to Add Printer, Wizard
Complete the leard' ” the d”Ver IS nOt In the IlSt’ SeleCt Have AN Select the matufacturer and model of your printer. [F your printer came with
D |Sk i an inztallation digk, click Hawe Digk. If your printer iz not listed, conzult pour

printer documentation for a compatible printer.

Manufacturer o Primters &
Agfa | | G AGFAAcouSet vE23 0
Alps EF AGFA-AccuSetSF w23
iEE:L” S aGFA-AccuSet B0
APSPS ¥ AGFA-AcouS et BOOSF +52.3
85T v | | B aGFa-AccuSet BOOSF +2013.108 v

y This driver iz digitally zigned.

Tell me why driver sighing is important

[ oK | [ Cancel ]
Step 10:  Insert the print driver CD or browse to the appropriate directory. Install From Disk X
Inzert th facturer's installation disk, and th
B

Cancel

LCopy manufacturer's files from:

|m Vl [ Browse. ..
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Step 11:  Select the appropriate driver file, and click Open to continue. Locate File
Look, i | :} ty Cormpiter v| Q T m-

e Local Disk ()

oL DVD-RW Drive (D1

“# ARTHURS USE (E:)
[=)5hared Documents

=) Administrator's Documents

File narme: * inf R4 | [ Open l

Sep 12 Ciok Ok one

Ingert the manufacturer's installation disk, and then
make sure that the canect diive is selected below,

LCopy manufacturer's files fram:

E:'\PrngramFiIe&'\EPSDN\F‘rinterDriverTemp\SPQEv| | Browse... |
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Step 13;  Verify the driver is correct, and click OK to continue.

jt Select the manufacturer and model of your printer. [f your printer came with
= ah installation disk, click Hawve Digk, IF wour printer iz not listed, conzult vour
printer documentation for a compatible printer.

Printers

_,g This driver iz digitally zigned.

Tell e why driver zighing iz important

[ OF. |l Cancel ]

Step 14:  The wizard will install the printer drivers, and return a completion Add Printer Wizard
screen.

Completing the Add Printer
Wizard
Click Finish.

‘Y'ou have successiully completed the Add Printer wizard,
‘t'ou specified the following printer settings:

Marme: Ip on dng-346
Default: Yes

Location:

Comment;

To close this wizard, click Finish.

Firizh
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Step 15: Verify the driver is correct, and click OK to continue. Reprimens ard Fria 6K

File Edit View Faworkes Tools  Help o~

Qe - © - ¥ | Psesrch [ rokers | [FD-

Aidress | G4 Printers and Faes v B

p— @ ip on dns-345
rinter Tasks =0

S, Ready
[Z] Add aprinter

&> Set up Faxing

See Also

[B] Troubleshact printing
@) Get help with printing

Other Places

[3 Control Panel

Sy, Scanners and Cameras
() My Dacuments

(3} Hy Pictures

W My computer

Details
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ISCSI Drive Mapping

The iSCSI Drive Mapping is used to manage the iSCSI settings on the DNS-346. Carry out the following to configure the iSCSI settings:

Step 1: Click the listed DNS-346. D D -Link Easy Search Utility s1e3

Metmask

The available iSCSI target names in the iSCSI Drive Mapping
section appear.

AN
IF:

Metmask

ing
dink-152032.321
dlink-182032 akc

diink-1a2h32 zes

Jrive Mapping

Walume Mame Location Aol = Drive Letters

;/ﬂ NOTE: If you cannot see the latest list, click the Refresh button to update the status.

_ ;/ﬂ NOTE: You will need to create iSCSI volume in the Setup -> Disk Management to see the iSCSI target name in this section.
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Name:

Active:

Connect/Disconnect:

Management:

Configuring Targets:

Displays the names of the available iSCSI targets on the DNS- iSCS| Drive Mapping

346 Mame

Displays Yes if the target is active. Displays No if the target is not Ll Connect
active. dink-1a2032 ses

Choose a target from the list and click the Connect/Disconnect papagenenl
button to activate/deactivate the target. If CHAP authentication has
been enabled, then a username and password will be required.
Click the Management button to see the Management window.
The window allows you to add, delete, mount and unmount the

partition.
When attempting to connect a target for the first time, choose the iSCE] Drive Mapping
target from the list. Narme
diink-152k32.321 "
dlink- I
Click the Connect button. dink-1a2b32 525
Mansgement
If the CHAP is enabled, you will see this window appears requesting o —

CHAP user and password.

CHAP Authentication

Usernarne

Cancel
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Target: Display the iSCSI target name you chose. Format
Partition Size:  Tick the Use Maximum Available Space checkbox to specify that
the maximum available space on the disk will be used to create
the new partition. To specify a size un-tick the checkbox and type
in the amount of size in megabytes in the Megabytes field.
Choose whether to format the new partition with NTFS or FAT32
by ticking the appropriate checkbox.

Choose the drive letter that you want to allocate to the iSCSI
partition from the drop-down menu.

Format Type:

Drive Letter:

When you have finished configuring the Target Settings, click the
Format button to see the window below.

Configuring Disks:

Management

This window appears after clicking the Format button. Or, select a
target in the iSCSI Drive Mapping list and click the Management
button to see the window.

Disk M anagement

Disk. Partition Yolume File System  Capacity Tatget

V:t Unknown G GE g:inll:-laZESZ.SZl
. M. 2 MNTFS 0.98 Gl ink-1azb32.521
The Management window allows you to manage partition on the il FATE  195Gh  dink 1a2b32.obe

disks installed in the DNS-346 and Unmount / Mount the disks
installed in the DNS-346.
The Disk Management section displays the following parameters:

Disk: Displays the ID number of the disk installed in the DNS-346.

Partition:  Displays the Partition number of the disks partition.

Volume: Displays the drive letter that the partition is mapped to on the

client machine.
File System: Displays the File System that the partition was formatted with.
Capacity: Displays the total capacity of the partition.
Target:  Displays the iSCSI target name of the partition.
Adding: Right-click an Unallocated partition and click Add. e b

0.93GB
NTFS

577GHE

Unkn own

(X
1.05GE
FAT3Z

279GH
Uriallgcated

Add
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Partition Size:

Format Type:

Drive Letter:

Delete:

The Partition Manager window opens: A T—
To add a partition, configure the parameters as explained below: Parti

Use Maximum Aval

Tick the Use Maximum Available Space checkbox to specify that S iz
the maX|mur.n.ava|IabIe space on the dl§k will be used to create
the new partition. To specify a size un-tick the checkbox and type

in the amount of size in megabytes in the Megabytes field.
Choose whether to format the new partition with NTFS or FAT32
by ticking the appropriate checkbox.

Choose the drive letter that you want to allocate to the iSCSI
partition from the drop-down menu.

When you have finished configuring the partition settings, click the Format button to add the new partition.

Right-click an existing partition and click Delete. Management

Disk. Partition Yolumne

n |
| UnMount
| Mount
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Mounting Disks:

When a partition is not mounted, a * (start) symbol will appear in
the Volume column in the Disk Management list.
Carry out the following steps to mount a disk:

Right-click an unmounted partition and click Mount.
The Drive Select window appears.

Select the drive letter in the Device drop-down list.
Click the OK button.

Management

Disk. Partition Yaolurme

1 1 i

z Z
2 A | [ —

Dizk Management

File System Capacity Targek
Unknown 5.77Ghb dlink-1a2b32,321
NTFS dlink: 1
FATIZ 95 | dlink: C

(i
577GB
Unkn owin

7 |

| Delete
| UnMount
| Mourk

Drive Select

Device

Fated

OK

Cancel
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The mounted disk is displayed in the Disk Management list. Management

Dizk Management

Diisk, Partition Yolume File System | Capacity Target
i, Unknown 5.77Gb dlink-1a2b32.321
Z3 MNTFS 0,93 Gb dlink-1azb32.321
% FaT3Z2 1.95Gh dlink-1a2b32, abc

(i
577GB
Unkn owin

379GB
Unalloeated

The newly mounted disk is displayed in the My Computer window -
and can be used as if it was a locally attached disk. Qo - © - 3| Psower o | B B X 9 |-
Ackdress | W My Computer v B

35 Floppy  WinZkspd (C1) LocalDisk (D)  Data () CD Drive (F) besten'Samba  ISCSI(X:)  Local Disk(v)  iSCSI(Z:) Shared
) 30.28(192... Documents
Pikkar's

Documents
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Hot-swap Function
The DNS-346 supports hot-swap drive trays. You can eject or insert 3.5” SATA hard drive(s) when the DNS-346 is operating.

However, if the hard drives are created into various levels of RAID, you cannot hot swap all the hard drives at the same time. Hot swapping all the hard drives will cause a loss of
data, and the RAID volume will need to be re-created again. Different levels of RAID required various numbers of hard drives remaining in the DNS-346.

Standalone/JBOD/RAID O:
The data will be lost and the volume will crash, if any of the hard drives are hot swapped.

RAID 1:
You can hot swap the hard drives as long as one of the hard drives in the mirror is still in the DNS-346. Removal of all hard drives will result in a loss of all data and
volume will have crashed.

RAID 5:
Ina RAID 5 volume, it is only possible to hot swap 1 hard drive at a time without losing all data. This is because a RAID 5 volume can only tolerate the loss of 1 hard
drive and still continue to work. After hot swapping a hard drive, the volume must first be rebuilt before another hard drive can be hot swapped, otherwise this will also
result in a loss of all data and the RAID volume will have crashed.

RAID 10:
RAID 10 is a stripe of mirrors. You cannot hot swap the paired hard drives at the same time. This means Hard Drive 1 and Hard Drive 2, or Hard Drive 3 and Hard Drive
4 cannot be hot swapped at the same time. Otherwise, you will lose all data and the RAID volume will have crashed.

You can check the RAID configuration from the Setup -> Disk Management page on the Web Ul. When hot swapping hard drives, you will see the changes in the Disks column.
Hot swap one of the hard drives, make sure the Disk number has disappeared from the Disks column, and then hot swap the next hard drive.

Storing non-English Character Files

By default the DNS-346 will support Unicode which is an industry standard allowing computers to consistently represent and manipulate text expressed in most of the world’s
writing formats.
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