DI-624  Firmware Release Note  

F/W = 4.04, Build:0040

Hardware: D2

Date = Tue, 06 Nov 2007

Problems Resolved:

1. remove PKTGEN log messages.

F/W = 4.04, Build:0039

Hardware: D2

Date = Mon, 29 Oct 2007

Problems Resolved:

1. test Linux+PKTGEN with the normal FW.

F/W = 4.04, Build:0038

Hardware: D2

Date = Thu, 25 Oct 2007

Problems Resolved:

1. test Linux+PKTGEN with the normal FW.

F/W = 4.04, Build:0037

Hardware: D2

Date = Thu, 23 Oct 2007

Problems Resolved:

1. cause reboot by PKTGEN attack from LAN side

F/W = 4.04, Build:0036

Hardware: D2

Date = Thu, 18 Oct 2007

Problems Resolved:

1. cause reboot by PKTGEN attack from LAN side

F/W = 4.04, Build:0035 

Hardware: D2

Date = Wed, 17 Oct 2007

Problems Resolved:

1. cause reboot by PKTGEN attack from LAN side.  

F/W = 4.04, Build:0034 

Hardware: D2

Date = Tue, 16 Oct 2007

Problems Resolved:

1. add PKTGEN attack log  

2. get reboot, while wan dhcp client does not get ip yet

F/W = 4.04, Build:0033 

Hardware: D2

Date = Fri, 12 Oct 2007

Problems Resolved:

1. PPTP & L2TP client not work

F/W = 4.04, Build:0032 

Hardware: D2

Date = Fri, 12 Oct 2007

Problems Resolved:

1. WAN port got traffic generator (LINUX + PKTGEN) will cause reboot.

F/W = 4.04, Build: 0031 

Hardware: D2

Date = Fri, 12 Oct 2007

Problems Resolved:

1. Fixed Wan port get unusual UDP packet caused device reboot. 

Enhancements: 

None

F/W = 4.04, Build:0030 

Hardware: D2

Date = Fri, 12 Oct 2007

Problems Resolved:

1. Fixed Wan port get unusual UDP packet caused device reboot. 

Enhancements: 

None

F/W = 4.04, Build:0029 

Hardware: D2

Date = Thu, 30 Aug 2007

Problems Resolved:

1. When router receive TTL =1 from WAN side, it can pass traffic to LAN now, but if LAN to WAN it should not reduce TTL value when enable this function.

Enhancements: 

None

F/W = 4.04, Build:0028 

Hardware: D2

Date = Tue, 7 Aug 2007

Problems Resolved:

1. Fixed PPTP connection cannot re-connect automatically when terminate session by PPTP Server.(Please test it with DFL-200)

Enhancements: 

None

F/W = 4.04, Build:0027 

Hardware: D2

Date = Tue, 31 Jul 2007

Problems Resolved:

1. To change the TIME setting to either manual setting or setting to computers clock, the clock not reverts to default when device reboot or power off an on.

Enhancements: 

None

F/W = 4.04, Build:0026 

Hardware: D2

Date = Thu, 19 Jul 2007

Problems Resolved:

1. Increase raidus server key length to 64 bits for WIFI certificate.

Enhancements: 

None

F/W = 4.04, Build:0025 

Hardware: D2

Date = Mon, 16 Jul 2007

Problems Resolved:

1. Modify “Tokoyo” to “Tokyo” in wizard page.

2. Modify "Auto reconnect" to "Connect mode select" on help-home page.

3. Remove unnecessary description of DMZ on help-advanced page.

4. Add check name function that can’t filed in , and “ character in MAC filter, DHCP server, Virtual server, Application, Firewall, URL page.

5. When using Firefox 2.0.0.4 or Netscap 8.1 browser, the schedul format on virtual server page is not correct.

6. When using Firefox 2.0.0.4 or Netscap 8.1 browser, the firewall page may not display correct after adding some firewall rules.

Enhancements: 

None

F/W = 4.04, Build:0024 

Hardware: D2

Date = Tue, 3 Jul 2007

Problems Resolved:

1. UI will pop warning message when input mac name include “ character on the mac filter page.

Enhancements: 

None

F/W = 4.04, Build:0023 

Hardware: D2

Date = Mon, 25 Jun 2007

Problems Resolved:

1. Fixed “Do not change TTL value” function failed in wan(pppoe/pptp/l2tp) page.

Enhancements: 

None

F/W = 4.04, Build:0022 

Hardware: D2

Date = Fri, 22 Jun 2007

Problems Resolved:

1. Add RTSP function.

2. Add “Do not change TTL value” function in wan page.

3. Fixed default protocol of virtual server dns and ipsec in the virtual server list should be UDP not TCP.

4. Fixed trigger type and public type of all rule in the special application list should be BOTH not TCP.

5. Rename version to 4.04.

Enhancements: 

None

F/W = 4.04beta, Build:0021 

Hardware: D2

Date = Thu, 17 May 2007

Problems Resolved:

1. Add status for DDNS function.

2. Modify description in DDNS page.

3. Modify drop down list of server address in DDNS page.

Enhancements: 

None

F/W = 4.04beta, Build:0020 

Hardware: D2

Date = Sat, 12 May 2007

Problems Resolved:

1. add interface to configure wireless multicast rate

Enhancements: 

None

Firmware: 4.04betab0019

Hardware: D2

Date: Mon, 16 Apr 2007

Problems Resolved:

1. Modify bug for DDNS required.

2. Modify bug for No-IP required.

Enhancements: 

None

Firmware: 4.04betab0018

Hardware: D2

Date: Thr, 12 Apr 2007

Problems Resolved:

1. When PPTP connection establish, if PPTP server send "PPTP Echo-Request", then our router will reply it. At this time, our idle time function is OK. (Normal PPTP Server)

2. When PPTP connection establish, if PPTP server also send other packets about "PPP LCP Echo-Request", then our router will also reply it. At thie time, the idle time is fail. (DFL-200 dlink PPTP Server)

Enhancements: 

None

Firmware: 4.04betab0017

Hardware: D2

Date: Fri, 30 Mar 2007

Problems Resolved:

1. Modify DDNS function (please help to test no-ip ddns function).

2. Fixed PPTP/L2TP function failed.

Enhancements: 

None

Firmware: 4.04betab0016

Hardware: D2

Date: Tue, 27 Mar 2007

Problems Resolved:

1. Modify DDNS function.

Enhancements: 

Please help to check v4.04betab0015 problem.

Firmware: 4.04betab0015

Hardware: D2

Date: Mon, 26 Mar 2007

Problems Resolved:

1. Save reserved dhcp name to flash need a lot of time ,resulting in other clients ping time too long.

Enhancements: 

None

Firmware: 4.04betab0014

Hardware: D2

Date: Tue, 20 Mar 2007

Problems Resolved:

1. Modify DDNS list: www.dlinkddns.com, www.DynDns.org(Free, Static, Custom).

Enhancements: 

None

Firmware: 4.04betab0013

Hardware: D2

Date: Mon, 19 Mar 2007

Problems Resolved:

1. For test rom.bin file shut down problem.

Enhancements: 

None

Firmware: 4.04betab0012

Hardware: D2

Date: Mon, 5 Mar 2007

Problems Resolved:

1. Fix it will crash by wireless client sent upnp packet with null file name (test by BT Spirit).

Enhancements: 

None

Firmware: 4.04betab0011

Hardware: D2

Date: Fri, 2 Feb 2007

Problems Resolved:

1. Add PPTP pass through function when WAN as PPTP client (PPTP over PPTP).

Enhancements: 

None

Firmware: 4.04betab0010

Hardware: D2

Date: Tue, 16 Jan 2007

Problems Resolved:

1. WPA-Auto function failed.

Enhancements: 

None

Firmware: 4.04betab0009

Hardware: D2

Date: Fri, 12 Jan 2007

Problems Resolved:

1. Check each page's apply function with the Firefox.

2. Wireless security change to "Disable / WEP / WPA / WPA2 / WPA-Auto".

Enhancements: 

None

Firmware: 4.04betab0008

Hardware: D2

Date: Tue, 12 Dec 2006

Problems Resolved:

1. Fixed num.bin file is not complete.

Enhancements: 

None

Firmware: 4.04betab0007

Hardware: D2

Date: Mon, 11 Dec 2006

Problems Resolved:

1. DMZ function failed.

Enhancements: 

None

Firmware: 4.04betab0006

Hardware: D2

Date: Fri, 17 Nov 2006

Problems Resolved:

1. Modify IP, subnet mask, gateway check function: The gateway range 10.11.16.1 ~ 10.11.31.254 should be legal when IP set to 10.11.16.234 and Subnet mask set to 255.255.240.0.

Enhancements: 

None

Firmware: 4.04betab0005

Hardware: D2

Date: Thu, 16 Nov 2006

Problems Resolved:

1. Modify IP, subnet mask, gateway check function: The gateway set to 192.168.0.255 should be legal when IP set to 192.168.0.234 and Subnet mask set to 255.255.240.0.

Enhancements: 

None

Firmware: 4.04betab0004

Hardware: D2

Date: Thr, 26 Oct 2006

Problems Resolved:

1. When WAN port configured PPTP or L2TP connection, if wireless clients run chariot tools with PC in WAN side, then our router will auto reboot at this time.

Enhancements: 

None

Firmware: 4.04betab0003

Hardware: D2

Date: Wed, 13 Sep 2006

Problems Resolved:

1. Changed UI’s IP range check so that when Subnet Mask=255.255.0.0, Gateway IP can be 192.168.x.255 except 192.168.255.255.

Enhancements: 

None

Firmware: 4.04betab0002

Hardware: D2

Date: Wed, 06 Sep 2006

Problems Resolved:

1. Changed UI’s IP range check so that when Subnet Mask=255.255.0.0, Gateway IP can be 192.168.x.255 except 192.168.255.255.

2. In IP filter and Firewall (Deny) function, if we set rule by "schedule" for them, after we click "Apply" button, the router will reboot, then these configuration will not be save it in our router.

Enhancements: 

None

Firmware: 4.04betab0001

Hardware: D2

Date: Tue, 05 Sep 2006

Problems Resolved:

1. Changed UI’s IP range check so that when Subnet Mask=255.255.0.0, Gateway IP can be 192.168.x.255 except 192.168.255.255.

2. Firmware version changes to v4.04beta.

Enhancements: 

None

Firmware: 4.03b0014

Hardware: D2

Date: Tue, 15 Aug 2006

Problems Resolved:

1. Fixed watchdog

2. Fixed REBOOT issue when use P2P system

3. Fixed No DDNS Update when PPTP internet connection

4. Fixed DHCP client sends incorrect parameter issue

Enhancements: 

None

Firmware: 4.03betab0001

Hardware: D2

Date: Wed, 12 Jul 2006

Problems Resolved:

1. Support MS-CHAP v1 function ，It only support MS-CHAP at 2000. It can't work MS-CHAP in 2003  ignored.

2. FW version rename to v4.03betab0001.

Enhancements: 

None

Firmware: 4.03b0013

Hardware: D2

Date: Wed, 05 Jul 2006

Problems Resolved:

1. Support MS-CHAP v1 function.

2. Modified Service Name in Tag.

Enhancements: 

None

Firmware: 4.03b0012

Hardware: D2

Date: Tue, 12 Jun 2006

Problems Resolved:

1. Overwrite password setting when loading setting from local hard drive.

Enhancements: 

None

Firmware: 4.03b0011

Hardware: D2

Date: Wed, 24 May 2006

Problems Resolved:

1. UI Advanced/Firewall: FTP session(download or upload) is intermittent down when customer's to add firewall rules that priority 1. allow LAN, * to WAN,203.43.124.145 and priority 2 deny LAN,* to WAN,*.

2. UI Home/LAN: If Router IP set 10.11.12.1, DNS set 255.0.0.0, the DHCP IP should be 10.11.12.100 not 10.168.0.100 .

Enhancements: 

None

Firmware: 4.03b0010

Hardware: D2

Date: Fri, 12 May 2006

Problems Resolved:

1. Israel’s domain change to 0x07, Spain’s domain change to 0x37.

2. Fixed virtual server default list and application list and IP filter list is empty.

Enhancements: 

None

Firmware: 4.03b0009

Hardware: D2

Date: Fri, 5 May 2006

Problems Resolved:

1. UI Home/Wireless: Router will be reboot when set wireless radio disable.

2. Modify Firmware & HELP hyperlink: http://support.dlink.com.tw
Enhancements: 

None

Firmware: 4.03b0008

Hardware: D2

Date: Thu, 4 May 2006

Problems Resolved:

1. UI Home/Wireless: Router will be reboot when set wireless radio disable.

Enhancements: 

None

Firmware: 4.03b0007

Hardware: D2

Date: Thu, 4 May 2006

Problems Resolved:

1. WPA.WPA2 functions: Fixed router will be reboot after press the STA’s reconnect button again

2. Please help to test UI Home/WAN: PPTP/Connect-on demand function.

3. Modify hyperlink

(1)Banner: www.dlink.com.tw
(2)Firmware, HELP: http://www.support.dlink.com
Enhancements: 

None

Firmware: 4.03b0006

Hardware: D2

Date: Tue, 18 Apr 2006

Problems Resolved:

1. Modify NTP Default is disable. If NTP server is empty, can't update the system time.

Enhancements: 

None

Firmware: 6.00b0003

Hardware: Dx

Date: Tue, 18 Apr 2006

Problems Resolved:

Enhancements: 

None

Firmware: 4.03b0005

Hardware: D2

Date: Tue, 18 Apr 2006

Problems Resolved:

Enhancements: 

None

Firmware: 4.03b0004

Hardware: D2

Date: Fri, 7 Apr 2006

Problems Resolved:

1. UI Tools/Firmware : Add count down function.

Enhancements: 

None

Firmware: 4.03b0003

Hardware: D2

Date: Thus, 6 Apr 2006

Problems Resolved:

1. Pure network function have fail.

Enhancements: 

None

Firmware: 6.00b0002

Hardware: Dx

Date: Mon, 3 Apr 2006

Problems Resolved:

1. Fixed Bug: Error page on Advanced/Qos/802.1P

2. Modify ping function.

3. Modify cipher type: chat type change to int type.

Enhancements: 

None

Firmware: 4.03b0002

Hardware: D2

Date: Mon, 3 Apr 2006

Problems Resolved:

1. Fixed Bug: Page Wireless & Page Device info not update when set Auto Select Enable 

2. Modify functions relating to DCC tool.

3. Modify pure network function.

4. UI Tools/Misc : Remove L2TP “Enable/Disable Access Point” check box but still support L2TP

Enhancements: 

None

Firmware: 6.00b0001

Hardware: Dx

Date: Fri, 31 Mar. 2006

Problems Resolved:

1. Add UI Advanced/Qos.

2. Remove functions relating to DCC tool.

3. Remove pure network function.

Enhancements: 

None

Firmware: 4.03b0001

Hardware: D2

Date: Thus, 30 Mar. 2006

Problems Resolved:

1. Fixed Bug: Page Wireless & Page Device info not update when set Auto Select Enable 

2. Modify functions relating to DCC tool.

3. Modify pure network function.

4. UI Tools/Misc : Remove L2TP “Enable/Disable Access Point” check box but still support L2TP

Enhancements: 

None

Firmware: 4.02b0006

Hardware: D2

Date: Fri, 24 Mar. 2006

Problems Resolved:

1. Modify functions relating to DCC tool.

2. Add an alert message “Please Wait…” at UI tools_firmw.html.

Enhancements: 

None

Firmware: 4.02b0005

Hardware: D2

Date: Wed, 22 Mar. 2006

Problems Resolved:

1. Modify DLink banner’s hyperlink to http:\\www.dlink.com.tw.

Enhancements: 

None

Firmware: 4.02b0004

Hardware: D2

Date: Wed, 22 Mar. 2006

Problems Resolved:

1. Add hyperlink www.dlink.com.tw on DLink banner on UI.

2. Change DLink support site link back on UI to “support.dlink.com”.

3. Change default wireless value to: Super G without turbo and Auto channel.

4. Increase UI’s Firmware Upgrade countdown time to 60 seconds.

Enhancements: 

None

Firmware: 4.02b0003

Hardware: D2

Date: Tue, 21 Mar. 2006

Problems Resolved:

1. Change default wireless value to: Super G without turbo and Auto channel

2. Change NTP server description on UI.

3. Disable NTP when NTP is enabled but server name is not specified in the textbox.

4. Change the return page for Firmware Upgrade to countdown page.

5. Remove hyperlink of DLink icon on top of the UI.

6. Change DLink support site link on UI to “www.dlink.com.tw”.

7. Support DCC tool.

Enhancements: 

None

Firmware: 4.02b0002

Hardware: D2

Date: Mon, 27 Feb, 2006

Problems Resolved:

1. UI Home/Wireless: Fixed if check “auto select” box then disable the drop-down list  “channel” 

Enhancements: 

None

Firmware: 4.02b0001

Hardware: D2

Date: Fri, 24 Feb, 2006

Problems Resolved:

1. Modify default SSID : dlink

2. Modify domain name : router.dlink.com

3. UI Home/Wireless: If check “auto select” box then disable the drop-down list  “channel” and SuperG Mode set “Super G without turbo”

4. UI Home/Wireless: If Super G Mode set “Super G with Dynamic turbo” then disable the check box “auto select” and set the drop-down list “channel” is 6

5. UI Home/Wireless: Modify the description “Enabling Extended Range Mode will not allow to disable SSID Broadcast mode”

Enhancements: 

None

Firmware: 4.02b0009

Hardware: D1

Date: Jan 03, 2006

Problems Resolved:

1. Changed version number from v4.01 to v4.02 and the build number starts from 9.

Enhancements: 

None

Firmware: 4.01b0009

Hardware: D1

Date: Jan 02, 2006

Problems Resolved:

1. UI Tools/Misc.: Removed “Non-Standard FTP Port” Option.

2. Modified driver.bld, iniche.bld to improve performance.

3. Default antenna setting is changed to 1 for external antenna.

Enhancements: 

None

Firmware: 4.01b0008

Hardware: D1

Date: Nov 28, 2005

Problems Resolved:

1. Fixed: Device reboots when log message length is too long.

Enhancements: 

None

Firmware: 4.01b0007

Hardware: D1

Date: Nov 25, 2005

Problems Resolved:

1. Adv/Firewall: When ICMP is chosen, port is set to 8.

2. Tools/Misc.: Added Non-standard FTP Port field.

Enhancements: 

None

Firmware: 4.01b0006

Hardware: D1

Date: Nov 24, 2005

Problems Resolved:

1. Fixed Gaming Mode function.

2. Adv/Firewall: Disable port range when ICMP is chosen.

3. Fixed SSID display bug when SSID contains spaces.

4. Fixed host name issue: When host name of length is over 20 characters of client PC, router will reboot. Solution: The maximum character for hostname is increased to 63.

Enhancements: 

None

Firmware: 4.01b0005

Hardware: D1

Date: Nov 11, 2005

Problems Resolved:

1. Fixed DNS check bug on WAN/PPTP.

2. Fixed Virtual Server function.

3. Fixed: Super G Throughput is too low.

Enhancements: 

None

Firmware: 4.01b0004

Hardware: D1

Date: Nov 10, 2005

Problems Resolved:

1. Fixed Server IP empty check on Wizard and regular UI pages of WAN/L2TP, PPTP.

2. Added: When Wireless/WMM function is on, Super G option is disabled.

3. Fixed: Wireless/WEP key display fails when there is “ or ‘ in the key.

Enhancements: 

None

Firmware: 4.01b0003

Hardware: D1

Date: Nov 09, 2005

Problems Resolved:

1. Fixed: When use Clone MAC on pages WAN/PPPoE and BigPond, the connection fails.

2. Fixed Daylight Saving function.

8. Fixed L2TP VPN Pass-through function.

3. Fixed: When set to WAN/L2TP on Wizard, the connection fails.

4. Fixed IP address check and range check on both Wizard and regular UI pages of WAN/L2TP, PPTP.

5. Modified alert message for deleting firewall rules on Home/Firewall page.

6. Fixed DDNS function.

7. Fixed Virtual Server port range conflict check error.

8. Fixed: On WAN/Static page, Cloned MAC isn't saved after Apply is pressed and device restarts.

Enhancements: 

None

Firmware: 4.01b0002

Hardware: D1

Date: Oct 12, 2005

Problems Resolved:

1. Fixed: upgrade rom.bin at backup mode.

Enhancements: 

None

Firmware: 4.01b0001

Hardware: D1

Date: Oct 08, 2005

Problems Resolved:

1. Added L2TP option for VPN Passthrough on Tools/MISC page.

2. Removed “Super G with Static Turbo” option for Super G Mode on Home/Wireless page.

Enhancements: 

This version is for Worldwide IPO. Version number changes to v4.01.

Firmware: 4.00b0006

Hardware: D1

Date: Oct 07, 2005

Problems Resolved:

1. Fixed: UI configuration setup bug due to modification on v4.00b05.

Enhancements: 

None

Firmware: 4.00b0005

Hardware: D1

Date: Oct 06, 2005

Problems Resolved:

1. Driver is modified to allow 1Mb and 2Mb flashes using the same firmware.

Enhancements: 

None

Firmware: 4.00b0004

Hardware: D1

Date: Sep 22, 2005

Problems Resolved:

1. Added Pure Network functions.

Enhancements: 

None

Firmware: 4.00b0003

Hardware: D1

Date: Aug 18, 2005

Problems Resolved:

1.Flash capacity is increased to 2M.

Enhancements: 

None

Firmware: 4.00b0002

Hardware: D1

Date: Aug 11, 2005

Problems Resolved:

1.Fixed wrong SSID issue.

Enhancements: 

None

Firmware: 4.00b0001

Hardware: D1

Date: Aug 09, 2005

Problems Resolved:

Enhancements: 

New DI-624_ar model with cost-down hardware. (UI based on DI-624_ar IPO v2.55b0085)

