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Package Contents

Contents of Package:

mD-Link AirPlus XTREME G+ DI-724P+
High-Speed 2.4GHz Wireless Router

mPower Adapter-DC 5V, 2.0A

B Manual and Warranty on CD

mQuick Installation Guide

mEthernet Cable (All the DI-724P+’s Ethernet ports are Auto-MDIX)

Note: Using a power supply with a different voltage rating than the one included with
the DI-724P+ will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

System Requirements for Configuration:
B Ethernet-Based Cable or DSL Modem

B Computers with Windows, Macintosh, or Linux-based
operating systems with an installed Ethernet adapter

B Internet Explorer Version 6.0 or Netscape Navigator
Version 6.0 and Above



Introduction

The D-Link AirPlus Xtreme G+ DI-724P+ High-Speed Wireless Router is an 802.11g
high-performance, wireless router that supports high-speed wireless networking at
home, at work or in public places.

Unlike most routers, the DI-724P+ provides data transfers at up to 8X (compared to
the standard 11 Mbps) when used with other D-Link AirPlus Xtreme G products. The
802.11g standard is backwards compatible with 802.11b products. This means that you
do not need to change your entire network to maintain connectivity. You may sacrifice
some of 802.11g’s speed when you mix 802.11b and 802.11g devices, but you will not
lose the ability to communicate when you incorporate the 802.11g standard into your
802.11b network. You may choose to slowly change your network by gradually replacing
the 802.11b devices with 802.11g devices .

In addition to offering faster data transfer speeds when used with other 802.11g
products, the DI-724P+ has the newest, strongest, most advanced security features
available today. When used with other 802.11g WPA (WiFi Protected Access) and
802.1x compatible products in a network with a RADIUS server, the security features
include:

WPA *Available around Q4/2003 as a free download.: Wi-Fi Protected Access authorizes
and identifies users based on a secret key that changes automatically at a
regular interval. WPA uses TKIP (Temporal Key Integrity Protocol) to change the
temporal key every 10,000 packets (a packet is a kind of message transmitted
over a network.) This insures much greater security than the standard WEP
security. (By contrast, the older WEP encryption required the keys to be changed
manually.)

For home users that will not incorporate a RADIUS server in their network, the security
for the DI-724P+, used in conjunction with other 802.11g products, will still be much
stronger than ever before. Utilizing the Pre Shared Key mode of WPA, the DI-724P+
will obtain a new security key every time it connects to the 802.11g network. You only
need to input your encryption information once in the configuration menu. No longer
will you have to manually input a new WEP key frequently to ensure security, with the
DI-724P+, you will automatically receive a new key every time you connect, vastly
increasing the safety of your communications.



Connections

All Ethernet Ports (WAN and LAN)
are auto MDI/MDIX, meaning you
can use either a straight-through or
a crossover Ethernet cable.

WAN port

is theconnection for
the Ethernet cable
to theCable or DSL

s ] modem

Pressing the
Reset Button
restores the
router to

its original
factory default
settings.

Printer Port

Most Most printers

will work with this bi-
directional printer port.

If you erience difficulties
with a ltifunctional printer,
please confirm that your
printer is compatible with
a bidirectional port.

LAN ports

provide connections
to Ethernetenabled
devices.

Receptor
for the
Power
Adapter




LEDs

WAN LED

A solid light indi-
cates connection
on the WAN port.
This LED blinks
during data trans-
mission

WLAN LED

A solid light
indicates that the
wireless segment
is ready. This LED
blinks during wire-

less data trans-
mission

s
wireles?
Routef

LOCAL

STATUS NETWORK LED
POWER LED A blinking light A solid light indi-

A solid light in- indicates that the cates a connection
dicates a proper DI-724P+ is ready to an Ethernet-en-

connection to the abled computer on
power supply ports 1-4. This LED
blinks during data

transmission




Features

Fully compatible with the 802.11g standard to provide a wireless data rate of
up to 54Mbps

Backwards compatible with the 802.11b standard to provide a wireless data
rate of up to 11Mbps

WPA*Available around Q4/2003 as a free download. (Wi Fi Protected Ac-
cess) authorizes and identifies users based on a secret key that changes
automatically at a regular interval, for example:

B TKIP (Temporal Key Integrity Protocol), in conjunction with a RADIUS
server, changes the temporal key every 10,000 packets, ensuring
greater security

M Pre Shared Key mode means that the home user, without a RADIUS
server, will obtain a new security key every time the he or she con-
nects to the network, vastly improving the safety of communications
on the network.

802.1x *Available around Q4/2003 as a free download. Authentication in con-
junction with the RADIUS server verifies the identity of would be clients

Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing)

User-friendly configuration and diagnostic utilities

Operates in the 2.4GHz frequency range

Connects multiple computers to a Broadband (Cable or DSL) modem to
share the Internet connection

Advanced Firewall features

W Supports NAT with VPN pass-through, providing added security
W MAC Filtering

M IP Filtering

B URL Filtering

W Domain Blocking
W Scheduling

DHCP server supported enables all networked computers to automatically
receive |IP addresses

Web-based interface for Managing and Configuring

Access Control to manage users on the network

Supports special applications that require multiple connections

Equipped with 4 10/100Mbps Ethernet ports, 1 WAN port, Auto MDI/MDIX
7



Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and
compatible high-speed wireless connectivity within your home, business or public
access wireless networks. D-Link wireless products will allow you access to the data
you want, when and where you want it. You will be able to enjoy the freedom that
wireless networking brings.

AWLAN is a cellular computer network that transmits and receives data with radio signals
instead of wires. WLANSs are used increasingly in both home and office environments,
and public areas such as airports, coffee shops and universities. Innovative ways to
utilize WLAN technology are helping people to work and communicate more efficiently.
Increased mobility and the absence of cabling and other fixed infrastructure have proven
to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless
adapter cards used on laptop and desktop systems support the same protocols as
Ethernet adapter cards.

People use wireless LAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location
within the operating range of the WLAN. Management decisions based on real-time
information can significantly improve worker efficiency.

Low Implementation Costs — WLANs are easy to set up, manage, change
and relocate. Networks that frequently change can benefit from WLANs ease of
implementation. WLANs can operate in locations where installation of wiring may be
impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and
easy and can eliminate the need to pull cable through walls and ceilings. Wireless
technology allows the network to go where wires cannot go - even outside the home
or office.

Scalability — WLANs can be configured in a variety of topologies to meet the needs
of specific applications and installations. Configurations are easily changed and range
from peer-to-peer networks suitable for a small number of users to larger infrastructure
networks to accommodate hundreds or thousands of users, depending on the number

of wireless devices deployed.

Inexpensive Solution - Wireless network devices are as competitively priced as
conventional Ethernet network devices.



Wireless Basics (continued)

Standards-Based Technology
The DI-724P+ Wireless Broadband Router utilizes the new 802.11g standard.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the
data rate up to 54 Mbps within the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you
will be able to transfer large files quickly or even watch a movie in MPEG format over
your network without noticeable delays. This technology works by transmitting high-
speed digital data over a radio wave utilizing OFDM (Orthogonal Frequency Division
Multiplexing) technology. OFDM works by splitting the radio signal into multiple
smaller sub-signals that are then transmitted simultaneously at different frequencies
to the receiver. OFDM reduces the amount of crosstalk (interference) in signal
transmissions.

The DI-724P+ is backwards compatible with 802.11b devices. This means that if you
have an existing 802.11b network, the devices in that network will be compatible with
802.11g devices at speeds of up to 11Mbps in the 2.4GHz range.



Wireless Basics (continued)

Installation Considerations

The D-Link AirPlus Xtreme G+ DI-724P+ lets you access your network, using a wireless
connection, from virtually anywhere within its operating range. Keep in mind, however,
that the number, thickness and location of walls, ceilings, or other objects that the
wireless signals must pass through, may limit the range. Typical ranges vary depending
on the types of materials and background RF (radio frequency) noise in your home or

business. The key to maximizing wireless range is to follow these basic guidelines:

1 Keep the number of walls and ceilings between the DI-724P+ and other
network devices to a minimum - each wall or ceiling can reduce your D-Link
wireless product’s range from 3-90 feet (1-30 meters.) Position your devices
so that the number of walls or ceilings is minimized.

2 Be aware of the direct line between network devices. A wall that is 1.5 feet
thick (.5 meters), at a 45-degree angle appears to be almost 3 feet (1 meter)
thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position
devices so that the signal will travel straight through a wall or ceiling (instead
of at an angle) for better reception.

3 Building Materials can impede the wireless signal - a solid metal door or
aluminum studs may have a negative effect on range. Try to position wireless
devices and computers with wireless adapters so that the signal passes
through drywall or open doorways and not other materials.

4 Keep your product away (at least 3-6 feet or 1-2 meters) from electrical
devices or appliances that generate extreme RF noise.

10



Getting Started

Internét @

._1 L
—_—

=" Printer

pi-724P+ (3

High-Speed 2.4GHz
ngreless Broadband Router

Computer 3
Desktop PC or Laptop
(Wireless Adapter Required)

Computer 1
Desktop PC or Laptop

Computer 2 :

Desktop PC or Laptop
(Wireless Adapter Required)

Please remember that D-Link AirPlus Xtreme G+ wireless devices are pre-configured
to connect together, right out of the box, with their default settings.
For a typical wireless setup at home (as shown above),
please do the following:

You will need broadband Internet access (a Cable or DSL-subscriber line into
your home or office)

@ Consult with your Cable or DSL provider for proper installation of the modem

Connect the Cable or DSL modem to the DI-724P+ Wireless Broadband
Router (see the printed Quick Installation Guide included with your router.)

If you are connecting a desktop computer to your network, install the D-Link
AirPlus Xtreme G+ DWL-G520+ wireless PCI adapter into an available PCI
slot on your desktop computer. You may also install the DWL-520+.

(See the printed Quick Installation Guide included with the network adapter.)

Install the D-Link DWL-G650+ wireless Cardbus adapter into a laptop comput-
er. (See the printed Quick Installation Guide included with the DWL-G650+.)

Install the D-Link DFE-530TX+ adapter into a desktop computer. The four Eth-
ernet LAN ports of the DI-724P+ are Auto MDI/MDIX and will work with both
Straight-Through and Cross-Over cable.

(See the printed Quick Installation Guide included with the DFE-530TX+.)

Connect your printer to the printer port on the DI-724P+. Please refer to
the quick installation guide for loading the print server software.
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Using the Configuration Menu

Whenever you want to configure your network or the
DI-724P+, you can access the Configuration Menu by
opening the web-browser and typing in the IP Address
of the DI-724P+. The DI-724P+ default IP Address is

shown at right:
B Open the web browser

m Type in the IP Address of
the Router (http://192.168.0.1)
Note: if you have changed the default IP Address assigned to
the DI-724P+, make sure to enter the correct IP Address.
m Type admin in the User
Name field
m Leave the Password blank
m Click OK

Home > Wizard

D-Link

BunaIng Networks 1or Feople

File Edit Wiew Favorikes Tools

eBack'\._/J \ﬂ@{h4

Address | @] htp://192.168.0.1

Help

“AirPlus S
High-Speed 2.4GHz Wireless Router

"W Advanced  Tools  Status Help
.

DI-724P+ |

Provider). The DI-T24P+'s easy setup will allow you to have Internet
=l
il
“Airl
= v/ Uus G_'_.-.

High-Speed 2.4GHz Wireless Router

. Home [LUUFELTLTI Tools Status Help
The Home>Wizard pizdce ) Setumnzars
Screen Wi” appear- V The DI-724P+_is an Ethemet.wireless Router.idealf.orho.me networking
Please refer to the — Sennigure the DrT24T+ vo sonmact v your 19F fitorme Seras
Quick Installation - AR e s e
Gu_lg f h configure the DI-T24P+.
uide for more in-
H H WAN
formation regarding — Fun zand
the Setup Wizard. e o
oo

These buttons ap-
pear on most of the
configuration screens
in this section. Please
click on the appropriate
button at the bottom of
each screen after you
have made a configu-
ration change.

e io [o i@

ooy ol el s iasamppes-- TROE: 0 heerpoeimper

i ol sl i oy imsaetes- e o Cgee

Lo Hellpsall Beng o bl oo mesoescngy s page

i Bkt el o e e S B i o
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Using the Configuration Menu (continued)

Home > Wireless

D-Link

Bulking Networks for Peopie

=AirPlus =

EME |
High-Speed 2.4GHz Wireless Router
Home [UVEDLTLD RS 215 Status Help
DI-724P+L
‘ These are the wireless settings for the AP(Access Paint) portion
Network ID(SS5ID)  [defauit
WEP @ Enabled ¢ Disabled
Wireless WEP Encryption EiEl =
- WEP Key 1 & [I1r1111111
Key2 € [
LAN Key3 C [
Keyd € [
Input 10 HEX characters (HEX is 0~8, A~F, or a~f)
€ Enahled @ Disabled
Egrfg“{ﬁ“”” R&Y  Length © B4 bits © 128 bits © 258 bits
Lifetime [5 Minutes =
RADIUS Server 1 IP
SSID- Service Set Identifier (SSID) is the name designated for a spe-

cific wireless local area network (WLAN). The SSID’s factory
default setting is default. The SSID can be easily changed to
connect to an existing wireless network or to establish a new
wireless network.

Channel- 6 is the default channel. All devices on the network must share
the same channel. (Note: The wireless adapters will automati-
cally scan and match the wireless setting.)

WEP- Wired Equivalent Privacy (WEP) is a wireless security proto-
col for Wireless Local Area Networks (WLAN). WEP provides
security by encrypting the data that is sent over the WLAN.
Select Enabled or Disabled. Disabled is the default setting.
(Note: If you enable encryption on the DI-724P+ make sure to
also enable encryption on all the wireless clients or wireless
connection will not be established.)

WEP Encryption- Select the level of encryption desired: 64-bit, 128-bit, or 256-bit.

Key Type- Select HEX or ASCII
Keys 1-4- Input up to 4 WEP keys; select the one you wish to use.
Auto-reconnect If enabled, the device will automatically connect to your ISP after

your unit is restarted or when the connection is dropped.

13



Using the Configuration Menu (continued)

Dynamic
IP Address-

Host Name-

MAC Address-

Clone
MAC Address-

Primary/
Secondary DNS
Address-

MTU-

Home > WAN > Dynamic IP Address

=T .3 - -
D Link AirgPlus
High-Speed 2.4GHz Wireless Router
Home [UVFETTET RS O Status Help
DI-724P+ l
v Please select the appropriate option to connect to your ISP
& Dynamic IP Address  Choose this option to obtain an IP address
e automatically from your ISP. (For most Cable
el modemn users)
¢ Static IP Address Choose this option to set static IP information
provided to you by your ISP
© PPPoE Choose this option if your ISP uses PPPoE. (For
il most DSL users)
¢ Others PPTP and BigPond Cahble
LAN
Host Narme (Optional)
——
MAC Address FF JFF _JFF JFF [FFJFF
Clone MAC Address
Primary DNS Address 0.0.00
Secondary DNS Address  |0.0.0.0
MTU 1500
Auto-reconnect @ Enabled © Disabled

Choose Dynamic IP Address to obtain IP Address information
automatically from your ISP. Select this option if your ISP does
not give you any IP numbers to use. This option is commonly
used for Cable modem services.

The Host Name is optional but may be required by some ISPs.
The default host name is the device name of the Router and
may be changed.

The default MAC Address is set to the WAN’s physical interface
MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by
your ISP.

The default MAC address is set to the WAN’s physical interface
MAC address on the Broadband Router. You can use the “Clone
MAC Address” button to copy the MAC address of the Ethernet
Card installed by your ISP and replace the WAN MAC address
with the MAC address of the router. It is not recommended
that you change the default MAC address unless required by
your ISP.

Enter a DNS Address if you do not wish to use the one
provided by your ISP.

Enter an MTU value only if required by your ISP. Otherwise,
leave it a the default setting. 14



Using the Configuration Menu (continued)

Static IP Address-

IP Address-

Subnet Mask-

ISP
Gateway Address-

Primary
DNS Address-

Secondary
DNS Address-

MTU-

Home > WAN > Static |IP Address

Bullamg Networks for Peapie

D-Link =7V
AII", Pﬁ |l.é;ﬂw il
High-Speed 2.4GHz Wireless Router

Home [LUUET -1 S W11 E Status Help
DI-724P+ l

Please select the appropriate option to connect ta your ISP

¢ Dynamic IP Address  Choose this option to obtain an IP address
automatically from your ISP. (For most Cable

b madem users)

LE¢

& Static IP Address Choose this option to set static IP information
Wireless provided to you by your ISP
« PPFPoE Choase this option if your ISP uses PPPoE. (For
sy rmost DSL users)
« Others PPTF and BigPond Cable
LAN Static IP Address
e IP Address 0.00.0
DHCP
Suhnet Mask [255.255.255.0

ISP Gateway Address IW
Primary DN3S Address W
Secondary DMNS Address W
MTU [

@ 0 0O

Apply Cancel Help

Choose Static IP Address if all WAN IP information is provided
to you by your ISP. You will need to enter in the IP address,
subnet mask, gateway address, and DNS address(es) provided
to you by your ISP. Each IP address entered in the fields must
be in the appropriate IP form, which are four octets separated
by a dot (x.x.x.x). The Router will not accept the IP address if
it is not in this format.

Input the public IP Address provided by your ISP

Input your Subnet mask. (All devices in the network must have
the same subnet mask.)

Input the public IP address of the ISP to which you are
connecting

Input the primary DNS (Domain Name Server) IP address
provided by your ISP

This is optional

Enter an MTU value only if required by your ISP. Otherwise,
leave it at the default setting. 15



Using the Configuration Menu (continued)

Please be sure
to remove

any existing
PPPoE cli-

ent software
installed on your
computers.

Choose PPPoE (Point
to Point Protocol over
Ethernet) if your ISP
uses a PPPoE con-
nection. Your ISP will
provide you with a
username and pass-
word. This option
is typically used for
DSL services. Select
Dynamic PPPoE to
obtain an IP address
automatically for your
PPPoE connection.
Select Static PPPoE
to use a static IP
address for your PP-
PoeE connection.

PPPOE-

User Name-

Retype Password-

Service Name-
IP Address-

Primary DNS
Address-

Secondary DNS
Address-

Home > WAN > PPPoE

D-Link

BUIGMG NETWOrKS 10 PEOpIE

“AirrPlus =
ene =+
High-Speed 2.4GHz Wireless Router

Home [UUETLUI-T S 1. 1E Status Help

DI-724P+ l

Flease select the appropriate option to connect ta your ISP

¢ Dynamic IP Address  Choose this option to obtain an IP address
autornatically from your ISP. (For most Cahble
madem users)

Choose this option to set static IP information
provided to you by your ISP

Choose this option if your ISP uses PPPoE. (Far
most DSL users)

PFTF and BigPond Cable

Wizard

 Static IP Address
Wireless
@ PPPoE

WA  Others

N
& Dynamic PPPoE € Static PPPoE
l—
Im—
Im—
[ (optiona
ID— Minutes

[fam

il

Sl Uszer Mame

Password

Retype Password
Service Name

IP Address

Primary ONS Address
Secaondary ONS Address
Maximum Idie Time

MTU

Choose this option if your ISP uses PPPoE. (Most DSL users
will select this option.)

Dynamic PPPoE- receive an IP Address automatically from
your ISP.
Static PPPoE-you have an assigned (static) IP Address.

Your PPPoE username provided by your ISP.

Re-enter the PPPoE password

Enter the Service Name provided by your ISP (optional).

This option is only available for Static PPPoE. Enter the static
IP Address for the PPPoE connection.

Primary DNS IP address provided by our ISP

This option is only available for Static PPPoE. Enter the static
IP Address for the PPPoE connection.

(Continued on the next page)
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Using the Configuration Menu (continued)
Home > WAN > PPPoE continued

Maximum Idle
time

MTU (Maximum
Transmission
Unit)

Auto-reconnect-

The amount of time of inactivity before the device will disconnect
your PPPoE session. Enter a Maximum Idle Time (in minutes)
to define a maximum period of time for which the Internet con-
nection is maintained during inactivity. If the connection is in-
active for longer than the defined Maximum Idle Time, then the
connect ion will be dropped. Either set the value for idle time to
zero or enable Auto-reconnect to disable this feature.

You may need to change the MTU setting to conform to your
ISP. The default setting is 1492.

If enabled, the device will automatically connect to your ISP after
your unit is restarted or when the connection is dropped.

Home > LAN

D-Link

Buliiing Networks for People

:;4”595 lus e

High-Speed 2.4GHz Wireless Router

Home [UIUETLED] Tools Status Help
DI-724P+ l 3

6’/' The IP address of the DI-724P+.

IP Address 132.168.0.1
Subnet Mask [255.255.266.0

Domain Name
== | =
= oy et

LAN

el

LAN is short for Local Area Network. This is considered your internal network. These are
the IP settings of the LAN interface for the DI-724P+. These settings may be referred to
as Private settings. You may change the LAN IP address if needed. The LAN IP address
is private to your internal network and cannot be seen on the Internet.

IP Address-

Subnet Mask-

Local Domain-

The IP address of the LAN interface. The default IP address
is: 192.168.0.1

The subnet mask of the LAN interface.
The default subnet mask is 255.255.255.0

This field is optional. Enter in the local domain name.

17



Using the Configuration Menu (continued)

Home > DHCP

D-Link

— 7
e AiPlus
High-Speed 2.4GHz Wireless Router
LT Advanced  Tools Status Help
DI-724P+ l
The D-724P+ can he setup as a DHCP Server to distribute IP addresses to the
v LAN network
DHCP Server & Enabled € Disabled
Starting IP Address 182.168.0 100
Ending IP Address 192.168.0 198
Lease Time 1TWEEK =
WAN
LAN Static DHCF is used to allow DHCP server to assign same P to specific MAC

address

DHEE) © Enabled © Disabled

Name
I Address 192.168.0 |

MAC Address e - 2 5 g
DHCP Client [~ select ans - =] [Glone |
F va F .Y

DHCP stands for Dynamic Host Control Protocol. The DI-724P+ has a built-in DHCP
server. The DHCP Server will automatically assign an IP address to the computers on
the LAN/private network. Be sure to set your computers to be DHCP clients by setting
their TCP/IP settings to “Obtain an IP Address Automatically.” When you turn your
computers on, they will automatically load the proper TCP/IP settings provided by the
DI-724P+. The DHCP Server will automatically allocate an unused IP address from the
IP address pool to the requesting computer. You must specify the starting and ending
address of the IP address pool.

DHCP Server- Select Enabled or Disabled. The default setting is Enabled.
Starting

IP Address- The starting IP address for the DHCP server’s IP assignment
Ending

IP Address- The ending IP address for the DHCP server’s |IP assignment
Lease Time- The length of time for the IP lease. Enter the Lease time. The

default setting is one hour

18



Using the Configuration Menu (continued)

Advanced > Virtual Server

D-Link mir} PE lus —
ulnamg el or Peopl E
High-Speed 2.4GHz Wireless Router
DI-724P+ i m Advanced BRI Status Help

Virtual Server is used to allow Internet users access to LAN services

¢

 Enabled @ Disahled

Virtual Server Narne I
o I T T
Application Pratocol Type  [TCP =

Private Port
Public Part

Filter

=
|
€ From  Time |00 =]:[00 =|Ta |00 =]-00 =
= " o i
Apply Cancel Help
=l
Mame Private IP Frotocol Schedule
pmz I virtual Server FTP 0.0.0.0 TGP 21/21 always EL]
I virtual Server HTTP - 0000 TCPEO/ED ahways [ER]
.
I Virtual Server HTTPS  0.0.0.0 Ig' M3 hways )]
I virtual Server DNS — 0.0.0.0 UDF 83/ 53 ahways =N
I virtual Server SMTP 0.0.0.0 TCP 2525 always [ il

The DI-724P+ can be configured as a virtual server so that remote users accessing
Web or FTP services via the public IP address can be automatically redirected to
local servers in the LAN (Local Area Network).

The DI-724P+ firewall feature filters out unrecognized packets to protect your LAN
network so all computers networked with the DI-724P+ are invisible to the outside
world. If you wish, you can make some of the LAN computers accessible from the
Internet by enabling Virtual Server. Depending on the requested service, the DI-
724P+ redirects the external service request to the appropriate server within the LAN

network.

The DI-724P+ is also capable of port-redirection meaning incoming traffic to a
particular port may be redirected to a different port on the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the
Virtual Servers List. There are pre-defined virtual services already in the table. You
may use them by enabling them and assigning the server IP to use that particular
virtual service.

19



Using the Configuration Menu (continued)

Advanced > Virtual Server continued

Virtual Server-
Name-

Private IP-

Protocol Type-

Private Port-

Public Port-

Schedule-

Example #1:

Select Enabled or Disabled
Enter the name referencing the virtual service

The server computer in the LAN (Local Area Network) that will
be providing the virtual services.

The protocol used for the virtual service

The port number of the service used by the Private IP com-
puter

The port number on the WAN (Wide Area Network) side that
will be used to access the virtual service.

The schedule of time when the virtual service will be enabled.
The schedule may be set to Always, which will allow the
particular service to always be enabled. If it is set to Time,
select the time frame for the service to be enabled. If the
system time is outside of the scheduled time, the service will

be disabled.

If you have a Web server that you wanted Internet users
to access at all times, you would need to enable it. Web

(HTTP) server is on LAN (Local Area Network) computer
192.168.0.25. HTTP uses port 80, TCP.

Name: Web Server

Private IP: 192.168.0.25

Protocol Type: TCP

Private Port: 80

Public Port: 80

Schedule: always

20



Using the Configuration Menu (continued)

Advanced > Virtual Server continued

Witlual Seewrs Lisd
Hair s Himvafe IH Hrodocol T =1 [
Aol Seean HE P 147 THR [ A [ AL | o 1o |

}" 7? Click on this icon to edit the virtual service

-rsll Click on this icon to delete the virtual service
a

Example #2:

If you have an FTP server that you wanted Internet users to access by WAN port
2100 and only during the weekends, you would need to enable it as such. FTP
server is on LAN computer 192.168.0.30. FTP uses port 21, TCP.

Name: FTP Server
Private IP: 192.168.0.30
Protocol Type: TCP
Private Port: 21

Public Port: 2100

Schedule: From: 01:00AM to 01:00AM, Sat to Sun

All Internet users who want to access this FTP Server
must connect to it from port 2100. This is an example of
port redirection and can be useful in cases where there
are many of the same servers on the LAN network.
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Using the Configuration Menu (continued)
Advanced > Applications

D-Link

BulKIMg Netwarks 1r Peopie

DI-724P+ i

Virtual Server

Application

Filter

Firewall

DDNS

Routing

DMZ

Performance

[EEEEDE

-AirPlus 2
Xrrene
High-Speed 2.4GHz Wireless Router

| Home W YIZTYTYR Tools Status

Help

Special Application is used to run applications that require multiple connections
@ Enabled © Disabled
Mame |
Trigger Port =
Trigger Type TCP =
Public Ports |
Public Type TCP [=
Apply Cancel Help
: MName : Trigger Public Port
I~ Battle.net 5112 5112 [ il
I Dialpad 7178 5120051201 51210 [EX]
2000-2038,2050- ,,,
I Ll 2051,2060,2085,3010-3020 el
] yf’nﬁeam‘”g 47624 2300-2400,28500-29000 E47)
7 PC-to-Phone 12063 1212012122 24160-24220 [0
I GQuick Time 554 BO70-BAGE EXi}
DAVC-1000 1
B ey 1720 15328-15333 El)

Some applications require multiple connections, such as Internet gaming, video
conferencing, Internet telephony and others. These applications have difficulties
working through NAT (Network Address Translation). Special Applications makes
some of these applications work with the DI-724P+. If you need to run applications
that require multiple connections, specify the port normally associated with an
application in the “Trigger Port” field, select the protocol type as TCP or UDP, then
enter the public ports associated with the trigger port to open them for inbound traffic.

The DI-724P+ provides some predefined applications in the table on the bottom of
the web page. Select the application you want to use and enable it.

Note! Only one PC can use each Special Application tunnel.

Name:

Trigger Port:

Trigger Type:
Public Port:

Public Type:

This is the name referencing the special application.

This is the port used to trigger the application. It can be either
a single port or a range of ports.

This is the protocol used to trigger the special application.

This is the port number on the WAN side that will be used

to access the application. You may define a single port or a
range of ports. You can use a comma to add multiple ports or
port ranges.

This is the protocol used for the special application.
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Using the Configuration Menu (continued)

Advanced > Filters > IP Filters

Bulhdmg Networks for Feople

D-Link -AirrPlus
IEME

High-Speed 2.4GHz Wireless Router

ST Advanced IRITIE Status Help

DI-724P+ l

Filters are used to allow or deny LAM users from accessing the Internet.
& |P Filters € URL Blocking
WA Filters € Dormain Blocking

Virtual Server

== Use IP Filters to deny LAM IP addresses access to the Internet
Application

" Enahbled © Disabled

Filter
IP Address | =
= |
Protocol TcF B
- Schedule © Always
_ © From  Time |00 =]-|o0 =170 Joo =1 fo0 =]
=l 2909
Apply Cancel Help
™ bmz o ey
IP Range Protocal Schedule
T -
Performance O TCP 20-21 always fill
- TCP 80 always R
[ S TCP 443 always ]
|| * [Ninl=N=t! abnsm e [ Tl

Filters are used to deny or allow LAN (Local Area Network) computers from accessing
the Internet. The DI-724P+ can be setup to deny internal computers by their IP or MAC
addresses. The DI-724P+ can also block users from accessing restricted web sites.

IP Filters: Use IP Filters to deny LAN IP addresses from accessing the
Internet. You can deny specific port numbers or all ports for
the specific IP address.

IP: The IP address of the LAN computer that will be denied
access to the Internet.

Port: The single port or port range that will be denied access to the
Internet.

Protocol Type: Select the protocol type

Schedule: This is the schedule of time when the IP Filter will be
enabled.
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Using the Configuration Menu (continued)

Advanced > Filters > URL Blocking
D-Link

BulKImg Networks for Peaple

DI-724P+ l

Virtual Server

af

Application

Filter

Firewall

DDNS

Ll

DMz

Performance

[

-AirPlus =
Xrrenmelo+
High-Speed 2.4GHz Wireless Router

m Advanced | upl b Status Help

Filter
Filters are used to allow or deny LAN users from accessing the Internet.
€ P Filters  # URL Blocking

© MAC Filters ¢ Dornain Blocking

URL Blocking
Block those URLs which contain keywards listed below.

© Enabled & Disabled

- Empty -

DELETE

@ O 0O

Apply Cancel Help

URL Blocking is used to deny LAN computers from accessing specific web sites

by the URL. A URL is a specially formatted text string that defines a location on

the Internet. If any part of the URL contains the blocked word, the site will not be
accessible and the web page will not display. To use this feature, enter the text string
to be blocked and click Apply. The text to be blocked will appear in the list. To delete

the text, just highlight it and click Delete.

Filters-

URL Blocking-

Keywords-

Select the filter you wish to use; in this case, URL Blocking
was chosen.

Select Enabled or Disabled.

Block URLs which contain keywords listed below.
Enter the keywords in this space.
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Using the Configuration Menu  (continued)
Advanced > Filters > MAC Filters

D-Link

Bulkding Networks for People

DI-724P+ l

Virtual Server

10f

Application
Filter
J Firewall
SNMP

DDNS

Routing

-}
=
N

L

Performance

i

-AirPlus =
Yorerelo'+
High-Speed 2.4GHz Wireless Router

m Advanced il M Status Help

Filter

Filters are used to allow or deny LAM users fram accessing the Internet
P Filters ¢ URL Blocking
& WMAC Filters ¢ Domain Blocking

MAC Filters

Use MAC address to allow or deny computers access ta the netwark

& Dizabled MAC Filters
 Only allow computers with MAC address listed below to access the

network
¢ Only deny computers with MAC address listed below to access the
network
Marme |
MAC Address | .I _| _| _| _|
DHCP C\iEﬂtI-- select ane -- ;l Clone |

@ 9 0

Apply Cancel Help

MAC Filter List

MName MALC Address

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network)
computers by their MAC addresses from accessing the Network. You can either manually
add a MAC address or select the MAC address from the list of clients that are currently

connected to the Broadband Router.

Filters-

MAC Filters-

Name-
MAC Address-

DHCP Client-

Select the filter you wish to use; in this case, MAC filters was
chosen.

Choose Disable MAC filters; allow MAC addresses listed below;
or deny MAC addresses listed below.

Enter the name here.

Enter the MAC Address.

Select a DHCP client from the pull-down list; click Clone to copy
that MAC Address.
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Using the Configuration Menu (continued)
Advanced > Filters > Domain Blocking

D-Link

Buliing Networks for People

DI-724P+ l

Virtual Server

LE€

Application

Filter

BT Advanced

Filter

m::ipﬁ |L5' el

High-Speed 2.4GHz Wireless Router

Tools

Status

Filters are used to allow or deny LAN users fram accessing the Internet

 |P Filters

" URL Blocking

WAL Filters @ Domain Blocking

Domain Blocking
& Disabled

© Allew users to access all domains except "Blocked Domains".

© Denyusers to access all domains except "Permitted Domains”.

Help

Firewall Permitted Domains
DELETE
Blocked Domains
™ omz CEmpry-
A a M

Domain Blocking is used to allow or deny LAN (Local Area Network) computers from
accessing specific domains on the Internet. Domain blocking will deny all requests to
a specific domain such as http and ftp. It can also allow computers to access specific

sites and deny all other sites.

Filters- Select the filter you wish to use; in this case, Domain Blocking

. . was chosen.
Domain Blocking-

Disabled- Select Disabled to disable Domain Blocking
Allow- Allows users to access all domains except Blocked Domains
Deny- Denies users access to all domains except
Permitted Domains
Permitted
Domains- Enter the Permitted Domains in this field

Blocked Domains- Enter the Blocked Domains in this field
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Using the Configuration Menu (continued)

Advanced > Firewall

D-Link

Bulmg Networks for Peopie

ArPlus
ENE

High-Speed 2.4GHz Wireless Router

[ Home W UFIITERE Tools Status  Help

Firewall Rules
Firewall Rules can be used to allow ar deny traffic from passing through the D-
24P+

DI-724P+ l

=
=
il

© Enabled ¢ Disabled

MName

Virtual Server

Application Action € Allow € Deny
Interface |P Start IP End Protocol  Port Range
Filter Source [* =] I
Destination [+ =] | [ [ter =] l__l—
Firewall Schedule € Abways
 From T\mE,EI 00 = TDIE”E[
i day[Sun =] ta[Sun =]
DDNS a J o

Apply Cancel Help
Routing

ActionName Source Destination Frotocol

il

N

= Allow ’S!ftw PN WAN e Loz es0ticMer 2

Pert LAN - B
W Deny! Defalk : o280 W
I Allow Default LANT F-18216801 77 £}

Firewall Rules is an advanced feature used to deny or allow traffic from passing
through the DI-724P+. It works in the same way as IP Filters with additional settings.
You can create more detailed access rules for the DI-724P+. When virtual services
are created and enabled, it will also display in Firewall Rules. Firewall Rules contain
all network firewall rules pertaining to IP (Internet Protocol).

In the Firewall Rules List at the bottom of the screen, the priorities of the rules are
from top (highest priority) to bottom (lowest priority.)

Note:
The DI-724P+ MAC Address filtering rules have precedence over the Firewall Rules.

Firewall Rules- Enable or disable the Firewall

Name- Enter the name

Action- Allow or Deny

Source- Enter the IP Address range

Destination- Enter the IP Address range; the Protocol;

and the Port Range

Schedule- Select Always or enter the Time Range.
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Using the Configuration Menu (continued)

Advanced > SNMP

D-Link ArRlus

BukIIng Nerworks for Feopie = G"m
High-Speed 2.4GHz Wireless Router

I l F Advanced [R{CTIH Status Help

Use Simple Metwark Management Protocol(SNMP) for DI-7 24P+ management
purposes

SNMP Local & Enabled € Disabled
SNMP Remaote € Enabled & Disabled

Get Community public
Set Community private

Virtual Server

Application

DERES

Filter IP1
P2
Firewall
IP3
sNmPp P4
SNMP Versian CY1OVIe
DDNS
@ © 0O
Routing Apply Cancel Help

DMz

LEEE

Performance

SNMP (Simple Network Management Protocol) is a widely used network monitoring
and control protocol that reports activity on each network device to the administrator
of the network. SNMP can be used to monitor traffic and statistics of the DI-724P+.
The DI-724P+ supports SNMP v1.

Get Community- Enter the password public in this field to allow "Read only" ac-
cess to network administration using SNMP. You can view the
network, but no configuration is possible with this setting.

Set Community- Enter the password private in this field to gain "Read and Write"
access to the network using SNMP software. The administrator
can configure the network with this setting.
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Using the Configuration Menu (continued)

Advanced > DDNS

D-Link

BulKIng Networks for Peopie

“ArRPlus =
WEAJEGI-
High-Speed 2.4GHz Wireless Router

m Advanced BRCTIERGEE Help
D[—724F'+i

Dyhamic DNS
Use Dynamic DMS if you want to use your DONS account

DDNS @ Disabled ¢ Enabled
Virtual Server Provider DynDMS. org(Dynamic) =

Host Name: |

il Username fE-mail |

Fassword / Key |
Filter

Firewall a 8 o

Apply Cancel Help

COREES

SNMP

Routing

i

(M4

Performance

Users who have a Dynamic DNS account may use this feature on the DI-724P+

Provider-
Host name-

Username/E-mail-

Password/Key-

Select from the list of DDNS servers available.

Enter in your DDNS account host name.
Enter in your DDNS account username.

Enter in your DDNS account password.

29



Using the Configuration Menu (continued)

Advanced > Routing

D-Link

Buliimg Networks for People

-AirPlus
IEME,

High-Speed 2.4GHz Wireless Router
ool m Advanced [T ERRCTETOE Help
-~ +
l Routing Table
q - Use the Routing Table for routing purposes within your local network.

ID  Destination Subnet Mask Gateway Hop Enable
e [ e e e e

2| I I =
= | c—r——F -
B | — ——

5 | I I -
=l | -
— [ I I m
—
=l o o

3
Routing Apply Cancel Help
—

DMZ

Performance

[

Static routes can be added if you require specific routes within your internal network.
These routes will not apply to the WAN (Internet) network.

Destination- Enter in the IP of the specified network that you want to access
using the static route.

Subnet Mask- Enter in the subnet mask to be used for the specified net-

Gateway- Enter in the gateway IP address to the specified network.

Hop- Enter in the amount of hops it will take to the specified net-

Enable- Select this option for the specified static route to take effect.
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Using the Configuration Menu (continued)

Advanced > DMZ

D-Link “AirPlus
BulING NEtWorks or Peopie xn EG'-
High-Speed 2.4GHz Wireless Router
QLTI Advanced RCTIE Status  Help
DI-724P+ l i

DMZ{Demilitarized Zone) is used to allow a single computer on the LAN to be
exposed to the Internet.

Virtual Server € Enabled & Disahled

IF Address 192 1ga0]
Application
@ O O

Filter Apply Cancel Help

[ ik

Firewall

DDNS

Routing

Performance

il

If you have a client PC that cannot run Internet applications properly from behind the
DI-724P+, then you can set the client up for unrestricted Internet access. It allows a
computer to be exposed to the Internet. This feature is useful for gaming purposes.
Enter the IP address of the internal computer that will be the DMZ host. Adding a
client to the DMZ (Demilitarized Zone) may expose your local network to a variety of
security risks, so only use this option as a last resort.

DMZ- Enable or Disable the DMZ. The DMZ (Demilitarized Zone)
allows a single computer to be exposed to the internet. By
default the DMZ is disabled.

IP Address- Enter the IP Address of the computer to be in the DMZ
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Using the Configuration Menu (continued)

Wireless
Performance-

Displayed in this win-
dow are the Wireless
Performance features
for the Access Point

portion of the DI-724P+.

Beacon Interval-

RTS Threshold-

Fragmentation-

DTIM interval-

Authentication
Type

8X Mode-

Mixed Mode-

Advanced > Performance

—AerIuE'sw o

High- Speed 2.4GHz Wireless Router
Status Help

Buncng fetworss or pecpl

m Advanced

These ae the Wireless Peromance featr es for the AP(Accs

[i60 (msec, range:1~1000, default: 100)
g (range: 1~B5535, defauit: 3)

TX Rates [Auto =l (vbps)

Wireless Mode @ mixed mode € G mode

Authentication Type ¢ Open System € Shared Key @ Both
SSID broadcast @ Enable € Disable

8X Mode

Tools

s Point) portion

n Interval
DTIM Interval

@ Enable C Disable

@ © O

Apply Cancel Help

Beacons are packets sent by an Access Point to synchronize
a wireless network. Specify a value. 100 is the default setting
and is recommended.

This value should remain at its default setting of 2432. If incon-
sistent data flow is a problem, only a minor modification should
be made.

The fragmentation threshold, which is specified in bytes,
determines whether packets will be fragmented. Packets
exceeding the 2346 byte setting will be fragmented before
transmission.2346 is the default setting

(Delivery Traffic Indication Message) 3 is the default setting. A
DTIM is a countdown informing clients of the next window for
listening to broadcast and multicast messages.

For added security on the wireless network, when enabling
Encryption, the Authentication type can also be selected. If
Shared Key is selected, the Access Point will not be seen on
the wireless network except to the wireless clients that share the
same WEP key with MAC Addresses allowed access as speci-
fied in Filter Lis t. If Open System is chosen, only the wireless
clients with the same WEP key will be able to communicate on
the wireless network, but the Access Point will be visible to all
devices on the network. The default value for Authentication is
set to "Auto".

By activating this mode, the device can transmit and receive
data up to eight (8) times of the 802.11b speed with a similar
8X device.

This mode support all range of data transmission and receiving
mode, including 802.11b, 802.11b+, 802.11g and 802.11g+ .

32



Using the Configuration Menu (continued)

Tools> Admin

D-Link
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| Home  Advanced Tools Status Help
DI-724P+ l

Administrators can change their login passwaord

¢

Administrator (The Login Name is "admin®)

Admin Mew Password [
Reconfirm  Password [

User (The Login name is "user")
Systom Mew Password [
Reconfirm  Passward [~

Time

il

Firmware

Misc Let administrator perform administration task fram remate host.

[

" Enabled & Disakled
IP Address [0.0.0.0
Port |8080 =

@ © O

Apply Cancel Help

At this page, the DI-724P+ administrator can change the system password. There are
two accounts that can access the Broadband Router’'s Web-Management interface.
They are admin and user. Admin has read/write access while user has read-only ac-
cess. User can only view the settings but cannot make any changes.

Administrator- admin is the Administrator login name
Password- Enter the password and enter again to confirm
User- user is the User login name

Password- Enter the password and enter again to confirm

Remote Management- Remote management allows the DI-724P+ to be configured
from the Internet by a web browser. A username and password is still required to ac-
cess the Web-Management interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator tasks. This feature enables you
to perform Administrator tasks from the remote (Internet) host.

IP Address- The Internet IP address of the computer that has access to the Broad-
band Router. If you input an asterisk (*) into this field, then any computer will be able
to access the Router. Putting an asterisk (*) into this field would present a security risk
and is not recommended.

Port- The port number used to access the Broadband Router.
Example- http://x.x.x.x:8080 where x.x.x.x is the WAN IP address of the Broadband
Router and 8080 is the port used for the Web-Mangement interface.
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Using the Configuration Menu (continued)

Time Zone-

Default
NTP Server-

Set the Time-

Tools > Time

D-Link

Bulig Networks for People

-AirrPlus
IEME,
High-Speed 2.4GHz Wireless Router

“ Hme Advanced Tools E i_E H m [ .‘
DI-724P+ l

Time
Set the DI-724P+ systemn time.
Device Time : Fri Oct 17 00:15:10 2003

0f

& Enahble NTF
Admin Default
NTP | (Optional)
Server
T
tic.: ;ﬂr;; [{GMT-08.00)Paciic Time (US & Canada) =l

System
© Set Device Date and Time

Firmware Year: |2003 =] Month: |Oct x| Day |17 =
Huur.,@ Minute l@ Second: [00 =

i

M

lisc

@ © 0

Apply Cancel Help

Select the Time Zone from the pull-down menu.

NTP is short for Network Time Protocol. NTP synchronizes
computer clock times in a network of computers.
This field is optional.

To manually input the time, enter the values in these fields for the
Year, Month, Day, Hour, Minute, and Second. Click Set Time.
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Using the Configuration Menu (continued)

Tools > System

D-Link
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IEME
High-Speed 2.4GHz Wireless Router

Tools Status Help

DI-724P+
System Settings
v Save Settings Ta Local Hard Drive
Backup Setting |
T
Admin
- Load Settings From Local Hard Drive
3 | Erowse... |
Lo
System Restore To Factory Default Settings
Reset to Default
Firmware

= =

The current system settings can be saved as a file onto the local hard drive. The saved
file or any other saved setting file can be loaded back on the Broadband Router. To
reload a system settings file, click on Browse to browse the local hard drive and locate
the system file to be used. You may also reset the Broadband Router back to factory
settings by clicking on Restore.

Save Settings to
Local Hard Drive-  Click Save to save the current settings to the local Hard Drive

Load Settings from
Local Hard Drive- Click Browse to find the settings, then click Load

Restore to Factory

Default Settings- Click Restore to restore the factory default settings
35



Using the Configuration Menu (continued)

Tools > Firmware

D-Link “AirPlus
L eop! =
High-Speed 2.4GHz Wireless Router

Tools Status  Help

There may be new firmware for your DF724P+ to improve functionality and
performance.

The upgrade procedure takes about 20 seconds. Motel Do not power off the unit
when itis being upgraded. VWhen the upgrade is done successfully, the unit wil
he restarted autormatically.

' Home Advanced

Ipgrade

DI-724P+ l

Admin

Current Firmware Version: 1.00
Time Firmware Date: Thu, Sep 25 2003

I Browse...l
System
= 9 90O

Apply Cancel Help

{113

L

Misc

You can upgrade the firmware of the Router here. Make sure the firmware you want
to use is on the local hard drive of the computer. Click on Browse to browse the local
hard drive and locate the firmware to be used for the update. Please check the D-Link
support site for firmware updates at http://support.dlink.com or global websites. You
can download firmware upgrades to your hard drive from the D-Link support site.

Firmware Upgrade- Click on the link in this screen to find out if there is an up-
dated firmware; if so, download the new firmware to your hard

Browse- After you have downloaded the new firmware, click Browse in

this window to locate the firmware update on your hard drive.
Click Apply to complete the firmware upgrade.
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Using the Configuration Menu (continued)

Ping Test-

Restart
Device-

Block
WAN
Ping-

UPNP-

Dynamic
DNS-

VPN
Pass
Through-

Tools > Misc

The Ping Test is used to D-Link "
send Ping packets to test [Eaffaniay :A”'PIUE?JEGF'
if a computer is on the In- Pt
ternet. Enter the IP Address

that you wish to Ping, and wy o L TEIELE
click Ping

Ping Testis used to send "Plirg" packets to test f a computer is on the Inernet

i wthameorPadiess | P
Click Reboot to restart the MNP e B

DI-724P+

Admin

Rebaate the DH722P+

Reboot
If you choose to block WAN
Ping, the WAN IP Address Firmware év‘)%%nu“B\nEkWANgmg“‘ynuzreEaudsmgpthepubhubww\\z‘apddr;;snmhe
. L724P to ot respond

Of the DI'724P+ WI” nOt re- 3 \sacummSHerﬂertehSJ%DSsesE‘yngaccuwn;r??tntesstv‘vr;wge‘ggefiuﬁWAN\Psddrr:::e\ss
spond to pings. Blocking the =2 foi

Ping may provide some ex- Discard PING from Wil side © Enatled @ Disabeg

tra security from hackers.

Discard Ping from
WAN side-

Click Enabled to block the PR RDsas
WAN ping

JHBE €

Y can setup this item fyouwantta enale SPI made.

Vi1 ran diehle o anakin 11000 finetinne aF s i

To use the Universal Plug and Play feature click on Enabled. UPNP pro-
vides compatibility with networking equipment, software and peripherals
of the over 400 vendors that cooperate in the Plug and Play forum.

Dynamic Domain Name System is a method of keeping a domain name
linked to a changing IP Address. This is a useful feature since many
computers do not use a static IP address.

The DI-724P+ supports VPN (Virtual Private Network) pass-through
for both PPTP (Point-to-Point Tunneling Protocol) and IPSec (IP Se-
curity). Once VPN pass-through is enabled, there is no need to open
up virtual services. Multiple VPN connections can be made through
the DI-724P+. This is useful when you have many VPN clients on the
LAN network.

PPTP- select Enabled or Disabled
IPSec- select Enabled or Disabled

Non-standard FTP port
If a FTP server you want to access is not using the standard port 21, then enter in the
port number that the FTP server is using instead. This mainly applies to Active FTP

sessions.
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Using the Configuration Menu (continued)

Status > Device Info

D-Link “AirPlus
EME
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T l Home Advanced Tools Status m
Device Information
— Firmware Version: 1.00, Fri, Oct 17 2003
V LAN

MAC Address 00-50-18-00-0F-FO

Device Info IP Address 192 1630 253
Subnet Mask 755 256 765 0

o DHCP Server Enabled

Stats WAN
MAC Address 00-50-18-00-00-FD

DHCP Cannectin
DHCP Renew |g DHCP Release

p—
—
g

Wireless
Connection

Remaining Lease Time 00:00:00
IP Address 0000
SubnetMask 0000
Gateway 0.000
Domain Name Server 0.00.0

Wireless
MAC Address 00-50-16-00-0F-FD
ESSID DI724P+
WEP Disahle

This page displays the current information for the DI-724P+. It will display the LAN,
WAN and MAC address information.

If your WAN connection is set up for a Dynamic IP address then a Release button and
a Renew button will be displayed. Use Release to disconnect from your ISP and use
Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button
will be displayed. Use Disconnect to drop the PPPoE connection and use Connect to
establish the PPPoE connection.

This window will show the DI-724P+’s working status:

WAN

LAN

Wireless

IP Address: WAN/Public IP Address

Subnet Mask: WAN/Public Subnet Mask

Gateway: WAN/Public Gateway IP Address

Domain Name Server: WAN/Public DNS IP Address
WAN Status: WAN Connection Status

IP Address: LAN/Private IP Address of the DI-724P+
Subnet Mask: LAN/Private Subnet Mask of the DI-724P+

MAC Address: Displays the MAC address

SSID: Displays the current SSID

Channel: Displays the current channel

WEP: indicates whether WEP is enabled or disabled
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Using the Configuration Menu (continued)

Status > Log

D-Link AirPlus =,
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it il l | Home Advanced Tools Status m

View Log: displays the activities occurring on the DI-724P+. Click on Log Settings
far advance features.

Devica Info First Page | Last Page Brevipus | Mesxt Clearl 0
Log Settings | Help

Log Page 1/5

[

WWAN Type: Dynamic IP Address (1.00)
Stats Display time: Fri Gct 17 00:13:11 2003

IE

Wireless Friday, October 17, 2003 12:00:04 AM DOD:triggered internally
Friday, October 17, 2003 12:00:04 AM DHCP: discaver()
Friday, October 17, 2003 12:00:08 AM DHCP: discover()
Friday, October 17, 2003 12:00:16 AM DHCP:discover()
Friday, October 17, 2003 12:00:32 AM DHCP: discaver()
Friday, October 17, 2003 12:01:07 AM DOD:triggered internally
Friday, October 17, 2003 12:01:07 AM DHCP: discaver()
Friday, October 17, 2003 12:01:11 AM DHCP: discaver()
Friday, October 17, 2003 12:01:19 AM DHCP: discaver()
Friday, October 17, 2003 12:01:35 AM DHCP: discaver()

The Broadband Router keeps a running log of events and activities occurring on the
Router. If the device is rebooted, the logs are automatically cleared. You may save the
log files under Log Settings.

View Log- First Page - The first page of the log
Last Page - The last page of the log
Previous - Moves back one log page
Next - Moves forward one log page
Clear - Clears the logs completely
Log Settings - Brings up the page to configure the log
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Using the Configuration Menu (continued)

Status > Log > Log Settings

Bulamg Networks 1or People

D-Link 7Y/
Alfi Pﬁ |I.5' e
High-Speed 2.4GHz Wireless Router

Home Advanced Tools Status
or-724P+| | Help |

Wiew Lug' displays the activities occurring on the DI-724P+. Click on Log Settings
for advance features.

I\

Device Info First Page | Last Page Ereyimis: | Nextl Clearl o
Log Settings | Help
Log FPage /5

WiAN Type: Dynamic IP Address (1.00)
Stats Display time: Fri Oct 17 00:13:11 2003

[

Wireless Friday, October 17, 2003 12:00:04 AM DOD triggered internally
Friday, Cctober 17, 2003 12:00:04 AM DHCF: discover()
Friday, Cctober 17, 2003 12:00:08 AWM DHCP: discover()
Friday, Cctober 17, 2003 12:00:16 AM DHCP: discover()
Fridayy, October 17, 2003 12:00:32 AWM DHCF: discover()
Friday, October 17, 2003 12:01:07 AM DOD trigoered internalky
Fridayy, October 17, 2003 12:01:07 AWM DHCF: discover()
Friday, Cctober 17, 2003 12:01:11 AM DHCP: discover()
Friday, Cctober 17, 2003 12:01:19 AM DHCP: discover()
Friday, Cctober 17, 2003 12:01:35 AM DHCP: discover()

Not only does the Broadband Router display the logs of activities and events, it can
setup to send these logs to another location.

SMTP Server/ The address of the SMTP server that will be used to send the
IP Address - logs
Email Address - The email address to which the logs will be sent.

Click on Send Mail Now to send the email.
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Using the Configuration Menu (continued)
Status > Stats

D-Link

BN NetWOrKs for Peapie

-AmrPlus =
TENIE |
High-Speed 2.4GHz Wireless Router

Home Advanced Tools Status
oz | | _Home Advanced  Tools | | Help |

Traffic Statistics
Traffic Statistics display Receive and Transmit packets passing through the DI-
TP+

e Refresh | Reset

ot

Log Help
Stats Receive Transmit
WAN 0 Packets 0 Packets
LAN 1 Packets 5 Packets
Wireless 0 Packets 0 Packets

The screen above displays theTraffic Statistics. Here you can view the amount of pack-
ets that pass through the DI-724P+ on both the WAN and the LAN ports. The traffic
counter will reset if the device is rebooted.

Status > Wireless

D-Link

BUIKIgG NEtWOrKS for Peapie

-AirrPlus =
Xrremelo+
High-Speed 2.4GHz Wireless Router

Home Advanced Tools Status
or-724P+ | | Help |

Connected Wireless Client List

The Wireless Client table below displays Wireless clients Connected to the AP
w (Access Point)
=) o
l -
Connected Time MAC Address
Wireless

The wireless client table displays a list of current connected wireless clients. This
table also displays the connection time and MAC address of the connected wireless
client.

Click on Help at any time, for more information. 41



Installing the Print Server Software

Insert the installation CD-ROM into the
CD-ROM drive. The following window will
be shown automatically. If it is not, please
run “autorun.exe” on the CD-ROM.

Click Install Windows
Printer Software

Select your Windows
operating system

Wait until the following Welcome
dialog appears.

xl

AirPlus)GreveG+) g

Building Networks for People Protect & Share Your Internet Connection {5
6tz

DI-724P+

=)

11

24
Di-7zaap+ W

—
ey

g ‘Weleams 1o s Fiisl Sener Selus progiam. This
pmgram wil inslnl Frin Serser on o camgutan

iz stroaghy el yo u el ellWind
bedore: unning fhiz Sefup program.

CHck Cance| 1 el 52 and 120 £l Ea By BOGHArS w0 Bie
menring. Chok et o conbnue wih e Setup pmgrom,

WWARNING: This progeam i prolacted by copynchilaw end
irrematicnal tmates.

Lseuthcrited iEprockieinn r distikslion ol His g ogram. o ey
s ol it sey ee eul in seve e chil and crimenal penakis e o Wil
b prasecuned o tha mipdsw m gxden possible undar e

Click Next
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Installing the Print Server Software (continued)

Select the destination folder.

Chocse Destination Location

I

Sewpwill install Pﬁm Serverinthe following folder.
Tainstall to this folder, click Next,

Toinstall to & di older. click Browss and salk folder

“You ean choase notto install Print Server by: dlicking Cancel to exit
Setup.

Destination Folder

’76\ Broadband RoutedPrint Server Browse.. l

Click Next

Then, the setup program will begin
to install the programs into the
destination folder.

When the following window is
displayed.

Click Finish

r——
1 oo W|] e |

Setup has finished installing Print Server on your computer.

Setup can launch the Read Me file and Frint Server. Choose the
aptions you want below.

(Click Finishto complete Setup,

Click OK

To meke broadband routerworkable for you, please refnember
rebootingyour computer.

€ Mo, {will restart my computer [ater

(=

After rebooting your computer, the software installation procedure is finished.
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Configuring on Windows 98se/Me Platforms

B3 Printers M= B3
After you finish the software installation File Edi View Help

procedure, your computer will be capable of 2 <2

network printing provided by the DI-724P. For Adtm EHPH Hpat[
convenience, we call the printer connected to PBL[PCL) | Chinese]

the printer port of the DI-724P a printer server.

On a Windows 95/98 platform, open the

Printers window in the My Computer menu.  [fahecis) é

HF Lazerlet 6L [PCL) Properties

Now, you can configure the print server of
the DI-724P: o= )
Find out the corresponding icon of your “ﬁ .
printer server, for example, the HP
LaserJet 6L. Right click on that icon, and
then select Properties. e I ) (-

" Generdl | Detais | Shaing | Paper | Print Qualiy | Fonts | Devics Options |

The following screen appears:

Piik Test Page
0K || Caeel | el | 0

Click on the Dimtas | chairs | Fapas | Prict Quastiy | Ferie | Divica dipsers |

Details tab & HF Laaettal 6L (POL)
Choose the “PRTmate: (All-in-1)’ (ENEEMEER ] _seew
from the list attached at the Print e DekicFon.. |
To item. Be sure that the Printer T =] Metim. |
Driveritem is configured to the = m e P _'
correct driver of your printer server. Hoa goboeine [T ] mcoris

Tranmrisi paly !4"\-—' ooy
Click Port Settings s [

Printer Fosition

Enter the Product's IP: l

Type in the IP address of the [152.188. 0. Cancel
DI-724P.
Click OK 44




Configuring on Windows 2000/XP Platforms

‘:" HP Laserlet 6L Properties

' Click Port :

The configuration procedure for a

Windows 2000/XP platform is similar to

that of Windows 95/98 except the
screen of printer Properties:

Bart o lhe loliowing poet|s]. Documents vall pork ba the frst free

checked poit
[ | Breseription | P =
O com: Seial Port
O comz Serinl Port
O comz Seiinl Port
O coms: Seiial Port
O peE: Perk to File
[ FET rate oear Port
4 3

AddPol. | DeliePen |' Canfgies PaiL. l
s

I Ensbie bidiechional suppart

I~ Epatie piiver posiing

Click Configure Port

Type in the IP address of the
DI-724P.

Printer Focition

Enter the Product's [F:

|1 92168, 0.1

Click OK

(Note: Screen shots are taken in Windows 2000,
similar screens will appear in Windows XP.)
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Networking Basics

Using the Network Setup Wizard in Windows XP

In this section you will learn how to establish a network at home or work, using
Microsoft Windows XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking

computers using Windows 2000, ME or 98.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Metwork Setup Wizard

Welcome to the Network Setup
% Wizard

Thiz wizard will help you et up thiz computer to run on your
netwark. With a network, you can:

+ Share an Internet connection

+ Set up Intermet Connection Firewall
+ Share filez and folders

+ Share a printer

To continue, click Mexst.

[ Cancel

When this screen appears, Click Next.
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g Basics

Please follow all the instructions in this window:

Defore wou coflinue ...

A== el e re i B bl B e el - ol

Tamr, el b aias s

= ree=0-be v awcds ook o=, ceed =oFhes
= Tunow Al =ema dee piecsas, e cseoinal mnd-ne

* Crree o ke alcisck

" i =i b B viioaed el o e a R rlen cerencion e wnon reherl

Herwork Setup YWizard

[ < Llack. ‘i Flax: -+ 'l —aazel ]

Click Next

In the following window, select the best description of your computer. If your

computer connects to the internet through a gateway/router, select the second option

Memsork: Selup ¥Wizard

Eedierl o vammmectnen melhod.

e Ll wldzman Ll Al el b Dy oeocomo e

3 Ths Zorpuier esnhzets dick lo ke slesok The albies comipalers o my Achher . co rcsl
To e g bl L posaghn s o

v 2 ek

(LETN

! B Y T S R e e e e T R Tt Ihn'.lgl-'.
AoredalEl asenad

Y an sz

|: Lihe

- o zbouthome o 2mal allize hetwed, Con'i 1S ong

Click Next
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Networking Basics

Enter a Computer description and a Computer name (optional.)

v

Ml ik 3 lup Wicand

[aive thia nomqusbes A deaeiption and inme ﬁi.

(:_lul.llJ.u _eeilion Mary's Computbar |)

Esemplas = cnde Boon Zomoele o b Zisd's ool

('.Jrn'n.rrr “OrrY Lt o |)
Furmrly SRR T rr R £

Tar rmese corpircTaeme is Oifiss

AP N3G 20U COCUer homss ard dossilio:

Click Next

Enter a Workgroup name. All computers on your network should have the same
Workgroup name.

Mo lmrr b, Selup Wizdnd

Haanr prr newnck

iz wona riztv ik, s e s @ e cgusp riama beooe, o] v ipsters oep o rals_h
iazulz have b rmme vec gioup rare

Rl 1 BT N e | Lmciva. miing

o o o I O ] S

Click Next



Networking Basics

Please wait while the Network Setup Wizard applies the changes.

Metwnek Selop Wizard

Fomby I apuly nulvank sullinge. ..

A= oAk o jalemaszied

b smza vl apok be Clovarny eonigs, Do pooczv men ek = low miraes o o pde

tharez,

Sict:ngz:

Fadsaab. 2 rnga -
Ca—piren d=an phicee Mary's Corguber

CA=pre B [na

ol 210D nar AT g

hz Sl ae. LU oo ereslode ard cim e e oo e =] o 1 s coopala iz oeen

Toazplp i iesingis tizk Nex:

| <bat lﬂ Yo - l[ Lanal |

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer.

This may take a few minutes.

Herson i Setnp Wizard

Ploasn wait. ..

Siecsit mEn izke 8 les mnale:

5

P agzm vl v e g s camd o lovs: s _ompdan o cone o s d ol - eaakorng Tle
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Networking Basics

In the window below, select the option that fits your needs. In this example, Create
a Network Setup Disk has been selected. You will run this disk on each of the

computers on your network. Click Next.

M Lwun ks Setup ¥Wizand

¥ru're almasd dane

i

L T Y LT TN [ R [P 1= T R 11 TS SR Tt T ST TR T NI YT Y |
1) refwnr Tonn- B varsie aocearpie=ie ksl =i nc-lnoriog Wiansews 30 anocan Las
Ihc ' wirdoqe P C0 2ra oo Scuz e
wha: ooy sl b dc!
EZERa SR A 3500 R
T _Loe Ham bemtwemik e llisk =lesecky bacs
R TR T TR il

Cndiet fisehbas wbmid: conbieed <o ke Aimaed oeclher —oneras

Myl K Selup Wisard

Inarsd the diak pwnas want In e

Inse: ad e Bz pue Hum bodosarg ik o we, mnd e - clic e b=
34 Tloopy 1)

If v o wamrd o= Frenee 1l cick, =Bk Trmear Tlisk

Por—m: Lse

Click Next.
ick Nex 50



Networking Basics

Copying...

A -

Please wait while tae wizard copies Files. .

[ ) Carnzl |

Please read the information under Here’s how in the screen below. After you complete
the Network Setup Wizard you will use the Network Setup Disk to run the Network Setup

Wizard once on each of the computers on your network. To continue click Next.

Hetwirk Setup izard

Ta run thee mizard with the Natwork Setup Dizk ..

_‘i_‘) Corrplzic tac wizand crd icstar iz comocks Thok, wec thz Focbsods Schua Czeboon

I H ook, Sep Wiea owemee o machs ol Bes clbian G i ten s oo wa nizlesch,
k=il
1. ezl iz Beleoak Sebaa L ovs edu Lok pezod ooz o, o eleoak,

2 Tper B g Cnoopder =oe -Fenoepes - i b=tk Sshop sk
3 Joaklz dod "kolzzhup ™

| o E I[ Mot x ]
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Networking Basics

Please read the information on this screen, then click Finish to complete the Network
Setup Wizard.

[ =

Heteork Sedup Yizard

Completing rhe Network Betup
Wirand

g v et il asl o this cempks e b - amel
cfic achor g,

lor -edz ks b= or smzl ot ce -sbaorvniz, tee be
Il enivabarize nHe padSuzpot Comicr,

vl g e L barec Ll rin=rks bo g
< Shoiznflezasdfoian

Iovee ke oo paler wep oo nizbaoak, ok, Slas, and e
rlcd: Sy be-heed: 2 anrs

Te oot wasd, clok Sihe,

The new settings will take effect when you restart the computer. Click Yes to restart
the computer.

Syntem Sertings Changa

&

“ou gzl peslard s conaaler Lelme U e e w20 wil ake eMedl,

Cin % WWACE PR FaskARE wnlie rempiib=s ameee

T

You have completed configuring this computer. Next, you will need to run the Network
Setup Disk on all the other computers on your network. After running the Network Setup

Disk on all your computers, your new wireless network will be ready to use.
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Networking Basics
Naming your Computer

To name your computer, please follow these directions:In Windows XP:

B Click Start (in the lower left corner of the screen)

m Right-click on My Computer

B Select Properties and click

i Internet
I-tarnsk E>:p o

= E-mail

4 i Hozk Excress

e Ysimwl s Becia Plager

e
& ‘wi nliees e Haser
@ Tux Winowes XP

i) Firs amd ek nogs Tiandfe
5 Yir=rvd

# My Dacuments
-
| i
i j. My Aeveml Domamiicmale W

_f} My PICELR s
;]

= i My “usic
= upen
‘3 Py e b

E‘ Contea =arel
% Lannzct 1o

J,_::g Fri-ters ard T

Explcta
Szarch..,

I aizy=

Iap helwek Crive...
Fine mmn-1 ] NH ok Trier

S nin Dveskonp
Renzre

B Select the Computer Name
Tab in the System Prop-
erties window.

B You may enter a
Computer Description
if you wish; this field is
optional.

B To rename the computer
and join a domain, Click
Change.

Syslem Properlivs

{ Hemale

| chemaced

Windnws uzFs the ol ng infrcmat oo boidetily pooe cnmpr=n
on the network.

g8

Canpurzn descriptcr

For exarpe: ""Fihcken Computer ' o 'Mayfs
e

Full compuker rame: Office:

Whorkgroup: Accounting

"0 Ase ke Metaork lcencification wizand ta icin 3

duinain el 3 lucel e ooz, Jick Hetaak BeipoblC
To erare biis corrpuker of oin a daman. Zick Charce
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Networking Basics
Naming your Computer

B In this window, enter the Computer Name Changes
Computer name

'ou can change the name and the membership of thiz
computer. Changes may affect access to network resources.

B Select Workgroup and enter the
name of the Workgroup

Computer name:

otee |

B All computers on your network ,
Full carmputer name:
must have the same Workgroup | office

name.
B Click OK Member of
(O Domair:
| |
(&) Workgroup:
| Accounting |

I| OK |I[ Cancel l

Checking the IP Address in Windows XP

The wireless adapter-equipped computers in your network must be in the same IP Ad-
dress range (see Getting Started in this manual for a definition of IP Address Range.) To
check on the IP Address of the adapter, please do the following:

B Right-click on the Disable
Connection icon :
Fepair

in the task bar

Yiew Available Wireless Metbworks

Open Metwork Connections

B Click on Status
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Networking Basics

Checking the IP Address in Windows XP

This window will appear.

[ | Click the
Support tab

[ | Click Close

Wireless Network Connection 7 5tatus

| General l Suppart '

3

Internet Pratocol (TCRAIR)

Addressz Type: Azzigned by DHCP

[ IP Address: 192.166.0.114 ]
Subnet b ask: 256, 255.255.0
Default Gateway: 192.168.0.1

Detailz...

LClose

Assigning a Static IP Address in Windows XP/2000

Note: Residential Gateways/Broadband Routers will automatically assign IP Addresses
to the computers on the network, using DHCP (Dynamic Host Configuration Protocol)
technology. If you are using a DHCP-capable Gateway/Router you will not need to assign

Static IP Addresses.

If you are not using a DHCP capable Gateway/Router, or you need to assign a Static IP
Address, please follow these instructions:

u Go to Start

u Double-click on
Control Panel

@ Tour Windows =P
‘y Paink

4 | Filzs and Settings Transfer
‘Wizard

All Programs b

4 Start

‘ l—f Conkral Panel

|:3:§ Printers and Faxes

t_)/] Help and Suppatt

Search

ERun...

OFf rﬁ) | Turn OFF Compuker




Networking Basics

Assigning a Static IP Address in Windows XP/2000

B Double-click on
Network
Connections

B Right-click on Local Area
Connections

Bl Double-click on
Properties

F Control Famz|
Fla Edt e Frooriles Took  Helo

€] S & P f
sk [ Cond Faned

E'- Control Fansl
i o Rermo e PrOgren s

ﬂ- Swich ta Calagory Vied i ot st e Tk

* Mebwnrs Lannecfiane
A ER Vien Fawwber Took  Adveeced  HeD
[ LT T i S T e

sickaen W Wetwoah Cormstions:

B Setipeahons o mal
4T s recn L

W vabla Hevrainerk
vk

"‘ Fowpar thm conreton

ol meae e IAnec

B Waer sahim o Ha

DTN
|8 Tharge satnge of the
i
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Networking Basics
Assigning a Static IP Address

in WindOWS XP/ZOOO -+ Local Area Connection 7 I'roportics
Ganerd [.ﬁdva'n:cd]

Cormec: Liing

B Click on Internet Protocol ‘ B DLk DwLessd |
(TCP/IP) Zonligre .
T connechon uies b foloming ke
B Click Propertles ¥ 180l o Micrasck Menweres

- .Sl'ilc =5-d Minler Sl-anng for Mic-oso’t Hebaaks
¥ B0oZ Skt S enedukr

EB g n:cmc! -iztozl | 1CHAF] )

B Input your IP address and [ ool | Winglal l Mooeri=s '

LCr=ecr plion
SUbnet maSk (The IP Tirrznizsi v "onh AP Lol aleire el Poooe d Theo wi-ol
Addresses on your network o ors chaoll Erotosol bk prosces cammuaicaise
mUSt be Wlthln the same =cioss dwerse ineconteched rebaoks
range. For example, if [ Glog icon in nocfizat o ares wher zonnested

one computer has an IP
Address of 192.168.0.2,
the other computers should [ e [ rew
have IP Addresses that are
sequential, like 192.168.0.3
and 192.168.0.4. The subnet
mask must be the same for
all the computers on the

Indernet Protaenl { IR Penperdies

network.)
EESCR]
‘rou czh get [P sedinge arsgred akznsticsly if o ek suzpors
A O g e i s ks el i
the gpioa ale [P velinr,
€30 i- = I rkeres o d-elicell
@iz e ko o)
1P ablies 19: 188, 0 . &
®  Input your DNS server L R
addresses. (Note: If you are el e L
enterlng a DNS Server, you OLLai %5 seive adizar avanzdvdh
must enter the IP Address of (b 1 i BN st o s )
the Default Gateway.) Prafzraz Ju5 sera ; E 2
alieinge DS s £ E :
The DNS server information will be supplied
by your ISP (Internet Service Provider.) (T =

B Click OK
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Networking Basics

Assigning a Static IP Address with Macintosh OSX

B Go to the Apple Menu and se-

lect System Preferences

®  Click on Network

B Select Built-in Ethernet in the
Show pull-down menu

B Select Manually inthe Con-
figure pull-down menu

B Input the Static IP Address,
the Subnet Mask and the
Router IP Address in the ap-
propriate fields

B Click Apply Now

(1] pary— =
« =49 O
—
m = = B &8 O 9
e Bk G m—— oy Bl
Aidmim ==
g & @m % 4
[N —
" ﬁ ;'j
s
=] =~ & & 3 4
e A wem  mes e b
=10 Bt =
w =A@ O
W A0 Deighryi il Weteeorh LM DRl
Lecevon: | Aufoematic 'ﬂ
Shos | Bul-in Eemat )
aien |
_— ——
nere
Ceefigare  Lhing DHOP 1
ihareg EoztP
e ]
F Adéran
i iy Ol P arr

Subami Maek- 355,055,355 0

" A ] Saarch Domem shcamaan
[P Chare B0
[
Frampr arph: oo, corisbet =y
ElbsiiTrif ediffias

(@) ok v ek 0 preve st Tarlhes chongrs.

a8 Pt =

« =A@ 3

Wuw A Ceighyi Gewl M L DR

Leceven | Autormatic |
Shosa | Buli-in Eemar )
ﬁ prret | Aponture | Pracie :
Configure: | Mammalp m

Fhdtman 16212882

Subami Mark:  J5%.0%5.295.0

. HER Saars Domwm sDpwseal

Frampr apph core, cpisbes
Elba vt dedifiiss  DOLOPR 03 05 gl 54

'f-@: ik e (g s preve ferbes chongrs.



Networking Basics

Selecting a Dynamic IP Address with Macintosh OSX

=203 '
B Go to the Apple Menu and select ':; == R e o @
System Preferences = =
A RIE23
B Click on Network e @) & =
28  Marh =]
L Raea
B Select Built-in Ethernet in the e 5

Show pull-down menu

M Select Using DHCP in the
Configure pull-down menu

Bl Click Apply Now

B The IP Address, Subnet
mask, and the Router’s IP
Address will appear in a few
seconds

(m— Fusbi-in Bohpeng 'ﬂ)

Faddr
Proeriod be DHOF Sermee:

Subowt Mk 2532332330

TR T T.T] S Ml b Tiew wad
G C
Wigwionall!
nnepds aps (oo sathliet s
Libmmat Addrase

T ——

L1 . it =2

- =A@ 32

T Oeplim Sasd Sebwih  WaTed O

Listaris: | Baamanc =)
Shaw: | Bali-in Eihemas i3]
m it | mogktai | mesier |
Configure: | Lsing CHCP -

Oevdirs Marvel bl Dotmash)

WP Ao, THE TSELLISD
Pl Ly DHEF el

Subrer Wusk: 285 255 2550

Rowen 151880 Lol B srimmteie = L '

BHOR Chem il
"Torm el

ol spen e, ek ik pe
Ethwengi Afdera: D308 Plde e

:‘E CHOR Lc bl 1§ et Rurthe ¥ b 1 Apwm rarn




Networking Basics
Checking the Wireless Connection by Pinging in Windows XP and

2000

B Goto Start > Run >
type cmd. A window
similar to this one
will appear. Type
PiNg XXX.XXX.XXX.XXX,
where xxx is the IP
Address of the Wire-
less Router or Ac- LA m e Sl I
cess Point. A good
wireless connection
will show four replies
from the Wireless
Router or Acess
Point, as shown.

Checking the Wireless Connection by Pinging in Windows Me and 98

B Goto Start > Run BIETHCT A I
> type command. I 5T L 0 o
A window similar L e
to this will ap-
pear. Type ping
XXX XXX XXX. XXX
where xxx is the
IP Address of the
Wireless Router or
Access Point. A
good wireless con-
nection will show
four replies from
the wireless router
or access point, as
shown.
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Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and
operation of the DI-724P+ Wireless Broadband Router. We cover various aspects of
the network setup, including the network adapters. Please read the following if you are
having problems.

Note: It is recommended that you use an Ethernet connection to
configure the DI-724P+ Wireless Broadband Router.

1.The computer used to configure the DI-724P+ cannot access the
Configuration menu.

B Check that the Ethernet LED on the DI-724P+ is ON. If the LED is
not ON, check that the cable for the Ethernet connection is securely

inserted.

B Check that the Ethernet Adapter is working properly. Please see
item 3 (Check that the drivers for the network adapters are installed
properly) in this Troubleshooting section to check that the drivers are

loaded properly.

B Check that the IP Address is in the same range and subnet as the
DI-624. Please see Checking the IP Address in Windows XP in the

Networking Basics section of this manual.

Note: The IP Address of the DI-724P+ is 192.168.0.1. All the computers on the
network must have a unique IP Address in the same range, e.g., 192.168.0.x. Any
computers that have identical IP Addresses will not be visible on the network. They
must all have the same subnet mask, e.g., 255.255.255.0

m Do a Ping test to make sure that the DI-724P+ is responding. Go to
Start>Run>Type Command>Type ping 192.168.0.1. A successful

ping will show four replies.

Note: If you have
changed the default IP
Address, make sure to
ping the correct IP Ad-
dress assigned to the
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Troubleshooting

2. The wireless client cannot access the Internet in the

Infrastructure mode.

Make sure the wireless client is associated and joined with the correct Access
Point. To check this connection: Right-click on the Local Area Connection icon
in the taskbar> select View Available Wireless Networks. The Connect to

Wireless Network screen will appear.

Please make sure you have selected the

correct available network, as shown in the illustrations below.

Disable
Status
Repair

Yiew Available Wireless Networks

Open Metwork Connections ﬁ

Connect to Wireless Network

The following network[z] are available. To access a network, select
it from the list, and then click Connect.

Available networks:

i1 3lan »~

i dan =
ﬂdefault
i nn s

If wou are having difficulty connecting to a network, click Advanced.

[ Connect ]’ Cancel ]

B Check that the IP Address assigned to the wireless adapter is within the
same IP Address range as the access point and gateway. (Since the

DI-724P has an IP Address of 192.168.0.1, wireless adapters must have
an IP Address in the same range, e.g., 192.168.0.x. Each device must
have a unique IP Address, no two devices may have the same IP
Address. The subnet mask must be the same for all the computers on
the network.) To check the IP Address assigned to the wireless adapter,
double-click on the Local Area Connection icon in the taskbar >
select the Support tab and the IP Address will be displayed. (Please
refer to Checking the IP Address in the Networking Basics section of
this manual.)

If it is necessary to assign a Static IP Address to the wireless adapter,
please refer to the appropriate section in Networking Basics. If you are
entering a DNS Server address you must also enter the Default
Gateway Address. (Remember that if you have a DHCP-capable router,
you will not need to assign a Static IP Address. See Networking

Basics: Assigning a Static IP Address.)
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Troubleshooting

3. Check that the drivers for the network adapters are

installed properly.
You may be using different network adapters than those illustrated here, but this
procedure will remain the same, regardless of the type of network adapters you are

using.
e Windows Media Player prees _
n
- Eaplore
D’ Corkrl Bl Sawch.

fManags
= | Map Retvaork Crive .

_ﬂ Prirers s CHEOONCEC Habuor Deba,

. » Shivd on Desktop
e Feoe
m Goto Start> My PDses

Computer >
Properties ..

System Properties

u Select the | System Restore I Automatic Update
Hardware | Geneal | ComputerName € H
Tab

 Remote |
Advanced |

Add Hardware Wwizard
i The Add Hardware Wizard helps pou install hardware.

Add Hardware ‘Wizard

Device M anager

The Device Manager lists all the hardware devices installed
on your computer, Use the Device Manager to change the
properties of any device.

D e
[ Diriver Signing J [( Device Manager ) ]
\_/

Hardware Profiles

B Click Device
Manager

Hardware profiles provide a wap for you to set up and store
different hardware configurations.

Hardware Profiles




Troubleshooting

Double-click
on Network
Adapters

Right-click on D-Link
AirPlus DWL-G650
Wireless Cardbus
Adapter (In this example
we use the DWL-G650;
you may be using other
network adapters, but the
procedure will remain the
same.)

Select Properties
to check that the
drivers are in-
stalled properly

Look under Device
Status to check that the
device is working
properly

Click OK

L Device Manager

File  Action  Wiew Help
& [ =

== PMTEST

M- Batteries

+- i Computer

[+ g Disk drives

[+ g Display adapters

+-i=% Floppy disk controllers

+ ﬁ, Floppy disk drives

[+ (=) IDE ATASATAPT controllers

[+ -z Kevboards

#- ") Mice and other pointing devices
[+ e Modems
+ %Monitors

F Fletwark adapt&s

£-1 D-Link AirPlus DWL-G650

[+ | PCMCIA adapters

- 5 Ports (COM & LPT)

+ -8 Processors

+ @), Sound, video and game controllers

H- ¢ System devices
£ Universal Serial Bus controllers

D-Link AirPlus DWL-G650 Wireless Cardbus Adapter 71|

Goneld | Advareed | Fellings | Dnver | Aescuces

m D-Link AirPlus DWL-G650 Wireless Cardbus Adapter

Device |ppe MHelyuork, ad=pizis
Manfachae: D-Link
Locsoon PLl b 5, deyce 0, lunchon 0

Do shabus

Thia davce & working Doped

It o aes sy problems st s deaes, chek Toubledaoat o
shail |he roublsshoober.

Tuntdashont

Doz oz Lz
Ll thiz devwine [=eazls] L]

l Ok, 'l Cancel
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Troubleshooting

4. What variables may cause my wireless products
to lose reception?

D-Link products let you access your network from virtually anywhere you want. How-
ever, the positioning of the products within your environment will affect the wireless
range. Please refer to Installation Considerations in the Wireless Basics section of this
manual for further information about the most advantageous placement of your D-Link
wireless products.

5. Why does my wireless connection keep dropping?

B Antenna Orientation- Try different antenna orientations for the DI-724P+. Try
to keep the antenna at least 6 inches away from the wall or other objects.

W If you are using 2.4GHz cordless phones, X-10 equipment or other home se-
curity systems, ceiling fans, and lights, your wireless connection will degrade
dramatically or drop altogether. Try changing the Channel on your Router, Ac-
cess Point and Wireless adapter to a different Channel to avoid interference.

B Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, Monitors, electric motors, etc.

6. Why can’t | get a wireless connection?

If you have enabled Encryption on the DI-724P+, you must also enable encryption on
all wireless clients in order to establish a wireless connection.

B For 802.11b, the Encryption settings are: 64, 128, or 256 bit. Make sure that
the encryption bit level is the same on the Router and the Wireless Client.

B Make sure that the SSID on the Router and the Wireless Client are exactly the
same. If they are not, wireless connection will not be established.

B Move the DI-724P+ and the wireless client into the same room and then test
the wireless connection.

B Disable all security settings. (WEP, MAC Address Control)
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Troubleshooting

6. Why can’t | get a wireless connection? (continued)

Turn off your DI-724P+ and the client. Turn the DI-724P+ back on again, and
then turn on the client.

Make sure that all devices are set to Infrastructure mode.

Check that the LED indicators are indicating normal activity. If not, check that
the AC power and Ethernet cables are firmly connected.

Check that the IP Address, subnet mask, gateway and DNS settings are cor-
rectly entered for the network.

If you are using 2.4GHz cordless phones, X-10 equipment or other home se-
curity systems, ceiling fans, and lights, your wireless connection will degrade
dramatically or drop altogether. Try changing the Channel on your DI-724P+,
and on all the devices in your network to avoid interference.

Keep your product away (at least 3-6 feet) from electrical devices that generate
RF noise, like microwaves, Monitors, electric motors, etc.

7. | forgot my encryption key.

Reset the DI-724P+ to its factory default settings and restore the other devices
on your network to their default settings. You may do this by pressing the Reset

button on the back of the unit. You will lose the current configuration settings.
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Troubleshooting

8. Resetting the DI-724P+ to Factory Default Settings

After you have tried other methods for troubleshooting your network, you may
choose to Reset the DI-724P+ to the factory default settings. Remember that
D-Link AirPro products network together, out of the box, at the factory default
settings.

Reset

To hard-reset the DI-724P+ to Factory Default Settings, please do the following:

B | ocate the Reset button on the back of the DI-724P+
B Use a paper clip to press the Reset button

B Hold for about 10 seconds and then release

m After the DI-724P+ reboots (this may take a few min-
utes) it will be reset to the factory Default settings
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Technical Specifications

Standards
B |EEE 802.11g
B |EEE 802.11b
m |EEE 802.3
m |EEE 802.3u

VPN Pass Through/ Multi-Sessions
m PPTP
B L2TP
m [PSec

Device Management

B Web-Based- Internet Explorer v6 or later; Netscape Navigator v6
or later; or other Java-enabled browsers

B DHCP Server and Client

Advanced Firewall Features

m NAT with VPN Passthrough (Network Address Translation)
MAC Filtering
IP Filtering
URL Filtering
Domain Blocking
Scheduling
Wireless Operating Range
B Indoors — up to 328 feet (100 meters)
m Outdoors — up to 1312 feet (400 meters)
Operating Temperature
B 32°F to 131°F (0°C to 55°C)

Humidity:
B 95% maximum (non-condensing)

Safety and Emissions:
m FCC

Wireless Frequency Range:
B 2.4GHzto 2.462GHz
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Technical Specifications

LEDs:
Power
WAN
LAN (10/100)
WLAN (Wireless Connection)
Status
Physical Dimensions:
B L =7.56inches (192mm)
m W =4.65inches (118mm)
m H=1.22inches (31mm)

Wireless Transmit Power:
m 119:14dBm Typical

11b: 16dBm Typical
Security:

H 802.1x
B WPA- WiFi Protected Access
(64-,128,256-bit WEP with TKIP, MIC, IV Expansion, Shared Key
Authentication)

External Antenna Type:
B Single detachable reverse SMA

Modulation Technology:
m Orthogonal Frequency Division Multiplexing (OFDM)

Power Input:
B Ext. Power Supply DC 5V, 2.0A

Weight:
m 10.8 oz. (0.3kg)

Warranty:
m 3 year (depends on D-Link global warranty policy)
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Technical Specifications

Wireless Data Rates with Automatic Fallback:

54 Mbps
48 Mbps
36 Mbps
24 Mbps
22 Mbps
18 Mbps
12 Mbps
11 Mbps
9 Mbps
6 Mbps
5.5 Mbps
2 Mbps
1 Mbps

Receiver Sensitivity:

54Mbps OFDM, 10% PER, -68dBm
48Mbps OFDM, 10% PER, -68dBm
36Mbps OFDM, 10% PER, -75dBm
24Mbps OFDM, 10% PER, -79dBm
22Mbps PBCC, 8% PER, -80dBm
18Mbps OFDM, 10% PER, -82dBm
12Mbps OFDM, 10% PER, -84dBm
11Mbps CCK, 8% PER, -82dBm
9Mbps OFDM, 10% PER, -87dBm
6Mbps OFDM, 10% PER, -88dBm
5.5Mbps CCK, 8% PER, -85dBm
2Mbps QPSK, 8% PER, -86dBm
1Mbps BPSK, 8% PER, -89dBm
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Frequently Asked Questions

Why can’t | access the web based configuration?

When entering the IP Address of the DI-724P+ (192.168.0.1), you are not
connecting to the Internet or have to be connected to the Internet. The device has
the utility built-in to a ROM chip in the device itself. Your computer must be on the
same IP subnet to connect to the web-based utility.

To resolve difficulties accessing a web utility, please follow the steps below.

Step 1 Verify physical connectivity by checking for solid link lights on the device.
If you do not get a solid link light, try using a different cable or connect to a different
port on the device if possible. If the computer is turned off, the link light may not be
on.

What type of cable should | be using?

The following connections require a Crossover Cable:
Computer to Computer

Computer to Uplink Port

Computer to Access Point

Computer to Print Server

Computer/XBOX/PS2 to DWL-810
Computer/XBOX/PS2 to DWL-900AP+

Uplink Port to Uplink Port (hub/switch)

Normal Port to Normal Port (hub/switch)

The following connections require a Straight-through Cable:
Computer to Residential Gateway/Router

Computer to Normal Port (hub/switch)

Access Point to Normal Port (hub/switch)

Print Server to Normal Port (hub/switch)

Uplink Port to Normal Port (hub/switch)

Rule of Thumb:
"If there is a link light, the cable is right.”
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

What type of cable should | be using? (continued)

What's the difference between a crossover cable and a straight-through cable?
The wiring in crossover and straight-through cables are different. The two types
of cable have different purposes for different LAN configurations. EIA/TIA 568A/
568B define the wiring standards and
allow for two different wiring color codes as
illustrated in the following diagram.

White-Green
Green
White-Orange
Blue
White-Blue
Orange
White-Brown
Brown

(== R=rE L RN R

*The wires with colored backgrounds may
have white stripes and may be denoted 5684 CABLE END
that way in diagrams found elsewhere.

1 White-Orange
How to tell straight-through cable fi 3 yonde
ow to tell straight-through cable from a 1 White.Green
crossover cable: . e e
The main way to tell the difference 6 Green
between the two cable types is to % White-Brown

compare the wiring order on the ends
of the cable. If the wiring is the same on
both sides, it is straight-through cable. If one side has opposite wiring, it is a
crossover cable.

5688 CABLE END

All you need to remember to properly configure the cables is the pinout order of
the two cable ends and the following rules:

A straight-through cable has identical ends

A crossover cable has different ends

It makes no functional difference which standard you follow for straight-through
cable ends, as long as both ends are the same. You can start a crossover cable
with either standard as long as the other end is the other standard. It makes no
functional difference which end is which. The order in which you pin the cable

is important. Using a pattern other than what is specified in the above diagram
could cause connection problems.

When to use a crossover cable and when to use a straight-through cable:
Computer to Computer — Crossover

Computer to an normal port on a Hub/Switch — Straight-through
Computer to an uplink port on a Hub/Switch - Crossover

Hub/Switch uplink port to another Hub/Switch uplink port — Crossover

Hub/Switch uplink port to another Hub/Switch normal port - Straight-through/ 2



Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 2 Disable any Internet security software running on the computer. Software
firewalls like Zone Alarm, Black Ice, Sygate, Norton Personal Firewall, etc. might
block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.

Step 3 Configure your Internet settings. e —
Go to Start>Settings>Control Panel. Double click B T vn
the Internet Options Icon. From the Security tab, e ——
click the button to restore the settings to their Tf e
defaults. |

Gensl| S | P

To setup an Itenet c
Setup.

Click to the Connection tab and set the dial-
up option to Never Dial a Connection. Click

the LAN Settings button

fui2 el

LAN Seltngs do not apply o diakup connectons.  LAN Setlings.
Choose Seltings above for diahup selings.

oK Concel )

Local Area Network (LAN] Sel

Nothing should be checked. Click OK

[~ Use a prowy server for you LAN (These setingswil ot appl to
diakup o1 VPN connect tions)

ekl Fort Fgerer)

S By oy forlood] s psses

Geretl| Secay | Pvacy | Content | Comnecions | Proams Advenced

Setings:

Go to the Advanced tab and click the
button to restore these settings to their

defaults

[
RO0OEEERE 500§

Click OK. Go to the desktop and close any open
windows s |t




Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 4 Check your IP Address. Your computer must have an IP Address in the
same range of the device you are attempting to configure. Most D-Link devices use
the 192.168.0.X range.

How can | find my IP Address in Windows 95, 98, or ME?

Step 1 Click on Start, then click on Run.

Step 2 The Run Dialogue Box will appear. Type winipcfg in the window as shown
then click OK.

Run

Tupe the name of a prograrn, falder, or document, and
Windows will open it for pau.

Open: |winipcfg j

0k i Cancel | Browse... |

Step 3 The IP Configuration window will appear, displaying your Ethernet
Adapter Information.

M Select your adapter from the drop down menu.
B If you do not see your adapter in the drop down menu, your adapter

is not properly installed.
mIP Configuration == 3

i Ethernet Adapter Information

EEE
Adapter Addiess [

IP &ddress 0.0.0.0
Subnet Mask 0.0.0.0
Default G ateway

agK I Eeleaze, | Hemew |

Release Al | Renew Al | HMore Info > |

Step 4 After selecting your adapter, it will display your IP Address, subnet
mask, and default gateway.

Step 5 Click OK to close the IP Configuration window
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 4 (continued) Check your IP Address. Your computer must have an IP Address
in the same range of the device you are attempting to configure. Most D-Link devices
use the 192.168.0.X range.

How can | find my IP Address in Windows 2000/XP?

Step 1 Click on Start and select Run.

Step 2 Type cmd then click OK.
Run 26

i Twpe the name of a program, Folder, document, or
Internet resource, and Windows will open it For you,

QpeEn;: cmd 2]

[ a4 H Cancel H Browse, .. ]

Step 3 From the Command Prompt, enter ipconfig. It will return your IP
Address, subnet mask, and default gateway

S WINNT system32% CMD.EXE

rosoft Windows 2008 [Uersion 5.00.
(C) Copyllght 1985-288@ Microsoft Corp.

D:“\>ipconfig

Windows 2888 IF Configuration

Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix . =
IP Address. . . . . - « - . . - . = 192.168.0.174

Subnet Mask : 255.255.255.8
Default Gateway : 192.168.8.1

Step 4 Type exit to close the command prompt.
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

Step 4 (continued) Check your IP Address. Your computer must have an IP

Address in the same range of the device you are attempting to configure. Most D-
Link devices use the 192.168.0.X range.

Make sure you take note of your computer’s Default Gateway IP Address. The
Default Gateway is the IP Address of the D-Link router. By default, it should be
192.168.0.1.

How can | assign a Static |IP Address in Windows XP?

Step 1

Click on Start > Control Panel > Network and Internet Connections > Network
connections.

Step 2 See Step 2 for Windows 2000 and continue from there.

How can | assign a Static IP Address in Windows

ggpﬂ&ight—click on My Network

Places and select Properties.

Step 2 Right-click on the Local Area
Connection which represents your

network card and select Properties.

Campanents checked aie used by this connection:

H|gh||ght Internet Protocol (TCP/ %] 428 File and Printer Shering for Microseft Networks |
IP) and click Properties.

Install Uninstall | Propeties |

~Desciption

Transmission Control Protocal/|ntemet Protocol. The default
worlc protocol that provid urication
acrass diverse intercannected networks.

[¥ Shaw icon in taskbar when connected

oK Cancel
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

How can | assign a Static IP Address in Windows 20007

(continued)

Click Use the following IP Address and e e————— 5 i
enter an IP Address that is on the same Genera

subnet as the LAN IP Address on your g e srd s o ke,
router. Example: If the router’s LAN IP oo P s

Address is 192.168.0.1, make your IP € Dbtenon P aoss ool

Address 192.168.0.X where X = 2-99. ";a“jjij’”"””‘"g'Pa‘ﬁ'““m
Make sure that the number you choose P [ & 0

is not in use on the network. Defeut galent: [ 8 0 1

£ (btain DINS server address automatically

Set the Default Gateway to be the same 1% Usg the following DNS server addresses———————————————
Erefere SEMEN . .

as the LAN IP Address of your router R ——

(1 92 1 68-0 1 ) Alternate DMS server. 4.2 .2 2
Set the Primary DNS to be the same Conce

as the LAN IP address of your router
(192.168.0.1).

The Secondary DNS is not needed or enter a DNS server from your ISP.

Click OK twice. You may be asked if you want to reboot your computer. Click

Yes.
How can | assign a Static IP
Address in Windows 98/Me? - —L

The following network components are installed

Client for Micrasoft Metwarks
D-Link DFE-530T% PCI Fast Ethernet Adapter (Rev &)

Step 1 From the desktop, right-click on the
Network Neigborhood icon (Win ME - My

Network Places) and select Properties

Add | Aemove | Properties |
Frimary Network, Logon,
Highlight TCP/IP and click the Properties Gt o Mot otwac =
button. If you have more than 1 adapter, _ Beardpinshoig |
then there will be a TCP/IP “Binding” for e ————————————

wide-area networks.

each adapter. Highlight TCP/IP > (your
network adapter) and then click Properties.

Cancel
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Frequently Asked Questions (continued)

Why can’t | access the web based configuration? (continued)

How can | assign a Static IP Address in Windows

98/Me? (continued)
Step 2 Click Specify an IP Address.

Enter in an IP Address that is on the same
subnet as the LAN IP Address on your
router. Example: If the router’s LAN IP
Address is 192.168.0.1, make your IP
Address 192.168.0.X where X is between
2-99. Make sure that the number you choose
is not in use on the network.

Step 3 Click on the Gateway tab.

Enter the LAN IP Address of your router
here (192.168.0.1).

Click Add when finished.

Step 4 Click on the DNS Configuration tab.

Click Enable DNS. Type in a Host (can
be any word). Under DNS server search
order, enter the LAN IP Address of your
router (192.168.0.1). Click Add.

Step 5 Click OK twice.

When prompted to reboot your computer,
click Yes.

After you reboot, the computer will now
have a static, private IP Address.

Step 5 Access the web management. Open your web
browser and enter the IP Address of your D-Link device in
the address bar. This should open the login page for the

© Obtain an IP address automaticall

& Epechy an 1P addiess:

192.168. 0 .10
Subnet Mask: | 255.255.255. 0

IP Address

TCP/IP Properties: 2lx]

Bindings | Advanced | HetBIDgs |
DN Corfiguration  Gateray | wINS Configuation | 1P Address

Installed G atewsay list will be the defauit
e lst will be the order in which these

Hew gateway

Bindings | Advanced | NeiBIDS |
DNS Configuation | Geteway | WINS Configuation | IP Address

" Dissble DNS
[~ Enable DNS

Hot [yl Demai |

DNS Server Search Order

192.168. 0 . 1 Add
192166.01

Domain Sufix Search Order

web management. Follow instructions to login and complete the configuration.
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Frequently Asked Questions (continued)

How can | setup my router to work with a Cable modem connection?

Dynamic Cable connection
(IE AT&T-BI, Cox, Adelphia, Rogers, Roadrunner, Charter, and Comcast).

Note: Please configure the router with the computer that was last connected directly

to the cable modem.

Step 1 Log into the web based configuration by typing in the IP Address of the
router (default:192.168.0.1) in your web browser. The username is admin (all
lowercase) and the password is blank (nothing).

Step 2 Click the Home tab and click the
WAN button. Dynamic IP Address is the

AR EE g 2x

? SR 7 S B T R L R -

TS 12.168.0.

default value, however, if Dynamic IP Address =B DL724Pt
is not selected as the WAN type, select

Dynamic IP Address by clicking on the radio
button. Click Clone Mac Address. Click on

1

EFEERD  fduin

E®E [

I AR F R EIsEE S

Apply and then Continue to save the changes.

D-Link

Buliimg Networks 101 Peaple

DI-724P+ l

Wizard

Wireless

WAN

DHCP

LE

HEE AL

-AmrPlus %
IEME
High-Speed 2.4GHz Wireless Router

LT : 3 Advanced | Tools Status Help

Please select the appropriate option to connect to your ISP

& Dynamic IP Address

« Static IP Address
¢ PPPoE

« Others

Host Name
MAC Address

Primary OMNS Address

Choose this option to obtain an IP address
autormnatically from your ISP, (For most Cahle
maderm users)

Choose this option ta set static [P information
provided to you by your ISP

Choose this option if your 15P uses PPPoE. (For
most DSL users)

FPPTF and BigPond Cable

| COptional)

i
Clane MAC Addres
0.0.0.0

Secondary DNS Address  [0.0.0.0

MTU

Auto-reconnect

1500

& Enabled € Disabled
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Frequently Asked Questions (continued)

How can | setup my router to work with a Cable modem connection?
(continued)

Step 3 Power cycle the cable modem and router:

Turn the cable modem off (first) . Turn the router off Leave them off for 2 minutes.**
Turn the cable modem on (first). Wait until you get a solid cable light on the cable
modem. Turn the router on. Wait 30 seconds.

** If you have a Motorola (Surf Board) modem, leave off for at least 5 minutes.

Step 4 Follow step 1 again and log back into the web configuration. Click the Status
tab and click the Device Info button. If you do not already have a public IP Address

under the WAN heading, click on the DHCP Renew and Continue buttons.

Static Cable Connection
Step 1 Log into the web based configuration by typing in the IP Address of the
router (default:192.168.0.1) in your web browser. The =
username is admin (all lowercase) and the password is R —

blank (nOthlng) s 192.168.0.1

A DL724P+

HEREERQ fadmin |
FEE)
I~ S EEEET D O EIBEE

Step 2 Click the Home tab and click the WAN button. e wa
Select Static IP Address and enter your static settings
obtained from the ISP in the
fields provided.

D-Link

BUIKIg Networks 1or Peopie

-ArPlus =
IEME,
If you do not know your High-Speed 2.4GHz Wireless Router

settings, you must contact oz | L Advanced __Tools _ Status ___Help
your ISP.

P\Eaée select the appropriate option to connect to your ISP

« Dynamic IP Address  Choose this option to obtain an IP address
automatically from your ISP. (For most Cable
modem users)

& Static IP Address Choose this option to set static IP information

. Wireless provided ta you by your ISP
step 3 Cllck on Apply and © PPPoE Choose this option if your ISP uses PPPoE. (For
. . most DSL users)
then click Continue to save bt © Others PPTP and BigPond Cable

the changes.

Wizard

LE€

LE

IP Address pooo
. DHGP
Step 4 Click the Status aioeCf T
. . ISP Gateway Address  [pooo
tab and click the Device T
Info button. Your IP Address Secondary ONS Adéress  [1000
information will be displayed Ll e

under the WAN heading. Q@ 0O

Apply Cancel Help
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Frequently Asked Questions (continued)

How can | setup my router to work with Earthlink DSL or any PPPoE
connection?

Make sure you disable or uninstall any PPPoE software such as WinPoet or Enternet
300 from your computer or you will not be able to connect to the Internet.

Step 1 Upgrade Firmware if needed.

(Please visit the D-Link tech support website at: http://support.dlink.com for the latest
firmware upgrade information.)

Step 2 Take a paperclip and perform a hard reset. With the unit on, use a paperclip
and hold down the reset button on the back of the unit for 10 seconds. Release it and
the router will recycle, the lights will blink, and then stabilize.

Step 3 After the router stabilizes, open your browser and enter 192.168.0.1 into the
address window and hit the Enter key. When the password dialog box appears, enter
the username admin and leave the password blank. Click OK.

If the password dialog box does not come up repeat Step 2.
Note: Do not run Wizard.
Step 4 Click on the WAN tab on left-hand side of the screen. Select PPPoE.

Step 5 Select Dynamic PPPoE (unless your ISP supplied you with a static IP
Address).

Step 6 In the username field enter ELN/username@earthlink.net and your
password, where username is your own username.

For SBC Global users, enter username@sbcglobal.net.
For Ameritech users, enter username@ameritech.net.
For BellSouth users, enter username@pbellsouth.net.

For Mindspring users, enter username@mindspring.com.
For most other ISPs, enter username.

Step 7 Maximum Idle Time should be set to zero. Set MTU to 1492, unless
specified by your ISP, and set Autoreconnect to Enabled.

Note: If you experience problems accessing certain websites and/or email issues,

please set the MTU to a lower number such as 1472, 1452, etc. Contact your ISP for
more information and the proper MTU setting for your connection.
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Frequently Asked Questions (continued)

How can | setup my router to work with Earthlink DSL or any PPPoE
connection? (continued)

Step 8 Click Apply. When prompted, click Continue. Once the screen refreshes,
unplug the power to the D-Link router.

Step 9 Turn off your DSL modem for 2-3 minutes. Turn back on. Once the modem
has established a link to your ISP, plug the power back into the D-Link router. Wait
about 30 seconds and log back into the router.

Step 10 Click on the Status tab in the web configuration where you can view the
device info. Under WAN, click Connect. Click Continue when prompted. You should
now see that the device info will show an IP Address, verifying that the device has
connected to a server and has been assigned an IP Address.

Can | use my D-Link Broadband Router to share my Internet connection
provided by AOL DSL Plus?

In most cases yes. AOL DSL+ may use PPPoE for authentication bypassing the
client software. If this is the case, then our routers will work with this service. Please
contact AOL if you are not sure.

To set up your router:

Step 1 Log into the web-based configuration (192.168.0.1) and configure the WAN
side to use PPPOE.

Step 2 Enter your screen name followed by @aol.com for the user name. Enter
your AOL password in the password box.

Step 3 You will have to set the MTU to 1400. AOL DSL does not allow for anything
higher than 1400.

Step 4 Apply settings.

Step 5 Recycle the power to the modem for 1 minute and then recycle power to the
router. Allow 1 to 2 minutes to connect.

If you connect to the Internet with a different internet service provider and want
to use the AOL software, you can do that without configuring the router’s firewall
settings. You need to configure the AOL software to connect using TCP/IP.

Go to http://www.aol.com for more specific configuration information of their software.
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Frequently Asked Questions (continued)

How do | open ports on my router?

To allow traffic from the internet to enter your local network, you will need to open up
ports or the router will block the request.

Step 1 Open your Web Virtual Server
browser and enter the |P Wirtual Server is used to allow Internet users access to LAN senices
Address of your D-Link router & Enabled © Disablad
(192.168.0.1). Enter username Name [poanyahare? Clear |
(admin) and your password Prvate B [1321680100
(blank by default). Protocal Type m

Private Port 22
Step 2 Click on Advanced Public Port ;
on top and then click Virtual Schedle @ Always
Server on the left side. © From time [00 2] : [00 =] [am =] 1o [00 =] : o0 =] [am =]
Step 3 Check Enabled to e Sl =]

activate entry.
Step 4 Enter a name for your virtual server entry.

Step 5 Next to Private IP, enter the IP Address of the computer on your local
network that you want to allow the incoming service to.

Step 6 Choose Protocol Type - either TCP, UDP, or both. If you are not sure, select
both.

Step 7 Enter the port information next to Private Port and Public Port. The private
and public ports are usually the same. The public port is the port seen from the WAN
side, and the private port is the port being used by the application on the computer
within your local network.

Step 8 Enter the Schedule information.
Step 9 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled. If DMZ is enabled, it will disable all Virtual
Server entries.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer
and then open port 81 to the other computer.
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Frequently Asked Questions (continued)

What is DMZ?

Demilitarized Zone:

In computer networks, a DMZ (demilitarized zone) is a computer host or small
network inserted as a neutral zone between a company’s private network and the
outside public network. It prevents outside users from getting direct access to a
server that has company data. (The term comes from the geographic buffer zone
that was set up between North Korea and South Korea following the UN police action
in the early 1950s.) A DMZ is an optional and more secure approach to a firewall and
effectively acts as a proxy server as well.

In a typical DMZ configuration for a small company, a separate computer (or host in
network terms) receives requests from users within the private network for access
to Web sites or other companies accessible on the public network. The DMZ host
then initiates sessions for these requests on the public network. However, the DMZ
host is not able to initiate a session back into the private network. It can only forward
packets that have already been requested.

Users of the public network outside the company can access only the DMZ host. The
DMZ may typically also have the company’s Web pages so these could be served

to the outside world. However, the DMZ provides access to no other company data.
In the event that an outside user penetrated the DMZ hosts security, the Web pages
might be corrupted but no other company information would be exposed. D-Link, a
leading maker of routers, is one company that sells products designed for setting up

a DMz

How do | configure the DMZ Host?

The DMZ feature allows you to forward all incoming ports to one computer on the
local network. The DMZ, or Demilitarized Zone, will allow the specified computer
to be exposed to the Internet. DMZ is useful when a certain application or game
does not work through the firewall. The computer that is configured for DMZ will be
completely vulnerable on the Internet, so it is suggested that you try opening ports
from the Virtual Server or Firewall settings before using DMZ.

Step 1 Find the IP address of the computer you want to use as the DMZ host.
To find out how to locate the IP Address of the computer in Windows XP/2000/ME/9x

or Macintosh operating systems please refer to Step 4 of the first question in this
section (Frequently Asked Questions).
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Frequently Asked Questions (continued)

How do | configure the DMZ Host? (continued)

Step 2 Log into the web based configuration
of the router by typing in the IP Address

of the router (default:192.168.0.1) in your
web browser. The username is admin (all

lowercase) and the password is blank
(nothing)

Step 3 Click the Advanced tab and then click on the DMZ button. Select Enable

Access Point

User name:

|€ admin

Password: |

[ remember my password

L Ok ][ Cancel ]

and type in the IP Address you found in step 1.

—‘AlerILé_ﬁq =l

High-Speed 2.4GHz Wireless Router

Step 4 Click Apply o240+ | ﬁm LEGLLR Tools | [Status | Help
and then Continue to S ED)L\:\]ﬁ(ﬁE;zr{!h(tsgﬁdEannEn(E) is used to allow a single computer on the LAN to be
save the changes. =

€ Enabled @ Disahled

IPAddress  1a21880]

Note: When DMZ is = © 00
enabled, Virtual Server P cﬁe. Help
settings will still be
effective. Remember,

il
you cannot forward the
same port to multiple
IP Addresses, so the =

Virtual Server settings —
will take priority over N—

DMZ settings.
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Frequently Asked Questions (continued)

How do | open a range of ports on my DI-724P+ using Firewall rules?

Step 1 Access the router’s web configuration by entering the router’s IP Address in
your web browser. The default IP Address is 192.168.0.1. Login using your password.
The default username is “admin” and the password is blank.

If you are having difficulty accessing web management, please see the first question
in this section.

Step 2 From the web management Home page, click the Advanced tab then click
the Fi [l button. e
e Firewall button D-Link

Step 3 Click on e
Enabled and type in a

;4”',95 |l.£ﬂ el

High-Speed 2.4GHz Wireless Router

name for the new rule. DI-724P+l m Advanced [RCTE Status Help
v Firewall Rules can be used to allow ar deny traffic from passing through the DI-
24P+
Step 4 Choose WAN
as the Source and - If‘ Enabled ¢ Disabled
enter a range of IP Acton € Mlow © Deny

Addresses OUt on the Interface P Start IP End Protocol  Port Range
internet that you would sawce [ | |

. . . Destination |* =1 | | |TCP =1 H
like this rule applied to. o el —
If you would like this ¢ From  Time [0 =00 o [T =100 =]
. g
rule to allow all internet sy [Fon = to[5im =]
users to be able to oons | @ 00
th rt Apply Cancel Help
access these ports,
then put an Asterisk in S
. BT ActionMName Source Destination Protocol
H_:Z ggsgobr%xt_)aonxdelrenavte i = Allow ﬁ!ﬁt‘”’ OPNGWAN yuay= Lanigzieeoticvey @
Py 7 Deny Defaut isans =
I Allow Default LANT *-182.168.00 7 [ET)

Step 5 Select LAN as the Destination and enter the IP Address of the computer on
your local network that you want to allow the incoming service to. This will not work

with a range of IP Addresses.

Step 6 Enter the port or range of ports that are required to be open for the incoming
service.

Step 7 Click Apply and then click Continue.

Note: Make sure DMZ host is disabled.

Because our routers use NAT (Network Address Translation), you can only open a
specific port to one computer at a time. For example: If you have 2 web servers on
your network, you cannot open port 80 to both computers. You will need to configure
1 of the web servers to use port 81. Now you can open port 80 to the first computer

and then open port 81 to the other computer. 86



Frequently Asked Questions (continued)

What are virtual servers?

A Virtual Server is defined as a service port, and all requests to this port will be
redirected to the computer specified by the server IP. For example, if you have an
FTP Server (port 21) at 192.168.0.5, a Web server (port 80) at 192.168.0.6, and
a VPN server at 192.168.0.7, then you need to specify the following virtual server
mapping table:

21 192.168.0.5 X
80 192.168.0.6 X
1723 192.168.0.7 X

How do | use PC Anywhere with my DI-624+ router?

You will need to open 3 ports in the Virtual Server section of your D-Link router.

Step 1 Open your web browser and enter the IP Address of the router
(192.168.0.1).

Step 2 Click on

Advanced at the top Virtual Server
and then click Virtual Wirtual Server is used to allow Intemet users access to LAN services.

Server on the left side. & Enabled € Disabled

Mame [pcanywherst Clear |
Private IP |192.153.D.1DU

Step 3 Enter the

information as_ seen Protocol Type [UDP =]
below. The Private IP _
. Private Port |22
is the IP Address of the
Public Port |22

computer on your local
Step 4 The Tirst entry Schedule & Always

will read as shown € From time [00 x| - [00 =] [&M >] 1o [00 =] - [00 7| [AM =]

daylSun 'ltngun 'l

Step 5 Click Apply and
then click Continue. 87



Frequently Asked Questions (continued)

How do | use PC Anywhere with my DI-624+ router? (continued)

Step 6 Create Virtual Server
a second entry “irtual Server is used to allow Internet users access to LAN services.

as shown here: & Enabled ¢ Disabled

Marme |poanywhere? Clear |
Private IP |192.1EB.D.1DD

Fratocol Type ITCP 'l
Private Port |5631

Step 7 Click Public Port  [5631
Apply and then Schedule & Always
click Continue. € From tirne |00 =] - [00 =] |AM =] to |00 =] Jo0 =] [aM =]

day|5un vImISun vl

Step 8 Create Virtual Server ,
a third and final Yirtual Server is used to allow Internet users access to LAN serices.

entry as shown

@ Enabled © Disabled
here:

Mame |pc:anywher93 Clear |

Private IP 192.166.0.100

Protacol Type Im
Private Port IW
Public Port  [5632
Schedule & Always
€ From time |00 7] - [00 =] |AM =] 1o |00 x| - {00 =] [AM =]
day [Sun 2] to[5un 7]

Step 9 Click Apply and then click Continue.

Step 10 Run PCAnywhere from the remote site and use the WAN IP Address of the
router, not your computer’s IP Address.
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Frequently Asked Questions (continued)

How can | use eDonkey behind my D-Link Router?

You must open ports on your router to allow incoming traffic while using eDonkey.

eDonkey uses three ports (4 if using CLI):

4661 (TCP) To connect with a server

4662 (TCP) To connect with other clients

4665 (UDP) To communicate with servers other than the one you are connected to.
4663 (TCP) *Used with the command line (CLI) client when it is configured to allow
remote connections. This is the case when using a Graphical Interface (such as the

Java Interface) with the client.

Step 1 Open your web browser and enter the IP Address of your router
(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.

Step 3 Create a

new firewall rule: D-Li
: ‘Link —AirBRPlus =
Click Enabled. o wors oo i YCrrenel+
Enter a name High-Speed 2.4GHz Wireless Router
(edonkey) e i SEETTEE Advanced [ CTTES Status Help
CI|Ck A||0W 6’;2 Fg’s;\ral\ RL‘J‘{ES”;:an be used to allow or deny traffic from passing through the DI-
Next to Source,
lm © Enabled ¢ Disabled
select WAN e |
under interface. P avolication Action  © Allow © Dery
In the ﬁrst bOX, oo I\Tter‘faj I\F' Start I\F' End Protocol  Port Range
* Filter =
enter an *. Leave Destination [F =] | I e | - —
the second box P Schedule  © Always
empty © From  Time |00 =|:|00 =T |00 = |DD =
day [Sun x| to|Sun =

Nextto R+
DeStInatlon, Apply Cancel Help
select LAN under el
H P Action Mame Source Destination Protocol
interface. Enter s W Alloyy SO0 PING VAN yapy = LAN.182 188.0.11CMP = ER]
the IP Address F— ol ] .

f th t 1= Deny Default o Seb e 0 1 ey
o € compu_ er = Allow Default LANF *-192.188.0.1  *F ER]
you are running

eDonkey from.
Leave the second
box empty. Under Protocol, select *. In the port range boxes, enter 4661 in the first

box and then 4665 in the second box. Click Always or set a schedule.

Step 4 Click Apply and then Continue.
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Frequently Asked Questions (continued)

How do | set up my router for SOCOM on my Playstation 27

To allow you to play SOCOM and hear audio, you must download the latest firmware
for the router (if needed), enable Game Mode, and open port 6869 to the IP Address
of your Playstation.

Step 1 Upgrade firmware (follow link above).

Step 2 Open your web browser and enter the IP Address of the router
(192.168.0.1). Enter username (admin) and your password (blank by default).

Step 3 Click on the Advanced tab and then click on Virtual Server on the left side.

Step 4 You will now create a new Virtual Server entry. Click Enabled and enter a
name (socom). Enter the IP Address of your Playstation for Private IP.

Step 5 For Protocol Type select Both. Enter 6869 for both the Private Port and
Public Port. Click Always. Click Apply to save changes and then Continue

D-Link

Bulidmg Netwarks for People

=:4”il=35 |I.IE’BM o=

High-Speed 2.4GHz Wireless Router
SULTEN Advanced JRCTTE Status Hel
Di-T24P | —_— B

Virtual Server is used to allov Internet users access to LAN services

¢

© Enabled @ Disabled

Virtual Server Marme |
1 Private IF 182.1668.0
S Protocol Type m

Private Port
Fublic Part

Filter

Firewall Schedule & Always
€ From  Time [00 =100 =000 =] [o0 =
S day |Sun x| to|Sun [z
DDNS a o O

Apply Cancel Help
Routing

MName Private IP Protocol Schedule

LECCEEEE

pmz I Virtual Server FTP 0000 TCP 21421 ahways 1]
™ virtual Server HTTP 0.0.0.0 TCP B0/ B0 ahways £

Performance I Virtual Server HTTPS  0.0.0.0 A Gy EL7]
I virual Server DNS  0.0.0.0 UDR 83153 ahways Eji]

I virtual Server SMTP 0000 TCP 25775 ahways T

Step 6 Click on the Tools tab and then Misc on the left side.

Step 7 Make sure Gaming Mode is Enabled. If not, click Enabled. Click Apply and
then Continue. 90




Frequently Asked Questions (continued)

How can | use Gamespy behind my D-Link router?

Step 1 Open your web browser and enter the IP Address of the router (192.168.0.1).
Enter admin for the username and your password (blank by default).

Step 2 Click on the Advanced tab and then click Virtual Server on the left side.

Step 3 You will create 2 entries.

Step 4 Click Enabled and enter
Settings:

D-Link

Buinamg Networks for People

—ArPlus -
ENVIE |
High-Speed 2.4GHz Wireless Router

NAME - Gamespy1 DI_724P+I m Advanced STl Status Help

Virtual Server
Virtual Server is used to allow Intermet users access to LAN services.

PRIVATE IP - The IP @ Ensbled_C Disabeg

{

VirualSenvr ame i —
Address of your computer e T
i ] Protocel Type  [Botn =]
that you are running P e
Gamespy from. e a—
Firewall Schedule © Aways

PROTOCOL TYPE - Both T

2 © O

Apply Cancel Help

PRIVATE PORT - 3783 e
PUBLIC PORT - 3783 C i Sener TP 0800 TCPa1121 e

—

Routing

[EEECERL

I Virtual Sever HTTP 0.0.00 TCPBO/ED ahways
Performance I Virtual Server HTTPS 0000 ch M3 hays

SCHEDULE - A|Way3 F Virual Sever DNS 0.0.00 UDP 53753 always
I Virtual Server SMTP 0.0.00 TCP25/25 ahways

Click Apply and then continue

D-Link

Buinamg Networks for People e

ENVIE |

Step 5 Enter 2nd entry: b Tt el RS
Click Enabled ey | ST >

Virtual Server
Virtual Server is used to allow Intermet users access to LAN services.

{

NAME - Gamespy2 & Enabled © Disabled

r— Name i —

. rivate 192.168.0.100
PRIVATE IP - The IP Address of = = ot e Bl
your computer that you are Ay - B—
running Gamespy from. s

€ From T\mn'aL,_ill nn,%lﬁnﬁ
PROTOCOL TYPE - Both MEE e o o

Apply Cancel Help
PRIVATE PORT - 6500 Virual server List

Narne Private [P Protocol  Schedule
I Virtual Server FTP 0.0.00 TCP 21/21 always Il
PU BLlC PORT - 6500 I virtual Server HTTP 0.0.0.0 TCPB80/80 always I
I Virtual Server HTTPS 0000 ch M3 oiways ']
SCH EDULE Al avs I Virtual Server DNS  0.0.0.0 UDP 53753 atways [E})
- W y . I Virtual Server SMTP 0.0.0.0 TCP 25/25 always ]

Click Apply and then continue.
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Frequently Asked Questions (continued)

How do | configure my router for KaZaA and Grokster?

The following is for KaZaA, Grokster, and others using the FastTrack P2P file sharing
system.

In most cases, you do not have to configure anything on the router or on the Kazaa
software. If you are having problems, please follow steps below:

Step 1 Enter the IP Address of your router in a web browser (192.168.0.1).
Step 2 Enter your username (admin) and your password (blank by default).
Step 3 Click on Advanced and then click Virtual Server.

Step 4 Click Enabled and then enter a Name (kazaa for example).

Step 5 Enter the IP Address of the computer you are running KaZaA from in the
Private IP box. Select TCP for the Protocol Type.

Step 6 Enter 1214 in the Private and Public Port boxes. Click Always under
schedule or set a time range. Click Apply.

m Advanced WLLIE Status Help

YWilual Server

Vinual Server is used to allow Interned users access to LAN semaces.

= Enabled © Digabled

Mama [kazas Clear I
Prvate IP 192 168.0.100

Profocol Type |TCF =

Prwate Port 1214
Public Port 1214
Schedule = Always

© From tirme |00 =] - [00 =] |40 =] 1o [00 =] - [00 =] [Am =]
da:,-lﬁun "Ilﬂ Sun -'I

Make sure that you did not enable proxy/firewall in the KaZaA software.
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Frequently Asked Questions (continued)

How do | configure my router to play Warcraft 3?

You must open ports on your router to allow incoming traffic while hosting a game in
Warcraft 3. To play a game, you do not have to configure your router.

Warcraft 3 (Battlenet) uses port 6112.

For the DI-604, DI-614+. DI-624,
DI-754, DI-764, or DI-774:

=AirPlus

YGremelG+
High-Speed 2.4GHz Wireless Router
Step 1 Open your web browser orreaee | LRI advanced TR PRI T RN
and enter the IP AddreSS Of v Virtual Server is used to allow Internet users access to LAN services
your router (192.168.0.1). Enter et
username (admin) and your T B o
password (leave blank). S S E—
== PudlicPort [
. Schedule & Aways
Step 2 Click on Advanced and —— © From  Time [0 =1 =0 [0 S [ =
then click Virtual Server. ; 9 9 o0
] =
Apply Cancel Help
Routin:
Step 3 Create a new entry: Narme Privaie P Proocel  Schedue -
Click Enabled. Enter a name B s Temmae 08
(warcraft3). Private IP - Enter the S— SRl U [ des N
I Vitual Server DNS 0.0.0.0 UDP 53/53 always B
|P Address of the Computer you I~ Virtual Server SMTP 0.0.0.0 TCP25/25 alvays )]

want to host the game. Select
Both for Protocol Type Enter
6112 for both Private Port and Public Port Click Always or set a schedule.

Step 4 Click Apply and then Continue.

Note: If you want multiple computers from you LAN to play in the same game that
you are hosting, then repeat the steps above and enter the IP Addresses of the other
computers. You will need to change ports. Computer #2 can use port 6113, computer
#3 can use 6114, and so on.

You will need to change the port information within the Warcraft 3 software for
computers #2 and up.

Configure the Game Port information on each computer:
Start Warcraft 3 on each computer, click Options > Gameplay. Scroll down and you

should see Game Port. Enter the port number as you entered in the above steps.

93



Frequently Asked Questions (continued)

How do | use NetMeeting with my D-Link Router?

Unlike most TCP/IP applications, NetMeeting uses DYNAMIC PORTS instead of
STATIC PORTS. That means that each NetMeeting connection is somewhat different
than the last. For instance, the HTTP web site application uses port 80. NetMeeting
can use any of over 60,000 different ports.

All broadband routers using (only) standard NAT and all internet sharing programs
like Microsoft ICS that use (only) standard NAT will NOT work with NetMeeting or
other h.323 software packages.

The solution is to put the router in DMZ.

Note: A few hardware manufacturers have taken it on themselves to actually provide
H.323 compatibility. This is not an easy task since the router must search each
incoming packet for signs that it might be a netmeeting packet. This is a whole lot
more work than a router normally does and may actually be a weak point in the
firewall. D-Link is not one of the manufacturers.

To read more on this visit http://www.HomenetHelp.com

How do | set up my router to use iChat? -for Macintosh users-

You must open ports on your router to allow incoming traffic while using iChat.
iChat uses the following ports: 5060 (UDP) 5190 (TCP) File Sharing 16384-16403
(UDP) To video conference with other clients

Step 1 Open your web browser and enter the IP Address of your router

(192.168.0.1). Enter username (admin) and your password (leave blank).

Step 2 Click on Advanced and then click Firewall.
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Frequently Asked Questions (continued)

How do | set up my router to use iChat? -for Macintosh users- (continued)

Step 3 Create a new
firewall rule:

D-Link —AirPlus

e s R
Click Enabled. High-Speed 2.4GHz Wireless Router
Enter a name (ichat1). oz E _Homs LLLligel Tools | status L Help
C||Ck A”OW. v \/\rg’t\uaal S;‘VEI: \‘s used to allow Internet users access to LAN services
Next to Source, select  Enabled @ Disabled
WAN under interface. vitual Sorver Narme I

- Private IP 1
In the first box, enter ol Ty o]
an *. !T Private Port l—
Leave the second box PUblicFort
Firewall Schedule & Always

empty. & From  Time [PEIE T EHIEHE
Next to Destination, snme day 5o =] to [5r =1

select LAN under @ 9 O

Apply Cancel Help

Ll

interface.
Routing rtual Server List
Enter the IP Address of Name Private I Protocal  Schedule
DMz I~ virtual Server FTP 0000 TCP 21721 always 1]
the CompUter YOU are I Virtual Server HTTP - 0000 TCP B0/B0 always [E37)
running iChat from. I~ virtual Server HTTPS  0.0.0.0 TR Ghways E]]
I vittual Server DNS 0000 UDP 53753 always i
7 Virtual Server SMTP 0.0.0.0 TCP 25725 always il

Leave the second box empty. Under Protocol, select UDP. In the port range boxes,
enter 5060 in the first box and leave the second box empty.
Click Always or set a schedule.

D-Link =7 V/

A2 LATLIC AirrPlus T
High-Speed 2.4GHz Wireless Router
Step 4 BT BT Advanced BT Status Help
Click Apply and then 1 T

: Virtual
Continue. e

ris used to allow Internet users access to LAMN services

© Enabled @ Disabled

Virtual Server MName [
Private IP wezise0
R Protocol Type  [TCP =]
e Private Port ’—
step 5 Public Port 1
Repeat steps 3 and 4 " T oo o R
enter ichat2 and open ™ enme oy [5on =] 1o [5un =]

ports 16384-16403 TR @ O O

Ll

DDNS
Apply Cancel Help
(UDP).
Marme Private P Protocol Schedule

DMz I~ virtual Server FTP 0000 TCP 21721 always 1]
I~ virtual Server HTTP - 0000 TCP 80780 always [ERT}

P -
I Virtual Server HTTPS  0.0.0.0 TR Ghways ]
I vittual Server DNS 0000 UDP 53753 always i
7 Virtual Server SMTP 0.0.0.0 TCP 25725 always il
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Frequently Asked Questions (continued)

How do | set up my router to use iChat? -for Macintosh users- (continued)

For File Sharing:
Step 1 Click on Advanced
and then Virtual Server.

;4”-,95 ll..é%, =

High-Speed 2.4GHz Wireless Router

Step 2 Check Enabled to

activate entry. Dl_724p+l % Advanced [N {TE Status Help
‘ = V\‘rtua\ S’EI"VEI’. is used to allow Internet users access to LAN services
Step 3 Enter a name for © Enabled_ Disabled
. Virtual Server Name ]
your virtual server entry e
(lChat3). ki Protocol Type [TCP =
Private Pot [
. Public Port l—
Step 4 Next to Private Schedie @ Aways
IP, enter the IP Address of © From z‘mj,L_i‘,jﬂls'_Tﬂ;',@ W=
the computer on your local ' @ OO0
izl °
network that you want to Apply Cancel Help
allow the incoming service T
tivate rotacal chedule
to. ™ omz I~ virual Server FTF 0.0.0.0 TCP21/21 always [EL]
I~ virtual Server HTTP 0.0.0.0 TCP B0/ 80 abways EfT)
I~ Virtual Server HTTPS 0000 LC; 43 ahways il
step 5 Select TCP for I Virtual Server DNS  0.0.0.0 UDF 53/53 always £
PrOtOCOl Type I~ Virtual Server SMTP 0000 TCP 25/25 always 2 fii

Step 6 Enter 5190 next to
Private Port and Public Port.

Stsp 7 Click Always or configure a schedule.

Step 8 Click Apply and then Continue.

If using Mac OS X Firewall, you may need to temporarily turn off the firewall in the
Sharing preference pane on both computers.

To use the Mac OS X Firewall, you must open the same ports as in the router:

Step 1 Choose Apple menu > System Preferences.

Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose Other from the Port Name pop-up menu.

Step 6 In the Port Number, Range or Series field, type in: 5060, 16384-16403.
Step 7 In the Description field type in: iChat AV

Step 8 Click OK.
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Frequently Asked Questions (continued)

How do | send or receive a file via iChat when the Mac OSX firewall is
active? -for Macintosh users- Mac OS X 10.2 and later

The following information is from the online Macintosh AppleCare knowledge base:

“iChat cannot send or receive a file when the Mac OS X firewall is active in its default
state. If you have opened the AIM port, you may be able to receive a file but not send
them.

In its default state, the Mac OS X firewall blocks file transfers using iChat or America
Online AIM software. If either the sender or receiver has turned on the Mac OS X fire-
wall, the transfer may be blocked.

The simplest workaround is to temporarily turn off the firewall in the Sharing preference
pane on both computers. This is required for the sender. However, the receiver may
keep the firewall on if the AIM port is open. To open the AIM port:

Step 1 Choose Apple menu > System Preferences.
Step 2 Choose View > Sharing.

Step 3 Click the Firewall tab.

Step 4 Click New.

Step 5 Choose AOL IM from the Port Name pop-up menu. The number
5190 should already be filled in for you.

Step 6 Click OK.

If you do not want to turn off the firewall at the sending computer, a different file sharing
service may be used instead of iChat. The types of file sharing available in Mac OS X
are outlined in technical document 106461, "Mac OS X: File Sharing" in the AppleCare
Knowledge base online.

Note: If you use a file sharing service when the firewall is turned on, be sure to click

the Firewall tab and select the service you have chosen in the "Allow" list. If you do not
do this, the firewall will also block the file sharing service. *
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Frequently Asked Questions (continued)

What is NAT?

NAT stands for Network Address Translator. It is proposed and described in RFC-
1631 and is used for solving the IP Address depletion problem. Basically, each

NAT box has a table consisting of pairs of local IP Addresses and globally unique
addresses, by which the box can “translate” the local IP Addresses to global address
and vice versa. Simply put, it is a method of connecting multiple computers to the
Internet (or any other IP network) using one IP Address.

D-Link’s broadband routers (ie: DI-604) support NAT. With proper configuration,
multiple users can access the Internet using a single account via the NAT device.

For more information on RFC-1631: The IP Network Address Translator (NAT), visit
http://www.fags.org/rfcs/rfc1631.html
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Technical Support

You can find software updates and user documentation on the D-Link website.

D-Link provides free technical support for customers within the United States and
within Canada for the duration of the warranty period on this product.

U.S. and Canadian customers can contact D-Link technical support through our wek
site, or by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 453-5465
24 hours a day, seven days a week.

D-Link Technical Support over the Internet:
http://support.dlink.com
email:support@dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(800) 361-5265
Monday to Friday 8:30am to 9:00pm EST

D-Link Technical Support over the Internet:
http://support.dlink.ca
email:support@dlink.ca

When contacting technical support, please provide the following information:
e Serial number of the unit

e Model number or product name

e Software type and version number
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Warranty and Registration
(USA only)

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited
warranty for its product only to the person or entity that originally purchased the product from:

° D-Link or its authorized reseller or distributor and

e  Products purchased and delivered within the fifty states of the United States, the District of Columbia,
U.S. Possessions or Protectorates, U.S. Military Installations, addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link products described below will
be free from material defects in workmanship and materials from the date of original retail purchase of the
product, for the period set forth below applicable to the product type (“Warranty Period”), except as otherwise
stated herein.

3-Year Limited Warranty for the Product(s) is defined as follows:

. Hardware (excluding power supplies and fans) Three (3) Years
e  Power Supplies and Fans One (1) Year
e  Spare parts and spare kits Ninety (90) days

D-Link’s sole obligation shall be to repair or replace the defective Hardware during the Warranty Period at
no charge to the original owner or to refund at D-Link’s sole discretion. Such repair or replacement will be
rendered by D-Link at an Authorized D-Link Service Office. The replacement Hardware need not be new or
have an identical make, model or part. D-Link may in its sole discretion replace the defective Hardware (or
any part thereof) with any reconditioned product that D-Link reasonably determines is substantially equivalent
(or superior) in all material respects to the defective Hardware. Repaired or replacement Hardware will be
warranted for the remainder of the original Warranty Period from the date of original retail purchase. If a
material defect is incapable of correction, or if D-Link determines in its sole discretion that it is not practical to
repair or replace the defective Hardware, the price paid by the original purchaser for the defective Hardware
will be refunded by D-Link upon return to D-Link of the defective Hardware. All Hardware (or part thereof)
that is replaced by D-Link, or for which the purchase price is refunded, shall become the property of D-Link
upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will
substantially conform to D-Link’s then current functional specifications for the Software, as set forth in the
applicable documentation, from the date of original retail purchase of the Software for a period of ninety (90)
days (“Warranty Period”), provided that the Software is properly installed on approved hardware and operated
as contemplated in its documentation. D-Link further warrants that, during the Warranty Period, the magnetic
media on which D-Link delivers the Software will be free of physical defects. D-Link’s sole obligation shall
be to replace the non-conforming Software (or defective media) with software that substantially conforms
to D-Link’s functional specifications for the Software or to refund at D-Link’s sole discretion. Except as
otherwise agreed by D-Link in writing, the replacement Software is provided only to the original licensee,
and is subject to the terms and conditions of the license granted by D-Link for the Software. Software will
be warranted for the remainder of the original Warranty Period from the date or original retail purchase. If
a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion that it
is not practical to replace the non-conforming Software, the price paid by the original licensee for the non-
conforming Software will be refunded by D-Link; provided that the non-conforming Software (and all copies
thereof) is first returned to D-Link. The license granted respecting any Software for which a refund is given
automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for hardware and software of D-
Link’s products will not be applied to and does not cover any refurbished product and any product purchased
through the inventory clearance or liquidation sale or other sales in which D-Link, the sellers, or the liquidators
expressly disclaim their warranty obligation pertaining to the product and in that case, the product is being
sold “As-Is” without any warranty whatsoever including, without limitation, the Limited Warranty as described
herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its return

policy. In case the return policy period has expired and the product is within warranty, the customer shall
submit a claim to D-Link as outlined below:
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. The customer must submit with the product as part of the claim a written description of the Hardware
defect or Software nonconformance in sufficient detail to allow D-Link to confirm the same.

e  The original product owner must obtain a Return Material Authorization (“RMA”) number from
the Authorized D-Link Service Office and, if requested, provide written proof of purchase of the
product (such as a copy of the dated purchase invoice for the product) before the warranty service
is provided.

e  After an RMA number is issued, the defective product must be packaged securely in the original
or other suitable shipping package to ensure that it will not be damaged in transit, and the RMA
number must be prominently marked on the outside of the package. Do not include any manuals
or accessories in the shipping package. D-Link will only replace the defective portion of the Product
and will not ship back any accessories.

e  The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery
(“COD”) is allowed. Products sent COD will either be rejected by D-Link or become the property
of D-Link. Products shall be fully insured by the customer. D-Link will not be held responsible for
any packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped
to the customer via UPS Ground or any common carrier selected by D-Link, with shipping charges
prepaid. Expedited shipping is available if shipping charges are prepaid by the customer and upon
request.

Return Merchandise Ship-To Address
USA 53 Discovery Drive, Irvine, CA 92618
Canada: 2180 Winston Park Dnve Oakville, ON, L6H 5W1 (Visit http://www.dlink.ca for detailed warranty
information within Canada)

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the
foregoing requirements, or for which an RMA number is not visible from the outside of the package. The
product owner agrees to pay D-Link’s reasonable handling and return shipping charges for any product that
is not packaged and shipped in accordance with the foregoing requirements, or that is determined by D-Link
not to be defective or non-conforming.

What Is Not Covered: This limited warranty provided by D-Link does not cover: Products, if in D-Link’s judgment,
have been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, faulty
installation, lack of reasonable care, repair or service in any way that is not contemplated in the documentation
for the product, or if the model or serial number has been altered, tampered with, defaced or removed; Initial
installation, installation and removal of the product for repair, and shipping costs; Operational adjustments
covered in the operating manual for the product, and normal maintenance; Damage that occurs in shipment,
due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware
or other products or services provided by anyone other than D-Link; Products that have been purchased
from inventory clearance or liquidation sales or other sales in which D-Link, the sellers, or the liquidators
expressly disclaim their warranty obligation pertaining to the product. Repair by anyone other than D-Link
or an Authorized D-Link Service Office will void this Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE
PRODUCT IS PROVIDED “AS-IS” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING,
WITHOUT LIMITATION, ANY WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT BE DISCLAIMED IN ANY
TERRITORY WHERE APRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE
LIMITED TO NINETY (90) DAYS. EXCEPTAS EXPRESSLY COVERED UNDER THE LIMITED WARRANTY
PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE OF
THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER
ANY CONTRACT, NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY
FOR ANY LOSS OF USE OF THE PRODUCT, INCONVENIENCE OR DAMAGES OF ANY CHARACTER,
WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL (INCLUDING, BUT NOT LIMITED TO,
DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE, COMPUTER
FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO
WHICH D-LINK’S PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED
IN, STORED ON, OR INTEGRATED WITH ANY PRODUCT RETURNED TO D-LINK FOR WARRANTY
SERVICE) RESULTING

FROM THE USE OF THE PRODUCT, RELATING TO WARRANTY SERVICE, OR ARISING OUT OF ANY
BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES. THE SOLE REMEDY FORABREACH OF THE FOREGOING LIMITED WARRANTY
IS REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT.
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LIABILITY OF D-LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE
PRODUCT COVERED BY THE WARRANTY. THE FOREGOING EXPRESS WRITTEN WARRANTIES
AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES OR REMEDIES,
EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some states
do not allow exclusion or limitation of incidental or consequential damages, or limitations on how long an
implied warranty lasts, so the foregoing limitations and exclusions may not apply. This limited warranty provides
specific legal rights and the product owner may also have other rights which vary from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered
trademarks are the property of their respective manufacturers or owners.

Copyright Statement: No part of this publication or documentation accompanying this Product may

be reproduced in any form or by any means or used to make any derivative such as translation,
transformation, or adaptation without permission from D-Link Corporation/D-Link Systems, Inc., as
stipulated by the United States Copyright Act of 1976. Contents are subject to change without prior notice.

Copyright® 2002 by D-Link Corporation/D-Link Systems, Inc. All rights reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio
interference, in which case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital
device, pursuant to part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a residential installation. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communication. However, there is no guarantee that interference will not occur in a
particular installation. If this equipment does cause harmful interference to radio or television reception,
which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

. Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty outside the United States, please contact corresponding local D-Link
office.

FCC Caution:
The manufacturer is not responsible for any radio or TV interference caused by unauthorized modifications
to this equipment; such modifications could void the user’s authority to operate the equipment.

(1) The devices are restricted to indoor operations within the 5.15 to 5.25GHz range. (2) For this
device to operate in the 5.15 to 5.25GHz range, the devices must use integral antennas.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept any
interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
The antenna(s) used for this equipment must be installed to provide a separation distance of at least
eight inches (20 cm) from all persons.

s

This equipment must not be operated in conjunction with any other antenna.

( Register your D-Link product online at http://support.dlink.com/register/ )
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