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Intended Readers

Typographical Conventions
Notes, Notices and Cautions

Safety Instructions

General Precautions for Rack-Mountable Products

Protecting Against Electrostatic Discharge

The DGS-3420 Series Web Ul Reference Guide contains information for setup and management of the Switch. This
manual is intended for network managers familiar with network management concepts and terminology.

Typographical Conventions

Convention

[]

Description

In a command line, square brackets indicate an optional entry. For example: [copy
filename] means that optionally you can type copy followed by the name of the file. Do
not type the brackets.

Bold font

Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File
menu and choose Cancel. Used for emphasis. May also indicate system messages or
prompts appearing on screen. For example: You have mail. Bold font is also used to
represent filenames, program names and commands. For example: use the copy
command.

Boldface Typewriter
Font

Indicates commands and responses to prompts that must be typed exactly as printed in
the manual.

Initial capital letter

Indicates a window name. Names of keys on the keyboard have initial capitals. For
example: Click Enter.

Menu Name > Menu
Option

Menu Name > Menu Option Indicates the menu structure. Device > Port > Port
Properties means the Port Properties menu option under the Port menu option that is
located under the Device menu.

Notes, Notices and Cautions

L)

‘\_ A NOTE indicates important information that helps make better use of the device.

« > A NOTICE indicates either potential damage to hardware or loss of data and tells how to avoid the

problem.

: ! E A CAUTION indicates a potential for property damage, personal injury, or death.

Safety Instructions
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Use the following safety guidelines to ensure your own personal safety and to help protect your system from potential

damage. Throughout this safety section, the caution icon (*’3) is used to indicate cautions and precautions that need
to be reviewed and followed.

Safety Cautions

To reduce the risk of bodily injury, electrical shock, fire, and damage to the equipment observe the following
precautions:

e Observe and follow service markings.
o0 Do not service any product except as explained in the system documentation.

o Opening or removing covers that are marked with the triangular symbol with a lightning bolt may
expose the user to electrical shock.

o0 Only a trained service technician should service components inside these compartments.

e If any of the following conditions occur, unplug the product from the electrical outlet and replace the part or
contact your trained service provider:

o Damage to the power cable, extension cable, or plug.

0 An object has fallen into the product.

0 The product has been exposed to water.

0 The product has been dropped or damaged.

0 The product does not operate correctly when the operating instructions are correctly followed.
e Keep your system away from radiators and heat sources. Also, do not block cooling vents.

e Do not spill food or liquids on system components, and never operate the product in a wet environment. If the
system gets wet, see the appropriate section in the troubleshooting guide or contact your trained service
provider.

e Do not push any objects into the openings of the system. Doing so can cause fire or electric shock by shorting
out interior components.

e Use the product only with approved equipment.
e Allow the product to cool before removing covers or touching internal components.

e Operate the product only from the type of external power source indicated on the electrical ratings label. If
unsure of the type of power source required, consult your service provider or local power company.

e To help avoid damaging the system, be sure the voltage selection switch (if provided) on the power supply is
set to match the power available at the Switch’s location:

o 115 volts (V)/60 hertz (Hz) in most of North and South America and some Far Eastern countries such
as South Korea and Taiwan

0 100 V/50 Hz in eastern Japan and 100 V/60 Hz in western Japan
0 230 V/50 Hz in most of Europe, the Middle East, and the Far East
e Also, be sure that attached devices are electrically rated to operate with the power available in your location.

e Use only approved power cable(s). If you have not been provided with a power cable for your system or for any
AC-powered option intended for your system, purchase a power cable that is approved for use in your country.
The power cable must be rated for the product and for the voltage and current marked on the product's
electrical ratings label. The voltage and current rating of the cable should be greater than the ratings marked
on the product.

e To help prevent electric shock, plug the system and peripheral power cables into properly grounded electrical
outlets. These cables are equipped with three-prong plugs to help ensure proper grounding. Do not use
adapter plugs or remove the grounding prong from a cable. If using an extension cable is necessary, use a 3-
wire cable with properly grounded plugs.

e Observe extension cable and power strip ratings. Make sure that the total ampere rating of all products
plugged into the extension cable or power strip does not exceed 80 percent of the ampere ratings limit for the
extension cable or power strip.

e To help protect the system from sudden, transient increases and decreases in electrical power, use a surge
suppressor, line conditioner, or uninterruptible power supply (UPS).

2
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e Position system cables and power cables carefully; route cables so that they cannot be stepped on or tripped
over. Be sure that nothing rests on any cables.

e Do not modify power cables or plugs. Consult a licensed electrician or your power company for site
modifications. Always follow your local/national wiring rules.

e When connecting or disconnecting power to hot-pluggable power supplies, if offered with your system, observe
the following guidelines:

o Install the power supply before connecting the power cable to the power supply.
0 Unplug the power cable before removing the power supply.

o If the system has multiple sources of power, disconnect power from the system by unplugging all
power cables from the power supplies.

e Move products with care; ensure that all casters and/or stabilizers are firmly connected to the system. Avoid
sudden stops and uneven surfaces.

General Precautions for Rack-Mountable Products

Observe the following precautions for rack stability and safety. Also, refer to the rack installation documentation
accompanying the system and the rack for specific caution statements and procedures.

e Systems are considered to be components in a rack. Thus, "component” refers to any system as well as to
various peripherals or supporting hardware.

CAUTION: Installing systems in a rack without the front and side stabilizers installed could cause the rack
to tip over, potentially resulting in bodily injury under certain circumstances. Therefore, always install the

: ! E stabilizers before installing components in the rack. After installing system/components in a rack, never pull
more than one component out of the rack on its slide assemblies at one time. The weight of more than one
extended component could cause the rack to tip over and may result in serious injury.

e Before working on the rack, make sure that the stabilizers are secured to the rack, extended to the floor, and
that the full weight of the rack rests on the floor. Install front and side stabilizers on a single rack or front
stabilizers for joined multiple racks before working on the rack.

e Always load the rack from the bottom up, and load the heaviest item in the rack first.
e Make sure that the rack is level and stable before extending a component from the rack.

e Use caution when pressing the component rail release latches and sliding a component into or out of a rack;
the slide rails can pinch your fingers.

e After a component is inserted into the rack, carefully extend the rail into a locking position, and then slide the
component into the rack.

e Do not overload the AC supply branch circuit that provides power to the rack. The total rack load should not
exceed 80 percent of the branch circuit rating.

e Ensure that proper airflow is provided to components in the rack.
e Do not step on or stand on any component when servicing other components in a rack.

NOTE: A qualified electrician must perform all connections to DC power and to safety grounds. All
electrical wiring must comply with applicable local or national codes and practices.

installed ground conductor. Contact the appropriate electrical inspection authority or an electrician if

.

CAUTION: Never defeat the ground conductor or operate the equipment in the absence of a suitably

:‘ 1 E
- uncertain that suitable grounding is available.
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CAUTION: The system chassis must be positively grounded to the rack cabinet frame. Do not attempt to
il E connect power to the system until grounding cables are connected. Completed power and safety ground
= wiring must be inspected by a qualified electrical inspector. An energy hazard will exist if the safety ground
cable is omitted or disconnected.

Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside the system. To prevent static damage, discharge static electricity
from your body before touching any of the electronic components, such as the microprocessor. This can be done by
periodically touching an unpainted metal surface on the chassis.

The following steps can also be taken prevent damage from electrostatic discharge (ESD):

1. When unpacking a static-sensitive component from its shipping carton, do not remove the component from the
antistatic packing material until ready to install the component in the system. Just before unwrapping the
antistatic packaging, be sure to discharge static electricity from your body.

2. When transporting a sensitive component, first place it in an antistatic container or packaging.

3. Handle all sensitive components in a static-safe area. If possible, use antistatic floor pads, workbench pads
and an antistatic grounding strap.
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Chapter 1  Web-based Switch Configuration

Introduction
Login to the Web Manager
Web-based User Interface
Web Pages

Introduction

Most software functions of the DGS-3420 Series switches can be managed, configured and monitored via the
embedded web-based (HTML) interface. Manage the Switch from remote stations anywhere on the network through a
standard browser. The browser acts as a universal access tool and can communicate directly with the Switch using the

HTTP protocol.

Login to the Web Manager

To begin managing the Switch, simply run the browser installed on your computer and point it to the IP address you
have defined for the device. The URL in the address bar should read something like: http://123.123.123.123, where the
numbers 123 represent the IP address of the Switch.

> NOTE: The factory default IP address, for a normal port, is 10.90.90.90. The factory default IP address,
\ for the management port, is 192.168.0.1.

The Web User Interface’s authentication window can be accessed using the IP address of 10.90.90.90 (normal port),
as seen below.

The server 10.90.90.90 at requires a username and password.

Warning: This server is requesting that your username and password be
zent in an insecure manner (basic authentication without a secure
connection).

| 'JSEI’ narme

| Password

Remember my credentials

Figure 1-1 Enter Network Password window

Leave both the User Name field and the Password field blank and click OK. This will open the Web-based user
interface. The Switch management features available in the web-based manager are explained below.

Web-based User Interface
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The user interface provides access to various Switch configuration and management windows, allows you to view
performance statistics, and permits you to graphically monitor the system status.

Areas of the User Interface

The figure below shows the user interface. Three distinct areas divide the user interface, as described in the table.

Gonsole Refresh Interval

L [ s e e [
7 e e .

$0Card 7654 321 MGMT 2 4 & & 0 12 14 16 1820 22 24

oGS 5420265

[ System Configuration

[ Management
| L2 Features

[ L3 Features
[ QoS

[ AL
[ Security

[ Metw ork Appiication
[ 0AM

[ Monitoring

AREA 1

System Up Time: 00 Days 00:28:12 ‘, Logged'in as Adminisirator, Anonymous - 10.80.90.6 | |

Device Information

Device Type DGS-3420-285C Gigabit Ethernet Switch MAC Address 00-01-02-03-04-00

System Name IP Address 10.90.90.90 (Static)

System Location Maslk 255.0.0.0

System Contact Gateway 0000

Boot PROM Version Build 1.00.003 Management VLAN default

Firmware Version Build 1.50.010 Login Timeout (min} Never

Hardware Version B1 System Time 05/01/2000 01:34:21 (System Clock)

Device Status and Quick Configurations

SNTP Disabled Settings Jumhbo Frame Disabled Settings
Spanning Tree Disabled Settings MLD Snooping Disabled Settings
SNMP Disabled Settings IGMP Snooping Disabled Settings
Safeguard Engine Disabled Seftings MAC Notification Disabled Seftings
System Log Disabled Seftings B802.1X Disabled Seftings
SSL Disabled Seftings SSH Disabled Settings
GVRP Disabled Settings Port Mirror Disabled Settings
Password Encryption Enabled Seftings Single IP Management Disabled Seftings
Telnet Enabled (TCP 23) Settings CLI Paging Enabled Setfings
Web Enabled (TCP 20) Settings HOL Blocking Prevention Enabled Settings
VLAN Trunk Disabled Settings DHCP Relay Disabled Settings
DNS Relay Disabled Seftings DNS Resolver Disabled Seftings
RIP Disabled Seftings RIPng Disabled Seftings
VRRP Disabled Seftings

AREA 3

Figure 1-2 Main Web-Manager page

Function
Select the menu or window to display. Open folders and click the hyperlinked menu buttons
Areal and subfolders contained within them to display menus. Click the D-Link logo to go to the D-
Link website.
Presents a graphical near real-time image of the front panel of the Switch. This area displays
Area 2 the Switch's ports, console and management port, showing port activity.
Some management functions, including save, reboot, download and upload are accessible
here.
Area 3 Presents switch information based on user selection and the entry of configuration data.
Y

(\ NOTE: Any changes made to the Switch configuration during the current session must be saved in the

Save Configuration / Log window or use the command line interface (CLI) command save.

Web Pages
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When connecting to the management mode of the Switch with a web browser, a login screen is displayed. Enter a user
name and password to access the Switch's management mode.

Below is a list of the main folders available in the Web interface:

System Configuration - In this section the user will be able to configure features regarding the Switch’s configuration.
Management - In this section the user will be able to configure features regarding the Switch’'s management.

L2 Features - In this section the user will be able to configure features regarding the Layer 2 functionality of the Switch.
L3 Features - In this section the user will be able to configure features regarding the Layer 3 functionality of the Switch.

QoS - In this section the user will be able to configure features regarding the Quality of Service functionality of the
Switch.

ACL - In this section the user will be able to configure features regarding the Access Control List functionality of the
Switch.

Security - In this section the user will be able to configure features regarding the Switch’s security.

Network Application - In this section the user will be able to configure features regarding network applications
handled by the Switch.

OAM - In this section the user will be able to configure features regarding the Switch’s operations, administration and
maintenance (OAM).

Monitoring - In this section the user will be able to monitor the Switch’s configuration and statistics.

4h\ NOTE: Be sure to