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Section 1 - Product Overview

Package Contents

e D-Link DAP-1150 Wireless N 150 Access Point
e Power Supply

e Manual on CD

* Quick Installation Guide

e Ethernet Cable

Note: Using a power supply with a different voltage rating than the one included
with the DAP-1150 will cause damage and void the warranty for this
product.

System Requirements

e Computers with Windows®, Macintosh®, or Linux-based operating systems with an installed Ethernet
Adapter
* Internet Explorer or Netscape Navigator version 6.0 or above, with JavaScript enabled
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Section 1 - Product Overview

Features

* Multiple operation modes - Can be flexibly configured to operate as an Access Point, Wireless Repeater and Router
mode.

* Faster Wireless Networking - The DAP-1150 provides up to 150Mbps™ wireless connection with other 802.11n wireless
clients. This capability allows users to participate in real-time activities online, such as video streaming, online gaming, and
real-time audio.

e Compatible with 802.11b and 802.11g Devices - The DAP-1150 is still fully compatible with the IEEE 802.11b and IEEE
802.11¢g standard, so it can connect with existing 802.11b and IEEE 802.11g PCI USB and Cardbus adapters.

* Total security - Complete set of security features including WEP encryption and WPA/WPA2 to protect network against
outside intruders.

* Connect home and soho to a wireless network - Create a wireless network for your home and office using the D-Link
DAP-1150 as an 802.11n standard Wireless Access Point. Connect this Access Point to a broadband modem and let others
wirelessly access your Internet connection. Enjoy surfing the web, checking e-mail, and chatting with family and friends
online.

* Protect wireless network and data - The DAP-1150 provides 64/128-bit WEP encryption and WPA/WPA2 security to
protect your network and wireless data. In addition, it also provides MAC address filtering and the Disable SSID Broadcast
function to limit outsiders’ access to your home and office network.

* Easy to install and use - Through its easy-to-use Web-based user interface, the DAP-1150 lets you configure your AP to
your specific settings within minutes.

1 Maximum wireless signal rate derived from IEEE Standard 802.11g and 802.11n specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate.
Environmental conditions will adversely affect wireless signal range.
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Section 1 - Product Overview

Hardware Overview

Connections
LAN Port:
Connect ethernet RESET:
device such as Pressing the Reset Button restores
computer, switch the access point to its original
and hub. factory default settings.

5V—=1.2A RESET

Power:
Receptor for the Power
Adapter.
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Section 1 - Product Overview

Hardware Overview
LEDs

WLAN: Blinking green light
Power: Solid green light indicates wireless activity;solid
indicates connection to a green light indicates connection
power source

DAP-1150

LAN:Blinking green light
indicates activity;Solid green
light indicates connection
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Wireless Installation Considerations

The D-Link wireless access point lets you access your network using a wireless connection from virtually anywhere
within the operating range of your wireless network. Keep in mind, however, that the number, thickness and location
of walls, ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business. The key
to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link access point and other network devices to a
minimum - each wall or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your
devices so that the number of walls or ceilings is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree
angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters)
thick! Position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle)
for better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect
on range. Try to position access points, wireless access points, and computers so that the signal passes
through drywall or open doorways. Materials and objects such as glass, steel, metal, walls with insulation,
water (fish tanks), mirrors, file cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate
RF noise.

5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home
security systems), your wireless connection may degrade dramatically or drop completely. Make sure your
2.4GHz phone base is as far away from your wireless devices as possible. The base transmits a signal
even if the phone in not in use.

D-Link DAP-1150 User Manual 8



AP/Repeater/Router Mode

How you use your DAP-1150 will determine which mode you choose on the DAP-1150. This section will help you figure
out which setting works with your setup.

Access Point Mode

In Access Point mode, the DAP-1150 acts as a central connection point for any computer (client) that has a 802.11n
or backward-compatible 802.11b/g wireless network adapter and is within range of the AP. Clients must use the same
SSID (wireless network name) and channel as the AP in order to connect. If wireless security is enabled on the AP,
the client will need to enter a password to connect to the AP. Multiple clients can connect to the AP at the same time
in Access Point mode.

INTERNET

CABLE/DSL MODEM

— Router

DAP-1150
WIRELESS NV 150
ACCESS POINT

N

NAD A
¥

N L |
7 N 4

Wireless PC Wireless PC Wireless PC

Wireless PCs Using the DAP-1150 as a Central Connection Point
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Appendix A - Wireless Modes

Repeater Mode

Repeater mode increases the range of your wireless network by extending the wireless coverage of another AP or
wireless router. The APs and wireless router (if used) must be within range of each other. Make sure that all clients,
APs, and the wireless router all use the same SSID (wireless network name) and channel.

Wireless Router

DAP-1150

WIRELESS N 150
ACCESS POINT

&)

Wireless PC Wireless PC Wireless PC

Extending the Wireless Coverage of a Wireless Router Using the DAP-1150
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Router Mode

In the Router mode, the DAP-1150 connects to a broadband modem. In this mode, the DAP-1150 also acts as a router
for wireless clients on your network and provides NAT (Network Address Translation) and a DHCP server to generate
IP addresses. NAT and the DHCP server allow many computers to share the same Internet connection.

INTERNET

CABLE/DSL MODEM

DAP-1150
WIRELESS NV 150
ACCESS POINT

N

S YA
N N

=

L |
.

Wireless PC Wireless PC

When DAP-1150 operates as Router mode, the ethernet port of DAP-1150 is configured as WAN interface, you
will need to connect wirelessly to the DAP-1150 to configure it. The default SSID of DAP-1150 is “dlink”
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Section 3 - Configuration

Configuration for AP Mode

Web-based Configuration Utility

If you wish to change the default settings or optimize the performance of the DAP-1150, you may use the configuration
utility that D-Link has included a configuration utility for this purpose.

After you have completed the initial installation, you can access the configuration menu, at any time, by opening the
web-browser and typing in the ip address of the DAP-1150. The DAP-1150’s default ip address is shown below:

1. Open the web browser

2. Type in the ip address of the
DAP-1150.(192.168.0.50)

3. Type admin in the User Name
field

4. Leave the Password blank

5. Click OK

A Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

eﬁack A \_/J @ @ q_;j /:x] Search “Eir-’

Address | ) http:/i192,168.0,50

WIRELESS

D-Link DAP-1150 User Manual
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Section 3 - Configuration

Wireless Setup Wizard

Click Launch Wireless Setup Wizard to quickly
configure your access point.

DlF-ﬂSO“ SETUP ADVANCED MAINTENANCE STATUS HELP
e B L

If you would like to utiize our easy to use Web-based Wizard to assist you in connecting your DAP-1150
to the wireless network, dick on the button below.

Please note that changes made in this section will also need to be duplicated on your
wireless clients and PCs.

[ Wirzless Connaction Setup Wizard

Follow the steps to configure your DAP-1150. D-Link

This wizard will guide you through a step-by-step process to setup your wireless network and make it secure.

* Step 1: Set your Wireless Network.,
* Step 2: Set your Wireless Security Password

Cancsl

WIRELESS
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Section 3 - Configuration

Enter a network name and choose the option to
Automatically assign a network key. To Manually
assign a network key, skip to page 15. e —

Give your netwark a name, using up to 32 characters.

. . Wireless Netwurkg;lrge)
Click Next to continue. O Aty e e et

To prevent intruders from accessing your netwark, the router will automatically assign a security key (also called WEP
or WPA key) to your network.

(O Manually assign a network key
Use this option If you prefer to creste your own key.

Use WPA encryption instead of WEP (WPA is stronger than WEP and all D-LINK wireless client adapters support WPA)

WIRELESS

If you choose WPA-PSK encryption, the following
screen will display the Network Key to be entered D-Link
on your wireless clients.

( ; I i C k Save to fi n iS h th e S et u W i Za rd Selow is a detaled summary of your wireless security settings. Plesse print this page out, or write down the information on a
p . piece of paper, so you can configure the correct settings on your wireless client adapters.

Wireless Network Name (SSID) : diink
Security Mode :  Auto (WPA or WPAZ) - Personal |

Cipher Type: TKIP or AES

Network Key : opsHgdLRny

Mote: In some smart wireless utiities (e.g. D-LINK wireless utility or wireless zero configuration), you only need to select a
Wireless Network Name and enter a Network Key to access the Internet.

WIRELESS
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Section 3 - Configuration

If you choose WEP encryption, the following
screen will show you your Network Key to enter
on your wireless clients.

Click Save to finish the Setup Wizard.

Choose Manually assign a network key to create
your own key.
Click Next to continue.

r

Below is 3 detailed summary of your wireless security settings. Please print this page out, or write down the information on a
piece of paper, 0 you can configure the correct settings on your wireless dient adapters,

Wireless Network Name (SSID) : diink
WEP Key Length: 128 bits
Default WEP Key to Use: 1
Authentication : Gpen
Network Key : 55D52D33F3A78D61162D8444FC

MNate: In some smart wireless utilities {e.g. D-LINK wireless utility or wireless zero configuration), you only need to selecta
Wireless Network Name and enter a Network Key to access the Internet.

WIRELESS

r |

Give your network @ name, using up to 32 characters.

Wireless Network Name
(sSID)

O Automatically assign a network key (Recommended)

Ta prevent intruders from accessing your network, the router will automatically assign a security key (also called WEP
or WPA key) to your network.

@ Manually assign a network key
Use this option if you prefer to create your own key.
Use WPA encryption instead of WEP (WPA is stronger than WEP and all D-LINK wireless cient adapters support WPA)

WIRELESS
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Section 3 - Configuration

For WPA encryption, enter a Network Key between 8
and 63 characters long or enter exactly 64 characters
using 0-9 and A-F.

*fou have selected your wireless security level - you will need to set a wireless security password.
The WPA (Wi-Fi Protected Access) key must meet one of following guidefines:
-Between B to 63 characters (A Iongar WPA key is more secure than a short one)

Click Next to continue. s e

“““

Note: You will need to enter the samapasswndmtyuaeted this step into your wireless dients in order to enable
A e

[Prev] (ext] [Conee ]

WIRELESS

If you select WPA encryption, the following screen _
will display the network key to be entered on your
_

wireless clients.

Below is a detailed summary of you out, or write down the information
piece of paper, so you can ccnﬁgure me r:nrre:t sethngs cn your wwe\ess dlent adapters

Click Save to finish the Setup Wizard. ey o

Security Mode :  Auto (WWPA or WPAZ) - Persona
Cipher Type: TKIP or AES
Hetwork Key : opsHadlRny

MNote: In some smart wireless utilities (e.g. D-LINK wireless utiity or wireless zero configuration), you only need to select a
Wireless Netwurk Name and enter a Network Key to access the Internet.

WIRELESS

D-Link DAP-1150 User Manual



Section 3 - Configuration

For WEP encryption, enter a Network Key exactly 5
or 13 characters long or exactly 10 or 26 characters
using 0-9 and A-F.

Click Next to continue.

If you select WEP encryption, the following screen will
show you your network key to enter on your wireless
clients.

Click Save to finish the Setup Wizard.

r

You have selected your wireless security level - you will need to set a wireless security password.
The WEP (wired Equivalent Privacy) key must meet one of following guidelines:

-Exactly 5or 13 characters

-Exactly 10 or 26 characters: using 0-9 and A-F

A longer WEP key is more secure than & short one

Netwark [c.ocan33r3ame0s:]
Key :

proper wireless communication.

Note: You will need to enter the same password that you created in this step into your wireless diients in order to enable

WIRELESS

Below s & detailed summary of your wireless
picce of paper, 50 yau can canfigure the carrect

our wireless dient adapters,
Wireless Network Name (SSID) :  diink
WEP Key Length: 123 hits
Default WEP Key to Use: 1
Authentication: Open
Network Key: SSD52D33F3A78D61162D8444FC

Wireless Network Name and enter a Network Key to access the Internet.

r ‘

security settings. Please print this page out, or write down the information on a
settings on y

Hote: In some smart wireless utiities (2.0, D-LINK wireless Utiity or wireless zero configuration), you only need to select a

WIRELESS

D-Link DAP-1150 User Manual
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Section 3 - Configuration

Wireless:

Wireless
Network Name:

Wireless Mode:

Enable
Wireless
Channel:

Transmission

Rate:

WMM Enable:

Enable Hidden
Wireless:

Wireless Setup
Enable Check the box to enable the wireless function. If you do [JiiRtiesshierwcr

not want to use wireless, uncheck the box to disable all the
wireless functions.

Service Set Identifier (SSID) is the name of your wireless
network. Create a name using up to 32 characters. The
SSID is case-sensitive.

Select AP mode.

Indicates the channel setting for the DAP-1150. By default
the channel is set to 6. The Channel can be changed to
fit the channel setting for an existing wireless network or
to customize the wireless network. The Auto Channel
Selection setting can be selected to allow the DAP-1150 to
choose the channel with the least amount of interference.

Use the drop-down menu to select the appropriate
Transmission Rate in Mbits per second. Many users will
want to use the default setting, Best (automatic).

Enable Wi-Fi Multimedia to enjoy basic quality of service

Use this section to configure the wireless settings for your D-Link AP, Please note that changes made in
this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features. This device supparts three wireless
security modes including: WEP, WPA and WPAZ,

l Save Ssttings ] [ Don't Save Settings ]

WIRELESS NETWORK SETTINGS

Enable Wireless ;
Wireless Metwork Mame @ |dlink {Also called the SSID)
Wireless Mode ;| AP Mads [+]
Enable Auto Channel Selection . []
Wirgless Channel @ | & D
Transmission Rate ; | Best (zutomatic) (L (Mbit/s)
WMM Enable {Wireless Qos)

Enable Hidden Wireless : [ {also called the SSID Broadcast)

WIRELESS SECURITY MODE

Security Mode ;| Dissble Wirgless Security {not recommanded) D

[ Save Settings ] [ Dont Save Ssttings ]

features. WMM prioritizes traffic according to four access categories: voice, video, best effort, and background.

Check this option if you would not like the SSID of your wireless network to be broadcasted by the DAP-1150. If this option
is checked, the SSID of the DAP-1150 will not be seen by Site Survey utilities so your wireless clients will have to know the

SSID of your DAP-1150 in order to connect to it.

D-Link DAP-1150 User Manual
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Section 3 - Configuration

. To enable wireless security on the AP, use the
drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless
Security (basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hex or ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the AP with a wireless adapter,
you will lose connectivity until you enable WEP
on your adapter and enter the same WEP key as
you did on the AP.

WIRELESS SECURITY MODE

EEnaI:uIE WEP Wireless Security (basic)
Dizable Wireless Security (not recommended)

Enable WEP Wireless Security (basic)
Enable WPAMNPAZ Wireless Security (enhanced)

Security Mode :

VWEP is the wireless encryption standard. To use it wou must enter the same kev(s) into the router
and the wireless stations. For 84-bit keys you must enter 10 hex digits into each key box. For
128-bit keys you must enter 26 hex digits into each key box. A hex digit is either a number from 0
to 9 or 3 letter from A to F. For the most secure use of WEP set the authentication type to
"Shared Key" when WEP is enzbled.

You may also enter any text string into 3 WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64-bit keys, and & maximum of 13 characters for 128-bit keys.

Authentication :
WEP Encryption : [s<%6it |
Default WEP Key : |WEP Key 1 =)
WEP Key:[ | (5 ASCII or 10 HEX)

NOTE:

It is recommended to enable encryption on your wireless AP
before your wireless network adapters. Please establish wireless
connectivity before enabling encryption. Your wireless signal
may degrade when enabling encryption due to the added
overhead.

D-Link DAP-1150 User Manual
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Section 3 - Configuration

1. To enable Enable WPA/WPA2 Wireless Security
(enhanced). Security Mode @ fEnable WPAMPAZ Wirsless Security (enhanced)

WPA/WPA2

2. Next to Cipher Type, select TKIP, AES, or

WPA/WPAZ requires stations to use high grade encryption and authentication.

AUTO.
Cipher Type : [AUTO(TKIPjAES) [+
PSK / E&P : |Psk =l
3. Next to PSK/EAP, select PSK. Network Key : |

(8~B63 ASCII or 64 HEX)

4. Next to Network Key, enter a
passphrase. The key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (!?*&_) and
spaces. Make sure you enter this key exactly the
same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the AP with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter the
same network key as you did on the AP.

D-Link DAP-1150 User Manual 20



Section 3 - Configuration

1. To enable WPA/WPAZ2 for a RADIUS server, next
to Security Mode, selec or Enable WPA/WPAZ2
Wireless Security (enhanced).

2. Next to Cipher Type, select TKIP, AES, or
Auto.

3. Next to PSK/EAP, select EAP.

4. Next to RADIUS Server 1 enter the IP Address
of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 s the default port.

6. Next to Shared Secret, enter the security key.

7.1f you have a secondary RADIUS server, enter its
IP address, port, and secret key.

8. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode @ IEnabIe WRAMPAZ Wireless Security (enhanced)

WPA/WPAZ requires stations to use high grade encryption and authentication.

Coter Tyse : [AomrES) B
PSK / EAP : FEAP )

802.1X

RADIUS Server IP Address : [ |
Port 3

Shared Secret : |

WPA/WPA2

D-Link DAP-1150 User Manual
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Section 3 - Configuration

LAN Setup

This section will allow you to change the local network settings of the AP and to configure the DHCP settings.

AP IP Address: Enter the IP address of the AP. The default IP

address is 192.168.0.50.

If you change the IP address, once you click
Apply, you will need to enter the new IP
address in your browser to get back into the
configuration utility.

Default Subnet Enter the Subnet Mask. The default subnet
Mask: mask is 255.255.255.0.

Local Domain Enter the Domain name (Optional).
Name:

Enable DNS Check the box to transfer the DNS server
Relay: information from your ISP to your computers.
If unchecked, your computers will use the AP

for a DNS server.

Refer to the next page for DHCP information.

Lge this section to configure the internal network setiings of your AP, The IP address that is configured
here is the IP address that you use to access the Web-based management interface. If vou change the
IF address here, you may need to adjust your PC's network settings to access the network again.
GetIP From: | Static IP (Manuzl}  |od
AP IP Address . |132.168.0.50
Default Subnet Mask :  |255.255.255.0
Default Gateway ¢
Local Domain Name :

Enable DMS Relay ¢

DHCP SERVER SETTINGS

Lse this section to configure the built-in DHCP server to assign IF address to the computers on your
network,

Enable DHCP Server: [

DHCF IF Address Range : to (addresses within the LAN subnet)
DHCP Lease Time (minutes)
DHCP CLIENT LIST
Haost Mame IP Address MAZ Address Expired Time

24 - DHCP RESERVATION

Remaining number of dients that can be configured : 24

Computer Name IP Address MAC Address

D Computer Mams |:|
|:| Computer Mams |:|

i Computer Mams D

D-Link DAP-1150 User Manual
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Section 3 - Configuration

DHCP Server Settings
DHCP stands for Dynamic Host Control Protocol.

The DAP-1150 has a built-in DHCP server. The Use this sect|i<|:|n to configure the built-in DHCP server to assign IP address to the computers on
DHCP Server will automatically assign an IP address yoHr network

to the computers on the LAN/private network. Be Enable DHCP Server :

sure to set your computers to be DHCP clients by DHCP 1P Address Range : to {addresses within the LAN subnet)
setting their TCP/IP settings to “Obtain an IP Address PRCR Lease Tme | (rinutes)

Automatically.” When you tum your computers on
they will automatically load the proper TCP/IP settings Host Mame IP Address MAC Addrass Expired Time

provided by the DAP-1150. The DHCP Server will
automatically allocate an unused IP address from
the IP address pOOI to the req UeSting CompUter- You Remaining number of clients that can be configured : 10
must specify the starting and ending address of the

|P dd | Computer Marme IP Address MAC Address
r :
address poo O | | | || - [=[ computer name ]
O | | | | | |
Enable DHCP Check the box to enable the DHCP O | | | |
Server: server on your AP. Uncheck to disable 0 | | | | | |
this function. 0 | | | ||| |
DHCP IP _ _ 0 | | | | | |
Address Enterthe startingand ending IP addresses al I 1| |
, :
Range: for the DHCP server’s IP assignment. "
O | | | | | |
DHCP Lease The length of time for the IP address O | | | | | |
Time: lease. Enter the Lease time in minutes. O | | | N |
[ Sawve Settings ] [ Don't Save Settings ]
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Advanced Wireless

This window allows you to change the behavior of the 802.11n wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Auto 20/40:

20MHz:
Short Gl:

Set the transmit power of the antennas. owmcwwmnsssseoes

Beacons are packets sent by an Access Point to SynCh ronize a wireless These options are for users that wish to change the behavior of their 302, 11n wireless radio from the
standard settings. We do not recommend changing these settings from the factory defaults. Incorrect

network_ SpeC|fy a Value_ 100 iS the default Setting and iS recommended . settings may impact the performance of your wireless radia, The default settings should provide the best

wireless radio performance in most environments.

This value should remain at its default setting of 2346. If inconsistent data | [cizine: [ oertesveceing: )

flow is a problem, only a minor modification should be made.

The fragmentation threshold, which is specified in bytes, determines whether Transmit Power : | 1000 [
packets will be fragmented. Packets exceeding the 2346 byte setting will be Beaconintsrval : (100 [{msec, range:20~1000, default: 100)
fragmented before transmission. 2346 is the default setting. TS Threshold ;2246 _(fange: 2562536, cefaulizsse)

Fragmentation : (2345 |{range: 1500~2346, default: 2346, even number only)
(Delivery Traffic Indication Message) 1 is the default setting. A DTIM is a DTIMinterval : [ Krange: 1~255, default:1)

. . . . . . Preamble Type : (& sh ble © bl
countdown informing clients of the next window for listening to broadcast ST R Shartreamtie W ang Preamals

. CTS Mode : More O Always @ Auto
and mu't'CaSt meSSc’:lgeS. Wireless Mode : | 802.11 Mie=d{n/g/b) E]
Band Width : | 20/40 MHz{Autc) [Ed

Short Guard Interval :

Select Short or Long Preamble. The Preamble defines the length of the CRC
block (Cyclic Redundancy Check is a common technique for detecting data
transmission errors) for communication between the wireless AP and the
roaming wireless network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select if you are using both 802.11n and non-802.11n wireless devices.
Select if you are not using any 802.11n wireless clients. This is the default setting.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account. | ADMINISTRATOR SETTHNGS

Login Name:

The "admin’ account can access the management interface. The admin has readwrite access and can
change passwords. By default there is no password configured. It is highly recommended that you create

Administrator Enter a new password for the Administrator Login Name | 2?esswerd teksep your a2 seaure.
Password: and then retype the new password in the Confirm Password | [z ssne: ][ oertseve sines |
textbox. The administrator can make changes to the

setiings

Enable Remote Remote management a”ows the DAP-1 150to be Conﬁgu red Please enter the same password into both boxes, for confirmation,
Management: from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator
tasks. This feature enables you to perform Administrator Enable Graphical Authentication: [

tasks from the remote (Internet) host. Enable Remote Management:

IF Allowed to Access: [0.0.0.0
Port:

Mew Password: ssssssssss

Confirm Password: ssssssssss

IP Allowed to The Internet IP address of the computer that has access
Access: to the AP. If you input an asterisk (*) into this field, then
any computer will be able to access the AP. Putting an asterisk (*) into this field would present a security risk and is not
recommended.

Port: The port number used to access the DAP-1150. For example: http://x.x.x.x:8080 whereas x.x.x.x is the LAN IP address of
the DAP-1150 and 8080 is the port used for the Web-Management interface.
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Save Settings
to Local Hard
Drive:

Load Settings
from Local
Hard Drive:

Restore to
Factory Default
Settings:

Clear Language
Pack:

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the AP’s factory default settings.

Use this option to save the current AP configuration
settings to a file on the hard disk of the computer
you are using. First, click the Save button. You
will then see a file dialog, where you can select a
location and file name for the settings.

Use this option to load previously saved AP
configuration settings. First, use the Browse
control to find a previously save file of configuration
settings. Then, click the Upload Settings button to
transfer those settings to the AP.

This option will restore all configuration settings
back to the settings that were in effect at the time
the AP was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current AP configuration settings, use the Save
button above.

Click the Clear button to uninstall the language
pack.

Once the AP is configured you can save the configuration settings to a configuration file on your
hard drive. You also have the option to load configuration settings, or restore the factory default
settings.

SAVE AND RESTORE SETTINGS
Save Settings To Local Hard Drive :

Load Settings From Local Hard Drive @

'
Restore To Factory Default Settings :
Clear Language Pack :

| Browse... |

D-Link DAP-1150 User Manual

26



Section 3 - Configuration

Firmware Update

You can upgrade the firmware of the AP here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

Language Pack To change the web configuration language, click

Upgrade: on Browse to browse locate the language package
upgrade file and click the Upload button.

There mmay be new firmware for your DAP-1150 to improve functionality and performance.
Click here to check for an upgrade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Upload button to start the firmware
upgrade.

The language pack allows you to change the knguage of the user interface on the DAP-1150.
We suggest that you upgrade your current language pack if you upgrade the firmware. This
ensures that any changes in the firmware are displayed correcthy.

To upgrade the language pack, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Upload button to start the knguage
pack upgrade.

FIRMWARE INFORMATION

Current Firmware Version : 2.00
Current Firmware Date : Wed 08 Jan 2010

Check Online How for Latest Firmware Version :

FIRMWARE UPGRADE

Note: Some firmware upgrades reset the configuration options to the factory
defaults. Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the AP. Enter the
name of the firmware upgrade file, and click on the Upload button.

Upload : | |[(Browss... ]
Upload : | |[Browse.. ]
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Device Info

This window displays the current information for the DAP-1150. It will display the LAN, and Wireless information.

Wired: Displays the MAC address and the private (local)

IP SettingS for the AP. Al of your Internet and network connection details are displayed on this page. The firmware version is
also displayed here,

Firmware Version : 2.00, Wed 06 Jan 2010

Wireless Displays the wireless MAC address and your

802.11N: wireless settings such as SSID, Channel, and
Encryption status.

MAC Address : 00:05:5d: 74:02:02
Connection @
IP Address : 192,163.0,50
Subnet Mask ; 255,255,255.0
Default Gateway :

WIRELESS 802.11N

5510 ¢ dlink
Channel : 6
Encryption : Disabled

D-Link DAP-1150 User Manual 2
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Log

This window allows you to view a log of activities on the AP. This is especially helpful detecting unauthorized network

usage.
First Page:
Last Page:
Previous:
Next:

Clear:

Link to Log
Settings:
Save Log File:

Syslog Server:

Log Type
&Level:

Send by Mail:

View the first page of the log.

View the last page of the log.

View the previous page.

View the next page.

Clear the log.

Click this button to go directly to the Log Settings

Click on the Save button link on this window to save the
log file to your local hard drive.

Click the checkbox to save the log in the log server in
the LAN side.

Click the checkbox(es) of the type of log information
requested: “System, Firewall & Security, AP Status,
Critical, Warning and Information”

Enter the your SNTP server name(or IP address) and
enter your mail address before sending your system log
by mail.

The View Log displays the activities occurring on the DAP-1150,

LOG FILES
Clzar [ Link To Log Settings ]
Page 1of 1

Time Message

Jan 100:00:14
Jan 100:00:04

MAC filter disabled.
System started.

Logs can be saved by sending it to an admin email address.

[ Ssve Seftings ] [ Don't Save Settings ]

SAVE LOG FILE

Save Log File To Local Hard Drive

SYSL0G SERVER

Enable Logaging To Syslog Server: [

Computzr Name EI

Syslog Server IP Address:

LOG TYPE & LEVEL

Log Type: System Firewall & Security Router Status

SEND BY MAIL

Email Address:

Email Subject:

Sender Email Address:
SMTP Server / IP Address:
User MName:

Password:

Send Mail Moww

Confirm Passwaord:
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

The Wireless Client table below displays Wireless dients Connected to the AP {Access Point).

HUMBER OF WIRELESS CLIENTS : 4

Connect Time MAC Address IP Address Mode Rate Signal (%)
0 days, 00:29:29 00:1%:D2: AE:DE:F7 MfA 11g 54 72
0 days, 00:15: 11 00 26: 5E:E9:5C: 1D M A 1ig 54 100
0 days, 2:15:30 00:21:5C:39: 2F:25 MfA 11n 7.2 86
0 days, 00:10:25 00: 26: 5E:E5:03:CC MR 11g 54 76
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DAP-1150
on the LAN port. The traffic counter will reset if the device is rebooted.

Traffic Statistics displays Receive and Transmit packets passing through the DAP-1150.

Receive Transmit
WIRED 5002 Packets 536 Packets
WIRELESS 11n 1668275 Packets 22533 Packets
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Help

Click the desired hyperlink to get more information about how to use the AP.

Product Page : DAP-1150 Hardware Version : B1  Firmware Versio

13~ 1N

/ SETUP ADVANCED m STATUS HELP

Lt Setup
» Internet Setup
+ \Wireless Setup
» LAM Setup

Advanced
Advanced Wireless
MAC Filter
Port Forwarding
Application Rules
Parental Control
QoS Engine
Eirewall & DMZ
Advanced Metwork
Routing

Maintenance

* Device Administration

# Save and Restore
Eirmware Update
DDNS Setting
System Chedk
Time and Date
Schedules
Log Settings

Status

* Device Info
Log
Statistics
Active Session
Wireless
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Configuration for Repeater Mode

Web-based Configuration Utility

If you wish to change the default settings or optimize the performance of the DAP-1150, you may use the configuration
utility that D-Link has included a configuration utility for this purpose.

After you have completed the initial installation, you can access the configuration menu, at any time, by opening the
web-browser and typing in the ip address of the DAP-1150. The DAP-1150’s default ip address is shown below:

1. Open the web browser

2. Type in the ip address of the
DAP-1150.(192.168.0.50)

3. Type admin in the User Name
field

4. Leave the Password blank

5. Click OK

A Microsoft Internet Explorer

File Edit “iew Favorites Tools  Help

eﬁack A \_J @ @ q_;j j:xj Search “E:EJ

Address | ) http:/i192,168.0,50
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Wireless Setup

Enable Check the box to enable the wireless function. If you do
Wireless: not want to use wireless, uncheck the box to disable all the

wireless functions.

Wireless Service Set Identifier (SSID) is the name of your wireless
Network Name: network. Create a name using up to 32 characters. The

SSID is case-sensitive.

Wireless Mode: Select Repeater mode.

Enable |ndicates the channel setting for the DAP-1150. By default
Wireless the channel is set to 6. The Channel can be changed to fit
Channel: the channel setting for an existing wireless network or to

customize the wireless network.

Transmission Use the drop-down menu to select the appropriate
Rate: Transmission Rate in Mbits per second. Many users will
want to use the default setting, Best (automatic).

WMM Enable: Enable Wi-Fi Multimedia to enjoy basic quality of service
features. WMM prioritizes traffic according to four access
categories: voice, video, best effort, and background.

Enable Hidden This option is unavailable in Repeater mode.
Wireless:

Use this section to configure the wireless settings for your D-Link AP, Please note that changes made in
this section may also need to be duplicated on your wireless client.

To protect your privacy you can configure wireless security features, This device supports three wireless
security modes including: WEP, WPA and WPAZ,

[ Ssve Settings ] [ Con't Save Setings ]

WIRELESS NETWORK SETTINGS

Enable Wireless ;
Wireless Metwork Mame @ |dlink {Alzo called the S3ID)
VWireless Mode ;| Repaster Mode [0
Enable Auto Channel Selection .
Wirgless Channel : | & |:|
Transmission Rate ;| Best {zutomatic) [0 (Mbit/s)
WM Enable : (Wirgless Qo5)

Enable Hidden Wireless ; (Alzo called the SSID Broadoast)

site survey B

CH Signal BSSID Security S5ID

WIRELESS SECURITY MODE

Security Mode @ | Dissble Wirsless Security {not recommendsed) |:|

[ Save Ssttings ] [ Don't Ssve Settings ]

Site Survey: Click the scan button to choose the root AP from an available connection list.

D-Link DAP-1150 User Manual



Section 3 - Configuration

1.To enable wireless security on the AP, use the
drop-down menu to select the desired option.
To enable WEP, select Enable WEP Wireless

Securty (vasic) C

. . . WEP is the wireless encryption standard. To use it wou must enter the same key(s) into the router
2, NeXt to AUthentlcatlon’ SeleCt elther Open and the wireless stations. For 84-bit keys you must enter 10 hex digits into each key box. For

or Shared Key Shared Key provides greater 128-bit keys you must enter 28 hex digits into each key box. A hex digit is either a number from 0

. to 9 or 3 letter from A to F. For the most secure use of WEP set the authentication type to
security. "Shared Key" when WEP is enabled.

WIRELESS SECURITY MODE

Security Mode @ fEnable WEP Wireless Security (basic)
Dizable Wireless Security (not recommended)
Enable WEP Wireless Security (basic)
Enable WPAMNPAZ Wireless Security (enhanced)

You may also enter any text string into a2 WEP key box, in which case it wil be converted into 3
3_ Select either 64Blt or 1288”- encryption from the hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can be

. entered for 84-bit keys, and @ maximum of 13 characters for 128-bit keys.
drop-down menu next to WEP Encryption.

Authentication :

4. Next to Default Key Type, select WEP Key 1 and WEP En..;wptiun:
enter a WEP key that you create. Make sure you Default WEP Key: | Wep key 1

enter this key exactly on all your wireless devices. wepkey: [ ](s Ascllor 10 HEX)
You may enter up to four different keys either using
Hex or ASCII. Hexis recommended (letters A-F and
numbers 0-9 are valid). In ASCII all numbers and
letters are valid.
5. Click Save Settings to save your settings. If you
are configuring the AP with a wireless adapter, NOTE:
you will lose connectivity until you enable WEP  In Repeater mode, use the same wireless security method of
on your adapter and enter the same WEP key as  root AP is reguired.
you did on the AP.
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1.To enable Enable WPA/WPA2
ereless Securlty (enhanced)_ Security Mode & EEnabIe WEAMPAZ Wirgless Security (enhanced)

WPA/WPA2

WPA/WPAZ requires stations to use high grade encryption and authentication.

2. Next to Cipher Type, select
TKIP, AES, or AUTO.

Cipher Type : [AUTO(TKIPjAES) [+
PSK / E&P : |Psk =l
3. Next to PSK/EAP, select PSK. Network ey : |

(8~B63 ASCII or 64 HEX)

4. Next to Network Key, enter a passphrase. The
key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (17*&_)
and spaces. Make sure you enter this key
exactly the same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the AP with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter
the same network key as you did on the AP.

D-Link DAP-1150 User Manual 36



Section 3 - Configuration

LAN Setup

This section will allow you to change the local network settings of the AP and to configure the DHCP settings.

AP IP Address: Enter the IP address of the AP. The default IP

address is 192.168.0.50.

If you change the IP address, once you click
Apply, you will need to enter the new IP
address in your browser to get back into the
configuration utility.

Default Subnet Enter the Subnet Mask. The default subnet
Mask: mask is 255.255.255.0.

Local Domain Enter the Domain name (Optional).
Name:

Enable DNS Check the box to transfer the DNS server
Relay: information from your ISP to your computers.
If unchecked, your computers will use the AP

for a DNS server.

Refer to the next page for DHCP information.

Lge this section to configure the internal network setiings of your AP, The IP address that is configured
here is the IP address that you use to access the Web-based management interface. If vou change the
IF address here, you may need to adjust your PC's network settings to access the network again.
GetIP From: | Static IP (Manuzl}  |od
AP IP Address . |132.168.0.50
Default Subnet Mask :  |255.255.255.0
Default Gateway ¢
Local Domain Name :

Enable DMS Relay ¢

DHCP SERVER SETTINGS

Lse this section to configure the built-in DHCP server to assign IF address to the computers on your
network,

Enable DHCP Server: [

DHCF IF Address Range : to (addresses within the LAN subnet)
DHCP Lease Time (minutes)
DHCP CLIENT LIST
Haost Mame IP Address MAZ Address Expired Time

24 - DHCP RESERVATION

Remaining number of dients that can be configured : 24

Computer Name IP Address MAC Address

D Computer Mams |:|
|:| Computer Mams |:|

i Computer Mams D
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DHCP Server Settings
DHCP stands for Dynamic Host Control Protocol.

The DAP-1150 has a built-in DHCP server. The Use this sect|i<|:|n to configure the built-in DHCP server to assign IP address to the computers on
DHCP Server will automatically assign an IP address yoHr network

to the computers on the LAN/private network. Be Enable DHCP Server :

sure to set your computers to be DHCP clients by DHCP 1P Address Range : to {addresses within the LAN subnet)
setting their TCP/IP settings to “Obtain an IP Address PRCR Lease Tme | (rinutes)

Automatically.” When you tum your computers on
they will automatically load the proper TCP/IP settings Host Mame IP Address MAC Addrass Expired Time

provided by the DAP-1150. The DHCP Server will
automatically allocate an unused IP address from
the IP address pOOI to the req UeSting CompUter- You Remaining number of clients that can be configured : 10
must specify the starting and ending address of the

|P dd | Computer Marme IP Address MAC Address
r :
address poo O | | | || - [=[ computer name ]
O | | | | | |
Enable DHCP Check the box to enable the DHCP O | | | |
Server: server on your AP. Uncheck to disable 0 | | | | | |
this function. 0 | | | ||| |
DHCP IP _ _ 0 | | | | | |
Address Enterthe startingand ending IP addresses al I 1| |
, :
Range: for the DHCP server’s IP assignment. "
O | | | | | |
DHCP Lease The length of time for the IP address O | | | | | |
Time: lease. Enter the Lease time in minutes. O | | | N |
[ Sawve Settings ] [ Don't Save Settings ]
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Advanced Wireless

This window allows you to change the behavior of the 802.11n wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Auto 20/40:
20MHz:

Short Gl:

Set the transmit power of the antennas.

These options are for users that wish to change the behavior of their 802.11n wireless radio from the
standard settings. We do not recommend changing these settings from the factory defaults. Incorrect

Beacons are packets sent by an Access Point to synchronize a wireless network.
Specify a value. 100 is the default setting and is recommended.

settings may impact the performance of your wireless radio. The default settings should provide the best
wireless radio performance in most environments,

This value should remain at its default setting of 2346. If inconsistent data flow is
a problem, only a minor modification should be made.

[ Save Settings ][

ADVANCED WIRELESS SETTINGS

100 [

(msec, range: 20~1000, default: 100)

Con't Save Seitings ]

The fragmentation threshold, which is specified in bytes, determines whether Transmit Power :
packets will be fragmented. Packets exceeding the 2346 byte setting will be

fragmented before transmission. 2346 is the default setting.

Beacon interval :
RTS Threshaold : (range: 2562346, default: 2346)
Fragmentation : (range: 1500~2346, default:2346, even number only)

DTIM interval : (range: 1~255, default: 1)

(Delivery Traffic Indication Message) 1is the default setting. A DTIM is a countdown
informing clients of the next window for listening to broadcast and multicast
messages.

Preamble Type : Short Preamble Long Preamble

CT5 Mode & MNone Always Auto
Wireless Mode :
Band Width :

Short Guard Interval :

Select Short or Long Preamble. The Preamble defines the length of the CRC block
(Cyclic Redundancy Check is a common technique for detecting data transmission
errors) for communication between the wireless AP and the roaming wireless
network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (ClearTo Send)is a function used to minimize collisions among wireless devices on a wireless local area network (LAN). CTS will make sure the wireless
networkisclearbeforeawirelessclientattemptstosendwireless data. Enabling CTS willadd overheadandmay lowerwirelessthrough put. None: CTSistypically
usedinapure802.11genvironment. [f CTSis setto“None”inamixed mode environment populated by 802.11b clients, wireless collisions may occurfrequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network and
automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

802.11n Only - Select only if all of your wireless clients are 802.11n.

Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select if you are using both 802.11n and non-802.11n wireless devices.

Select if you are not using any 802.11n wireless clients. This is the default setting.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher data
loss.

NOTE: Some options are unavailabe in Repeater mode.
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Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account. | ADMINISTRATOR SETTHNGS

Login Name:

The "admin’ account can access the management interface. The admin has readwrite access and can
change passwords. By default there is no password configured. It is highly recommended that you create

Administrator Enter a new password for the Administrator Login Name | 2?esswerd teksep your a2 seaure.
Password: and then retype the new password in the Confirm Password | [z ssne: ][ oertseve sines |
textbox. The administrator can make changes to the

setiings

Enable Remote Remote management a”ows the DAP-1 150to be Conﬁgu red Please enter the same password into both boxes, for confirmation,
Management: from the Internet by a web browser. A username and
password is still required to access the Web-Management
interface. In general, only a member of your network can
browse the built-in web pages to perform Administrator
tasks. This feature enables you to perform Administrator Enable Graphical Authentication: [

tasks from the remote (Internet) host. Enable Remote Management:

IF Allowed to Access: [0.0.0.0
Port:

Mew Password: ssssssssss

Confirm Password: ssssssssss

IP Allowed to The Internet IP address of the computer that has access
Access: to the AP. If you input an asterisk (*) into this field, then
any computer will be able to access the AP. Putting an asterisk (*) into this field would present a security risk and is not
recommended.

Port: The port number used to access the DAP-1150. For example: http://x.x.x.x:8080 whereas x.x.x.x is the LAN IP address of
the DAP-1150 and 8080 is the port used for the Web-Management interface.
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Save Settings
to Local Hard
Drive:

Load Settings
from Local
Hard Drive:

Restore to
Factory Default
Settings:

Clear Language
Pack:

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the AP’s factory default settings.

Use this option to save the current AP configuration
settings to a file on the hard disk of the computer
you are using. First, click the Save button. You
will then see a file dialog, where you can select a
location and file name for the settings.

Use this option to load previously saved AP
configuration settings. First, use the Browse
control to find a previously save file of configuration
settings. Then, click the Upload Settings button to
transfer those settings to the Router.

This option will restore all configuration settings
back to the settings that were in effect at the time
the AP was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current AP configuration settings, use the Save
button above.

Click the Clear button to uninstall the language
pack.

Once the AP is configured you can save the configuration settings to a configuration file on your
hard drive. You also have the option to load configuration settings, or restore the factory default
settings.

SAVE AND RESTORE SETTINGS
Save Settings To Local Hard Drive :

Load Settings From Local Hard Drive @

'
Restore To Factory Default Settings :
Clear Language Pack :

| Browse... |
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Firmware Update

You can upgrade the firmware of the AP here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the
D-Link support site.

There mmay be new firmware for your DAP-1150 to improve functionality and performance.
Click here to check for an upgrade on our support site.

Firmware Click the Check Now button (or the link at the top To upgrade the fimware, locate the upgrade file on the local hard drive with the Browse
. . . . button. Once you have found the file to be used, dlick the Upload button to start the firmware
Upgrade: of the window) to find out if there is an updated upgrade.

flrmware; if SO, download the new firmware to your The language pack allows you to change the knguage of the user interface on the DAP-1150.

hard drive. We suggest that you upgrade your current language pack if you upgrade the firmware. This
ensures that any changes in the firmware are displayed correcthy.

. . . To upgrade the language pack, locate the upgrade file on the local hard drive with the Browse
Browse: After you have downloaded the new flrmware, click button. Once you have found the file to be used, click the Upload button to start the knguage
Browse in this window to locate the firmware update mIIEin
on your hard drive. Click Upload to complete the
frmware upgrade

Current Firmware Version : 2.00
Current Firmware Date : Wed 08 Jan 2010

Language Pack To change the web configuration language, click
Upgrade: on Browse to browse locate the language package

. . Check Online Now for Latest Firmware Version :
upgrade file and click the Upload button. (rectton )

FIRMWARE UPGRADE

Note: Some firmware upgrades reset the configuration options to the factory
defaults. Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the AP. Enter the
name of the firmware upgrade file, and click on the Upload button.

Upload : | |[(Browss... ]
Upload : | |[Browse.. ]
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Device Info

This window displays the current information for the DAP-1150. It will display the LAN, and Wireless information.

Wired: Displays the MAC address and the private (local)

IP SettingS for the AP. Al of your Internet and network connection details are displayed on this page. The firmware version is
also displayed here,

Firmware Version : 2.00, Wed 06 Jan 2010

Wireless Displays the wireless MAC address and your

802.11N: wireless settings such as SSID, Channel, and
Encryption status.

MAC Address : 00:05:5d: 74:02:02
Connection @
IP Address : 192,163.0,50
Subnet Mask ; 255,255,255.0
Default Gateway :

WIRELESS 802.11N

5510 ¢ dlink
Channel : 6
Encryption : Disabled

D-Link DAP-1150 User Manual 4
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Log

This window allows you to view a log of activities on the AP. This is especially helpful detecting unauthorized network

usage.
First Page:
Last Page:
Previous:
Next:

Clear:

Link to Log
Settings:
Save Log File:

Syslog Server:

Log Type
&Level:

Send by Mail:

View the first page of the log.

View the last page of the log.

View the previous page.

View the next page.

Clear the log.

Click this button to go directly to the Log Settings

Click on the Save button link on this window to save the
log file to your local hard drive.

Click the checkbox to save the log in the log server in
the LAN side.

Click the checkbox(es) of the type of log information
requested: “System, Firewall & Security, AP Status,
Critical, Warning and Information”

Enter the your SNTP server name(or IP address) and
enter your mail address before sending your system log
by mail.

The View Log displays the activities occurring on the DAP-1150,

LOG FILES
Clzar [ Link To Log Settings ]
Page 1of 1

Time Message

Jan 100:00:14
Jan 100:00:04

MAC filter disabled.
System started.

Logs can be saved by sending it to an admin email address.

[ Ssve Seftings ] [ Don't Save Settings ]

SAVE LOG FILE

Save Log File To Local Hard Drive

SYSL0G SERVER

Enable Logaging To Syslog Server: [

Computzr Name EI

Syslog Server IP Address:

LOG TYPE & LEVEL

Log Type: System Firewall & Security Router Status

SEND BY MAIL

Email Address:

Email Subject:

Sender Email Address:
SMTP Server / IP Address:
User MName:

Password:

Send Mail Moww

Confirm Passwaord:

D-Link DAP-1150 User Manual
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

The Wireless Client table below displays Wireless dients Connected to the AP {Access Point).

HUMBER OF WIRELESS CLIENTS : 4

Connect Time MAC Address IP Address Mode Rate Signal (%)
0 days, 00:29:29 00:1%:D2: AE:DE:F7 MfA 11g 54 72
0 days, 00:15: 11 00 26: 5E:E9:5C: 1D M A 1ig 54 100
0 days, 2:15:30 00:21:5C:39: 2F:25 MfA 11n 7.2 86
0 days, 00:10:25 00: 26: 5E:E5:03:CC MR 11g 54 76
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Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DAP-1150
on the LAN port. The traffic counter will reset if the device is rebooted.

Traffic Statistics displays Receive and Transmit packets passing through the DAP-1150.

Receive Transmit
WIRED 5002 Packets 536 Packets
WIRELESS 11n 1668275 Packets 22533 Packets
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Help

Click the desired hyperlink to get more information about how to use the AP.

Product Page : DAP-1150 Hardware Version : B1  Firmware Versio

13~ 1N

/ SETUP ADVANCED m STATUS HELP

Lt Setup
» Internet Setup
+ \Wireless Setup
» LAM Setup

Advanced
Advanced Wireless
MAC Filter
Port Forwarding
Application Rules
Parental Control
QoS Engine
Eirewall & DMZ
Advanced Metwork
Routing

Maintenance

* Device Administration

# Save and Restore
Eirmware Update
DDNS Setting
System Chedk
Time and Date
Schedules
Log Settings

Status

* Device Info
Log
Statistics
Active Session
Wireless
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Configuration for Router Mode

Web-based Configuration Utility

If you wish to change the default settings or optimize the performance of the DAP-1150, you may use the configuration
utility that D-Link has included a configuration utility for this purpose.

After you have completed the initial installation, you can access the configuration menu, at any time, by opening the
web-browser and typing in the ip address of the DAP-1150. The DAP-1150’s default ip address is shown below:

A Microsoft Internet Explorer

1. Open the web browser File Edit Wiew Favorites Tools  Help
2. Type in the ip address of the Qe - © - ¥ B @ Osean ¢
DAP-1150.(192.168.0.50) cldhess | ) http: 1192, 168.0,50

3. Type admin in the User Name

field
User Nam [
4. Leave the Password blank pords. [
5. Click OK

WIRELESS

Note. When DAP-1150 operates as Router mode, the ethernet port of DAP-1150 is configured as WAN interface,
you will need to connect wirelessly to the DAP-1150 to configure it. The default SSID of DAP-1150 is “dlink”.
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Setup Wizard

You may run the Setup Wizard from the opening Product Page : DAP-1150 Hardware Version : B1  Firmware Version : 2.00
Internet Setup window to quickly set up your router.

Click Internet Connection Setup Wizard, you will [ rovmceo [ wewremnce [ erae ] we |

Internst Setup. Helpful Hints...

be directed to the first window of the wizard. EEDPR ... cotovmm e b ot e e et e s serr | R

(AN Setup Connection Setup Wizard button and follow the instructions on the screen. If you wish to modfy or
Pt SN | -onfigure the device settings manually, click the Manual Internet Connection Setup button.

Logout

nection Set
and the router vil guide
INTERNET CONNECTION SETUP WIZARD o through  few smple:

steps to get your network

1F you would ke to utiize our easy to use Web-based Wizard to assist you in cornecting your new D-Link | |k liE]

Systems Router to the Internet, dick on the button below. o P
an advanced user and have
[ Intemst Connection Setup Wizard ] configured a router before,
click Manual Internet
Connection Setup to input
all the settings manualy.

Note: Before launching the wizard, please make sure you have followed al steps outined in the Quick
Installation Guide included n the package.

MANUAL INTERNET CONNECTION OPTIONS

If you would ke to configure the Internet setbngs of your new D-Link Router menualy, then clik on the
button below.

[ e cometen ss )

Click Next to continue. (WELCOMETO THED-LINK SETUP WIZaRD

This wizard wil guide vou through a step-by-step process to configure your new D-Link router and connect to
the Internet,

Step 1: Set your Password

Step 2: Select your Time Zone

Step 3 Configure your Internet Connection
Step 4: Save Settings and Connect

Create a new password and then click Next to

Conti n u e By default, your new D-Link Router does not have a password configured for administrator access to the Web-
- based configuration pages. To secure your new networking device, please set and verify a password below:

Werify Password :
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Select your time zone and NTP-server from the drop-down menu
and then click Next to continue.

If you want to change the admin account password, enter a new
password and click Next.

Select the type of Internet connection you use and then click Next
to continue.

If you selected Dynamic, you may need to enter the MAC address of the
computer that was last connected directly to your modem. If you are currently
using that computer, click Clone Your PC’s MAC Address and then click
Next to continue.

The Host Name is optional but may be required by some ISPs. The default
host name is the device name of the Router and may be changed.

Select the appropriate time zone for your location. This information is required to configure the time-based options

for the router.

Time Zaone : |(GMT—DS:DU]- Pacific Time (US & Canada); Tijuana

NTP Server Used : [ntpi.dink.com |5
prev | Hext | cCancel |

By default, your new D-Link Router does not have a password configured for administrator access to the Web-
based configuration pages. To secure your new networking device, please set and verify a password below:

Password : [eesessenee

Verify Password : [ssssssssse
Prev NextI Cancel

©) DHCP Connection (Dynamic IP Address)
Choaose this option if your Internet connection automatically provides you with an IP Address, Most Cable Modems use this
type of connection.

O Username | Password Connection (PPPoE)
Choose this option if your Internet connection requires a username and password to get online. Most DSL modems use this
type of connection.

O Username | Password Connection (PPTP)
Choase this option if your Internet connection requires a username and password to get online. Most DSL modems use this
type of connection,

) Username | Password Connection (L2TP)
Choaose this option if your Internet connection requires a username and password to get online, Most DSL modems use this
type of connection.

) Static IP Address Connection
Choose this option if your Internet Setup Provider provided you with IP Address information that needs to be configured
manually.

) Russia PPTP (Dual Access)

Choaose this option if your Internet connection requires a username and password to get online as well as a static route to
access the Internet Service Provider's internal network, Certain ISPs in Russia use this type of connection.

' Russia PPPoE (Dual Access)

Choaose this option if your Internet connection requires a username and password to get online as well as a static route to
access the Internet Service Provider's internal network, Certain ISPs in Russia use this type of connection.

To set up this connection, please make sure that you are connected to the D-Link Router with the PC that was
originally connected to your broadband connection. If you are, then dlick the Clone MAC button to copy your
computer's MAC Address ta the D-Link Router.

MAC Address : l:l - I:l - I:l - l:l - I:l - I:l {Optional)

[ CloneVour PC's MAC Address |

Host Name : ‘DIR-aDD |

Mote: You may also need to provide a Host Mame. If you do not have or know this
informnation, please contact your ISP,
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If you selected PPPoE, enter your PPPoE username and password. Click
Next to continue.

Select Static if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The software
is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click
Next to continue.

If you selected L2TP, enter your L2TP username and password. Click Next
to continue.

To set up this connection you will need to have a Username and Password from your Internet Service Provider, If
you dio not have this information, please contact your 1SP.

Address Mode : (3 Dynamic P CiStatic IP
IP address : l:l
Password :
Verify Password :
Service Name : I:l (Cptional)

MNote: You may also need to provide a Service Name. If you do not have or know
this information, please contact your ISP,

To set up this connection you will need to have a Username and Passwaord from your Internet Service Provider,
You ako need PPTP IP adress, If you do not have this information, please contact your ISP,

Address Mode : (5 Dynamic 1P () Static IP
PPTP IP Address : |

\

PPTP Subnet Mask : | |

PPTP Gateway IP Address : | |
\

\

PPTP Server IP Address |
{may be same as gateway) :

User Name : |

Password : [sssssessssessssassssssses: |

Verify Password : | seesssesscesnsescensrense: |

To set up this connection you wil need to have a Username and Password from your Internet Service Provider,
Y¥ou also need L2TP IP adress. If you do not have this information, please contact your 1P,

Address Mode : (5) Dynamic 1 O Static 1P
L2TP IP Address : |

|

L2TP Subnet Mask : | |

L2TP Gateway IP Address : | |
|

|

L2TP Server IP Address

(may be same as |

gateway) :

User Name : |

Password : [sesssssssssasssssnasssnes, |
Verify Password : | oooooooooooooooooooooooooo |
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If you selected Static, enter your network settings supplied by your Internet [EHSieiassHEsEeoN—

Tao set up this connection you will need to have a complete list of IP information provided by your Internet

p rOVide r. CI iCk Next to CO nti n U e . Service Provider, If you have a Static IP connection and do not have this information, please contact your ISP,

IP Address :

Subnet Mask :

Gateway Address @
Primary DNS Address :
Secondary DNS Address :

Click Connect to save your settings.

The Setup Wizard has completed. Click the Connect button to save your settings and reboot the router,

Please allow 1-2 minutes for rebooting. When the router has finished

Sawing Changes and Restarting.

rebOOting’ the opening Window Wi" be diSplayed' If you changed the IP address of the router

you wil need to change the IP address in your
browser before accessing the configuration Web site again.
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all WAN IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask,
gateway address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP
form, which are four octets separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Add ress: Enter the I P add ress asslgned by you r |SP . Product Page : DAP-1150 Hardware Version : B1 Firmware Version : 2.00

Subnet Mask: Enter the Subnet Mask assigned by your ISP.

ISP Gateway
Address:

MAC Address:

Clone MAC
Address:

Primary DNS
Address:

Secondary DNS
Address:

MTU:

Enter the Gateway assigned by your ISP.

The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

The default MAC address is set to the WAN’s physical
interface MAC address on the Broadband Router. You
can use the Clone MAC Address button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address of the
router. It is not recommended that you change the default
MAC address unless required by your ISP.

Enter the Primary DNS server IP address assigned by your
ISP.

This is optional.

Maximum Transmission Unit - you may need to change the
MTU for optimal performance with your specific ISP. 7492
is the default MTU.

Wireless Setup
LAN Setup

Logout

Use this section to configure your Internet Connection method. There are several connection methods to
choose from: Static IP, DHCP, PPPoE, PPTP, LITP, Russian PPTP{Dual Access) and Russian PPPoE{Dual
Access). If you are unsure of your connection method, please contact your Internet Service Provider,

Note: If using the PPPoE option, you will need to remove or disable any PPPoE dient software on your
computers.

[ ssvesettings | [ DontSavessttings |

INTERNET CONNECTION TYPE
Choose the mode to be used by the router to connect to the Internet,

My Internet Connection is ¢ | Static IP D

STATIC IP ADDRESS INTERNET CONNECTION TYPE

Enter the static IP address information provided by your Internet Service Provider (ISP).

IP Address : (assigned by your ISP)
Subnet Mask :
15P Gatewsy Address :

(optional)
MAC Address : o

Clanz MAC Address

Primary DNS Address :
Secondary DMNS Address :
MTU : |1500

(optional)

WIRELESS

[ sevesSettings ][ DontSave Sattings |
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Internet Setup
Dynamic
To manually set up the Internet connection, click the Manual Internet Connection Setup button on the Router’s

opening window.

Access Checking this box disables NAT and turns the Router into

Point an Access Point only.
Mode:

Host The Host Name is optional but may be required by some
Name: ISPs. The default host name is the device name of the
Router and may be changed.

MAC Address: The default MAC Address is set to the WAN’s physical
interface MAC address on the Broadband Router. It is not
recommended that you change the default MAC address
unless required by your ISP.

Clone MAC The default MAC address is set to the WAN’s physical
Address: interface MAC address on the Broadband Router. You
can use the “Clone MAC Address” button to copy the MAC
address of the Ethernet Card installed by your ISP and
replace the WAN MAC address with the MAC address of the
router. It is not recommended that you change the default

MAC address unless required by your ISP.

Primary / Enter the DNS (Domain Name Server) server IP address
Secondary assigned by your ISP.
DNS

Addresses:

Product Page : DAP-1150

Hardware Version : B1  Firmware Version : 2.00

mrani

\DAP-11 50

SETUP STATUS

| ADVANCED MAINTEMNANCE

Internst Sstup
Wireless Setup
LAN Setup

Logout

Use this section to configure your Internet Connection method, There are several connection methods to
choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP{Dual Access) and Russian PPPoE(Dual
Access). If you are unsure of your connection method, please contact your Internet Service Provider,

Mote: If using the PPPoE option, you will need to remove or disable any PPPoE dient software on your
computers.

[ savesettings | [ Don't Save Settings |

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.
DYNAMIC IP (DHCP) INTERNET CONNECTION TYPE

My Internet Connection is ¢ | Dynamic IP {DHCP)

Use this Internet connection type if your Internet Service Provider (ISF) didn't provide you with IP
Address information and/or a username and password.

HostName : |DAP-1150

(optional)
MAC Address : 2

Primary DMNS Address @
Secondary DNS Address
MTU :

{optional)

1500

Save Sattings | [ Don't Save Saitings |

Helpful Hints..

= Internet Connection:
'When configuring the
router to access the

are unsure of which option
to choose, please contact
your Internet Service
Provider (ISP).

« Support:

I you are having trouble
accessing the Internet
through the router, double
check any settings you
have entered on this page
and verify them with your
15P if needed.

WIRELESS

MTU: Maximum Transmission Unit - You may need to change the MTU for optimal performance with your specific ISP.
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Internet Setup

PPPoE

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide
you with a username and password. This option is typically used for DSL services. Make sure to remove your PPPoE
software from your computer. The software is no longer needed and will not work through a router.

PPPOE:

User Name:

Password:

Service Name:

IP Address:

DNS
Addresses:

Maximum Idle
Time:

MTU:

Connection
Mode Select:

Select Dynamic (most common) or Static. Select Static if your
ISP assigned you the IP address, subnet mask, gateway, and
DNS server addresses.

Enter your PPPOE user name.

Enter your PPPoE password and then retype the password in
the next box.

Enter the ISP Service Name (optional).
Enter the IP address (Static PPPoE only).

Enter the Primary and Secondary DNS Server Addresses (Static
PPPOE only).

Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature,
enable Auto-reconnect.

Maximum Transmission Unit - You may need to change the
MTU for optimal performance with your specific ISP. 1492 is
the default MTU.

Select either Always-on, Manual, or Connect-on demand.

Product Page : DAP-1150

Hardware Version : B1

Firmware Version : 2.00

el

DAP-11 50

SETUP

‘ ADVANCED HMAINTENANCE m

Wireless Setup
LAN Setup

Logout

Use this section to configure your Internet Connection method, There are several connection methods to
choose from: Static IP, DHCP, PPPoE, PPTP, LZTP, Russian PPTP{Dual Access) and Russian PPPoE{Dual
Access). If you are unsure of your connection method, please contact your Internet Service Provider.

Note: If using the PPPoE option, you will need to remove or disable any PPPoE dient software on your
computers.

[ savessttings | [ Don'tsave settings |

Chaose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | PPPGE {Username [ Password) D

PPPOE
Enter the information provided by your Internet Service Provider (ISP).

@ Dynamic PPPoE (O Static PPPOE
User Name :
Password: ssssssssss
Confirm Password ; |[seeessssss
Service Mame :
P Address :

MAC Address - - . ’

@ Receive DNS from 15P (O Enter DNS Manually

Primary DNS Address :
Secondary DNS Address

{optional)

{optional)

Maximum Idle Time ; |5 Minutes

MTU: 1452

O

Connect mode select :
O Manual @ Connect-on demand

([ ssvesettings | [ Don'tSave Sattings |

Helpful Hints..

WIRELESS
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Internet Setup

PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with
a username and password. This option is typically used for DSL services.

PPTP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:
PPTP Account:

PPTP Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static if
your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses.

Enter the IP address (Static PPTP only).

Enter the Primary and Secondary DNS Server Addresses
(Static PPTP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your PPTP account name.

Enter your PPTP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

Product Page : DAP-1150

LAN Setup

Logout

computers.

[ save Seftings | [ Don't Sav Settings

J

Use this section to configure your Internet Connection method. There are several connection methods to
choose from: Static IP, DHCP, PPPaE, PPTP, L2TP, Russian PPTP{Dual Access) and Russian PPPoE(Dual
Access). If you are unsure of your connection method, please contact your Internet Service Provider,

Mote: If using the PPPoE option, you will need to remove or disable any PPPoE dient software on your

My Internet Connection is

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

¢ | PPTP {Usernzme / Password) [

PPTP Passward
PPTP Confirm Password

1P Address ¢
Subnet Mask :
Gateway :

DNS :
MAC Address !

Server IPMame :

PPTP Account :

Maximum Ide Time : |5
MTU :

Enter the information provided by your Internet Service Provider (ISF).

@ Dynamic P O Static 1P

...........
Minutes
1400

O

Connect mode select :

Clone MAC Address

O Manual @ Connect-on demand

{assigned by your ISP}

{optional)

[ SsveSettings ][ DontSsveSetfings |

po
If you are having trouble
accessing the Infternet

Maximum Transmission Unit - You may need to change the

MTU for optimal performance.

Select either Always-on, Manual, or Connect-on demand.
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Internet Setup

L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a
username and password. This option is typically used for DSL services.

L2TP:

IP Address:

Subnet Mask:

Gateway:

DNS:

Server IP:

L2TP Account:

L2TP
Password:

Maximum Idle
Time:

MTU:

Connect Mode:

Select Dynamic (most common) or Static. Select Static
if your ISP assigned you the IP address, subnet mask,
gateway, and DNS server addresses.

Enter the IP address (Static L2TP only).

Enter the Primary and Secondary DNS Server Addresses
(Static L2TP only).

Enter the Gateway IP Address provided by your ISP.

The DNS server information will be supplied by your ISP
(Internet Service Provider.)

Enter the Server IP provided by your ISP (optional).
Enter your L2TP account name.

Enter your L2TP password and then retype the password
in the next box.

Enter a maximum idle time during which the Internet
connection is maintained during inactivity. To disable this
feature, enable Auto-reconnect.

MTU for optimal performance with your specific ISP.

Select either Always-on, Manual, or Connect-on demand.

Product Page : DAP-1150

(DAP-11 50

SETUP

| ADVANCED MAINTENANCE

STATUS

Internet Setup
Wireless Setup
LAN Setup

Logout

Use this section to configure your Internet Connection method. There are several connection methods to
choose from: Static IP, DHCP, PPFoE, PPTP, L2TP, Russizn PRTP{Dual Access) and Russian PPPoE(Dual
Access), If you are unsure of your connection method, please contact your Internet Service Provider,

Note: If using the PPPoE aption, you will need to remove or disable any PPPoE client software on your
computers.

[ savessttings ][ Don'tSaveSettings |

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | L2TP {Username | Password) E\

L2TpP

Enter the information provided by your Internet Service Provider (ISF).

@ Dynamic 1P O Static IP

IP Address : (assigned by your ISP)
Subnet Mask :
Gateway :
DNS :

(optional)
MAC Address : ;

__C»Dne MAC Address
Server IP Mame :
L2TP Account :
LZTP Password :
L2TP Confirm Password © jees
Maximum Idle Time : |5 Minutes
MTU : 1400

e}

Connect mode select :
O Manual & Connect-on demand

[ ssveSettings ][ Don'tSeveSettings |

Hardware Version : BL Firmware Version : 2.00

| AL ARA)

rou e
Internet, be sure to choose
the correct Internat
Connection Type from the
drop down menu. If you
are unsure of which option
to choose, please contact
your Internet Service

INTERNET CONNECTION TYPE -
u

bernet
through the router, double
[T —
have entered on this page
and verify them with your
ISP i needed.
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Internet Setup
Dual Access (for Russia only)

There are two main steps to configure a Dual Access Internet connection for Russia. First, configure a PPPOE connection (as previously
described for PPPoE connections), and add the physical WAN IP settings as instructed from the ISP. Second, configure a PPTP connection
(as previously described for PPTP connections). In addition, the second step also includes an option to use a MAC address that will always
be associated with the connection. The MAC address is entered manually or copied from the computer.

Product Page : DAP-1150

Internet Setup
Wireless Setup
LAN Setup

Logout

WIRELESS

Use this section to configure your Internet Connection method. There are several connection methods to
choose from: Static IP, DHCP, PPPoE, PPTP, L2TP, Russian PPTP(Dual Access) and Russian PPPoE(Dual
Access). If you are unsure of your connection method, please contact your Internet Service Provider,

Note: If using the PPPoE option, you will need ta remove or disable any PPPoE client software on your
computers.

[ sevesettings ][ DontSsvessttings |

INTERMET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet.

My Internet Connection is : | Russia PPTP {Dual Access) |:|

RUSSIA PPTP (DUAL ACCESS)

Enter the information provided by your Internet Service Provider (157).

@ Dynamic 1P O Static P
IP Address : (assigned by your 15P)
Subnet Mask :
Gatenay :

DNs

MAC Address : . = -

Server [PName

{ontional)

FRTF Account : weee: O
PPTP Password @ (ssessssssss
PPTP Confirm Passiord : |essessssss
Maximum Idle Time @ [ Minutes
MTU @ 1400
O

Connect mode select :
O Manual @ Connect-on demand

[ savesettings ][ DontSsve settings )

| ADVANCED mm_

Helpful Hints..

+ Internet Connection:
When configuring the
router to access the
Internet, be sure to choose
the correct Internet
Connection Type from the
drop dowm menu, If you
are unsure of which option
to choose, please contact
your Internet Service
Provider (ISP).

* Support:

1f you are having trouble
accessing the Internet
through the router, double
check any settings you
have entered on this page
and verify them with your
TSP if needed.

Internet Setup
Wirsless Setup
LAN Setup

Logout

choose from: Static [P, DHCP,

computers.

Hardware Version : B1 Firmware Version : 2.00

PRPOE, PPTF, LZTF, Russian PPTP(Dual Access) and Russian PPPoE(Dual

Access). If you are unsure of your connection method, please contact your Internet Service Provider,

Note: If using the PPPoE option, you will need to remove or disable any PPPoE dlient software on your

[ Save Settings | [_Don't Save Seftings |

My Internet Connection is :

INTERNET CONNECTION TYPE

Choose the mode to be used by the router to connect to the Internet,

Russia PPPGE (Dusl Access) 4

User Name :
Password :
Confirm Password :
Service Mame ;

1P Address ;

MAC Address :

Frimary DS Address :
Secondary DNS Address 5

MTU

Connect made select :

Maximum Idle Tme : |5

RUSSIA PPPOE (DUAL ACCESS)

Enter the information provided by your Intermet Service Provider (ISP).

@ Dynamic PPPoE O Static PPPOE
wepe : [

(optional)

(optional)

Clone MAC Address

@ Receive DNS from 15P O Enter DNS Manuzlly

(optanal)
Minutes

sz

<

© Manual (& Connect-on demand

WAN PHYSICAL SETTINGS

®bynamic P Ostatic P
1P Address :
Subnet Mask ¢

Gateway : foptional)

Primary DNS Address : {optional)
Secondary DNS Address : {optional)

([ sevesettings ][ DontSave Settings |

Use this section to configure your Internet Connection method, There are several connection methods to

Internet, be sure to choose
the correct Internet

Provider (ISP).

+ Support:
1F you are having trouble
accessing the Intemet

[and verdy them with your
15P # needed.

WIRELESS
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Enable Check the bOX to enable the Wireless function If you do Product Page : DAP-1150 Hardware Version : Bl Firmware Version : 2.00
Wireless: not want to use wireless, uncheck the box to disable all the
wireless functions.

| AV ARN

bl e R N
Wireless Service Set Identifier (SSID) is the name of your wireless |[EEEES Cwmeesswewore =

= Wi-Fi Protected Setup

L H Wireless Seh s Use this section ta configure the wireless settings fo D-Link AP Pi te that ch, de i . Py

Network Name: network. Create a name using up to 32 characters. The SSID (g e secton mey lso reed 1o be duplicated on your nreless dent, |
_— urity ween

iS CaSG-SenSitive N o N | To protect your privacy you can configure wireless security features. This device supports three wireless

security modes induding: WEP, WPA and WPA2,

[ saveSettings | [ Don'tSave Settings |

Enable Indicates the channel setting for the DAP-1150. By default :
Wireless the channel is set to 6. The Channel can be changed to i s B (o i
Channel: fit the channel setting for an existing wireless network or N s g S

to customize the wireless network. The Auto Channel et Cram Secin; ] e e
Selection setting can be selected to allow the DAP-1150 to i e et s

choose the channel with the least amount of interference. M Enatie s | (freless Qaf)

Enable Hidden Wireless : [] {Also called the SSID Broadcast)

WIRELESS SECURITY MODE conm u
you will need to manualy

Transmission Use the drop-down menu to select the appropriate

Security Mode ;| Dissble Wirsless Securty (ot recommendad) enter the Wireless Nebwork
Name on each device.

Rate: Transmission Rate in Mbits per second. Many users will . ] R
. . Save Seftings Don't Save Settings Wireless Security, make
want to use the default setting, Best (automatic). e you wrie down e

WEP Key or Passphrase
confgured.
to enter this

WMM Enable: Enable Wi-Fi Multimedia to enjoy basic quality of service
features. WMM prioritizes traffic according to four access

categories: voice, video, best effort, and background. FHIRELESS

Enable Hidden Check this option if you would not like the SSID of your wireless network to be broadcasted by the DAP-1150. If this option
Wireless: is checked, the SSID of the DAP-1150 will not be seen by Site Survey utilities so your wireless clients will have to know the
SSID of your DAP-1150 in order to connect to it.
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. To enable wireless security on the Router, use the
drop-down menu to select the desired option. To
enable WEP, select Enable WEP Wireless Security
(basic).

. Next to Authentication, select either Open
or Shared Key. Shared Key provides greater
security.

. Select either 64Bit or 128Bit encryption from the
drop-down menu next to WEP Encryption.

. Next to Default Key Type, select WEP Key 1 and
enter a WEP key that you create. Make sure you
enter this key exactly on all your wireless devices.
You may enter up to four different keys either using
Hex or ASCII. Hex is recommended (letters A-F and
numbers 0-9 are valid). In ASC/I all numbers and
letters are valid.

. Click Save Settings to save your settings. If you
are configuring the Router with a wireless adapter,
you will lose connectivity until you enable WEP on
your adapter and enter the same WEP key as you
did on the Router.

WIRELESS SECURITY MODE

Security Mode @ fEnable WEP Wireless Security (basic)

Dizable Wireless Security (not recommended)

Enable WEP Wireless Security (basic)
Enable WPAMNPAZ Wireless Security (enhanced)

WEP is the wireless encryption standard. To use it wou must enter the same key(s) into the router

and the wireless stations. For 84-bit keys you must enter 10 hex digits into each key box. For

128-bit keys you must enter 28 hex digits into each key box. A hex digit is either a number from 0

to 9 or 3 letter from A to F. For the most secure use of WEP set the authentication type to

"Shared Key" when WEP is enzbled.

You may also enter any text string into a2 WEP key box, in which case it wil be converted into 3
hexadecimal key using the ASCII values of the characters. & maximum of 5 text characters can be
entered for 64-bit keys, and & maximum of 13 characters for 128-bit keys.

Authentication :
WEP Encryption =
Default WEP Key : |WEP Key 1 =)
wEP Key:[ | (5 ASCII or 10 HEX)

NOTE:

It is recommended to enable encryption on your wireless
Router before your wireless network adapters. Please establish
wireless connectivity before enabling encryption. Your wireless
signal may degrade when enabling encryption due to the added
overhead.
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1.To enable Enable WPA/WPA2 Wireless Security
(enhanCEd) Security Mode @ fEnable WPAMPAZ Wirsless Security (enhanced)

WPA/WPA2

WPA/WPAZ requires stations to use high grade encryption and authentication.

2. Next to Cipher Type, select TKIP, AES, or AUTO.

Cipher Type : [AUTO(TKIPjAES) [+

3. Next to PSK/EAP, select PSK. N
Hetwork Key @ |
4. Next to Network Key, enter a (8~63 ASCIL or 64 HEX)

passphrase. The key is an alpha-numeric
password between 8 and 63 characters long.
The password can include symbols (!?7*&_) and
spaces. Make sure you enter this key exactly the
same on all other wireless clients.

5. Click Save Settings to save your settings. If you
are configuring the router with a wireless adapter,
you will lose connectivity until you enable WPA/
WPA2 (whichever of the three options you have
selected above) on your adapter and enter the
same network key as you did on the router.
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1. To enable WPA/WPAZ2 for a RADIUS server, next
to Security Mode, selec or Enable WPA/WPA2
Wireless Security (enhanced).

2. Next to Cipher Type, select TKIP, AES, or Auto.

3. Next to PSK/EAP, select EAP.

4. Next to RADIUS Server 1 enter the IP Address
of your RADIUS server.

5. Next to Port, enter the port you are using with your
RADIUS server. 1812 is the default port.

6. Next to Shared Secret, enter the security key.

7.1f you have a secondary RADIUS server, enter its
IP address, port, and secret key.

8. Click Save Settings to save your settings.

WIRELESS SECURITY MODE

Security Mode @ IEnabIe WRAMPAZ Wireless Security (enhanced)

WPA/WPAZ requires stations to use high grade encryption and authentication.

Coter Tyse : [AomrES) B
PSK / EAP : FEAP )

802.1X

RADIUS Server IP Address : [ |
Port 3

Shared Secret : |

WPA/WPA2
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LAN Setup

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

Router IP Enter the IP address of the router. The default
Address: IP address is 192.168.0.50.

If you change the IP address, once you click
Apply, you will need to enter the new |IP address
in your browser to get back into the configuration
utility.

Default Subnet Enterthe Subnet Mask. The default subnet mask
Mask: is 255.255.255.0.

Local Domain Enter the Domain name (Optional).
Name:

Enable DNS Check the box to transfer the DNS server
Relay: information from your ISP to your computers. If
unchecked, your computers will use the router

for a DNS server.

Refer to the next page for DHCP information.

Product Page : DAP-1150

C1)-LIn

DAP-ﬁson. SETUP ADVANCED MAINTENANCE

Internet Setup

Wireless Setup

Logout

again.

settings here to get your network up and running.

[ sevesettings ][ Don'tSeve Settings |

Use this section to configure the internal network settings of your AP and also to configure the built-in
DHCP server to assign IP addresses to computers on your network. The IP address that is configured
here is the [P address that you use to access the Web-based management interface. If you change the
IF address in this section, you may need to adjust your PC's network settings to access the network

Please note that this section is optional and you do not need to change any of the

AP SETTINGS

GetIP From :

AP IP Address :  |132,188.0.50
Default Subnet Mask :

255,255,255.0
Local Domain Name !

Enable DS Relay :

Use this section to configure the internal network settings of your AP. The IP address that is configured
here is the [P address that you use to access the Web-based management interface. If you change the
IF address here, you may need to adiust your PC's network settings to access the network again,

DHCP SERVER SETTINGS

network.

Enable DHCP Server :

DHCP Lease Time :  [1440 {minutes)

Use this section to configure the built-in DHCP server to assign TP address to the computers on your

DHCP IP Address Range :  |100 to [155 | (addresses within the LAM subnet)

DHCP CLIENT LIST

Hast Mame IP Address MAC Address Expired Time

05632NBWINXP 192,168.0.100 00:1C:BF:B4:BE: 28 23 hr(s) 48 min(s) 20 sec(s)

24 - DHCP RESERVATION

Remaining number of clients that can be configured : 24

IP Address MAC Address

Computer Mame

Fl Carmputer Nams [
O Computer Name [
O Computer Name [

Hardware Version : Bl Firmware Version : 2.00

Helpful Hints...

= If you already have a
DHCP server on your
netwark ar are using static
IP addresses on all the
devices on your network,
uncheck Enable DHCP
Server to disable this
feature.
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DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol.
The DAP-1150 has a built-in DHCP server. The
DHCP Server will automatically assign an IP address
to the computers on the LAN/private network. Be
sure to set your computers to be DHCP clients by
setting their TCP/IP settings to “Obtain an IP Address
Automatically.” When you turn your computers on,
they will automatically load the proper TCP/IP settings
provided by the DAP-1150. The DHCP Server will
automatically allocate an unused IP address from
the IP address pool to the requesting computer. You
must specify the starting and ending address of the
IP address pool.

Enable DHCP Check the box to enable the DHCP server on
Server: your router. Uncheck to disable this function.

DHCP IP Enter the starting and ending IP addresses for

Address Range: the DHCP server’s IP assignment.

DHCP Lease The length of time for the IP address lease.
Time: Enter the Lease time in minutes.

DHCP SERYER SETTINGS

Use this section to configure the built-in DHCP server to assign IP address to the computers on
your netwaork,

Enable CHCP Sarver |

DHCP IR Address Range : to {addresses within the LAN subnet )
DHCP Lease Time : {rirutes)

DHCP CLIENT LIST

IP Address MAC Address Expired Time

10 - DHCP RESERVYATION

Rernaining nurmber of clients that can be configured : 10

Host Marme

Computer Marme IP Address MAC Address

O | | | N |
O | | | | | |
0| | | N |
O | | | N |
O | | | | | |
O | | | N |
O | | | N |
O | | | | | |
0 | | | N |
O | | | | |
[ savesettings |[  Don't Save Settings |
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Advanced Wireless

This window allows you to change the behavior of the 802.11g wireless radio from the standard settings. Please be aware that
any changes to the factory default settings may adversely affect the behavior of your network.

Transmit Power:

Beacon interval:

RTS Threshold:

Fragmentation:

DTIM Interval:

Preamble Type:

CTS Mode:

802.11 Mode:

Auto 20/40:

20MHz:
Short Gl:

Set the transmit power of the antennas. (ADVANCED wiRELESS SETTmGS

i i i Thi ti fo that wish ta ch the behavior of their 802, 11n wirel dia from th
Beacons are paCketS Sent by an ACCGSS POInt tO SynChror“Ze a ereless sta?c?a?dpsoe:;g: \"‘a'reujoer:otraecgllimend ;;gn.;ingeh:s::l:{'h?ﬂgs ?rlgm the facsnlﬁzsesfarzhlsc: Inocn;rreit

network SpeCIfy a Value 100 iS the default Setting and iS recommended settings may impact the performance of your wireless radio. The default settings should provide the best

wireless radio performance in most environments.

This value should remain at its default setting of 2346. If inconsistent data | [si=sewng: |[ pontssvesetings |

flow is a problem, only a minor modification should be made.
The fragmentation threshold, which is specified in bytes, determines whether Transmit Power : | 100% [
packets will be fragmented. Packets exceeding the 2346 byte setting will be Beacon interval : 1100 _msec, range: 201000, default: 100)

. . . . RTS Threshold @ 2245 [ 1 256 ~2346, default:2348)
fragmented before transmission. 2346 is the default setting. R -

Fragmentation : (2345 |{range: 1500~2346, default: 2346, even number only)
(Delivery Traffic Indication Message) 1 is the default setting. A DTIM is a DTIMinterval : |t [range: 1~255, defauit: )
. . . . . . Preamble Type i (2 short Preamble O Long Preamble
countdown informing clients of the next window for listening to broadcast
) CTS Mode : Mone O always (& Auto
and mU|t|CaSt meSSc’:lgeS. Wireless Mode @ | 802,11 Micedi{n/g/k) [Ed
Band Width : | 20/40 MHz{Aute) [
Short Guard Interval :

Select Short or Long Preamble. The Preamble defines the length of the CRC
block (Cyclic Redundancy Check is a common technique for detecting data
transmission errors) for communication between the wireless router and the
roaming wireless network adapters. Auto is the default setting. Note: High network traffic areas should use the shorter preamble type.

CTS (Clear To Send) is a function used to minimize collisions among wireless devices on a wireless local area network
(LAN). CTS will make sure the wireless network is clear before a wireless client attempts to send wireless data. Enabling
CTS will add overhead and may lower wireless through put. None: CTS is typically used in a pure 802.11g environment. If
CTS is set to “None” in a mixed mode environment populated by 802.11b clients, wireless collisions may occur frequently.
Always: CTS will always be used to make sure the wireless LAN is clear before sending data. Auto: CTS will monitor the wireless network
and automatically decide whether to implement CTS based on the amount of traffic and collisions that occurs on the wireless network.

802.11n Only - Select only if all of your wireless clients are 802.11n.
Mixed 802.11n, 802.11b, and 802.11g - Select if you are using a mix of 802.11n, 11g, and 11b wireless clients.

Select if you are using both 802.11n and non-802.11n wireless devices.
Select if you are not using any 802.11n wireless clients. This is the default setting.

Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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MAC Filter

Use MAC (Media Access Control) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses
from accessing the Internet via Network. You can either manually add a MAC address or select the MAC address from
the list of clients that are currently connected to the Broadband Router.

Configure MAC Select Turn MAC Filtering OFF, Turn MAC Filtering ON

Filter: and ALLOW computers listed to access the network, or
Turn MAC Filtering ON and DENY computers listed to
access the network.

MAC Address: Enter the MAC address you would like to filter.
To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

DHCP Client Selecta DHCP client from the drop-down menu and
List: click the arrow to copy that MAC Address.

Schedule: The schedule of time when the network filter will
be enabled. The schedule may be set to Always,
which will allow the particular service to always
be enabled. You can create your own times in the
Maintenance > Schedules section.

The MAC {(Media Access Controller) Address filter option is used to control network access based on the
MAC Address of the network adapter. A MAC address is a unigue ID assigned by the manufacturer of the
netwark adapter. This feature can be configured to ALLOW or DENY network/Internet access.

[ Sawve Seitings ] [ Don't Sawve Settings ]

24 - MAC FILTERING RULES

Configure MAC Filtering below:
Turn MAC Fitering OFF [V

Remaining number of rules that can be created: 24

MAC Address DHCP Client List Schedule
n Computer Nams o] alzys [
] Camputer Nams ] alvzys [
ol Computer Name [Bg Alvays [
] Camputer Nzrme (L4 r— ]
O Computsr Name L] alvsys [
. Conpurvone 1] | [vers €2
0 o ]| [ 3
¥ Computer Name 5 Awzys [l
O Computer Name [ Aluzzys [
o ompuria ]| s 3
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Port Forwarding

This will allow you to open a single port or a range of ports.

Rule: Check the box to enabled the rule.

The Advanced Port Forwarding option allows you to define a single public port an your router for
redirection to an internal LAN IP Address and Private LAM port if required, This feature is useful for
Name: Enter a name for the rule. hosting online services such as FTP or Web Servers.
[ Sezve Settings ] [ Don't Save Settings ]
IP Address: Enter the IP address of the computer on your local
network that you want o allow the incorning service
to. Remaining number of rules that can be created: 24
Start Port/ Enter the port or ports that you want to open. If o O
End Port: it t ter th rti Name Public Port
: you want to open one port, enter the same port in - Appication Neme 3 . —
both boxes. IP Address Private Part ks
Computer Nams D L
Traffic Type: Select TCP, UDP, or An Name Al
yp ) ’ y D Application Mams |:| o " D
1P Address Private Part —Y
Computer Nams |:| e
Mame - Public Port
<< | Applicstion Nams |:| u
] _ any [
IP Address Private Port
Computer Nams D L
Mame Public Port
<=<| | Application Mams D o
[ 5 any [
IF Address Private Port
Computer Nams |:| L
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and
others. These applications have difficulties working through NAT (Network Address Translation). Special Applications
makes some of these applications work with the DAP-1150.

Rule: Check the box to enable the rle. enones

The Application Rules option is used to apen single or multiple parts in your firewall when the router

Name- Enter a name fOI" the ruIe senses data sent to the Internet on an outgoing "Trigger” port or port range. Spedal Application rules
" . apply to all computers on your internal network,

[ Save Ssftings ] [ Dion't Save Ssttings ]

Trigger Port: This is the port used to trigger the application. It

can be either a single port or a range of ports.

Remaining number of rules that can be created: 24

Firewall Port: This is the port number on the WAN side that

will be used to access the application. You may Port T{j;ﬁ;‘
define a single port or a range of ports. You Trigger
can use a comma to add multiple ports or port 0 Appication Neme [ : ary 2
rangeS. Firewall
Any l:l
. Trigger
Traffic Type: Select TCP, UDP, or Any. any [
D Application Name D :
Firewall
any [
Trigger
Any l:l
D Application Names l:l Eirevall
Any l:l
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Parental Control

This feature allows you to create a list of websites that you want to either allow or deny users access.

Configure Select Turn Parental Control OFF, Turn Parental
Parental Control ON and ALLOW computers access to ONLY
Control: these sites, or Turn Parental Control ON and DENY

computers access to ONLY these sites.

Enter the keywords or URLs that you want to
Website URL: block (or allow). Any URL with the keyword in
it will be blocked.

The schedule of time when the parental control

Schedule: filter will be enabled. The schedule may be set
to Always, which will allow the particular service
to always be enabled. You can create your
own times in the Maintenance > Schedules
section.

Parental Control are useful tools for restricting Internet access. The Website URL option allows you to
quickly create a list of all web sites that you wish to allow or deny users from accessing. The Schedule
option allows you to control when dients or PCs connected to the Router are allowed to access the
Internet.

[ Ssve Settings ] [ Don't Szve Settings ]

24 - PARENTAL CONTROL RULES

Configure Parental Control Rules below:
Turn Parzntal Control Rules OFF D

Remaining number of rules that can be created: 24

Website URL Schedule

s I
Ty
Avers
iveps
ey K] (_tew S ]
ums
oy |
e
ey

([0 (0 (| [
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the
QoS Engine settings are disabled and application priority is not classified automatically.

Enable QOS:

Automatic
Uplink Speed:

Measured

Uplink Speed:

Connection
Type:

Detected
xDSL.:

This option is disabled by default. Enable this
option for better performance and experience with

online games and other interactive applications, _
such as VolP.

Use this section to configure D-Link's QoS Engine. The QoS Engine improves your online gaming
experience by ensuring that your game traffic is prioritized over other network traffic, such as FTP or

This option is enabled by default when the QoS | &
Engine option is enabled. This option will allow
your router to automatically determine the uplink

speed of your Intemet connection.

Enable QoS Engine: [ ]

Automatic Uplink Speed :
Measured Uplink Speed : Mot Estimated

[ Save Ssttings ] [ Don't Save Settings ]

The speed at which data can be transferred from
the router to your ISP. This is determined by your

ISP. ISP’s often speed as a download/upload Manual Uplink Speed : kbps <<
pair. For example, 1.5Mbits/284Kbits. Using this Connection Type -
example, you would enter 284. Alternatively you Detected xDSL or Other |

Frame Relay Network

can test your uplink speed with a service such
as www.dslreports.com.

[ Szve Ssttings ] [ Cion't Save Settings ]

By default, the router automatically determines whether the underlying connection is an xDSL/Frame-relay
network or some other connection type (such as cable modem or Ethernet), and it displays the result as
Detected xDSL or Frame Relay Network. If you have an unusual network connection in which you are actually
connected via xDSL but for which you configure either “Static” or “DHCP” in the Internet settings, setting
this option to xDSL or Other Frame Relay Network ensures that the router will recognize that it needs to
shape traffic slightly differently in order to give the best performance. Choosing xDSL or Other Frame Relay
Network causes the measured uplink speed to be reported slightly lower than before on such connections,
but gives much better results.

When Connection Type is set to automatic, the automatically detected connection type is displayed here.
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Firewall & DMZ

This section will allow you to set up a DMZ host and to set up firewall rules.

If you have a client PC that cannot run Internet applications properly from behind the DAP-1150, then you can set
the client up for unrestricted Internet access. It allows a computer to be exposed to the Internet. This feature is useful
for gaming purposes. Enter the IP address of the internal computer that will be the DMZ host. Adding a client to the
DMZ (Demilitarized Zone) may expose your local network to a variety of security risks, so only use this option as a

last resort.
Enable SPI:
Enable DMZ
Host:

DMZ IP
Address:
Name:

Action:

Source/Dest:

Schedule:

IP Address:

Protocol:

Port Range:

Check this to enable SPI.
Check this box to enable DMZ.

Enter the IP address of the computer you would
like to open all ports to.

Choose a name for the firewall rule.

Select to Allow or Denytransport of the data packets
according to the criteria defined in the rule.

The Source/Destination is the TCP/UDP port on
either the LAN or WAN side.

Click New Schedule to access the Schedules
window. See Maintenance>Schedules for more
information.

Enter a beginning and ending IP address.

Select the transport protocol that will be used for
the filter rule.

Enter the desired port range for the filter rule.

Firewall rules can be used to allow or deny traffic passing through the router. You can specify a single
port by utilizing the input box at the top or a range of ports by utilizing both input boxes.

DMZ means Demilitarized Zone". DMZ allows computers behind the router firewall to be accessible to
Internet traffic, Typically, your DMZ would contain Web servers, FTP servers and others.

[ Save Settings ] [ Con't Save Settings ]

FIREWALL SETTING

Enahle 5P :

DMZ HOST

The DMZ(Demilitarized Zone) option provides you with an option to set a single computer on your network
outside of the router. If you have a computer that cannot run Internet applications successfully from
behind the router, then you can place the computer inta the DMZ for unrestricted Internet access.

Note: Putting a computer in the DMZ may expose that computer to a variety of security risks, Use of this
option is only recommended as & last resort,

Enable DMZ Host : [
DMZ IP Address :

50 - FIREWAILL RULES

Remaining number of rules that can be created: 50

Interface IP Address Schedule
Mame Protocol
Source D TCR D
0 Alvays |:]
Action
A~
Mame Protocol
Source D TCR D
= Ay [
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Section 3 - Configuration

Advanced Network

This window allows you to change the LAN settings. Please be aware that any changes to the factory default settings

may affect the behavior of your network.

Enable UPnP: To use the Universal Plug and Play (UPnP™)
feature tick this checkbox. UPNP provides
compatibility with networking equipment, software
and peripherals.

Enable WAN Unchecking the box will not allow the DAP-1150 to
Ping Respond: respond to Pings. Blocking the Ping may provide
some extra security from hackers. Tick this

checkbox to allow the WAN port to be “Pinged”.

WAN Port You may set the port speed of the WAN port to
Speed: 10Mbps, 100Mbps, or 10/100Mbps Auto. Some older
cable or DSL modems may require you to set the

port speed to 10Mbps.

These options are for users that wish to change the LAM settings. We do not recommend changing these
settings from factory default. Changing these settings may affect the behavior of your network.

[ Ssve Settings ] [ Dion't Save Settings ]

Universal Plug and Play (UPNP) supports peer-to-peer Plug and Play functionality for netwark devices,

Enable UPnP :

If you enable this feature, the WAN port of your router will respond to ping requests fram the Internet
that are sent to the WAN IP Address.

Enable WAN Ping Respose ¢ [

WAN PORT SPEED

10/100Mbps Auto [Bd

MULTICAST STREAMS

Enable Multicast Streams : [

Wireless Enhance Mode :

[ Save Settings ] [ Con't Save Settings ]
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Section 3 - Configuration

Enable:

Interface:

Destination:

Subnet Mask:

Gateway:

Routing

This option allows you to define fixed routes to defined destinations.

Tick this checkbox to enable or disable fixed
routes to defined destinations.

Use the drop-down menu to choose the WAN or
WAN (Physical Port) Interface the IP packet must
use to transit out of the Router.

The IP address of the packets that will take this
route.

The subnet of the IP address of the packets that
will take this route.

Specifies the next hop to be taken if this route is
used.

The Routing option allows you to define static routes to specific destinations.
[ Save Settings ] [ Don't Save Settings ]
S snciorme
Remaining number of rules that can be created: 32
Interface Destination Subnet Mask Gateway
O /AN [+
O /AN [V
O /AN [+
O AN [~
O /AN [+
O IAN =
O AN [+
il JAN [+]
O /AN [+
il IAN [+]
O JAN [+
0 AN [¥]
O /AN [+
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Section 3 - Configuration

Device Administration

This window will allow you to change the Administrator password. You can also enable Remote Management.

Administrator Enter a new Login Name for the Administrator account.  [RERNERACRenel s

Login Name:

The 'admin’ account can access the management interface, The admin has readfwrite access and can
change passwords. By default there is no password configured. It is highly recommended that you create

Administrator Enter a new password for the Administrator Login Name | =psssere @ kesp your 48 secure
Password: and then retype the new password in the Confirm Password [ Sevesettngs ][ DontSave Setings |
textbox. The administrator can make changes to the

setiings.

Enable Remote Remote management allows the DAP-1150to be Configu red Please enter the same password into both boxes, for confirmation,
Management: from the Internet by a web browser. A username and
password is still required to access the Web-Management

interface. In general, only a member of your network can

browse the built-in web pages to perform Administrator

tasks. This feature enables you to perform Administrator | enable craphical authentication: [

tasks from the remote (Internet) host. Enable Remote Management: []

IP Allovwed to Access:
Port:

Mew Password: (essssssses

Confirm Password: [ssesescees

IP Allowed to The Internet IP address of the computer that has access to
Access: the Broadband Router. If you input an asterisk (*) into this
field, then any computer will be able to access the Router. Putting an asterisk (*) into this field would present a security risk

and is not recommended.

Port:
The port number used to access the DAP-1150. For example: http://x.x.x.x:8080 whereas x.x.x.x is the WAN IP address of

the DAP-1150 and 8080 is the port used for the Web-Management interface.
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Section 3 - Configuration

Save Settings
to Local Hard
Drive:

Load Settings
from Local
Hard Drive:

Restore to
Factory Default
Settings:

Reboots:

Save and Restore

This window allows you to save your configuration file to a hard drive, load configuration settings from a hard drive,
and restore the Router’s factory default settings.

Use this option to save the current router
configuration settings to a file on the hard disk of the
computer you are using. First, click the Save button.
You will then see a file dialog, where you can select
a location and file name for the settings.

Use this option to load previously saved router
configuration settings. First, use the Browse
control to find a previously save file of configuration
settings. Then, click the Upload Settings button to
transfer those settings to the Router.

This option will restore all configuration settings
back to the settings that were in effect at the time
the router was shipped from the factory. Any settings
that have not been saved will be lost, including any
rules that you have created. If you want to save the
current router configuration settings, use the Save
button above.

Click the Reboots button on the left side of the
window to restart the Router.

settings.

Once the AP is configured you can save the configuration settings to a configuration file on your
hard drive. You also have the option to load configuration settings, or restore the factory default

Save Settings To Local Hard Drive

Restore To Factory Default Settings

Clear Language Pack

SAVE AND RESTORE SETTINGS

Load Settings From Local Hard Drive @

=

| Browse... |

“|  Upload settings
=
=
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Section 3 - Configuration

Firmware Update

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of
the computer. Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support
site for firmware updates at http://support.dlink.com. You can download firmware upgrades to your hard drive from the

D-Link support site.

Firmware Click the Check Now button (or the link at the top

Upgrade: of the window) to find out if there is an updated
firmware; if so, download the new firmware to your
hard drive.

Browse: After you have downloaded the new firmware,
click Browse in this window to locate the firmware
update on your hard drive. Click Save Settings to
complete the firmware upgrade.

There may be new firmware for your DAP-1150 to improve functionality and performance.
Click here to check for an uparade on our support site.

To upgrade the firmware, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Upload button to start the firmware
upgrade.

The language pack allows you to change the knguage of the user interface on the DAP-1150.
We suggest that you upgrade your current language pack if you uparade the firmware. This
ensures that any changes in the firmware are displayed correcthy.

To upgrade the language pack, locate the upgrade file on the local hard drive with the Browse
button. Once you have found the file to be used, click the Upload button to start the knguage
pack upgrade.

FIRMWARE INFORMATION

Current Firmware Version : 2.00
Current Firmware Date : Wed 06 Jan 2010

Check Online Now for Latest Firmware Version :

FIRMWARE UPGRADE

Hote: Some firmware upgrades reset the configuration options to the factory
defaults. Before performing an upgrade, be sure to save the current configuration.

To upgrade the firmware, your PC must have a wired connection to the AP. Enter the
name of the firmware upgrade file, and click on the Upload button.

Upload : | | Browse.. |
LANGUAGE PACK UPGRADE
Upload : | | Browse.. |
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Section 3 - Configuration

DDNS Setting

The router supports DDNS (Dynamic Domain Name Service). The Dynamic DNS service allows a dynamic public IP
address to be associated with a static host name in any of the many domains, allowing access to a specified host from
various locations on the Internet. This is enabled to allow remote access to a host by clicking a hyperlinked URL in the
form “hostname.dyndns.org”. Many ISPs assign public IP addresses using DHCP, this can make it difficult to locate
a specific host on the LAN using standard DNS. If for example you are running a public web server or VPN server on
your LAN, this ensures that the host can be located from the Internet if the public IP address changes. DDNS requires
that an account be setup with one of the supported DDNS providers.

Enable DDNS: Tick the Enable DDNS checkbox to enable support Covmamicens

f DDNS The Dynamic DMS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain
or . - : ; :

name that you have purchased {www.whateveryournameis.com) with your dynamically assigned IP
address, Most broadband Internet Service Providers assign dynamic {changing) IP addresses, Using a

. . . . DDMS service provider, your friends can enter your host name to connect to your game server no matter
Server Select one of the DDNS registration organizations what your IP address is.
Address: fOI’m thOSe ||Sted in the pU”'down menu. Available Sign up for D-Link's Free DONS service at www . OLinkDDONS. com.

servers include dlinkddns.com(Free), DynDns.
org(Custom), Dyn.Dns.org(free), and Dyn.Dns.

org(Statc).

Enable DOMS @ [
Server Address @ | diinkddns.com|Fras) |:|

[ Save Settings ] [ Don't Save Settings ]

Host Name: Enter the host name of the DDNS server.

Host Mame @

Username: Enter the username given to you by your DDNS
server.

Username :

Password @ (esssssssss

[ DDMNS Account Testing ]

Password: Enter the password or key given to you by your
DDNS server.
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Section 3 - Configuration

System Check

This tool is used to verify the physical connectivity on both the LAN and the WAN interfaces. The Ping Test can be

used to test the status of the Internet.

Virtual Cable VCT is an advanced feature that integrates a
Tester (VCT) LAN cable tester on every Ethernet port on the
Info: router. Through the graphical user interface
(GUI), VCT can be used to remotely diagnose
and report cable faults such as opens, shorts,
swaps, and impedance mismatch. This feature
significantly reduces service calls and returns by
allowing users to easily troubleshoot their cable
connections.

Ping Test: The Ping Test is used to send Ping packets to
test if a computer is on the Internet. Enter the IP
Address that you wish to Ping, and click Ping.

The System Check toal can be used to verify the physical connectivity an the LANM or Internet interfaces.
The Ping Test tool can be used to verify the status of the LAN or Internet connection.

VCT INFO

Port Link Status

Internet/LAN I“ ﬂ:[ Discornected

Fing Test is used to send "Ping” packets to test if a computer is on the Internet,

Host Name or IP Address : Ping
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Section 3 - Configuration

Time and Date

This section will allow you to configure, update, and maintain the correct time on the internal system clock.

e, ooect the Time Zone from the drop-down memoowe

Zone' menu. The Time and Date Configuration option allows you to configure, update, and maintain the correct time on
the internal system clock. From this section you can set the time zone you are in and set the NTP
{Network Time Protocol) Server. Daylight Saving can also be configured to adjust the time when needed

[ Save Settings ] [ Don't Save Sehtings ]

Enable Ticking this checkbox enables Daylight Saving

Daylight time. Click Sync. your computer’s time
SaVin . H ’ H H Time : 01/01/2000 01:30:16
g Settlngs to COpy your PC S tlme Settlngs. Time Zone : | {GMT-08:00) Pacific Time {US & Canadz): Tijuanz D
] . ) ] Enable Daylight Saving : [ | Sync. your computer's time sstfings J
NTP Tick the “Automatically synchronize with
Server D-Link’s Internet time server” checkbox and
USEd: then use the drop-down menu to Select an NTP [ automatically synchronize with D-Link's Internet time server
Server. NTP is short for Network Time Protocol. NTP Server Used :
NTP synchronizes computer clock times in a
network of computers.
Manual: To manually input the time, enter the values vear 2w Manth n S Day u S
in these fields for the Year, Month, Day, Hour, row |z it = © secone s ©
Minute, and Second. Click Save Settings. e ) [ oiensss

D-Link DAP-1150 User Manual



Section 3 - Configuration

Schedules

The Router allows the user the ability to manage schedule rules for various firewall and parental control features on
this window. Once you have finished configuring the new schedule rule, click the Save Settings button at the top of
the window.

Name: Enter a name for the new schedule rule. Ssemeoutes

The Schedule configuration option is used to manage schedule rules for "MAC Filter”™, "Firewall Rules™ and
"Parental Control”,

Day(s): Choose the desired day(s), either All Week or

Select Days. If the latter is selected, please use the T AeeT—
checkboxes drect below 0 speiyhendivial
days. .

Day(s): O allweek & select Day(s)
Osun Cmon C7ue Clwed Cthe CIFr [ sat
AllDay - 24 hes: []

All Day - 24 hrs: Tick this check box if the new schedule rule applies
to the full 24-hour period.

Start Time/ If the new schedule rule does not apply to the full start Time: (082 : foo_| A 2| rrmiute, 12hour tine)

End Time: 24-hour period, untick the previous checkbox and

then enter a speciic begiming and ending time.

Hame Day(s) Time Frame

End Time: |20 [ : |0 &M [&| (hour:minute, 12 hour time)
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Section 3 - Configuration

Log Settings

The system log displays chronological event log data specified by the router user. You may also save a simple text file
containing the log to your computer. Click the Save button and follow the prompts to save the file.

Save Log File: Click on the Save button link on this window to
save the log file to your local hard drive.

Logs can be saved by sending it to an admin email address,

Syslog Server: click the checkbox to save the log in the log server [ sevesefngs ][ Don't Save Seffings |
in the LAN side.
Log Type & Click the checkbox(es) of the type of log information Save Log File To Local Hard Drive

B o A S A --occ e
. . y SYSLOG SERVER
Status, Critical, Warning and Information
Enable Logging To Syslog Server: [

Send by Mail: Enter the your SNTP server name(or IP address) Syslog Server P Address: Computer Name [
and enter your mail address before sending your

system log by mail.

Log Type: System Firewall & Security Router Status

SEND BY MAIL

Ernail Address:

Email Subject:

Sender Email Address:
SMTP Server [ IP Address:
User Mame:

Paszsword:

Confirm Password:
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Section 3 - Configuration

Device Info

This window displays the current information for the DAP-1150. It will display the LAN, WAN, and Wireless
information.

If your WAN connection is set up for a Dynamic IP address then a DHCP Release button and a DHCP Renew button
will be displayed. Use DHCP Release to disconnect from your ISP and use DHCP Renew to connect to your ISP.

If your WAN connection is set up for PPPoE, a Connect button and a Disconnect button will be displayed. Use
Disconnect to drop the PPPoE connection and use Connect to establish the PPPoE connection.

LAN: Displays the MAC address and the private (local)

IP SettingS for the router. Al of your Internet and network connection details are displayed on this page. The firmware version is
also displayed here,

WAN: Displays the MAC address and the public IP Firmware Version : 2.00, Wed 06 Jan 2010
settings for the router.

Wireless Displays the wireless MAC address and your MUAC Addeess - 00205:5d:74:05-02
802.11N: wireless settings such as SSID, Channel, and Connection :

Encryption status. IP Address : 192,168.0,50
Subnet Mask ; 255,255,255.0

Default Gateway :

WIRELESS 802.11N

5510 ¢ dlink
Channel : 6
Encryption : Disabled
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Section 3 - Configuration

Log

This window allows you to view a log of activities on the Router. This is especially helpful detecting unauthorized
network usage.

First Page: View the first page of the log.

The View Log displays the activities occurring on the DAP-1150.

Last Page: View the last page of the log. Y
] . _ [ First Pege ][ Lest Page | [cleer] [ Link To Log Settings |
Previous: View the previous page. Page 1of 1
Next: View the next page. Time Message
Jan 100:00:14 MAC filter disabled.
Jan 1 00:00:04 System started,
Clear: Clear the log.

Link to Log Click this button to go directly to the Log Settings
Settings: window (Maintenance > Log Settings).
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Section 3 - Configuration

Statistics

The window below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DAP-1150
on both the WAN and the LAN ports. The traffic counter will reset if the device is rebooted.

Traffic Statistics displays Receive and Transmit packets passing through the DAP-1150.

Receive Transmit
WIRED 5002 Packets 536 Packets
WIRELESS 11n 1668275 Packets 22533 Packets

Active Session

The NAPT Active Session table displays a list of all active conversations between WAN computers and LAN
computers.

Active Session display Source and Destination packets passing through the DAP-1150,

NAPT SESSIONS

TCP Sessions : 1
UDP Sessions: O
Total: 1

NAPT ACTIVE SESSIONS

IP Address TCP Sessions UDP Sessions
192,168.0.100 1 a
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Section 3 - Configuration

Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection
time and MAC address of the connected wireless client.

The Wireless Client table below displays Wireless dients Connected to the AP {Access Point).

HUMBER OF WIRELESS CLIENTS : 4

Connect Time MAC Address IP Address Mode Rate Signal (%)
0 days, 00:29:29 00:1%:D2: AE:DE:F7 MfA 11g 54 72
0 days, 00:15: 11 00 26: 5E:E9:5C: 1D M A 1ig 54 100
0 days, 2:15:30 00:21:5C:39: 2F:25 MfA 11n 7.2 86
0 days, 00:10:25 00: 26: 5E:E5:03:CC MR 11g 54 76
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Section 3 - Configuration

Help

Click the desired hyperlink to get more information about how to use the Router.

Product Page : DAP-1150 Hardware Version : B1  Firmware Versio

mrasinfin

/ SETUP ADVANCED m STATUS HELP

Lt Setup
» Internet Setup
+ \Wireless Setup
» LAM Setup

Advanced
Advanced Wireless
MAC Filter
Port Forwarding
Application Rules
Parental Control
QoS Engine
Eirewall & DMZ
Advanced Metwork
Routing

Maintenance

* Device Administration

# Save and Restore
Eirmware Update
DDNS Setting
System Chedk
Time and Date
Schedules
Log Settings

Status

* Device Info
Log
Statistics
Active Session

L]
L]
L]
* \Wireless

WIRELESS
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Section 4 - Security

Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DAP-1150 offers the following types of security:

* WPA-Personal (Pre-Shared Key) e WPA-Enterprise (Extensible Authentication Protocol)
* WPA2-Personal (Pre-Shared Key 2) « WPA2-Enterprise (Extensible Authentication Protocol 2)
* WPA2-Auto-Personal * WPA2-Auto-Enterprise (Extensible Authentication Protocol 2 Auto)

* WEP (Wired Equivalent Privacy)

What is WEP?

WEP stands for Wired Equivalent Privacy. It is based on the IEEE 802.11 standard and uses the RC4 encryption
algorithm. WEP provides security by encrypting data over your wireless network so that it is protected as it is transmitted
from one wireless device to another.

To gain access to a WEP network, you must know the key. The key is a string of characters that you create. When
using WEP, you must determine the level of encryption. The type of encryption determines the key length. 128-bit
encryption requires a longer key than 64-bit encryption. Keys are defined by entering in a string in HEX (hexadecimal -
using characters 0-9, A-F) or ASCII (American Standard Code for Information Interchange — alphanumeric characters)
format. ASCII format is provided so you can enter a string that is easier to remember. The ASCII string is converted to
HEX for use over the network. Four keys can be defined so that you can change keys easily.
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Section 4 - Security

Configure WEP

It is recommended to enable encryption on your wireless access point before your wireless network adapters. Please
establish wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption
due to the added overhead.

1.Log into the wel-based configuration utity oy Y

Opemng a web browser and entermg the device Security Mode | Enable WEP Wireless Security (basic)
name of the access point (dlinkap). Click on

Wireless Sttings on e ef sice ——

2. Next to Security Mode, select Enable WEP| wep s the wirless encryption standard. To use it you must enter the same key(s) into the &P

Security_ and the wireless stations, For 64 bit keys you must enter 10 hex digits into each key box, For
128 bit keys you must enter 26 hex digits into each key box, & hesx digit is either a number
from 0 to 9 or a letter from A to F. For the most secure use of WEP set the authentication

3. Next to Authentication, select Shared Key or| tipe to "Open key" when WEP is enabled.
Open.

You may also enter any text string into a WEP key box, in which case it wil be converted into a
hexadecimal key using the ASCII values of the characters, 5 text characters can be entered for

4. Next to WEP Encryption, select 64-bit or 128-bit| &4 bit keys, and 13 characters for 128 bit keys.

encryption.
Authentication @ | Open w

5. Next to Key Type, select either Hex or ASCIl.Hex WER Encryplion : |46t 8

(recommended) - Letters A-F and numbers 0-9 are
valid. ASCII - All numbers and letters are valid.

kKey Type: |HEX w
Default WEP Key @ |WEP Kev 1 %

WEP Eey 1

6. Next to Key 1, enter a WEP key that you create. WEP Key 2
Make sure you enter this key exactly on all your WEP Key 3 .
wireless devices. You may enter up to 4 different WEP Key 4

keys.

7. Click Save Settings to save your settings. If you are configuring the access point with a wireless adapter, you will lose
connectivity until you enable WEP on your adapter and enter the same WEP key as you did on the access point.
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What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired
Equivalent Privacy).

There are 2 major improvements over WEP:

* Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys
using a hashing algorithm and by adding an integrity-checking feature ensures that the keys haven't
been tampered with.

» User authentication, which is generally missing in WEP, is done through the Extensible Authentication
Protocol (EAP). WEP regulates access to a wireless network based on a computer’s hardware-specific
MAC address, which is relatively simple to be sniffed out and stolen. EAP is built on a more secure public-
key encryption system to ensure that only authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric
password between 8 and 63 characters long. The password can include symbols (1?*&_) and spaces. This key must
be the exact same key entered on your wireless router or access point.

WPA-EAP/WPA2-EAP incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP
is built on a more secure public key encryption system to ensure that only authorized network users can access the
network.

WPA2-Auto-PSK/WPA2-Auto-EAP accepts wireless clients that use WPA or WPA2. Authentication is sill necessary.
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Configure WPA-PSK, WPA2-PSK,
and WPA2-Auto-PSK (Personal)

It is recommended to enable encryption on your wireless access point before your wireless network adapters. Please
establish wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption
due to the added overhead.

YWIRELESS SECURITY MODE :

1. Log into the web-based configuration utility
by opening a web browser and entering the

e T ralons Sooess P e ).
Click on Wireless Settings on the left

Security Mode | Enable WPE Wireless Security (enhanced) A

side. WRA requires stations to wse high grade encryption and authentication,
2. Next to Security Mode, select Enable Cipher Type | AUTO v

WPA Wireless Security, Enable PSK f EAP: |Personal

WPA2 Wireless Security, or Enable Passphrase

WPAZ2-Auto Wireless Security.

Confirmed Passphrase ;

3. Next to Cipher Mode, select TKIP, AES, or
Auto.

4. Next to PSK / EAP, select Personal.

5. Next to Passphrase, enter a key (passphrase). The key is an alpha-numeric password between 8 and 63 characters
long. The password can include symbols (1?7*&_) and spaces. Make sure you enter this key exactly the same on all
other wireless clients. Enter the passphrase again next to Confirmed Passphrase.

7.Click Save Settings to save your settings. If you are configuring the access point with a wireless adapter, you will
lose connectivity until you enable WPA-Personal, WPA2-Personal, or WPA2-Auto-Personal on your adapter and
enter the same passphrase as you did on the access point.
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Configure WPA-EAP, WPA2-EAP, and
WPA2-Auto-EAP (Enterprise)

It is recommended to enable encryption on your wireless access point before your wireless network adapters. Please
establish wireless connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption
due to the added overhead.

1. Log into the web-based configuration utility by opening a web browser and entering the device name of the access

point {diinkap).Click on Wireless Settings on gy
the left side.
Security Mode @ | Enable WPA Wireless Security (enhanced) A
R M
WPA Wireless Security, Enable
WPA2 Wireless Securi ty , Or Enable| wra raquires stations to use high grade encryption and authentication.
WPA2-Auto Wireless Security.

Cipher Type | AUTO

3. Next to Cipher Mode, select TKIP, AES, or PSK[EAR: |Enterprise (v

a0z, 1
Auto.
RADIUS Server 1 IP

4. Next to Personal / Enterprise, select Fort 1812

Enterprise_ Shared Secret
RADIUS Server 2 ;0 IP
5. Next to RADIUS Server enter the IP Address of Fort 1812
your RADIUS server. Shared Secret

6. Next to Port, enter the port you are using with your RADIUS server. 1812 is the default port.
7. Next to Shared Secret, enter the security key.

8. Click Save Settings to save your settings.
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Section 5 - Connecting to a Wireless Network

Connect to a Wireless Network
Using Windows® XP

Windows® XP users can use the built-in wireless utility (Zero Configuration Utility) to connect to a wireless network.
The following instructions are for Service Pack 2 users. If you are using another company’s utility or Windows® 2000,
please refer to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities
will have a “site survey” option similar to the Windows® XP utility as shown below.

If you receive the Wireless Networks Detected bubble, click f’ W"E'E‘S%"f““"':“':tm?*‘ N -
A NE Or MOre WIreless NETWOrks are in range o IS CoOmpuUter.,
on the center of the bubble to access the utility. To see the st and connect, cick this message

or

Right-click on the wireless computer icon in your system tray Changs Windons Frenal settings
(lower-right corner next to the time). Select View Available Open Network Cennectans
Wireless Networks. Repair

Yiew Available Wireless Networks

5" Wireless Network Connection 6 E‘
Network Tasks Choose a wireless network

g Refresh network list Click an item in the list below to connect to a wireless network in range or to get more

form
\-"], Set up a wireless network (( }) Test ~
for a small office ﬁ

The utility will display all available wireless networks in your
area. Click on a network (displayed using the SSID) and click (g ==

\i‘) Learn about wireless Unsecured wireless network ||][|[|[|
the Connect button. rebrs (oot
¢ Change the order of ﬁ

preferred networks

Unsecured wireless network lﬂﬂﬂu

¥ Security-enabled wireless network alll —

3 Change advanced
settings

If you get a good signal but cannot access the Internet,
check the TCP/IP settings for your wireless adapter. Refer
to the Networking Basics section in this manual for more
information.

DGL-4300

((?)) v
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Section 5 - Connecting to a Wireless Network
Configure WEP/WPA-PSK

Itis recommended to enable WEP or WPA-PSK on your wireless access point before configuring your wireless adapter.
If you are joining an existing network, you will need to know the WEP or WPA-PSK key being used.

Follow the steps on the previous page to connect to a wireless network .
using Windows® XP. After you highlight a network and click Connect, RISty X
the Wireless Network COI‘I neCtiOn bOX W|” appear |f the network The network "testl requires a network key (also called a WEP key or WPA key). A network
requires authentication. Enter the same WEP or WPA-PSK key that (e s reventunann nfuders R cemesing o s near

is on your access point and click Connect.

Type the key, and then dick Connect.

Metwark key: | | |

It may take 20-30 seconds to connect to the wireless network. If the | |
connection fails, please verify that the WEP or WPA-PSK settings are Comnect | [ Cancel |
correct. The WEP or WPA-PSK key must be exactly the same as on
the wireless access point.
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Using Windows® Vista (Secured Network)

The following are step-by-step directions to connect to a secured wireless network using Windows® Vista.

1. Right-click on Network and click on Properties.

Open

Explore
Scan with AVG Free

Map Network Drive...
Disconnect Network Drive...

Contfd
Create Shortcut

Delete

Properties

2. Click the Manage network connections link in the Network

= =
v Lf « NetworkandInternet » Network and Sharing Center 43 Ml Search p

and Sharing Center window.

Network and Sharing Center

N

RYAM-PC-DELL dlink.com
(This computer)

K diink.com.tw (Public network]
Access Local and Intemet

Connection Local Area Connection

[ Sharing and Discovery

Netwark discovery © Off
File sharing © Off
Public felder sharing © Off
Printer sharing © Off

Password protected sharing @ On

Media sharing © Off

 Tnternet Options
Windows Firewall

Show me all the files and folders 1 am sharing

Show me all the shared network folders on this computer

View status

RO
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Section 5 - Connecting to a Wireless Network

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window and then click the Connect button.

[ WS
et

Wireless Metwork Connection

Mot con
Atheros

Disable
C t S Disc

Status

Diagnose
Bridge Connections

Create Shortcut
Delete

(&

Rename
Properties
- o=
a »
& 'Q_*‘ Connect to a network
Select a network to connect to
Show [All -
S ) e
‘I'- dlink300 Security-enabled network ,!ﬂﬂ ;‘
A5 WheretsTheNeveriand  Unsecured network U
5@ dlink Unsecured network !!ﬁﬂ

Set up a connection or network
Open Network and Sharin

g Center

|
5. The following window displays connection progress. o =
& @ Connect to a network
Connecting to dlink300
A L.
o -
95
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Section 5 - Connecting to a Wireless Network

6. Enter the network security key or passphrase for the AP in the textbox
provided in the Type the network security key or passphrase for
[SSID name] window. When you are finished, click the Connect
button.

7. The following Successfully connected to [SSID name] window
is displayed. Choose to save this network and/or start this new
connection automatically. When you are finished, click the Close
button.

=g
@ & Connect to a network

Type the network security key or passphrase for dlink300

The person who setup the netwaork can give you the key or passphrase.

siZ [Fyouhaves USA flash drive with network settings for dlink300, inse

rt it now.

- SE——)
F
=N o
@ % Connectto a network
Suceessfully connected to dlink300
[#] Save this network
[7] Start this connection automatically
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Section 5 - Connecting to a Wireless Network

Using Windows® Vista (Unsecured Network)

The following are step-by-step directions to set up a wireless connection on an unsecured network using Windows®
Vista.

1. Right-click on Network and click on Properties. B

Explore
Scan with AVG Free

Map Metwork Drive...
Disconnect Network Drive...

Create Shortcut
Delete

Properties

2. Go to the Network and Sharing Center window and click
the Manage Network Connections link.

Tasks

View full map

il&f - E’ -

RYAN-PC-DELL dlink.co;'].tw Internet
Diagnose and repair (This computer)

5_' dlink.com.tw (Public network) Customize
Access Local and Internet

Caonnection Local Area Connection View status

|2 Sharing and Discovery

Network discovery @ Off

File sharing @ Off

Public folder sharing @ Off

Printer sharing @ Off

Password protected sharing @ On
See also Media sharing @ Off
;;il;{:‘ﬁ'ﬁet-@plium
Windows Firewall

Show me all the files and folders I am sharing

Show me all the shared network folders on this computer
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Section 5 - Connecting to a Wireless Network

3. Right-click the Wireless Network Connection entry and then select
Connect/Disconnect from the drop-down menu.

4. Select a network to connect to in the Select a network to connect
to window and then click the Connect button.

5. Confirm that you still want to connect on the following Network
Connection Status window by clicking on Connect Anyway.

L_'. Wireless Metwork Connection
i Mot con

X :s Disable
ALNErDSs —
Connect / Disconnect & |

Status

Diagnaose
Bridge Connections

Create Shortcut

Delete
Rename
Properties
b | [

s 4
& 'EP Connect to a network

Select a network to connect to

ﬁ‘ dlink300 Unsecured network !!ﬁ!

h_‘ WherelsTheNeverland  Unsecured network !ﬂﬁ

+
!

|

ﬁ_‘ dlink Unsecured network !!!ﬂ

Set up a connection or network
Open Network and Sharing Center

=

- -
() @ Connectto anetwork

dlink300 is an unsecured network

I\@J Connect Anyway

Information sent over this network might be visible to others,

< Connect to a different network

D-Link DAP-1150 User Manual

98



Section 5 - Connecting to a Wireless Network

6. The following Connect to a network wizard window displays the
connection progress.

7. The following Successfully connected to [SSID name] window
is displayed. Choose to save this network and/or start this new
connection automatically. When you are finished, click the Close
button.

-

-~
L& ‘E" Connect to a network
Connecting to dlink300
A A
s S
-
!
v, (= [ = ]
@ B Connect toa network
Successfully connected to dlink300
[7] Save this network
[ Cstrsthis connection automaticaly
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Appendix B - Wireless Basics

Wireless Basics

D-Link wireless products are based on the latest industry standards to provide easy-to-use and compatible high-speed
wireless connectivity within your home, business, or public wireless networks. Strictly adhering to IEEE standards, the
D-Link wireless family of products allows you to securely access the data you want, when and where you want it. You
will be able to enjoy the freedom that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals
instead of wires. Wireless LANs are used increasingly in both home and office environments, and public areas such
as airports, coffee shops, and universities. Innovative ways to utilize WLAN technology are helping people to work
and communicate more efficiently. Increased mobility and the absence of cabling and other fixed infrastructure have
proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop
and desktop systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in
order to use servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device
used to provide this link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi
uses radio waves to connect wirelessly, so you have the freedom to connect computers anywhere in your home or
office network.

Why D-Link Wireless?

D-Link is a worldwide leader and an award winning designer, developer, and manufacturer of networking products.
D-Link delivers the performance you need at a price you can afford. D-Link has all the products you need to build your
network.

How does wireless work?

Wireless works similar to how a cordless phone works- using radio signals to transmit data from one point to another.
However, wireless technology has restrictions as to how you can access the network. You must be within the wireless
network range area to be able to connect your computer. There are two different types of wireless networks: a Wireless
Local Area Network (WLAN) and a Wireless Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a WLAN, a device called an Access Point (AP) connects computers to the network. The access point has a small
antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor AP, the
signal can travel up to 300 feet. With an outdoor AP the signal can reach out up to 30 miles to serve places like
manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and many other
outdoor venues.
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Wireless Personal Area Network (WPAN)

Bluetooth is the industry standard wireless technology used for WPANs. Bluetooth devices in WPANSs operate in a
range up to 30 feet away.

The speed and wireless operation range of a WPAN is less than of a WLAN, but it excels in its efficient consumption
of power. WPANSs are ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and
other devices that operate on batteries.

Who uses wireless?

Wireless technology has become so popular in recent years that almost everyone is using it, at home and in the
office.

Home
* Gives everyone at home broadband access
* Surf the web, check email, get instant messages, etc.
* Gets rid of the cables around the house
» Simple and easy to use

Small Office and Home Office (SOHO)
* Stay on top of everything at home as you would at the office
* Remotely access your office network from home
» Share an Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is quickly expanding beyond home and office use. The freedom of mobility it offers is becoming
so popular that more and more public facilities are now providing wireless access to attract people. Public places that
offer wireless access is usually called a “hotspot”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote
locations like airports, hotels, coffee shops, libraries, restaurants, and convention centers.

A wireless network is relatively easy to setup, but if you're installing it for the first time it could be quite a task not

knowing where to start. That's why we’ve put together a few setup steps and tips to help you through the process of
setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your Access Point

Make sure you place the router/access point in a central location within your network for the best performance. Try to
place the router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If

you have a two-story home, you may need a repeater to boost the signal and extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the
router/access point. This will significantly reduce any interference that the appliances might cause if operating on the
same frequency.
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Security

Don’t let your next-door neighbors or unwanted intruders connect to your wireless network. Secure your wireless
network by turning on the WEP or WPA security feature on the access point. Refer to the section “Wireless Security”
in this manual for detailed information on how to set it up.

Wireless Modes

There are basically two modes of networking:

e Infrastructure — All wireless clients will connect to an access point or wireless router.

e Ad-Hoc — Directly connecting to another computer, for peer-to-peer communication, using wireless
network adapters on each computer.

An Infrastructure network contains an AP or a wireless router. All the wireless devices, or clients, will connect to the
wireless router or the AP.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in
Ad-Hoc mode to communicate.
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Networking Basics

Check your IP address

After you install your network adapter, by default, the TCP/IP settings should be set to obtain an IP address from a
DHCP server (i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK.

s (C:YWINDOWS\system 32\cmd. exe
At the prompt’ type ipconfig and preSS Enter Microsoft Windows HP [Uersion 5.1.260H1

<C» Copyright 1985-2881 Microsoft Corp.

This will display the IP address, subnet mask, and eIt e Lt

Mindows IP Configuration

the default gateway of your adapter.

Ethernet adapter Local Area Connection:

If the address is 0.0.0.0, check your adapter TP Rddress 201 2 B T e s
installation, security settings, and the settings Default Gateway :18.5.7.1

C:Documents and Settings>_

on your router. Some firewall software programs
may block a DHCP request on newly installed
adapters.

If you are connecting to a wireless network at a
hotspot in a hotel, coffee shop, airport, or another public place, please contact an employee or administrator to verify
their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps
below:

Step 1
Windows® XP - Click on Start > Control Panel > Network Connections.
Windows® 2000 - From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your network adapter and select Properties.

Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.

Step 4
Click Use the following IP address and enter an |IP address that is on the same subnet as your network or the LAN
IP address on your router.

Internet Protocol (TCP/IP) Properties

Example: If the router’s LAN IP address is 192.168.0.1, make your IP address (sl e ected ol [ ous ke,
192.168.0.X where X is a number between 2 and 99. Make sure that the number | ™™™

you choose is not in use on the network. Set Default Gateway the same as the LAN s

IP address of your router (192.168.0.1). P addss EENCEC

Subnet mask: | 255 . 255 . 2

Drefault gateway: \M_I

Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The

Secondary DNS is not needed or you may enter a DNS server from your ISP. S —
et DS sever E—

Step 5

Click OK twice to save your settings. -
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Technical Specifications

NETWORK STANDARDS QUALITY OF SERVICE (QoS)

-802.11n Wi-Fi Multimedia (WMM)

-802.11g

-802.11b DEVICE MANAGEMENT

- 802.3/802.3u 10BASE-T/100BASE-TX Ethernet - Web-based management through Internet Explorer v.6 or later,

Netscape Navigator v.6 or later or other Java-enabled browser
DEVICE INTERFACES

- 802.11n wireless LAN Diagnostic LED
- One 10/100BASE-TX Ethernet LAN port - Power
- WLAN
OPERATING FREQUENCY - LAN
2.4102.4835 GHz
POWER INPUT
OPERATING CHANNELS 5VDC 1.2A
-ETSI: 13 External power adapter
RADIO & MODULATION SCHEMES DIMENSIONS
DQPSK, DBPSK, CCK, OFDM 147 (W) x 113.2 (D) x 31.5(H) mm
OPERATION MODES WEIGHT
- Access Point 193grams
- Repeater
- Router OPERATING TEMPERATURE
0to40C
ANTENNA
2dBi Gain detachable omni-directional antenna with RP-SMA STORAGE TEMPERATURE
connector -20t065C
RECEIVE SENSITIVITY OPERATING HUMIDITY
SECURITY 10% to 90% non-condensing
- 64/128-bit WEP data encryption
- WPA-PSK, WPA2-PSK STORAGE HUMIDITY
- WPA-EAP, WPA2-EAP 5% to 95% non-condensing
- TKIP, AES

- SSID broadcast disable function
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