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1.0 Scope

1.1 Description
The DWL-2700AP 11g Outdoor Access Point simultaneously connects to both 802.11b/g wireless networks. The DWL-2700AP is the ideal solution for any network administrator who needs to expand the capacity of the wireless network and allow users on different frequencies to connect.

Featuring the latest 802.11g technology in 2.4GHz, it is also a best-of-both-worlds solution for those operating wireless networks in public areas where the extra bandwidth can attract additional paying customers.

DWL-2700AP is design for harsh outdoor environment. With die-cast watertight housing, this is a robust outdoor access point. Equipped with cost-effective Power-Over-Internet for supply power to the AP when a powerful outlet is not easily available and it includes the necessary hardware for mounting on a roof top or other exterior location.

At transfer rates of up to 54Mbps in the 2.4GHz frequency range, users connected to the DWL-2700AP will enjoy faster downloads and truly instant email communication.

In addition to bridging 802.11b/802.11g wireless networks, the DWL-2700AP can bridge to wired networks with its integrated 10/100M Ethernet port.

For more secure communication, the DWL-2700AP supports user-select cable encryption settings up to 152-bit WEP on the 2.4GHz band. With its web-based configuration the DWL-2700AP is easy to install, alter or activate advanced setting, or update with the latest firmware.

1.2 Product Feature
Device interface
LAN Ethernet Support:
One port 10/100Mbps
Complies with IEEE 802.3u specification
Support Auto Negotiation
Support Auto MDI/MDIX
Support IEEE802.3x flow control in full duplex mode
Wireless Ethernet support:

Provide Ethernet to Wireless LAN bridge fully IEEE 802.3/u compatible on the Ethernet side and fully

interoperable with IEEE 802.11b/g compliant equipment.

Compatible with IEEE 802.11b high rate standard operation at 2.4GHz frequency band to provide wireless 11Mbps

data rate.

Compatible with IEEE 802.11g high rate standard operation at 2.4GHz frequency band to provide wireless 54Mbps

data rate.

Operation at 2.4~2.5GHz frequency band to meet worldwide regulations

Dynamic date rate scaling at 1, 2, 5.5, and 11Mbps for IEEE 802.11b

Dynamic date rate scaling at 6, 9, 12, 18, 24, 36, 48, 54Mbps for IEEE 802.11g

Serial Console

        One serial console  port
Functions support
LAN type support 

Static IP

Dynamic IP 
Modes

Supports AP , WDS, WDS with AP mode
Security

Supports IEEE 802.11 b/g wireless data encryption with 64/128/152 bit WEP for security

Supports enhanced security – AES, 802.1X, RADIUS client, and Cipher negotiation

MAC Address Filtering

Supports WMM

DHCP Server.

Web-based configuration and management

Extensive logging of AP events

2.0 Requirements

The following sections identify the detailed requirements of the DWL-2700AP Wireless Access Point.
2.1 Hardware specification

2.1.1 Block Diagram
[image: image2.jpg]Temperature
Detection

CPLD

PCIBUS
SMbyts Expansion —
Flash ROM
(BOOT
RO Network i
Processor [
32bytes SDRAM
SDRAM UARTO

Three state.
RSSI
LED display

WLAN
11g Section

(Radio on board)

PHY

Serial
Port

lic
EEPROM





2.1.2 Hardware Interface

	
	Feature
	Detailed Description

	2.1.2.1
	Ethernet Interface
	· One LAN port (10/100 Based-TX port)

	2.1.2.2
	Antenna Type
	· Two 5dbi Detachable reverse N antennas

	2.1.2.3
	Reset Button
	· Pressing the Reset Button restores the access point to its original factory default settings.(Inside, on the PCB)

	2.1.2.4
	Serial port
	· One water proof serial console port 


2.1.3 LED indicator

	
	LED Indicator
	Color
	Status
	Description

	2.1.3.9
	11g
	Green
	Blinking Green
	· Wireless is ready

	
	
	· 
	Light off
	· Wireless is off

	
	LAN
	Green
	Solid Green
	· link up

	
	
	· 
	Blink Green
	· Data transmission

	
	Power
	Green
	Solid Green
	· The device is ready

	
	
	· 
	Blinking Green
	· The device is power on

	
	
	· 
	Light off
	· The device is power off


2.1.4 IEEE 802.11b Section

	
	Feature
	Detailed Description

	2.1.4.1
	Standard
	· IEEE 802.11b

	2.1.4.2
	Radio and Modulation Schemes
	· DQPSK, DBPSK, DSSS, and CCK

	2.1.4.3
	Operating Frequency
	· 2400 ~ 2497MHz ISM band

	2.1.4.4
	Channel Numbers 
	· 11 channels for United States
13 channels for Europe Countries

	2.1.4.5
	Data Rate
	· 11, 5.5, 2, and 1Mbps

	2.1.4.6
	Media Access Protocol
	· CSMA/CA with ACK

	2.1.4.7
	Maximum Transmitter Output Power
	· Typical 23dBm at 11, 5.5, 2, and 1Mbps 

	2.1.4.8
	Receiver Sensitivity
	· Typical Sensitivity at Which Frame (1000-byte PDUs) Error Rate = 8% at room temperature.

· 11Mbps: Typical -84dBm @ 8% PER (Packet Error Rate)

· 5.5Mbps: Typical -89dBm @ 8% PER (Packet Error Rate)

· 2Mbps: Typical -90dBm @ 8% PER (Packet Error Rate)

· 1Mbps: Typical -91dBm @ 8% PER (Packet Error Rate)


2.1.5 IEEE 802.11g Section

	
	Feature
	Detailed Description

	2.1.5.1
	Standard
	· 2.4GHz OFDM (IEEE 802.11g  )

	2.1.5.2
	Radio and Modulation Schemes
	· BPSK, QPSK, 16QAM, 64QAM, and OFDM

	2.1.5.3
	Operating Frequency
	· 2400 ~ 2497MHz ISM band

	2.1.5.4
	Channel Numbers 
	· 11 channels for United States
13 channels for Europe Countries
13 channels for Japan

	2.1.5.5
	Data Rate
	· 54, 48, 36, 24, 18, 12, 9, and 6Mbps

	2.1.5.6
	Media Access Protocol
	· CSMA/CA with ACK

	2.1.5.7
	Maximum Transmitter Output Power
	· Typical 23dBm at 6~54 Mbps

	2.1.5.8
	Receiver Sensitivity
	· Error Rate = 10% at room temperature.

· –85dBm at 6Mbps

· 54Mbps: Typical -68dBm @ 10% PER (Packet Error Rate)

· 48Mbps: Typical -69dBm @ 10% PER (Packet Error Rate)

· 36Mbps: Typical -73dBm @ 10% PER (Packet Error Rate)

· 24Mbps: Typical -77dBm @ 10% PER (Packet Error Rate)

· 18Mbps: Typical -80dBm @ 10% PER (Packet Error Rate)

· 12Mbps: Typical -82dBm @ 10% PER (Packet Error Rate)

· 9Mbps: Typical -84dBm @ 10% PER (Packet Error Rate)

· 6Mbps: Typical -85dBm @ 10% PER (Packet Error Rate)


2.1.6 IEEE 802.3 Section

	
	Feature
	Detailed Description

	2.1.6.1
	One 10/100BASE-T LAN port
	Compliant to following standards,

IEEE 802.3 compliance

IEEE 802.3u compliance

Support Full/Half Duplex operations

IEEE 802.3x Flow Control support


2.2 Function description
Product UI structure
	Home/Basic Settings
	Home/Advanced Settings
	Home/Status
	Tools
	Configuration
	System
	Logout
	Help

	Wireless
	Performance
	Device Information
	Administrator Settings
	Save and Activate
	System Settings
	
	

	LAN
	Grouping
	Indication
	Firmware and SSL
	Discard Changes
	
	
	

	
	Multi-SSID
	Client Information
	Configuration file
	
	
	
	

	
	DHCP server
	WDS information
	SNTP
	
	
	
	

	
	Filter
	Stats
	
	
	
	
	

	
	
	Log
	
	
	
	
	


This web-based configuration interface includes the following functions:

· Basic Settings
It allows you to configure parameters for wireless networking and wire networking configuration.
· Advanced Settings
Advanced Function Configuration allows you to configure advanced features such as Multiple SSID, MAC filter and advanced wireless parameters.
· Status
Status allows you to display the AP information and status.

· Tools
Tools provides administrators to manage the AP.
· Configuration
Save settings or discard change

· System
Restart or factory reset AP.
· Logout       
· Help
To provide an online user manual that facilitates the setup.
2.2.1 Home/Basic Settings

	
	Feature
	Detailed Description

	2.2.1.1
	Wireless
	Wireless Band   
IEEE 802.11g in default
Mode

Access Point, WDS, WDS with AP

Wireless Network Name

Also called the SSID. SSID is a group of AP. SSID is the name of the WLAN used for identifying the WLAN. Default is set to “dlink”

Channel

Can select the radio channel. The permissible channels depends on each domain

Auto Channel Select

Enable/Disable supported. the default setting is “Enable”.

SSID broadcast Enable/Disable

Default setting is “enable”.

Security Mode

Open system/Key Encryption Disable

Select this option to allow all wireless devices to communicate with the DWL-2700AP before they are required to provide the encryption key needed to gain access to the network.

Open system/Key Encryption Enable 

Wired Equivalent Protocol (WEP) is a wireless security protocol for Wireless Local Area Networks (WLAN). The DWL-2700AP supports  64-bit 128bit and 152-bit WEP encryption. The WEP key format is Option for both Hex and ASCII.
Shared Key

This option to require any wireless device attempting to communicate with the DWL-2700AP to provide the WEP encryption key needed to access the network before they are allowed to communicate with the DWL-2700AP.
Open system/Share Key

With this setting both shared and open system are employed. Stations have the option of using either but must still have the correct key to decrypt data.
WPA(2)-Personal/Enterprise
Wi-Fi Protected Access authorizes and authenticates users onto the wireless network. WPA uses stronger security than WEP and is based on a key that changes automatically at a regular interval.When Personal is selected, your wireless clients will need to provide a Passphrase for authentication. When Enterprise is selected, you will need to have a RADIUS server on your network which will handle the authentication of all your wireless clients.
Cipher Type -The DWL-2700AP support two different cipher types when WPA is used as the Security Type. These two options are TKIP (Temporal Key Integrity Protocol) and AES (Advanced Encryption Standard). 
Passphrase -This is what your wireless clients will need in order to communicate with your DWL-2700AP, when PSK is selected. Enter 8-63 alphanumeric characters. Be sure to write this Passphrase down as you will need to enter it on any other wireless devices you are trying to add to your network. 
Radius Server Settings-This means of WPA authentication is used in conjunction with a RADIUS server that must be present on your network. Enter the IP address, port, and Shared Secret that you RADIUS is configured for. You also have the option to enter information for a second RADIUS server in the even that there are two on your network which you are using to authenticate wireless clients. 
802.1x- It uses a central authentication server like Remote Authentication Dial-In User Service (RADIUS) server to authenticate each user on the network. The 802.1X standard is designed to enhance the security of wireless local area networks (WLANs) that follow the IEEE 802.11 standard. 802.1X provides an authentication framework for wireless LANs, allowing a user to be authenticated by a central authority. The actual algorithm that is used to determine whether a user is authentic is left open and multiple algorithms are possible. 802.1X uses an existing protocol, the Extensible Authentication Protocol (EAP), for message exchange during the authentication process.
In a wireless LAN with 802.1X, a user (known as the supplicant) requests access to an access point (known as the authenticator). The access point forces the user (actually, the user's client software) into an unauthorized state that allows the client to send only an EAP start message. The access point returns an EAP message requesting the user's identity. The client returns the identity, which is then forwarded by the access point to the authentication server, which uses an algorithm to authenticate the user and then returns an accept or reject message back to the access point. Assuming an accept was received, the access point changes the client's state to authorized and normal traffic can now take place.

	2.2.2.2
	LAN
	Static IP Address
Select this option if there is no DHCP server in your network or you want to set AP’s IP manually.

Dynamic IP Address
Select this option if there is a DHCP server in your network and it provides you an IP address automatically...


2.2.2 Home/Advanced Settings
	
	Feature
	Detailed Description

	2.2.2.1
	Performance
	· Advanced Wireless Setup provides administrators to configure detail wireless perimeters. 

	2.2.2.2
	Grouping
	· This option provides two functions: AP load balance by user limit and link integrate.

	2.2.2.3
	Multi-SSID
	· One primary SSID and at most 7 guests SSIDs can be configured to allow virtually segregation stations by sharing same channel. This function is supported on AP mode only.

	2.2.2.4
	DHCP server
	· DHCP (Dynamic Host Control Protocol) Server assigns IP addresses to stations requesting IP addresses while logging to the wireless network. Stations must be configured as DHCP client in order to obtain IP addresses automatically. The default value for DHCP Server control is "disable".

	2.2.2.5
	Filter
	· DWL-2700AP can be configured to deny or only allow Ethernet stations association by filtering MAC addresses. By selecting "Accept", DWL-2700AP can only be associated with MAC addresses listed in the Authorization table. By selecting "Off", this function will be turned off.


2.2.3 Status
	
	Feature
	Detailed Description

	2.2.4.1
	Device Info
	· All of your AP details are displayed on the Device Info page. The firmware version is also displayed here.

	2.2.4.2
	Indication
	· Displays real-time data of temperature.

	2.2.4.3
	Client Information
	· Displays the associated clients SSID, MAC, Band, Authentication method, Signal strength, and Power Saving Mode for the DWL-2700AP  network.

	2.2.4.4
	WDS Information
	· Displays the WDS SSID, MAC, Band, Authentication method, Signal strength, and Power Saving Mode for the DWL-2700AP network.

	2.2.4.5
	Stats
	· The Statistics page displays all of the LAN, WAN, and Wireless packet transmit and receive statistics.

	2.2.4.6
	Logs
	· The AP automatically logs (records) events of possible interest in its internal memory. If there is not enough internal memory for all events, logs of older events are deleted, but logs of the latest events are retained. The Logs option allows you to view the AP logs. You can define what types of events you want to view and the level of events to view. This AP also has external Syslog Server support so you can send the log files to a computer on your network that is running a Syslog utility.


2.2.4 Tools

	
	Feature
	Detailed Description

	2.2.4.1
	Administrator Settings
	· The Admin option is used to set a password for access to the Web-based management.

	2.2.4.2
	Firmware and SSL
	· The Firmware Upgrade section can be used to update to the latest firmware code to improve functionality and performance. You can also upload your SSL cert. to the AP via this page. 

	2.2.4.3
	Configuration file
	· You can upload and download configuration files of the access point.

	2.2.4.4
	SNTP
	· User can set the NTP setting on this page


2.2.5 Configuration

	
	Feature
	Detailed Description

	2.2.5.1
	Save and Activate
	· This option will write the configuration to the AP and make it activate.

	2.2.5.2
	Discard change
	· This option will discard the change you made before.


2.2.6 System

	
	Feature
	Detailed Description

	2.2.6.1
	System Settings
	· Reset the AP or factory reset the AP to default.


2.2.7 Help
	
	Feature
	Detailed Description

	2.2.7.1
	Help
	· Online User Manual


2.3 Electrical Characteristic
	
	Feature
	Detailed Description

	2.3.1
	Operating Voltage
	· 48VDC +/- 10% for POE

	
	Current Consumption
	· Max. 7W without POE (without heater)

· Max. 8.5W with POE(without heater)

· Max. 27W without POE (with heater)

· Max. 28.5W with POE(with heater)


2.4 Mechanical information
	
	Feature
	Detailed Description

	
	Length
	· 277.7mm

	
	Width
	· 155mm

	
	Height
	· 45mm


2.5 Compatibility Requirements

This device passes the following compatibility requirements.

	
	Feature
	Detailed Description

	2.5.1
	Wi-Fi
	· WPA/WPA2-EAP (EAP Type: TLS,TTLS,PEAP,SIM)

· WPA/WPA2-PSK

· WMM


2.6 EMI, Safety and other certification
	
	Feature
	Detailed Description

	2.6.1
	United States
	IEEE 802.11b/g:

· FCC part 15.247, 15.205, 15.209

· FCC Class B

Safety:

· UL1950-3 for CSA mark

	2.6.2
	Canada
	IEEE 802.11b/g:

· Power Limits: RSS-210 6.2.2 (91)

Safety:

CSA

	2.6.3
	Europe
	IEEE 802.11b/g:

· EMC: EN 300 328, EN 301 489-17, EN 60950


2.7 Requirements of Reliability

	
	Feature
	Detailed Description

	2.7.1
	MTBF
	· Mean Time Between Failure > 30,000 hours


2.8 Physical Environment 

	
	Feature
	Detailed Description

	2.8.1
	Operating Temperature Conditions
	· The product is capable of continuous reliable operation when operating in ambient temperature of -40 ℃ to +60℃.

	2.8.2
	Non-Operating Temperature Conditions
	· Neither subassemblies is damaged nor the operational performance be degraded when restored to the operating temperature after exposing to storage temperature in the range of -40 ℃ to +65 ℃.

	2.8.3
	Operating Humidity conditions
	· The product is capable of continuous reliable operation when subjected to relative humidity in the range of 10% and 90% non-condensing.

	2.8.4
	Non-Operating Humidity Conditions
	· The product is not be damaged nor the performance be degraded after exposure to relative humidity ranging from 5% to 95% non-condensing
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