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Introduction

This document provides users a quick guide to get familiar with the essential
operation of Smart Wireless System (DES-1228P, DWL-3140AP, and Smart
Wireless Manager). For detailed functions, please refer to the User Manual of each
device.

System Requirement

Suggested Specifications for Smart WLAN Manager installation:

A PC or Notebook with an installed network adapter
Supported OS: Windows® 2000 or XP
DHCP server is required

Note: The performance of a wired connection is better than a wireless connection
for each computer running WLAN Manager. It is recommended to use the wired
connection to manage the Access Point.

Scenario 1 - Basic Setup

The diagram below shows a very basic L2 edge network configuration with one
DES-1228P smart switch and two DWL-3140AP access points. All devices are in the
same L2 domain, and a DHCP server needs to be in the network.

The objectives in this setup are as follows:
e Understand the minimum configuration for operation
e Discover the switch and APs
e Understand the essential D-LINK Unified Access Point features.
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An overview of the configuration steps needed for Smart Wireless System is as
follows:

1. Enable the wireless awareness function on DES-1228P

2. Discover the switch and APs.

3. Save the configuration.

4. Perform tests.
The table below provides IP addresses used in this scenario. The following steps will
guide you through the configuration of the Wireless Switch and the Access Point.

Device Subnet

Wireless Switch 192.168.1.x/24

AP1 192.168.1.y/24

AP2 192.168.1.z/24

DHCP Pool 192.168.1.100~199/24

To begin the Wireless Switch configuration, connect APs to port 9 and 17 (or any
other unused ports). Continue to connect from a PC that is installed with the Smart
Wireless Manager and on the same subnet (192.168.1.0/24) to port 1 (or any other
unused port).

1.1 Enable the Wireless Awareness Function

1. Launch the Smart WLAN Manager (no default password). Choose Tools>Switch
Discover Utility or directly press the icon, and the Discovery List window will
appear:
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Discovery List

MAC Address IP Address Protocal Version Product Mame System Mame DHCP Lo
00179a523836 192.165.1.100 2.001.003 DES-1228P enable
: ] I -
Configuration setting Firmwware upgrade Exit
2. Launch the web browser on PC,
and connect to DES-1228P by _ Device Information
the IP add.ress f_ound (default S e
pass_word. admm_)' Make sure Firmweare Varsion 1.10.03 (::I
the firmware version of DES- Frotocol Yersian 2.001.003

1228P is at least 1.20.03.

3. To enable SNMP, click the
hyperlink on the homepage
(or choose System>SNMP
Settings), make sure the
read_write community name
is set to “private”, and then
enable the function. <7

MAC Address
DHZP Client

IP Address
Subnet Mazk
Detault Gateway
Safequard Engine

Systermn Mame

System Lacation

Login Timeout {minutes)
System Up Time

802.1D Spanning Tree
Fort Mirraring

Broadcast Starm Control
IGMP Snooping

SMMP Status

802.1x Status

00-17-9a-52-38- 36
Enabled Setlings
1921621101
185.255.2585.0
19216811
Erabled Setlings

5

0 days 0 hours 21 mins 21 seconds
Disabled Seftings

Dizabled Settings

Disahled Settings

Disabled Seftings

Disabled Sel‘lingg:j

Dizabled Settings
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* DES-1208P
é & system
5 System Seftings
Trap Settings
Port Settings 1

Password A¥cess Control
- [ Configuration

[raE

@aos

[ security

- [ Meritoring

=thiml

Read_Only

T —

Apply

Trap Settings

O Enabled

(@ Disabled

Systam Device Bootup
Fiber Link Up/ Link Down
Fiber Abnormal Receive Errar
Fiber Abnarmal Transmit Error
Twisted Pair Link Up / Link Down
Twisted Pair Abnormal Receive Error
Twisted Pair Abnormal Transmit Error
Power On/ Power Off & Power Threshold AboverBelow
POE Power Fail
Power Overcurrent
Power Shorcircuit
=fhtml

Apply
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1.2 Discover the switch and APs

1. On the Smart WLAN
Manager, choose

Discovery Wizard

Tools>Discovery Wizard, fill _ _ —
. . Dizcovery passward: private (,:|
in the Discovery password
with the SNMP Read_Write Please input the IP addess of wireles switch
Community Name “private”,
and the IP of DES-1228P: et P — B TP
192.168.1.100
From IF M2
192160.0100 < f) | LA (33
Tao IF:
E!, Delete

0K Cancel

2. Press “OK” to scan the IP address range, | Save New Device
where the scanned results will appear in the | DisceverNewbevice:

. Apply defa Device Na. Device T.
table below: i _
Sh_1 switch
] AP AP
|| AP_2 AP
Save Cancel
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3. Click “Save” to add the devices found into the database. This will include basic
information of managed APs including IP address, MAC address, SSID, and channel

as listed below:

[T D-Link Smart WLAN Manager

Swstem  Wiew Tools Log  Help

R a8

000

[FMonitor ety @ Ot
=TT | S
L client

© Taopology

4] Fier |

[E el =TSR ST SESEFSFSES

T Stalus Hame P MAC Channel Fimware Version  AutoChannel 5. ManagementH..  Loadbalance g
e |&onine 4P_4 1921660104 O0:19:5B:45ED: 11 1.00.0014 1 0000

<~ Group (5 Onine P23 192.168.1.101 00:19:58: 45D 11 1.00.0014 1 0000

[ utilization

[’ Firmware Upgrade
ELog

3 Switch Discover Utility

4. Change to view the tree structure to
list the wireless switch and APs. This
will also show which physical port the
APs are connected to the wireless
switch:

7] D-Link Smart WLAN Manager
Systemn i

Tools Log Help

- AP
- Client {2 (03.01) AP_3: (D01 9:56:45:80:80] : 132.168.1.101
M (& (17.01] 4P_4: (001958:4580:57)  192.168.1.104

& Group

A utilization

{ Firmware Upgrade

“ZlLog

G} Switch Discover Utility
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1.3 Basic Configuration

1. Double-click the switch entry, and  switch conrig
the configuration window will

F»System 1 Anti-rozue | Port mapping

appear. Click “OK” if any change

. —IF information
is made.

) Static @ DHCF

IP Address |

Subnet Mask |
Gateway |

—wvetem information
Wame | aW_1 |

Location |D—L:'.nk HC 5F |

0):4 Cancel

Ap "192.168.1.101° configuration

2. Double-click the AP
entries, and the

[ Bosi | Wireless | Advance | MAC filted

—IP address sething [Waming: don't change these if vou're not sure!]

configuration window will EEsEa
appear. Click “OK” if any LAN TP ik =
change is made. R

IF Addres |

Subnet Mask |

Cratewanr I

—Other information
Name [aB_1 |

Comnection Limit |6IZI |

Mam.gementHnstlU.U.D.D
Lacation |D-Link SF_Left
Active clientz 0
[0]:4 Canrel
The AP will reboot after the Ap *192.168.1.104' configuration [40%]
modification is made. Rebooting device... please wait...
Cancel
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3. Use a wireless terminal (e.g. Laptop or PDA) to connect the SSID “dlink”; Select
Monitor>Client and the client information will be shown as below:

J¥] D-Link Smart WLAN Manager

Systern Wiew Tools Log  Help

e w56 N

. Monitor |

Filter Type : @ Filter : @ Clean Filter
& AP

AP Namme AP MAC APIP Client MAC REII Mode
L client - AP 2 (00:19:58:45:BD:07 102.168.1.104 00:c0:49:00:£5:64 23 b-mode

=L Summary

o Group
| A vtitization

|
| { Firmware Upgrade |
[Citog |

|

| B switch Discover Utility

1.4 Performance Test

1. Ping AP, Wireless Switch, and the default gateway from the client to test the
connectivity.

10
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Scenario 2 — Advanced Setup

Continue from the previous scenario, this session has the following objectives:
e Understand how to perform the central management for APs by group.
e Understand how to use the topology view

WS1
192.168.1.x/24

192.168.1.101~200/24

Smart WLAN
Manager

AP1 192.168.1.y/24

SSID: dlink_net o5 192.168.1.2/24

SSID: dlink_net

CL1
2.1 Group Management

1. Change to the “Group” menu, add group
and click the “Add Group” iCON, | [ | wisies | Advance | MAC tied

a window will appear. Fill in the
group name “Test” and select
both APs in the “Basic” tab:

Avaliable Device List

AP Name i3 MAC

_ BLLR 19:5B:45:BD:
AP_1 192.168.1.101 00:19:5B:45:BD:8D

o . 1. :19:5B:45:.BD:
AF 2 192.168.1.104 00:19:5B:45:BD:97

QK Caniel

11
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Press “OK”, and a confirmation
message will appear. Click “OK”
to confirm the change, and the

System  Miew Tools Log

[¥] D-Link Smart WLAN Manager

Help

O [® %" 3[R % K

group view will be shown as | ¥ Monitor SEESS
below: | & Grou B 1)
[ A utilization g AP_1:019:5B 45 EDAD)92 168 1.101

|
|
I ----- -5 AP_2:(10:19:5B8:45:BD97):192.168.1.104
|
|

| f Firmware Upgrade

|'@Lug

| B} Switch Discover Utlity

2. Select the “Test” group and click config *Test* template €]
the “Config group template” icon. | [Wisks | advense | MAC fited
Check the Wireless Network i b
Name and fill in the new SSID N [l
“dlink_net”; change the security n On -0t
setting to WEP/Shared Key ¥ WikstvokNane [Wkat  (J 1
Authentication/64 bit ' [ [4]  oto Chaanel Sean
Encryption/Default Key 1: | :
1234567890. Click “OK”. = * Enable Disable
I + Enable Disable
z C_
 sucty e 22
Aufhentiation : () Open Sysem ® Shared Key<:| 3
WEP Encrypion @(}j 4
Default Kev : @ <:| 5
. WEP-Key : |123456?890 |<:| 6
Confirm the change and both APs
will reboot. OK Cancel
Ap ' AP_1:(00:19:5B:45:BD:8D):192_168.1_101" configuration @

3. Right click on an AP and choose

[Basic | Wireless { sdvance | MAC filted

“configuration”. Select the “Wireless” B (=i
Tireless Radio @®on  Ooft
tab alnd all _(l:lh t;’amges from thel_ T
template will have been applied to o B @20 Crarmaiseo
the AP.
Super & Mode |Di§abled Fﬂ
WMB @ Enable () Dizable
SSID Brosdeast @ Enable ) Disable
Security WEF >
Avthentication : () Open System ® Shared Key
WEF Encryption : G4Bit B,
Diefault Kev : @
WEP-Key: |123456?890

OK

Cancel

12
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2.2 Topology View
1. Change to Monitor>AP, view by topology

[}] D-Link Smart WLAN Manager
Systern  View Tools Log Help

“FoMonitor

Viewbr Ol OTes @ Topology
ceard]

geEgvANEEH

0@

. Client

@; Summary

&~ Group

[ utilization —

[’ Firmware Upgrade w
ELog

3 Switch Discover Utility

|<m§|a|us | +

-

2. Click “Load Map” icon to upload the floor plan file.

[¥] D-Link Smart WLAN Manager

System  View Tools Log Help

o w58

“@:Monitor e

O List O Tree @ Topology

PteanAasEl
Sap =

000

.. Client

L summary

& Group

A utilization

]/ Firmware Upgrade
*FLog

3 Switch Discover Utility

%ﬁﬁﬁﬁﬁﬁr
BREEL E E

SF Layout Plan

|@Slams b

S

13
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3. Zoome-in on the floor plan and drag the icons to the proper position. Click the
“Save Topology Position” icon.

[¥] D-Link Smart WLAN Manager
Systern  View Tools Log Help

I A T
o Monitor

& AP

0@

- Client

z‘.{ Summary
o~ Group

[ utilization

|/ Firmware Upgrade
“ZLog

3 switch Discover Utility

SF Layout Plan

|27 status IS

4. Disconnect an AP and observe the change in the topology view.

E] D-Link Smart WLAN Manager

Systern  View Tools Log Help

T TR

[<X=X<]

Parp— - - — -
#:Monitor View by Ot OTres @ Topology & E; &t A S = L5 ﬁ
- AP
.. Client

L Summary
?Grnup

[ utilization

|/ Firmware Upgrade

“ZLog

3 switch Discover Utility

SF Layouk Plan

|@5|a|us

T

-
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2.3 Configuring the Anti-Rouge AP

1. Before configuring the Anti-Rouge AP function, decide which switch and ports will
become the wireless ports. Once this function is enabled on a port, the switch will
check the AP with the system key to determine if it will be authenticated or denied.
Only the DWL-3140AP with the correct system key can connect to the switch.

Viewbr  OLit  OTes @ Topoogy EEEaeE4 8= |

— :_\, S Eﬁ =
Ommmm Emﬁﬁ

SSSSSSsey

¢=&

L3 (17,01) AP_2: [00:195B:458D:57)  192.168.1.106

15



D-Link Wireless Aware Smart Switching System Configuration Guide

3. Configure the Anti Rouge function in the “Anti-rouge” tab. Select the “From” port,
“To” port, and “Enable” the control to active. Press the “Apply” button.

Switch config @
Swstem r Anti-rogue 1Port Mapping
From Fort To Fort Control
LMW [ ™ Apply
Port Anti-Fogue Control i
1 Disable
2 Disable
3 Disable
4 Disable
3 Disable
5] Disable
7 Disable
g Disable
9 Disable
10 Disable
11 Disable
12 Disable .
12 Dizahla b
<= : e
QK Cancel
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