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Package Contents

® D-Link AirPremier™ DWL-3200AP
Managed Wireless Access Point

m Power over Ethernet base unit
m Power Adapter-DC 48V, 0.4A
® Power Cord

® Manual and Warranty on CD
®m |Install Guide

®m Ethernet Cable

® Mounting Plate

Note: Using a power supply with a different voltage than the one included with the DWL-3200AP
will cause damage and void the warranty for this product.

If any of the above items are missing, please contact your reseller.

Minimum System Requirements

m Computers with Windows®, Macintosh®, or Linux-based operating systems with an
installed Ethernet Adapter

B [nternet Explorer version 6.0 or Mozilla Firefox version 1.5 and above
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Introduction

At up to fifteen times the speed of previous wireless devices (maximum wireless signal rate of up to 108Mbps*
in Super G mode), you can work faster and more efficiently, increasing productivity. With the DWL-3200AP,
bandwidth-intensive applications like graphics or multimedia will benefit significantly because large files are
able to move across the network quickly.

The DWL-3200AP is capable of operating in one of 3 different wireless networking modes; access point,
WDS (Wireless Distribution System) with AP, or WDS mode.

Use less wiring, enjoy increased flexibility, save time and money with PoE (Power over Ethernet). With
PoE, the DWL-3200AP shares power and data over the CAT5 cable, making the setup of your network less
expensive and more convenient.

An ideal solution for quickly creating and extending a wireless local area network (WLAN) in offices or other
workplaces, trade shows and special events, the DWL-3200AP provides data transfers at up to 108Mbps
in Super G mode when used with other D-Link AirPremier products. (The 802.11g standard is backwards
compatible with 802.11b devices.)

WPA is offered in two flavors: Enterprise (used for corporations) and Personal (used for home users).

WPA-Personal and WPA2-Personal is directed at home users who do not have the server based equipment
required for user authentication. The method of authentication is similar to WEP because you define a “Pre-
Shared Key” on the wireless router/AP. Once the pre-shared key is confirmed and satisfied on both the client
and access point, then access is granted. The encryption method used is referred to as the Temporal Key
Integrity Protocol (TKIP), which offers per-packet dynamic hashing. It also includes an integrity checking
feature which ensures that the packets were not tampered with during wireless transmission. WPA2-Personal
is far superior to WPA-Personal, because the encryption of data is upgraded with the Advanced Encryption
Standard (AES).

*”Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead lower actual data
throughout rate.”
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WPA-Enterprise and WPA2-Enterprise is ideal for businesses that have existing security infrastructures
in place. Management and security implementation can now be centralized on a server participating on the
network. Utilizing 802.1x with a RADIUS (Remote Authentication Dial-in User Service) server, a network
administrator can define a list of authorized users who can access the wireless LAN. When attempting to
access a wireless LAN with WPA-Enterprise or WPA2-Enterprise configured, the new client will be challenged
with a username and password. If the new client is authorized by the administration, and enters the correct
username and password, then access is granted. In a scenario where an employee leaves the company, the
network administrator can remove the employee from the authorized list and not have to worry about the
network being compromised by a former employee. WPA2-Enterprise is far superior to WPA-Enterprise,
because the encryption of data is upgraded with the Advanced Encryption Standard (AES).

802.1x: Authentication which is a first line of defense against intrusion. In the authentication process, the
Authentication Server verifies the identity of the client attempting to connect to the network. Unfamiliar clients
would be denied access.

EAP (Extensible Authentication Protocol) is available through the Windows® XP operating system. You will
need to use the same type of EAP protocol on all devices in your network when using the 802.1x feature.

D-Link Systems, Inc. 5
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Features and Benefits

m 3 Different Operation modes - Capable of operating in one of three different operation
modes to meet your wireless networking requirements: Access Point; WDS with AP, or
WDS.

®m Easy Installation with PoE (Power over Ethernet).

m Faster wireless networking with the 802.11g standard to provide a maximum wireless
signal rate of up to 54Mbps™* (maximum wireless signal rate of up to 108Mbps™ in Super G
mode).

® Compatible with the 802.11b standard to provide a wireless data rate of up to 11Mbps - that
means you can migrate your system to the 802.11g standard on your own schedule without
sacrificing connectivity.

m Better security with WPA - The DWL-3200AP can securely connect wireless clients on the
network using WPA (Wi-Fi Protected Access) providing a much higher level of security for
your data and communications than has previously been available.

m AP Manager Il Setup Wizard - The new Setup Wizard makes network configuration quick
and simple.

® SNMP for Management - The DWL-3200AP is not just fast but it also supports SNMP v.3 for
a better network management. Superior wireless AP Manager |l software is bundled with the
DWL-3200AP for network configuration and firmware upgrade. Systems administrators can
also setup the DWL-3200AP easily with the Web-based configuration. A D-Link D-View module
will be downloadable for network administration and real-time network traffic monitoring
with D-Link D-View software.

m Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing).
m Operates in the 2.4GHz frequency range.
m Web-based interface for managing and configuring.

*”Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network
conditions and environmental factors, including volume of network traffic, building materials and construction, and network overhead lower
actual data throughout rate.”

D-Link Systems, Inc. 6
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-
speed wireless connectivity within your home, business or public access wireless networks. D-Link wireless
products will allow you access to the data you want, when and where you want it. You will be able to enjoy
the freedom that wireless networking brings.

A Wireless Local Area Network (WLAN) is a computer network that transmits and receives data with radio
signals instead of wires. WLANSs are used increasingly in both home and office environments, and public
areas such as airports, coffee shops and universities. Innovative ways to utilize WLAN technology are helping
people to work and communicate more efficiently. Increased mobility and the absence of cabling and other
fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on

laptop and desktR}) systems support the same protocols as Ethernet adapter cards.
People use WLAN technology for many different purposes:

Mobility - Productivity increases when people have access to data in any location within the operating
range of the WLAN. Management decisions based on real-time information can significantly improve worker
efficiency.

Low Implementation Costs - WLANS are easy to set up, manage, change and relocate. Networks that frequently
change can benefit from WLANSs ease of implementation. WLANS can operate in locations where installation
of wiring may be impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and easy and can eliminate the
need to pull cable through walls and ceilings. Wireless technology allows the network to go where wires
cannot go - even outside the home or office.

Inexpensive Solution - Wireless network devices are as competitively priced as conventional Ethernet
network devices. The DWL-3200AP saves money by providing multi-functionality, configurable in one of
four different modes.

Scalability - WLANs can be configured in a variety of ways to meet the needs of specific applications and
installations. Configurations are easily changed and range from Peer-to-Peer networks suitable for a small
number of users to larger Infrastructure networks to accommodate hundreds or thousands of users, depending
on the number of wireless devices deployed.

D-Link Systems, Inc. 7
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Standards-based Technology

The DWL-3200AP Managed Wireless Access Point utilizes the 802.11b and the 802.11g standards.

The |IEEE 802.11g standard is an extension of the 802.11b standard. It increases the maximum wireless
signal rate of up to 54Mbps™* (maximum wireless signal rate of up to 108Mbps™ in Super G mode) within
the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you will be able to transfer
large files quickly or even watch a movie in MPEG format over your network without noticeable delays. This
technology works by transmitting high-speed digital data over a radio wave utilizing OFDM (Orthogonal
Frequency Division Multiplexing) technology. OFDM works by splitting the radio signal into multiple smaller
sub-signals that are then transmitted simultaneously at different frequencies to the receiver. OFDM reduces
the amount of crosstalk (interference) in signal transmissions.

The D-Link DWL-3200AP will automatically sense the best possible connection speed to ensure the greatest
speed and range possible.

802.11g offers the most advanced network security features available today, including WPA and WPA2.

*”Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions
and environmental factors, including volume of network traffic, building materials and construction, and network overhead lower actual data
throughout rate.”
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Installation Considerations

The D-Link AirPremier DWL-3200AP lets you access your network, using a wireless connection, from virtually
anywhere within its operating range. Keep in mind, however, that the number, thickness and location of walls,
ceilings, or other objects that the wireless signals must pass through, may limit the range. Typical ranges vary
depending on the types of materials and background RF (radio frequency) noise in your home or business.
The key to maximizing wireless range is to follow these basic guidelines:

Keep the number of walls and ceilings between the DWL-3200AP and other network devices
to a minimum - each wall or ceiling can reduce your DWL-3200AP’s range from 3-90 feet
(1-30 meters.) Position your devices so that the number of walls or ceilings is minimized.

Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters),
at a 45-degree angle appears to be almost 3 feet (1 meter) thick. Ata  2-degree angle it
looks over 42 feet (14 meters) thick! Position devices so that the signal will travel straight
through a wall or ceiling (instead of at an angle) for better reception.

Building materials can impede the wireless signal - a solid metal door or aluminum studs
may have a negative effect on range. Try to position wireless devices and computers with
wireless adapters so that the signal passes through drywall or open doorways and not other
materials.

Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances
that generate RF noise.

D-Link Systems, Inc. 9
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Three Operational Modes

Three Operational Modes

Access Point (AP) Create a Wireless LAN

WDS with AP Wirelessly Connect Multi Networks
While still Functioning as a
Wireless AP

WDS Wirelessly Connect Multi Networks

D-Link Systems, Inc.
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Getting Started

Cable/DSL Modem
Wired Router
DWL-3200AP
Managed Wireless Access Point
DWL-3200AP
Managed Wireless Access Point

Computer 2 with Computer 3 with
Wireless G Adapter Wireless 108G Adapter

You will need broadband Internet access.
Consult with your Gable or DSL provider for proper installation of the modem.

Connect the Cable or DSL modem to a Router.
(See the printed Install Guide included with your router.)

Connect the Ethernet Broadband Router to the PoE base unit.
(See the printed Install Guide included with the DWL-3200AFP)

Connect the DWL-3200AP to the PoE base unit.
(See the printed Install Guide included with the DWL-3200AP)

If you are connecting a desktop computer to your network, install the D-Link WDA-2320
wireless PCI adapter into an available PCI slot on your desktop computer.
(See the printed Install Guide included with the network adapter.)

Install the drivers for the D-Link WNA-2330 wireless Cardbus adapter into a laptop com-
puter.
(See the printed Install Guide included with the WNA-2330.)

D-Link Systems, Inc. 11
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Connecting PoE (Power over Ethernet)

Step 3

Router or Switch Computer
(Straight Through Cable) (Straight Through Cable)

Step 1 Connect one end of an Ethernet cable (included with your package) to the LAN port on
the DWL-3200AP and the other end of the Ethernet cable to the port labeled P+DATA
OUT on the PoE base unit.

Step 2 Connect another Ethernet cable from the DATA IN port on the PoE base unit to your
router/switch, using a straight through cable, or to a PC, using a crossover cable.

Attach the power adapter to the connector labeled POWER IN on the PoE base unit.
Step 3 Attach the power cord to the power adapter and into an electrical outlet.

D-Link Systems, Inc. 12
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Using the Configuration Menu

To configure the DWL-3200AP, use a computer which is connected to the DWL-3200AP with an Ethernet
cable (see the Network Layout diagram).

First, disable the Access the Internet using a proxy server function. To disable this function, go to
Control Panel > Internet Options > Connections > LAN Settings and uncheck the enable box.

Start your web browser program (Internet Explorer, Netscape Navigator™).

Type the IP address and http port of the DWL-3200AP in the address field (http://192.168.0.50) and
press Enter. Make sure that the IP addresses of the DWL-3200AP and your computer are in the same
subnet.

A Wicrosoft Internet Explorer

File Edit ‘Wiew Favorites Tools  Help

eBack M | |ﬂ @ h /-\1 Search ‘:1\?’

fddress |@ Hittp: /{192 168.0.50/

After the connection is established, you will see the user identification window as shown.

Note: If you have changed the default IP address assigned to the DWL-3200AP, make sure to enter the
correct IP address.

u Type admin in the User Name field
u Leave the Password field blank
u Click OK

Connect to 192.168.0.50

@,
i

DWL-3200AP

Lser name: | 5 “ |

Password; | |

[ ]remember my password

[ Ok l[ Cancel ]

Note: If you have changed the password, make sure to enter the correct password.

D-Link Systems, Inc. 13
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After successfully logging into the DWL-3200AP the following screen appears:

D-Link 802.11G Managed Access Point

& Home | *{ Tool ~ M Configuration ~ <. Sys BB/ Logout 1®) Help

= DWL-3200AP ﬁiﬁhﬂ |iﬁﬂiilﬂi

-~
[ Basic Settings

---G.Advancecl Settings Maodel Name DWL-3200AP
B[ Status System Time Mot Available
Up Time Day 0, 0:02:58
Firmware Version v2.45
IP Address 192.168.0.50

When making changes on most of the configuration screens in this section, use the Apply button at the
bottom of each screen to save your configuration changes.

€ apply ) Click to apply configuration changes.

D-Link Systems, Inc. 14
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Using the Configuration Menu

Home > Basic Settings > Wireless

802.11G Managed Access Point

& Home % Tool ~ M Configuration - L. System 2l Logout (¥ Help

-2 Wireless

= LAN
---ﬁAdvanced Settings
[ Status

. DWL-32004P Iﬁ‘lﬁlﬁﬁ ﬁﬁlﬂﬂi
é‘--{‘_;"Elasic Settings -
- Wireless Band
5SID [dlink
SSID Broadcast
Channel 2437 GHz Auto Channel Scan
Authentication | Qpen System V|
Key Setlings
Encryption (@ Disable O Enable
Key Type Key Size
Walid Key
First Key | |
Second Key | |
Third Key | |
Fourth Key | |
" apply

Wireless Band:

Mode:

SSID:

SSID Broadcast:

Channel:

IEEE 802.11¢

Access Point is selected from the pull-down menu.

Service Set Identifier (SSID) is the name designated for a specific wireless
local area network (WLAN). The SSID’s factory default setting is dlink. The
SSID can be easily changed to connect to an existing wireless network or
to establish a new wireless network. The SSID can be up to 32 characters
and is case-sensitive.

Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID
across the network.

Auto Channel Scan is set by default. All devices on the network must share
the same channel. To change the channel, uncheck Auto Channel Scan.
(Note: The wireless adapters will automatically scan and match the wireless
setting.)

D-Link Systems, Inc.
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Home > Basic Settings > Wireless (continued)

Auto Channel | Select Enable or Disable. (Enable this feature to auto-select the channel for
Scan: | best wireless performance.)

Authentication: | Open System
Shared Key
Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share
the same WEP settings.

Select Open System/Shared Key to allow either form of data encryption.
Select WPA-Enterprise, WPA2-Enterprise, WPA-Auto-Enterprise to secure
your network with the inclusion of a RADIUS server.

Select WPA-Personal, WPA2-Personal, WPA-Auto-Personal to secure
your network using a password and dynamic key changes. (No RADIUS
server required).

Encryption: | Select Disabled or Enabled. (Disabled is selected here).
Key Type*: | Select HEX or ASCII.

Key Size: | Select 64-, 128-, 152-bits.
Valid Key: | Select the 1st through the 4th key to be the active key.

First through | Input up to four keys for encryption. You will select one of these keys in
Fourth keys: | the valid key field.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

*ASCII (American Standard Code for Information Interchange) is a code for representing
English letters as numbers from 0-127

D-Link Systems, Inc. 16
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Using the Configuration Menu

Home > Basic Settings > Wireless > WPA-Enterprise, WPA2-Enterprise, &

WPA-Auto-Enterprise

802.11G Managed Access Point

2 Tool -

™ configuration ~

[ Logout

1®) Help

" DWL-32004P
'
Basic Settings

V2 LAN
; Advanced Settings
- Status

Wireless Band
Mode

[dtink

2437 GHz Auto Channel Scan

Ss8ID

SSID Broadcast

Channel

Authentication
RADIUS Server Settings
Cipher Type

| WPAEnterprise

Group Key Update Interval {1800 Sec
Primary radius server setting

1812

RADIUS Secret [
Secondary radius server setting

Secondary RADIUS Mode
L 1]
[e12 ]

RADIUS Secret [

Primary accounting server setting

L 1
EEN

Secondary accounting server setting

8|

RADIUS Port

RADIUS Server
RADIUS FPort

Accounting Mode
Accounting Server

Accounting Port

Secondary Accounting Mode

[ 1]
(EEN

Accounting Server

Accounting Port

Apply

Wireless Band:

Mode:

SSID:

SSID Broadcast:

Channel:

IEEE 802.11¢g

Access Point is selected from the pull-down menu.

Service Set Identifier (SSID) is the name designated for a specific wireless
local area network (WLAN). The SSID’s factory default setting is dlink. The
SSID can be easily changed to connect to an existing wireless network or
to establish a new wireless network. The SSID can be up to 32 characters
and is case-sensitive.

Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID
across the network.

Auto Channel Scan is set by default. All devices on the network must share
the same channel. To change the channel, uncheck Auto Channel Scan.
(Note: The wireless adapters will automatically scan and match the wireless
setting.)

D-Link Systems, Inc.
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Home > Basic Settings > Wireless > WPA-Enterprise, WPA2-Enterprise, &
WPA-Auto-Enterprise (continued)

Auto Channel | Select Enable or Disable. (Enable this feature to auto-select the channel for
Scan: | best wireless performance.)

Authentication: | Open System
Shared Key
Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share
the same WEP settings.

Select Open System/Shared Key to allow either form of data encryption.

Select WPA-Enterprise, WPA2-Enterprise, WPA-Auto-Enterprise to secure
your network with the inclusion of a RADIUS server.

Select WPA-Personal, WPA2-Personal, WPA-Auto-Personal to secure your
network using a password and dynamic key changes. (No RADIUS server
required).

Cipher Type: | When you select WPA-Enterprise, WPA2-Enterprise or WPA-
Auto-Enterprise, you must select AES, AUTO, or TKIP from the
pull-down menu.

Group Key Update | Select the interval during which the group key will be valid. 1800 is the
Interval: | recommended value. A lower interval may reduce transfer data rate.

RADIUS Server: | Enter the IP address of the RADIUS server.
RADIUS Port: | Enter the RADIUS port.
RADIUS Secret: | Enter the RADIUS secret.
Accounting Mode: | Select if you want to use a different server for accounting.
Accounting Server: | Enter the IP address of the Accounting server.

Accounting Port: | Enter the Accounting port.

*Hexadecimal digits consist of the numbers 0-9 and the letters A-F

*ASCII (American Standard Code for Information Interchange) is a code for representing
English letters as numbers from 0-127

D-Link Systems, Inc. 18
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Home > Basic Settings > Wireless > WPA-Personal, WPA2-Personal, &
WPA-Auto-Personal

D-Link 802.11G Managed Access Point

i_\ Home “{ Tool ~ ™ cConfiguration = 5. System !]LCIQCIut # Help

® DWL-32004P i i
-
B %

Basic Settings

-8 Wireless Wireless Band

. - E LAN

B[ Advanced Seftings Mode

el Status SSID [alink
8SID Broadcast
Channel 2437 GHz Auto Channel Scan
Authentication | WPA-Personal A4 |

FassPhrase Settings

Cipher Type AUTO (& Group Key Update Interval (1800 Sec

PassPhrase | |

Apply

Wireless Band: | IEEE 802.11¢g

Mode: | Access Point is selected from the pull-down menu.

SSID: | Service Set Identifier (SSID) is the name designated for a specific wireless
local area network (WLAN). The SSID’s factory default setting is dlink. The
SSID can be easily changed to connect to an existing wireless network or
to establish a new wireless network. The SSID can be up to 32 characters
and is case-sensitive.

SSID Broadcast: | Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID
across the network.

Channel: | Auto Channel Scan is set by default. All devices on the network must share
the same channel. To change the channel, uncheck Auto Channel Scan.
(Note: The wireless adapters will automatically scan and match the wireless
setting.)

D-Link Systems, Inc. 19
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Home > Basic Settings > Wireless > WPA-Personal, WPA2-Personal, &
WPA-Auto-Personal (continued)

Auto Channel
Scan:

Authentication:

Cipher Type:

Group Key Update
Interval:

PassPhrase:

Select Enable or Disable. (Enable this feature to auto-select the channel for
best wireless performance.)

Open System

Shared Key

Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share
the same WEP settings.

Select Open System/Shared Key to allow either form of data encryption.
Select WPA-Enterprise, WPA2-Enterprise, WPA-Auto-Enterprise to secure
your network with the inclusion of a RADIUS server.

Select WPA-Personal, WPA2-Personal, WPA-Auto-Personal to secure your
network using a password and dynamic key changes. (No RADIUS server
required).

When you select WPA-Personal, please select AUTO, AES, or TKIP from
the pull down menu.

Select the interval during which the group key will be valid. The default value
of 1800 is recommended.

When you select WPA-Personal, please enter a PassPhrase in the
corresponding field.

D-Link Systems, Inc.
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Using the Configuration Menu

Home > Basic Settings > Wireless > WDS with AP mode

D-Link

]
":-'\ Tool -

@ Home

Dyl 32004

ET-ﬁ'EIasic Seftings
Fh = Wireless

e =] LAM
B[ Advanced Settings
- Status

In WDS with AP mode, the DWL-3200AP wirelessly connects multiple networks, while still functioning as a

802.11G Managed Access Point

[®] Logout  1#) Help

Wireless Band

-_ Configuration -

551D [atlink

551D Broadcast

Channel 24B2GHz  Auto Channel Scan
WD with AP
Remote AP MAC Address
1 | 2 | 3] | 4] |
5| | 5| | 7.| | 8] |
Site Survey

CH BSSID Security

Signal

Authentication |

\WPAZ-Personal
PassPhrase Seftings

Group Key Update Interal Sec

FassPhrase | |

Cipher Type

Apply

wireless AP.
Wireless Band: | |EEE 802.11¢g

Mode: | WDS with AP mode is selected from the pull-down menu.

SSID: | Service Set Identifier (SSID) is the name designated for a specific wireless
local area network (WLAN). The SSID’s factory default setting is dlink. The
SSID can be easily changed to connect to an existing wireless network or
to establish a new wireless network.

SSID Broadcast: | Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID

across the network.

D-Link Systems, Inc.
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Using the Configuration Menu

Home > Basic Settings > Wireless > WDS with AP (continued)

Channel:

Auto Channel
Scan:

Remote AP MAC
Address:

WDS Site Survey:

Authentication:

Cipher Type:

Group Key Update
Interval:

PassPhrase:

6 is the default channel. All devices on the network must share the same
channel. (Note: The wireless adapters will automatically scan and match the
wireless setting.)

Enabling this feature automatically selects the channel that will provide the
best wireless performance. This feature is not supported in WDS with AP
mode.

Select Enable or Disable. (Enable this feature to auto-select the channel for
best wireless performance.)

Enter the MAC addresses of the APs in your network that will serve as bridges
to wirelessly connect multiple networks.

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share
the same WEP settings.

Select Open System/Shared Key to allow either form of data encryp-
tion.

Select WPA-Personal, WPA2-Personal, or WPA-Auto-Personal to secure
your network using a password and dynamic key changes.

(No RADIUS Server required).

When you select WPA-Personal, WPA2-Personal, or WPA-Auto-Personal
you must select AES or AUTO from the pull-down menu.

Select the interval during which the group key will be valid. The default value
of 1800 is recommended.

When you select WPA-Personal, please enter a PassPhrase in the
corresponding field.

D-Link Systems, Inc.
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Using the Configuration Menu

Home > Basic Settings > Wireless > WDS mode

-

® nWL-32004P
- . .
E--{F'Easm Settings

2 Lan
* Advanced Settings
- Status

® " Configuration

-

% System

802.11G Managed Access Point

i] Logout

1% Help

. .

Wireless Band
Mode

S5ID

SSID Broadcast

Channel
WDS

[dlink

(enae []
2442 GHz

Remote AP MAC Address

Auta Channel Scan

| 2

| 6.

Site Survey

Authentication
Key Settings
Encryption

Key Type
WValid Key
First Key
Second Key
Third Key
Fourth Key

CH

Signal

Security

| Open System

[v]

(O Enable
K

@ Disable

ey Size

Apply )

In WDS mode, the DWL-3200AP wirelessly connects multiple networks, without functioning as a wireless

AP.

Wireless Band:

Mode:

SSID:

SSID Broadcast:

IEEE 802.11¢g

WDS is selected from the pull-down menu.

Service Set Identifier (SSID) is the name designated for a specific wireless
local area network (WLAN). The SSID’s factory default setting is default. The
SSID can be easily changed to connect to an existing wireless network or to
establish a new wireless network.

Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID
across the network.
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Channel:

Auto Channel
Scan:

Remote AP MAC

6 is the default channel. All devices on the network must share the same
channel.

Enabling this feature automatically selects the channel that will provide the
best wireless performance. This feature is not supported in WDS with AP
mode.

Enter the MAC addresses of the APs in your network that will serve as bridges

Address: | to wirelessly connect multiple networks.

WDS Site Survey:

Authentication:

Cipher Type:

Group Key Update
Interval:

PassPhrase:

Click on the Sean button to search for available wireless networks. Click on
the network you want to connect to.

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

Select Open System to communicate the key across the
network.

Select Shared Key to limit communication to only those devices that share
the same WEP settings.

Select Open System/Shared Key to allow either form of data
encryption.

Select WPA-Personal, WPA2-Personal, or WPA-Auto-Personal to secure
your network using a password and dynamic key changes.

(No RADIUS Server required).

When you select WPA-Personal, AES is selected as the Cipher Type.

Select the interval during which the group key will be valid. The default value
of 1800 is recommended.

When you select WPA-Personal, please enter a PassPhrase in the
corresponding field.
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Home > Wireless Modes
AP Mode Authentication Available
Access Point Open System
Shared Key

Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPA2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

WDS with AP Open System
Shared Key
Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

WDS Open System
Shared Key
Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

D-Link Systems, Inc. 25



DWL-3200AP User’s Manual Using the Configuration Menu

Home > Basic Settings > LAN

- L :
D-Link 802.11G Managed Access Point
& Home ™ Tool ~ ™ configuration » <l System [2] Logout 1% Help
B DWWl -32004P i
a u

EJ-{@Basic Settings T
e GetIP From Static (Manual) |+
= LAN

- Advanced Settings IF Address 192 168.0.50

Ll Subnet Mask 255.255.255.0

Default Gateway 0.0.00

Apply )

LAN is short for Local Area Network. This is considered your internal network. These are the IP settings
of the LAN interface for the DWL-3200AP. These settings may be referred to as private settings. You may
change the LAN IP address if needed. The LAN IP address is private to your internal network and cannot be
seen on the Internet.

Get IP From: | Static (Manual) is chosen here. Choose this option if you do not have a
DHCP server in your network, or if you wish to assign a static IP address
to the DWL-3200AP. When DHCP is selected the other fields here will be
greyed out.

IP Address: | The default IP address is 192.168.0.50. Assign a static IP address that is
within the IP address range of your network.

Subnet Mask: | Enter the subnet mask. All devices in the network must share the same
subnet mask.

Default Gateway: | Enter the IP address of the gateway in your network. If there isn’t a gateway
in your network, please enter an IP address within the range of your
network.
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Home > Advanced Settings > Performance
D-Link

I_'_\ Home ‘:’: Tool

- -. Configuration -

:._. System

80211GM

anaged Access Point

n Logout If__:'l Help

® DWL-3Z00AF
(- [ Basic Settings

i B Wireless

E

[ DHCP Server
- G Fitters
- [ Status

| Advenced WirelessSettngs |

Wireless Band

Frequency

Channel

Data Rate

Beacon Interval (20 -1000)
DTIM (1 -255)

Fragment Length (256 -2346)
RTS Length (256 -2346)
Transmit Power
SuperMode

Radic

WHN

Preamble

Wireless B/G Mode
Antenna Diversity

IGMP Snooping

Enable Data Rate Control

Data Rate (Mb&ec)

Advance Data Rate Settings in 802.11big

aronz |
| Disable v
& Disable O Enable
1Mbissc 2Mbizec
5 EMbisec 11Mbizec
EMbizac IMbizec
12Mbisec 18Mblsec
24Mbisec 3EMblsec
42Mbiec S4Mblzec
 applv )

Wireless Band:

Frequency:

Channel:

Data Rate*:

Beacon Interval:

DTIM:

|EEE 802.11¢.

The frequency reflects the choice of the wireless channel. When IEEE 802.11¢
is chosen the frequency is 2.437GHz for channel 6.

The default channel for IEEE 802.11g is 6.

The Data Rates are Auto 1Mbps, 2Mbps, 5.5Mbps, 11Mbps, 6Mbps, 9Mbps,
12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps, 54Mbps.

Beacons are packets sent by an access point to synchronize a network.
Specify a beacon interval value. The default (100) is recommended.

(Delivery Traffic Indication Message) - Select a setting between 1 and 255.
1 is the default setting. DTIM is a countdown informing clients of the next
window for listening to broadcast and multicast messages.

*”Maximum wireless signal rate based on IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead lower actual data throughout

rate.”
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Fragment Length:

RTS Length:

Transmit Power:

Super G Mode:

Radio:
WMM:

Praemble:

Wireless B/G Mode:

Antenna Diversity:

The fragmentation threshold, which is specified in bytes, determines whether
packets will be fragmented. Packets exceeding the 2346 byte setting will be
fragmented before transmission. 2346 is the default setting

This value should remain at its default setting of 2346. If you encounter
inconsistent data flow, only minor modifications to the value range between
256 and 2346 are recommended

Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum power.

Super G is a group of performance enhancement features that increase end
user application throughput in an 802.11g network. Super G is backwards
compatible to standard 802.11g devices. For top performance, all wireless
devices on the network should be Super G capable. Select either Disabled,
Super G without Turbo, or Super G with Dynamic Turbo.

Disabled: | Standard 802.11g support, no enhanced capabilities.

Super G
without | Capable of Packet Bursting, FastFrames, Compression, and no

Turbo: | Turbo mode.

Super | Capable of Packet Bursting, FastFrames, Compression, and

G with | Dynamic Turbo. This setting is backwards compatible with non-

Dynamic | Turbo (legacy) devices. Dynamic Turbo mode is only enabled

Turbo: | when all devices on the wireless network are configured with
Super G with Dynamic Turbo enabled.

Select On or Off.

Select Enable or Disable, Disable is selected by default. WMM stands for
Wi-Fi Multimedia, by enabling this feature it will improve the user experience
for audio and video applications over a Wi-Fi network.

Select the default value Short and Long, or Long Only.

This function allows you to configure the wireless network with IEEE 802.11g
only, IEEE 802.11b only, or IEEE 802.11g with backward interoperability
with |[EEE 802.11b.

The DWL-3200AP supports 2.4GHz radio with two antennas. Radio is
connected to each antenna and supports auto diversity mode by default.
This means that the access point will auto switch to the antenna with better
RSSI value.
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Antenna Diversity | Diversity: The DWL-3200AP will auto switch to the antenna with better
(continued): | RSS! value.

IGMP Snooping:

Advanced Data Rate

Settings:

Left Antenna: The AP will not switch antenna and the radio will use the left
antenna (when facing the AP) to transmit and receive packets.

Right Antenna: AP won’t switch antenna and the radio will use the right
antenna (when facing the AP) to transmit and receive packets.

Internet Group Management Protocol (IGMP) snooping allows the AP to
recognize IGMP queries and reports sent between routers and an IGMP
host (wireless STA). When enabled IGMP snooping, the AP will forward
multicast packets to IGMP host based on IGMP messages passing through
the AP.

Specify the data rates at which the DWL-3200AP should transmit signals.
For 802.11b, choose from 5.5Mbps, 11Mbps. For 802.11g, choose from
9Mbps, 18Mbps, 36Mbps, 48Mbps, 54Mbps. For 802.11b/g, choose from
6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps, 54Mbps.
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Home > Advanced Settings > Grouping

D-Link

# Home *{ Tool -

‘:‘ DWL-22004P

El (i@ Basic Settings

- B Wireless

?:!] LAN

[]--[;!,".'AEI vanced Settings
=) Performance

?:1] Grouping

- B Multi-SSID

?:1] Rogue AP

(- [§ DHCP Server

- [ Fiters

[ [ Status

802.11G Managed Access Point

B configuration  ~ %L System [ Logout %) Help

—

Load Balance
Jsertit 0-54) —
Link Integrity

Apply )

Load Balance:

User Limit:

Link Integrate:

Load Balancing allows you to balance and share the wireless
network traffic and clients using multiple DWL-3200APs. Select

Enable or Disable.

Sets the maximum amount of users allowed (0-64).

If the Ethernet connection between the LAN and the DWL-3200AP is
disconnected, the Link Integrate option will cause the wireless segment
associated with the AP to be disconnected from the AP. Select Enable or

Disable.
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Home > Advanced Settings > Multi-SSID

802.11G Managed Access Point

# Home " Tool ~ ™ Configuraion » <. System B8] Logout 1) Help

E-{i# Basic Settings
2] Wireless

. ?:1] L&MN
EH-{@Advanced Settings
= Performance

= Rogue AP
& DHCP Server
[ Filters

[ Status

= DwL-32004P wl ||i|iﬁﬁ|ﬂ ﬁﬂlﬂﬂi

1 Enable Multi-SSID [] Enable VLAN State Enable Priority
Wireless Settings
Band

Index

SSID

S5ID Broadcast
Security
WVLAN Tag Mode
VLAN ID 1] Ethemnet Without Tag
Priarity
WM
Key Settings
Key Type

Key Size

Key TTIIIt

Apply

Index Encryption VLAM ID Delete

If you want to configure the Guest and Internal networks on Virtual LAN (VLANS), the switch and DHCP server
you are using must support VLANS. As a prerequisite step, configure a port on the switch for handling VLAN
tagged packets as described in the IEEE802.1Q standard.

Enable Multi-SSID:
Enable VLAN Status:

Enable Priority:

SSID:

Check to use Multi-SSID.
Check to use a VLAN.

You can enable this function to set a priority to each SSID. Working with
802.1p and 802.1q, improve the user experience for audio, video and voice
applications.

Service Set |dentifier (SSID) is the name designated for a specific wireless
local area network (WLAN). The SSID’s factory default setting is dlink. The
SSID can be easily changed to connect to an existing wireless network or
to establish a new wireless network.
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Security: | The Multi-SSIDs security can be WPA/WPA2-Enterprise or WPA-Auto-
Enterprise only when the Primary SSID’s security is at the same security
level. Also, they must connect to the same RADIUS server.

VLAN Tag Mode: | Select Manual or Dynamic. You can input the VID manually, or configure as
dynamic, station can get specific VLAN Tag from RADIUS server to work with
VLAN supported switches or other devices when the Primary SSID’s security
is set to WPA-Enterprise, WPA2-Enterprise, WPA-Auto-Enterprise.

This will cause the access point to send DHCP requests with the VLAN tag.
The switch and the DHCP server must support VLAN |IEEE802.1Q frames.
The access point must be able to reach the DHCP server.

Check with the Administrator regarding the VLAN and DHCP
configurations.

Ethernet Without Tag: | You can enable this function to untag the packets from wireless to Ethernet
if VLAN is enabled.

Priority: | Specific the 0-7 priority queue when priority is enabled
WMM: | Select Enable or Disable.

When Primary SSID is set to any of the | Multi-SSID can use any of these security
following security levels: levels:

None

Open System (WEP)
Shared Key (WEP)
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

None

Open System (WEP)
Shared Key (WEP)
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

WPA-Enterprise
WPA2-Enterprise
WPA-Auto-Enterprise

None

Open System (WEP)
Shared Key (WEP)
WPA-Personal
WPA2-Personal
WPA-Auto-Personal
WPA-Enterprise
WPA2-Enterprise
WPA-Auto-Enterprise

Note: If WPA or WPA2 is being used, it will occupy the key space 2 and 3, which will leave key 1

and 4 for other SSIDs to use for WEP.

When you configure one Multi-SSID, you must click Save to Table and then click Apply to save

your settings.
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Home > Advanced Settings > Rogue AP

D-Link

f_\- Home ".‘:: Tool -

802.11G Managed Access Point

!: DWL-32004P

=I-{@ Basic Seftings

= Wireless

B Advanced Settings
i = Performance

= Grouping

2 Muli-SSD

-~ Rogue AP

E-fi8 DHCP Server

B[ Filters

B[ Status

., configuration - :_- Systemn ﬁ] Logout |f_:| Help
BSS Type
OAPBSS (OAdHoc @ Both
Band
O416 41
Security
Oorr Ower [CwrA-Enterprise  [1WPA-Personal []WPAZ-Enterprise
[wraAz-Personal [ WPA-Auto-Enterprise [ WPA-Auto-Personal
Rogue AF List
Type CH BSSID Security MODE SEID Add Del
AP List
Type CH BSSID Security MODE 331D Del
Rogue AP Protection
Apply )
| e b W om—

BSS Type:

Band:

Both.

detection to search on.

The Basic Service Set Type allows you to select from AP BSS, Ad Hoc, or

Select the type of network (bands 11b and 11g) that you would like the AP
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Security:

Rogue AP List:

AP List:

Rogue AP Protection:

Select the Security type OFF, WEP, WPA-Enterprise, WPA-Person-
al, WPA2-Enterprise, WPA2-Personal, WPA-Auto-Enterprise, and
WPA-Auto-Personal that you would like to consider during AP detection.

This window shows all of the neighbor APs detected, which is based on
your criteria from above (BSS Type, Band, and Security). If the AP is in the
same network, or if you know the AP, just click on “Add” to save it to the
AP list,

This window shows all of the APs that are allowed access on the network.

Enable this function to keep the connection with the authorized clients even
though there are rogue APs around.
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Home > Advanced Settings > DHCP Server > Dynamic Pool Settings

D-Link

802.11G Managed Access Point

'l'_\ Home ’:!: Tool -

. DWL-3200AP

[;-{,r.i'Elasic Settings

----- = Wireless

e B Lan

El-{@ Advanced Seftings
----- =) Performance
----- =) Grouping

----- = Muli-S5ID

----- = Rogue AP
=@ DHCP Server

- Filters
B[ Status

|

- = Dynamic Poel Setting
i Static Pool Setting
= Current IP Mapping L

| ™

B Configuration =  5i. System 2] Logout  1®) Help
‘%

DHCP Server Control

Function Enable/Disable

Dynamic Pool Settings

IP Assigned From I:l

The Range of Pool (1-255) 0]

Submask I:l

s T

Domain Mame I:l

Lease Time (60 - 31536000 sec) b ]

Status

 apply )

DHCP Server | Dynamic Host Configuration Protocol assigns dynamic IP addresses to

Control: | devices on the network. This protocol simplifies network management and

allows new wireless devices to receive IP addresses automatically without
the need to manually assign new IP addresses.
Select Enable to allow the DWL-3200AP to function as a DHCP server.

IP Assigned From: | |nput the first IP address available for assignment in your network.

The Range of Pool | Enter the number of IP addresses available for assignment.

(1-255):

SubMask: | All devices in the network must have the same subnet mask to communicate.

Enter the submask for the network here.
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Gateway: | Enter the IP address of the gateway on the network.

Wins: | Windows Internet Naming Service is a system that determines the IP address
of a network computer that has a dynamically assigned IP address.

DNS: | Enter the IP address of the DNS server. The DNS (Domain Name Server)
translates domain names such as www.dlink.com into IP addresses.

Domain Name: | Enter the domain name of the DWL-3200AP, if applicable. (An example of a
domain name is: www.dlink.com.)

Lease Time | The Lease Time is the period of time before the DHCP server will assign new
(60-31536000 sec.): | IP addresses.

Status: | Turn the Dynamic Pool Settings ON or OFF here.
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Home > Advanced Settings > DHCP Server > Static Pool Settings

802.11G Managed Access Point

& Home X Tool - B Configuration ~ L System I Logout _ 1®) Help
': DWL-3200AP HHEE ﬁiini m‘i
=-fi#Basic Settings -
B Wirsless DHCP Server Control
D..{;ﬁ,;:c“ed Seings Function Enable/Disable
----- = Performance Static Pool Settings
2 e pesigned P poco |
----- 2 Rogue AP Assigned MAC Address | |
[]..E:--%Hg;asriir;:ulSeﬁint SIS pooo ]
i 2 Static Pool Setting Gateway |:|
i i:f;]lh:lf.rlJSrns:nt IP Mapping L WINS |:|
[ Status DMS I:l
Domain Mame |:|
Status
[ ———
MAC Address IP Address State Edit Delete
< | >
DHCP Server | Dynamic Host Configuration Protocol assigns IP addresses to wireless
Control: | devices on the network. This protocol simplifies network management and
allows new wireless devices to receive IP addresses automatically without
the need to manually assign IP addresses.
Select Enable to allow the DWL-3200AP to function as a DHCP server.
Assigned IP: | Use the Static Pool Settings to assign the same IP address to a device at
every restart. The IP addresses assigned in the Static Pool list must NOT
be in the same IP range as the Dynamic Pool. After you have assigned a
static IP address to a device via its MAC address, click Apply; the device
will appear in the Assigned Static Pool at the bottom of the screen. Edit or
delete the device in this list.
Assigned MAC | Enter the MAC address of the device here.
Address:
SubMask: | Enter the subnet mask here.
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Gateway:

Wins:

DNS:

Domain Name:

Status:

Enter the IP address of the gateway on the network.

Windows Internet Naming Service is a system that determines the IP
address of a network computer with a dynamically assigned IP address, if
applicable.

Enter the IP address of the Domain Name Server, if applicable. The DNS
translates domain names such as www.dlink.com into IP addresses.

Enter the domain name of the DWL-3200AP, if applicable.

This option turns the Static Pool settings ON or OFF.
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Home > Advanced Settings > DHCP Server > Current IP Mapping List

D-Link

802.11G Managed Access Point

'l_'_‘l Home ‘:{ Tool -

<

= DwL-32004P
El-{4# Basic Settings

= Wirsless
LB LAN

E

[]--ﬂé'.ﬂ;dvanced Settings

----- = Perfermance

----- = Grouping

----- 2 Mutt-SSID

----- = Rogus AP

|- DHCP Senver
i = Dynamic Pool Setting
-2 Static Pool Setting
.2 Current IP Mapping L

£

- Filters

- Status

|

B Configuration ~ 5. System 2] Logout @) Help
Current DHCP Dynamic Pools

Binding MAC Address Assigned IP Address Lease time

Current DHCP Static Pools

Binding MAC Address Assigned IP Address

This screen displays information about the current DHCP dynamic and static IP address pools. This information
is available when you enable the DHCP function of the DWL-3200AP and assign dynamic and static IP address

pools.

Current DHCP | These are IP address pools to which the DHCP server function has assigned
Dynamic Pools: | dynamic IP addresses.

Binding MAC| The MAC address of a device on the network that is within the DHCP dynamic
address:| IP address pool.

Assigned IP address:| The current corresponding DHCP-assigned dynamic IP address of the

device.

Lease Time:| The length of time that the dynamic IP address will be valid.

Current DHCP Static| These are IP address pools to which the DHCP server function has assigned
Pools:| static IP addresses.
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Binding MAC | The MAC address of a device on the network that is within the DHCP static
address: | I[P address pool.

Assigned IP | The current corresponding DHCP-assigned static IP address of the device.
address:
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Home > Advanced Settings >Filters > Wireless MAC ACL

802.11G Managed Access Point

& Home X Tool ~ ™ Configuration + i+ System ] Logout 1% Help
® DWL-32004P Iﬂ“ﬁlﬁﬁ Mﬁﬁ ﬁgl
El-{i#Basic Settings _—
e = Wireless

Wireless Band

[]--{,ﬁ'.&dvanced Setlings Access Caontrol
-2 Grouping MAC Address Apply
-2 Muli-55ID ) MAC Address Delete

?:5] Fogue AP
El-fi@ DHCP Senver
- = Dynamic Pool Setting

= Static Pool Setting
= Current IP Mapping L
Bl Filters
L2 Wireless MAC ACL
) WLAN Partition
B[ Status

[~
|

Wireless Band: | |EEE 802.11g

Access Control: | Seject Disabled to disable the filters function.

Select Accept to accept only those devices with MAC addresses in the Ac-
cess Control List.

Select Reject to reject the devices with MAC addresses in the Access
Control List.

MAC Address: | Enter the MAC addresses that you wish to include in your filters list, and
click Save.

MAC Address List: | When you enter a MAC address, it appears in this list. Highlight a MAC
address and click Delete to remove it from the list.
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Home > Advanced Settings >Filters > WLAN Partition

D-Link

802.11G Managed Access Point

& Home % Tool ~ ™

[

. DWL-32004P
El-{i# Basic Settings

E-{@ Advanced Settings

F-[ Status

Configuration +  %.: System [l Logout 1) Help

= Wireless

----- = Performance
----- = Grouping
----- =) Multi-SSID
----- =] Rogue AP
[]--ﬁj' DHCP Server
i =] Dynamic Pool Setting
.2 Static Pool Setting
i = Current IP Mapping L
El-{@ Filters
: Wireless MAC ACL
-2 WLAN Parttion

Wireless Band
Internal Station Connection Enahble
Ethernet to WLAN Access Enable

Apply )

Wireless Band:

Internal Station
Connection:

Ethernet to WLAN
Access:

IEEE 802.11¢

Enabling this feature allows wireless clients to communicate with each other.
If this is disabled, wireless stations of the selected band are not allowed to
exchange data through the access point.

Enabling this feature allows Ethernet devices to communicate with wireless
clients. If this is disabled, all data from the Ethernet to associated wireless
devices is blocked. Wireless devices can still send data to the Ethernet.
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Home > Status > Device Information

Tool -

802.11G Managed Access Point

# Home %

= DWL-32004P

E-{i# Basic Settings
Wirgless

= LA&N

- Advanced Settings

----- = Performance

----- = Grouping

----- = Muli-ssID

----- =) Hogue AP

E--{i@ DHCP Server

= Dynamic Pool Setting
= Static Pool Setting
=) current IP Mapping L
" Filters

=) Wireless MAC ACL
------ =1 WLAN Partition

- Status

‘-2 Device Information
Client Information

- Stats

=-f# Log

|~
|

B Configuration «

%L System

ﬁ] Logout

1#) Help

. .

Ethernet

GetIP From

IP Address
Subnet Mask
Gateway
Wireless (802.11g )
SSID

Channel

Super Mode

Data Rate
Security Level

AP Status

CPLU Utilization
Memory Utilization

. Primary
Secondary: 04:11:46:fe:0d:0b  ~ 04:17:46:fe:0d:0b

Firmware Version: v2.45

Ethernet MAC Address: 00:13:46:fe:0d:0b
WLAM1 MAC Address

: 001346 fe:0d:0b

Manual
192 168.0.50
255.255.255.0
0.0.0.0

dlink

B
Disabled
Auto

Open Systemn / Encryption Disabled

5%
65%

Device Information: | This window displays the configuration settings of the DWL-3200AP,
including the firmware version and device MAC address.
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Home > Status > Client Information

- L .
D-Link 802.11G Managed Access Point
& Home % Tool ~ ™ Configuration ~ .. System 2] Logout  1®) Help

. DWL-32004P ﬁ||ﬁﬂi |Hﬁﬂii|ﬂﬂ

El-{@ Basic Settings —_—

LB Wireless Client Information  Station association with 11B/G : 0
LB LAN - ; Power Saving
[]--{é'.&dvanced Seffings 551D MAC Band Authentication Signal Mode

----- = Performance
----- = Grouping
----- = Muti-35ID
----- =| Rogue AP
El-fi DHCP Server
= Dynamic Poal Setting
-2 Static Pool Setting
24 Current IP Mapping L
B Filters
L2 Wireless MAC ACL
-2 WLAN Partition
El-{i@ Status
&2 Device Information
‘.2 Client Information
= Stats
i Log

|
|l»

Client Information: | This window displays the wireless client information for clients currently
connected to the DWL-3200AP.

The following information is available for each client communicating with the DWL-3200AP.

MAC: | Displays the MAC address of the client.

Band: | Displays the wireless band the client is connected on.
Authentication: | Displays the type of authentication being used.
Signal: | Displays the strength of the clients signal.

Power Saving | Displays the status of the power saving feature.
Mode:
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Home > Status > Stats > Ethernet

This screen displays information of the wired interface network traffic.

802.11G Managed Access Point

& Home " Tool ~ ™ Configuration = % Bl Logout 1% Help
= DWL-32004P Eiiﬁﬁﬂ ;ﬁﬁi ﬂiﬂﬁlﬁi
El-{i Basic Settings ———
v
| Transmitted Count
E-{& Advanced Seftings Transmitted Frame Count 2377
""" j ;e””r_mf‘”ce Transmitted Bytes Count 64292
----- = Grouping E
----- 2 Multi-551D Received Count
_____ = Rogue AP Received Frame Count 5140
[]—--;ﬁ DHCP Server Received Bytes Count 1294633
[-[@ Filters
El-{@& Status

----- =) Device Information
----- = Client Information
E-f@ Stats

(.2 Ethernet

= WLAN 802.11G
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Home > Status > Stats > WLAN 802.11g

Displays statistics data of throughput, transmitted frame, received frame, and WEP frame error for the DWL-
8200AP network.

802.11G Managed Access Point

& Home  *{ Tool ~ ™ Configuraion ~ .. System [2] Logout  1®) Help
'.: DWL-3200AP WI ﬁH ma i i ﬁ ;Eﬁi ﬁiiﬁlﬁi
- Basic Settings -_——
& LAN Throughput
=& Advanced Seftings Transmit Success Rate 100 %
""" 8 Performance Transmit Retry Rate 0 %
_____ = ﬁﬂlﬂg?n Receive Success Rate 0 %
_____ ?] Rogue AP Receive Duplicate Rate 0 %
=il DHCP Server RTS Success Count 0
[]...ﬁ Filters RTS Failure Count 13
H..ﬁ'statug Transmitted Bytes Count 1207774
----- =) Device Information Received Bytes Count 0
----- = Client Information Transmitted Frame Count
- Stats Transmitted Frame Count 3703
Multicast Transmitted Frame Count 8
e ag’JLAN B0z1G Transmitted Error Count 0
Transmitted Total Retry Count 0
Transmitted Multiple Retry Count 0
Received Frame Count
Received Frame Count 0
Multicast Received Frame Count 0
Received Frame FCS Error Count 13
Received Frame Duplicate Count 0
ACK RCV failure Count 0
WEP Frame Error Count
WEP Excluded Frame Count 0
WEP ICV Error Count 0
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Home > Status > Log > View Log

802.11G Managed Access Point

™ Configuration s Syste [ Logout 1% Help
® DWL-32004P “li. I i
El-{ Basic Settings -
| Total Log: 17
E Time Type Message
Performance WED FEB 13 09:53:16 Systern  |-AP cold start with fiw version: v2.45 -~
Grouping 2008
WED FEB 13 09:53:25 | Wireless |-WLANT Marmal AP ready
2008
WED FEB 13 09:53:48 MNotice  |-Ethernet AE1 LINK DOWN
Dynamic Pocl Setting 2008
Static Pool Setting WED FEB 13 09:53:50 Motice  |-Ethernet AE1 LINK UP
= Current IP Mapping L 2008
B-{@ Filters WED FEB 13 09:54:02 MNotice  |~Ethernet AE1 LINK DOWN
= Wireless MAC ACL 2008
i 2] WLAN Partition WED FEB 13 09:54.20 Motice  |~Ethernet AE1 LINK UP
i@ status 2008
2 Device Information WED FEB 13 09:56:10 Systemn  |-Web login success from 192.168.0.100
= Client Information 2008
= Stats WED FEB 13 10:05:20 System  |[-Web logout from 192.168.0.100
2 Ethernet 2008
WLAN 202 116 WED FEB 13 10:06:01 System  |-Web login success from 192.168.0.100
2008 .
View Log WED FEB 13 10:26:20 Systern  |-Web logout frorn 192.168.0.100
Log Settings 2008
WED FEB 13 10:29:10 System  |-Web login success from 192.168.0.100
2008
WED FEB 13 10:40:20 Systern  |-Web logout frormn 192.168.0.100
2008
WED FEB 13 10:41:43 System  |-Web login success from 192.168.0.100 b
< | [

View Log: | The log displays system and network messages including a time stamp
and message type.
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Using the Configuration Menu

Home > Status > Log > Log Settings

D-Link

802.11G Managed Access Point

& Home * Tool ~ ™ Configuration ~ <& Sys 2 Logout ~ 1%) Help

| Y

(=5

=8

El-f@ Status

® DWL-32004P

g¥sasic setings | SystemlogSettngs |

= Wirsless

B LAN
@& Advanced Settings
----- = Performance
----- = Grouping
----- 2 Mutti-55ID
----- =] Rogue AP
E-{@ DHCP Server

Log Settings

Log Server/IP Address | |

Log Type Systemn Activity
Wireless Activity
Motice

i~ 2] Dynamic Pool Settin

= Current IP Mapping L
Filters

L2 Wireless MAC ACL
2 WLAN Partition

------ = Device Information

B Static Pool Setting SMTP Settings

------ = client Information

SMTP [ Enable
SWITP Sewver/ IP Address | |

SWITP Sender | |

SWITP Recipient | |

i Stats
= Ethernet

2 View Log
b ?:!] Log Settings

| =

Apply 1

Log Settings

Log Server /IP
Address:

Log Type:

SMTP Settings
SMTP:

SMTP Server / IP
Address:

SMTP Sender:
SMTP Recipient:

Enter the IP address of the server you would like to send the
DWL-3200APs log to.

Check the box for the type of activity you want to log. There are three types:
System, Wireless and Notice.

Check the box to enable SMTP.

Enter the IP address of the SMTP server.

Enter the e-mail address of the SMTP sender.

Enter the e-mail address of the SMTP recipient.
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Using the Configuration Menu

Tool > Administrator Settings

802.11G Managed Access Point

. DWL-32004P
E1-{@ Basic Seftings
3 wircless Limit Aaministrator
2 LaN
dvanced Setlings Administrate AP with WLAN Enable
-] Performance
= Grouning Limit Administrator VID Cenable [ |
----- =) Muti-55D Limit Administrator IP [J Enable
=) Rogue AP
](ﬁ DHCP Server SEELTE AL ‘ ‘ o ‘ ‘
& Dynamic Peol Setting IP Range List
2 Static Pool Setting D From To Delete
2 Current IP Mapping L
i Fiters
Vireless MAC ACL
= WLAN Partition
- Status
=) Device Information
----- =) Clint Information Login Settings
@ Stats
i~ Ethemet ST
_ & wian s02.116 0ld Password I:l
& Log
8 View Log New Password I:l
/5 Log Setings Confirm New Password ]
Console Settings
Status Enable
< | & Console Protocal @ Telnet  (88H
Status [ Enable
Public Community String I:l
Private Community String I:l
Trap Status Enable
Trap Server IP Loco 1]
Trap Type System Trap
Wireless Trap
Ping Control Setting
Status Enable
oty )

with WLAN:

Limit Administrator
VLAN ID:

Limit Administrator
IP:

IP Range:

Login Settings
User Name:
Old Password:
New Password:

Confirm New
Password:

Check the box provided and enters the specific VLAN ID that the
administrator will be allowed to log in from.

Check to enable the Limit Administrator IP address.

Enter the IP address range that the administrator will be allowed to log in
from and then click the Add button.

Enter a user name. The default is admin.

When changing your password, enter the old password here.

When changing your password, enter the new password here.

Confirm your new password here.
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Console Settings

Status: | Status is Enabled by default. Uncheck the box to disable the console.

Console Protocol: | Select the type of protocol you would like to use, Telnet or SSH.

Timeout: | Select the time out period.

SNMP Settings

Status: | Status is Enabled by default. Uncheck the box to disable the SNMP
functions.

Public Community | Enter the public SNMP community string.
String:

Private Community | Enter the private SNMP community string.
String:

Trap Status: | Check the box to enable the trap status.

Trap Server IP: | Enter the trap server IP address. This is the IP address of the SNMP
manager to receive traps sent from the wireless access point.

Trap Type: | You can specify what kind of trap type (System, Wireless) should be sent
to the trap server.

Ping Control | Check the box to enable Ping control. Ping works by sending ICMP “echo
Setting: | request” packets to the target host and listening for ICMP echo response
replies. By disabling the Ping control setting, the AP will not respond to

the ICMP echo request packets. Default is set to enabled..
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Tool > Firmware and SSL Certification Upload
D-Link

802.11G Managed Access Point

& Home X Tool ~ ™ Configuraion ~ 5. Sys 2] Logout  1%) Help

i = Wireless
[ 2 LaN
El-{@ Advanced Settings
----- = Performance
----- =) Grouping
----- 2 Muti-53D
----- = Rogue AP
E-fi# DHCP Server
- Dynamic Pool Setting
- Static Pool Setting
-2 Current IP Mapping L
EH@ Filters
2 Wireless MAC ACL
L2 WLAN Partition
=@ Status
i~ = Device Information
Client Information

g] Log Settings

< | @

® DWL-3200AP EIWEE iiﬂ ﬁﬁl Eﬂlﬁﬁiﬁlﬂﬂ “mnid
- Basic Settings —

Update Firmware From Local Hard Drive
Firmware Version: v2.45

Upload Firmware From File : |[ Browse... ][ Upload ]

Update SSL Certification From Local Hard Drive

Upload Certificate From File : | [ Browse._ ][ upload |

Upload Key From File : | |

Upload Firmware

Upload SSL
Certification:

After downloading the most recent version of firmware for the
DWL-3200AP from http://support.dlink.com to your local computer, use
the Browse button to locate the firmware file on your computer. Click
Upload to update the firmware version.

Click Browse to locate the SSL Certification file on your local computer.

After selecting and opening the file, click Upload to upload the file to the
DWL-3200AP.
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Tool > Configuration File Upload and Download

D-Link

& Home % Tool =

B Configuration -

802.11G Managed Access Point

|2 Logout @) Help

® DWL-32004P
EI-{# Basic Seftings

3 Wireless Upload Configuration File
2 LAN
E-f@ Advanced Seftings Upload File: | |[Browse.. ][ upload |
----- = Performance
..... = Grouping Download Configuration File
----- :’1 Multi-351D Load settings to Local Hard Drive
----- =/ Rogue AP

El-j@ DHCP Server
i = Dynamic Poal Setting
B Static Pool Setting
.2 Current IP Mapping L
El-{@ Filters
-~ E] Wireless MAC ACL
i 2 WLAM Partition
=-{@ Status
-2 Device Information
Client Information

Upload File: | Click Browse to locate a previously saved configuration file on your local
computer. After selecting the file, click Upload to apply the configuration
settings to the DWL-3200AP.

Download | Click Download to save the current DWL-3200AP configuration to your
Configuration File: | local computer.
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Using the Configuration Menu

Tools > Cfg File > Choose file

Choe Tiie

Look in: IL":}I"-'hann:umerﬁs ‘:_| Lo |'=_'3TE "’

% My Music
,@My Pictures

My Recent  [Bmy videos

Documents

Desktop

™,
o

Mty Documerts
Nty Computer
.Q |

My Network  File name: |fi|e.dn:f _‘:J Open
Places

Flesoftyos: Al Files ) ] Sl

When you click Browse in the previous screen, the dialog box shown above appears.
Select the file you wish to download and click Open. Click OK to begin loading.

802.11G Managed Access Point

Settings saved.
The device is restarting.
Please wait for 19 seconds.

Click Restart for the settings to take effect. The dialog box above will appear as the device restarts.
Please wait for a few seconds.
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Tool > SNTP
D-Link

802.11G Managed Access Point

i_'_‘l Home ‘:!: Tool -

® nwL-32004P
[;-u_i"Elasic: Settings
= Wireless
LB LN
El-f@ Advanced Settings
----- = Performance
----- = Grouping
----- = Mult-SSID
----- = Rogus AP
E-fi# DHCP Senver
i = Dynamic Pool Setting
=\ Static Pool Setting
= Current IP Mapping L

B Configuration ~ 5. System 2] Logout @) Help
SNTPINTP Information

SNTP/MTF Server IP

SNTPINTP Time Zone (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon,

London
Local Time
SHTPINTP Setting
SNTPINTP Server IP [ ]
SNTP/MTP Time Zone

| (GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London |»

Filters
B Wireless MAC ACL
‘-2 WLAN Partition
E--{;"Status
----- = Device Information
----- = Client Information
El-{@ Stats
L2 Ethernet
L2 WLAN 802.11G
= Log
= View Log
§:| Log Settings

Daylight Saving Time [] Enable

Apply )

[
|

SNTP/NTP
Information:

Displays the current SNTP/NTP settings.

SNT/NTP Server
IP Address:

Enter the SNTP/NTP server IP address.

SNTP/NTP
Time Zone:

Select your correct Time Zone.

Daylight Saving
Time:

Check the box to Enable Daylight Saving Time.
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Configuration > Save and Activate

Click Save and Activate to save your current settings and activate them. The dialog box below
will appear as the device restarts. Please wait for a few seconds.

802.11G Managed Access Point

Settings saved.
The device is restarting.
Please wait for 23 seconds.

Configuration > Discard Changes

Click Discard Changes to cancel any changes you have made. Click OK to return to the Home
screen.

Ta |

Windows Internet Explorer

%..".":/ all af wour changes will be discarded! Continue?

—T—
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System > System Settings

802.11G Managed Access Point

D-Link
2] Logout @) Help

& Home N Tool + ™ Configuration + 55 Sys
= DWL-32004P ﬁmm Wlnﬂi

gl 1 :

B[54 Basic Settings

B[ Advanced Settings Apply Settings and Restart
Restore to Factory Default Settings

[ Status

Click Restart to restart the DWL-3200AP.
Click Restore to restore the DWL-3200AP back to factory default settings.

56
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Help

-
Home
Advanced Settings
Performance
You can customize the network radio to fit your needs by tuning radio parameters in performance section. Performance functions
are designed for advanced users who are familiar with 302,11 wireless netwarks and radio configuration.
Wireless Band
IEEE 80211y is supported.
Frequency
The operation frequency display will change according to the channel selected.
Channel
By default, the AP is set to Auto Channel Scan. The channel can be changed to fit the channel setting for an existing wireless
network or to customize the wireless network.
Data Rate
Indicate the base transfer rates based on the speed of wireless adapters on the wireless local area netwark (WLAN). The default
value is set to "Auto” which adjusts the base transfer rate depending on the base rate of the connecting device.
Beacon Interval {20-1000)
Beacons are packets sent by an access point to synchronize a wireless network. Specify a Beacon interval value between 20
and 1000. The default value is set to 100 milliseconds.
DTIM {1-255)
DTIM Interval specifies the number of AP beacons between each Delivery Traffic Indication Message (DTIM). It informs
associated stations of the next window far listening to broadcast and multicast messages. You can specify a DTIM value range
from 1 to 255, The AP will send the next DTIM with specified DTIM value to stations if there is any buffered broadcast or
multicast message. Stations hear the beacons and get ready to receive the broadcast or multicast messages. The default value
for DTIM interval is 1.
Fragment Length {256-2346)
The default value is 2346 for fragmentation. By fragmenting packets into shorter fragments, the time spent on re-transmissions
can be reduced if the packet error rate is high. However, unnecessary short fragment length will result in poor performance due to
low transmission efficiency.
RTS Interval (1-2346)
The default value for request to send (RT3) threshold is 2346. With smaller RTS length value, the wireless netwark can recover
from interference and collisions quicker since more RTS packets are transmitted. However, more RTS packets also consume
more bandwidth, which leads to low throughput. Thus, small RTS Length value is only recommended for heavy loading network ar
high electromagnetic wireless interference.

W

Help: | Scroll down the Help page for topics and explanations.

D-Link Systems, Inc. 57



DWL-3200AP User’s Manual AP Manager Il

AP Manager li

AP Manager Il is a convenient software tool used to manage the configuration of your wireless network from
a central computer. With AP Manager |l there is no need to configure devices individually.

AP Manager Il allows you to configure AP settings, update the firmware, and organize and sort your APs
into manageable groups.

Please see the AP Manager Il User Manual included on the CD for system requirements, installation
considerations, and information on the software functionality.

A AP Manager Il |Z||E|
System  Wiew Help
BN
OO E & 1] '
- I'- all Space
= B Gnﬁ,.a| AccessPoint Report
+ ] Group
+ ] Multiconfiguration 1
+ |_] Faul: Manage
= [:I Report
I:I Assaciakion Logsnd
1] security
[ Utilization un-manage [
1. Channel
AceassDoint | Station Rapart | Modal Feport | Band Raport |
Station Detail
MAC ddiress [ 1P address [ Bana | sathentioation Essl SSID Povrer Save Mods
2007-06-29 09:49:16 FTP Server started on port 21.
2007-06-29 09:49:16 Trying to register for traps on port 162
2007-06-29 09:49:16 SnmpTrap initializtion success!
By poatser__adnin
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Networking Basics
Using the Network Setup Wizard in Windows® XP

In this section you will learn how to establish a network at home or work, using Microsoft Windows® XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking computers using Windows®
2000.

Go to Start>Control Panel>Network Connections
Select Set up a home or small office network

Metwork Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help wou zet up this computer o run on your
niebwark. Wwith a network, you can:

Share an Internet connection

Set up Intemet Connection Fireweall
Share fileg and folders

Share a printer

LI R )

To continue, click Mest.

MEHH |’ Cancel

When this screen appears, click Next.
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Please follow all the instructions in this window:
Metwork Setup Wizard

Before you continue. ..

Before you continue, review the checklist for creating a nebworls.

Then, complete the following steps:

+ |nsztall the network cards, modems, and cables.

+ Turn oh all computers, printers, and external modems.
+ Connect to the Internet.

“When you click Mest, the wizard will search for a shared Intermnet connection on your nebwork.

< Back H Mewt » l[ Cancel

Click Next.

In the following window, select the best description of your computer. If your computer connects to the internet
through a gateway/router, select the second option as shown.

Metwork Setup Wizard

Select a connection method.

Select the statement that best descnbes this computer:

{7) This computer connects directly ta the Intermet. The other computers on my nebwark. connect
to the Internet through thiz computer.

Wiew an example.

(%) Thiz computer connects ta the Internet through another computer an my netwark. ar through
a residential gateway.

Wiew an example.

Learn more about home or zmall office network, configurations.

< Back ” Mext » ll Cancel

Click Next.
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Enter a Computer description and a Computer name (optional).
Network Setup Wizard
Give thiz computer a description and name.

Computer description: | Mary's Computer ‘

Examples: Family Boom Computer or Monica's Computer

Computer narne: | Office ‘
Examples: FakILY or MOMNICa

The current computer name is Office

Learn more about computer names and descriptions.

¢ Back ” Memt = ][ Cancel

Click Next.

Enter a Workgroup name. All computers on your network should have the same Workgroup name.

Network Setup Wizard

Mame your network.

Mame your netwark by zpecifiing a workgroup name below. All computers o pour network
zhould have the zame workgroup name.

Workgroup name: Accounting
Examplzz: HOME or OFFICE

< Back ” Mest = ][ Cancel

Click Next.
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Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network settings.._.

The wizard will apply the fallowing settings. This process may take a few minutes to complete
and cannot be interupted.

Settings:
Metwork, zettings:

[

Caomputer descriphan: Mary's Computer
Computer name;

Oiffice
Workgroup name: Accounting

The Shared Documents folder and any printers connected to this computer have been
shared.

|£

Tao apply these sethings, click Mest.

< Back ][ Mext » ][ Cancel

When the changes are complete, click Next.

Please wait while the Network Setup Wizard configures the computer. This may take a few minutes.

Network Setup Wizard

Please wait...

Fleaze wait while the wizard configures thiz computer for home or zmall office netwarking. Thiz
process may take a few minutes.

. B
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In the window below, select the option that fits your needs. In this example, Create a Network Setup Disk

has been selected. You will run this disk on each of the computers on your network. Click Next.

Network Setup Wizard

You're almost done.___

® 4 You need ta run the Metwark Setup Wizard once on each of the computers an your
\_v netwiork. Toran the wizard on computers that are not running Windows =P, you can uze
the ‘Windows *P CD or a Mebwork Setup Digk.

“what do pou want to do’?

(®)iCreate a Metwark Setup Diski

() Use the Network. Setup Disk | alieady have

() Uge my Wwindaws %P CD

() Just finish the wizard; | don't need to run the wizard on other computers

Insert a disk into the Floppy Disk Drive, in this case drive A.

Network Setup Wizard
Insert the disk you want to use.

Ihzert a disk the into the following disk drive, and then click Nest.

3% Floppy [&:]

|F wou want to format the dizk, click Format Digk.

< Back ]| Mest> |

Click Next.
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X]

Copying...

9 -

Please wait while the wizard copies files. ..

[ ) Cancel |

Please read the information under Here’s how in the screen below. After you complete the Network Setup
Wizard you will use the Network Setup Disk to run the Network Setup Wizard once on each of the computers
on your network. To continue click Next.

Hetwork Setup Wizand
To run the wizard with the Network Setup Disk. ..

® - Complete the wizard and restart this computer. Then, use the Nebwark Setup Digk b wn
y the Metwark, Setup Wizard once on each of the other computers on pour nebwark,

Here's how:

1. Ingert the Network, Setup Dizk into the nest computer you want to network,
2. Open My Computer and then open the Mebwaork Setup Digk.
3. Double-chck "netzetup.”

< Back ]| Mest> | Cancel
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Please read the information on this screen, then click Finish to complete the Network Setup Wizard.

Hetwork Setup Wizand

Completing the Network Setup
Wizard

You have zuccezzfully zet up thiz camputer for home or zmall
office netwarking.

For help with home or gmall office netwarking, zee the
fallowing topics in Help and Support Center:

+ Uzing the Shared Documents folder
+ Shanng flez and falders

To zee other computers on your network, click Start, and then
click My Metwark Places.

To cloze this wizard, click Finizh,

| <Back || Finsh |

The new settings will take effect when you restart the computer. Click Yes to restart the computer.

System Settings Change X

€ ‘oumust restart your computer before the new settings will take effect.
)
Do wou wank o restart wour compuber now?

fes | [ Mo ]

You have completed configuring this computer. Next, you will need to run the Network Setup Disk on all the
other computers on your network. After running the Network Setup Disk on all your computers, your new
wireless network will be ready to use.
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Naming Your Computer

To name your computer in Windows® XP, please follow these directions.

m  (Click Start (in the lower left corner of the screen).

®  Right-click on My Computer.

m  Select Properties and click.

£ Internet
Inkernet Explarer
| E-mail
d Cutlook Express

ﬂ Carmand Prampk
“ MSM Explorer

® Windows Madia Player
v

@ WWindows Movie Maker
'© Tour Windows 3P

b | Files and Settings Transfer
Wizard

__-_} My Documents

5 My Recent Documents »

j} My Pictures

_;'} My Music

T
.,.I My Computer

q My Network

B’ Contral Panel
e‘ Connect To
e}

}*é Printers and F

@/} Help and Sup|

Open
Explore
Search...
Manage

IMap Metwork Drive. ..
Disconnect Metwork Drive. .,

Show on Deskkop
Rename

Properties

B Select the Computer Name Tab in the System Properties window.

B You may enter a Computer Description if you wish; this field is optional.

® To rename the computer and join a domain, Click Change.

System Properties

=

an the network.

| Suztem Restore { Automatic Updates || Remote
General i Lomputer Mame Hardware | Advanced

winhdows uzes the following information to identify vour computer

Computer description;

10

Computer",
Full computer name:  Office
“workaroup: Accounting

To uze the Metwark |dentification Wizard to join a
domain and create a local uzer account, click Metwark

For example; "Kitchen Computer or "Man's

Torename thiz computer of join a domain, click Change.
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In this window, enter the Computer name.

Select Workgroup and enter the name of the Workgroup.

All computers on your network must have the same Workgroup name.
Click OK.

Computer Name Changes

“'ou can change the name and the membership aof this
computer. Changes may affect accesz to network resources.

LComputer name:
Office |

Full computer name:
Dffice

Mernber of
() Domair:
| |
(®) Workgroup:
| Accounting ‘
oK | [ Cancel ]

Checking the IP Address in Windows® XP

The wireless adapter-equipped computers in your network must be in the same IP Address range (see Getting
Started in this manual for a definition of IP Address Range.) To check on the IP Address of the adapter,
please do the following:

B Right-click on the Local Area Connection icon in the task bar.

B Click on Status.

Disable

Fepair

Yiew Available Wireless Netwarks

Open Metwork Connections
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This window will appear:

®  Click the Support tab.

m  (lick Close.

\Wireless Metwork Connection 7 Status |E|[Z|
M| Suppart |
Internet Protocal [TCFARP]
Address Type: Azzigned by DHCP
IP &ddress: 192.168.0.114
Subnet M azk: 255.255.255.0
Default Gateway: 192.168.0.1

Detailz...

Cloze
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Assigning a Static IP Address in Windows® XP/2000

Note: DHCP-enabled routers will automatically assign IP addresses to the computers on the network, using
DHCP (Dynamic Host Configuration Protocol) technology. If you are using a DHCP-capable router you will
not need to assign static IP addresses.

If you are not using a DHCP capable router, or you need to assign a static IP address, please follow these
instructions:

E  Go to Start.

®m  Double-click on Control Panel.

; E.—' Contral Panel
I@ Tour Windows £P

,&é Printers and Faxes
. Files and Settings Transfer
L5 Wizard

@ Help and Support
w Paink ’
p Search

All Programs b E Run...

m| Log Off |6| Turn Off Computer

B Double-click on Network Connections.

B Control Panel

File Edit “iew Favorites Toaols Help

\) Back \_) II ;) Search l't Falders v

Address [} Control Fanel

P Accessibiliby Options
£ Add Hardware

E" Control Panel =
L) add or Remove Programs
Administrative Tools

G» Switch to Category Wiew (i

See Also

‘ ‘Windows Update
Q) Help and Suppart

‘&= Game Controllers
anternat Cptions

Lt Network Connections
&Phone and Modem Cptions

“aPrinters and Faxes
Q Regional and Language Options
=

b, Taskbar and Start Manu
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Networking Basics

®  Right-click on Local Area Connections.

®  Double-click on Properties.

"% Network Connections

Flle Edit “iew Favorites Tools  Advanced  Help

eﬁack b J l’_} jTJSearch Wz Folders v

Address (_5, Mebwork, Connections

A Name

Network Tasks LAN or High-Speed Internet

[&] Create anew
conneckion

¥ Set up & home or small
— office network.
@ Disabls this network.
device

Status
Repair

Bridge Connections

Create Shortout

R Repair this connection

EE Rename this connection
W Visw status of this
connection

Change settings of this
connection

Rename

Properties

Other Places

[ Control Panel Tl
& My Network Places

(3 My Documents

.’! My Complter

Details

m  (Click on Internet Protocol (TCP/IP).

m  C(Click Properties.

j Wiew or change settings For this connection, such as adapter, pratacel, or mader confiqur

®  Inputyour IP address and subnet mask. (The IP addresses on your network must be within the same
range. For example, if one computer has an IP address of 192.168.0.2, the other computers should
have IP addresses that are sequential, like 192.168.0.3 and 192.168.0.4. The subnet mask must be
the same for all the computers on the network.)

- Local Area Connection 7 Properties

General | Advanced |

X

Connect uging:

‘ Ef  D-Link DWL-AB50

Thiz connection uses the following items:

g Cliestt for Microsoft Metworks
Q File: and Printer Sharing for Microzoft Metworks
151 o Packet Scheduler

Internet Protocal [TCP/AF)
Install... Uninztall
[ escription

Tranzmizzion Contral Pratocal/Intemet Protocal. The default
wide area netwark pratocol that provides communic ation
arioss diverse interconnected nebworks.

[ Show icon in notification area when connected

oK ] [ Cancel

D-Link Systems, Inc.

70



DWL-3200AP User’s Manual Networking Basics

® Input your DNS server addresses. (Note: If you are entering a DNS server, you must enter the IP

address of the default gateway.)

The DNS server information will be supplied by your ISP (Internet Service Provider.)
m  Click OK.

Internet Protocol (TCP/IP) Properties

General |

“r'ou can get IP setiings assigned automatically if your network supports
thiz capability. Otherwize, pou need to ask your network. administrator for
the appropriate [P settings.

(") Obtain an IP address automatically
(&) Use the following |P address:

IP address: 192 16g . 0 . B2
Subnet mazk: 255 255 255, 0
Diefault gateway 192 168, 0 . 1

Obtain DMS server address automatically
() Use the following DMS server addresses:
Frefermed DNS server: | 192 168 0 . 1

Altermate DMS server: I:I

Assigning a Static IP Address in Macintosh® 0SX

B Gotothe Apple Menu and select System Preferences.
®  C(Click on Network.

8 6 C System Preferences

w WA &

Show All © Displays Sound Network Startup Disk

Personal

m M - 60 A @

Desktop Dock General International Login Screen Saver Universal

Access
Hardware

G ¢ m § A&

ColorSync Displays Energy Saver Keyboard

Internet & Network

® @ Q U

Internet MNetwork QuickTime Sharing

System

e & @ § @ 1

Classic Date & Time Software Speech Startup Disk

Users
Update
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m  Select Built-in Ethernet in the Show pull-down menu.

m  Select Manually in the Configure pull-down menu.

e 6 Network =
« =A@ A
Show All Displays Sound Metwork Startup Disk
Location: | Automatic q
Show: | Built-in Ethernet ﬂ e T
PR |
oxies

Manually using DHCP Router
Configure  Using DHCP
Using BootP
e ———r e dd NE SEFVErs (Optional)
IP Address:
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 192.168.0.1 Search Domains (Optional)

DHCP Client ID:
(Optional)

Example: apple.com, earthlink.net
Ethernet Address:

@ Click the lock to pravent further changes. Apply Now

® Input the Static IP Address, the Subnet Mask and the Router IP Address in the appropriate fields.
m  Click Apply Now.

‘8 e Network =
« = ANQ 2
Show All D:sp\a;; Sound Netwsrk Startup Disk
Location: = Automatic ﬂ
Show: | Built-in Ethernet ?1 e

frepnip ) pprot | AppleTalk | Proxies |

Configure: = Manually T‘

Domain Name Sarvars (Optional)

IP Addrass:  192.168.0.2
Subnet Mask: 255.255.255.0

ROUtEE W Search Domains (Optional)

Example: apple.com, earthlink.net
Ethernet Address: 00:09:93:75:de:5a

3 e —
@ Click the lock to prevent further changes. Apply Now
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B Gotothe Apple Menu and select System Preferences.

m  Click on Network.

80 System Preferences

« = A

et v,
Show All  Displays Sound Network Startup Disk

Personal

m W Ff E e 8 @

Desktap Dock General International Login Sereen Saver Universal
Access

Hardware

¢ @ ¢ m & 4§

CollorSync Displays Energy Saver  Keyboard Mouse

Internet & Network

®e @ @ @

Internet Network QuickTime Sharing

System

2 @& @® ¢ B 2

Classic Date & Time Software Spée(h Stanup Disk Users
Update

m  Select Built-in Ethernet in the Show pull-down menu.

m  Select Using DHCP in the Configure pull-down menu.

‘86 - Network =
“« =A@ 32
Show All © Displays Sound Network Startup Disk
Location: |~ Automatic _31
Show: | Built-in Ethernet ?1

v ———
| Manually i

Manually using DHCP Router

Configure

Using BootP
- .ame Servars (Optional)

IP Address:
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Search Domains (Optional)

Router: 192.168.0.1

DHCP Client ID:
(Optional)
Example: apple.com, earthlink.net
Ethernet Addrass:
f@) Click the lock 10 prevent further changes. Apply Now

e

D-Link Systems, Inc. 73



DWL-3200AP User’s Manual Networking Basics

m  Click Apply Now.

m The IP Address, Subnet mask, and the Router’s IP Address will appear in a few seconds.

806 Network =
« @A 2
Show All Displays Sound Network Startup Disk
Location: | Autematic G |
Show: | Built-in Ethernet G
.

Checking the Wireless Connection by Pinging in

Windows® XP and 2000

Go to Start > Run > type emd. A window similar to this one will appear. Type ping XXX.XXX.XXX.Xxx, where
xxx is the IP address of the wireless router or access point. A good wireless connection will show four replies

from the wireless router or access point, as shown.

o F:AWINDOWS\System 32\emnd. exe

Microsoft Windows &P [Uersion 2.1.26080]
CCr» Copyright 1985-2001 Microsoft Cowrp.

FiwDocuments and Settings~lab4d>ping 192168 .68.58

Pinging 192.168_08.580 with 32 bytes of data:

y From 192.168.8.58: L time=4ms TIL=38
y from 192.168_A.58: b = I time = L a
y from 192.168.8.58: by ime =: ITL=38

From 192 .168.0.58: bytez=32 time=1Ym= TTL=38

172.168.8.58:
4, Received = 4,
s ind trip timesz in milli-
Minimum = 3ms,. Maximum = 64dns. Average

F:“Documents and Settingsslah4X_
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Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and operation of the
DWL-3200AP Managed Wireless Access Point. We cover various aspects of the network setup, including
the network adapters. Please read the following if you are having problems.

Note: It is recommended that you use an Ethernet connection to configure the
DWL-3200AP .

1. The computer used to configure the DWL-3200AP cannot access the Configuration menu.

m  (Check that the Ethernet LED on the DWL-3200AP is ON. If the LED is not ON, check that the cable
for the Ethernet connection is securely inserted.

m  Checkthat the Ethernet Adapter is working properly. Please see item 3 (Check that the drivers for the
network adapters are installed properly) in this Troubleshooting section to check that the drivers
are loaded properly.

m  Check that the IP address is in the same range and subnet as the DWL-3200AP. Please see Checking
the IP Address in Windows® XP in the Networking Basics section of this manual.

Note: The IP address of the DWL-3200AP is 192.168.0.50. All the computers on the network must have a
unique IP address in the same range, e.g., 192.168.0.x. Any computers that have identical IP addresses will
not be visible on the network. They must all have the same subnet mask, e.g., 255.255.255.0.

®  DoaPingtestto make sure that the DWL-3200AP is responding. Go to Start>Run>Type Gommand>Type
ping 192.168.0.50. A successful ping will show four replies.

Note: If you have changed the default IP address, make sure to ping the correct IP address assigned to the
DWL-3200AP.

ot F:\WINDOWS\System32\cmd.exe [_[ofx|

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-20081 Microsoft Corp.

[F:\Documents and Settings\lab3>ping 192.168.0.50
Pinging 192.168.08.58 with 32 hytes of data:

Reply from 192.168.8.50: hytes=32 time<ims TTL=64
i s TTL=64

s TTL=64

Reply from 192.168.08.50: hytes=32 time<ims TTL=64

Ping statistics for 192.168.0.50:
Packets: Sent = 4, Received = 4, Lost = B (Bx loss).

Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = @Oms, Average = BOms

F:\Documents and Settings\lah3>_
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2. The wireless client cannot access the Internet in the Infrastructure mode.

Make sure the wireless client is associated and joined with the correct access point. To check this connection:
Right-click on the Local Area Connection icon in the taskbar> select View Available Wireless Networks. The
Connect to Wireless Network screen will appear. Please make sure you have selected the correct available
network, as shown in the illustrations below.

Disable
Status
Repair

View Available Wireless Metworks

Open Network Connections T——
Connect to Wireless Network

The tollowing network(s) are available. To access a network, select
it from the list, and then click Connect.

Available networks:

1 alan -~

i dan
1 default

I nn

If you are having difficulty connecting to a network, click Advanced.

[ Connect ][ Cancel ]

B Check that the IP address assigned to the wireless adapter is within the same IP address range as
the access point and gateway. Since the DWL-3200AP has an IP address of 192.168.0.50, wireless
adapters must have an IP address in the same range, e.g., 192.168.0.x. Each device must have a unique
IP address; no two devices may have the same IP address. The subnet mask must be the same for all
the computers on the network.) To check the IP address assigned to the wireless adapter, double-
click on the Local Area Connection icon in the taskbar > select the Support tab and the IP address
will be displayed. Please refer to Checking the IP Address in the Networking Basics section of this
manual.)

B |f it is necessary to assign a Static IP Address to the wireless adapter, please refer to the appropriate
section in Networking Basics. If you are entering a DNS Server address you must also enter the Default
Gateway Address. (Remember that if you have a DHCP-capable router, you will not need to assign a
static IP address. See Networking Basics: Assigning a Static IP Address.)
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3. Check that the drivers for the network adapters are installed properly.

You may be using different network adapters than those illustrated here, but this procedure will remain the

same, regardless of the type

of network adapters you are using.

B Go to Start > My Computer > Properties.

E Windows Media Player J
Open

Explore
G’ Control P Search...
Manage
e_ Connect
= Map Network Drive, ..

L,_:a Printers ¢ Disconnect Network Drive. .,

v Show on Desktop

t_)) Help and  Rename
Search Properties

All Programs D

ﬁl Log Off '® ‘ Turn OFf Computer

‘g /Start

m Select the Hardware Tab.

m  Click Device Manager.

System Properties

Swystem Rastoe | Autemsie Updates Remote

Genetal | Cormputes Marme | Hadwae || advanced

Add Hardveas Wead
% The Add Hardware v2ard heips vou inatall hardware

[ Acd Hardware Wizand ]

Dewce Manager
The Desica Manager bts ol the hardvaae devices instaled

on wor computer, Uze tha Deizs Mansgat ta change the
plopertiss ol eny demce.

[ Oiegigng | [ DeweeMernsper |

Harchvars Profies

e Harduate prolles prowvids 5 wap fee you to tel up and sioes
&30 Giterser hardwate corligaaions,

[ Haowsapeiee |

| ok ][ Ccsneat |
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® Double-click on Network Adapters.

® Right-click on D-Link AirPlus DWL-G650 Wireless Cardbus Adapter. (In this example we use the
DWL-G650; you may be using other network adapters, but the procedure will remain the same.)

m Select Properties to check that the drivers are installed properly.

® Look under Device Status to check that the device is working properly.

m  (Click OK.

L, Device Manager Q@El

File Action View Help

EES @ 8 =28

==, PMTEST
+ u Batteries
+ ¢ Computer
+ g Disk drives
¥ j Display adapters
+-{=) Floppy disk controllers
+ 5 Floppy disk drives
+ (=) IDE ATAJATAPI controllers
+-<2» Keyboards
+ _; Mice and other pointing devices
+ L Modems
+ j Monitors
- H#8 Network adapters
4 1 D-Link AirPlus DWL-G650
% 8 PCMCIA adapters
+- Y Ports (COM &LPT)
+ * Processors
+ @, Sound, video and game controllers

+ System devices
+ Universal Serial Bus controllers

D-Link AirPlus DWL-G650 Wireless Cardbus Adapter

General | Advanced | Settings | Driver | Resources

:.:_,--l D-Link AirPlus DWL-GB50Wireless Cardbus Adapter

Device type: Nehwork adapters
Manufactures D-Link
Location: PCl bus 5, device 0, function 0

Device status
This device is working properly.

|f pou are having problems with this device, click Troubleshoot to
start the tioubleshooter.

Troubleshoot. .

Device usage:

Use this device [enable) v

[ oK ][ Cancel ]
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4. What variables may cause my wireless products to lose reception?

D-Link products let you access your network from virtually anywhere you want. However, the positioning of
the products within your environment will affect the wireless range. Please refer to Installation Considerations
in the Wireless Basics section of this manual for further information about the most advantageous placement
of your D-Link wireless products.

5. Why does my wireless connection keep dropping?

Antenna Orientation- Try different antenna orientations for the DWL-3200AP. Try to keep the antenna
at least 6 inches away from the wall or other objects.

If you are using 2.4GHz cordless phones, X-10 equipment or other home security systems, ceiling
fans, and lights, your wireless connection will degrade dramatically or drop altogether. Try changing
the channel on your router, access point and wireless adapter to a different channel to avoid
interference.

Keep your product away (at least 3-6 feet) from electrical devices that generate RF noise, like
microwaves, monitors, electric motors, etc.

6. Why can’t | get a wireless connection?

If you have enabled encryption on the DWL-3200AP, you must also enable encryption on all wireless clients
in order to establish a wireless connection.

Make sure that the SSID on the router and the wireless client are exactly the same. If they are not,
wireless connection will not be established.

Move the DWL-3200AP and the wireless client into the same room and then test the wireless
connection.

Disable all security settings.

Turn off your DWL-3200AP and the client. Turn the DWL-3200AP back on again, and then turn on
the client.

Make sure that all devices are set to Infrastructure mode.

Check that the LED indicators are indicating normal activity. If not, check that the AC power and
Ethernet cables are firmly connected.

Check that the IP address, subnet mask, gateway and DNS settings are correctly entered for the
network.
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m [f you are using 2.4GHz cordless phones, X-10 equipment or other home security systems, ceiling
fans, and lights, your wireless connection will degrade dramatically or drop altogether. Try changing
the channel on your DWL-3200AP, and on all the devices in your network to avoid interference.

m  Keep your product away (at least 3-6 feet) from electrical devices that generate RF noise, like
microwaves, monitors, electric motors, etc.

1. | forgot my encryption key.

B Reset the DWL-3200AP to its factory default settings and restore the other devices on your network
to their default settings. You may do this by pressing the Reset button on the back of the unit. You
will lose the current configuration settings.
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Technical Specifications

Standards

e |[EEE 802.11b
e |[EEE 802.11¢
e |EEE 802.3

e |[EEE 802.3u
e |EEE 802.3x

Network Management
* \Web Browser interface
HTTP
Secure HTTP (HTTPS)
* AP Manager Il
* SNMP Support
D-View Module
Private MIB
e Command Line Interface
Telnet
Secure SSH Telnet

Data Rates™

For 802.11¢:

* 54,48, 36, 24,18, 12, 9 and 6Mbps
For 802.11b:

*11, 5.5, 2, and 1Mbps

Security

* \WPA-Personal

* WPA-Enterprise

* \WWPA2-Personal

* WPA2-Enterprise

* 64/128/152-hit WEP

« SSID Broadcast Disable

* MAC Address Access Control List

Wireless Frequency Range
* 2.4GHz to 2.4835GHz

Wireless Operating Range™*
802.11g (Full Power with 5dBi gain diversity dipole antenna)
Indoors:

* 98ft (30m) @ 54Mbps

* 112ft (34m) @ 48Mbps

* 128ft (39m) @ 36Mbps

* 154ft (47m) @ 24Mbps

* 1841t (56m) @ 18Mbps

* 2171t (66m) @ 12Mbps

* 2591t (79m) @ 9Mbps

* 325ft (99m) @ 6Mbps

Py
P e e -

* Maximum wireless signal rate derived from IEEE Standard 802.11g specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental fac-

tors may adversely affect wireless signal range.

** Environmental conditions may adversely affect wireless signal range.
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QOutdoors:

* 367ft (112m) @ 54Mbps
* 820ft (250m) @ 18Mbps
* 1640ft (500m) @ 6Mbps

Operating Voltage
* 48VDC +/- 10% for PoE

Radio and Modulation Type
For 802.11b:

DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

*CCK @ 5.5 and 11Mbps
For 802.11¢:

OFDM:

* BPSK @ 6 and 9Mbps

¢ QPSK @ 12 and 18Mbps

* 16QAM @ 24 and 36Mbps
* 64QAM @ 48 and 54Mbps
DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

*CCK @ 5.5 and 11Mbps

Max Transmit Output Power
For 802.11b:

*100mW (20dBm)

For 802.11¢:

*100mW (20dBm)

Max EIRP (Effective Isotropic Radiated Power) / Total Output Power (Output Power with 5dBi Antenna)
For 802.11b:

* 316 mW (25 dBm)

For 802.11¢:

* 316 mW (25 dBm)

Receiver Sensitivity
For 802.11b:

e 1Mbps: -94dBm

e 2Mbps: -90dBm

* 5.5Mbps: -89dBm
* 11Mbps: -85dBm
For 802.11¢:

e 1Mbps: -94dBm

e 2Mbps: -90dBm

* 5.5Mbps: -89dBm
e 6Mbps: -90dBm

* 9Mbps: -84dBm

* 11Mbps: -85dBm
* 12Mbps: -82dBm
* 18Mbps: -80dBm
e 24Mbps: -77dBm
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* 36Mbps: -73dBm
* 48Mbps: -72dBm
* 54Mbps: -72dBm

LEDs

* Power

e LAN

* 802.11b/g

Temperature
« Operating: 32°F to 104°F (0°C to 40°C)
* Storing: -4°F to 149°F (-20°C to 65°C)

Humidity
* Operating: 10%~90% (non-condensing)
* Storing: 5%~95% (non-condensing)

Certifications
e FCC
o WiFi

Dimensions

* L =10.93 inches (277.7mm)
* W =6.10 inches (155mm)
*H =1.77 inches (45mm)

Warranty
* 1 Year
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Contacting Technical Support

Technical Support

You can find software updates and user documentation on the D-Link website.

U.S. and Canadian customers can contact D-Link Technical Support through our website, or
by phone.

Tech Support for customers within the United States:
D-Link Technical Support over the Telephone:
(877) 354-6555

D-Link Technical Support over the Internet:
http://support.dlink.com

Tech Support for customers within Canada:
D-Link Technical Support over the Telephone:
(877) 354-6560

D-Link Technical Support over the Internet:
http://support.dlink.com
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Warranty

Subject to the terms and conditions set forth herein, D-Link Systems, Inc. (“D-Link”) provides this Limited Warranty:
. Only to the person or entity that originally purchased the product from D-Link or its authorized reseller or distributor,

and
e  Only for products purchased and delivered within the fifty states of the United States, the District of Columbia, U.S.
Possessions or Protectorates, U.S. Military Installations, or addresses with an APO or FPO.

Limited Warranty: D-Link warrants that the hardware portion of the D-Link product described below (“Hardware”) will be free
from material defects in workmanship and materials under normal use from the date of original retail purchase of the product,
for the period set forth below (“Warranty Period”), except as otherwise stated herein.

. Hardware (excluding power supplies and fans): One (1) year
. Power supplies and fans: One (1) year
. Spare parts and spare kits: Ninety (90) days

The customer's sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be,
at D-Link’s option, to repair or replace the defective Hardware during the Warranty Period at no charge to the original owner or
to refund the actual purchase price paid. Any repair or replacement will be rendered by D-Link at an Authorized D-Link Service
Office. The replacement hardware need not be new or have an identical make, model or part. D-Link may, at its option, replace
the defective Hardware or any part thereof with any reconditioned product that D-Link reasonably determines is substantially
equivalent (or superior) in all material respects to the defective Hardware. Repaired or replacement hardware will be warranted
for the remainder of the original Warranty Period or ninety (90) days, whichever is longer, and is subject to the same limitations
and exclusions. If a material defect is incapable of correction, or if D-Link determines that it is not practical to repair or replace
the defective Hardware, the actual price paid by the original purchaser for the defective Hardware will be refunded by D-Link upon
return to D-Link of the defective Hardware. All Hardware or part thereof that is replaced by D-Link, or for which the purchase
price is refunded, shall become the property of D-Link upon replacement or refund.

Limited Software Warranty: D-Link warrants that the software portion of the product (“Software”) will substantially conform to
D-Link’s then current functional specifications for the Software, as set forth in the applicable documentation, from the date of
original retail purchase of the Software for a period of ninety (90) days (“Software Warranty Period”), provided that the Software
is properly installed on approved hardware and operated as contemplated in its documentation. D-Link further warrants that,
during the Software Warranty Period, the magnetic media on which D-Link delivers the Software will be free of physical defects.
The customer’s sole and exclusive remedy and the entire liability of D-Link and its suppliers under this Limited Warranty will be,
at D-Link’s option, to replace the non-conforming Software (or defective media) with software that substantially conforms to
D-Link’s functional specifications for the Software or to refund the portion of the actual purchase price paid that is attributable
to the Software. Except as otherwise agreed by D-Link in writing, the replacement Software is provided only to the original
licensee, and is subject to the terms and conditions of the license granted by D-Link for the Software. Replacement Software
will be warranted for the remainder of the original Warranty Period and is subject to the same limitations and exclusions. If
a material non-conformance is incapable of correction, or if D-Link determines in its sole discretion that it is not practical to
replace the non-conforming Software, the price paid by the original licensee for the non-conforming Software will be refunded
by D-Link; provided that the non-conforming Software (and all copies thereof) is first returned to D-Link. The license granted
respecting any Software for which a refund is given automatically terminates.

Non-Applicability of Warranty: The Limited Warranty provided hereunder for Hardware and Software portions of D-Link’s products
will not be applied to and does not cover any refurbished product and any product purchased through the inventory clearance
or liquidation sale or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty obligation
pertaining to the product and in that case, the product is being sold “As-Is” without any warranty whatsoever including, without
limitation, the Limited Warranty as described herein, notwithstanding anything stated herein to the contrary.

Submitting A Claim: The customer shall return the product to the original purchase point based on its return policy. In case
the return policy period has expired and the product is within warranty, the customer shall submit a claim to D-Link as outlined
below:

e The customer must submit with the product as part of the claim a written description of the Hardware defect or Software
nonconformance in sufficient detail to allow D-Link to confirm the same, along with proof of purchase of the product (such
as a copy of the dated purchase invoice for the product) if the product is not registered.

e  The customer must obtain a Case ID Number from D-Link Technical Support at 1-877-453-5465, who will attempt to assist
the customer in resolving any suspected defects with the product. If the product is considered defective, the customer must
obtain a Return Material Authorization (“RMA”) number by completing the RMA form and entering the assigned Case 1D

Number at https:/rma.dlink.com/.

e  Afteran RMA number is issued, the defective product must be packaged securely in the original or other suitable shipping
package to ensure that it will not be damaged in transit, and the RMA number must be prominently marked on the outside
of the package. Do not include any manuals or accessories in the shipping package. D-Link will only replace the defective
portion of the product and will not ship back any accessories.

o  The customer is responsible for all in-bound shipping charges to D-Link. No Cash on Delivery (“COD”) is allowed. Products
sent COD will either be rejected by D-Link or become the property of D-Link. Products shall be fully insured by the customer
and shipped to D-Link Systems, Inc., 17595 Mt. Herrmann, Fountain Valley, CA 92708. D-Link will not be held responsible
for any packages that are lost in transit to D-Link. The repaired or replaced packages will be shipped to the customer via
UPS Ground or any common carrier selected by D-Link. Return shipping charges shall be prepaid by D-Link if you use
an address in the United States, otherwise we will ship the product to you freight collect. Expedited shipping is available
upon request and provided shipping charges are prepaid by the customer.

D-Link may reject or return any product that is not packaged and shipped in strict compliance with the foregoing requirements,
or for which an RMA number is not visible from the outside of the package. The product owner agrees to pay D-Link’s reasonable
handling and return shipping charges for any product that is not packaged and shipped in accordance with the foregoing
requirements, or that is determined by D-Link not to be defective or non-conforming.
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What Is Not Covered: The Limited Warranty provided herein by D-Link does not cover: Products that, in D-Link’s judgment, have
been subjected to abuse, accident, alteration, modification, tampering, negligence, misuse, faulty installation, lack of reasonable
care, repair or service in any way that is not contemplated in the documentation for the product, or if the model or serial number
has been altered, tampered with, defaced or removed; Initial installation, installation and removal of the product for repair, and
shipping costs; Operational adjustments covered in the operating manual for the product, and normal maintenance; Damage that
occurs in shipment, due to act of God, failures due to power surge, and cosmetic damage; Any hardware, software, firmware
or other products or services provided by anyone other than D-Link; and Products that have been purchased from inventory
clearance or liquidation sales or other sales in which D-Link, the sellers, or the liquidators expressly disclaim their warranty
obligation pertaining to the product. While necessary maintenance or repairs on your Product can be performed by any company,
we recommend that you use only an Authorized D-Link Service Office. Improper or incorrectly performed maintenance or repair
voids this Limited Warranty.

Disclaimer of Other Warranties: EXCEPT FOR THE LIMITED WARRANTY SPECIFIED HEREIN, THE PRODUCT IS PROVIDED
“AS-1S” WITHOUT ANY WARRANTY OF ANY KIND WHATSOEVER INCLUDING, WITHOUT LIMITATION, ANY WARRANTY OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NON-INFRINGEMENT. IF ANY IMPLIED WARRANTY CANNOT
BE DISCLAIMED IN ANY TERRITORY WHERE A PRODUCT IS SOLD, THE DURATION OF SUCH IMPLIED WARRANTY SHALL BE
LIMITED TO THE DURATION OF THE APPLICABLE WARRANTY PERIOD SET FORTH ABOVE. EXCEPT AS EXPRESSLY COVERED
UNDER THE LIMITED WARRANTY PROVIDED HEREIN, THE ENTIRE RISK AS TO THE QUALITY, SELECTION AND PERFORMANCE
OF THE PRODUCT IS WITH THE PURCHASER OF THE PRODUCT.

Limitation of Liability: TO THE MAXIMUM EXTENT PERMITTED BY LAW, D-LINK IS NOT LIABLE UNDER ANY CONTRACT,
NEGLIGENCE, STRICT LIABILITY OR OTHER LEGAL OR EQUITABLE THEORY FOR ANY LOSS OF USE OF THE PRODUCT,
INCONVENIENCE OR DAMAGES OF ANY CHARACTER, WHETHER DIRECT, SPECIAL, INCIDENTAL OR CONSEQUENTIAL
INCLUDING, BUT NOT LIMITED TO, DAMAGES FOR LOSS OF GOODWILL, LOSS OF REVENUE OR PROFIT, WORK STOPPAGE,
OMPUTER FAILURE OR MALFUNCTION, FAILURE OF OTHER EQUIPMENT OR COMPUTER PROGRAMS TO WHICH D-LINK’S
PRODUCT IS CONNECTED WITH, LOSS OF INFORMATION OR DATA CONTAINED IN, STORED ON, OR INTEGRATED WITH ANY
PRODUCT RETURNED TO D-LINK FOR WARRANTY SERVICE) RESULTING FROM THE USE OF THE PRODUCT, RELATING TO
WARRANTY SERVICE, OR ARISING OUT OF ANY BREACH OF THIS LIMITED WARRANTY, EVEN IF D-LINK HAS BEEN ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES. THE SOLE REMEDY FOR A BREACH OF THE FOREGOING LIMITED WARRANTY IS
REPAIR, REPLACEMENT OR REFUND OF THE DEFECTIVE OR NON-CONFORMING PRODUCT. THE MAXIMUM LIABILITY OF D-
LINK UNDER THIS WARRANTY IS LIMITED TO THE PURCHASE PRICE OF THE PRODUCT COVERED BY THE WARRANTY. THE
FOREGOING EXPRESS WRITTEN WARRANTIES AND REMEDIES ARE EXCLUSIVE AND ARE IN LIEU OF ANY OTHER WARRANTIES
OR REMEDIES, EXPRESS, IMPLIED OR STATUTORY.

Governing Law: This Limited Warranty shall be governed by the laws of the State of California. Some states do not allow exclusion
or limitation of incidental or consequential damages, or limitations on how long an implied warranty lasts, so the foregoing
limitations and exclusions may not apply. This Limited Warranty provides specific legal rights and you may also have other rights
which vary from state to state.

Trademarks: D-Link is a registered trademark of D-Link Systems, Inc. Other trademarks or registered trademarks are the property
of their respective owners.

Copyright Statement: No part of this publication or documentation accompanying this product may be reproduced in any form
or by any means or used to make any derivative such as translation, transformation, or adaptation without permission from D-
Link Corporation/D-Link Systems, Inc., as stipulated by the United States Copyright Act of 1976 and any amendments thereto.
Contentg are subject to change without prior notice. Copyright 2005-2008 by D-Link Corporation/D-Link Systems, Inc. All rights
reserved.

CE Mark Warning: This is a Class B product. In a domestic environment, this product may cause radio interference, in which
case the user may be required to take adequate measures.

FCC Statement: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference in a residential
installation. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communication. However, there is no guarantee that interference
will not occur in a particular installation. If this equipment does cause harmful interference to radio or television reception, which
can be determined by turning the equipment off and on, the user is encouraged to try to correct the interference by one or more
of the following measures:

. Reorient or relocate the receiving antenna.

. Increase the separation between the equipment and receiver.

. Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

. Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty information applicable to products purchased outside the United States, please contact
the corresponding local D-Link office.
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Registration

*~f":§ﬁegister your product online at:
http://support.dlink.com/register

Product registration is entirely voluntary and failure to complete or return this
form will not diminish your warranty rights.

Version 2.61
Feburuary 12, 2009
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