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Product Overview
Package Contents

D-Link Air Premier® DWL-8200AP
Managed Dualband Access Point

* Power over Ethernet base unit
* Power Adapter-DC 48V, 0.4A
* Power Cord

* Manual and Warranty on CD

* Install Guide

e Ethernet Cable

* Mounting Plate

Note: Using a power supply with a different voltage than the one included with the DWL-8200AP will cause damage and void the warranty
for this product.

If any of the above items are missing, please contact your reseller.

Minimum System Requirements

e Computers with Windows®, Mac®, or Linux-based operating systems with an installed Ethernet Adapter
* Internet Explorer version 7.0 or Firefox 3.0 and above

* At least 128MB of memory and a 500MHz processor
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Introduction

At up to fifteen times the speed of previous wireless devices (maximum wireless signal rate of up to 108Mbps* in Super A and Super G
mode), you can work faster and more efficiently, increasing productivity. With the DWL-8200AP, bandwidth-intensive applications like
graphics or multimedia will benefit significantly because large files are able to move across the network quickly.

Inclusion of all three standards (802.11a; 802.11b; 802.11g) means that the DWL-8200AP is versatile enough to allow connection
to almost any 802.11 network or device.

The DWL-8200AP is capable of operating in one of 3 different modes to meet your wireless networking needs. The DWL-8200AP can
operate as an access point, or in WDS (Wireless Distribution System) with AP, or in WDS mode.

Use less wiring, enjoy increased flexibility, save time and money with PoE (Power over Ethernet). With PoE, the DWL-8200AP shares
power and data over the CAT5 cable, making the setup of your network less expensive and more convenient.

An ideal solution for quickly creating and extending a wireless local area network (WLAN) in offices or other workplaces, trade shows and
special events, the DWL-8200AP provides data transfers at up to 108Mbps* in Super A and Super G mode when used with other D-Link Air
Premier® or Air Premier AG® products (The 802.11g standard is backwards compatible with 802.11b devices).

WPA is offered in two flavors: Enterprise (used for corporations), and Personal (used for home users).

WPA-Personal and WPA2-Personal is directed at home users who do not have the server based equipment required for user authentication.
The method of authentication is similar to WEP because you define a “Pre-Shared Key” on the wireless router/AP. Once the pre-shared
key is confirmed and satisfied on both the client and access point, then access is granted. The encryption method used is referred to as
the Temporal Key Integrity Protocol (TKIP), which offers per-packet dynamic hashing. It also includes an integrity checking feature which
ensures that the packets were not tampered with during wireless transmission. WPA2-Personal is far superior to WPA-Personal, because
the encryption of data is upgraded with the Advanced Encryption Standard (AES).

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead lower actual data throughput rate.
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WPA-Enterprise and WPA2-Enterprise is ideal for businesses that have existing security infrastructures in place. Management and security
implementation can now be centralized on a server participating on the network. Utilizing 802.1x with a RADIUS (Remote Authentication
Dial-in User Service) server, a network administrator can define a list of authorized users who can access the wireless LAN. When
attempting to access a wireless LAN with either WPA-Enterprise or WPA2-Enterprise configured, the new client will be challenged
with a username and password. If the new client is authorized by the administration, and enters the correct username and password, then
access is granted. In a scenario where an employee leaves the company, the network administrator can remove the employee from the
authorized list and not have to worry about the network being compromised by a former employee. WPA2-Enterprise is far superior to
WPA-Enterprise, because the encryption of data is upgraded with the Advanced Encryption Standard (AES).

802.1x: Authentication which is a first line of defense against intrusion. In the authentication process, the Authentication Server verifies
the identity of the client attempting to connect to the network. Unfamiliar clients would be denied access.
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Features & Benefits

e 3 Different Operation modes - Capable of operating in one of three different operation modes to meet your wireless networking
requirements: Access Point; WDS with AP; or WDS.

* Easy Installation with PoE (Power over Ethernet).
* Faster wireless networking speeds up to 108Mbps* in Super A and Super G mode.

e Compatible with 802.11a, 802.11b and 802.11g Devices that is fully compatible with the IEEE 802.11a, 802.11b and 802.11g
standards, the DWL-8200AP can connect with existing 802.11b-, 802.11g- or 802.11a-compliant wireless network adapter cards.

e Compatible with the 802.11b standard to provide a wireless data rate of up to 11Mbps - that means you can migrate your system
to the 802.11g standard on your own schedule without sacrificing connectivity.

* Better security with WPA - The DWL-8200AP can securely connect wireless clients on the network using WPA (Wi-Fi Protected
Access) providing a much higher level of security for your data and communications than has previously been available.

e SNMP for Management - The DWL-8200AP is not just fast but it also supports SNMP v.3 for a better network
management. Superior wireless AP manager software is bundled with the DWL-8200AP for network configuration and
firmware upgrade. Systems administrators can also setup the DWL-8200AP easily with the Web-based configuration. A
D-Link D-View module will be downloadable for network administration and real-time network traffic monitoring with D-Link
D-View software.

e Utilizes OFDM technology (Orthogonal Frequency Division Multiplexing).
e Operates in the 2.4GHz frequency range for an 802.11b/g network, and in the 5GHz frequency range for an 802.11a network.
* Web-based interface for managing and configuring.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network
traffic, building materials and construction, and network overhead lower actual data throughput rate.
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Wireless Basics

D-Linkwireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity within
your home, business or public access wireless networks. D-Link wireless products will allow you to access the data you want, when and
where you want it. You will be able to enjoy the freedom that wireless networking brings.

A Wireless Local Area Network (WLAN) is a computer network that transmits and receives data with radio signals instead of wires. WLANs
are used increasingly in both home and office environments, and public areas such as airports, coffee shops and universities. Innovative
ways to utilize WLAN technology are helping people to work and communicate more efficiently. Increased mobility and the absence of
cabling and other fixed infrastructure have proven to be beneficial for many users.

Mobility - Productivity increases when people have access to data in any location within the operating range of the WLAN. Management
decisions based on real-time information can significantly improve worker efficiency.

Low Implementation Costs - WLANSs are easy to set up, manage, change and relocate. Networks that frequently change can benefit
from WLANSs ease of implementation. WLANSs can operate in locations where installation of wiring may be impractical.

Installation and Network Expansion - Installing a WLAN system can be fast and easy and can eliminate the need to pull cable through
walls and ceilings. Wireless technology allows the network to go where wires cannot go - even outside the home or office.

Inexpensive Solution - Wireless network devices are as competitively priced as conventional Ethernet network devices. The DWL-8200AP
saves money by providing multi-functionality, configurable in one of three different modes.

Scalability - WLANs can be configured in a variety of ways to meet the needs of specific applications and installations. Configurations are
easily changed and range from Peer-to-Peer networks suitable for a small number of users to larger Infrastructure networks to accommodate
hundreds or thousands of users, depending on the number of wireless devices deployed.
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Standards-based Technology

The DWL-8200AP Wireless Access Point utilizes the 802.11a, 802.11b and the 802.11g standards.

The IEEE 802.11g standard is an extension of the 802.11b standard. It increases the maximum wireless signal rate of up to 54Mbps*
(maximum wireless signal rate of up to 108Mbps™ in Super G mode) within the 2.4GHz band, utilizing OFDM technology.

This means that in most environments, within the specified range of this device, you will be able to transfer large files quickly or even
watch a movie in MPEG format over your network without noticeable delays. This technology works by transmitting high-speed digital data
over a radio wave utilizing OFDM (Orthogonal Frequency Division Multiplexing) technology. OFDM works by splitting the radio signal into
multiple smaller sub-signals that are then transmitted simultaneously at different frequencies to the receiver. OFDM reduces the amount
of crosstalk (interference) in signal transmissions.

The D-Link DWL-8200AP will automatically sense the best possible connection speed to ensure the greatest speed and range possible.
The DWL-8200AP offers the most advanced network security features available today, including WPA and WPA2.

In addition to its compatibility with 802.11g and 802.11a devices, the DWL-8200AP is compatible with 802.11b devices. This means that

if you have an existing 802.11b network, or a network with a mixture of 802.11g, 802.11a and 802.11b, the devices in that network will be
compatible with the DWL-8200AP.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network conditions and environmental factors, including volume of network
traffic, building materials and construction, and network overhead lower actual data throughput rate.
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Installation Considerations

The D-Link Air Premier® DWL-8200AP lets you access your network, using a wireless connection, from virtually anywhere within its operating
range. Keep in mind, however, that the number, thickness and location of walls, ceilings, or other objects that the wireless signals must
pass through, may limit the range. Typical ranges vary depending on the types of materials and background RF (radio frequency) noise
in your home or business. The key to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the DWL-8200AP and other network devices to a minimum - each wall or ceiling
can reduce your DWL-8200AP’s range from 3-90 feet (1-30 meters.) Position your devices so that the number of walls or ceilings
is minimized.

2. Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a 45-degree angle appears to be
almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters) thick! Position devices so that the signal will
travel straight through a wall or ceiling (instead of at an angle) for better reception.

3. Building materials can impede the wireless signal - a solid metal door or aluminum studs may have a negative effect on range.
Try to position wireless devices and computers with wireless adapters so that the signal passes through drywall or open doorways
and not other materials.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF noise.
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Three Operational Modes

Operation Mode

Function

Access Point (AP)

Create a wireless LAN (WLAN)

WDS with AP

Wirelessly connect multiple networks while still
functioning as an access point.

WDS

Wirelessly connect multiple networks.
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Installation
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1. You will need broadband Internet access.

2. Consult with your Cable or DSL provider for proper installation of the modem.

3. Connect the Cable or DSL modem to a Router.

0

4. Connectthe Ethernet Broadband Router to the PoE base unit.
(DWL-8200AP)

5. Connect the DWL-8200AP to the PoE base unit.
(DWL-8200AP)

6. If you are connecting a desktop computer to your network, install the D-Link DWL-AG530 wireless PCl adapter into an

available PCI slot on your desktop computer.7. Install the drivers for the D-Link DWL-AG660 wireless Cardbus adapter
into a laptop computer.

0

D-Link DWL-8200AP User Manual
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Connecting PoE (Power over Ethernet)

DWL-8200AP

Step 3

... P+DATA :
e ouT LAN 1 (PUE)
Step 1

DATA =
IN
Step 2

) /]
Router or Switch Computer

(Straight Through Cable) (Straight Through Cable)

Step 1 Connect one end of an Ethernet cable (included with your package) to the LAN port on the DWL-8200AP and the other
end of the Ethernet cable to the port labeled P+DATA OUT on the PoE base unit.

Step 2 Connect another Ethernet cable from the DATA IN port on the PoE base unit to your router/switch or to a PC.

Step 3 Attach the power adapter to the connector on the PoE base unit. Attach the power cord to the power adapter and into
an electrical outlet.
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Hardware Overview

Antennas

/N

Power Cord LAN 2

LAN 1 (PoE) Reset
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Configuration

To configure the DWL-8200AP, use a computer which is connected to the DWL-8200AP with an Ethernet cable (see the Network Layout
diagram).

First, disable the Access the Internet using a proxy server function. To disable this function, go to Control Panel > Internet Options >
Connections > LAN Settings and un-check the enable box.

Logging In
Start your web browser program (Internet Explorer, Firefox).

Type the IP address of the DWL-8200AP in the address field (http://192.168.0.50) and press Enter. Make sure that the IP addresses of
the DWL-8200AP and your computer are in the same subnet. DWL-8200AP also supports HTTPS Browsing by using the Secure Socket
Layer (SSL) Protocol. Just change your Browser’s address line from “http://...” to “https://...” and log into the AP again.

After the connection is established, you will see the user identification window as shown.

Note: If you have changed the default IP address assigned to the DWL-8200AP, make sure to enter the correct IP address.

Connect to 192.168.0.50

=

IR

The server 192.168.0.50 ak DWL-5200AP requires a
username and passwaord,

‘iarning: This server is requesting that vour username and
password be sent in an insecure manner (hasic authentication
without a secure conneckion).

Liser name: | | £} w |

Password: | |

[Jremember my password

[ CF l l Cancel
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After successfully logging into the DWL-8200AP the following screen appears:

Managed Dualband Access Point

& Home  Tool ~ ™ Configuraion ~ %L System [ Logout 1% Help
= VWL-B200AP W |ihﬂiilﬂi
ﬁ Basic Settings e ssssss————————————————————————
---G»\dvanced Settings Model Name DWL-22004P
(- Status System Time Not Available
Up Time Day 0, 0:00:50
Firmware Version v2.10
IP Address 192.168.0.50

When making changes on most of the configuration screens in this section, use the Apply button at the bottom of each screen to save
your configuration changes.

€ Apply ) Click to Apply configuration changes.
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Home > Basic Settings > Wireless

& Home % Tool -

#- [ Advanced Seftings
- [ Status

B’ Configuration = %+ System

Managed Dualband Access Point

B Logout 1@ Help

—

Wireless Band

Mode

wireless network name (3510)
S3ID Broadcast

Channegl

Authentication

Key Seftings

Encryption (O Disanle @E
Key Type HEX =

Valid Key First b

First Ke: oy WpA2-Personal
Y WPA-Auto-Enterprise
Second Key \WPA-Auto-Personal

IEEE80211g

Access Point -

[dlink |

Enable =

1 7|2412GHz V] Auto Channel Scan

Open System
Open System
Shared Key
Open System/Shared Key
WPA-Enterprize
\WPA-Personal
WPA2-Enterprise

Third Key ‘

Fourth Key \

Apply

Wireless Band: Select either IEEE 802.11a or IEEE 802.11g

Mode: Access Point is selected from the pull-down menu.

SSID:

SSID Broadcast:

Channel:

Service Set Identifier (SSID) is the name designated for a specific wireless local area network (WLAN). The SSID’s
factory default setting is dlink. The SSID can be easily changed to connect to an existing wireless network or to
establish a new wireless network.

Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID across the network.
Displays the default channel for the wireless network. All devices on the network must share the same channel.

The channel of an 802.11a network may not be set manually in certain regions (e.g. Europe and USA) in order to
comply with DFS (Dynamic Frequency Selection).

D-Link DWL-8200AP User Manual
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Note: The wireless adapters will automatically scan and match the wireless setting.

Auto Channel Select Enable or Disable. Enable this feature to auto-select the channel for best wireless performance. To comply with
Scan: DFS (Dynamic Frequency Selection), this function is not available to use in certain regions (e.g. Europe).

Authentication: Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that share the same WEP settings.
Select Open System/Shared Key to allow either form of data encryption.
Select WPA-Enterprise to secure your network with the inclusion of a RADIUS server.

Select WPA-Personal to secure your network using a password and dynamic key changes. (No RADIUS server
required.)

Select WPA2-Enterprise to secure your network with the inclusion of a RADIUS server and upgrade the encryption
of data with the Advanced Encryption Standard (AES).

Select WPA2-Personal to secure your network using a password and dynamic key changes. No RADIUS server
required and encryption of data is upgraded with the Advanced Encryption Standard (AES).

Select WPA-Auto-Enterprise to allow the client to either use WPA-Enterprise or WPA2-Enterprise.
Select WPA-Auto-Enterprise to allow the client to either use WPA-Personal or WPA2-Personal.

Radio: Select On or Off. Selecting Off will turn off all wireless functions.
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AP Mode > WEP Encryption

D'Link Managed Dualband Access Point

@& Home < Tool ~ ™ Configuration ~ 4. Syste 2| Logout  1®) Help

® DyL-32004P Iﬂ‘lﬁlﬁii ﬁﬂmﬂi

-

E-{i# Basic Settings -
Wirgless e

) Wireless Band IEEE&0Z2.11g -

---G.A.d'v'anced Settings Mode Access Point =
- Status

wireless network name (S5I1D) dlink

SSID Broadcast Enable =
Channel 1 2.412 GHz Auto Channel Scan
Authentication Open System -

Key Settings

Encryption () Disable @ Enable

Key Type HEX = Key Size G4 Bits -

Valid Key First -

First Key

Second Key
Third Key

Fourth Key

Apply

Encryption: Select Disabled or Enabled.
Key Type: Select HEX or ASCII.
Key Size: Select 64-bit, 128-bit, or 152 bits.
Valid Key: Select the 1st through the 4th key to be the active key.

First through Input up to four keys for encryption. You will select one of these keys in the valid key field.
Fourth keys:

* Hexadecimal digits consist of the numbers 0-9 and the letters A-F.
ASCII (American Standard Code for Information Interchange) is a code for representing English letters as numbers 0-127.
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AP Mode > WPA-Enterprise, WPA2-Enterprise & WPA-Auto Enterprise

Cipher Type: When you select WPA-Enterprise, you must select AUTO, — .
AES, or TKIP from the pull down menu. D-Link D A S

# Home X Tool ~ ™ Configuraion - <.+ System 2] Logout #) Help

Group Key Select the interval during which the group key will be valid. | Soirra  sssaSsines Ll

Update Interval: 1800 is the recommended value. A lower interval may re- e o
duce data transfer rate, wireless network name (SSID) dlink
SSID Broadcast Enable -
Channel 1 2412 GHz Auto Channel Scan
RADIUS Server: Enter the IP address of the RADIUS server. acaton WP Enpise .
RADIUS Server Settings
Cipher Type ’ AUTO - Group Key Update Interval _nn Sec
RADIUS Port:  Enter the RADIUS port. e
RADIUS Port 1812
RADIUS Secret: Enter the RADIUS secret. e |

Secondary radius server setting
Secondary RADIUS Mode Disable ~

. i i RADIUS Senver 7

Accounting Select if you want to use a different server for account- RADIUS Port ]
. ecre [
MOde' Ing " E:il‘:l‘i :c:coutlmng server setting

Accounting Mode Disable -

- . Accounting Server l:l
Accounting Enter the IP address of the Accounting server. conting o s |

SErver: Secondary accounting server setting

Secondary Accounting Mode | Disable

Accounting Server l:l
Accounting Port: Enter the Accounting port (1813 is default). o e ]

{ Apply )

Note: You may input the secondary RADIUS server and Accounting
server settings if you have a backup RADIUS and Accounting server.
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AP Mode > WPA-Personal, WPA2-Personal & WPA-Auto Personal

Managed Dualband Access Point

# Home % Tool + ™ Configuration v <. System |2 Logout  1®) Help
. DWL-82004P H‘Iﬁlﬁii ﬁﬂliﬂi

- )

E-{ Basic Settings _——————————————

= Wireless Wireless Band IEEE802.11g +

Advanced Settings Mode Access Point

B status wireless network name (SSID) dlink
SSID Broadcast Enable -
Channel 1 2412 GHz Auto Channel Scan
Authentication WPA-Personal -

FassPhrase Settings
Cipher Type AUTO - Group Key Update Interval 1800 Sec

PassPhrase |

Apply

—_—

Cipher Type: When you select WPA-Personal, WPA2-Personal, or WPA-Auto-Personal, you must select AUTO, AES, or TKIP
from the pull-down menu.

Group Key Update Select the interval during which the group key will be valid. The default value of 1800 is recommended.
Interval:

PassPhrase: When you select WPA-Personal, WPA2-Personal, or WPA-Auto-Personal, please enter a PassPhrase in the
corresponding field.
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WDS with AP Mode

Managed Dualband Access Point

*{ Tool -~ ™ Configuration ~ <. System [ Logout 1% Help

. DVWL-B2004P

-

E-f@Basic Settings
2 wireless

B[ Advanced Settings
- [ Status

%

Wireless Band

Mode

IEEER02 119 ~
WDS with AP+

Type

Authentication

CH Signal

BSSID Security

Open System -

Key Settings Open System
E = P Shared Key
FELCEL D Disable | 5pen systemiShared Key
Key Type HEX ~ WPA-Personal r—
WPAZ-Personal
Valid Key First ¥  |WPA-Auto-Personal
First Key [s0saassaee |
Second Key [ |
Third Key [ |
Fourth Key | ‘

wireless network name (3310} |d||nk

581D Broadcast Enable =

Channel 1 ¥ 2412GHz Aute Channel Scan
WDS with AP
Remote AP MAC Address
1 | 2] | 3 | 4] |
5| | & | 7| | & |
Site Survey

Apply

In WDS with AP mode, the DWL-8200AP wirelessly connects multiple networks, while still functioning as a wireless AP.

Wireless Band: Select either IEEE 802.11a or IEEE 802.11g
Mode: WDS with AP is selected from the pull-down menu.

SSID: Service Set Identifier (SSID) is the name designated for a specific wireless local area network (WLAN). The SSID’s
factory default setting is dlink. The SSID can be easily changed to connect to an existing wireless network or to
establish a new wireless network.
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SSID Broadcast:

Channel:

Auto Channel Scan:

Remote AP MAC
Address:

WDS Site Survey:

Authentication:

Enable or Disable SSID broadcast. Enabling this feature broadcasts the SSID across the network.

Displays the default channel for the wireless network. All devices on the network must share the same channel.
The channel of an 802.11a network may not be set manually in certain regions (e.g. Europe and USA) in order
to comply with DFS (Dynamic Frequency Selection).

Note: The wireless adapters will automatically scan and match the wireless setting.

This option is unavailable in WDS with AP mode.

Enter the MAC addresses of the APs in your network that will serve as bridges to wirelessly connect multiple networks.
Click on the Scan button to search for available wireless networks. Click on the network you want to connect
to.

Select Open System to communicate the key across the network.

Select Shared Key to limit communication to only those devices that share the same WEP settings.

Select Open System/Shared Key to allow either form of data encryption.

Select WPA-Personal to secure your network using a password and dynamic key changes. (No RADIUS server
required.)

Select WPA2-Personal to secure your network using a password and dynamic key changes. No RADIUS server
required and encryption of data is upgraded with the Advanced Encryption Standard (AES).

Select WPA-Auto-Personal to allow the client to either use WPA-Personal or WPA2-Personal.
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WDS with AP Mode > WEP Encryption

Encryption: Select Disabled or Enabled.
Key Type: Select HEX or ASCII.
Key Size: Select 64-bit, 128-bit, or 152 bits.

Valid Key: Select the 1st through the 4th key to be the active
key.

First through |nput up to four keys for encryption. You will select
Fourth keys: one of these keys in the valid key field.

* Hexadecimal digits consist of the numbers 0-9 and the letters A-F.

D-Link

# Home % Tool B cConfiguration ~ %l System [2] Logout 1% Help

= DWL-32004P

-

- Basic Settings
[ Wi

- Advanced Settings
- Status

Managed Dualband Access Point

m—

Wireless Band IEEES02.11g
Mode WDS with AP
wireless network name (SSID) [atink
331D Broadcast Enagble -
Channel 1 v 2412GHz Aute Channel Scan
WDS with AP
Remaote AP MAC Address
1 | 2] | 3] | 4] |
5 A ] 7] | a] |

Site Survey

Type CH Signal Security

Authentication Shared Key -
Key Settings
Encryption Disable @ Enable
Key Type HEX = Key Size 64Bits v
Valid Key First -

First Key [s0000ssass

Second Key

|

| |

Third Key [ |
| |

Fourth Key

Apply

ASCII (American Standard Code for Information Interchange) is a code for representing English letters as numbers 0-127.
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WDS with AP Mode > WPA-Personal, WPA2-Personal, WPA-Auto Personal

Cipher Type: When you select WPA-Personal, WPA2-Personal, or
WPA-Auto-Personal you must select AUTO or AES

from the pull-down menu.

Group Key Update Select the interval during which the group key will be
Interval: valid. The default value of 1800 is recommended.

PassPhrase: When you select WPA-Personal, WPA2-Personal, or
WPA-Auto-Personal please enter a PassPhrase in

the corresponding field.

D-Link

& Home ‘:’: Tool -

. DVL-3200AP
Iﬁm'Basic Settings

o e F Wireless

: LAN

- i Advanced Settings
(-l Status

Managed Dualband Access Point

B Configuration + 5. System |2 Logout  1®) Help

—

Wireless Band IEEES02.11g -
IMode WDS with AP+

wireless network name (S5ID) |d|ink

381D Broadcast Enable -
Channel 1 v 2412GHz Auto Channel Scan
WDS with AP
Remote AP MAC Address
1 | 2| | 3 | 4] |
5] | & | 7] | 8] |

Site Survey

Type CH Signal Security

Authentication WPAZ-Personal -
PassPhrase Seftings

Cipher Type AUTO - Group Key Update Interval 1800 Sec

PassPhrase |

Apply
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WDS Mode

In WDS, the DWL-8200AP wirelessly connects multiple networks, without functioning as a wireless AP.

Wireless Band: Select either IEEE 802.11a or IEEE 802.11¢g
Mode: WDS is selected from the pull-down menu. & Fome X Too v ™ Gomfguaion L Ssem  Piegost  Wven |

SSID: Service Set Identifier (SSID) is the name designated : D"""L'Slzu_w b

D'Link Managed Dualband Access Point

for a specific wireless local area network (WLAN). The LB L Hireiess Sane =EEa0z s -
SSID’s factory default setting is dlink. The SSID can | cBssws | wosesnetvorcnsmesemy
be easily changed to connect to an existing wireless $SID Broadcast Enable ~
network or to establish a new wireless network. e 1T R4IRGHE L auto Cnamnel Sean
Remote AP MAC Address
SSID Broadcast: Enable or Disable SSID broadcast. Enabling this i o - o }
feature broadcasts the SSID across the network. site suney

Type CH Signal Security

Channel: Displays the default channel for the wireless network.
All devices on the network must share the same
channel. The channel of an 802.11a network may
not be set manually in certain regions (e.g. Europe

and USA) in order to comply with DFS (Dynamic e .
Frequency Selection). Encopton O Disable | opan Systamishareakey
R S v N
Valid Key First w* |WPA-Auto-Personal
First Key [se0consses |
Auto Channel This option is unavailable in WDS mode. I
|

\
\
Fourth Key [

Scan:

( Apply )
Remote AP MAC Enter the MAC addresses of the APs in your network
Address: that will serve as bridges to wirelessly connect
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WDS Site multiple networks.
Survey: Click on the Scan button to search for available wireless networks. Click on the network you want to connect to.

Authentication: Select Open System to communicate the key across the network.
Select Shared Key to limit communication to only those devices that share the same WEP settings.
Select Open System/Shared Key to allow either form of data encryption.

Select WPA-Personal to secure your network using a password and dynamic key changes. (No RADIUS server
required.)

Select WPA2-Personal to secure your network using a password and dynamic key changes. No RADIUS server required
and encryption of data is upgraded with the Advanced Encryption Standard (AES).

Select WPA-Auto-Personal to allow the client to either use WPA-Personal or WPA2-Personal.
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WDS Mode > WEP Encryption

DALink Managed Dualband Access Point

# Home % Tool = ™ Configuraion = 5. System Bl Logout  1®) Help

= DVWL-BZ00AP H‘ﬁlﬁii ﬁﬂnﬁi

E‘-m’ Basic Settings

= Wireless

Wireless Band IEEEB02.11g ~
2 LaN
+ Advanced Seftings Mode wDS -
i status wireless network name (SSID) |Uhr||<
S5ID Broadcast Enable -
Channsl 1 v 2412GHz Auto Channel Scan
WDS
Remote AP MAC Address
1. | 2 | 2 | af |
5 | 5 | 7| | 2 \
Site Survey

Type CH Signal Security

Authentication Open System/Shared Key -
Key Settings
Encryption Disable @ Enable
Key Type HEX = Key Size 64 Bits =
Valid Key First -

First Key ‘ ----------

Second Key
Third Key

Fourth Key

Apply

i il

Encryption: Select Disabled or Enabled. (Disabled is selected here).

Key Type: Select HEX or ASCII.

Key Size: Select 64-bit, 128-bit, or 152 bits.

Valid Key: Select the 1st through the 4th key to be the active key.
First through Input up to four keys for encryption. You will select one of these keys in the valid key field.
Fourth keys:

* Hexadecimal digits consist of the numbers 0-9 and the letters A-F.
ASCII (American Standard Code for Information Interchange) is a code for representing English letters as numbers 0-127.
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WDS Mode > WPA-Personal, WPA2-Personal, WPA-Auto Personal

- . .
DLink Managed Dualband Access Point
& Home N Tool + ™ cConfiguration ~ < ste 2 Logout 1) Help
W DyyL-82004P m‘lﬁlﬁii ﬁﬂliﬁi
- -
=i Bas s
[ ' Wireless Band IEEES02.11g ~
-8 Advanced Settings IMode WDS -

B status wireless network name (SSID)  [dlink

581D Broadcast Enable =«

Channel 1 v 242GH Auto Channel Scan

WDs

Remaote AP MAC Address

1] | 2] | 3] | 4] |
5 | & | 7 | ] |
Site Survey

Type CH Signal Security

Authentication WPA-Personal -
PassPhrase Settings

Cipher Type AES ¥ Group Key Update Interval  [1800 Sec

PassPhrase |

Apply

Cipher Type: AES is selected.

Group Key Update Select the interval during which the group key will be valid. The default value of 1800 is recommended.
Interval:

PassPhrase: \When you select WPA-Personal, WPA2-Personal, or WPA-Auto-Personal, please enter a PassPhrase in the corresponding
field.
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Mode

Access Point

WDS with AP

WDS

Authentication Available

Open System

Shared Key

Open System/Shared Key
WPA-Enterprise
WPA-Personal
WPA2-Enterprise
WPAZ2-Personal
WPA-Auto-Enterprise
WPA-Auto-Personal

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

Open System

Shared Key

Open System/Shared Key
WPA-Personal
WPA2-Personal
WPA-Auto-Personal
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Home > Basic Settings > LAN

D'Link Managed Dualband Access Point

& Home " Tool ~ ™ Configuration ~ <. System BB Logout 1@ Help

0y -32004P | ﬁm ﬁﬂﬂﬁi

-
=-f@#Basic Seftings
= Wireless

Get IP From Static (Manual) B

=

A LAN

'"GAUVSHCEL‘ Settings IP Address 192.168.0.50

- Stans Subnet Mask 255255 255 0
Default Gateway 0.00.0

(__ Apply )

LAN is short for Local Area Network. This is considered your internal network. These are the IP settings of the LAN interface for the
DWL-8200AP. These settings may be referred to as private settings. You may change the LAN IP address if needed. The LAN IP
address is private to your internal network and cannot be seen on the Internet.

Get IP From: Static (Manual) is chosen here. Choose this option if you do not have a DHCP server in your network, or if you
wish to assign a static IP address to the DWL-8200AP. When Dynamic (DHCP) is selected the other fields here
will be greyed out.

IP Address: The default IP address is 192.168.0.50. Assign a static IP address that is within the IP address range of your
network.

Subnet Mask: Enter the subnet mask. All devices in the network must share the same subnet mask.

Default Gateway: Enter the IP address of the gateway in your network. If there isn’t a gateway in your network, please enter an IP
address within the range of your network.
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Home > Advanced Settings > Performance

Managed Dualband Access Point

" DVL-22004P

-

E-f@Basic Settings
ess

® " Configuration ~ 5. System

[ Logout 1% Help

Wireless Band

IEEE&02.11g =

ced Settings Frequency l:l
= her'crmanca Channel 1
-B Grouping
= Multi-S3ID Data Rate Auto -
= Rogue AP
{88 DHCP Senver Beacon Interval (20 - 1000}
s s o 1256
- Status -
Fragment Length (256 - 2346) 2346
RTS Length (256 - 2248) 2345
Transmit Power Full -
Super Mode Disable -
Radio on -
W Enable =
Preamble Short and Long ~

Wireless BIG Mode Mixed -

Antenna Diversity Enable -

IGMP Snaoping Disable ~

Advance Data Rate Settings in 802.11big

Enable Data Rate Control @ Disable © Enable

Data Rate (Mbisec) 1Mb/sec Basic 2Mbisec Basic

5.5Mb/sec | Basic 11Mb/sec | Basic

EMb/sec | Enable 9Mbisec | Enable
12Mb/sec | Enable 18Mbi/sec | Enable
24Mb/sec | Enable 36Mb/sec | Enable
48Mb/sec | Enable S54Mbi/sec | Enable

L Apply ]

By changing radio parameters in the performance section, you can customize the radio network to fit your needs. Performance functions
are designed for more advanced users who are familiar with 802.11 wireless networks and radio configuration.

Wireless Band: Select IEEE 802.11a or IEEE 802.11g from this pull-down menu.
Frequency: Displays the current frequency for the wireless network. The frequency reflects the choice of the wireless band.

Channel: Indicates the channel setting for the DWL-8200AP. The channel can be changed to fit the channel setting for
an existing wireless network or to customize the wireless network. The channel of an 802.11a network may not
be set manually in certain regions (e.g. Europe and USA) in order to comply with DFS (Dynamic Frequency
Selection).
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Data Rate*: The default value is set to “Auto”, which adjusts the base transfer rate depending on the base rate of the connecting
device. The Data Rates are Auto, 6Mbps, 9Mbps, 12Mbps, 18Mbps, 24Mbps, 36Mbps, 48Mbps, 54Mbps.

Beacon Interval Beacons are packets sent by an Access Point to synchronize a wireless network. Specify a Beacon interval value
(20-1000): between 20 and 1000. The default value is set to 100 milliseconds.
DTIM (1-255): (Delivery Traffic Indication Message) - Select a setting between 1 and 255. 1 is the default setting. DTIM is a

countdown informing clients of the next window for listening to broadcast and multicast messages.

Fragmentation The fragmentation threshold, which is specified in bytes, determines whether packets will be fragmented. Packets
Length (256-2346): exceeding the 2346 byte setting will be fragmented before transmission. 2346 is the default setting.

RTS Length This value should remain at its default setting of 2346. If you encounter inconsistent data flow, only minor
(256-2346): modifications to the value range between 256 and 2346 are recommended.

Transmit Power: Choose full, half (-3dB), quarter (-6dB), eighth (-9dB), minimum power.

Super Mode: Super Mode is a group of performance enhancement features that increase end user application throughput in
an 802.11a and 802.11g network. Super Mode is backwards compatible to standard 802.11g devices. For top
performance, all wireless devices on the network should be Super Mode capable. Select either Disabled, Super
Mode without Turbo, Super Mode with Static Turbo, or Super Mode with Dynamic Turbo.

Disabled: Standard 802.11a and 802.11g support, no enhanced capabilities.

*Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead lower actual data throughput rate.

D-Link DWL-8200AP User Manual 34



Super Mode Capable of Packet Bursting, FastFrames, Compression, and no Turbo mode.
without Turbo:

Super Mode Capable of Packet Bursting, FastFrames, Compression, and Static Turbo. This setting is not backwards
with Static compatible with non-Turbo (legacy) devices. Static turbo mode is always on and is only enabled when
Turbo: all the devices on the wireless network are configured with Super Mode with Static Turbo enabled.

Note: Super Mode with Static Turbo is only available for 802.11a.

_Super Mod_e Capable of Packet Bursting, FastFrames, Compression, and Dynamic Turbo. This setting is backwards
with Dynamic compatible with non-Turbo (legacy) devices. Dynamic Turbo Mode is only enabled when all
Turbo: gevices on the wireless network are configured with Super Mode with Dynamic Turbo enabled.

WMM: (Wi-Fi Multimedia) Improves the user experience for audio, video, and voice applications over a Wi-Fi network. WMM
is based on a subset of the IEEE 802.11e WLAN QoS standard.

Preamble The Preamble Type defines the length of the CRC (Cyclic Redundancy Check) block for communication between the
(802.11g only): Access Point and roaming wireless adapters. The default setting is set to “Short and long” Preamble.

Note: High network traffic areas should use the shorter preamble type. CRC is a common technique for detecting
data transmission errors.

Wireless B/G This function allows you to configure the wireless network with IEEE 802.11g only, IEEE 802.11b only, or IEEE
Mode 802.11g with backward interoperability with IEEE 802.11.
(802.11g only):

Antenna This option is enabled by default. When enabled, each radio (5GHz/2.4GHz) will automatically switch to the antenna
Diversity: with the greatest RSSI value. When disabled, each radio will use its main antenna - when facing the AP, 5GHz will
use the right antenna to transmit and receive packets while the 2.4GHz radio will use the left.

Data Rate If you select enable, you will be able to set the AP to transmit only certain data rates.
Control:
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Home > Advanced Settings > Grouping

Managed Dualband Access Point

& Home % Tool ~ ™ Configuration v <. System B Logout  #) Help
® DL-32004P ﬂﬁ ﬁm“mm ﬁﬂlﬂﬁi
E-fiFBasic Settings —_—
i = Wireless ;
. Load Balance -
2 Lan Disable
[ fiAdvanced Setings User Limit (0 - 64) o ]
i Performance (F—
=) Grouping Apply
Julti-35I0
= Rogue AP
& DHCP Server
- Filters
(- [ Status

Load Balance: When Enabled, you allow several DWL-8200APs to balance wireless network traffic and wireless clients among
DWL-8200APs in the network. Assign each access point a different non-overlapping channel (e.g., 1, 6, 11).

User Limit (0-64): Set the User Limit in this field (0-64).
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Enable Multi-SSID:

Enable VLAN
Status:

Enable Priority:
Band:

Index:

SSID:

SSID Broadcast:

Home > Advanced Settings > Multi-SSID

Managed Dualband Access Point

2] Logout

#) Help

Enable Multi-SSID [C] Enable VLAN State [C] Enable Priority
@ both @ 11a @ 11g
Wireless Seftings

Band IEEEZ02 113 ~

Index Primary SSID ~

Wireless Metwork Name (SSID) I:I

g SSID Broadeast Enable

erver

Security None
Ethernet @ LAN1 LANZ
VLAN Tag Mode Manual
VLAN ID | Ethernet Without Tag
Priority 0
WM Enable
Key Settings
Key Type Hex
Key Size 54 Bits

Apply

¥
rimary dlink 11g OFF OFF

When Multi-SSID is enabled, you can configure your SSIDs for either both, 11a only, or 11g only networks.

Check to use a VLAN.

Allows you to prioritize per SSID.
Select the wireless band (IEEE802.11a or IEEE802.119).

You can select up to 7 multi-SSIDs per band, the default multi-SSIDs is the primary, which puts the total to 8
multi-SSIDs per band.

Service Set Identifier (SSID) is the name designated for a specific wireless local area network (WLAN). The SSID’s
factory default setting is dlink. The SSID can be easily changed to connect to an existing wireless network or to
establish a new wireless network.

Select Disable to prevent the SSID name to be broadcast.
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Security: The Multi-SSIDs security can be WPA/WPA2-Enterprise or WPA-Auto-Enterprise only when the Primary SSID’s
security is at the same security level. Also, they must connect to the same RADIUS server.

Ethernet: Select “LAN1” if you wish to configure the network on LAN 1 (PoE). Select “LANZ2” to set up the network on LAN

2.
VLAN ID: Enter the VLAN ID you want to use (0 - 4094)
Key Type: Select HEX or ASCII.

Key Size: Select 64-bit, 128-bit, or 152-bit.

Key: Select the 1st key all the way through the 4th key, to be set as the active key. Enter key here.

When Primary SSID is set to any of
the following security levels:

Multi-SSID can use any of these
security levels:

None

Open System (WEP)
Shared Key (WEP)
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

None

Open System (WEP)
Shared Key (WEP)
WPA-Personal
WPA2-Personal
WPA-Auto-Personal

WPA-Enterprise
WPA2-Enterprise
WPA-Auto-Enterprise

None

Open System (WEP)
Shared Key (WEP)
WPA-Personal
WPA2-Personal
WPA-Auto-Personal
WPA-Enterprise
WPA2-Enterprise
WPA-Auto-Enterprise
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Cipher Type: When you select WPA-Personal, please select AUTO, AES, or TKIP from the pull down menu.

Group Key Update Select the interval during which the group key will be valid. The default value of 1800 is recommended.
Interval:

PassPhrase: When you select WPA-Personal, please enter a PassPhrase in the corresponding field.

Note: If WPA or WPA2 is being used, it will occupy the key space 2 and 3, which will leave key 1 and 4 for other SSIDs to use for
WEP.

When you configure one Multi-SSID, you must click Save to Table and then click Apply to save your settings.
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Home > Advanced Settings > Rogue AP

Managed Dualband Access Point

2] Logout 1% Help

BSS Type
@ APBSS () AdHoc © Both

Band
Fl11a 110 [E11g

Security
ClorFr [CIwer  [ClwpA-Enterprise  [[]WPA-Personal [l WPAZ-Enterprise

[C] wPAZ2-Persona I [CwPaA-Aute-Enterprise [ WPA-Auto-Personal

Rogue AP List

Type CH B3SID Security MODE 381D Add Del

AP List
Type CH BSSID Security MODE SSID Del

Apply

BSS Type: The Basic Service Set Type allows you to select from AP BSS, Ad Hoc, or Both.

Band: Select the type of network (bands 11a, 11b, and 11g) that you would like the AP detection to search on.

Security: Select the Security type (Off, WEP, WPA, or WPA2) that you would like to be consider during AP
detection.

Rogue AP List: This window shows all of the neighbor APs detected, which is based on your criteria from above (BSS Type,
Band, and Security). If the AP is in the same network, or if you know the AP, just click on “Add” to save it
to the AP list.

AP List: This window shows all of the APs that are allowed access on the network.
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DHCP Server > Dynamic Pool Settings

& » .
D-L]nk Managed Dualband Access Point
@ Home " Tool + ™ Configuration ~ <. System |8 Logout 1% Help

. DViL-32004P HHEE m‘nimli ﬁﬁli

-

Bl Basic Settings e

= flireless DHCP Server Control
2 LAN
IZII--{;"A.EIvanced Settings Function Enable/Disable Disable -
----- 2 Performance Dynamic Pool Settings
""" 3 ﬁ;ontilzlgn IP Assigned From |:|
----- 2 Rogue AP The Range of Pool (1-285) b ]
[]"ﬁ' DHCP Server |:|
= Dynamic Pool Setting SR
Static Pool Setting Gateway l:l
=) Current IP Mapping L
- Filters WRE pooo |
- Status DNS pooo ]
Lease Time (50 - 31536000 sec) b ]
Status OFF

Apply

] I G

DHCP Server Dynamic Host Configuration Protocol assigns dynamic IP addresses to devices on the network. This protocol
Control: Simplifies network management and allows new wireless devices to receive |IP addresses automatically without
the need to manually assign new |IP addresses.
Select Enable to allow the DWL-8200AP to function as a DHCP server.

IP Assigned From: Input the first IP address available for assignment in your network.

The Range of Pool Enter the number of IP addresses available for assignment.
(1-255):
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SubMask: All devices in the network must have the same subnet mask to communicate. Enter the submask for the network
here.

Gateway: Enter the IP address of the gateway on the network.

Wins: Windows Internet Naming Service is a system that determines the IP address of a network computer that has
a dynamically assigned IP address.

DNS: Enter the IP address of the DNS server. The DNS (Domain Name Server) translates domain names such as www.
dlink.com into IP addresses.

Domain Name: Enter the domain name of the DWL-8200AP, if applicable. (An example of a domain name is: www.dlink.com.)

Lease Time: The Lease Time is the period of time before the DHCP server will assign new IP addresses.

Status: Turn the Dynamic Pool Settings ON or OFF here.
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DHCP Server > Static Pool Settings

Managed Dualband Access Point

B Configuration = %+ System I]Lngnut 1®) Help

 Too
DL -g2004F RHEE ﬁﬁ“i ﬁﬁmi
B Basic Seftings -

- E] Wireless DHCP Server Control
=‘ Lar . . n
=i Advanced Setings Function EnablefDisable
= Perfarmance Static Pool Settings
8 Grouing Assigned IP [ooo ]
=) MUli-S5ID
=] Rogue AP Assigned MAC Address l:l
= Dynamic Pool Setting Sl
Y Stefic Fool Seting | Gateway poos ]
= Current IP Mapping L )
& Fiers Wins poon ]
= i status ONS poon ]

Status

Apply

¢ | >

DHCP Server Dynamic Host Configuration Protocol assigns IP addresses to wireless devices on the network. This protocol
Control: simplifies network management and allows new wireless devices to receive IP addresses automatically without
the need to manually assign IP addresses.

Select Enable to allow the DWL-8200AP to function as a DHCP server.

Assigned IP: Use the Static Pool Settings to assign the same IP address to a device at every restart. The IP addresses
assigned in the Static Pool list must NOT be in the same IP range as the Dynamic Pool. After you have assigned
a static IP address to a device via its MAC address, click Apply; the device will appear in the Assigned Static
Pool at the bottom of the screen. Edit or delete the device in this list.

Assigned MAC Enter the MAC address of the device here.
Address:
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DHCP Server > Current IP List

This screen displays information about the current DHCP dynamic and static IP address pools. This information is available when you
enable the DHCP function of the DWL-8200AP and assign dynamic and static IP address pools.

& » .
D-Link Managed Dualband Access Point
"J Home = *{ Tool ~ ™ Configuration ~ ste ﬁ] Logout | 1%) Help

. DVWL-82004P i

- %

[]--{s_"Basic -

Settings
Wi Current DHCP Dynamic Pools

Binding MAC Address Assigned IP Address Lease time

sanced Settings
Performance
Grouping Current DHCP Static Pools
Mult-35I0

Rogue AP

DHCP Server

-2 Dynamic Pool Setting
Static Pool Setting
-2 Current IP Mapping L
B[ Filters

[ Status

Binding MAC Address Assigned IP Address

< [l |

Current DHCP These are IP address pools to which the DHCP server function has assigned dynamic IP addresses.
Dynamic Pools:

Binding MAC The MAC address of a device on the network that is within the DHCP dynamic IP address pool.
address:

Assigned IP The current corresponding DHCP-assigned dynamic IP address of the device.
address:
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Lease Time: The length of time that the dynamic IP address will be valid.

Current DHCP Static These are IP address pools to which the DHCP server function has assigned static IP addresses.
Pools:

Bi"d;';%x:\g The MAC address of a device on the network that is within the DHCP static IP address pool.

Assigl(}ed IP' The current corresponding DHCP-assigned static IP address of the device.
address:
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Filters >Wireless MAC ACL

D'Link Managed Dualband Access Point

& Home *{ Tool + ™ cConfiguraion v <. Syste |2 Logout 1@ Help

" DVIL-82004P Iﬂ‘lﬁlﬁii Mﬁg ﬁgl

([l Basic Settings

&-f@FAdvanced Setlings Wireless Band IEEE802.11a ~

=| Performance

= Grouping Access Control Disable -

| Mur=sD MAC Address ] Ay )

=| Rogue AP e
DHCP Server

- Status

Wireless Band: Select IEEE 802.11a or IEEE 802.11g.

Access Control: Select Disabled to disable the filters function.
Select Accept to accept only those devices with MAC addresses in the Access Control List.
Select Reject to reject the devices with MAC addresses in the Access Control List.

MAC Address: Enter the MAC addresses that you wish to include in your filters list, and click Save.

MAC Address List: When you enter a MAC address, it appears in this list. Highlight a MAC address and click Delete to remove it
from the list.
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Filters > WLAN Partition

D'Link Managed Dualband Access Point

9 . ﬁ_' Help

. 0y -B2004P i“l ﬂhl Eﬁimﬂn ﬁﬂliﬁﬁ

& Home " Tool v ™ Configuraion = % System [ Logout

-
[ Basic Settings
- Advanced Settings Wireless Band [EEES02.11a ~
= Performance
Grouping Internal Station Connection Enable
u-550 Ethernet to WLAN Access Enable
= Rogue AP
[ DHCP Server
E-f@ Filters Connection Enabled
- Wireless MAC ACL [ N
-2 WLAN Partition —
- Status

Wireless Band: Select IEEE 802.11a or IEEE 802.11g from the pull-down menu.

Enabling this feature allows wireless clients to communicate with each other. If this is disabled, wireless stations

Internal Station
of the selected band are not allowed to exchange data through the access point.

Connection:

Enabling this feature allows Ethernet devices to communicate with wireless clients. If this is disabled, all data
from the Ethernet to associated wireless devices is blocked. Wireless devices can still send data to the Ethernet

devices.

Ethernet to WLAN
Access:
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Home > Status > Device Information

D-Link

Managed Dualband Access Point

f__\ Home "i Tool -

'.: DWL-82004P

- Basic Settings
El-fi@Advanced Settings
Performance
Grouping
Multi-SSID

Regue AP

@ DHCP Server
E-{@@ Filters

: Vireless MAC ACL
VLAM Partition

B Status

: Device Information
Client Information
WDS Information

- Stats

; Log

® " Configuration ~

e System

ﬁ] Logout

1®) Help

. .

Ethernet

GetIP From

IP Address

Subnet Mask
Gateway

Wireless (802.11a )
SSID

Channel

Super Mode

Data Rate

Security Level
Wireless (802.11blg )
SSID

Channel

Super Mode

Data Rate

Security Level

AP Status

CPU Utilization
Memary Utilization

Ethernet MAC Address:
WLANMD MAC Address

WLAM1 MAC Address :

Firmware Version: v2.10

00:1e:58:71:69:30

Primary : 00:1e:58:71:69:30
Secondary: 00:1e:58:71:69:31 ~ 00:1e:58:71.69:37
Primary : 00:1e:58:71:69:38
Secondary: 00:1e:58:71:69:39 ~ 00:1e:58:71:69:3f

Manual
192.168.0.50
255.255.255.0
0.0.0.0

dlink

40

Disabled

Auto

Open System / Encryption Disabled

dlink

1

Disabled

Auto

Open System / Encryption Disabled

8%
41%

Device This window displays the configuration settings of the DWL-8200AP, including the firmware version and device
Information: MAC address. It also displays WLAN information for both the 802.11a and 802.11g wireless networks.
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Client Information

D'Link Managed Dualband Access Point

& Home < Tool ~ ™ Configuration ~  <.: System |2 Logout | 1®) Help

" DVL-82004P i :

a Wﬂ

([ Basic Settings e —

Bl Advanced Setfings 0
& Performance

& Grouping |

-2 Muti-35ID

MAC Band Authertication gignal | Fower Saving
Mode

-~ Rogue AP

[1-fi DHCP Server

El-fi@ Filters
W

-2 Device Information
= ient Informaticn
-2 WDS Information
B Stats

E-f Log

Client This window displays the wireless client information for clients currently connected to the DWL-8200AP.
Information:

The following information is available for each client communicating with the DWL-8200AP.

SSID: Displays the SSID the client is connected to.
MAC: Displays the MAC address of the client.

Band: Displays the wireless band the client is connected on.

Authentication: Displays the type of authentication being used.
Signal: Displays the strength of the clients signal.

Power Saving Displays the status of the power saving feature.
Mode:
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WDS Information

D'Linl( Managed Dualband Access Point

& Home ™ Tool ~ ™ Configuraion ~ <. Syste [#] Logout  1®) Help

. nyL-32004P m‘nﬁ |iﬁﬂiﬂﬂi
c e —

il Basic Settings — -
[]"ﬁ'Ad'v'anCEd Settings \WDS Information 0

= Performance s3I0 | MAC | Band]  Authentication | Signal | Channel |
= Grouping
= Multi-SSID

= Rogue AP

-l DHCP Server

E-{@ Filters

Vireless MAC ACL
VLAMN Partition

Bl Status
-2 Device Information
lient Information
WDS Information

=-fjl Log

SSID: Displays the SSID the client is connected to.
MAC: Displays the MAC address of the client.

Band: Displays the wireless band the client is connected on.

Authentication: pjsplays the type of authentication being used.

Signal: Displays the strength of the clients signal.

Channel: Displays the wireless channel being used.
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Stats > WLAN 802.11a Statistics

Home % Tool ~ ™ configuration ~ . System [ Logout %1 Help
'.: DWL-8200AP m‘l ﬂhl ﬁna “ﬂ ;ﬁﬁﬁ ﬁiiiliilﬁi
- Basic Settings -
E-fi@ Advanced Settings
= Performance Throughput
Grouping Transmit Success Rate 100 %
Mul-S2D Transmit Retry Rate 2 %
. Rogue AP . Receive Success Rate 0 %
[EI{E 'E)I:?;: Senver Receive Duplicate Rate 0 %
Wirsless MAC ACL RTS Success Count 0
WLAN Partition RTS Failure Count 1
El--{‘i"status Transmitted Bytes Count 47938
= Device Information Received Bytes Count 0
Clignt Information Transmitted Frame Count
=1 WDS Information Transmitted Frame Count 710
- Stat;hernet Multicast Transmitted Frame Count 45
: CLAN 302 114 Transm?ﬂed Error Count 0
LB WLAN 802.11G Transmitted Total Retry Count 21
[]"'G Log Transmitted Multiple Retry Count 21
Received Frame Count
Received Frame Count 0
Multicast Received Frame Count 0
Received Frame FCS Error Count 1
Received Frame Duplicate Count 0
ACK RCV failure Count 42
Wep Frame Error Count
WEP Excluded Frame Count 0
WEP ICV Error Count 0

Managed Dualband Access Point

WLAN 802.11a This page displays statistics for data throughput, transmitted and received frames, and WEP frame errors for
Traffic the 802.11a wireless network.
Statistics:
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Ethernet Traffic Statistics

D'Link Managed Dualband Access Point

# Home *{ Tool = ™ Configuraion ~ 5. System [2] Logout 1% Help

. CvL-5Z00AP Eiﬁﬁﬁﬂ Iﬁﬁﬁ ﬁiiiliilﬁﬁ
£ -

- [jl Basic Settings

- Advanced Settings
----- 2 Performance Ethernet0 Transmitted Count
----- 2 Grouping Transmitted Frame Count 1662
Mult-55I0 Transmitted Bytes Count 44948
Roguz 47 Ethernet0 Received Count
[]G E:?ecrsp Server Received Frame Count 1430
Wireless HAC ACL Received Bytes Count 115466
= WLAN Partition Ethernet1 Transmitted Count
B Status Transmitted Frame Count 0
----- = Device Information Transmitted Bytes Count 0
= Client Information Ethernet1 Received Count
""" & WDS Information Received Frame Count 0
B Stats Received Bytes Count 0
Ethernet
LAN 802114
NLAN 802.11G
[

WLAN 802.11a This page displays statistics for data throughput, transmitted and received frames, and WEP frame errors for
Traffic the 802.11a wireless network.
Statistics:
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WLAN 802.11g

Stats > WLAN 802.11g Statistics

D-Link

Managed Dualband Access Point

fj Home "i Tool -

" DVWL-82004P

- Basic Settings

E-f@ Advanced Settings

- Performance
Grouping
Mutti-SSID

Rogue AP

-fill DHCP Server
B Filters

Vireless MAC ACL
WLAN Partition

B @ Status
Device Information
Client Information
WDS Information
@ Stats

= Ethernet
VWLAN B02.11A
WLAN 802.11G
B-fill Log

™ Configuration ~ 5. System

2| Logout  1®) Help

| WLAN 802.11G Traffic Statisties |

Throughput

Transmit Success Rate
Transmit Retry Rate

Receive Success Rate

Receive Duplicate Rate

RTS Success Count

RTS Failure Count

Transmitted Bytes Count
Received Bytes Count
Transmitted Frame Count
Transmitted Frame Count
Multicast Transmitted Frame Count
Transmitted Error Count
Transmitted Total Retry Count
Transmitted Multiple Retry Count
Received Frame Count
Received Frame Count

NMulticast Received Frame Count
Received Frame FCS Error Count
Received Frame Duplicate Count
ACK RCV failure Count

VWVEP Frame Error Count

WEP Excluded Frame Count
WEP ICV Error Count

74 %
0 %
0 %
0 %

1128
62049

1128

1219

This page displays statistics for data throughput, transmitted and received frames, and WEP frame errors for

Traffic the 802.11g wireless network.

Statistics:
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SubMask: Enter the subnet mask here.

Gateway: Enter the IP address of the gateway on the network.

Wins: Windows Internet Naming Service is a system that determines the IP address of a network computer with a
dynamically assigned IP address, if applicable.

DNS: Enter the IP address of the Domain Name Server, if applicable. The DNS translates domain names such as
www.dlink.com into IP addresses.

Domain Name: Enter the domain name of the DWL-8200AP, if applicable.

Status: This option turns the Static Pool settings ON or OFF.
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Log > View Log

D-Link

Managed Dualband Access Point

Home " Tool ~ ™ Configuraton + & Logout

. 0yL-22004P

- Basic Settings
E-f@Advanced Settings Total Log: 5
Perfurr”ance Time Type Message
Grouping
2 Multi-sSD WED OCT 08 14:20:04 | System  |-AP warm start with ffw version: v2.10
Rogue AP 2008
ﬁ DHCP Sarver WED OCT 08 14:20:06 Maotice  |~Ethernet AE1 LINK DOWN
- Filters 2008 _
B Wirsless MAC ACL WED OCT 08 14:20:11 | Wireless  |-WLAND Mormal AP ready
2 WLAN Partition 2008 .
H--G'Status WED OCT 08 14:20:16 | Wireless  |-WLANY Mormal AP ready
-2 Device Information 2008 -
= client Information WED OCT 08 14:20:44 System  |-Web login success from 192.168.0.98
WDS Information 2008

@ Stats

i 2 Ethernet

WLAN 802114
2 WLAN 802.11G

B view Log
-2 Log Settings

View Log: The log displays system and network messages including a time stamp and message type.
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Log > Log Settings

D'Link Managed Dualband Access Point

& Home % Tool ~ ™ Configuration ~ .. System [ Logout | 1®) Help

2 DUNAZ0AP %
[

-
- Basic Settings

El f@Advanced Settings Log Setlings
-2 Performance

2 Grouping Log Server/ IP Address l:l

& Mult-S5ID
B Rogue AP Log Type System Activity

- DHCP Server Wirgless Activity

=i Filters
ireless MAC ACL Natice

LAN Parttion -
= fiFStatus SMTP Settings

- Device Information
: SMTP
- Client Information ! [ Enable

B WDS Information SWTP Server / IP Address ]

SMTP Sender [ |

SMTP Recipient [ |

Apply

i il ol

2 Log Settings

Log Settings

Log Server /IP Enter the IP address of the server you would like to send the DWL-8200AP log to.
Address:

Log Type: Check the box for the type of activity you want to log. There are three types: System, Wireless and Notice.
SMTP Settings

SMTP: Check the box to enable SMTP.

SMTP Server /IP Enter the IP address of the SMTP server.
Address:

SMTP Sender: Enter the e-mail address of the SMTP sender.

SMTP Recipient: Enter the e-mail address of the SMTP recipient.
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Tool Menu

The DWL-8200AP Tool menu gives access to the Administrator settings, the Firmware and SSL Certification upload menu, the device
configuration file settings, and SNTP settings.

D'Link Managed Dualband Access Point

& Home  , .ow - . g, ste B Logout
Administrator Settings

T .

- DWL-E200A] | Firrware and SSL Certification Upload|etting

]'"?E'aSiCS il Configuration File
|- Advance @9

== Grouh
- Multi-

1#) Help

[ ]

-2 Rogue AP System Activity
21§ DHCP Server Wireless Activity
» AC Notice
IEI--G'StatLIS SMTP Settings
-2 Device Information STR ] Enable

-2 Client Information
2} WDS Information SMTP Server /[P Address ]
e ot SIITP Sender | |

LAN 802.11A SMTP Recipient |

Apply )

et ____§

Log Settings

The DWL-8200AP Tool menu gives access to the Administrator settings, the Firmware and SSL Certification upload menu, the
device configuration file settings, and SNTP settings.
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Administrator Settings

Managed Dualband Access Point

%) Help

= Configuration - YS 2] Logout

. DVL-8200AP

-

=-f# Basic Settings
=@ Advanced Ssttings Limit Administrator
: 2 Performance

= Grouping Administrate AP with WLAMN Enable
[ 3} ::g::i{z Limit Administrator VID [C] Enable
| -8 DHCP Server Limit Administrator IP [C] Enable
B Cliiers IP Rangs From: [ | To: | ] a

Wireless MAC ACL
IP Range List

D From Delete

- Status

= Devwice Information

Login Sethiings
User Name
Old Password I:l
Mew Password [
Confirm Mew Password [

Console Seltlings

Status Enable
Consele Protocol @ Telnet © sSH

| |
)

Timeout 3 Mins -

Status [ Enabie

Public Community String
Private Community String

Trap Status Enable
Trap Server IP
Trap Type System Trap

Wireless Trap

Ping Control Setting
Status Enable

Apply )

Login Settings

User Name: Enter a user name. The default is admin.
Old Password: When changing your password, enter the old password here.
New Password: When changing your password, enter the new password here.

Confirm New Confirm your new password here.
Password:

D-Link DWL-8200AP User Manual



Console
Settings

Status: Status is Enabled by default. Un-check the box to disable the console.

Console Select the type of protocol you would like to use, Telnet or SSH.
Protocol:

SNMP Settings

Status: Status is Enabled by default. Un-check the box to disable the SNMP functions.

Public Enter the public SNMP community string.
Community
String:

Private Enter the private SNMP community string.
Community

String:
Trap Status: Check the box to enable the trap status.

Trap Server IP:  Enter the trap server IP address. This is the IP address of the SNMP manager to receive traps sent from the
wireless access point.

Trap Type: Select System Trap or Wireless Trap.

Ping Control
Settings

Status: Check the box to enable the Ping Control Settings status.
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Firmware and SSL Certification Upload

D'Link Managed Dualband Access Point

& Home % Tool ~ ™ Configuraion + 3 2| Logout  1®) Help

-
- [ Basic Settings
B[ Advanced Seftings Update Firmware From Local Hard Drive

B Status Firmware Version: v2.10

Upload Firmware From File :

Update S5L Certification From Local Hard Drive

Upload Certificate From File

Upload Key From File :

Upload After downloading the most recent version of firmware for the DWL-8200AP from http://support.dlink.com to your
Firmware |ocal computer, use the Browse button to locate the firmware file on your computer. Click Upload to update the
firmware version.

Upload SSL Click Browse to locate the SSL Certification file on your local computer. After selecting and opening the file, click
Certification: Upload to upload the file to the DWL-8200AP.
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Configuration File Upload and Download

Managed Dualband Access Point

D-Link

# Home *{ Tool ~ ™ Configuration ~ 5. System [2] Logout 1%) Help

" DWL-82004P ﬁﬂiﬂﬂllﬁﬂﬂﬂ E"ﬁ | |E|ﬂiﬂ iﬂﬂ Dﬂ“ﬂlﬂiﬂ

-
B[ Basic Settings
---ﬁAdvanced Settings Upload Configuration File
- Status

Upload

Upload File :

Download Configuration File

Load settings to Local Hard Drive

Upload File: Click Browse to locate a previously saved configuration file on your local computer. After selecting the file, click
Upload to apply the configuration settings to the DWL-8200AP.

Download Click Download to save the current DWL-8200AP configuration to your local computer.
Configuration

D-Link DWL-8200AP User Manual



Configuration File > Upload

Choose file

When you click Browse on the Upload screen, a dialog box appears.
Select the file you wish to download and click Open. Look n: [(&F Deskion [ | ok B3
B @My Docurnents
L\b :ﬂ My Computer
My Recent ‘QMV Metwork Places

Documents

Deskiop

3

My Documents

&

My Computer

@

by Metwork, File name:
Places

[fle

j Open |
j Cancel

Files of type: | 4l Files 7]

Managed Dualband Access Point

Click Restart for the settings to take effect. When prompted, click OK,
2

and the device will restart. Please wait for a few seconds. e T Tt "
. DiL-G2004P ﬁiiiii ﬁiiiliii

-
[ Basic Settings
- Advanced Settings Apply Settings and Restart

[ Status

Restare o Factary Default Settings

Microsoft Internet Explorer

\?} Device will reboot and web will be disconnected! Continue?

62
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D-Link

Tool > SNTP

Managed Dualband Access Point

f'_\ Home ":i Tool -

. nyyL-82004P
-

+- [ Basic Settings
-l Advanced Settings
- Status

= Configuration ~

|2 Logout 1@ Help

SNTPINTP Information
SNTPNTP Server IP

SNTP/NTP Time Zone Londan

Local Time

SNTPINTP Setting

SNTPINTP Server IP [
SNTP/NTP Time Zone

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon, London =
Daylight Saving Time [T Enable

(GMT) Greenwich Mean Time : Dublin, Edinburgh, Lisbon,

Apply )

SNTP/NTP Displays the current SNTP/NTP settings.

Information:

SNTP/NTP Enter the SNTP/NTP server IP address.

Server IP

SNTP/NTP Select your correct Time Zone.
Time Zone:

Daylight Saving Check the box to Enable Daylight Saving Time.

Time:
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System > System Settings

Managed Dualband Access Point

D-Link

& Home ¥ Tool ~ ™ Configuration ~ <. System [2] Logout  1®) Help

" DWL-82004P ﬁiﬁm ﬁﬁliﬂi

-

[l Basic Settings - _
Apply Settings and Restart

-l Advanced Seftings
- Status

Restore to Factory Default Settings

Click Restart to restart the DWL-8200AP.
Click Restore to restore the DWL-8200AP back to factory default settings.

64
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Help

Home

Advanced Settings

Performance
Yfou can customize the network radio to fit your needs by tuning radio parameters in performance section. Perfarmance functions
are designed for advanced users who are familiar with 802.11 wireless networks and radio configuration.

Wireless Band
IEEE 802.11q is supported.

Frequency
The operation frequency display will change according to the channel selected.

Channel
By default, the AP is set to Auto Channel Scan. The channel can be changed to fit the channel setting for an existing wireless
network or to customize the wireless network.

Data Rate
Indicate the base transfer rates based on the speed of wireless adapters on the wireless local area netwark (WLAN). The default
value is set to "Auta” which adjusts the base transfer rate depending on the base rate of the connecting device.

Beacon Interval {20-1000)
Beacons are packets sent by an access point to synchronize a wireless network. Specify a Beacon interval value between 20
and 1000. The default value is set to 100 milliseconds.

DTIM {1-255)

DTIM Interval specifies the number of AP beacons between each Delivery Traffic Indication Message (DTIM). It informs
associated stations of the next window for listening to broadcast and multicast messages. You can specify a DTIM value range
from 1 to 255, The AP will send the next DTIM with specified DTIM value to stations if there is any buffered broadcast or
rulticast message. Stations hear the beacons and get ready to receive the broadcast or multicast messages. The default value
for OTIM interval is 1.

Fragment Length (256-2346)

The default value is 2346 for fragmentation. By fragmenting packets into shorter fragments, the time spent on re-transmissions
can be reduced if the packet error rate is high. However, unnecessary short fragment length will result in poor performance due to
lowy transmission efficiency.

RTS Interval {1-2346)

The default value for request to send (RTS) threshold is 2346, With smaller RTS length value, the wireless network can recover
from inteference and collisions quicker since more RTS packets are transmitted. However, more RTS packets also consume
more bandwidth, which leads to low throughput. Thus, small RTS Length value is only recommended far heavy loading network ar
high electramagnetic wireless interference.

Help: Scroll down the Help page for topics and explanations.
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AP Manager Il

AP Manager Il is a convenient software tool used to manage the configuration of your wireless network from a central computer. With AP
Manager Il there is no need to configure devices individually.

AP Manager Il allows you to configure AP settings, update the firmware, and organize and sort your APs into manageable groups.

Please see the AP Manager Il User Manual included on the CD for system requirements, installation considerations, and information

on the software functionality.

& AP Manager II
Syskem  Miew  Help

DO E® 20 GE

- - All Space
D —
+ |_] Group

+ |_] MultiConfiguration
+ |_] Fault Manage

AccessPoint Report

1

= D Repork
D Association Lagend
D Security
[ Utilization un-manage [
|_] channel
AecassPoint |Statim| Report J Moadel Report J EBand Feport J
Station Detail
MAC dddress | IP dddress | Band | dosthentication RS SSID Porwrer Save Mode
2007-06-29 09:49:16 FTP Server started on port 21.
2007-06-29 09:49:16 Trying to register for traps on port 162
2007-06-29 09:49:16 SnmpTrap initializtion success!
Read Logllser admin
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Networking Basics
Using the Network Setup Wizard in Windows® XP

In this section you will learn how to establish a network at home or work, using Windows® XP.

Note: Please refer to websites such as http://www.homenethelp.com
and http://www.microsoft.com/windows2000 for information about networking computers using Windows® 2000.

Go to Start > Control Panel>Network Connections
Select Set up a home or small office network

When this screen appears, click Next. Network Setup Wizard

Welcome to the Network Setup
Wizard

Thiz wizard will help you zet up thiz computer o run on your
network, Wit a network pou car:

Share an Intermet connection

Set up Internet Connection Firewall
Share fileg and folders

Share a printer

* * * ¥

To continue, chick Mest.

Meut » |[ Cancel ]
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Please follow all the instructions in this window:

Click Next.

In the following window, select the best description of your computer. If your
computer connects to the internet through a gateway/router, select the second
option as shown.

Click Next.

Hetwork Setup Wizard

Befare pou continue. review the thecklist for cresting & network.
Then, complete the following steps:

= Install the netwaork, cards, modems, and cables.

= Turn on all computers, prinkers, and external modems.

= Connect to the Internet.

Wwihern you click Mest, the wizard will search for a shared Intermet connection on pour netwark.

Before you continue.__

< Back “ MHest = ] [ Cancel

Metwork Setup Wizard

Select the statement that best describes this computer:

() This computer connects directly ta the Intemet. The other computers an my netwark. connect
to the Intermet through this computer.

Wiew an example.

(®) Thiz computer connects ta the |nternet through another computer on my network or through
a residential gateveay.
Wiew an example.

Oillither

Learn mare about horme ar zmall office netwark, configurations.

Select a connection method.

< Back ” Mest = ][ Cancel
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Enter a Computer description and a Computer name (optional).

Click Next.

Enter a Workgroup name. All computers on your network should have the

same Workgroup name.

Click Next.

Network Setup Wizard

LComputer description: | Iary's Computer |

Examples: Family Room Computer or Monica's Computer

Computer name: | Office |
Examples: FAMILY or MOMICA

The current computer name i Office

Learn mare about computer names and descriptions.

Give thiz computer a description and name.

¢ Back " Mext » ][ Cancel

Network Setup Wizard

Hame your network.

Mame your netwark. by specifying a warkgroup name below. All computers on yaur netwark.
should have the zame workgroup name.

Wworkgroup name: Accounting
Examples: HOME aor OFFICE

% Back ” Mext = l’ Cancel
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Enter a Computer description and a Computer name (optional).
Give this computer a description and name. %
Click Next.

LComputer dezcription: | Mary's Compuier |

Examples: Family Boom Computer or Monica's Computer

Computer name: | Office |
Examples: FARMILY ar MOMNICA

The cunent computer name iz Office

Learn more about computer hames and descriptions.

< Back ” Mest » l[ Cancel

Network Setup Wizard
Enter a Workgroup name. All computers on your network should have
the same Workgroup name. Name your network. .%

Click Next.

M arne your network, by specifuing a work.group name below, All computers on pour network,
ghould have the zame workgroup name.

Wwiorkgroup name; Accounting
Exarples: HOME ar OFFICE

< Back “ Mest » ][ Cancel ]
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Please wait while the Network Setup Wizard applies the changes.

Network Setup Wizard

Ready to apply network zettings...

The wizard will apply the following settingz. This procezs may take a few minutes to complete
and cannot be intermupted.

Settings:
MHetwork settings: ~
Computer dezcription: Mary's Computer
Computer name: Office
whorkgroup narnne: Accounting
The Shared Documents folder and any printers connected to this computer have been
shared.
w

To apply these settings, click Mest.

l < Back ” Mest = ]l Cancel ]

When the changes are complete, click Next.

Network Setup Wizard

Please wait while the Network Setup Wizard configures the computer. Pioase wal
This may take a few minutes.

Fleaze wait whilz the wizard configures this computer for home or small office netwaorking, This
process may take a few minutes.

. B

D-Link DWL-8200AP User Manual 71



In the window below, select the option that fits your needs. In this
example, Create a Network Setup Disk has been selected. You will
run this disk on each of the computers on your network. Click Next.

Insert a disk into the Floppy Disk Drive, in this case drive A.

Click Next.

Network Setup Wizard
You're almost done...

i 'ou need to un the Mebwork, Setup YWWizard once on each of the computers an pour
\\) network. To run the wizard on computers that are not running Windows *P, you can use
the wWindows %P CD or a Metwork Setup Dizgk,

w'hat do pou want to do?

(#)iCreate a Metwark Setup Digld

() Uze the Metwork Setup Disk | already have
() Uge my Windows %P CD

() Just finish the wizard: | don't need to mn the wizard on other computers

Network Setup Wizard

Inzert a disk the into the following disk drive, and then click Nest.

3 Floppy &)

If you want ta format the dizk, click Format Disk.

< Back “ Mest> |
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X]

Copying...

9 -

Flease wait while the wizard copies files. ..

[ ) Zancel |

Please read the information under Here’s how in the screen below. After you complete the Network Setup Wizard you will use the
Network Setup Disk to run the Network Setup Wizard once on each of the computers on your network. To continue click Next.

Network Setup Wizard
To run the wizard with the Network Setup Disk...

= - Complete the wizard and restart this computer. Then, uze the Nebwork Setup Dizgk to wn
\1‘) the Metwark, Setup Wizard once an each of the other computers an vour netwark.

Here's how:

1. Inzert the Metwork Setup Dizk into the nest computer you wank bo network.
2. Open My Computer and then open the Hetwark, Setup Disk.
3. Double-click "netzetup.”

< Back ]l Mest: Cancel
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Please read the information on this screen, then click Finish to complete _
the Network Setup Wizard. hietwork. Setup Wizard

Completing the Network Setup
% Wizard

You have successfully zet up thiz computer for home or zmall
affice netwarking.

For kelp with home or small office networking, see the
following topics in Help and Support Center:

+ Using the Shared Documents folder
+ Shanng ilez and folders

Ta zee ather computers an your netwark, click Start, and then
click My Metwaork Places.

To cloge this wizard, click Finizh,

¢Back || Finish

The new settings will take effect when you restart the computer. Click
Yes to restart the computer. System Settings Change X

€ ,  Youmusk restart your computer before the new settings will take effect,
ol
Do wou wank to reskark vour computer now?

tes d [ Mo

You have completed configuring this computer. Next, you will need to run the Network Setup Disk on all the other computers on your
network. After running the Network Setup Disk on all your computers, your new wireless network will be ready to use.
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Naming Your Computer

To name your computer in Windows® XP, please follow these

e Click Start (in the lower left corner of the screen).
* Right-click on My Computer.

Select Properties and click.

e Select the Computer Name Tab in the System Properties window.

* You may enter a Computer Description if you wish; this field is
optional.

* To rename the computer and join a domain, Click Change.

4 Internet
Internet Explorer
] E-mail
d Cutlook Express

ﬂ Zommand Prompt

__-_} My Documents
5 My Recent Documents
j} My Pictures

_;'3: My Music

»

I
‘3 M5 Explarer SF My Computer
Open

q- My Network  Explore

® Windows Media Player Search

W

@ Windows Movie Maker
'@ Tour Windaows 5P

& Control Panel|  Manage

Map MNetwark Drive. ..
st Disconnect Mebwork Drive, ..
}‘idg Printers and - Show on Deskiop

s | Files and Settings Transfer Fename

Wizard @) Help and sup) [T

System Properties

| Syztem Restore { Automatic pdates || Remote

General [} ComputerMame i Hardware [  Advanced

Wiindoves uzes the folloving information to identify pour computer
on the network.,

Cormputer description:

For example; "Fitchen Computer or “Mary's
Computer",

Full computer name:  Office

‘wiorkgroup: Accounting

To uze the Network, [dentification Wizard to join a Metwark 1D
domain and create a local uzer account, click MNetwork, —

ID.

Torename thiz computer or join 2 domain, click. Change.
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e In this window, enter the Computer name.
* Select Workgroup and enter the name of the Workgroup.

e All computers on your network must have the same Workgroup

name.

* Click OK.

Computer Mame Changes

'ou can change the name and the membership of thiz
computer. Changes may affect access to network resources.

LComputer name:
Office |

Full computer name:

Office

More. .

tember of

() Domain:

() 'Work group:
| Accounting ‘

OK |[ Cancel ]

Checking the IP Address in Windows® XP

The wireless adapter-equipped computers in your network must be in the same IP Address range (see Getting Started in this manual
for a definition of IP Address Range.) To check on the IP Address of the adapter, please do the following:

* Right-click on the Local Area Connection icon in the task bar.

e (Click on Status.

Disable

Fepair

Yiew gvailable Wireless Nebwarks

Cpen Mebwork, Connections
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This window will appear:

e Click the Support tab.
* Click Close.

Wireless Hetwork Connection 7 Status

General | Suppart |

2)X

Internet Protocal [TCPAR]
Address Type:

IP &ddress:

Subnet Mazk:

Default G ateway:

Azzigned by DHCP
192168.0.114
2h5.255.250.0

192.168.0.1

Detailz...

Cloze
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Assigning a Static IP Address in Windows® XP/2000

Note: DHCP-enabled routers will automatically assign IP addresses to the computers on the network, using DHCP (Dynamic Host
Configuration Protocol) technology. If you are using a DHCP-capable router you will not need to assign static IP addresses.

If you are not using a DHCP capable router, or you need to assign a static IP address, please follow these instructions:

e Go to Start.

e Double-click on Control Panel.

e Double-click on Network Connections.

; B control Panel
I@ Tour Windows XP

‘;j; Printers and Faxes
s Files and Settings Transfer
o Wizard

9) Help and Support

w Paint
o4 search

all Programs p T Run...
ﬁ| Log OFf | G) | Turn OFF Computer

s start

B Control Panel

File Edit Yiew Favorites Tools  Help

\J Back \‘) II ;) Search I‘-_ Folders v

address [ contral Panel

f%. Accessibility Options

E" Control Panel 2 2 dd Haldware
a’j.qdd or Remove Programs

G» Switch to Category Yiew 4l Adrinistrative Tools

See Also

& windows Update
) Help and Support

& Game Controllers

B nternet options

@ Kevboard

) Mouse

L Network Connections
s,PhUne and Modem Cptions
B Power Cptions

“Prinkers and Faxes

9 Regional and Language Options
(=% Scaniners and Cameras
“)5cheduled Tasks

@, sounds and Audio Devices

i, Taskbar and Start Menu
€ User Accourts
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* Right-click on Local Area Connections.

e Double-click on Properties.

File Edit Wiew Favorites Tools  Advanced  Help

eBack % _j l" )T)Ssarch (_ Folders '

Address |Q_ Metwork Connections

* Click on Internet Protocol (TCP/IP).
e Click Properties.

e |nput your IP address and subnet mask. (The IP addresses on your
network must be within the same range. For example, if one computer
has an IP address of 192.168.0.2, the other computers should have
IP addresses that are sequential, like 192.168.0.3 and 192.168.0.4.
The subnet mask must be the same for all the computers on the
network.)

o] Mame

Network Tasks LAN or High-Speed Internet

[&] create anew AT—
connection | Disable
_'_-‘] Set up a home ar small Status
~ office network

@ Disable this network
device EBridge Connections

R Repair this connection

Repair

reate Shorteut
@i Rename this connection Delete
E Wiew status of this Rename
cannection -

Change settings of this
connection

Properties

Other Places

[ control Panel il
%d My Mebwork Places

(L} My Documents

» My Computer

Details e

ﬂ Yigw or change settings Far this connection, such as adapter, protocal, or modem configur)

- Local Area Connection 7 Properties |E|r>__(|

General | Advanced |

Connect using:

‘ BE  D-Link DWL-AB50 ‘

This connection uzes the following items:
g Cligrt for Microgoft Metwaorks

gFile and Printer Sharing for Microsoft Metworks
45l o5 Packet Scheduler

Internet Protocoal
Description

Transmizsion Contral Protocol/Intermet Pratocal. The default
wide area netwark pratocal that provides communication
across diverse interconnected networks.

[ Show icon in notification area when connected

oK ] [ Cancel
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* Inputyour DNS server addresses. (Note: If you are entering a DNS
server, you must enter the IP address of the default gateway.)

The DNS server information will be supplied by your ISP (Internet Service

Provider.)

* Click OK.

Internet Protocol (TCP/IP) Properties

General |

‘r'ou can get IP settings assigned automatically if your network. supports
thiz capability. Othenwize, you need to ask your network. administrator for
the appropriate [P settings.

(7 Obtain an IP address automatically
(&) Use the following P address:

IF address: 182 01688 . 0 . B2

Subnet mask: 285,255 .285. 0

Drefault gateweay: 192 .1688. 0 . 1
Obtain DMS server address autoratically

(%) Use the following DMNS server addresses:

Preferred DNS server: | 192 168, 0 .1

Alternate DMNS server: I:I

Assigning a Static IP Address in Macintosh® OSX

* (Go to the Apple Menu and select System Preferences.

¢ (Click on Network.

System Preferences

« Ha@ @

Show All  Displays Sound Network Startup Disk

Personal

m ML | e B @

Desktop Dock General International Login Screen Saver Universal
Access

Hardware

G & ¢ m 8§ A

ColorSync Displays Energy Saver Keyboard

Q =

Internet QuickTime Sharing

Internet & Network

System

2 & @ ¢ 8 2

Classic Date & Time Software Speech Startup Disk Users
Update
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e Select Built-in Ethernet in the Show pull-down menu.

e Select Manually in the Configure pull-down menu.

e |nput the Static IP Address, the Subnet Mask and the Router IP
Address in the appropriate fields.

e Click Apply Now.

‘806 Network =
« 220 0O
Show All D;spla;'; Sound MNetwork Startup Disk
Location: =~ Automatic ?1
Show: _ Built-in Ethernet '
¢ k|
oxies
Manually using DHCP Router
Configure  Using DHCP
Using BootP
~ame Servers (Optional)
IP Address:
(Provided by DHCP Server)
Subnet Mask: 255.255.255.0
Router: 192.168.0.1 Search Domains (Optional)
DHCP Client ID:
(Optional)
Example: apple.com, earthlink.net
Ethernat Address:
@& a s
(8 Click the lock to prevent further changes. Y Nov
‘86 Network (=]
“« = @ E
hbod Vi =
Show All Displays Sound Network Startup Disk
Location: = Automatic _31
Show: | Built-in Ethernet ‘.
freppp Y perot | AppleTalk | Proxies |
Configure: = Manually ﬁ
Domain Name Servers (Optional)
IP Addrass:  192.168.0.2
Subnet Mask: 255.255.255.0
Router 102.168.01 Search Domains (Optional)
Example: apple.cam, earthlink.nat
Ethernet Address: 00:09:93.75:de:5a
% 's Y
@ Click the lock to prevent further changes. "_Apply Now
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e Click Apply Now.

e The IP Address, Subnet mask, and the Router’s IP Address will

appear in a few seconds.

Checking the Wireless Connection by Pinging in Windows®

F-Xs) Network

w =A@ O

Show All Displays Sound Netwerk Startup Disk

Location: | Automatic

Show: | Built-in Ethernet Ea)

ey Y pproe | AppleTalk | Proxies |

Configure: | Using DHCP

IP Address: 192.168.0.160
(Provided by DHCP Server)

Subnet Mask: 255.255.255.0

Router: 192.168.0.1

DHCP Client ID:
(Optional)

Ethernet Address: 00:06:96:79:de:5a

f@) Click the lock to prevent further changes.

Domain Name Servers (Optionaly

Example: apple.com, earthlink.net

Go to Start > Run > type emd. A window similar to this one will appear. Type ping xxx.xxx.xxx.xxx, where xxx is the IP address of the

wireless router or access point. A good wireless connection will show four replies from the wireless router or access point, as shown.

) oft Window
Gy Copyright 19

y From
1y from
y from
From

d

Ims .

F:sDocuments and

P [Wersion 5.1.2600]
2081 Microsoft Corp.

lab4>ping 192 .168.68.58

trip t
Max imum

Settings~lahd>_
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Troubleshooting

This Chapter provides solutions to problems that can occur during the installation and operation of the DWL-8200AP Wireless Access Point.

We cover various aspects of the network setup, including the network adapters. Please read the following if you are having problems.

Note: It is recommended that you use an Ethernet connection to configure the
DWL-8200AP .

1. The computer used to configure the DWL-8200AP cannot access the Configuration menu.

e Check that the Ethernet LED on the DWL-8200AP is ON. If the LED
is not ON, check that the cable for the Ethernet connection is securely
inserted.

* Check that the Ethernet Adapter is working properly. Please see item
3 (Check that the drivers for the network adapters are installed properly)
in this Troubleshooting section to check that the drivers are loaded

properly.
e Check that the IP address is in the same range and subnet as the

DWL-8200AP. Please see Checking the IP Address in Windows XP in
the Networking Basics section of this manual.

Note: The IP address of the DWL-8200AP is 192.168.0.50. All the
computers on the network must have a unique IP address in the same
range, e.g., 192.168.0.x. Any computers that have identical IP addresses
will not be visible on the network. They must all have the same subnet
mask, e.g., 255.255.255.0.

* Do aPing test to make sure that the DWL-8200AP is responding. Go
to Start>Run>Type Command>Type ping 192.168.0.50. A successful
ping will show four replies.

Note: If you have changed the default IP address, make sure to ping the
correct IP address assigned to the DWL-8200AP.

cv F:\WINDOWS\System32\cmd.exe

Microsoft Windows XP [Uersion 5.1.26001
(C> Copyright 1985-2001 Microsoft Corp.

F:\Documents and Settings\lah3>ping 192.168.0.50
Pinging 192.168.0.50 with 32 hytes of data:

Reply from 192.168.08.50: hytes=32 time<ims TTL=64
Reply from 192.168.0.50: bhytes=32 time<{ims TTL=64
Reply from 192.168.0.50: hytes=32 time<{ims TTL=64
Reply from 192.168.08.50: hytes=32 time<ims TTL=64

Ping statistics for 192.168.0.58:

Packets: Sent = 4. Received = 4, Lost = @ (B% loss).
Approximate round trip times in milli-seconds:

Minimum = @ms, Maximum = @Oms, Average = Bns

F:\Documents and Settings\lah3>_
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2. The wireless client cannot access the Internet in the Infrastructure mode.

Make sure the wireless client is associated and joined with the correct access point. To check this connection: Right-click on the
Local Area Connection icon in the taskbar and select View Available Wireless Networks. The Connect to Wireless Network
screen will appear. Please make sure you have selected the correct available network, as shown in the illustrations below.

Disable Connect to Wireless Network

Status The following network(s) are available. To access a network, select
Repair it from the list, and then click Connect.

Available networks:

View Available Wireless Metworks

1 alan -~

1 dan
Open Network Connections . Y cictauit

_E 2 »

It you are having difficulty connecting to a network, click Advanced.

[ Connect ][ Cancel ]

e Check that the IP address assigned to the wireless adapter is within the same IP address range as the access point and
gateway. Since the DWL-8200AP has an IP address of 192.168.0.50, wireless adapters must have an IP address in the same
range, e.g., 192.168.0.x. Each device must have a unique IP address; no two devices may have the same IP address. The
subnet mask must be the same for all the computers on the network.) To check the IP address assigned to the wireless adapter:
double-click on the Local Area Connection icon in the taskbar > select the Support tab and the IP address will be displayed.
Please refer to Checking the IP Address in the Networking Basics section of this manual.)

If it is necessary to assign a Static IP Address to the wireless adapter, please refer to the appropriate section in Networking
Basics. If you are entering a DNS Server address you must also enter the Default Gatewax Address. (Remember that if

%1015 hav)e a DHCP-capable router, you will not need to assign a static IP address. See Networking Basics: Assigning a Static IP
ress.
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3. Check that the drivers for the network adapters are installed properly.

You may be using different network adapters than those illustrated here, but this procedure will remain the same, regardless of the

type of network adapters you are using. @ — w =
Open

Explore
* Go to Start > My Computer > Properties. [ controlp  search..
Manage
ed' it Map Metwork Drive. .,

*.:;;j Printers ¢ Disconnect Network Drive. ..

v Show on Desktop

@) Helpand  Rename

All Programs D

/g start

System Properties

e Select the Hardware Tab. menfetne | il Do

* C(Click Device Manager.

Add Hardvears Wead
i The Add Handware v'2ard helps vou inatall hardware

[ addHadmaie Wizad |

Dewwize Manage:

The Desice Manager fits al the hardvaxe devices instaled
on e conputer, Uze the Dedne Mansga la change the
propeitiss of eny demce.

[ Dirvee Sigvng ] [ Devace Maraper ]

Harchwars Profies

o Haduate molias preads s way fer you to rel up and sos
&£30  Gitererk hardwate corliguaaions,

[ Haowsapiee |

| 0K ][ Cancel ]

D-Link DWL-8200AP User Manual



e Double-click on Network Adapters. £ Device Manager

File Action View Help

* Right-click on D-Link AifPlus DWL-G650 Wireless Cardbus Adapter. g # *xa
(In this example we use the DWL-G650; you may be using other network 2 %gﬁ;m
adapters, but the procedure will remain the same.) 4. 1§ Computer

+- g Disk drives

. . . ¥ _j Display adapters
» Select Properties to check that the drivers are installed properly. & Floppy disk controliers
+ ﬂ Floppy disk drives
+ (= IDE ATAJATAPI controllers
+ » Keyboards
+ ") Mice and other pointing devices
+ L Modems
+ .j Maonitors
- H8 Network adapters

4 D-Link AirPlus DWL-G650 |
+ 3 PCMCIA adapters
+ W Ports (COM&LPT)
+ %88 Processors
+- @), Sound, video and game controllers

+ System devices
+ Universal Serial Bus controllers

* Look under Device Status to check that the device is working A re e D A Wt e e
roperly. —
p p y General | Advanced | Settings | Driver | Resources
* Click OK. BB O LinkAiP1s DWL GB50Wireless Cardbus Adapter
Device tppe: MNetwork adapters
Manufacturer: D-Link
Location: PCl bus 5. device 0. function 0

Device status
This device is working properly.

It you are hawing problems with this device, click Troubleshoot to
start the troubleshooter.

Troubleshoat. ..

Device usage:

Use this device [enable) v
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4. What variables may cause my wireless products to lose reception?

D-Link products let you access your network from virtually anywhere you want. However, the positioning of the products within your
environment will affect the wireless range. Please refer to Installation Considerations in the Wireless Basics section of this
manual for further information about the most advantageous placement of your D-Link wireless products.

5. Why does my wireless connection keep dropping?

e Antenna Orientation- Try different antenna orientations for the DWL-8200AP. Try to keep the antenna at least 6 inches away
from the wall or other objects.

e |f you are using 2.4GHz cordless phones, X-10 equipment or other home security systems, ceiling fans, and lights, your wireless
connection will degrade dramatically or drop altogether. Try changing the channel on your router, access point and wireless
adapter to a different channel to avoid interference.

* Keep your product away (at least 3-6 feet) from electrical devices that generate RF noise, like microwaves, monitors, electric
motors, etc.

6. Why can’t | get a wireless connection?

If you have enabled encryption on the DWL-8200AP, you must also enable encryption on all wireless clients in order to establish a wireless
connection.

* Make sure that the SSID on the router and the wireless client are exactly the same. If they are not, wireless connection will not
be established.

* Move the DWL-8200AP and the wireless client into the same room and then test the wireless connection.

e Disable all security settings.

e Turn off your DWL-8200AP and the client. Turn the DWL-8200AP back on again, and then turn on the client.
* Make sure that all devices are set to Infrastructure mode.

e Check thgt the LED indicators are indicating normal activity. If not, check that the AC power and Ethernet cables are firmly
connected.

e Check that the IP address, subnet mask, gateway and DNS settings are correctly entered for the network.

e |f you are using 2.4GHz cordless phones, X-10 equipment or other home security systems, ceiling fans, and lights, your wireless
connection will degrade dramatically or drop altogether. Try changing the channel on your DWL-8200AP, and on all the devices
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in your network to avoid interference.

e Keep your product away (at least 3-6 feet) from electrical devices that generate RF noise, like microwaves, monitors, electric
motors, etc.

7. | forgot my encryption key.

* Reset the DWL-8200AP to its factory default settings and restore the other devices on your network to their default settings. You
may do this by pressing the Reset button on the back of the unit. You will lose the current configuration settings.
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Technical Specifications

Standards

¢ |EEE 802.11a
¢ |EEE 802.11b
 |EEE 802.11¢g
¢ |EEE 802.3

¢ |EEE 802.3af
¢ |EEE 802.3u
¢ |EEE 802.3x

Device Management

e Web-Based — Internet Explorer v7 or later; Firefox 3.0 or later; or other Java

enabled browsers.
e Telnet
* AP Manager Il
e SNMP v.3

Data Rate

For 802.11a/g:

* 108, 54, 48, 36, 24, 18, 12, 9 and 6Mbps
For 802.11b:

*11,5.5, 2, and 1Mbps

Security

e WPA — Enterprise

e WPA — Personal

e WPA2 — Enterprise

e WPA2 — Personal

* 64-bit, 128-bit, and 152-bit WEP

e MAC Address Access Control List

Wireless Frequency Range
* 2.4GHz to 2.4835GHz
* 5.15GHz to 5.24GHz, 5.745GHz to 5.825GHz

Wireless Operating Range*

802.11g (Full Power with 5dBi gain diversity dipole antenna)
Indoors:

* 98ft (30m) @ 54Mbps

* 105ft (32m) @ 48Mbps

* 121ft (37m) @ 36Mbps

* 148ft (45m) @ 24Mbps

* 203ft
o 223ft
* 253ft
* 302ft

62m) @ 18Mbps
68m) @ 12Mbps
77m) @ 9Mbps
92m) @ 6Mbps

~ e~~~

Outdoors:

* 328ft (100m) @ 54Mbps
* 968ft (295m) @ 11Mbps
¢ 1378ft (420m) @ 6Mbps

Operating Voltage
* 48VDC +/- 10% for PoE

Radio and Modulation Type
For 802.11b:

DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps
For 802.11a/g:

OFDM:

* BPSK @ 6 and 9Mbps

* QPSK @ 12 and 18Mbps
* 16QAM @ 24 and 36Mbps
* 64QAM @ 48, 54 and 108Mbps
DSSS:

* DBPSK @ 1Mbps

* DQPSK @ 2Mbps

* CCK @ 5.5 and 11Mbps

Max Transmit Output Power

For 802.11a:

* 63mW (18dBm)
For 802.11b:

* 100mW (20dBm)
For 802.11¢g:

* 100mW (20dBm)

Receiver Sensitivity
For 802.11a:
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* 6Mbps: -87dBm

* 9Mbps: -86dBm

* 11Mbps: -88dBm
* 12Mbps: -85dBm
* 18Mbps: -83dBm
* 24Mbps: -80dBm
¢ 36Mbps: -76dBm
* 48Mbps: -71dBm
* 54Mbps: -71dBm

For 802.11b:

* 1Mbps: -92dBm

* 2Mbps: -89dBm

¢ 5.5Mbps: -88dBm
* 11Mbps: -83dBm

For 802.11¢g:

e 1Mbps: -95dBm
e 2Mbps: -91dBm
¢ 5.5Mbps: -89dBm
e 6Mbps: -87dBm
* 9Mbps: -85dBm
* 11Mbps: -88dBm
e 12Mbps: -80dBm
* 18Mbps: -80dBm
e 24Mbps: -77dBm
e 36Mbps: -73dBm
* 48Mbps: -72dBm
* 54Mbps: -72dBm

LEDs

e Power

e Status

e LAN 1

e AN 2

* 802.11b/g
¢ 802.11a

Temperature
e Operating: 32 °F to 104°F (0°C to 40°C)
e Storing: -4°F to 149°F (-20°C to 65°C)

Humidity
* Operating: 10%~90% (non-condensing)
e Storing: 5%~95% (non-condensing)

Certifications
*FCC
o Wi-Fi

Dimensions

e L =10.93 inches (277.7mm)
*W =6.10 inches (155mm)

e H =1.77 inches (45mm)

*H =1.77 inches (45mm)

Warranty
1 year

* Maximum wireless signal rate derived from IEEE Standard 802.11a and 802.11g specifications. Actual data throughput will vary. Network conditions and
environmental factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate.
** Environmental conditions may adversely affect wireless signal range.
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