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Preface

The DAS-3626 User Manual is divided into sections that describe the system installation and operating instructions.
Section 2 through Section 13 corresponds to a menu folder in the web management interface presented in the same
order they appear in the web interface.

Section 1, Introduction to Web-based Switch Management — Describes how to connect to and use the Web-
based switch management feature on the switch.

Section 2, System Configuration — Details for configuring some of the basic functions of the switch including
System Information, IP Settings, Interface Settings, IPv6 Neighbor Settings, User Accounts, SNTP Settings and
System Log Configuration. The Quick Configuration section of the home page includes a few menus that are not
accessable in the main menu folders; these menus are featured in this section as well.

Section 3, Switch Configuration — This section describes menus common to Layer 2 switching for configuration of
MAC Address Aging, Port Mirroring, Ethernet Settings, Traffic Segmentation, Forwarding Database configuration,
CLI Paging, Port Mirroring, Port Trunks, LACP Port configuration, Loopback Detection setting, GVRP, DHCP Relay
and Spanning Tree Protocol/Multiple Spanning Tree and CFM settings.

Section 4, VDSL Configuration — Settings for configuration of VDSL Profiles, VDSL Ports and various VDSL
Status display menus are located here.

Section 5, Multicasting — Configuration menus for IGMP Snooping, Multicast Profile, Limited Range, Group
settings and Multicast Listener Discovery (MLD) configuration.

Section 6, Storm Control — Configuration menus for multicast and broadcast storm control.

Section 7, QoS — Information for Quality of Service configuration. Menus include Bandwidth Control, 802.1P Default
Priority, 802.1P User Priority, QoS Scheduling Mechanism, QoS Scheduling and In Band Manage Settings.

Section 8, ACL Configuration — Menus for configuration of ACL including the ACL Configuration Wizard, Access
Profile List and ACL Finder.

Section 9, VLAN - Information for configuration of 802.1Q VLANs, 802.1v Protocol VLAN configuration.

Section 10, Security — Features information on security functions, including Safeguard Engine, Trusted Host, Port
Security , MAC Spoofing Access, SSL setting, SSH setting and Access Authentication Control settings.

Section 11, CPE Management — Menus for configuration, upgrade and testing of remote CPE equipment and client
LAN settings.

Section 12, Status — Features information about the monitoring switch and network functions including CPU
Utilization, Port Utilization, Packet Size, Memory Utilization, Packets, Errors, System Log, Ping Test, VDSL
monitoring and system Firmware Information.

Section 13, Maintenance — Menus for Firmware Upgrade, Configuration File Backup and restore, as well as the
SNMP Settings menu folder are also located in the Maintenance folder.

F
Appendix B, Glossary - Lists definitions for terms and acronyms used in this document.

Appendix C, Password Recovery Procedure - This section describes the procedure for resetting passwords on
D-Link switches.



Intended Readers

The DAS-3626 User Manual Manual contains information for setup and management of the switch. This manual is
intended for network managers familiar with network management concepts and terminology.

Typographical Conventions

(Convention Description

[1 In a command line, square brackets indicate an optional entry. For example: [copy
filename] means that optionally you can type copy followed by the name of the file. Do not
type the brackets.

Bold font Indicates a button, a toolbar icon, menu, or menu item. For example: Open the File menu
and choose Cancel. Used for emphasis. May also indicate system messages or prompts
appearing on your screen. For example: You have mail. Bold font is also used to
represent filenames, program names and commands. For example: use the copy
command.

Boldface Typewriter | Indicates commands and responses to prompts that must be typed exactly as printed in
Font the manual.

Initial capital letter Indicates a window name. Names of keys on the keyboard have initial capitals. For
example: Click Enter.

Italics Indicates a window name or a field. Also can indicate a variables or parameter that is
replaced with an appropriate word or string. For example: type filename means that you
should type the actual filename instead of the word shown in italic.

Menu Name > Menu | Menu Name > Menu Option Indicates the menu structure. Device > Port > Port
Option Properties means the Port Properties menu option under the Port menu option that is
located under the Device menu.

Notes, Notices, and Cautions

A NOTE indicates important information that helps you make better use of your device.

-

(‘ A NOTICE indicates either potential damage to hardware or loss of data and tells you
how to avoid the problem.

A CAUTION indicates a potential for property damage, personal injury, or death.




Section 1

Web-based Switch Configuration

Introduction

Out-of-Band Access to System Management
Interface IP Settings for Switch Management
Login to Web Manager

Web-based User Interface

Web Pages

Introduction

All software functions of the switch can be managed, configured and monitored via the embedded web-based (HTML)
interface. The switch can be managed from remote stations anywhere on the network through a standard browser
such as Microsoft Internet Explorer.

The web-based management module and command line interface (console program or Telnet) are different ways to
access the same internal switching software and configure it. Thus, all settings encountered in web-based
management are the same as those found in the command line interface (CLI).

Out-of-Band Access to System Management

Management access to the System can be done out-of-band with a physical connection directly to the switch. Connect
to the RS-232 Console serial port on the front panel, or use the Mangament Ethernet port located next to the
Console port. Use standard terminal emulation software for Console port access as described in the CLI Command
Reference Manual. Use of the Management port provides the options of using either the web-based management
module or the command line interface via Telnet. The Management port must reside on a different subnet than the in-
band System interface. The default IP settings for the Management port are 192.168.1.10/255.255.255.0 while the
default IP settings for the in-band network interface are 10.90.90.90/255.0.0.0. See below for instructions on how to
change the IP settings for the in-band and out-of-band interfaces used for switch management. For more information
about physical ports and other hardware information please see the Hardware Manual.

POTS
~ D-Link [\ 3Ry 137( /N Ethernet over VDSL Switch ,,;’,':\‘\\
At W
i & Ay
Ne—
Management

ACACtPUR

00
U o

® E ® Alarm

; PR, Use the Management Ethernet port
Use either Gigabit Ethernet port
(borts 25 and 26) for inband (default IP address 192.168.1.10) or

the Console (RS-232) port for out-

access.
of-band access.

Figure 1. Front panel in-band and out-of-band ports
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Interface IP Settings for Switch Management

The switch maintains two IP interfaces used for management, one in-band IP interface named System, and one out-
of-band IP interface named outband. These IP interfaces cannot reside within the same subnet. If the outband
interface is configured with IP settings that place it within the same subnet as the System IP interface, the IP interface
for outband is invalidated.

The default IP settings of the in-band IP interface System are 10.90.90.90/255.0.0.0. The default IP settings for the
ou-of-band IP interface outband are 192.168.1.10/255.255.255.0. The CLI command syntax used to change the IP
settings of the in-band IP interface is config ipif System ipaddress xxx.xxx.xxx.xxx/yyy.yyy.yyy.yyy where the x’s
represent the IP address to be assigned to the IP interface named System and the y’s represent the corresponding
subnet mask. The CLI command syntax used to change the IP settings of the out-of-band IP interface is config ipif
outband ipaddress xxx.xxx.xxx.xxx/yyy.yyy.yyy.yyy. Alternatively you can use CIDR notation for the IP settings,
XXX.XXX.XXX.XXX/z, where the x’s represents the corresponding number of subnets.

Connection to the switch using Telnet can be done by connecting to the Management Ethernet port and launching the
Windows Command Prompt or similar software. Make sure your computer’s IP settings allow connection to the switch
default IP subnet of the outband interface (192.168.1.0) and Telnet to 192.168.1.10. You will be prompted for a User
Name and Password, there is no default user name or password, simply press the Enter at each prompt to obtain the
administrator’s prompt DAS-3626:admin# as seen in the example below. The switch is not ready for configuration.

[y TEI."Et 1 92.1 55.1 -1“

DEU-3726K UDSLZ Switch
Command Line Interface

Firmware: Build 1.63.BEA30
Copyright<{C> 2008 D-Link Corporation. All rights reserved.

llzerMName :
PaszsWord:

DEU-3726K: admindt_

Figure 2. Menus Command Prompt using out-of-band Telnet connection

’ NOTE: Telnet can also be used in-band by connecting through port 25 or
26. The Factory default IP address of the in-band interface “System” is

‘ 10.90.90.90.
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Login to Web Manager

To use the web-based management module for switch management, run the browser you have installed on your
computer and point it to the IP address you have defined for the device. The URL in the address bar should read
something like: http://123.123.123.123, where the numbers 123 represent the IP address of the switch; this opens the
management module's user authentication window, as seen below.

Connect to; 10.24.73. 21

The server 10.24,.73.21 at requires a username and
password,

Wrarning: This server is requesking that your username and
password be sent in an insecure manner (basic authentication
withaut a secure conneckion),

Lser name: | L ¥, w |

Password; | | |

Remember my password

[ 0] 4 l [ Cancel

Figure 3. Enter Network Password dialog

There is no default user name or password. At the User Name and Password fields, click on OK. This opens the web-
based management interface. Switch management features available in the web-based manager are explained below.



Web-based User Interface

The user interface provides access to various switch configuration and management windows, allows you to view
performance statistics, and permits you to graphically monitor the system status.
Areas of the User Interface

The figure below shows the user interface. The user interface is divided into three distinct areas as described in the
table.

pvpp—— :
D-Link DEV-I726KDA Ethenet VDSL Switch FOTS
it 0500 N Refresh Interval

) 200000022
g J 300000070 CHE -
- - B S s000000m [ ooy |

Device Information

Device Type DEV-3726K VDSL2 Switch MAGC Address 00-1E-58-6F-BA-AD
Systern Name IP Address 10.41.55.55 (Static)
Systern Location WMask 255.0.0.0
System Contact Gateway 0000
Boot PROM Version Build 1.03.B018 Management VLAN default
Firmware Version Build 1.03.B030 Login Timeout (Minutes) 10

CPE Management Hardware Version 1A1 Dual Image Supported

s System Time 17/0012009 13:44:58

Maintanance

Device Status and Quick Configurations
Area 1 SNTP Disabled Seftings CLI Paging Enabled Seftings
Spanning Tree Disabled Zeftings MLD Snooping Disabled Settings
SNMP Enabled Settings IGMP Snooping Disabled Settings
Safeguard Engine Disabled Settinas Systemn Log Disabled Settings
SsL Disabled Zeftings SSH Disabled Zettings
GVRP Disabled Seftings Port Mirror Disabled Settings
Telnet Enabled (TCP 23) Settings ‘Web Enabled (TCP 80) Settinas

Save and back up configuration
settings, reboot, reset
configuration and download
firmware drop-down menus.

Figure 4. Main Web-Manager page

| Area Function \
Area 1 Select the folder or window to be displayed. The folder icons can be opened to display the hyper-
linked window buttons and subfolders contained within them. Click the D-Link logo to go to the D-
Link website.
Area 2 Presents a graphical near real-time image of the front panel of the switch. This area displays the

switch's ports and expansion modules showing port activity.

Various areas of the graphic can be selected for performing management functions, including port

configuration.
Area 3 Presents switch information based on your selection and the entry of configuration data.
Area 4 Links to configuration menus, some of which are not accessable in the configuration menu folders

(displayed in Area 1) are located here.

NOTICE: Any changes made to the switch configuration during the
(‘ current session must be saved using the drop-down Save menu or use
the command line interface (CLI) command save.
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System Save Menus

The web interface for the switch includes two drop-down menus, the Save and Tools menus, located just above the
menu folders. The Save menu includes options to save switch configuration settings and switch log.

D-Link

Building Networks for People

| Save Configuration

Save Log ation
Save All | ion MAC Address 00

lefib P, sl ]

----- = IPvS Neighbor Settings )
_____ = cerial Port Settings Hardware Version 1A
=—-“ Web Settings
----- = Telnet Settings
----- ="" Time Settings
..... =_-1 TimeZone Sg,eﬁings System Location
= |zers Settings

----- = System Log Settings
----- = System Log Server
S Csibmh Man fimratinn

Firmware Version Bu

Systemn Mame

1171

System Contact

Figure 5. Save Configuration drop-down menu

To save the current configuration, from the Save drop-down menu, pull the cursor down to the Save Configuration
option. The Save Configuration menu display appears during the saving process. Upon successfully saving the
configuration, a message informs you the save is completed.

Building Networks for People 200¢
= by i 30 0¢
g 40 0¢

COM
Console &

- o

D .I‘inkf . D-Llllknsw::nag Emmmv.ng.(

GZ  DET

System Up Time: 00 Dz

= DEV-3726K
s o Contursion
B i switch Configuration
- [ VDSL Configuration
I [ Multicast

Gnns Current Status:  Saving Primary Config....

i VLAN Program Firmware:

[ CPE Management Write Flash Status |@RGLIEEA
[ Status

[&]- [l Maintanance

Figure 6. Save Configuration display

In addition to the Save Configuration option, the Save menus offer a Save Log and Save All option. The Save All
option saves both the System Log and the current configuration file.
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System Tools Menus

The Tools drop-down menu includes links Configuration File Backup & Restore, Upload Log File, Reset,
Download Firmware and Reboot System menus.

- DEv_gj.'gE;; Configuration File Backup & Restore

3
.
I

- System Upload Log File
E-W Feset

e vDsLe
- Muttica
[ Storm ¢ Reboot Systern

T

Diownload Firmmaare

Figure 7. Tools drop-down menu

These menus are described below.

Configuration File Backup & Restore

The switch supports dual image storage for configuration file backup and restoration. The firmware and configuration
images are indexed by ID number 1 or 2. To change the boot firmware image, use the Configuration ID drop-down
menu to select the desired configuration file to backup or restore. The default switch settings will use image ID 1 as
the boot configuration or firmware.

To backup the configuration file, enter the Server IP (either IPv4 or IPv6), interface name, file/path name, desired
Configuration ID, and click Backup.

To restore the configuration file, enter the Server IP (either IPv4 or IPv6), interface name, file/path name, desired
Configuration ID, and click Restore.

Server IP :| |

File : | |
=

1(BootUp) |+

Up)

Configuration 1D :

- 1(Boot

[ Resztore ] [ Backup ]

Figure 8. Configuration File Backup & Restore menu

Upload Log File

A history and attack log can be uploaded from the switch to a TFTP server. To upload a log file, enter a Server IP
address, Interface Name and file/path name and then click Upload or Upload Attack Log.

Server P | | @ 1Pwa

[ | © IPus
Interface Name © | |
File : | |

[ Upload | [[upload attack Log ]

Figure 9. Upload Log File menu
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Reset

The Reset function has several options when resetting the switch. Some of the current configuration parameters can
be retained while resetting all other configuration parameters to their factory defaults.

NOTE: Only the Reset System option will enter the factory default parameters into the switch's
non-volatile RAM, and then restart the switch. All other options enter the factory defaults into the
current configuration, but do not save this configuration. Reset System will return the switch's
configuration to the state it was when it left the factory

NOTE: The serial port’s baud rate will not be changed by the reset command. It will not be restored
to the factory default setting.

Reset gives the option of retaining the switch's User Accounts and History Log while resetting all other configuration
parameters to their factory defaults. If the switch is reset using this window, and Save Changes is not executed, the
switch will return to the last saved configuration when rebooted.

(&) Reset Proceed with systern reset except IP address, log, user account and banner.
O Reset Config Switch will he reset to factory defaults.
) Reset System Switch will he reset to factory defaults and reboot.

Figure 10. Reset System menu

Download Firmware

The following window is used to download firmware for the switch.

Lyownload nware

Server 1P | | @ IPva

[ | © Pve

Interface Mame | |
|

File

Image 1D : | 1{Boot Up) N

Figure 11. Download Firmware menu

Enter the Server IP address, the Interface Name, the path/file name and select the desired Image ID. Click Download
to initiate the file transfer.

Reboot System

The following window is used to restart the switch.

Do you wantto save the settings? ®vYes Mo

If you do not save the settings, all changes made in this session will be lost.

Figure 12. Reboot System menu
Clicking the Yes radio button will instruct the switch to save the current configuration to non-volatile RAM before
restarting the switch.

Clicking the No radio button instructs the switch not to save the current configuration before restarting the switch. All of
the configuration information entered from the last time Save Changes was executed will be lost.

Click the Reboot button to restart the switch.
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Device Information and Quick Configuration Links

This window contains the main settings for all major functions on the switch and appears automatically when you log
on. To return to the Device Information and Quick Configuration likns, click the DAS-3626 device name above the
menu folders. The Device Information display shows the switch’s MAC Address (assigned by the factory and
unchangeable), the Boot PROM Version, Firmware Version and Hardware Version as well as other information
about different settings on the switch. This information is helpful to keep track of PROM and firmware updates and to
obtain the switch's MAC address for entry into another network device's address table, if necessary. In addition, this
window displays the status of functions on the switch to quickly assess their current global status. Some functions are
hyper-linked to their configuration window for easy access from the Device Information window.

ey = # cAlliu

Device Information

Cevice Type DEY-3T 26k WDEL2 Switch MAC Address 00-1E-58-6F-6A-A0
Systern Mame IP Address 10.41.585.55 (Static)
Systern Location Mask 255000

Systermn Contact Gatewray 0.0.00

Boot PROM Version Buwild 1.03.B018 Management WLAN default

Firmware Yersion Build 1.03.B030 Login Timeout (Minutes) 10

Hardware Yearsian 1A1 Dual Image Supparted

Systermn Time 21092009 16:01:10

Device Status and Quick Configurations

SHTP Disabled Settings CLI Paging Enahled Settings
Spanning Tree Disabled Settings MLD Snooping Disablad Settings
SHMP Enabled Seftings IGMP Snoaping Disahlad Settings
Safeguard Engine Disabled Zettings Systern Log Disahled Zettings
S5L Dizabled Settings SE5H Dizabled Settings
GWRP Cisabled Settings Fort wirror Cisabled Settings
Telnet Enahled (TCP 23) Settings Weh Enabled (TCP 80) Settings

Figure 13. Device Information display and Quick Configuration links
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Section 2

System Configuration

System Information

IP Settings

IPv6 Neighbor Settings
Serial Port Settings
Web Settings

Telnet Setting

Time Setting
TimeZone Setting
Users Setting

System Log Setting

System Log Server

Configuration menus in the System Configuration folder are used to change general system settings sucha as IP
settings for the two switch IP interfaces, system time settings and user account settings.This section describes the
menus contained in the System Configuration menu directory.

14



System Information

Use the System Information menu to add name, location and administrator contact information.

To view the menu, click System Configuration > System Information as shown below:

VSienmn ormatio

MAC Address 00-1E-58-6F-6A-AD

Firmware Version Build 1.03.B030

Hardware Version 1A1

Systern Mame |DEV-3728K VDSL2 Switch |
System Location [TP101 |
System Contact |Frank Chen |

Figure 14. System Information menu

Interface Settings

The Interface Settings menu is used to access the IP settings for the two IP interefaces of the switch.

To view the menu, click System Configuration > IP Settings as shown below:

3 3 VLAM Mame Admin_State
System default Enabled
outband Enabled

Figure 15. Interface Settings menu

The parameter values below are displayed in the Interface Settings menu:

Parameter Description
Interface The name of the IP interfaces used to manage the switch.
The name of the VLAN that includes the System interface. This can be configured in the IPv4 or
VLAN Name

IPv6 Interface Settings menu for the interface.

Displays the current state of the interface. Access the IPv4 or IPv6 Interface Settings menu to

Admin, State enable or disable the interface.

To change the IP settings, VLAN Name, or Admin. State, click on the IPv4 Edit or IPv6 Edit button for the interface to
be configured.

In the new menu, enter the new VLAN Name, IPv4 Address and Subnet Mask, select the IPv4 State and click Apply.
To edit an entry for IPv4 features click the corresponding IPv4 Edit button.

Pvd Interface Setting

Interface Name System

WLAN Name [default |
IPv4 Address [10.44.44.44 |
Subnet Mask [255.0.0.0 |
IPv4 State [Enabled v

Apply

Figure 16. IPv4 Interface Settings Edit menu
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The following parameters can be configured:

Parameter Description

Interface Name | Displays the interface being edited.

VLAN Name Enter the name of the VLAN corresponding to the interface. (System interface only)

Enter an alternative IPv4 address. Currently an interface can only have one IPv4 address defined.
Therefore multinetting configuration of IPv4 must be done through creation of a secondary

IPv4 Address interface on the same VLAN, instead of directly configuring multiple IPv4 addresses on the same
interface.

Subnet Mask Enter the corresponding subnet mask.

IPv4 State This function allows user to enable the IPv4 address on the IP interface.

Click Apply to implement changes made.

To edit an entry for IPv6 features click the corresponding IPv6 Edit button.

=l¥i= erface Setting
Interface Name Systemn
VLAN Mame default
IPG Network Address [ leg:eFFE:1234128)
IPVE State Disabled v
IPvE MTU 1500 (1280-1712)
IPyE DAD Attempts {0-10)
IPvE Address Auto Config Enabled V|
NS Retransmit ime (0-4294957295) b Ims
Automatic Link Local Address Disabled v
Link-Local Address
Total Entries: 0
IPvE Global Unicast Address

Figure 17. IPv6 Interface Settings Edit menu

The following parameters can be configured:

Parameter Description
Interface Name Displays the interface being edited.
VLAN Name Enter the name of the VLAN corresponding to the interface. (System interface only)

Enter the IPv6 Network Address to be configured. The interface can have multiple IPv6
addresses defined. Configuration of IPv6 addresses must be done through the command
config ipif.

IPv6 Network
Address

IPv6 State Allows the user to enable or disable the IPv6 state on the interface.

This field is used to set the interval, in milliseconds that the switch will produce neighbor
NS Retransmit time solicitation packets to be sent out over the local network. This is used to discover IPv6
(0-4294967295) neighbors on the local network. The user may select a time between 0 and 4294967295
milliseconds. The default is 0.

Enables or disables the automatic configuration of link local addresses when there are no
IPv6 addresses explicitly configured. When an IPv6 address is explicitly configured, the link
Automatic Link local address will be automatically configured, and the IPv6 processing will be started. When
Local Address there is no IPv6 address explicitly configured, by default, link local address is not configured
and the IPv6 processing will be disabled. By enabling this automatic configuration, the link
local address will be automatically configured and IPv6 processing will be started.

Click Apply to implement changes made.
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IPv6 Neighbor Settings

This window allows the user to create and configure IPv6 Neighbor settings on the switch. The switch’s current IPv6

neighbor settings will be displayed in the table at the bottom of this window.

To view this window, click System Configuration > IPv6 Neighbor Settings as shown below:

Vo Nelgnpo = 0

Total Entries: 0
MNeighbor

Neighbor IPV6 Address [ ]

Link Layer MAC Address [ ] Add
Interface Name : All

State : [ Al N Find J[[ clear ]

Link Layer Address Interface

Figure 18. IPv6 Neighbor Settings menu

The following parameters can be configured:

Parameter

Description

Interface Name

Enter the interface name of the IPv6 neighbor you wish to configure.

Neighbor IPv6

Address

Enter the neighbor IPv6 address of the entry you wish to configure.

Link Layer MAC
Address

Enter the MAC address of the neighbor device to be added as an IPv6 neighbor on the IP
interface.

Interface Name

In order to search for a previously configured Interface name enter the appropriate information
and click Find. To remove a previously configured Interface enter the Interface name and click
Clear.

State

To find or delete specific entries use the pull down menu to select All, Address, Static, or
Dynamic.

All — Select All to view all configured neighbor devices which are IPv6 neighbors of the IP
interface previously created.

Address — Select Address and enter the IPv6 address of the entry you wish to find.
Static — Select Static to view all statically entered IPv6 neighbors on the switch.

Dynamic — Select Dynamic to view all dynamically configured neighbor devices which are IPv6
neighbors of the IP interface previously created.

Click Add to add a new entry, click Find to search for a specific entry or click Clear to remove an entry.
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Serial Port Setting

Use the Serial Port Setting window to console serial port setting, config Baud Rate and Auto Logout setting.

To view this window, click System Configuration > Serial Port Settings as shown below:

Baud Rate 115200 L

Auto Logout [lener W

Data Bits a

Parity Bits Mone

Stop Bits 1

Figure 19. Serial Port Settings
The following fields can be set:
Parameter Description
Baud Rate Select the baud rate used for the console serial port.
Auto Logout To configure console logout time, choose 2, 5, 10, 15 minutes or never logout from the pull-down
menu.

Web Settings

Web-based management is Enabled by default. If you choose to disable this by selecting Disabled, you will lose the
ability to configure the system through the web interface as soon as these settings are applied.

To view this menu, click the Web Settings link in the Quick Configuration menu as shown below:

Weh State O pisabled @ Enabled

Fort (1-65535)

Apply

Figure 20. Web Settings menu

Telnet Settings

Telnet configuration is Enabled by default. If you do not want to allow configuration of the system through Telnet
choose Disabled. The TCP ports are humbered between 7 and 65535. The "well-known" TCP port for the Telnet
protocol is 23.

To view this menu, click the Telnet Settings link in the Quick Configuration menu as shown below:

Telnet State O Digabled & Enabled
Port (1-65525)

Apply

Figure 21. Telnet Settings menu
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System Time and SNTP Settings

Simple Network Time Protocol Settings used to set system time are configured in two menus, the Time Settings and
Time Zone Settings menus.

Time Settings

This window is used to configure the time settings for the switch.

To view this window, click System Configuration > Time Settings (alternatively this menu is also displayed by
clicking the SNTP Settings link in the Quick Configuration menu in the Device Information page) as shown below:

Status

SNTP State O Enabled @ Disabled
BooT Time 24/05/2009 04:29:25
Current Time 24/05/2009 08:44:45

Time Source System Clock

SHTP Settings

SNTP First Server | |

SNTF Second Server | |
SNTP Poll Interval In Seconds (20-99999) | |

Set Current Time

Date (DDMMAYYY) [24/05/2009 |
Time (HH:MM:SS) [08:44:45 |
Figure 22. Time Settings menu
The following parameters can be set or are displayed:
Parameter Description
Status
SNTP State Use the radius button to select an Enabled or Disabled SNTP state.
Current Time Displays the Current Time set on the switch.
Time Source Displays the time source for the system.
SNTP Settings

SNTP First Server This is the IP address of the primary server the SNTP information will be taken from.

SNTP Second Server | This is the IP address of the secondary server the SNTP information will be taken from.

SNTP Poll Interval in | This is the interval, in seconds, between requests for updated SNTP information.
Seconds (30-99999)

Set Current Time

Date (DD/MM/YYYY) Enter the current date in day, month and year to update the system clock.

Time in (HH:MM:SS) | Enter the current time in hours, minutes, and seconds.

Click Apply to implement changes made.
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Time Zone Settings

The following window is used to configure time zones and Daylight Savings time settings for SNTP.

To view this window, click System Configuration > TimeZone Settings as shown below:

Daylight Saving Time State Disabled v
Daylight Saving Time Offzet In Minutes B0 w
Time Zone Offsetfrom GMT In +-HH:MW + w00 w00 W
DST Repeating Settings

From: Which Week Of The Manth First

From: Day OfYWeek Sun

Fram: Manth Apr

Fram: Time In HH MM on oo

Toiwhich Week Of The Month Last

To: Day OfWeek Sun

To: Month Oct

To: Time In HH bt oo o0

DST Annual Settings

From: Manth Apr
From: Day 28
From: Time In HH kit o0 oo
To: Month Ot
To: Day 12
To: Time In HH bt oo o0

Apply

Figure 23. Time Zone and DST Settings menu

The following parameters can be set:

Time Zone and DST

Daylight Saving

Time State Use this pull-down menu to enable or disable the DST Settings.

Daylight Saving
Time Offset in
Minutes

Use this pull-down menu to specify the amount of time that will constitute your local DST offset
30, 60, 90, or 120 minutes.

Time Zone Offset
from GMT in +/-
HH:MM

Use these pull-down menus to specify your local time zone's offset from Greenwich Mean
Time (GMT.)
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DST Repeating Settings

Using repeating mode will enable DST seasonal time adjustment. Repeating mode requires that the DST beginning
and ending date be specified using a formula. For example, specify to begin DST on Saturday during the second week
of April and end DST on Sunday during the last week of October.

From :Which Week | Enter the week of the month that DST will start.
of the Month

From: Day of the Enter the day of the week that DST will start on.

Week

From: Month Enter the month DST will start on.

From: Time in Enter the time of day that DST will start on.
HH:MM

To: Which Week of | Enter the week of the month the DST will end.
the Month

To: Day of the Enter the day of the week that DST will end.
Week

To: Month Enter the month that DST will end.

To:Time in HH:MM Enter the time DST will end.

DST Annual Settings

Using annual mode will enable DST seasonal time adjustment. Annual mode requires that the DST beginning and
ending date be specified concisely. For example, specify to begin DST on April 3 and end DST on October 14.

From: Month Enter the month DST will start on, each year.

From: Day Enter the day of the week DST will start on, each year.
From: Time in Enter the time of day DST will start on, each year.
HH:MM

To: Month Enter the month DST will end on, each year.

To: Day Enter the date DST will end on, each year.

To: Time in HH:MM | Enter the time of day that DST will end on, each year.

Click Apply to implement changes made to the Time Zone and DST window.

21




User Account Settings

The User Accounts menu is used to control user privileges, create new users and view existing User Accounts.

To view the menu, click System Configuration > User Settings:

User A el

Add User Accounts

User Mame

Access Right

Total Entries : 4

aperator]
userl
user2

Mote: Password/User Name should be less than 15 characters.

Access Right Old Password Mew Password Confirm Password Encryption

Admin S s T
Operator RIS i e [ Edit ][ Delete |
User i s i Edit Delete
User it AR it Edit Delete

Figure 24. User Accounts menu

The following fields can be set:

Parameter

Description

User Name

The name of the user, an alphanumeric string of up to 15 characters.

Access Right

There are three levels of user privileges, Admin, Operator and User. Some menu selections
available to users with Admin privileges may not be available to those with User or Operator
level privileges.

There are 3 levels of security offered on the switch, the Operator level privilege will allow users to
configure and view configurations on the switch, except for those involving security features,
which are still left to the Admin level privilege. Operator level users can be authenticated through
either the local authentication method of the switch, or through the Access Authentication Control
feature, discussed later in this document. Once the user has logged in to the switch in the
Operator level, certain security screens and windows will not be made available to view, or to
configure. Only Admin level users have access to these features.

(Owmbka: NCTOYHMK NEPEKPECTHON CChINKN He HangeH below summarizes Admin, Operator and
User level privileges)

New Password

Enter a password for the new user.

Confirm New
Password

Retype the new password.

To add a new user, enter the appropriate information and click Apply. To delete an account click the corresponding
Delete button. To modify an existing user account, click Edit as shown below.
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Lselr - QL

Add User Accounts

User MName |:| Password
Access Right Admin w Confirm Passwoard I:l Apply

Note: Password/User Mame should be less than 15 characters.

Total Entries : 4

Lzer Mame ; s Righ = Wew Password rord Encryption

admin R R R [ Edit [ Delete |
aperator Opetatar Caaad Eiiac e [ Edit ][ Delete |
user! Usar R [eesses P | (Default) ~| Apply Delete
user? User el Raiaac e - . . [ Edit ][ Delete |

Figure 25. User Accounts menu

Enter the Old Password for the account, the New Password you wish to use, and retype the new password in the
Confirm Password field. Use the drop-down menu to select the type of encryption (Default, Plain Text or Sha 1), and
click Apply.

NOTICE: In case of lost passwords or password corruption, please refer to the
D-Link website and the White Paper entitled “Password Recovery Procedure”,
which will guide you through the steps necessary to resolve this issue.

Admin, Operator and User Privileges

Recently added to the levels of security offered on the switch, the Operator level privilege will allow users to configure
and view configurations on the switch, except for those involving security features, which are still left to the Admin
privilege. Operator users can be authenticated through either the local authentication method of the switch, or through
the Access Authentication Control feature, discussed later in this document. Once the user has logged in to the switch
in the Operator level, certain security screens and windows will not be made available to view, or to configure. Only
Admin level users have access to these features.

There are three levels of user privileges, Admin, Operator and User. Some menu selections available to users with
Admin privileges may not be available to those with User or Operator privileges.

The following table summarizes the Admin, Operator and User privileges:

Management Admin Operator User
Configuration Yes Yes Read-only
Network Monitoring Yes Yes Read-only
Community Strings and Trap Stations Yes Yes Read-only
Update Firmware and Configuration Files Yes No No
System Utilities Yes Yes No
Factory Reset Yes No No

User Account Management

Add/Update/Delete User Accounts Yes No No

View User Accounts Yes No No

Figure 26. Admin, Operator and User Privileges
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System Log Configuration

This section contains information for configuring various attributes and properties for System Log Configurations,
including System Log Settings and System Log Host.

System Log Settings

This window allows the user to enable or disable the System Log and specify the System Log Save Mode Settings.

To view this window, click System Configuration > System Log Settings as shown below:

System Log (O Enabled (@ Disabled

System Log Save Mode Settings

SaveMode |OnDemand v [ Imin(1-85535)

Figure 27. System Log Settings menu

The following parameters can be set:

Parameter Description
System Log To activate the System Log select Enabled or Disabled.
Save Mode Use this drop-down menu to specify the method that will trigger a log entry. You can choose

between On Demand, Time Interval and Log Trigger.

On Demand — This method will only save log files when they manually tell the switch to do so,
using the Save Log link in the Save folder.

Time Interval — This method configures a time interval by which the switch will save the log
files. The user may set a time between 7 and 65535 minutes.

Log Trigger — This method will save log files to the switch every time a log event occurs on the
switch.

Minutes (1-65535) Enter a time interval, in minutes, for which you would like a log entry to be made.

To add a new entry, enter the appropriate information and click Apply.

System Log Server

The switch can send Syslog messages to up to four designated servers using the System Log Server.

To view this window, click System Configuration > System Log Configuration > System Log Server as shown
below:

rete A0 V=

Add System Log Server

Server ID [1 v-: Severity '.Warning v
Server IP Address [ ] Facility Local 0 v
UDF Paort (514 or 000-55535) Status Disabled v

System Log Server List

Server IP Address Severity Facility LUIDF FPort

Figure 28. System Log Server menu
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The following parameters can be set:

Parameter

Description

Server ID

Syslog server settings index (1-4).

Server IP Address

The IP address of the Syslog server.

UDP Port
(514 or 6000-65535)

Type the UDP port number used for sending Syslog messages. The default is 574.

Severity This drop-down menu allows you to select the level of messages that will be sent. The options
are Warning, Informational, and All.
Facility Some of the operating system daemons and processes have been assigned Facility values.
Processes and daemons that have not been explicitly assigned a Facility may use any of the
"local use" facilities or they may use the "user-level" Facility. Those Facilities that have been
designated are shown in the following: Bold font indicates the facility values that the switch is
currently employing.
Numerical Facility Code Numerical Facility Code
0 kernel messages 12 NTP subsystem
1 user-level messages 13 log audit
2 mail system 14 log alert
3 system daemons 15 clock daemon
4 security/authorization messages 16 local use 0 (local0)
5 messages generated internally by 17 local use 1 (local1)
syslog line printer subsystem 18 local use 2 (local2)
7 network news subsystem 19 local use 3 (local3)
8 UUCP subsystem 20 local use 4 (locald)
9 clock daemon 21 local use 5 (local5)
10 security/authorization messages 22 local use 6 (local6)
11 FTP daemon 23 local use 7 (local7)
Status Choose Enabled or Disabled to activate or deactivate.
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Section 3

Switch Configuration

MAC Address Aging Time
Ethernet Settings

FDB

Traffic Segmentation

CLI Paging

Port Mirror

LACP Port Settings
Loopback Detection Settings
QinQ Settings

GVRP

DHCP/BOOTP Relay Settings
Spanning Tree Settings
Multiple Spanning Tree Settings
CFM

The Switch Configurtion Section includes these functions discussed in detail.
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MAC Address Aging Time

This table specifies the length of time a learned MAC Address will remain in the forwarding table without being
accessed (that is, how long a learned MAC Address is allowed to remain idle). To change this, enter a value
representing the MAC address age-out time in seconds. The MAC Address Aging Time can be set to any value
between 710 and 7,000,000 seconds. The default setting is 300 seconds.

To view this window, click Switch Configuration > MAC Address Aging Time as shown below:

MAC Address Aging Time (10-1000000) 300 sec

Apply

Figure 29. MAC Address Aging Time menu

Ethernet Settings

Figure 30. (Ethernet) Port Settings

Users may configure the speed and duplex of Ethernet port 1 here.

Auto negotiate — Turning on this feature will automatically adjust the speed and duplex of this port to its optimum
settings.

Speed — Users may set the port speed here, as 10, 100 or 1000Mbps.

Duplex — Users may set the duplex settings for the port her, as half or full.

27



FDB

Use the MAC Address Table menu to view or clear entries from the switch's MAC address forwarding data base (FDB)

To view this menu, click Switch Configuration > FDB as shown below:

Vi =S Cdre e e

Port [ o1 v [ fnd | [Clear Dynamic Entries ]
VLAN Name | | ( Find | [clear Dynamic Entries]
MAC Address [00-00-00-00-00-00 |

[ view AllEntry ][ Clear All Entry

Total Entries :410

MAC Address

1 default 00-00-00-00-00-02 26 Dynamic
1 default 00-00-00-00-00-03 26 Dynamic
1 default 00-00-00-00-00-04 26 Dynamic
1 default 00-00-00-00-00-05 26 Dynamic
1 default 00-00-00-50-11-55 26 Dynamic
1 default 00-00-01-02-03-04 26 Dynamic
1 default 00-00-81-00-00-01 26 Dynamic
1 default 00-00-81-9A-F2-F4 26 Dynamic
1 default 00-00-E2-2F-44-EC 26 Dynamic
1 default 00-01-06-30-00-00 26 Dynamic

Figure 31. Forwarding Database entry table

Search options include searching by Port number, VLAN Name or specific MAC Address. To search the FDB, select
the entry menu for the type of search to conduct (Port, VLAN Name or MAC Address), enter or select the port, VLAN
name or MAC address, and click on the Find button.

To scroll through the FDB list manually, click on the Next and Back buttons.

To clear FDB entries choose to clear dynamic entries for a specified Port or VLAN by clicking on the Clear Dynamic
Entries button for the search option used. Alternatively, to clear all entries in the FDB, click on the Clear All Entries
button.

The MAC Address Table lists the following information:

IParameter Description

VvVID The VID of the VLAN from which packets are forwarded.

Port The corresponding VDSL line of which the VID is a member.

MAC Address The MAC address that resides on the port where traffic is forwarded.
Type The type of FDB entry, Dynamic or Static.
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Traffic Segmentation

Traffic segmentation is used to limit traffic flow from a single port to a group of ports on either a single switch or a
group of ports on another switch in a switch stack. This method of segmenting the flow of traffic is similar to using
VLANSs to limit traffic, but is more restrictive. It provides a method of directing traffic that does not increase the
overhead of the Master switch CPU. This page allows you to view which port on a given switch will be allowed to
forward packets to other ports on that switch. Select a port number from the drop down menu to display the forwarding
ports. To configure new forwarding ports for a particular port, select a port from the menu and click Apply.

To view this window, click Switch Configuration > Traffic Segmentation as shown below:

Traffic Segmentation Settings

From Port 01 v To Port 1 v

Foreard Portlist

1 2 3 4 5 ]
Clear all Select all
- g g ar oE 13

Ports  1,2,3,4,56,7,89,10,11,12

Apply

1
2
3
4
&
G
T
g

Figure 32. Traffic Segmentation menu

The following fields can be set

Parameter Description

From Port/ To Port | Check the corresponding boxes for the port(s) to transmit packets.

Forward Portlist Check the boxes to select which of the ports on the switch will be able to forward packets.
These ports will be allowed to receive packets from the port specified above.

Clicking the Apply button will enter the combination of transmitting port and allowed receiving ports into the switch's
Current Traffic Segmentation Table.

CLI Paging Settings

Clipaging Status can be Enabled or Disabled in this window, it is Enabled by default. Clipaging settings are used when
issuing a command which causes the console screen to rapidly scroll through several pages. This command will cause
the console to pause at the end of each page.

To view this menu, click the CLI Paging link in the Quick Configuration menu as shown below:

CLI Paging State () Enabled (O Disabled

Apply

Figure 33. CLI Paging Settings menu
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Port Mirror

The switch allows you to copy frames transmitted and received on a port and redirect the copies to another port. You
can attach a monitoring device to the mirrored port, such as a sniffer or an RMON probe, to view details about the
packets passing through the first port. This is useful for network monitoring and troubleshooting purposes.

To view this window, click Switch Configuration > Port Mirror as shown below:

Bor Mirror

Target Port Settings

State ® pisabled O Enabled
Target Port

Source Port Sniffer Mode

Source Port Settings

Sniffer Mode 1 2 4 & ; 7 ]
Tx O O O O O O O O O O O
Rx O @ O O @ O @ @ O @ O
Both O O @) O O O O O O O O
Mone O O] O O O] O O] O] O O] O
T
Rx

Figure 34. Port Mirror menu

To configure a mirror port:
1. Change the status to Enabled.
2. Select the Source Port from where you want to the frames to come from.
3. Select the Target Port, which receives the copies from the source port.

4. Click Apply to let the changes take effect.

NOTE: You cannot mirror a fast port onto a slower port. For example, if you try to mirror the
traffic from a 100 Mbps port onto a 10 Mbps port, this can cause throughput problems. The port
you are copying frames from should always support an equal or lower speed than the port to
which you are sending the copies. Also, the target port for the mirroring cannot be a member of
a trunk group. Please note a target port and a source port cannot be the same port.
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Port Trunking
Understanding Port Trunk Groups

Port trunk groups are used to combine a number of ports together to make a single high-bandwidth data pipeline. The
DAS-3626 supports single trunk group for the two Gigabit Ethernet (ports Ports 25 and 26). A potential bit rate of 2000
Mbps can be achieved.

The switch treats both ports in the trunk group as a single port. Data transmitted to a specific host (destination
address) will always be transmitted over the same port in a trunk group. This allows packets in a data stream to arrive
in the same order they were sent.

NOTE: If either port within the trunk group becomes disconnected, packets intended for the
disconnected port are load shared among the other unlinked ports of the link aggregation

group.

Link aggregation is supported for the Gigabit Ethernet ports only. Both ports in the group must be members of the
same VLAN, and their STP status, static multicast, traffic control; traffic segmentation and 802.1p default priority
configurations must be identical. Port locking, port mirroring and 802.1X must not be enabled on the trunk group.
Further, the aggregated links must all be of the same speed and should be configured as full duplex.

The Master Port of the group is to be configured by the user, and all configuration options, including the VLAN
configuration that can be applied to the Master Port, are applied to the entire link aggregation group.

Load balancing is automatically applied to the ports in the aggregated group, and a link failure within the group causes
the network traffic to be directed to the remaining links in the group.

The Spanning Tree Protocol will treat a link aggregation group as a single link, on the switch level. On the port level,
the STP will use the port parameters of the Master Port in the calculation of port cost and in determining the state of
the link aggregation group. If two redundant link aggregation groups are configured on the switch, STP will block one
entire group; in the same way STP will block a single port that has a redundant link.

To view this window, click Switch Configuraiton > Port Trunking as shown below:

For UAKING

Algorithm [MAC source v|

Total Entries : 0

Group 1D Type Master Port Member Ports Active Ports Flooding Ports

Edit Trunking Information

Group ID Tpe  [staic  v] MasterPort  [25  [v] State [Disabled v Add

Ports

Figure 35. Port Trunking menu

To create a port trunk with Gigabit Ethernet ports 25 and 26, click to checkmark the boxes 25 and 26, configure the
menu options and click the Apply button.
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Configurable options and and display information in the Port Trunking menu include the following:

Parameter Description

Algorithm The algorithm that the switch uses to balance the load across the ports that make up the port
trunk group is defined by this definition. Choose MAC Source, MAC Destination, MAC Source
Dest, IP Source, IP Destination or IP Source Dest (See the Link Aggregation section of this
manual).

Group ID Select an ID number for the group.

Type This pull-down menu allows you to select between Static and LACP (Link Aggregation Control
Protocol). LACP allows for the automatic detection of links in a Port Trunking Group.

Master Port Choose the Master Port for the trunk group using the pull-down menu.

State Toggle Enabled and Disabled to enable or disable the port trunk. This is useful for diagnostics,
to quickly isolate a bandwidth intensive network device or to have an absolute backup
aggregation group that is not under automatic control.

Click Apply to implement changes made.

LACP Port Settings

The LACP Port Settings window is used to create port trunking groups on the switch. Using the following window, the
user may set which ports will be active and passive in processing and sending LACP control frames.

To view this window, click Switch Configuration > LACP Port Settings as shown below:

From Port ToPort
25 v 25

Port

Activity

b FPassive w Apply

Activity

25

Passive

26

Passive

Figure 36. LACP Port Settings menu

The following fields can be set

Parameter

Description

From Port/ To Port

Ports 25 and 26 are the only ports on the DAS-3626 available for LACP.

Activity

Active — Active LACP ports are capable of processing and sending LACP control frames. This
allows LACP compliant devices to negotiate the aggregated link so the group may be
changed dynamically as needs require. In order to utilize the ability to change an aggregated
port group, that is, to add or subtract ports from the group, at least one of the participating
devices must designate LACP ports as active. Both devices must support LACP.

Passive — LACP ports that are designated as passive cannot initially send LACP control
frames. In order to allow the linked port group to negotiate adjustments and make changes
dynamically, one end of the connection must have "active" LACP ports (see above).

Click Apply to implement changes made.
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Loopback Detection Settings

The Loopback Detection function is used to detect the loop created by a specific port. This feature is used to
temporarily shutdown a port on the Switch when a loop detecting packet has been looped back to the switch. When
the Switch detects that these packets are received from a port or a VLAN, it signifies a loop on the network. The
Switch will automatically block the port or the VLAN and send an alert to the administrator. The Loopback Detection
port will restart (change to discarding state) when the Loopback Detection Recover Time times out. The Loopback
Detection function can be implemented on a range of ports at a time. The user may enable or disable this function
using the pull-down menu.

To view this window, click Switch Configuration > Loopback Detection Settings as shown below:

LBD State (O Enabled @ Disabled
Loopback Detection Global Settings
Mode Port Based Interval (1-32767) sec
Trap Status | None v | Recover Time (0 or 60-1000000) sec
From Port To Port State
|01 v |01 v| | Disabled v
Port Loopback Detection State Loop Status Lo
1 Disabled Mormal
2 Disabled Mormal
3 Disabled Mormal
4 Disabled Mormal
5 Disabled Mormal
i Disabled Mormal
7 Disabled Mormal
8 Disabled Mormal
9 Disabled Mormal
10 Disabled Mormal
11 Disabled Marmal
12 Disabled Mormal
13 Disabled Mormal
14 Disabled Mormal
15 Disabled Mormal
16 Disabled Mormal
17 Disabled Mormal
18 Disabled Mormal
19 Disabled Mormal v

Figure 37. Loopback Detection Settings menu

The following parameters can be configured:

|Parameter Description
LBD State Used to Enable or Disable loopback detection. The default is Disabled.
Mode Use the drop-down menu to toggle between Port Based and VLAN Based.

Interval (1-32767) Set a Loopdetect Interval between 1 and 32767 seconds. The default is 10 seconds.

Trap Status Select the trap status, choose None, Loop Detected, Loop Cleared or Both.

Recover Time Time allowed (in seconds) for recovery when a Loopback is detected. The Loopdetect
(0 or 60-1000000) Recover Time can be set at 0 seconds, or 60 to 7000000 seconds. Entering 0 will disable the
Loopdetect Recover Time. The default is 60 seconds.

From Port/ To Port | Use the drop-down menu to select a beginning and ending port number.

State Use the drop-down menu to toggle between Enabled and Disabled.

Click Apply to implement changes made.
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Q-in-Q Settings

This function allows the user to enable or disable the Q-in-Q function. Q-in-Q is designed for service providers to carry
traffic from multiple users across a network. Q-in-Q is used to maintain customer specific VLAN and Layer 2 protocol
configurations even when the same VLAN ID is being used by different customers. This is achieved by inserting
SPVLAN tags into the customer’s frames when they enter the service provider’s network, and then removing the tags
when the frames leave the network.

Customers of a service provider may have different or specific requirements regarding their internal VLAN IDs and the
number of VLANs that can be supported. Therefore customers in the same service provider network may have VLAN
ranges that overlap, which might cause traffic to become mixed up. So assigning a unique range of VLAN IDs to each
customer might cause restrictions on some of their configurations requiring intense processing of VLAN mapping
tables which may exceed the VLAN mapping limit. Q-in-Q uses a single service provider VLAN (SPVLAN) for
customers who have multiple VLANs. Customer’s VLAN IDs are segregated within the service provider's network
even when they use the same customer specific VLAN ID. Q-in-Q expands the VLAN space available while preserving
the customer’s original tagged packets and adding SPVLAN tags to each new frame.

To view this window, click Switch Configuration > QinQ as shown below:

-, Ll e 8

QinQ Global State @Disabled O Enabled
QinQ Setting

TPID : o ] Priority -

QinQ Ports Setting

O uplinkpPortist: [ | O AccessPortist: ||
Total Entries: 0

VLAM Name Priority Uplink Ports Access Ports Action

Figure 38. QinQ Settings menu

The following fields can be set:

Parameter Description

From Port / To Port | A consecutive group of ports that are part of the VLAN configuration starting with the selected
port.

Role The user can choose between UNI or NNI role.

UNI — To select a user-network interface which specifies that communication between the
specified user and a specified network will occur.

NNI — To select a network-to-network interface specifies that communication between two
specified networks will occur.

Missdrop Use the drop down menu to enable or disable missdrop. If missdrop is enabled, the packet
that does not match any assignment rule in the Q-in-Q profile will be dropped. If disabled, then
the packet will be assigned to the PVID of the receiving port.

Outer TPID The Outer TPID is used for learning and switching packets.

Use Inner Priority The priority given to the inner tag will be copied to the outer tag if this setting is enabled.

Add Inner Tag(hex: | Specify whether to add inner tag for ingress untagged packets. If set, the inner tag will be
0x1-0xffff) added for the ingress untagged packets and thus the packets egress to the NNI port will be
double tagged.

Click Apply to implement changes.
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GVRP Global Settings

The GVRP allows interoperability with other switches, so the values of the GVRP timers can be configured. This table
is used to set the GVRP Global Settings.

To view this window, click Switch Configuration > GVRP Global Settings as shown below:

v Db ~ L]

GVYRP Timer Settings

Jain Time {100-100000) ms

Leave Time (100-100000) oo |ms

Leave All Time (100-100000) ms
HHI BPDU Address Settings

MNNIBPDU Address Dott ad v

Note:
Leave Time should be greater than 2*Jain Time.
Leave All Time should be greater than Leave Time.

Figure 39. GVRP Global Settings menu

The following fields can be set:

‘ Parameter Description

Join Time The time in milliseconds that specifies the amount of time between the Switch receiving the

(100-100000) information about becoming a member of the group and actually joining the group. The default
is 200.

Leave Time The time in milliseconds that specifies the maximum amount of time between the Switch

(100-100000) receiving a leave group message from a host, and the Switch issuing a group membership
query. The default is 600. The Leave Time must be greater than 2 join times.

Leave All Time The time in milliseconds that specifies the amount of time the Switch will take to Leave All

(100-100000) groups. The default is 70000. The Leave All Time must be greater than the Leave Time.

NNI BPDU This specifies the GVRP’s pdu MAC address of the NNI port.

Address

Dot1d — Specifies GVRP’s pdu MAC address of NNI port using 802.1d.
Dot1ad — Specifies GVRP’s pdu MAC address of NNI port using 802.1ad.

Click Apply to implement changes made.

GVRP Settings

The table allows the user to determine whether the Switch will share its VLAN configuration information with other
GARP VLAN Registration Protocol (GVRP) enabled switches. In addition, Ingress Checking can be used to limit traffic
by filtering incoming packets whose PVID do not match the PVID of the port. Results can be seen in the table under
the configuration settings, as seen below.

To view this window, click Switch Configuration > GVRP Settings as shown below:
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TBD Satling
GVRP State Settings ® Enabled O Disahled
From Port To Port - FYID (1-4084) GYRF - Ingress Checking Acceptable Frame Type
m v oo v [ ] [Disabled v| [Enabied | Al o
Fort PYID GYRP Ingress Checking Acceptable Frame Type
1 1 Enhahled Enhahled All
2 1 Disabled Enahled All
z 1 Disabled Enahled All
4 1 Disahled Enabled All
hi} 1 Disabled Enahled All
1 1 Disahled Enabled All
7 1 Disabled Enahled All
g 1 Digahled Enahled All
9 1 Disabled Enahled All
10 1 Disabled Enhahled All
11 1 Disabled Enahled All
12 1 Disabled Enhahled All
13 1 Disabled Enahled All
14 1 Disabled Enahled All
18 1 Disahled Enabled All
16 1 Disabled Enahled All
17 1 Cisahled Enabled All
18 1 Disabled Enahled All
19 1 Cigahled Enahled All
20 1 Disabled Enahled All
21 1 Disabled Enhahled All
22 1 Disabled Enahled All
23 1 Disabled Enahled All
24 1 Disabled Enahled All
25 1 Disabled Enahled All
26 1 Disahled Enabled All

Figure 40. GVRP Settings menu

The following fields can be set:

Parameter

Description

From Port/ To Port

These two fields allow you to specify the range of ports that will be included in the Port-based
VLAN that you are creating using the 802.1Q Port Settings window.

GVRP The Group VLAN Registration Protocol (GVRP) enables the port to dynamically become a
member of a VLAN. GVRP is Disabled by default.
PVID The read-only field in the 802.1Q Port Table shows the current PVID assignment for each

port, which may be manually assigned to a VLAN when created in the 802.1Q Port Settings
table. The Switch's default is to assign all ports to the default VLAN with a VID of 1. The PVID
is used by the port to tag outgoing, untagged packets, and to make filtering decisions about
incoming packets. If the port is specified to accept only tagged frames - as tagging, and an
untagged packet is forwarded to the port for transmission, the port will add an 802.1Q tag
using the PVID to write the VID in the tag. When the packet arrives at its destination, the
receiving device will use the PVID to make VLAN forwarding decisions. If the port receives a
packet, and Ingress filtering is enabled, the port will compare the VID of the incoming packet
to its PVID. If the two are unequal, the port will drop the packet. If the two are equal, the port
will receive the packet.

Ingress Checking

This field can be toggled using the space bar between Enabled and Disabled. Enabled
enables the port to compare the VID tag of an incoming packet with the PVID number
assigned to the port. If the two are different, the port filters (drops) the packet. Disabled
disables ingress filtering. Ingress Checking is Disabled by default.

Acceptable Frame
Type

This field denotes the type of frame that will be accepted by the port. The user may choose
between Tagged Only, which means only VLAN tagged frames will be accepted, and
Admit_All, which mean both tagged and untagged frames will be accepted. Admit All is
enabled by default.

Click Apply to implement changes made.

36




DHCP Relay

The DHCP Relay folder contains six windows regarding the DHCP relay functions on the switch. The DHCP menus
include DHCP Relay Global Settings, DHCP Relay Interface Settings, DHCP Relay Option 60 Default Settings,
DHCP Relay Option 82 Settings Remote ID, DHCP Realy Option 82 Settings Circuit ID and DHCP Relay Option
82 Settings.

DHCP Relay Global Settings

This window is used to enable and configure DHCP Relay Global Settings on the switch. The relay hops count limit
allows the maximum number of hops (routers) that the DHCP messages can be relayed through to be set. If a
packet’s hop count is more than the hop count limit, the packet is dropped. The range is between 1 and 76 hops, with
a default value of 4. The relay time threshold sets the minimum time (in seconds) that the switch will wait before
forwarding a DHCP REQUEST packet. If the value in the seconds field of the packet is less than the relay time
threshold, the packet will be dropped. The range is between 0 and 65,536 seconds, with a default value of 0 seconds.

To view this window, click System Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Global Settings
as shown below:

DHCP/BOOTFP Relay State Disabled v

DHCP/BOOTP Relay Hops Count Limit (1-16)

DHCP/BOOTP Relay Time Threshold (0-65535) o sec

DHCF Relay Agent Information Option 82 State Disabled ~

DHCP Relay Agent Information Option 82 Check Disabled i

DHCF Relay Agent Infarmation Option 82 Policy Replace w

Figure 41. DHCP Relay Global Settings menu
The following fields can be set:
Parameter Description
DHCP Relay State This field can be toggled between Enabled and Disabled using the pull-down menu. It is
used to enable or disable the DHCP Relay service on the switch. The default is Disabled.

DHCP Relay Hops This field allows an entry between 1 and 76 to define the maximum number of router hops
Count Limit (1-16) DHCP messages can be forwarded across. The default hop count is 4.
DHCP Relay Time Allows an entry between 0 and 65535 seconds, and defines the maximum time limit for

Threshold (0-65535) routing a DHCP packet. If a value of 0 is entered, the switch will not process the value in the
seconds field of the DHCP packet. If a non-zero value is entered, the switch will use that
value, along with the hop count to determine whether to forward a given DHCP packet.

Click Apply to implement any changes that have been made.

NOTE: If the switch receives a packet that contains the option-82 field from a DHCP client and the
information-checking feature is enabled, the switch drops the packet because it is invalid. However, in
some instances, you might configure a client with the option-82 field. In this situation, you should
disable the information-check feature so that the switch does not remove the option-82 field from the
packet. You can configure the action that the switch takes when it receives a packet with existing
option-82 information by configuring the DHCP Agent Information Option 82 Policy. See the table
below for a description of Option 82 settings as they relate to DSCP Relay.
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Configure the following Option 82 settings in the DHCP/BOOTP Global Settins menu:

Parameter

Description

DHCP Relay Option
82 State

This field can be toggled between Enabled and Disabled using the pull-down menu. It is
used to enable or disable the DHCP Agent Information Option 82 on the switch. The default
is Disabled.

Enabled — When this field is toggled to Enabled the relay agent will insert and remove
DHCP relay information (option 82 field) in messages between DHCP servers and clients.
When the relay agent receives the DHCP request, it adds the option 82 information, and the
IP address of the relay agent (if the relay agent is configured), to the packet. Once the
option 82 information has been added to the packet it is sent on to the DHCP server. When
the DHCP server receives the packet, if the server is capable of option 82, it can implement
policies like restricting the number of IP addresses that can be assigned to a single remote
ID or circuit ID. Then the DHCP server echoes the option 82 field in the DHCP reply. The
DHCP server unicasts the reply to the back to the relay agent if the request was relayed to
the server by the relay agent. The switch verifies that it originally inserted the option 82 data.
Finally, the relay agent removes the option 82 field and forwards the packet to the switch
port that connects to the DHCP client that sent the DHCP request.

Disabled — If the field is toggled to Disabled the relay agent will not insert and remove DHCP
relay information (option 82 field) in messages between DHCP servers and clients, and the
check and policy settings will have no effect.

DHCP Relay Agent
Information Option 82
Check

This field can be toggled between Enabled and Disabled using the pull-down menu. It is
used to enable or disable the switch’s ability to check the validity of the packet’s option 82
field.

Enabled — When the field is toggled to Enable, the relay agent will check the validity of the
packet’s option 82 field. If the switch receives a packet that contains the option-82 field from
a DHCP client, the switch drops the packet because it is invalid. In packets received from
DHCP servers, the relay agent will drop invalid messages.

Disabled — When the field is toggled to Disabled, the relay agent will not check the validity of
the packet’s option 82 field.

DHCP Relay Agent
Information Option 82
Policy

This field can be toggled between Replace, Drop, and Keep by using the pull-down menu. It
is used to set the switch’s policy for handling packets when the DHCP Agent Information
Option 82 Check is set to Disabled. The default is Replace.

Replace — The option 82 field will be replaced if the option 82 field already exists in the
packet received from the DHCP client.

Drop — The packet will be dropped if the option 82 field already exists in the packet received
from the DHCP client.

Keep — The option 82 field will be retained if the option 82 field already exists in the packet
received from the DHCP client.
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DHCP Relay Interface Settings

This window allows the user to set up a server, by IP address, for relaying DHCP information to the switch. The user
may enter a previously configured IP interface on the switch that will be connected directly to the DHCP/BOOTP
server using the following window. Properly configured settings will be displayed in the DHCP Relay Interface Table
at the bottom of the following window. The user may add up to four server IP’s per IP interface on the switch.

To view this window, click System Configuration > DHCP/BOOTP Relay > DHCP/BOOTP Relay Interface Settings
as shown below:

DHCP/BOOTP Relay Interface Table

Figure 42. DHCP/BOOTP Relay Interface Settings and DHCP/BOOTP Relay Interface Table menu

The following parameters may be configured or viewed:

Parameter Description

Interface The IP interface on the switch that will be connected directly to the Server.

Server IP Enter the IP address of the DHCP server. Up to four server IPs can be configured per IP
Interface.

Click Apply to implement changes made.
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Spanning Tree

This switch supports three versions of the Spanning Tree Protocol; 802.1D-2004 STP compatible, 802.11d-2004
Rapid STP and 802.1g-2005 MSTP. 802.1D STP will be familiar to most networking professionals. However, since
802.1w RSTP has been recently introduced to D-Link managed Ethernet switches, a brief introduction to the
technology is provided below followed by a description of how to set up 802.1D STP and 802.1w RSTP.

802.1w Rapid Spanning Tree

The switch implements two versions of the Spanning Tree Protocol, the Rapid Spanning Tree Protocol (RSTP) as
defined by the IEEE 802.1w specification and a version compatible with the IEEE 802.1D STP. RSTP can operate
with legacy equipment implementing IEEE 802.1D, however the advantages of using RSTP will be lost.

The IEEE 802.1w Rapid Spanning Tree Protocol (RSTP) evolved from the 802.1D STP standard. RSTP was
developed in order to overcome some limitations of STP that impede the function of some recent switching
innovations, in particular, certain Layer 3 functions that are increasingly handled by Ethernet switches. The basic
function and much of the terminology is the same as STP. Most of the settings configured for STP are also used for
RSTP. This section introduces some new Spanning Tree concepts and illustrates the main differences between the
two protocols.

Port Transition States

An essential difference between the three protocols is in the way ports transition to a forwarding state and in the way
this transition relates to the role of the port (forwarding or not forwarding) in the topology. RSTP combines the
transition states disabled, blocking and listening used in 802.1D and creates a single state Discarding. In either case,
ports do not forward packets. In the STP port transition states disabled, blocking or listening or in the RSTP port state
discarding, there is no functional difference, the port is not active in the network topology. Table 6-2 below compares
how the two protocols differ regarding the port state transition.

All three protocols calculate a stable topology in the same way. Every segment will have a single path to the root
bridge. All bridges listen for BPDU packets. However, BPDU packets are sent more frequently - with every Hello
packet. BPDU packets are sent even if a BPDU packet was not received. Therefore, each link between bridges is
sensitive to the status of the link. Ultimately this difference results in faster detection of failed links, and thus faster
topology adjustment. A drawback of 802.1D is this absence of immediate feedback from adjacent bridges.

802.1w RSTP 802.1D STP Forwarding Learning
Discarding Disabled No No
Discarding Blocking No No
Discarding Listening No No
Learning Learning No Yes
Forwarding Forwarding Yes Yes

Comparing Port States

RSTP is capable of a more rapid transition to a forwarding state — it no longer relies on timer configurations — RSTP
compliant bridges are sensitive to feedback from other RSTP compliant bridge links. Ports do not need to wait for the
topology to stabilize before transitioning to a forwarding state. In order to allow this rapid transition, the protocol
introduces two new variables: the edge port and the point-to-point (P2P) port.

Edge Port

The edge port is a configurable designation used for a port that is directly connected to a segment where a loop
cannot be created. An example would be a port connected directly to a single workstation. Ports that are designated
as edge ports transition to a forwarding state immediately without going through the listening and learning states. An
edge port loses its status if it receives a BPDU packet, immediately becoming a normal spanning tree port.
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P2P Port

A P2P port is also capable of rapid transition. P2P ports may be used to connect to other bridges. Under RSTP, all
ports operating in full-duplex mode are considered to be P2P ports, unless manually overridden through configuration.

802.1D and 802.1w Compatibility

RSTP can interoperate with legacy equipment and is capable of automatically adjusting BPDU packets to 802.1D
format when necessary. However, any segment using 802.1D STP will not benefit from the rapid transition and rapid
topology change detection of RSTP. The protocol also provides for a variable used for migration in the event that
legacy equipment on a segment is updated to use RSTP.

The Spanning Tree Protocol (STP) operates on two levels:
1. On the switch level, the settings are globally implemented.
2. On the port level, the settings are implemented on a per user-defined group of ports basis.

STP Bridge Global Settings

This window is used to enable and configure the STP bridge global settings on the Switich.
To view this window, click Switch Configuration > Spanning Tree > STP Bridge Global Settings as shown below:

= Briddge D = L]
STP Global Setting
STP State @pisabled O Enabled
STF Version RETP -
Forwarding BFDU Dizabled
Bridge Max Age (6-40) sec
Bridge Hello Time (1-2) 2 sec
Bridge Forward Delay (4-30) sec
TsHold Count (1-10) 6 Jtimes
Max Hops (1-20) 20 times
NN BPDU Address Datld |+

Figure 43. STP Bridge Global Settings menu
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The following parameters can be set:

Parameter Description
STP State Use the radio buttons to enable or disable the STP Status.
STP Version Use the pull-down menu to choose the desired version of STP to be implemented on the

switch. There are three choices:

STPCompatability — Select this parameter to set the Spanning Tree Protocol (STP)
globally on the switch.

RSTP — Select this parameter to set the Rapid Spanning Tree Protocol (RSTP) globally
on the switch.

MSTP — Select this parameter to set the Multiple Spanning Tree Protocol (MSTP)
globally on the switch.

Forwarding BPDU

This field can be Enabled or Disabled. When Enabled, it allows the forwarding of STP
BPDU packets from other network devices. The default is Disabled.

Bridge Max Age
(6-40 Sec)

The Max Age may be set to ensure that old information does not endlessly circulate
through redundant paths in the network, preventing the effective propagation of the new
information. Set by the Root Bridge, this value will aid in determining that the switch has
spanning tree configuration values consistent with other devices on the bridged LAN. If
the value ages out and a BPDU has still not been received from the Root Bridge, the
switch will start sending its own BPDU to all other switches for permission to become the
Root Bridge. If it turns out that your switch has the lowest Bridge Identifier, it will become
the Root Bridge. The user may choose a time between 6 and 40 seconds. The default
value is 20.

Bridge Hello Time
(1-10 Sec)

The Hello Time can be set from 7 to 70 seconds. This is the interval between two
transmissions of BPDU packets sent by the Root Bridge to tell all other switches that it is
indeed the Root Bridge.

Bridge Forward Delay
(4-30 Sec)

The Forward Delay can be from 4 to 30 seconds. Any port on the switch spends this
time in the listening state while moving from the blocking state to the forwarding state.

TX Hold Count (1-10)

Used to set the maximum number of Hello packets transmitted per interval. The count
can be specified from 7 to 70. The default is 6.

Max Hops (1-20)

Used to set the number of hops between devices in a spanning tree region before the
BPDU (bridge protocol data unit) packet sent by the switch will be discarded. Each
switch on the hop count will reduce the hop count by one until the value reaches zero.
The switch will then discard the BPDU packet and the information held for the port will
age out. The user may set a hop count from 7 to 20. The default is 20.

NNI BPDU Address

Configure NNI port address.
dot1d — Specifies GVRP’s bpdu MAC address of NNI port using the definition of 802.1d.

dot1ad — Specifies GVRP’s pdu MAC address of NNI port using the definition of
802.1ad.

Click Apply to implement changes made.

-

NOTE: The Hello Time cannot be longer than the Max. Age. Otherwise, a
configuration error will occur. Observe the following formulas when setting
the above parameters:

Max. Age < 2 x (Forward Delay - 1 second)

Max. Age = 2 x (Hello Time + 1 second)
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STP Port Settings

This window is used to configure the STP Port Settings on the Swtich. STP can be set up on a port per port basis.

To view this window, click Switch Configuration > Spanning Tree > STP Port Settings as shown below:

=~ 0O = L]
From Port 01 hd To Port 01 v
External Cost (=Auta) b ] Migrate Yes v Edge Auto v
P2P Alta b Port STP Enabled & Restricted Rale False “
Restricted TCH False b Forward BFDU Enabled '«
Fort External Cost Edge F2F Fart STF Restricted Role Restricted TCN Forward BPDLU Hella Time
1 Autoi200000 FalsefFalse AutoiTrue Enabled False False Disabled 22
2 Autof200000 FalsefFalse AutofTrue Enahled False False Disahled 202
3 Autof200000 FalsefFalse AutofTrue Enahled False False Disahled 202
4 Auta/200000 FalsefFalse AutalTrue Enabled False False Disabled 22
] Autoi200000 FalsefFalse AutoiTrue Enabled False False Disabled 22
4 Autof200000 FalsefFalse AutofTrue Enahled False False Disahled 202
7 Autof200000 FalsefFalse AutofTrue Enahled False False Disahled 202
a Autoi200000 FalsefFalse AutoiTrue Enabled False False Disabled 22
9 Autof200000 FalsefFalse AutofTrue Disahled False False Disahled 202
10 Autof200000 FalsefFalse AutofTrue Enahled False False Disahled 202
11 Autof200000 FalsefFalse AutofTrue Enahled False False Disahled 202
12 Autoi200000 FalsefFalse AutoiTrue Enabled False False Disabled 22
Port field :
M=Trunk Master; T= Trunk Member
External Cost, Edge, P2ZP and Hello Time fields :
Value1ifaluez Malue1=Configured value ; Walue2=Actual value)

Figure 44. STP Port Settings menu

In addition to setting Spanning Tree parameters for use on the switch level, the switch allows for the configuration of
groups of ports, each port-group of which will have its own spanning tree, and will require some of its own
configuration settings. An STP Group will use the switch-level parameters entered above, with the addition of Port
Priority and Port Cost.

An STP Group spanning tree works in the same way as the switch-level spanning tree, but the root bridge concept is
replaced with a root port concept. A root port is a port of the group that is elected based on port priority and port cost,
to be the connection to the network for the group. Redundant links will be blocked, just as redundant links are blocked
on the switch level.

The STP on the switch level blocks redundant links between switches (and similar network devices). The port level
STP will block redundant links within an STP Group.

It is advisable to define an STP Group to correspond to a VLAN group of ports.
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The following fields can be set:

Parameter

Description

From Port/ To Port

A consecutive group of ports may be configured starting with the selected port.

External Cost (0=Auto)

The external cost defines a metric that indicates the relative cost of forwarding packets to
the specified port list. Port cost can be set automatically or as a metric value. The default
value is 0 (auto).

0 (auto) — Setting 0 for the external cost will automatically set the speed for forwarding
packets to the specified port(s) in the list for optimal efficiency. Default port cost: 100Mbps
port = 200000. Gigabit port = 20000.

value 1-200000000 — Define a value between 1 and 200000000 to determine the external
cost. The lower the number, the greater the probability the port will be chosen to forward
packets.

Migrate

Setting this parameter as Yes will set the ports to send out BPDU packets to other bridges,
requesting information on their STP setting If the switch is configured for RSTP, the port
will be capable to migrate from 802.1D STP to 802.1w RSTP. Migration should be set as
yes on ports connected to network stations or segments that are capable of being
upgraded to 802.1w RSTP on all or some portion of the segment.

Edge

Choosing the True parameter designates the port as an edge port. Edge ports cannot
create loops, however an edge port can lose edge port status if a topology change creates
a potential for a loop. An edge port normally should not receive BPDU packets. If a BPDU
packet is received, it automatically loses edge port status. Choosing the Auto parameter
will indicate that the port will be able to automatically enable edge port status if needed.

P2P

Choosing the True parameter indicates a point-to-point (P2P) shared link. P2P ports are
similar to edge ports, however they are restricted in that a P2P port must operate in full-
duplex. Like edge ports, P2P ports transition to a forwarding state rapidly thus benefiting
from RSTP. A p2p value of false indicates that the port cannot have p2p status. Auto
allows the port to have p2p status whenever possible and operate as if the p2p status
were ftrue. If the port cannot maintain this status, (for example if the port is forced to half-
duplex operation) the p2p status changes to operate as if the p2p value were False. The
default setting for this parameter is True. The default value True is equivalent to the Auto
value.

Port STP

Allows STP to be Enabled or Disabled for the ports.

Restricted Role

Toggle between True and False to set whether this port is restricted to be selected as a
root port. The default value is False.

Restricted TCN

Toggle between True and False to set whether this port is restricted to be selected as a
propagate topology change. The default value is False.

Forward BPDU

This field can be Enabled or Disabled. When Enabled, it allows the forwarding of STP
BPDU packets from other network devices. The default is Enabled.

Click Apply to implement changes made.

MST Configuration Identification

The following windows in the MST Configuration Identification section allow the user to configure a MSTI instance
on the switch. These settings will uniquely identify a multiple spanning tree instance set on the switch. The switch
initially possesses one CIST or Common Internal Spanning Tree of which the user may modify the parameters for but
cannot change the MSTI ID for, and cannot be deleted.

To view this window, click Switch Configuration > Spanning Tree > MST Configuration Identification as shown

below:
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MST Configuration ldentification Settings

Configuration Marme [00:21:91:4F:37.00 |

Revision Level (0-65535) o |
Instance ID Settings

METI ID (1-15) 1

Twpe Add VID w

Total Entries: 1

CIST 1-40494 Edit Delete

Figure 45. MST Configuration Identification menu

The window above contains the following information:

Parameter Description \

Configuration Name | A previously configured name set on the switch to uniquely identify the MSTI (Multiple
Spanning Tree Instance). If a configuration name is not set, this field will show the MAC
address to the device running MSTP. This field can be set in the STP Bridge Global Set-
tings window.

Revision Level This value, along with the Configuration Name will identify the MSTP region configured on
(0-65535) the switch. The user may choose a value between 0 and 65535 with a default setting of 0.
MSTI ID This field shows the MSTI IDs currently set on the switch. This field will always have the

CIST MSTI, which may be configured but not deleted. Clicking the hyperlinked name will
open a new window for configuring parameters associated with that particular MSTI.

Type This field allows the user to choose a desired method for altering the MSTI settings. The
user has two choices.

Add VID - Select this parameter to add VIDs to the MSTI ID, in conjunction with the VID List
parameter.

Remove VID — Select this parameter to remove VIDs from the MSTI ID, in conjunction with
the VID List parameter.

VID List (1-4094) This field displays the VLAN IDs associated with the specific MSTI.

Click Apply to implement changes. Click Edit to modify an entry and Delete to remove an entry.

STP Instance Settings

This table is used to create STP Instance Settings on the switch. An STP instance may have multiple members with
the same MSTP configuration. There is no limit to the number of STP regions in a network but each region only
supports a maximum of 16 spanning tree instances (one unchangeable default entry). VIDs can belong to only one
spanning tree instance at a time.

To view this window, click Switch Configuration > Spanning Tree > STP Instance Settings as shown below:
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STP Priority Settings
R — oty [0
Total Entries: 1
Instanc atus Instance Priority
CIST Disahled 32768(Bridge Priority : 32768, §vS 1D Ex : 0) wiew
STP Instance Operational Status
MSTP 1D - Designated Root Bridge
External Root Cost Regional Root Bridge
Internal Root Cost Designated Bridge
Root Port hlax Age
Forward Delay Remaining Hops
Last Topology Change Tapology Changes Count
Figure 46. STP Instance Settings menu
The following information can be set:
Parameter Description
MSTI ID Displays the MSTI ID of the instance being modified. An entry of 0 in this field denotes the
CIST (default MSTI).
Priority Enter the new priority in the Priority field. The user may set a priority value between 0 and
61440.

To modify an entry click the Edit button, to see the STP Instance Operational Status of a previously configured setting
click View, the following window will be displayed.

STP Priority Settings

Total Entries: 1

STP Instance Operational Status
METP ID

External Root Cost

Internal Root Cost

Root Port

Farward Delay

Last Topology Change

Instance Status
Disahled

Apply

Priority

Instance Priority

4086(Bridge Priority - 4096, 55 |D Ext: 0) Wigw

Designated Root Bridge
Regional Root Bridge
Designated Bridge

Max Age

Remaining Hops
Tapology Changes Count

Figure 47. STP Instance Settings - View menu

MSTP Port Information

This window displays the

current MSTP Port Information and can be used to update the port configuration for an MSTI

ID. If a loop occurs, the MSTP function will use the port priority to select an interface to put into the forwarding state.
Set a higher priority value for interfaces to be selected for forwarding first. In instances where the priority value is
identical, the MSTP function will implement the lowest MAC address into the forwarding state and other interfaces will
be blocked. Remember that lower priority values mean higher priorities for forwarding packets.

To view this window, click Switch Configuration > Spanning Tree > MSTP Port Information as shown below:

\/ = PO ) cl L)
Fort 01 i
MSTP Port Setting

Instance D l:l

Port 1 Settings
Designated Bridge
A

M STI

Internal Path Cost (1-200000000) [ ] Prioiy

Internal Path Cost
200000

Friority
128

Foreearding MonStp

Figure 48. MSTP Port Information menu
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The following parameters can be viewed or set:

Parameter Description
Port Use the drop-down menu to select a port.
Instance ID Displays the MSTI ID of the instance being configured. The range is from 0 to 15. An entry of

0 in this field denotes the CIST (default MSTI).

Internal Path cost
(1-200000000)

This parameter is set to represent the relative cost of forwarding packets to specified ports
when an interface is selected within a STP instance. The default setting is 0 (auto). There are
two options:

0 (auto) — Selecting this parameter for the infernalCost will set quickest route automatically
and optimally for an interface. The default value is derived from the media speed of the
interface.

value 1-200000000 — Selecting this parameter with a value in the range of 7 to 200000000 will
set the quickest route when a loop occurs. A lower Internal cost represents a quicker
transmission.

Priority

Enter a value between 0 and 240 to set the priority for the port interface. A higher priority will
designate the interface to forward packets first. A lower number denotes a higher priority.

Click Apply to implement changes made.

47




Connectivity Fault Management (CFM) is defined by IEEE 802.1ag, which is a standard for detecting, isolating and
reporting connectivity faults in a network. CFM is an end-to-end per-service-instance Ethernet layer operation,

administration, and management (OAM) function. CFM functions include path discove

, fault detection and faull

CFM message types that are supported include; Continuity Check Message (CCM
Response (LBM, LBR) and Linktrace Message and Response (LTM and LTR).

Loopback Message and

\/ a8
CFM Global Settings
CFM State @Disabled O Enabled
CFM Port State Port: |1 | OEnabled O Disabled
FPort State
1 Disabled
2 Disabled
3 Cisabled
4 Disabled
5 Disabled
3 Disabled
7 Disabled
8 Disabled
9 Disabled
10 Disabled
11 Cisabled
12 Cisabled
i3 Disabled
14 Disabled
15 Cisabled
16 Disabled
17 Disabled
18 Disabled
19 Disabled
20 Disabled
21 Disabled
22 Disabled
23 Disabled
24 Disabled
25 Disabled
26 Disabled

Figure 49. CFM Global Settings menu

Enter the port list you wish to Enable and click Apply.
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CFM MD Settings

This window is used to configure the CFM CCM PDU forwarding mode on the Switch. By default the CCM message is
handled and forwarded by software. The software can handle the packet based on behaviour defined by the standard.
Under a strict environment, there may be substantial amount of CCM packets, and it will consume a substantial

amount of CPU resources. To meet the performance requirement, the handling of CCM can be changed to hardware

To view this window, click Switch Configuration > CFM > CFM MD Settings as shown below:

MD Level 0 -
MIFP Creation | Mone -
SenderlD TLV Mone v

Total Entries: 0
MIP Creation SenderlD TLY

Figure 50.CFM MD Settings menu

Use the drop down menu to forward by Software or Hardware and click Apply.

CFM MA Settings

This window is used to enable the CFM maintenance point reply Linktrace Response on the Switch.

To view this window, click Switch Configuration > CFM > CFM MA Settings as shown below:

MA Name [ ]

MD Mame | ~

MIF Creation None )

SenderlD TLV Maone A4

CCM Interval 10ms v

NEPID List OaAdd Opelete [ |(Ec135810) Apply | [ cancel |

MA Name Bind MD MIP Creation CCM Interval SenderlD TLV MEPID List

Figure 51. CFM MA Settings menu

Select Enable or Disable and click Apply.
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CFM Mep Settings

This window is used to display the CFM, maintenance intermediate point and continuity check message on the Switch.

To view this window, click Switch Configuration > CFM > CFM Mep Settings as shown below:

(' Disabled () Enabled
O Disabled O Enabled
All

L ]
[ Ja-gmen

b

Mep Mame Mep State

MEF ID CCM State

Fault Alarm v

MD Mame
MA Mame

CCM State Fault Alarm

MEF ID Direction Mep State

Mep Name

Figure 52. CFM Mep Settings menu

CFM Remote Mep

This window is used to configure the CFM settings on the Switch.

To view this window, click Switch Configuration > CFM > CFM Remote Mep as shown below:

Remote MEPID
MAC Address
Status
RDI
Fort Status Defect
Interface Status Defect
Last CCM Serial Mumber
Sender Chassis ID
Sender Management Address
Detect Time

Figure 53. CFM Remote Mep menu

The following parameters can be set or are displayed:

Parameter

Description

Used to Enable or Disable the CFM State

Connectivity Fault Management Create(MD

E

Enter the maintenance domain name you wish to create.

Connectivity Fault Management Settings(MD

Enter the maintenance domain name you wish to configure.

Enter the maintenance domain level.

This setting controls the creation of MIPs

None — Means that no MIPs will be created. This is the default value.

port is reached or there are

Auto — MIPs are created when the next lower active MD-level on the
no lower active MD levels.

Explicit — MIPs are created when the next lower active MD-level on the port is reached.

SenderiD TL

can choose between

Used to define the TLV data types of the maintenance domain. The user
None, Chassis, Manage or Chassis Manage.




CFM Loopback Settings

This window is used to configure the CFM Loopback settings on the Switch.

v alelalels

Mac Address [01-02-03-AA-BB-CC |

Mep Mame L

Figure 54. CFM Loopback menu

The following parameters can be configured:

‘ Parameter Description

MEP NamelfiThe name of the Maintenance End Point
(Max:32

characters

MEP ID (1-8191 The ID for the Maintenance End Point between 7 and 87917.

MD (Max:22@MThe Maintenance Domain Name
characters

MA (Max:228lThe Maintenance Association Name.
characters

MAC Address| The destination MAC address.

LBMs Number (1-fi8The number of LBMs to be sent the default value is 4.
65535

LBM Payload@liThe payload length of the LBM to be sent, the default value is O.
Length (0-1500

The arbitary amount of data to be included in a Data TLV, along with
the Data TLV is to be included.

the indication of whether

LBMs Priorit The 802.1p priority to be set in the transmitted LBMs. If not specified it

uses the same

Click Apply to implement changes made.

CFM Linktrace Settings

This window is used to configure the CFM linktrace settings on the Switch.

To view this window, click Switch Configuration > CFM > CFM Linktrace Settings as shown below:
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Send Transmit Linktrace Message

wephame:[ ] Destnaionmac: [ |
e [ | (2~255) PDU Priority - | 0 v

Linktrace Transaction Result

Mep Name : | [ Apply |

Total Entries : 1 Delete All

Transaction ID Source MEP Destination

Figure 55. CFM Linktrace menu

The following parameters can be configured:

Parameter Description

he name of the Maintenance End Point.

MEP ID (1-8191 The ID for the Maintenance End Point between 7 and 8791.

MD Name he Maintenance Domain Name.

he Maintenance Association Name.

MAC Address| he destination MAC address.

TTL (2-255 The linktrace message TTL value. The default value is 64.

PDU Priority is not specified, it uses

PDU Priority]| The 802.1p priority to be set in the transmitted LTM. If the

priority as CCMs sent by the MA,

to implement changes made.
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Section 4

VDSL Configuration

VDSL Profiles
VDSL Ports
VDSL Status

The VDSL Configuration section will allow users to adjust the configuration settings for VDSL lines connected to the
switch. This section has two divisions for configuration, VDSL Profiles, VDSL Ports and VDSL Status which are
described below.

VDSL Profiles

The VDSL Profile window allows users to configure the settings for VDSL profiles of the switch. These profiles, once
configured, may be set to individual VDSL lines on the switch, using the VDSL Ports window. Features such as
upstream and downstream rates and power settings can be configured per profile. Click the VDSL Profile link to
access the following window.

v L) =TOTIE

Press Edit Button to load detail settings

Total Entries: 60 S

Profile ID Profile Mame Action

iy default1 Edit
02 defaultz Edit
03 default3 Edit
04 default4 Edit
05 defaults Edit
06 defaultd Edit
o7 default? Edit
oa defaultd Edit
04 defaultd Edit
10 defauli10 Edit
11 default1 Edit
12 default12 Edit
13 default13 Edit
14 default14 Edit
15 default1s Edit
16 default1é Edit
17 defauli17 Edit
18 defauli1d Edit
14 default19 Edit "

Figure 56. VDSL Profile list
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VLD = ToTle

Profile ID

Prafile Name

Max Downstream Rate
Max Upstream Rate
Min Downstream Rate
Min Upstreamn Rate
Rate Adaptive use

Retrain mode

Downstreamn Target SNR Margin
Upstream Target SMR Margin
Downstream Min SNR Margin
Upstream Min SNR Margin
Downstream Max SNR Margin

Upstream Max SNR Margin

Downstream Max InterLeave Delay
Upstream Max InterLeave Delay
Downstream Min. INP.

Upstream Min IMP.

Trellis Coding
RFI Mode
Bitswap
VDSL2 Profile

PSD Mask Selection

Limited PSD Mask

-
oo (32-104960)
R (32-104960)
Bz koes (32-104960)
kbps (32-104960 )

*

O
|
=
®
A
w
T
=
=%
w
=
=
@

(® Decrease O lIncrease & Decrease

h2 b (0-62,0508/Step)
12 b (0-62,0508/Step)
o b (0-62,0.50B/Step)
10 ab (0-62,0.5dB/Step)
2 | (0-62,0.508 /Step )
1 — (0-62, 0.5dB/Step )
e ms (0-62,0.5ms/Step)
s |ms (0-82,05ms/Step)
[ Jusec (0-32, 125usac/ Step)
usec (0-32, 125usec/ Step )

(O Disable (*)Enable
@ Disable O 39932
(O Disable &) Enable
autoprofile w

O MiCcab & M2Cab
ONUso ®EU32 OEUB4

Figure 57. VDSL Profile menu - Edit

IParameter

Description |

Profile Name

Enter a name to define the profile configured here. This name is used for configuration
profiles applied to individual ports in the VDSL Ports menu.

Max
Downstream/Upstream
Rate

Enter a figure, in Kbps, that will set the maximum rate of packets of the VDSL line to
which this profile will be added.

Min Downstream/Upstream
Rate

Enter a figure, in Kbps, that will set the minimum rate of packets of the VDSL line to
which this profile will be added.

Rate Adaptive Use

Choose if the downstream mode is Rate Adaptive in which the switch automatically
adjusts the downstream rate depending on the line conditions such as FEXT, band
plan limit or noise, or Fixed to statically set the transfer rate above in the Max
Downstream Rate field. If a bad link is detected, the Adaptive setting implements a
shorter loop profile to achieve a steady link. The default mode is Adaptive with the
ability to decrease rates as needed.

Retrain Mode

decrease—The vdsl line will retrain if line condition is below minimum SNR.

increase-decrease— The vdsl line will retrain if line condition is above maximum SNR or
below minimum SNR.
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IParameter

Description

Downstream/Upstream
Target SNR Margin

Configure the target amount of increased noise that tolerated while maintaining the
designed BER (bit error rate). If the SNR Margin is increased, bit error rate
performance will improve, but the data rate will decrease. Conversely, if the SNR
Margin is decreased, bit error rate performance will decrease, but the data rate will
increase. This field is to be set for the maximum upstream rate SNR Margin and is
to be set in dB. (decibals)

Downstream/Upstream Min

SNR Margin

Configure the minimum amount of increased noise that can be tolerated while
maintaining the designed BER (bit error rate).

Downstream/Upstream Max

SNR Margin

Configure the maximum amount of increased noise that can be tolerated while
maintaining the designed BER (bit error rate).

Downstream/Upstream Max

InterLeave Delay

Adjust DS/US maximum interleave download delay settings (in ms) allowed Max
from 0 to 62 ms.

Trellis Coding Enable or disable Trellis coding.
RFI Mode Enable or disable G.993.2 RFI cancellation.
BitSwap Enable or disable BitSwap.

VDSL2 Profile

PSD Mask Selection

Environmental conditions, especially radio interference can cause significant
problems in any or all bands. These masks will limit crosstalk between VDSL lines
on the switch. Choosing one of these masks will filter noise from other VDSL lines
on the switch.

Limited PSD Mask

DS Reduced PSD Mode

Need information for descriptions, please give

US Reduced PSD Mode

me reference documents if available or other
D-Link manuals that have this.

Upstream/Downstream
Virtual Noise State

SRA Mode

SOS Mode

Robust EOC Ratte

UPBO Users may enable or disable the UPBo function using the corresponding radio
buttons. Upstream Power Back Off (UPBO) is used to avoid lowering the
performance in long loops due to strong FEXT which was generated by a short loop.
The result of enabling this feature should result in higher upstream bit rates.

DPBO

USO0 Band When the USO Band is enabled, VDSL lines can be connected over longer

distances.

Click on the Apply button to set these configurations in the memory of the switch.
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VDSL Ports

The following window is used to attach profiles, configured in the VDSL Profiles section, with VDSL lines on the
switch.

VDSLC Po
Line Mame Profile Link State Action Detail

1 vast ] defaultt v Enabled Training [ Attach | [ Detail |
vdsl2 default] v Enabled Training [ attach | [ Detail |

3 vds|3 default! v Enabled Training [ attach | [ Detail |
4 vdsl4 defaultl v Enabled Training [ Attach | [ Detail |
5 vdsl5 default1 v Enabled Training [ Atach ] [ Detail |
8 vdslG defaultl v Enabled Training [ attach | [ Detail |
7 vdsI7 default! v Enabled Training [ attach | [ Detail |
8 vdsIg default1 v Enabled Training [ Attach | [ Detail |
9 vdsla defaultt v Enabled Training [ Atach ] [ Detal |
10 vdsl10 default] w Enabled Training [ attach | [ Detail |
11 vdsi11 default! v Enabled Training [ attach | [ Detail |
12 vdsl12 defaultl v Enabled Training [ Attach | [ Detail |
13 vdsl13 defaultt v Enabled Training [ Atach ] [ Detail |
14 vdsl14 default] w Enabled Training [ attach | [ Detail |
15 vdsI15 default! v Enabled Training [ attach | [ Detail |
16 vdsl16 default1 v Enabled Training [ Attach | [ Detail |
17 vdsl17 defaultt v Enabled Training [ Atach ] [ Detal |
18 vdsl18 default] w Enabled Training [ attach | [ Detail |
19 vdsI19 default! v Enabled Training [ attach | [ Detail |
20 vdsl20 defaultl v Enabled Training [ Attach | [ Detail |
21 vdsl21 default1 v Enabled Training [ Atach ] [ Detail |
22 vdsl22 default] w Enabled Training [ attach | [ Detail |
23 vdsl23 default! v Enabled Training [ attach | [ Detail |
24 vdsl24 default1 v Enabled Training [ Attach | [ Detail |

Figure 58. VDSL Port table

To attach a profile to a VDSL line, use the pull-down menu under the Profile heading, select a pre-configured profile
and click the Attach button located under the Action heading. To view the settings of a VDSL Port, click the
corresponding Port’s Detail button which will produce the following read-only window.

VD Fo Deta
Port 1 [ Back ( Clear |
Line Name wdsl1
Link State Training
Line TYPE Interleaved
Band Plan MIA
WDSL2 Profile N/A
Line Uptime — days — hours — minutes — seconds
Downstream Upstream
Line Rate MN/A Mbps M/A Mbps
Payload Rate MN/A Mbps MN/A Mbps
Attainable Payload Rate MN/A Mbps MN/A Mbps
SNR Margin uso NAA NiA dB
SNR Margin  DS1/US1 N/A dB NiA dB
SNR Margin  DS2/US2 N/A dB NiA dB
SNR Margin  DS3/US3 N/A dB NiA dB
Average SNR Margin N/A dB NiA dB
Delay MNIA ms MN/A ms
INP (in DMT symbols) NIA NIA
Transmit power N/A dBm MN/A dBm
Line Attenuation uso NiA NiA dB
Line Atenuation  DS1/US1 NI/A dB NiA dB
Line Atenuation  DS2/US2 NI/A dB NiA dB
Line Atenuation  DS3/US3 NIA dB NiA dB
Signal Aftenuation uso NIA NiA dB
Signal Aftenuation DS1/US1 N/A dB NiA dB
Signal Attenuation DS2/US2 N/A dB NiA dB
Signal Attenuation DS3/US3 N/A dB NiA dB
Average Attenuation N/A dB NiA dB
Loop Length Estimate NiA m
CRC error packets MIA MNIA
Rs correctable packets MNIA NIA
Errored Seconds NiA NIA
Severely Errored Seconds MNIA NIA
Unavailable Seconds 86664 86664
LOF Detect N/A MNiA
LOS Detect NiA MNiA
LOL Detect NiA MNiA
Error status report MNo error
Lower VDSL Payload Rate Alarm NIA
Layer2 switch statistcs Outgoing Incoming
CO Side Receive Frames o NIA
CO Side Drop Frames — NIA
CO Side FCS Error Frames s NIA
CO Side Transmit Frames NiA =

Figure 59. VDSL Port — details menu
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VDSL Ports Config

The following window is used to config vdsl port status and action.

T =D U L
Link State Action
1 Training (Mo Use (3 Use [ Re-Train | [ Reset |
2 Training O Mo Use &) Use [ ReTrain | [ reset |
3 Training (Mo Use () Use | ReTrain | [ Reset |
4 Training O Mo Use &) Use [ ReTrain | [ reset |
5 Training (Mo Use () Use | Re-Train | [ Reset |
G Training (Mo Use (50 Use [ Re-Train | [ Reset |
7 Training (Mo Use () Use | Re-Train | [ Reset |
8 Training O Mo Use &) Use [ ReTrain | [ Reset |
9 Training (Mo Use () Use | ReTrain | [ Reset |
10 Training O Mo Use &) Use [ ReTrain | [ reset |
11 Training (Mo Use () Use [ Re-Train | [ Reset |
12 Training (Mo Use (50 Use [ Re-Train | [ Reset |
13 Training (Mo Use () Use | Re-Train | [ Reset |
Figure 60. VDSL Ports config table
The following window is used to run vdsl port loopback function.

VL QUL e

cPE1

Line State : Training

Choose Side 2 co gide CEOC O CPE Side

Times : {1-400)

Packet gize 1 (B4-1518)

LoopBack Test Result :

State Idle

Figure 61. VDSL loopback
The following parameters can be viewed or set:

Parameter Description
Line Specifies vdsl line to do loop back function
Choose Side co side —Specifies that loop back test is internal .

eoc —Specifies that loop back test is external via VDSL EOC channel.

cpe side—Specifies that loop back test is external via VDSL DATA channel..

Times How many times to run loop back test

Packet size Specifies pcket size

Click Apply to implement changes made.
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VDSL Status
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Figure 62. VDSL Bitmap Status display
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Multicasting

IGMP Snooping Settings

IPv4 Multicasting Settings

IPv4 Limited Multicast Range Settings
IPv4 Max Multicast Group Settings
Multicasting Forwarding

Multicast Filtering Mode
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IGMP Snooping Settings

Internet Group Management Protocol (IGMP) snooping allows the switch to recognize IGMP queries and reports sent
between network stations or devices and an IGMP host. When enabled for IGMP snooping, the switch can open or

close a port to a specific device based on IGMP messages passing through the switch.

In order to use IGMP Snooping it must first be enabled for the entire switch. You may then fine-tune the settings for
each VLAN using the IGMP Snooping link in the Switch Configuration folder. When enabled for IGMP snooping, the
switch can open or close a port to a specific multicast group member based on IGMP messages sent from the device
to the IGMP host or vice versa. The switch monitors IGMP messages and discontinues forwarding multicast packets
when there are no longer hosts requesting that they continue.

IGMP Snooping Settings

Use the IGMP Snooping Settings window to enable or disable IGMP Snooping on the switch. To modify the settings,
click the Edit button under Parameter Settings and a new table will appear for the user to configure.

To view this window, click Switch Configuration > IGMP Snooping > IGMP Snooping Settings as shown below:

VIF poping se .

IGMP Global Settings

IGMP Snooping State OEnabled @ Disabled
Total Entries: 1

|9] YLAN Name State
1 default Disabled

Figure 63. IGMP Snooping Settings menu

Clicking the Edit button will open the IGMP Snooping Parameters Settings window, shown below:

WLAM 1D 1 WLAMN Mame default
Rate Limit Mo Limitation Guerier IP 0.0.0.0
Gluerier Expiry Time 0secs Guery Interval (1-B5535) sec
Max Response Time (1-25) sec Robustness Value (1-255)
Last Member Query Interval (1-25) sec Data Dtiven Group Expiry Time (1-65535) sec
Querier State Disabled b Fast Leave Disahled A
State Dizabled b Report Suppressian Enabled w
Data Driven Learning State Enabled b Data Driven Learning Aged Out Dizabled A
Warsion 3 e Querier Role Hon-Querier
[ <=Back I Apply |

Figure 64. IGMP Snooping Parameters Settings - Edit menu
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The following fields can be set:

Parameter Description
VLAN ID This is the VLAN ID that, along with the VLAN Name, identifies the VLAN for which the user
wishes to modify the IGMP Snooping Settings.
VLAN Name This is the VLAN Name that, along with the VLAN ID, identifies the VLAN for which the user
wishes to modify the IGMP Snooping Settings.
Rate Limit Displays the rate limitation.
Querier IP The querier IP address to send IGMP queries.

Querier Expiry
Time

Displays the querier expiry time.

Query Interval
(1-65535)

The Query Interval field is used to set the time (in seconds) between transmitting IGMP
queries. Entries between 7 and 65535 seconds are allowed. Default = 125.

Max Response
Time
(1-25)

This determines the maximum amount of time in seconds allowed before sending an IGMP
response report. The Max Response Time field allows an entry between 1 and 25 (seconds).
Default = 10.

Robustness Value
(1-255)

Adjust this variable according to expected packet loss. If packet loss on the VLAN is expected
to be high, the Robustness Variable should be increased to accommodate increased packet
loss. This entry field allows an entry of 1 to 255. Default = 2.

Last Member
Query Interval
(1-25 Sec)

This field specifies the maximum amount of time between group-specific query messages,
including those sent in response to leave group messages. Default = 1.

Querier State

Choose Enabled to enable transmitting IGMP Query packets or Disabled to disable. The
default is Disabled.

Fast Leave This parameter allows the user to enable the Fast Leave function. Enabled, this function will
allow members of a multicast group to leave the group immediately (without the implementation
of the Last Member Query Timer) when an IGMP Leave Report Packet is received by the
switch. The default is Disabled.

State Select Enabled to implement IGMP Snooping. This field is Disabled by default.

Report Select Enable or Disable for IGMP Snooping report suppression for specified VLANSs.

Suppression

Version

Allows the user to configure the IGMP version used on the switch. The default value is 3.

Querier Role

This read-only field describes the behavior of the router for sending query packets. Querier will
denote that the router is sending out IGMP query packets. Non-Querier will denote that the
router is not sending out IGMP query packets. This field will only read Querier when the
Querier State and the State fields have been Enabled.

To modify the IGMP Snooping Router IP Settings click on the hyperlinked Modify Router Port which will show the
following window for the user to configure:

YID: 1

WLAMN Mame: default

Static Router Port:

[[selectall J[ clearall |

[ =<Back ] [ Apply ]

Router IP

Figure 65. IGMP Snooping Router IP Settings — Edit menu
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IGMP Snooping Rate Limit Settings

This table allows the user to configure the rate of IGMP snooping control packets that are allowed per port or VLAN.

To view this window, click Switch Configuration > IGMP Snooping > IGMP Snooping Rate Limit Settings as
shown below:

@ Port List 2.y 1,3-4)
OyLan List {e.g:1,34)

Rate Limit {1-1000} Mo Limit
® Port List
Ovua s
Total Entries: 1

Rate Limitation
1 Ma Limitation
==Back Mesxts =

Figure 66. IGMP Snooping Rate Limit Settings menu

The following parameters can be configured:

Parameter Description
Port List Specifies a port or range of ports that will be configured.
VLAN List Specifies a VLAN or range of VLANS that will be configured.
Rate Limit (1-1000) | Configures the rate of IGMP control packets that are allowed per port or VLAN.

Click Apply to implement changes made.

IGMP Snooping Static Group Settings

This table is used to configure the current IGMP snooping static group information on the switch.

To view this window, click Switch Configuration > IGMP Snooping > IGMP Snooping Static Group Settings as
shown below:

ViF wlale . = oLIp = (]

& vLAN Name l:l (Max 32 characters)
OwLaN List - Jeoatss
IPv4 Address [ Jesazzaa [ Find J(_create  J[_ Delete |

Wiew All

Total Entries: 0

YLAM Mame IP Address Static Mermber Fort

Figure 67. IGMP Snooping Static Group Settings menu

The following parameters can be configured:

Parameter Description
VLAN Name The name of the VLAN for which to create IGMP snooping static group information.
VLAN List The list of the VLAN IDs for which to create IGMP snooping static group information.
IPv4 Address The static group address for which to create IGMP snooping static group information.

Click Apply to implement changes made. To search for an entry enter the appropriate information and click Find, to
remove and entry enter the appropriate information and click Delete.
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IGMP Multicast Group Profile Settings

This table allows the user to create igmp multicast group profiles and specify multicast address lists on the switch.

To view this window, click Switch Configuration > IGMP Snooping > IGMP Multicast Group Profile Settings as
shown below:

Frofile Narme | (Masx 32 characters)
Total Entries: 1

Frofile Mame

dg

Group List

Figure 68. IGMP Multicast Group Profile Settings menu

To configure the multicast address list once a profile has been created, click on the hyperlinked Group List to reveal
the following window:

Frofile Mame dg

Multicast Address List |te.0.235.2.2.1-235 2.2.)
Multicast Address Group List: 1

MO, Multicast Address List

1 236.3.3.1-236.3.3.2

Figure 69. IGMP Multicast Group Profile Settings menu — Group List

Enter the Multicast Address List and click Add the new information will be displayed in the table. Click <<Back to
return to the IGMP Multicast Group Profile Settings window and click Delete to remove an entry.
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IGMP Snooping Multicast VLAN Settings

This window is used to configure the IGMP Snooping Multicast VLAN settings on the switch.

To view this window, click Switch Configuration > IGMP Snooping > IGMP Snooping Multicast VLAN Settings as

shown below:

State
Member Port {e.q.; 1-4,6)

Total Entries : 0
VD YLAN Name

Multicast VLAN{v4) Global State @ Disahled O Enabled
Multicast W1 AN{v4) Forward Unmatched &) Dizabled O Enabled
YLAN Narme 1 VID (2-4094)

Tagged Member Part (e.g.; 1-4,6) [ cClearan | [ Add ]

Disabled Replace Source [P (e.g.: 10.90.90.90) 0.0.0.0
Source Port {e.g.: 1-4,B)

Replace Source IP Member Part Tagged Port Source Part

Figure 70.IGMP Snooping Multicast VLAN Settings menu

The following fields can be set

Parameter

Description

VLAN Name

This is the VLAN Name that, along with the VLAN ID, identifies the VLAN the user wishes to
modify the IGMP Snooping Settings for.

VID (2-4094)

This is the VLAN ID that, along with the VLAN Name, identifies the VLAN the user wishes to
modify the IGMP Snooping Settings for.

State

Use the drop-down menu to toggle between Enabled and Disabled.

Replace Source IP

Enter an IP address that new IP address to be used.

Member Port Select the ports that will be members of the Multicast VLAN. (Eg. Ports 1 to 4 and port 6)
(e.g.:1-4,6)

Source Port Select the source Port for the Multicast VLAN.

(e.g.:1-4,6)

Tagged Member
Port (e.g.:1-4,6)

Select the ports that will be tagged as members of the VLAN.

To modify an entry click the corresponding Modify, To edit and entry click the corresponding Edit button and to delete
an entry click the corresponding Delete button.
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IPv4 Multicast Profile Settings

The IPv4 Multicast Profile Settings window allows the user to add a profile to which multicast IPv4 address(es)
reports are to be received on specified ports or VLANs on the switch. This function will therefore limit the number of
reports received and the number of multicast groups configured on the switch. The user may set an IP Multicast
address or range of IPv4 Multicast addresses to accept reports (Permit) or deny reports (Deny) coming into the
specified switch ports or VLANSs.

To view this window, click Switch Configuration > IGMP Snooping > IPv4 Multicast Profile Settings as shown
below:

Profile ID Profile Mame

1 v| [ | emtanx 32 characters)

Total Entries:0
Frofile 1D FProfile Mame

Figure 71. IPv4 Multicast Profile Settings menu

The following fields can be set

Parameter Description
Profile ID Use the drop-down menu to choose a Profile ID.
Profile Name Enter a name for the IPv4 Multicast Profile.

To edit and entry click the corresponding Edit button and to delete an entry click the corresponding Delete button.

Frofile ID Profile Mame
1 ~] | | iMax 32 characters)
Total Entries:1

Frofile 1D Profile Mame

Group List

Figure 72. IPv4 Multicast Profile Settings — Edit menu
To configure the Group List Settings click the hyperlinked Group List.

Profile 1D 7
Profile Name RBG
Multicast Address List |te.q:235.2.2.1-235.22.3)

Multicast Address Group List: 0
[leX Multicast Address List

Figure 73. IP Multicast Address Group List Settings — Group List menu

Enter the multicast Address List starting with the lowest in the range, and click Add. To return to the IP Multicast
Profile Settings window, click the <<Back button.
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IPv4 Limited Multicast Range Settings

The IPv4 Limited Multicast Range Settings enables the user to configure the ports or VLANs on the switch that will
be involved in the Limited IPv4 Multicast Range. The user can configure the range of IPv4 multicast addresses that
will be accepted on the ports or VLANS.

To configure these settings, click Switch Configuration > IGMP Snooping > IPv4 Limited Multicast Range
Settings.

/ nited Multicast Range Se
Pots v I:I(e.g.:1,4—5) ACCESS Fermit v
Fots v [ Jesiiss) FrofilelD  w 7 v Access | Permit v

[ Add ][ Delete ]
Total Entries: 0
WLAMN 1D tate Profile ID
<<Back MNexts >

Figure 74. IPv4 Limited Multicast Range Settings menu

To add a new range enter the information and click Add, to delete an entry enter the information and click Delete.

IPv4 Max Multicast Group Settings

The IPv4 Max Multicast Group Settings allows users to configure the ports on the switch that will be apart of the
max number of multicast groups that can be learned by data driven.

To view this window, click Switch Configuration > IGMP Snooping > IPv4 Max Multicast Group Settings as
shown below:

Pots v [ Jeoies Masc Group (1-1024) [ ] Mininite

Max Multicast Group Mumber
1 Infinite
4 Infinite

<<Back Mexts=

Figure 75. IPv4 Max Multicast Group Settings menu

To add a new IPv 4 Max Multicast Group, enter the information and click Apply, to search for an entry click Find.

MLD Snooping

Multicast Listener Discovery (MLD) Snooping is an IPv6 function used similarly to IGMP snooping in IPv4. It is used to
discover ports on a VLAN that are requesting multicast data. Instead of flooding all ports on a selected VLAN with
multicast traffic, MLD snooping will only forward multicast data to ports that wish to receive this data through the use
of queries and reports produced by the requesting ports and the source of the multicast traffic.

MLD snooping is accomplished through the examination of the layer 3 part of an MLD control packet transferred
between end nodes and a MLD router. When the switch discovers that this route is requesting multicast traffic, it adds
the port directly attached to it into the correct IPv6 multicast table, and begins the process of forwarding multicast
traffic to that port. This entry in the multicast routing table records the port, the VLAN ID and the associated multicast
IPv6 multicast group address and then considers this port to be a active listening port. The active listening ports are
the only ones to receive multicast group data.
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MLD Control Messages

Three types of messages are transferred between devices using MLD snooping. These three messages are all
defined by three ICMPV6 packet headers, labeled 130, 131 and 132.

1. Multicast Listener Query — Similar to the IGMPv2 Host Membership Query for IPv4, and labeled as 130 in
the ICMPV6 packet header, this message is sent by the router to ask if any link is requesting multicast data.
There are two types of MLD query messages emitted by the router. The General Query is used to advertise all
multicast addresses that are ready to send multicast data to all listening ports, and the Multicast Specific
query, which advertises a specific multicast address that is ready. These two types of messages are
distinguished by a multicast destination address located in the IPv6 header and a multicast address in the
Multicast Listener Query Message.

2. Multicast Listener Report — Comparable to the Host Membership Report in IGMPv2, and labeled as 131 in
the ICMP packet header, this message is sent by the listening host to the switch stating that it is interested in
receiving multicast data from a multicast address in response to the Multicast Listener Query message.

3. Multicast Listener Done — Akin to the Leave Group Message in IGMPv2, and labeled as 132 in the ICMPVv6
packet header, this message is sent by the multicast listening host stating that it is no longer interested in
receiving multicast data from a specific multicast group address, therefore stating that it is “done” with the
multicast data from this address. Once this message is received by the switch, it will no longer forward
multicast traffic from a specific multicast group address to this listening host.

MLD Snooping Settings

This table is used to enable MLD Snooping on the switch and to configure the settings for MLD snooping.

To view this window, click Switch Configuration > MLD Snooping > MLD Snooping Settings, as shown below:

MLD Global Settings

MLD Snooping State ® pisabled O Enabled
MLD Data Driven Learning Settings
Max Learned Entry value {1-1024) [128

Total Entries: 2

LA Name
1 default Disabled Modify Router Port
B YLANE Disabled Modify Router Port

<<Back Mexts=

Figure 76. MLD Snooping Settings menu

To configure the settings for an existing entry click the corresponding Edit button which will display the following

window.
WLAM 1D 1 WLAMN Mame default
Rate Limit o Limitation Guerier IP 1}
Guerier Expiry Time 0secs Query Interval (1-65535) Sen
hax Response Time (1-28) sec Rohustness Yalue (1-255)
Last Member Query Interval {1-25) =1:18 Data Driven Group Expiry Time {1-65535) Sen
Querier State Disabled hd Fast Done Disabled A
State Disabled e Report Suppression Enabled w
Data Driven Learning State Enabled b Drata Driven Learning Aged Out Disabled w
Wersion 2 hd Guerier Role HNon-Querier

[ << Back ][ Apply

Figure 77. MLD Snooping Parameters Settings — Edit menu
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The following parameters may be viewed or modified:

Parameter Description
VLAN ID This is the VLAN ID that, along with the VLAN Name, identifies the VLAN for which
to modify the MLD Snooping Settings.
VLAN Name This is the VLAN Name that, along with the VLAN ID, identifies the VLAN for which

to modify the MLD Snooping Settings.

Query Expiry Time

Displays the query expiry time in seconds.

Query Interval (1-65535 sec)

Allows the entry of a value between 71 and 65535 seconds, with a default of 125
seconds. This specifies the length of time between sending IGMP queries.

Max Response Time
(1-25 sec)

This determines the maximum amount of time in seconds allowed to wait for a
response for MLD port listeners. The Max Response Time field allows an entry
between 71 and 25 (seconds). Default = 10.

Robustness Value (1-255)

Provides fine-tuning to allow for expected packet loss on a subnet. The user may
choose a value between 1 and 255 with a default setting of 2. If a subnet is expected
to be lossy, the user may wish to increase this interval.

Last Listener Query Interval
(1-25 sec)

Specifies the maximum amount of time between group-specific query messages,
including those sent in response to leave group messages. A value between 1 and
25. The default is 1 second.

Data Driven Group Expiry
Time (1-65535)

Specifies the data driven group expiry, in seconds. The user may specify a time
between 1 and 65535 with a default setting of 260 seconds.

Querier State

The default is Disabled. If the field displays “Disabled”, it will always be in MLD-
Snooping non-querier state.

Fast Done Used to enable or disable the fast done state of the switch. This field is disabled by
default.
State Used to enable or disable MLD snooping for the specified VLAN. This field is

Disabled by default.

Report Suppression

Used to enable or disable MLD Snooping report suppression for the specified VLAN.

Data Driven Learning State

If the state is Enabled, it allows the switch to be selected as a MLD Querier (sends
MLD query packets). It the state is Disabled, then the switch cannot play the role as
a querier.

Data Driven Learning Aged
Out

Used to Enable or Disable the aging out of MLD Snooping data driven learning for
the specified VLAN.

Version

Used to configure the version of MLD used on switch. The default value is 2.

Querier Role

This read-only field describes the current querier state of the switch, whether
Querier, which will send out Multicast Listener Query Messages to links, or Non-
Querier, which will not send out Multicast Listener Query Messages.

Click Apply to implement any changes made and <<Back to return to the MLD Snooping Settings window. To modify
the router port settings click the hyperlinked Modify Router Port as shown below:
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WiD: 1 WLAMN Mame: default

Static Router Port: [ selectal  J[ clearal |

Forbidden Router Port: [ selectal  J[ clearal |
0 0 0 u 0 u u O u
[ymamic Router Port:

<=Back ] [ Apply ]

Router IP Table

Router IP

Figure 78. MLD Snooping Router IP Settings — Modify menu

MLD Snooping Rate Limit Settings

This window is used to configure the rate of MLD control packets that are allowed per port or per VLAN.

To view this window, click Switch Configuration > MLD Snooping > MLD Snooping Rate Limit Settings, as shown
below:

@ Port List (2.0 1,3-4)
OWLAN List (2.0 1,3-6)

Rate Limit {1-1000) Ma Lirmit
@ Port List
OvLAN Lis
Total Entries: 2

Rate Limitation
1 Mo Limitation
B Mo Limitation
<=Back Mext==

Figure 79. MLD Snooping Rate Limit Settings menu
The following parameters may be viewed or modified:

Parameter Description
Port List Specifies a port or range ports to configure or display.
VLAN List Specifies a VLAN or range of VLANSs to configure or display.
Rate Limit Specifies the rate of MLD control packets that the switch can process on a specific port.
The rate is specified in packets per second. The packet that exceeds the limited rate will be
dropped. The default setting is No Limit.

Click Apply to implement new changes. To modify the rate limit click the corresponding Edit button.
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@ Part List
OWLAN List
Rate Lirnit (1-1000)

@ Paort List
OWLAN List

Total Entries: 2

(g 1,3-4)
(e.g.:1,3-6)

Mo Limit

Rate Limitation

o Limt
MNa Limitation

<<Back Mexts==

Figure 80. MLD Snooping Rate Limit Settings — Edit menu

Enter the new rate limit and click Apply.

MLD Snooping Static Group Settings

This window is used to configure the MLD Snooping static group information on the Swtich:

To view this window, click Switch Configuration > MLD Snooping > MLD Snooping Static Group Settings, as

shown below

EvLAN Name
OwLAN List
IPVE Address

Total Entries: 0

l:l (Max 32 characters)
o Jestas
[ Jes:FrsEza [ Find J(_Create | Delete |

YLAN Hame

Wiew All

IF Address Static Member Part

Figure 81. MLD Snooping Static Group Settings menu

The following parameters may be viewed or modified:

Parameter Description
VLAN Name Specifies the name of the VLAN for which to configure the MLD snooping static group
information.
VLAN List Specifies the list of the VLAN IDs for which to configure the MLD snooping static group
information.
IPv6 Address Specifies the static group IPv6 address for which to configure the MLD snooping static

group information.

Click Create to create a new entry. To search for an entry enter the information and click Find. To view all previously
configured entries click View All.
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MLD Multicast Group Profile Settings

This table allows the user to create MLD multicast group profiles and specify multicast address lists on the switch.

To view this window, click Switch Configuration > MLD Snooping > MLD Multicast Group Profile Settings as
shown below:

Frofile Mame |(Max 32 characters)

Delete All

Total Entries: 1

RB Graup List

Figure 82. MLD Multicast Group Profile Settings menu

To configure the group list once a profile has been created, click on the hyperlinked Group List to reveal the following
window:

FProfile Mame RB
mMulticast Address List | e FFIE-FF1E:3)

Multicast Address Group List: 0

Multicast Address List

Figure 83. Multicast Group Profile Multicast Address Settings menu — Group List

Enter the Multicast Address List and click Add the new information will be displayed in the table. Click <<Back to
return to the IGMP Multicast Group Profile Settings window and click Delete to remove an entry.

MLD Snooping Multicast VLAN Settings

This window is used to configure the MLD Snooping Multicast VLAN settings on the switch.

To view this window, click Switch Configuration > MLD Snooping > MLD Snooping Multicast VLAN Settings as
shown below:

Multicast VL AN{v6) Global State ® Disahled O Enabled
Multicast WLAN(vG) Forward Unmatched (* Disabled O Enabled
YLAN Name YD (2-4094)

Stata Disabled Replace Source P (s g FEB0:201) Member Port (2.0 1,6) 1
Source Port (2.0.: 1,6) Tagged Member Port fe.g.: 1-4 6) [ clearan [ add |
Total Entries : 0

il m] WLAR Mame Replace Source IP hermber Port Tagged Paort Source Port

Figure 84. MLD Snooping Multicast VLAN Settings menu
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The following fields can be set:

Parameter Description
VLAN Name This is the VLAN Name that, along with the VLAN ID, identifies the VLAN the user wishes to
modify the MLD Snooping Settings for.
VID (2-4094) This is the VLAN ID that, along with the VLAN Name, identifies the VLAN the user wishes to

modify the MLD Snooping Settings for.

State Use the drop-down menu to toggle between Enabled and Disabled.

Replace Source IP | Enter an IP address that new IP address to be used.

Member Port Select the ports that will be members of the Multicast VLAN. (Eg. Ports 1 to 4 and port 6)
(e.g.:1,6)

Source Port Select the source Port for the Multicast VLAN.

(e.g.:1,6)

Tagged Member Select the ports that will be tagged as members of the VLAN.
Port (e.g.:1-4,6)

To modify an entry click the corresponding Modify button. To remove an entry click the corresponding Delete button.

Multicast Forwarding

The following figure and table describe how to set up Multicast Forwarding on the switch.

To view this window, click Switch Configuration > Forwarding & Filtering > Multicast Forwarding as shown
below:

Multicast Forwarding Settings

WID [ |

Multicast MAC Address [ | [ clearal [ apply |
None ® ® © ® ® ® ® ® ® ®
Egress @ @) @) @) @) @) @) @) @ @) @) O
Egress Ports

Total Entries: 0

MAC Address Maode Egress Ports

Figure 85. Multicast Forwarding menu

The following parameters can be set:

Parameter Description
VvVID The VLAN ID of the VLAN to which the corresponding MAC address belongs.
Multicast MAC The MAC address of the static source of multicast packets. This must be a multicast MAC
Address address.
Port Settings Allows the selection of ports that will be members of the static multicast group and ports

either that are forbidden from joining dynamically, or that can join the multicast group
dynamically, using GMRP. The options are:

None — No restrictions on the port dynamically joining the multicast group. When None is
chosen, the port will not be a member of the Static Multicast Group.

Egress — The port is a static member of the multicast group.

Click Apply to implement the changes made. To delete an entry in the Static Multicast Forwarding Table, click the
corresponding Delete button. All the entries will be shown on the lower half of the Multicast Forwarding Table
window.
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Multicast Filtering Mode

This table is used to configure the Multicast Filtering settings on the switch. It allows users to configure the switch to
forward or filter the Unregistered Groups per VLAN.
To view this window, click Switch Configuration > Forwarding & Filtering > Multicast Filtering Mode as shown

below:

Multicast Filter Mode

@vLaAN Name  OWID List
| | A Forward All Groups v
WID List

[ Search ][ WView All ]

Total Entries: 2
WLAMN Mame Multicast Filter Mode
1 default Forward Unregistered Groups
3] WLANE Forward Unregistered Groups
<= Back Mexts=

Figure 86. Multicast Filtering Mode menu
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Section 6

Storm Control

On a computer network, packets such as Multicast packets and Broadcast packets continually flood the network as
normal procedure. At times, this traffic may increase due to a malicious endstation on the network or a malfunctioning
device, such as a faulty network card. Thus, switch throughput problems will arise and consequently affect the overall
performance of the switch network. To help rectify this packet storm, the switch will monitor and control the situation.

The packet storm is monitored to determine if too many packets are flooding the network, based on the threshold level
provided by the user. Once a packet storm has been detected, the switch will drop packets coming into the switch until
the storm has subsided. This method can be utilized by selecting the Drop option of the Action field in the window
below.

Traffic Control

The switch will also scan and monitor packets coming into the switch by monitoring the switch’s chip counter. This
method is only viable for Broadcast and Multicast storms because the chip only has counters for these two types of
packets. Once a storm has been detected (that is, once the packet threshold set below has been exceeded), the
switch will shutdown the port to all incoming traffic with the exception of STP BPDU packets, for a time period
specified using the CountDown field. If the packet storm discontinues before the Countdown timer expires, the port will
again allow all incoming traffic. If this field times out and the packet storm continues, the port will be placed in a
Shutdown Forever mode which will produce a warning message to be sent to the Trap Receiver. Once in Shutdown
Forever mode, the only method of recovering this port is to manually recover it using the Port Configuration window
in the Configuration folder and selecting the disabled port and returning it to an Enabled status. To utilize this method
of Storm Control, choose the Shutdown option of the Action field in the window below.

To view this window click Storm Control > Traffic Control as shown below:

Traffic Control Settings

From Port [ o1 |+ To Port | o1 |
Action Crop v Count Down (0 or 5-30) Dmin
Time Interval (5-30) [ ]sec Threshold (500-255000) pktis
Storm Control Type | Naone v
Traffic Trap Settings | None v
Note:For unicast storm traffic, the viclated action is always ‘drop’.
: FPort Storm Control Type Action Threshold (pktlsec) Count Down (M) Interval (S) Shutdown Farever ~
1 Mone Drop 128000 0 5
2 Mone Drop 128000 0 5
3 Mone Drop 128000 0 5
4 Mone DCrop 128000 0 D
= Mone Drop 128000 0 5
i} Mone Drop 128000 0 Ex
¥ Mone Drop 128000 0 i}
g Mone Drop 128000 0 5
9 Mone Drop 128000 0 5
10 Mone Drop 128000 0 5
11 Mone Drop 128000 0 5
12 Mone Drop 128000 0 5
13 Mone Drop 128000 0 5
14 Mone Crop 128000 0 Ey
15 Mone Crop 128000 0 5
16 Mone Drop 128000 0 5
17 Mone Drop 128000 0 5
18 Mone Drop 128000 0 5
18 Mone Drop 128000 0 5
20 Mone Drop 128000 0 5
21 Mone Drop 128000 0 5
22 Mone Drop 128000 0 5
23 Mone Drop 128000 0 5
24 Mone Drop 128000 0 5 v

Figure 87. Traffic Control menu
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The following parameters can be configured:

Traffic Control Settings

From Port/ To Port

A consecutive group of ports may be configured starting with the selected port.

Action

Select the method of traffic Control from the pull-down menu. The choices are:

Drop — Utilizes the hardware Traffic Control mechanism, which means the Switch’s hardware
will determine the Packet Storm based on the Threshold value stated and drop packets until
the issue is resolved.

Shutdown — Utilizes the Switch’s software Traffic Control mechanism to determine the Packet
Storm occurring. Once detected, the port will deny all incoming traffic to the port except STP
BPDU packets, which are essential in keeping the Spanning Tree operational on the Switch. If
the Countdown timer has expired and yet the Packet Storm continues, the port will be placed
in Shutdown Forever mode and is no longer operational until the user manually resets the port
using the Port Configuration window in the Administration folder and selecting the disabled
port and returning it to an Enabled status. Choosing this option obligates the user to configure
the Interval setting as well, which will provide packet count samplings from the Switch’s chip
to determine if a Packet Storm is occurring.

Time Interval (5-30)

The Interval will set the time between Multicast and Broadcast packet counts sent from the
Switch’s chip to the Traffic Control function. These packet counts are the determining factor in
deciding when incoming packets exceed the Threshold value. The Interval may be set
between 5 and 30 seconds with the default setting of 5 seconds.

Threshold
(0-255000)

Specifies the maximum number of packets per second that will trigger the Traffic Control
function to commence. The configurable threshold range is from 0 to 255000 with a default
setting of 131072.

Storm Control Type

Select the type of Storm Type to detect, either Broadcast Multicast or Unicast. Once selected,
use the pull-down menu to enable or disable this storm detection.

Traffic Trap Setting

Traffice Trap
Settings

Enable sending of Storm Trap messages when the type of action taken by the Traffic Control
function in handling a Traffic Storm is one of the following:
. None — Will not send any Storm trap warning messages regardless of action taken
by the Traffic Control mechanism.
. Storm Occurred — Will send Storm Trap warning messages upon the occurrence of
a Traffic Storm only.
. Storm Cleared — Will send Storm Trap messages when a Traffic Storm has been
cleared by the Switch only.
*  Both — Will send Storm Trap messages when a Traffic Storm has been both
detected and cleared by the Switch.
This function cannot be implemented in the Hardware mode. (When Drop is chosen in the
Action field.

Click Apply to implement the settings made.

i

NOTE: Traffic Control cannot be implemented on ports that are set for
Link Aggregation (Port Trunking).

-

NOTE: Ports that are in the Shutdown forever mode will be seen as
Discarding in Spanning Tree windows and implementations though these

\ @ ports will still be forwarding BPDUs to the Switch’s CPU.

NOTE: Ports that are in Shutdown Forever mode will be seen as link down
in all windows and screens until the user recovers these ports.
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Section 7

QoS

HOL Blocking Pevention
Bandwidth Control

Traffic Control

802.1p Default Priority
802.1p User Priority

QoS Scheduling Mechanism
QoS Scheduling

In Band Manage Settings
SRED

The following section discusses the implementation of 802.1p priority queuing as it is supported on the switch.
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Advantages of QoS

QoS is an implementation of the IEEE 802.1p standard that allows network administrators a method of reserving
bandwidth for important functions that require a large bandwidth or have a high priority, such as VolP (voice-over
Internet Protocol), web browsing applications, file server applications or video conferencing. Not only can a larger
bandwidth be created, but other less critical traffic can be limited, so excessive bandwidth can be saved. The Switch
has separate hardware queues on every physical port to which packets from various applications can be mapped to,
and, in turn prioritized.

Understanding QoS

The Switch has eight priority queues. These priority queues are labeled from 0-7, with 7 being the highest priority and
0 the lowest priority queue. The eight priority tags, specified in IEEE 802.1p are mapped to the Switch's priority tags
as follows:

Priority 0 is assigned to the Switch's Q2 queue.
Priority 1 is assigned to the Switch's Q0 queue.
Priority 2 is assigned to the Switch's Q1 queue.
Priority 3 is assigned to the Switch's Q3 queue.
Priority 4 is assigned to the Switch's Q4 queue.
Priority 5 is assigned to the Switch's Q5 queue.
Priority 6 is assigned to the Switch's Q6 queue.
Priority 7 is assigned to the Switch's Q7 queue.

For strict priority-based scheduling, any packets residing in the higher priority queues are transmitted first. Multiple
strict priority queues empty based on their priority tags. Only when these queues are empty, are packets of lower
priority transmitted.

For weighted round-robin queuing, the number of packets sent from each priority queue depends upon the assigned
weight. For a configuration of 8 CoS queues, A~H, with their respective weight value: 8~1. When each queue has 10
outbound packets, they are sent in the following sequence:

A1, B1, C1, D1, E1, F1, G1, H1,
A2, B2, C2, D2, E2, F2, G2,
A3, B3, C3, D3, E3, F3,

A4, B4, C4, D4, E4,

A5, B5, C5, D5,

A6, B6, C6,

A7, B7,

A8,

A9, B8, C7, D6, E5, F4, G3, H2,
A10, B9, C8, D7, EG6, F5, G4
B10, C9, D8, E7, F6,

C10, D9, ES8,
D10,

E9, F7, G5, HS,
E10, F8, G6,
F9,

F10, G7, H4,
G8,

G9, H5,
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G10, H6 ~ H10

For weighted round robin queuing, if each CoS queue has the same weight value, then each CoS queue has an equal
opportunity to send packets just like round robin queuing.

For weighted round-robin queuing, if the weight for a CoS is set to 0, then it will continue processing the packets from
this CoS until there are no more packets for this CoS. The other CoS queues that have been given a nonzero value,
and depending upon the weight, will follow a common weighted round-robin scheme.

Remember that the DAS-3626 has eight priority queues (and eight Classes of Service) for each port on the switch.

Bandwidth Control

The bandwidth control settings are used to place a ceiling on the transmitting and receiving data rates for any selected
port.

To view this window, click QoS > Bandwidth Control as shown below:

Danawid 0 D
From Port To Port Type Mo Limit Rate (64-1024000)
[ o vl [ m v| [Rx v| |Disabled v| [ |kniser
Bandwicdth Control Table ; :
Fort Rx Rate {kbitfsec) Tx Rate (Khit'sec) Effective R (Khit'sec) Effective T+ (kKbit'sec) i
1 Na Limit Ma Limit Mo Limit Mo Limit
7 Na Limit Ma Limit Mo Limit Mo Limit
3 Na Limit Ma Limit Mo Limit Mo Limit
4 Na Limit Ma Limit Mo Limit Mo Limit
5 Na Lirnit Ma Lirnit Mo Lirnit Mo Lirnit
[ Na Lirnit Ma Lirnit Mo Limnit Ma Lirnit
7 Na Lirnit Ma Lirnit No Limnit Mo Lirmnit
3 Na Limnit Ma Lirnit Mo Limit Mo Limnit
g Ma Limit MNa Limit Mo Limit Ma Limit
10 Ma Limit Mo Limit Mo Limit Mo Limit
11 Ma Limit Ma Limit Mo Limit Mo Limit
12 Ma Limit Ma Limit Mo Limit Mo Limit
13 Na Limit Ma Limit Mo Limit Mo Limit
14 Na Limit Ma Limit Mo Limit Mo Limit
15 Na Limit Ma Limit Mo Limit Mo Limit
16 Na Limit Ma Limit Mo Limit Mo Limit
17 Na Limit Ma Limit Mo Limit Mo Limit
18 Na Limit Ma Limit Mo Limit Mo Limit
19 Na Limit Ma Limit Mo Limit Mo Limit
20 Na Lirnit Ma Lirnit Mo Lirnit Wi Lirnit
21 Na Lirnit Ma Lirnit Mo Lirnit Mo Lirnit
22 Na Limnit Ma Lirnit No Limit Mo Limnit
23 Na Lirnit Ma Lirnit No Limnit Mo Lirmnit 3
A [P [P [P [P
The Effective Tx/Rx Rate means the actual bandwidth of the switch port, if it's not the same as the configured rate, which means the bandwidth may be assigned by hioher
priority resource such as RADIUS server.

Figure 88. Bandwidth Control menu

The following parameters can be set or are displayed:

Parameter Description

From port / To port | A consecutive group of ports may be configured starting with the selected port.

Type This drop-down menu allows you to select between RX (receive), TX (transmit), and Both. This
setting will determine whether the bandwidth ceiling is applied to receiving, transmitting, or both
receiving and transmitting packets.

No Limit This drop-down menu allows you to select Enabled or Disabled to specify whether the selected
port have unlimited bandwidth.

Rate (64-1024000) | This field allows you to enter the data rate, in Kbits per second, that will be the limit for the
selected port. The value must be a multiple of 64, between 64 and 1024000.

Click Apply to set the bandwidth control for the selected ports. Results of configured Bandwidth Settings will be
displayed in the Bandwidth Control Table on the lower half of the window.
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802.1p Default Priority

The switch allows the assignment of a default 802.1p priority to each port on the switch.

To view this window, click QoS > 802.1p Default Priority as shown below:

ol b Detault Priority
802.1p Default Priority Settings
From Part Tao Port Friority

802.1p Default Priority Table
Fort Priority Effective Priarity
1 0 a

oloolo|jo|loo|olo|lo|o
olooloo|loo|ojlo|lo|o

Figure 89. 802.1p Default Priority menu

This window allows you to assign a default 802.1p priority to any given port on the switch. The priority queues are
numbered from 0, the lowest priority, to 7, the highest priority. Click Apply to implement your settings.

802.1p User Priority

The switch allows the assignment of a user priority to each of the 802.1p priorities.

To view this window, click QoS > 802.1p User Priority as shown below:

=1l P USer FrIorny

802.1p User Priority Settings
From Part To Port Priarity Class ID

o~ o i v Class-0 v

802.1p User Priority Table

Priority

Class-2
Class-0
Class-1
Class-3
Class-4
Class-5
Class-8
Class-7
Class-2
Class-0
Class-1
Class-3
Class-4
Class-5
Class-6
Class-7
Class-2
Class-0
Class-1
Class-3
Class-4
Class-§
Class-6
Class-7
Class-2
Class-0
Class-1
Class-3
Class-4
Class-5
Class-6
Class-7
Class-2
Class-0

Mlass-1

B R R - T S e R L S A I — REI- L R R AT A )

Figure 90. 802.1p User Priority menu

Once you have assigned a priority to the port groups on the switch, you can then assign this Class to each of the 7
levels of 802.1p priorities. Click Apply to set your changes.
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QoS Scheduling Mechanism

Changing the output scheduling used for the hardware queues in the switch can customize QoS. As with any changes
to QoS implementation, careful consideration should be given to how network traffic in lower priority queues are
affected. Changes in scheduling may result in unacceptable levels of packet loss or significant transmission delays. If
you choose to customize this setting, it is important to monitor network performance, especially during peak demand,
as bottlenecks can quickly develop if the QoS settings are not suitable.

To view this window, click QoS > QoS Scheduling Mechanism as shown below:

(JO= el ] Ve

008 Scheduling Mechanism Settings
From Puart To Port Scheduling Mechanism

M v o > Strict v

(oS Scheduling Mechanism Table

Mechanism Max Packets (0-15)
Clags-0 Sitrict ]
Clags-1 Strict
Clags-2 Strict
Class-3 Strict
Clags-4 Strict
Class-a Strict
Clags-6 Strict

Figure 91. QoS Scheduling Mechanism

The following parameters can be configured.

Parameter Description

From Port / To Port Enter the port or port list you wish to configure.

Scheduling Strict — The highest class of service is the first to process traffic. That is, the highest class of
Mechanism service will finish before other queues empty.

Weighted Round Robin — Use the weighted round-robin (WRR) algorithm to handle packets
in an even distribution in priority classes of service. For weighted round-robin queuing, the
number of packets sent from each priority queue depends upon the assigned weight.

Click Apply to implement changes made.

QoS Scheduling

This window allows the user to configure the way the switch will map an incoming packet per port based on its 802.1p
user priority, to one of the eight available hardware priority queues available on the switch.

To view this window, click QoS > QoS Scheduling as shown below:

80
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Figure 92. QoS Scheduling

The following parameters can be configured:

Parameter Description

From Port / To Port Enter the port or port list you wish to configure.

Class ID Select the Class ID, from 0-7, to configure for the QoS parameters.

Scheduling Strict — The highest class of service is the first to process traffic. That is, the highest class of
Mechanism service will finish before other queues empty.

Weight — Use the weighted round-robin (WRR) algorithm to handle packets in an even
distribution in priority classes of service. When Weight is selected, a field appears next to this
field for the user to specify the maximium number of packets. The specified hardware priority
queue will be allowed to transmit before allowing the next lowest priority queue to transmit its
packets. The value is ranged from 1 to 127.

Click Apply to implement changes made.
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In Band Manage Settings

This window allows the user to specify a priority handling of untagged in-band management packets received by the
switch. The priority value entered in this window will be used to determine which of the eight hardware priority queues
the packet is forwarded to.

To view this window, click QoS > In Band Manage Settings as shown below:

Priarity F{Default) e
Figure 93. In Band Manage Settings

Select the priority and click Apply.
DSCP Trust Settings
This window is used to enable DSCP Trust Settings on the switch.
To view this window, click QoS > SRED > DSCP Trust Settings as shown below:

» = L] e (]

From Part Tao Part State

01w 0 v Disabled v
DSCP Trust
Dizabled

2 Disabled

3 Dizabled

4 Dizabled

4] Dizabled

3] Dizabled

T Dizabled

8 Dizabled

9 Dizabled

10 Dizabled

11 Dizabled

12 Dizabled

Figure 94. DSCP Trust Settings menu
Select the port or port range you wish to Enable or Disable and click Apply.

DSCP Map Settings

This window is used to enable DSCP Map Settings.
To view this window, click QoS > SRED > DSCP Map Settings as shown below:

o = Iap - (]
From Port To Port DSCF Map DSCF List(0-63) Priority
0 v 0 v DSCP Priority [ ] 0 v
0-7 B-15 16-23 24-31 32-39 40-47 48-55 56-63
2 0-7 B-15 16-23 24-31 32-39 40-47 48-55 56-63
3 0-7 g-15 16-23 24-31 32-39 40-47 48-55 56-63
4 0-7 £-15 16-23 24-31 32-39 40-47 48-55 56-63
5 0-7 g-15 16-23 24-31 32-39 40-47 48-55 56-63
B 0-7 B-15 16-23 24-31 32-39 40-47 48-55 56-63
7 0-7 g-15 16-23 24-31 32-39 40-47 48-55 56-63
8 0-7 g-15 16-23 24-31 32-39 40-47 48-55 £6-63
9 0-7 g-15 16-23 24-31 32-39 40-47 48-55 56-63
10 0-7 B-15 16-23 24-31 32-39 40-47 48-55 56-63
11 0-7 g-15 16-23 24-31 32-39 40-47 48-55 56-63
12 0-7 B-15 16-23 24-31 32-39 40-47 48-55 56-63

Figure 95. DSCP Map Settings menu
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The following parameters may be set:

Parameter

Description

From port/ To port

A consecutive group of ports may be configured starting with the selected port.

DSCP Map

Use the drop-down menu to choose a DSCP Map, you can choose between DSCP Periority,
DSCP DSCP and DSCP Color.

DSCP List(0-63)

This field allows the user to enter a DSCP value in the space provided, which will instruct the
switch to examine the DiffServ Code part of each packet header and use this as the, or part of
the criterion for forwarding. The user may choose a value between 0 and 63.

Priority

This parameter is specified if you want to re-write the 802.1p default priority previously set in
the switch, which is used to determine the CoS queue to which packets are forwarded to. Once
this field is specified, packets accepted by the switch that match this priority are forwarded to
the CoS queue specified previously by the user.

Click Apply to implement changes.

802.1p Map Settings

This window is used to enable 802.1p Map Settings.

To view this window, click QoS > SRED > 802.1p Map Settings as shown below:

From Port To Port Priority List(0-7) Colar
0 v 0 v — Green v
3 5 B [
Green Green Green Green Green Green Green Green
2 Green Green Green Green Green Green Green Green
8 Green Green Green Green Green Green Green Green
4 Green Green Green Green Green Green Green Green
4 Green Green Green Green Green Green Green Green
4 Green Green Green Green Green Green Green Green
7 Green Green Green Green Green Green Green Green
g Green Green Green Green Green Green Green Green
9 Green Green Green Green Green Green Green Green
10 Green Green Green Green Green Green Green Green
11 Green Green Green Green Green Green Green Green
12 Green Green Green Green Green Green Green Green

Figure 96. DSCP Map Settings menu

The following parameters may be set:

Parameter

Description

From port/ To port

A consecutive group of ports may be configured starting with the selected port.

Priority List(0-7)

This parameter is specified if you want to re-write the 802.1p default priority previously set in
the switch, which is used to determine the CoS queue to which packets are forwarded to. Once
this field is specified, packets accepted by the switch that match this priority are forwarded to
the CoS queue specified previously by the user.

Color

Specify the color Red, Yellow or Green.

Click Apply to implement changes.
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Section 8

ACL

ACL Configuration Wizard
Access Profile List

CPU Access Profile List
ACL Finder

ACL Flow Meter

Access profiles allow you to establish criteria to determine whether or not the switch will forward packets based on the
information contained in each packet's header. These criteria can be specified on a basis of Packet Content, MAC

address, or |P address.

Due to a chipset limitation, the switch supports a maximum of 12 access profiles. The rules used to define the access

profiles are limited to a total of 1536 rules for the switch.

ACL Configuration Wizard

The ACL Configuration Wizard will aid with the creation of access profiles and ACL rules. The ACL Wizard will create

the access rule and profile automatically.
To view this window, click ACL > ACL Configuration Wizard as shown below:

L) dLrd ) vy Al U]
General ACL Rules
Type FProfile Mame
Momal v |
Frofile 1D {1-12) Access 1D {1-128)
|| | [ auto Assign
From
Any w
To
Any w
Action
Fermit v
Option
Rate Limiting v | |(e.g.: 1-15624)
Apply To
Parts v |te.0:1,4-8)
HMote: ACL Wizard will create the access profile and rule automatically.
For advanecd access profilefrule setting. you can manually configure it in Access Profile List,

Figure 97. ACL Configuration Wizard menu
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The following parameters can be configured.

Parameter

Description

Type

Select the type of ACL you wish to create, either normal or CPU.

Profile Name

Select a unique Profile Name for this profile set.

Profile ID (1-12)

Enter a unique identifier number for this profile set. This value can be set from 7 to 72.

Access ID (1-128)

Type in a unique identifier number for this access. This value can be set from 7 to 7128.

From

Use the drop-down menu to select from MAC Address, IPv4 Address or IPv6.

To

Use the drop-down menu to select from MAC Address, IPv4 Address or IPv6. When IPv6 is
selected the user can only enter the IPv6 source address or the IPv6 destination address at
any one time.

Action

Select Permit to specify that the packets that match the access profile are forwarded by the
switch, according to any additional rule added (see below).

Select Deny to specify the packets that match the access profile to be filtered.
Select Mirror to specify that packets that match the access profile are mirrored to a port

defined in the config mirror port command. Port Mirroring must be enabled and a target port
must be set.

Option

Use the pull down menu to select an option, the user can choose between Rate Limiting,
Change 1P Priority, Replace DSCP and Replace ToS Precedence.

Apply To

Use the pull down menu to select an option, the user can choose between Ports, VLAN
Name or VLAN ID and enter the appropriate information.

Click Apply to implement changes made.

Access Profile List

Creating an access profile is divided into two basic parts. The first is to specify which part or parts of a frame the
switch will examine, such as the MAC source address or the IP destination address. The second part is entering the
criteria the switch will use to determine what to do with the frame. The entire process is described below in two parts.

To view this window, click ACL > Access Profile List as shown below:

[ addacLprofile ||

Delete All | Total Used Rule Entries / Total Unused Rule Entries: 0/ 1536

Frofile 1D

Frofile Mame

Frofile Type | Owener Type I

Figure 98. Access Profile Lists
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To add an ACL Profile, click the Add ACL Profile button, which, will display the window below. There are four Access
Profile Configuration pages; one for Ethernet (or MAC address-based) profile configuration, one for IPv4 address-
based profile configuration, one for the Packet Content and one for IPv6. You can explore the four Access Profile
Configuration options by entering a Profile ID and Profile Name and using the radio button to select an ACL Type
and click Select. The user may remove all Access Profiles by clicking the Delete All button. The page shown below is
the Ethernet Access Profile Configuration page.

Add A Brofile

Select Profile ID Profile Name 1

Select ACL Type

@ Ethemet AGL O IPv4 ACL

O 1Py ACL O Packet Content ACL

[ <<Back ] [ create |

Figure 99. Add Access Profile (Ethernet)

If creating an Ethernet ACL enter the Profile ID and Profile Name and click Select the following window will appear.

Al A afile

MAC Address

You can select the field in the packet to create filtering mask

Ethernet Type

Select Profile ID Profile Name 1

Select ACL Type

@ Ethemst ACL OIPva ACL

O1Pv6 ACL O Packet Content ACL

PayLoad

MAC Address

Osoucemacmask [ |
Cloestnationmacmask [ |

802.1Q VLAN

Clwiam

802.1P

[Cenz.1p

Ethernet Type

[ Ethernet Type

[ <<Back ] [ Create ]

Figure 100. Add Ethernet ACL Profile menu

Click on the boxes at the top of the table, which will then turn red and reveal parameters for configuration. To create a
new entry enter the correct information and click Create. To return to the Access Profile List page click Back.
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The following parameters can be configured.

Parameter

Description

Ethernet ACL

To configure this profile select the Ethernet ACL, and use the drop down menu to choose
between fagged or untagged.

Source MAC Mask

Enter a MAC address mask for the source MAC address.

Destination MAC

Mask

Enter a MAC address mask for the destination MAC address.

Select ACL Type

Select profile based on Ethernet (MAC Address), IPv4 address, IPv6 or packet content
mask. This will change the menu according to the requirements for the type of profile.

Select Ethernet to instruct the switch to examine the layer 2 part of each packet
header.

Select IPv4 to instruct the switch to examine the IPv4 address in each frame's
header.

Select IPv6 to instruct the switch to examine the IPv6 address in each frame’s
header.

Select Packet Content Mask to specify a mask to check the content of the packet
header.

802.1Q VLAN

Selecting this option instructs the switch to examine the VLAN identifier of each packet
header and use this as the full or partial criterion for forwarding.

802.1P

Selecting this option instructs the switch to examine the 802.1p priority value of each packet
header and use this as the, or part of the criterion for forwarding.

Ethernet Type

Selecting this option instructs the switch to examine the Ethernet type value in each frame's
header.

Click Create to view the new Access Profile List entry in the Access Profile List table shown below. To add another
Access Profile click Add ACL Profile. To delete a profile click the corresponding Delete button, to view the specific
configurations for an entry click the Show Details button. To add a rule to the Access Profile entry, click the Add/View

Rules button.

N -

[ addacLprofile || Delete all | Total Used Rule Entries / Total Unused Rule Entries : 0 512
Total Entry = 4
| ] Mame Type Civvrier mask Option MaskWalue Action
2 2 Ethermet ACL Source MAC FF-FF-FF-FF-FF-FF Add/View Rules
Delete
3 3 Ethermet ACL Destination MAC FF-FF-FF-FF-FF-FF Add/View Rules]
Delete
WLAN 0x212 addMNiew Rules
4 4 Ethernet ACL . Destination MAC FF-FF-FF-FF-FF-FF [ Delete )
[,\@ e —— "
5 5 Ethernet ACL Source MAC FF-FF-FF-FF-FF-FF Add/Wiew Rules
B0ZAP - [ Delete |

Figure 101. Access Profile List (Ethernet)

To view the configurations for previously configured entry click on the corresponding Show Details Button which will
display the following window.
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ACL Profile Details

Frofile IO 1

Frofile Mame RG
Profile Type Ethernet
Owner Type ACL
WLAN Mask es
Ethernet Type fes

Show all Profiles

Figure 102. Access Profile Details (Ethernet)

To return to the Access Profile List click Show All Profiles, to add a rule to a previously configured entry click on the
corresponding Add/View Rules, which will reveal the following window.

Add A o ==

Profile Information

Profile ID 1 Profile Mame RG

Frofile Type Ethernet Owener Type ACL

WLAN Mask Yes Ethernet Type Yes

Rule Detail
(Keep an inputfield as hlank to treat the corresponding option as do not care)

Access (D (1-128) 1 [ auta Assign
WLAMN Mask
YLAN D

Ethernet Type {0-FFFF})

Rule Action

Action Permit w

Priority (0-7)

Replace Priority

Replace DSCP {0-63)
Replace ToS Precedence {0-7)
Tirne Range Marme | O

Ry Rate (1-15624) Mo Lirnit []
Counter Disahled »

O

oo

|te.0:1,4-8,8

[ <= Back ] [ Apply

Figure 103. Access Profile Ethernet
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To set the Access Rule for Ethernet, adjust the following parameters and click Apply.

Parameter

Description

Access ID (1-128)

Type in a unique identifier number for this access. This value can be set from 7 to 7128.

Auto Assign — Ticking this check box will instruct the switch to automatically assign an Access ID
for the rule being created.

VLAN Mask Allows the entry of a VLAN Mask for a previously configured VLAN.

VLAN ID Allows the entry of a VLAN ID for a previously configured VLAN.

802.1p (0-7) Enter a value from 0 to 7 to specify that the access profile will apply only to packets with this
802.1p priority value.

Action Select Permit to specify that the packets that match the access profile are forwarded by the
switch, according to any additional rule added (see below).
Select Deny to specify the packets that match the access profile are not forwarded by the switch
and will be filtered.
Select Mirror to specify that packets that match the access profile are mirrored to a port defined
in the config mirror port command. Port Mirroring must be enabled and a target port must be set.

Priority Enter a priority value if you want to re-write the 802.1p default priority of a packet to the value

entered in the Priority field, which meets the criteria specified previously in this command, before
forwarding it on to the specified CoS queue. Otherwise, a packet will have its incoming 802.1p
user priority re-written to its original value before being forwarded by the switch.

For more information on priority queues, CoS queues and mapping for 802.1p, see the QoS
section of this manual.

Replace Priority

Enter a replace priority manually if you want to re-write the 802.1p default priority of a packet to
the value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have its
incoming 802.1p user priority re-written to its original value before being forwarded by the switch

Replace DSCP (0-
63)

Select this option to instruct the switch to replace the DSCP value (in a packet that meets the
selected criteria) with the value entered in the adjacent field.

Replace ToS Select this option to instruct the switch to replace the Type of Service as part of the packet
Precedence header.

Time Range Tick the check box and enter the name of the Time Range settings that has been previously
Name configured in the Time Range Settings window. This will set specific times when this access rule

will be implemented on the switch.

Rx Rate (1-15624)

Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using the
following equation: 1 value = 64Kbit/sec. (ex. If the user selects an Rx rate of 70 then the ingress
rate is 640Kbit/sec.) The user many select a value between 1 and 15624 or tick the No Limit
check box. The default setting is No Limit.

Counter Specifies whether counter feature will be enabled/disabled
This is optional, the default is disabled.
If the rule is not binded with flow_meter, then all packet matched will be countered.
If the rule is binded with flow_meter, then “counter” here will be overrided.

Ports Specifies the access rule will take effect on one port or a range of ports.

VLAN Name Specifies the access rule will take effect on the VLAN Name specified.

VLAN ID Specifies the access rule will take effect on the VLAN ID specified.

Click Apply to display the following Access Rule List window.
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[ <=Back ][ addRule | UnusedRules: 127
A 5 |0 FProfile Type Action
1 1 Ethernet Permit Show Details Delete Rules
<< Back Mext ==

Figure 104. Access Rule List (Ethernet)

To view the configurations for previously configured rules click on the corresponding Show Details Button which will
display the following Access Rule Details window.

ACL Rule Details

Frofile 1D 1

Access D 1

Frofile Type Ethernet
WLAN D 3

Action Permit
Forts 3-4
Priarity 2

Rx Rate Mo Limited

Show all Rules

Figure 105. Access Rule Detail Information (Ethernet)

To create an IPv4 ACL select IPv4, enter the Profile ID and Profile Name into the top half of the screen in the Add
ACL Profile window and click Select the following window will appear.

Add A Profile
Select Profile ID Profile Name
Select ACL Type
O Ethermet ACL @ IPya ACL ICMP v
O 1Py ACL O Packet Content ACL

You can select the field in the packet to create filtering mask

L2 Header

ICHMP

802.1Q VLAN

[CTwLar Mask

IPv4 DSCP

Oosce

IPv4 Address

OsourcePmask [ |
Opestination P mask |

ICMP

O icump
ICMP Type ICMP Code

[ <<Back | [ Creats |

Figure 106. Add IPv4 ACL Profile

Click on the boxes at the top of the table, which will then turn red and reveal parameters for configuration. To create a
new entry enter the correct information and click Create. To return to the Access Profile List page click Back.

The following parameters can be set, for IP:
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Parameter

Description

VLAN Selecting this option instructs the switch to examine the VLAN part of each packet header
and use this as the, or part of the criterion for forwarding.
DSCP Selecting this option instructs the switch to examine the DiffServ Code part of each packet

header and use this as the, or part of the criterion for forwarding.

Source IP Mask

Enter an IP address mask for the source IP address.

Destination IP Mask

Enter an IP address mask for the destination IP address.

ICMP Type « icmp — Specifies that the switch will examine the Internet Control Message Protocol
(ICMP) field within each packet.
«  type <value 0-255> — Specifies that the switch will examine the type field within each
packet.
. code <value 0-255> — Specifies that the switch will examine the code field within each
packet.
Protocol Selecting this option instructs the switch to examine the protocol type value in each frame's

header. You must then specify what protocol(s) to include according to the following
guidelines:

Select ICMP to instruct the switch to examine the Internet Control Message Protocol (ICMP)
field in each frame's header.

Select Type to further specify that the access profile will apply an ICMP type
value, or specify Code to further specify that the access profile will apply an ICMP
code value.

Select IGMP to instruct the switch to examine the Internet Group Management Protocol
(IGMP) field in each frame's header.

Select Type to further specify that the access profile will apply an IGMP type value

Select TCP to use the TCP port number contained in an incoming packet as the forwarding
criterion. Selecting TCP requires that you specify a source port mask and/or a destination
port mask. The user may also identify which flag bits to filter. Flag bits are parts of a packet
that determine what to do with the packet. The user may filter packets by filtering certain flag
bits within the packets, by checking the boxes corresponding to the flag bits of the TCP field.
The user may choose between urg (urgent), ack (acknowledgement), psh (push), rst
(reset), syn (synchronize), fin (finish).

src port mask — Specify a TCP port mask for the source port in hex form (hex
0x0-0xffff), which you wish to filter.

dst port mask — Specify a TCP port mask for the destination port in hex form (hex
0x0-0xffff) which you wish to filter.

Select UDP to use the UDP port number contained in an incoming packet as the forwarding
criterion. Selecting UDP requires that you specify a source port mask and/or a destination
port mask.

src port mask — Specify a TCP port mask for the source port in hex form (hex
0x0-0xffff) to be filtered.

dst port mask — Specify a TCP port mask for the destination port in hex form (hex
0x0-0xffff) to be filtered.

Protocol_id <0x0-0xff> — Enter a value defining the protocol ID in the packet header to
mask.

user_define_mask <hex 0x0-0xffffffff> — Enter a value defining the mask options behind
the IP header.

Click Apply to implement changes made.
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Click Create to view the new Access Profile List entry in the Access Profile List table shown below. To add another
Access Profile click Add ACL Profile. To delete a profile click the corresponding Delete button, to view the specific

configurations for an entry click the Show Details button. To add a rule to the Access Profile entry, click the Add/View
Rules button.

[ addacLprofile | Delete All | Total Used Rule Entries / Total Unused Rule Entries: 1/ 1535

Profile ID | Profile Mame Profile Type owner Type | |
1 R Ethernet ACL [ Show Details | Add/iew Ruled| Celste
3 [Ble] IP ACL [ Show Details_|[_Add/view Ruled Delete

Figure 107. Access Profile List (IPv4)

To view the configurations for previously configured entry click on the corresponding Show Details Button which will
display the following window.

ACL Profile Details

Frofile 1D 3
Frofile Mame DG
Praofile Type IP
Owener Type ACL
WLAN Mask es
DSCP Yes

Show all Profiles

Figure 108. Access Profile Details (IPv4)

To return to the Access Profile List click Show All Profiles, to add a rule to a previously configured entry click on the
corresponding Add/View Rules, which will reveal the following window;

Add ACCE ==
Profile Information

Prafile ID 3 Prafile Mame {alc]

Frofile Type IP Owner Tyne ACL

WLAN Mask fes DECF es

Rule Detail

(Keep an input field as blank to treat the corresponding option as do not care)
Access (D (1-128) 1 [ auta Assion
WLAN Mask
VLAM ID
DSCP (2.0 0-63)
Rule Action
Action Permit v

Friarity {0-T)

Replace Priority

Replace DSCP (0-63)
Replace ToS Precedence (0-7)
Ry Rate (1-15624)

Titme Range Name

Counter

Ports ~

WLAN Narme
YLAM 1D

L |0

"
¥
Mo Limit (]

O

Disabled

—TR

[ <<Back ] [ Apply

Figure 109. Access Profile (IPv4)
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The following parameters may be configured for the IP (IPv4) filter.

Parameter

Description

Access ID (1-128)

Type in a unique identifier number for this access. This value can be set from 7 to 128.

Action

Select Permit to specify that the packets that match the access profile are forwarded by the
switch, according to any additional rule added (see below).

Select Deny to specify the packets that match the access profile to be filtered.

Select Mirror to specify that packets that match the access profile are mirrored to a port
defined in the config mirror port command. Port Mirroring must be enabled and a target port
must be set.

Priority (0-7)

Enter a priority value if you want to re-write the 802.1p default priority of a packet to the
value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have
its incoming 802.1p user priority re-written to its original value before being forwarded by the
switch.

Replace Priority

Enter a replace priority manually if you want to re-write the 802.1p default priority of a packet
to the value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have
its incoming 802.1p user priority re-written to its original value before being forwarded by the
switch

Replace DSCP

Select this option to instruct the switch to replace the DSCP value (in a packet that meets
the selected criteria) with the value entered in the adjacent field.

Replace ToS Select this option to instruct the switch to replace the Type of Service as part of the packet

Precedence header.

VLAN Mask Allows the entry of a name for a previously configured VLAN.

VLAN ID Allows the entry of a VLAN ID for a previously configured VLAN.

DSCP Selecting this option instructs the switch to examine the DiffServ Code part of each packet
header and use this as the criteria, or part of the criterion for forwarding.

ICMP Select ICMP to instruct the switch to examine the Internet Control Message Protocol (ICMP)

field in each frame's header.

Rx Rate (1-15624)

Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using
the following equation: 1 value = 64Kbit/sec. (ex. If the user selects an Rx rate of 10 then the
ingress rate is 640Kbit/sec.) The user many select a value between 7 and 15624 or tick the
No Limit check box. The default setting is No Limit.

Time Range Name

Tick the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range Settings window. This will set specific times when this
access rule will be implemented on the switch.

Counter Enable or disable the counter settings.

Ports Specifies that the access rule will take effect on one port or a range of ports.
VLAN Name Specifies the access rule will take effect on the VLAN Name specified.
VLAN ID Specifies the access rule will take effect on the VLAN ID specified.

Click Apply to display the following Access Rule List window.

e | UnusedRules: 127
) Frofile Type Action
IF Fermit Show Details Delete Rules
<= Back Mext ==

Figure 110. Access Rule List (IPv4)

To view the configurations for previously configured rule click on the corresponding Show Details Button which will
display the following Access Rule Details window.
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ACL Rule Details

Frofile 1D 3

Access D 1

Prafile Type IP

WLAN 1D 3

Action FPermit
Forts 2,8
Friority 2

Fx Rate Mo Limited
Replace ToS Precedence 3

Show all Rules

Figure 111. Access Rule Detail Information

To configure the IPv6 ACL select IPv6 in the Add ACL Profile window, enter the Profile ID and Profile Name into the
top half of the screen in the Add ACL Profile window and click Select, the following window will appear.

Add A Profile
Select Profile ID Profile Name
Select ACL Type
O Ethermet ACL O Ipva ACL
@ PvB ACL O Packet Content ACL

You can select the field in the packet to create fittering mask

IPvE Flowe Lahel vE TCP IPvE UDP IPvE Address

IPv6 Class
CIipve cClass

IPv6 Flow Label

[CIiPvé Flow Label

TCP

OT1ep

Source PortMask@-FFFR) [ |
Destination PortMask @-FFFR L |

[ <<Back | [ Creats |

Figure 112. Add IPv6 ACL Profile

Click on the boxes at the top of the table, which will then turn red and reveal parameters for configuration. To create a
new entry enter the correct information and click Create. To return to the Access Profile List page click Back.
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The following parameters can be set, for IPv6:

Parameter Description \
IPv6 Class Ticking this check box will instruct the switch to examine the class field of the IPv6 header.
This class field is a part of the packet header that is similar to the Type of Service (ToS) or

Precedence bits field in IPv4.

IPv6 Flow Label Ticking this check box will instruct the switch to examine the flow label field of the IPv6
header. This flow label field is used by a source to label sequences of packets such as non-
default quality of service or real time service packets.

IPv6 TCP Ticking this check box will specify that the rule applies to TCP traffic.

The user can enter a specific TCP Source Port Mask or TCP Destination Port Mask.

IPv6 UDP Ticking this check box will specify that the rule applies to UDP traffic.

The user can enter a specific UDP Source Port Mask or UDP Destination Port Mask.

IPv6 Address IPv6 Source Address — Enter an IPv6 address to be used as the source address mask.

IPv6 Destination Address — Enter an IPv6 address that will be used as the destination
address mask.

NOTE: At any one time the user can only choose IPv6 class and
IPv6 Flow Label together or IPv6 Address by itself.

Click Apply to implement changes made.

Click Create to view the new Access Profile List entry in the Access Profile List table shown below. To add another
Access Profile click Add ACL Profile. To delete a profile click the corresponding Delete button, to view the specific
configurations for an entry click the Show Details button. To add a rule to the Access Profile entry, click the Add/View
Rules button.

[ Add AcLprofile || Delete All | Total Used Rule Entries | Total Unused Rule Entries: 2/ 1534
Profile ID| Profile Mame Frofile Type Owner Type | |
1 RG Ethernet ACL [_Show Details |[Add/view Rules][ Delete

3

DG

IP ACL

Show Details [ Add/View RuIeE[ Delete

5

EG

IPvE ACL

Show Details_|[Add/view R.LI|EE[ Delete

Figure 113. Access Profile List (IPv6)

To view the configurations for previously configured entry click on the corresponding Show Details Button which will
display the following window.
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ACL Profile Details

Frofile ID 5
Profile Mame EG
Profile Type IPVE
Owner Type ACL
IPvE Class Yes
IPvG Flow Label Yas

Show All Profiles

Figure 114. Access Profile Details (IPv6)

To return to the CPU Access Profile List click Show All Profiles, to add a rule to a previously configured entry click on
the corresponding Add/View Rules, which will reveal the following window.

Add A o =M

Profile Information

Frofile 1D 5 Frofile Mame EG

Frofile Type IPwE Owener Type ACL
IPwh Class Yes 1P Flow Label Yes
TCP Source Port = TCP Destination Port

Rule Detail

(Keep an input field as hlankto treat the corresponding option as do not care)

Access ID (1-128) 1 [ auto Assign

Class {e.g. 0-255)

Flow Label ie.0. 0-FFFFF)

TCP Source Port (0-65535) Ovece

TCP Destination Port (0-65535)

Rule Action

Action Permit v
Priofity (0-7) O

Replace Priority

Replace DECP (0-63) O

Replace ToS Precedence {0-7) O

Rx Rate (1-15624) Mo Limit

Time Range Mame | O
Counter Disabled |

|e.0:1,4-6,3

<<Back ] [ Apply

Figure 115. Access Profile (IPv6)
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The following parameters may be configured for the IP (IPv6) filter.

Parameter

Description

Access ID (1-128)

Enter a unique identifier number for this access. This value can be set from 7 to 728.

Class Specifies the IPv6 Class. Enter a value between 0 — 255.
Flow Label Specifies the IPv6 Flow Label. Enter a value between 0 — FFFFF.
Action Select Permit to specify that the packets that match the access profile are forwarded by the

switch, according to any additional rule added (see below).
Select Deny to specify the packets that match the access profile to be filtered.

Select Mirror to specify that packets that match the access profile are mirrored to a port
defined in the config mirror port command. Port Mirroring must be enabled and a target port
must be set.

Priority (0-7)

Enter a priority value if you want to re-write the 802.1p default priority of a packet to the
value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have
its incoming 802.1p user priority re-written to its original value before being forwarded by the
switch.

Replace Priority

Enter a replace priority manually if you want to re-write the 802.1p default priority of a packet
to the value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have
its incoming 802.1p user priority re-written to its original value before being forwarded by the
switch

Replace DSCP

Select this option to instruct the switch to replace the DSCP value (in a packet that meets
the selected criteria) with the value entered in the adjacent field.

Replace ToS Select this option to instruct the switch to replace the Type of Service as part of the packet
Precedence header.
Class Entering a class will instruct the switch to examine the class field of the IPv6 header. This

class field is a part of the packet header that is similar to the Type of Service (ToS) or
Precedence bits field in IPv4.

Rx Rate (1-15624)

Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using
the following equation: 1 value = 64Kbit/sec. (ex. If the user selects an Rx rate of 10 then the
ingress rate is 640Kbit/sec.) The user many select a value between 1 and 15624 or tick the
No Limit check box. The default setting is No Limit.

Time Range Name

Tick the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range Settings window. This will set specific times when this
access rule will be implemented on the switch.

Counter Enable or disable the counter settings.

Ports Specifies that the access rule will take effect on one port or a range of ports.
VLAN Name Specifies the access rule will take effect on the VLAN Name specified.
VLAN ID Specifies the access rule will take effect on the VLAN ID specified.

Click Apply to display the following Access Rule List window.

[ <=Back ] [

Add Rule | Unused Rules: 127

Profile Type Action

IPvE Permit Show Details Delete Rules

Figure 116. Access Rule List (IPv6)

To view the configurations for previously configured rule click on the corresponding Show Details Button which will
display the following Access Rule Details window.
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Profile 1D &

Access ID 1

Profile Type 1PvE
Action FPermit
Pors 7

Priority 3

IPvE Class 3

IPvG Flow Label 0x00002
Rx Rate Mo Limited

Figure 117. Access Rule Detail Inforamtion (IPv6)

To configure the Packet Content ACL select Packet Content in the Add ACL Profile window, enter the Profile ID and

Profile Name into the top half of the screen in the Add ACL Profile window and click Select, the following window will
appear.

R A -
_

Select Profile ID Profile Name RTG

Select ACL Type

O Ethemet ACL O IPvé ACL

Q1P ACL (® Packet Content ACL

You can select the field in the packet to create filtering mask

Packet Content

Ochunk1e2n] | mask] |
Ochunkz-3n[ | mask |
|
|

Ochunksean] | masK
Ochunksoan] | masH

Figure 118. Add Packet Content ACL Profile

Click on the boxes at the top of the table, which will then turn red and reveal parameters for configuration. To create a

new entry enter the correct information and click Create. To return to the Access Profile List page click Previous
Page.



The following parameters can be set, for Packet Content:

IParameter

Description

Chunk

Allows users to examine up to 4 specified offset_chunks within a packet at one time and specifies
the frame content offset and mask. There are 4 chunk offsets and masks that can be configured. A
chunk mask presents 4 bytes. 4 offset_chunks can be selected from a possible 32 predefined
offset_chunks as described below:

offset_chunk_1,
offset_chunk_2,
offset_chunk_3,
offset_chunk_4.

chunkO | chunk1 | chunk2 | ...... chunk29 | chunk30 | chunk31

B126, | B2, B6, | .. B114, |B118, |B122

B127, | B3, B7, B115, | B119, | B123,

BO, B4, B8, B116, | B120, | B124,

B1 B5 B9 B117 B121 B125
Example:

offset_chunk_1 0 Oxffffffff will match packet byte offset 126,127,0,1
offset_chunk_1 0 Oxffff will match packet byte offset,0,1

Note: Only one packet_content_mask profile can be created.

With this advanced unique Packet Content Mask (also known as Packet Content Access Control
List - ACL), the D-Link switch family can effectively mitigate some network attacks like the
common ARP Spoofing attack that is wide spread today. This is why the Packet Content ACL is
able to inspect any specified content of a packet in different protocol layers.

Click Apply to implement changes made.

Click Create to view the new Access Profile List entry in the Access Profile List table shown below. To add another
Access Profile click Add ACL Profile. To delete a profile click the corresponding Delete button, to view the specific
configurations for an entry click the Show Details button. To add a rule to the Access Profile entry, click the Add/View

Rules button.

[ addacLprofile || Delete All | Total Used Rule Entries / Total Unused Rule Entries: 3 /1533
Profile ID ] Profile Name Profile Type Owner Type | |
1 RG Ethernet ACL [ Show Details |(Add/View Rules][_ Delete
2 RTG Packet Content ACL [ Show Detailz J(Add/View Rules ][ Delete
3 DG IP ACL [ Show Details_|(Add/view Rules][___ Delete
5 EG IPVE ACL [ Show Details J[Add/View Rules ][ Delete

Figure 119. Access Profile List (Packet Content)

To view the configurations for previously configured entry click on the corresponding Show Details Button which will
display the following window.
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ACL Profile Details

Frofile ID %

Profile Mame RTG

Profile Type Packet Content
Owner Type ACL

Chunk 1 3, Value: 0x00000700

Show All Profiles

Figure 120. Access Profile Details (Packet Content)

To return to the CPU Access Profile List click Show All Profiles, to add a rule to a previously configured entry click on
the corresponding Add/View Rules, which will reveal the following window:

Add A o =M

Profile Information

Frofile ID 2 Frofile Mame 0]

Frofile Type Facket Content Owwner Type ACL

Chunk 1 2, Walue: 0x00000001

Rule Detail
(Keep an input field as blankto treat the corresponding option as dao not care)

Access 1D (1-128) 1 [ suto Assign
Chunk 1
Chunk 2
Chunk 3

Chunk 4
Rule Action

Action Fermit bt
Priatity (0-7) O

Replace Priority
Replace DSCP (0-63) O

Replace ToS Precedence (0-7) O

Rx Rate {1-15624) Mo Limit 4]

Time Range Mame | |
Counter Disabled v |

ooono

| te.0.1,4-6,8)

<«Back ] [ Apply

Figure 121. Access Profile (Packet Content)
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The following parameters may be configured for the Packet Content filter.

Parameter

Description

Access ID (1-128)

Type in a unique identifier number for this access. This value can be set from 7 to 128.

Action

Select Permit to specify that the packets that match the access profile are forwarded by the
switch, according to any additional rule added (see below).

Select Deny to specify the packets that match the access profile to be filtered.

Select Mirror to specify that packets that match the access profile are mirrored to a port
defined in the config mirror port command. Port Mirroring must be enabled and a target port
must be set.

Priority (0-7)

Enter a priority value if you want to re-write the 802.1p default priority of a packet to the
value entered in the Priority field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have
its incoming 802.1p user priority re-written to its original value before being forwarded by the
switch.

Replace DSCP

Select this option to instruct the switch to replace the DSCP value (in a packet that meets
the selected criteria) with the value entered in the adjacent field.

Replace ToS Select this option to instruct the switch to replace the Type of Service as part of the packet
Precedence header.
Chunk This field will instruct the switch to mask the packet header beginning with the offset value

specified.

Rx Rate (1-15624)

Use this to limit Rx bandwidth for the profile being configured. This rate is implemented using
the following equation: 1 value = 64Kbit/sec. (ex. If the user selects an Rx rate of 10 then the
ingress rate is 640Kbit/sec.) The user many select a value between 1 and 715624 or tick the
No Limit check box. The default setting is No Limit.

Time Range Name

Tick the check box and enter the name of the Time Range settings that has been previously
configured in the Time Range Settings window. This will set specific times when this
access rule will be implemented on the switch.

Counter Enable or disable the counter settings.

Ports Specifies that the access rule will take effect on one port or a range of ports.
VLAN Name Specifies the access rule will take effect on the VLAN Name specified.
VLAN ID Specifies the access rule will take effect on the VLAN ID specified.

Click Apply to display the following Access Rule List window.

[ <<Back

J [

Add Rule

] Unused Rules: 127

Access D

Action
FPermit

Profile Type
Packet Content

Show Details Delete Rules

Figure 122. Access Rule List (Packet Content)

To view the configurations for previously configured rule click on the corresponding Show Details Button which will
display the following Access Rule Details window.

Frofile 1D
Access D
Profile Type
Action
Forts
Chunk 1
Rx Rate

Show All Rules

ACL Rule Details

2

4

Packet Content
Permit

5-6

3, Value: 0x00000000
Mo Limited

Figure 123. Access Rule Detail Information (Packet Content)
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NOTE: Address Resolution Protocol (ARP) is the standard for finding a
host's hardware address (MAC Address). However, ARP is vulnerable as
it can be easily spoofed and utilized to attack a LAN. For a more detailed
explanation on how ARP works and how to employ D-Link's advanced
unique Packet Content ACL to prevent ARP spoofing attack, please see
Appendix B, at the end of this manual.

ACL Finder

This window is used to help find a previously configured ACL entry. To search for an entry, enter the profile ID from
the drop down menu, select a port that you wish to view, define the state and click Find, the table on the lower half of
the screen will display the entries. To delete an entry click the corresponding Delete button.

To view this window, click ACL > ACL Finder as shown below:

ACL rule finder helps you identify any rule has been assigned to a specific port

Profile ID Access ID Profile Type Action

Figure 124. ACL Finder menu
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Section 9

VLAN

Management VLAN

The 802.1Q VLAN window lists all previously configured VLANs by VLAN ID and VLAN Name.

To view this window, click Switch Configuration > Management VLAN as shown below:

ull LT b
WLAN List | AddiEdit WLAN I Find WLAMN I VLAN Batch Settings I Total Entries: 1
VID  WLAN Mame Advertiserment Tagged Forts Untagged Ports Forhidden Paorts
12,34,
1 default Enahled 11 5,6,7,8, Delete
910,12
<<Back Mext= >

Figure 125. Current 802.1Q Static VLANs Entries menu

To create a new 802.1Q VLAN entry or edit an existing one, click the Add/Edit VLAN tab at the top of the 802.1Q
VLAN window. A new window will appear, as shown below, to configure the port settings and to assign a unique name
and number to the new VLAN. See the table below for a description of the parameters in the new window.

NOTE: After all IP interfaces are set for your configurations, VLANs on the
switch can be routed without any additional steps.
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WLAN List | Add/Edit VLAN I Find WLAN I YLAN Batch Settings I Total Entries: 1
WVID I:l WLAMN Mame I:l {Mame should be less than 32 characters)
Advertisement

& All - 3 4 & 6 7 g ] 10 L

Taoged c o ¢ o ¢ o © O ©C O O O
Untagged c o ¢ o ¢ o © O ©C O O O
Farhidden c © © O O O O O O O© O O
Mot Member LORNORENO RN ORRNORN OB OO RN OR N OB O BN O]

Tagged Ports
Untagged Ports
Faorhidden Parts

Figure 126. 802.1Q VLAN menu — Add/Edit VLAN Tab

To return to the 802.1Q VLAN window, click the VLAN List Tab at the top of the window. To change an existing
802.1Q VLAN entry, click the corresponding Edit button. A new window will appear to configure the port settings and
to assign a unique name and number to the new VLAN. See the table below for a description of the parameters in the
new menu.

NOTE: The switch supports up to 4k static VLAN entries.

WLAN List | Add/Edit VLAN I Find WLAMN I YLAN Batch Settings I Total Entries: 1
VID WLAMN Mame {Mame should he less than 32 characters)
Advertiserment

3 4 a ] 7 g g 10 1

Tagged o © o o O O ©C O O © @ O
UliiEEBEd ©c ©® & 6 6 606 © & & ® O ©
Forhidden o © o ¢ O O O O O © O O
Mot Member oo oo o o0 oo o0 OO

Tagged Ports 11
Untagged Ports 1,2,3,456,7,891012
Forbidden Ports

Figure 127. 802.1Q VLAN menu - Edit menu

The following fields can then be set in either the Add/Edit VLAN or Edit 802.1Q VLAN windows:
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Parameter

Description

VID Allows the entry of a VLAN ID, or displays the VLAN ID of an existing VLAN in the Edit
window. VLANSs can be identified by either the VID or the VLAN name.
VLAN Name Allows the entry of a name for a new VLAN, or modifying the VLAN name in the Edit window.

VLAN Name should be no more than 32 characters in length.

Advertisement

Enabling this function will allow the switch to send out GVRP packets to outside sources,
notifying that they may join the existing VLAN.

Port Settings

Allows an individual port to be specified as member of a VLAN.

Tagged Specifies the port as 802.1Q tagged. Checking the box will designate the port as Tagged.

Untagged Specifies the port as 802.1Q untagged. Checking the box will designate the port as untagged.

Forbidden Select this to specify the port as not being a member of the VLAN and that the port is
forbidden from becoming a member of the VLAN dynamically.

Not Member Allows an individual port to be specified as a non-VLAN member.

Click Apply to implement changes made.

To search for a VLAN click the Find VLAN tab at the top of the screen which will display the following window, enter a
VLAN ID and click Find to display the settings for a previously configured VLAN.

ol L VLA

WLAM List | AddrEdit WLAN I Find WLAMN I WLAN Batch Settings I Total Entries: 1
v |

Figure 128. 802.1Q VLAN menu - Find VLAN menu
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To create a VLAN Batch entry click the VLAN Batch Settings tab at the top of the screen which will display the
following window.

ol VLA

WLAM List | Add/Edit VLAMN | Find WLAMN | WLAMN Batch Settings | Total Entries: 1
YD List (e.0.:2-5) | @ Add O Delete O Config
Advertisement Dizabled

Potlistent-sy [ |

Apply

Figure 129. 802.1Q VLAN menu - VLAN Batch Settings menu
The following fields can be set in the VLAN Batch Settings windows:

‘ Parameter Description

VID List (e.g 2-5) Enter a VLAN ID List that can be added, deleted or configured.

Advertisement Enabling this function will allow the switch to send out GVRP packets to outside sources,
notifying that they may join the existing VLAN.

Port List (e.g. 1-5) Allows an individual port list to be added or deleted as a member of the VLAN.

Tagged Specifies the port as 802.1Q tagged. Checking the box will designate the port as Tagged.
Untagged Specifies the port as 802.1Q untagged. Checking the box will designate the port as untagged.
Forbidden Select this to specify the port as not being a member of the VLAN and that the port is

forbidden from becoming a member of the VLAN dynamically.

Click Apply to implement changes made.
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802.1v Protocol VLAN
802.1v Protocol Group Settings

The table allows the user to create Protocol VLAN groups and add protocols to that group. The 802.1v Protocol VLAN
Group Settings supports multiple VLANs for each protocol and allows the user to configure the untagged ports of
different protocols on the same physical port. For example it allows the user to configure an 802.1Q and 802.1v
untagged port on the same physical port. The lower half of the table displays any previously created groups.

To view this window, click Switch Configuration > 802.1v Protocol VLAN > 802.1v Protocol Group Settings as
shown below:

Add Protocol VLA Group

Group ID (1-16) [ ] Group Narme [ add | [_Delete all__]
Hote: Mame should be less than 32 characters

Add Protocol for Protocol VLAN Group

@ Group o O Group Name Protocol Protocol Yalue (0-FFFF)

| Eemet i v —

Total Entries: 0
Group D Group Name Frame Type Frotocol Walue

Figure 130. 802.1v Protocol Group Settings menu

The following fields can be set:

Parameter Description
Group ID Select an ID number for the group, between 71 and 76.
Group Name This is used to identify the new Protocol VLAN group. Type an alphanumeric string of up to 32
characters.
Protocol This function maps packets to protocol-defined VLANs by examining the type octet within the

packet header to discover the type of protocol associated with it. Use the drop-down menu to
toggle between Ethernet Il, IEEE802.3 LLC and IEEE802.3 SNAP.

Protocol Value Enter a value for the Group.
(0-FFFF)

Click Add to make a new entry and Delete All to remove an entry.

802.1v Protocol VLAN Settings

The table allows the user to configure Protocol VLAN settings. The lower half of the table displays any previously
created settings.

To view this window, click Switch Configuration > 802.1v Protocol VLAN > 802.1v Protocol VLAN Settings as
shown below:
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Add New Protocol VLAN
® Group ID

'l Group Name

Faort List{e.q.; 1-6)

Protocol VLAN Table

v @VID (1-4094) [ ] B02.1p Priority None v
OvLAN Name I

Search PortList |

| Find || showal ][ Delete al |

Total Entries: 0

WLAMN Mame Group D 802.1p Priarity

Figure 131. Protocol VLAN Settings menu

The following fields can be set:

Parameter

Description

Group ID

Click the corresponding radio button to select a previously configured Group ID from the drop-
down menu.

Group Name

Click the corresponding radio button to select a previously configured Group Name from the
drop-down menu.

VID (1-4094) Click the radio button to enter the VID. This is the VLAN ID that, along with the VLAN Name,
identifies the VLAN the user wishes to create.
VLAN Name Click the radio button to enter a VLAN Name. This is the VLAN Name that, along with the

VLAN ID, identifies the VLAN the user wishes to create.

802.1p Priority

This parameter is specified if you want to re-write the 802.1p default priority previously set in
the switch, which is used to determine the CoS queue to which packets are forwarded to.
Once this field is specified, packets accepted by the switch that match this priority are
forwarded to the CoS queue specified previously by the user.

Click the corresponding box if you want to set the 802.1p default priority of a packet to the
value entered in the Priority (0-7) field, which meets the criteria specified previously in this
command, before forwarding it on to the specified CoS queue. Otherwise, a packet will have
its incoming 802.1p user priority re-written to its original value before being forwarded by the
switch.

For more information on priority queues, CoS queues and mapping for 802.1p, see the QoS
section of this manual.

Port List (e.g.: 1-6)

Select the specified ports you wish to configure by entering the port number in this field, or
check the Select All Ports box.

Search Port List

This function allows the user to search all previously configured port list settings and display
them on the lower half of the table. To search for a port list enter the port number you wish to
view and click Find. To display all previously configured port lists on the bottom half of the
screen click the Show All button, to clear all previously configured lists click the Delete All
button.
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Security

Safeguard Engine
Trusted Host

Port Security

MAC Spoofing Access

Authentication Control
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Safeguard Engine

Periodically, malicious hosts on the network will attack the switch by utilizing packet flooding (ARP Storm) or other
methods. These attacks may increase the Safeguard Engine beyond its capability. To alleviate this problem, the
Safeguard Engine function was added to the switch’s software.

The Safeguard Engine can help the overall operability of the switch by minimizing the workload of the switch while the
attack is ongoing, thus making it capable to forward essential packets over its network in a limited bandwidth. When
the switch either (a) receives too many packets to process or (b) exerts too much memory, it will enter an Exhausted
mode. When in this mode, the switch only receives a small amount of ARP or IP broadcast packets for a calculated
time interval. Every five seconds, the switch will check to see if there are too many packets flooding the switch. If the
threshold has been crossed, the switch will do a rate limit and only allow a small amount of ARP and IP broadcast
packets for five seconds. After another five-second checking interval arrives, the switch will again check the ingress
flow of packets. If the flooding has stopped, the switch will again begin accepting all packets. Yet, if the checking
shows that there continues to be too many packets flooding the switch, it will still only accept a small amount of ARP
and IP broadcast packets for double the time of the previous stop period. This doubling of time for stopping ingress
ARP and IP broadcast packets will continue until the maximum time has been reached, which is 320 seconds and
every stop from this point until a return to normal ingress flow would be 320 seconds. For a better understanding,
examine the following example of the Safeguard Engine.

S 60
;;j;”s Checking intervals occur every 5 seconds
0 10 20 30 40 90

Stop Rate[lnlerual | ‘
Ve e i o e e e e e s e e e

£ 10 Saconds

k5 Saconds—m |-

I

T s e e i

2 Seconds——————»
|

/

[
/
/ |

]
1
|
|

If the second checking

If the

third  checking

If the fourth interval reveals

If the Switch detects
too many packets, it
will rate limit all ingress
ARP and IP broadcast
packets for 5 seconds.

interval reveals there are
stil too many ingress
packets, the Switch will
rate limt all ARP and IP
broadcast packets for 10
seconds (572=10)

interval reveals there are
gtil too many ingress
packets, the Switch wil
rate limit all ARP and P
broadeast packets for 20
seconds (1072=20].

the packet flooding has
subsided, the Swich will
return to accepting ARP
and IP broadcast packets.

Safeguard Engine Checking Interval Example

Figure 132. Mapping QoS on the Switch

For every consecutive checking interval that reveals a packet flooding issue, the switch will double the time it will
accept a few ingress ARP and IP broadcast packets. In the example above, the switch doubled the time for dropping
ARP and IP broadcast packets when consecutive flooding issues were detected at 5-second intervals. (First stop = 5
seconds, second stop = 10 seconds, third stop = 20 seconds) Once the flooding is no longer detected, the wait period
for limiting ARP and IP broadcast packets will return to 5 seconds and the process will resume.

Once in Exhausted mode, the packet flow will decrease by half of the level that caused the switch to enter Exhausted
mode. After the packet flow has stabilized, the rate will initially increase by 25% and then return to a normal packet
flow.
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To view this window, click Security > Safeguard Engine as shown below:

daredLdanrg L] =
Safeguard Engine State ® pisabled  OEnabled
Safeguard Engine Current Status Marmal

CPU Liilization Settings

Rising Threshold (20% ~100%) N Trap/Log Disabled v
Falling Threshald (20% ~100%) 20 = Made Fumy v

Mote: D-Link Safeguard Engine is a robust and innovative technology developed by D-Link, which will automatically throttle the impact of packet flooding into the switch's CPUL It will
keep D-Link Switches better protected from being too frequently interrupted by malicious viruses orwarm attacks.

Figure 133. Safeguard Engine menu

To configure the switch’s Safeguard Engine, change the State to Enabled when the Safeguard Engine is enabled a
green light will show on the gray bar at the top of this window, next to Safeguard. To set the Safeguard Engine for the
switch, complete the following fields:

Parameter Description

Rising Threshold Used to configure the acceptable level of CPU utilization before the Safeguard Engine
mechanism is enabled. Once the CPU utilization reaches this percentage level, the switch will
move into the Exhausted state.

Falling Threshold Used to configure the acceptable level of CPU utilization as a percentage, where the switch
leaves the Exhausted state and returns to normal mode.

Trap/log Use the pull-down menu to enable or disable the sending of messages to the device’s SNMP
agent and switch log once the Safeguard Engine has been activated by a high CPU utilization
rate.

Mode Toggle the State field to either Strict or Fuzzy for the Safeguard Engine of the switch.

Click Apply to implement the settings made.

Trusted Host

Use the Security IP Management to permit remote stations to manage the switch. If you choose to define one or more
designated management stations, only the chosen stations, as defined by IP address, will be allowed management
privilege through the web manager or Telnet session. To define a management station IP setting, type in the IP
address with a proper subnet mask and click the Add button.

To view this window, click Security > Trusted Host as shown below:

Fermitted Access IP Met Mask

Delete All

Trusted Host Table

Permitted Access Met Mask

Mote: Create a list of IP addresses that can access the switch. our local host IP address must be one ofthe IP addresses to avoid disconnection.

Figure 134. Trusted Host menu

To delete an entry click the corresponding Delete button.
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Port Security

Port Security

Port Settings

A given ports’ (or a range of ports') dynamic MAC address learning can be locked such that the current source MAC
addresses entered into the MAC address forwarding table cannot be changed once the port lock is enabled. Setting
the Admin State pull-down menu to Enabled, and clicking Apply can lock the port.

Port Security is a security feature that prevents unauthorized computers (with source MAC addresses) unknown to the

switch prior to locking
network.

the port (or ports) from connecting to the switch's locked ports and gaining access to the

To view this window, click Security > Port Security > Port Security Port Settings as shown below:

~0 =CL Y IO

Port Security System Settings

From Port
01

To Port

v 01w

Port Security Port Tabhle
Admin State

1 Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled
Disabled

Port Security Trap/Log Settings

System Max Learning Address {1-16384)

@ Disabled O Enabled
Admin State Lock Address Mode Max Learning Address {0-16384)

Lock Address Mode Max Learning Address

DeleteOnReset 1 [ Edit )| wiew Detail |
DeleteOnReset 1 Edit | View Detail |
DeleteOnReset 1 Edit || View Detail |
DeleteOnReset 1 Edit | View Detail |
DeleteOnReset 1 Edit || View Detail |
DeleteOnReset 1 Edit | View Detail |
DeleteOnReset 1 Edit || View Detail |
DeleteOnReset 1 Edit | View Detail |
DeleteOnReset 1 Edit || View Detail |
DeleteOnReset 1 Edit | View Detail |
DeleteOnReset 1 Edit || View Detail |
DeleteOnReset 1 [ Edit [ view Detail |

Figure 135. Port Security Port Settings menu

The following parameters can be set:

Parameter

Description

From Port/ To Port

A consecutive group of ports may be configured starting with the selected port.

Admin State

This pull-down menu allows you to enable or disable Port Security (locked MAC address table
for the selected ports).

Lock Address
Mode

This pull-down menu allows you to select how the MAC address table locking will be
implemented on the switch, for the selected group of ports. The options are:

Permanent — The locked addresses will not age out after the aging timer expires.
DeleteOnTimeout — The locked addresses will age out after the aging timer expires.

DeleteOnReset — The locked addresses will not age out until the switch has been reset.

Max. Learning
Address (0-16384)

The number of MAC addresses that will be in the MAC address-forwarding table for the
selected switch and group of ports.

Click Apply to implement changes made.
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Access Authentication Control

The TACACS/XTACACS/TACACS+/RADIUS commands allow users to secure access to the switch using the
TACACS/XTACACS/TACACS+/RADIUS protocols. When a user logs in to the switch or tries to access the
administrator level privilege, he or she is prompted for a password. If TACACS/XTACACS/TACACS+/RADIUS
authentication is enabled on the switch, it will contact a TACACS/XTACACS/TACACS+/RADIUS server to verify the
user. If the user is verified, he or she is granted access to the switch.

There are currently three versions of the TACACS security protocol, each a separate entity. The switch's software
supports the following versions of TACACS:

TACACS (Terminal Access Controller Access Control System) - Provides password checking and
authentication, and notification of user actions for security purposes utilizing via one or more centralized
TACACS servers, utilizing the UDP protocol for packet transmission.

Extended TACACS (XTACACS) - An extension of the TACACS protocol with the ability to provide more
types of authentication requests and more types of response codes than TACACS. This protocol also uses
UDP to transmit packets.

TACACS+ (Terminal Access Controller Access Control System plus) - Provides detailed access control
for authentication for network devices. TACACS+ is facilitated through Authentication commands via one or
more centralized servers. The TACACS+ protocol encrypts all traffic between the switch and the TACACS+
daemon, using the TCP protocol to ensure reliable delivery

In order for the TACACS/XTACACS/TACACS+/RADIUS security function to work properly, a
TACACS/XTACACS/TACACS+/RADIUS server must be configured on a device other than the switch, called an
Authentication Server Host and it must include usernames and passwords for authentication. When the user is
prompted by the switch to enter usernames and passwords for authentication, the switch contacts the
TACACS/XTACACS/TACACS+/RADIUS server to verify, and the server will respond with one of three messages:

The server verifies the username and password, and the user is granted normal user privileges on the switch.
The server will not accept the username and password and the user is denied access to the switch.

The server doesn't respond to the verification query. At this point, the switch receives the timeout from the
server and then moves to the next method of verification configured in the method list.

The switch has four built-in Authentication Server Groups, one for each of the TACACS, XTACACS, TACACS+ and
RADIUS protocols. These built-in Authentication Server Groups are used to authenticate users trying to access the
switch. The users will set Authentication Server Hosts in a preferable order in the built-in Authentication Server
Groups and when a user tries to gain access to the switch, the switch will ask the first Authentication Server Hosts for
authentication. If no authentication is made, the second server host in the list will be queried, and so on. The built-in
Authentication Server Groups can only have hosts that are running the specified protocol. For example, the TACACS
Authentication Server Groups can only have TACACS Authentication Server Hosts.

The administrator for the switch may set up six different authentication techniques per user-defined method list
(TACACS/XTACACS/TACACS+/RADIUS/local/none) for authentication. These techniques will be listed in an order
preferable, and defined by the user for normal user authentication on the switch, and may contain up to eight
authentication techniques. When a user attempts to access the switch, the switch will select the first technique listed
for authentication. If the first technique goes through its Authentication Server Hosts and no authentication is returned,
the switch will then go to the next technique listed in the server group for authentication, until the authentication has
been verified or denied, or the list is exhausted.

Please note that when the user logins to the device successfully through TACACS/XTACACS/TACACS+server or
none method, the “user” priviledge level is the only level assigned. If the user wants to get the administration privilege
level, the user must use the “enable admin” command to promote his privilege level. However when the user logins to
the device successfully through the RADIUS server or through the local method, 3 kinds of privilege levels can be
assigned to the user and the user cannot use the “enable admin” command to promote to the admin privilege level.

NOTE: TACACS, XTACACS and TACACS+ are separate entities and are not
compatible. The switch and the server must be configured exactly the same, using the
same protocol. (For example, if the switch is set up for TACACS authentication, so must
be the host server.)
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Authentication Policy Settings

This command will enable an administrator-defined authentication policy for users trying to access the switch. When
enabled, the device will check the Login Method List and choose a technique for user authentication upon login.

To view this window, click Security > Access Authentication Control > Authentication Policy Settings as shown

below:

=L - ALIU =0 W

Authentication Palicy
Respanse Timeout (0-255)
Uzer Attempts (1-255)

Authentication policy is disabled !

Enable Admin

Disabled

B limes

Figure 136. Authentication Policy Settings menu

The following parameters can be set:

Parameters

Description

Authentication Policy

Use the pull-down menu to enable or disable the Authentication Policy on the switch.

Response Timeout (0-255)

This field will set the time the switch will wait for a response of authentication from the
user. The user may set a time between 0 and 255 seconds. The default setting is 30
seconds.

User Attempts (1-255)

This command will configure the maximum number of times the switch will accept
authentication attempts. Users failing to be authenticated after the set amount of
attempts will be denied access to the switch and will be locked out of further
authentication attempts. Command line interface users will have to wait 60 seconds
before another authentication attempt. Telnet and web users will be disconnected from
the switch. The user may set the number of attempts from 7 to 255. The default setting
is 3.

Click Apply to implement changes made.

Application Authentication Settings

This window is used to configure switch configuration applications (console, Telnet, SSH, web) for login at the user
level and at the administration level (Enable Admin) utilizing a previously configured method list.

To view this window, click Security > Access Authentication Control > Application Authentication Settings as

shown below:

Lpplication
Console
Telnet
S5H

HTTP

Login h
default
default
default
default

ethod List Enahle Method List
default
default
default
default

L3 53 [£9 £
L4 53 [£9 £

Apply

Figure 137. Application’'s Authentication Settings menu
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The following parameters can be set:

Parameter

Description

Application

Lists the configuration applications on the switch. The user may configure the Login Method
List and Enable Method List for authentication for users utilizing the Console (Command Line
Interface) application, the Telnet application, SSH, and the WEB (HTTP) application.

Login Method List

Using the pull-down menu, configure an application for normal login on the user level, utilizing
a previously configured method list. The user may use the default Method List or other
Method List configured by the user. See the Login Method Lists window, in this section, for
more information.

Enable Method List

Using the pull-down menu, configure an application for normal login on the user level, utilizing
a previously configured method list. The user may use the default Method List or other
Method List configured by the user. See the Enable Method Lists window, in this section, for
more information

Click Apply to implement changes made.

Authentication Server Group

This window will allow users to set up Authentication Server Groups on the switch. A server group is a technique used
to group TACACS/XTACACS/TACACS+/RADIUS server hosts into user-defined categories for authentication using
method lists. The user may define the type of server group by protocol or by previously defined server group. The
switch has three built-in Authentication Server Groups that cannot be removed but can be modified. Up to eight
authentication server hosts may be added to any particular group.

To view this window, click Security > Access Authentication Control > Authentication Server Group as shown

below:

ALithe ALl gye

Sever Group List

|EditSeverGr0up I

Group Name (Max 15 characters)

[ 1

Total Entries: 4

Group Mame
radius
tacacs
tacacs+
xacacs

Celete
Celete
Celete
Celete

Figure 138. Authentication Server Group Settings menu

The switch has four built-in Authentication Server Groups that cannot be removed but can be modified. To modify a
particular group, click on its corresponding Edit button or click the Edit Server Group tab at the top of this window,
the following screen will be displayed.
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Sever Group List |EditSeverGr0up I

Group Mame {Max 145 characters) I:l

Server Host

IP Address [ Protocol | TACACS v

Host List

IP Address Protocol

Figure 139. Authentication Server Group Settings Edit menu

To add an Authentication Server Host to the list, enter its IP address in the IP Address field, choose the protocol
associated with the IP address of the Authentication Server Host and click Add to add this Authentication Server Host
to the group.

NOTE: The user must configure Authentication Server Hosts using the Authentication
Server Hosts window before adding hosts to the list. Authentication Server Hosts must be
configured for their specific protocol on a remote centralized server before this function
can work properly.

NOTE: The four built in server groups can only have server hosts running the same
TACACS daemon. TACACS/XTACACS/TACACS+ protocols are separate entities and are
not compatible with each other.

Authentication Server

This window will set user-defined Authentication Server Hosts for the TACACS/XTACACS/TACACS+/RADIUS
security protocols on the switch. When a user attempts to access the switch with Authentication Policy enabled, the
switch will send authentication packets to a remote TACACS/XTACACS/TACACS+/RADIUS server host on a remote
host. The TACACS/XTACACS/TACACS+/RADIUS server host will then verify or deny the request and return the
appropriate message to the switch. More than one authentication protocol can be run on the same physical server
host but, remember that TACACS/XTACACS/TACACS+/RADIUS are separate entities and are not compatible with
each other. The maximum supported number of server hosts is 16.

To view this window, click Security > Access Authentication Control > Authentication Server as shown below:

IF Address [ | Fort (1-65535) [49 |
Protocal TAGACS v Timeout (1-255) [5 | sec
Key iMax: 2584 characters) | | Retransmit {1-255) |2 |times

Total Entries: 0
IF Address Protocal Timeout Key Retransmit

Figure 140. Authentication Server Settings menu
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Configure the following parameters to add an Authentication Server Host:

‘ Parameter Description
IP Address The IP address of the remote server host the user wishes to add.
Port (1-65535) Enter a number between 7 and 65535 to define the virtual port number of the authentication

protocol on a server host. The default port number is 49 for TACACS/XTACACS/TACACS+
servers and 7813 for RADIUS servers but the user may set a unique port number for higher
security.

Protocol The protocol used by the server host. The user may choose one of the following:
TACACS - Enter this parameter if the server host utilizes the TACACS protocol.
XTACACS - Enter this parameter if the server host utilizes the XTACACS protocol.
TACACS+ — Enter this parameter if the server host utilizes the TACACS+ protocol.
RADIUS - Enter this parameter if the server host utilizes the RADIUS protocol.

Timeout (1-255) Enter the time in seconds the switch will wait for the server host to reply to an authentication
request. The default value is 5 seconds.

Key Authentication key to be shared with a configured TACACS+ or RADIUS servers only. Specify
an alphanumeric string up to 254 characters.

Retransmit (1-255) | Enter the value in the retransmit field to change how many times the device will resend an
authentication request when the server does not respond.

Click Apply to add the server host. Entries will be displayed in the table on the lower half of this window.

NOTE: More than one authentication protocol can be run on the same
physical server host but, remember that TACACS/XTACACS/TACACS+
are separate entities and are not compatible with each other

Login Method Lists

This command will configure a user-defined or default Login Method List of authentication techniques for users logging
on to the switch. The sequence of techniques implemented in this command will affect the authentication result. For
example, if a user enters a sequence of techniques, for example TACACS — XTACACS - local, the switch will send an
authentication request to the first TACACS host in the server group. If no response comes from the server host, the
switch will send an authentication request to the second TACACS host in the server group and so on, until the list is
exhausted. At that point, the switch will restart the same sequence with the following protocol listed, XTACACS. If no
authentication takes place using the XTACACS list, the local account database set in the switch is used to
authenticate the user. When the local method is used, the privilege level will be dependant on the local account
privilege configured on the switch.

When the user logins to the device successfully through TACACS/XTACACS/TACACS+server or none method, the
“user” privilege level is assigned only. If the user wants to get admin privilege level, the user must use the Enable
Admin window to promote his privilege level. (See the Enable Admin part of this section for more detailed
information.) But when the user logins to the device successfully through RADIUS server or local method, 3 kinds of
privilege levels can be assigned to the user and the user cannot use the Enable Admin window to promote to admin
privilege level.

To view this window, click Security > Access Authentication Control > Login Method Lists as shown below:
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Method List Mame {Max: 15 characters) |:|

Friority 1: w Friority 2:
Friority 3: Friority 4:
Total Entries: 1

hiethod List Mame Priority 1 Priority 2 Priority 3 Friority 4

default [ e — Delete

5 - Login Method Lists menu

The switch contains one Method List that is set and cannot be removed, yet can be modified. To delete a Login
Method List defined by the user, click the corressponding Delete button. To modify a Login Method List, click on its
corresponding Edit button.

To define a Login Method List, set the following parameters and click Apply:

Parameter Description
Method List Name Enter a method list name defined by the user of up to 15 characters.
Priority 1,2, 3, 4 The user may add one, or a combination of up to four of the following authentication

methods to this method list:

tacacs — Adding this parameter will require the user to be authenticated using the TACACS
protocol from a remote TACACS server.

xtacacs — Adding this parameter will require the user to be authenticated using the
XTACACS protocol from a remote XTACACS server.

tacacs+ — Adding this parameter will require the user to be authenticated using the
TACACS+ protocol from a remote TACACS+ server.

radius — Adding this parameter will require the user to be authenticated using the RADIUS
protocol from a remote RADIUS server.

server_group — Adding this parameter will require the user to be authenticated using a user-
defined server group previously configured on the switch.

local — Adding this parameter will require the user to be authenticated using the local user
account database on the switch.

none — Adding this parameter will require no authentication to access the switch.

Enable Method Lists

The Enable Method List Settings window is used to set up Method Lists to promote users with user level privileges
to Administrator (Admin) level privileges using authentication methods on the switch. Once a user acquires normal
user level privileges on the switch, he or she must be authenticated by a method on the switch to gain administrator
privileges on the switch, which is defined by the Administrator. A maximum of eight Enable Method Lists can be
implemented on the switch, one of which is a default Enable Method List. This default Enable Method List cannot be
deleted but can be configured.

The sequence of methods implemented in this command will affect the authentication result. For example, if a user
enters a sequence of methods like TACACS - XTACACS - Local Enable, the switch will send an authentication
request to the first TACACS host in the server group. If no verification is found, the switch will send an authentication
request to the second TACACS host in the server group and so on, until the list is exhausted. At that point, the switch
will restart the same sequence with the following protocol listed, XTACACS. If no authentication takes place using the
XTACACS list, the Local Enable password set in the switch is used to authenticate the user.

Successful authentication using any of these methods will give the user an "Admin" privilege.
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NOTE: To set the Local Enable Password, see the next section, entitled
Local Enable Password.

To view the following table, click Security > Access Authentication Control > Enable Method Lists as shown

below:

dple [vie L]

Priarity 1:
Priority 3:

Total Entries: 1

default

Method List Mame {Max: 15 characters) I:I

Priarity 1 Friarity 2 Priarity 3 Priarity 4

- Priarity 2:
Priority 4:

Apply

--------------- Delste

Figure 141. Enable Method List menu

To delete an Enable Method List defined by the user, click the correspoinding Delete button. To modify an Enable
Method List, click its corresponding Edit button.

To define an Enable Login Method List, set the following parameters and click Apply:

Parameter

Description

Method List Name

Enter a method list name defined by the user of up to 15 characters.

Priority 1,2, 3,4

The user may add one, or a combination of up to four of the following authentication
methods to this method list:

local_enable — Adding this parameter will require the user to be authenticated using the local
enable password database on the switch. The user in the next section entitled Local Enable
Password must set the local enable password.

none — Adding this parameter will require no authentication to access the switch.

radius — Adding this parameter will require the user to be authenticated using the RADIUS
protocol from a remote RADIUS server.

tacacs — Adding this parameter will require the user to be authenticated using the TACACS
protocol from a remote TACACS server.

xtacacs — Adding this parameter will require the user to be authenticated using the
XTACACS protocol from a remote XTACACS server.

tacacs+ — Adding this parameter will require the user to be authenticated using the TACACS
protocol from a remote TACACS server.

server_group — Adding a previously configured server group will require the user to be
authenticated using a user-defined server group previously configured on the switch.
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Local Enable Password Settings

This window will configure the locally enabled password for the Enable Admin command. When a user chooses the
"local_enable" method to promote user level privileges to administrator privileges, he or she will be prompted to enter
the password configured here that is locally set on the switch.

To view this window, click Security > Access Authentication Control > Local Enable Password Settings as
shown below:

oCd dpie ~d Wordg = (]

Old Local Enable Passwoard (Max: 15 characters) |:|

Mew Local Enable Passward |:|
confirm Local Enable Password ]
Figure 142. Local Enable Password menu
To set the Local Enable Password, set the following parameters and click Apply.
Parameter Description

Old Local Enable If a password was previously configured for this entry, enter it here in order to change it to
Password a new password
New Local Enable Enter the new password that you wish to set on the switch to authenticate users
Password attempting to access Administrator Level privileges on the switch. The user may set a

password of up to 15 characters.

Confirm Local Enable Confirm the new password entered above. Entering a different password here from the
Password one set in the New Local Enabled field will result in a fail message.

If the user has configured the user privilege attribute of the RADIUS server (for example, User A has “Admin”
privilege) and the login is successful, the device will assign the correct privilege level (according to the RADIUS
server) to the user. However, if the user does not configure the user privilege attribute and logs in successfully, the
device will assign “User” privilege to this user.
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RADIUS Accounting Settings

The Accounting feature of the switch uses a remote RADIUS server to collect information regarding events occurring
on the switch. The following is a list of information that will be sent to the RADIUS server when an event triggers the
switch to send these informational packets.

» Account Session ID
e Account Status Type
* Account Terminate Cause
*  Account Authentication
¢ Account Delay Time
* Account Session Time
* Username
« Service Type
* NAS IP Address
* NAS Identifier
e Calling Station ID
There are three types of Accounting that can be enabled on the switch.

Network — When enabled, the switch will send informational packets to a remote RADIUS server when network
events occur on the switch.

Shell — When enabled, the switch will send informational packets to a remote RADIUS server when a user either logs
in, logs out or times out on the switch, using the console, Telnet, or SSH.

System - When enabled, the switch will send informational packets to a remote RADIUS server when system events
occur on the switch, such as a system reset or system boot.

Remember, this feature will not work properly unless a RADIUS Server has first been configured. This RADIUS server
will format, store and manage the information collected here.

To view this window, click Security > Access Authentication Control > RADIUS Accounting Settings as shown
below:

AL o DLl (] e (]
MNetwork Disabled »
Shell Disahbled »
System Disabled «

Apply

Hetwork : When enabled, the Switch will send informational packets to a remote RADIUS serverwhen 802.1x port access control events occur on the Switch.

Shell : YWhen enabled, the Switch will send infarmational packets to a remate RADIUS server when a user either 10gs in, 10gs out or times out on the Switch, using the cansale,
Telnet, or SEH.

System: YWhen enahbled, the Switch will send informational packets to a remote RADIUS server when systemn events accur on the Switch, such as a systermn reset or system hoot.

Figure 143. RADIUS Accounting Settings menu
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Section 11

CPE Management

CPE Basic Information
CPE Advanced Information
CPE PPPoE Settings

CPE LAN Settings

CPE Server Settings

CPE VLAN Settings

CPE ProtoVLAN Settings
CPE QoS Settings

CPE Firmware

CPE Loopback

The following menus are used for configuration of features for CPE (Customer Premises Equipment) devices
connected to VDSL lines of the switch. Each CPE is equipped with four Ethernet ports that can be configured
individually here for VLAN settings, QoS and Speed.
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CPE Basic Information

To view the CPE Basic Information menu, click CPE Management > CPE Basic Information.

Line State : Showtime

Model ID DSL-6541K

Firmware 1 Yersion 1.0.3.96gc

Firmware 2 Version

VDSL Firmware Version 5.3.0.8IKFGE50

Lan MAC 00-50-BA-50-11-51

System Password |admin |
Current Mode (' Router Mode ) Bridge Mode
PTM Interface : Connection 1 v!

Figure 144. CPE Basic Information menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The status of the
line is displayed along with basic device information including the model, firmware version, MAC address and VDSL
firmware version. The following parameters are configured in the CPE Basic Information menu:

IParameter Description |

System Password Enter a password used for the CPE administrator and click on the Apply button.

Current Mode Choose to operate CPE in Router or Bridge Mode, click on Apply.

PTM Interface Select the PTM connection (if applicable) on which to apply the settings and click on Apply.

Click on the Apply button for the menu parameter being set to set these configurations in the memory of the switch.

Where are these settings stored? ‘
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CPE Advanced Information

To view the CPE Advanced Information menu, click CPE Management > CPE Advanced Information.

CPE1 “
Line State : Showtime

Wireless Port Status :
NAT Status :

IGMP SNOOPING Status :
IGMP Proxy Status :

Interface :

VolP Status :
Marme
Password :

Server P :

Counters :
WaAN Port Receive Counter :
WaAN Port Transmit Counter
LAM Port Receive Counter
LAN Port Transmit Counter

Wireless Port Receive Counter :
Wireless Port Transmit Counter

Display

(%) Disabled

O Disabled

) Disabled
(3 Disabled

Connection 1

() Enabled

(3 Enabled

(& Enabled
() Enabled

ol

TR
—

o o o o

—— (Line 1is not Wireless Model )
— (Line 1is not Wireless Model )

Apply
Apply
Apply
Apply

Figure 145. CPE Advanced Information menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The status of the
line is displayed along with packet counters for the WAN, LAN and Wireless interfaces. The following parameters are
configured in the CPE Advanced Information menu:

IParameter

Description

|

Wireless Port Status

Choose to enable or disable the wireless interface (if applicable) and click on the Apply

button. Default = Disabled

NAT Status

Choose to enable or disable NAT for the CPE and click on Apply. Default = Enabled

IGMP Snooping

Choose the Connection to which the IGMP Snooping settings are applied, then choose

Status enable or disable IGMP Snooping (default = Enabled). Additionally an IGMP Proxy can be
enabled or disabled (default = Disabled).
VolP Status Enter VoIP account settings including Name and Password. Enter the VolP Sever IP

address and click on Apply.

Click on the Apply button for the menu parameter being set to set these configurations in the memory of the switch.
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CPE WAN Settings

To view the CPE WAN Settings menu, click CPE Management > CPE WAN Settings.

~ = VWAN oelling

e

Line State : Showtime

Connection Select: Connection 1+
WAN Mode Select: | Disabled v
VLAN : @ Disabled O Enabled
VLANID : (1-4004) b ]
Priarity : 0 |
Static IP Address
IP Address : |:|
Subnet Mask : I:I
Geteway Address : |:|
MTU (1000-1500) : o ]
Default Route : () Disabled O Enabled
NAT : () Disabled (& Enabled
PPPoE Passthrough : (@ Disabled O Enabled
Dynamic IP Address
Host Name : I:I
MTU (1000-1500) : o ]
Default Route : @ Disabled O Enabled
NAT : (O Disabled (& Enabled
PPPoE Passthrough (@ Disabled O Enabled
DHCP Option 60 : (® Disabled O Enabled
-VendorID : | |
DHCF Option 60 : (@ Disabled O Enabled
-DUID - Link-Layer address piustime w
~IMD: | |

Figure 146. CPE WAN Settings

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The status of the
line is displayed. The settings are dvided into three sections for configuring Connection / WAN Mode / VLAN /
Priority settings, Static IP settings and Dynamic IP settings. Use the WAN Mode Select pull-down menu to choose
the WAN settings for the selected CPE connection. Enter an MTU value and click on the Apply button. Static or
Dynamic WAN connections require further configuration in the menus provided.

The following parameters are configured in the CPE WAN Settings menu:

|Parameter Description \

Connection / WAN Use _the Connection Select menu to choose the CPE connection to which the _settings are

Mode / VLAN / applied. Use the WAN_Mode Select pull-down menu _to choose the WAN settings for the

Priority settings selected CPE connection. Enter an MTU value and click on the Apply button. For Static
connections, continue to configure Static IP Address settings in the menu below.

Configure Static IP Address settings including Static IP Address, Subent Mask and
Gateway IP Address. Enter an MTU value from 1000 to 1500. Other options include to
enable or disable NAT, Default Route and PPPoE Passthrough. Click Apply to set the
configuration.

Static IP settings

Configure Dynamic IP Address settings including Host Name (optional) and enter an MTU
value from 1000 to 1500. Other options include to enable or disable NAT, Default Route
and PPPoE Passthrough. Click Apply to set the configuration. This menu is also used to
configure DHCP Option 60 settings if applicable.

Dynamic IP settings

Click on the Apply button for the menu parameter being set to set these configurations in the memory of the switch.

125




CPE PPPoE Settings

To view the CPE PPPoE Settings menu, click CPE Management > CPE Advanced Information.

[CPEPPPOE Seffings————————————

CPE1 | Cisplay
Line State : Showtime

CPE PPPoE Global Setting

FFFoE Status Enabled @ Disabled

Usetname pppoe0L

Fassword 1234504

VLAN 1D 1

Service Mame 0-

Haost Mame Oe

Idle Timeout 300

MU 1492

Connection @ Alweays On For Demand apply

Figure 147. CPE PPPoE Settings menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The status of the
line is displayed. The following parameters are configured in the CPE PPPoOE Settings menu:

IParameter Description \

Username Type in the account user name used to establish the PPPoE connection.

Password Type in the account password used to establish the PPPoE connection.

VLAN ID Enter the VLAN ID used for the CPE.

Service Name Enter the Service Name for the PPPoE connection (optional).

Host Name Enter the Host Name for the PPPoE connection (optional).

Idle Timeout E.nter the a_mount of time in minute; allowed for the connection to be idle for before
disconnecting the PPPoE connection.

MTU Enter an MTU value (default = 1492).

Connection Choose Always On or On Demand connection for PPPoE.

Click on the Apply button for the menu parameter being set to set these configurations in the memory of the switch.
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CPE LAN Settings
To view the CPE LAN Settings menu, click CPE Management > CPE LAN Settings.

e

Line State : Showtime

LAN Interface Setting :

LAN 1 ¥ SpeedDuplex: | AUto v
Lan Port Speed Duplex Auto negotiation
LAN 1 Link Down - = Enabled
LAN 2 Link Down - - Enahbled
LAN 3 Link Down = = Enabled
LAMN 4 Link Down - - Enabled

Figure 148. CPE LAN Port Settings

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The status of the
line is displayed. Use the menu to change the Speed and Duplex settings for the Ethernet LAN ports. Click on the
Apply button for the menu parameter being set to set these configurations in the memory of the switch.

CPE Server Status
To view the CPE Basic Information menu, click CPE Management > CPE Server Status.

iﬂi ESErVer Statds TTTTTTTT——
[crer 9]

Line State : Showtime

TELNET Status
TELNET LAN Status CorFF ®oN
TELNET WAN Status ®oFF OoON
'WEB Status
WEB LAN Status CoFF ®oN
WEB WAN Status @orr CoN
S55H Status
SSH LAN Status CoFF ®on
SSH WAN Status @orF Con
SMNMP Status
SNMP LAN Status COoFF @oN
SNIP WAN Status ®orF Oon
TFTP Status
TFTP LAN Status CofFF  Gon
TFTP WAN Status ®orF Con

DHCF Status

DHCP Status Setting CQOO0oFF ®ON

Apply

Figure 149. CPE Server Status

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The status of the
line is displayed. Use the menu to enable or disable various standard network serices on the LAN and WAN interfaces
of the CPE. Services that can be enabled or diabled include Telnet, HTTP Web (UDP/TCP port 80), SSH, SNMP, tftp
and DHCP. Click on the Apply button for the menu parameter being set to set these configurations in the memory of
the switch.
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CPE VLAN Settings

To view the CPE VLAN Settings menu, click CPE Management > CPE VLAN Settings.

PE VLAN 0
[cre1 ™
Line State : Showtime
VLANType: @None O PortBased VLAN O Protocol-Based VLAN
PVID Setting :
LAM1: |1 802.1p Value: |0 v
LAN 2: [1 802.1pValue: |0
LAN3: [1 802.1pValue: |0 v
LAM 4 |1 802.1p Value: |0 ™
VLAN Setting :
VLANID - (s Add
VLAN Ports Setting :
Mone Untagged Member Tagged Member

LAN 1

LAN 2

LAN 3

LAN 4

VDSL

WLAMN
Total Entries: 1

Index VLAMN 1D Untagged Member Tagged Member

1 1 1

Figure 150. CPE VLAN Settings menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The current VLAN
configuration, if any, is didplayed in table form at the bottom of the menu. Use the configuration menu on this page to
configure port-based VLANs. To configure protocol-based based VLANs click to select the Protocol-Based radio
button and click on Apply. A new menu appears. See the next section for details about the Protocol-Based VLAN
Settings menu. To configure port-based VLAN settings, select the Port-Based VLAN radio button, click on Apply.
and configure the settings visble in this menu. The following parameters are configured in the CPE VLAN Settings
(port-based VLAN) menu:

IParameter Description |
PVID Setting Configure the LAN ports for PVID and 802.1p values. Click on Apply to save the settings.
VLAN ID Choose the tagging options for the CPE interfaces, enter the VLAN ID applied and click on the

Add button. The new entry appears listed in the table below. To change tagging configuration
for CPE interfaces that have been configured in the list, click on the Edit button, choose
Tagged or Untagged options for the interfaces and click the Apply button for the configuration.

Click on the Apply button to set these configurations in the memory of the switch.
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CPE ProtoVLAN Settings

To view the CPE Protocol VLAN Settings menu, click CPE Management > CPE ProtoVLAN Settings. Any
previous configuration for the CPE is listed in the table. To edit an existing configuration, click on the Edit button; to
remove an existing configuration. Click on the Delete buttone.

o

Line State: Showtime

Add

Rule ID Mapping Rule Mapping Value Priority Action

Figure 151. CPE Protocol VLAN Settings table

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. Click the Add
button to configure settings in a new menu.

Rule-ID : New [ Apply ] | Back |
vo [ ] Priorty [0 v Mapping Type | Ether Type ~|

EtherType: 0 | sso[ ] Source P DestinationtP [ |J

DHCP Option Destination Port || option6Ovalue [ |

Match option 61 rule IAID - |

Link-layer Address : | | Enterprise Nnmber+ldentifier: |

Match option 125 rule :Enterprise number + manufacture QUI + model name + product class + serial number
Enterprise Nnmber 0
Manufacture QLI Gateway QUI Product Class Serial Mumber

Figure 152. CPE Protocol VLAN configuration menu

Select the Mapping Type used for the Protocol VLAN, the menu options allowed change according to what type of
mapping is used. Configure the settings appropriate for the mapping. Click on the Apply button for the menu
parameter being set to set these configurations in the memory of the switch.
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CPE QoS Settings

The following window will allow the user to configure the QoS settings for individual CPE devices attached to the
VDSL switch. To view the CPE QoS Settings menu, click CPE Management > CPE QoS Settings.

N

Line State : Showtime:

CPE QoS Global Setting
Classified by : @ Disabled ©g8021p OT0s ODSCP (O User Define

Apply

Figure 153. CPE QoS Settings menu
Choose the QoS classification used and click on the Apply button.

The User Define option requires additional configuration in a new menu.

Mame : rule-1

Priority : ’Z\}]

Pratocol : TCP hal

Source IP Address :  any 1P C Single IP O IP Range | | = | |
Destination IP Address : O anyIP O single IP O IP Range | |~ |
Source Port: O anyPort O single Port O Port Range | == |

Destination Port - O any Port O Single Port O Port Range | || |

Mark Qo5 Information

Mark Type : O none O 202.1p O 108 C DSCP
Mark Priority - 7 v
Mark DSCP : 0 :default(000000) + | [ Add | | Back |

Figure 154. User Define rule configuration for CPE

Configure the Priority, Protocol and IP source and destination settings. In addition, the Mark QoS Information
settings can be configured to use 802.1p, ToS or DSCP. Click on Apply to save the new settings. An new entry
appears in the QoS Settings table for the line.
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CPE Filter

To view the CPE Filter menu, click CPE Management > CPE Filter.

v Display

Line State : Showtime

Total Entries: 7

Action Outgoing Interface Source Destination Protocol Action
1 Inactive Deny Connection 1 Ahn;ygiﬂ e Ra?anggf,m s TCP
7 Inactive Deny Connection 1 AAn;YF!Ert Singﬁ;.n;:;: - TCP
3 Inactive Deny Connection 1 A“ﬂ;";in Sjngl‘:”g g s TCP
4 Inactive Deny Connection 1 A’:?F!En Singi‘\éﬂ;:ﬁt: . UDP
5 Inactive Deny Connection 1 Ahnr;yFliﬂ Sing?tn;g:t: s TCP
f Inactive Deny Connection 1 AAn;YF!Ert Singl,:ngolz: e TCP
7 Inactive Deny Connection 1 A“ﬂ;’;; Sing&";g; e TCP

[ Add a New Rule ]

Figure 155. CPE Filter settings menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The filter rule table
lists existing filter rules. To change a rule, click on the Edit button for the rule to change. To remove a filter rule, click
on the Delete button for that rule. To crate a new filter rule, click on the Add aNew Rule button, a new menu appears.

RulelD: 8

State : O Inactive O Active

Action : O mllow O Deny

Outgoing Interface : i Connection 1 _9!

Protocal : | ANY v

Source IP Address Type: O any 1P O Single IP O IP Range C IPMask

IP Range : = |

Mask :

Destination IP Address Type: O any 1P O Single IP O IP Range O IPMask

IP Range : = | |

Mask :

Source Port : O any Port O Single Port O Port Range | = |

Destination Port : O any Port O Single Port O Port Range | | ~| |
Apply ] [ Back

Figure 156. Add Filter Rule for CPE

Use the State radio button to make the new rule Active or Inactive. Choose to Allow or Deny forwarding according
to the rule being created, and configure the conditions used for the filter rule. Click on the Apply button to create the
new rule, it appears listed in the filter rule table.
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CPE FDB

To view the CPE FDB Table, click CPE Management > CPE FDB.

Line State : Showtime

Total Entries: 13

MAC Address

0 00-E0-18-8B-DF-31 vdsl
0 00-E0-18-8B-E0-81 vdsl
0 00-E0-18-8B-E0-AF vdsl
0 00-E0-18-D4-63-1C vdsl
0 00-E0-18-FB-43-40 vdsl
0 04-01-00-00-00-20 vdsl
0 08-00-06-6F-CC-9C vdsl
0 08-00-23-15-0B-96 vdsl
0 08-00-27-57-CB-2B vdsl
0 08-00-27-E5-82-41 vdsl
0 08-00-28-32-00-AC vdsl
0 0A-43-3D0-01-40-01 vdsl
0 40-01-05-EC-EF-7TB vdsl

Figure 157. CPE FDB Table

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. The read-only table
lists all dynamic MAC address entries in the CPE forwarding database with the VID and Port information.

CPE CFM

To view the CPE CFM Setting menu, click CPE Management > CPE CFM.

I_CF'E‘1 v' [ Display ]

Line State : Showtime

CFM Settings :
CFM Status () Disabled (O Enabled Apply J

CCM Settings ;

CCM Status : (&) Disabled ) Enabled
CCM Transmit :

CCM Sequence Errors : 0

CCM Defect Prioity ;

CCM Defect

CCM Sequence Mumber : 0

Figure 158. CPE CFM Setting menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. Use the menu to
enable or disable CFM and CCM on the CPE. Click on the Apply button to set these configurations in the memory of
the switch.
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CPE SNMP

To view the CPE SNMP menu, click CPE Management > CPE SNMP.

= NINI=
[crEr M|
Line State : Showtime
SNMP Agent @ pisable O Enable
SNMP Info
Vendor ID 136141171
Mame : DSL-6541k
Location
Contact : admin@dlink.com
SNMP Community
Mame : |:| Permissions: () Read Only () Read & Write
Total Entries: 1

Community ID Action

1 ublic /A

SMNMP Traps
SNMP Traps State ®Disable O Enable
s 00 | Community Name : | ublic v SNMP Version: | SNMP V1 &
Total Entries: 0

Host D IP Address Community Mame SNMP Version Action

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. Use the menu to
enable or disable an SNMP Agent on the CPE and click on Apply for the agent status. Configure administrator
contact information, SNMP Community and Traps settings in separate menus.

CPE Firmware

To upgrade CPE firmware, choose the line of the CPE being upgraded, enter the IP address of the server where the
firmware is located together with the complete file name and path of and click the Upgrade button. To view the menu,
click CPE Management > CPE Firmware

Semver IP : | |

Filename : | |

To Line : | Line 1 i!
State : 0 Idle

Figure 159. CPE Firmware Upgrade menu
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CPE Loopback

The CPE Loopback menu is used to perform a CPE loopback test. To view the CPE Basic Information menu, click
CPE Management > CPE Loopback.

[cPE1 ]

Line State : Showtime

Packet Count : (1-90})
Packet Length {12-255)
LoopBack Result :

Packet Count :
Packet Length :

[ o e R

Min. Time(ms) :
Max. Time(ms) :
Avg. Time(ms):
Avg. Packet Loss :

Figure 160. CPE Loopback menu

Select the CPE unit to be configured with the pull-down line menu and click on the Display button. Choose the Packet
Count and Packet Length used for the test and click Apply. The test results appear in the bottom half of the menu.

CPE Maintenance

To view the CPE Maintenance menu, click CPE Management > CPE Maintenance.

G

Line State : Showtime

Factory Reset

Reset all configuration Apply

Reset
Reset and keep In-band IP Apply

Oy

Sdve

Save current CPE settings Apply

Rebootthe device Apply

Figure 161. CPE Maintenance menu

Use the CPE Maintenance menu to perform a simple reboot, save configuration settings, to reset the configuration
settings without changing IP settings or to perform a factory reset (including IP settings). Click on the Apply button for
the function being performed.
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Section 12

Status

Status menus are used for monitoring switch and network funtion status.

VDSL Status

Alarm

View alarm status for each line.

VD & m
‘ VDSL Line CRC_| RS ESs Status
1 0/0 0/0 0/0 Showtime
2 00 0/ 0/ Training
3 0/0 0/ 0/o Training
4 0/ 0/ 0/o Training
5 0/ 0/ 0/o Training
G 0/a 0/ 0/o Training
7 0/ 0/ 0/o Training
8 0o 0/ 0/o Training
9 0o 0/ 0io Training
10 0o 0/ 0io Training
11 0o 0/ 0io Training
12 0/a 0/0 0/0 Training
13 0/0 0/0 0/0 Training
14 0/0 0/0 0/0 Training
15 0/a 0/0 0/0 Training
16 0/ 0/0 0/0 Training
17 0/ 0/0 0/0 Training
18 0/ 0/0 0/0 Training
19 0/ 0/0 0/0 Training
20 0/ 0/0 0/0 Training
ey 0/0 0/ 0/0 Training
22 0/0 0/ 0/0 Training
23 00 0/ 0/o Training
24 0/0 0/0 0/0 Training

Figure 162. VDSL Alarms

15 Min ES/SES/UAS

This status window allows you to display Downstream/Upstream information for either Error Second (ES), Severely
Errored Second (SES), or Unavailable Second (UAS). View ES/SES/UAS statistics for 15 minute interval.

o ——————
Line State : Showtime
Total Entry : 96
Downstream Upstream
Entry ES SES UAS CRC LOSS LOFS ES SES UAS CRC LOSS LOFS
1 0 0 0 0 0 1] 0 0 1] 0 0 0
2 1] 1] 1] 1] 1] o 1] 0 0 1] 1] 0
3 1] 0 1] 1] 1] 1] 1] 0 0 1] 1] 1]
4 1] 0 589 1] 0 o 0 0 589 1] 1] 0
5 0 0 803 a0 0 0 0 0 508 o 0 0
G 0 0 803 0 0 0 0 0 508 0 0 0
€ 1] 0 803 1] 1] 0 0 0 508 1] 1] 1]
g8 1] o 893 0 0 0 0 0 898 0 1] 0
] 1] 1] 893 1] 1] 1] 1] 0 898 1] 1] 1]
10 1] 1] 897 1] 1] 1] 1] 0 897 0 1] 0
1 1] 1] 893 1] 1] o 1] 0 596 o 1] 1]
12 0 0 803 1] 0 0 0 0 598 1] 0 0
Py ) " ann n " n " " ann " ) n

Figure 163. 15 Min ES/SES/UAS
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1 Day ES/SES/UAS

This status window allows you to display Downstream/Upstream information for either Error Second (ES), Severely
Errored Second (SES), or Unavailable Second (UAS). View ES/SES/UAS statistics for 1 Day interval.

D B e SRS — =
Line State : Showtime
Total Entry : 30
Downstream Upstream
Entry ES SES UAS CRC LOSS LOFS ES SES UAS CRC LOSS LOFS
1 1] 0 22927 0 0 0 0 0 22027 0 0 0
2 o] 0 0 0 0 0 0 0 0 0 0 0
3 0 0 0 0 0 1] 0 0 0 o] 0 0
4 0 0 0 0 0 0 0 0 0 0 0 0
H 0 0 0 0 0 0 0 0 0 0 0 0
5] 0 0 0 0 0 0 0 0 0 0 0 0
¥ 0 0 0 0 0 0 0 0 0 0 0 0
g 0 0 0 0 0 0 0 0 0 0 0 0
g 1] 0 0 0 0 1] 0 0 0 0 0 1]
10 0 0 0 ] 0 0 0 0 0 0 0 0
11 0 0 0 0 0 0 0 0 0 0 0 0
12 0 0 0 0 0 0 0 0 0 0 0 0
13 i) 0 0 0 ] ] 0 0 0 1] ] ]
Figure 164. 1 Day ES/SES/UAS
VDSL PM Threshold
Use this to set the near end and far end PM threshold.
Vil = s]ls
15 min. PM counters' threshold values
| Mear End/ Far End |
ES 110 | 110 |
SES [10 |1 [10 |
UAS o |10 |
CRC [10 | 110 |
1 day. PM counters' threshold values
Mear End/ Far End |
ES [10 |+ [10 |
SES 10 |4 [0 |
UAS o |10 |
CRC 10 | 4 [10 |
[ Apply |

Figure 165. VDSL PM Threshold
Click Apply to set the threshold settings.
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CPU Utilization

The CPU Utilization window displays the percentage of the CPU being used, expressed as an integer percentage
and calculated as a simple average by time interval.

To view this window, click Status > CPU Utilization as shown below:

P U zatlo

Unit: (%)

Time Interval 1s v Recard Mumber 200

ShowiHide [V Five Secs ¥ One Min IV Five Mins

Figure 166. CPU Utilization menu

To view the CPU utilization by port, use the real-time graphic of the switch and/or switch stack at the top of the web
page by simply clicking on a port. Click Apply to implement the configured settings. The window will automatically
refresh with new updated statistics.

Change the view parameters as follows:

Parameter Description
Time Interval Select the desired setting between 1s and 60s, where "s" stands for seconds. The
default value is one second.
Record Number Select number of times the switch will be polled between 20 and 200. The default value
is 200.
Show/Hide Check whether or not to display Five Secs, One Min, and Five Mins.
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Port Utilization

The Port Utilization window displays the percentage of the total available bandwidth being used on the port.

To view this window, click Monitoring > Port Utilization as shown below:

Time Interval

ShowiHide

15
v Port_LUtil

Apply

Port_Ltil

v Record Mumber 200

Figure 167. Port Utilization menu

To select a port to view these statistics for, select the port by using the Port pull-down menu. The user may also use
the real-time graphic of the switch at the top of the web page by simply clicking on a port.

Change the view parameters as follows:

Parameter

Description

Port

Use the drop-down menu to choose the port that will display statistics.

Time Interval

Select the desired setting between 7s and 60s, where "s" stands for seconds. The
default value is one second.

Record Number

Select number of times the switch will be polled between 20 and 200. The default value
is 200.

Show/Hide

Check whether or not to display Port Util.
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Packet Ports

The Web Manager allows various packet statistics to be viewed as either a line graph or a table. Three windows are
offered in the Packets folder to view and configure these settings.

Packet Size

The Web Manager allows packets received by the switch, arranged in six groups and classed by size, to be viewed as
either a line graph or a table. Two windows are offered. To select a port to view these statistics for, select the port by
using the Port pull-down menu. The user may also use the real-time graphic of the switch at the top of the web page
by simply clicking on a port.

To view this window, click Status > Packet Ports > Packet Size as shown below:

Port 01 v View Table [ apply  J[ cClear |

1000

900
200
oo
GO0
500

400

Time Interval Record Number

Show/Hide W 64 vV B5-127 v 128-255 v 256-511 W 512-1023 W 1024-1518

Figure 168. Packet Size menu

To view the Packet Size Table window, click the link View Table, which will show the following table:

Port 01 v View Graphic [ 2poly |[ Clear |

Frame Size Frame Counts Framesisec

4 515521 41

B5-127

128-255

256-511

512-1023

1024-1518

Figure 169. Packet Size Table menu
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The following fields can be set or viewed:

Parameter

Description

Port

Use the drop-down menu to choose the port that will display statistics.

Time Interval

Select the desired setting between 1s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the switch will be polled between 20 and 200. The default value is
200.

64 The total number of packets (including bad packets) received that were 64 octets in length
(excluding framing bits but including FCS octets).

65-127 The total number of packets (including bad packets) received that were between 65 and
127 octets in length inclusive (excluding framing bits but including FCS octets).

128-255 The total number of packets (including bad packets) received that were between 128 and
255 octets in length inclusive (excluding framing bits but including FCS octets).

256-511 The total number of packets (including bad packets) received that were between 256 and
511 octets in length inclusive (excluding framing bits but including FCS octets).

512-1023 The total number of packets (including bad packets) received that were between 512 and
1023 octets in length inclusive (excluding framing bits but including FCS octets).

1024-1518 The total number of packets (including bad packets) received that were between 1024 and
1518 octets in length inclusive (excluding framing bits but including FCS octets).

Show/Hide Check whether or not to display 64, 65-127, 128-255, 256-511, 512-1023, and 1024-1518
packets received.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the switch to display a table rather than a line graph.

View Graphic Clicking this button instructs the switch to display a line graph rather than a table.
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Received (RX)

This table displays the RX packets on the switch. To select a port to view these statistics for, select the port by using
the Port pull-down menu. The user may also use the real-time graphic of the switch at the top of the web page by

simply clicking on a port.
To view this window, click Status > Packet Ports > Received (RX) as shown below:

Port 01 v View Table [ apply [ cClear |
Bytes
Packets
Tirne Interval Record Mumber | 200
ShowiHide v Bytes W Packets
Figure 170. Received (RX) menu (for Bytes and Packets)
To view the Received (RX) Table window, click View Table.
rRecelvedirA able
Port 01 v View Graphic [ #pply J[ Clear |

Bytes E: 3 1490

Fackets 44685 2

Unicast 2

Multicast 4 1}

Broadcast 54 1]

Bytes 1700

Packets 244307 22

Figure 171. Received (RX) Table menu (for Bytes and Packets)

The following fields may be set or viewed:

Parameter Description

Port Use the drop-down menu to choose the port that will display statistics.
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Time Interval

Select the desired setting between 7s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the switch will be polled between 20 and 200. The default value is
200.

Bytes Counts the number of bytes received on the port.

Packets Counts the number of packets received on the port.

Unicast Counts the total number of good packets that were received by a unicast address.
Multicast Counts the total number of good packets that were received by a multicast address.
Broadcast Counts the total number of good packets that were received by a broadcast address.
Show/Hide Check whether to display Bytes and Packets.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the switch to display a table rather than a line graph.
View Graphic Clicking this button instructs the switch to display a line graph rather than a table.
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UMB_cast (RX)

This table displays the UMB_cast RX Packets on the switch. To select a port to view these statistics for, select the
port by using the Port pull-down menu. The user may also use the real-time graphic of the switch at the top of the web

page by simply clicking on a port.

To view this window, click Monitoring > Packets > UMB_cast (RX) as shown below:

Port 01 v View Table [ apply J[ clear |

600

500

Time Interval 1z v Record Mumber

ShowiHide W Unicast W Multicast W Broadcast

Figure 172. UMB_cast (RX) menu (for Unicast, Multicast, and Broadcast Packets)
To view the UMB_cast (RX) Table window, click the View Table link.

View Graphic [ apply ][ cClear ]

<

Part 01

Bytes 8447015 192

Fackets 45491

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

Figure 173. UMB_cast (RX) Table menu (for Unicast, Multicast, and Broadcast Packets)

143



The following fields may be set or viewed:

Parameter Description
Port Use the drop-down menu to choose the port that will display statistics.
Time Interval Select the desired setting between 7s and 60s, where "s" stands for seconds. The default
value is one second.
Record Number gg(l)ect number of times the switch will be polled between 20 and 200. The default value is
Bytes Counts the number of bytes successfully sent on the port.
Packets Counts the number of packets successfully sent on the port.
Unicast Counts the total number of good packets that were received by a unicast address.
Multicast Counts the total number of good packets that were received by a multicast address.
Broadcast Counts the total number of good packets that were received by a broadcast address.
Show/Hide Check whether or not to display Multicast, Broadcast, and Unicast Packets.
Clear Clicking this button clears all statistics counters on this window.
View Table Clicking this button instructs the switch to display a table rather than a line graph.
View Graphic Clicking this button instructs the switch to display a line graph rather than a table.
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Transmitted (TX)

To select a port to view these statistics for, select the port by using the Port pull-down menu. The user may also use
the real-time graphic of the switch at the top of the web page by simply clicking on a port.

To view this window, click Status > Packet Ports > > Transmitted (TX) as shown below:

Port 01 v \iew Table [ 2pply | clear |

Time Interval Record Mumber

ShowHide v Bytes ¥ Packets

Figure 174. Transmitted (TX) menu (for Bytes and Packets)
To view the Transmitted (TX) Table window, click the link View Table.

Port 01 v View Graphic [ #poly J[ Clear |

Bytes 8 48 3946

Fackets 46378 22

Unicast

Multicast

Broadcast

Tx Packets

Bytes

Packets

Figure 175. Transmitted (TX) Table menu (for Bytes and Packets)
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The following fields may be set or viewed:

Parameter Description
Port Use the drop-down menu to choose the port that will display statistics.
Time Interval Select the desired setting between 7s and 60s, where "s" stands for seconds. The default

value is one second.

Record Number gg(l)ect number of times the switch will be polled between 20 and 200. The default value is
Bytes Counts the number of bytes successfully sent on the port.
Packets Counts the number of packets successfully sent on the port.
Unicast Counts the total number of good packets that were transmitted by a unicast address.
Multicast Counts the total number of good packets that were transmitted by a multicast address.
Broadcast Counts the total number of good packets that were transmitted by a broadcast address.
Show/Hide Check whether or not to display Bytes and Packets.
Clear Clicking this button clears all statistics counters on this window.
View Table Clicking this button instructs the switch to display a table rather than a line graph.
View Graphic Clicking this button instructs the switch to display a line graph rather than a table.
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Error Ports

The Web Manager allows port error statistics compiled by the switch's management agent to be viewed as either a
line graph or a table. Four windows are offered.

Received (RX)

To select a port to view these statistics for, select the port by using the Port pull-down menu. The user may also use
the real-time graphic of the switch at the top of the web page by simply clicking on a port.

To view this window, click Status > Error Ports > Received (RX) as shown below:

Port 01 v View Table [ apply J[  Clear ]

1000

crceror [T

900
200
oo
600
500
400
200
200
100

Time Interval Record Mumber 200 v Apply
ShowiHide ¥ CRCError ¥ UnderSize ¥ OverSize ¥ Fragment
W Jabher W Drop W SyrmbolErr

Figure 176. Received (RX) menu (for errors)

To view the Received (RX) Table window for errors, click the link View Table, which will show the following table:

Port 01 v View Graphic [ apply [ Clear |

R Error

CRCErrar

UnderSize

OwerSize

Fragment

Jahher

Dirap

Syrmhal

Figure 177. Received (RX) Table menu (for errors)
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The following fields can be set:

Parameter

Description

Port

Use the drop-down menu to choose the port that will display statistics.

Time Interval

Select the desired setting between 7s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the switch will be polled between 20 and 200. The default value is
200.

CRCError Counts otherwise valid packets that did not end on a byte (octet) boundary.

UnderSize The number of packets detected that are less than the minimum permitted packets size of 64
bytes and have a good CRC. Undersize packets usually indicate collision fragments, a nor-
mal network occurrence.

OverSize Counts valid packets received that were longer than 1518 octets and less than the
MAX_PKT_LEN. Internally, MAX_PKT_LEN is equal to 1536.

Fragment The number of packets less than 64 bytes with either bad framing or an invalid CRC. These
are normally the result of collisions.

Jabber Counts invalid packets received that were longer than 1518 octets and less than the
MAX_PKT_LEN. Internally, MAX_PKT_LEN is equal to 1536.

Drop The number of packets that are dropped by this port since the last switch reboot.

Symbol Counts the number of packets received that have errors received in the symbol on the
physical labor.

Show/Hide Check whether or not to display CRCError, UnderSize, OverSize, Fragment, Jabber, Drop,
and SymbolErr errors.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the switch to display a table rather than a line graph.

View Graphic Clicking this button instructs the switch to display a line graph rather than a table.
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Transmitted (TX)

To select a port to view these statistics for, select the port by using the Port pull-down menu. The user may also use
the real-time graphic of the switch at the top of the web page by simply clicking on a port.

To view this window, click Status > Error Ports > Transmitted (TX) as shown below:

Port 01 v View Table [ apply  J[ cClear |

1000

00

600
500
400
200
200
100

Tirne Irterval Record Mumber[200 v

ShowiHide [ ExDefer W CRCEmor W LateColl v Extall v SingColl Iv Caollision

Figure 178. Transmitted (TX) menu (for errors)

To view the Transmitted (TX) Table window, click the link View Table, which will show the following table:

Port 01 v View Graphic [ #eply J[ Clear |

ExDefer

CRC Errar

LateCall

ExCaoll

SingCall

Collision

Figure 179. Transmitted (TX) Table menu (for errors)
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The following fields may be set or viewed:

Parameter

Description

Port

Use the drop-down menu to choose the port that will display statistics.

Time Interval

Select the desired setting between 7s and 60s, where "s" stands for seconds. The default
value is one second.

Record Number

Select number of times the switch will be polled between 20 and 200. The default value is
200.

ExDefer Counts the number of packets for which the first transmission attempt on a particular
interface was delayed because the medium was busy.

CRC Error Counts otherwise valid packets that did not end on a byte (octet) boundary.

LateColl Counts the number of times that a collision is detected later than 512 bit-times into the
transmission of a packet.

ExColl Excessive Collisions. The number of packets for which transmission failed due to excessive
collisions.

SingColl Single Collision Frames. The number of successfully transmitted packets for which
transmission is inhibited by more than one collision.

Collision An estimate of the total number of collisions on this network segment.

Show/Hide Check whether or not to display ExDefer, CRCError, LateColl, ExColl, SingColl, and Collision
errors.

Clear Clicking this button clears all statistics counters on this window.

View Table Clicking this button instructs the switch to display a table rather than a line graph.

View Graphic Clicking this button instructs the switch to display a line graph rather than a table.
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Utilization

Memory Utilization

This window is used to display the utilization of the CPU and memory on the switch.

To view this window, click Status > Utilization > Memory Utilization as shown below:

viemonry U Zzatlo

DRAM Utization
Total DRAM : 131072 KB

Used DRAM : 123879 KB

Utilization : 94%

FLASH Utilization

Total FLASH : 32768 KB
Used FLASH : 8688 KB
Utilization : 26%

Figure 180. Packet Size Table menu
Click Refresh to reload the display.
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Ping Test

Ping is a small program that sends ICMP Echo packets to the IPv6 or IPv4 address you specify. The destination node
then responds to or "echoes" the packets sent from the switch. This is very useful to verify connectivity between the
switch and other nodes on the network.

To view this window, click Status > Ping Test as shown below:

IPv4 Ping Test :

Target IP Address :

Repeat Pinging for:

Timeout

IPvi Ping Test :

Target IP Address :

Interface Name:

Repeat Pinging for:

Size:
Timeout

L s s

Enterthe IP address ofthe device or station you want to ping, then click Start.

Enterthe IP address ofthe device ar station you want to ping, then click Start.

0.0.0.0

@ Infinite times

O[] a-255times)

(-89 01

@ Infinite times
O[] a-255times)
100 {1-6000)

1 (-103e0)

Figure 181. Ping Test menu

IPv4 Ping Test

Target IP Address

Enter the Target IPv4 Address of the host.

Repeat Pinging for

Check the Infinite times radio button, which will tell the ping program to keep sending ICMP
Echo packets to the specified IP address until the program is stopped. Or the user may opt to
choose a specific number of times to ping the Target IP Address by entering a number
between 1 and 255.

Timeout

Select a timeout period between 7 and 70 seconds for this Ping message to reach its
destination. If the packet fails to find the IPv4 address in this specified time, the Ping packet will
be dropped.

IPv6 Ping Test

Target IP Address

Enter the Target IPv6 Address of the host.

Interface Name

Enter the Target Interface Name of the host.

Repeat Pinging for

Check the Infinite times radio button, which will tell the ping program to keep sending ICMP
Echo packets to the specified IP address until the program is stopped. Or the user may opt to
choose a specific number of times to ping the Target IP Address by entering a number
between 1 and 255.

Size Use this parameter to set the datagram size of the packet, or the number of bytes in each ping
packet. Users may set a size between 1 and 6000 bytes with a default setting of 100 bytes.
Timeout Select a timeout period between 1 and 70 seconds for this Ping message to reach its

destination. If the packet fails to find the IPv6 address in this specified time, the Ping packet will
be dropped.

Click Start to initiate the Ping program
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Firmware Information

The following screen allows the user to view information about current firmware images stored on the switch.

To view this menu, click the Firmware Information link in the Quick Configuration menu as shown below:

) Yersian Size (Bytes) Update Time Fram
& 1.00.B031 2570746 0 days 00:00:00 Serial PortiProm) Serial Por..
2 (Empty)

*'means boot up firmware

(R means firmware update through Serial Port (R5232)
(Ty means firmware update through TELNET

(53 means firmware update thraough SMMP

& means firmware update through WEB

(S5H) means firmware update through S8H

(SIM) means firmware update through Single IP Management

Figure 182. Firmware Information menu

This window holds the following information:

Parameter Description

ID States the image ID number of the firmware in the switch’s memory. The switch can store two
firmware images for use. Image ID 1 will be the default boot up firmware for the switch unless
otherwise configured by the user.

Version States the firmware version.

Size (Bytes) States the size of the corresponding firmware, in bytes.

Update Time States the specific time the firmware version was downloaded to the switch.

From States the IP address of the origin of the firmware. There are five ways firmware may be

downloaded to the switch.

R — If the IP address has this letter attached, it denotes a firmware upgrade through the serial
port RS232.

T — If the IP address has this letter attached to it, it denotes a firmware upgrade through Telnet.

S — If the IP address has this letter attached to it, it denotes a firmware upgrade through the
Simple Network Management Protocol (SNMP).

W — If the IP address has this letter attached to it, it denotes a firmware upgrade through the
web-based management interface.

SSH - If the IP address has these three letters attached, it denotes a firmware update through
SSH.

SIM - If the IP address has these letters attached, it denotes a firmware upgrade through the
Single IP Management feature.

User States the user who downloaded the firmware. This field may read “Anonymous” or “Unknown”
for users that are unidentified.
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Section 13

Maintenance

Firmware Upgrade

Configuration File Backup & Restore

Firmware Upgrade

This screen is used to upgrade firmware from the Commander switch to the Member switch. Member switches will be
listed in the table and will be specified by Port (port on the CS where the MS resides), MAC Address, Model Name
and Version. To specify a certain switch for firmware download, click its corresponding check box under the Port
heading. To update the firmware, enter the Server IP Address where the firmware resides and enter the
Path/Filename of the firmware. Click Download to initiate the file transfer.

To view this window, click Maintenance > Firmware Upgrade as shown below:

Figure 183. Firmware Upgrade menu

Configuration File Backup/Restore

This screen is used to upgrade configuration files from the Commander switch to the Member switch using a TFTP
server. Member switches will be listed in the table and will be specified by ID, Port (port on the CS where the MS
resides), MAC Address, Model Name and Firmware Version. To update the configuration file, enter the Server IP
Address where the file resides and enter the Path/Filename of the configuration file. Click Restore to initiate the file
transfer from a TFTP server to the switch. Click Backup to backup the configuration file to a TFTP server.

To view this window, click Maintenance > Configuration File Backup/Restore as shown below:

Figure 184. Configuration File Backup/Restore menu
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SNMP Settings

Simple Network Management Protocol (SNMP) is an OSI Layer 7 (Application Layer) designed specifically for
managing and monitoring network devices. SNMP enables network management stations to read and modify the
settings of gateways, routers, switches, and other network devices. Use SNMP to configure system features for proper
operation, monitor performance and detect potential problems in the switch, switch group or network.

Managed devices that support SNMP include software (referred to as an agent), which runs locally on the device. A
defined set of variables (managed objects) is maintained by the SNMP agent and used to manage the device. These
objects are defined in a Management Information Base (MIB), which provides a standard presentation of the
information controlled by the on-board SNMP agent. SNMP defines both the format of the MIB specifications and the
protocol used to access this information over the network.

The DAS-3626 supports the SNMP versions 1, 2c, and 3. The default SNMP setting is disabled. You must enable
SNMP. Once SNMP is enabled you can choose which version you want to use to monitor and control the switch. The
three versions of SNMP vary in the level of security provided between the management station and the network
device.

In SNMP v.1 and v.2, user authentication is accomplished using 'community strings', which function like passwords.
The remote user SNMP application and the switch SNMP must use the same community string. SNMP packets from
any station that has not been authenticated are ignored (dropped).

The default community strings for the switch used for SNMP v.1 and v.2 management access are:
« public - Allows authorized management stations to retrieve MIB objects.
« private - Allows authorized management stations to retrieve and modify MIB objects.

SNMPv3 uses a more sophisticated authentication process that is separated into two parts. The first part is to
maintain a list of users and their attributes that are allowed to act as SNMP managers. The second part describes
what each user on that list can do as an SNMP manager.

The switch allows groups of users to be listed and configured with a shared set of privileges. The SNMP version may
also be set for a listed group of SNMP managers. Thus, you may create a group of SNMP managers that are allowed
to view read-only information or receive traps using SNMPv1 while assigning a higher level of security to another
group, granting read/write privileges using SNMPv3.

Using SNMPv3 individual users or groups of SNMP managers can be allowed to perform or be restricted from
performing specific SNMP management functions. The functions allowed or restricted are defined using the Object
Identifier (OID) associated with a specific MIB. An additional layer of security is available for SNMPv3 in that SNMP
messages may be encrypted. To read more about how to configure SNMPv3 settings for the switch read the next
section.

Traps

Traps are messages that alert network personnel of events that occur on the switch. The events can be as serious as
a reboot (someone accidentally turned OFF the switch), or less serious like a port status change. The switch
generates traps and sends them to the trap recipient (or network manager). Typical traps include trap messages for
Authentication Failure, Topology Change and Broadcast\Multicast Storm.

MIBs

The switch in the Management Information Base (MIB) stores management and counter information. The switch uses
the standard MIB-Il Management Information Base module. Consequently, values for MIB objects can be retrieved
from any SNMP-based network management software. In addition to the standard MIB-II, the switch also supports its
own proprietary enterprise MIB as an extended Management Information Base. Specifying the MIB Object Identifier
may also retrieve the proprietary MIB. MIB values can be either read-only or read-write.

The incorporates a flexible SNMP management for the switching environment. SNMP management can be
customized to suit the needs of the networks and the preferences of the network administrator. Use the SNMP V3
menus to select the SNMP version used for specific tasks.

The DAS-3626 supports the Simple Network Management Protocol (SNMP) versions 1, 2c, and 3. The administrator
can specify the SNMP version used to monitor and control the switch. The three versions of SNMP vary in the level of
security provided between the management station and the network device.
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SNMP settings are configured using the menus located on the SNMP V3 folder of the web manager. Workstations on
the network that are allowed SNMP privileged access to the switch can be restricted with the Management Station IP
Address window.

SNMP Global State Settings

The SNMP Global State Settings is used to globally enable or disable the SNMP Settings on the switch.
To view this window, click Configuration > SNMP Settings > SNMP Global State Settings as shown below:

NIVIF oba dale = (]

SMNMP Glabal State @ Disabled O Enabled

Apply

Figure 185. SNMP Global State Settings menu

SNMP View Table

This window is used to assign views to community strings that define which MIB objects can be accessed by a remote
SNMP manager.

To view this window, click Configuration > SNMP Settings > SNMP View Table as shown below:

Yiew MNarme | |

Subtree OID [ |

Yiew Type Included v
Total Entries: 8

Wiew Mame Subtree

restricted 1.3.6.1.2.1.1 Included
restricted 1.3.6.1.2.1.11 Included
restricted 1.3.6.16.310.2.1 Included
restricted 1.3.6.1.6.3.11.2.1 Included
restricted 1.3.6.16.315.1.1 Included
Cormrmnunityyiew 1 Included
Cormrmunityyiew 136163 Excluded
Carmmmunityyiew 1361631 Included

Figure 186. SNMP View Table menu

The following parameters can be set:

Parameter Description

View Name Type an alphanumeric string of up to 32 characters. This is used to identify the new SNMP
view being created.

Subtree OID Type the Object Identifier (OID) Subtree for the view. The OID identifies an object tree (MIB
tree) that will be included or excluded from access by an SNMP manager.

View Type Select Included to include this object in the list of objects that an SNMP manager can
access. Select Excluded to exclude this object from the list of objects that an SNMP
manager can access.

To implement the new settings, click Apply. To delete an entry click the corresponding Delete button.
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SNMP Group Table

An SNMP Group created with this table maps SNMP users (identified in the SNMP User Table) to the views created in

the previous menu.

To view this window, click Configuration > SNMP Settings > SNMP Group Table as shown below:

Add Group

Group Name

Read View Name

Write Yiew Name

Motify Wiew MName
User-baszsed Security Model

Security Level

Total Entries: 9

Read Yiew Mame

Group Marme

public Cammunit®...
nublic Communityy,..
initial restricted
private Communit®...
private Cammunit®...
ReadGroup Communit®...
ReadGroup Cammunit®...
WiriteGroup Communit®...
Wiite Group Communitydys...

SNMPY1 v
MaAuthNaoPriv

Write Wiew Name Motify View Name User-hased Security Model Security Level

Cornmunityy.. SMMPy1 MoAuthMaPriv
Communityy.. SMMPy2 MoAuthMaoP v
restricted SMMPy3 MoAuthMoPriv
Cammunity.. Communityy... SMMPy1 MasuthhoPriv
Cammunity.. Communityy... SNMPY2 MasuthMoPriv
Cormmunityy.. SMMPy1 MoAuthMaPriv
Cornmunityy. . SMMPy2 MoAuthMaPriv
Cammunity.. Communityy... SMMPy1 MasuthhoPriv
Community... Community.. SMMPy2 MoAuthMoPriv

Figure 187. SNMP Group Table menu

To delete an existing SNMP Group Table entry, click the corresponding Delete button.

The following parameters can be set:

Parameter

Description

Group Name

Type an alphanumeric string of up to 32 characters. This is used to identify the new SNMP
group of SNMP users.

Read View Name

This name is used to specify the SNMP group created can request SNMP messages.

Write View Name

Specify a SNMP group name for users that are allowed SNMP write privileges to the switch's
SNMP agent.

Notify View Name

Specify a SNMP group name for users that can receive SNMP trap messages generated by
the switch's SNMP agent.

User-based
Security Model

SNMPv1 — Specifies that SNMP version 1 will be used.

SNMPv2 — Specifies that SNMP version 2c will be used. The SNMPv2 supports both
centralized and distributed network management strategies. It includes improvements in the
Structure of Management Information (SMI) and adds some security features.

SNMPv3 — Specifies that the SNMP version 3 will be used. SNMPv3 provides secure access
to devices through a combination of authentication and encrypting packets over the network.

Security Level

The Security Level settings only apply to SNMPv3.

NoAuthNoPriv — Specifies that there will be no authorization and no encryption of packets sent
between the switch and a remote SNMP manager.

AuthNoPriv — Specifies that authorization will be required, but there will be no encryption of
packets sent between the switch and a remote SNMP manager.

AuthPriv — Specifies that authorization will be required, and that packets sent between the
switch and a remote SNMP manger will be encrypted.

To implement the new settings, click Apply.
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SNMP User Table

This window displays all of the SNMP User's currently configured on the switch and also allows you to add new users.

To view this window, click Maintenance > SNMP Settings > SNMP User Table as shown below:

Add User

Grous e I

SNMP Version W3

SNMP %3 Encryption Mane ~

Auth-Protocol by Password MO5 Passward l:l

Friv-Protocol by Password Mane Password I:l

Auth-Protocal by Key WD5 Key O

Priv-Protocol by Key Mone Key l:l

Total Entries: 1

Group Name SMMP Yersion Auth-Protocol

initial initial 5] Mone Mone

Figure 188. SNMP User Table menu
The following parameters may be set:

Parameter Description
User Name An alphanumeric string of up to 32 characters. This is used to identify the SNMP users.
Group Name This name is used to specify the SNMP group created can request SNMP messages.
SNMP Version V1 — Indicates that SNMP version 1 is in use.

V2 — Indicates that SNMP version 2 is in use.

V3 — Indicates that SNMP version 3 is in use.

SNMP V3 Encryption | None — Indicates that there is no SNMP V3 Encryption
Password — Indicates that there is SNMP V3 Encryption through a password
Key — Indicates that there is SNMP V3 Encryption through a key.

Auth-Protocol by MD5 — Indicates that the HMAC-MD5-96 authentication level will be used.

Password SHA — Indicates that the HMAC-SHA authentication protocol will be used.

Priv-Protocol by None — Indicates that no authorization protocol is in use.

Password DES — Indicates that DES 56-bit encryption is in use based on the CBC-DES (DES-56)
standard.

Auth-Protocol by Key | MD5 — Indicates that the HMAC-MD5-96 authentication level will be used.
SHA — Indicates that the HMAC-SHA authentication protocol will be used.

Priv-Protocol by None — Indicates that no authorization protocol is in use.

password DES - Indicates that DES 56-bit encryption is in use based on the CBC-DES (DES-56)
standard.

Password Enter a Password when SNMP V3 Encryption is enabled for Password mode.

Key Enter a Key when SNMP V3 Encryption is enabled for Key mode.
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To implement changes made, click Apply. To delete an existing SNMP User Table entry, click the corresponding

Delete button.

SNMP Community Table

Use this table to view existing SNMP Community Table configurations and to create a SNMP community string to
define the relationship between the SNMP manager and an agent. The community string acts like a password to
permit access to the agent on the switch. One or more of the following characteristics can be associated with the

community string:

access to the switch's SNMP agent.

Any MIB view that defines the subset of all MIB objects will be accessible to the SNMP community.

Read/write or read-only level permission for the MIB objects accessible to the SNMP community.

To view this window, click Maintenance > SNMP Settings > SNMP Community Table as shown below:

An Access List of IP addresses of SNMP managers that are permitted to use the community string to gain

NIVIF OMimL b

Add Community

Community Mame

Wiew Mame

Access Right

Total Entries: 2

Community Mame
private
public

Apply

Read Only

Wi Marme

Cormrmunityiew read_wirite
Cammunityiew read_anly

The following param

Figure 189. SNMP Community Table menu

eters can set:

Parameter

Description

Community Name

Type an alphanumeric string of up to 32 characters that is used to identify members of an
SNMP community. This string is used like a password to give remote SNMP managers
access to MIB objects in the switch's SNMP agent.

View Name

Type an alphanumeric string of up to 32 characters that is used to identify the group of MIB
objects that a remote SNMP manager is allowed to access on the switch. The view name
must exist in the SNMP View Table.

Access Right

Read Only — Specifies that SNMP community members using the community string created
can only read the contents of the MIBs on the switch.

Read Write — Specifies that SNMP community members using the community string created
can read from, and write to the contents of the MIBs on the switch.

To implement the new settings, click Apply. To delete an entry from the SNMP Community Table, click the
corresponding Delete button.
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SNMP Host Table

The SNMP Host Table window is used to set up SNMP trap recipients.
To view this window, click Maintenance > SNMP Settings > SNMP Host Table as shown below:

\MP Ho able
Add Host Table
Host IP Address [ |
User-hased Security Model ShMPy1 ~
Security Level MosuthMoP riv

Community String ! SMNMP¥3 User Mame

Total Entries: 0

Host IP Address SkIMP Yersion Community MamelShMPy3 User Mame

Figure 190. SNMP Host Table menu

The following parameters can set:

Parameter Description

Host IP Address Type the IP address of the remote management station that will serve as the SNMP host
for the switch.

User-based Security SNMPv1 — Specifies that SNMP version 1 will be used.
Model SNMPV2c — Specifies that SNMP version 2 will be used.
SNMPV3 - To specify that the SNMP version 3 will be used.

Security Level NoAuthNoPriv — To specify a NoAuthNoPriv security level.
AuthNoPriv — To specify an AuthNoPriv security level.
AuthPriv — To specify an AuthPriv security level.

Community String/ Type in the community string or SNMP V3 user name as appropriate.
SNMP V3 User Name

To implement your new settings, click Apply.

SNMP v6Host Table

This window is used to specify the IPv6 host IP address to which the trap packets will be sent.

To view this window, click Maintenance > SNMP Settings > SNMP v6Host Table as shown below:

Add Host Table

Host IPvE Address [ |

User-bazed Security Model SMMPw w

Security Level MosuthkloPriv

Cormmunity String £ SNMPy3 User Name

Total Entries: 0
Host IPvE Address SMMP Yersion Community MamerSrmMPy3 User Mame

Figure 191. SNMP V6Host Table menu
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The following parameters can be configured:

Parameter

Description

Host Ipv6 Address

Enter the IPv6 host IP address to which the trap packet will be sent.

User-based  Security

Model

Used the drop down menu to select the user-based security model.

SNMPv1 — Specifies that SNMP version 1 will be used. The Simple Network Management
Protocol (SNMP) version 1, is a network management protocol that provides a means to
monitor and control network devices.

SNMPv2 — Specifies that SNMP version 2 will be used. The SNMP v2 supports both
centralized and distributed network management strategies. It includes improvements in
the Structure of Management Information (SMI) and adds some security features.
SNMPv3 — Specifies that SNMP version 3 will be used. SNMP v3 provides secure access
to devices through a combination of authentication and encrypting packets over the
network. SNMP v3 adds:

. Message integrity — ensures that packets have not been tampered with during
transit.

*  Authentication — determines if an SNMP message is from a valid source.

. Encryption — scrambles the contents of messages to prevent it being viewed by
an unauthorized source.

Security Level

When SNMPvV3 is in use, it is necessary to choose the security level. Use the drop down
menu to select from the following:

noauth_nopriv - Specifies that there will be no authorization and no encryption of packets
sent between the switch and a remote SNMP manager.

auth_nopriv — Specifies that authorization will be required, but there will be no encryption
of packets sent between the switch and a remote SNMP manager.

auth_priv — Specifies that authorization will be required, and that packets sent between the
switch and a remote SNMP manger will be encrypted.

Community
String/SNMPv3
Name

User

Enter an alphanumeric string that will be used to authorize a remote SNMP manager to
access the switch’s SNMP agent. Alternatively enter the SNMPv3 user name.

Click Apply to implement changes made.

SNMP Engine ID

The Engine ID is a unique identifier used for SNMP V3 implementations. This is an alphanumeric string used to
identify the SNMP engine on the switch.

To view this window, click Maintenance > SNMP Settings > SNMP Engine ID as shown below:

Engine IO 200000ab03002191af27d0

Hote: Engine |D length is 10-64, the accepted character is from Oto F.

Apply

Figure 192. SNMP Engine ID menu

To change the Engine ID, enter the new Engine ID in the space provided and click the Apply button.
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SNMP Trap Configuration

The following window is used to enable and disable trap settings for the SNMP function on the switch.

To view this window, click Maintenance > SNMP Settings > SNMP Trap Configuration as shown below:

SMMP Traps Enahled
SHMP Authentication Trap Enabled |w

Apply

Figure 193. SNMP Trap Configuration menu

To enable or disable the Traps State and/or the Authenticate Traps State, use the corresponding pull-down menu to
change and click Apply.
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Appendix A

System Log Entries

The following table lists all possible entries and their corresponding meanings that will appear in the System Log of

this switch.

Category Event Description Log Information Severity
System System started up System started up Critical
Configuration saved to flash |Configuration saved to flash (Username: <username>) [Informational
System log saved to flash System log saved to flash (Username: <username>) |Informational
Configuration and log saved |Configuration and log saved to flash(Username: Informational
to flash <username>)
Internal Power failed Internal Power failed Critical
Internal Power is recovered |Internal Power is recovered Critical
Redundant Power failed Redundant Power failed Critical
Redundant Power is working [Redundant Power is working Critical
Side Fan failed Side Fan failed Critical
Side Fan recovered Side Fan recovered Critical
Upload/ |Firmware upgraded Firmware upgraded by <console | telnet | WEB | SSH | |Informational
Download |successfully SNMP | SIM> successfully (Username: <username>)
Firmware upgrade was Firmware upgrade by <console | telnet | WEB | SSH | |Warning
unsuccessful SNMP | SIM> was unsuccessful! (Username:
<username>)
Configuration successfully Configuration successfully downloaded by <console | |Informational
downloaded telnet | WEB | SSH | SNMP | SIM> (Username:
<username>)
Configuration download was |Configuration download by <console | telnet | WEB | |Warning
unsuccessful SSH | SNMP | SIM> was unsuccessful! (Username:
<username>)
Configuration successfully Configuration successfully uploaded by <console | Informational
uploaded telnet | WEB | SSH | SNMP | SIM> (Username:
<username>)
Configuration upload was Configuration upload by <console | telnet | WEB | SSH [Warning
unsuccessful | SNMP | SIM> was unsuccessful! (Username:
<username>)
Log message successfully Log message successfully uploaded by <console | Informational
uploaded telnet | WEB | SSH | SNMP | SIM> (Username:
<username>)
Log message upload was Log message upload by <console | telnet | WEB | SSH |Warning
unsuccessful | SNMP | SIM> was unsuccessful! (Username:
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<username>)

Interface  |Port link up Port <portNum> link up, <link state> Informational
Port link down Port <portNum> link down Informational
Console  [Successful login through Successful login through Console (Username: Informational
Console <username>)
Login failed through Console |Login failed through Console (Username: Warning
<username>)
Logout through Console Logout through Console (Username: <username>) Informational
Console session timed out Console session timed out (Username: <username>) |Informational
Web Successful login through Web |Successful login through Web (Username: Informational
<username>)
Login failed through Web Login failed through Web (Username: <username>)  |Warning
Logout through Web Logout through Web (Username: <username>) Informational
SSL Successful login through Successful login through Web(SSL) (Username: Informational
Web(SSL) <username>)
Login failed through Login failed through Web(SSL) (Username: Warning
Web(SSL) <username>)
Logout through Web(SSL) Logout through Web(SSL) (Username: <username>) |Informational
Web(SSL) session timed out |Web(SSL) session timed out (Username: Informational
<username>)
Telnet Successful login through Successful login through Telnet (Username: Informational
Telnet <username>, IP: <ipaddr>, MAC: <macaddr>)
Login failed through Telnet Login failed through Telnet (Username: <username>, |Warning
IP: <ipaddr>, MAC: <macaddr>)
Logout through Telnet Logout through Telnet (Username: <username>, IP:  |Informational
<ipaddr>, MAC: <macaddr>)
Telnet session timed out Telnet session timed out (Username: <username>, IP: |Informational
<ipaddr>, MAC: <macaddr>)
SNMP SNMP request received with  |SNMP request received from <ipAddress> with invalid |Informational
invalid community string community string!
STP Topology changed Topology changed (Instance:%d, Port:%d) Informational
New Root selected CIST New Root bridge selected (MAC:%s, Priority:%d)|Informational
Spanning Tree Protocol is Spanning Tree Protocol is enabled Informational
enabled
Spanning Tree Protocol is Spanning Tree Protocol is disabled Informational

disabled
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SSH Successful login through SSH |Successful login through SSH (Username: Informational

<username>, IP: <ipaddr>, MAC: <macaddr>)

Login failed through SSH Login failed through SSH (Username: <username>, IP:|Warning
<ipaddr>, MAC: <macaddr>)

Logout through SSH Logout through SSH (Username: <username>, IP: Informational
<ipaddr>, MAC: <macaddr>)

SSH session timed out SSH session timed out (Username: <username>, IP:  |Informational
<ipaddr>, MAC: <macaddr>)

SSH server is enabled SSH server is enabled Informational

SSH server is disabled SSH server is disabled Informational

SSH authentication successful|SSH authentication successful (Username: Informational
<username>)

SSH authentication failed SSH authentication failed (Username: <username>) |Informational

AAA Authentication Policy is Authentication Policy is enabled (Module: AAA) Informational

enabled

Authentication Policy is Authentication Policy is disabled (Module: AAA) Informational

disabled

Successful login through Successful login through Console authenticated by Informational

Console authenticated by AAA local method (Username: <username>)

AAA local method

Login failed through Console |Login failed through Console authenticated by AAA Warning

authenticated by AAA local local method (Username: <username>)

method

Successful login through Web |Successful login through Web from <userlP> Informational

authenticated by AAA local authenticated by AAA local method (Username:

method <username>, MAC: <macaddr>)

Login failed through Web Login failed failed through Web from <userlP> Warning

authenticated by AAA local authenticated by AAA local method (Username:

method <username>, MAC: <macaddr>)

Successful login through Successful login through Web(SSL) from <userlP> Informational

Web(SSL) authenticated by  |authenticated by AAA local method (Username:

AAA local method <username>, MAC: <macaddr>)

Login failed through Login failed through Web(SSL) from <userlP> Warning

Web(SSL) authenticated by  |authenticated by AAA local method (Username:

AAA local method <username>, MAC: <macaddr>)

Successful login through Successful login through Telnet from <userlP> Informational

Telnet authenticated by AAA |authenticated by AAA local method (Username:

local method <username>, MAC: <macaddr>)

Login failed through Telnet Login failed through Telnet from <userlP> Warning

authenticated by AAA local
method

authenticated by AAA local method (Username:
<username>, MAC: <macaddr>)

165




Successful login through SSH |Successful login through SSH from <userlP> Informational
authenticated by AAA local authenticated by AAA local method (Username:
method <username>, MAC: <macaddr>)
Login failed through SSH Login failed through SSH from <userlP> authenticated|Warning
authenticated by AAA local by AAA local method (Username: <username>, MAC:
method <macaddr>)
Successful login through Successful login through Console authenticated by Informational
Console authenticated by AAA none method (Username: <username>)
AAA none method
Successful login through Web |Successful login through Web from <userlP> Informational
authenticated by AAA none |authenticated by AAA none method (Username:
method <username>, MAC: <macaddr>)
Successful login through Successful login through Web(SSL) from <userlP> Informational
Web(SSL) authenticated by  |authenticated by AAA none method (Username:
AAA none method <username>, MAC: <macaddr>)
Successful login through Successful login through Telnet from <userlP> Informational
Telnet authenticated by AAA |authenticated by AAA none method (Username:
none method <username>, MAC: <macaddr>)
Successful login through SSH |Successful login through SSH from <userlP> Informational
authenticated by AAA none |authenticated by AAA none method (Username:
method <username>, MAC: <macaddr>)
Successful login through Successful login through Console authenticated by Informational
Console authenticated by AAA server <serverlP> (Username: <username>)
AAA server
Login failed through Console |Login failed through Console authenticated by AAA Warning
authenticated by AAA server |server <serverlP> (Username: <username>)
Successful login through Web |Successful login through Web from <userlP> Informational
authenticated by AAA server |authenticated by AAA server <serverlP> (Username:

<username>, MAC: <macaddr>)
Login failed through Web Login failed through Web from <userlP> authenticated |Warning
authenticated by AAA server |by AAA server <serverlP> (Username: <username>,

MAC: <macaddr>)
Successful login through Successful login through Web(SSL) from <userlP> Informational
Web(SSL) authenticated by  |authenticated by AAA server <serverlP> (Username:
AAA server <username>, MAC: <macaddr>)
Login failed through Login failed through Web(SSL) from <userlP> Warning
Web(SSL) authenticated by  |authenticated by AAA server <serverlP> (Username:
AAA server <username>, MAC: <macaddr>)
Login failed through Login failed through Web(SSL) from <userlP> due to |Warning
Web(SSL) due to AAA server |AAA server timeout or improper configuration
timeout or improper (Username: <username>, MAC: <macaddr>)
configuration
Successful login through Successful login through Telnet from <userlP> Informational
Telnet authenticated by AAA |authenticated by AAA server <serverlP> (Username:
server <username>, MAC: <macaddr>)
Login failed through Telnet Login failed through Telnet from <userlP> Warning

authenticated by AAA server

authenticated by AAA server <serverlP> (Username:
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<username>, MAC: <macaddr>)

Successful login through SSH |Successful login through SSH from <userlP> Informational
authenticated by AAA server |authenticated by AAA server <serverlP> (Username:

<username>, MAC: <macaddr>)
Login failed through SSH Login failed through SSH from <userlP> authenticated |Warning
authenticated by AAA server |by AAA server <serverlP> (Username: <username>,

MAC: <macaddr>)
Successful Enable Admin Successful Enable Admin through Console Informational
through Console authenticated by AAA local_enable method
authenticated by AAA (Username: <username>)
local_enable method
Enable Admin failed through [Enable Admin failed through Console authenticated by |Warning
Console authenticated by AAA local_enable method (Username: <username>)
AAA local_enable method
Successful Enable Admin Successful Enable Admin through Web from <userlP> (Informational
through Web authenticated by |authenticated by AAA local_enable method
AAA local_enable method (Username: <username>, MAC: <macaddr>)
Enable Admin failed through [Enable Admin failed through Web from <userlP> Warning
Web authenticated by AAA authenticated by AAA local_enable method
local_enable method (Username: <username>, MAC: <macaddr>)
Successful Enable Admin Successful Enable Admin through Telnet from Informational
through Telnet authenticated [<userlP> authenticated by AAA local_enable method
by AAA local_enable method |(Username: <username>, MAC: <macaddr>)
Enable Admin failed through [Enable Admin failed through Telnet from <userlP> Warning
Telnet authenticated by AAA [authenticated by AAA local_enable method
local_enable method (Username: <username>, MAC: <macaddr>)
Successful Enable Admin Successful Enable Admin through SSH from <userlP> (Informational
through SSH authenticated by |authenticated by AAA local_enable method
AAA local_enable method (Username: <username>, MAC: <macaddr>)
Enable Admin failed through [Enable Admin failed through SSH from <userlP> Warning
SSH authenticated by AAA authenticated by AAA local_enable method
local_enable method (Username: <username>, MAC: <macaddr>)
Successful Enable Admin Successful Enable Admin through Console Informational
through Console authenticated by AAA none method (Username:
authenticated by AAA none  |<username>)
method
Successful Enable Admin Successful Enable Admin through Web from <userlP> (Informational
through Web authenticated by |authenticated by AAA none method (Username:
AAA none method <username>, MAC: <macaddr>)
Successful Enable Admin Successful Enable Admin through Telnet from Informational
through Telnet authenticated |<userlP> authenticated by AAA none method
by AAA none method (Username: <username>, MAC: <macaddr>)
Successful Enable Admin Successful Enable Admin through SSH from <userlP> (Informational

through SSH authenticated by
AAA none method

authenticated by AAA none method (Username:
<username>, MAC: <macaddr>)
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Successful Enable Admin Successful Enable Admin through Console Informational
through Console authenticated by AAA server <serverlP> (Username:
authenticated by AAA server |<username>)

Enable Admin failed through [Enable Admin failed through Console authenticated by |Warning
Console authenticated by AAA server <serverlP> (Username: <username>)

AAA server

Successful Enable Admin Successful Enable Admin through Web from <userlP> |Informational
through Web authenticated by |authenticated by AAA server <serverlP> (Username:

AAA server <username>, MAC: <macaddr>)

Enable Admin failed through [Enable Admin failed through Web from <userlP> Warning
Web authenticated by AAA authenticated by AAA server <serverlP> (Username:

server <username>, MAC: <macaddr>)

Successful Enable Admin Successful Enable Admin through Telnet from Informational
through Telnet authenticated |[<userlP> authenticated by AAA server <serverlP>

by AAA server (Username: <username>, MAC: <macaddr>)

Enable Admin failed through [Enable Admin failed through Telnet from <userlP> Warning
Telnet authenticated by AAA |authenticated by AAA server <serverlP> (Username:

server <username>, MAC: <macaddr>)

Successful Enable Admin Successful Enable Admin through SSH from <userlP> |Informational
through SSH authenticated by |authenticated by AAA server <serverlP> (Username:

AAA server <username>, MAC: <macaddr>)

Enable Admin failed through [Enable Admin failed through SSH from <userlP> Warning
SSH authenticated by AAA authenticated by AAA server <serverlP> (Username:

server <username>, MAC: <macaddr>)

Login failed through Console |Login failed through Console due to AAA server Warning
due to AAA server timeout or |timeout or improper configuration (Username:

improper configuration. <username>)

Enable Admin failed through [Enable Admin failed through Console due to AAA Warning
Console due to AAA server  |server timeout or improper configuration (Username:

timeout or improper <username>)

configuration.

Login failed through Web from |Login failed through Web from <userlP> due to AAA  |Warning
user due to AAA server server timeout or improper configuration (Username:

timeout or improper <username>,MAC:<mac>)

configuration.

Enable Admin failed through [Enable Admin failed through Web from <userlP> due [Warning
Web from user due to AAA to AAA server timeout or improper configuration

server timeout or improper (Username: <username>,MAC:<mac>)

configuration.

Login failed through Login failed through Web(SSL) from <userlP> due to |Warning
Web(SSL) from user due to  |AAA server timeout or improper configuration

AAA server timeout or (Username: <username>, MAC: <mac>)

improper configuration

Enable Admin failed through [Enable Admin failed through Web(SSL) from <userlP> |Warning

Web(SSL) from <userlP> due
to AAA server timeout or
improper configuration.

due to AAA server timeout or improper configuration
(Username: <username>,MAC: <mac>)
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Login failed through Telnet
from user due to AAA server
timeout or improper
configuration.

Login failed through Telnet from <userlP> due to AAA
server timeout or improper configuration (Username:
<username>,MAC: <mac>)

Warning

Enable Admin failed through
Telnet from user due to AAA
server timeout or improper
configuration.

Enable Admin failed through Telnet from <userlP> due
to AAA server timeout or improper configuration
(Username: <username>,MAC: <mac>)

Warning

Login failed through SSH from |Login failed through SSH from <userlP> due to AAA  |Warning
user due to AAA server server timeout or improper configuration (Username:
timeout or improper <username>,MAC: <mac>)
configuration.
Enable Admin failed through [Enable Admin failed through SSH from <userlP> due [Warning
SSH from user due to AAA to AAA server timeout or improper configuration
server timeout or improper (Username: <username>, MAC: <mac>)
configuration.
Successful Enable from user |Successful Enable from <userlP> (Module: AAA) Informational
(Module: AAA)
Enable failed from user Enable failed from <userlP> (Module: AAA) Warning
(Module: AAA)
AAA server <serverlP> (Protocol: <protocol>) Warning
AAA server response is wrong|response is wrong
AAA doesn't support this AAA doesn't support this functionality Informational
functionality
Port Security |Port security has exceeded Port security violation mac addrss <macaddr> on Warning
its maximum learning size and|locking address full port <unitlD:portNum>
will not learn any new
addresses
Safeg.uard Safeguard Engine is in normal Safeguard Engine enters NORMAL mode Informational
Engine mode
Safe_guard Engine is in Safeguard Engine enters EXHAUSTED mode Warning
filtering packet mode
Packet Storm |Broadcast strom occurrence |Port <portNum> Broadcast storm is occurring Warning
Broadcast storm cleared Port <portNum> Broadcast storm has cleared Informational
Multicast storm occurrence Port <portNum> Multicast storm is occurring Warning
Multicast storm cleared Port <portNum> Multicast storm has cleared Informational
Port shut down due to a Port <portNum> is currently shut down due to a Warni
arning
packet storm packet storm
IP-MAC- |Unauthenticated IP address |Unauthenticated IP-MAC address and discarded by Warning
PORT and discard by IP-MAC port  |IP-MAC port binding (IP: <ipaddr>, MAC: <macaddr>,
Binding  |binding Port <portNum>)
Unauthenticated IP address  [Unauthenticated IP-MAC address and discarded by  |Warning

encountered and discarded by
IP-MAC port binding

IP-MAC port binding (IP: <ipaddr>, MAC: <macaddr>,
Port: <portNum>)
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Loop-back [LBD loop occurred Port <portNum> LBD loop occurred. Port blocked Critical
Detection
LBD port recovered. Loop Port <portNum> LBD port recovered. Loop detection |Informational
detection restarted restarted
LBD loop occurred. Packet Port <portNum> VID <vid> LBD loop occurred. Packet |Critical
discard begun discard begun
LBD recovered. Loop Port <portNum> VID <vid> LBD recovered. Loop Informational
detection restarted detection restarted
Loop VLAN number overflow, |Loop VLAN number overflow Informational
DOS Spoofing attack Possible spoofing attack from <mac> Port <portNum> |Critical
JWAC JWAC login successful (Username: %s, IP: %s, MAC:
Login OK %s, Port: %s) Informational
JWAC login rejected (Username: %s, IP: %s, MAC:
Login fail %s, Port: %s) Warning
JWAC host logout normally (Username: %s, IP: %s,
Logout normal MAC: %s, Port: %s) Informational
JWAC host logout forcibly (Username: %s, IP: %s,
Logout forcibly MAC: %s, Port: %s) Warning
CFM CFM cross-connect. VLAN:<vlanid>, Local(MD
Level:<mdlevel>, Port <[unitID:]JportNum>,
Direction:<mepdirection>) Remote(MEPID:<mepid>,
Cross-connect is detected MAC:<macaddr>) Critical
Error CFM CCM packet is CFM remote setting error. MD Level:<mdlevel>,
detected VLAN:<vlanid>, Local(Port <[unitID:]portNum>, Warnin
Direction:<mepdirection>) Remote(MEPID:<mepid>, 9
MAC:<macaddr>)
Can not receive remote CFM remote down. MD Level:<mdlevel>,
MEP's CCM packet VLAN:<vlanid>, Local(Port <[unitID:]portNum>, Warning
Direction:<mepdirection>)
Remote MEP's MAC reports |CFM remote MAC error. MD Level:<mdlevel>,
an error status VLAN:<vlanid>, Local(Port <[unitID:]JportNum>, Warning
Direction:<mepdirection>)
Remote MEP detects CFM CFM remote detects a defect. MD Level:<mdlevel>,
defects VLAN:<vlanid>, Local(Port <[unitID:]portNum>, Informational
Direction:<mepdirection>)
External |External Alarm External Alarm Channel <channel_id> : Critical
Alarm <alarm_message>
MBAC MAC-AC login successful (MAC: %s, port: %s, VID: Informational
%d)
MAC-AC login rejected (MAC: %s, port: %s, VID: %d) [Informational
MAC-AC host aged out (MAC: %s, port: %s, VID: %d) |Informational
DDM Port %d SFP %s exceeded the %s alarm threshold Critical
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Port %d SFP %s exceeded the %s warning threshold |Warning
P;Zsé:/rv]grd IP Address change activity Management IP address was changed by (Username: |Informational
Changed <username>)
Password change activity Password was changed by (Username: <username>) [Informational
Dual Excution error encountered  [Configuration had <int> syntax error and <int> execute Warni
: . X arning
Configuration [druring system boot-up error
802.1X VID assigned from RADIUS
server after RADIUS client
authenticated by RADIL.JS Radius server <ipaddr> assigned vid :<vlanID> to .
server successfully. This VID . Informational
; ; . |port <portNum> (account :<username>)
will assign to the port and this
port will be the VLAN
untagged port member.
Ingress bandwidth assigned
from RADIUS server after
RADIUS client authenticated [Radius server <ipaddr> assigned ingress bandwith
by RADIUS server :<ingressBandwidth> to port <portNum> (account : Informational
successfully. This Ingress <username>)
bandwidth will assign to the
port.
Egress bandwidth assigned
from RADIUS server after
RADIUS client authenticated [Radius server <ipaddr> assigned egress bandwith
by RADIUS server :<egressBandwidth> to port <portNum> (account: Informational
successfully. This egress <username>)
bandwidth will assign to the
port.
802.1p default priority
assigned from RADIUS server
after RADIUS client Radius server <ipaddr> assigned 802.1p deafult
authenticated by RADIUS priority:<priority> to port <portNum> (account : Informational
server successfully. This <username>)
802.1p default priority will
assign to the port.
802.1x Authentication failure [for <reason> ] from
802.1X Authentication failure |(Username: <username>, Port: <portNum>, MAC: Warning
<macaddr>)
802.1X Authentication 802.1x Authentication success from (Username: Informational
success <username>, Port: <portNum>, MAC: <macaddr>)
DHCP Detect untrusted DHCP server Detected untrusted DHCP (IP: <ipaddr>, Port
IP address etected untruste server(IP: <ipaddr>, Port: .
<portNum>) Informational
MBAC : MAC-AC login successful (MAC: <macaddr>, port: ,
Login OK <portNum>, VID: <vianiD>) Informational
Login Fail MAC-AC login rejected (MAC: <macaddr>, port: Warning

<portNum>, VID: <vlanID>)
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Aged out MAC-AC host aged out (MAC: <macaddr>, port: Informational
<portNum>, VID: <vlan|D>)
DAS-3626 Trap List
Trap Name/OID Variable Bind Format MIB Name Severity
coldStart None V2 RFC1907 Critical
1.3.6.1.6.3.1.1.5.1 (SNMPv2-MIB)
WarmStart None V2 RFC1907 Critical
1.3.6.1.6.3.1.1.5.2 (SNMPv2-MIB)
authenticationFailure | None V2 RFC1907 Informational
1.3.6.1.6.3.1.1.5.5 (SNMPv2-MIB)
linkDown iflndex, V2 RFC2863 Informational
1.3.6.1.6.3.1.1.5.3 ifAdminStatus, (IF-MIB)
ifOperStatus
linkup ifindex, V2 RFC2863 Informational
1.3.6.1.6.3.1.1.5.4 ifAdminStatus, (IF-MIB)
ifOperStatus
newRoot None V2 RFC1493 Informational
(BRIDGE-MIB)
topologyChange None V2 RFC1493 Informational
(BRIDGE-MIB)
Proprietary Trap List
Trap Name/OID Variable Bind Format MIB Name Severity
swL2macNotification swL2macNotifylnfo V2 L2Mgmt-MIB Warning
1.3.6.1.4.1.171.11.101.2.2.100.1.2.0.1
SwipMacBindingViolationTrap swlpMacBindingPortindex V2 IPMacBind- Warning
1.3.6.1.4.1.171.12.23.5.0.1 swipMacBindingViolationIP MiB
swlpMacBindingViolationMac
swPktStormOccurred swPktStormCtrlPortindex V2 PktStormCtrl- | Warning
1.3.6.1.4.1.171.12.25.5.0.1 MIB
swPktStormCleared swPktStormCitrlPortindex V2 PktStormCtrl- | Warning
1.3.6.1.4.1.171.12.25.5.0.2 MIB
swSafeGuardChgToExhausted swSafeGuardCurrentStatus V2 SAFEGUARD- | Warning
1.3.6.1.4.1.171.12.19.4.1.0.1 ENGINE-MIB
swSafeGuardChgToNormal swSafeGuardCurrentStatus V2 SAFEGUARD- | Warning
1.3.6.1.4.1.171.12.19.4.1.0.2 ENGINE-MIB
swPowerStatusChg swPowerStatusChgSeverity V2 EQUIPMENT- | Warning
1.3.6.1.4.1.171.12.11.2.2.2.0.1 MIB
swFanFailure swFanFailureSeverity V2 EQUIPMENT- | Warning
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1.3.6.1.4.1.171.12.11.2.2.3.0.1

MIB

swFanRecover swFanRecoverSeverity V2 EQUIPMENT- | Warning
1.3.6.1.4.1.171.12.11.2.2.3.0.2 MIB
swMacBasedAuthLoggedSuccess swMacBasedAuthLoggedSucc | V2 MBA-MIB Warning
1.3.6.1.4.1.171.12.35.11.1.0.1 ess

SwMacBasedAuthLoggedFail SwMacBasedAuthLoggedFail | V2 MBA-MIB Warning
1.3.6.1.4.1.171.12.35.11.1.0.2

SwMacBasedAuthAgesOut SwMacBasedAuthAgesOut V2 MBA-MIB Warning
1.3.6.1.4.1.171.12.35.11.1.0.3

SwExternalAlarm swExternalAlarm V2 EQUIPMENT- | Warning
1.3.6.1.4.1.171.12.11.2.2.5.0.1 MiB

SwDdmAlarmTrap swDdmAlarmTrap V2 DDM-MIB Warning
1.3.6.1.4.1.171.12.72.4.0.1

SwDdmWarningTrap swDdmWarningTrap V2 DDM-MIB Warning
1.3.6.1.4.1.171.12.72.4.0.2

swL2PortLoopOccurred swL2PortLoopOccurred V2 L2Mgmt-MIB Warning
1.3.6.1.4.1.171.11.102.1.1.2.100.1.2.0

3

swL2PortLoopRestart swL2PortLoopRestart V2 L2Mgmt-MIB Warning
1.3.6.1.4.1.171.11.102.1.1.2.100.1.2.0

4

swL2VlanLoopOccurred swL2VIanLoopOccurred V2 L2Mgmt-MIB Warning
1.3.6.1.4.1.171.11.102.1.1.2.100.1.2.0

5

swL2VIanLoopRestart swlL2VIanLoopRestart V2 L2Mgmt-MIB Warning

1.3.6.1.4.1.171.11.102.1.1.2.100.1.2.0
.6
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Appendix B

Glossary

1000BASE-SX: A short laser wavelength on multimode fiber optic cable for a maximum length of 500 meters
1000BASE-LX: A long wavelength for a "long haul" fiber optic cable for a maximum length of 10 kilometers

1000BASE-T: 1000Mbps Ethernet implementation over Category 5E cable.

100BASE-FX: 100Mbps Ethernet implementation over fiber.

100BASE-TX: 100Mbps Ethernet implementation over Category 5 and Type 1 Twisted Pair cabling.

10BASE-T: The IEEE 802.3 specification for Ethernet over Unshielded Twisted Pair (UTP) cabling.

aging: The automatic removal of dynamic entries from the switch Database which have timed-out and are no longer valid.

ATM: Asynchronous Transfer Mode. A connection oriented transmission protocol based on fixed length cells (packets). ATM is
designed to carry a complete range of user traffic, including voice, data and video signals.

auto-negotiation: A feature on a port, which allows it to advertise its capabilities for speed, duplex and flow control. When
connected to an end station that also supports auto-negotiation, the link can self-detect its optimum operating setup.

backbone port: A port which does not learn device addresses, and which receives all frames with an unknown address.
Backbone ports are normally used to connect the switch to the backbone of your network. Note that backbone ports were
formerly known as designated downlink ports.

backbone: The part of a network used as the primary path for transporting traffic between network segments.

bandwidth: Information capacity, measured in bits per second that a channel can transmit. The bandwidth of Ethernet is
10Mbps, the bandwidth of Fast Ethernet is 100Mbps.

baud rate: The switching speed of a line. Also known as line speed between network segments.

BOOTP: The BOOTP protocol allows you to automatically map an IP address to a given MAC address each time a device is
started. In addition, the protocol can assign the subnet mask and default gateway to a device.

bridge: A device that interconnects local or remote networks no matter what higher-level protocols are involved. Bridges form a
single logical network, centralizing network administration.

broadcast: A message sent to all destination devices on the network.

broadcast storm: Multiple simultaneous broadcasts that typically absorb available network bandwidth and can cause network
failure.

console port: The port on the switch accepting a terminal or modem connector. It changes the parallel arrangement of data
within computers to the serial form used on data transmission links. This port is most often used for dedicated local
management.

CSMA/CD: Channel access method used by Ethernet and IEEE 802.3 standards in which devices transmit only after finding the
data channel clear for some period of time. When two devices transmit simultaneously, a collision occurs and the colliding
devices delay their retransmissions for a random amount of time.

data center switching: The point of aggregation within a corporate network where a switch provides high-performance access
to server farms, a high-speed backbone connection and a control point for network management and security.

Ethernet: A LAN specification developed jointly by Xerox, Intel and Digital Equipment Corporation. Ethernet networks operate
at 10Mbps using CSMA/CD to run over cabling.

Fast Ethernet: 100Mbps technology based on the Ethernet/CMSA/CD network access method.

Flow Control: (IEEE 802.3z) A means of holding packets back at the transmit port of the connected end station. Prevents
packet loss at a congested switch port.

forwarding: The process of sending a packet toward its destination by an internetworking device.

full duplex: A system that allows packets to be transmitted and received at the same time and, in effect, doubles the potential
throughput of a link.

half duplex: A system that allows packets to be transmitted and received, but not at the same time. Contrast with full duplex.

IP address: Internet Protocol address. A unique identifier for a device attached to a network using TCP/IP. The address is
written as four octets separated with full-stops (periods), and is made up of a network section, an optional subnet section and a
host section.

IPX: Internetwork Packet Exchange. A protocol allowing communication in a NetWare network.
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LAN - Local Area Network: A network of connected computing resources (such as PCs, printers, servers) covering a relatively
small geographic area (usually not larger than a floor or building). Characterized by high data rates and low error rates.

latency: The delay between the time a device receives a packet and the time the packet is forwarded out of the destination port.
line speed: See baud rate.
main port: The port in a resilient link that carries data traffic in normal operating conditions.

MDI - Medium Dependent Interface: An Ethernet port connection where the transmitter of one device is connected to the
receiver of another device.

MDI-X - Medium Dependent Interface Cross-over: An Ethernet port connection where the internal transmit and receive lines
are crossed.

MIB - Management Information Base: Stores a device's management characteristics and parameters. MIBs are used by the
Simple Network Management Protocol (SNMP) to contain attributes of their managed systems. The switch contains its own
internal MIB.

multicast: Single packets copied to a specific subset of network addresses. These addresses are specified in the destination-
address field of the packet.

protocol: A set of rules for communication between devices on a network. The rules dictate format, timing, sequencing and
error control.

resilient link: A pair of ports that can be configured so that one will take over data transmission should the other fail. See also
main port and standby port.

RJ-45: Standard 8-wire connectors for IEEE 802.3 10BASE-T networks.

RMON: Remote Monitoring. A subset of SNMP MIB Il that allows monitoring and management capabilities by addressing up to
ten different groups of information.

RPS - Redundant Power System: A device that provides a backup source of power when connected to the switch.
server farm: A cluster of servers in a centralized location serving a large user population.
SLIP - Serial Line Internet Protocol: A protocol, which allows IP to run over a serial line connection.

SNMP - Simple Network Management Protocol: A protocol originally designed to be used in managing TCP/IP internets.
SNMP is presently implemented on a wide range of computers and networking equipment and may be used to manage many
aspects of network and end station operation.

Spanning Tree Protocol (STP): A bridge-based system for providing fault tolerance on networks. STP works by allowing you to
implement parallel paths for network traffic, and ensure that redundant paths are disabled when the main paths are operational
and enabled if the main paths fail.

stack: A group of network devices that are integrated to form a single logical device.
standby port: The port in a resilient link that will take over data transmission if the main port in the link fails.

switch: A device, which filters, forwards and floods packets based on the packet's destination address. The switch learns the
addresses associated with each switch port and builds tables based on this information to be used for the switching decision.

TCPI/IP: A layered set of communications protocols providing Telnet terminal emulation, FTP file transfer, and other services for
communication among a wide range of computer equipment.

Telnet: A TCP/IP application protocol that provides virtual terminal service, letting a user log in to another computer system and
access a host as if the user were connected directly to the host.

TFTP - Trivial File Transfer Protocol: Allows you to transfer files (such as software upgrades) from a remote device using your
switch's local management capabilities.

UDP - User Datagram Protocol: An Internet standard protocol that allows an application program on one device to send a
datagram to an application program on another device.

VLAN - Virtual LAN: A group of location- and topology-independent devices that communicate as if they are on a common
physical LAN.

VLT - Virtual LAN Trunk: A switch-to-switch link which carries traffic for all the VLANs on each switch.

VT100: A type of terminal that uses ASCII characters. VT100 screens have a text-based appearance.
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Appendix C

Password Recovery Procedure

This section describes the procedure for resetting passwords on D-Link switches.

Authenticating any user who tries to access networks is necessary and important. The basic authentication method used to
accept qualified users is through a local login, utilizing a Username and Password. Sometimes, passwords get forgotten or
destroyed, so network administrators need to reset these passwords. This section will explain how the Password Recovery

feature can help network administrators reach this goal.

The following steps explain how to use the Password Recovery feature on D-Link devices to easily recover passwords.

Complete these steps to reset the password:

1. For security reasons, the Password Recovery feature requires the user to physically access the device. Therefore
this feature is only applicable when there is a direct connection to the console port of the device. It is necessary for

the user needs to attach a terminal or PC with terminal emulation to the console port of the switch.

2. Power on the switch. After the runtime image is loaded to 100%, the switch will allow 2 seconds for the user to
press the hotkey [*] ( Shift + 6 ) to enter the “Password Recovery Mode”. Once the switch enters the “Password

Recovery Mode”, all ports on the switch will be disabled.

Boot Procedure Vv1.00.B0O6
Power On Self Test . ... ...ttt ittt eannaannn 100%
MAC Address : 00-19-5B-EC-32-15
H/W Version : Al
Please wait, loading V1.00.B031 Runtime image.............. 00 %

The switch is now entering Password Recovery Mode:

The switch is currently in Password Recovery Mode.

>

3. In the “Password Recovery Mode” only the following commands can be used.

Command

Parameters

reset config

The reset config command resets the whole configuration will be back
to the default value

reboot

The reboot command exits the Reset Password Recovery Mode and
restarts the switch. A confirmation message will be displayed to allow
the user to save the current settings.

reset account

The reset account command deletes all the previously created
accounts.

reset password
{<username>}

The reset password command resets the password of the specified
user. If a username is not specified, the password of all users will be
reset.
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Command

Parameters

show account

The show account command displays all
accounts.

previously created

177




	  Area 3
	  Area 4
	Table of Contents

	Preface
	Intended Readers
	Typographical Conventions

	Notes, Notices, and Cautions
	Section 1

	Web-based Switch Configuration
	Introduction 
	Out-of-Band Access to System Management
	Interface IP Settings for Switch Management 
	Login to Web Manager
	Web-based User Interface
	Web Pages

	Introduction
	Out-of-Band Access to System Management
	Interface IP Settings for Switch Management 

	Login to Web Manager
	Web-based User Interface
	Areas of the User Interface


	System Save Menus
	System Tools Menus
	Configuration File Backup & Restore
	Upload Log File
	Reset
	Download Firmware
	Reboot System
	Device Information and Quick Configuration Links
	Section 2

	System Configuration
	System Information
	IP Settings
	IPv6 Neighbor Settings
	Serial Port Settings
	Web Settings
	Telnet Setting
	Time Setting	
	TimeZone Setting
	Users Setting
	System Log Setting
	System Log Server

	System Information
	Interface Settings
	IPv6 Neighbor Settings
	Serial Port Setting

	
	Web Settings
	Telnet Settings

	System Time and SNTP Settings
	Time Settings
	Time Zone Settings

	User Account Settings
	Admin, Operator and User Privileges

	System Log Configuration
	System Log Settings
	System Log Server
	Section 3


	Switch Configuration
	MAC Address Aging Time
	Ethernet Settings 
	FDB
	Traffic Segmentation 
	CLI Paging 
	Port Mirror
	LACP Port Settings 
	Loopback Detection Settings 
	QinQ Settings 
	GVRP
	DHCP/BOOTP Relay Settings
	Spanning Tree Settings
	Multiple Spanning Tree Settings 
	CFM

	MAC Address Aging Time
	Ethernet Settings
	FDB
	Traffic Segmentation
	CLI Paging Settings

	Port Mirror
	Port Trunking
	Understanding Port Trunk Groups

	LACP Port Settings
	Loopback Detection Settings
	Q-in-Q Settings
	GVRP Global Settings
	GVRP Settings
	DHCP Relay
	DHCP Relay Global Settings
	DHCP Relay Interface Settings

	Spanning Tree
	802.1w Rapid Spanning Tree
	Port Transition States
	Edge Port
	P2P Port
	802.1D and 802.1w Compatibility
	STP Bridge Global Settings
	STP Port Settings
	MST Configuration Identification
	STP Instance Settings
	MSTP Port Information

	CFM
	CFM Global Settings
	CFM MD Settings
	CFM MA Settings
	CFM Mep Settings
	CFM Remote Mep
	CFM Loopback Settings
	CFM Linktrace Settings
	Section 4


	VDSL Configuration
	VDSL Profiles
	VDSL Ports
	VDSL Status

	VDSL Profiles
	VDSL Ports
	VDSL Ports Config
	VDSL Loopback
	VDSL Status
	Section 5

	Multicasting
	IGMP Snooping Settings
	IPv4 Multicasting Settings
	IPv4 Limited Multicast Range Settings
	IPv4 Max Multicast Group Settings
	Multicasting Forwarding
	Multicast Filtering Mode

	IGMP Snooping Settings
	IGMP Snooping Settings
	IGMP Snooping Rate Limit Settings
	IGMP Snooping Static Group Settings
	IGMP Multicast Group Profile Settings
	IGMP Snooping Multicast VLAN Settings

	IPv4 Multicast Profile Settings
	IPv4 Limited Multicast Range Settings
	IPv4 Max Multicast Group Settings
	MLD Snooping
	MLD Control Messages
	MLD Snooping Settings
	MLD Snooping Rate Limit Settings
	MLD Snooping Static Group Settings
	MLD Multicast Group Profile Settings
	MLD Snooping Multicast VLAN Settings

	Multicast Forwarding
	Multicast Filtering Mode
	Section 6

	Storm Control
	Traffic Control
	Section 7

	QoS
	HOL Blocking Pevention
	Bandwidth Control
	Traffic Control
	802.1p Default Priority
	802.1p User Priority
	QoS Scheduling Mechanism
	QoS Scheduling
	In Band Manage Settings
	SRED

	Advantages of QoS
	Understanding QoS
	Bandwidth Control 
	802.1p Default Priority
	802.1p User Priority
	QoS Scheduling Mechanism
	QoS Scheduling
	In Band Manage Settings
	DSCP Trust Settings
	DSCP Map Settings
	802.1p Map Settings
	Section 8


	ACL
	ACL Configuration Wizard
	Access Profile List
	CPU Access Profile List
	ACL Finder
	ACL Flow Meter

	ACL Configuration Wizard
	Access Profile List
	ACL Finder
	Section 9

	VLAN
	Management VLAN
	802.1v Protocol VLAN
	802.1v Protocol Group Settings
	802.1v Protocol VLAN Settings
	Section 10


	Security
	Safeguard Engine
	Trusted Host
	Port Security
	MAC Spoofing Access
	Authentication Control

	Safeguard Engine
	Trusted Host
	Port Security
	Port Security Port Settings

	Access Authentication Control
	Authentication Policy Settings
	Application Authentication Settings
	Authentication Server Group
	Authentication Server
	Login Method Lists
	Enable Method Lists
	Local Enable Password Settings
	RADIUS Accounting Settings
	Section 11


	CPE Management
	CPE Basic Information
	CPE Advanced Information
	CPE PPPoE Settings
	CPE LAN Settings
	CPE Server Settings
	CPE VLAN Settings
	CPE ProtoVLAN Settings
	CPE QoS Settings
	CPE Firmware
	CPE Loopback
	CPE Basic Information
	CPE Advanced Information
	CPE WAN Settings
	CPE PPPoE Settings
	CPE LAN Settings
	CPE Server Status
	CPE VLAN Settings
	CPE ProtoVLAN Settings
	CPE QoS Settings
	CPE Filter
	CPE FDB
	CPE CFM
	CPE SNMP
	CPE Firmware 
	CPE Loopback 
	CPE Maintenance
	 
	Section 12


	Status
	VDSL Status
	Alarm
	15 Min ES/SES/UAS
	1 Day ES/SES/UAS
	VDSL PM Threshold
	CPU Utilization 
	Port Utilization

	Packet Ports
	Packet Size
	Received (RX)
	UMB_cast (RX)
	Transmitted (TX)

	Error Ports
	Received (RX)
	Transmitted (TX)

	Utilization
	Memory Utilization

	Ping Test
	Firmware Information
	Section 13


	Maintenance
	Firmware Upgrade
	Configuration File Backup & Restore

	Firmware Upgrade
	Configuration File Backup/Restore
	SNMP Settings
	Traps
	MIBs
	SNMP Global State Settings
	SNMP View Table
	SNMP Group Table
	SNMP User Table 
	 SNMP Community Table
	SNMP Host Table
	SNMP v6Host Table
	SNMP Engine ID
	SNMP Trap Configuration
	Appendix A


	System Log Entries
	Category
	Event Description
	DAS-3626 Trap List
	Proprietary Trap List
	Appendix B

	Glossary
	Appendix C

	Password Recovery Procedure

