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OCHOBHbIE XapaKTepUCTUKU

PelueHne Ans KOMNMEKCHOro ynpaBneHus
MapLpyTtunsatop nogaepxveaet
aBTOMaTU4ECKOTO  MEPEeKNoYeHns
CcoeaVHeHNAMN nocre  oTkasa (failover) u
6anaHCUpPOBKA  Harpysku, 4YTo fenaeT [AdaHHoe
YCTPOWCTBO HAAEXHbIM, 3aLUWLEHHbIM W TUBKMM
peLleHeM Ans CeTeBOro yrnpaBneHus.

PyHKLUN
vexagy WAN-

PacwmpeHHbIn pyHKkunoHan VPN

Bnarogaps pacwwupeHHomy  dyHkumoHany VPN,
BKItovas TexHonoruto IPSec Hub and Spoke, moxHo
Nerko yCTaHOBUTb 3alUMLLEHHOE COEAUHEHWE MeXay
MOBUIBbHLIMY MOMb30BaTENAMMN U OhUCaMK.

Web-ayTeHTudunkaumns

®PyHKUMA aganTMBHOTO nopTana Mo3BONSET Nerko
NpoNTM ayTeHTUUKaLUIO W  aBTOpPU3aLMIO  Kak
COTPYAHMKaM, TaK 1 roCTAM.

DSR-500AC

D-LAn pse-snoee

BecnpoBoaHon AByxAnMana3oHHbIN TMMrabuUTHbLIN CEPBUCHbLIM MapLIpyTU3aTop
AC1200 c pesepBuposaHnem WAN noprtoB

DyYHKLUN

BbicokonpoussoguTtenbHas cetb VPN
o [poToKonsbl

- IPSec, PPTP/L2TP, GRE
o VPN-TyHHenu

- DES

- Hub and Spoke

PaclumpeHHble ceTeBble CepBUChHI

o |Pv6

e |[EEE 802.11Q VLAN

e Heckonbko SSID

o MoHUTOPWHI NopToB/YNpaBneHue nonocow
nponyckaHus

e IGMP Proxy, IGMP snooping

o dunbTpauus Web-cogepxumoro

o Web-ayTeHTudmkauums

[ocTtyn k 6ecnpoBoAHOM ceTU n obecneyeHne

6e3onacHocTn

e |[EEE 802.11 a/b/g/n/ac

o |[EEE 802.1x ayTeHTudumkaums yepes RADIUS-
cepBep C noaaepxkon npotokonos EAP-TLS,
EAP-TLLS, EAP-PEAP

o WPS, WEP, WPA-PSK, WPA-EAP, WPA2-PSK,
WPA2-EAP

OTKa30ycTON4YNBOCTb

o OyHKLMA aBTOMATUYECKOTO NEePEKMOYEHUsI
mexay WAN-coegnHeHnamMu nocne oTkasa u
PyHKUMS GanaHCMPOBKY Harpy3skm

YHudMUMpoBaHHbIe cepBucHble MaplupyTuaaTtopbl D-Link cepun DSR npegcraBnsioT coboi
BbICOKOMNPOM3BOAUTENbHbIE peLleHns, obecrneymBaroLLme 3aWwnTy CETU U NpeAHa3HavYeHHble
ONsi yOOBNEeTBOPEHUst pacTylwmx notpebHocTelt manoro u cpefgHero 6usHeca. MNoagepikka
HoBenwero ctaHpgapta |IEEE 802.11ac, peanusoBaHHas B MapwpyTtusatope DSR-500AC,
Nno3BoMsieT AOCTUYb TON Xe NPOU3BOAUTENBHOCTU, YTO U B NPOBOAHbLIX CETHAX, HO C MEHbLLUMM
KONM4ecTBOM orpaHuydeHunin. Pagmomoayne B MapupyTtudatope DSR-500AC, moxeT paboTaTb
Ha vactote 2,4 [Ty nu6o Ha 5 My’ Bnaropgapsa ucnonb3oBaHWIO MOMOC MPOMyCKaHWsA B
amnanasoHe 4YactoT 5 My DSR-500AC obecneuyvBaeT 6onee BbICOKYHO CKOPOCTb Mepedayun
OaHHbIX AN KNMEHTOB, nogaepxueatowmx ctaHgapt IEEE 802.11ac.

B0O3MOXHOCTU KOMMJIEKCHOIO ynpaBneHus

MapuwpyTnsatop DSR-500AC ocHaweH asymst WAN-noptamu Gigabit Ethernet. MpumeHeHne
yHKUMM BanaHCMpPOBKU Harpysku NO3BOMSET pacnpefenuTb WCXOASLWMIA Tpaduk Mexay
osyma  WAN-uHTepdencamm 1 ONTUMU3NPOBATL  MPOM3BOAMTENBHOCTb  CUCTEMBI,
obecneunBas, Takum obpasom, GecnepeboiiHylo paboTy cetu. Btopont WAN-nopT moxeT
6bITb HacTpoeH kak DMZ-nopT, 4TO no3BonsieT wu3onupoBaTb cepBepbl oT cetn LAN.
MapupyTtnsatop DSR-500AC nopaepxuBaeT BO3MOXHOCTb OpraHv3aumm 4ocTyna Kk ceTu
WHTepHeT ¢ nomouibto USB-mogema® 3G unu 4G . BanaHcupoBka Harpyskm MoxeT ObITb
ocywectBneHa ans  3G/4G-coeauvHeHwin, obecneunBasi  OOMOMHWUTENbHBLIA  YPOBEHb
pe3epBMPOBaHNS ANt KOUTUHECKN BAXKHbBIX AaHHBIX U NMPUMOXEHWUIA pe3epBHOro KOMMpPOBaHWS.

Web-ayTeHTUpmnkaumsn

®yHKUMA apanTUBHOMO mopTarna no3BOSISieT Nerko NpowTy ayTEHTUMMKALMIO U aBTopU3aLmio
Kak COTpyAHWKaM, Tak U rocTsam. [lonb3oBatenn MoryT ObiTb ayTeHTUUUMPOBaHbLI C
ncrnonb3oBaHNeM nokanbHon 6Gasbl AaHHblX, RADIUS-cepsepa, LDAP, Microsoft Windows
Active Directory, nomeHa NT n cepsepa POP3. OgHOBpeMEHHO MOXHO HacTpOUTb MakcUMym
YyeTblpe cepsepa.

PacwupeHHbIn cbyHkumoHan VPN

BupTyanbHas yactHas ceTb (VPN) npegoctaBnseT MobunbHbIM Nonb3oBartensm u dunvanam
3alUMLEHHBIA  KaHam CBSA3WM ANs MOAKMYEHUs K koprnopaTuBHou cetn. DSR-500AC
nopaepxvBaeT TyHHenun Generic Routing Encapsulation (GRE), obecneunBass MoGunbHbIM
nofb3oBaTensam yAaneHHbI OOCTYyM K LieHTpanbHOM KoprnopaTuBHOW 6ase gdaHHbIx. [pu
co3paHumn Site-to-site VPN-TyHHenen ucnone3ytotca npotokonsl IP Security (IPSec), Point-
toPoint Tunneling Protocol (PPTP) unn Layer 2 Tunneling Protocol (L2TP), npumeHeHve
KOTOpPbIX YNpoLiaeT NpoLecc MOAKMIOYEeHNs yaaneHHbIX nonb3oBatenein n dunnanos Yepes
3awmpoBaHHbIe BUPTYarnbHbIe kaHanbl.
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dunbTpaumusa Web-cogepxxumoro

dunbTpaumna Web-cogepxrmoro nomoraet agMUMHUCTPaTOpaM OCYLLECTBNSTb
MOHUTOPWHI,  yrNpaBfieHWe W KOHTPONb  WCMOMb30BaHUS  COTPYAHUKaMu
npefocTaBneHHoro UM goctyna k cetm WHtepHeT. Ctatnyeckas cdunbtpauus
Web-coepxumoro nossonsieT yganuTb onacHble OObekTbl, Takue kak Java-
annnetbl, 06bekTbl ActiveX, dannel cookie, nnu 6nokmpoeats URL-agpeca no
knioyeBoMmy  crnoBy.  [OuHamudeckas — cunbTpaums  Web-cogepxumoro,
Tpebylowaa  npuobpeTeHns  NUUEH3uW,  NO3BONSieT  aAMUHMUCTpaTopam
dunbTpoBaTh coaepxumMoe no cnuncky kateropun. DSR-500AC nopaepxvBaeT
HecKomnbKo cepBepoB rnobanbHbiX MHAEKCoB ¢ MunnvoHamu URL-agpecos u
uHdopmaumen B peanbHom BpemeHn o Web-catax, 4To NO3BONSAET YBENUYNUTL
Npon3BOANTENBHOCTb U 06ecneynTb MakcMMarnbHyH AOCTYMHOCTb CepBuca.

pe3epBupoBaHuem WAN noptoB

dunbTpauua Web-cogepxumoro ana HTTP/HTTPS
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cepBUCHbIN MmapwpyTtusatop AC1200 c
pe3epBupoBaHuem WAN noptoB

Dual-WAN ans pe3epBHOro noakntoyeHusi K cetu MHTepHeTr
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Ethernet

E_':i IEEE 802.1x
RADIUS-cepeep

| # || ayTeHTudmKaLmn

TexHn4yeckue XAPaKTepUCTUKnN
AnnapaTHas Bepcus A1

AnnapaTtHoe obecneyeHve

WHTepdelichl * Oea nopta WAN 10/100/1000Base-T
YeTbipe nopta LAN 10/100/1000Base-T
802.11a/b/g/n/ac

OgawH nopt USB 2.0

KoHcombHEIN NopT ¢ pasbeMom RJ-45

Wugukatopsl * MNutanne/Ctatyc
* WLAN 2.4GHz/5GHz
* USB
* LAN/WAN (Ckopoctb/CTaTyc)
KHonku * KHonka Reset
AHTeHHa * [iBe cbeMHble BCceHanpaBneHHble aHTeHHbI C kKoadduLmeHToM ycunerus 2 dBi

Pasbem nuTaHus Pasbem ansa nopknoveHust nuTaHms (MOCTOSHHBIV TOK)
Mpon3BoANTENBHOCTL'

MponyckHas cnocobHocTb * 950 M6uTt/c
MEeXCeTeBOro akpaHa

MponyckHas cnocobHoCcTb * 200 M6uTt/c
VPN®

KonunyectBo ° 50000
napannenbHbIX Ceccui

KonunyectBo HOBbIX ceccuin | * 500

B CEKyHay
MonuTNKn MexceTeBoro ° 600
3KpaHa
MapameTpbl 6ecnpoBOAHOr0 MOAYNS
CraHpapThbl * |EEE 802.11a/b/g/n/ac
[nanasoH yacTtoT * 802.11b/g/n: o1 2,4 T 0o 2,483 Ty,

* 802.11a/n/ac: o1 5,18 'y, g0 5,825 My
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pe3epBupoBaHmem WAN noptoB

Be3onacHocTb
6ecnpoBogHoro
coefuHeHns

Wired Equivalent Privacy (WEP)

Wi-Fi Protected Setup (WPS)

Wi-Fi Protected Access — Personal (WPA-PSK)
Wi-Fi Protected Access — Enterprise (WPA-EAP)
Wi-Fi Protected Access Bepcusi 2 — Personal (WPA-PSK)

Wi-Fi Protected Access Bepcusi 2 — Enterprise (WPA-EAP)
Heckonbko naeHtngmkatopos 6ecnposoaHoi cetu (SSID)

Service Set Identifier (SSID) to VLAN Mapping

CkopocTb 6ecnpoBoaHOro
CoeMHEHVSI

IEEE 802.11a: 6, 9, 12, 18, 24, 36, 48 n 54 M6ut/c
IEEE 802.11b: 1, 2, 5,5 n 11 M6ut/c
IEEE 802.119: 6, 9, 12, 18, 24, 36, 48 n 54 M6ut/c

* IEEE 802.11n (2,4 I'Tu): o1 6,5 go 300 MéuT/c
* IEEE 802.11n (5 'Tw): oT 6,5 go 150 M6uT/c
* IEEE 802.11ac: ot 7,2 go 1300 M6ut/c

BbixogHas MOLLHOCTb
nepegaryuvka

MakcumarnbHoe 3HayeHue
MowjHocmu nepedam4yuka
bydem u3meHsAMbCS 8
coomeemcmeuu ¢
npasunamu
paduoyacmomHoz20
peaynuposaHusi 8 Baweli
cmpaHe.

IEEE 802.11a:
14 dBm npu 6~54 MouT/c
IEEE 802.11b:
18 dBm npu 1~11 M6éuT/c
IEEE 802.11g:
11 dBm npu 6~54 Mo6uT/c
IEEE 802.11n:

10 dBm npu 6~300 Méut/c (2,4 u)
14 dBm npu 6~150 M6éwut/c (5 My)

IEEE 802.11ac:

11 dBm npwu 7,2~1300 M6ut/c

YyBCTBMTENBHOCTD
npueMHvka

IEEE 802.11a:

-82 dBm npu 6 M6ut/c
-81 dBm npu 9 M6urt/c
-79 dBm npu 12 M6ut/c
-77 dBm npu 18 Méut/c
-74 dBm npu 24 Méwut/c
-70 dBm npu 36 MouTt/c
-66 dBm npu 48 M6uT/c
-65 dBm npu 54 MéuT/c
IEEE 802.11b:

-89 dBm npu 2 M6urt/c
-83 dBm npu 11 M6uT/c
IEEE 802.11g:

-82 dBm npun 6 M6ut/c
-81 dBm npu 9 M6ut/c
-79 dBm npu 12 Méut/c
-77 dBm npu 18 MéuTt/c
-74 dBm npu 24 M6uT/c
-70 dBm npu 36 Méwut/c
-66 dBm npu 48 MouTt/c
-65 dBm npu 54 MouTt/c
IEEE 802.11n:

2,4 TTWHT-20:

-82 dBm npu MCS0/8/16
-79 dBm npn MCS1/9/17
-77 dBm npn MCS2/10/18
-74 dBm npn MCS3/11/19
-70 dBm npu MCS4/12/20
-66 dBm npu MCS5/13/21
-65 dBm npn MCS6/14/22
-64 dBm npu MCS7/15/23

2,4 TTW/HT-40:

-79 dBm npu MCS0/8/16
-76 dBm npn MCS1/9/17
-74 dBm npn MCS2/10/18
-71 dBm npn MCS3/11/19
-67 dBm npu MCS4/12/20
-63 dBm npu MCS5/13/21
-62 dBm npn MCS6/14/22
-61 dBm npu MCS7/15/23

5 Mu/HT-20:

-82 dBm npn MCSO0
-79 dBm npu MCS1
-77 dBm npn MCS2
-74 dBm npn MCS3
-70 dBm npu MCS4
-66 dBm npu MCS5
-65 dBm npn MCS6
-64 dBm npu MCS7

5 Mu/HT-40:

-79 dBm npn MCSO
-76 dBm npu MCS1
-74 dBm npn MCS2
-71 dBm npn MCS3
-67 dBm npu MCS4
-63 dBm npu MCS5
-62 dBm npn MCS6
-61 dBm npu MCS7
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° |EEE 802.11ac:

VHT-20:

-82 dBm npn MCSO
-79 dBm npn MCS1
-77 dBm npu MCS2
-74 dBm npn MCS3
-70 dBm npn MCS4
-66 dBm npu MCS5
-65 dBm npn MCS6
-64 dBm npn MCS7
-59 dBm npu MCS8
-57 dBm npn MCS9

VHT-40:

-79 dBm npn MCSO
-76 dBm npn MCS1
-74 dBm npu MCS2
-71 dBm npn MCS3
-67 dBm npn MCS4
-63 dBm npu MCS5
-62 dBm npu MCS6
-61 dBm npn MCS7
-56 dBm npu MCS8
-54 dBm npn MCS9

VHT-80:

-76 dBm npn MCSO
-73 dBm npu MCS1
-71 dBm npu MCS2
-68 dBm npn MCS3
-64 dBm npn MCS4
-60 dBm npu MCS5
-59 dBm npn MCS6
-58 dBm npun MCS7
-53 dBm npu MCS8
-51 dBm npn MCS9

Tun uHTepHeT-coeanHeHna | * CraTtudeckuin/OuHammyeckuii IP-agpec

PPPoE/L2TP/PPTP

Multiple PPPoE

Mo6wunbHbIn MHTepHeT (3G/4G WAN)

CraTtunyeckuin MapLupyT

* AvHamundeckunin mapupyT: RIP v1/v2, OSPF, OSPFv3

Dynamic DNS

MapuwpyTtusauus mexay VLAN

NAT, PAT

dunbTpauma Web-copgepxumoro: ctatudeckuin URL-agpec, kntodesble crosa, Dynamic WCF (TpebyeTcst nuueH3ns)
Cuctema npepoTtBpatlleHust BTopxkeHui (IPS): naket curHatyp, Bxogsawmin B komnnekt MO
AyTeHTndvKaums: BHyTpeHHsAs 6asa aaHHbIx, RADIUS, POP3, LDAP, AD, nomeH NT

MexceTeBoW akpaH

CeTteBble pyHKUMM Cepsep/KnneHt DHCP

DHCP Relay

IEEE 802.11Q VLAN

VLAN (Ha ocHoBe noprta)

IP Multicast: IGMP Proxy, IGMP Snooping

* IPv6

PyHKUMA aBTOMaTHYeckoro nepekntoveHns mexay WAN-coegmHeHnsmMm nocne oTtkasa (Route Failover)
BanaHcuposka Harpy3ku (Outbound Load Balancing)

PesepsupoBaHue 3G/4G

BupTyanbHas yactHas
cetb (VPN)

VPN-TyHHenu: 95

IPSec-TyHHenu: 35
PPTP/L2TP-TyHHENM: 25
GRE-TyHHEMM: 15

MeTopbl wudposarus: DES, NULL
Cepsep IPSec/PPTP/L2TP

IPSec NAT Traversal

O6HapyxeHne HefenCTBYIOLLMX Y3I10B
IP Encapsulating Security Payload (ESP)
IP Authentication Header (AH)

VPN Tunnel Keep Alive

Hub and Spoke

YnpaBneHue

YnpaBneHue nonocow °* YnpaBneHvue MakcMmanbHOW NOoCo NponyckaHus
nponyckaHns ° YnpaBneHve NpvopuTETHOW MOIOCOW NPOMYCKaHWSA:
- QoS Ha ocHoBe nopTa

- 3 knacca

YnpaBneHue cuctemoi Web-uHtepdenc
KomaHgHas cTpoka

SNMP v1, v2¢, v3
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pe3epBupoBaHuem WAN noptoB

dusunyeckme napameTpbl
Pa3mepbl ® 280 x 180 x 44 mm

Bec * 1,728 kr (BkntoYasn 2 aHTEHHbI)

Ycnosus akcnnyatauum
MuTaHne * BHELLHUI UCTOYHUK MUTaHUSA:
- Bbixoa: 12 B noctosiHHOro Toka 2,5 A

Makc. notpebnsemas * 13,1 Bt

MOLLHOCTb

MTBF (4achbl) ° 360 000

Temnepatypa * Pa6ouas: ot 0° o 40° C

* XpaHeHusi: ot -20° go 70° C

BriaxxHoCcTb * TMpwu akcnnyataumm: oT 5% no 95% 6e3 koHaeHcaTa

KomnnekT nocrtaeku

BecnpoBoaHoli cepBucHbIi MapLupytusatop DSR-500AC
ApanTep nuTaHus

Kabenb nutanus

2 KpenexHbIX KpOHLITEHa AN YCTaHOBKM B 19-A10MMOBYIO CTOMKY
Habop 13 BUHTOB (8 LUT.) M PE3NHOBBIX HOXEK (4 LUT.)

2 cbeMHble BCeHanpaBieHHble aHTEHHbI
Ethernet-kabenb

Kab6enb ¢ pasbemom D-sub

KomnakTt-guck

[apaHTUIHBIA TanoH

lMpoyee

EMI * FCC Class B, CE Class B, RCM, IC

BesonacHocTb * cUL, LVD (EN60950-1)

CepTudukatbl CTOPOHHETO * IPv6 Ready, Wi-Fi, VPNC Basic Interop

npoussoauTensi

WHpopmaums ansa 3akasa

Modernb OnucaHue

DSR-500AC BecnpoBoaHoi AByxAnMana3oHHbI rmrabuTHbli cepBUCHbIA MapLupyTusaTop AC1200 ¢ pesepsupoaHmem WAN
nopToB

"Paduomodyrnb He noddepxusaem pabomy 0OHOBPEMEHHO Ha yacmomax 2,4 u 5 [Ty,

2 Moddepxusatomesi credyroujue modenu 3G USB-modemos: DWM-152 A1, DWM-156 A1/A3/A5/A6/A7/A8, DWM-157 A1/B1/C1/D1,

DWM-158 D1/E1, DWP-156 B1, DWP-157 B1, DWM-221/222, HUAWEI: E1550, E173, E303, EC306.

S®akmuyeckas npou3soAUMENLHOCML 3a8UCUM OM CemeabIX YCo8UL U aKMUBLUPO8aHHBIX CEPaUCOs.

* TecmuposaHue rporycKHOU criocobHOCMU MeXcemego2o 3KpaHa rMposodusiocs ¢ ucnons3oeaHueM UDP-mpaguka ¢ pasmepom nakemos 1518
6alim e coomeemcmeuu ¢ RFC2544.

5 TecmuposaHue niponyckHol criocobHocmu VPN nposodurnock ¢ ucnons3osaHuem UDP-mpagbuka ¢ paamepom nakemos 1420 6alim s
coomeemcmeuu ¢ RFC2544.

O6HosneHo 08/11/2015
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Xapakmepucmuku mMo2ym 6bimb U3MeHeHb! 6e3 y8eOoMIIeHUsI.
D-Link sensiemcs 3apeaucmpuposaHHol mopaosol mapkol D-Link Corporation/D-Link System Inc.
Bce Opyaue mopzossie MapKu s8/150mcsi CO6CMBEHHOCMbIO UX 81a0erbues.




