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0O630p

B aTtom gokymeHTe ycnoBHoe 0603HayeHue Objects->Address book O3Ha4aeT, YTO B Aepese
Ha NeBON CTOPOHE 3KpaHa cHavana HyXHo HaxaTb (packpbiTb) Objects n 3atem Address
Book.

BonbLIMHCTBO NpUMEpPOB B 3TOM AOKYMEHTe AaHbl Ans MexceTeBoro akpaHa DFL-800. Te xe
camble HacCTpPOWMKM MOryT MCMNOMNb30BaTbCA AN BCEX APYyrMx MoAefnien 3TOW Ccepumn.
EouHcTBEHHOE pasnnuve B HasBaHMAX UHTepdencos. Tak kak mogenn DFL-1600 n DFL-2500
nmetoT 6onee ogHoro ceteBoro uHTepdgenca LAN, lan -uHTepdpencel HasbiBatoTea lant, lan2 u
lan3.

CKPUHLWIOTLI B 9TOM LOKYMEHTE NnpuBeAeHbl Ana nporpammHoro obecneyerus sepcumn 2.04.00.
Ecnn ncnonesyetcsa 6onee nosaHasa sepcust MO, CKPUHLLOTBI MOTYT OTAMYATLCH OT TEX, KOTOpble
nosiBaATCA B Gpayaepe.

NS npefoTBpalleHnsl BIUSIHUA CyLLECTBYIOLLUMX HACTPOEK Ha HACTPOWKM, OMMUCaHHble B 3TOM
PYKOBOACTBE, Nepes Hayanom paboTbl COpPOCbTE MEXCETEBOMN 3KpaH K 3aBOACKMM HAcCTpoViKam
Mo YMOMYaHMIo.



BupTyanbHasa yacTtHasa ceTb, UCNOSb3ylowas
TyHHenu lan-to-lan no npotokony PPTP (nnu L2TP)

CospaHue ogHoro lan-to-lan TyHHensa mMexay MexceTeBbIMU akpaHaMmun A n
B.

MexceTeBon 3kpaH B sBnsertcs cepBepoMm, MexceTeBon akpaH A -
KMUEHTOM.

Ecnn nnaHunpyetcs ucnonb3oBatb TyHHenb L2TP Bmecto PPTP, BbinonHuTe warm,
OMUCaHHbIE B 3TOM PYKOBOACTBE, HO Ha wWarax 2 n 6 3ameHuTe TyHHenbHbIN npoTtokon PPTP
Ha L2TP.

[pyrne HaCcTpOrKn 0gnHaKoBbl B 0O0MX Cryyasx.

a |P:192.168.1.1

MexceTeBol
b IP:192.168.110.1 3KpaH A
Macka noaceTtwn: 255,255,255.0

Lmos: 192.168.110.2

C IP:192.168.110.2 a MexceTerol
Macka nogceTw: 255.255.255.0 3KpaH B
LWnio3: 192.168.110.2

d IP:192.168.2.1 192.168.1.0/24 VPN Tunnel

192.168.2.0/24
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1. MexceTteBoun 3kpaH A - Agpeca
. , =] Ohjects
Mepentn B Objects ->Address book ->InterfaceAddresses. o
M3mMeHnTb cneayowmne nyHKTbI: s -?’-’ﬂ@d"ess Book
1 b Interfacefddresses

3ameHnTb lan_ip Ha 192 . 168 . 1 . 1
3ameHnTb lannet Ha 192.168.1.0/24

3ameHuTb wan1_ip Ha 192.168.110.1
3ameHnTb waninet Ha 192.168.110.0/24

Mepentn B Objects -> Address book.

[ob6asuTb HoBYIO nanky Address Folder, HasbiBaemyto RemoteHosts.

B HoBow nanke go6aButb HoBbI IP4 Host/Network:
Name: fwB-remotenet

IP Address: 192.168.2.0/24
Haxatb Ok

[o6aeutb HoBbIN IP4 Host/Network:

Name: fwB-remotegw
IP Address: 192.168.110.2

2. MexceTeBoM 3KpaH A — nitepdenc knmenta PPTP
MepewnTtn B Interfaces -> L2TP/PPTP Clients.
[o6aBuTtb HoBbI L2TP/PPTP Client.

Bknapgka General:

General:
Mame: fuB-pptp
Tunnel Protocol: [=]=q u=]
Remote Endpoint: fwB-remotegw
Remote Network: fuB-remotenat w

Name: PPTPClient

Tunnel Protocol: PPTP
Remote Endpoint: fwB-remotegw

Remote Network: fwB-remotenet

Authentication:
Usarmame: _u_serA
P asamord: shokok ok ok ok
Confirm P assword: ok ke ek ok ok

Username: userA
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Bknapgka Security:

Authentication:

# ) Authentication

Allow No Authentication

Unencrpted Pasaword (PAF)

Challenge Handshake Authentication Protocol (CHAFP)
Microsoft CHAP (MS-CHAP)

Microsoft CHAFP Wersion 2 (MS-CHAFP v2)

SO000

EovHcTBEeHHasa onuud, koTopasa gonxHa 6biTb oTmMmedeHa — Microsoft CHAP
Version 2 (MS-CHAP v2)

Microsoft Point-to-Point Encryption (MPPE):

%} Microsoft Point-to-Point Encryption (MPPE)

Mane

RC4 40 bit
RC4 56 bit
RC4 122 bit

OO0

[ormkHo 6bITb 0TMeuveHo Tonbko RC4 128 bit. (Mcnonb3osaHne MS-CHAP v2 1 128 bit
aBnsieTca Hanbonee 6e3onacHbIM PEXUMOM. )

3. MexceTeBOoM 3KpaH A — npaBuna

MepenTtn Rules -> IP Rules.

Cosgatb HoByto nanky IP Rules Folder, HasbiBaemyto lan_to_fwB-pptp

B HoBoOWM nanke co3gaTb HoBoe IP-npasuno IP Rule.

Bknapgka General:

General:
Hame: allow_all
Action: Allow -
Sendice: all_services w
Schedule:  (None) L

Name: allow__ all

Action: Allow
Service: all_ services



Address Filter:
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Source Dastination

Interface: lan fwB-pptp

HNetmor: lannet fwB-remotenet

Source Interface: lan
Source Network: lannet

Destination Interface: fwB-pptp
Destination Network: fwB-remotenet

Haxatb Ok.

Co3sgatb BTOpOE NpaBusio B TOM e narike.

Bknapgka General:

General:
Name: allow_ all

Action: Allow
Service: all_service

Address Filter:

Source Destination

Interface: fwB-pptp lan

Hehaork: fwB-remotenet lannet

Source Interface: fwB-pptp
Source Network: fwB-remotenet
Destination Interface: lan
Destination Network: lannet
Haxatb Ok.

CoxpaHuTb U aKTUBMPOBaTb HACTPONKN MEXCETEBOrO 3KpaHa A.

4. MexceteBoun 3KkpaH B - Agpeca

Mepentn B Objects -> Address book -> InterfaceAddresses.

M3mMeHNTb cneayowmne nyHKTbI:

3ameHnTb lan_ip Ha 192.168.2.1
3ameHuTb lannet Ha 192.168.2.0/24
3ameHuTb wan1_ip Ha 192.168.110.2
3ameHnTb waninet Ha 192.168.110.0/24
Mepentn B Objects -> Address book.
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Ho6asutb HoBytO nanky Address Folder, HasbiBaemyto RemoteHosts.

B HoBow nanke go6aButb HoBbI IP4 Host/Network:
Name: fwA-remotenet

IP Address: 192.168.1.0/24

[o6aeutb HoByto nanky Address Folder, Ha3biBaemyto IPPools.
B HoBow nanke god6asutb HoBbIN IP4 Host/Network:

Name: fwA-ippool

IP Address: 192.168.2.100-192.168.2.199

Haxatb Ok

5. MexceTteBon 3KkpaH B —6a3a paHHbIX nonb3oBaTenewn
Mepentn B Authentication -> Local User Databases.
[o6aeutb HoBylo 6a3y Local User Database Ha3sbiBaemyto PPPUsers.

B HoBoIt 6a3e gaHHbIX Jo6aBMTb HOBOro nonb3oBaTtens User:

General:
Usermame: luserd
P asaword: ETTT T
Confirm P assword: :*%******
Groups:

Username: userA

Per-user PPTP/L2TP IP Configuration:

_ﬁn_'? Per-user PPTPL2TP IP Configuration

Static Client IP Address:  |(Mone)

<

Heatworks behind user: fwi-rermotenet W

Metric for netwards: an

Static Client IP Address: (None)
Networks behind user: fwA-remotenet

Metric for networks: 90
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6. MexceTteBon 3kpaH B — nuntepcdenc PPTP-cepBepa

MepewnTtn B Interfaces -> L2TP/PPTP Server.

[o6asutb HoBbIN cepBep L2TP/PPTP Server.

Bknapgka General:

General:
Name: fuh-pptp
Inner P Address: lan_ip L
Tunnel Protocol: PPTP W
Outer Interface Filter: wanl (¥
Sencer P wanl_ip v

Name: fwA-pptp
Inner IP Address:lan_ip

Tunnel Protocol: PPTP
Outer Interface Filter: wan1

Server IP:

wan1_ip

ip

Bknagka PPP Parameters:

General:

Bui6paTte onunio Use User Authentication Rules
Microsoft Point-to-Point Encryption (MPPE):

# ) Microsoft Point-to-Point Encryption (MPPE)

None

RC4 40 bit
RC4 56 bit
RC4 128 bit

O00

JomkHo ObiTb 0TMeuYeHo Tonbko RC4 128 bit.

IP Pool:
%) IP Pool
IP Pool: fwﬁ-ippool W
Primary Secondany
DNS: (Mone) v (Mone) v
NBNE: (Mone) v (Mone) v

IP Pool: fwA-ippool

Haxatb Ok.



D-Link

Building Networks for People

7. Firewall B — NpaBuna ayteHtTudunkaumm nonb3oBartens

Mepentun B User Authentication -> User Authentication Rules.
[o6aeutb HoBOoe npaeuno User Authentication Rule.

Bknagka General:

General:
Name: pptp-ua
Agent: PPP v
Authentication Source: Local W
Intarfaca: fuwd-pptp “
Originator IF: fuh-remotequ % (1l For XAuth and PPP, thiz is the tunnel eriginator IP.
Terminator IP: wanl_ip W

Name: pptp-ua
Agent: PPP
Authentication Source: Local

Interface: fwA-pptp
Originator IP: fwA-remotegw

Terminator IP: wan1_ ip

Bknagka
Authentication Options:

General:

Radius Method: P&

Local User DB: PPPUsars

Local User DB: PPPUsers
HaxaTb Ok.

8. MexceTteBou 3akpaH B — lNpaBuna

MepenTtn B Rules -> IP Rules.

CospgaTtb HoByto nanky IP Rules Folder, HasbiBaemyto lan_to_ fwA-pptp



B HoBol nanke cosgatb HoBoe IP-npasurno IP Rule.

Bknaoka General:
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General:
Hame: [allow_all
Action: Allow by
Service: all_services v
Schedule:  (Mone) v

Name: allow_all
Action: Allow

Service: all_services

Address Filter:
Source Interface: lan

Source Network: lannet
Destination Interface: fwA-pptp

Destination Network: fwA-remotenet
Haxatb Ok.
Co3paTb BTOpPOE NpaBuUIo B TOW e narke.

Bknapgka General:

General:

Name: allow_all
Action: Allow
Service: all_services

Address Filter:
Source Interface: fwA-pptp

Source Network: fwA-remotenet
Destination Interface: lan
Destination Network: lannet

HaxaTb Ok.

CoxpaHuTb 1 aKTUBMpPOBaTb HACTPOMKA MEXCETEBOIO 3KpaHa A.




