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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom BeegeHue

PyKOBO,EI,CTBO nonb3oBarens

MABA 1. BBEOEHUE

Aydumopusi u codepxaHue

B nmaHHOM pyKOBOACTBE NpHBOAUTCSA omnucanue MapmpyTtuzaropa DIR-1260/SE, mopsimok
HACTPOMKH U PEKOMEHJIAITMH TI0 €TO MCTIOIh30BaHUIO.

Hacrosmiee pykoBOACTBO TMpEAHA3HAUYEHO IS MOJIb30BaTEIed, 3HAKOMBIX C OCHOBHBIMHU
MPUHLHUIAMHA OpraHu3alyyd CETeH, KOTOPBhIE CO3AI0T JIOMAIIHIOK JIOKAIBHYK) CETh, a TaKxke
CHUCTEMHBIX aJMUHHUCTPATOPOB, KOTOPHIE YCTAHABIWBAIOT W HACTPAWBAIOT CceTH B oducax
KOMITaHHUH.

YcrnoeHble 0603HaYeHUs1

Mpumep OnucaHue

TEKCT OCHOBHO# TEKCT IOKYMEHTA.

Ilpeosapumenvnasn
CcbulKa Ha TIIaBy WJIU pa3jiell JaHHOTO PyKOBOJICTBA MOJIb30BATEIS.

noozomoexa

«Kpamkoe pykoeoocmeo
P Py Ccblika Ha JOKYMEHT.

no ycmamnogke»
A3MEHUTE Haspanue pazgena MeHIO, MyHKTa MEHIO, KaKOro-JInOo 3JIeMeHTa
web-unTepdeiica (omne, Guraxox, IEpEeKIOYaTEh, KHOTKA U TIP. ).
192.168.0.1 Tekct, KOTOpBI HEOOXOMMO BBECTH B YKa3aHHOE I10JIE.
Baxxnas wuHbopmanus, Ha KOTOpPYl0 HeoOXoaumMo oOpaTuth
V  Uudopvanns Gop ’ py p
u BHUMAHUC.

Cmpykmypa 0oKymMeHma

Inasa 1 COACPIKUT CBCACHUA O HA3HAYCHHUU U OpraHu3allu JOKYMCHTA.

Inaga 2 conepXuT onMcaHUEe TEXHUYECKUX XapakTepucTuk Mapuipytuzaropa DIR-1260/SE u ero
BHEIIIHET0 BUJIA, & TAKXKE MEPEUNCICHUE COAECP)KUMOT0 KOMIUIEKTa TOCTaBKH.

Inaea 3 onuceiBaeT npoiecc ycraHoBky MapuipyTtusatopa DIR-1260/SE u HacTpoiiku kommbroTepa
JUTSL TIOJKITIOYeHUS K web-uHTepdeiicy ycTpoicTBa.

I'naea 4 conepxut MoaPOOHOE ONMMCAHUE BCEX pa3/ie]IoB MeHIO web-uHTepdeiica.

Inaga 5 conmepXUT peKOMEHJAIMM 10 Oe30MacHOMY HCIIONB30BAHUIO  MapIIpyTHU3aTOpa
DIR-1260/SE 1 coBeTHI O IOCTPOCHHUIO OECIPOBOHOMN CETH.

Inasa 6 copmepXuT CIUCOK COKpAIleHWH, Haumboliee YacTo HCHOJIb3YEeMBIX B PYKOBOJICTBAX
MOJIB30BATENS IS KITMEHTCKoro obopynoBanus D-Link.
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MABA 2. OB30OP MAPLLPYTU3ATOPA

O6uwee onucaHue

YerporictBo DIR-1260/SE mpencraBiser coboil OeCpOBOAHON JBYXIUANA30HHBIM TUTAOWUTHBIN
MmapupyTtuzatop ¢ HoBbIM 10 Security Edition gy npuMeHeHus: B MajioM U CpeHeM Ou3Hece JUIs
3alIUTHl CETeBOM MH(PACTPYKTYphl OT BHEIIHHUX Yyrpo3 W opraHusanuu OezomacHoro VPN-
MOAKIIOYEHUs.  MapupyTuzarop MNOAIEPKUBACT OJHOBPEMEHHOE MonKiIroueHue g0 20
MOJIL30BaTENCH.

Pacmmpennsie QyHKIIMU 0€30MaCHOCTH TOACPKUBAIOT pa3/ielieHne CETH Ha 30HbBI, HACTPOUKY
MOJUTHK JUISl B3aUMOACWMCTBHUS 30H W MpaBwil (GuiIbTpaluu Tpaduka € MIUPOKUM BbIOOPOM
apaMeTpoB.

MapmipyTtuzatop TOAJAEPKUBACT MHOXXECTBO THIIOB TYHHENEW Il OpraHU3aluu Oe301acHOTrO
VPN-nonkmouenust: [Psec (IKEv1/IKEv2), L2TP over IPsec, PPTP/L2TP, GRE, IPIP, EoGRE,
EolP, a Takxxe Heynpasngembie L2TPv3-TyHHenu.

Kpome Toro, momnepxka nporokona SSH moBeimaer 6e30mMacHOCTh NMPH YNAJICHHOW HACTPOIKe
MapLIpyTH3aTOpa U YIpaBJIE€HUHU UM 3a CUeT MHU(pOBaHMs BCETO Mepe1aBaeMoro Tpadurka, BKIIodas
apoju.

MapuipyTuzaTop moaaepKuBaeT padoTy ¢ cepBUcOM KoHTeHTHOU (ubrparuu SkyDNS, kotopsrit
npeasaraeT OoJibllle HACTPOEK W BO3MOXKHOCTEW [UIs OpraHu3anuu 0Oe30macHoi paboThl B
WHTepHeTe Kak Uil JOMAIlHUX TIOJIb30BaTeleil BCEX BO3PACTHBIX KaTe€ropuid, Tak W UL
npo¢eCCHOHALHON AEATEIbHOCTH COTPYIHUKOB O(UCOB U MPEITPUATHI.

Taxke B yCTpPOWCTBE peayin3oBaHa (DYHKIUS PACIUCAHUS JUIsl TPUMEHEHUS MPaBWII U HACTPOCK
MEKCETEBOTO JKpaHa, Iepe3arpy3Kd MaplIpyTH3aropa B YKa3aHHOE BpPEMS WJIM 4Yepe3 3aJaHHbIE
WHTEPBAJIbl BPEMECHH, aBTOMATHYECKOTO COXPAHCHUS PE3EPBHON KON KOH(HUTYpaIlliy YCTPOHCTBA
Ha monkitodueHHbI USB-HakomuTenb, a TakKe BKIFOYCHUS/BBIKITIOUEHUS OCCIPOBOTHON CETH U
Wi-Fi-unsrpa.

HoBass ¢yHkuus OJOKUPOBKM pekiaMbl MOMOXeT 3((EeKTUBHO ONOKMPOBATH pEKIaMHbIE
00BsBIICHHS, BOSHUKAIOIIE IIPU IPOCMOTpPE Web-CTpaHuII.

Mapiupyruzarop ocnamed USB-noprom mis nmoakimouenus USB-mMonema', mpu oMoy KoToporo
Br1 cMoxkeTe oneparuBHO noakitouatses K cetr Matepuer. Kpome Toro, Bel MokeTe NOaKIIOUUTE K
USB-nopty mapuipytuzatopa USB-HakonuTtenb, KOTOpbIA OyleT HCMOIB30BaThbCsl B KayeCTBE
CETEBOI0 AUCKA, WJIA IIPUHTED.

Jns  s¢ddextuBHOro  ucnonb3zoBaHus — MHorodyHkuuonaneHoro  USB-mopra  peanusoBaHa
BO3MO)KHOCTb OJIHOBpEMEHHOH paboTel ¢ HeckonbkuMu USB-ycrpoiictBamu. Hampumep, Ber
MOJKETE MOIYy4aTh JOCTYI K MyJBTUMEIMHHOMY KOHTEHTY ¢ nojkiatoueHHoro HDD-Hakonurens u B
TO K€ BPEMs COBMECTHO HCIONIb30BaTh USB-npunTep?.

1 USB-momem He BXOAWT B KOMITIEKT mocTaBku. Kommanus D-Link He rapanTupyeT cOBMECTHMOCTH co Bcemu USB-
MozaemaMu. CITUCOK MOJIePKUBAEMBIX MOAEMOB CM. B pazaene Texnuueckue xapakmepucmuku, ctp. 10.
2 TIlpu ucnons3oBanuu USB-koHIIEHTpaTOpa ¢ BHEIITHUM MUTAHUEM.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
noaaepxkkoit MU-MIMO, 3G/LTE n USB-nopTom 0630p MapipyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarend

Bre1 moxete ucnonp3oBath a1000# Ethernet-mopt mapmpytuzatopa B kadectBe LAN- nmu WAN-
nopta. HoBoe nokonenue 10 nonnep:kuBaeT BO3MOXXKHOCTh Ha3HAUEHUsI HECKOIbKUX WAN-1OpTOB,
HarpuMmep, Il HACTPOUKH OCHOBHOTO M pe3epBHOr0 WAN-coeauHEeHHs] OT pa3HbIX MPOBANAECPOB.
Kpome Toro, Bo3MOKHO pe3epBrpoBaHue qocTyna kK MaTepHeTy ¢ ucnonn3oBanueM 3G/4G-Monema.

Brl Takke MoxkeTe MOIKIIOUNTE OecripoBoaHoi MapiipyTuzatop DIR-1260/SE k xabenbHOMY Win
DSL-monemy wnu BbeigeneHHoW Ethernet-nuaum, dYToOBI HCIONB30BaTh BBICOKOCKOPOCTHOE
COCIMHEHUE C CeThl0 MHTEpHET mia peleHus IMHMPOKOro Kpyra mnpodeCCHOHATBHBIX 3aj1ad.
Berpoennsblit 4-mOpPTOBBIM KOMMYTATOp MapIIpyTH3aTopa MO3BOJSET IMOJIKIIOYATh KOMIBIOTEPHI,
ocHaneHHbie Ethernet-amanrepamu, UTpoBbIe KOHCONIU U APYTHE YCTPOMCTBA K Bameli cern.

Ucnonp3ys OecnpoBomnoit mapmpytuzarop DIR-1260/SE, Ber cmoxkeTe OBICTPO OpPraHHM30BaTh
BBICOKOCKOPOCTHYIO OECITPOBOJIHYIO CETh JIOMa M B OQHce, MPEIOCTaBUB AOCTYI K ceTh MHTepHeT
KOMITbIOTEpaM M MOOMJIBHBIM YCTpPOICTBaM MpakTH4YeCKH B J000 Touke (B 30HE JEHCTBUS
o6ecnipoBomHOM cetr). OmHoBpemeHHass pabora B guanazoHax 2,4 ['Tu m 5 I'Tm mosBomser
UCIOJIB30BaTh OECIMpPOBOAHYIO CETh [JJs UIMPOKOr0 Kpyra 3aaad. MapuipyTuzaTtop MOXKET
BBIMONHATh (YHKIMM 0a30BOI CTaHIMM AJs TMOJKIIOUYEHHUS K OECIpOBOJHONW CETH YCTPOMCTB,
paborarommx mo crangapram 802.11a, 802.11b, 802.11g, 802.11n u 802.11ac (co ckopocThIO
OecIpoBOIHOIO coequuenus 10 1167 Mowur/c)’.

B wmapmipyTtuzarope peann3zoBaHO MHOXECTBO (GYHKIHMM A OecrpoBonHOro uHTepdeiica.
YcTpolcTBO TOAACpKUBAET HECKONbKO cTaHaaptoB Oe3omacHoctn (WEP, WPA/WPA2/WPA3),
bunpTpanMio MOJAKIOYaeMbIX ycTpoiicTB mo MAC-aapecy, a Takke MO3BOJSET HCIOIB30BaTh
texnonoruu WPS u WMM.

Kpome Toro, ycTpoiicTBO 000pYIOBaHO KHOTKOW i BBIKIHOUCHMs/BKioueHus Wi-Fi-cetn. B
clydae HeOOXOIMMOCTH, HalpuMep, yesxas u3 IoMa, Bel MokeTe BBIKITIOUNATH OCCIIPOBOIHYIO CETh
MapIIpyTU3aTopa OJHUM Ha)kKaTHEM Ha KHOIIKY, NIPU 3TOM YCTpOWCTBA, MOAKIIOYeHHbIe K LAN-
MopTaM MapIIpyTH3aTopa, OCTAHYTCS B CCTH.

Texnomorust Multi-user MIMO 103BOJNISIET pacmpeleNiuTh PeCcypchl MapiipyTuzaTopa s
s dexTuBHOrO Mcnoiab3oBaHust Wi-Fi-ceTn HecKONbKHUMH OeCTPOBOAHBIMU KJIMEHTAaMH, COXPaHsIs
BBICOKYIO CKOPOCTh JUIsl MOTOKOBOM Nepenayd MyJbTHMEIUa B BBICOKOM KadyecTBe, Urp 0Oe3
3aJIepKEeK U OBICTPOI mepeaadn OOIbIINX (PaityioB.

Hcnonbs3zoBanue texHonoruu Transmit Beamforming no3Bosnser AuHaMUYeCKU MEHSAThH Uarpammy
HAIMpaBJICHHOCTH aHTEHH M MepepaclpeiesiaTh CUTHAI TOYHO B CTOPOHY OECIIPOBOIHBIX YCTPOUCTB,
MOJKJIIOYEHHBIX K MapLIpyTU3aTOPY.

OYHKIMST HWHTEJUICKTYAIbHOTO pacnpeneneHus Wi-Fi-knmueHToB OyaeT mone3Ha sl CeTei,
COCTOALIMX W3 HECKOJBKUX TOYEK JOCTyna WiM MapupyTtuzaropoB D-Link — nacTpouB paboty
GyHKIMM HAa KaXAOM W3 HHX, BBl oOecneunte MOAKIIOYEHHWE KIMEHTAa K TOYKE JIOCTYIa
(MapmpyTH3aTOpy) C MaKCUMaJIbHBIM YPOBHEM CUTHAJIA.

Bo3moxxHOCTh HacTpoiiku rocreBoit Wi-Fi-ceTu mo3BOIUT CO3AaTh OTAENbHYIO OECIIPOBOAHYIO CETh
C MHIUBUAYaJbHBIMH HACTpOHMKaMH O€30MacHOCTH. YCTpOICTBa TOCTEBOMl CETH CMOTYT
HOAKIIOUUTECS K MHTepHeTy, HO OylyT M30JIMPOBaHbl OT YCTPOWUCTB M PECYpPCOB JIOKAJIBHON CETH
MapIpyTU3aTopa.

3 Jlo 300 M6wut/c B muanasone 2,4 I'T'u u 1o 867 MouTt/c B nuanasone 5 I'T'.
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PyKOBO,EI,CTBO nonb3oBarend

Hns wactpoiiku OecripoBogHoro Mmapmpytuzaropa DIR-1260/SE  ucnons3yercss mpoctol u
yIOOHBINA BCTPOCHHBIN web-uHTepdeiic (I0CTyeH Ha HECKOIBKUX S3bIKaX).

Bbr nerko moxxkere oOHOBUTH BcTpoeHHoe IIO — mapmipyTtuszarop caM HaxOAWUT MPOBEPEHHYIO
Bepcuto [0 Ha cepBepe oOHoBnenuit D-Link wm yBemomuisier momnbp3oBaTeinsi O TOTOBHOCTH
YCTaHOBUTbH €rO.

Bcerpoennsiit kimment TR-0609 mo3BosnsieT BBIMONHUTH HACTPOWKY M JIMAarHOCTHUKY YCTPOMCTBa
YIAAJIEHHO.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarend

0630p MapwpyTusaTopa

TexHU4Yeckue xapaKkmepucmuku

AnnapaTtHoe obecneyeHue

Mpoueccop MT7621DAT (880 MI'u, AByxbsAepHbIN)
OnepaTvBHas namsaTb 128 Mb, DDR3
Flash-namsaTtb 128 MB, NAND
WHTepdpeiichl Mopt WAN 10/100/1000BASE-T
4 nopta LAN 10/100/1000BASE-T
Mopt USB 2.0
UHpukaTopbl MutaHne
WNHTepHeT
BecnpoBogHas cetb 2.4G
BecnposogHas cetb 5G
KHonku KHonka POWER gns BKMoYeHWs/BbIKIIOYEHUS NMMTaHKSA
KHonka RESET gns BosBparta Kk 3aBOACKUM HAacTponkam
KHonka WPS gns yctaHoBku 6ecnpoBogHOro coemHeHus 1
BKITHOYEHMS/BbIKIIOYEHUS 6ECNPOBOAHON CETU
AHTeHHa YeTblpe BHELLHNE HECbEMHbIE aHTEHHbI C KO3 dULMEHTOM ycuneHns 5 gbu
Cxema MIMO

2 x 2, MU-MIMO

Pa3sbem nutaHusa

Pasbem Ans nogknoveHns nutaHns (I'IOCTOHHHI:IVI TOK)

MporpammHoe obecnevyeHune

¢yHKLlMVI MeXceTeBOro aKkpaHa

30HbI

PasgeneHne Ha 30HbI; BO3MOXHOCTb 3afaBaTb MpaBuna M MONUTUKU ANs
B3aVMMOAENCTBUS 30H

OpauH nnun Heckonbko nHTepdencos unn VPN-cepBepoB B COCTaBe 30Hb!

Tunbl 30H: FW, IPv4, IPv6, IPSec

MonuTtuku
Tunbl nonutuk: ACCEPT, DROP, REJECT

MpaBuna

LLinpokui BeIGop napameTpoB AnA AobaBneHns B NpaBuo

WcknioveHne napameTpoB 13 npasuna

Oencteme npu aktmBauum npasuna: ACCEPT, DROP, REJECT, REDIRECT,
POLICY, DNAT, SNAT, LOG, TTL

Moacyet cTatucTukm

Mpeo6pa3oBaHue ceteBbix agpecoB (NAT)
[nsa ceteBbix uHTepdeicos / VPN-cepeepos
PaclmpeHHble HacTpoviku

WcknioveHne napameTpoB 13 npasuna

Apyrue

KoHTponb coctosHusi coegnHenni (SPI)

URL-dunbtp

PyHKLMSA BNOKMPOBKN peknambl

BcTpoeHHbI cepBUC KOHTEHTHOW comnnbTpauun SkyDNS
Mopaepxka dyHkummn TWIN IP (IP Passthrough)

*  XapaKTepUCTHKH YCTPOWCTBA MOTYT M3MEHATHCS Oe3 yBemomieHus. CM. akTyanbHBIE Bepcuu BHyTpeHHero [10 u
COOTBETCTBYIOIIYIO JJOKyMEHTaNUIO Ha caiite www.dlink.ru.
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PyKOBO,EI,CTBO nonb3oBarend

0630p MapwpyTusaTopa

MporpammHoe obecnevyeHne

Tunbl nogkntovyeHuns WAN

Mo6unbHbIN MHTEPHET (MpY ucnonb3oBaHun nogaepxuesaemoro USB-mogema)
PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratnyeckuii IPv4 / QuHamnyeckuin IPv4
Crartuyeckuin IPv6 / OuHamunyecknii IPv6

PPPoE + Ctatuueckuii IP (PPPoE Dual Access)
PPPoE + OuHamunueckun IP (PPPoE Dual Access)
PPTP/L2TP + Ctatnueckun IP

PPTP/L2TP + AnHamuyeckuin IP

L2TP Dual Stack

IPIP6 B pexume DSLite

6ind

6to4

6rd

CeTeBble thyHKUUMU

®dusmnyeckan 4yacTb

HacTtpovika noptoB ycTponctea no mogenu switch (kommyTtartop)

Moopepxka HeCKONbKMX U3NYECKNX KOMMYTaTOpOB

TernpoBaHue nopToB

OtcnexvBaHne cobbituii link watcher (Hanuume/oTcyTcTBME coegnHeHus Ans
noprta)

O6beauHeHne nHTepdenicoB B CeTEBbIE MOCTbI

CraTucTuka no noptam/coeaMHeHnaM

B3aumopenctBue ceten

Mopaepxka Heckonbknx HezaBucuMbIx LAN-nogceTen

Monpepxka Heckonbkux dusmveckux WAN-NOpTOB, BOZMOXHOCTb HACTPOWKM
pe3epBUPOBaHUS

M3onsauus unu mapLupytmsaums cetemn

MapwpyTnsaums

Cratnyeckas maplpytu3daums (rmbkas HacTpomka MapLupyToB, Npasun K
Tabnuu, MapLupyTusauum)

RIP viiv2

Apyruve

DHCP-cepsep/relay

PacwupeHHas HacTpoika BctpoeHHoro DHCP-cepsepa

HasHaueHne IPv6-agpecoB B pexume Stateful/Stateless, penervpoBaHue
npecwukca IPv6

DNS relay

Dynamic DNS

IGMPx

MNoapepxka UPNP

MNoapepxka VLAN

pynnupoBaHune nHTepdencos

Moppepxka mexaHmama SIP ALG

Moppepxka RTSP

MNoapepxka H.323

HacTpoiika ckopocTu, pexnma gynnekca n hyHKLUM ynpaBrneHrs MOTOKOM
(flow control) B pexxume aBTOMaTU4eCKoro corrnacoBaHus / PyyHas HacTpoiika
CKOPOCTU U pexmma aynnekca ans kaxgoro Ethernet-nopta

BcTtpoeHHoe npunoxenne UDPXY

DononHeHne XUPNPD

PaBHOMepHOe pacnpefeneHve Harpy3ku npy UCNornb30BaHUN HECKOMNbKUX
WAN-coeauHeHuii (banaHcmpoBka Tpaduka)

Monpepxka npotokona VRRP

3epkanupoBaHue noptos (Port mirroring)

Moanpepxka TWAMP
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0630p MapwpyTusaTopa

MporpammHoe obecnevyeHne

VPN

PPPoE pass-through

Knuent L2TP/IPsec (L2TP over IPsec)
PPTP/L2TP-cepBepbl
PPTP/L2TP/IPIP/GRE-TyHHenu (L3)
EoGRE/EoIP/L2TPv3-TyHHenu (L2)
IPsec-TyHHENu
TpaHCNOPTHBIN/TYHHENbBHBIV PEXUM
Moppepxka npotokona IKEv1/IKEv2
LUncpposanne DES

dyHkuma NAT Traversal

Moapepxka npotokona DPD (dyHkumsa Keep-alive ana VPN-TyHHenen)

®yHkummn USB-uHTepcperica

USB-moagem

ABTOMaTMYECKOE MOAKIIOYEHWE K AOCTYMHOMY TUMy MOAAEPXUBAEeMON CeTn
(4G/3G/2G)

ABTOMaTU4eckasi HacTpowika coeauHeHus Npu nogknoydeHnn USB-mogema
BkntoveHue/BbiknodeHne nposepkn PIN-koga, cmeHa PIN-koga*

OTnpaBka, nonyyeHve, YteHne u yaaneHne SMS-coobLyeHuin*

Moapepxka USSD-3anpocos*

USB-Hakonutenb

daiinosbin 6pay3ep

MpuHT-cepBep

Y4eTHble 3anucu Ans AocTyna K HakonUTenio

BcTpoeHHbIi cepeep Samba/FTP/DLNA

BcTpoeHHbin torrent-knueHT Transmission, BO3MOXHOCTb CKauMBaHMs hannos
Ha USB-HakonuTenb 1 ¢ Hero

YnpaBneHue U MOHUTOPUHT

JlokanbHbIVi U yaaneHHbIn 4ocTyn kK HacTpovikam no SSH/TELNET/WEB (HTTP/
HTTPS)

Web-uHTepdenc HacTponkn 1 ynpaeneHnst Ha HECKOMNbKUX A3blKax
O6HosneHue MO mapLpyTnsatopa Yepes web-uHtepdeiic

ABTOMaTM4eCKOe yBegoOMIeHNe O Hanuuumn HoBon Bepcuu MO

CoxpaHeHwue v 3arpyska KoHdburypaumm

Bo3moxHOCTb nepepaun xypHana coObiTuiA Ha yAaneHHbli cepBep Wnu
nogkntoyeHHbIn USB-Hakonutens

ABTOMaTMYECKasi CUHXPOHM3aUUsi cucteMHoro BpemeHun ¢ NTP-cepsepom u
py4YHasi HacTpoWika AaTbl 1 BpeMeHU

YTtunuta ping

YTunura traceroute

KnveHT TR-069

SNMP-areHT

PacnucaHusi ans npaeBun 1 HacCTPOEK MEXCETEBOro 3KpaHa, aBTOMAaTU4ECKOW
nepesarpy3ku 1 COXpaHeHus1 pe3epBHON KOMUK KOHUrypauum ycTpoicTea Ha
nogkntoyeHHbIn  USB-HakonuTenb, BKoYeHWs/BbIKMOYEHNs HecnpoBogHomn
cetn un Wi-Fi-punetpa

ABTOMaTH4eckas 3arpyska cpanna KoHdurypauumm ¢ cepepa nposangepa
(Auto Provision)

HacTtpovika gericTeus Ans annapartHbIX KHOMOK
Co3faHne To4ek BOCCTAHOBIEHUS (aBTOMATUYECKM U BPYYHYHO)
YT1unura iPerf3 (knueHt/cepsep)

MapameTpbl 6ecnpoBogHOro Moayns

CraHpapTthbl

|IEEE 802.11ac Wave 2
IEEE 802.11a/b/g/n
|IEEE 802.11k/v

4 Jlns Hexotopbix Mozaeneit USB-moneMoB.
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0630p MapwpyTusaTopa

MapameTpbl GecnpoBoAgHOro MoAyns

[Ounana3oH yactot

Huana3oH yacmom 6y0em U3MEHsIMbCSI 8
coomeemcmeauu c npasunamu
paduoyacmomHo2o  pe2ynuposaHusi 8
Baweli cmpaHe

2400 ~ 2483,5 MI'y,
5150 ~ 5350 MI'y,
5650 ~ 5850 MI'y,

Be3onacHocTb
coeguHeHUus

6ecnpoBogHoOro

WEP

WPA/WPA2 (Personal/Enterprise)
WPA3 (Personal)

MAC-cunstp

WPS (PBC/PIN)

HdononHutenbHble yHKLUKN

Pexum «knueHT»

WMM (Wi-Fi QoS)

MHdopmauus o nogkntodeHHbIx Wi-Fi-knvneHTax
PaclumpeHHble HacTporkn

MHTennektyaneHoe pacnpegeneHune Wi-Fi-knueHToB
locteBasa Wi-Fi-ceTb / nogaepxka MBSSID

[Mepuoaunyeckoe ckaHMpoBaHWE KaHaNoB, aBTOMaTUYECKUIA Nepexon Ha Gonee
cBOBGOAHBIN KaHan

Moppepxka TX Beamforming ans amanasona 5 My,

ABTOMaTUYECKOE COrflacoBaHWE LUMPWHBLI KaHana C yCroBUSIMU OKpYXKatoLlen
cpeabl (20/40 Coexistence)

Mopaepxka TexHonorun STBC

Moptan aBTtopusaumm CoovaChilli

CkopocTb 6ecnpoBOAHOro coeguHEHUs

IEEE 802.11a: 6, 9, 12, 18, 24, 36, 48 1 54 M6wuT/c

IEEE 802.11b: 1, 2, 5,5 n 11 M6ut/c

IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 1 54 M6wuT/c

IEEE 802.11n (2,4 'Tw/5 I'Mu): ot 6,5 ao 300 M6uT/Cc (0T MCSO o MCS15)
IEEE 802.11ac (5 'Tu): ot 6,5 no 867 Méut/c (ot MCS0 no MCS9)

BbixogHas MOLHOCTb nepepatymka

MakcumanbHoe — 3HayeHue  MOWHOCMU
nepedamyuka bydem u3MeHAMbCA 8
coomeemcmeuu c npasunamu
paduoyacmomHo2o  pe2ynuposaHusi 8
Baweli cmpaHe

802.11a (TMnu4Has npu koMHaTHon Temnepatype 25 °C)
15 pbm npu 6~54 Mo6ut/c

802.11b (TnnyHasa npu komHaTHOM Temnepatype 25 °C)
15 gbm npu 1~11 MéuT/c

802.11g (Tnn4yHas npu koMHaTHOM Temnepatype 25 °C)
15 nbm npu 6~54 Méut/c

802.11n (TNNYHas nNpu kKOMHaTHOM Temnepatype 25 °C)
2,4 u:

HT20/HT40

15 gbm npn MCS0~15

51Ty

HT20/HT40

15 pbm npn MCS0~15

802.11ac (TnnyHas npu komMHaTHOW Temneparype 25 °C)
VHT20

15 pbm npu MCS0~7

VHT40/VHT80

15 pbm npun MCS0~9
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MapameTpbl 6ecnpoBogHOro MoAaynsa

quCTBMTeHbHOCTb npuemMHUKa

802.11a (TunuyHasa npu PER < 10% png naketa pasmepom 1000 Gant npwu
KoMHaTHou Temnepatype 25 °C)

-93 obm npu 6 MéuTt/c

-90 gbm npu 9 MéuTt/c

-90 obm npu 12 Méut/c

-87 nbm npu 18 Méut/c

-84 nbm npu 24 Méut/c

-81 obm npu 36 MéuTt/c

-77 obm npu 48 Méut/c

-75 nbm npu 54 Méut/c

802.11b (TvnuuHas npu PER = 8% pans naketa pasmepom 1000 6ant npwu
KoMHaTHou Temnepatype 25 °C)

-96 obm npu 1 Méut/c

-93 obm npu 2 MéuTt/c

-92 nbm npu 5,5 M6uTt/c

-88 obm npu 11 MéuTt/c

802.11g (TunuuHasa npu PER < 10% pans naketa pasmepom 1000 6ant npwu
KOMHaTHol Temnepatype 25 °C)

-93 obm npu 6 Méut/c

-91 gbm npu 9 MéuTt/c

-91 obm npu 12 Méut/c

-88 nbm npu 18 Méut/c

-85 obm npu 24 Méut/c

-82 npbm npn 36 Méut/c

-77 nbm npu 48 MéuTt/c

-75 nbm npn 54 Méut/c

802.11n (TunuuyHasa npu PER = 10% pns naketa pa3mepom 1000 Gant npwu
KOMHaTHol Temnepatype 25 °C)
2,41y, HT20

-92 pbm npn MCS0/8
-89 nbm npn MCS1/9
-87 nbm npn MCS2/10
-84 nbm npn MCS3/11
-80 obm npn MCS4/12
-76 obm npn MCS5/13
-75 npbm npn MCS6/14
-73 obm npu MCS7/15
2,4Tu, HT40

-89 nbm npu MCSO0/8
-86 abm npn MCS1/9
-84 npbm npu MCS2/10
-81 obm npu MCS3/11
-77 obm npn MCS4/12
-73 obm npu MCS5/13
-72 pbm npn MCS6/14
-70 obm npu MCS7/15
51Ty, HT20

-91 obm npu MCSO0/8
-88 obm npu MCS1/9
-86 obm npu MCS2/10
-83 obm npu MCS3/11
-79 obm npu MCS4/12
-76 obm npn MCS5/13
-74 npbm npun MCS6/14
-73 nbm npn MCS7/15
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MapameTpbl GecnpoBoAgHOro MoAyns

5Ty, HT40

-90 gbm npu MCSO0/8
-85 obm npu MCS1/9
-83 opbm npu MCS2/10
-80 gbm npu MCS3/11
-76 nbm npn MCS4/12
-73 pbm npu MCS5/13
-72 pbm npn MCS6/14
-70 obm npu MCS7/15

802.11ac (TunuyHas npu PER = 10% ansa naketa pasmepom 1000 6ant npu
KOMHaTHou Temnepatype 25 °C)
VHT20

-91 nbm npn MCS0
-89 obm npu MCS1
-87 nbm npu MCS2
-84 nbm npn MCS3
-81 nbm npn MCS4
-76 obm npn MCS5
-75 nbm npn MCS6
-73 nbm npn MCS7
-71 obm npu MCS8
VHT40

-89 obm npn MCSO0
-86 obm npu MCS1
-83 obm npu MCS2
-79 opbm npu MCS3
-77 obm npun MCS4
-73 obm npu MCS5
-72 pbm npn MCS6
-70 obm npu MCS7
-67 nbm npu MCS8
-65 obm npn MCS9
VHT80

-85 opbm npu MCSO0
-82 nbm npu MCS1
-80 gbm npu MCS2
-78 nbm npn MCS3
-74 pbm npu MCS4
-70 pbm npn MCS5
-68 obm npu MCS6
-66 obm npu MCS7
-63 obm npu MCS8
-61 abm npn MCS9

CxeMbl moaynauuu

802.11a: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

802.11b: DQPSK, DBPSK, DSSS, CCK

802.11g: BPSK, QPSK, 16QAM, 64QAM c OFDM

802.11n: BPSK, QPSK, 16QAM, 64QAM, 256QAM ¢ OFDM
802.11ac: BPSK, QPSK, 16QAM, 64QAM, no 256QAM ¢ OFDM

dusnyeckue napamMeTpbl

Pasmepsi (A x L x B)

238 x 156 x 31 Mm

Bec

328r
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
noaaepxkkoit MU-MIMO, 3G/LTE n USB-nopTom 0630p MapipyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarend

YcnoBusa akcnnyaTtauum

MutaHue . Bbixoa: 12 B noctosiHHoro Toka, 1,5 A

Temnepatypa . Pa6ouvas: ot 0 no 40 °C
XpaHeHusi: ot -20 go 65 °C

BnaxHocTb . Mpu akcnnyatauum: ot 10% 8o 90% (6e3 koHaeHcara)
Mpwu xpaHeHnmn: ot 5% po 95% (6e3 KoHaeHcaTa)

NMoppepxnBaemsie USB-Mogembi®

GSM - Alcatel X500

D-Link DWM-152C1
D-Link DWM-156A6
D-Link DWM-156A7
D-Link DWM 156A8
D-Link DWM-156C1
D-Link DWM-157B1
D-Link DWM-157B1 (Velcom)
D-Link DWM-158D1
D-Link DWR-710
Huawei E150

Huawei E1550

Huawei E156G

Huawei E160G

Huawei E169G

Huawei E171

Huawei E173 (Megafon)
Huawei E220

Huawei E3131 (MTC 420S)
Huawei E352 (Megafon)
Huawei E3531

Prolink PHS600

Prolink PHS901

ZTE MF112

ZTE MF192

ZTE MF626

ZTE MF627

ZTE MF652

ZTE MF667

ZTE MF668

ZTE MF752

5 Tlpow3BoauTeNh HE TApAHTHUPYET KOPPEKTHYIO pabOTy MapIipyTH3aropa cO BCEMH MOTU(PUKAIMSIMHU BHYTPEHHETO
I10 USB-MoaeMoB.

Ctpanunua 16 ns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

0630p MapwpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MoapepxmnBaemblie USB-moaembl

LTE

Alcatel IK40V

Brovi E3372-325

D-Link DWM-222

D-Link DWR-910 (peBu3usi D1)
Huawei E3131

Huawei E3272
Huawei E3351
Huawei E3372s
Huawei E3372h-153
Huawei E3372h-320
Huawei E367
Huawei E392
Megafon M100-1
Megafon M100-2
Megafon M100-3
Megafon M100-4
Megafon M150-1
Megafon M150-2
Megafon M150-3
Megafon M150-4
Quanta 1K6E (bunaiiH 1K6E)
Yota LU-150

Yota WLTUBA-107
ZTE MF823

ZTE MF823D

ZTE MF827

ZTE MF833T

ZTE MF833V

MTC 824F

MTC 827F

CMmapTdoHbI B pexxume mogema

Hekotopble mogenun cmaptdoHoB nog ynpaeneHvem OC Android
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n
noanepxkoit MU-MIMO, 3G/LTE 1 USB-nopTom OG3op mMappyTusaTopa

PykoBoacTBO nonb3osarens

BHewHul eud ycmpoticmea

BepxHsas naHenb

PucyHok 1. Bud eepxHel naHesnu.

CBeTtoamoaHbIN

3Ha4yeHune
MHAUKaTop

Fopum rocmosikHo 3arpy3ka ycTpouncTBa
(opaH:xesnbll) pysKa ycTp ’

Fopum nocmosiHHo (6enbili) IIuTanue BKIIFOYCHO.

MutaHue

Muzaem (6enbiii) O6nosnenne BayTpennero [10.
He 2opum IIutaHme OTKIIOUCHO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
noaaepxkkoit MU-MIMO, 3G/LTE n USB-nopTom 0630p MapipyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

CBeToamoaHbIN

3Ha4yeHue
MHAUKaTop
y WAN-coennHenue o YMOIIYaHUIO
Fopum nocmosiHHo (6esnbid)
YCTaHOBJICHO.
[IpoBogHOE WAN-coenuaeHmue o

Muzaem (6enbii)
YMOJYaHUIO aKTUBHO.

*  WAN-coequHeHue 1no yMOJTYaHUIO

NHTepHeT [opum nocmosiHHoO HC yCTaHOBJICHO, MU

(opatxeebil) e He coO37MaHO0 HH OmHOro WAN-

COCIUHCHMUA.

[TonsiTka ycranoBkn WAN-coeauHeHus 1o

Mueaem (opaHxxesbili)
YMOJTYAHHUIO.

He eopum WAN-kabens He HOIKIIOYEH.

BecripoBogHasi ceThb  COOTBETCTBYIOIIETO

Fopum nocmosiHHo (6enbil)
Jyana3oHa BKJIKOYECHA.

Ilepenaua  mamabix  uepe3  Wi-Fi-ceThb

Muaaem 6bicmpo (6enbll
BecnpoBoaHas cete ( ) COOTBETCTBYIOIIIEIO AUarna3oHa.

2.4G
BecnpoBogHas ceTb

5G Muzaem (6enbiti)

[ombiTka ycranoBku Wi-Fi-coenunenus c
oMol ¢pyHkimu WPS.

BecripoBogHasi ceThb  COOTBETCTBYIOIIETO

He eopum
Jara3oHa BBIKJIIOYEHA.

Ecnu unpukaropsl Ilutanue m HHTEpHET OJHOBPEMEHHO MUIalOT OPAHXKEBBIM, YCTPOMCTBO
HAXOAUTCs B aBapuitHOM pexxuMe. OTKITIOUMTE 1 BKIIIOUUTE MATAHKUE yCTpoicTBa. Eciu ycTpoiicTBO
CHOBA 3arpy3uTCsl B aBapUITHOM peXHUME, BBIIOIHUTE COPOC HACTPOEK yCTPOMCTBA MpPHU MOMOIIU
anmaparaoi kHonku RESET.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
noaaepxkkoit MU-MIMO, 3G/LTE n USB-nopTom 0630p MapipyTM3aTopa

PyKOBOD,CTBO nonb3oBarens

3aaHAA naHeNnb

PucyHok 2. Bud 3adHeli naHenu.

Knomnka mys ycranoBku OecrmipoBogHoro coenuHenus (pynkmus WPS) u

BKJTFOYECHHSI/BBIKITFOUEHHS OECITPOBOIHOM CETH.

st wmcronb3oBanus  (GyHKIMH  WPS: mpu  BKIIOYEHHOM  YCTPOHCTBE
HaXMUTE KHOIIKY, yAEpXKUBaiWTe 2 CeKyHAbl M oTmyctutre. CBETOAMOAHBIE
WPS unankaropsl becnipoBoanas cetb 2.4G u becnpoBoanasi cetb 5G 10TKHBI
HauaTh MHUTaTh.

Jnst BBIKITIOYEHUS OECIPOBOJHOM CETH: TPH BKIIOYEHHOM YCTPOMCTBE
HaXMUTE KHONKY W yaepkuBaiite 10 cekyHnna. CBeTOIMOMHBIE WHIUKATOPHI
BecnpoBoanas cetb 2.4G u becnpoBoanasi cetb SG 10 KHBI TIOTaCHYTh.

Knonka a1 cOpoca HacTpoek K 3aBOACKUM YCTaHOBKaM.

RESET Jis  BOCCTaHOBIICHHSI 3aBOJICKMX YCTAaHOBOK HEOOXOAMMO HaXarb |
yaepxkuBath 10 cekyH (IIpU BKIIOYUEHHOM yCTPOMCTBE).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
noaaepxkkoit MU-MIMO, 3G/LTE n USB-nopTom 0630p MapipyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

LAN 1-4 4 Ethernet-mopra a5 OAKITIOUEHHSI KOMITBIOTEPOB MJIH CETEBBIX YCTPOUCTB.

[TopT s noakIOUEHUs K BhIZCIeHHON Ethernet-TvMHUN WU MTOMKITFOUSHHUS
INTERNET kabenpHOrOo WM DSL-momema (peKkoMeHIyeTcs HCIOJIb30BaTh KaOelb,
BXOJISIIUN B KOMIUIEKT TOCTaBKH).

USB 2.0 [lopr nmna mnoxkmouenuss USB-ycTtpoiictBa  (Mozema, HAKOMHUTES,
) [PUHTEPA).

12V/1.5A DC IN |Pazwpem nuranus.

POWER Knonka a1 BKIIFOUEHHS/BBIKIIIOUEHHSI MapILIpyTU3aTOpa.

Taxoke MapuIpyTH3aTOp 000PYIOBaH YETHIPHMS BHEIIHUMU HeCheMHbIMU Wi-Fi-aHTeHHaMu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
noaaepxkkoit MU-MIMO, 3G/LTE n USB-nopTom 0630p MapipyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarend

Komnnekm nocmaseku

[Tepen ucnonb30BaHUEM yCTPOHCTBA yOSTUTECH, YTO B KOMIUICKT TIOCTABKH BKITIOUEHO CIICAYIONICE:
*  Mapmpyrtuzarop DIR-1260/SE,
*  ayanTep MUTAHUS MOCTOSTHHOTO ToKa 12B/1,5A,
* Ethernet-kabens,
* noKyMeHT «Kpamkoe pykoeoocmeo no ycmanoeke» (OyKIeT).
JlokyMeHTBI «Pykoeoocmeo nonvsosamensn» w «Kpamkoe pykoeoocmeo no ycmamnoexey

JOCTYIHBI Ha caiite kommanuu D-Link (cM. www.dlink.ru).

Hcnonp3oBaHne MCTOYHHUKA THUTAHMUS C HANPsAKCHUCM, OTIMYHBIM OT IOCTABJIACMOIO C
u YCTPONCTBOM, MOXKET IIPUBECTH K IOBPEKICHHUIO YCTPOMCTBA U HOTEPE TapaHTUM Ha HEro.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarend

MABA 3. YCTAHOBKA U NOOKIMIOYEHUE
MAPLUPYTU3ATOPA

lMpedeapumenbHasi nod2omoekKa

[Tepen nmoakitOYeHUEM yCTPONCTBA MPOYTUTE JTAHHOE PYKOBOJCTBO MOJIb30BaTeNsl. YOEAUTECh, UTO
y Bac umeercs Bce HeoOXonnMoe 00OpyJOBaHHUE, a TakKe MHPOPMAIMS IO BCEM HCIHOIb3YEMbIM
yYCTPOUCTBAM.

Komnbrorep nim MoOnJIbHOE YCTPOCTBO

Hactpoiika u ynpaBineHrue OecpOBOJHBIM JBYXAMANAa30HHBIM TMTaOUTHBIM MapIIpyTH3aTOPOM C
HoBeIM [IO Security Edition DIR-1260/SE (mamee — «MapmipyTH3aTOpOM») BBITIONHSIETCS C
MOMOIIBI0 BCTPOCGHHOTO web-uHTepdeiica. Web-untepdeiic moctyneH B Jr000i OmneparmoHHON
cucTeMe, KoTopasi oiepKuBaeT web-opaysep.

Bel Takke MoxeTe HCmonb30BaTh mnpuiokeHne D-Link Assistant st MOOWJIBHBIX YCTPOMCTB
(cmaprdonoB mnu mianmeToB) nox ynpasieaneM OC Android wmu 10S.

Web-6pay3ep aas IIK

s moctyna Kk web-uHTepdeiicy HACTPOHKH ¥ yIpaBICHHUS MapIIpyTH3aTopa PEKOMEHIYETCsI
UCTIOJIB30BAaTh Clenyromme web-opay3epsr mis [1K:

* Apple Safari Bepcuu 8 u BbILIE,

* Google Chrome Bepcuu 48 u BbiIE,

* Microsoft Internet Explorer Bepcun 10 u BbIIIe,
*  Microsoft Edge Bepcuu 20.10240 u BbI11IE,

* Mozilla Firefox Bepcuu 44 u BrIIIIE,

* Opera Bepcuu 35 u BbILIE.

Jns ycnerHoi paboTel ¢ web-uHTEpdeiicoM HAaCTPOWKH M yNpaBlIeHUs B web-Opaysepe ToJDKHa
ObITh BKJIIOYEHA moaaepxkka JavaScript. Yoemutech, 4To JaHHAs OMIMS He OblIa OTKIIIOYEHA
JPYTUM TPOTPaMMHBIM oOecriedeHreM (HarpuMep, aHTHBHPYCHOW mporpammoit wiu apyrum 10,
obecreunBaIUM  Oe30macHyr0 paboTy B [Io0anbHOW CceTH), 3amylleHHbIM Ha Barem
KOMIIBIOTEPE.

IIpoBonHas nim 6ecnipoBoaHas cereBasi kKapta (Ethernet- nim Wi-Fi-aganrep)

JIro00it KOMMBIOTEP, UCTIONB3YIOMIUNA MapIIPyTHU3aTOp, NOJKEeH ObITh ocHamieH Ethernet- mmum Wi-
Fi-agmantepom (cereBodi kaproil). Ecim Bam mopraTuBHBIM WM HACTOJNIBHBIA KOMIBIOTED HE
OCHalIeH ToMoOHBIM ycTpoiicTBoM, yctaHoBuTe Ethernet- mmm Wi-Fi-amanrep mepenm tem, kak
MPUCTYNHUTD K UCIIOIB30BaHUIO MapIIPyTU3ATOPA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLipyTusaTtopa

PyKOBO,EI,CTBO nonb3oBarend

BecnpoBoaHasi cBA3b

UYroObl ycTpolicTBa, 00pasyromue OecIpoOBOAHYIO CETh, MOIJIM HCIIONB30BaTh MApIIPyTHU3ATOP, B
HUX JOJbKHA OBITH YCTaHOBJIEHA OecripoBogHas ceteBasi kapra (Wi-Fi-amanrep) ctangapra 802.11a,
b, g, n wim ac. Kpome Toro, 1uist JTaHHBIX YCTPOHUCTB HEOOXOAMMO 3a71aTh 3HAYCHUS UICHTH(PUKATOPA
SSID, nHomepa kaHama W TapaMeTpoOB OE30MAaCHOCTH, KOTOpBIE OMpeeieHbl B web-uHTepdeiice
MapIIpyTH3aTopa.

USB-monem

Jns Toro uyto0Ob! moakiounthes k cetu LTE wim 3G, Bam HeoOxogumo nmoaxkimounts USB-Monem k
USB-nopry wmapmpyTtuzaropa. 3arem uepe3 web-untepdeiic mapmpyrtuzaropa Bel cmoxere
HACTPOMTH TOAKIIOYEHHE K ceTH MHTepHeT,

B USB-moneme nomkHa OBITE VeTaHOBIEHa akTuBHas SIM-kapra Barero oneparopa.

Hexotopeie omeparopsl _TpeOyroT aktuBanmu USB-MozeMa 1epea  HCIOIb30BAHUEM.
' OOparuTech K MHCTPYKIIMAM IO TOAKIIOYCHHIO, MPEAOCTABICHHBIM BammM omneparopom
®  [IpU 3aKIIOYCHUH JIOTOBOPA WJIM Pa3MEIIEHHBIM Ha ero web-caiite.

/lns HekoTopbix Mojnener USB-mMoneMoB HE0OXOIMMO OTKIIYUTH 1poBepky PIN-koma

SIM-kapThl 10 noakirodyeans USB-MoneMa K MapIipyTH3aToDYy.

6 O6paTI/ITeCI) K BameMy OIepaTopy AJisd NOJIyUCHUA I/IH(I)OpMaHI/II/I O 30HC IMOKPLITHA YCIIYTH U €€ CTOUMOCTH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

YcTaHoBKa n nogknoyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLupyTusaTopa
PykoBOACTBO Monb3osarens

lModknro4yeHUe K KOMIbIOMepPy U e20 HacmpoukKa

NMoaxknroueHne Kk komnbroTepy ¢ Ethernet-agantepom

1. Tlomkmrounte Ethernet-xabenp k omHomy u3 LAN-mopTOB, pacmojiOKEHHBIX Ha 3agHEH
naHeN MapipyTusaropa, u k Ethernet-aganrepy Bamero kommnsrorepa.

2. Jina nooxkmouenus uepes USB-mooem: muonxmounte USB-momem k USB-mopry’,
pAacIoIoKEHHOMY Ha 3a/IHEH IMaHeNIn MapIIpyTH3aTopa.

B HekoTophix ciydasx mocne nonkiroudeHus USB-monema HeoOXOOMMO mepe3arpy3HThb
MapIIpyTH3aTop.

3. Tlomxitounte apantep MNUTAaHUS K COOTBETCTBYIOIIEMY pa3beMy Ha 3aJHEd NaHeIu
MapIIpyTH3aTOpPa, a 3aTEM — K AIEKTPUUECKON pPO3ETKE.

4. Bxurounte Mapupytusarop, Haxas kKHOKy POWER Ha 3a7Heil naHenu ycTpoicTsa.

Hanee neobxomumo yoOemuthesa, uto Ethernet-amanrtep Bamero kommberoTepa HacTpoeH Ha
aBTOMaTHueckoe nonydenue [P-anpeca (B kauectee DHCP-kimenTa).

7 USB-Monemsl pekoMeHayeTcs nogkiatodars k USB-nopty mapmipytusaropa npu nomouu USB-ynausauTens.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLupyTusartopa

PyKOBOD,CTBO nonb3oBarens

ABTOMaTnuyeckoe nonydeHme IP-agpeca (OC Windows 7)

1. Haxwmure kaonky ycK u nepeiinure B pazaen NaHenb ynpaBneHums.

2. Beibepure nynkr LIeHTp ynpaBneHnsa cetamm n ob6wmm pgoctynom. (Eciu nanens
VIOPaBJICHUS UMEET BHJI «IO0 KaTeropwsiMm» (B BEPXHEM IPaBOM YIIy OKHA B CITHCKE
MpocmoTp BoiOpan nyukt KaTeropwusi), Beibepute ctpoky [MpPOCMOTpP COCTOSIHMA
ceTtu u 3aaad nog nyakrom CeTb M UHTEpHeT.)

([B=N| B =8

MoaknkoYeHWa K
yAaneHHsIM paboumm

MNporpammel No

7 YMONYEHWIO

_r 3
s ™ B8 » Mawensynpaenenua » Bce 3nemenTel NnaHen ynpaeneHus

MpwcTynan k paboTte

PacnosHaeaHue peun

- | +y | | Mouck & naxHenu ynp.

Har:TpoﬁKa napamMeTpoB KOMMNbKOTEPa MpocwmoTtp:  KpynHele sHadkn ™
- . | YCK A
~ [apameTphl 7 |
P P l HapaME.‘prl nanokK E.' nepCOHa.-"IHBaLI,Hﬂ
MHAEKCWPOBaHWA

Mporpammel 1
KOMMOHEHTHI

Poantensckuii KOHTpOAL

CueTumkm n CpeacTBa

4 CeoiicTea obo3pesaTens [‘L,I;Q Cuctema -I e
¥ NpPOM3B0ANTENBHOCTH
f'; TenedoH n moaem E Ynpaenenve LBETOM E YcTpaHeHve Henmoaaqok
] _ YueTHble 3anucu [y LleHTp obHoBNEHMA
| YCTPOWCTBa W NPNHTEPSI - ] .
= D nonsbzoBaTenei =i Windows
: #m LlenTp cneuwnansHeix
LleHTp noasepsin LleHTp cvHxpoHM3aLmm Eacy _
L ¥ BO3MOXHOCTER
.I.-l. LleHTp ynpaeneHua ceTaMM % LndppoeaHre Ancka Ll\ WpdTH
=M o6uwm socTynom ¥% BitLocker
T A3blk W perMoHanbHble
: SKpaH SneKTponUTaHue T &

CTaHAapThbl

a8AeHuRA

ol

PucyHok 3. OkHo lNaHenb ynpaesieHus.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

3. B MeHwo, pacrojOXeHHOM B JIEBOW 4YacTH OKHA, BbIOepuTe NyHKT WM3MeHeHue
napameTpoB aganTtepa.

GO~

MaHene ynpasneHus -
ACMALUHAR CTPaHNLE

¥npaeneHne BecnpoBogHEIMK
CETAMM

MzmeHeHne napamMeTpos
a4anTepa

WzMEHNTE ACNCAHUTENEHEIE
napaMeTphbl 0BLErD A0CTyTE

Cra. Takcke
Bpanamayap Windows
JomatHas rpynna

CeolicTea oGozpeeatena

e =
ve <« Cete n MnTepHer ¢ LleHTp ynpaeneHua ceTamm u ocBimm AocTyncm - |4'r?| | Mouck s nadenu ynpasaeHua 0O |

MNpocMoTp OCHOBHBIX CBEAEHWI O CETWM W HACTPOMKa NOAKAKYEHWA

i Iy MpocMmoTp nonHol KapTel
E:!.! x () P P P

1l WHTepHET
(3TOT KeMNETER)

ﬂpDEI".IDTp BKTHEHEIX CETER HC,EI.F_"IF:‘-IEHHE K CETH
B ,\'J,EHHbIﬁ FMOMEHT BEbl HE MNOJKAHIYEHEI HH K KaKoH CETH,

zrmEHEHWE CETERRIX napameTpos

':El He-_'rr:cﬁr.e HOQBOM® NOAKAHNEHHMA WK CETH

Hactpoiiks BecnpoBcAHCro, LUMPOKONOADCHOTS, MOAEMHOIS, NPAMOrS UK
YPM-negentoderns K 3Ke HECTPOHKE MaPLUPYyTHIATCRa MAK TOYKKM 40CTyna.

'-5. MogknoUnTECA K CETH

MoakntoYeHne WA NCETCPHCE NOAKARYEHHE K BECNPOBCAHOMY, NPCECAHOMY, MOAEMHOMY
CETEBCMY COEAMHEHWKS MAW Nogrnrzyerme k VPR,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos obLLErs AccTyna

,.':LEICT_‘,"I'I K ¢IE|:"I.|13I'-.I W NPUHTERAEM, PACNOA0HEHHBIM HE Ay IWX CETEERIX KOMMOBHITEDEX, WAK
W3IMEHEHMWE N32aMETROE DELI.I,EFD AocTyna.

@ ¥cTpaHeHne Henonagok
[AWarHocTiKa M MCNPaEAEHNE CETEER NPEBAEM AN NOAYHEHNE CEEAEHNIT 0B MCNpaBaeHuN,

PucyHok 4.

OkHo Lenmp ynpaesieHusi cemsimu u o6uyum docmyrnom.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

YcTaHoBKa n nogknoyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLupyTusaTopa
PykoBOACTBO Monb3osarens

4. B oTkppIBHIEMCS OKHE UICJIKHUTE IPaBOM KHONKOW MBIIIM MO COOTBETCTBYIOIIEMY
NMoaknoYyeHU0 NO NoKanbHOM CeTU u BribepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

E=8 Nol /==
@Uv| E-' ¢ Manene ynpaeneqna b Cete u Minteprer b CeTeBbie NogkntoHeHnA b b4 |¥? | | Mouck: Cemesbie NodkAGHEHUA e |
Ynopagounts v =~ 0 @

L OAENHOMYEHNE no NOKaNsHOR CETH
L

- = T

—

~ B Otkniounts
e
CocToanme

JwarHocTrka
¥ Hacrpoiika mocTa

Co3aaTe ApnbLIK
¥ aanute

H  Mepenmenosate

) Csoiictea

PucyHok 5. OkHo Cemeeble MoOKII04YeHUs.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

YcTaHoBKa n nogknoyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLupyTusaTopa
PykoBOACTBO Monb3osarens

5. B oxue NoaknroyeHUe no nokanbHOW ceTu — CBOMCTBA Ha Bkiaake CeTb BriaeuTe
crpoky NMpoTokon UHTepHeTa Bepcuu 4 (TCP/IPv4). Haxxmurte kaonky CBOMCTBA.

s .

17

2 TMogknHoYeHWE No NOKANBHOW CETH - CEOWCTEA @

CeTe

Mok moyeHkHe Hepes:

[
-

QTME'-IEHHI:IE EORMAOHEHT Bl MCAONEIYKTCA 3TN NOLENHKYEHME!

M K menT ana ceted Microsoft

.@ MnaHWpoEWKE, NakeTos [Ho5

.@ Cnysta 4ocTyna K $alinak M NpMHTEpar ceTed Micm...
i [Tporokon MHTepHeTa sepod B [TCR/IPYE]
B8 [poTokon MHTepHeTa Eepoid 4 [TCRAAPwd]
<t NpaliBep B/& TONONOra KaHaNEHOrD YpoEHA

it JTEETUME GBHAPYKEHMA TANOADMAM KaHANEHOMD YDoEH:

HCTaHOBMTE. .. Hpoamire CEOHCTES

Qnucanue

Mporokan TCPAAF - cTaHgapTHER NpoTokon rnodansHe:s
CETE, OAECNEYHESIIWME CEASE MEHAY DASAMYHEINIA
EZAMMOLEACTEYRILL MR CET Abdl,

] ] [ OTreHa

PucyHok 6. OkHo ceolicme roOKIIKYeHUs 110 fI0KaslbHOU cemu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarend

6. Yb0emutech, 4YTO TMeEpeKIoUaTead ycraHoBieHsl B monoxeHus Monyuntb IP-agpec
aBTomatnyeckum u Monyuntb agpec DNS-cepBepa aBTOMaTuM4yecku. Haxmurte
kuonky OK.

¥

Ceoicrea: MNpotokon Mateprera sepovn 4 (TCP/IPw) @

Ofwme ANbTEPHATHEHAA KOHGHM YpaLHA |

MapameTpel IP MOy T HASHAYATECA SETOMATHHECKH, BCIHM CETE
NoAASpHHESET 3TY BOSMOXHOCTE. B NPOTHEHOM CRWYag NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRETORA,

@ Tonyqnte IP-aapec SETOMATHYECKH

() McnonesosaTe CNeAYHOWMA IP-aapec:

@ NonyJnTe aapec DNS-CEpEEpDa SETOMATHYECKK

() MCcnones0BaTe CNEAYHIWKME aapeca DNI-CepEepos:

MoATEERAMTE NApaMETOEI NP BEXO4E [ AONONHHTENEHD. . ]

[ 0];% ][ OTHEHS ]

PucyHok 7. OkHo ceoticme ripomokona TCP/IPv4.

7. Haxwmure kaonky OK B OkHE CBOHCTB MOIKITFOYCHUSL.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBOD,CTBO nonb3oBarens

YcTaHoBKa n nogknoyeHue
MapLupyTusartopa

ABTOMaTnuyeckoe nonydyeHme IP-agpeca (OC Windows 10)

1. Haxwmure kHotiky MyCK u nepeiinure B pasznen MNapameTpsbl.

2. Broibepure nynkr CeTb n UHTEpHeT.

MapameTpsl

[MapameTpsl Windows

|—|a;",' napameTp

g Cucrema '='5

3KpaH, 3B8YK, YSEAOMAEHHA,
nuTaHue

D Tenedon @

Cerzate ycTpoicrso ¢ Android,

iPhone
b =—
@ MNepcoHanuzauma [
O —

DoH, 3KpaH GAOKMPOEKHK, LEETa

R YueTHble 3anucum E;?'

YueTHEIE SANWCK 30, NoYTE

YcrporcTtea
Bluetooth, npuHTepsl, Ml

CeTb v ViHTepHeT
Wi-Fi, pescim "B camonete”,
VEN

MpunoxeHna
YaaneHwe, 3Ha4eHMA No
YMONYSHUES, AOM. KOMMNOHEHTE

Bpema u a3k

PacnossapaHune ronocs

PucyHok 8. OkHo Mapamempsi Windows.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBOD,CTBO nonb3oBarens

3. B pasgene U3MeHeHMe ceTeBbiX MNapaMeTpoB BoeiOepute mnyHkr HacTpownka
napameTpoB aganTtepa.

<« Mapamerpe — O hd |

(R Tnastan CoctoaHume
Haiiti napametp po; Bul noakaroyeHel K VIHTepHeTy
Ecnw y Bac TMMMTHBIA TapUdHLIA NMAaH, Bbl MOXeTe HAaCTpPOWTh
CeTb 1 MHTEpHET 3TY CeTb KakK AMMUTHOE MOAKAIOUSHWE WKW M3MEHWUTL ApYTHe
CBOWCTBA.

I B CocrosHne 3MeHMTEL CBOWCTEA NOAKAKUEHMA

7w Wi-R Mokasate AOCTYTIHBIE CETH

¥ Ethernet
VameHeHWe ceTeBblX ﬂapaMETPOB

| % Habop Homepa
@ HacTpoika napameTpoe ajgantepa
HpDC‘.‘IC-Tp CeTeBLIX afanTepoeR W USMeHEeHWa NapaMeTpoe
% VPN NoanoYeHWA,

| DF  PeXWM «B CAMOJIETES % MapameTpel 0BLLEr0 A0CTYNA
OI'IpE,'lE," MTE, K KakKMM JaHHBLIM Ebl XOTUTE NDEAOCTIENTE 4OCTYN

- ans CETEF_ C KOTODBIMK }'CTaHGBﬂe-lG coeiHaHKe,
) MoBWMAEHBIA ¥oT-cnoT

A CpeacTBO YCTPaHeHMA CeTeBblX HENOAasoK
WcnonbsogaHne AaHHbIx AMarHoCTMKa W ycTpaHeHne npobnem ¢ ceTkio,

B T s T MNpocMOoTp CBOWCTE CETH

PucyHok 9. OkHo Cemb u UHmepHem.

Ctpanunua 32 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

4. B oTkpeIBHIEMCS OKHE IIEIKHHATE IIPaBOM KHONKOM MBIIIA 110 COOTBETCTBYIOIEMY
NMoaknoYyeHU0 NO NoKanbHOM CeTU u BribepuTe cTpoKky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

&' Cereebie noginroqeHa

4 & 5 MaWensynpaeneHns > Boe 3NEMEHTHI NAHEAW YNPAEAEHWA * CETEBBIE NOAKAKIYEHNA > w )
¥nopagouute * OTkArOUEHWE CETEBOTO YCTROACTER AnarHocTika NoaknHYeHHA MepenmeHoBaHWE NOAKNHIYEHWA
- = -
l.- MoaknroyeHne No ACKaNsHDA CETH L- BecnpoBoaHan ceTe
~ ﬂ".-‘jr_-f I G s o HeT nogrntoqeHns
= Omentounts 4 dﬂﬂ CQualcomm Atheros ARD283 302.1..,
Coctoanune
JduarHoctnka

HacTpoika mocTa

Co3gate Apnbik
¥Yaanute

MepenmeHoBaTe

| Qee @

CeolicTea

PucyHok 10. OkHo Cemeebie NOOK/THOYEHUS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBOD,CTBO nonb3oBarens

5. B okne lNopakniovyeHne no nokanbHOM ceTU: cBOMCTBA Ha Bkianke CeTb Bbigenure
crpoky IP Bepcum 4 (TCP/IPv4). Haxxmute kHonky CBOMCTBA.

2 TNogkntoYeHWe No AoKansHOW CETH: CBOMCTER >

Cem ﬂucnﬂ

Mook nioueHKe Hepes!

I? Realtek PCle FE Family Controller

CmieyeHHbBIE KOMMOHEHTBI HMCNONE3¥HOTCA 3TMM NOOKNHDYEHWMEM

[ &8 Knnent ana ceteil Microsoft A
(] ¥ OBuwwit nocTyn k daiinam u npuHTepam ana ceteit Mi
Il ":E_] MnanvposwmK nakeTos QoS

'R P sepcin 4 (TCP/1Pvd)
O 4 MNpoTokon MyneTMRRexcopa ceTesoro agantepa (Mai
d 4 Opaiesep npoTokona LLOP (MafkpocogT)

O 4 |P sepoia & (TCP/IPvE) W
£ >

Y¥CTaHOBWTE .. YoaniTe | CeoilcTea
Cnucanwe

MpoTorkan TCP/AIP. CTaHoapTHeId NpoTokon rnofansHex
ceTell, ofecneYMBaLMA CEASE MEXOY DasNHYHEIMM
E3aMMOLSACTEYIOWMMI CETAMM.

QK Cmaena

PucyHok 11. OkHO ceolicme nodKYeHUs o f10KanbHOU cemu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

6. Ybemutech, 4TO MEPEKIIOYATENM yCTaHOBIEHBI B mojioxkenus [lonyuutb IP-agpec
aBTomatnyeckum u Monyuntb agpec DNS-cepBepa aBTOMaTuM4yecku. Haxmurte
kuonky OK.

Ceodfctea: IP eepoun 4 (TCP/IPwd) >

Ofume ANETEPHATMEHAA KOHDWryPaLYAA
MapameTpel IP MOMHO HA3HEYETh GETOMETHHECKM, ECIH CETh

NoA0EHMESET 5TY BOZMOMHOCTE. B NPOTUMBHOM CNyJae y3HalTe
napamMeTpel IP v CETEBOM0 aAMMHWCTPETOPE,

@ Mony4uTe IP-aapec aETOMaTHHYECKH

O Mcnone30BaTE CNeayowmMi IP-anpec:

@ MonyuTe aapec DNS-cepeepa SaBTOMATHYSCKH

O Mononesoeate cneayrowme agpeca DNS-cepeepoB:

HD,EITBEFI,'JHTI: NapaMeETPbl NP EbiXo4e

LononHUTENRHO. ..

PucyHok 12. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmure KHOTIKY 3aKPbITb B OKHE CBOWCTB MOJKJIFOYCHHSI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLupyTusartopa

PyKOBO,EI,CTBO nonb3oBarend

NMoaxkniroueHne k komnbrotepy ¢ Wi-Fi-agantepoM

1. Jlna nooxkmouenus uepes USB-mooem: muonxmounte USB-momem k USB-mopry?,
pAacIooKEHHOMY Ha 3a/IHEH IMaHeNIn MapIIpyTH3aTopa.

B HekoTophIX ciiydasx mocne monkiarodeHus USB-monema He0OXOMMMO Tepe3arpy3uTh
MapIIpyTU3aTOpP.

2. llopxmrouuTe ajanTep NHUTAHUSA K COOTBETCTBYIOLIEMY pa3beMy Ha 3aJHEH naHelu
MapIIpyTH3aTOpPa, a 3aTEM — K AIEKTPUUECKON pPO3ETKE.

3. Bxmounte mapuipyTtusarop, Haxxas kHonky POWER Ha 3aiHeli naHenu ycTpoiicTaa.

4. Yo6emutech, uto Wi-Fi-amantep Bamero xommpioTepa BkIOYeH. Ha mopTaTHBHBIX
KOMIIBIOTEpPAX, OCHAIEHHBIX BCTPOEHHBIM OECHpPOBOIAHBIM CETEBBIM aJaNTEPOM, Kak
NpPaBUIO, €CTh KHONKA WM IEepeKIIoYaTesb, aKTUBUPYIOUIMH OecrnpoBOAHON ceTeBOM
amantep (cM. pokymenramuio no Bamemy IIK). Ecnm Bam kommbeioTep ocHalieH
HOAKJIIOYaeMbIM ~ OECIIPOBOJHBIM ~ CETEBBIM  aJalTepoM, YCTAHOBUTE IPOrpaMMHOE
o0ecrieyeHre, MOCTaBIsIEMOE BMECTE C a/IallTEPOM.

Hanee HeoOxomumo ybOemuthes, uro Wi-Fi-amantep Bamero &xommbeoTepa HACTPOCH Ha
aBTOMaTHueckoe nonydenue [P-anpeca (B kauectee DHCP-kimenTa).

8 USB-mozaems! pexkoMenayerca noaxodars k USB-nopty mapmpytusatopa npu nomommu USB-ymnunuTens.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

ABTOMaTHn4yeckoe nony4yeHue IP-agpeca 7 noak/irouYeHme
Kk 6ecnpoBogHoit cetn (OC Windows 7)

Haxxmure kaonky MycK u nepeiinute B paznen MNaHenb ynpaBneHus.

2. Bsibepure nyukr LIeHTp ynpaBneHuMsa cetamm n ob6wmm poctynom. (Eciu nanens
YHOpaBJICHUA HMECT BUA «II0 KaTCTOPpHUAM (B BCPXHEM IIpaBOM YIUIy OKHa B CIIMCKC
MpocmoTp BeiOpan nynkt KaTeropwusi), Beibepute ctpoky [pPOCMOTpP COCTOSIHMA
ceTu u 3apaad noa nyukrom CeTb M UHTepHeT.)

[E=8 Eoll /==

@Uv|@ » Manene ynpaeneqna » Bce 3nemeHTBI NaHENW YNPABAEHNA B - |¢, | | Mouck & naHenu ynpasnerus D |
HaCTpDﬁKa napamMeTpoB KOMIMbHOTEPa MpocwmoTtp:  KpynHele sHadkn ¥

IycK p

~ [lNapameTpsl
“¥ NHAEKCMPOBaHMA

* MoaknkoueHWna K
E 29 yAaneHHeIM paboumnm

MapameTpel Nanok MepcoHannzauma

& ol |

Mporpammel 1

Mpuctynas K pabote
prcty P KOMTOHEHTBI

k@:l._r‘-—ﬂl

PacnosHasaHne peun PoanTenscknin KOHTPOAB

&

|@t MNporpammel No
N YMONYEHWID

> ) H
CeoiicTsa obospesaTens

CueTunkm n CpeacTBa
NMPOMZECANTENBHOCTH

Cucrema

k|
J

.’."; Tenedor n mogem ¥YnpasaeHne LEETOM YcTpaHeHwe Henonasok

YueTHble 3anmcw &y LenTp obHosnenwma

L S o
A7 YCTpOWCTBa M NpUHTEPH - ;
=3 P P P nons30BaTenci <dl  windows

m

A LLEHTp CneUWanbHbIX

W LleHTp noasepxkn

LleHTR cvHXpOHMzaLmMK

4@ &

' BO3MOKHOCTEWN
:-l. LLeHTp ynpaeneHna ceTaMM WndpposaHne ancka WpmdTei
1 0BLWMM JOoCTYNOM BitLocker Lﬁ\
\[ Jh AsbiK M permoHanbHble
JKpaHd JneKTponUTaHue T | &
Z w2 cTaHAapThl -

PucyHok 13. OkHo lMaHenb ynpasneHus.

3. B MeHI0, pacrmoliokeHHOM B JIGBOH 4YacTH OKHA, BbIOepuTe NyHKT W3MeHeHue
napameTpoB aganTtepa.

4. B OTKpBIBIIEMCS OKHE ILEIKHUTE IPaBOM KHOIKOW MBIIIM IO COOTBETCTBYIOLIEMY
BecnpoBogHOMYy ceTeBOMYy coeAuHeHuIo. Yoemutech, uto Bam Wi-Fi-agantep
BKJIFOYCH, a 3aTeM BbIOepuTe cTpoky CBOMCTBA B MOSIBUBIIEMCSI KOHTEKCTHOM MEHIO.

5. B oxue BecnpoBogHoe ceTeBoe coeAuMHeHWe — cBoMcTBa Ha Bkiaake CeTb
Beienute ctpoky Mporokon UHTepHeta Bepcum 4 (TCP/IPv4). Haxmvute KHONKY
CBoucTtBa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

YcTaHoBKa n nogknoyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLupyTusaTopa
PykoBOACTBO Monb3osarens

6. Ybemutech, 4TO MEPEKIIOYATENM yCTaHOBIEHBI B mojioxkenus [lonyuutb IP-agpec
aBTomatnyeckum u Monyuntb agpec DNS-cepBepa aBTOMaTuM4yecku. Haxmurte
kuonky OK.

CeoicTea: MpoToken Minteprera sepovn 4 (TCP/IPW) @

Ofwme ANbTEPHATHEHAA KOHGHM YpaLHA |

MapameTpel IP MOy T HASHAYATECA SETOMATHHECKH, BCIHM CETE
NoAASpHHESET 3TY BOSMOXHOCTE. B NPOTHEHOM CRWYag NapaMeT okl
IP MOMHO NONYYMTE ¥ CETEEOMD AAMMHMCTRETORA,

@ Tonyqnte IP-aapec SETOMATHYECKH

() McnonesosaTe CNeAYHOWMA IP-aapec:

@ NonyJnTe aapec DNS-CEpEEpDa SETOMATHYECKK

() MCcnones0BaTe CNEAYHIWKME aapeca DNI-CepEepos:

MoATEERAMTE NApaMETOEI NP BEXO4E [ AONONHHTENEHD. . ]

[ 0];% ][ OTHEHS ]

PucyHok 14. OkHo ceoticme nipomokona TCP/IPvA4.
7. Haxwmure kaorky OK B OkHE CBOMCTB MOAKITIOYCHHUSI.

8. UroObI OTKpPBITH CIHCOK JIOCTYMHBIX OECIPOBOMHBIX CETEH, BBIACIUTE 3HAYOK
OECTPOBOHOTO CETEBOTO IMOJAKIIOYCHHS M HaxxmMuTe KHomky [logkrnrovyeHue K win B
007aCTH YBEIOMJICHHH, PACIIOJIOKCHHOW B MPABOM YacTH MaHENH 3a7a4, HAOKMHUTE JIEBOU
KHOITKOM MBIIIY Ha 3HAYOK CETH.

Her NoAKNHYYEHMA - Ecte ACCTYNHBIE NOAKAHYEHWA

AU 16:07

- |"‘| O 310001

PucyHok 15. Obnacme yeedomrneHuli naHesnu 3aday.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarend

9. B orkpeiBiiemMcs okHe BecnpoBogHoe ceTeBOe MNOAKMIOYEHUE  BBIICIUTE
6ecnpoBonHyto ceth DIR-1260 (mis padotel B auama3one 2,4 ['Tn) win DIR-1260-5G
(st pabotel B auanasone 5 ['T), a 3arem Haxxmute kHOKy [oAaknovyeHue.

Her noginroyeHns *s
|ﬂ l | EcTk AocTynHEIE NOAKAKIYEHKA
BecnpoBogHOE CETEEDE CORAMHEHME “
wireless router 1"1“.
’;:l Mogkntovuateca (| Ooaenroyedne I

H SdETORATHHECKHK

LI,EHT[‘: YyN@agneHna CETAMK K C'ELLI,HP.I ACCTYNCoM

PucyHok 16. Criucok docmyrHbIx cemed.

10. B otkpeiBIiemMcst okHe BBeauTe Kitou cet (cM. WPS PIN Ha Hakneiike co mTpux-KoJoM Ha
HIDKHEH maHenu ycrpoiictsa) B mosie Knroy 6e3onacHocTH u naxmure kaornky OK.

1. Ionoxaure 20-30 cexyna. [locne Toro xkak coequHeHue Oy/leT YCTAaHOBJICHO, 3HAYOK CETH
IIPUMET BUJI ILIKAJIbI, 0TOOpaXkaroliel ypoBeHb CUTHAJIA.

Ecnu nepBryHas HacTpoika MapiipyTuiaTopa BeinonHseTcs dyepe3 Wi-Fi-coennnenue, To
Cpazy mociie M3MEHEHHs] HacTPOeK OeCHpPOBONHON CeTH MapuipyTH3aTopa, 3aJaHHBIX I10
YMOJTYaHWIO, Heo0xonumo OyneT 3aHOBO YCTAHOBUTH _OECIPOBONHOE COCNHHEHUE,
KCIOJNb3Ys TOJBKO YTO 33aJJaHHBIC MAPaMETPBI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLupyTusartopa

PyKOBO,EI,CTBO nonb3oBarens

ABTOMaTHn4yeckoe nony4yeHue IP-agpeca 7 noak/irouYeHme
Kk 6ecnpoBogHoit cetn (OC Windows 10)

1. Haxwmure xkHotKy MyCK n nepeiinute B pasnen NapameTpbil.

2. Beoibepure nynkr CeTb n UHTEpHeT.

Mapamerpsi - O hd

[MapameTpsl Windows

g Cuctema |- YcTpolcTea
3KpaH, 3BYK, YSEAOMAEHWA, 2 Bluetooth, npuxTepsl, Ml
nuTaHKe

D Tenedon @ CeTb v MIHTepHeT

Cerzate ycTpoicrso ¢ Android, Wi-Fi, pexum "B camonere”,
iPhone VPN

O —
MNepcoHanuzauwna E—  [lpunoxerua

&

YaaneHwe, SHa4EHMA Mo
YMONYEHMIG, 4ON. KOMIOHEHTE

OoH, 3kpan BNoOKMPOBKM, LEETA

YueTHble 3anucu (T Bpema u a3bik
9 AZE P

YUeTHEIE AWM 30, NCYTE PacnozHaesHue ronocs

Pucyrok 17. OkHo lMapamempb1 Windows.

3. B pasgene U3MeHeHMe ceTeBbiX MNapaMeTpoB Boibepute mnyHkr HacTpownka
napameTpoB aganTtepa.

4. B OTKPBIBHIEMCA OKHE IHCJIKHHUTEC HpaBOfI KHOIIKOM MBIIIH TI0 COOTBCTCTBYIOLIEMY
BecnpoBogHOMY ceTeBOMYy coeAuHeHuto. Yo6emutech, uto Bam Wi-Fi-agantep
BKJIFOYCH, a 3aTCM BLI6epI/ITe CTPOKY CBOﬁCTBa B ITOABUBIICMCA KOHTCKCTHOM MCHIO.

5. B oxne BecnpoBogHOoe ceTeBoe coeAuHeHMe: CBOWCTBA Ha Bkiagke CeTb
Beienute ctpoky IP Bepcum 4 (TCP/IPv4). Haxmure kaonky CBOMCTBA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

6. Ybemutech, 4TO MEPEKIIOYATENM yCTaHOBIEHBI B mojioxkenus [lonyuutb IP-agpec
aBTomatnyeckum u Monyuntb agpec DNS-cepBepa aBTOMaTuM4yecku. Haxmurte
kuonky OK.

Ceodfctea: IP eepoun 4 (TCP/IPwd) >

Ofume ANETEPHATMEHAA KOHDWryPaLYAA
MapameTpel IP MOMHO HA3HEYETh GETOMETHHECKM, ECIH CETh

NoA0EHMESET 5TY BOZMOMHOCTE. B NPOTUMBHOM CNyJae y3HalTe
napamMeTpel IP v CETEBOM0 aAMMHWCTPETOPE,

@ Mony4uTe IP-aapec aETOMaTHHYECKH

O Mcnone30BaTE CNeayowmMi IP-anpec:

@ MonyuTe aapec DNS-cepeepa SaBTOMATHYSCKH

O Mononesoeate cneayrowme agpeca DNS-cepeepoB:

nE--.'ITBEFI'_'IHTb NapaMeETPbl NP EbiXo4e

LononHUTENRHO. ..

PucyHok 18. OkHo ceoticme npomokona TCP/IPvA4.

7. Haxmure KHOTNKY 3aKPbITb B OKHE CBOWCTB MOJKJIFOUYCHHSI.

8. UToOBl OTKpBITh CHUCOK JIOCTYIHBIX OCCIPOBOAHBIX CETEH, BBIICIHTE 3HAYOK
0ecnpoBOHOTO CETEBOTO MOAKIIOYCHUS M HakMHUTe KHONKYy [logkniovyeHue K win B
o0nacTé yBeJOMIICHHH, PACIOIOKEHHOW B MPAaBOW YacTH MaHENW 3a]a4, HAKMHUTE JICBOM
KHOIIKOM MBIIIH Ha 3HAYOK CETH.

He NOAKAHXYEHD: ECTE A0CTYNHBIE NOAKNHIYEHWMA

4 2 Tl
A~ 8 dx PYC oo

PucyHok 19. Obnacme ysedomrieHuli naHesnu 3aday.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTtaHOBKa U nogkroyeHne
MapLipyTusaTtopa

PykoBoacTBO nonb3osarens

9. B orkpeiBuieMcss okHe bBecnpoBogHoe ceTeBoe NOAKMKOYEHME  BhIICIHTE
O6ecripoBoaHyto ceTb DIR-1260 (s pabotsl B nuana3one 2,4 ['Tn) i DIR-1260-5G
(st pabotel B auanasone 5 ['Tr), a 3arem Haxxmute KHOTIKY [MOAKMOYUTBLCA.

RD_DLINK
SdlMLWEHO

D MogknuyaTeCA aBTOMaTUYECKK

MNoaknoUMTLCA

PucyHok 20. Criucok docmyrHbIx cemed.

10. B otkpeiBiieMcs okHe BBeauTe kitod cet (cM. WPS PIN Ha Haknelike co ITpHUX-KOIOM Ha
HIDKHEH naHenu ycrpoiictsa) B mosie Knroy 6e3onacHOCTU u Haxmute KHONKy [lanee.

11. Pa3pemuTe win 3anpeTuTe IpyruM yCTpOHCcTBaM B 3TO# cetn oOHapyxwuBath Bai [1K (Ha /
Her).

RD_DLIMK

JawuieHo

Bbl x0THTE paspeluMTs ADYTUM KOMMLHOTEPAM W
YCTPOWCTBAM B 3TO CETH ObHapy»WBaTh Ball
MNK?

PekomeHayemM Aenath 3T0 B AOMALIHERA WK
paboYei CeTH, a He B 0BLLEeA0CTYNHBLL

Aa Het

PucyHok 21. lNapamempsi obHapyxeHusi K dpyaumu ycmpolcmeamu.

12. Tlomoxxute 20-30 cexyna. [locne Toro xak coequHeHue Oy/leT YCTaHOBJICHO, 3HAYOK CETH
NPUMET BHJ] TOUYKH ¥ U30THYTHIX JIMHUH, OTOOPaKAIONINX YPOBEHb CUTHAJIA.

Ecnu nepBryHas HacTpoiKa MapiipyTuiaTopa BeinonHseTcs dyepe3 Wi-Fi-coennnenue, To
' Cpazy mociie M3MEHEHHs] HAcTPOEK OecCpOBOMHON CeTH MapuIpyTH3aTopa, 3aJlaHHBIX TI0
®  YMONYaHWIO, HEoOXonWMMo OyIeT 3aHOBO YCTAaHOBHTH _OECHPOBONHOE COCIUHCHHE,
KCIONb3Ys TOJBKO YTO 3aJJaHHBIC MAPAMETPBIL.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTHU3aTopa

PyKOBO,EI,CTBO nonb3oBarend

lModknroyeHue k web-uHmepgbelticy

[Tocrie HacTpOWKKM COETUHEHHsI C MapuIpyTH3aTopoM Bbl MoxkeTe oOpaTtuThecsi kK web-unTepdericy
HACTPOMKHW W yNIPABICHUS IS 33aJIaHUsI HEOOXOAMMBIX mapaMeTpoB (coszmanus WAN-coeaumHeHUs
JUISE TIOAKITIOUEHUs K ceTu VIHTepHeT, M3MEHEeHHs MapaMeTpoB OeCIpPOBOIHOTO COENUHEHUS,
HACTPONKU MEXKCETEBOI0 3KpaHa U JIp.)

3anmyctutre web-Opaysep (cM. pasnen Ilpedsapumenvnas noozomoexa, ctp. 23). B aapecHoit
cTpoke web-Opay3epa BBeAWTE JOMEHHOE€ UWMs MapuipyTu3aropa (M0 YMOJYaHUIO —
dlinkrouter.local) c Toukoil B KOHIle U HakmuTe kiaBuiry Enter. Bol Takxke moxere
BBecTH [P-anpec ycrpolictsa (o ymonyanuio —192.168.0.1).

thain  Mpaeka Bug  3aknagkw  BuaweTel  MHCTpYMEHTEI  Cnpabka
“« &« 5 » 9y o B s2aes00 -

PucyHok 22. Beod IP-adpeca DIR-1260/SE e adpecHoli cmpoke web-bpay3epa.

Eciu npy momneITKe NOAKIIOUYEHUS K wWeb-uHTepdeicy MapmpyTu3aropa Opay3ep BbLIAET

' olnbOky tuna «Hesosmooicno omobpazums cmpanuuyy. YOEOUTECh, YTO YCTPOWCTBO
|
IPABUIBHO IMOAKIIOYEHO K KOMIOBIOTEDY.

Ecnu ycTpoiicTBO emre He OBUIO HACTPOEHO WM paHee ObUIM BOCCTAHOBIEHBI HACTPOWKH IO
YMOJTYaHUIO, PU o0palieHnu K web-untepdeiicy OTKphIBaeTCs CTPaHUIIA H3MEHEHHS HACTPOCK I10
YMOJTYAHUIO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLupyTusartopa

PyKOBO,EI,CTBO nonb3oBarens

Beenurte maponp aamunuctparopa B noins HoBbin naponb u MNoarBepxaeHne napons. Bol
MOXKETE€ yCTAaHOBUTH JIOOOW maponb, kpome admin. Vcmomb3yiiTe mudpsl, JaTHHCKHE OYKBBI
BEPXHET0 M HIKHEr0 pPErucTpa W APYrHe CUMBOJBI, JOCTYIHbIE B aMEPHKAaHCKOW pacKiiajake
xiasuarypsl’. B monsx Uma cetn 2.4 Ty (SSID) u Uma cetn 5 My (SSID) 3anaiite coe
Ha3BaHUe JUIs OSCIPOBOJHOM CeTH B 00OMX JIHMana3oHaX WM OCTaBbTE 3HAYCHUE, MPEIIOKESHHOE
mapinpytusaropoM. Haxxmure kHonky COXPAHUTD.

WN3MeHWTe HacTpoliku no

yMON4aHW

©

(@ Anura nopoas doasera Geims om 180 31 ASCH

CuMsaAg

Wma cet 2.4 TTu (S5ID)*

DIR-XXX

AA ceTi 5 Ty (55ID)*

DIR-XXX-5G

A3nlk

Pyccruia -

PucyHOK 23. CmpaHuua U3MEeHeHUS HacmpoekK Mo yMoriH4aHuro.

3anOMHUTE WM _3alWIIUTE MapoJib _aJIMHUHHCTpaTopa. B  ciywyae yrepu mapons
aaMuHKCTparopa Bel cMOKeTe HNOAYyYUTh JOCTYI K HACTPOMKAM MapUIPyTHU3aTOPa TOJIBLKO
' [I0CJIE€ BOCCTAHOBJICHUS 3aBOJACKMX HACTPOEK MO YMOJIYAHWIO MPY MOMOIIY annaparHON
®  kwonku RESET. Takas [IPOLEAYpa YHUYTOXKUT BCE 3ajJaHHble Bamu HacTpoulku
MapHIpyTH3aTopa.

9 0-9,A-Z, a-z, npoben, "#$%&'()*+,-./;<=>2@[\]"_"{|}~.

Ctpanuua 44 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

YcTaHoBKa n nogknoyeHue
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

MapLupyTusaTopa
PykoBOACTBO Monb3osarens

Ecnu panee Bol HacTponim yCTponCTBO, Mpu oOpammeHnu kK web-unrepdeiicy OTKpoeTcs: CTpaHuIia
BXOJIa B cucteMy. BBeaure umst nmonb3oBarens (admin) B noie MMA nonb3oBaTens u 3a1aHHbIN
Bamu maposns B nosie Maponb, 3arem Haxxmute kHoniky BXO/,.

ABTOpU3aUNA

MR nons3oBatena™

Mapons™

.- (=)

A OcTaeatkCA B CUCTEME

3abeinu napons?
Owmbka asToprzaLmm

OcTanock NONLITOK:

1

BXOnO O4YUCTUTDL

PucyHok 24. CmpaHuuya exo0a 8 cucmemy.

YToObI HEe BBIXOAUTH W3 CHCTEMBI, CABHHBTE Nepekitodarens OcTaBaTbCA B CUCTEME BIIPABO.

[Tocne 3akpeITHS Web-Opayzepa WM Tepe3arpy3Kd yCTpOicTBa HEOOXOJMMO CHOBA BBECTH HMMS
[10JIb30BATENS U M1apOJb.

Ecnu npu BBose maposisi Bel HECKOJBKO pa3 BBOIMTE HENPAaBUIBHOE 3Ha4YeHHE, web-uHTepderic
HeHaoro 6mokupyercs. [logoxxaure oJHy MHHYTY M CHOBA BBEIUTE 3a/laHHBIN Bamu mapois.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTtaHOBKa U nogkroyeHne
MapLipyTusaTtopa

PykoBoacTBO nonb3osarens

Cmpykmypa web-uHmepgbelica

CtpaHuua nHdopMaLumm o cucrteme

Ha crtpanunie MHbopmaumua o cucrteme mpesicrapicHa moapoOHas WHGOpMAIHS O COCTOSIHUN
YCTPOMCTBA.

= Hdopmauwms o cucteme 8

Hdhopmauma o cucteme

Mogens:
ANNapaTHan BepCuA:
Bepown MNO:

Bpemn cBopku:
Bepown Ul
MpovssoaMTEL:
CepuiHEIA HoMEp:
Tex. NoAAepXKa:

OnucaHne:

Bpemn pabotsn
Pexama pabioTse:

BrNHUYKMTE CEETOANOAHBIE MHAWKATO pbi:

Wi-Fi 2.4 Tu

Cratyc

BewaHue:
JononHUTENsHBIE CETH:
WimA ceTw (5510):

BesonacHoCTE:

Wi-Fi 5Ty,

Cratyc

BewaHue:
JononHUTensHeLIE CETH:
WimA ceTi (5510):

BesonacHoCTE:

DIR-1260

R1

4.0.0

yr 1 cenr. 2022 1. 17:30:27 MSK

1.35.0.dbfb40c-embedded

D-Link Russia
1234567890123

support@dlink.ru

Raot filesystem image for
DIR_1260_MT7

6210_FIREWALL
12 MWH.
Firewall

=

DIR-1260-618F

WPAZ-PSK @

DIR-1260-5G-618F

WPAZ-PSK @

WAN no IPv4

Tun coeguHeHWA: Ouramn-ecknid 1Pvd

Cratyc oeguteHo @
MAC-aapec 00:0C:43:27:61:8F
IP-agpec: 192.168.161.229

INokansHas ceTb

LAMN 1Pz 192.168.0.1

Becn poB04HbIE NOSKNHNEHWAL

l pOBOAHBIE NOLKMHYEHNAL

MopTtel LAN

LAM4: OTrnryeHo
LAMZ: OTrniyeHo
LAMNZ: OTnryeHo

LANT: 1000M-Full ®

USB-ycTpoicTea

@ Hem nodrarsenHenx yempotcme

PucyHok 25. CmpaHuya uHgopmayuu o cucmeme.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n YcTaHOBKa ¥ NOAKIIoYeHne
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTusatopa

PyKOBO,EI,CTBO nonb3oBarend

B paznene UHpopmMauma o cucteme ykasaHa MOJICITb U allapaTHasi BEPCUsL yCTPONUCTBA, BEPCHUs
MIPOTPaMMHOTO OOECIIEUCHUS U IPYTHE JaHHBIE.

Jns Toro utoObl OOpaTUThCS B TeXHUYEeCKyro mojaepxkky D-Link (ormpaButh cooOuieHue mo
AJIEKTPOHHOM TMOYTE), IIEIKHUTE JIEBOW KHOMKOW MBIIIM HA aJpece TEXHUUYECKOW MOAJECPHKKH.
[Tocne HakaTHs OTKPOETCS OKHO IOYTOBOM MpPOrpaMMbl Jjsi OTHpPAaBKM HOBOIO IHChbMa Ha
yKa3aHHBIN ajpec.

B pasnemax Wi-Fi 2.4 I'Ty u Wi-Fi 5 'y otoOpaxaroTcst JaHHBIE O COCTOSIHHMHM O€CIPOBOIHOM
CeTHM YCTpOMCTBa, €€ Ha3BaHME M THUIl CETeBOM ayTeHTU(UKALWK, a TaKkKe Haludue
JIOTTOJTHUTEIBHOM OECIPOBOIHOM CETH B COOTBETCTBYIOIIEM HAaIla30HE.

B paznenie WAN nipezicraBiieHbl JaHHBIC O TUIIE U CTaTyce cyliecTByromero WAN-coenHeH s,

B paznmene JlokanbHasa ceTb otoOpaxkaercs [Pv4- m IPv6-anpec maprupytuzaropa, a Takxke
KOJIMYECTBO MPOBOJHBIX M OECIPOBOIHBIX KJIMEHTOB yCTPOMCTRA.

B paznene MopTbl LAN otoGpakaercst coctosiHre LAN-TOpTOB yCTPOHCTBA U PEKUM TEepeIadu
JAHHBIX AKTUBHBIX MIOPTOB.

B pasmene USB-ycTpoMcTBa otoOpakaroTcsi yCTpoiicTBa, moakiaroueHHbie K USB-mopry
MapIIpyTH3aropa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLipyTusaTtopa

PyKOBO,EI,CTBO nonb3oBarend

Pa3genbl MeHIO

st HacTpOWKK MapUIPyTU3AaTOPa UCTIOJIB3YITE MEHIO B JIEBOM YaCTH CTPAHULIBI.

Ha crpanunax paszgena CTaTUCTUKA TIpe/CTaBICHBI JaHHBIC, OTOOPAKAIOLINE TEKYIIEe COCTOSHUE
MapuIpyTH3aTopa (onucaHue CTpaHulLl cM. B pasaene Cmamucmuka, ctp. 50).

Ha crpanunax pasgena HacTpoMka coeAMHEHMW MOXXHO HACTPOMTh OCHOBHBIC IapaMeTphI
LAN-unTepdeiica MapuipyTusaTopa U co31aTh MOAKIOUEHHE K ceTH MHTepHeT (onucaHue CTpaHuI]
cM. B pazzaene Hacmpoiika coeounenuii, ctp. 60).

Ha crpannmax pasgena VPN wmoxsO Hactpouts VPN-monmkiroueHwuss 1O HPOTOKOJIAM
IPsec/GRE/EoGRE/EoIP/IPIP/L2TPv3, a Takxe co3natb PPTP- wim L2TP-cepBep u yuerHble
3aIKCH JIJIS JOCTyIa K HeMy (OMHMcaHue CTpaHuIl cM. B pasaene VPN, ctp. 117).

Ha crpanunax paszgena QOS MoXHO co3maTh KiIacCUPHUKATOPhI it 0OpabOTKH BXOIAIIETO U
UCXOAAUIeTO TpaduKa, a TaKKe HACTPOUTH OYepenu OOCTyKMBaHHUS (ONMHMCAaHUE CTPAHUI] CM. B
pazzaene QoS, ctp. 148).

Ha crpanunax pazgena Wi-Fi MoxxHO 3amath Bce HE0OXOIMMbIE HACTPOWKM OSCIIPOBOIHOM CETH
MapLIpyTH3aTopa (ONMCcaHue CTpaHUL cM. B pasaene Wi-Fi, ctp. 168).

B pasnene MNMpuHT-cepBep Brl MokeTe HACTPOHUTH MApIIPYTH3aTOp B Ka4eCTBE MPUHT-CEpBEpa
(cMm. paznen Ilpunm-cepeep, ctp. 202).

Crpanunsl pazgena USB-HakonuTenb mnpenHasHaueHbl it paboTel ¢ moakiatodeHHbIM USB-
HaKOMHUTeJIeM (OMMCaHue CTpaHull cM. B pazaene USB-nakonumens, ctp. 203).

Crpanunpsl pasaena USB-moaem npeanasnadensl i pabotel ¢ moakiaodeHHbiM 3G win LTE
USB-moznemoMm (onucanue cTpanull cM. B pasaeine USB-mooem, ctp. 220).

Ha crpanumax pasnmena [JOMONMHUTENbHO MOXHO 33/1aTh JIOTOJHHUTEIBHBIE IMApaMeTPh
MapuIpyTH3aTopa (onMcaHue CTpaHull cM. B pazaene Jonoanumensho, ctp. 227).

Ha crpanunax pasnena MaplpyTu3aumsa MOXXHO HACTPOWTH MapaMeTphbl MapIIPyTH3AIHH s
yCTpOCTBa (ONMCAaHUE CTPAHUIl CM. B pazzaene Mapwpymuszayusa, ctp. 273).

Ha crpanunax pasmena MexceTeBOM 3KpaH MOXHO HACTPOUTh MEKCETEBOW 9JKpaH
MapiIpyTH3aTopa (onucanue CTpaHull CM. B paszesie Mexccemeasoil IKpan, ctp. 285).

Ha crpanunax pasmena CucTeMa npeacrasieHbl GYHKIUH Uit pabOThl ¢ BHYTPSHHEH CHCTEMOit
MapuipyTu3aTopa (ornucaHue cTpanuil cM. B pasaene Cucmema, ctp. 309).

Ha crpannnax pasaena SKYDNS mokHO HacTpouTs cepBUC KOHTEHTHOH ¢uubrparmu SKyDNS
(omucanme cTpaHuil cM. B pasaene SkyDNS, ctp. 345).

Uto6sl 3aBepmuTh paboTy ¢ web-uHTepdericom MapmpyTu3aTopa, HAXKMHUTE Ha CTPOKY MEHIO
BbinTtu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

YcTaHoBKa n nogknoyeHue
MapLupyTusartopa

PyKOBOD,CTBO nonb3oBarens

YBeaomneHus

Web-unTepdeiic MmapuipyTuaTopa 0ToOpa)xaeT yBEJIOMIICHHUS B TIPABOM BEPXHEM YTy CTPAHHIIBI.

"o

PucyHok 26. YeedomneHusi web-uHmepgelica.

HaxxmMute Ha 3HA4YOK, OTOOpa)KAIOIMIUKA KOJTMYECTBO YBEIOMJICHHH, YTOOBI MPOCMOTPETH IMOJIHBIN
CIIUCOK, U HA)KMHUTE COOTBETCTBYIOLIYIO KHOIIKY.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

IMABA 4. HACTPOUKA MAPLLUPYTU3ATOPA

Cmamucmuka

Ha CTpaHUIaX OAaHHOT'O pasaciia HNpCACTaBJICHBI JaHHBIC, OT06pa)KaIOHII/IC TEKyHIEC COCTOSAHUEC

MapIIpyTH3aTopa:

* ceTeBas CTAaTHCTHKA,
* anpeca, BeiganHsie DHCP-cepBepowm;
* uwH(OpMaIMs 0 MpaBUiIax v TabIUIIAX MAPIIPYTU3AIINH;

* 7aHHbIe 00 yCTpONCTBaX, MOAKIIOYEHHBIX K CETH MaplLIpyTHU3aTopa U ero web-unrepgeicy,
a TaKke nH(OpMaIUs O TEKYIIUX CECCUSIX ITHUX YCTPOUCTB;

* CTAaTUCTHYECKHUE JIaHHBIE [0 TpaduKy, MPOXOALIEMY Yepe3 MOPThl MapIIPyTU3ATOPA;
* aJapeca aKTUBHBIX TPYIIIT MHOTOAPECHON PACCHUIKH;
* craructuueckue nanHsle IPsec-TyHHenei Mapuipytuzaropa;

*  CHIMCOK KIIMEHTOB, NOAKIIOUEHHBIX K PPTP- nnn L2TP-cepBepy mapmpytusaropa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

CeTeBas CTaTUCTUKA

Ha crpannne Ctatuctuka / CeteBas cTaTUCTUKa Bbl MokeTe MPOCMOTPETh CTATUCTHUYCCKUE
JAaHHBIE TI0O BCEM COENMHEHUsIM, cymiecTByroummM B cucteMe (WAN-coequHeHus, JOKanbHas CETh,
OecrnpoBoHAas JOKaIbHas ceTh). s KakI0ro COeIMHEHHsI 0OTOOpa)kaeTcss UMsI M COCTOSTHUE (eciu
COCTMHEHHNE YCTAHOBIEHO, UMSI COCTUHEHMSI BBIJICIICHO 3€JICHBIM IIBETOM, €CJIM HE YCTAHOBJICHO —
KpacHbIM), [P-agpec u Macka moaceTH, a Takke oObeM MepelaHHBIX U TOTYYEHHBIX JIaHHBIX (C
yBeIMUEHUEM O0BbeMa MAHHBIX EIMHHUIBI U3MEPCHHsI aBTOMATHUYECKH MEHSIOTCsS — Oaiit, KOair,
MoaiiT, I'6aiiT).

CeTeBasn CTaTMCTMKA

CeTeBan cTaTUCTUKA

Bt momeTe MpOCMOTPETE CTATUCTMHMECKME AaHHBIE MO BCEM HHTEPI:’]EI;‘EEM (coeameeHMAM), CYLECTEYHILLMM B CUCTEME.

AR P - Wnwos R Tx Owmbrn Ra/Tx ANHTENBHOCTE
Default b 192.168.0.1/24 - - 415.05 KGaiT / 6.12 MBaiT 0oro

WAMN 1 192.168.161.220/24 - 192.168.161.1 31.27 KBair / 2.50 Kbant oro 1 MHH.
DIR-3X - -f- orfo

DIR-XXX-5G - -f- 0orf0

PucyHok 27. CmparHuya Cmamucmuka / Cemegass cmamucmuka.

UTo0bl MPOCMOTPETHh MOAPOOHBIE JTaHHBIE MO KOHKPETHOMY COEIMHEHUIO, HaKMUTE Ha CTPOKY,
COOTBETCTBYIOLLYIO OTOMY COECAUHEHHUIO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

DHCP

Ha crpanunie Ctatuctuka |/ DHCP  jgocrynHa wuHbopMaims 00 — yCTpOMCTBax,
UICHTUUIIMPOBAHHBIX MO0 wuMeHH y3ma u MAC-aapecy u momyumBmmmx IP-agpeca ot

DHCP-cepBepa MapiipyTusaropa.

DHCP &

£ CereBas CTaTMCTHKA

DHCP

Bbl MOKETE MPOCMOTPETE MHGOPMALMKD 0f YCTPORCTBAX, Nony4mewmx IP-agpeca oT DHCP-cepeepa.

WM#A yCTpoRcTsa IP-agpec MAC WcTekaet

android-c2dfe5fa660d5ed1 192.168.0.129 D0:17:C2:00:29:85 14 3m 16¢

PucyHok 28. CmpaHuuya Cmamucmuka / DHCP.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBOD,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapuwpyTusayuna

Crpanuna Ctatuctuka / MapwpyTtusauma orobpaxaer uHdGopMaiuio o npaBuiax U Tabiaumax

MapuIpy TU3ALIH.

MapLpyTtusauus

MpaBuna
Tabnuua Tun IP (McTodHME/HasHaqeHke) WHTepdeiice (Bxogawmit/Mcxoaaimin) MNpHopHTET
group_1 1Pv4 all / all LAN [ any 100
group_1 IPv4 all / all any [ any 200
main 1Pv4 all / all any [ any 32766
group_1 IPvE all / all LAN [ any 100
group_1 IPvE all/ all any [ any 200
main IPve all / all any [ any 32760
Tabnuupl
ID Haszsanue OnucaHwe
254 main [MaeHaa Tabnuua MaplpyTH3aumn
257 group_1 Tabnuua MapwpyTH3aUnm ANA rpynn.
256 static_1 Tabnuua MapwpyTU3aUMK AnA COegUMHEHUA

Q) rovna sxmouser 8 calin aquH M HeCKONeKD WAN-HHTEDGecos it LAN-nHTengeic.

TaS

PucyHok 29. CmpaHuya Cmamucmuka / Mapwpymu3ayusi.

FWmark (HEX)

0x0

Ox64

0x0

0x0

0x64

0x0

B pasnene MNMpaBuna npezacraBicHbl NpaBUjia MapHIPyTH3AIMH, COOTBETCTBYIOIIUE UM TaOIHUIIBI

MapLIpyTH3aLUHU, BXOJSAIINNA U UCXOASAIIUNA MHTep(dENCchl, YpOBHU NPUOPUTETA MPABUI U JIPyrHe

JaHHEBIE.

B pasznene Tabnuubl npecTaBieH CIUCOK COXPAHEHHBIX HA YCTPOMCTBE TAOKII MAPIIPY TU3AIHH.
Yr1oObl IPOCMOTPETH NOAPOOHBIE CBEICHUS O MApILIPyTax B TaOIuUIle, BEIOEPUTE COOTBETCTBYIOILYIO
CTPOKY ¥ HaXXMHTE JIEBYIO KHOMKY MBIIIIH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PykoBoacTBO nonb3osarens

HacTpoiika maplwpyTusaTtopa

= < Mapuwpyt1saums Tabnuvua MappyTusaumm

Tabnvua MapwpyTm3aumMm main

Bbl MOXeTe NpocMOTPETh MH(OPMaLIMIO O MapLUpyTax.

UHTepdeiic

WAN

WAN

WAN

LAN

WAN

HasHaueHue Macka noacetu LWnio3 ®naru MeTpuka
0.0.0.0 0.0.0.0 192.168.161.1 UG 410
1.0.0.1 192.168.161.1 UGH 0
1.1.1.1 192.168.161.1 UGH 0
192.168.0.0 255.255.255.0 u 0
192.168.161.0 255.255.255.0 u 0

PucyHok 30. Cmpa+uuya ¢ mabnuuel mapuwpymusayuu.

Tabnuua

254

254

254

254

254

Ha otkpeiBuIeiicst cTpanune oroOpaxaerca MH(OpMaIus o0 MaplipyTax B BbIOpaHHOH Tabnuie
Mapuipytusaiui. B Tabnuue npencrasiensl [P-agpeca HazHaueHMs, LUTIO3bI, MAackKH MOACETH U

JIpyrUe JaHHbIE.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

KnueHTbl N ceccum

Ha crpanune Ctatuctuka / KnueHTbl M ceccuM oroOpakaeTcs CIHHMCOK YCTPOMCTB,
IIOAKJIFOUCHHBIX K JIOKAJILHOM CETU MapaipyTusaTropa, a TaKKe I/IH(I)OpMaI_II/IH 0 TEKYyIIHX CCCCUAX
Ka)/10r0 YCTPOWCTBA.

£ MapLpyTnzanus KnveHTel 1 ceccuun

KnneHThl

Bbl MOXETE NPOCMOTPETE CNMCOK YCTPORCTB, NOAKNKHEHHBIX K NOKANBHOMA CETW MAPLUPYT3ATOPa, @ TAKKE MHOOPMAELMID O TEKYLUMX CECCMAX Kax40ro
yCTpoRcTEa.

MAC IP-aapec Wma ycTpoiicTea Pnaru WHTepdeiic
» D0:17:C2:00:29:85 192.168.0.129 android-c2dfesfabe0dsedl stale WLAN

90:2B:34:A5:A8:FB 192.168.0.2 - reachable LAN

PucyHok 31. CmpaHuya Cmamucmuka / KnueHmbi u ceccuu.

Jlist Kask0ro yCTpoicTBa oTroOpaskaeTcs ceTeBod mMHTep(delc, K KOTOPOMY OHO TOAKIIIOYEHO, a
taxoke ero [IP- u MAC-anpec.

Uto0bl MOCMOTPETh MH(OPMALIHIO O TEKYIIUX CECCHIX KaKOTO-TH00 yCTPOUCTBA, MOAKIIOYEHHOTO K
CeTH MaplIlpyTu3aTopa, BblOepUTE 3TO yCTpoiicTBO B Tabmuue. Ha oTkpbiBLIEHCS cTpaHUIlE
0TO0pa3sTCa MPOTOKOI OOMEeHa ceTeBhIMM mMakeTamu, IP-agpec m mopr mctouHuka, a takxke IP-
aipec U MOPT Ha3HAUCHMs [Vl KaXKJI0M CeCCHM BEIOPAHHOIO yCTPONCTBA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PykoBoacTBO nonb3osarens

HacTpoiika maplwpyTusaTtopa

CraTucTtuka nopToB

Ha crpanuiie Ctatuctuka / CtaTuctMka nopToB Bel MoXkeTe MPOCMOTPETh CTATHCTHYCCKUC

JaHHble 1O TpaduKy, TMPOXOAAIIEMY uepe3  MOPThI

Mmapuipytusaropa.  WHdopmanus,

MNpeaACTaBJICHHAA HA CTPAHULIC, MOXKET OBITH II0JIE3HA I JUAarHOCTHUKH HpOGJIeM COCAMHCHUSI.

CTaTMUCTIKa NOPTOB

= < KnweHTbl 1 ceccum

CTaTncTKa NopToB

Bl MOXETE NPOCMOTPETE CTATUCTMUECKWE JaHHEIE Mo TpadUKy, MPOXCAALLEMY Yepes NopTL YCTPORCTES. 3Ta MHGOPMaLMA MOXeT BT

nonezHa 4ns ANarHoCTIKW npoﬁnem CoeanHEHWA.

Mopt Cratyc OTnpaeneHo Tpadka, MEanT
LAN4 OTKNYeHo o]

LAN3 OTKAKUYEHD 0

LAMNZ MogknwoueHo 20

LAN1 OTKNYeHo o]

WAN MogkndeHo 0

MNonyueHo Tpaduka, MBaiT

PucyHok 32. CmpaHuuya Cmamucmuka / Cmamucmuka nopmoe.

UTo0b! yBUAETh MOJHBIA CIIUCOK CYETUMKOB Ui MOPTA, HAKMUTE HA CTPOKY, COOTBETCTBYIOILYIO

3TOMY HOPTY.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Multicast-rpynnsi

Ha crpanunie Ctatuctuka / Multicast-rpynnbl ortoOpaxkarorcss ajpeca aKTHBHBIX TPYIII
MHoroasipecHoil pacceuiku (IPTV-kananoB u rpynn i nepegadu ciiy>keOHoi uHpopmanuu), Ha
KOTOpBIE MOJIMMCAHO YCTPOUCTBO, U MHTEp(dEiC, yepes KOTOPbIH yCTPOMCTBO MOAMMCAHO.

£ Cratuciuka noptos Multicast-rpynnbl

Multicast-rpynnbi

Bbl MOKETE NPOCMOTPETL 3APECA aKTWBHBIX MPYNN MHOroaApecHoi paccbinkv (IPTV-KkaHanos W rpynn gna nepegavu cnyxebHoi nHbopMaumn), Ha
KOTOpPLIE MOAMUCAHO YCTPOIMCTEO,  MHTEPMEIAC, YEPES KOTOPLIIA YCTPOMCTBO NOAMMCAHOD.

1Pv4 IPv6
IP-agpec WHTepdenc IP-agpec WHTERdRAC
239.255.255.250 LAN

Pucyrok 33. CmpaHuya Cmamucmuka / Multicast-epynnabi.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Cratuctuka IPsec

Ha crpanunie Ctatuctuka / Ctatuctuka IPsec Bbl MoxkeTe MpOCMOTPETh CTAaTHCTHYCCKUC
nanHble [Psec-TyHHeneil mapipyTtusaropa. [l KaXJ0ro TyHHeENs 0TOOpa)kaeTcst UM U COCTOSIHHUE
(ecnu coeAMHEHHME YCTaHOBIEHO, MMs TYHHENS BBIJEICHO 3€JICHBIM IIBETOM, €CIH He
YCTAHOBJICHO — KPAacHbIM), aJipeC WM JOMEHHOE MMs YAAJCHHOTO XOCTa, PeKHUM PabOThl U THII
COCIIMHEHUS, a TAKKe KOJIMYECTBO MEPEIaHHbIX U TOyYEeHHBIX MTAKETOB IaHHBIX U 00beM Tpaduka.

Cratuctuka IPsec

Cratuctinka IPsec

Bbl MOXETE MPOCMOTPETE CTATUCTUHECKNE JaHHBIE IPsec-nogkamwyeH nid.

MNonyyeHo Naketos / OTNpaBAeHo MonyyeHo Tpaguka / OTNpaBaeHo
NaKkeToB Tpaguka

Mma YAaneHHbIA xocT Pexum Tun

Ipsec_26 192.168.161.189  -/- -/ TUNMEL  IPv4

PucyHok 34. CmpaHuya Cmamucmuka / Cmamucmuka IPsec.

YTtoObI IpOCMOTPECTh HO)Ip06HBIC AAaHHBIC 110 KOHKPETHOMY TYHHCIIO, HAXXKMHUTC Ha CTPOKY,
COOTBCTCTBYIOLIYIO 9TOMY TYHHCIIIO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Cratuctuka VPN

Ha crpanunie Ctatuctmka /| Cratuctmka VPN oroOpaxkaercs CHHCOK — KJIMEHTOB,
nofkiatoueHHbIX K PPTP- nnu L2TP-cepBepy mapmpytusaropa.

= £ Cratucruka IPsec Cratnctuka VPN

Cratuctmnka VPN

Bbl MOXETE NPOCMOTPETE CTATUCTURY ANg NOAKNHOYEH WA VPN-cepeepoB PPTR/L2TP.

IP-agpec OTnpaeneHo Naketos / Mony4yeHo OTnpaeneHo Tpaguka / Mony4eHo Tin
KNNEHTa NaKkeTos Tpaguka COEANHEHNA

NoruH

test 10.90.90.2/32 717 87.00 Baiit / 93.00 baiiT PPTP

PucyHok 35. Cmparnuya Cmamucmuka / Cmamucmuka VPN.

Jns xkaxaoro VPN-knuenTa oroOpaxaercs yHUKanbHbli [P-anpec, a Takke UMs moIb30BaTeNs, TUI
COEZIMHEHUS, KOJIMUECTBO MEPEAAHHBIX U MOTYUYEHHBIX MTAKETOB JaHHBIX U 00beM Tpaduka.

Uto6sl mIpocMOTpeTh MOAPOOHYI0 HMH(OpMaIuio 0 moakiaodeHHOM VPN-kiueHTe, HAKMHUTE Ha
CTPOKY, COOTBETCTBYIOIIYIO 3TOMY KIIUCHTY.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Hacmpotka coeQuHeHul

B nanHoM pasgene MeH0 Bbl MO)XeTe HAacTpOMTh OCHOBHBIE IapaMeTpbl JOKAIbHOM CeTH
MapuIpyTU3aTopa 1 co31aTh noaxitoueHue k cetu Murepuer (WAN-coenunenue).

WAN

Ha crpanuiie Hactpownka coeguHeHun | WAN Bbi MokeTe pefakTHpOBaTh M CO371aBaTh
COEIMHEHUS, UCTIONIB3YEMbIC MapIIPyTH3aTOPOM.

[To ymonuaHuio B CHCTEME HAcTpoeHO coenuHeHue ¢ tumom [duHamuyveckun IPv4. Owno
npussaszaHo K nopty INTERNET.

= £ Wudopmaums o cucteme

WAN

Bbl MOXETE PEAAKTMPOBATL W CO3A3BaTh COBAMHEHME, HCMONbIYEMbIE MAPLIPYTHIATOPOM.

CM1COK CoeANHEHNIA -

D WAN AMHaMWYECKNA [Pvd WAN @ Coeguneto

PucyHok 36. Cmpa+Huua Hacmpolika coeduHeHut / WAN.

Yrobsl co3maTh HOBOe coeauHenue, Haxmure kHonky [JJOBABUTb (+) B pazmene CnMcok
coeAuHeHUN. [Ipu 5TOM OTKPOETCS CTPaHHUIIA CO3IaHUS COCTUHCHHS.

J71st KOppeKTHOU pabOThI CO3MaHHOE COeTMHEHUE HEOOXOAUMO TI00aBUTh B COOTBETCTBYIOIIYIO 30HY
Ha crpanuie MexceteBomn akpaH / 30HbI (cm. paszaen 3omust, ctp. 328).

UToOBI HACTPOUTH TPAHCIAIMIO ceTeBhIX anpecoB (NAT) mis CO3MaHHOTO COCTMHEHHUS, TIEpEeUInTe
Ha ctpanuily MexceteBom akpaH / MackapagauHr (cm. pasnen Mackapaoune, ctp. 328).

Yrobbl 3agaTh ApPyrHe MapaMeTphl JUIS CYIIECTBYIOIIEr0 coeauHeHHs, B pasaeie CNMCOK
COeAANHEeHUN BhIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B TAOIHUIE M HAKMHTE JICBYIO KHOIIKY MBIIIIH.

Ha otkpeiBuIelics CcTpaHMIle HW3MEHHUTE HEOOXOAMMBIE TMapaMeTpbl U HaXKMUTE KHOIKY
NMPUMEHUTD.

YTOoObI OTKITFOYMThH KaKOe-T100 COSTHHEHHE U CHOBA YCTAHOBUTH €r0, YCTAHOBUTE (DJIAXKOK ClieBa OT
COOTBETCTBYIOIIEH CTpOKH Tabmuilbl 1 Haxkmute kHonky MEPEMOAKITIOYUTD.

Yt0o0Bl ynanuth coeauHeHue, B pasuene CNMCOK COeAWMHEHUM ycTaHOBUTE (IaXKOK ClieBa OT

COOTBETCTBYIOIIEH cTpoku Tabmuie! 1 Haxkmute kaonky YOAATUTb ([1)).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna [JuHamu4eckuli IPv4 unu Cmamuyeckul IPv4

Ha crpanune co3manuss coemuHeHuss B pasaeinc [NaBHble HACTPOMKM  BbiOepuTe
COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHble HACTPONKK

Cratnyeckmi IPv4
VAN
statip_89

™y

(i) Koruwecmeo cumansoe donxrio Bume He Bonee 32

@ BcnounTs coeguHeHne

PucyHok 37. CmpaHuuya 0obasneHusi coeOuHeHuUsi muna Cmamuyveckuli IPv4. Pa3den NaeHble
Hacmpoliku.

MapameTp OnucaHue

MmaBHble HACTPOMNKH

Ousnueckuid wim BUpTyanbHbli WAN-uHTEpdEic, K KOTOpOMy

UHTepdcenc
OyzeT mpUBs3aHO CO37aBAEMOE COCIMHEHHUE.

Nma coeaunHeHun HazBanue coenuaenus s yaoOHON MACHTH(DUKAIINN.

CI[BI/IHLTC MEPCKIOYaTC]Ib BIPAaBO, 4TOOBI BKJIIOYUTH JaHHOC

COCOAMHCHUC.

BknouuTtb coeaunHeHue
C,Z[BI/IHBTC NEPCKIOYaTCIib BJICBO, 4YTO Obl OTKIIIOYHMTh JaHHOC

COCIHUHCHHUC.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 38. CmpaHuua dobasneHusi coeduHeHuss muria Cmamuyeckul IPv4. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbli mnapameTp
HEOOXOIUMO 3ajiaTh, eciu Bam mnpoBaiinep pocTyma K ceTd
Wureprner ucnons3yer npusssky k MAC-anpecy. Beenute B nosne
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaliepa NpHU 3aKIOYEHUN
JI0rOBOpA.

YroObl moacraBuTh B nanHoe none MAC-aapec ceTeBoro amanrepa
KOMITBIOTEPA, c KOTOPOTO HPOU3BOJUTCS HaCTpoOiiKa
MAC-agpec MapIIpyTH3aTopa, CIBHHBTE nepekioyareas KnoHnposats MAC-
agpec Bawero ceTeBoOro aganTtepa BIIPaBO. Ecmm
HepeKIrovaTeNlb  CABUHYT  BIPaBO, IOJIE  HEAOCTYITHO IS
PeIaKTHPOBAHMUSL.

Uro6sl moacTaBuTh B AanHoe none MAC-aapec mapiipyTu3aropa,
naxmure kaHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka noCTyIHA, €Ciy MepeKIrYaresb CABUHYT
BIIPaBo).

MTU MaxkcuManbHbIH pa3mep Makera, nepeaBaeMoro nHTepgeicom.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

IPv4

IP-agpec*
192.168.161.228

Macka noacetu*

255.255.255.0

IP-zgpec wnwza*

192.168.161.1

MepBruHeIi DNS*

11141

BTOpUUHBIA DNS

1.0.01

® £ COBQMHEHINE COZ4AETCA TOMbKD AR WENOABIOEAHMN

3 [P-a4pe . To Bbi MOoXeTe
tyme sHavenua: IP-aqpec = 1.0.0.1, Ceres.
755.255 255252, IP-aapec wimo3a =

1.0.0.2

Macka =

1.0.0.2, MNepsuynsii

PucyHok 39. Cmparuya dobasrneHusi coeduHeHuss muna Cmamu4eckul IPv4. Pa3den IPvA4.

MapameTp Onucanne

IPv4

Jlna muna Cmamuueckuit 1Pv4

IP-appec

Beenure B nosne [P-agpec naHHOTO COeIMHEHUS.

Macka noacetu

BBenute B none Macky moJCETH.

IP-appec wno3a

Beenure [P-anpec numo3a, HCMoOab3yeMOro TaHHBIM COEIMHEHUEM.

MepBuYHbIKN DNS /
BtopuuHbin DNS

Beenute anpeca mnepBuuHoro u BropuyHOoro DNS-cepBepoB B
COOTBETCTBYIOILIUE TOJI.

Jlna muna Junamuueckuii IPv4

Monyuntb agpec DNS-
cepBepa
aBTOMaTU4YEeCKM

CnBuHbTE TMEpekirouaTesib BIpaBo, uToObl agpec DNS-ceprepa
Ha3Hayaincs apromarudecku. [Ipu 3tom nonst MepBuUYHbIN DNS u
BropuyHbi DNS HenocTynHbI A5 peIaKTHPOBAHUSL.

MepBu4HbLIN DNS /
BtopuuHbin DNS

Beenute agpeca mepBuuHOro u BTOopuuHOro DNS-cepBepoB B
COOTBETCTBYIOILIKE TOJI.

Nnentndukaro mopoBaiiiepa goctynma K cetd  MHTEpHET.
Vendor ID ¢ pv p p Y p
Heobsazamenvuoiii napamemp.
Nmsa MapuIpyTH3aTopa, omnpenensieMoe IpOBaIepOM.

Uma yctpoucrtea

Heobsazamenvuwiti napamemp.

[Tocie 3amanus Bcex HeoOXoAMMBIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna JuHamu4eckull IPv6 unu Cmamuyeckuu IPv6

Ha crpanune co3manuss coemuHeHuss B pasaeinc [NaBHble HACTPOMKM  BbiOepuTe
COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHble HACTPOMKK

Cratvueckui IPve

WAN

statipve_15

Komuwermes cumansoe doawro Bume He foree 32
@ BenounTs coeguHenmne

PucyHok 40. CmpaHuuya 0obasrneHusi coeduHeHuUss muria Cmamud4deckuli IPv6. Pa3den NnaeHble
HacmpolkKu.

MapameTp OnucanHune

MmaBHbIe HAaCTPOMKMU

Ousnyeckuii unu BUpTyanbHbIE WAN-uHTEpdEiic, K KOTOpoMy

UHTepdcenc
6y,[[eT MMPUBA3aHO CO3JaBacMOC COCIUHCHUC.

Uma coeanHeHuns Ha3zBanue coequaeHus s yio0HOH HIeHTU(DUKAITUH.

C,[[BI/IHLTC MEPpCKIOYATCIIb BIIPABO, YTOOBI BKJIIOYHUTH JaHHOC

COCIHUHCHHUC.

BknoouuTtb coeauHeHue
CI[BI/IHBTC HIEPCKIOYATeiib BJICBO, YTOOBI OTKJIFOYUTH JaHHOC

COEIHEHHE.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 41. CmpaHuua 0obasneHusi coeduHeHuUs1 muria Cmamudveckut IPv6. Pasden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdeiicy. [laHHbI mnapamerp
HEOOXoIMMO 3ajiaTh, eciu Bam mnpoaiinep apocTyma K ceTu
HNutepner ucnons3yet npusBasky k MAC-agpecy. Beeaute B mnone
MAC-anpec, 3aperuCTpUpOBaHHbIN y NIPOBAWEPA IIPU 3aKIOYEHUN
J0TOBOPA.

UtoOsl moacTaBuTh B qaHHOe nojie MAC-aapec ceTeBoro aaanrepa
KOMIIBIOTEPA, c KOTOPOTO MIPOU3BOIUTCSI HACTpOMKa
MAC-aapec MapuIpyTHU3aTopa, ciBUHbTE nepekitoyarens KrnoHnposats MAC-
agpec Bawero certeBoro apganTtepa BnpasBo. Ecim
MepeKoyaresib  CABUHYT  BIOpPaBO, TMOJE€  HEJOCTYIHO  JUIs
pEeAAKTUPOBAHMUSL.

YroObl moacTaBuTh B AaHHOe noie MAC-anpec mMapuipyTu3aropa,
naxmute kHonmky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka mocTymHa, eciu MepeKIToyareb CIBHHYT
BIIPABO).

MTU MaxkcuMaNbHBIN pa3Mep MakeTa, epeaaBaeMoro HHTephercom.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

PucyHok 42. Cmparuya dobasrieHusi coeOuHeHus muna Cmamu4eckuli IPv6. Pa3den IPv6.

MapameTp OnucaHune

IPv6

Jlna muna Cmamuueckuit IPv6

IPv6-agpec Brenute B nmosne [Pv6-aapec 1aHHOTO COSTMHEHMS.
Mpedukc Jmna npedukca moxcet. OOBIYHO HCIIONB3YETCs 3HAaUCHUE 64.
Bsenure azipec IPv6-mmro3a, UCIIOIB3YEMOIO NAaHHBIM

IPv6-agpec wnro3a
COCANHCHUECM.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuyHbIn
IPv6 DNS-cepBep

BBenute aapeca nepsuy”oro u sropuyHoro DNS-cepsepos IPv6 B
COOTBETCTBYIOLIHE IOJIS.

Jlna muna {lunamuueckuit IPv6

B packpsiBarommemcsi criucke BBIOEpUTE MeToj HazHadeHus [Pvo6-
MonyuuTtb IPV6 aapeca JUIsl JAHHOTO COEQUHEHHS] WJIM OCTaBbTE 3HAdYeHUE
ABTOMaTU4YECKW.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

B PACKPBIBAOMICMCA CITMCKE BLIGepI/ITe PCIKUM 3arpoca npe(blzncca y

Berrecrosimero DHCPv6-cepBepa uist popmupoBaHus JuanazoHa
[Pv6-anpecoB ams 10KaabHON CETH.

* Hert — pexxuM 6e3 3anpoca mpedukca.

 ABTOMaTM4YeCKM — pEKUM C BO3MOXKHOCTBIO 3ampoca

BKNIOYMTL npeduxca. Ilpu BeIOOpe TaHHOrO 3HAYEHUS MapUIPYTU3ATOP
AenerMpoBsaHme sampammBaer npedukc y DHCPv6-cepepa. Ilpu sToMm
npedukca noirydeHue Tmpedurkca He SBISICTCS O0O0s3aTENbHBIM IS

YCTaHOBKH COCANHCHUA.

* [pUHYAUTENbHO — PEKUM C MPUHYIUTEIBHBIM 3aIIPOCOM
npedukca. [lpu BeIOOpe 1aHHOTO 3HAYEHHS] MapUIPyTHU3aTOP
sanpammBaer npepuxc y DHCPv6-cepsepa. Ilpu sTom
noiydyeHue nmnpedurca  SABISETCS  0O0S3aTCIBHBIM IS
YCTaHOBKHU COEIUHEHHUS.

MonyunTk agpec DNS- CnBuHBTE MEpEKIIIOUaTeNb BIIpaBo, 4To0b! agpec DNS-cepsepa IPv6

cepBepa
aBTOMaTU4YeCcKu

HasHavaics aBromatudecku. [Ipu stom mons MNepBUYHBLIM IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep nemoctymHb
ISl peTaKTUPOBAHUSI.

MepBnYHbIN IPV6 DNS-
cepBep / BropnyHbin
IPv6 DNS-cepBep

Brenurte aapeca nepsuyHoro u BropuyHoro DNS-cepsepoB [Pv6 B
COOTBETCTBYIOILIKE TTOJIS.

[Tocne 3amanmst Bcex HeoOXomuMbIX 3HaueHni Haskmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

WAN-coeduHeHue muna PPPoE

Ha CTpaHULIC CO3JaHUA

COCOAMHCHUA B

pasnene [NMaBHble HaCTPOMKMK

BbIOEpUTE

COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHble HACTPONKK

PPPoE
WAN

pppoe_16

nes cuMansoe doaxro Bume He Bonee 32

ol®

@ BxaounTE CoegnHEHKE

PucyHok 43. CmpaHuua 0obasneHusi coeduHeHusi muria PPPoE. Pa3desn FnagHble Hacmpouku.

MapameTp OnucaHwue

MmaBHbIe HAaCTPONKM

UHTepdpenc

Ousnueckuil wim BUpTyanbHbIi WAN-uHTEpdEHCc, K KOTOpOMY
OyZeT MPUBSA3aHO CO3JaBaEMOE COEIMHEHUE.

Nmsa coeanHeHus

Ha3Banue coenuHeHus 1iis y1oOHON MACHTH(UKAIINN.

Bknountb coegnHeHue

C):[BI/IHBTC MNEPCKIOYaTC]ib BIpPaBO, 4YTO OBl BKJIFOYUTH JaHHOC
COCAMHCHUC.
CI[BI/IHLTC NEPCKIOYaTCiib BJICBO, 4YTO Obl OTKIIFOYHMTh JaHHOC

COCAMHCHUC.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 44. CmpaHuua 0obasneHusi coeduHeHust murna PPPoE. Pa3den Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, mnpucBauBaemblii uHTepdelicy. [laHHBI mnapaMmerp
HEoOXOAMMO 3alaTh, eciu Bam mnpoBaiizep AocTyma K CeTH
Nutepuer ucnons3yer npuBasky k MAC-agpecy. Beeaute B mnone
MAC-anpec, 3aperucTpupoBaHHbII y MpoBaiaepa MpH 3aKIOUCHUN
JIOTOBOPA.

UYrtoOsl moacTaBuTh B AaHHOE mosie MAC-aapec ceTeBoro ajgantepa
KOMITHIOTEDA, c KOTOPOTO MTPOU3BOIUTCS HACTpoiKa
MAC-aapec MapuIpyTU3aTopa, CIBUHLTE nepekitodarens KnoHnposats MAC-
agpec Bawero ceteBoro aganTtepa BnpasBo. Eciu
NepeKIovareb  CABUHYT  BIpPaBO, IOJ€  HEAOCTYIHO  JJiA
PEIAKTUPOBAHUS.

YroObl moacTaBuTh B JAaHHOe moie MAC-aapec mapmpyTu3aropa,
naxmute kHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka nocTymHa, eciiy MepekIrodarelb CABUHYT
BIIPaBO).

MTU MaxkcuMaibHBIH pa3Mep MakeTa, mepeaaBaeMoro nHTepheincom.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

PPP

bes dBTOpU3aLUN

MNapone* @

MTU*

1492

—||:-C-TE KON WHGPOBaHWA

Bes wudposanva -

MpoToKoN aYTeHTHGUKALNMK

AUTO -
T Keep Alive

LCP WHTEpEan®

30

LCP npoBanui®

3

CoeuHeHne No TpEﬁOBaHHI'O

J°  OTnagka PPP

PucyHok 45. CmpaHuua 0obasrneHusi coeduHeHusi murna PPPoE. Pa3den PPP.

MapameTp Onucanue

PPP

C,[[BI/IHBTG MEPCKIOYATC]Ib BIIPABO, €CJIHW JIsI JOCTYyIIAa B I/IHTepHCT

Bbe3 aBTOpU3auumn
Bam ne HYXXHO BBOAWUTDb UM I1I0JIB30BATCIIA U ITApPOJIb.

Uma nonb3oBaTens Wms monp3oBarens (JOTuH) Uit 1ocTyna B lHTepHeT.

[Tapons g noctyna B MHrepHer. Haxmure Ha  3Ha4oK

Maponb -
Moka3aTtb ( & ), yToObI 0OTOOPA3UTh BBEICHHBIN TAPOJIb.
Uma cepBuca Nms PPPoE-cepBepa, BBITIOMHAIOMIETO ay TCHTH(UKALIHIO.
MTU MaxkcuManbHBIH pa3Mep MmakeTa, epeaaBaeMoro HHTepQercoM.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Hacrpoiika mudpoBanus no nporokony MPPE.

* be3 wudpoBaHna — MPPE-mmdpoBanue He MIPUMEHSETCH.

« MPPE 40 128 bit — npumensercs MPPE-umdposanue c
nuHOM Kirroua 40 wnm 128 OurT.

* MPPE 40 bit — npumensiercss MPPE-mmudpoBanue ¢ minHOM

MpoTokon
wndpoBaHmus kitoua 40 our.
« MPPE 128 bit — mnpumensercs MPPE-mudpopanue c
JUTHHOM Kiroua 128 our.
MPPE-mudpoBanre npumMeHseTcss TOJIbKO B Cllydasx, Korga B
packpeiBaromiemMcst  cniucke  [lpoTokon — ayTeHTUdukauum
Beigeneno 3Hasenue MS-CHAP, MS-CHAPvV2 i AUTO.
MpoTokon Bribepute u3 crnmcka HEOOXOJUMBIA METOJ ayTeHTU(UKALUU WU
ayTeHTUdMKaumm ocrasbre 3HaueHne AUTO.
(Iloooepatcusamov nooknouenue) CIBUHBTE TEPEKITIOYATENb BIPABO,
4T00BI MapIIPYTH3ATOP MOAAEPKHUBAI COCAMHEHUE C MPOBANHIECPOM,
. ke KOTJa COCAMHEHHE HEAKTHBHO B TEUCHHE OMPEACIICHHOTO
Keep Alive

nepuoja BpeMeHH. Eciau  mepekiodarenh  CIBUHYT — BIPAaBo,
JNOCTYIHBIMH Uil pelaKkTHpoBaHus craHoBstcs monsi LCP
mHTepBan u LCP npoBanbl. 3amaiite He0OXOAMMEBIE 3HAYEHUS.

COBuHBTE  TepeKiIroYarelb  BIOPaBO, €CIHM  XOTUTE, YTOOBI
MapIIpyTU3aTOp YCTaHABIMBal coenuHeHHe ¢ MHTepHeT 1o
tpeboBanuio. B more MakcumanbHoOe BpeMsi HEaKTUBHOCTU
3a7aiiTe BpeMs MpocTos (B CEKyH/aX), MOCIe KOTOPOro COCAMHEHHE

CoeaunHeHue no
TpeboBaHuIO

ABTOMATUYCCKH PAa3pPbIBACTCA.

. 3anoJIHUTE MOJIe, €CIM XOTUTE UCIOIb30BaTh cTatndeckuil [P-aapec
Cratuyeckum IP-agpec
JUUISl COETMHEHUS C ceThio IHTepHET.

C)IBI/IHI)TC TIICPCKIIIOYATCJIb BIIPABO, €CIIN XOTHUTEC '-ITO6I>I B XK HaJl
OTtnaaka PPP p paso, ’ yp
3aHOCHWJIACh BCsS OTIaiouHas nHpopmanus 1o PPP-coequnenuto.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

IPv4

@ nonyunts agpec DNS-cepeepa aBTOMaTYECKU

MepBuyHbIi DNS

BropuuHein DNS

PucyHok 46. CmpaHuua 0obasrneHusi coeduHeHus1 murna PPPoE. Pasdes IPv4.

MapameTp OnucaHwue

MonyunTtb agpec DNS-
cepBepa
aBTOMaTUYeCKH

CaBuHBTE TIepeKIroyarens BrpaBo, 4ToObl aapec DNS-cepsepa
HasHavascs aromaruuecku. [Ipu stom nons MepBUYHBbIM DNS u
BropuyHbi DNS HepocTynHbI 17151 pelakTHPOBaHUSI.

MepBU4HLIN DNS /
BtopuuHbin DNS

Beeaute anpeca mnepBuuHoro u BropuuHoro DNS-cepBepoB B
COOTBETCTBYIOLIUE TIOJISL.

[Tocne 3amanmst Bcex HeoOXonuMbIx 3HaueHni Haskmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN

mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

WAN-coeduHeHue muna PPTP, L2TP, L2TP Dual Stack unu L2TP over IPsec

Ha crpanune co3manuss coemuHeHuss B pasaeinc [NaBHble HACTPOMKM  BbiOepuTe
COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHble HAacTPOWKK

PPTP -

Mpynna

Default

Efc*

pptp_B0

iy
L

Koauwecmes cuMansoe doaxHe Bume He Boaee 32

@ Brnounts coeguHeHne

PucyHok 47. CmpaHuuya 0obasneHusi coeduHeHusi murna PPTP. Pa3den NaeHbie HacmpolKu.

MapameTp OnucaHwue

MaBHbIe HAaCTPOMKHU

Tun nHTepcenca

B packpsiBaromeMcsi CHUCKE BBIOCPUTE HEOOXOAUMBIN THIT
uHTep(delica, KOTOPBIA OyJET UCITOIB30BATHCS JIJIS COSAMHCHUS.

UHTepdpenc

B packpsiBaromiemcsi cncke BblOepuTe HeoOxonumoe WAN-
COCAMHEHUE WM TPYMNIy COCAMHEHUH MapHipyTH3aropa, Npu
MOMOIIM KOTOPBIX OyaeT paboTaTh CO374aBaeMOE COEIUHEHUE.
Ecmu BbiOpana rpymma wuHTep(deicoB, OyIeT HCIOIb30BaThCA
WAN-coennHeHne 1Mo yMOTYaHUIO /711 BRIOPAHHOW TPYTITIBI.

Uma coeaunHeHun

Haspanue coenunenus ans ynooHoH naeHTU(UKALINN.

Bknountb coegnHeHune

C[[BI/IHI:TC NEpCKIOYaTC]Ib BIPABO, 4TOOBl BKJIIOYHUTE JaHHOC

COeIUHEHHE.

C,Z[BI/IHLTC NEPCKIOYaTC]ib  BJICBO, YTOOBI OTKIIIOUUTH JaHHOC

COCAMHCHUC.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

PPP

be3 aBTOpHU3aL K

MNapons* L]

MTU*
1456

MpaTokon WhdposaHNa

Bes wndposanma -

MpoTtokon BYTEHTUQHKILMA

AUTO -
. Keep Alive

LCP uHTEpBAN™

30

LCP npoBanei*

3

CoegnHeHWe no TpeﬁOBaHHIO

Otnagka PPP

PucyHok 48. CmpaHuya dobaeneHusi coeduHeHuss murna PPTP. Pasden PPP.

MapameTp OnucaHue

PPP

CJIBI/IHI)Te NEPCKIOYaTCIIb BIIpaBO, €CJIU I JOCTyIla B I/IHTepHeT

be3 aBTOpU3aLUM
BaM HC HY)KHO BBOOUTH UM ITOJIB30BATECIIA N HﬁpOJ’II).

Uma nonb3oBaTens Wwms nonp3oBarens (JIoruH) 11 noctymna B aTepHeT.

[Tapons gns  pgoctyma B HWaTepHer. Haxmure Ha 3Ha4oK

Maponb
P Moka3aTb ( € ), uToOBI 0OTOOPA3UTH BBEICHHBIH MAPOJIb.

Appec VPN-cepBepa | IP- unu URL-aapec PPTP- unu L2TP-cepBepa ayTeHTHUKAIIH.

MTU MaxkcumanbHbIN pa3Mep Makera, nepegaBaeMoro naTepdeicom.

Ctpanuua 74 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Hacrpoiika muposanus no nporokory MPPE.

*  be3 wudpoBaHua — MPPE-mudpoBanre He MPUMEHAETCS.

« MPPE 40 128 bit — npumensercs MPPE-umdposanue c
mHOU Kiroua 40 i 128 OuT.

*  MPPE 40 bit — npumensiercs MPPE-mmmdposanue ¢ qinHOR
MpoTtokon wundpoBaHus moua 40 GuT.

« MPPE 128 bit - npumensercs MPPE-mmdposanune c
TUTMHOH Kitrova 128 OuT.

MPPE-mudpoBanre mnpuMeHsieTcsl TOIBKO B Clydasx, KOTJa B
packpeiBatomemcsi  cnucke  [lpoTtokon  ayTeHTuduKauuum
Beigeneno 3Hauenue MS-CHAP, MS-CHAPV2 i AUTO.

MpoTokon Bribepure U3 cnucka HEOOXOAMMBIM METOJ| ayTeHTH(PHKALNUU WIN
ayTeHTUdMKauumn ocrabTe 3HaueHne AUTO.

(IToooeporcusamsv nookntoyenue) CABUHBTE MEpEKIOYaTeNb BIPABO,
9T00BI MapIIPyTHU3ATOP MOJAEPIKUBAT COCTUHEHUE C MPOBaiiiepoMm,
Jake KOIJa COEeIMHEHHWE HEaKTHMBHO B TEUEHHE OMPEAETICHHOTO

Keep Alive
nepuosa BpeMeHH. Ecim  mepexiodarenb CIBUHYT — BIPABo,
noctynabiMu ctaHoBsTcs ot LCP nHtepBan u LCP npoBanbil.
3anaiite HEOOXOAUMbIE 3HAYCHUS.
Tonvko onss munoe PPTP, L2TP u L2TP over IPsec.
CIBuHBTE TEpEKIIOYaTeNib  BIPABO, €CIM  XOTHTE, YTOOBI
CoenvHeHue no MapuIpyTH3aToOp YCTAaHABIMBAI COeqWHEHHe C VHTepHET 10
TpeGoBaHuto TpeboBanuo. B moire MakcumanbHoe BpemMsi HEaKTUBHOCTHM

SaﬂaﬁTe BpEMA ITPOCTOA (B CeKYH,I[aX), MMOCJIC KOTOPOro COCANUHECHUC
ABTOMATUYCCKU PA3PLIBACTCH.

. 3anoJaHuUTE 1MoJie, €ClIu XOTUTE UCTIONb30BaTh cratndeckuil [P-aapec
CraTtnueckum IP-agpec
JUISl COEIMHEHHUS C ceThbio MIHTEepHET.

CaBuHbTE NepeKyroyareilb BIPaBO, €CIM XOTUTE, YTOOBI B JKypHAaJ
Otnapnka PPP p pago, . yp
3aHOCHJIAch Bes omagouHas nHpopmanms no PPP-coequnenuto.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN

mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

IPv4

@ nonyunts agpec DNS-cepeepa aBTOMaTYECKU

MepBuyHbIi DNS

BropuuHein DNS

PucyHok 49. CmpaHuuya dobaeneHusi coeduHeHuss murna PPTP. Pa3den IPv4.

MapameTp OnucaHwue

MonyunTtb agpec DNS-
cepBepa
aBTOMaTUYeCKH

CaBuHBTE TIepeKIroyarens BrpaBo, 4ToObl aapec DNS-cepsepa
HasHavascs aromaruuecku. [Ipu stom nons MepBUYHBbIM DNS u
BropuyHbi DNS HepocTynHbI 17151 pelakTHPOBaHUSI.

MepBU4HLIN DNS /
BtopuuHbin DNS

Beeaute anpeca mnepBuuHoro u BropuuHoro DNS-cepBepoB B
COOTBETCTBYIOLIUE TIOJISL.

IPvE

NoayuuTs IPvE

ABTOMaTUYECKK -
BrmounTE AEnerMpoBaHue npedueca

ABTOMaTUYECKK -

. MonyunT agpec DNS-cepeepa aBTOMaTHUUECKH

PucyHok 50. CmpaHuua dobaerneHusi coeduHeHusi muna L2TP Dual Stack. Pa3den IPv6.

MapameTp OnucaHue

IPv6 (021 muna L2TP Dual Stack)

MonyuuTtb IPV6

B packpeiBatomemMcs cnucke BblOepuTe MeTOA Ha3HadeHus [Pv6-
ajpeca JUIsl JAQHHOTO COEIMHEHMS WIM OCTaBbTE 3HAYCHUE

ABTOMaTHU4YeECKM.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

B packpsiBaromiemMcs criucke BIOEpUTE PEKUM 3ampoca mpedukca y
Bormrecrosiimero DHCPv6-cepBepa anist opMupoBaHus JaUanazoHa
[Pv6-anpecoB aJis TOKaIbHOM CETH.

* Hert — pexxum 6e3 3ampoca npedukca.

* ABTOMaTM4YECKM — pEeXHM C BO3MOXKHOCTBIO 3ampoca

BKNIOMUTL npedukca. [Ipu BeIOOpE AAHHOIO 3HAUCHMSI MapLIPyTU3ATOP
AenerMposaHue sampammuBaer npedpuxc y DHCPv6-cepepa. Ilpu 3TOoM
npedukca noiay4yeHue mnpedukca He sABISETCs OOsM3aTelIbHBIM  JUIS

YCTaHOBKH COCOAVHCHUAA.

* [pUHYAUTENBbHO — PEeXHUM C NMPUHYAUTEIBHBIM 3aIIPOCOM
npedukca. [Ipu BeiOOpe JaHHOTO 3HAUEHUS MapLIPYyTH3ATOP
sampammuBaer npedpuxc y DHCPv6-cepepa. Ilpu 3TOoM
nogyueHue npeduxca  sBigerca  00A3aTeIbHBIM IS
YCTaHOBKH COEAMHEHUS.

MonyunTk agpec DNS- CnBuHBTE MepeKIIroYaTelb BIpaBo, uToObl aapec DNS-cepBepa [Pv6

cepBepa
aBTOMaTUYeCKu

Ha3Hadaics aBToMmarndecku. [Ipu stom moss MepBuYHbIA IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HeaoCTyIHBI
ISl peTaKTUPOBAHUSI.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuyHbin
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuuHoro DNS-cepsepos [Pv6 B
COOTBETCTBYIOILIHE TTOJIA.

IPsec

@ BxmounTs PFS

@ Pazpewuts DPD

() 0P - Dead Peer Detection

30

120

YKazate nopT NOAKNKYEHA

PucyHok 51. CmpaHuuya dobasneHusi coeduHeHuss murna L2TP over IPsec. Pa3des IPsec.

' HaCTQOI‘/’IKI/I JOJIKHBI OBITh OIMHAKOBBIMM JJIA obenx CTOPOH, OPraHU3YIOMNX TYHHCJIb.
|
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

IPsec (012 muna L2TP over IPsec)

Knrou

Kurou qy1s B3auMHoM ayTeHTH(UKAIUMK CTOpOoH. HaxkmuTe Ha 3HAYOK
Moka3aTb (&), yToOBI 0TOOPA3UTh BBEJCHHBIN KITHOU.

Bknrouutb PFS

CnBuHBTE TIEPEKIIOYATEh BIPABO, YTOOBI BKIHOYMUTH omiuio PFS
(Perfect Forward Secrecy, coeepuiennas npsamas CeKpemHOCHIb).
Ecniu nepexnirouatens COBUHYT BIpaBo, NHpu ycTaHoBke [Psec-
TyHHEJS OyZleT MPOMCXOAUTh HOBBIM OOMEH KIFo4aMU MIH(pPOBaHMUS.
Vcnonp30BaHUE aHHOW OMIIMHM TOBBIIIAET YPOBEHb O€30MACHOCTH
nepeIavyu JaHHbIX, HO yBenuuuBaeT Harpy3Kky Ha DIR-1260/SE.

PaspewunTtb DPD

CaBuHBTE  TepeKiroyareldb ~ BIOPaBO,  4YTOOBI  pa3pemIuTh
ucnonp3oBanue nporokona DPD  nmnga mannHoro tyHHensa. Takas
HACTpOWKa IO3BOJISIET TPOBEPUTH COCTOSHUE YIAJICHHOTO y3i1a B
TYHHENe: eciu OOMeH 3amm@pOBaHHBIMU TAKETAMU  MEXITY
MapuIpyTU3aTOpOM W YAAJCHHBIM  y3JIOM  IpeKpariaercs,
MapUIpyTU3aTop HauyuHaeT nockuiath DPD-3ampockl ynajieHHOMY
y3iy. Ecnu mepekirouarens CIBUHYT BIIEBO, ot 3agepxka DPD
u Taum-ayT DPD HenocTynHbI U1 peIaKTUPOBAHHSI.

3apepxka DPD

Ilepuon Bpemenu (B cekyHaax) Mexay DPD-3anpocamu. Ilo
YMOJTYaHUIO 33/1aHO0 3HaueHue 30.

Tanm-ayt DPD

Bpemst oxxunanus orera Ha DPD-3anpoc (B cexynmax). Eciu y3en
HE OTBEYACT 4Yepe3 YKa3aHHOE BPEMs, MapIIpyTH3aTOp OOpHIBAET
COEIMHEHUE 0 TYHHEI0, OOHOBIIAET MHPOPMALIUIO O HEM U 3aHOBO
MIBITAETC BOCCTAaHOBUThH coeAauHeHue. [lo ymonmyanuio 3amaHo
3HaueHue 120.

Ykaszatb nopt
noakn4vYeHns

CaBuHBTE MEpeKNIoYaTesib  BIPAaBO, UTOOBI H3MEHHUTH  IOPT,
UCTIOJIb3YeMbI /I OOMEHa MJaHHBIMH C JAPYrOd CTOPOHOH, M
BBEIUTE HEOOX0AMMOe 3HaYeHue B otoOpasusiemcs nomne MopT. Io
YMOJIYaHUIO 3a1aHO 3HayeHue 1701.

[Tocne 3amanust Bcex HeoOXoaUMBIX 3HaYeHn HaxxmuTe kHonky MPUMEHUTD.

[Tocne coznanus coeaunenus tuna L2TP over IPsec na crpanuiie VPN / IPsec B pa3nene CtaTtyc

oToOpakaeTcs Tekyiiee coctossaue [Psec-Tynnensi.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna PPPoE IPv6 unu PPPoE Dual Stack

Ha crpanune co3manuss coemuHeHuss B pasaeinc [NaBHble HACTPOMKM  BbiOepuTe
COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHbIE HACTPOMKK

PPPcE IPvE
WAN
pppoeve_1

() Komuvecmes cumaoaoe donxre Bume ve Gonee 32

@ BxnounTs coegnHeHKe

PucyHok 52. CmpaHuuya dobaesrneHusi coeduHeHuss murna PPPoE IPv6. Pasden aeHble HacmpoUKu.

MapameTp OnucanHune

MmaBHbIe HAaCTPOUKHK

Ousnueckuit unu BUpTyanbHbld WAN-uHTEpdEc, K KOTopoMy

UHTepdcpenc
6yz[eT MMPpUBA3aHO CO30aBaCMOC COCAUHCHUC.

Uma coeanHeHuns HazBanue coenuHenus s ynoOHOH ueHTH()UKALIIH.

C,I[BI/IHBTG MEPCKIOYATCIIb BIIPABO, YTOOBI BKJIIOYUTH JaHHOC

COCOUHCHHC.

Bknwountb coegnHeHne
C,I[BI/IHBTC r[epeKn}oanenL BJIEBO, IITO6]:I OTKJIKOYUTh OAaHHOC

COEIUHEHHE.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ethernet

MAC-aapec*

BC:0F:9A:6D:36:4C

J©  Knonuposate MAC-agpec Bawero ceTeBoro
afanrepa (90:2B:34:A5:A8:FB)

MTU*
1500

PucyHok 53. CmpaHuua 0obasneHusi coeduHeHuss murna PPPoE IPv6. Pa3zden Ethernet.

MapameTp OnucaHue

Ethernet

MAC-anpec, npucBamBaeMblii uHTepdeiicy. [laHHbli mnapameTp
HEOOXOIUMO 3ajiaTh, eciu Bam mnpoBaiinep pocTyma K ceTd
Wureprner ucnons3yer npusssky k MAC-anpecy. Beenute B nosne
MAC-anpec, 3aperucTpUpOBaHHbIN y MIpOBaliepa NpHU 3aKIOYEHUN
JI0rOBOpA.

YroObl moacraBuTh B nanHoe none MAC-aapec ceTeBoro amanrepa
KOMITBIOTEPA, c KOTOPOTO HPOU3BOJUTCS HaCTpoOiiKa
MAC-agpec MapIIpyTH3aTopa, CIBHHBTE nepekioyareas KnoHnposats MAC-
agpec Bawero ceTeBoOro aganTtepa BIIPaBO. Ecmm
HepeKIrovaTeNlb  CABUHYT  BIPaBO, IOJIE  HEAOCTYITHO IS
PeIaKTHPOBAHMUSL.

Uro6sl moacTaBuTh B AanHoe none MAC-aapec mapiipyTu3aropa,
naxmure kaHonky BOCCTAHOBUTb MAC-AOPEC 1O
YMOJNYAHMUIO (kHomka nocTymHa, eciiy MepeKIrodaresib CABUHYT
BIIPaBo).

MTU MaxkcuManbHbIH pa3mep Makera, nepeaBaeMoro nHTepgeicom.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

PPP

A be3 dBTOpU3al Kk

Mms none3osatens*

Maponb* ©

Wms cepsuca

MTU*

1492

MNpoTokon WndpoBaHnA

Bes wwudposaHnAa -

MpOTOKON 3YTeHTUDMKALIK

AUTO -
@ Keep Alive

LCP uHTepean®

30

LCP nposanw®

3

Cratnueckui IP-agpec

J Otnagka PPP

PucyHok 54. CmpaHuua 0obasrneHusi coeduHeHust murna PPPoE IPv6. Pasden PPP.

MapameTp OnucaHue

PPP

CJIBI/IHBTC MNEPCKIOYATCIIb BIIPAaBO, €CJIW MJIA JOCTyIla B I/IHTepHeT
Be3 aBTOpU3auuun ’
Bawm ne HY>XHO BBOAUTH UM I1OJIB30BaTCIIA U IIApPOJIb.

Mma nonb3oBaTens WM nons3oBarens (JIoruH) ans goctyna B IHTepHeT.

ITaponms s pocryma B HMatepHer. Haxmure Ha 3Ha4uoK

Naponb .
P MNMoka3aTb ( € ), 4ToOBI 0TOOPA3UTH BBEICHHBIH MTAPOJIb.
Uma cepBuca Nms PPPoE-cepBepa, BHIMOMHAIONMIETO Ay TEHTU(DUKALIHIO.
MTU MaxkcuMasbHbIH pa3mep Makera, nepeaBaeMoro uHTepgeicom.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Hactpoiika mmdposanus no nporoxkoay MPPE.

* be3 wudpoBaHna — MPPE-mmdpoBanue He MPUMEHSETCS.

« MPPE 40 128 bit — mpumensercs MPPE-mmdpoBanue c
JuHOHU Kiroda 40 wm 128 our.

MpoTokon *  MPPE 40 bit — npumensiercs MPPE-mmdpoBanue ¢ aauHoM

wudpposaHus kitova 40 our.

« MPPE 128 bit — mnpumensercs MPPE-mmdpoBanue c
JUTMHOH Kiroya 128 OuT.

MPPE-mmudpoBanre npuMeHsieTcss TOJIBKO B Cllydasx, Korga B
packpeiBatomemMcss  crnimcke  [lpoTokon — ayTeHTUduKauum
BeLaeneno 3Hadenne MS-CHAP, MS-CHAPvV2 uiu AUTO.

MNMpoTokon Bribepure u3 crnmcka HEOOXOAMMBIM METOJ| ayTeHTU(UKAIMH WU
ayTeHTUdMKaumm ocrassre 3HaueHre AUTO.

(I1oooeporcueamsv nooxknouenue) CIBUHBTE TIEpeKIOYaTeNb BIPABO,
YTOOBI MAPIIPYTH3aTOP MOAJEPKHUBAII COCTUHEHUE C MPOBANIEPOM,
. Jla)ke KOrJa COEAMHEHUE HEaKTHMBHO B TEUEHHUE OIPEeIeIEHHOIO
Keep Alive
nepuofa BpeMeHH. Eciam mepexitodaTens  CABHHYT — BIIPABo,
JIOCTYIHBIMUA JUIS  pelaKTupoBaHus craHoBsrcs mois LCP

mHTepBan u LCP npoBanbl. 3aiaiite HEOOXOAMMBIE 3HAUCHHUS.

o 3anoJIHUTE MOJIEe, €CIM XOTUTE UCIIONIb30BaTh cTarndeckuil [P-aapec
Cratuyeckum IP-agpec
JUISL COEIMHEHMUS C ceThio IHTEpHET.

C]IBI/IHI)TG IICPCKIIIOYATCIIb BIIPpABO, €CIIN XOTHUTEC T-ITO6I)I B XK HaJl
Otnapgka PPP p pago, ; yp

3aHOCHWJIach BCs omIanodHast uHpopmanus 1o PPP-coequnenuto.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

IPv4

@ nonyunts agpec DNS-cepeepa aBTOMaTYECKU
MepBuyHbIA DNS

BropuuHein DNS

PucyHok 55. Cmparuua dobasneHusi coeduHeHuss murna PPPoE Dual Stack. Pasden IPv4.

MapameTp OnucaHue

IPv4 (07151 muna PPPoE Dual Stack)
Monyuntb agpec DNS- | Casunbre mnepekiouaTens BrpaBo, 4ToObl ampec DNS-cepsepa
cepBepa Ha3Hadascs aBromatuyecku. [Ipu stom mosst MepBuYHbIN DNS u
aBTOMaTU4YeCKU BTopunyHbin DNS HenocTymHb! 17151 pe1akTHPOBAHHS.
MepBuyHbIM DNS / BBenute anpeca mepBuuHoro u BropuuHoro DNS-cepepoB B
BtopuuHbin DNS COOTBETCTBYIOIIUE MOJISL.
IPv6
NemyunTs PG
ABTOMETHYECKK -
ExmounTE ASNErMpOBaHHE NpedHxca
ABTOMATHYECKK -

. MonyunT agpec DNS-cepeepa aBTOMaTHYECKH

PucyHok 56. Cmparuya dobasrieHusi coeOuHeHuss murnia PPPoE IPv6. Pasdern IPv6.

MapameTp OnucaHue

IPv6
B packpeiBaromemMcsi ciucke BbIOepUTE MeTON HasHaueHus [Pvo-
MonyuuTtb IPV6 agpeca Uil  JAHHOTO COCIMHCHHMS WM OCTaBbTE 3HAYCHUE
ABTOMaTUYECKMU.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

B PACKPBIBAOMICMCA CIIMCKE BIJI6€pI/ITe PCKUM 3arpoca Hpe(bmcca y

Bormrecrosiimero DHCPv6-cepBepa anist opMupoBaHus JaUanazoHa
[Pv6-anpecoB 1 I0KanbHON CETH.

* Hert — pexxum 6e3 3ampoca npedukca.

* ABTOMaTM4YECKM — pEeXHM C BO3MOXKHOCTBIO 3ampoca

BKNIOMUTL npedukca. [Ipu BeIOOpE AAHHOIO 3HAUCHMSI MapLIPyTU3ATOP
AenerMposaHue sampammuBaer npedpuxc y DHCPv6-cepepa. Ilpu 3TOoM
npedukca noiay4yeHue mnpedukca He sABISETCs OOsM3aTelIbHBIM  JUIS

YCTaHOBKH COCOAVHCHUAA.

* [pUHYAUTENBbHO — PEeXHUM C NMPUHYAUTEIBHBIM 3aIIPOCOM
npedukca. [Ipu BeiOOpe JaHHOTO 3HAUEHUS MapLIPYyTH3ATOP
sampammuBaer npedpuxc y DHCPv6-cepepa. Ilpu 3TOoM
nogyueHue npeduxca  sBigerca  00A3aTeIbHBIM IS
YCTaHOBKH COEAMHEHUS.

MonyunTk agpec DNS- CnBuHBTE MepeKIIroYaTelb BIpaBo, uToObl aapec DNS-cepBepa [Pv6

cepBepa
aBTOMaTUYeCKu

Ha3Hadaics aBToMmarndecku. [Ipu stom moss MepBuYHbIA IPV6
DNS-cepBep u BropuuHbin IPv6 DNS-cepBep HeaoCTyIHBI
ISl peTaKTUPOBAHUSI.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuyHbin
IPv6 DNS-cepBep

Breaute aapeca nepsuyHoro u BropuuHoro DNS-cepsepos [Pv6 B
COOTBETCTBYIOILIHE TTOJIA.

[Tocne 3amanmst Bcex HeoOXomuMbIX 3HaueHni Haskmute kHonky MPUMEHUTD.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

HacTtpoiika mappyTusatopa

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna Mob6usnbHbIU UHMepHem

Ecin ana SIM-kaptel Bamero USB-monema ycranosneHa nposepka PIN-konma, s koppekTHOM
pabotel MoOmiIbHOrO WAN-coemunenuss Haxkmure knonky BBECTWU PIN B yBemomienun B
NpaBOM BEPXHEM YTy cTpaHuIlbl v BBeauTe PIN-Kko1 B 0TOOpa3uBIIEMCs OKHE. 3aTeM Ha CTpaHHMIIS
COo3aHus COeIMHEHHMS B paszesie [NaBHble HACTPOMKMU BEIOEPUTE COOTBETCTBYIONICE 3HAYECHUE B
crricke TUN coeAUHEHUS u 3a1aiiTe HeoOXOAUMbIE TTApaAMETPBI.

[MaeHbIe HACTPOWKK

VN CoOeUHEHUR

MOOWNEHBIA MHTEPHET A

(i) Karuwecmeo cumennoe doamro Buime He Goree 3,

@ BxnouuTE coeavHeHKe

Mcnonb20BaTe Kak MHTEpGeAc

PucyHok 57. Cmparuua dobaeneHusi coeduHeHusi murna MobunbHbil uHmepHem. Pa3den MNnaeHble

Hacmpouku.

MapameTp OnucaHue

MmaBHble HAaCTPONKM

Nma coeanHeHun

HasBanue coenunenus s yno0HON UACHTU(DUKAIINN.

Bxnoountb coeguHeHune

CI[BI/IHI)TG MEPEKI0YaTe/ib  BIIpaBo, YTOOBl BKJIFOYHTH JaHHOC
COCIUHCHHC.
CI[BI/IHBTG NEPpCKIOYaTCiib  BJICBO, yTOOBI  OTKJIIOYHTh JaHHOC

COCOIMHCHHC.

Ucnonb3oBaTb Kak
UHTepcenc

ChBuHbTE TEpeKIIoYaresib BIPaBO, YTOOBI CO3IaTh CETEBOU
uHTEpQEc I TaHHOTO COEAMHEHUsI, HapUMep, Uil 00beTUHEHUS
HECKOJIbKUX MHTEP(ENCOB B MPO3pavHOE COCTUHEHNUE.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Hactpoikn mogema

BbIEOP MOOEMA/SIM-KAPTbI

Auto -

Howmep go3BoHa

*00#

@ ©5e: aETopuzawm

MpoToKon ayTeHTMdHKaLUN

Tun

IPv4 v

PucyHok 58. CmpaHuua dobaerneHusi coeOuHeHus1 murna MobunbHbIl uHmepHem. Pasden Hacmpolku
modema.

MapameTp OnucaHwue

HacTponku mogema

BbIBOP HaxxmMuTe KHOIKY, YTOOBI TPHUBS3aTh COCTUHEHHE K OJHOMY U3
MOOEMA/SIM-KAPTbI | nonxmrouennsix USB-monemos'’.

JlanHOE moJIe ompeneNnseT THIl CETH, K KOTOPOH IOAKIIIOYaeTCs
mapuipytusarop. OctaBere 3HadyeHue Auto, 4yroObl MapupyTH3aTop

Pexum
ABTOMATUYECKHA TMOJKIIOYANCS K JOCTyMHOMY THIy CETH, JIHOO
BBIOCpPHTE HEOOXOMMOE 3HAUCHHUE B PACKPBIBAIOILIEMCS CITUCKE.
APN HaszBanue Touku qocryma.
Homep no3BoHa Homep 11 NOAKIIFOYECHUS K CEpPBEPY aBTOPU3AIMU OIIepaTopa.

C)IBI/IHI)TG HepeKHIOanGHL BHpaBO, €CJIn A IIOAKJIIFOUEHUA K CCTHU
be3 aBTOpU3auumn
oreparopa He TpeOyeTcsl aBTOpU3AIIHSL.

MpoTtokon

BriGepute u3 crimcka HeOOXOAMMBINA METOJT ay TEHTHU(DHUKAITUH.
ayTeHTUdMKaumm

Uma nonb3oBaTens Wms monp3oBarens (JIOTUH) [ OAKITIOYEHHSI K CETH OorepaTopa.

10 IIpn mMOgKITIOYCHNN HECKOIBKUX YCTPOHCTB K ogHOMY USB-mopTy MapmipyTu3aropa peKOMEHAYeTCs MCIIONb30BaATh
USB-KkoHIIEHTpaTop ¢ COOCTBEHHBIM ITUTAHUECM.

Ctpanunua 86 13 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Mabonk [Taposns 11 MOAKIIIOYCHUST K CETH orepatopa. Hakmurte Ha 3Ha4OK
P MNMoka3aTb (&* ), uToObl OTOOPA3HUTH BBEICHHBIN MAPOJIb.
Bepcus IP-mportokosia, KOTOpPyH OyleT HCIOIb30BaTh JIaHHOE
Tun coenunenue. BpiOepute 3Hauenue IPv4, IPv6 wiu Dual wus
PaCKPBIBAIOMIETOCS CITUCKA.

PPP

MTU*
1370

@ Keep Alive

LCP wHTepean®

30

LCP npoBane™

3

) CoegvHeHKe no TpeboBaHWIO

MakcumanksHoe BpeMA HeaKTMBHOCTH (B ceKkyHOax)

) Otnagka PPP

PucyHok 59. CmpaHuuya dobasrneHusi coeOuHeHus murna MobunbHbil uHmepHem. Pa3den PPP.

MapameTp OnucaHue

PPP

MTU MaxkcuManbHBIH pa3Mep MmakeTa, nepeaaBaeMoro HHTepecoM.

(I1oooeparcusamov nooknouenue) CIBUHBTE TIEPEKITIOYATENb BIPABO,
9TO0BI MapIIPYyTH3ATOP TOAJICPKHUBAII COSAMHEHUE C MPOBANIEPOM,
. Ja)Ke KOTJa COCJMHECHHUE HEaKTHBHO B TEUYCHHE OIPENEICHHOTO
Keep Alive
nepuoja BpeMeHHM. Eciau  mepekiodaresb  CIBUHYT — BIIPaBo,
JOCTYIMHBIMHA  JUIS  pelakTUpoBaHWs craHoBATcs moiast LCP

umHTepBan u LCP npoBanebl. 3aaiite HEOOXOMMbIC 3HAYCHUSI.

CaBuHBTE  TepeKiIroyareNb  BIOPAaBO, €CIM  XOTUTE, YTOOBI
MapLIpyTHU3aTOp YyCTaHaBIMBaJl COeAMHEHHE ¢ VHTepHeT 1O
tpeboBanuio. B none MakcumanbHoe BpeMsi HEaKTUBHOCTU
3ajiaiiTe BpeMs MpocTos (B CEKyHJax), MOCIe KOTOPOro COCIMHEHHE

CoeguHeHune no
TpeboBaHuIO

ABTOMATHUYCCKHU PaA3PLIBACTCH.

CI[BI/IHBTe IICPCKIIKOYATCJIb BIIPABO, €CIIN XOTHUTC ‘ITO6BI B X HaJl
Otnaaka PPP p pago, ; yp
3aHOCHUJIACh BCA OTJIIaJOYHAs I/IH(I)OpMaHI/ISI I10 PPP-COCI[I/IHGHI/HO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

IPv4

@ nonyunTs appec DNS-cepepa aBTOMaTAYECKU

PucyHok 60. Cmpa+uua dobaerneHusi coeduHeHusi murna MobunbHbIl uHmepHem. Pa3den IPv4.

MapameTp OnucaHue
IPv4 (015 munos IPv4 u Dual)
Monyuntb agpec DNS- | Casunbre mnepekiouaTensb BrpaBo, uToObl ampec DNS-cepsepa
cepBepa Ha3Hayasics apromarndecku. [Ipu srom mons MepBUYHBLIN DNS 1
aBTOMaTU4eckKku BropuuHbin DNS HenoctynHb! i peJakTHPOBAHUSL.
MepBuYHbIM DNS / BBenute anpeca mepBuuHOoro u BropuuHOoro DNS-cepBepoB B
BropuyHbin DNS COOTBETCTBYIOIINE OIS,
IPv6

# nonyuunts agpec DNS-cepeepa aBToMaTUHECKN

PucyHok 61. CmpaHuua dobaesrneHusi coeduHeHusi murna MobunbHbIl uHmepHem. Pa3den IPv6.

MapameTp OnucaHue

IPV6 (0711 munos IPv6 u Dual)

Monyuntb agpec DNS- | Casunbre mnepekiouaTenb BrpaBo, uToObl agpec DNS-cepsepa
cepBepa Ha3Havascs aBromatudecku. [Ipu atom mosst MepBUYHbIN DNS u
aBTOMaTU4yeckKku BtopuuHbin DNS HepocTymnHbI 17151 pelakTHPOBAHUS.

MepBnYHbLIN IPV6 DNS-
cepBep / BropuyHbIn
IPv6 DNS-cepBep

Beeaute anpeca mepBuuHoro u BropudHOoro DNS-cepBepoB B
COOTBETCTBYIOILIKE ITOJIA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Health Check

BKAHOUYNTE

(@ Nposepra cmomyco coedurerUR npU NOMOLLY KoMaHDs! ping

MakcvmMansHoe KoAMYECTED NONbITOK

10

anm-ayT (B cexyHaax)

(@ MarcumansHoe speus oxcudarius omsema na odkHoil noneimKuy

I'IepeaanyCK coefUHEHWA

MNpoeepka IP-agpeca Mogema

a Modema 3anp: MNpaSAAEMCA

PucyHok 62. Cmparuua dobasrnieHusi coeduHeHust muna MobunbHbIll uHmepHem. Pa3desnn Health Check.

MapameTp OnucaHue

Health Check

CnBuHbTe MEPEKIIIOYATEND BIIPaBoO, 9TOOBI HPOBEPATH
Bknountb paboTOCIIOCOOHOCTh COEAUHEHUsT ¢ Tomolplo Mexanmsma ICMP

ping.

KonmnuectBo ~ 3ampocos, OTIIPABJICHHBIX  JUISI  TIPOBEPKHU

paborocnocobHOCcTH coenuHeHwus. [0 ymomyaHuio 3a1aHO 3HAUYEHUE
MakcumansHoe 10.

KONMU4EeCTBO NONbITOK | g npoBepkr OTHpABIAETCS HECKOJBKO ping-3ampocoB. Ilocie
HECKOJIBKMX HEYIAuHBIX 3aIPOCOB CTATYC COEIAMHEHHS MEHAETCS J10
IIEPBOTO YIAQYHOTO 3aIpoca.

Hepnoz[ BpEMCHU (B CCKYHI[B.X), BBIJICJICHHBIN HA OKMIAHHE OTBETA

Tanm-ayTt .
Ha oJuH ping-3anpoc. I1o ymonuanuto 3anaHo 3HaueHue 3.
Mepesanvek CnBuHbBTE NeEpeKIoYareNlb BIPaBO, YTOOBI MOBTOPHO YCTAHOBUTH
P y COEIIMHEHHUE I0CJIeé MAaKCUMAJIbHOTO KOJMYECTBA HEYNAuHBIX ping-
coeAVHEHUs

3aIpoCoB.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

IP-anpeca u3 BHeEHIHEH CETH, JOCTYIHOCTb KOTOPBHIX OyaeT
MPOBEPSATH MapUIPyTU3aTOp ¢ mmoMomIsio Mexanuzma ICMP ping. Ilo

YMOJIYaHUIO MapupyTusarop nposepsieT IP-anpec 8.8.8.8.

Anpeca Haxmure xHomky JQOBABWUTb wu B oToOpasuBIieiics CTpoke

BBequTe IP-ampec wnm  ocraBpTe 3HA4YCHHE, MPEATIOKEHHOE
MapuIpyTH3aTopoM. Bl MoxkeTe 100aBUTh HECKOJIBKO aJpecoB.

Yro0s! ynanmuth [P-anpec u3 crucka, Ha)KMHUTE Ha 3Ha4OK YAANUTb
(*) B cTpoke agpeca.

CaBuHBTE TIEpeKIovYaTesib  BOPaBO, YTOOBI  MapIIPyTH3aTO
MNposepka IP-anpeca p p puIpy p

3ampamuBail y Moiema akryanbHelii [P-agpec B ciydasx, xorga oH
mMoaema

MEHSIETCS 10 UCTEUEHHS CpOKa AercTBUS npeasiayuero [P-aapeca.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HaueHnit Haxkmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN

mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

HacTtpoiika mappyTusatopa

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna IPIP6

Ha

CTpaHHUIIC CO3[aHHs COCIUHEHUs B pasdenc [NaBHble HACTPOMKM  BhIOEpUTE
COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHble HACTPOAKK

IPIPG

dynipvg_43

P

ipipve_87

G} Komumecmes cUManaos SonwHe Buime He Goaee 32

@ EcnounTs coeguHeHne

PucyHok 63. Cmparuuya dobasneHusi coeduHeHuss muna IPIP6. Pa3dern nasHble HacmpoukKu.

MapameTp Onucanune

MaBHble HacTPOMKH

UHTepdhenc

B packpeiBatomemcs crnucke BbeiOepuTe HeobOxomammoe WAN-
COEIMHEHUE MapIIpyTHU3aTopa, IpPH IOMOIIU KOTOPOro Oyner
paboTath co31aBaeMO€e COEMHEHUE.

Nma coeanHeHun

HazBanue coenuHeHus 1iis y1oOHOH MACHTH(UKAIINN.

Bknountb coegnHeHue

CI[BI/IHLTC MEPCKIOYATC]Ib  BIIPABO, YTOOBI BKJIIOYHUTH JaHHOC
COCAMHCHUC.
CI[BI/IHBTC INECPCKIOYATeiib BJICBO, YTO OBl OTKJIIOYHUTH JaHHOC

COCAMHECHUC.

P

YnaneHHsIA xoc

@ TonyunTs agpec yaaneHHoro xocTa aBTOMaTUUECKM

Pesxaam™®

DSLite -

@ vcraHoeuTE MTU aBTOMaTUUECKN

PucyHok 64. CmpaHuua 0obasneHusi coeduHeHusi muna IPIP6. Pa3ders IP.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

IP

MonyuuTb appec
yAaneHHoro xocrta
aBTOMaTU4eCKMU

CnBuHbTEe NepekiodaTens BIpaBo, 4ToObl IPv6-anapec ymaneHHOro
y3J1a Ha3HA4aJICsl aBTOMaTUYECKH.

Bribepute criocob uaeHTU(GUKAIIUK YAAJICHHOTO y3J1a U3 CITHCKA.
* Appec — uaentudukaims yaaieHHoro ysia mo [IPv6-aapecy.

* FQDN - uaentudukanus yaaJeHHOTO y3Ja Mo JOMEHHOMY
Tvn MMEHU.

PackpbiBaromuiicss Crucok oOToOpakaeTcsi, €Clu MepeKodareib
Monyuntbe appec yAaaneHHOro XocTa aBTOMaTUYEeCKU
CABUHYT BIIEBO.

Beenute IPv6-aapec ymaneHHOTO y37a, €CIM B PACKPBIBAIOIIEMCS
crrcke TUN BeIIeIeHO 3HaucHue Agpec.

BBemure  joMeHHOe  WMs  yNAICHHOTO — y3ila, €ClIH B
YpaneHHbIN xoCT packpbiBaronemcsi criucke TUM Beiaeneno 3naueane FQDN.

ITone AOCTYIIHO IS  PCHAAKTHPOBAHUA, C€CIIM TICPCKIIHOYATCIIb
I'Ionytwm: agpec YyaaneHHoro Xxocta aBTOMAaTU4YeCKU
CIABHUHYT BJICBO.

Pexum paboThl COSTHMHCHHS.
Pexum .
B packpeiBaromemcs ciiricke Boioepute 3Hauenue DSLite.

CaBuHBTE TEpEeKIIoYareNlb BIPaBO, YTOOBI MAKCUMAJIBHBIA pa3zmep

IIakera, nepenaBaeMoro HHTep(beﬁCOM, yCTaHaBHI/IBaJ'IC}I
YctaHosutb MTU

aBTOMaTU4eCKu

ABTOMaTH4YCCKU.

CHBHHBTE MEPEKITIOUATENb BICBO, YTOOBI 3a/aTh JAHHBIN MapameTp
BpyuHyto. [Ipu aTom otodpaxkaercs mone MTU.

MTU MaxkcumanbHbIN pa3Mep Makera, nepegaBaeMoro HHTephencom.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HaueHnit Haskmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna 6in4

[lepen HacTpoOIKOW COeNMHEHUST HEOOXOIMMO 3aPETUCTPUPOBATHCS HA CaliTe TYHHEIBLHOTO
®m  Opokepa.

Ha CTpaHULICE CO3daHUA COCAUHCHUA B  pas3icic MmaBHble HaCTpOﬁKVI BLI6epI/ITe
COOTBETCTBYIOLICC 3HAYCHUE B CIIMCKE Tun coeAuHeHuAa u SaﬂaﬁTe HGO6XO,I[I/IMLIC napamMeETpshl.

[MaBHbIE HACTPOWKK

Gind -
epdeiic*
dynip_81

Gin4_80

weCmes cuMensoe donwHo Bume ve fonee 32

@ BuounTs coeguHeHne

@ YoanoeuTE MTU aBTOMAaTHYECKM

PucyHok 65. CmpaHuuya dobasneHust coeduHeHuss muna 6in4.

MapameTp OnucaHwue

MmaBHbIe HAaCTPOMKHU

B packpsiBaromemMcsi cnucke BbiOepute HeoOxoammoe WAN-
UHTepdcenc COCIMHEHUE MapIIPyTHU3aTopa, IMPH IOMOIIM KOTOPOTO OyIeT
paboraTh co3/1aBaeMOe COEIUHEHHE.

Uma coeanHeHuns Haspanue coenunenus ans ynoOHoON naeHTU(UKALINN.

CI[BI/IHI:TC NEpCKIOYaTC]Ib BIPABO, 4TOOBl BKJIIOYHUTE JaHHOC

COCAMHCHUC.

BknouuTtb coeaunHeHue
C,[[BI/IHLTC NEPCKIOYaTC]ib BJICBO, YTO Obl OTKIIFOUYHTh JaHHOC

COCIHUHCHHUC.

Beenute [Pv4-anpec cepBepa, NpenoCTaBIE€HHBIA TYHHEIbHBIM

YaaneHHbI xocT
OpokepoMm.

Beenute IPv6-ampec  Mapuipytusatopa, IMpeAOCTaBICHHBIN

IPv6-agpec knueHTa
TYHHETIbHBIM OpokepoM (0e3 yKka3zaHus JJTUHBI TpeuKca).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Beenute [Pv6-agpec cepBepa, NpeNOCTABIEHHBIM TYHHEJIBHBIM

IPv6-anpec cepBepa
AP pEep Opoxepom (0e3 ykazaHUs JUTUHBI IpeUKCa).

MapuwpyTtusmpyemas | Beenute aapec maprpytusupyemoit [Pv6e-moncetn (6e3 ykazaHus
IPv6-ceTb JUTMHBI TIpe(uKca), IPeA0CTaBICHHBIN TYHHEIbHBIM OpPOKEPOM.

CaBuHBTE TEpEeKNIIoYareslb BIPaBO, YTOOBI MAKCUMAJIbHBIA pa3zmep

nakera, neperaBaeMoro uHTepdencom, yCTaHABJIMBAJICS
Yeranosuts MTU ABTOMATHYECKHU.
aBTOMaTU4eCcKu
CaBHHBTE TIEPEKIIOYATEb BICBO, YTOOBI 33/1aTh JAHHBIA Mapamerp
BpyuHyto. [Ipu 3ToM oToOpakaercs moine MTU.
MTU MaxkcuManbHBIN pa3Mep MakeTa, nepeaaBaeMoro nHTepderncom.

[MTocne 3amanust Bcex HeoOXoauMBbIX 3HadeHni HaxkmuTe kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN

mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

WAN-coeduHeHue muna 6to4

Ha crpanune co3manuss coemuHeHuss B pasaeinc [NaBHble HACTPOMKM  BbiOepuTe
COOTBETCTRBYIOIIEE 3HAUYCHHUE B CITHCKEe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMbIE TTapaMeTpBhI.

[MaBHble HACTPOHKK

Biod

T

dynip_81

Gtod_41

0

(i) Koruwecmeo cumaosce doaxwo Sume He Boree 32

@ BxnounTh coeguHEHNE

PucyHok 66.

192.88.99.1

h @ YcranosuTE MTU aeTOMaTHYECKK

CmpaHuua dobaeneHusi coeduHeHus muna 6to4.

MapameTp OnucaHwue

MmaBHbIe HAaCTPONKMK

UHTepdcpenc

B packpeiBatomemMcsi cnucke BbiOepure HeoOxomumoe WAN-
COCIMHEHUE MapIIpyTHU3aTOpa, IMPH IOMOIIM KOTOPOTO OymaeT
paboraTh co3/1aBacMOE COCIMHEHHE.

Nma coeaunHeHun

HazBanue coequHeHus st yIlO6HOI>i I/I,Z[GHTI/I(bI/IKaI_[I/II/I.

Bknountb coegnHeHune

CIBHUHBTE TMEPEKIIOYaTeNb BIPABO, YTOOBI BKIIOYHUTH JaHHOE
COeqUHEHHE.

CI[BI/IHBTC NEPCKIOYaTCIib  BJICBO, YTOOBI OTKIIIOUUTH JaHHOC
COCAMHCHUC.

6to4 Relay Router

[Pv4-anpec nuiro3a, KOTOpBIM UcHonb3yeTcs s nepeaadu [Pvo-
MAKETOB.

YctaHoButb MTU
aBTOMaTUYeCKU

CaBuHBTE MEepeKIItovaTeNb BIPaBo, YT00bI MAKCUMAJIBHBIN pazMep
nmakera,  IeperaBaeMoro  HMHTep(deicoM,  yCTaHaBIHMBAJICS
ABTOMATUYECKH.

CnBuHBTE TEpeKIIoYaTedbh BJICBO, UYTOOBI 3aJaTh JTaHHBIN

napameTp Bpyunyr. [Ipu atom oroGpaxaercs moie MTU.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

MapameTp OnucaHune

MTU MaxkcuMalbHBIH pa3Mep MmakeTa, nepeaBaeMoro HHTepheicom.

[Tocne 3amanust Bcex HeoOXoauMBbIX 3HadeHni Haxkmute kKHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN

mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

WAN-coeduHeHue muna 6rd

Ha crpanune co3maHus coequHeHHs B pasaeie [NaBHble HaCTPOWKU  BeiOepuTte
COOTBETCTBYIOIICE 3HAUYCHHUE B CITHCKe TUM COAUHEHUS U 3a/1aiiTe HeoOXOAMMBIE TTapaMeTpBhI.

[MaBHble HACTPONKK

&rd

Biic*

dynip_81

6rd_61

-
W

@ BxounTs coeguHeHne

) Komumecmes cumansoe Soawro Bume e Goaee 32

. MonyuWTE HACTpOMKK Brd aBTOMATHYECKK

4
[ =
P2

-
]

Hub and spoke

@ yoranosuTe MTU asToMaTYeCKK

PucyHok 67. CmpaHuuya dobasrneHusi coeduHeHus mura 6rd.

MapameTp OnucaHue

MaBHble HAaCTPONKMK

UHTepdpenc

B packpsiBatomiemcsi crnucke BblOepuTe HeoOxonumoe WAN-
COEAMHEHNE MapIIpyTH3aTopa, IPH IOMOIINM KOTOpOro Oyaer
paboTarh co31aBaeéMoe COeIMHEHNE.

Uma coeaunHeHun

Hazpanue coenuneHus ajs ynoOHO! uaeHTUdUKAIIUN.

Bknountb coegnHeHune

CZ[BI/IHI:TG NEpCKIOYaTC]Ib BIIPaBO, yTOOBI BKJIIOYHUTH JaHHOC
COCAMHCHUC.

C,[[BI/IHLTC NEPCKIOYaTC]ib  BJICBO, YTOOBI OTKIIFOUHTh JaHHOC
COCAMHCHUC.

NonyuunTtb HacTpouku 6rd
aBTOMaTUYECKH

ChaBuHBTE MEpeKtovaTeNlb BIPAaBO, YTOOBI MapUIPYTHU3ATOP
nojiy4aln HacTpoilku nomeHa 6rd aBtomarmuecku ot DHCP-
cepBepa  JIOKAIBHOM  CETM  WMIM  OT  BBIIIECTOSILErO
MapILpyTU3aTopa.

[Tpu stom mons 6rd Border Relay, IPv6 npecdukc, OnuHa
npecukca IPv6 u [nuHa macku IPv4 HemocTymHbl st
peaakTupoOBaHuUs.

6rd Border Relay

Beenute IPv4-ampec  mapuipyTuzaropa, IMpeloCTaBICHHBII
npoBaiepoM ist JoMeHa ord.
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MapameTp OnucaHune

IPv6 npecdukc [Tpedukc IPv6 mst momena 6rd, mperocTaBICHHBIN POBaiICPOM.

[nuHa npedmkca IPv6 Jnuna npedukca IPv6 nnst nomena 6rd (B 6uTax), BblAEICHHAs
P nposaiinepom. [lo ymonganuto 3a1aHo 3HadeHue 32.

KonmaectBo OutoB B IPv4-anpece mapmpyTusatopa B JOMEHE

[AnuHa macku IPv4 6rd.

ChBuHbTE TepeKiIovyaresb BIpPaBo, 4TOOBI OOMEH Tpadukom
MEXIy KIHMEHTaMH OCYIIECTBIISIICA Yepe3 OCHOBHOM y3el CEeTH B

Hub and spoke nomene 6rd.

CaBuHBTE MEPEKIIOYATENh BIEBO, YTOOBI 0OMEH TpapUKOM MEXKTY
KJIMEHTaMH OCYILIECTBIISUICSA 06€3 y4acTHs OCHOBHOTO y3J1a CETH.

C,Z[BI/IHBTG MEPCKIOYATCIIb BIIPABO, yTOOBI MaKCUMAaJIbHBII pasMep

[aKeTa, nepegaBaeMoro  uWHTepdeiicoM,  yCTaHABIHBAJICS
YctaHoButb MTU

ABTOMATHYCCKH.
aBTOMaTU4eCckKku
ChaBuHbTE TEpEKIIOYareb BIEBO, 4YTOOBI 3a1aTh JAHHBIN
napametp BpyuHyr. [Ipu atom orobGpaxaercs none MTU.
MTU MaxkcuMasbHbIN pa3Mep TMakera, nepeaBacMoro nHTepheicom.

[Mocne 3amanmst Bcex HeoOXomuMbIx 3HaueHuit Haxkmute kHonky MPUMEHUTD.
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LAN

YroObl HACTPOMTH JIOKAIBHBIN HHTEp(dEC MapIIpyTH3aTopa, nepeiaure Ha ctpanuiy HacTtponka
coeaunHeHun /| LAN.

IPv4

[epeiinure Ha Brimanky IPv4, droOsl m3menuth [Pv4-ampec wmapuipyTtuzaropa, HACTPOWTH
BcTpoeHHbli DHCP-cepBep, 3amate cBsizku [Pv4-ampecoB u MAC-agpecoB win J100aBUTH
cob0ctBenHbie DNS-3amnucu.

NokanbHbii IP

IP-agpec*

192.168.0.1

Macka nogcetn™

255.255.255.0

WM ycTpoicTea

dlinkrouter local

PucyHok 68. Hacmpolika rokansHo20 uHmepgbelica. Bknadka IPv4. Pasden JlokanbHbIU IP.

MapameTp OnucaHue

NokanbHbIN IP

[Pv4-anpec  mapumpytuszatopa B JIoKanbHOM — mnoncetd. Ilo
IP-agpec
YMOIYAHUIO 3a7aH0 3HadyeHne 192.168.0.1.

Macka nokanpHOW mnoacetd. [lo yMonuaHuio 3aJaHO 3HAYCHHE

Macka noaceTy 255,255,255 0.

< Nms yerpoiicTBa, npuBsizaHHOe K ero [Pv4-agpecy B JIOKaJIbHOM
Nmsa ycTponcrea
MOJICETH.
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PyKOBO,EI,CTBO nonb3oBarens

HdunHamunyeckune IP

Pexxum HazHaueHua IPv4-agpecos

DHCP -

HauaneHelii IP*

192.168.0.100

KoHeunbii IP*

192.168.0.199

BbIBEPATb OWAMNA30H AIPECOB

Bpems apeHabl (B MUHYyTax)*

1440

. DNS relay

@ HasHaverme LAN IP-anpeca yctporictsa 8 kavectse DNS-cepsepa ansa

MOAKNOYEHHBIX KITMEHTOB.

PucyHok 69. Hacmpolika nokanbHo2o uHmepdgpelica. Bknadka IPv4. Pa3den QuHamu4eckue IP.

MapameTp OnucaHune

OvuHamunyeckue IP

Pesxxum pabotst DHCP-cepBepa mapipyTusaropa.

* OtknroyeHo — DHCP-cepBep mapipyTu3aropa BbIKITIOUECH,
IP-agpeca knueHTaM Ha3HAYAKOTCS BPYYHYIO.

* DHCP - wmapuipyTtusatop aBroMaTtHuecku Ha3zHawaeT IP-
ajpeca KIMEHTAM HAa OCHOBAHHWU 33JJaHHBIX ITapaMETPOB.
[Ipu BBIOOpE 3TOr0 3HAYCHHS HA BKJIAJKE OTOOpPa)X)aroTCs
noins HayanbHbIn IP, KoHeyHbin IP, Bpema apeHAabl,

Pexxum HasHaueHus kuonka BbIBPATb OUWAIMNA30OH AOPECOB wu
IPv4-appecos nepexmouarei> DNS relay. Taxxe npu BbIGOpe 3TOr0

3HAQUCHUS Ha BKIAJKE OTOOpakaroTcs pasaeisl Onuumn

DHCP, Ctatuueckue IP u XocTbl.

* Relay - s waswadenuss IP-ampecoB  kimeHTam
ucnonb3yercs BHemHud DHCP-cepsep. [lpu BeiOOpe 3TOTO
3HAYCHUSI Ha BKJIajke ortoOpaxatorcs nons IP BHellHero
DHCP-cepBepa, Onuua 82 Circuit ID, Onunsa 82
Remote ID u Onuus 82 Subscriber ID.

Havanensiii [P-anpec nuana3zona aapecos, kotopeie DHCP-cepsep
BbI/Ia€T KJIMEHTaM.

HavyanbHbIN IP

Koneunsiii [P-anpec nuanasona anpecos, koropeie DHCP-cepsep
BBIZIACT KIIMEHTaM.

KoHeuHbIn IP
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MapameTp OnucaHune

Wcnone3yiiTe KHOMKY, YTOOBI yKa3aTh OJWUH W3 JOCTYIHBIX
nuanazoHoB [P-ampecoB. B oroOpasuBiiemcss oOkHe BblOepuTe
BbIBPATb IVAMA3OH P P P
HeoOxoauMblil quana3on U Haxmute kHonky COXPAHWUTD, uto6sr
AOPECOB " -
nonss HavanbHbiM IP u KoHeyHbn [P 3amonnmiucek
ABTOMATHUYECKH.
[Tepuon Bpemenu, Ha kotopwii DHCP-cepBep mapiipyTtuzaropa
npenoctasnsger [P-agpec kiameHTy (10 MCTEYEHUHM 3TOTO IMEpUOAA
Bpems apeHabl [P-anpec or3bIBaeTcs U MOXET OBITh OTAAH JPYIOMY YCTPOICTBY,
€CJIM He MOCTYMUIIO TOATBEPKICHNUE 0 HEOOXOANMMOCTH COXPAHEHUS
storo IP-agpeca).
CnBuHBTE  TEpEKNIIOYaTelh  BMOPaBO,  YTOOBI  yCTPOMCTBA,
NOJKIIOUYEHHbIE K  MaplIpyTHU3aTopy, B  KauecTBe ajapeca
DNS-cepBepa nonydaiu aapec MapuipyTuzaropa.
DNS relay CaBuHBTE  IIEpPEKIIOYATENIb  BIEBO,  4YTOOBI  yCTPOMCTBa,
MNOJKJIIOUEHHBIE K  MaplIpyTHU3aTopy, B  KauecTBe ajpeca
DNS-cepBepa monyuyanu ajpec, MepelaHHBbI MpoBaiaepoM WIH
yKa3aHHbI Ha cTpanuie flononHutenbHo / DNS.
IP BHewHero DHCP- IP-anpec Baemnero DHCP-cepBepa, kotophrii HazHavaet [P-agpeca
cepBepa KJIMEHTaM MaplIpyTHU3aTopa.
Onuums 82 Circuit ID
3naueHue coorBercrByromiero mnonst DHCP-onuumum  82. He
Onums 82 Remote ID : Y )
3anoNHsANTE Tois, ecau Bam mpoBaiizep wiM aaMHUHHCTPATOp
Onuus 82 BHemHero DHCP-cepBepa He npeiocTaBuil Takue 3HAYECHMSL.
Subscriber ID

[Tocie 3amanus Bcex HeoOXoAMMbIX 3HaueHHH HaxxmuTe kHonky MPUMEHUTD.

B pasnene Onuumn DHCP Bl MoxeTe W3MEHHTh 3HAYCHUS, TepelaBacMble TI0 YMOIYAHHUIO, IS
HekoTopblx onumi nporokona DHCP (IP-agpec, macka moxnceru, DNS-cepBepbl) uinu yka3aTb
JIOTIOJIHUTENbHBIE MapaMeTpbl, koTopble BcTpoeHHbII DHCP-cepBep nomkeH nepenarb KiIMEHTam
JUIS1 HACTPOMKH JIOKAJIbHOM CETH.

Onuwn DHCP +

He cozgaHo HW ocgHore npaewna ana DHCP-onuwe
PucyHok 70. Hacmpolika nokanbHo20 uHmepgelca. Bknadka IPv4. Pa3den dnsi Hacmpouku onyuti DHCP.

Jiis atoro naxkmute kHonky JIOBABUTD ( + ).
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PyKOBO,EI,CTBO nonb3oBarens

Onuwnn DHCP X
MagectHeie DHOP-onwn
BriGepuTe onuwk -
1 ny
MNpuHyguTENEHD

PucyHok 71. Hacmpolika nokanbHo20 uHmepdgbelica. Bknadka IPv4. OkHo dnsi Hacmpouku onuyuu DHCP.

B otkpsiBIIeMcs OkHE Bbl MOXeETE 3a1aTh CIIEIYIONINE TapaMeTPhI:

MapameTp OnucaHune

U3BecTHble DHCP- B packpeiBaromeMcss COHMCKe BBIOEpUTE  OMIHIO, KOTOPYIO
onuumn HEOOXOIMMO HACTPOUTb.

3Ha4yeHue onuumn 3ajaliTe 3HaUCHHUE JUIS BBIACICHHOM OIIIMH.

CnBuHbTe nepekirouaTess Buparo, utoobl DHCP-cepBep nepenasan

BHIOPAHHYIO OTIIMIO HE3aBUCUMO OT 3aIpoca CO CTOPOHBI KIIMEHTA.
MpuHyauTensHoO
CnBunbTE TIEpeKTOUaTensb BiIeBo, 4To0si DHCP-cepBep mepenaBan

BHIOPAHHYIO OTIIMIO TOJBKO B CIIyYae 3alpoca cO CTOPOHBI KIMEHTA.

[Mocne 3amanus HeoOxoauMbIX apamerpoB HaxkmuTe kHorky COXPAHUTD.

YT0OBI U3BMEHUTH napamMeTpbl ONIUHU, BLI6epI/ITe COOTBCTCTBYIOIILYIO CTPOKY B Ta6J'II/II_[C 1 HAXMUTC
JICBYIO KHOIIKY MBIIIH. B OTKPBIBHICMCS OKHC H3MCHUTC HGOGXOI[HMBIG napaMeTpbl U HAXKMHUTC

kHonky COXPAHUTD.
UTo0Bl yaaauTh 3HAYCHHE KAKOW-TMOO OMIMH, YCTAaHOBUTE (NIAKOK CJI€Ba OT COOTBETCTBYIOIIEH
cTpoku B Tabnuue u Haxmute knonky YOANUTD ([ ). 3arem naxmute knonky TIPUMEHUTD.

B pasgene Crtatmyeckme IP Boi moxere 3amath cBsisku IPv4-agpecoB u MAC-aapecoB
(Ha3HauMTHh MOCTOSAHHBIN [Pv4-anpec B nokanbHON ceTu A yCTpoiicTBa ¢ onpenesneHHsiM MAC-
aapecoM). Mapupytuzatop HazHayaeT [Pv4-agpeca B COOTBETCTBHMU C CO3J@HHBIMHU CBSI3KaMU,
tonpko eciu DHCP-cepBep BrmoueH (B pasnene [uHamuyeckue IP B crmcke Pexum
Ha3Ha4veHus IPv4-agpecoB soieneno 3nauenue DHCP).

Ctatuueckue IP -+

Ang Toro yTofibl NpUBAsaTh IP-agpec k MAC-agpecy, BoibepuTe YCTPOWRCTEO M3 CWCKa NOAKNHYEHHBIX KNWEHTOB WNK AobaBbsTe HOBOE

YCTRPORCTED

PucyHok 72. Hacmpolika fiokanbHo2o uHmepgbetica. Bknadka IPv4. Pasden 0nsi co3daHusi cesizok MAC-
IPv4.
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PyKOBO,EI,CTBO nonb3oBarend

Yto0sl co3nare cBsizky MAC-IPv4, naxvure knonky [JOBABUTb (+ ). B oTkpbIBIIEMCSI OKHE
sanonuute none MAC-agpec. Bol Mokere BBIOparth YCTPOWCTBO, MOAKIIOUYEHHOE K JIOKAJIbHOM
CeTHM MaplIpyTHU3aropa B JaHHbI MOMEHT. J[Jsi 3TOro B pacKphIBAIOIIEMCs CIHCKE BBIOCPUTE
cootBercTBytoNMi MAC-aapec (Tpu 3TOM TOJE 3arOJIHUTCS aBTOMaTHuecku). 3atrem B none IP-
agpec Beeaute [Pv4-anpec, koTopbiit OyeT TPUCBOCH YCTPOMCTBY ¢ ykazaHHBIM MAC-ampecom.
B mome WUMA ycTpoucTBa 3ajaiiTe Ha3BaHHE IS YCTPOMCTBA B CETH JUIs  YAOOHOM
uaeHTUGUKaIMU. YTOOBl OrpaHMYMTh BpeMs MPEIOCTaBICHUs ykazaHHOTo IPv4-anpeca, ykaxuTe
HeoOxomumoe 3HaucHue B osie Bpemsa apeHabl. Haxxvute knonky COXPAHUTD.

Uto0Bl M3MEHHUTH CylIiecTBYIONIY0 CBs3Ky MAC-IPv4, BbIOepHUTE COOTBETCTBYIOIIYIO CTPOKY B
TaONMHIIE U HAXMUTE JIEBYIO KHOIKY MBIMH. B OTKpBIBIIEMCS OKHE W3MEHHUTE HEOOXOIUMBIC
napametpbl U HaxmuTe kHonky COXPAHUTD.

YroOsl ymamuth cBsizky MAC-IPv4, ycraHoBuTe (raskoK cieBa OT COOTBETCTBYIOLIEH CTPOKH B
tabmuue u Haxvure kHorky YAANNUTD ( [11)). 3arem maxvure xronky MPUMEHUTb.
Ecnu HeoOxoaumo, Bel MoxeTe co3naTh coOCTBEHHBIE aJpecHble pecypcHble 3amucu DNS. s

sroro Haxmute kHonky JOBABUTb (+) B paznene XOCTbl (docmynHo, eciu 6 pazoene
HuHamuyveckue IP ¢ cnucke Pexxum Ha3HavyeHusi IPv4-adpecoe ewvideneno snauenue

DHCP).

OOEABMTE

PucyHok 73. Hacmpotika nokanbHo20 uHmepgetica. Bknadka IPv4. OkHo dobaeneHusi DNS-3anucu.

B mnone Ha3BaHue 3amaiiTe JOMEH WM JOMEHHOE WM, KOTOPOMY OyJeT COOTBETCTBOBATh
3amanHbiid [Pv4-anpec. B mone IP-agpec 3anaiite anpec y3ia U3 BHYTpPEHHEH WM BHEIIHEH CETH
cetu. Bel MoxeTe BBIOpaTh yCTPOMCTBO, MOAKIIOUEHHOE K JIOKAJIBbHOM CETH MapHIpyTH3aropa B
JIAaHHBI MOMEHT. [[7151 3TOro B pacKphIBAIOIIEMCS CIIMCKE BhIOEpUTE COOTBETCTBYIONNMI [Pv4-anpec
(mpu 5TOM TOJ€ 3aMOJIHUTCS aBTOMaTHdecku). YToObl 3amaTh Heckonbko I[P-ampecoB, HaxkmwuTe
knonky JJOBABUTb. Haxxmure knonky COXPAHUTD.

YrtoObl 3amaTh Apyrue MapameTpbl Uil KakoW-mnOo 3amucu, B paszgene XOCTbl BbIOEpUTE

COOTBETCTBYIOILYIO CTPOKY B TaOnuiie. B OTKphIBIIEMCS OKHE U3MEHHTE HEOOXOAMMBIC MapamMeTpbl
u Haxkmute kHoriky COXPAHUTD.
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UYroObl ymamuTh 3amuch, B pasnene XOCTbl yCTaHOBUTE (DIaKOK CJeBa OT COOTBETCTBYFOILCH
cTpoku Tabnmuisl ¥ HaxmuTe kKHonky YOAJIUTD ([1]).

[Tocne 3aBeprenus padboThl ¢ 3amucsmu Haxxkmute kHonky MPUMEHUTDb.
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IPv6

[epeiinure Ha Brianky IPv6, utoObl m3amenuts winm no0aBuTh IPv6-ampec mapriipyrtusaropa,
HACTPOUTH MapaMmeTpsl HazHaueHUs [Pv6-aapecos, 3amate cBs3ku [Pv6-anpecoB 1 MAC-aapecoB
win 106aBuTh cooctBeHHBIe DNS-3anmcu.

NokaneHeli IPvE

OOBABWTb

dlinkrouter.local

PucyHok 74. Hacmpolika nokansHo20 uHmepaelica. Bkrnadka IPv6. Pasden JlokanbHbil IPv6.

Yrtobbl nmobaButh IPv6-anpec  mapmpytusaropa, Haxmure kHonky JOBABWUTb. B
oroOpasuBIIeiics cTpoke BBeauTe [Pv6-aapec, a Takke depe3 KOCyI0 UepTy YKKUTE JECATUYHOE
3Ha4YeHue JIuHbI npedukca. B mone UMA yCTPOUCTBA 3anaiite JOMEHHOE UMs, MPHUBI3AHHOE K
[Pv6-anpecy ycrpoiicTBa B JIOKaJIbHOU mojacetu. UToOwl m3menuth [Pv6-aapec mapiipyruszaropa,
BHECHUTE U3MEHEHUS B COOTBETCTBYIOLIYIO CTPOKY.

Yrobel ymamute 1Pv6-ampec, naxmure kHonky YOAJIUTb ([1)) B coorBercTByromeii crpoke
taOmunpl. 3arem Haxkmute kHonky MPUMEHUTD.
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B paznene iImHamunyeckue IP Ber MmoxxeTe HacTpouTh mapameTpsl Ha3HaueHus [Pv6-aapecos.

AdunHamuueckne IP

Pexkum HazHaueHus [Pvb-agpecoe

Stateful -

HauanbHbiit IP*

2

KoHeunbiid IP*

64

Bpems apeHapl (B MUHyTax)*

1440

@ Bpems apeHab byaet BeibpaHo ISP HCXOAA M3 BPEMEHH XH3HH
AENEMMPOBAHHOI MPEPHKCA.

) MapuwpyT no ymonyaHuio ans LAN-KN1eHToB

@ DOnNs relay

@ HazHauerue LAN IP-agpeca yerpovictsa B kavectse DNS-cepsepa ans

NOAKMOYEHHBIX KITMEHTOB.

PucyHok 75. Hacmpotika nokanbHo20 uHmepaelica. Bknadka IPv6. Pa3den QuHamu4deckue IP.

MapameTp OnucaHune

OvuHamunyeckue IP

BLI6epI/ITe HeO6XOI[I/IMOe 3HAQUYCHUC B PACKPBIBAOIICMCA CITMCKE.

* OTknoyeHo -— [Pv6-aapeca KIMEHTAM Ha3HAYAKOTCS
BPY4HYIO.

+ Stateless (nezasucumviti) — xareHTsl (GopMupyot IPv6-
aJipeca caMOCTOSTEIILbHO Ha OCHOBAaHHMH TIpe(HKCa.

« Stateful (sasucumeiii) — BcTpoennsiii DHCPv6-cepsep
MapaipyTusaTtopa pasgacT aapeca U3 Jgualia3oHa, 3alaHHOTO
notsivu HavanbHbI IP u KoHeyHbin IP. Taxxke npu
BBI60p6 3TOT0 3HAYCHUA Ha BKIIAAKE 0T06pa)KaIOTC$I pa3aciibl
Cratunyeckue IP u XocTbl.

Pexxum HasHavyeHun
IPv6-agpecoB

* Relay - i HasHauenuss IPv6-aapecoB KimeHTam
ucnons3yercs BHemHuld DHCP-cepsep. IIpu BeIOOpe 3TOTO
3HaUeHHWs Ha BKIajaKe oToOpaxaercs mone IP BHelHero
DHCP-cepBepa.

Ctpanunua 106 ns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

HauanpHoe m KOHEUHOE 3HadeHus mocienHero xekcrera (16 Our)

HayanbHbIn IP /

. nuamazoHa IPv6-aagpecoB, kotopele DHCPv6-cepBep BBIIaeT
KoHe4yHbIn IP P P PBep

KJIIMCHTaM.

Hcnonp3yiiTe KHOMKY, 4YTOOBI yKa3aTh OAWH W3 JIOCTYIHBIX
nuanazoHoB [P-ampecoB. B oroOpasuBimieMcss oOkHe BbIOepuTe
HeoOxoauMbIi quana3on U Haxkmute kHonky COXPAHWUTD, uto6sr
nonss HavanbHbi® IP u  KoHeyHbn [P  3amonnmiucek
ABTOMATHYCCKH.

BbIBPATb ANAINA3O0H
AOPECOB

Ilepnon Bpemenu, Ha KoTopheld IPv6-ampec mnpenocraBigeTcs
Bpems apeHAbl P P ’ P P P

KITUCHTY.
MapLupyT no ChBuHBTE MepeKIoYaTeNb BIPABO, YTOOBI KIMEHTHI, MOJYyYHBILINE
y IPv6-anpeca wmm  chopmMupoBaBIIE WX ~ CAMOCTOSITEIBHO,
ymondaHuto ans LAN-
UCIONB30BAIM  MaplIpyTU3aTop B KadecTBe [Pv6-mumroza 1o
KNMeHTOB
YMOJTYaHHUIO.
CnBuHbTE  MepeKyoYaTelib  BIpPaBO,  4YTOOBI  YCTPOMCTBa,
MOJIKJIFOYEHHbIE K MapuIpyTU3aTopy, B KauecTBe ajapeca DNS-
cepBepa MoJdyvyalid aapec MapuIpyTHU3aropa.
DNS Relay CnBuHbTE nepeKioyareb  BIEBO, 9TOOBl  YCTPOMCTBA,

MOAKIIOYEHHBIE K MapLIpyTH3aTopy, B KadecTBe aapeca DNS-
cepBepa TMONydYadd ajapec, TNepeJaHHBId MpOoBalaepoOM WU
yKa3aHHbI Ha cTpanuie flononHutensHo / DNS.

[Moce 3amanmst Bcex HeoOXomuMbIx 3HaueHnit Haxkmure kHonky MPUMEHUTD.

B pasmene Ctatudveckme IP Boer mokere 3amate cBsisku IPv6-aapecoB m MAC-aapecos
(Ha3HaYUTH MOCTOSAHHBIN [Pv6-anpec B nokaabHOU ceTu A ycTpoiicTBa ¢ omnpeaeneHHsIM MAC-
anapecoM). Mapmpytu3atop HazHadaeT [Pv6-aapeca B COOTBETCTBHMU C CO3JAHHBIMH CBSI3KaMU,
TONBKO eciu B pasaene [duHamuyeckue IP B criucke Pexxum Ha3HaveHus IPv6-agpecoB
BbIIeeHO 3HaueHue Stateful.

CraTuyeckune IP -+

[Ans Toro 4Tobbl NpueAsaTh IP-agpec k MAC-agpecy, BbibepuTe YCTPOIMCTBO M3 CNMCKA NOAKMIOHEHHBIX KIMEHTOB UK AobaBbTe HoBoe
YCTPOICTBO

PucyHok 76. Hacmpolika nokanbHo20 uHmepgbelica. Bkrnadka IPv6. Pasden dnsi cos0aHusi cess3ok MAC-
IPVv6.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Yrobnrl cosznark cBsizky MAC-IPv6, naxmure kHonky JJOBABUTb (+ ). B oTkpbIBIIEMCST OKHE
sanonuute none MAC-agpec. Bol Mokere BBIOparth YCTPOWCTBO, MOAKIIOUYEHHOE K JIOKAJIbHOM
CeTH MapIIpyTH3aropa B JaHHBIA MOMEHT. J[Is1 3TOro B pacKpbIBAIOMIEMCS CIMCKE BbIOCPUTE
cootBercTBytoNMi MAC-aapec (Tpu 3TOM TOJE 3arOJIHUTCS aBTOMaTHuecku). 3atrem B none IP-
agpec Beeaute [Pv6-anpec, koTopbiit OyeT TPUCBOCH YCTPOMCTBY ¢ ykazaHHBIM MAC-ampecom.
B mome WUMA ycTpoucTBa 3ajaiiTe Ha3BaHHE IS YCTPOMCTBA B CETH JUIs  YAOOHOM
uaeHTUGUKaMU. YTOoOBl OrpaHMYMTh BpeMs MPEIOCTaBICHUs ykazaHHOTo IPv6-anpeca, ykaxuTe
HeoOxomumoe 3HaucHue B osie Bpemsa apeHabl. Haxxvute knonky COXPAHUTD.

UtoOBl M3MEHHUTH CylIecTBYIONIYI0 CBs3Ky MAC-IPv6, BbIOEpHTE COOTBETCTBYIOIIYIO CTPOKY B
TaONMHIIE U HAXMUTE JIEBYIO KHOIKY MBIMH. B OTKpBIBIIEMCS OKHE W3MEHHUTE HEOOXOIUMBIC
napametpbl U HaxmuTe kHonky COXPAHUTD.

YroOsl ymamuth cBsizky MAC-IPv6, ycraHoBUTE (praskoK clieBa OT COOTBETCTBYIOLIEH CTPOKH B

tabmuue u Haxvure kaorky YAANNUTD ( [11)). 3arem maxvure xronky MPUMEHUTb.
Ecnmu HeoOxoammo, Bbl MOkeTe co3maTh COOCTBEHHBIE alpecHbie pecypcHbie 3amucu DNS. Jlis

sroro Haxmurte kHonky JOBABWUTb (+) B paznene XOCTbl (docmynwo, eciu 6 pazoene
HuHamuyveckue IP ¢ cnucke Pexxum Ha3sHayeHusi IPv6-adpecoe ewvideneno snauenue
Stateful).

DobaeneHwe xocTa

DOBABMTL

PucyHok 77. Hacmpotika nokanbHo20 uHmepgetica. Bknadka IPv6. OkHo dobaeneHusi DNS-3anucu.

B mnone Ha3BaHue 3amaiitTe JHOMEH WM JOMEHHOE WM, KOTOPOMY OyleT COOTBETCTBOBAThH
3amanHbiid [Pv6-anpec. B mone IP-agpec 3anaiite anpec y3ia u3 BHYTPEHHEH WIIM BHEIIHEH CETH
cetd. Bel MoxeTe BBIOpaTh yCTPOMCTBO, MOAKIIOUYEHHOE K JIOKAJIBbHOM CETH MapHIpyTH3aropa B
JIAaHHBI MOMEHT. [[7151 3TOTO B pacKphIBAIOIIEMCS CIIHUCKE BHIOEpUTE COOTBETCTBYIoNMMI [Pv6-anpec
(mpu 5TOM TOJ€ 3aMONIHUTCS aBTOMaTH4ecku). YToObl 3amaTh Heckonbko I[P-ampecoB, Hakmwute
knonky JJOBABUTb. Haxxmure knonky COXPAHUTD.

YrtoObl 3amaTh Apyrue MapameTpbl Uil KakoW-nmOo 3amucu, B paszgene XOCTbl BbIOEpUTE

COOTBETCTBYIOILYIO CTPOKY B TaOnuiie. B OTKphIBIIIEMCS OKHE U3MEHHUTE HEOOXOAMMBIC MapaMeTpbl
u Haxkmute kHoriky COXPAHUTD.

Ctpanuua 108 ns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
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PyKOBO,EI,CTBO nonb3oBarens

UYroObl ymamuTh 3amuch, B pasnene XOCTbl yCTaHOBUTE (DIaKOK CJeBa OT COOTBETCTBYFOILCH
cTpoku Tabnmuisl ¥ HaxmuTe kKHonky YOAJIUTD ([1]).

[Tocne 3aBeprenus padboThl ¢ 3amucsmu Haxxkmute kHonky MPUMEHUTDb.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBOD,CTBO nonb3oBarens

Pe3sepsupoBaHue WAN

Ha ctpanunie Hactponka coeguHeHun /| PesepBupoBaHne WAN Bel MokeTe akTHBHPOBATH
¢bynkuuio  pesepBupoBaHus WAN-coenuHeHus, koropass oOecnieuuT Bam  HempepbiBHOE
HNOAKIIFOYEHUE K CCTHU I/IHTepHeT. B ciydac O6pI>IBa OCHOBHOI'0 COC€AWHEHUA MapHIpyTHU3aTop
AKTUBUPYCT PC3CPBHOC COCOAMHCHUC, a ITOCIIC BOCCTAHOBJICHUA pa60TOCHOCO6HOCTI/I OCHOBHOI'O
KaHaJIa CHOBA UCIIOJIB3YCT €ro U OTKIHOYACT pe3epBHBII>i.

PesepBupoeaHue WAN

PesepBupoBaHne WAN

Bbl MOXETE aKTMEMPOBATE GyHKUWH pe3epBMpPOEaHINA WAN-COBAMHEHWR, KoTopaA obecneunT Bam HeNpPepPLIBHOE NOAKMNKUEHWE K CETH
MHTEpHET. B cnyyas ofpeIBa OCHOBHOMD COEANHEHWA MAPLLPYTUZATOP 3KTMEWPYET PE3SDEHOE COBAMHEHKE, 3 NOCNE BOCCTAHOENEHWA
paboTocnocoBHOCTH OCHOBHOMD KaHana CHOBa UCMONL3YET ero W OTKNKY3ET PE3epEHbIA.

@ BsBwiounTs

CoegniHeHWs 1Pv4d [MpoBepka ¢ MOMOLLbIO ping
CNUCOK JOCTYNHBIX COeAMHEHUA B NOPAAKE NPUOPUTETa. VMinTepean mexay Nposepkami (B cexyHaax|*
30
CoegnHeHWe MNpoBepka C NOMOLLEH ping
pppoe_46 BKAHYEHO OxvpaHne oTeeTa (B CE}"‘:‘HLEZ-C]"‘
1
statip_81 BrnroueHo

KonMuecTso Nonbimok®

3

(D) Keauuecmso ping-3anpocos 3adanmsin xocmam

XOCThbI

8.8.8.8 *

77.88.55.55 x
94.100.180.200 *
OOBABWTE XOCT

PucyHok 78. CmpaHuuya Hacmpolika coeduHeHuli / PesepeupoeaHue WAN.

UtoObl HACTpOUTH (YHKIMIO pE3epPBUPOBaHMS, co3aaiiTe Heckosbko WAN-coenuHeHud. 3aTem
nepeiiniute Ha crpanuiy Hactpowuka coeamHeHun /| PesepBupoBaHue WAN, cruBunbTe
nepexsroyareb BKNHOYNUTB Bripago.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B pasnene CoeauHeHus IPv4 cymiectByromme [Pv4-coeMHEHUSI PACIIONOKECHBI B IIOPSIKS
npuoputera. IlepBoe B CIUCKE COEIUHEHUE BBICTYIA€T B Ka4eCTBE OCHOBHOIO, MOCIELYIOLIUE
ABJISIIOTCS PE3EPBHBIMU.

UroObl M3MEHHWTH YPOBEHb IMPHOPUTETA COCTUHEHHUS, BBIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B
Ta0JIMIIEe U HAKMUTE JIEBYIO KHOIKY MBIIIIH.

pppoe_28 X

pppoe_28

@ nposepka c noMolsto ping

@) Yerpoiictso Moxer nposepaTe AOCTYRHOCTE XOCTOB
€ noMoLLblo MexarusMa ICMP ping. Ecru nposepka ¢
MOMOLLbIO PiNg BbIK/TIOYEHa, TO PaBOTOCHOCOBHOCTL
COELMHEHIS ONPEAENSIETCA 110 €ro CTaTyCy.

MpuopuTeT

1 -

PucyHok 79. OKHO usMeHeHuUs1 ypO8Hs rnpuopumema COeOUHEHUS.

B oTkpbIBIIEMCS OKHE 3a/1aliTe HEOOXOIMMBIE ITapaMeTphbI.

CaBuHbTE TeEpeKyouaredb BIPaBO, 4YTOOBI  MapIIPyTH3aTOp
ucnonb3oBan Mexanm3m ICMP ping 1u1st mpoBepKH COETMHEHUSI.

lMpoBepka ¢ noMoLbIO
CaBuHbTE NEpeKIoyaTesb BI€BO, YTOObl MApIIPYTHU3ATOP MPOBEPSLT

ping
TONBKO  CTaTyC CoeAWHEHHUS (MOXET TMOTpedoBaThCS IS
HECTAaOMIIbHBIX COSAMHEHUI).
YpoBeHb TPHOPUTETAa COCNWHEHUS. YpPOBEHh 1 COOTBETCTBYET
Mpuopurer OCHOBHOMY COEIHHEHHUIO, IMOCIICIYIOIINE SIBIISTIOTCS PE3CPBHBIMH.

Bribepute He0OXOMMMOE 3HaYCHHE U3 PACKPBIBAIOILETOCS CITUCKA.

[Mocne 3aganust HeoOxoauMBIX napameTpoB Haxxmute kHonky COXPAHUTD.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B paznene NpoBepka ¢ NOMOLWbIO ping 3a1aiiTe HACTPOUKH MTPOBEPKH COCTMHEHUS C ITOMOIIIBIO
mexanuzma ICMP ping.

MapameTp OnucaHwue

NMpoBepka c nomowb0 ping

Ileprion BpemeHHU (B CEKyHAAaX) MEXAY PEryJspHbIMU IPOBEPKAMU
noctynmHocTH  xocToB. [lo ymomuanuio 3amaHo 3HadeHue 30.
3HayeHHe JAaHHOTO TOJS JIOMKHO OBITh OOJbIlle MPOU3BEACHUS

3HaueHui mojieit OxupaaHume orBeta u KonmyecTtBo NONbLITOK.
UHTepBan mexay

npoBepkamm JUis mpoBepKH OTHpaBisieTCss HECKOJbKo ping-3ampocoB. Ilocre

YCHEIIHOTO BBIMOJIHEHUS 3alpoca MaplIpyTHU3aTOp MPOAOIKAET
WCIIONIb30BaTh ~ OCHOBHOE  coenuHeHue. llocie  HECKONbKHUX
HEYJIauHbIX 3alpOCOB BKIIIOYAETCS CIEAYIOIlee COEAMHEHUE B
CIIMCKE.

Ileprion BpemeHu (B CEKyHJax), BBbIJICICHHbII Ha OKUJAaHUE OTBETA
OxunpgaHune oTBeTa )
Ha OJIMH ping-3ampoc.

KonnuecTBo HeymayHbIX 3alpoOCOB, OTIPABICHHBIX VISl MPOBEPKH
KonunyecTBO NONbITOK | paboTOCIIOCOOHOCTH ~ OAHOTO  COEAMHEHUS, IOCIEe  KOTOPBIX
BKJIIOYAETCS CIEAYIONICE COCAMHEHNE B CIIUCKE.

[P-agpeca w3 BHemIHEH CETH, JOCTYIMHOCTb KOTOPHIX Oyner
MPOBEPSATH MAPIIPYTH3ATOP C MoMOIIbI0 Mexanm3ma ICMP ping.

Haxxmure kuonky JOBABUTb XOCT u B oTOOpa3uBIIciics
XocTbl cTpoke BBeauTe I[P-agpec minm octaBbTe 3HAYEHHUS], NMPEIJI0KEHHbBIC
MapIIpy TH3aTOPOM.

YroOsl yaanuTh IP-aapec u3 crucka, HOKMUTE Ha 3HAYOK YAANUTb
(*) B cTpoke agpeca.

[Tocne 3amanust Bcex HeoOXonuMbIx 3HaueHnit Haxkmute kHonky MPUMEHUTD.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBO,EI,CTBO nonb3oBarens

ABTOHacTpouka 3G/LTE

Ha crpanunie Hactponka coeamHeHunn /| ABtoHactpomnka 3G/LTE Bbr MokeTe akTHBHPOBATH
(GYHKIMIO aBTOMAaTHYECKOro coszmanusi moomnbHoro WAN-coenuueHus npu noakiarodeHud USB-
MojieMa K MapIipyTH3aTopy.

£ PesepeupoBaHue ABToHacTpoliika 3G/LTE

ABTOMAaTMUECKOe Co3A4aHne MobnALHOro WHTEPHET-COeNHEHUA

BbIKNIOYKTD

@ Caenats WN30M NO YMONUYAHNIO

@ Cozpasats 6e3 IMSI

Q) Pazpewaer a5TOMATUNECKH CO34EATE MOBINBHOE MHTEDHET-
coequHenne Ges HacTpoer onepatopa (APN, MMA NoAb30BATENs, NaPOAb)

PucyHok 80. Cmparuya Hacmpolika coeduHeHuli / AemoHacmpolika 3G/LTE.

Ecnu Bel xotHTe pa3zpemmth aBToMaTudeckoe coznanue MoomnbHoro WAN-coeTMHEeHHS, HAKMUTE
kHonky BKITKOYUTb. Eciiu HeoOxomumMo, M3MEHNUTE HACTPOWKH Ha JTaHHOW CTPaHHUIIC.

MapameTp OnucaHwue

CnBuHBTE TEpEeKIoYaTeslb  BIOPaBO, YTOOBI  MapIIPyTHU3ATOP
UCIIOJb30BaJl  aBTOMATHMYECKH co3AaHHOe MoOmibHoe WAN-

COCANHCHHUC B KAYCCTBE COCAMHCHUS 110 YMOJ'ILIaHI/IIO.
CaenaTb WAKO30M NO

yMONuaHuIo CnBuHbTEe TEpeKitovyareiab BIEBO, €ciu Bbl xoTuTe, uTOOBI MpH

aBTOMAaTUYECKOM  CcO3JaHnu  MOOMmIrHOTO  WAN-coenuHeHUs
MapuIpyTH3aTOp MPOJOJIKa UCIIOIB30BaTh TEKYIEe COSAMHEHHUE T10
YMOJTYaHUIO.

C)IBI/IHI)TG MEPCKIOYATCIIb BIIPABO, YTO Pa3pCUIUTh aBTOMAaTUYCCKOC
coznanne MoOmibHOr0o WAN-coennHeHHs 0e3 HacTpOeK omeparopa
MOOWIbHOU CBs3W. JlaHHas HacTpoiika OyaeT ToJie3Ha, €CIIH
HEJIOCTYNICH  YHHUKAJIbHBIH  MEXIYHAPOIHBIN  HMICHTU(DUKATOD

Cospasatb Ges IMSI aboHeHTa, comepxaruiics Ha SIM-kapre.

CasunbTE HIePEKITI0YaTe b BJIEBO, YTOOBI 3alPETHTh
aBTOMaTHYeCKoe co3manrue wmoOwinpHOro WAN-coenuHeHus 0e3

HACTpPOEK orepaTopa MOOUILHOM CBS3H.

[Mocne 3aganust HeoOXxoAMMBIX MapameTpoB Haxmute knonky MPUMEHUTD.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBO,EI,CTBO nonb3oBarend

Ecmu nns SIM-kaptsl Bamero USB-Monema otkinrouena nposepka PIN-kona, To BocineacTBun mpu
noaxmodeHnn USB-mozeMa k MapmipyTuzaropy OyzneT aBTOMAaTHUeCKH co3AaHo akTHBHOe WAN-

COCIMHEHHE C HACTPOMKaMHU orepaTopa MOOMIbHOU CBs3u. CoequHeHne 0TOOpa3uTCs Ha CTPAHUIIS
HacTtpounka coeanHenunn / WAN.

Eciu Bbl XoTHTE 3ampeTuTh aBTOMaTuyeckoe co3ganne MoouasHOro WAN-coemnHEHUS, HAKMUTE
kHonky BbIKITHOYUTD.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBOD,CTBO nonb3oBarens

BanaHcupoBka Tpacdumka
Ha crpanuiie HacTtpomka coeamHeHun /| bBbanaHcupoBka Tpadmka Boi Mmoxere
aKTHUBHPOBaTh (QYHKIUIO pacnpeneneHus Tpaduka. JlaHHas (QyHKIUS MO3BOJISET PAaBHOMEPHO

pacupeCaAciisiTb HArpy3Ky Ha MapmpyTu3arop W YBCIWYHUBATHL MAKCUMAJIBHYIO IIPOITYCKHYIO
CIIOCOOHOCTh INOAKIOYCHUSA K CETH I/IHTepHeT IIpU UCITIOJIB30BAaHUU HCCKOJIBKHUX WAN-COCI{I/IHCHI/Iﬁ

(HampuMep, eciu T0CTyN 00ecreunBaeTcs HECKOIBKIMU TPOBaiepamM).

£ AeToHacTpoiika 3G/LTE EanchmpOBKa Tpaqm Ka

BanaHcmpoBka Tpaduka

J Bknounte

CnNnCcoK coegnHeHWN A +

CNNCOK COBAMHEHUI MyCT

PucyHok 81. CmpaHuua Hacmpolika coeduHeHul / BanaHcupoeka mpaghuka.

YroObl akTUBUPOBATH (D)YHKIHIO pacrpenesieHus Tpaduka, CIBUHBTE Nepekiouarens BKAOYUTL
BIIpaBo. 3areM J00aBbTe Ha cTpaHuily WAN-coennHeHus, MeXy KOTOPbIMU OyeT pacrnpenensiThCs

tpaduk. s storo Haxxmure kHonky JIOBABUTD ( + ) B pazzaene CNMCOK COeANHEeHUN.

CoeguHeRre™

He BbibpaHo v

Pacnpegeneqie Tpaduka

ABTOMATHYECKN -

COXPAHUTb

PucyHok 82. OkHo 0obaerneHusi CoedUHeHUs1 Ha cmpaHuly.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBO,EI,CTBO nonb3oBarend

B oTkpeIBIIEMCST OKHE 3a/1aliT€ HEOOXOAMMBIE ITAPaMETPHI.

MapameTp OnucaHwue

B packpeiBatomemcst crimcke BbiOepute WAN-coeawHeHue, IS

CoeaguHeHune
KOTOPOTO HE0OX0IUMO NMPUMEHHTD pactpeaeneHne Tpaduka.

BBI6epI/ITC HCO6XO,I[I/IM06 3HAYCHHUC B pACKPBIBAIOIIEMCA CIIMCKE.

* ABTOMaTM4YeCKM — TpauK paBHOMEPHO pacIpeaeisieTcs
PacnpepeneHue MEXIY COCAMHEHUSMH C TAaKOU K€ HaCTPOUKOM.

Tpadumka e 3apgaHO BPYYHYK — TpaduK pacHpesesercs MexXILy

COCTMHEHUSAMH B COOTBETCTBHH CO 3HAYEHHEM, YKa3aHHBIM B
none Bec.

Bec VKkaxure NpoueHT Tpaduka, KOTOpbIM OyaeT NpOXOIUTh dYepes
JAHHOE COCIUHECHHUE.

[Tocne 3amanust HeoOxoauMBbIX apamerpoB HaxkMmute kHonky COXPAHUTD.

YT1oObl M3MEHHUTh HACTPOMKY st 100ABIEHHOTO COeTUHEHUs, B pazaeic CNMCOK coeAnHeHUn
BBIJICTIUTE COOTBETCTBYIOIIYIO CTPOKY TaONUIBI. B OTKpBIBIIEMCS OKHE W3MEHUTE 3HAUCHUE U

Haxxmute kHonky COXPAHUTD.

YT00BI YIaNUTh COCANHEHUE CO CTPAaHHUIBI, B pa3nesic CNMCOK COeANHEHUN ycTaHOBHTE (IIaXKOK
cJleBa OT COOTBETCTBYIONIEH CTPOKH Tabmusl 1 HaxmuTe kuorky YOAATUTD ([11)).

[Tocne 3amannss HEOOXOAMMBIX MapaMeTpoB Ha cTpanurie Haxmure kHonky MPUMEHWUTD. [lpu
3TOM Ha CTpaHuIle 0ToOpasutcs nose CTaTyc.

Ecnu Ha ycTpoOWCTBE CO3aHO HECKONBKO Tpymmn uHTepdeiicoB (cMm. pasnen Ipynnuposanue
unmepdgeiicos, ctp. 231), Bel MoxeTe 1006aBUTh MPaBUIO OATAHCUPOBKU TSI KOKIOW U3 HUX. J{is

sroro Haxmutre kHonky [JOBABWUTb (+ ). 3areM Ha OTKpBIBIICWCS CTpaHUIE B
packpoiBaromemcst cnucke LAN Beioepure LAN-uHTEepdeiic, npuHamiexanmidi K HEOOXOAUMON
rpymme uHTepdeicoB MapiipyTu3aropa. 3anaiite HeoOXOAMMBIC HAcTpOWKU B pasmene CNMCOK
coeaAuHeHun u naxkxmute kHonky MPUMEHUTDb.

YT1oObl 3a1aTh JApPyrHMe MapaMeTphbl JJisl Kakoro-mubo mpaBmia, B pasaenc lNpaBuna seidbepute
COOTBETCTBYIOIIYIO CTPOKY B TaOnmuiie. Ha OTKpbIBIIEHCS CTpaHHIIE WU3MCHHTE HEOOXOIMMBIC
napameTrpsl 1 Haxkmute kHonky MPUMEHUTD.

YTto0Obl yaanuTe npaBmio, B pasaeie MNpaBuna ycraHoBure (uaxxok cieBa OT COOTBETCTBYIOLICH

cTpoku Tabnmuisl 1 HaxmuTe kHonky YOAJIUTD ([1]).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

VPN

B nanHom pazmene meHroo Bbel Moxere Hactpouth VPN-noakirodeHus 1O IPOTOKOJIAM
IPsec/GRE/EoGRE/EoIP/IPIP/L2TPv3, a Takxe co3natb PPTP- wim L2TP-cepBep u yuerHble
3aIlMCH 7Sl I0CTYTa K HEMY.

IPsec
Ha crpanunie VPN / IPsec Boi moxkere HacTpouth VPN-TyHHENH, paboTarolye 1Mo MPOTOKOIY
IPsec.

I[Psec — 310 Habop MPOTOKOJOB Il OOECIEUEHMs 3allUThl JAHHBIX, IepenaBaeMbix 1o IP-
MIPOTOKOIY.

= < banaHcupoeka Tpaduka

IPsec

Bbl MOXeTe HacTpouTe VPN-TyHHenu, paboTatowwme no npotokony IPsec.

BbIKNKO4YUTb

YpoBeHb KyPHANHPOBAHNA

BazoBkIi -

TyHHENN +

ANTOPMTM LWINGPOBAHWA/XELLMPOBaHWA
YAaneHHbIA XoCT Pexum WHTepdenc
MNepean daza BTopas dasa

Cratyc

VaaneHHbli xocT IKE CHILD CocToAHKe

PucyHok 83. Cmparuya VPN / IPsec.
Yro0sl paspeunth IPsec-tynnenu, Haxkmurte kHonky BKITHOYUTb. TIpu stom Ha crpanwmie
orobpaxkarorcss pazzmensl TYHHenu u CTaTyC, a Takke pacKphIBAIONIUICS CIHUCOK YPOBEHb
XypHarimpoBaHus.

B pasnene CTaTyc otoOpakaeTcsi TEKyIee COCTOSIHUE CYHIECTBYIOIIETO TYHHEIIS.

B packpeiBaronieMcsi criucke YPOBEHb XYPHaNUPOBaHUA BhIOEpUTE ypPOBEHb JCTaTH3aIlUH
COOOINEHHH, 3aMCBIBAEMBIX B JKypHaJl COOBITHH, WMJIM OCTaBbTE 3HAYEHHE MO0 YMOIYaHHI0. J{yist
Oonee OBICTPOI ycTaHOBKH IPsec-TyHHeENs1 pekoMeHayeTcsi 3Hadenne Bba3oBbIn. s mpocMorpa
KypHana nepeiinute Ha crpanuny Cuctema / XXypHan coObITMK (cMm. pasaen JKypuan
coovimuii, ctp. 328).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Haxxmute kHonky [JOBABUTD ( -+ ) B pazaene TYHHeIW, 4To0bl cO31aTh HOBBIN TyHHEIb.

' HacTpoliku 10mKHbI ObITh ONMHAKOBBIMU 1J11 000MX YCTPOMCTB, OPraHU3YIOMNX TYHHEb.
|

IPsec/flobaBneHne

rnaBHblE HACTPOWRKK

® BruouvTs @ Pazpewnts DPD
Waz* () DPD - Dead Peer Detection
IPsec_44
Jagepwxa DPD (B cexyHgad)™
@ Kosuvecmeo cumaonoe doawHo Bume He Bonee 32 30
Bepcus IP Taifm-ayt DPD (B cexyHga)®
IPv4 - 120
I uHamwdeckuid IPsec TERMES
Path MTU discovery -

Address -

VOaneHHbLIH xocT”

YaaneHHwA MoeHTMdMKaTop

YoaneHHbLIA NopT

Kn @
Tun MHTEpDENCa

CoeauHeHne | MHTepdenc -
MHTepdeic®

He emibpan -
n NEHEIA MOEHT

NokansHeIA NopT

MAT Traversal

BrniderHo -
Peskiam

TUNMNEL -

PucyHok 84. CmpaHuuya 0obasneHusi IPsec-myHHens. Pasden lNaeHbie HacmpouKu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp OnucaHue

MmaBHble HAaCTPONKM

C)IBI/IHLTG MEPCKIOYaTCIIb BIIPaBo, 4TOOBI BKJIIOYUTE TYHHCJIb.

Bknountb
CHBUHBTE MEPEKITIOYATENb BIIEBO, YTOOBI BKIIIOYUTH TYHHEIb.
Ha3Banue TyHHens mns ynoOHOW wuaeHTHduKanuu. Vcmonb3yiite
Nma U pbI, TATHHCKHE OyKBBI BEPXHETO M HUKHETO PETUCTPA U JPyTHE
CHMBOJIBI, JOCTYIIHBIE B aMEPUKAHCKOM PaCKIIaIKe KJIaBUaTyphl'.
Bepcus IP Bepcus IP-nipotokona.

CaBuHBTE TEPEKITIOYATENb BIIPABO, YTOOB! Pa3pelIUTh MOAKIIOUCHUE
K MapuipyTusaropy mno mnporokony IPsec mis ymameHHoro ysma ¢
o m00bM  yOnuuHbIM  («OenpiM») [P-anpecom. Takyio HacTpoiky
OuHamunyeckun IPsec

MOXKHO 3aJlaTh TOJBKO nJisi omHoro IPsec-tynHens. 3ampochl Ha
COECIMHEHHE [0 TAaKOMy TYHHEI MOXET [OChUIaTh TOJIBKO

YIIaJICHHBIN y3€ll.

Bri6epure croco6 UEeHTU(DHUKAITIN YIIAJICHHOTO y3I1a
(MapmipyTH3aTopa) U3 CIMCKa.

* Address — unentudukanus ynainenHoro ysina mo [P-aapecy.

Tun * FQDN - ujgenTuduKkanys yrajieHHOro y3jia 1o JOMEHHOMY
VIMEHH.

PaCKpBIBaIOHleICH CIIMCOK 0To6pa>1<aeTc;1, €CJIIM MEPCKI0YATCIIb
AnHamuyeckuu IPsec casunyT BIIEBO.

Beenute [P-agpec VPN-mumro3a ynajleHHOM CETH, €CIM B
packpbIBaroleMcs criucke TUM BeieneHo 3HaueHne Address.

YaneHHbIi XOCT Beenure nomenHoe umsa VPN-mumro3a ynajJeHHOM CETH, €CIU B
packpsIBaroremMcs criucke TUN BeigencHo 3Hadenne FQDN.

[Toe JOCTYHNHO IS PENAaKTHPOBAHMS, €CJIH  IEPEKITI0YaTes b
AuHamuyeckum IPsec ciasuHyT BIIEBO.

11 0-9, A-Z, a-z, npo6eun, !"#$%&'()*+,-./;<=>2@[\|" _"{|}~.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

I/I,Z[GHTI/I(I)I/IKaTOp YAQJICHHOTO Yy3Jia OJId YCTAHOBKH COCIUHCHHA I10

npotokony [Psec Tonpko ¢ onpeneieHHbIMU y3i1aMu. JlJisl yCTaHOBKU
COCIIMHEHUS 3HaueHHE YJAJICHHOTO WACHTU(UKATOpa B HACTPOMKax

. DIR-1260/SE nommXHO COOTBETCTBOBATH 3HAYEHUIO JIOKAIHLHOTO
YpnaneHHbIN

WICHTU(HUKATOpa B HACTPOMKAax yJaJeHHOro ysna. B kadectse
naeHTudukaTop

uneHTuduKaropa MOXHO ykazarb [P-ampec y3nma wim moxacertw,
3HaueHue %any (Bce I[P-ampeca), nomennoe wumsa wuian CN-
ceprudukar. [To ymon4aHuio HCIONb3yeTCsl 3HAUEHUE, YKa3aHHOE B
nosie YaaneHHbIN XOCT.

Homep nopra yganeHHOro y3ia, KOTOpbIi HCIIOIb3YEeTCs 1151 OOMEHa
[Psec-nakeramu B nepBoi (aze ycTaHOBKHM coeAuHeHus. Ecnu none

< HE 3aroJIHeHo, ucnonb3yercs nopt 5S00. Ecnu nosne He 3amoinHeHo u
YaaneHHbIn nopTt

TSt YCTaHOBKHU COEIMHEeHNUS UCTIONB3YeTCS byHKIMSA
npeobpazoBanusi cereBbix anapecoB (NAT), wucnombzyercss mnopt
4500.

Knou PSK-xmrou mns B3auMHOW ayTeHTHUKAUK cTopoH. Haxkmure Ha
3Ha4ok Noka3aTb (&), yToObI 0TOOPA3UTh BBEJICHHBIH KITFOY.

- B packpeiBatomemMcss CHHCKE BbIOEpUTE HEOOXOAMMBIM  THII
Tun nHtepcenca . .
uHTEepdeiica, KOTOpbIii OyAeT UCTIONB30BATHCS ISl TYHHEIIS.

B packpeiBaromemcst crnmcke BbiOepure Heobxomumoe WAN-
WnTepdeiic COCIMHEHHME MapIIpyTU3aTopa sl padoThl TyHHENs. Eciu BeiOpana
rpymnmna uatepgeiicos, Oynet ncnonb3oBarbes WAN-coennHeHNE 110

YMOJIYaHHUIO JIsl BBIOPAHHOM TPy

JlokanpHBI MIACHTHUQHUKATOp MapIIpyTH3aTopa Ui YCTaHOBKHU
COEIMHEHMS 110 NMPOTOKOITy IPsec TONBKO ¢ ONpenencHHbIMU y3IIaMH.
Jna YCTaHOBKH COCIMHEHUS 3HaYeHUe JIOKaJIbHOTO

JNlokanbHbIN
uaentuduxaropa DIR-1260/SE nomkHO cOOTBETCTBOBATh 3HAYCHUIO

naeHTudukaTop .
yIaJIeHHOTO HIEHTH(HKAaTOpa B HACTPOMKaxX yaajieHHOro ysna. B

KavyecTBE HICHTH(PHUKATOPA MOXKHO YKa3arh [P-aapec, nomMmeHHOE MMs
nn CN-ceptudukar. Heodsizamenvuuiii napamemp.

Howmep nopra mapmipytuszaropa, KOTOPBIA HCIONIB3yeTCs sl OOMeHa
[Psec-makeramu B mepBoi (ha3e yCTaHOBKHM coeauHeHus. Eciu more

o HC 3aIl0JIHCHO, UCIIOJIB3YCTCA ITOPT 500. Eciim mone He 3amnoJIHEHO U
NokanbHbIN nopT

JUIS YCTaHOBKH COeIMHEHUS UCIIOJIb3YETCS GbyHKIMS
npeoOpazoBanusi cereBbix aapecoB (NAT), wucmombdyercss mopT
4500.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Oynkuus NAT Traversal oGecneunBaer mpoxoxaeHue VPN-

Tpaduka yepe3 YCTPOMCTBO, BBINONHSIONIEE TMPEoOpa3oOBaHHE
cereBbix anpecoB (NAT). DIR-1260/SE mo3BonsieT mpuHYyIUTEIHHO
uHkancynuposate VPN-tpadpux B UDP-makeTsl A npoxoxaeHus
yepe3 yAaJeHHOE YCTPOWCTBO HE3aBUCHMO OT TOTO, MOJIEPKUBACT
NAT Traversal JI OHO MPEOOpPa30BaHUE AIPECOB.

Eciu HeoOXoAMMO BKJIIOUUTh NPUHYAUTEIBHYIO WHKAICYIISIIHIO
VPN-tpaduka, Be1OepuTe 3HaucHre BKroyeHo.

Eciu HE0OXOAMMO OTKIFOUMTH MPHHYIUTCIBHYIO HHKATICYIISIIUIO
VPN-tpaduka, Beioepute 3HaueHrne OTKNIHOYEHO.

Pexxum pabotsr IPsec-tynnemns1. Beibepute HeoOXoauMoe 3HaYCHNE B
PACKPBIBAIOLIEMCS CIIUCKE.

* TUNNEL (tyHHenmpHBI pexuM) — KaKk IPaBUIIO,
UCTIONB3YeTCs Ui CO3[aHUS 3allUIIEHHOTO COEAMHEHUS C
yIaJICHHBIMU ceTAMHU. B 3TOoM pexkxume ucxonubiii [P-maker
MOJTHOCTHIO MU pyeTcs u AodaBiseTcs B HOBbIM [P-nakerT, a
nepenavya JaHHBIX BBHITIONHSACTCS Ha OCHOBAaHWHM 3arojlOBKa

Pexum
HOBoOrO [P-11aKeTa.

* TRANSPORT (TpaHCmOpTHBI peXHM) — KaK MPaBUIIO,
UCIIONB3yeTCsl U INU(POBAHUS TOTOKA JaHHBIX BHYTPHU
ogHOM cetn. B a3TOoM pexume mmpyercs  TOJIBKO
CoZlep)KUMOe MCXOHOTo [P-makera, ero 3arooBoK Mpu 3TOM
HE MEHSeTCs, a Imepernada JaHHBIX BBIOJHACTCS Ha
OCHOBAHHUH UCXOIHOTO 3arojoBKa.

CIBUHBTE  NEpeKIIoYaTesb BIIPAaBO, YTOOBl  pPa3pelIUTh
ucnons3oBanue mnpotokona DPD nmns nmanHoro TtyHHens. Takas
HACTPOWKa IO3BOJISIET NPOBEPHUTH COCTOSIHME YHAAJICHHOTO y3la B
PaspewuTs DPD TyHHEJIE: eclu OOMEH 3amH(pOBaHHBIMU IMAaKETaMH MEXIY

MapUIpyTU3aTOPOM W YJAJICHHBIM  Y3JIOM  IPEKpamaeTcs,
MapuIpyTHu3aTop HauMHaeT nocbuiath DPD-3ampocsl ymnaneHHOMY
y3iy. Eciiu mepekiiodarens cABUHYT BeBO, mois 3aaepxka DPD

u Tanm-ayT DPD nenoctymHbl 1715 peakTHPOBAHHSL.

Ilepyon BpemMeHu (B CeKyHOaX) MEX DPD-3amnpocamu. Ilo
3apepxka DPD PHOA " BP ( yHIaX) o P
YMOJIYaHUIO 3a/1aHO 3HaueHue 30.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

Tanm-aytT DPD

3gaueHne 120.

ObITAaCTCA BOCCTAHOBUTH COCAMHCHUC.

Bpewmst oxxunanus orsera Ha DPD-3ampoc (B cekynmax). Ecnu y3en
HE OTBEYAET Yepe3 YyKa3aHHOE BpPEMs, MapLIPyTH3aTOp OOpHIBAET
COeIMHEHHE TI0 TYHHEII0, OOHOBIISIET HH(MOPMAITUIO O HEM U 3aHOBO

[To ymMomuanuio 3amaHo

TCP MSS

Ecnn BpIgeneHo
napamerp Oyaer

Maximum Segment Size — makcumanvHslll pazmep cecmenma nakema
TCP. Jlannplii mapametp BiuseT Ha pasmep nakera TCP, xotopsiit
OyzeT nepenaBarbcs OT YJAJICHHOTO y3J1a K MapuIpyTH3aTopy.

Ecmu  BbimeneHo 3HadeHue 3afaHO BPYYHYH), Brl Moxere
CaMOCTOSITEJIFHO OTPENIEIIUTh 3HAYCHUE JIaHHOTO Iapamerpa JJis
kaxxaou nmoacety TyHHens B moje MTU. [one oroOpaxaercst B OkHE
no0aBIIeHHS MTOJICETH B pasaeiie TYHHenmpyemMble noaceTu.

snauenne Path MTU discovery, nannbiii
3aaH AaBTOMATUYECKH JUII BCEX CO3JAaHHBIX

OJCETEMN.
MepBas ¢aza Bropas daza
AnNropuTM WHPPOoBaHWA Nepeon @aszbl ANropwuTM Wwkdpo HH Top: (Da3n
DES ~ DES -
Peamium WKPpOoB. A PeXHM LUNDPOBaH
CBC ~ CBC -
ANTOpUTM XELIMPOBIHMA ANTOPUTM XEIMPOES
MD5 - MD5 -
Pazmep xewa Pazmep xewa
96 - 96 v
PesiM XEWMDOBIHNA PeXM XellMpOBaHHA
HMAC v  HMAC -
Tan DHgroup nepzofi oazs @ BxnounTs PFS
MODP768 -

J Aggressive pexum

Bepowa IKE

1 -

un DHaroup sTopoit dazs
MODPT68 -

PucyHok 85. CmpaHuuya 0obasneHusi IPsec-myHHens. Pasdenb! [Nepeasi ¢pasza / Bmopasi ¢ha3a.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarend

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

MNMepBas ca3sa

Anroputm
wudpoBaHUA NepBom
¢dasbl

B packpeiBaromemMcst CIUCKE BBIOCPUTE JOCTYIHBIA aAJITOPUTM
muGpoBaHUSL.

Pexum wmncppoBaHus

B packpsiBaromieMcsi ClICKe BRIOEPUTE PEKUM MUPPOBAHHUS.

Anroputm
XelwunpoBaHus

B packpsiBaroiiemMcsi CUCKe BHIOEPUTE AJITOPUTM XEITUPOBAHUSI.

Pa3mep xewa

JlnuHa xemia B OuTax.

Pexum XewmnpoBaHua

B packpsiBaroiiemMcsi ClucKe BHIOEPUTE PEKUM XEIIHPOBAHUS.

Tun DHgroup nepsou
¢asbl

['pynna xmovei mmdposanus no anroput™my Jdudou-Xenmana ams
WCIIONIb30BaHUsI B Xozie TmepBoil (a3el. BriGepure Heobxomumoe
3HAUEHHE U3 PACKPBIBAIOIIETOCS CIHCKA.

IKE-SA BpeMs XXU3HU

Bpewmst cymectBoBanmst kimtoueii IKE-SA B cexynnax. [1o ucreuenun
3aJJaHHOTO TIEPHOJa BPEMEHH TpeOyeTcsi TOBTOPHOE COIIaCOBAHUE
KJfouel. 3HadeHue, OmnpeiesieHHOE B JIaHHOM II0Jie, JAOJKHO OBITh
OosbIlie 3HAUCHHUsI, 3aJaHHOTO B TIosie IPsec-SA BpeMs XXU3Hu.

Aggressive pexum

CZ[BI/IHBTG MEPCKIIOYATCIIb BIIpaBo, 4TOOBI HCIIOJBb30BATh

arpecCUBHBIM PEXUM Il B3aUMHOW ayTEHTU(UKALUU CTOPOH.
Takast HaCTpOWKa MO3BOJSIET YCKOPUTh YCTAHOBKY COCTUHEHUS, HO
CHIDKAET ero 0€30MacHOCTb.

IKE (Internet Key Exchange) — npoTtokoil 0OMEHa KJIFOUaMU MEKITY

Bepcus IKE nByms y3namu VPN-coenuHenunii. BeibepuTe HEOOXOIMMYIO BEPCHIO
IPOTOKOJIA B PACKPBIBAIOIIEMCS CIHCKE.
Bropas casa
Anroputm .
. | B packpeiBaromemcs Crnmcke BBIOEpUTE JOCTYIHBIA alTOPUTM
wncppoBaHnAa BTOpOU
thasbl mmdpoBaHus.

Pexum wncpposaHus

B packpsiBaroiiemcs Ciicke BbIOEpUTE pexKUM UG POBAHUS.

Anroputm
XelwunpoBaHus

B PaCKpBIBAOUICMCA CITUCKE BBI6€pI/IT€ AJITOPUTM XCIIUPOBAHUA.

Pa3mep xewa

JlmiHa xemia B OuTax.

Pexunm XxewmnpoBaHusi

B packpsiBatomieMcst Cliicke BEIOEPUTE PEKUM XCIIUPOBAHHUS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

C,[[BI/IHBTG MEPCKIOYATCIIb BIIPABO, 4TOOBI BKIIIOUYHMTH OIIITUIO PFS

(Perfect Forward Secrecy, cosepuiennas npamas CeKpemHocmy).
Ecnu nepexiroyarens CABUHYT BIIPaBO, Oy/eT MPOMCXOJUTH HOBBIN
Bkntountb PFS P YT BHPapo, byAet TP
00MEeH KITIouaMu Mu(poBaHus B XoJie BTopol ¢a3sl. Mcmons3oBanue
JAHHOM OINIUHM TOBBIACT YPOBEHb OE30MAaCHOCTH Mepeaadn

JAaHHBIX, HO yYBenuuuBaeT Harpy3ky Ha DIR-1260/SE.

I'pynna ximroueit mudposanus no anroputMy Jduddu-Xenmana s
Tun DHgroup BTOpoW | ucnosib3oBaHus B xoiae BTopod (asel. Breibepute HeoOxommmoe

c¢asbl 3HAQUCHHUE U3 PACKPBIBAIOIIETOCA CMHUCKA. PaCKphIBAIOIIMIACS CIIUCOK
JOCTYIICH, eciu nepekitodareins Bkmounte PFS ciBunyT Bripago.

Bpewmst cymectBoBaHUMS Kiodel BTOpoil ¢asel B cekyHaax. Ilo

HUCTCUCHUIO 3aJaHHOT'0 II€puoga BPEMEHU T eOyeTcss MOBTOPHOE
IPsec-SA BpemMs XXU3HU . P P peby P
COINIaCOBaHUEC KIIKOYCH. 3H3H€HI/I€, OMpeACIICHHOC B AAaHHOM IIOJIC,

JIOTKHO OBITH OOJIBIIIE HYIIS.

Uro0s! 3anath [P-aspeca mokaibHON U yIAJICHHOM TOJCETEH ISl CO3]aBaeMOTO TyHHEIS, HAKMHUTE

knonky JJOBABUTD ( -+ ) B pazzaesne TYHHenMpyemMble NoACeTH.

[06aBuTL NpaBuno

NokanbHas NOACETb

AOBABWTb NOACETb

® Zanaii

et MapwipyTusaropa). Mpuwmep: 192,168.0.0/24

& NOKANLHYRO NogceTs IPsec-TyrHHens (LAN-

YaaneHHan noAceTs

AOBABWTb NOACETb

Jagaiire yranenHyo nogcets IPsec-TyHHens (LAN-

TEHHOMG YETPOMRCTEE, BRINOMHAOLEND POE

MapLipyTitzatopa). Mpsvep: 192.168.10.0/24

MTU*
1300

COXPAHWTb

PucyHok 86. Cmparuua dobasrneHus IPsec-myHHesns. OkHo dobasrneHust myHHernupyemod rnodcemu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

B otkpeiBiiemcst okHe Bbl MokeTe 3a1aTh cieyromnme napaMmeTpsl:

MapameTp OnucaxHune

[P-anpec u macka TOKaJIbHOW MOJCETH.

YroOsl  100aBUTH eIle OOHY IMOJACETh, HAKMHUTE KHOIKY
OOBABUTb TMMOOCETb wu BBeaure aapec MOACETH B
otoOpasuBIIeiics CcTpoke (moctymHo, ecinu B pasaene [lepBas
JlokanbHasa noaceTb ¢aza B ciiicke Bepcus IKE Boieneno 3nadenue 2). JlokanbHbIe
nojiceTd OyAyT COOTHOCHTBCS CO BCEMH YIAJCHHBIMHU TOICETSIMH,
YKa3aHHBIMH B COOTBETCTBYIOIIEM II0JIE.

YroObl ymaiuTh TOACETh, HAKMHUTEC Ha 3HAYOK YAANMUTb (*) B
CTpOKE a/ipeca MOACETH.

[P-anpec u Macka ynaJeHHON NOJCETH.

YroObl  100aBUTH elIe OOHY IOJCETh, HAKMHUTEC KHOIKY
OOBABUTb TMOMOCETb wu BBeaure aapec TMOACETH B
otoOpasuBIIciics CcTpoke (moctymHo, ecinu B pasaene [lepBas
YnaneHHasa noacetb | ha3a B criucke Bepeus IKE BoigeneHo 3naueHue 2). YnaneHHbIe
MOJICETH OYAyT COOTHOCHTHCS CO BCEMH JIOKAJIbHBIMH TOJCETSIMH,
yKa3aHHBIMH B COOTBETCTBYIOIIIEM TIOJIE.

YroObl ymaiuTh MOJCETh, HAXMUTE HA 3HAYOK YAANUTb (*) B
CTpPOKE ajipeca MOJICETH.

MakcuMallbHBIA ~ pa3Mep  HepparMeHTUPYEeMOro  (HEISIMMOTO)
MTU nakera (B Oaiitax). [Tose orobpaxaercs, eciu B pasneie [MaBHble
HaCTPOMKKN B packpeiBaromemcs: crucke TCP MSS Boiieneno

3HaueHHe 3afaHO BPYUHYIHO.

Haxxmure kHonky COXPAHUTD.

UTo0b!I 100aBUTH €IIIe OJIHY Tapy JIOKAIBHOHN U ynaneHHOU mojceTe as Bepcun 1 mpotokona IKE,

cHoBa Haxkmute kHonky JJIOBABUTb (+ ) B paznene TYHHenupyemble NOACETU u 3aiaiite
HEOOXoIUMbIE MapaMeTphbl (JocTymHo, eciu B pasuene lNepBasa ¢asa B cnucke Bepeusa IKE
BbIJIeTICHO 3HaueHue 1).

UYroOsl 3a1aTh apyrue [P-anpeca mokansHOW U yAaJeHHON HojceTed B pasaene TYHHeNnMpyemble
NOACETU, BLIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TaOmuile. B OTKpBIBIIEMCS OKHE HM3MEHUTE
HeoOxomuMble mapamerpsl 1 Haxkmute KHOKy COXPAHUTD.

UTo0Bl yIAINThH TMONCETh, YCTAHOBUTE (DIAKOK CJIEBa OT COOTBETCTBYIOMICH CTPOKH TAONHIIBI H

F—N
Haxxmute kHonky YOAJIUTb ([U]). Ber Takke MoxkeTe ymaauTh TOACETh B OKHE H3MEHEHUS
napaMeTpoB.

[Tocne 3amanust Bcex HEOOXOAMMBIX HacTpoek [uiss IPsec-TyHHeNns HaXMUTE KHOIKY
NMPUMEHUTb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YtoObI 3a1aTh Ipyrue mapameTpbl Ui CYIISCTBYIOLIETO TyHHENs, B pasaeinc TYHHENWU BriOepuTe
COOTBETCTBYIOIIMI TyHHENb B TaOmuue. Ha OTKpBIBHICHCS CTpaHUIE H3MEHHTE HEOOXOAMMBIC
napametpsl U Haxxmute knonky MPUMEHUTD.

YToOBI OTKIIOYUTH KaKOH-IH00 CYH_ICCTBYIOH_II/Iﬁ TYHHCJIb U CHOBa YCTAHOBUTBH €TI0, YCTAHOBHUTC
(bJ'Ia)KOK CJICBa oT COOTBCTCTB}’IOH_[eﬁ CTPOKH Ta6J'II/II_[I)I u Ha>XMUTEC KHOIIKY

NEPEMNOOKIMIOYUTD.
YroObl yHamUTh CYHMIECTBYIOIMIMK TYHHENb, YCTAaHOBUTE (IaKOK CJeBa OT COOTBETCTBYIOIIECH

F—N
ctpoku Tabmumel 1 Haxmute kHomky YOAJNUTb ([ ). Ber Takke MoxkeTe yqamuTh TyHHeNTb Ha
CTpaHUIIC U3MEHEHHUS TApaMETPOB.

UroObl 3anpeTuTh ucnonb3oBanue VPN-tynHenelt, pabortaroumx mno mporokony IPsec, Haxmute
kuHonky BbIKITIOUUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

GRE

Ha crpanuiie VPN / GRE Bsr moxere nactpouts VPN-TyHHENH, paboTaroiiye mo MpOTOKOIY
GRE.

GRE (Generic Routing Encapsulation, obwas unKancyisiyus mapupymosg) — 5TO TPOTOKOI
TYHHEJIIMPOBAaHUSI CETEBBIX I1AKETOB, IO3BOJISIIOLIMN OpPraHUW30BbIBaTh He3allMileHHble VPN-
TYHHEIH.

= < IPsec

GRE

Bbl MOXeTe HacTpouTb VPN-TyHHenw, paboTatolyme no npotokony GRE.

He co3faHo HW OHOrO TyHHens +

Bbl MOXETE AO6&BMTb TYHHENE

PucyHok 87. Cmparuuya VPN / GRE.

Y00kl cO3/1aTh HOBBII TyHHEb, HakMuTE KHOIKY JIOBABUTD ( -+ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

GRE/Jo6aeneHune

HacTpoiikun TyHHens HacTpolikun cTaTuyeckoro MapLupyTa

® Bauounts

Aas®

GRE_7
Macxa *
@ Komusecmes cumsosoe dorwre bume He Goree 32
i SRE *
Tun nHTepdeiica
CoenuHeHue [ MHTepdeic -
VinTepdeic
He ewiGpan -
MTU*
1400

PucyHok 88. CmpaHuuya dobaeneHus GRE-myHHens.

Bbl MoxeTe 3a1aTh cleayIoUe napameTpsbl:

MapameTp OnucaHue

Hactpowku TyHHens

UroObl pazpemuth ucnonb3oBaHue GRE-TyHHens, cIBUHBTE
MepPEKITI0YaTesNb BIPABO.
BkniounTtb
Urobbr 3amperutrh wucnonb3oBaHue GRE-TyHHens, caBUHBTE
MEePEKITI0YaTeNb BIEBO.
st Haspanue TyHHens i ynoOHOW wuIeHTHPUKAUU. MoxkeT ObITh
MIPOU3BOJIbHBIM.
IP-apgpec Beenure [P-aapec unrepdeiica GRE-tyHHens.
Macka nopgceTtu BBenute Macky moaceTH.
< B packpeiBaromeMcsi CIUCKE BBIOGPUTE HEOOXOMWMBIM  THIT
Tun nHtepcenca . .
uHTepdeiica, KOTOPBINA OyIET UCIIOIB30BATHCS ISl TYHHEIIS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

UHTepdpenc

B packpeiBaromemcst  criucke BbIOepuTe HeoOxomumoe WAN-
COCIMHEHUE MapuIpyTu3aTopa ais pabotel TyHHens. Eciau BeiOpana
rpymnmna uatepgeicos, Oyner ncnonb3oBarbes WAN-coennHeHne 110
YMOJTYaHHIO ISl BBIOPaHHOW TPYIITIHI.

YpaneHHbin IP

Beenute [P-anpec VPN-1u1032a yaaeHHOW MOACETH.

MTU

MaxkcuManbHbIM pa3Mep mMakera, KOTOpbIH OyaeT nepenaBaThCsi OT
YAAQJIEHHOTO y3J1a K MapIIpyTHU3aTopy.

HacTpoiiku cTtaTMyeckoro MmapLupyTta

IP-agpec ynaneHHou
noKaribHoOu ceTu

Brenute [P-anpec ynaneHHOM JIOKAJIbHOM MOJCETH.

Macka ynaneHHoun
nokanbHOM ceTu

BBenute Macky ynaneHHON JOKaIbHOM MOJICETH.

MoaceTb yaaneHHoro
GRE-uHTepdemnca

Beenute noacets ynanennoro GRE-unTepdeiica.

Macka yaaneHHoro
GRE-uHTepdemnca

Beeaure macky ynanenHoro GRE-untepdeiica.

[Tocne 3amanust Bcex HeoOXoAUMBIX HacTpoek Haxkmute kHonky MPUMEHUTD.

UroObl 3a1aTh APYrHe MapaMeTphl IS CYHICCTBYIOIIETO TyHHENS, B pasaeie TYHHENU BoiOepuTe
COOTBETCTBYIOIIUI TyHHENb B Tabmuie. Ha OTKpBIBIICHCS CTpaHWIle H3MEHHTE HEOOXOAMMBIE

napameTrpsl 1 Haxxmute knonky MPUMEHUTD.

UroObl ymamuTh CYUIECTBYIOIIUN TYHHENb, YCTAHOBHUTE (IaXOK cjeBa OT COOTBETCTBYIOLIEH

crpoku Tabmuibl 1 Haxmute kaonky YOAJIUTb (ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

IPIP

Ha ctpanuiie VPN / IPIP Ber moxete Hactpouts VPN-TyHHEH, paboTtaroriue mo mporokoiy IPIP.

IPIP (IP Encapsulation within IP, unxancyniayua IP 6 IP) — 310 mportokon IP-trynHenupoBaHus
CETEBBIX IIAKETOB, IO3BOJISIIOIIMN  OpPraHW30BbIBaTh  He3anuiieHHsle  VPN-TyHHenun ¢
uHKancyisnuen [P-nakeros B npyrue IP-nakersr.

= < GRe IPIP i |

IPIP

Bbl MoxeTe HacTpouTs VPN-TyHHenw, paboTatowme no npotokony IPIP.

He co3maHo HM OAHOMO TYHHENs -+

Bbl MOxeTe no6aBuTL TYHHENb

PucyHok 89. Cmparuuya VPN / IPIP.

Y100kl CO3/1aTh HOBBII TyHHEb, HaxkMuTe kKHOKY JIOBABUTD ( -+ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

= <K IPP IPIP/fobaBneHne i
HaL‘I’pOﬁKM TYHHENA HaCTpOlﬁKM CTaTUHECKOro MapLipyTa
® Bxounts
P-agpec yoaneHHoW NokansH ETH®
LA™
IPIP_23
Macka yoaneHHoi n NbHOW CETH"
@ Konusecmes cumsosoe donxno Gume He Bonee 32
Nogcets yoanedHoro IPIP-uHTepdenca”
P-appec*®
Macka yaanernHoro IPIP-uHTepdenca™

Tun wHTepdeiica

CoeguHeHwe / MHTepdenc hd

MiuTepdeic*

He enibpan -

YoanexHn IP°

MTLU*
1400

PucyHok 90. CmpaHuya dobasneHus IPIP-myHHens.

Br1 MokeTe 3aath ciemyronme napamMmeTphl:

MapameTp OnucaHue

HacTpoiiku TyHHens

UtoOsl  pazpemuTh wucnonb3oBaHue [PIP-tyHHems, caBuHbTE

MepEKITFoYaTesh BIIPARBO.
BknounTtb

Uro6bl  3anperuTs ucnonb3zoBaHnue [PIP-TyHHens, caBuHbBTE
NEPEKIIIOYaTesb BIEBO.

Ha3Banue TtynHens mis ynoOHoW wuneHTHdukanuu. Moxker OBITh
IIPOU3BOJIBHBIM.

NUma

IP-appec Beeaure [P-anpec unrepdetica IPIP-Tynnes.

Macka nogceTtu BeenuTe MacKky mojceTH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

Tun nHTepcenca

B packpeiBatomieMcss CHOHCKE BbIOEpUTE HEOOXOAMMBIM  THI

uHTepdeiica, KOTOpbIii OyAeT UCTIONB30BATHCS ISl TYHHEIIS.

UHTepdenc

B packpeiBaromemcst  criucke BbIOepuTe HeobOxomumoe WAN-
COEIMHEHUE MapuIpyTu3aTopa ais pabotel TyHHens. Eciau BeiOpana
rpymnma uaTepdeiicos, Oynet ncnonb3oBarbes WAN-coennHeHHE 110
YMOITYaHHUIO JJIs1 BBIOPAHHOMW TPYIIIBI.

YpaneHHbin IP

Beenute [P-anpec VPN-1u1t03a yaneHHON MOACETH.

MTU

MaxkcumanbHbBI pa3Mep TakeTa, KOTOpBI OyleT mepemaaBaThCsi OT
YAAJIEHHOTO y3JIa K MapLIpyTU3aTopy.

HacTpoiku ctaTuyeckoro mapLupyTa

IP-agpec ynaneHHou
nokanbHOM ceTn

Beenure [P-anpec ynaneHHON TOKaJIbHON MOJICETH.

Macka ynaneHHomn
NoKanbHOM ceTu

BBenure Macky yaaneHHOH JTOKaJIbHOM MOACETH.

MoaceTb yaaneHHoro
IPIP-unTepdenca

Benute noacets ynanennoro IPIP-untepdeiica.

Macka ynaneHHoro
IPIP-uHTepdenca

Beenure macky ynanennoro IPIP-untepdeiica.

[Tocie 3amanus Bcex HeoOXoauMBIX HacTpoek Haxkmute kHonky MPUMEHUTD.

YToOBI 3a1aTh Ipyrue mapameTpbl Ui CYIISCTBYIOLIETO TyHHENs, B pasaene TYHHENW BriOepuTe

COOTBETCTBYIOIIMI TyHHENb B Tabnuue. Ha OTKpwIBIICHcS CTpaHHIlE M3MEHUTE HEOOXOIMMBIE

napameTpsl 1 Haxxmute kHorky MTIPUMEHUTD.

YroObl ynamuTh CYUIECTBYIOIIUN TYyHHENIb, YCTAaHOBHUTE (PIakOK cjleBa OT COOTBETCTBYIOLIEH

cTpoku Tabmuikl u Haxmute kaonky YOAJIUTb (ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

PPTP/L2TP-cepBepbl

Ha crpannnie VPN / PPTP/L2TP-cepBepbl Brr moxkere Bkimountsh VPN-cepBep, paboTaromuii
no nporokony PPTP wmm L2TP. [Insa nacrpoiiku PPTP- wim L2TP-cepBepa nepeiinure Ha
COOTBETCTBYIOLIYIO BKJIAJIKY.

[Tpotokonsl PPTP/L2TP no3BoisitoT ycTaHaBIUBaTh 3alIMIIEHHOE COSAMHEHNE, 00pasysi TYHHENb B
CTAHIAPTHOW, HE3AIUIIEHHOW CETH.

Ilepen cozmamuem PPTP- wmiom  1.2TP-cepBepa ¢ BKIIOYEHHOW ayTeHTH(MUKAIMEN

' HeoOXOMMMO €031aTh YYETHBIC 3aKCH IoJib3oBarenen (cM. pasnen Ionvsoeamenu VPN
||
cTp. 138).

= < Wxbopmaums o cucTeme PPTP/L2TP-cepeepsl

PPTP

PPTP-cepBep

Bbl MOXETE BEMOMUTE VPMN-cepeep, paboTatowwii no npotokony PPTR.

® EBcnounts Mz
PPTP_Server_VPN_45

VPN-ceTb ,ﬂOI'IOJ"IHIa"ITeJ'IbeIe HaCTpOI:‘IKVI
Nokansreit IP-agpec cepeepa® MakcMmansHoe UACNo NogEnHueHrAY

1111 100

HauansHe xmmenTorail 1P MTLI*

1122 1400

KoHEUHLIH knueHTCKME [P* A BKNHUNTE PEXUM OTNAAKK
1.1.23

Tun wHTepdedica DNS

CoeguHeHuwe [ MHTepdenc -

@ Nonyunts agpec DNS-cepeepa asTOMaTIUECKM

WHTepdeic®

test -

AyTEeHTUGMKALS

J BKMOUMTL 3yTeHTUDUKALIMK

CNWCcoK Nofb3oBaTenen -

CNWcoK Nonb30BaTENeR MycT

PucyHok 91. Cmparuya VPN / PPTP/L2TP-cepesephbil.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YT0OBI BKIIOYUTH CCPBCP, CABUHLTC MCPCKIIOYATCIIb Bknoouutb BIIpaBoO.

BrI MmoxxeTe 3agaTh CJICAYIOIIUC MapaMCTPhI:

MapameTp

OnucaHue

Nma

HasBanue cepBepa mis ynoOHoW wuneHTHduKanuu. Moxer ObITh

IIPON3BOJIBHBIM.

VPN-ceTb

NokanbHbIN IP-agpec
cepBepa

IP-anpec VPN-cepBepa.

HayanbHbIN
KnueHtckum IP

Havanenbiii [P-agpec auamnasona anpecoB i KiIMEHTOB VPN-
cepaepa.

KoHeYHbIN KNUeHTCKUun
IP

Koneunsi [P-agpec numamazoHa anpecoB mid KiaueHTOB VPN-
cepsepa.

Tun nHTepcpenca

B packpeiBaromeMcss crmcKe BBIOEpUTE HEOOXOAMMBIA  THI
nHTepdeiica, KOTOPBIA OyIET UCITOIB30BATLCS IS TYHHEIS.

B packpeiBaromemcst crimcke BbeiOepuTe HeoOxommmoe WAN-
COeIMHEHUE MapuIpyTu3aropa s padboTsl TyHHens. Eciu BeiOpaHa

UHTepdenc .
P rpymmna uatepdeicon, OyaeT ucnonb3oBarbcsi WAN-coequHEeHUE 110
YMOJIYaHUIO JUIsl BHIOPAHHOM IpyIIIbI.
AyTteHTUdMKauma
CI[BI/IHBTe HepeKHIO‘{aTeJIB BHpaBO, I-IT06I)I BBIIIOJIHATH
BKJ'II‘O‘IMTI: ayTeHTI/I(I)I/IKaI_[I/IIO. HpI/I OTOM Ha CTpaHUIC OT06p213}ITCH CIIUCKH
ayTeHTUcMKaumio OpHoBpemMeHHble ceccun, CHAP, MSCHAP, MSCHAPV2 u

PAP.

OaHoBpeMEeHHbIe
ceccumn

Pexum moxaxitoueHus Mosib30BaTeNiel ¢ MCIOJIb30BAHUEM YUYETHBIX
3ammcei, ykasaHHbIX B paszgene CNMCOK mnonb3oBaTenemn.
Bribepure HE0OX0AMMOE 3HAYCHNE B PACKPHIBAIOIIEMCSI CITUCKE.

* Paspewmntb - paspenicHO NOAKIIOYEHUE HECKOJIBKHUX
MOJIb30BATEJICH C OJHOM U TOM K€ YUETHOM 3alUCHIO.

* TonbKO HOBble MNOAKMYEHUA — TMpH HATUYUH
HECKOJIbKMX TIOJIb30BaTeIe C OAHOM M TOW K€ YYETHOM
3aMKUChI0  PA3PEIICHO  MOAKIIOYEHHE  TOJBKO  HOBBIX
ITOJIb30BaTEIICH.

* Tonbko cTapble MOAKMOYEHUA — TpU HAJIUYNHU
HECKOJIbKMX TTOJIb30BaTENE C ONHOM M TOW K€ YYETHOM
3aMKChIO HE pa3penieHo MOJIKJIFOYEHNE HOBBIX
10JIB30BATEIIEH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Challenge  Handshake  Authentication  Protocol  (npomoxon

aymeHmuqbuKauuu C npe()eapumeﬂbelM cozciacoeaHuem 6bl30661).

Microsoft Challenge Handshake Authentication Protocol (npomokon
nposepKu  NOONUHHOCIMU MeXHCOY Cepeepom U  KIUeHMOM 6e3
nepeoayu napois,).

CHAP Password Authentication Protocol (npomoxon aymenmughuxayuu no
napoiio).

MSCHAP
MSCHAPv2

Bribepute HeoOxoaumoe AEWCTBHE B PACKPBIBAIOIIEMCS CITHCKE,
COOTBETCTBYIOLIEM MPOTOKOITY.

PAP * ABTOMaTM4yeCKM —  pa3peuiuTh  aBTOMATHYCCKYIO
ayTCHTH(DHUKAIMIO KIIMEHTA 0 JAHHOMY IPOTOKOIY .

* OTOpacbiBaTb — 3amnpeTuTh ayTeHTUDHUKAMIO KIHCHTA 10
JAHHOMY IIPOTOKOIY.

+ TpeboBaTb — TpeOoBaTh ayTEHTH(UKAIMIO KIHEHTA IO
JTAHHOMY ITPOTOKOJTY.

MPPE

CnBuHBTE TepeKovareilb BIOpaBo, 4ToObl paspemuts MPPE-
mudpoBaHUeE.

Bkniounte MPPE MPPE-mmdpoBanre mNpuUMEHSETCS TOJIBKO B CiydasX, Korma B
pazaene AYTEHTUMMKALMA B  PACKPHIBAIOIICMCS  CITHCKE
MSCHAP vuiu MSCHAPV2 Brineneno 3naucaue TpeboBaTb.

MPPE-mmdpoBanue ¢ nouHou kiroua 40 6ut u 128 6ut. Beibepure
HE0oOX0aUMOEe JEHCTBHE B COOTBETCTBYIOIIEM PACKPBIBAIOIIEMCS
CIIHCKE.

* ABTOMaTU4eCKM —  pa3pemmuTh ABTOMAaTHYECKOE
MPPE40 noAkaoYeHue kinueHta kK VPN-cepBepy ¢ NpuUMEHEHHEM

MPPE128 MPPE-mmdposanus.

*+ OrtOpacbiBaTb — 3ampeTuTh MOAKIIOUEHHE KIMEHTa K
VPN-cepgepy ¢ npumeraeaneM MPPE-mmmdposanus.

+ TpeboBaTb — paspelmuTh MOAKIOUCHHE KineHTa K VPN-
cepBepy ToibKo ¢ npuMmenenneM MPPE-mmdposanusi.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

[JononHuTenbHble HACTPOUKU

Jocmynno na exnaoxe PPTP.
MakcumanbHoe uucno
MakcuManabHOE  KOJMYECTBO  YCTPOWCTB,  KOTOPhIE  MOTYT

NOAKMIOYEeHUN
noakiarouateca k PPTP-cepsepy.
Jocmynno na éxnaoxe L2TP.
MopT
ITopt L2TP-cepBepa. 1o ymonuanuto 3agano 3Haduenue 1701.
MTU MakcumanbHbli pa3mep Makera, nepeaBaeMoro HHTepQecom.

ChBuHbBTE NEpEKIIoUaTeab BIIPABO, €CIM XOTUTE, YTOOBI B XKYpHAI
COOBITUI 3aHOCHUJIACh BCs OTIIaZ0YHasi HHpopMmalus o stomy VPN-

cepaepy.

BKnounTtb pexum
oTnagku

DNS

CasuHbTE TepeKiroyareNb BIpaBo, 4ToObl kineHTsl VPN-cepBepa
MonyuuTtb agpec

DNS-cepeepa nonyvaym aapeca DNS-cepBepoB WAN-coennHenus, BBIOPaHHOTO B

ciiucke UHTepcdpenc. Tlpu srom monst MepBuuHbIN DNS u

aBTOMaTuU4vecKkum o
BtopuuHbin DNS HegocTymHbI 1151 pelakTHPOBAHUS.
MepBuyHbIK DNS / Beenute agpeca mnepBuuHOro u BTOopu4uHOro DNS-cepBepoB B
BtopuuHbin DNS COOTBETCTBYIOIIUE MOJISL.

YT1o06nI OIpEACIUTb CIIMCOK HOHBSOB&TGHCﬁ, KOTOPBIC MOI'YT IIOAKIKOYATHECA K JAaHHOMY CCPBEPY,

Haxxmute kaonky JJOBABUTD ( + ) B pazzaene CIMCOK nornb3oBaTeneun.

Monk3oBaTens X

None3oearens™®

He BbibpaH -

Hactpoiika IP-agpeca

ABTOMaTUYECKN v

COXPAHUTb

PucyHok 92. OkHo OobasrieHusi rosib308ameris.

B otkpriBIIeMcst okHe Bbl MokeTe 3a1aTh CIEAYIOLIME [TApAMETPbL:

MapameTp OnucaHue

Nonb3oBaTenb Bribepute ydeTHy0 3amuch, Ui KOTOpoil OyaeT paspelieH JoCTyI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Pexxum Haznauenust [P-agpeca. BeiGepuTte HeoOxoauMoe 3HaueHUE B
PaCKpPBIBAIOIEMCS CITMCKE.

« ABTOMaTMYeckuU — IP-aipec monp30BaTEI0 HAa3HAYACTCS
HacTtponka IP-agpeca aBTOMAaTHYECKH.

* OpauHouHbIN IP — [P-ampec monp30Barelt0 Ha3zHAYACTCS
BpyuHyto. [Ipu BEIOOpE 3TOTO 3HAYEHUST OTOOpAKAETCS IOJIE
IP-appec.

Beeaure IP-ampec w3 amama3zoHa aapecoB, 3aJaHHBIX B IOJIAX

IP-apgpec . . . <
Ap HavyanbHbiIn knueHTcKkun IP u KoHeuyHbIn KNnneHTckum IP.

Haxxmute kHonky COXPAHUTD.

UroObl 3amaTh JApyrMe HACTPOWKH JUIsi Kakoro-aubo Imojb3oBarens, B paszaene CAMCOK
nonb3oBaTeNien BhIOEPUTE COOTBETCTBYIONIYIO CTPOKY B TalOiuile. B OTKPBIBIIEMCS OKHE
U3MEHHUTE HeoOXoauMbIe mapameTpbl i HaskmuTe kHonky COXPAHUTD.

YT00B! yIanuTh Mojb30BaTess, B pasaeie CNMCOK nonb3oBaTenen ycraHoBuTe (Iaxok clieBa
OT COOTBETCTBYIOIIEH CTPOKM Tabnmis! 1 HaxkmuTe KHonky YOAJIUTD ([1]).
[Tocie 3amanus Bcex HeoOXoaUMBIX HacTpoek Haxxkmute kHonky MPUMEHUTD.

YroObl 3ampeTHTh HCIOJIB30BaHUE CEpBEpa, CIABUHBTE IMepeKiouareab BKMHOYUTBL BiIeBO U
naxmurte kaonky MPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Monb3oBatenu VPN

Ha crpanuiie VPN / Monb3oBatenu VPN Bri MokeTe co37aTh YUETHBIC 3alUCH MOJIb30BaTEICH
JUIsl OpraHu3aluy aBTOpU30BaHHOrO focryna Kk PPTP- unu L2TP-cepsepy.

= < PPTP/L2TP-cepBepsil Monk3oeatenn VPN

[Monb3oBatenn VPN

Bbl MOXETE CO34aTh YYETHbIE 3aMMCK NONb30EaTeNeil ANA OpraHW3aLMn asToOpM30BaHHOro AocTyna Kk PPTP- unw L2TP-cepeepy.

He co3paHo HW ofjHOr0 NONIb30BaTenAd —+

Bbl MOXETE AOﬁaBHTb nepeoro NoNe30EaTENA

PucyHok 93. Cmparuya VPN / lMonb3oeamenu VPN.

YrtoObl co3/1aTh HOBYIO YUYETHYIO 3alUCh Mojib3oBaresis, HaxmuTe kHonky JJOBABUTD ( —+ ).

MNonb3oBatens

Mapone* o

PucyHok 94. OkHo OobasrneHusi rosib308amerisi.
B otkpeiBiiemcs okHe B moie MMA nonb3oBaTens 3ajaiite MMs I0JIb30BaTeNs, a B TOJE
Maponb — maponk yuetHo# 3anucu. Vicnonb3yiite nudpbl, JaTHHCKUE OYKBBI BEPXHETO U HIKHETO
perucTpa u JApyrue CUMBOJIBI, JOCTYIIHBIE B aMEPHKAHCKOM pacKiaake KiaBuaryphl'”?. Hakmure Ha
3Hauok Moka3aTtb (&), yToOBI 0TOOPA3UThH BBEICHHBIH MAPOJIb.
Haxxmure kHonky COXPAHUTD.

UroObl Ha CTpaHHUIE OTOOPA3HIMCH MAPOIM BCEX YUYETHBIX 3aluceil MoNib30BareNel, CIBUHBTE
nepekitodarens NokasaTb naponb Bripago.

YrtoObl U3MEHUTH ApaMETPhl KAKOW-JINO0 YUETHOM 3amucH, BEIOEPUTE COOTBETCTBYIOILYIO CTPOKY B

tabauie. B OTKphIBIIEMCS OKHE BBEAWTE HOBOE 3HAYCHHE B COOTBETCTBYyIOLIEE I0JE, a 3aTeM
Haxxmute kHonky COXPAHUTD.

Uro0b! ynanuTh Kakyloo-JINOO y4YETHYIO 3alliCh, YCTAaHOBUTE (PIaXKOK CJIeBa OT COOTBETCTBYIOLIECH

crpoku Tabnmunsl u HaxMute kHonky YAAJIUTb (ﬁ ).

12 0-9, A-Z, a-z, I"#8%&'()*+,-./;<=>2@[\] " {[}~.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n

nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpolika MmapwpyTusatopa

PykoBoacTBO nonb3osarens

EoGRE

Ha crpannne VPN / EOoGRE Bwi moxere nactpouth VPN-TyHHETH € HCIOIB30BaHHEM
texHonoruu EoGRE.

Texunomorust EOGRE (Ethernet over GRE) no3Bonsier niepenaBarh Tpaguk mo VPN-TyHHensM B
PasHOPOMHBIX ceTsX, MHKancynupys Ethernet-kagpsl ¢ momomsto nporokona GRE u nepenaBas ux
10 CETH, KOTOpasi UCTIOJIb3YET CETEBOM MPOTOKO JIPYroro YPOBHSL.

= < Nonbzoeatenn VPN

EoGRE

Bbl MOXETE HACTPOWTE VPN-TYHHENW C WCNOAB30BaHWENM TEXHONOMMW EOGRE.

He co3aaHo HU 0AHOro TyHHens +

Bbl MOXETE AOGaBL’ITb TYHHEeNB

PucyHok 95. Cmparuuya VPN / EoGRE.

YTtoObl co31aTh HOBBIN TyHHENb, HAKMHTE KHONIKY JIOBABUTD ( -+ ).

EoGRE/lobaBneHne

@ Bunouvts

} PazpewnTe co3gadHne WAN-coegMHeH 1A

Aa* Twn uxTepdedica

EocGRE_48 CoeavHedue ! MHTepdeic
@ Komusecmen cumsosoe dowxro Bume He Gonee 32 Hurepdeic*
He eriSpax v
YnanesHsA IP-anpec” _—
1400

PucyHok 96. CmpaHuya dobasneHussi EOGRE-myHHens.

Bbl MoxeTe 3a51aTh clieayroue napameTpsl:

MapameTp OnucaxHue

UroObl pazpemuTh ucnoibzoBaHue EoGRE-TyHHens, caBuHbTE

MEPCKIOYAaTCIIb BIIPABO.

BknounTtb
Uto6wr 3ampetuth ucnonb3oBaHue EoGRE-tyHHens, caBuHbTe

MEPCKIOYATCIIb BJICBO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

CI[BI/IHLTC NEpCKIOYaTCIib BIIPaBO, yToOBI ucoab30BaTh EOGRE-

TYHHEJb B KaduecTBe MHTepderica ans cozganus WAN-coennHeHHs.
Jlnst nanbHeiIei HacTpOMKH HeoOX0auMo co3iaTh HoByro VLAN-
ceTh, B Kotopyro Oymer BxomuTh EoGRE-maTepdeiic (cM. paszmen

PaspewmTk cosnanue VLAN, ctp. 228), a 3arem co3nath WAN-coenMHEHHE, KOTOPOE

WAN-coeaunHeHus Oymet mpuBsizaHo K uHTepdericy 3toi VLAN-cetn (cM. paszmen

WAN, ctp. 60).

CrBUHBTE NepeKIIoYaTeNb BICBO, e co3nanne WAN-coennHeH s
He Tpedyercs.

" HazBanue TtyHHenss anst ynoOHoi uaeHTH(UKaruu. MoxeT OBITh
MA
TIPOM3BOJIBHBIM.

YpnaneHHbin IP-agpec | Beenute IP-anpec VPN-1tr03a yaaneHHOH MOACETH.

CIOBUHBTE TMEPEKIoYaTeNlb  BIPABO, YTOOBI MPUCBOHWTH  TET
TernpoBaHHbIn Tpacdhmk | (VLAN ID) EoGRE-Tpaduky, u 3amaiite HeoOXoquMOe 3HAYCHHE B
oroopasusmemcs noie VLAN ID.

B packppiBaromieMcsi CIUCKE BBIOEPUTE HEOOXOAWMBIM  THII

Tun nHTepdcenca . .
uHTepderica, KOTOpbIA OyIeT UCTIOIB30BAThCS M1l TYHHEIIS.

B packpeiBatomemcsi cnmcke BwIOepuTe Heobxomumoe WAN-
COCJIMHEHUE MapuIpyTHU3aTopa s paboTel TyHHens. Eciu BeiOpaHa

NuTepdhenc
Pe rpymmna uHtepdeiicos, Oyner ucnonb3oBarbes WAN-coennHeHHE 10
YMOJIYAHHIO JJIs1 BHIOPaHHOM TPy
MTU MaxkcuMaibHbIH pa3Mep MmakeTa, nepeaaBaeMoro HHTepecoMm.

[Tocne 3amanust Bcex HeoOXoauMbIx HacTpoek HakmuTe kHonky MPUMEHUTbD.

Yt00BI 3a/1aTh APYTHE MapaMeTpsl Ui CYLIECTBYIOLIErO TYHHEIs, B pasnene TYHHENMU BoiOepute
COOTBETCTBYIOIIMI TyHHeNb B TaOmume. Ha OTKpwIBIIeics cTpaHuWIe W3MEHHTE HEOOXOAUMBIC
napameTpbl U HaxmuTe kHonky MTPUMEHUTD.

UroObl yoaluTh CYIIECTBYIOUIMIA TYHHENb, yCTaHOBHTE (IAKOK ClieBa OT COOTBETCTBYIOIICH
F—9
cTpoku Tabnmuisl ¥ HaxMuTe kKHonky YOAJIUTD ([1]).

VPN-TyHHenu, co3faHHble ¢ ucnonb3oBanueMm TexHonorun EoGRE, ortoGpaxatorcs B paszzaene
EoGRE-uHTepdenco! na crpannne JlononHutenbHo / VLAN u aBromaTruecKku ymaaasiOTCs
W3 HEro MpH yIAJEHUH C TEKYIIEH CTpaHUIIbI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n

nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpolika MmapwpyTusatopa

PykoBoacTBO nonb3osarens

EoIP

Ha ctpanuiie VPN / EolP Bl mokere Hactpouth VPN-TYHHEIH C UCIOIB30BAHUEM TEXHOJIOTHH

EolIP.

Texunomorust EolP (Ethernet over I[P) mo3Bomser co3maBarh Ethernet-TyHHenb» MeEXIy AIBYMS
MapuIpyTU3aTOpaMH yepe3 COEIUHEHUs, cliocoOHble nepeaasath [P-makers! (Hanpumep, IPIP- nin

PPTP-coenunenus).

= < EoGRE EoIP

EoIP

Bbl MOXETE HACTPOUTE VPN-TYHHENW C MCNONL30BaHWEM TEXHONOMMK EOIP.

+

He cozgaHo HKM ogHOrO TYHHENA

Bbl MOXETE AO6aBMTb TYHHENE

PucyHok 97. Cmparuua VPN / EolP.

Yro0sI co31aTh HOBBIH TyHHENb, HaskMuTe KHONIKY JIOBABUTD ( + ).

EolP/fobaeneHwne

® Brnounts

) PazpewmnTe co3gadne WAN-coeguHeHUA

Wina* Twn uxTepheiica

CoegunHerwne / MnTtepdgenc

EclP_18&
WHrepheiic*
YoanedHwn IP-agpec* He ewibpan b
MTU*
Tunnel ID* 1400
I Keep Alive
MAC-anpec

1

TerMpoBaHHLIA Tpaduk

HATE

PucyHok 98

. CmpaHuya dobasneHusi EolP-myHHerns.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Bb1 MoxeTe 3a1aTh cieyronme napaMmeTpsl:

MapameTp OnucanHune

UroObl pazpemuth ucnonb3oBaHue EolP-TyHuens, cnBuHBTE

MIEPEKIIIOYATEIb BIIPABO.
Bknrountb
UroObr 3ampetuth wucnonb3oBaHue EolP-tyHHens, cnBuHbTE

MEPCKIOYATCIIb BJICBO.

ChBuHBTE MEpeKovaTeslb BIPaBO, YTOObI HCIMOIB30BaTh EolP-
TYHHEJIb B KauecTBe uHTepdeiica 1t cozpanuss WAN-coequHeHuUs.
Jnst nanpHeiIei HacTpoMKH HeoOXoauMo co3iaTh HOoByro VLAN-
ceTh, B KoTOpyko Oyaer BxomuTh EolP-untepdeiic (cm. pasmen
VLAN, ctp. 228), a 3arem co3nath WAN-coenMHEHHE, KOTOPOE
Oyner mpuBsizaHo K uHTepdeiicy stoii VLAN-cetn (cM. pasgen
WAN, ctp. 60).

Pa3pewnTtb cozgaHue
WAN-coeanHeHus

CaBuHBTE TIEpEKITIOUaTENb BIEBO, eciu coznanue WAN-coeqnHeHHS
He Tpedyercs.

st Haspanue TyHHens s ynoOHOW wuIaeHTHPUKAUU. MoxkeT ObITh
MIPOU3BOJIBHBIM.

YpaneHHbin IP-agpec | Beenute IP-anpec VPN-1utr03a yaaneHHOH MOACETH.

3anaiiTe yHUKaIbHbIN HICHTU(DUKATOP TYHHEIS.

Tunnel ID 3HayeHHE JaHHOIO IapaMeTpa JOKHO OBITh OJIMHAKOBBIM  JIJIs
00€uX CTOPOH, OPraHU3yIOLIMX TYHHEID.

MAC-anpec, npucBamBaembiii  uHTepdeiicy  EolP-tynnens.
MAC-aapec Heobsizamenvuviti napamemp.

Ecau none ve 3anonmueno, MAC-aapec HazHa9aeTCsl aBTOMAaTHYECKH.

CaBHUHBTE TMEPEKJIFOYATEeNh  BIPaBO, YTOObI MNPUCBOUTH  TEr
TernpoBaHHbI Tpaduk | (VLAN ID) EolP-tpaduky, u 3amaiite HEOOXOAMMOE 3HAUYCHUE B
otoOpasusmemcs none Tag ID.

. B packpeiBaromemMcss CHOHCKE BbIOEpUTE HEOOXOAMMBIM  THI
Tun nHtepcenca . .
uHTepdeiica, KOTOpPbIi OyAeT UCTIONB30BaTHCS ISl TYHHEIIS.

B packpeiBaromemcst  criucke BbIOepuTe HeobOxomumoe WAN-
COEIMHEHUE MapuIpyTu3aTopa ais pabotel TyHHens. Eciau BeiOpana

NHTepdhenc
Pe rpymnma uaTepdeiicos, Oyner ncnonb3oBarbes WAN-coennHeHHE 110
YMOITYaHHUIO JJIs1 BBIOpAHHOMW TPYIIIBI.
MTU MakcuMalbHBIN pa3Mep MakeTa, epeaaBacMoro naTepdecom.

Crtpanuua 142 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Keep Alive

(IToooeporcusamov nooknoyenue) CABUHBTE MEPEKIIOUATEh BIIPABO,
4TOOBl MapLIPYTH3aTOP OMPEICIsUl COCTOSIHUE TYHHENs Ha JPyroi
ctopoHe. B oroOpasuBmuxcs nonssx WMHTepBan u [MonbITKu
YKa)XUTE HEOOXOAMMbIC 3HAYCHHSI.

MapipyTu3aTop OTIpaBisSeT HECKOIBbKO 3alpOCOB Ui MPOBEPKHU.
Ecnu nocne HeCKOMbKUX HEYIauyHBIX 3alpOCOB Ha APYroil CTOpOHE
TYHHETIS COEIMHEHHE HEAaKTHBHO, TyHHeNb OyneT oTkiroueH. [Ipu
9TOM OH AaBTOMAaTUYECKH BKIIOYUTCS, €CIH Jpyras CTOpOHa
MONBITAETCS] YCTAHOBUTH COEITUHEHUE.

UHTepBan

[Teprox BpeMeHu (B CEKyHIaX), BbIICICHHBIA Ha OAWH 3alpoc Ha
MIPOBEPKY COCTOSIHUSL TyHHEINs Ha JApyroil ctopoHe. [lo ymomuanuto
3aJaHO 3HaUeHue 5.

MonbITKK

KonnuecTBO HeynauHBIX 3alpocOB, OTIPABICHHBIX IS MPOBEPKHU
COCTOSIHMSI TYHHEJSl Ha JPYrod CTOPOHE, IOCJE KOTOPBIX TYHHEIb
oTkirogaercd. [1o ymon4anuro 3anaHo 3HaueHue 5.

[Mocne 3amanmst Bcex He0OXOMUMBIX HacTpoek Haxxkmute kHonky MPUMEHUTD.

YT1oObl 3a1aTh Ipyrue mapameTpbl Ui CYIIECTBYIONIETO TyHHENs, B pasaeic TYHHENWU BrioepuTe
COOTBETCTBYIOIIMI TyHHENIb B TaOnuie. Ha OTKpBIBIICHCS CTpaHUIC M3MEHUTE HEOOXOIUMbIC
napameTrpsl 1 Haxxkmute kHonky MPUMEHUTD.

UroObl yoaquTh CYIIECTBYIOUIMHA TYHHENb, YCTAaHOBHUTE (DJIAXKOK ClIeBa OT COOTBETCTBYIOIICH

cTpoku Tabmuiel U Haxxkmute kHonky YAAJIATb (ﬁ ).

VPN-TyHHe M, CO3/IaHHbIC ¢ UCMONIb30BaHHEeM TexHosoruu EolP, oroOpaxarorcs B pasnene EolP-
uHTepdencobl na crpanuie flononiHUTenbHo / VLAN u aBromMarnvecku ymajasiioTCs M3 HETo
MIPH YIaJICHUHU C TEKYIIEeH CTpaHHULIbI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

L2TPv3

Ha crpanuiie VPN / L2TPv3 Bbi moxere HacTpouth VPN-TyHHENH, paboTaOMIKe 0 MPOTOKOIY

L2TPv3.

[Iporokon TyHHenupoBaHUs BTOporo ypoBHs L2TPv3 dacto ucmonmb3yeTcs B CETSIX HHTEPHET-
IIPOBalAEpOB A NocTpoeHus TyHHenel ¢ [P- wim UDP-unkancynsanuen mexy nsyms [P-ysmamu.

L2TPv3

L2TPv3

Bwl momeTe co3gasate M HacTpansate LZTPv3-TyHHE N,

He co3gaHo HW OJHOMO TyHHENs +

Bt moxeTe ,CI'DE‘E!EHTb TYHHENB

PucyHok 99. Cmpa+uua VPN / L2TPv3.

YT00BI CO31aTh HOBBIN TyHHENb, HXMHUTE KHOIIKY JIOBABUTD ( -+ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

L2TPv3/dobaeneHne

® Bruounts

J FazpellnTe co3jaHne WAN-CoegWHeH WA

SITE
L2TPv3_36 MAC-appec
Bepous IP MTL*>
IPv4 i 1200
THn MHKaNCyRALMAKY . LESFIEC
uppP -
MopT wcrouHmea™ NokansHBIA KoY
4]
{D Kmwow sodoemcr € epde wecmyodyomeperysod cmpory deunod 8 wau 16
MopT RaaHausHMR® CLIMS0A08
4]
YoaneHHbIA KoY

Tun MHTepdelica
T - & - o P
CEIE,EI,H HeHWe / HHT'qu)E“C {D Kawov 208cemcor € evde weomyodyomepurysold cmpory drsunod 8 wou 16
CUMS0A0E
ViHTepdeic®
NokansHeil MoeHTAbUEaTOR cecome®

He emibpan -
1
o P YoaneHHbI ngeHTWdLUKATOp Cecoam®
YnaneHHwA IP-agpec*
1
NoKanbHblA MOSHTUMHMESTOD TYHHENR™
YoaneHHLIA MOeHTUHKSTOD TYHHENA™
NMPHMEHWTE

PucyHok 100. Cmparuuya dobaeneHusi L2TPv3-myHHers.

Bbl MoxeTe 3a1aTh clieayroue napameTpsbl:

MapameTp OnucaHue

Urobbl paspemuth ucnonb3oBaHue L[2TPv3-TyHHens, CcIOBUHBTE

MepeKIIoyaresb BIpaBo.
Bknountb
UtoOwmr 3amperutrh wucnonbzoBanue L2TPv3-TyHHens, caBuHbTE

NEPCKIOYATCIIb BJICBO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

Pa3pewunTtb cozgaHue
WAN-coeanHeHus

CIBHUHBTE TEpeKIoYaTelb BIPAaBO, YTOOBI MCHOIb30BaTh L2TPv3-
TYHHENIb B KadecTBe MHTepdeiica ansi coznanuss WAN-coeanHeHHs.
Jlnst nanbHedIe HaCTpONKKM HeoOXoauMo co3farth HOByr0o VLAN-
ceTh, B KoTOpyro Oyaer BxomuTh L2TPv3-unTepdeiic (cm. pasmen
VLAN, ctp. 228), a 3arem co3natb WAN-coenuHeHHe, KOTOpOe
Oyner mpuBsizano K uHTepdericy stoii VLAN-cetu (cM. paszmen
WAN, ctp. 60).

CaBUHBTE NEpeKIIIoYaTeNb BIEBO, ecin co3nanne WAN-coeanHeHus
He TpeOyeTcsl.

Nma

HazBanue tyHHenst ans ynoOHo# wuaeHTHdUKAuu. MoxeT ObITh
MIPOU3BOJIHHBIM.

Bepcus IP

Bepcus IP-npoTokona.

Tvun nHKancynauuu

Tun wnkancynsauun L2TPv3-tynuens. Bribepute Heobxomumoe
3HAYEHUE B PACKPBIBAIOLIEMCS CITUCKE.

*  UDP — unkancynsmus B UDP-nararpaMmsr.

* IP — unkancyssinus B [P-nakeTsi.

MopT ncro4vnuka / Mopr
Ha3HayeHus

BBenure HOMeEpa MOPTOB MCTOYHMKA WM HA3HAUCHHUA Ui Mepeadu
UDP-gararpaMM B COOTBETCTBYIOIIME TOJI. YKAXKUTE 3Ha4eHUE OT |
no 65535.

ITonst oToOpakaroOTCs, €CIM B PACKPBIBAIOLIEMCS CIHCKEe TWUM
MHKancynsaumm eeineiieHo 3HaucHue UDP.

Tun nHTepcpenca

B packpeiBaromemcs BbIOEpUTE HEOOXOIUMBII
uHTepdeiica, KOTOPBI OyIET UCTIOIB30BATHCS AJISl TYHHEIS.

CITMCKEC THUII

UHTepdenc

B packpeiBaromiemcsi cnucke BbIOepuTe HeoOxomumoe WAN-
COoeIMHEHUE MaplIpyTru3aropa ajs padoTsl TyHHens. Eciu BeiOpaHa
rpynmna uHTepdeiicon, Oyaer nucrnonb3oBarbcsi WAN-coeqMHEHUE TI0
YMOJTYaHUIO JUIsl BHIOPAHHOM TPYTIIBL.

YnaneHHbin IP-agpec

Beenute IP-agpec VPN-1u1r03a yaneHHOM ceTH.

JlokanbHbIN
naeHTucpukaTop
TYHHens

Beenute gnoxanbHblil  uneHtudukarop L2TPv3-tynnens.

st
YCTAaHOBKM COEIMHEHMsI 3HAYE€HUE JIOKAJIBHOIO MIEHTU(UKATOpa
TyHHenss B HacTpoiikax DIR-1260/SE nomxHO cOOTBETCTBOBATH
3HAQUEHHUIO YJAJIEHHOTO HJAEHTH(UKATOpa TYHHENs B HAcCTpoOMkax

YIAJIEHHOTO y371a.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Beenure ynanenusiit  uaentudukarop L2TPv3-tynnens. s

YpaneHHbIn YCTAaHOBKH COCJAMHCHHS 3HAYCHHWE YIAJICHHOTO WACHTHU(UKATOpa
mnaeHTudukaTop TyHHens: B HacTpoiikax DIR-1260/SE nmomkHO COOTBETCTBOBATH
TYHHens 3HAYCHHUIO JIOKAJIBHOTO WACHTU(HUKATOpA TYHHEIS B HACTPOHKax

YIAJIEHHOTO y371a.

MAC-anpec, IIPUCBAaUBAECMBbIN L2TPv3-unrepeiicy.
MAC-agpec .
Heobszamenvuwiti napamemp.
MTU MaxkcumanbHbIi pa3Mep Mmakera, nepegaBaeMoro uHTepdencom.
CnBuHbTe  MepeKiroyarelb — BIPaBO,  YTOObI  HMCIOJB30BATh
L2Spec crenuaibHblil moazaronoBok L2TP-ceccum, KOTOpBIM CONEPKUT
YIpaBIISIOLIHIE OIS, YIPOIIAIOIIKe epeady KaapoB 10 TYHHEIO.
JNNokanbHbIN Kntou / BBenuTe noKaJdbHBIN M yNaJdCHHBIA KIIOY JUISL CO3JaHUS TYHHENS B
YaaneHHbIN Knroy COOTBETCTBYIOIINE OIS,

BBenure nokanbHBIA uaeHTH(UKATOp ceccuu. Jns yCTaHOBKU

o COCAMHCHU 3HAQUYUCHUC JIOKAJIBbHOI'O I/I,Z[GHTI/I(l)I/IKaTOpa ceCCunu B
JlokanbHbIN

Hactpoiikax DIR-1260/SE 10mKHO COOTBETCTBOBAaTh 3HAYECHHUIO
naeHTudukaTop ceccum

YAAJICHHOTO WACHTU(HUKATOpa CECCMU B HACTPOMKAX YAAJCHHOTO
y37a.

Beenute ynanenuoli uneHtuukatop ceccuu. J[ns ycTaHOBKH

o COCAMHCHUA 3HAYCHUC YIAAJICHHOI'O I/II[GHTI/I(i)I/IKaTOpa ceccun B
YpnaneHHbIN

Hactpoiikax DIR-1260/SE nom&HO COOTBETCTBOBAaTh 3HAYEHUIO
maeHTudukaTop ceccum

JIOKaJbHOTO HWACHTHU(HUKATOPA CECCHUM B HACTPOHKaX YIAJIEHHOTO
y37a.

[Moce 3ananmst Bcex HeoOXOMUMbIX HacTpoek Haxxmute kHonky MPUMEHUTD.

YToObI 3a1aTh Ipyrue mapameTphl Ui CYIIECTBYIONIETO TyHHEINS, B pasaene TYHHENW BeiOepuTe
COOTBETCTBYIOIIMI TyHHENb B TaOmuue. Ha OTKpwIBHIEHCS CTpaHWIlE M3MEHHTE HEOOXOAMMBIE
napametpsl U Haxmute knonky MPUMEHUTD.

YroObl yAamUTh CYLIECTBYIOIIMHA TYHHENb, YCTAaHOBUTE (PIaKOK cleBa OT COOTBETCTBYIOIIECH

crpoku Tabmuisl 1 Haxmute knonky YOAAJIUTb (ﬁ ).
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBOD,CTBO nonb3oBarens

QoS

QoS (Quality of Service, kauecmso obcayrcusanus) — 3TO TEXHOIOTHS, MTO3BOJISAIONIAs 00ECIIECUNTh
CHeLHalIbHbI ypOBEHb OOCITYKMBaHUS JUId OTJENbHBIX I0OJb30BaTeNIed WM NPUIOKEHHH 6e3
yimepba g o0paboTku ocTtanbHOro Tpaduka. B maHHOM pasgene MeHio Bbl Moxere co3narh
KJaccu(UKaTopsl 1751 00pabOTKH BXOJAIIET0 M UCXOMAIIETO Tpaduka, a TakkKe HaCTPOUTh OUepeH

00CTyKUBaHHUS.

Knaccudpumkatopbli

Ha crpanune QoS / Knaccudmkatopbl Bel Mmoxere co3aarh KiaccupuKaTtopbl s 00paboTKu
tpaduka. Kiaccupukaropbl MO3BOJSIOT KIACCU(PUIIMPOBATH BXOMAIINA U UCXOMSIIMNA TpapuK IO
psILy TTapaMeTpoB, YTOOBI OTHECTH €T0 K OIPEICIICHHON Ouepe I 00CITyKHBAHHS.

= < Wnudopmauwmn o cucteme Knaccwn q}hﬂ(aTO pbl

He cosgaHo HW oAHOMO KNaccupukaTopa +

3aeck Bl MoxeTe 400aBNTE Knaccugmkatop

PucyHok 101. Cmparuya QoS / Knaccugukamopni.

Yro0bl 100aBUTH HOBBIH Kiaccupukarop, Haxxmute kHonky JIOBABUTD ( -+ ).
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

[obaBneHne knaccugmkatopa

HacTpoiiku knaccuduraTtopa

@ BuounTs

HMurepdeiic®

He enibpad A

MpoTokon

He enibpand -

PucyHok 102. CmpaHuua 0obaesrneHust Knaccugukamopa.

Ha otkpeiBiIeiics cTpanniie Bel MOKeTe 3a/1aTh CIEAYIONINUE TAPAMETPHI:

MapameTp OnucaHune

CZ[BI/IHLTC MEPCKIOYaTCIIb BIIpaBo, YTOOBI AKTUBUPOBATH

KJaccudukarop.
Bknouutb
CasuHbTE nepeKIoyareb BJIEBO, 4TOOBI OTK/IIOYUTD
KJ1accudukaTop.
st Ha3anue knaccudukaropa mis ynoOHoW umeHTHdukanuu. Moxer

OBITh IIPON3BOJIbHBIM.

CeTpb Ha3HaueHUs WM CETh MCTOYHHMKA Tpaduka, KOTOpHIA Oymer
OTHOCHUTHCS K Kiaccudukaropy. Bl moxxere 3anats [Pv4-aapec wiun

CeTb Ha3HaueHusn / IPv6-anpec.

CeTb UCTOYHMKA
®opmar [Pv6-aapeca y3ma — 2001 :db8:1234: :1, IPv6-anpeca

noncetd — 2001 :db8:1234: : /64.

B packpbiBaromemMcsi cucke BbIOEpUTE HEOOXOAMMBIM HHTEpdeiic

UuTepdenc
MapuIpyTHU3aTopa s KiiaccupuKaropa.

VLAN ID WNnentudurarop VLAN-cetn MmapmpyTuzaropa.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Class of Service — knacc obcnyxrcusanus.

COs 3nauenue metku CoS ans knaccupukaropa. Ykaxure 3HaueHue ot 0
no 7.
Mpotokon IIpoTokon s nepenadu ceTeBbIX MakeToB. Beibepure HeoOxoaumoe
3HAYEHHE U3 PACKPBIBAIOLIETOCS CIHCKA.
MAC-agpec

MAC-az[ cC CT OﬁCTBa HNCTOYHHUKA HWJIN HA3HAYCHHI, KOTO I:II71
Ha3HayeHusa /| MAC- pec yerp ’ p

OyZieT OTHOCUTBCS K KlIacCU(UKATOPY.
agpec NCTOYHUKA

MopT Ha3HayeHus / Ilopr IP-agpeca uncTOYHMKA WM Ha3HAYEHMs, KOTOpBIM OyneT
MopT ncrtoyHuka OTHOCHTBCS K KJIACCU(PHUKATOPY.

Differentiated ~ Services  Code  Point —  mouyka  kooa

oughghepernyuposanHuvlx yciuye.
DSCP

3nauenune Metku DSCP nns knaccudukaropa. Ykakute 3Ha4€HUE OT
0 no 63.

Type of Service — mun obcysHcu8anusl.

ToS 3nauenue MeTku ToS mis knaccudukaropa. Ykaxute 3HaueHue ot 0
1o 255.

[Tocne 3amanust HeoOXoAUMBIX MapameTpoB HaxkmuTe kHOoky MPUMEHUTD.

YrtoObl 3amarh Jpyrue mapameTpbl JUIS  CYHIECTBYIOIIEro  Kiaccu(ukaropa, BbIOepHTE
COOTBETCTBYIOIIYIO CTPOKY B TaOnuie. Ha OTKpbIBIICHCS CTpaHUIIC WU3MEHUTE HEOOXOIUMBIC
napameTpsl 1 HaxxmuTe kHorky MTPUMEHUTDb.

YroOb! yAaIUTh CYIIECTBYIOMIMN KIaccu(UKaTop, yCTaHOBUTE ()IAXKOK CJIeBa OT COOTBETCTBYIOIIEH

cTpoku Tabmuikl U Haxmute knonky YOAJIUTb (ﬁi ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

HacTpoiku QoS

Ha crpanune QoS / Hactponku QoS Bel mokeTe BKIHOUMTH MexaHu3M QoS, co3aars ouepean
IUTst 00paboTKU TpaduKa U BEIOPATh aTOPUTMBI JIJISI KX PaOOTHI.

Hactpoiikn QoS

Yerpodictso @ Bxnounts Qas

He co3aaHo HY 04HOI oYepeau +

Bul MmoxeTe JobaBuTE oYepesb

Pucyrok 103. Cmpa+uua QoS / Hacmpoliku QoS.

YT00BI pa3pelInTh KCHONb30BaHue MexaHu3ma QoS, caBuHBTe Mepekitodarens Bknounte QoS
BIIPABO.

YroOsl 100aBUTH HOBYIO ouepeib, B pasneic Ovepean naxmvure knonky JJOBABUTb (+ ). B
otobpasusiemcs: okae Bblbop nHTepdenca s none UHTepdhenc seideputre WAN-unrepdeiic
MapmpyTtu3atopa (mis ucxozasmero Ttpaduka) wuiam LAN-uHTepdeiic MapmpyTtuzatopa (s
BXOIAMEro Tpaduka), TpaduK ¢ KOTOPOTO OyIeT OTHPABIATHCS B CO3/aBaeMyl0 OYepelhb
obciykxuBaHus, a 3areM Haxkmute knonky COXPAHUTD.

Ha otkpsiBmiciics ctpanuie B mone MMSA 3amaiite ums ouepeau OOCITy:KUBaHHS I YAO0OHOMH
uaeHTuduKanuu. B packpbiBatomieMcsi criucke AFJIFOPUTM BBIOCPUTE aIrOpUTM OOPaOOTKU st
odepeny, a 3areM 3alaiiTe HeoOXOMUMbIE MapaMeTpbl B OTOOpasuBmmMXcsS Nomsax. [logpoOHoe
ONMCAHUE aJITOPUTMOB MPUBEJICHO HIKE.

[Tocie 3amanus HeOOXOMUMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTDb.

Yt00BI 33/1aTh IpyrHe MapaMeTphl s CYIICCTBYIOMICH odepenu, B pasaene Ovyepeam Boidepure
COOTBETCTBYIOIIYIO CTPOKY B TaOnuie. Ha OTKpBIBIICHCS CTpaHUIIC W3MEHUTE HEOOXOIUMBIC
napameTpsl 1 HaxxmuTe kHorky MTIPUMEHUTDb.

YroObl ynanuTh CyHIECTBYIOLIYIO OYepellb, YCTAHOBUTE ()IaKOK ClIeBa OT COOTBETCTBYHOIIEH

crpoku Tabmuibl u Haxmute kHonky YOAAJIUTb (le ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Anzopumm DSMark

AnroputM DSMark no3Bonser MapKkupoBaTh BXOASAIIUI U UCXOIAIMN TpaduK C MOMOIIBI0 METOK
DSCP 1t koppeKTHOTO pacnpeaeneHus Tpaduka Ha BBIILIECTOSIIEM YCTPOICTBE.

B xaxnoii ouepenu MOKeT ObITh HECKOJIBKO KJIACCOB OJTHOTO YPOBHS, KaXKIbIM U3 KOTOPBIX MOXKET
coJiep)KaTh COOCTBEHHBIC MOJOYECPEN M TOAKIACCHI, TPHOPUTET 00pPabOTKM KOTOPBIX HIbKe. J[is
HABUTAIIMM TI0O YPOBHSAM ouepened M KIACCOB HCIONB3yHTE MaHelb HaBUTALMM B JIEBOM 4acTH
crpaunnsl. B pasmene HacTpomku anroputma B none KonmuyecTBO KNaccoB ykaxwure
HEOOXOIMMOE YMCIIO KIIACCOB.

Yr1ob6bl 100aBUTH Ki1ace, B pasaene Knaccebl naxvute knonky [JJOBABUTD ( + ).

= = Hactpoiikn QoS [
< OcHOBHELIE HACTPOWKK Hacrpoiiku knacca
w ¥CTponciso . BXMHOUYATE DsCp
v statip_70 ) Het h
class_1 o

class_1
Wurapdeiic
statip_70

Mo ymonuaHuo

He co3gaHo HW ogHOA o4epeaun +

Bel moxeTe aoBaBHTE oYepeds

He cosgaHo HW O4HOTO KnaccugukaTopa +

3aeck Bol MoxeTe 40BaBMTE KNaccudHKaTop

PucyHok 104. CmpaHuya QoS / Hacmpoliku QoS. Cmpa+uuya dobaerneHus knacca 0ris ansopumma
DSMark.

Ha orkpsiBiuElics cTpaHule Bel MoxkeTe 3a1aTh CleIyroIne napaMeTphl:

MapameTp OnucaHune

OCHOBHbIe HaCTPOMKU

CaBUHBTE MEepeKITIoUaTelNb BIIPaBO, YTOOBI AKTHBUPOBATH KJIACC.
Bknouutb
CIBUHBTE MTEPEKITFOYATENb BIEBO, YTOOBI OTKIIFOUUTH Kilacc.
Umisi Ha3Banue kmacca mns ymoOHOW wuaeHTH(duKaruu. MoxeT ObITh
MIPOU3BOIBHBIM.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHune

CI[BI/IHBTC MEPCKIIOYATCIIb BIIPABO, 4YTOOBI KJIACC MCIIOJIB30BAJICS I10

YMOJYaHUIO s Tpaduka, HE TMOMANAIONIETO HU B KAKOH Jpyroi
Mo YMOMYaHuto KJIaCC TOI'O K€ YPOBHA UCPAPXHUH.

Ecnmu  mepexmroyarenb — CABHHYT — BIEBO,  Takoi  Tpaduk

OT6p aCbIBAcTCA.

HacTtponku knacca

3unauenne metku DSCP, xotopas Oynetr mpucBauBarbest Tpaduky. B
DSCP PacKpBIBAIOIIEMCSI CIIMCKE BbIOEPUTE HEOOXOAMMOE 3HAUCHUE WIIU
octaBbTe 3HaueHue HeT, eciiu MeTKy npucBanBaTh He TpeOyeTcs.

UroObl 100aBUTH B Kiacc momouepenb, B pasaeinc Ouyepean naxmure kaonky JOBABWUTb
(+ ). Ha oroOpa3uBiieiics cTpaHulle 3aJaliTe HEOOXOAWMBIE TapameTpbl U HAXKMUTE KHOTKY

NMPUMEHWUTD.

YToObl 3aaTh JAPyTUe MapaMeTphbl JJIs CyHIeCTBYIONICH ouepenu, B pasneie Oyepenn Boidepute
COOTBETCTBYIOIIYIO CTPOKY B TaOmuiie. Ha OTKpBIBIICWCS CTpaHHIIE WU3MCHHTE HEOOXOIMMBIC
napameTrpsl 1 Haxxkmute kHonky MPUMEHUTD.

YT00B! yIamUTh CYNISCTBYIONIYIO ouepenb, B pasaeic O4vepeam ycraHoBuTe (a)kok ClieBa OT
COOTBETCTBYIOIIEH cTpokyu Tabmuie! 1 HaxvuTe knonky YOAATUTb ([)).
Yrobel g00aBuTh B Kiacc kimaccudukatop, B pasgenc Knaccudpukatopbl HaxmuTe KHOIKY

OOBABUTb (+ ). B otkpeiBiIeMcsi OKHE B packpsiBaroiiemcs crrcke Knaccudumkatopsbl
BbIOCpHTE Kiaccudukarop, co3naHubiii Ha crpanune QoS / Knaccudpmkatopbl (cMm. pasmen

Knaccugpurxamopwt, ctp. 148). Ilpu 3ToM B OKHE 0TOOpa3uTCs craryc kiaccudpukaropa. Haxmure
kHonky COXPAHUTD.

UroObl M3MEHUTHh yXe BBIOpaHHBIN Kiaccudukatop, B pasuene Knaccudmkatopbl BoiOepute

COOTBETCTBYIOILYIO CTPOKY B TaOnuie. B oTKphIBIIEMCs OKHE 3a1aiiTe HEOOXOIMMBIE TTapaMeTPhl 1
Haxxmure knonky COXPAHUTD.

YT1oObl yAamuTh CYIIECTBYIOIIUHA Kiaccudukatop, B pasaene Knaccudmkatopbl ycraHoBute
(hraskok cieBa OT COOTBETCTBYIOIIEH CTpoKK Tabuibl M Hasxkmute kaonky YOANUTD ([1)).
Yrtobbl mobaButh moakiacc, B pasgene Knaccbl naxmure kuonky JOBABUTb ( + ). Ha
OTKPBIBIICHCS CTPaHUIIC 3ajiaiiTe HeoOXxoaumble napaMeTpbl u HaxxmuTe kHonky MPUMEHUTDb.

UroObl M3MEHHUTHh YK€ CO3JaHHBIM KiacC WM mojkiaacc, B pasaene Kraccbl na crpanuie
COOTBETCTBYIOIIICTO YPOBHSI HEpapXHHM BBIOCPUTE COOTBETCTBYIOIIYIO CTpOKY B TaOmuie. Ha
OTKPBIBIIICHCS CTPAHHMIIC 33J1aliTe HEOOX0auMbIe mapameTpbl 1 Haxxmute kHonky MPUMEHUTb.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

YrtoObl ymanuTh CyIIecTBYOIMI Kiacc, B pasgene Knmaccbl Ha crpanume no0aBieHHs odepenu
yCTaHOBUTE ()IaXKOK CIIeBa OT COOTBETCTBYIOIICH CTPOKK Tabmuipl 1 Haxmute kHonky YOAJIUTb

().

[Mocne 3apanmst HeOOXoAMMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.
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PyKOBOD,CTBO nonb3oBarens

Anzopumm HTB

Anroputm HTB (Hierarchy Token Bucket, uepapxuuecxuii 6ygep moxernog) mO3BOISET Pa3NCIUTh
(GU3NUECKYI0 TOJIOCY MPOIMYCKAaHUS HCXOIANIETo Tpaduka Ha HECKOJIBKO TOJIOC ISt OTHPaBKH
pa3IMYHBIX TUIIOB TpaduKa. AITOPUTM MO3BOJISIET 33/1aTh apaMeTpsl Oydepa U TOKEHOB, KOTOPbIE
OyZyT OIIPEAEIATH MOJIOCY MPOITyCKAHUS Ul PAa3IMYHBIX BUIOB TpaduKa.

B kaxmoit ouepea MOXKET ObITh HECKOJIBKO KJIACCOB OJHOTO YPOBHSI, KQXK/IbI U3 KOTOPBIX MOXKET
cojiepKaTh COOCTBEHHBIC TOMOUEPEAN U TMOKIACCHI, MPHOPUTET 00pPabOTKU KOTOPHIX HuXke. J[is
HABUTAIlMK TI0 YPOBHSAM Ouepelei M KIacCOB HCIHOJNb3YHTEC MaHEIh HABUTAIMM B JICBOW YaCTH
crpanuipl. B pasmene HacTtpowku anroputma B mnone [peaen o4yepeau  ykakurte
MaKCHMaJIbHOE KOJMYECTBO MAKETOB B OUCPEIH.

UroObl 100aBHUTH Kiace, B paszeie Knacebl naxmure knonky JOBABUTD ( -+ ).

= £ WHdopmauwn o cucreme HachDﬁ K QoS

£ OCHOBHBIE HaCTpDIﬁKL-"I HaCTpﬂﬁKM Knacca
¥ ¥Yorpoiicrao ® Bunounts
w statip 70 a
class_1 class_1 .
1000
statip_70
Q
Mo ymonyaHuo
0
0
Q
He co3fgaHo HW OgHON odvepeau B
Bl mokeTe gofasuTe ouepegk
He co3aaH0 HW 0AHOrO KNacca S
Bl mokeTe gofaswTe Knacc
He co3gaHo HW O4HOMD KNaccudrKaTopa S

Jaecs B moxeTe J00aBMTE KNSCCWPUEATOD

PucyHok 105. CmpaHuya QoS / Hacmpoliku QoS. Cmparuuya dobasrnieHus knacca 0ns aneopumma HTB.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarend

HacTtpoiika mappyTusatopa

Ha otkpsIBLIEHCS cTpaHuIie Bel MOXKeTe 3a1aTh ClIEAyOINE TapaMeTPhl:

MapameTp OnucaHune

OCHOBHbI€ HAaCTPOMKM

Bknouutb

C,I(BI/IHI)TC INEPCKIOYATECIIb BIIPABO, YTOOBI AKTUBUPOBATH KJIACC.

CnBUHBTE NTEPEKITIOYATEIb BJIEBO, YUTOOBI OTKJIFOUUTH KJIacC.

NUma

Ha3Banue kmacca mns ymoOHoO¥W uaeHTuduxamuu. MoxeT ObITh
MIPOU3BOJIBHBIM.

Mo ymonyaHuio

CaBuHBTE MEpeKIoYaTeNb BIPaBO, YTOOBI KJIACC HCIONb30BAJICS IO
YMOIYaHUIO sl Tpaduka, HE TOMAJAOIIETO HU B KaKOH JIPyrou
KJIacC TOTO K€ YPOBHSI HEPAPXHH.

Ecnmu  mepexnroyarens — CABMHYT — BIE€BO, Takod  Tpaduk

oTOpachIBaeTCsI.

Hactpownku knacca

OnuHa 6ydepa

KonnuecTBo 0aiiT, KOTOpOE MOXKET HAKAIUIMBAThbCS B OUYEpEAH B
MOMEHT IPOCTOS.

MakcumainpHas rapaHTUpOBaHHAA CKOPOCTH OTIPABKH IMAKETOB IJIA

CkopocTb
JTAHHOT'O KJlacca U €ro JI0YEpHUX KJIacCOoB.
MPU MuHMMaNBHBIA pa3Mep MmakeTa JUIsl alropuTMa (B Oairax).
MTU MaxkcuMabHBIH pa3Mep MmakeTa JUlsl aropuT™a (B Oairax).
MakcumalnbHasi CKOpOCTb, C KOTOPOH KJIacC MOMKET OTHPABIATH
OrpaHunyeHune .
. MAaKeThl, €CIM POJIUTENBbCKUI KiIacc TMO3BONAET 3alMCTBOBAThH
MaKcuManbHou
ckopocTb. Eciin ycraHoBneHo 3HaueHue 0, B KaueCcTBE 3HAUYEHUS 110
cKopocTHu
YMOJTYaHHIO UCTIONBb3yeTCs 3HaueHue mosisi CKOPOCTb.
[Ipuopurer kinacca. YeM MeHble 3HAY€HHE B JAHHOM IOJE, TEM
MpuopuTteTt

BBIIIIE TPUOPUTET TPpauKa, OTHOCAILIETOCS K JAHHOMY KJIACCy.

Yrobel 100aBHTH B KiIacC mogodepens, B pasgeine O4vepeam naxmure knonky JOBABWUTb

(+ ). Ha oTkpbIBiIeiics cTpaHulle 3adaiiTe HEOOXOIWMBbIE MapaMeTpbl M HAXMHUTE KHOIKY

NMPUMEHUTD.

Yt00BI 33/1aTh IpyrHe MapaMeTphl sl CYIICCTBYIOMICH odepenu, B pazaene Ovyepeam Boibepure
COOTBETCTBYIOIIYIO CTPOKY B TaOmuie. Ha OTKpBIBIICHCS CTpaHUIIC W3MEHUTE HEOOXOIUMBIC
napameTpsl 1 Haxxmute kHorky MTIPUMEHUTD.

YTtoObl ynaluTh CYIIECTBYIOIIYIO odepens, B pasnene OuyepeAmn ycraHoBuTe (IaXxok cieBa OT

COOTBETCTBYIOIIEH CTpOKHM Tabmuiel 1 HaxmuTe knonky YOAANUTb ([1)).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Yrobsl 100aBUTh B Kiacc kiaccupukatop, B pasgeine Knaccudmkatopbl HaxkmuTe KHOTMKY

OOBABUTb (+ ). B oTkpbiBIIeMCst OkHE B packpsiBaroiiemcs crniucke Knaccudukatopbl
BeIOCpHTE KiaccudukaTop, co3naHublii Ha crpanune QoS / Knaccudpmkatopbl (cMm. pasnmen

Knaccugpurxamopwt, ctp. 148). Ilpu 3ToM B 0OKHE 0TOOpa3uTCs craryc kinaccudukaropa. Haxmure
kHonky COXPAHUTD.

YTtoObl M3MEHUTH YK€ BBIOpaHHBIN Kiaccudukarop, B pasuene KraccudmkaTopbl BwiOepute

COOTBETCTBYIOIIYIO CTPOKY B Tabmuile. B OTKpbIBIIEMCsl OKHE 3aj1aiiTe HEOOXOIUMBIC MapaMeTpbl U
Haxxmure knonky COXPAHUTD.

YTtoObl yaamuTh CYIIECTBYIOIIUHA Kiaccudukatop, B pasaene Knaccudukatopbl ycraHoBute
(braskok ceBa OT COOTBETCTBYIOIIEH CTpOKH Tabnuibl M Haskmute knonky YOANUTD ([1)).
Yrtobbl mobaButh mosakiacc, B pasmene Knaccbl naxmure kuonky JOBABUTD ( + ). Ha
OTKPBIBIICHCS CTPAHMIIE 33J1aliTe HEOOX0auMbIe mapameTphl u Haxmute kHonky MPUMEHUTD.

YroObl M3MEHHWTH YXK€ CO3JaHHBIM KjIacc WIM MoJKiacc, B pasaene Kmaccbl Ha crpanwuie
COOTBETCTBYIOIIICTO YPOBHS HEpapXHHM BBIOCPUTE COOTBETCTBYIOIIYKD CTpOKY B TaOmuie. Ha
OTKPBIBIICHCS CTPAHHMIIE 33J1aliTe HEOOX0oauMBbIe mapameTpbl 1 Haxmute kHonky MPUMEHUTD.

YroObl ynanuTh CyIIECTBYIOIIUH Kiacc, B pasnene Krmaccbl Ha cTpanuie n00aBieHHs Oodepenu
yCTaHOBHTE (DJIAXKOK CJIEBAa OT COOTBETCTBYIOMIEH CcTpoku Tabiuibl M Haxkmute kHoniky YAAJIATb

().

[Moce 3ananmst HeOOXoAUMBIX apameTpoB HaxxkmuTe kHonky MTPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Anzopumm Prio

AnroputMm Prio ofecrneunBaeT npHOpHTH3ALMIO Tpaduka Ha OCHOBE JOOOro mapamerpa 0Oe3
OTPaHUYEHUS] TPOIYCKHOW crocoOHOCTH. Kaknpli mMakeT KIaCCHPHUIUPYETCS CHUCTEMOH W
IIOMENIAETCsl B OINpEeAETCHHYI0 ouepeab npuopurera. OrnpaBka Tpaduka u3 odepenau c¢ Oosee
HU3KUM IPUOPUTETOM BO3MOXKHA TOJIBKO TOTJa, KOI/Ia BCe ouepenu ¢ 0ojaee BBICOKUM MTPHUOPUTETOM
ITyCTHI.

B pasznene Hactpomnku anroputma B nosie KonnmyecTtBo Nonoc ykaxure HEOOXOAMMOE YHCIIO0
nosioc. ITo ymonuanuto 3agaHo 3HaueHue 3.

B pasnene ToS-tabnuua Ber MoxeTe BEIOpaTh apaMeTpbl 00CTYKUBAHUS TS TTOJIOC.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nopaepxkoit MU-MIMO, 3G/LTE »n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

ToS-Tabnvya

MNapameTp Monoca
OfbiuHoe obomyxuBanne 1
MHUMM3HPOBATE 33TPaThI 2
MakcmansHan HagexHoCTE 2
Mmc+mr 2
MaxcimansHan NpomyckHan cnocobHocs 1
mmc+mt 2
mr+mt 0
mmc+mr+mt 0
MUHUMHIHPOBETE 33 0EPHKY 1
mmec+md 1
mr+md 1
mmc+mr+md 1
mit+med 1
mimc+mt+md 1
mr+mt+md 1
mmc+mr+mt+md 1
He cozgaHo HW ogHoro knaccudukatopa +

3gecs Bu momeTe gobaBnTs knacowdakarop

PucyHok 106. Cmparuya QoS / Hacmpolku QoS. ToS-mabnuuya 0ns anzopumma Prio.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

PacmmdpoBka cymecTByOMMX MapaMeTpoB 00CTy>KUBAHHUS:

MapameTp CokpalieHue

O6bI4yHOe ob6enyXXnBaHme
(Normal Service)

MuHMMM3npoBaTtb 3aTpaThbl
(Minimize monetary cost)

MakcumanbHasa HafeXHOCTb

(Maximize reliability) mr

MakcumanbHas nponyckHas
CNocobHOCTb mt
(Maximize throughput)

MuHUMU3NpOBaTb 3a8epPXKKy

(Minimize delay) md

Uro0Obl M3MEHWTH TOJOCY Ui Tapamerpa, BBIOEPHTE COOTBETCTBYIOIIYIO CTPOKY B TaOIHUIlE U
HOXMUTE JICBYIO KHOIKY MbIIIA. B OTKpBIBIIEMCS OKHE B packpbiBaromieMcsi crucke lMonoca
BeIOCpUTE HEoOX0aMMYO mojocy u HakmutTe kHonky COXPAHUTD.

YroObl HACTPOUTH KiIacCH(UKATOPHI IS 1OJI0C, B paznesie KnaccudunkaTopbl HaxxMUTe KHOIKY

OOBABUTB (+).

Beibop knaccndukaTopa o
En. T

He ewSpad -
T 1

o -

PucyHok 107. OkHo ebibopa Knaccughukamopa.

B packpeiBatoniemcsi criucke Knaccudpmkatopbl BeiOepute Kiaccudukarop, CO3JaHHBIA Ha
crpannne QoS / Knaccudpmkartopbl (cum. paznen Kraccugpuxkamopet, ctp. 148). Ilpu sTom B
OKHE O0TOoOpasuTcs craryc kiaccudukatopa. B packpeiBaromemcst criucke llorsioca Beibepure
H0JI0CY, K KOTOPOH OyAeT OTHOCUTHCS TpadUK ¢ YKa3aHHBIM KJIACCU()PUKATOPOM, U HAXKMUTE KHOIIKY

COXPAHUTD.

YrtoObl 3amark JApyrue TapaMeTphl Uil CYIISCTBYIOIETO KiacCU(HKaTopa, B paszene
KnaccudmkaTtopbl BeiOepuTe COOTBETCTBYIOIIYIO CTPOKY B TaOnuie. B OTKphIBIIEMCs OKHE
U3MEHHUTE HeoOxoaumble nmapamerpsbl 1 Haxxmute knonky COXPAHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

UroObl ymanuth mo0aBieHHBIH Kiaccudurartop, B pasgene KnaccudumkaTtopbl ycraHoBuTe
(braskoK cIeBa OT COOTBETCTBYIOIIEH CTPOKM Tabmuisl 1 Haxkmute kHonky YOANUTD ([1]).

[Mocne 3aanust HeoOXoAUMBIX apameTpoB HaxkmuTe kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Anzopumm SFQ

Anroputm  SFQ (Stochastic Fairness Queueing, cmoxacmuyeckas 4YeCmHds o4epeob) He
OTPAaHHYUBAET CKOPOCTh 00Pa0OTKH TpaduKka, a paclpeaessseT MaKeThl IS IMepeayn Mo MOTOKaM.
[Totoku oOpabarbiBarOTCS 1O KpyroBomy Iukiny (Round Robin), 4ro oOecneunBaeT paBHYIO
BO3MOXXHOCTD TI0 TIepe/iave JaHHbIX JUIS BCEX COCTUHEHHI.

HacTtpoiiku QoS

< OCHOBHbIE HaCTpDﬁKIﬂ HaCTpoﬁKH anropmntma
v ¥cTpoitcTeo . BEMHIUMTE EPEMA MEPEPSCHETA SNMHES NOTOKOH (8 CERyHIAKY
statip_70 1]
queue_1
stafip_70
SFQ -

NPUMEHHTE

PucyHok 108. Cmparuya QoS / Hacmpoliku QoS. Anzopumm SFQ.

B paznene HacTtponku anroputma B nojie Bpems nepecyeta ANMHbI NOTOKOB YyKaXHUTE
HEOOX0IMMOe 3HAYCHHE B CEKYH/JaxX WM OCTaBbTEe 3Ha4eHHE 1o ymomyanuto (0), 4roObl mepecyer
HE NTPOU3BONIICA.

[Mocne 3aganust HeoOxoaMMBIX MapameTpoB Haxmute kHonky MTPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Anzopumm TBF

Anroput™m TBF (Token Bucket Filter, punomp 6ygepa moxerog) O3BOISLET OTPAHUUUTH CKOPOCTH
UCXOOAIICTO ITOTOKAa JdaHHBIX. On OrpaHM4uBacT CKOPOCTb HCXOAAIICTIO IIOTOKa C IMOMOIIBIO
BBIACJICHHUA OI'PaHUYCHHOI'O YU CJIa TOKCHOB, HCO6XOI[I/IMBIX AJId OTIIPABKHU ITAKCTOB.

= £ VHpopmauma o cucTeme HacTpoiikm QoS

< OCHOBHKIE HaCTpDﬁKIﬂ HaCTpOIFIKM anropmntma
w YoTpobcTan . BrAHYNTE Griana Gyjepa ouepegs B Gadtax
statip_70 0
queue_1 ,
1000
statip_7T0
0
TBF h

MakcuManbHOE BpEMA (B MUKDOCEKYHOAX)

{D FOPDEM M INCLIRMTASHOE BPEMT oL & ovepedy

PucyHok 109. Cmparuya QoS / Hacmpotku QoS. Anzopumm TBF.

Ha OTKpBIBIJ.IGfICSI CTpaHUuLC Br1 MmoxkeTe 3a1aTh CJICAYIOIIUC MapaMETPhI:

MapameTp Onucanne

HacTpowku anroputma

Pazmep Oydepa ouepenu (B 6aiitax), onpenensoumi MakCUMaaIbHOE

OnuHa 6ydepa

KOJIMYCCTBO 6aﬁT, AJI1  KOTOPBIX OAHOBPEMCHHO MOTYT OBITH

otepeav JOCTYITHBI TOKCHBI.

CkopocTb MaxkcumanbHast CKOpOCTh Tepeaaun JaHHbIX (B Kout/c).
MPU MuHMMaTbHBIN pa3Mep makeTa JUlsl airopuT™a (B Oairax).
MTU MaxkcumanbHbIN pa3Mep makeTa it anroputMa (B Oaiftax).

B packpeiBaromeMcss CrMCKE BBIOGPUTE HEOOXOMMMBIM — THUI
MapameTpbl ouepeam

OrpaHru4dCHusd i1 O4YCpeaAr OXUAaHuA: 110 BpEMCHU HWIIN 110
oXugaHus

KOJTMYECTBY OailT.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

MakcumairHoe BpEMsA, B TCUCHUC KOTOPOI0 TAKET MOXKCT
HaxoquThbCA B OUYCPCOU. Ilone 0T06pa>1<aeTcsI, €CJIM B CIINCKEC
MapameTpbl oYepeAuM OXUAAHWUSA  BBHIICICHO  3HAYCHUC
MakcumanbHoe BpeMs.

MakcumanbHoe BpemMA

MakcuMallbHOE YHCII0 OAiT, KOTOPhIE MOTYT HaXOAUTHCS B OYEPEIIH.
Yucno Gaunr ITone otoOpaxkaercs, ecnu B crnucke [lapameTpbl ovepeau
OXMAaHWA BbIACIIEHO 3HaueHue Yucno 6anT.

[Tocne 3amanust HeoOXoAUMBIX MapameTpoB Haxkmute kHOKy MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Aneopumm WFQ

Anroputm WFQ (Weighted Fair Queueing, 636euieHHas cnpaseonusas oyepeds) TO3BONISIET
aBTOMATHYECKH pa3OuBaTh Tpaduk Ha MOTOKU. EciM MOTOKOB OObIle, YeM Odepescid, TO B OIHY
odepenb MOMeNaeTcss HECKOJIBKO MOTOKOB. [IpHHAIeKHOCTh MakeTa K MOTOKY OIpeaessieTcs Ha
ocHoBe 3HaueHus1 ToS, nmporokona, [P-aapeca ucrounuka, [P-agpeca HazHaueHus1, mopTa KCTOYHUKA
Y TIOPTa Ha3HAYCHMS.

B kaxmoit ouepean MoxeT ObITh HECKOJIBKO KJIACCOB OAHOTO YPOBHSI, KQXK/IBI U3 KOTOPBIX MOXKET
cofiep>KaTh COOCTBEHHBIE TOAOYEPEAN M MOIKIACCH, MPHOPUTET 0OpaOOTKU KOTOPHIX HMXke. J[is
HaBUTAllMM IO YPOBHSM oOuepenedl M KIJIAcCOB HCIONb3yHTE MaHelb HaBUTALIMKM B JIEBOM YacTH
CTPaHHULIBI.

Yto0sI 100aBUTH Ki1acc, B paszeie Knaccebl naxmure knonky JJOBABUTD ( -+ ).

HacTpoiikun Qos

£ OCHOBHBIE HaCTPDF’IKIﬂ HaCTpDﬁKH Knacca
 ¥rrpolcreo . BRMHYNTE MAKCHMMANLHEIA DAIMER MaKeT
»w statip_70 0
class_1 ciass 1 -
0
statip_70
He cozgaHo HK D,[I,HDI-W odepegn +
Bel moxeTe gofagume ouspegs
He cozgaHo HKW oAHOro Knacca +
Bl mokeTe aobaBWTe knaco
He cozgaHo HW 0aHOro Knaccu{bukampa +

3pecs Bul mMomeTe 40baBUTE KNatcHdUEaTOD

Pucyrok 110. Cmpa+uuya QoS / Hacmpoltiku QoS. CmpaHuya 0obaeneHus knacca 0ns anzopumma WFQ.

Ctpanunua 165 ns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Ha otkpeiBiI€iics cTpanuiie Bel MOKeTe 3a/1aTh CIEAYIONINE TApAMETPHI:

MapameTp OnucaxHune

OCHOBHbIe HaCTPOUKMU

CJIBI/IHI)TC HepeKJ'IIO'-IaTeJ'II) BHpaBO, LIT06I)I aKTI/IBI/IPOBaTB KJ1acc.
Bknountb
CnBUHBTE TIEPEKITIOYATEIb BIEBO, YTOOBI OTKJIFOUUTH KJIacC.

" Ha3Banue xmacca mns ymoOHOW wupaeHTHdukaruu. Moxker OBITh
MA

IIPON3BOJIbHBIM.

Hactpownku knacca

MakcumManbHbIA

MaxkcuMaibHbIN pa3mep makera Juist kiacca (B 6aiTax).
pa3mep naketa

3HaueHue Beca I Kiacca B IENIOYMCICHHOM QopmaTe, Ha
Bec OCHOBAHHMHU KOTOPOTO TpaduK pasuessieTcs Ha MOTOKA. MoXKeT OBbITh

IIPON3BOJIbHBIM.

Yrobsl 100aBUTH B KJIacC momodepens, B pasmeine O4vepeam naxmure kHonky JOBABWUTb

(+ ). Ha otoOpasuBiielics cTpaHuile 3aJaiiTe HEOOXOAMMEBIC TapaMeTphl U HAXKMHUTE KHOIKY
NMPUMEHUTD.

Yt00BI 33/1aTh JIpyTHE IapaMeTphl IS CYIIECTBYIOIIEH odepenu, B pazuene Ovyepeaw Boidepure
COOTBETCTBYIOILYIO CTPOKY B Tabimie. Ha OTKpbIBHICHCS CTpaHHIE HW3MEHHTE HEOOXOIUMBIC
napameTpsl U HaxmuTe kHorky MTPUMEHUTD.

YT1oObl yAaduTh CYIIECTBYIOIIYIO ouepens, B pasaeiec Ouepeam ycraHoBuTe (IIakoK CiieBa OT
F—9

COOTBETCTBYIOIIEH cTpoky Tabmuk! 1 Haxkmute knonky YAATUTb ([1)).

UroObl 100aBUTH B Kiacc kiaccudurarop, B pasaene KraccudukaTtopbl HaXMHTE KHOIKY

OOBABUTb (+ ). B oTkpbiBIIeMCs OkHE B packpsiBaroiiemcs crnucke Knaccudukatopbl
BeIOCpHTE Kiaccu(ukaTop, co3naHublii Ha crpanuie QoS /| Knaccudpmkatopbl (cMm. pasnmen

Knaccugpurkamopwt, ctp. 148). Ilpu 3ToM B 0OKHE 0TOOpa3uTcs craryc kinaccudukaropa. Haxmure
kHorky COXPAHUTD.

UYroObl M3MEHUTHh yXe BBIOpaHHBIN Kiaccudukatop, B pasuene KrnaccudomkaTopbl BwiOepute
COOTBETCTBYIOIIYIO CTPOKY B Tabiuie. B OTKpbIBIIEMCsl OKHE 3aaiiTe HeOOXOIUMBIC MMapamMeTpbl U

Haxxmure knonky COXPAHUTD.
Yrobbl ymamuTh CymieCTBYIOIMN Kiaaccupukarop, B pasaerne Knaccudumkatopbl ycraHoBurte

F—N
(hraskok ciieBa OT COOTBETCTBYIOIIEH CTPOKK Tabiuibl M Haskmute knonky YOANUTD ([1]).

Yr1obbl m00aBUTH moakiacc, B pasmene Knaccbl naxmure kuonky JOBABUTb (+ ). Ha
OTKPBIBIICHCS CTPAHHMIIE 33]1aliTe HeOOX0oauMbIe mapameTpbl 1 Haxmute kHonky MPUMEHUTb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YroObl M3MEHHWTH YK€ CO3MaHHBIA KiIacc WIM MoAKiacc, B pasaene Kmaccbl na crpanwie
COOTBETCTBYIOIIEIO YPOBHS HEPapXHH BBIOCPUTE COOTBETCTBYIOLIYIO CTpOKy B Tabmuie. Ha
OTKPBIBIICHCS CTPaHUIIC 3ajiaiiTe HeoOXxoauMble napameTpbl 1 HaxxmuTe kHonky MPUMEHUTDb.

YToObl ymaiuTh CymecTBYIOIIMH Kiacc, B pasnenie Knaccbl Ha crpanuie no00aBieHUs odepeu
yCTaHOBUTE (IaKOK cJieBa OT COOTBETCTBYIOIIEH CTPOKM TaOMUIBl M HAXMHUTE KHOIKY

yoANUTb (1),

[Tocie 3amanus HeOOXOMUMBIX TTapameTpoB HaxxmuTe kHonky MPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Wi-Fi

B nanHom pasnene meHio Bwl MoxkeTe 3amaTh BCce HEOOXOAMMBIE HACTPOMKH NJisi OecrpOBOAHOMN
CETH.

OCHOBHbIE HAaCTPOMKH

B pasnene Wi-Fi /| OCHOBHbI€ HacTpPOMKWU Brl MokeTe M3MEHHUTh OCHOBHBIE HACTPOMKH JIJIS
OecrnpoBOHOTO UHTEpdeiica MapUIPyTH3ATOPa, a TAKKE HACTPOUTH OCHOBHYIO M JIOMOTHUTEIHHYIO
OecnpoBoanbie cetu. g HacTpoiiku auamazona 2,4 [T wnm amanazona 5 I'Tn mepeiinure Ha
COOTBETCTBYIOILYIO BKJIAJIKY.

OCHOBHble HACTPOWKM

OCHOBHbIE HAaCTPOKW

Bisl MOMETE MIMEHWTE OCHOBHBIE HACTRORKW AN BecnposogHoro MHTepdeica yoTpoRcTea.

. BkniounTh BecnNpoBOgHOE COBAMHEHKE © CeTb WI-Fi
~ Wuam cetn (SSID1*
Crpana

DIR-XXX
RUSSIAN FEDERATION -

_ . @ Kaausecman cusmeniod doamHo Geime He Gosee 32
BecnpoeogHoi pesm

802.11 B/G/N mixed - CkpeiTe 551D

ool cemu (55100 He

Eydem omodpaxameca 8 ke

@ Buibpate kaHan aBTOMATMYECKW (@ Hassawue Geery
a 1y seaLenn

. K CRpRImodl cemu MosFHo

NOMCARMLITLCR, BEpHHy yraEns 5510 mo

- u docmym
G} Eyem wienons I0E0MECR HIMMERSE FT20YMEHHEL KOFET nepeinwy darHen wu Bocmymna

B55ID
. BKAHUYMTE SONONHWTENEHEIE KaHANk i
00:0c:43:27:31:89 a8

G} BruseaHue! ¥ompodomen aemosamuye cry exbupaem (i3 BOCmHEN

CaHAIHMHEN & S0N0AHUMENEHEY ROnaros. Hekomopeie EHMLI HE MaKrHMansHOS KOAWUECTED KNNaHTOE

X i

12-a

AU Bei He o

noddepruganm pobomy FT dono.
e i & duonazowe 2.4 Ty 8 mewerHue

ooy & "Bramyume AonoaHUMEAEHEE

raNGAs" BNESG, @ Bewars Gecnposogryio cete (2

fanan @ AaHHaR $yHXYLUA NOISOAFEM BRIRYLIME LAY BEKTAHIME sewarye danHoll

auto (kanan 13) o G GecnposodHod

LENDALI0E0HT COSMECTIHD C© pesMon "Fay

o HE CMEARY 07 pad

cmpodomen. Mowem Seims

BKMHIUMTL NEPUOLNYECKOE CKAHWPOBaHWE ] Maonaumna KnMeHToE

med Gydem nepuoduYecky NPOSECAME 2020y MEHHOCTIE RORMIOS U

NEPERANIYOMECA HO caMel ceofodHedd

Mepwog ckaHnpoeaHns (B cexyHgax)

HacTpoiikv 6esonacHocTy

0 a
CeTesan ayTeHTHNKILNA
WPAZ-PSK -

PucyHok 111. OcHogHbie Hacmpolku 6ecripoeoOHOU fokaneHOU cemu 8 duanasoHe 2,4 Tu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

B pasnene OCHOBHbI€ HACTPOMKM TOCTYIIHBI CICAYIOIINE TAPAMETPHIL:

MapameTp OnucaHue

Uto0sl paspemuts ucnonb3oBanue Wi-Fi-coequHenus, cOBUHBTE
MepeKIIIoYaTesb BIPaBo.

Uro0bl 3ampeTuTh HCHONb30oBaHue Wi-Fi-COeTMHCHMSI, CIBUHBTE
MIEPEKIIF0YATEIb BIIEBO.

Uro0bl BKIIIOYATH/BBIKITIOUAThE Wi-Fi-coennHenne mo pacrnucaHuio,

HaXMUTE Ha 3Ha40K 3aAaTb pacnucaHme ( (V). B oTkpeiBimeMes
OKHE B packpsiBaromiemcs cnrcke lpaBumno BeiOepuTe 3HauCHUE
Co3patb npaBuUNoO, 4ToObI CO37aTh HOBOE pachucaHue (CM.
pasnen Pacnucanue, ctp. 322) winu BeiOepute 3HaueHre BblOpaTb
cylwiecTBytoLlee, 4yToObl BOCIOIb30BATHCA YXKE CYILECTBYIOLIMM.
CyuiecTByromue pacnucaHusi 0TOOpa)karoTcsi B PAaCKPBIBAIOIIEMCS

BKNOuYnNTb cnucke UM npaBuna.
6ecnpoBoaHoe UroObl BrmOUMTh Wi-Fi-coeuHeHre BO BpeMs, YyKa3aHHOE B
coeauHeHue pacrucannu, ¥ OTKIIFOUYUTh B OCTAJIbHOE BPEMS, BHIOEPUTE 3HAYCHHE

BkniounTbL 6ecnpoBogHOe COeAVHEHME B PAacKpHIBAIOIIEMCS
criucke [lencreue u naxxmure kuonky COXPAHUTD.

Urobsr otkmiounth Wi-Fi-coennnenue BO Bpems, YKa3aHHOE B
pacnucaHuM, W aKTUBHpPOBAaTb B OCTalbHOE BpeMs, BBIOEpUTE
3Hayenve BbIKNMIOYNTL GecnpoBogHOe coeAuMHEeHue B
packpbiBafomieMcsi  criicke [1JeACTBUE U HaXMHUTE KHOIKY

COXPAHUTD.
Yto0bl U3MEHUTHL HIU YAQJIUTh pPacliMCaHHuE, HaAXXMUTE Ha 3HAYOK
PepaktupoBatb pacnucaHue (). B oTkpbBHIEMCS OKHE

usmenute mnapamerpel U Haxmute KHonky COXPAHWUTb wnmn
naxmure kHonky YOAJIUTb U3 PACINTUCAHUA.

CrpaHa Bame mectononoxenune. Bwibepute HeoOxomuMmoe 3HaAYEHUE U3
PaCKPBIBAIOIIETOCS CITUCKA.

Pexxum paGoTel OeCHpPOBOAHOTO COEAMHEHHS MapUIpyTH3aTOpA.
JlaHHBIA mapameTp OmpeAenseT CTaHAapThl YCTPOWCTB, KOTOPBIE
cMoryT paborarb B Bameit OecrpoBomHoil cetn. Bribepute
HE00X0IMMOE 3HAYEHHE U3 PACKPBIBAIOILIETOCS CIHCKA.

BecnpoBogHOW peXuUm

BbiGpaTb KaHan CaBuHbTE mEpeKtodyareib BIPABO, YTOOBI MapIIPYTHU3aTOp CaM
aBTOMaTU4eCKu BBIOMpAN KaHAJl C HAUMEHBIITUMH MTOMEXaMHU.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Eciu NEPCKIOYaTC]/ib CABUHYT BJICBO, yCTpOﬁCTBO ABTOMAaTH4YCCKHU

Bknountb BBEIOMpAeT OJMH U3 JOCTYNHBIX CTAHJAPTHBIX KaHaoB. Jlis
AONONHUTESbHbIE WCIIOJIb30BaHUsl JIOMOJIHUTENbHBIX KaHamoB (12-i1 m 13-t — B
KaHanbl nuanasone 2,4 I'Tn, 100-it u Beiie — B quana3one S5 ['T) ciBunbTe

MEPCKIOYaTCIIb BIIPABO.

Homep kanana OeCripoOBOTHOTO COCAMHECHUSI.

YroObl BEIOpATh KaHAT BPYUHYIO, IEIKHUATE JIEBOM KHOMKOW MBIIIIH,
B OTKpPBIBIIEMCS OKHE BBIOEpUTE KaHal M HAXKMUTE KHOMKY
COXPAHWUTb. /leiictBre MAOCTYIIHO, €CIIH  IEPEKIIIOYATEIIb
BbiOpaTb KaHan aBTOMaTUYeCKM CIBUHYT BIICBO.

Kanan

YroObl MapHIpyTH3aTOp BBIOpaN KaHAll, HAMMEHEe 3arpyKCHHbBIN B
J@HHBIA MOMEHT, HaxMuTe Ha 3Hadok O6HOBUTL ( (). 3nauok
oToOpaxkaeTcsi, ecii  Hepekirodarens BblbpaTb  KaHan

aBTOMaTU4Ye€CKM CIBUHYT BIIPABO.
CHBHHBTE MEPEKIIOYATeIb  BIPABO, YTOOBI  MapIIPyTHU3ATOP
BkniounTb BBHITIOJIHSUT  TTOMCK  CBOOOJHOTO KaHaja 4Yepe3 ONpe/eieHHBIC
nepuoanyeckoe NPOMEXKYTKH BpeMeHHu. Eciin mepekiroyaresis CIBUHYT BIIPABO, TOJIE
CKaHMpoBaHue Nepuoa  CKaHUPOBAHMUA  CTAaHOBUTCSA  JIOCTYNHBIM  JUIS

PCAAKTUPOBAHUA.

Vkaxkure Iie noJa BPEMCEHH (B CCKYHIax yepe3 KOTOPLIA O ST
Mepuop ckaHMpoBaHuA P P ( y )s Hep P Y
MPOUCXOAUTH TOBTOPHOC CKAHUPOBAHNEC KaHAJIOB.

[Tocne u3meneHwus napameTpoB Haxxmure knonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

YrtoObl U3MEHHTh HACTPOWKH OCHOBHOW OecrpoBomHoil cetn, B pasnene CeTb Wi-Fi m3menunte
HeoOxonumble mapameTpbl 1 Haxxmute kHonky MPUMEHUTD.

Bbl Takke MOXKeTe co31aTh JOMOJHUTEIbHYI0 OCCIPOBOAHYIO CeTh. JIJIsl 3TOr0 HAKMHUTE KHOIKY
OOBABUTb WI-FI CETb. Ha oTkpbiBIneiics cTpaHulle 3aaiiTe COOTBETCTBYIOIIHE MTapaMETPhI.

= £ OcHoBHbe Jo6aesneHwe Wi-Fi-ceTw

CeTe WI-FI HaCI'pOﬁKL—"I BesonacHoCTH
s cem (S5I0)* CeTesan ayTeHTWMKILMRA
DIR-XXX.2 WPAZ-PSK -
G} Kosuvecmes cumaosoe doaxro fume He Gonee 37 Mapone PSK*

........ ©

CkpeITe S5ID
- @ Anuna napans doawena Beime om & do 63 ASCH cumeacn LH]
e Tun wngposaHuA®

AES -
MakcumansHOe KOMMUELTED KNUeHToEY
1] Mepwog oGHOBNRKKUA TPYNNOS0n0 KNKoUa (B cexyHgax)®

3600

@ Bewar GecnposogHyio ceTh

M20MAUMA KNWeHToR

@ EACKUPOSOME MMpagUR dexdy yrmpodomemiy, NodeauesHemL K Mmouke
docmyng

BKMHOUYNTE rOCTeBYH CETE

G} Bramyume 2 b, Wmchsd ussauposame Wi
CEM

PucyHok 112. CozdaHue becripoeodHoU rloKanbHoU cemu.

MapameTp OnucaHwue

Cetb Wi-Fi

Uma cetu (SSID) Ha3zBanue 6ecripoBoiHOM CETH.

Ecnn mepexirouaresib CABUHYT BIIPaBO, IPYTMe II0JIb30BATEIM HE
cmoryT Buaetrh Bamy Wi-Fi-cetb. He pexomenayeTcst CKpbIBaTh

CkpbiTb SSID
CeTb, TaK KakK JaHHas  (QYHKOUS  YCIOKHSAET  IpoIecc
[IEpBOHAYAJIbLHON HACTPOUKH CETH.
VuukaneHbelii  uneHtudukatop Wi-Fi-cetn. JlanHoe 3HaueHue
BSSID OTIpeJIeIIIeTCs] TapaMeTpaMi MaplIpyTu3aTtopa, Bel He MoxkeTe ero

n3MeHuTh. [lone oToOpaxaercst B HACTPOUMKAX yXKe CYIIECTBYIOIICH
CeTH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

MakcumajabHOe KOJIMYE€CTBO yCTpOfICTB, KOTOpPBIC MOTYyT

MakcumanbHoe MOJKITIOUUTHCS K OeCcipoBO/IHOM ceTH. Eciu yCcTaHOBIEHO 3HauEHUE
KOJZINYECTBO KNNEHTOB | 0, yCTPOMCTBO HE OrpPaHUYMBAECT KOJMYECTBO MOJKIFOUEHHBIX
KJIMEHTOB.

Ecnu Bemanue OecnpoBOAHOM CETH OTKIIIOYEHO, YCTPOMCTBA HE
MOTYT TMOAKIIOYaTbcsd K  OecnpoBomgHoit cetu. Ilpu  sTom
DIR-1260/SE moeT MOAKIIOYaThCS K JAPYroMl TOYKE JOCTyna B
kauectBe Wi-Fi-kiuenra.

YT10o0BI BKIIOYATH/BBIKIIOYATE BCIIAaHUC II0 pacClIMCaHUIO, HAXXMUTE

Ha 3HauoK 3afaTb pacnucaHue ( (O ). B oTKphIBIIEMCS OKHE B

packpeiBaroniemMcst  criucke  [lpaBuNoO  BeiOepuTe  3HAYCHUE
Co3patb npaBuNoO, 4ToObI CO37aTh HOBOE pachucaHue (CM.
pasnen Pacnucanue, ctp. 322) winun BeiOepute 3HaueHre BblOpaTb
cyliecTBytoLee, YToObl BOCIOIh30BATHCA YXKE CYIECTBYIOLIHM.
CymiecTByromue pacnucaHusi 0TOOpaXKaroTCsl B PAaCKPBIBAIOIIEMCS
cnucke MM npaBuna.

YT10o0OBI BKIIIOYMTH BEIIAHHE BO BPEMS, YKA3aHHOE B PACIMCAHHUH, U
OTKJIFOYHTH B OCTaJbHOE BpeMs, BeIOepHTe 3HaueHHe BKNOYUTb
Bewatb 6ecnpoBogHylo| BellaHue 6ecnpoBOAHON CETU B PacKpPHIBAKONIEMCS CHHCKE

ceTb OenctBue wu wHaxvute kHonky COXPAHWUTb. Ilpu
BBIKIIFOYEHHOM OECIIPOBOJHOM COEIMHEHHUH YCTPOMCTBO HE CMOXKET
BKJIFOUHMTD BelaHue OECIPOBOIHOM CETH MO PACIIMCAHHIO.

UToObI OTKJIIOYUTH BELLIAHUE BO BpeMsi, YKa3aHHOE B PACIUCAaHUU, U
aKTMBMpPOBaTh B  OCTaJlbHOE BpeMs, BbIOEpUTE  3HAUCHHE
BbiknounTtb BellaHue GecnpOBOAHOﬁ cetTun B
packpeiBatomeMcsi  cniucke [leMCTBME U HaXMHUTE KHOIKY

COXPAHWUTD.
YroObl M3MEHUTh WIN YAATUTh PAaCHHCAHWE, HAKMUTE Ha 3HAYOK

PepaktuposaTb pacnucanme ( © ). B oTkpeiBmIeMcs OKHe

uaMenutTe mnapamerpsl U Haxmure kHonky COXPAHWUTb wmm
Haxxmute kHonky YOAJIUTb U3 PACINUCAHUA.

Ecnu Bel co3manu AOMOTHUTENBHYIO CETh, BBl MOXETE HACTPOUTH,
W3MEHUTh WIN YJAIUTh paclucaHue IS Kakaou cet. s 3toro
HaXMHUTE KHOIIKY B CTPOKE CETH.

C)IBI/IHI)TG MEPEKIOYATEIb BIIpaBo, YTOOBI IIOJIB30BATCIIN

M30ﬂﬂu|/|ﬂ KIMneHToB o o
6CCHpOBOI[HOI/I CC€TU HC MOIIIN B3aUMOACHUCTBOBATL APYT C APYT'OM.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

@OyHKIMS AOCTYIHA s JONOJIHUTENBbHOM OECHpOBOAHOM CeTH.
CIBUHBTE MEPEKITIoYaTeNb BIPABO, €CIIA XOTUTE, YTOOBI yCTPONCTBA,

BkrnounTb rocteByro

ce MOJKITIOYUBIINECS K JIOTIONHUTEIHHOU OECIpOBOMAHON ceTH, ObLIN
Tb

M30JIMPOBAHbl OT YCTPOMCTB UM PECypcoB JIOKAJIbHOM ceTu
MapLIpyTH3aTopa.

B pasmene HacTtpowkm 6Ge3onacHOCTU Bbl MokeTe H3MEHHTH MapamMeTpbl 0e30MacHOCTH
0ecTpOBOIHOM CETH.

[To ymomganuto 11t 6eCIIpOBOTHOM CETH B 00OMX JMana30Hax 3ajiaH THIT CETEBOM ayTeHTH()UKAIIUT
WPA2-PSK. B kauectse naposs PSK ucnonszyercs WPS PIN ¢ HakIelKu CO IITPHX-KOIOM.

HacTtpoiikn 6e3sonacHocTH
CeTenan ayTeHTMHKaLWA

WPA2-PSK -
WPA

WPA-PSK

WPA2

WPA2-PSK

WPA/WPAZ2 mixed
WPA-PSK/WPA2-PSK mixed
WPA3-SAE
WPA2-PSK/WPA3-SAE mixed

Pucyrok 113. Tunsi aymeHmucgbukayuu, noddepxusaembie Mapwipymu3amopom.

MapuipyTuzaTop NoAAEp>KUBAET CIEAYIOUINE THITBI Ay TEHTU()DUKAITUH:

Tun ayTeHTUpMKauun OnucaHue

OtkpeiTass ayTteHTH(UKAIUS (C BO3MOKHOCTBIO HCIIOJb30BAHUS
Open WEP-mudpoBanuss s peXuMOB  OSCIIPOBOIHON CETH, HE
noaepkuBaronux ycrpoiictsa cragaapra 802.11n umu 802.11ac).

AyTteHTuduKanus ¢ 0oOmUM KIOYOM C ucnoib3oBanueM WEP-
mdpoBanus. J[aHHBINA THIT ayTEHTH(PUKAIIIN HEJOCTYIICH, €CIU Ha
WEP crpanuiie  Wi-Fi / OCHOBHble HACTPOMKM B  CITHCKE
BecnpoBOAHOW PpPEeXUM 3amaH pPeXHUM, MOICPKUBAOIINI
ycrpoiictBa cranaapra 802.11n unm 802.11ac.

Aytentu¢ukamuss no TexHoimornn WPA ¢ ucnonp3oBaHHEM

WPA
RADIUS-cepsepa.
WPA-PSK Aytentugukamus no texHomorun WPA ¢ ucnonszoBanuem PSK-
KJIIOYa.
WPA2 Aytentu¢ukamus mo TtexHomorun WPA2 ¢ wucmonb3oBaHHEM

RADIUS-cepsepa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Tun ayTeHTUdMKaUum OnucaHue

WPA2-PSK Ayrentudukanus no texunonoruu WPA2 c¢ ucnons3oBanuem PSK-

KJIro4a.

KomOuHupoBanHbIii THN ayTeHTUUKauu. [Ipu BbIOOpe IaHHOTO
) 3HAYEHUS K OECIIPOBOJHON CETH MOTYT IMOIKIIOYATHECS YCTPOMCTBA
WPA/WPA2 mixed P Y yetp ’

ucnionp3ytomue Ttun ayreHtupukanmu  WPA, wu  ycTpoiicTsa,
ucnonb3ytomue tun ayrentudukan WPA2.

KomOunupoBanubiii Tin ayreHTugukanuu. [Ipu BbIOOpe naHHOTrO

WPA-PSK/WPA2-PSK | 3HaueHHs K OSCIIPOBOIHOW CETH MOTYT TOAKIIIOYATHCS YCTPOWCTBA,
mixed ucnons3ytomue tun ayreHtupukannu WPA-PSK, u ycrpoiictsa,

ucrnone3ytomue tun ayrentupukain WPA2-PSK.

Aytentu¢ukanus no texnoaorun WPA3 ¢ ucnons3zoBanuem PSK-
Kkiroua 1 Metoma SAE.

WPA3-SAE

KomOunmpoBauHblii Tin ayreHtHdukanuu. [Ipu BbIOOpe HaHHOTO
WPA2-PSK/WPA3-SAE | 3naucHust Kk O€CIIPOBOIHON CETH MOTYT MOAKIIOYATHCS YCTPOMCTBA,
mixed ucnone3ytommue tun ayreHtudukanun WPA2-PSK, u ycrpoiictsa,

ucnonb3ytomue tun ayrentudukarmun WPA3-SAE.

Jlns wucnonb3oBanus tunoB ayreHtudukamun WPA, WPA2 u WPA/WPA2 mixed
" HeoOxonmMmo Hammure RADIUS-cepgepa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

[Tpu BeIOOpe 3HaucHus Open wiun WEP B criucke CeTeBasi ayTeHTUMIUKALMA Ha CTpaHHIIE
0TOOpaXKarTCS CIEAYIONUE HACTPONKHU (HEIOCTYIIHBI 7Sl PEKUMOB PaOOTHI OECIIPOBOAHON CETH,
noxaepxkuBaronux cragaapt 802.11n wm 802.11ac):

Hactpoiiku 6e3onacHocTu

CeTenan ayTeHTUOHKALWA

Open -

. Brnounts wudpposanme WEP

Homep rknioua no ymomanmm

1 -

@ Perxomerndysmcs Ucrnons3osams T-bI0 KoY 1o yMonuaduwg dns

ofgcnmeysHUR COaMECMUMOCTIU ¢ BonbluumM KOMUYECMEoM yompodcma.

J Kntoy wwndpoeanna WEP kak HEX

@ Anuka knroua WEP domxna Oeime 5 unu 13 cumeonos.
. w BaHus 1* ©
n wi cdnvn _* Q
. w BaHUs 3* o
. w BaHus 4* ©

PucyHok 114. 3Ha4eHue Open 8 packpbigarouiemcs criucke Cemeeast aymeHmugukayusi.

MapameTp OnucaHwue

Tonvko Ons muna aymenmuguxayuu Open.

YroOs! aktuBUpoBats WEP-mmmdpoBanne, cIBUHbTE NEPEKITIOYATENb

Bkniounts BrpaBo. Ilpu 3TOM Ha cTpaHuUIle OTOOPA3ATCS PACKPBHIBAIOIIMANCS
wudpposanne WEP | cnycox Homep kntoya no ymonuanmio, nepexiouarens Knroy
wudgposaumua WEP kak HEX wu wuyereipe mnons Knroy

wudpoBaHUsA.
Howmep kntoya no Homep xmtoua (ot 1-ro 10 4-ro), KOTOphIA OyIeT MCHOIb30BATHCS
yMon4yaHuio st WEP-mudpoBanus.
Krnoy wudcposaHus CnBuHbTE MEPEKIIFOYATED BIIPaBO, 4TOOBI 3a71aTh
WEP kak HEX MICCTHAIIIATCPUIHOES YHCIIO B KAYECTBE KITFOUa JUIS ITU(POBAHMS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Kmtoun ans WEP-mmgpoBanus. IIpu mmppoBaHHM HCIIONB3YeTCs
KJIF0Y, HOMEpP KOTOPOTO yKa3zaH B packpbiBaromemMcs cinrcke Homep
KfnoYa Mo yMonyaHukw. HeoOxomumo 3amoiHuTh BCE OIS
Haxmute Ha 3Hauok [lokasaTb (&v), uroObl 0TOOPa3UTH
BBEJICHHBIN KITIOY.

ITpu Be6Ope 3unavenuss WPA-PSK, WPA2-PSK, WPA-PSK/WPA2-PSK mixed, WPA3-SAE
i WPA2-PSK/WPA3-SAE mixed na cTpanuiie 0ToOpaXkaroTCst CIEAYIONIHE HACTPOWKH:

Knwou wmndcpoBaHus
(1-4)

HaCTpOﬁKM bezonacHocTK
CeTeBan ayTeHTNgMKaLWA

WPA2-PSK -

-------- ©

@ Anunna napons gonxna Geite or 8 4o 63 ASCII cmsonos
TWN WHHpoBaHMA™

AES -

MNepuog 0BHOBAEHWA FPYNNOBOTO KAKIYA (B CeKyHAAX)®

3600

PucyHok 115. 3na4eHue WPA2-PSK e packpbigarowemcs criucke Cemeeasi aymeHmudgukayusi.

MapameTp OnucaHue

[Mapons mus WPA-mmdpoBanus. Ilapons MOXET COCTOSTH W3
udp, JTATHHCKUX OyKB BEPXHETO M HWKHETO PETHCTPA U JPYTHUX
Maponb PSK CHMBOJIOB, JIOCTYIIHBIX B aMEPUKAHCKOM PaCKIIaKe KIaBUaTyphl'”.
Haxmute ©Ha 3Hauok [lokasaTb (4@), uroObl 0TOOpa3HUTH

BBEJICHHBIN [1apOJib.

Mexanmsm mmdposanus: TKIP, AES uiun TKIP+AES.

s munos aymenmugpurayuu WPA3-SAE u

Tun wudpoBaHua
WPA2-PSK/WPA3-SAE mixed munvt wugpposanus TKIP u

TKIP+AES neoocmyntibi.

Ilepon BpemeHu (B CceKyHAax), IO HCTEYEHHWU KOTOPOTO
MNepuon o6HOBRNEHUSA TeHEepUPYETCsl HOBBIM KIIOY 7S IIH(PPOBAHUS MO TEXHOJIOTHUH
rpynnoBoOro Kriro4a WPA. Ecim B JgaHHOM 1one yka3aHO 3HaueHue 0, Kiod

OOHOBJISITHCS HE OY/IET.

13 0-9, A-Z, a-z, npo6Gen, !"#3%&'()*+,-./;<=>2@[\]* " {|}~.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

[Tpu BeiOope 3nauenuss WPA, WPA2 unu WPA/WPA2 mixed Ha crpanuiie oToOpaXkaroTcs
CIEAYIOLIME HACTPOUKU:

HaCTpOﬁKH bezonacHocTK
CeTeBad ayTeHTUdMKALWA

WPA2 -
WPAZ npeaBapuTenbHasa ayTeHTUGUKaLNA
IP-agpec RADIUS-cepeepa™

192.168.0.254

NopT RADIUS-cepeepa®

1812

RADIUS kAKOU WWHPOBAHNAT

dlink

TUn wudpoeaHna™

AES -

MNepuog 0BHOBNEHUA FPYNNOBOTO KNHUA (B CRKYHAAX)™

3600

PucyHok 116. 3HaveHue WPA2 e packpbigarowemcs criucke Cemeeasi aymeHmugukayusi.

MapameTp OnucaHue

CIBUHBTE TEpEKIIOYaTeNb  BIPaBO, 4YTOOBI  aKTHBUPOBATH
WPA2 npeaBapuTernibHas | mpeaBapuTelbHyl0 — ayTeHTU(UKAIMIO TPU  HCIOJIb30BaHUU

ayTeHTUcUKauma texHonornn WPA2 (otoOpaxkaercst Tonbko it TuoB WPA2 u
WPA/WPA2 mixed).

IP-appec RADIUS-

cepBepa IP-aspec RADIUS-cepsepa.

Mopt RADIUS-cepBepa | Homep mopra RADIUS-cepsepa.

[Taponb, UCTIOIB3YEMBIM MapIIPyTHU3aTOPOM JJIsl B3aUMOJEHCTBUS

RADIUS kntoy
¢ RADIUS-cepBepoM (3HaueHue 3TOT0 MapameTpa ONpeAeseHO B
wudpoBaHus .
Hactpoiikax RADIUS-cepBepa).
Tun wundpoBaHusa Mexanusm mmdpposanus: TKIP, AES umu TKIP+AES.
Ilepuon BpeMeHM (B CEKyHIAX), MO MCTEYEHUH KOTOPOTO
Nepuoa o6HOBREHUA TeHEepUPYETCs] HOBBIM KIIOY 7S IIH(PPOBAHUS MO TEXHOJOTHUU
rpynnoBoOro Knio4a WPA. Ecaum B [paHHOM 1onie yKa3aHO 3HaueHue 0, K04

OOHOBIIATHCA HE Oy/IeT.

[Mocne 3ananmst HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YroObl 3a4aTh Jpyrue mapaMeTpbl i OCHOBHOM WM JIOMOJHUTENBHOW CETH, BblOepuTe
COOTBETCTBYIOIIYIO CTPOKY B Ta0JiHIle M HaXMHUTE JIEByI0 KHOIKY MbIIHM. Ha OTKpbIBIIEHCS
CTpaHUIIe U3MEHHUTE HeoOxoaumble mapameTpbl 1 Haxxkmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

UToOBl yoaauTh JOTOJHUTEIBHYIO OCCIPOBOJHYIO CETh, YCTAHOBHUTE (IIAXKOK, PACIIONIOKCHHBIN

ceBa OT COOTBETCTBYIOIEH CTpoku B Tabmuue, u Haxmute xunonky YOAJIUTb ([1)). 3arem
Haxxmure kaonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

YnpassieHue KJIMeHTaMu

Ha crpannne Wi-Fi / YnpaBneHue KnueHTamMum Bbl MoxeTe IPOCMOTPETh CITHCOK
6eCHp0BOILHBIX KIIMCHTOB, IMOAKIOYCHHBIX K MapIIPYTU3aTOPY.

= < OcHOBHbIe HAacTPOKK Yn paBneHWe KnneHTamMu

YnpasneHune KnueHTamm

Bbl MoOXeTE NPOCMOTRETE CNWCOK SECI'IPOBO,EI,HbIX KNWEHTOE, NOAKNHOHEHHBIX K MapLUpyTU3IaTOpy.

Cnucok Wi-Fi-knneHToB OBHOBWUTH

D Kima }'CTpOI}i[TBa MAC-aapec AWanasoH Mma ceTu (SSID) YpoBeHk CUrHana Bpema noAknkueHna

D Galaxy—M21 66:C5:55:3D:D2:91 2.4 1Ty DIR-XXX = 100% 0 MWH.

PucyHok 117. CmpaHuuya 0ns ynpasneHusi nooKYeHHbIMU 6ecripogodHbIMU yecmpolcmeamu.

Ecan HeoOX0oOuMMO OTKIIIOUUTH Kakoe-ITHOO YCTPOHCTBO OT OECIpPOBOAHONW CETH, YCTaHOBHUTE
¢naxxok B cTpoke, coxaepxkameid MAC-aapec 3TOro yCTpoWCTBAa, M HAXMUTE KHOIKY

OTKIIOYUTD.

UtoOsl Ha cTpaHulle oOTOOpasuiach camas akTyaidbHas wuHpopMmaius o0 yCTpPOMCTBaXx,
TIO/IKITFOYCHHBIX K OecrpoBoHOM cetH, HaxkmuTe knonky OBHOBUTD.

YtoObl MPOCMOTPETh MOAPOOHYI0 MH(OPMALIMIO O TOAKIIOYEHHOM YCTPONCTBE, IIETKHUTE JIEBOM
KHOIIKOM MBIIIU Ha CTpoke, coaepxanieit MAC-aapec 3Toro yctpoicTsa.

Ctpanunua 179 ns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

WPS

Ha crpanuiie Wi-Fi / WPS Bbi MokeTe akTHBHPOBATh (DYHKIHIO HACTPONKH OCCIPOBOIHOM CETH, a
TaKXe BbIOpaTh Croco0 MOAKIIOUYEHUs K OECIIPOBOAHOM CETH.

Oynknus WPS mo3BonsieT aBTOMaTHYEeCKH HACTPOUTH 3aIIUIIEHHYIO OECIPOBOIHYIO CETh.
YcerpoiicTBa, moakiIo4aeMble K OECIIPOBOIHOM CETH MapIIpyTu3aTopa ¢ nmomoinsio ¢ynkuuu WPS,
JOJHKHBI TIOAJIEP’KUBATh JaHHYIO (DYHKIIHIO.

' Oyukums WPS no3Bonsger 100aBisTh YCTPONHCTBA TOIBKO K OCHOBHOM OECIPOBOIHOM ceTH
E  MapIIpyTU3aropa.

JI51s MCIOABb30BAHUA 3TOW (DYHKIIMKM HEOOXOIMMO 3apaHee 3a/1aTh JUid OCCIPOBOIHOW CETH
THI ceTeBoii ayTeHTH(ukaimu Open ¢ BeikaoueHHbiM mirdposanrem, WPA2-PSK niu
WPA-PSK/WPA2-PSK mixed ¢ meronom mubposanus AES. Ecnu 3amanel apyrue
HACTPOWKKM 0e30nacHOCTH, 3aeMeHThl crpanuiibl WPS Ha BKjIalke COOTBETCTBYIOIIETO
IMana3oHa HEIOCTYITHBI.

= £ vnpaenenue kneHTaMu

2.4TTy

WPS

DyHkuMA WPS NO3BONAET ABETOMATUYLCKI NOAKMIOUNTECA K BecnpoBogHOR ceTn MapLipyTusaTopa. MNojkniouaenele YCTPOMCTEE A0MKHE
NOAJEPKVBaTE aHHYIO QYHKLMHD

BbIKNH4YUTE WPS

YnpasneHne WPS WHdopmauma
Cratyc WPS: CroHduryprposaHo

YCTAHOBWUTE COEQWHEHUWE
PIN-kog no ymonuaHuio: 12345670

MmA ceTwm (SSID): DIR-¥3CK

@ Bx0uaTh GyHKLMIO WPS € NOMOLLbIO annapaTHoi ._ )
KHOMKW CeTesan ayTeHTU@MKALNA: WPA2-PSK

LndposaHmne: AES

Mk SKAFYEHLUE GYHELUL

Mapone PSK: 12345670

OBHOBUTbL

PucyHok 118. CmpaHuya 0ns Hacmpouku ¢pyHkyuu WPS.

Ber moxere axktuBHpoBaTh (QyHKIMIO WPS ¢ momomipio web-uHTEpdeiica M ¢ HOMOIIbIO
annapartHoii kHonku WPS Ha kopryce ycTpoiicTsa.

YroObl akTHBHpOBaTh (PyHKIHIO WPS ¢ MOMOIIBIO KHONIKM Ha KOpPIYCe, CABHUHBTE MEPEKIIouaTesb
Bknroyatb ¢pyHkumio WPS ¢ nomoLlbio annapaTtHOM KHOMKWM BIIPaBO Ha BKJIaIKax 000MX
JMara30HoB. 3aTeM IpU BKIIOYEHHOM YCTPOICTBE HAaXXMHUTE KHOIKY, YAEP)KUBAaWTE 2 CEKYH]bl U
ormyctute. CBeToaronHbIe HHANKaTopsl becnpoBoaHas ceTb 2.4G u becnpoBoaHas ceTb
5G JOJI’KHBbI Ha4aTb MUIaTh. KpOMC TOro, Inpyu HAXKAaTHKW Ha KHOIIKY BKJIFOYAROTCs 6€CHpOBOI[HBIe
uHTEpQeichl yCTPONUCTBA, €CIIU PaHee OHU OBbLIH BBIKITIOYEHBI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Eciu Bpl xotute 3ampetuth aktuBanuio ¢yHkiuuun WPS ¢ moMmonipio KHONKK Ha KOpIyce, Ha
BKJIaJIKax OOOMX JHAla30HOB CABHMHBTEC mepekitouarens Bknwoyatb ¢yHkumo WPS c
NOMOLLLIO annapaTHOW KHOMKM BieBo U yoeauTech, uto (yHkims WPS He akTuBHpoBaHa B
web-uHTepdeiice ycTpoicTBa.

UtoOwsl akTtuBHpoBaTh GyHKIM0O WPS ¢ nomomplo  web-uHTEepdeiica, Ha  BKIaIKe
COOTBETCTBYIOIIEro quana3oHa Haxxmute kHonky BKITIOYUTb WPS.

Ecmu gynkmust WPS aktuBupoBana, Ha cTpaHulie noctyreH pasaen MHdopmaums.

MapameTp OnucaHue

Cocrosiaue ¢pynkuun WPS:

* CKoOHdurypupoBaHOo  (3agaHbl  Bce  HEOOXOAUMBIE
HACTPOMKH, OTH HACTPOMKH OylayT HCIIONb30BaHbl TIPH
YCTAHOBKE OECIIPOBOIHOIO COEIUHEHHS),

Cratyc WPS
* He ckoHdurypupoBaHo (niocie aktuBanuu pyHkuua WPS

Ha3BaHWE CeTH W Kiod mmmdpoBaHus OyayT 3aJaHbl
ABTOMATHYECKHU, THII CETEBOM ayTeHTH()UKAIMU U3MEHUTCS HA

WPA2-PSK).

PIN-kon mapmpyrusaropa. [laHHBIM NapaMeTp HCHOIB3YETCS IPH
PIN-koa no yMon4aHWIO | MOIKIIOUCHHH MapIIpyTH3aTopa K YCTPOHCTBY-PETUCTPATOPY TS
3ajaHus napamerpoB pyHkuu WPS.

Umsa cetu (SSID) Ha3zBanue cetn MapiipyTu3aTopa.
CeTteBas Tun  cereBoil  ayTeHTHU(HKAIMK,  3aJaHHBIA Ui CETH
ayteHTUdukKaums MapIIpyTHu3aTopa.
LUndpoBaHue Texymmii Tun @ poBaHMs, 3aJAHHBIA IS CETH MapIIpyTH3aTOPA.
Tekymmit ~ mapons — mudpoBaHWs,  3aJaHHBIA IS CETH
Maponb PSK Y P Pp ’
MapIIpyTH3aTopA.
HakmMuTe KHOMKY Ui OOHOBIICHHS JaHHBIX, TPEICTABICHHBIX Ha
OEHOBWUTb Y » 1P

JAaHHOMW CTpaHULIE.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Ucnonb3zoeaHue ¢pyHkyuu WPS u3 web-unmepabelica

JIist OJKITIOUEHUsT K OCHOBHOM OecnpoBogHOM ceTu ¢ momolbio Meroga PIN dyukmmm WPS
BBITIOJIHUTE MIEPEUNCIICHHBIE HUXKE JEHCTBHUS.

1.

2
3.
4

7.

Haxxmure knonky BKITIOUYUTb WPS.
B paznene YnpaBneHune WPS naxmute knonky YCTAHOBUTb COEOQUHEHUE.
B otkpeiBmemMcst okHe B packpbiBaromiemcs cincke WPS-meTtop Bridoepute 3nauenue PIN.

Beibepute meron PIN B mporpammHOM obecrieueHHH OeCIpOBOAHOTO YCTpPOMCTBa,
HOAKJII0YaEMOT0 K O€CIIPOBOHOM CETH.

HaxxmMuTe COOTBETCTBYIOIIYIO KHOIIKY B HPOrPaMMHOM OOECHEeYeHHU OeCIpOBOIHOIO
yCTPONCTBA, HOAKIIIOYAEMOT0 K OECITPOBOHOM CETH.

Cpa3sy Beeaute PIN-Kkon, yka3aHHbBII Ha KOpIyce MOAKIKOYAaEMOr0 yCTPOWCTBA WIIM B €ro0
nporpaMMHOM obecrieuenuu, B iosie PIN-koA,.

Haxxmure kHonky COEOUHUTD B web-untepdeiice mapipytusaropa.

Jns moaxiroueHus K OCHOBHOM OecnpoBonHOi cetn ¢ momomibio Metoga PBC ¢ynkuuun WPS

BBITIOJIHUTE ICPEUYUCIICHHBIC HUXKC HeﬁCTBHH.

1.
2.

Haxxmure kHonky BKITIKOUYUTb WPS.
B paznene YnpaBneHue WPS naxmute knonky YCTAHOBUTb COEOUHEHUE.

B otkpsiBiiemMcsi okHe B packpbiBatoiiemcst crniucke WPS-meTop BbeiOepute 3HadueHue

PBC.

Beibepute meron PBC B mporpamMmmHOM obecrieueHHH OeCIpOBOIHOTO YCTpPOICTBa,
HOZIKIIIOYaeMOT0 K OECIIPOBOAHOM CETH.

HaxxMuTE COOTBETCTBYIOIIYIO KHOIKY Ha KOpPIyCe WM B MPOrPAMMHOM OOCCIICYCHUU
OECIPOBOTHOTO YCTPOMCTBA, TOIKIFYaeMOro K OECIIPOBOIHON CETH.

Cpasy naxxmure knonky COEAUHUTDb B web-unrtepdeiice maprupyrusaropa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Ucnonb3oeaHue ¢pyHkyuu WPS 6e3 docmyna k web-unmepdelicy

Bbe1 Mmoxxete ucnonbs3zoBarh (yHkiuio WPS, He oOpamasice k web-uHTepdeiicy mMapipyTusaropa.

Jl1s 3TOro HEOOXOAUMO HACTPOUTH MAPIIPYTU3ATOP COOTBETCTBYIOIUM 00pPa30OM.

1.

3amaiiTe COOTBETCTBYIOIIME HACTPOMKM Oe30macHOCTH i OECHpPOBOJHOW  CETH
MapIuipyTH3aTopa.

VYo6enurech, uTo mepekmodarear Bknrwoyatb ¢yHkumwo WPS ¢ nomouwbio
annapaTHOW KHOMKMW CIBUHYT BIPABO Ha BKJIAJIKaX 00OUX JMANa30HOB.

Haxxmute knonky BKITKOYUTb WPS.

3aBepimte padboty ¢ web-uHTepdelicom mapmpyTuzaropa (HaXXMHTE Ha CTPOKY MEHIO
BbinTtn).

Bnocnenctsuu Bel MoxkeTe 100aBIsATh YCTPOKCTBA B OECIIPOBOAHYIO CETh MPOCTHIM Ha)KaTUEM Ha
kHoniky WPS mapuipyrusaropa.

1.

Bribepute meron PBC B mporpammHOM obecriedeHHH O€CIPOBOIHOTO YCTPOMCTBA,
MOJKJTI0YaeMOT0 K OECIPOBOIHOI CETH.

Haxmute COOTBETCTBYIOILIYIO KHOIIKY Ha KOpITyCe WJIM B IPOrPaMMHOM 00eCledeHHU
0eCIpPOBOAHOTO YCTPOUCTBA, MOAKIIOYAEMOT0 K OECIIPOBOTHOMN CETH.

Haxwmure xnonky WPS wMapuipytuzaropa, yaepxuBaiiTe 2 CEKyHIObl U OTIYCTHUTE.
Ceeromnonnbie nHAMKaTopsl BecripoBoaHana cetb 2.4G u becnpoBoaHasa cetb 5G
HAUHYT MUT'aTh.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

WMM

Ha crpanune Wi-Fi /| WMM Bri mokete aktuBrupoBath Gyskipo Wi-Fi Multimedia (WMM). Tis
HacTpoiiku auanazona 2,4 I'T'q win quanazona 5 I'T' nepeliinte Ha COOTBETCTBYIOLYIO BKIIAJIKY.

Oynknus WMM peanuzyer mexanm3m QoS miis GecripoBonHbIX coenuHeHuid. OHa TMO3BOJISET
VAY4YIIUTh KauecTBO IMepenaud naHHeIX 1o Wi-Fi-cetn 3a cuer Ha3HayeHHs MPHOPHUTETOB
Pa3IUYHBIM THITaM TpaduKa.

Yrobel HacTpouTh (yHKmMo WMM, BbIOCpUTE HEOOXOMUMOE JCHCTBHE B CHUCKe PeXum
paboTbil:

* ABTOMaTM4eCcKM — napamerpbl pyHknnd WMM HacTpauBaroTCsi aBTOMAaTUYeCKH (IaHHOE
3HAYEHHE 3aJ1aHO 110 YMOIYAHHUIO).

*  BpyuHyro — napamerpsl ¢pyHkimun WMM HacTpauBarorcsi BpyuHyto. [Ipu BeiOOpe 3TOrO

3HAYCHUA Ha CTPAHULIC OTO6pa)KaIOTCH pa3aciibl Touka AocTtyna u CTaHU,VIﬂ.

2.4TTy

Wi-Fi Multimedia

MexaHn3mM yayuLueHna KauecTea DBGDTbI 6€"CI'I|:IOEID,CI,HDI.71 ceTW. He pekoMeHAYeTCA CaMOCTORTENBHO U3MeHATE 3adaHHble

napameTpeil.
Pexum patoTel

Bpy4nyto -

Touka goctyna CTtaHuwa

AC  AIFSN  CWMin  CWMax  TXOP  ACM  ACK AC  AIFSN  CWMin CWMax TXOP  ACM
BE 3 15 63 0 off  off BE 3 15 1023 0 off
BK 7 31 1023 0 off  off BK 7 15 1023 0 off
vioo2 7 15 94 off  off vz 7 15 94 off
Vo 2 3 7 47 off  off Vo o 2 3 7 47 off

PucyHok 119. Cmparuya 0nsi Hacmpouku ¢yHkyuu WMM.

B cucreme 3amaHbl BCce HEOOXOIMMBIE ITapaMeTphbl JUIsS pkivy  WMM. HsmMmeHnenwne
B [1apaMeTPOB BPYUYHVIO MOKET OKa3aTh HEraTUBHOE BAMsHUE HA Bamy OeClIpOBOIHVIO CETh.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Oynknus WMM mo3BosisieT Ha3Ha4aTh MPUOPUTETHI ISl YeThIpeX Kareropui mocrymna (Access
Category, AC):

*  BK (Background, ghonoswiii pescum) — Tpaduk ¢ HU3KUM MIPHOPUTETOM (3aJ]aHUS HA T1€YaTh,
3arpyska (Qaitnos, mp.);

* BE (Best Effort, nyuwee kauecmso uz 603m00icH020) — TpaduK OT YCTAPEBIIUX YCTPOUCTB
WIN YCTPOMCTB U MPUIIOKEHHI, KOTOPbIE HE TIOAePKUBAIOT PyHKIHIO QOS;

* VI (Video, nepedaua suoeo);
* VO (Voice, nepeoaua 2onoca).

[TapameTpsl KaTeropuii JOCTyna ONpeieNeHbl Kak Uil caMoro MapIupyTusaropa (B pazaene ToukKa
[OCTYNa), Tak U Juisi OCCIPOBOIHBIX YCTPOUCTB, OAKIIOYCHHBIX K HeMy (B pa3ziene CTaHUumA).

UroObl WM3MEHHUTH MapaMeTpbl KaKOW-THMOO KaTeropuH JOCTYIa, BBIOEPUTE COOTBETCTBYIOUIYIO
CTPOKY M HAXMHUTE JIEBYIO KHONKY MBbIIIKM. B OTKpBIBIIEMCS OKHE H3MEHHTE HE0OXOAHUMBIE
apaMeTphl.

Pegaktin POBaHWE TOYKKN

Aoctyna: Background

AIFSN*

7 -
CWMin

31 -
CWMax

1023 -
TXOP*
0

Jo ACM

o ACK

3AKPbITb

PucyHok 120. OkHO Onist usmeHeHus1 napamempos ¢byHkuuu WMM.

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  kos¢hguyuenm
NEPEMEHHO20 MENCKAOPOBO2O UHMEPBAILA.

AIFSN OTOT mapaMmeTp BIMSET Ha BPEMEHHYIO 3aJCpKKy JUIsl JTaHHOM
Kareropuu gocryna. Yem MeHbIIE 3HAYE€HUE AAHHOIO IIapaMerpa,
TEM BBIIIE TPUOPUTET KATETOPHUH TOCTYTIA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Contention Window Minimum — MuHuUManbHulll pasmep OKHA

KOHKYPEHMHO20 00CMYNd.

Contention Window Maximum — MaxkcumanibHulll pamep OKHA
KOHKYPEHMHO020 00CMYNd.

CWMin / CWMax

OTH mapaMeTpbl BIUSAIOT Ha BPEMEHHYIO 3aJIEPXKKy Ui JaHHOM
kareropun jaoctymna. 3Hadenue nons CWMax He 10mKHO OBITH
menbie 3HadeHus moiast CWMin. Uem MeHblie pasHHIA MEXITy
sauenueM nonss CWMax u 3nauenuem monss CWMin, tem Brime
MIPUOPHUTET KATETOPUHU JOCTYyIIA.

Transmission Opportunity — 603MOMCHOCMb nepedaiu OaHHbIX.

TXOP Uem GoJbllle 3HaYEHHE JAHHOTO MapaMeTpa, TEM BbIIIE MPHOPUTET
KaTeropuu A0CTyHa.

Admission Control Mandatory — obs3amenbHblii KOHMPOIL OONYCKA.

ACM Ecnu mepexirodarens CABUHYT BIPABO, YCTPOMCTBO HE MOMKET
HCIIOJIb30BaTh JAHHYIO KaTETOPHUIO 10CTYIIA.

Acknowledgment — noomeepoicoenue npuema.

Peakiuss Ha 3ampochl OTKJIMKA BO BpeMs Iepelayd JIaHHBIX.
OTtoOpaskaeTcst TOJBKO B pa3zesic TOYKa AocTyna.

ACK Ecnu nepexirouaresns CABUHYT BIEBO, MApUIPYTU3aTOP OTBEYAET HA
3a1pocCkl.

Ecnu NEPCKIOYATC]Ib CABHUHYT BIIPAaBO, MApHIpyTHU3aTOpP HC
OTBCYACT Ha 3aIlIpOCHI.

Haxxmute kaonky COXPAHUTbD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

KnueHTt

Ha crpanuiie Wi-Fi / KnneHT Bbl MokeTe HacTpoWTh YCTPOMCTBO B KadeCTBE KJIMEHTa IS
MOAKIIIOYEHUST K OECIIPOBOHOM TOYKE AOCTYIA MM K CETH OECIPOBOIHOTO MHTEPHET-TIPOBaiiiepa
(WISP). [Jns mwactpoiiku guanazoHa 2,4 1Tn wmm awamazona S IThm mepelimure Ha
COOTBETCTBYIONIYIO BKIIQJIKY.

<{ WMM KnueHt =

2.4GHz

Wi-Fi-knneHTt

Bbl MOMETE HACTPOMTE YCTPOWCTEO B KAYECTBE KIMEHTA ANA NOOKMIOYEHMA K 6ECNPOBOAHON TOUKE AOCTYNA WK K CETH BECNPOBOHOTO
MHTEpHET-NIpoBaligepa (WISP).

® Bvounts

. Beuwats becnpoBoanyo cets 2.4 Ty

HHYT BREB0, YCT] ﬂd}"?ﬂ'ﬁ&‘ He MoryT

(33TO0A. [IpH 3TOM MaPLUDYTHISTOD
THCA K JPYION TOUKS J0CTYS 8 K34ecTae WiF-KaHeHT3.

MogknioueHme K CeTi

BuibpaTk ceTh W3 cnucka -

EECI'IDOBO,E[HbIE ceTn OBEHOBWTb CNUCOK
WMms ceTu (SSID) HacTporkKn 6e30nacHoCTH Katan
=u DIR-882-6339 [WPA2-PSK] [AES] 13
s [SDK2] DIR-620-2097 [WPA2-PSK] [AES] 9

PucyHok 121. Cmparuya 05151 HacmpoUKu Mapuwpymu3amopa 8 Kka4ecmee KiueHma.

YTtoObI HAaCTPOUTH yCTpOﬁCTBO B Ka4CCTBC KIIMCHTA, CABUHBTC NCPCKIIHOYATCIIb Bknountb BIIpaBO.
HpI/I 9TOM Ha CTpaHUIIC OT06pa)KaIOTC$I CJICAYIOIUC DJICMCHTBI:

MapameTp OnucanHune

Bewartb 6ecnpoBoaHyto| Eciin mepekimouaresib CIBUHYT BJICBO, YCTPOMCTBA HE MOTYT

cetb 2.4 1ITy/ nonkimrodatees k- Wi-Fi-cetu  mapuipyTtuzaropa.  Ilpu  stom
BewaTtb 6ecnposop,|-|y|o MAapILIPYTU3ATOP MOXET MOAKII0YAThCA K APYrod TOYKE JOCTYIa B
cetb 5Ty kauectBe Wi-Fi-kinenra.

MoaknioveHue K cetn | CriocoO MOAKIIIOYEHUS K IPYTOi TOYKE AOCTYIIA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

B pasnenc BecnpoBoAHble CETU OTOOpakaeTCsi CIUCOK JOCTYIMHBIX OCCHPOBOIHBIX CETCH.

YrtoObl Ha CTpaHHUIIE OTOOpa3UiIach camasi aKTyaiabHas HH)OPMAIUSI O JTOCTYITHBIX OECIPOBOIHBIX
cersix, Haxkmute kHonky OBHOBUTb CMUCOK.

UTOoOBI MOAKITIOUUTHCS K KaKOH-JIMOO CETH M3 CITMCKA, BBIACIUTE HEOOXOAuMyto ceThb. CIBHUHBTE
nepekiroyareb [lapameTpbl ceTU BmpaBo, uTOOBI B OKHE OTOOpasmiach Oosiee MOApOOHas
uHbOpMaIUsA O CETH, K KOTOPOM MOJKIIOUaeTcss Mapuipytusatop. Eciau nins noakitoueHus K 3Toi
CCTU HYXXCH napoJib, BBCOIUTC €ro B COOTBCTCTBYIOIICC I10JIC. Haxxmute KHOIIKY

NOAKNIOYNTBLCA.

YroObl MOAKIIOYMTHECS K CKPHITOM CETH, B packpeiBaromeMcs crrcke [NogkniovyeHune K cetu
BeIOepuTe 3HaueHue MMOAKNIOYMTBLCA K CKPbITOM CeTU. Beeaute HaszBanue cetu B moine Mmsa
cetn (SSID). Eciu neobxomumo, 3amonuute none BSSID. 3arem BoiGepuTe HEOOXOIUMBIN THII
ayTeHTuuKanuu B ciiucke CeTeBasi ayTeHTUMKaLMA.

Jlnst tunoB cereBoit ayreHtudukaimn Open u WEP Ha crpanuiie oToOpakaroTCs CIEIyIOIINe
HACTPOUKU:

MapameTp OnucaHue

Tonvko O muna aymenmughuxayuu Open.

YroOsl aKTUBUPOBATh WEP-mu¢posanue, CIABHUHBTE

BkntounTb nepeKsroyareb BrpaBo. Ilpu 3TOM Ha cTpaHMIle O0TOOpa3sTCs
wudppoBaHne WEP | packprisatommiics crmcoxk Homep knouya no ymonvauwmio,
nepekitouareb Knrow wndposanHma WEP kak HEX u detsipe
noiist Knroy wudposaHums.

Howmep kntoya no Homep xitoua (ot 1-ro g0 4-ro), KOTOpbiii OyAeT HMCHOIb30BATHCS
yMonyaHuio s WEP-mmdpoBanus.
Knoy wudcpoBaHus CaBuHBTE NePEKIIF0YaTeb BIIPABO, 4TOOBI 3aJ1aTh
WEP kak HEX HIECTHAIATepUIHOE YHCIIO B KAYECTBE KIII0Ya s U(POBAHUS.

Kmtoun nns WEP-mudposanus. [Ipu mmdpoBanun ucmnonb3yercs
KJIIO4, HOMEP KOTOPOTO yKa3aH B packpsiBatoiiemcs crrucke Homep
Knwo4ya no ymon4yaHuito. HeoOxomumo 3amoHUTH BCE TIOJSL.
Haxvure Ha 3Hadok [lokasaTb (&), 49toObl 0TOOpa3sUThH
BBEJICHHBIN KJIIOY.

Kniou wncppoBaHnn
(1-4)
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

s tunoB ceresoit ayrentudukaiiun WPA-PSK, WPA2-PSK, WPA-PSK/WPA2-PSK mixed,
WPA3-SAE 1 WPA2-PSK/WPA3-SAE mixed Ha cTpanuiie 0ToOpaskaroTCs CICIYIOIIHE TTOJIS:

MapameTp OnucaHue

IHapomr mia  WPA-mudpoBanua. Haxmure Ha  3HAYOK
Maponb PSK P bp .
MNMokaszaTtb ( & ), yToOBI 0OTOOPA3UTH BBEICHHBIN TAPOJIH.

Mexanusm mmdpposanus: TKIP, AES nim TKIP+AES.

s munos aymenmugpuxayuu WPA3-SAE u WPA2-PSK/WPA3-
SAE mixed munvi wupposanus TKIP u TKIP+AES

HeOoCMyNnHbl.

Tun wndgpoBaHusa

[Mocne 3amanus napamerpoB Haxxkmute kHonky MPUMEHUTD.

[Tpu nonkimroueHun K OeCHpOBONHOM Touke AocTyna kaHain OecrnpoBogHoi cetu DIR-1260/SE
ABTOMAaTHUYECKU NIEPEKITIOYNTCS Ha KaHaJ 3TOW TOUKHU JOCTYyTA.

Kpome Toro, Ha cTpanure otoopasutcs pazaen UHpopmaums o noaknoveHUm, B koTopom Bl
CMOJKETE MMOCMOTPETh CTATYC MOAKIIOYEHHS K CETU U OCHOBHBIE €€ IMapaMeTphI.

Ecnu Bol nogxitouaerech kK cetu OecnpoBogHOTO nHTepHeT-npoBaiinepa (WISP), nocne HacTpoiiku
yCTpOWCTBA B KadyecTBE KJIMEHTa HeoOXoauMo co3naTh WAN-coeAMHEHHE ¢ COOTBETCTBYIOLIMMHU
napamerpamu i uatepderica WiFiClient_2GHz B nmuanazone 2,4 I'T uiin WiFiClient_5GHz
B quanasoHe 5 I'To.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

AononHuTenbHoO

Ha crpanune pasgena Wi-Fi / [JONnONMHUTENbHO Brl MoXeTe ONPEaCIUTh IOMOJHUTEIbHBIC
napameTphl, BIMsONIME Ha pabory Bamredr OecripoBogHOM cetu. Jlinsi HACTpOWKM Jauamna3oHa
2,4 I'T'u nnm nuanasona 5 I'T'n nepedanTe Ha COOTBETCTBYIOLLYIO BKIIAJKY.

I/I3MCHCHI/I$I Ha[)aMeT[!OB Ha QaHHOﬁ CT[!aHI/IgC MOFYT OKAa3aThb HCraruBHOC BJIMUIAHHC HaA
m  Bamy 6ecripoBOJIHVIO CETb.

JdononHutensHo

2.4TTy

JononHutensHble HacTpoliku Wi-Fi

Bhbl MOXETE CMPEAENMTE JONOHWTENBHBIE NApaMETPhl, BNWAWME Ha paboTy Bawe# GecnposogHoi ceTw.

LmpmHa kaHana BfG-3awwra
Auto b Auto -
{D HrnosesoamHue Wipuk e DEHO020 WK HECKDSRLY KOH@I08 GecnpoeodHoll cemu Short GI
odHOapeuERHD BEMOYTE -
{D TeryiyaA wupure kaxosa: 40 My

Mepwog BewwaHuA beacon-ppefimoe (2 MuaIMceKyHa T

ABTOCOrNacosaHKe 20/40 (Coexistence) 100

{D ASMOMTTIUHMECKOE UIMEHEHUE WYPUHE KTHOAT & I020)weHHod coede Mopor RTS (s Gairax*

2347

MowHoCTs ManyueHus (B npouesHTax)
100 -

Mopor dparseqTaugn (B GaiTax)

2348

Mpeambyna*

ABTOMaTHYSCKK -
Mepwog OTIM (B beacon-ppeiiaair

1
3anpeTuTs MyNETHMKACT

BpewA BeansiicTEMA 40 OTEAKMEHWA (B cekyHaan)®

0

CnosbI0anHLe multicast-mpaogora (GHE umnla

B HEROMOPSN CAYYIORX (TO3800REM Noakd

|'I.'JCC|3€IDI3| IMeNeHOCMb
® steC

BrmounTe 802,11k

PucyHok 122. CmpaHuuya 0onosnHumenbHbix Hacmpoek 051 6ecripogodHouU cemu.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ha cTpanure npencraBieHbl CICIYIOIINE JIEMEHTHI:

MapameTp OnucaHune

[Hupuna xanana it ycrpoiicts crangapra 802.11n B nuanasone
2,4 I'Tu (Brianka 2.4 y).

e 20 MI'y - wmentsl crangapra 802.11n pabGoraror Ha
KaHanax mupunoit 20 MI'.

* 20/40 MI'y — xmuentsl crangapra 802.11n paboraror Ha
kaHanax mupunoi 20 MI' unu 40 M.

* Auto - wMapmpyTH3arop aBTOMAaTM4YeCKH BBIOHMpaeT
HauOoJiee TMOAXOAIIYI0 IIMPUHY KaHala sl KIMEHTOB
crangapra 802.11n.

[upuna kanana ans ycrpouicts crangapra 802.11n u 802.11ac B

LLinpuHa kaHana muarazone 5 I'T (Bknaaka 5 I'Th).

* 20 MIuy - xmuentel crangapra 802.11n u 802.11ac
pabotaroT Ha kaHanax mupuHoi 20 MI.

« 20/40 MI'y — xmmentsl cranmapra 802.11n u 802.11ac
pabotaroT Ha kaHanax mupuHoi 20 MI' nnu 40 MI .

* 20/40/80 MI'y — xauentsl ctangapra 802.11ac paboraroT Ha
kaHajax mmpuHon 20 MI'n, 40 MI'n ninm 80 MI'w.

* Auto - wMapmpyTH3aTop aBTOMAaTM4YeCKH BBIOHMpaeT
HauOoJiee MOAXOMAIIYI0 IIMPUHY KaHala s KIMEHTOB
crangapra 802.11n u 802.11ac.

Hocmynno na éxnaoxe 2.4 I'T'y.

CABUHBTE MEPEKIIOYaTes b  BIPAaBO, YTOOBI  MapUIPyTH3aTOP
aBTOMAaTHUYECKU BbIOMpan mupuHy kaHana (20 MI'n wim 40 MI'n),
ABTOCOrnacoBaHue | yaugonee HOIXOMAILYI0 Uit paboTel ¢ MOAKITIOYECHHBIMH
20/40 (Coexistence) | ycrpoiicteamy (Takas HACTPOIKA MOXKET CYLIGCTBEHHO CHH3HTH
CKOpPOCTh  Tepemavyd  JaHHBIX B ceTd). llepekiodarens
otobpaxaercsi, ecnu B crnucke LMpuHa kaHana BeigeneHO
sgayenue 20/40 MMy, i Auto.

MoLHOCTb U3ny4YeHusa | MomrHocTh niepeaTyuka (B IpoIeHTax).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Jannelii nmapamerp ompenenser mHy Onoka CRC-mpoBepkw,

nepeaBaeMoro  MapuipyTHU3aTopoM — TPH  B3aHUMOJCUCTBHU  C
0ecrpOBOHBIMH YCTPOMCTBAMH.

B packpsiBaromiemMcs ciicke BbIOepuTe HE0OXOAUMOE 3HaUCHHE.

Mpeambyna * ABTOMaTM4yecKM — umHa  OJ0Ka  OmpeaessieTcs
ABTOMAaTHUYCCKU,

*  [ONWHHaA — UIMHHBIHN OJI0K;

» KopoTkaa — koporkuii ONOK (JaHHOE  3HAYCHHUE
PEKOMEHAYEeTCS ISl CETH C UHTEHCUBHBIM TPAPHUKOM).

HHocmynno na éxnaoxe 8 Ty,

CnBuHBTE TepeKoYareib BIPaBO, YTOOBI BKIIOUUTH MEXaHU3M
DFS (Dynamic Frequency Selection, ounamuueckuii 6vlO0p
yacmomyt). Ilpu 3TOM MapuHIpyTH3aTOp HUCHOIB3yeT KaHajlbl, Ha
KOTOPBIX MOTYT pa0oTarh pajapbl WM JPYrHe MOOWJIBHBIC WIH
Bkniounts DES CTaIlMOHApHBIC paI[I/IOCI/ICTel\fBI, HO TMEPEKITIUaeTCsl C HUX, €CIU
9TOro TPEeOYIOT Takue ycTpoucTBa. JIJIsi MCIIONB30BaHUS MEXaHH3Ma
DFS Heo0xoaumMo BKIIIOYHTH aBTOMATHUECKH BBHIOOp KaHAIOB (Ha

crpanuie Wi-Fi / OCHOBHbIe HACTPOMKM).

CIBUHBTE MEpEeKIoYaTeNlb BJIEBO, YTOOBl MapIIPYTHU3aTOp HE
UCIOJb30BAJI KaHalbl, Ha KOTOPBIX MOTYT paboTaTh pajapel
Jpyrue MOOUJIbHBIE WIIN CTAllMOHAPHBIE PATUOCUCTEMBI.

CnBuHbTE NIEPEKIII0YATEIb BIIPaBO, YTOOBI 3apeTUTh
MHOTOQIPECHYIO pacchlUIKy (multicast) s OecrnpoBOIHON ceTH
3anpeTuTb MynbTUKaAcT | Mapmpytu3atopa. CHBUHBTE TEpEKIOYaTelb BIEBO, YTOOBI
paspemuTh npueM multicast-tpaduka ¢ WAN-coeauHEHUH,
BbIOpaHHBIX Ha cTpanuiie flononHutensHo / IGMPXx.

HHocmynno na éxnaoxe 8 Ty,

TX Beamforming — 310 TexHomnorus 06paboTku u (GpopMHUpoBaHUS

CHUTHAJIa, KOTOpada IIO3BOJIACT INOAACPKUBATH HOCTATOYHO BBICOKVIO
Bknrouutb TX ’ p p Y

. CKOpOCTh IHE€pcaauyn B MECTaX, IAC aCIIpOCTPaHCHUC CHI'HaJjla
Beamforming P P ’ pactpoctp

3aTPYAHCHO.

C)IBI/IHBTC MNEPCKIOYATC]ib BIIPABO, YTOOBI YIy4dlIuTh Ka4€CTBO
CHUTr'HaJ1a.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Texnonorust STBC (Space-time block coding, npocmpancmeento-

e6pemeHHoe  OlOYHOe  KOOUupoeaHue)  TIO3BOJISIET  TMOBBICUTH
HAJIe)KHOCTH Mepeayn JAaHHBIX Jake JUIsl MOPTAaTUBHBIX YCTPOMCTB,
OCHAIICHHBIX CJIA0BIMH aHTECHHAMH (CMapT(OHOB, IUTAHIIETOB U JP.)
STBC

3a CUET OpPraHM3aIMM HECKOJIBKUX TOTOKOB JTaHHBIX M 00pabOTKU
HECKOJIBbKHUX Bepcnﬁ HOJ'Iy‘—IeHHI)IX JAHHBIX.

CnBUHBTE TIEpeKII0YaTeNb BIIPABO, €CITU HEOOXOIMMO HCIIONIb30BaTh
texuonoruro STBC.

Poymunr mo crapmapry 802.11k mo3BonsieT COKpaTtuTh BpeMms
NEPEKIIIOYEHNS] KIMEHTa MEXIYy TOYKaMu JocTyna B ceTH. Ecim
KIueHT mnonaepxkuBaeT crapmapt 802.11k, To mpum ociabmeHun
CHTHAJIa 1O 3aIpoCy KIMEeHTa GOPMUPYETCS CHHCOK COCEHUX TOUEK
JIOCTyIIa C JIaHHBIMM 00 YpPOBHE CHTHaJla M KaHajoOB, Ha KOTOPBIX
Bkniounts 802.11k OHH paboTarOT. YCTPOHCTBO HE CKAHUPYET BCE TOCTYITHBIC KAHAIIBI, a
BbIOMpaeT TOYKY JIOCTyNla W3 TOJYYEHHOrO CIHCKa IS

HEePEKITIOUCHHS.

CaBuHBTE TIepeKITIOYaTeNb BIPABO, €CIM HEOOXOIMMO UCTIONB30BaTh
cranmapt 802.11k.

Poymunr mno crangaprty 802.11v 1mo3BossieT yIydIIUTh HPOLECC
0aJlaHCUPOBKH KJIIMEHTOB OECIIPOBOIHOM CETH.

Ecnu OecrpoBogHasi TOYKa JOCTyHa MOJJICPKHBACT CTaHAAPT
802.11v, To mpu GONBIIOM KOIIMYECTBE YCTPOHCTB, MOAKIIOYEHHBIX K
JAHHOM TOYKe, YacTHU KJIMEHTOB MOXKET OBITh HANpaBlIeH 3arpoc O
nepexozie Ha MeHee 3arpyKEHHYIO TOUKY C TAaKUMH K€ ITapaMeTpaMu
CeTM WM O IMEpPeBOJIE M3 3arpyKeHHOro Jauamna3oHa B Ooiee
CBOOOHBII JIarna3oH (pu OJIMHAKOBBIX 3HAYCHUAX
Bkniounts 802.11v uneatudukaropa SSID u HacTpoek Oe3omacHOCTH B 00OUX
YaCTOTHBIX TUANA30HAaX), YTO MO3BOJUT YIYUYIIUTh paboTy Ka)I0To
KJIMEHTa. 3arnpoc HOCHUT PEKOMEHJIATENbHBI XapakTep, MpU 3TOM

YCTPOICTBO HE OTKJIIOYAET KJIMEHTOB MPUHYAUTEIBHO.

CaBuHBTE NEPEKIIIOYATENb BIIPABO, €CIIM HEOOXOJUMO HCIIOIb30BaTh
cranaapt 802.11v.

[lepekirouarenns OToOpakaeTcs, ey mepekiouaren> BKMOUMTL
802.11k cnBuHYT BIpaBo.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Hocmynno na éxnaoxe 2.4 I'Ty.

@yHkIMs 3amuThl  ycTrpodcTtB cranpapra 802.11b u 802.11g
UCTIONB3YeTCs U1l YMEHBIICHHS KOJIMYECTBA KOH(IMKTOB MEXIY
ycTpoiicTBamu Bareit 6ecipoBOIHOM CeTH.

Bo3MoxHBIE 3HAYEHUA

* Auto - ¢yHKIMSA 3amIMTHl BKJIFOYAETCS M BBIKIIOYACTCS
B/G-3awwmTa ABTOMAaTMYECKH B 3aBUCUMOCTHM OT COCTOSIHMSL CETH
(pexomeHayeTcs, eciu B Bameil cetu ecTb ycTpoicTBa
cranaapta 802.11b u ycrpoiictBa crannapra 8§02.11g),

* Always On — (QyHKnus 3amUThl BCerna akTUBHA (Takas
HacCTpoiika MOXET CYILIECTBEHHO CHU3UTh
MIPOU3BOAUTEIHLHOCTh OECIIPOBOIHOM CETH),

* Always Off — Gyukius 3amuTel Bcera HeakKTHBHA.

3ammTHEIM  MHTEpBan (B HaHOCeKyHJax). JlaHHBIA mapamerp
OTIpe/eNsieT MHTEpPBAJ MEXAYy CHMBOJAMH, IEPEIaBa€MbIMU IIPU

B3aUMOJICHCTBUHU MapuipyTusaropa c 0eCcTpOBOTHBIMU
YCTPONCTBaMU.
* Bknwunte - MapuipyTH3aTOp HCHONB3YET KOPOTKHUU

3allUTHBIA ~ MHTEpBaJ, MPOJODKUTEIBHOCTh  KOTOPOIO
cocraBnger 400 Hc. Tompko A  pPeXUMOB  PpadOTHI
OecrpoBOAHOM ceTH, mozajaepx)uBaromux cragmaapt 802.11n
win 802.1lac (cM. 3HaYeHHE PACKPHIBAIOIIETOCS CIIUCKA
BecnpoBogHon pexum uHa crpanmne Wi-Fi [/
OCHOBHbIe HaCTPOWKN).

Short Gl

*  BbIKNHOUYUTb — MapuIpyTH3aTOP HCIONB3YET CTaHAAPTHBIN
3aIUTHBIA ~ WHTEPBaJ, TNPOAODKHTEIBHOCTh  KOTOPOTO
coctasisgeT 800 Hc.

MNMepuopn BewaHusn WurepBan (B MWUIMCEKYHAaX) MEXKIY OTIPABKOH TMAaKETOB IS
beacon-chpenmoB CHUHXPOHH3AIHH OECITPOBOTHOM CETH.

MuHuManeHBIH pasMep makera (B OailTax), JJIS KOTOpOro Oymer

n RT
opor S nepenaBarbest RTS-kanp.

MakcuManbHBIi ~ pazMep  HepparMeHTHpyeMoro  (HEIeIUMOro)
Mopor dparmeHTauum | nakera (B Oaiitax). [lakeTsl Oonblero pasmepa (parMeHTHUPYIOTCS
(pa3buBaroTCS Ha YacTH).

Ctpanunua 194 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

KonnuecTBo beacon-dpeiimoB mexay ornpaskoit DTIM-coo0menuit
Mepvon DTIM (yBemomIIeHHI O TIOCHERyroIIel ImpokoBerarenbHoil (broadcast)
WM rpynmnoBoi (multicast) mepenade).

WHrepBan (B ceKyHOax) MeXAy IPOBEpKaMU aKTHBHOCTHU

Bpemsa 6e3gencTeusa oo .
OeCITpOBOAHBIX YCTPOMCTB, BXOASAIIMX B JIOKaJIbHYIO ceTb. Ecnm

OTKNn4YeHus

3aJaHO 3HAUYCHUC 0, IMPOBEPKA HE BLEIIIOJIHACTCA.

[Mocne nzmenenus napamerpos Haxkmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBOD,CTBO nonb3oBarens

MAC-bunbTp

Ha crpanune Wi-Fi / MAC-cpunbTp Bl moxete onpeaenuts crrcok MAC-aapecoB yCTpOHCTB,
KOTOpbIe OylayT MMETh JOCTYH K OecmpoBOmHOM cerd, nub0 3amare MAC-ampeca ycCTpOHCTB,

KOTOPBIC HE CMOTYT IMOAKIIIOYAThCA K HEM.

' Pekomennvercsa Hacrpansarse Wi-Fi MAC-dwisTp yepes npoBoaHoe noakiarodeHue Kk DIR-
m 1260/SE.

= < ZononHuTtensHo MAC-¢unbTp

MAC-¢unbTp

Bbl MOXeETe onpefeniThb cnucok MAC-afpecoB yCTPONCTE, KoTopbile ByayT UMeTe AocTyn k GecnpoBogHoii ceTu, anbo 3agate MAC-agpeca
YCTPOIACTB, KOTOPbIE HE CMOTYT NOAKIKIHATLLH K HEM.

I PEKOMeHﬂyETCﬂ HaCTpauBaTe Wi-FI MAC-LPM}'H:TP Yepes NpoBojHOE NOAKNHYEHNE K yCTpOﬁCTBy

241T1Ty, 51Ty
DIR-XXX DIR-XXX-5G
() OTknroueHo @ orknroueHo

DUALTPSLI +
He co3gaHo HW ogHoro npaeuna Ana MAC-punsTpoB
PucyHok 123. CmpaHuya 0nsi Hacmpouku MAC-¢bunbmpa 0n1si 6ecrnpogodHol cemu.

ITo ymomuanuto Wi-Fi MAC-QunbsTp OTK/IIOYEH.

Jnsa nHactpoiiku MAC-dunbsrpa cHayama HeoOxonumo 3aaaTh npaBuia (ykaszare MAC-aapeca
YCTPOMCTB, Ul KOTOPBIX OyIyT NMPHMEHSTHCS PEKUMBI OTPaHUYCHHH, 3aJaBaeMble Ha JaHHOU

crpanutie). Jlyis atoro Haxkmute kaonky [JJOBABUTD ( -+ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

JobaBneHne npasuna X
SCTOTHEIA gWanazot

2.4y -
DIR-XXX v

@ Ang denrod cemu MAC-furamps) omeanyess

G:l Kaoausecman cumennos doamsHo Seams we Gonee 32

® Brxiounts

PucyHok 124. OkHo Onisi 0obaeneHus rpasuna MAC-gunsmpa.

Bbl MoxeTe 3a51aTh cleayroue napameTpsbl:

MapameTp OnucaHue

B packpriBaromieMcs criMcke BbIOEpUTE Iuana3zoH O0ecrpoBOAHOMN
CeTH.

YacToTHbIV Agnana3oH

becnipoBogHast cethb, I KOTOpOW OylaeT IeHCTBOBaTh JTaHHOE

SSID npaBuiio. Beibepute HeoOxoquMOe 3HaueHUE B PACKPBIBAIOLIEMCS
CITHCKE.
Beeaute B mone MAC-aapec ycTpoicTBa, JUisi KOTOPOro Oymet
MAC-aapec . ) .
JENUCTBOBATh 33JJaHHBIN PEKUM OTPaHUYEHUH.
Umsi Haspanue yctpoiictBa i ymoOHO#M wuneHTuduKanmu. MoxeT

OBITE IIPOU3BOJIbHBIM.

Ecnn NEpCKIYaTe]Ib CABHUHYT BIIPpAaBO, IIPaBUJIO AKTHBHO.
Bknouutb CI[BI/IHBTC NEPCKIOYAaTC]Ib  BJICBO, CCJIM XOTHUTC OTKIIIOYUTH
AAHHOC IIpaBHJIO.

[Mocre 3amanus HeoOxoauMBIX apameTpoB HaxkMmuTe kKHoky COXPAHUTD.

YroObl H3MEHHUTh MapaMeTphl CYIIECTBYIOIIErO MpaBiia, B pasmeine PUNBLTPbI BeiOepuTe
HEOOXOMMOE MPABHJIO W HAXMUTE JICBYI0 KHOMKY MBIIIA. B OTKPBIBIIEMCS OKHE W3MEHHTE
HacTpoiiku U HaxxmuTe kHorky COXPAHUTD.

UYroObl ymanuTh Kakoe-Iu0O0 MPaBWIO C JaHHOW CTpaHMIBI, B paszuerne PUMALTPbI YCTaHOBUTE
¢GyaxoK, pacloJOKEHHBIM cJeBa OT COOTBETCTBYIOUIETO IMpaBWiIa, W HAXMHUTE KHOIKY

YOANUTD ( [ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

[Tocne 3aganus npaBUi HEOOXOAUMO HACTPOUTDH PEKUMBI OrPAaHUYCHUH.

YToObl OTKpBITH OECIPOBOAHYIO OCHOBHYIO WJIM JOIOJHUTENIBbHYIO CeTh N ycTpoiictB, MAC-
ajzipeca KOTOPBIX YKa3aHbl HAa JAHHOW CTpPAHHMIC, W 3aKPBITh €€ JJIsl BCEX JPYIMX YCTPOWCTB, B
pasnene, COOTBETCTBYOIIEM 3ToMy nuanazony (2.4 'y wim 5 'TW), BeiaenuTe CTpoKy ceTH U
HOKMUTE JIEBYIO KHOIIKY MBIIIH. B OTKpBIBIIEMCS OKHE CIABHHBTE NepeKirodareinb BKAOYUTBL
MAC-cbunbTp Bmpaso. Ilpu 3ToM  0TOOpa3suTCS  PACKPBIBAIOIIMHCS  CIHUCOK  PeXum
orpaHnyeHnn MAC-cunbTpa. Bribepute 3HauenHne Paspewarb W HaXMHTE KHOIKY
COXPAHUTD.

YT10oOBl 3aKpBITH OCCIPOBOAHYIO CETh JUIA YCTPOMCTB, aapeca KOTOPBIX YKa3aHbl Ha JaHHOM
CTpaHHuIle, B packpbiBamomeMmcs crnucke Pexum orpaHnyeHun MAC-cdumnbsTpa Bbinenute
3HadeHune 3anpewartb u Haxmute kHoky COXPAHUTD.

YT1oObl HACTPOUTH pactucaHue padoTh s npasmwia MAC-¢uisTpa, HOKMUTE Ha 3HAY0K 3aAaTh

pacnucanue ( (V) B cTpoke 5T0Oro npasuiia. B OTKpBIBIIEMCS OKHE B PACKPHIBAIOLIEMCS CIIMCKE
MpaBuno BriGepute 3HaucHne Co3AaTb MPaBUIO, YTOOBI CO3/IaTh HOBOE pacrucaHue (CM.
pasnen Pacnucanue, ctp. 322) win Bbibepute 3HaucHue BblOpaTh cyuwecTBylowee, 4ro0s
BOCIIONIb30BaTbC  yxke cymecTByrommM. CyIIecTBYIONIME paclUCaHus OTOOpakaroTcs B
packpbiBaroiemcs ciiricke UMsi npaBuna.

YroOb! akTuBHpOBaTh npaBuiio MAC-¢puibrpa Bo BpeMs, yKa3aHHOE B PACIICAHUH, ¥ OTKIIFOYUTh B
ocTalbHOE BpeMs, BblOepuTe 3HaueHHe BKMHOYMTb MPaBUIO B PACKPBIBAIOIIEMCS CIHCKE
DenctBue u naxxmure knonky COXPAHUTD.

YrtoOb! oTKII04UTh MpaBuiio MAC-¢uisTpa Bo BpeMs, yKa3aHHOE B pacClHCaHUU, U aKTUBUPOBATh B
OCTaJIbHOE BpeMsi, BbIOepUTE 3HaucHHE BbIKMHOUYATL NPaBUMO B pPacKpHIBAIOIIEMCS CITHCKE
DencrtBue u naxxmure konky COXPAHUTDb.

UYroObl M3MEHUTh WIM YNAJIUTh paclMCAaHME JJis Kakoro-Jinbo NpaBuiia, HaKMHUTE Ha 3HAYOK
PepaktupoBatb pacnucaHue ( (O ) B cTpoke 5TOro mpapmia. B OTKpHIBIIEMCS OKHE H3MEHUTE

napametpel u Haxkmure kHonky COXPAHWUTb wm naxmure xnonky YOAAJIUTb W3
PACIMUACAHMWMA.

CrtpaHuua 198 uns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n

nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpolika MmapwpyTusatopa

PykoBoacTBO nonb3osarens

PoyMuHr

Ha crpanunie Wi-Fi / PoyMuWHr Bsl MoxeTe akTUBUpPOBaTh (DYHKIHIO HHTEILICKTYaJIbHOTO
pacrpenenenust Wi-Fi-KinneHToB.

JanHas QyHKIMS TpeaHa3HadYeHa Ui OCCIPOBOJHBIX CETEH, MOCTPOCHHBIX Ha 0a3e HECKOJIBKUX
TOYEK JOCTyIa WKW MapuipyTtu3aropoB. Eciam nanHas (yHKIuS akTHBHUpOBaHa Ha BCEX TOUYKAX
JoCTyma (MapIpyTH3aTopax), 00pa3yroIuXx OSCIPOBOIHYIO CETh, OECIIPOBOAHBIC KIIMEHTHI BCETIa
OyayT MOJKIIOUATHCS K YCTPOUCTBY C MAaKCUMAJIbHBIM YPOBHEM CUTHANA.

<{ MAC-punbtp

MHTennekTyansHoe pacnpegeneHve

WHTennekTyansHoe pacnpepenenue Wi-Fi-knneHToB

OYHKUMA MHTENNEKTYaNLHOTO pacnpeaeneHna Wi-Fi-kIMeHToB NpegHasHadeHda AnA GecnpoBOAHbIX CeTel, NOCTPOeHHLIX Ha Base
HECKOMNBKMX TOYeK AOCTYNA UMW MapLUpyTU3aTopoB. ECNK JaHHasA (QYHKUWS aKTUBMPOBaHa Ha BCEX TOYKax ACCTyna
[MapwpyTuzaTopax), obpasyiowmx BECNPOBOAHYID CETh, BECNPOBOOHLIE KNMEHTH BCEraa ByayT NoAKTHYaTECA K YCTPOWRCTBY C
MaKCMManbHbIM YPOBHEM CHIHANA.

[0Na KOPPEKTHOI paBoThl YHKLUWK ANA BCEX YCTPOHCTE HEOBXOLMMO HACTPOWTE OAWHAKOELIE NAPAMETPE! BECTPOBOJHON CETH —
SSID, TMN ayTeHTUdUKALMK M Naponb.

BLIKNIOYMUTL

Mopr™ J°  Wcnonb2oBats multicast ans o6MeHa

7890 cryxebHol uHdopMaLumei
@ VerawosuTe MEPEXTIONITENE B MPAB0E MATONEHHE, eCTH TOWKH
JOCTYTIE HAXOJATCR B PAIHEIX TOCETRY

2.4 1Ty 50y

MEKCMMArsH0s BDEMA XDaHeHA MHEODMaLIMA (B CeryHnax)*

60

Q) MakcuHansHoe BpeMT XDIHEHIT HHEOPMIHH O BHIHMEX KTHEHTIX

MUHMMENEHE YPOSEHs KBUeCTsa coeqnHesus (B npousHTax)™

60

"MepTaaa” 2oH2 (0T -50% g0 50%)

15

Moparossii YposeHs K34ecTea coequHenns (B npouesTax)™

40

NPUMEHNTE

MaKCrMankHoe BpeMA XpaHerns nedopMalm (B cexykaax)™
60
Q) MakomansHoe Bpems XPIHEHHT HHDOPMILIN O BHIHMGIX KIHEHTIX

MARKMENEHSIR YDOBEHE K3YECTEE CosOMHEHMA (B npouerTax)™

60

“MepTeas” zo8a (0T -50% go 509%)*

15

MoporoBsiit ypoBess Ka4ecTsa COEIMHERUA (B mpoueHTax)™

40

PucyHok 125. Cmparuya Wi-Fi / PoymuHe.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Y100l akTHBUpOBaTh GyHKIUIO, Haxkmure KHonky BKITKOYUTbL. Tlpu stom Ha crpanwmie
JOCTYIIHBI CIIEAYIONINE HACTPOHKH:

MapameTp OnucaHue

Homep mopra, koTopslii ucnoib3dyercs s oOMeHa JaHHBIMH

MopT
MeXJ1y TOUKaMHU JoCTyna (MapipyTU3aTopamH).

CIBHHBTE TIEpPEKJIIOYaTelh BIPABO, YTOOBI  HCITOJB30BaTh
multicast-Tpaduk ams oOMeHa ciyxeOHON HH(DOpMaIueln MexIy
TOYKaMH JO0CTymna (MapiipyTu3zaTtopaMu). Takas HacTponka
HEoOXoIuMa, eclM YCTPOKMCTBa, Ha KOTOPHIX aKTUBHUPOBAaHA
(GYHKIUS MHTEJUICKTYAJILHOTO —PACHpPEICICHHs, HaXOAATCS B
pasHbBIX mojaceTsAX. Ecnu mepekirouaTens CIBUHYT BIPaBO, Ha

Ucnonb3oBaTtb multicast
ana obmeHa cnyxebHown

WHpopmaumen crpanune oroOpaxarorcss monst Multicast TTL u Appec
multicast-rpynnbi.
Ecnu mepekiroyarens CABUHYT BJIEBO, Ui OOMEHa CITy:KeOHOM
uH(popMarmeit ncnonb3yercs broadcast-rpadux.

Multicast TTL 3anaiite 3nauenue mapamerpa TTL (Time to live, spems scusnu).

Appec multicast-rpynnbl | 3anaiite agpec multicast-rpymnmsl (13 noacetu 239.255.0.0/16).

24Ty /5y

MaxkcuMaJIbHBIN nepuoa BpPCMCHU (B CeKYHI[aX), B TCYCHUC
MakcumanbHoe BpemA

KOTOPOro ToO4kKa AO0CTyIIa (MaplipyTu3ato XpaHUT UHPOpPMaIIUIO
XpaHeHusa uHopmaumm P yna (Mapupy p) Xp $op

00 ypOBHE cUrHaJla KJIIMEHTa, 0OHAPYXEHHOTO B CBOEH CETH.

Y VYpoBeHb curHaia (B IpOlIEHTaX), IpH KOTOPOM TOUYKa IOCTyIla
MuHuManbHbIW YPOBEHb p (8 Tp ), Tp p Ty

MapImpyTmnu3aTro HaAYUHACT OIIPOC IOpyrux CT OI>'ICTB IJIsL
KayecTBa COeAUHEHUS (Mapmipy P) p Py ycTp

HIOMCKA YCTPOWCTBA ¢ O0JIee BHICOKMM YPOBHEM CHIHAJIA.

JlanHbIll mapaMeTp HUCHONB3YETCA JJsl BBIYUCICHMUS] YPOBHS
CUTHalla, NpU KOTOpoM Oymer  cpalarbiBaThb  (YHKIIHUS
MHTEIJIEKTYalbHOTO pacnpeaeneHus. Eciu ypoBeHb cuTHana,
o0ecreuynBaeMblil ApyruM YCTPOHCTBOM, OOJbIIE CyMMapHOTO
3HaueHuss nonei MUHMManbHbIA  ypOBeHb Ka4decTBa
coeauHeHuna u «MepTBas» 30Ha, TO KJIMEHT OTKIIOYAETCS OT
TOYKH JOCTyMa (MapuipyTuszaropa). Bel Moxere 3a1arh 3HaueHue
or -50% 10 +50%.

«MepTBasi» 30Ha
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN

mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

NMoporoBbIN ypoBeHb
KayecTBa coefiuUHEeHUA

VYpoBeHb curHana (B NMPOLEHTax), MPH KOTOPOM TOYKA JOCTYTa
(MapiIpyTH3aTop) OTKIIIOYAeT KIMEHTa OT CBOEH OecrnpoBOIHOM
CEeTH HE3aBUCUMO OT YPOBHEH CHUTHAJla JAPYTHX YCTPOMCTB.
JlanHOe 3HAUYeHHEe HE JOHKHO OBITh OOJBIINE 3HAUYCHHS,
ykazanHoro B none MWHMManbHbIN ypOBeHb Ka4vecTBa
coeAuHeHus.

[Mocne 3ananmst HeoOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

UroObl BBIKITIOYUTH (YHKIWIO HHTEIUIEKTYAIbHOTO pactpeneneHust Wi-Fi-KIneHToB, HaXMHTe

kHonky BbIKITHOYUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

lMpunm-cepeep

Ha crpanuie MNpuHT-cepBep Brl MokeTe HACTPOUTH MapIIPyTU3aTOP B Ka4eCTBE MPHHT-CEPBEPA.
Takast HacTpoMKa MO3BOJUT IOJIB30BATEsAM Baileil JIOKaJIbHOM CETH COBMECTHO HCIOJb30BaTh
IpUHTEP, NoJKI0YeHHbIN kK USB-nopty MapupyTusaropa.

UroObl MOAKIIOYUTH MPHUHTEP K MapLIPyTHU3aTOPy, BBIKIIOYUTE MUTaHHE OOOMX YCTpPOMCTB.
[lonkmrounte npuntep k USB-mopry MapuipyTusatopa, BKJIIOYMTE IPUHTEp, a 3aTeM —
MapLIpyTH3aTOP.

MNpuHT-cCEpBEpP

MpwrHT-cepBep

Bkl MOXETE HACTPOMTE MapLUPYTU3aToOpP B KaUeCTBE NPUHT-CepBepa. Takar HaCTPOMKa MO3B0MT NMoNb30BaTensAm Balen
NOKaNsHOM CETW COBMECTHO UCMOb30BaTh MPUHTER, NOAKMHUYEHHLIR K USB-NopTy MapLupyTW3aTopa.

. BKAHYATL MPUHT-CEPBEP
AnA paboTel NpWHT-cepBepa TpebyeTcA
HacTporka knwenTckoro MK, Mogpobryo

1 MHGOPMaLWID NO HACTPOMKe NPUHT-CEpBEpa
MOXHO HAWTK Ha caiTe www.dlink.ru B
pazgene F.A.Q.

NpuHTER

He BbIGpaH -

CTaTyc NpUHT-CEPEEpa: He nogknioueH

PucyHok 126. Cmparuya lMpuxm-cepsep.

YT00BI MapIIpyTH3aTOp MOT pabOTaTh Kak MPUHT-CEPBEp, CIBHHBTE HepekiIrodarens BKAOUMTBL
NPUHT-CepBep BmpaBo. YOemurech, 4YTO B packpbiBaromemcs crnucke [PUHTEpP BbiieneH
HIPUHTEP, MOAKIIOYCHHbIH K MapiipyTusaropy. Haxmure kaonky MPUMEHWUTD. B none Ctatyc
NPUHT-CepBepa oToOPa3nuTCs CTATyC MOIKIIOYCHHOTO YCTPOHCTBRA.

Eciu Bbl He XOTHTE HCIONB30BaTh MapUIPYyTHU3aTOp B KauyecTBE MPUHT-CEPBEpa, CABHUHBTE
nepexirouarenb BKNOUYNTL NpUHT-cepBep BieBo u Haxxmute kHonky MPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

USB-Hakonumesnb

JlaHHBI pa3nen MeHro npeaHa3zHadeH 11 pabotsl ¢ USB-nHakonureneM. 3aeck Bol MokeTe:
* mpocMoTpeTh HH(pOopMaLuio o noakiaoueHHoM USB-HakonuTene;

* CO3JaTh y4YeTHBIC 3aIllUCH IOJIb30BaTeliel, KOTOphIe OyIyT UMETh JOCTYI K COIEPKUMOMY
USB-HakonuTes;

*  aKTHBUPOBATh BCTPOCHHBIN cepBep Samba mapIipyTusaropa;
* akTuBUpOBaTh BCTpoeHHbI FTP-cepBep mapiipyTusaropa;

*  IIPOCMOTPETH colepkanue noAakaoueHHoro USB-nakonurens;
* aKkTHUBUPOBaTh BcTpoeHHBI DLNA-cepBep MapuipyTusaropa;

*  3aJaTh HACTPOMKH JJIsl BCTPOCHHOTO torrent-KiaveHTa Transmission ¥ yHIpaBisiTh MPOLECCOM
CKauMBaHUs U nepenayu (paiinos;

* aktuBupoBars gononHenne XUPNPD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Nudopmaums

Ha crpannne USB-Hakonutenb / UHcopmMaumsa npeacrasicHa nHbopManms 0O MOAKIIOUEHHOM
K Mapupytusaropy USB-Hakonurene.

< TpuHT-cepeep VIHqupmau,nﬂ &
JetFlash TS2GJFV30 JetFlash TS2GJFV30

usb1_1 usb1_2

06LWwmiA obbem: 1.04 GB 0Bwmii obbem: 882.00 MB

CeobogHO: 1016.00 MB CeofiogHo: 859.00 MB

®aiinoBas cucTema: FAT16/32 Daiinosan cucTema: NTFS

PASMOHTUPOBATb PA3MOHTUPOBATE
PASMOHTWPOBATEL BCE HAKOMUTENWA

PucyHok 127. Cmparuuya USB-Hakonumens / UHghopmayusi.

Ha ctpanurie otoOpakeHO Ha3zBaHWe, OOIIMN 00beM MaMsATH M 00beM cBoOogHON mamsaTu USB-
HAKOTUTENsI, a TaKkXke TUN ero (QaiioBoil cuctemsl (momaepkuBaeMbie (HailIOBbIE CUCTEMBI:
FAT16/32, NTFS, ext2/3).

Ecnu USB-HakonuTens pasleneH Ha HECKOJbKO TOMOB, Ha CTpaHMIIE OTOOPA3UTCS HECKOIBKO
pa3znenoB ¢ uHpopmanuei o kaxaom Tome (pasaene) USB-HakonuTens.

YroObl Oe3omacHo oTKMouMTh USB-Hakonurens mnu tom USB-HakomuTens, HaXXMHUTE KHOIIKY
PABMOHTUPOBATbL B coorBercTByIOIIEM pa3ieiic Ha CTPAHHIIE M IOJOXKIUTE HECKOIBKO
CEKyHI.

Yto0b! OTKIIOYNTH Bce TomMa USB-Hakonwmrens, Haxmute kHonky PASMOHTUPOBATb BCE
HAKOIMWTENMW.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Monb3oBatenu USB

Ha crpanune USB-Hakonutenb / Nonb3oBatenu USB Bbl Moxere co3aaTh yUETHBIC 3alHCH
NOJIB30BATENeH ISl OpraHM3alMy J0CTyna K jJaHHbIM Ha USB-Hakomutene, MOIKIIOYEHHOM K
MapIpyTU3aTopy.

€ CuctemHoe Bpema Mone3oBatenn USB

He co3gaHo HKX 04HOro Noib30BaTend

Bbl MoxeTe aobaBuTe NepeOro NoAL30BaTens

NOBABUTb

PucyHok 128. Cmparuua USB-Hakonumens / lNonb3oeamenu USB.

YrtoObl co3/1aTh HOBYIO YUETHYIO 3alUCh Mojib3oBaresis, HaxMuTe kHonky JJOBABUTD ( ~+ ).

AobaeneHwne

none20EBaTeny

]

TonbKo YTEHKE

PucyHok 129. OkHo OobasneHus rnosib3oeamerisi.
B otkpeiBiiemcs okae B mosie UMA nonb3oBaTens 3ajaiitTe uMs TOJB30Bateis, a B IOJE
Maponb — mapois yyeTHoM 3anucu. Mcnonb3yiiTe mudpsl, JaTHHCKHE OYKBBI BEPXHETO U HUXKHETO
perucTpa u Ipyrue CUMBOJIBI, JOCTYITHEIE B AMEPHKAHCKON pacKiIaiKe KIaBuaTyphbl'.

' Bbl He MOXeTe cO3/1aBaTh YUYETHbBIC 3alIMCH C UMeHaMu admin 1 nobody.
|

Jlns HakomuTe el WM pa3/iesioB HakomuTenel ¢ ¢ainoBoi cuctemoit ext2, ext3 u FAT Bo3MoxHO
CO3JaHKMe TIOJIb30BaTEIe C OrpaHHYCHHBIMH mpaBamMu. CIBHHBTE MEpEKIOYareib [OSNIbKO
YTeHMue BIIPaBO, YTOOBI MOJIH30BATEIh HE MMEN MpaB ISl CO3JMaHUS, U3MEHEHUS WU YIAJICHHS
Gaitios.

Haxxmute knonky COXPAHUTb.

14 0-9, A-Z, a-z, npo6eun, !"#3%&'()*+,-./;<=>2@[\]* " {|}~.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YroObl Ha CTpaHHIIE OTOOPA3HIINCH IMApOJIM BCEX YUYETHBIX 3allUCEeH IMOJb30BaTENICH, CIBUHBTE
nepekmodarens [lokazaTb Naponb Brpaso.

YroObl MBMEHUTH TApAMETPhI KAKOW-JINO0 YYETHOM 3arncH, BEIOEPUTE COOTBETCTBYIOIIYIO CTPOKY B

tabnuie. B OTKpBIBIIEMCS OKHE BBEAWTE HOBOE 3HAUYCHHE B COOTBETCTBYIOLIEE TIOJIE, a 3aTeM
Haxxmute kHonky COXPAHUTD.

YtoObl yoaluTh KakKyro-JIn0O YYETHYIO 3alUCh, YCTAHOBUTE (PIakOK clieBa OT COOTBETCTBYIOLIEH

=

cTpokH Tabnmuibl 1 HaxmuTe knonky YOAJIATL ( [ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Samba

Ha crpanuiie USB-Hakonutenb /| Samba Bri Moxere BKIIOYMTH BCTPOCHHBIN cepBep Samba
MapIpyTu3aropa s opraHu3aiuu goctyna K USB-makomurento s monb3oBatencii Bareit
JIOKaJIbHOM CETH.

= < TNonszoBatenu USB

Samba

Ha 3Toi4 cTpaHWLLe Bbl MOXETe BKIHYKUTL BCTPOEHHEIR cepBep Samba MapLupyTu3aTopa Anf opraHu3alm goctyna k USB-HakonuTento gns
nonb3osarteneil Baweii nokanbHOR ceTn.

. BknounTe cepeep Samba

Hactpoliika cepepa Samba Oupextopun +

@ AHoHUMHBI BXOA
Mg Nyt

@ Eciut BbikAMGHEH SHORMMHBIT BX04, 477 0OCTYNE & cogepxatmony LSE-

HAKONUTENA NOTPEBYETeR CO34aTh NONL30BATENEH

Pafiouan rpynna

WORKGROUP

KpaT(DE onvcaHKe

D-LINK SERVER

NetBIOS
D-LINK

NMPUMEHUTb

PucyHok 130. Cmpa+uua USB-Hakonumens / Samba.
YT1o0ObI BKIIOUUTE cepBep Samba, caBUHBTE Mepekiodares BKNounTb cepBep Samba smpaso.

[epexmtouaressp AHOHUMHBbIA BXOA (110 YMOJYaHHIO CABHHYT BIPABO) pa3peliacT aHOHUMHBIH
noctyn k cogep:xkumomy USB-HakonuTens nmonp3oBarensm Baiiel 1okanbHOM CeTH.

Ecnu Bbl xoTHTe OpraHW30BaTh aBTOPU30BAHHBIN AOCTYNm K coaepxumomy USB-Hakomuterns
nosp30BarensiM Barieil J1okanpHO# ceTH, CABUHBTE Iepekitodyareib BiaeBo. [locie mpuMeHEeHUs
apaMeTpoB, 3a/laBacMbIX Ha MaHHOW cTpaHuile, nepeiiqure Ha crpanuiny USB-Hakonutenb /
Monb3oBaTenu USB u co3naiite He0OOXOIUMBIC YYSTHBIC 3AIUCH.

B mone Paboyvas rpynna ocrasere 3HadeHue 1mo ymoadanuio (WORKGROUP) il BBEIUTE HOBOE
uMsi paboueil Tpymmbl, yYaCTHHKaM KOTOpOWl OymeT paspeiieH AocTyn K coaep:kumomy USB-
HAKOITUTEIS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

B mome KpaTkoe onucaHue Brl MoxkeTe 3amarh IONOIHHTENbHOE omucanue mias USB-
HAKOMUTENSI. 3HAYCHHWE JaHHOTO TOJS OTOOpa)kaeTcsi B HEKOTOPBIX ONEPAIMOHHBIX CHUCTEMaX.
Hcnonp3yiite natnHckue OyKBbI U (W) HUDPBHL.

B none NetBIOS 3anaiite nasBanume s USB-Hakomutens, koTopoe OyaeT OTOOpaxaTbes y
1oJIb30BaTeNe JokanbHOH ceTu. Mcnonb3yiiTe JaTUHCKUE OyKBbI U (MIIH) HUQPHL.

UToOBI pa3pemuTh JAOCTYI TOJBKO K ompenencHHo manke USB-HakomuTens, HaKMUTE KHOIKY

OOBABUTb (+ ) B paznene [iupekropum.

AcBaBUTE AMPEKTORUWID *

a,

PucyHok 131. [JobaeneHue Aupekmopuu.
B oTkpbIBIIEMCSI OKHE OMpPENENIUTe MECTOMOJIOKEeHHEe Manku ¢ ¢ainamu. [ 3Toro HaxkxmMuTe Ha

snagox Momck ( Q) B none MyTb. 3arem mepeiinure B HyXHyIO MAaNKy M HaKMUTE KHOIIKY
BbIBPATD.

B mone WmsA BBenure Ha3BaHue s BBIOpAHHOHM Tamku, KOTopoe Oyaer oroOpaxarbes y
N0JIb30BaTENeH JOKaIbHOM ceTu. Mcnonb3yiiTe TaTHHCKUE OYKBBI U (MITH) IUQPHL.

Haxxmute knonky COXPAHUTD.

YToOBl ynanuTh Kakyl-Tu0O ManKy M3 cIucka B paszaeice [JAMPEeKTOPUW, yCTaHOBHUTE (IaskoK
ClieBa OT COOTBETCTBYIOIEH cTpokH Tabmuipl u Haxkmute kHonky YAATIUTD ( ﬁi ).

[Mocne 3apanmst HeOOXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YroObl OTKJIHOYMTH BCTPOCHHBIM cepBep Samba MapHIpyTH3aTOpa, CABUHBTE MEPEKIIOYaTesIh
Bkntountb cepBep Samba ieso u Haxxmute knonky MTIPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

FTP

Ha crpanunie USB-Hakonutenb / FTP Bwr Moxkere BkarounTh BCTpoeHHBIH FTP-cepsep
MapLIpyTu3aropa s opranuzanuu pocryna k USB-nakonuremro i monb3oBarenei Bamen
JIOKaJIbHOU CETH.

= ¢ Samba B

FTP

Bbl MOXETE BKIK4YNTE BCTPOEHHBIA FTP-cepBep mapLupyTi3aTopa ANA opraHu3aumin AocTyna Kk USB-HakonnTento ana nonssoearenei Bawei
NOKaNsHOR ceTi.
@ Bxnrounts cepsep FTP

(D 415 koppeKTHOrD OTOBPANEHIA KNDHATHHECKHX CHMEOAOE B HA3BaHUAX QaitN0E, Ha FTP-KIMEHTE HYXHO MCHOALI0BATE KOAMPOBKY UTF-8

HacTpoiika cepeepa FTP

) AHOHUMHBIA BXOA

() Ecnn seixarouen aHoHMMHENT BX04, ANR 4OCTYNA K CoAepsiamomy LISE-

HAKONUTENA RoTpebyercr cos4are nonssosarensi

@ TMpit MENOALIOBAHMN AHOHMMHOID JOCTYIA BCE NOALIOEATENN, NOJKAIOUERHbIE

yepes cepeep FTR nsmeroT npasa AoCTyila TONbKD Ha YTEHWE

Mopt
21

[OupexTopus Q

NPUMEHWTE

PucyHok 132. Cmparuuya USB-Hakonumens / FTP.
YroOs! BrirounTh FTP-cepBep, ciBuHbTE Nepekitouaresis Bknountb cepBep FTP Brpaso.

CaBunbTe nepekmodaTeb AHOHUMHBIW BXOA, BIIPaBo, YTOOBI pa3peninTh aHOHMMHBIN JOCTYI K
conepxkumomy USB-nakomurenst monb3oBatensiM Barmeit nokanpHOM cetu. Ecnu Bber xotute
OpraHM30BaTh ABTOPU30BAaHHBIA AOCTYN K cogepxumoMy USB-Hakonurtens nosnb3oBarensM Bamei
JIOKAJIbHOM CeTH, CABUHBTE INEpeKiItouaTensb BiaeBo. [locne npumeHeHus: mapaMeTpoB, 331aBa€MbIX
Ha JIaHHOW cTpaHuIe, nepeiiqure Ha crpanuiny USB-Hakonutenb / MNonb3oBatenu USB u
co3aaiite HeoOXOJUMbIE YUETHBIE 3aIHCH.

Ecnu Heo6xoauMo, N3MeHHUTEe OPT MaplIpyTU3aTopa, KOTophlid Oyaer ncnonb3oBatb FTP-cepsep, B
nose MopT (1o ymonyanuro 3aJaH CTaHAapTHBIN mopt 21).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YroObl pa3pemuTh JTOCTYN TOJbKO K omnpeneneHHoi manke USB-Hakonurtens mnosib30BaTessm
Bareli nokanbHO#M ceTH, ONpeAeanTe MEeCTOIOI0KEHUE Nanku ¢ ¢ainamu. /g 3Toro HaXXxMuTe Ha

snagox Momck ( Q) B mone [AUpeKTOpUA. 3areMm nepeiiuTe B HYKHYIO MAKy U HAKMHTE
kHonky BbIBPATbD.

[Tocne 3amanust HeoOXOAUMBIX MapameTpoB Haxkmute kHonky MPUMEHUTD.

YroObl CHOBa pa3pemuTh JOCTyN KO BceMy conepxkumoMmy USB-HakonuTenst Moib30BaTesIsiM

Bameit jokampHOW ceTH, yhaaimTe 3HadeHWe 1o [QUPEKTOPUA © HaXKMHTE KHOIKY
NMPUMEHUTD.

Yrobsl OTKIIOUNTH BCTpoeHHBIM FTP-cepBep MapmipyTuszatopa, CABHHBETE IE€PEKIIIOYATENh
Bkntountb cepBep FTP Bieso u naxxmure knonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

dainnoBbin 6pay3ep

Ha crpannne USB-Hakonutenb / ®aunoBbin Opay3ep Bil Moxere IpocMOTPETh
conepxkumoe USB-HakonuTens, NOAKIIOYEHHOIO K MapIIPYTU3aTOPy, @ TAKKE YIAIUTh OTIACIIbHbIE
nanku u ¢aitnsl, xpanaupecs Ha USB-HakonuTerne.

= <(FP ®alinoBblil 6pay3sep 8

®alinoBelli bpay3ep

Bbl MOXETE NPOCMOTPETE COAepXIMOe USB-HakoMUTENs, MOAKNHUEHHOTO K MaPLUPYTUIATOPY, @ TAKKE YAANTE OTAENEHEIR
nanki 1 painel, xpaHALLMecs Ha USB-HakonuTtene,

,T\ usb1_1

o fseventsd
o System Volume Information

PucyHok 133. Cmparuya USB-Hakonumens / ®alinossbil 6pay3ep.

g npocMotpa copepxkumoro USB-HakonuTens HIEIKHUTE MO0 3HAYKy HAKOIMTENS WM pasielia
HakonuTenst. Ha crpanuiie oToOpa3uTces CIMCOK MaroK U (aitios.

Jlns mepexoia B KaKyro-Tu00 TMarkKy MISJIKHUTE TI0 CTPOKE, COOTBETCTBYIOIIEH ATOM TaIke.

Jnsi OOHOBIICHHS COJCPIKUMOIO TanKH INEJKHUTEe 1o 3Hauky [lencTBua ( : ) B CTpoke,

COOTBETCTBYIOIIEH ATO# Mmarnke, U BeioepuTe 3HaucHre OOHOBUTD.

Jlns ynaneHus: kakoro-nmu6o Qaiiia wWiv Marnku IETKHUTE 1o 3Hauky JleMcTBMA ( - ) B CTpoke,

COOTBETCTBYIOIIEH 3TOMY (paiiiry Wi mamnke, ¥ BeiOepuTe 3HaYeHue YAanuThb.

Crtpanuua 211 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

DLNA

Ha crpanuiie USB-Hakonutenb / DLNA Bsr moxerte Bkirounts DLNA-cepBep MapiipyTusaropa
JU1st opranu3auuu goctyna k USB-Hakonurento 1 moib3oBareseil Baiel n1oKkalbHON ceTu.

Berpoennsblit MmennacepBep obecriednBaeT BocIpousBeeHue mennakontenta USB-Hakonurens Ha
DLNA-coBMecTUMBIX yCTpoHCTBax Bamel yokanbHOM cetu. BocrpowusBeneHne MeOUakOHTEHTA
BO3MOYKHO, TOJIbKO eciii USB-HakonuTenb NOAKIIOYEH K MapIIpyTHU3aTOPY.

= £ ®aiinoselil 6payzep

DLNA

Ha cTpaHiue DLNA Bbl MoxeTe Bkno4nTe DLNA-cepBep MapLIpyTH3aTopa ANA OpraHusaumnn goctyna k USB-HakonuTeno 4nA nonb3osatenei
Baweil nokanbHoii cetn.

BcTpoeHHbIil Meguacepeep obecneynBaeT BOCNPOU3BEAEHNE MenakoHTeHTa USB-HakonuTens Ha DLNA-COBMeCTUMBIX YCTpoiicTBax Ballen
NoKanbHoA ceT. BocnponssegeHmne MenakoHTeHTa BO3MOXKHO, TONbKO ecni USB-HakonuTenb NOAKAOUEH K MapLUpYTU3aTopy.

AN BKNtOYEHUA cepBlca HeoBXogMMo yka3aTb xoTa Gbl 0AHY MeAWaAMpPeKTopHIo.

OCHOBHbIe HacTpoliku MeanaanpekTopun

) Brnwounte
MyTe Tun

WHTepean o6HoBAEHWA®

900

Wma DLNA-cepeepa™
D-Link DLNA Server

PucyHok 134. Cmparuya USB-Hakonumens / DLNA.
Yro6s! BktounTh DLNA-cepBep, CIBUHBTE NIepekitouarenb BKIMOYUTL BripaBo.

B none UHTepBan OGHOBMEHMUA 3ajaiiTe MEpUOA BpEeMEHH (B CEKyHJaX), MO HCTECUYCHHU
KOTOpOTO Meauacepep OOHOBisieT cniucok (aitnmoB Ha USB-HakomuTene, Wiau OCTaBbTE 3HAYCHHE
o ymomuanuto (900).

B mome WUma DLNA-cepBepa Bseaure HasBanwe it DLNA-cepBepa, kotopoe Oyzaer
O0TOOpaXXaTbCsl y TIOJIb30BAaTENIel JIOKAJIBHOW CEeTH, WM OCTaBbTE€ 3HAYCHHE II0 YMOJIYAHUIO
(D-Link DLNA Server). lcnons3yiite natuHcKue OyKBbI U (W) TUQPBHI.

YroObl paspemuTsh AocTyn K conepxkumomy USB-HakonuTens monb3oBartensM Barmiei okanbHON

cern, HaskmuTe kHonky JIOBABUTb (+ ) B paznene MeanapgupekTropun.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

YKkazate

MelWuajipekToprUD

Bece -

PucyHok 135. [lobaeneHue meduadupekmopuu.
B oTKpbIBIIEMCSI OKHE OIpPENEIUTE MECTOIMONIOKEHUE Tanku ¢ (aimamu. J[J11 3TOro HaXXMUTE Ha

snagox Momck ( Q) B none MyTb. 3arem mepeiinure B HyXHyIO ManKy M HaXMUTE KHOIIKY
BbIBPATD.

Jns xaxnodl nanku Bbel Takke MoXxere ONpeAenuTh TUl (ailyioB, KOoTopble OyayT AOCTYIHBI
NOJIB30BATENSIM  JIOKaJbHOW ceTH. [lJii 3TOro B pacKphIBaloIieMcs CIUCKe TWM  BbiOepute
HEeoOXoanMBIN THN (ainoB. UToOBI OTKPHITH JOCTYH KO BceM (QaiiiaM B Tamke, B CHOHCKE TWI
BbIOCpHTE 3HaUcHKE Bee.

Haxxmure knonky COXPAHUTD.
UYroObl ymaiuTh KaKyr-THOO Tanky M3 chucka B pasaene MeauvagupeKTOpUW, yCTaHOBUTE
maXoK clieBa OT COOTBETCTBYIOIIEH CTPOKHM TabmuIel ¥ HaxkmuTe kHornky YOAJTIUTDL ( (11 ).

[Tocne 3amanus HeoOXoAMMbIX mapameTpoB Ha crpanuie USB-Hakonutenb / DLNA naxwmwure
kHonky MPUMEHUTD.

YroObl OTKIIOUNTH BCTpoeHHBIE DLNA-cepBep MapuipyTusatopa, CABHHBTE IEPEKIIOYATEIh
BkntounTtb BiieBo u Haxxmute kHonky MPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Torrent-knmeHT

Ha crpanunie USB-Hakonutenb / Torrent-knueHT Brl Mokere 3amaTh Bce HEOOXOAUMBIE
HACTPOWKHU JJIsi BCTPOCHHOTO KiMeHTa Transmission.

Torrent-knueHT

Transmission

C nomowek web-nuTepdeiica BcTpoeHHoro torrent-knvienTa Transmission Bel MoxeTe ynpagnATe NPoLECCoM CKa4WMBaHUA
dainoe Ha USB-HakonWTenk, NOAKNHYEHHEIA K MApLWPYTUIaTopy.

® sBrniounts

OCHOBHbIE HacTPOMKK ABTOpU3aUUs

Mopt* I BKNO4MTb
52666

yrer Q

AupexTopnak

torrents.

@ razpewuts ouepegs 3arpysku

Pa3amep o4epean 3arpyaku®

1

KonuuecTeo nupos*

4

() Pexowendyemoe MakcuMansHoe KoAusecmso nupos 4. Mpu
LCNOAb30EAHUU BOBIWIED IHAYEHUR B0IMOKHE HecmabunsHos pofoma

yempodcmea.
J  BKIKOYUTE OrpaHMYeHne CKOpPOCTU 3arpy3ku

1 Mcnone3oBaTe UTP

MopT web-uHTepgeRca*

9091

CTpanuua web-wHTepdeiica: httpy/192.168.0.1:9091

NPUMEHWUTB

PucyHok 136. Cmparuya USB-Hakonumens / Torrent-knueHm.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp OnucaHue

Transmission

C)IBI/IHI)TG NEPCKIOYATCIIb BIIPaBO, YTOOBI AKTUBUPOBATH KIIMCHTA

BkniounTb .
Transmission.
OCHOBHbIe HaCTPOUKMU
Moot [Topr MapmpyTuzatopa, KOTOpbI OyAeT HCMONb30BaTh KIUEHT
P Transmission.
OmpeenuTe MECTONONOKEHNE JaHHBIX KiaueHTa Transmission. st
MyTb sroro HaxkmuTe Ha 3Hauok MMomck (Q,), BoiGepure Hyx)HOE
3HayeHue u Haxmute kHonky BbIBPATb.
[Manka USB-Hakomutens, B KOTOpOHl OyayT XpaHHUTHCS JaHHBIE
OupekTopusa

kimenTa Transmission.

PaspewnTb ovepeab
3arpysKku

C)IBI/IHBTC MNEPCKIOYaTCib BIpaBO, €CJIM XOTHUTC OI'PaHUYHUTH

KOJIMYECTBO OJTHOBPEMEHHBIX IpolLeccoB 3arpy3ku. llpu sTom
otobOpasurcs none Pa3mep ovepeau 3arpysku.

C)IBI/IHBTe MEPCKIOYATCIIb  BJICBO, yTOOBI HE OrpaHn4uBaThb

KOJIMYCCTBO OJHOBPEMCHHBIX ITPOLIECCOB 3arpy3KHU.

Pasmep ouvepeaun
3arpysku

MaxkcumanbHOE KOJIMYECTBO OOHOBPEMCHHBIX ITPOLECCOB 3arpy3KH.
IIo YMOJIYAHUTIO 3aIaHO 3HAUYCHUC 1.

KonnyectBO nupos

MakcumallbHOE KOJIMYECTBO I0JIB30BATEIEH CEPBUCA, Y KOTOPBIX Bbl
MOXETE CKaYMBaTh (PaiiyIbl.

CI[BI/IHI)TC MEPCKIOYATCIIb BIIpaBo, 4TOOBI OrpaHU4nTDb

MaKCHMaJbHYIO CKOpPOCTh 3arpy3ku (aiioB. B ortoOpasusmiemcs

Ucnonb3oBaTtb UTP

BkniounTs none  OrpaHMuYeHMe  CKOPOCTM  3arpy3KuM  sajaiite
orpaHutieHne CKOpoCTU | .y cumanbroe 3HaueHne ckopoctu (B Kout/c).
3arpysku
CaBHHBTE TMEPEKIIOYATEIb BJICBO, 4YTOOBI HE OTrPAHUYUBATH
MaKCHMAaJIbHYIO CKOPOCTh 3arpy3KH.
CaBuHBTE  TMEPEKIIOYaTeNlb  BMOPaBO,  YTOOBI  Pa3peIInTh

ucronb3oBanue Tmporokona WIP (Micro Transport Protocol,
gapuanm  MpPAHCHOPMHO2O0 — NPOMOKOAA Ol OP2aHU3AYUU
coemecmno2o oOocmyna k atinam). Takas HacTpoWka MOXKET

MOBBICUTH HAarpy3Ky Ha MapuIpyTH3aTop.

CaBuHbTE NEpEKIIoUaTesb BIEBO, YTOOI 3alIPETUTh UCIIOJIb30BaHHE
rporokona puTP.

Ctpanuua 215 ns 357




DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
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PyKOBOD,CTBO nonb3oBarens

MapameTp OnucaHune

IMopt, mo koropomy JnocTymeH web-uHTepdeic  KiIneHTa
Transmission.

MopTt web-uHTepcenca

ABTOopusauums

ChaBuHBTE TEpeKIoYaTeab BIPABO, €CIM XOTHTE, YTOOBI KIUEHT
Transmission 3ampamuBan WMs TOJB30BATENST W MApPOIb IS
noctyna K ero web-unrepdeiicy. 3amomnute nonst  Uma
nonb3oBaTesNnda u I'Iaponb.

Bknountb

MNMs momp3oBarens i OocTynma K web-mHTEepdehcy KineHTa
Uma nonb3oBaTtens . Y pheiicy
Transmission.

[Mapone mns poctyna k web-unTepdeiicy kimenra Transmission.
Maponb Haxvure Ha 3Hadok [lokasaTb (&), u4ToOBI 0TOOpa3UTH
BBE/ICHHBI 11apOJIb.

[Tocne 3amanust HeoOXoaUMBIX HacTpoek HaxkmuTe kHonky MPUMEHUTD.

B mone CrtpaHumua web-uHTtepdenca orobpaxkaercs aapec web-unTepdeiica KinmeHTa
Transmission. YtoOsl oOpatuthest kK web-unTepdeiicy kirenTa Transmission, HAXMHTE CCBUIKY .

& Transmission Web In

&« C | [} 192.168.0.1:9091 /transmission/web/#cancel 97 =

[obaenaiTe Ha 3Ty NaHenb 3aKNaaKM, K KOTOPLIM XOTUTE MMETh BbICTpbIA AocTyn. MMNOpTUMPOBaTh 3aKNaAKM...

(2 @] ¢ lu| & il o

show | All v | Al P v OkB/s ~0kBfs

Upload Torrent Files

Flease select a torrent file to upload:

| Beibpatk gainel | @ain He BeIDpaH

Cr enter a URL:

Free space : 5.29 GB.

¥| Start when added

| Cancel | | Upload |

% /)~ (=

PucyHok 137. Web-unmepgpelic torrent-kriueHma Transmission.
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PyKOBO,EI,CTBO nonb3oBarens

C nomompio web-untepdeiica BCTpoeHHOTO torrent-kiaueHTa Transmission Ber MoxkeTe ynpaBisTh
nporeccoM ckaunBanus (aiiinoB Ha USB-HakonuTess, MOIKIIOYEHHBIN K MapIIpyTH3aTOpYy.

Ha cTpanunie noctymnHsl caeayomuye KHONKH:

MapameTp OnucaHue

Jlobasumy torrent-ghatin.

Haxxmure KHOIIKY, YTOOBI I[O68.BI/ITB B 0UCpCIb 3arpys3kKu HOBBIHN

E torrent-baiin (aitn ¢ MeTagaHHBIMH, B COOTBETCTBUHM C KOTOPHIM
I knueHT  Transmission — BBIONHSET  3arpy3ky  (aiimos). B
Open Torrent 0TOOpa3MBIIEMCS JHAJIOTOBOM OKHE BhIOepUTE (hailyl, XpaHsIIHiAcs
Ha JIOKAJIbHOM JIMCKE KOMIbloTepa, u Haxkmute kHomky Upload
(Baepysumns).
@ Yoanume evibpanmsie torrent-ghaiino.

Brinenure torrent-daiin, KoTopeli BEI XOTHTE yOalUThL U3 OUepenu
Remove Selected Paiix, P Y P

3arpy3Ku, 1 HA’)KMHUTEC KHOIIKY.
Torrents 124 4

@ Bo3zobnosumu 3aepysky evibpanubix torrent-gaiinos.

Beinenute torrent-haiiy, COOTBETCTBYIOLIMI TIPOIECCY 3arpy3KH,
Start Selected Torrents | koTopsiii HEOOXOMUMO BO30OHOBUTH, U HAKMHUTE KHOTIKY.

Boszobnosumu 3a2py3Ky ecex torrent-ghatinos.

Haxwmute KHOMKY, 4TOOBI BO30OHOBUTH BCE MPOLECCHI 3arpy3KH.
@ Ecnu Bel orpannyuin MakCUMajabHOE KOJIMYECTBO OJHOBPEMEHHBIX
MPOIIECCOB 3arpy3Kkd, KIMEeHT Transmission HauumHaeT pabory c
Start All Torrents 3aJJaHHBIM KOJHMYEeCTBOM torrent-¢ailioB, a mocie 3aBepLICHUS
3arpy3kd TepBoro Qaiiia mepexoguT K cleAyomemMy Gdainy B
odepenu.

J_| U Ocmanosums 3a2py3Ky 6blOPAHHLIX torrent-gatiios.

Breigenure torrent-gaiiyi, COOTBETCTBYIOIIMNA IIPOLIECCY 3arpy3Ku
Pause Selected (arin, Y P y PY3KH,

KOTOpLIfI HCOGXOI[I/IMO OCTaHOBHUTH, U HAXKMUTC KHOHKy.
Torrents

|_H I_H Ocmanosums 3a2py3Ky 6cex torrent-ghaiinos.

Ha}KMI/ITe KHOIIK IITO6I>I OCTAHOBUTH BCC IIPOLICCCHI 3arpPpy3KHU.
Pause All Torrents Y P py

Brouums/Beiknouums  pexcum  npocmompa  uHgopmayuu - o

o torrent-gaiine.

Boigenute torrent-daiin u HaXKMUTE KHONKY, 4TOOBI IPOCMOTPETh

Toggle Inspector .
99 P cBenieHust 00 sToM (aite.
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PyKOBOD,CTBO nonb3oBarens

XUPNPD

Ha crpanune USB-HakonuTtens / XUPNPD Ber MmoxeTe akTHBUPOBATh BCTPOCHHOE JIOTIOTHCHUE
XUPNPD. OnO 1no3BOJS€T TPaHCIMPOBATH MEIWAKOHTEHT, IIOJIyYEHHBI W3 HCTOYHHMKOB B
Wnrepuere, win yenyry IPTV, Ha DLNA-coBmMecTUMBIE yCTPOMCTBA.

= < Torrent-knveHt XUPNPD

XUPNPD

® 3ra nporpamma ABARETCA npoctein UPNP mequa-cepaepom 4as ocyujectenerits IPTV rpancanyuid & paskax Jomawsed cern Ha DLNA cosmectimenx ycrpoicreax 6es

NOAA480KKN MyRLTUKICTHHIS AW IABENMCTOR Co CNACKOM MHTEPHET-3APECOE METOUHMKOE KOHTEHTS (4nR paGors! IPTV vapes XUPNPD Heobxogumo BkawunTs UDPXY)

® Bxounts

[OupekTopus® Q,

Cepeic XUPNPD: http://192.168.0.1:4044

NMPUMEHWUTE

Pucy+ok 138. CmpaHuya USB-Hakonumens / XUPNPD.

Jnst ucnons3oBanus gononHeHuss XUPNPD nmoaxmounte USB-HakonuTens K MapuipyTuzaropy u
C/IBHHBTE Tiepekitouareib BKNHOUYNTB Bripago.

Ins paborel IPTV-ycnyr uepe3 pomonHenne XUPNPD Heo0X0OMMoO  BKIIIOYHTH
®  npunoxkenne UDPXY.

B noe JMpeKTOpMA onpenennte MECTONMOIOKEHUE TIAITKH, B KOTOPYIO OyIyT COXPaHSTHCS IIICH-
JMCTHI, qo0aBeHHbIe Ha cTpanwuie gornoaHeHus XUPNPD. Jlns storo Haxxmure Ha 3Hauok Mouck

( Q,), 3atem nepeiiuTe B HYXHYIO Nanky U Haxmute kHonky BbIBPATb.

Haxxmure knonky MPUMEHUTD.
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PyKOBO,EI,CTBO nonb3oBarens

B nosie CepBuc XUPNPD oto6paxaercs anpec web-untepdeiica nonoiaenrs XUPNPD. Uto0sr
obparuthes k crpanuie gononHeHuss XUPNPD u 3agare Bce HE0OXOAMMbIE HACTPONKH, HAKMUTE
CCBUIKY.

UPnP-IPTV

UUID: 60bd2fb3-dabe-cb14-c766-0e319b54c29a
Uptime: 0 days, 0:05:22 refresh

SSDP Interface: 192.168.0.1

WWW Port: 4044

Model: xupnpd-1.032

Manufacturer: Anton Burdinuk <clark15b@gmail.com=>
eXtensible UPnP agent

Copyright (C) 2011-2015 Anton Burdinuk <clark15bi@gmail.com=
License: GPL-2.0

www hifplixupnpd.org

PucyHok 139. CmpaHruuya dononHeHuss XUPNPD.
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noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

USB-mo0em

JlaHHBIH pa3nen MeHIo NpeaHa3zHaveH s paboTsl ¢ USB-mogemom.

' HeKOTOQBIe MOACIN USB—MOZ!eMOB HC HO3BOJIAIOT BLIIOJHUTHL ONCPANNU, NOCTYIIHBIC B
] JaHHOM pasacjic MCHIO, YEPE3 web-I/IHTe[zg]zeﬁc MapumpyTu3aTropada.

Eciu nns SIM-kaptel, ycranoBieHHoil B USB-monem, He oTkiroueHa mnposepka PIN-kona, B
IPaBOM BEPXHEM YTy CTPAaHUI[bl OTOOPA3UTCS COOTBETCTBYIOILEE YBEIOMIICHHE.

G Yeenomnenve
SIM-kapTa 3aGnokMpoBaHa

~+ E3131: BBECTM PIN

PucyHok 140. YeedomneHue o riposepke PIN-koda.

Haxxmure xnonky BBECTWU PIN u Beenute PIN-konq B oroOpasuBmiemcsi okne. Haxmute Ha
3Hauok [lokasaTb (#*), uroObl OTOOpa3uUTh BBEACHHBIM KOI. 3aTeM HAXXMHUTE KHOIKY

NMPUMEHUTDb.

PucyHok 141. OkHo 0nis egoda PIN-koda.

Jis Hexoropeix USB-MoneMOB B pexxuMe MapLipyTu3aTopa U HekoTopslx Android-cmaprdoHOB B
pexume Mmozema ycraHoieH [P-agpec w3 moaceTw, COBINAJArOLIEld C JIOKAJIbHOM IOACETHIO
Mapuipytusaropa. B atom ciydae web-untepdeiic MappyTuzaTopa MoXeT ObITh HEJOCTyTIeH. J{is
KOPPEKTHON paloThl OTKIIOUMTE ycTpoicTBO oT USB-mopra u mepesarpy3uTe MapuipyTH3aTOp.
3arem obOparutech Kk web-uHTepdeiicy, nepeiinure Ha crpanuiy HacTtponka coeguHeHun /
LAN wu usmenute 3HadeHue mois IP-agpec na Brianke IPv4 (Hampumep, 3amaiiTe 3HaueHUe
192.168.2.1). JloxauTech nepe3arpy3ku MapuipyTu3aTopa.
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PyKOBOD,CTBO nonb3oBarens

OCHOBHbIE HAaCTPOMNKH

Ha crpanune USB-mopnem / HasBaHme mopmema / OCHOBHble HacTpoOWKU Bbi Moxere
npocMaTtpuBate uMHbopMaruio o mnoakitroueHHoM USB-mozeme, m3menuts PIN-kox SIM-kapthbl
Bamero USB-monema, OTKJIFOUUTB MM BOCCTAaHOBUTH NIpoBepKy PIN-koza.

< WAN OcCHOBHbLIE HaCTpOIT"II(M &
MHdopmauus MHdopmauus o cetn
Mogenb E3131 Pexum 3G
NpousBoguTeNns RssI -67 gbM
IMEI 862733019089559 YpoBeHb curHana atll74%
WHTepoeiic HaspaHwe onepatopa 'MTS5 RUS"

PeBU3MA 21.158.13.03.143 POYMIHT BulknoueH
CepuiiHelid Homep - IMsI 250015602723576
Craryc PIN VeTpoiicTeo pazbnoknpoBaHo
SMS 5
BbIKNK4YUTL 3ANPOC PIN-KOQA
CMEHA PIN-KOOA

ussD

PucyHok 142. Cmparuya USB-modem / HazeaHue modema / OCHOBHbIe HAaCMPOUKU.
Ecmu nns SIM-kapter Bamero USB-monema otkimrouena nmposepka PIN-koma, To mpu moaKIrOueHAH
USB-MozemMa K MapumipyTuszaropy OyIeT aBTOMATHYECKH co31aHo akTHBHOe WAN-coennHEeHUE C
HacTpoiikamu 1o ymomdanuto (s LTE-monemoB) mim HacTpoiikamu oneparopa MOOUIILHOM CBS3U
(s GSM-monemoB). Coennnenme otroOpasutcs Ha crpanuiie HacTponka coeauHeHun / WAN.

Ecmm USB-MOJICM TOAKITFOYCH K MapHaIpyTHU3aTopy, Ha CTpaHULC JOCTYIIHBI CIICAYIOIINEC JaHHBIC:

MapameTp OnucaHue

UHcopmauumsn

Mogens YcinoBHOoe  OyKBEHHO-IIM(PPOBOE  O0O3HAYCHHE  OMpEIeNICHHOM

moaupukanuun USB-monema.
NMpousBoautenb Komnanwus-npoussoaureinb USB-moaema.
IMEI YHUKaIbHBIA ~ MEXKIYHAPOAHBIH  HIACHTHPHUKATOP MOOHIBHOTO
yCTpoiicTBa. TOT Ko XpaHuTtcs B namatu USB-Monema.
UHTepdenc HasBanwue cereBoro unrepdeiica.
PeBusus Bepcus Buytpennero [10 USB-monema.
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PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

VHUKaNbHBIA ~ WACHTU(QHUKATOpP, TPUCBAMBAEMBIH  yCTPOUCTBY

CepunHbIN HOMEp .
KOMITAHUCHU-TTPONU3BOJUTCIICM.

UHdopmauums o cetn

Pexum Tun cetu, x Kotopoit mogxiouen USB-mozaem.

RSSI MorHoCTh curHana, npuauMaemoro USB-mMonemom.

VYpoBeHb paguocurHaiia Ha Bxoge B mnpuemHuK USB-monema.
YpoBeHb curHana HyneBoii ypoBeHb CuTHana IMOKa3bIBaeT, uTO0 Bbl HaxoauTech BHE
30HBI IEUCTBUS CETHU OIEepaTopa.

Ha3Banue omeparopa COTOBOM CBSI3M, KOTOpBIH oOecreunBaeT
Ha3BaHue onepartopa
IIOAKIIFOYCHUEC K CCTH.

Craryc pexuma poyMuHra ycraHoBieHHol B USB-momem SIM-

PoymuHr
KapThl.
IMSI YHUKaJIbHBIA MEXAYHAPOAHBIN wuaeHTUUKaTOp aboHEHTa. DTOT
ko1 copepxkutcs Ha SIM-kapre USB-Mozaema.
Craryc 3ampoca PIN-xoma ycranosiaenHoii B USB-momem SIM-
Cratyc PIN 4 P y
KapThl.
Uncmo  TEKCTOBBIX  COOOINEHWH, XpaHSAMIMXCS B HaMSTH
SMS ycra"oBieHHON B USB-Monem SIM-kapTsl.
M

Haxmute Ha 4ucio COO6IJ.ICHHﬁ B CTpPOKC [Jid IMCpPEeXoJda Ha
crpanunry USB-moaem / HazBaHue mogema / SMS.

Ecmu pgns SIM-kaptel Bamero USB-monema He otkimtoueHa mnpoBepka PIN-koma, Ha crpanuile
orobpaxaercs knonnka BBO PIN.

Ecau Bol xotute 3anpetuts 3amnpoc PIN-kona, Haxxkmure kaonky BbIKITKOYUTb 3AMPOC PIN-
KOJA (xnomka orobOpaxaetcs, eciu 3anpoc PIN-koma BiitoueH). B OTKpbIBIIEMCSI OKHE B TIOJIE
PIN-kopa Beeaute Texymmii PIN-kox n naxmute knonky BbIKITIOUUTD.

Ecnu Bor xotute pasperuth 3anpoc PIN-koma, Haxkmute kaonky BKITIOUUTb 3AMPOC PIN-
KOJA (xHomka otoOpaxaercs, eciu 3amnpoc PIN-koga orkiroueH). B oTkpbIBIIeMcs: OKHE B TI0JIE

PIN-kop Beeaure PIN-kom, nedcCTBYrOIIMH Ha MOMEHT OTKJIroueHHs 3ampoca PIN-konma, a 3arem
Haxxmute kaonky BKITKOYUTD.

Eciu Bbl xortute wusmenuts PIN-xom, Haxkmure kuonky CMEHA PIN-KOOA (kHomka
orobpaxkaercs, eciu 3anpoc PIN-koma BkiroueH). B OTKphIBIIEMCs: OKHE BBEAMTE JICHCTBYIOIINN
xox B moie PIN-koa u nossrii kox B ot HoBbin PIN-kog u MoarBepxaeHue HoBoro PIN-
KoAa, a 3arem Haxxmute kHonky COXPAHUTD.
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PyKOBO,EI,CTBO nonb3oBarens

Ecnu npu BeImonmHenun kakou-mu6o omeparuu ¢ PIN-komom Bbl Tpmkapl BBeeTe HENMpPaBUIHLHOE
3nauenue B noje PIN-koA (xonmudecTBO octaBimxcsi monbIToK BBoma PIN-koma oroOpakaercs B
okHe BBoja PIN-kozga), SIM-kapta Bamero USB-monema Giiokupyercs.

Beog PUK X

PUK ©

Hoewii PIN-kog* o

BE Hue Hoeoro PIN-kopa® ©

@ Hueao ocraswuxea nonsirox: 10

PucyHok 143. CmpaHuua USB-modem / HazeaHue modema / OcHoeHble Hacmpoliku. OkHO 0sis1 8600a
PUK-koda.
Jlns manpHelero ucrnons3oBanus kapthl HaxMute kHonky BBO[ PUK, Beenure ee PUK-kon B
COOTBETCTByIOIlee Tone, a 3areM BBeauTe HOBBIM PIN-kom B momsx HoBbi PIN-kopg u
MoaTBepxaeHne HoBoro PIN-kopga. Haxwmure Ha 3Hadok [lokasaTtb (€ ), 49ToOBI
oto0Opa3uth BBeeHHbIC 3HaYeHUs1. Haxxmute kHonky MPUMEHUTD.

Hus nepexona Ha crtpanuily USB-moaem / HazBaHue mopgema / USSD naxmuTe KHOIKY
USSD.
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PyKOBO,EI,CTBO nonb3oBarens

SMS

[Ipu monmy4eHUr HOBOTO TEKCTOBOTO COOOIICHHUS B MMPABOM BEPXHEM YLy CTPAHHMIBI OTOOPAa3HTCS
cootBercTBytolee yBegomiaenue. Haxmure kHonky MOCMOTPETD. Ilocne Haxarusi Ha KHOTIKY
otkpoercs crpannna USB-monem / HazBaHme mopema / SMS.

Ha crpanunie USB-mogem / HazBaHme mopema /| SMS Bbi Mokere co31aTh W OTIPABHUTH
TEKCTOBOE COOOIICHUE, a TAKKe MPOCMOTPETh MCTOPHIO U CTATYC OTHPABICHHBIX W MOTYYECHHBIX
CO0OIeHNH, XpaHAMxcs B namstu SIM-KapThl.

= < OcHoBHbIe HaCTpOIKY

SMS
SMS: SIM 1
DUNLTP coobugHWiA
Bxopawmne -
Bxogawine OBHOBWTb
D Jata n Bpema or CoobuweHne Cratyc

OTBETUTE

I:‘ 03.11.2020 10:29:21 79537421033 ] MpounTtaHo

NEPECNATE

PucyHok 144. CmpaHuya USB-modem | HazeaHue modema | SMS. Bxknadka SMS.

Yrobsr Ha BkIagke SMS oroOpasuirch Bce BXOMAIINE WM HCXOMSAIIME COOOIICHHMS, BBIICIUTE
COOTBETCTBYIOIIIEE 3HAYCHHE B pacKphIBaromeMcs criucke PUNbTP COOOLWEeHUN.

YT00BI B pazziene oToOpasuiack camasi akTyalbHas HH(QOpPMAIHsS O MONTYyYSHHBIX H OTIIPABICHHBIX
cooOeHusx, Haxmure knonky OBHOBUTbD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

YToO0BI CO34aTb U OTHPABUTH TCKCTOBOC COO6H.I€HI/IC, HaXXMUTC KHOIIKY HoBoe COOGU.IGHMG

(4,

HoBoe coobuieHne

Homep

NOBABUTb
CoobuweHne®

Bsegure coobuieHue. ..

Beegexo cumsonoe: 0

PucyHok 145. OkHO Ot co30aHusi HO8020 MEeKCM0o8020 COObWEHUS.

B otkpeiBiemcst okue B nojie HoMep Beeaute HoMmep Tenedona nosydarens. Eciau HeoOXoaumo
OTIIPAaBUTh TEKCTOBOE COOOIICHHUE HAa HECKOIBbKO HOMepoB, Haxkmure kHonky [JOBABWUTb u B
oroOpasuBIIIciicss CTpoke BBeaute HOoMmep Tenedona. B mome CoobLleHune Beeaute Teket SMS-
coobmuienus u Haxxmute kHonky OTNPABUTD.

YToObI yIaIuTh KaKoe-TH00 COOOIIEHHE, YCTAHOBUTE (IIasKOK CJIeBa OT COOTBETCTBYIONICH CTPOKH
F—N
Tabnmus! 1 Haxmute kHonky YOAJIUTD ([1)).

Yrobsl OTBEeTHTH Ha Bxomsmiece coobmenne, Haxkmute kHonky OTBETUTb B crpoke,
COOTBETCTBYIOIICH COOOIICHHUIO.

Yto0bl mepecnath Bxomsmiee cooOmeHune, Haxmure kHonky [MEPECJIATb B crpoke,
COOTBETCTBYIOIIECH COOOLICHUIO.

Ha Briagke MamaTb SMS Bl MmokeTe mpocMoTpeTh HHPOPMAITUIO O KOJTHYSCTBE COOOMICHUN U
cocTtosiHUM naMatu SIM-kapThl.

OCHOBHbIE HACTPONKK

MNamate SMS

Mamate SMS: SIM 1

Brogawme:
Wexogawme:
Bcero:

Wcnonb3oBaHo NaMaTu: 0/5

PucyHok 146. CmpaHuya USB-mo0em / HazeaHue modema / SMS. Bxnadka Mamssmb SMS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

USSD

Ha crpanune USB-mogem / HazBaHue mopmema / USSD Bwr moxere ormpaButh USSD-
KOMaHny .

USSD (Unstructured Supplementary Service Data, necmpykmypuposauHvie OONOIHUMENbHbLE
cepsucHvle O0aHuble) — 3TO TEXHOJOIHsA, KoTopas obOecrneyrMBaeT OOMEH COOOIIEHHSIMH MEXAY
A0OHEHTOM U CIEIHUAIBHBIM MPUIOKEHUEM OIepaTopa MOOWIBHOM CBSI3U B PEKUME pPEaIbHOIO
BpeMeHu. USSD-koMaH/bpl 4acTO MCHOJB3YIOTCS Ul IMpoBepku Oananca SIM-kapThl, MomydeHHs
uHdopmaruu o TapudHOM IUTaHE, MAKeTaX YCIYT U T.I.

SMS USSD

USSD: SIM 1

Bbl MOXeTe oTnpaBuTe USSD-3anpoc
Homep*

OTBeT

PucyHok 147. CmpaHuya USB-modem / HazeaHue modema / USSD.

B none Homep Beemute USSD-komanay u Haxkmure kHonky OTMPABUTb. Yepes nexoropoe
BpeMs B nosie OTBET 0ToOpa3uTcs pe3ysbTar.

15 O6Gpaturecy k Bamemy omepatopy Uit momydeHUs wuHpopMmamun o0 ucmomssyeMbix USSD-komaHmax u ux
(byHKIUSIX.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

HdononHumenbHo

B maHHOM paszene MEHIO MpeAcCTaBIeHa pacIIMPEeHHAas BEpCHUS HACTPOCK MapIiipyTh3aropa. 37ech
Br1 moxerTe:

* coznarb win penakrtuponatb VLAN-ceTH;
*  OIpelNeIuTh rpyNHnbl HHTEP(HENHCcoB;

* ucnoib3oBaTh LAN-1opThl MapmpyTu3aTopa B KauecTBe JONOJHUTEIbHBIX WAN-IOpTOB, a
TaKke ucmonb3oBath WAN-mopt B kauectBe LAN-mopra;

*  BKIIOYUTH U HACTpouTh SNMP-areHt mapuipytuzaropa;

*  100aBUTbH CEPBEPHI IMEH;
* nHactpoutrb DDNS-cepBuc;

° HAaCTPOUTL aBTOCOITIACOBAHHUEC WJIM BPYYHYIO HACTPOUTH CKOPOCTH U PCKUM AYIUICKCA IJIA
kaxaoro Ethernet-nopra Mapiipyruszaropa;

* Hactpouts kimeHTa TR-069;

*  aKTUBUPOBATHh (PYHKIHUIO 3epKATUPOBAHUS IOPTOB MapUIPyTU3ATOPA;
*  BKIIOUUTH (yHKIMIO0 UPnP;

*  aKTUMBMPOBATh BCTpoeHHOE npuiiokenue UDPXY;

*  AKTUMBHUPOBATH MEXaHU3MBbI RTSP, H.323, SIP ALG u byHKIIUN
PPPoE passthrough/IP passthrough;

*  pa3pelMTh MapLIpyTU3aTOpPy UCIONb30BaTh ci1yx0y IGMPX;
* nHactpoutsb cepBuc CoovaChilli;
*  pa3peluTh UCIOIb30BaHUE IIpoTOKoaa VRRP;

*  pa3pemuTh UCoab30BaHue nporokosa TWAMP.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

VLAN

Ha crpanuie [ononHutenbHo / VLAN Bbl MokeTe penakTHpOBaTh CYMICCTBYIOIINE HIIH
co3naBath HOBbIe BHpTyanbHble cetu (VLAN), Hampumep, A pasrpaHuueHHs Tpaduka WM
co3aHus qonoaHuTenbHbIX WAN-nHTep¢eiicos.

ITo ymonuaHuto B cucteme Mapipytusaropa co3nano 2 VLAN-ceru.

* LAN — mis LAN-unrepdeiica, comepxur LAN-noptet u Wi-Fi-cetn. Bbl He Moxere
yaanuTh 1aHHyo VLAN-ceTs.

*  WAN - ms WAN-unTepoeiica, cogepxut nopt INTERNET. Ber Moxere penakTupoBarh
nannyto VLAN-ceTh unm ynaiurs ee.

= £ VHd¢opmauma o cucTeme

VLAN

Bkl MOXETE CO3G3TE MPYNNEl MHTEpGERCoR M NOPTOE MAPLWPYTSATORS, HANPUMEP, 4MA PA3rPaHHUYEHWA PAINMUHLIX THNOE TPaduea.

Cnucok VLAN +

O WwD e Tecsmer Hersp
0 - LAN . DIR-XXX, DIR-XXX-5G, LAN1, LANZ, LAN, LAN4
- WAN - WAN

PucyHok 148. Cmparuuya ononHumesnsHo / VLAN.

Hns Ttoro uroObl no06aBuTh HererupoBaHHble LAN-moptel win poctynHele Wi-Fi-cetn B
cyniecTByroIyr win HOByl0o VLAN-ceth, ux HeoOxoaumo uckimounts u3 cetu LAN Ha manHOM
crpanune. ns storo Beioepute ctpoky LAN. Ha orkpeiBmieiics cTpaHuiie B criucke TWRA uist
aneMeHTa, coorBercTBytomero LAN-nopry win Wi-Fi-cetn, BoiOepute 3HaueHne WCKMIOYEH u
naxxmurte kaonky MPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Yro6sl co3narh HOBYIO VLAN-cets, Haxkmute kHonky JJOBABUTD ( + ).

VLAN/AobaBneHne

WVLAN NHTepdeiic

Ecmm dyHxumA "Co3gate wHTepdeic” otemouena, To VLAN-cete
GypeT paboTaTs B pEXMME MOLT3 W NAKETh], NPOXDAALWE YEpES
Hee, He BygyT OTCNaMNEITECA.

1% Coszpate wHTepdeic

LANL LAN3 LANZ
Tean T Tin

TervpoeaHHE - Wernioren -
LAN1 WEAN

Tin Tm

WcxmioqeH - Weanioraen -

BecnpoBogHbIE MHTepdeRCEl

DIR-X¥¥-5G
Ll

WcxmioqeH - Weanioraen -

PucyHok 149. CmpaHuuya 0obasneHusi VLAN-cemu.

Bbl MoxeTe 3a1aTh cleayroue napameTpsbl:

MapameTp OnucaHue

Uma Hazpanue VLAN-ceTH 11 ynoO6HOM HAeHTU (UK.
VLAN ID Wnentudukarop VLAN-ceTH.
QoS Mertka mpropuTeTa Ui IepeaaBaeMoro Tpaduka.

CnBuHBTE MEpEKIIoYaTeNb BIPaBO, 4YTOOBI co3daTh HHTEp(eEiic,
KOTOPBI MOXKET UCIOJIb30BaThCsl pu co3nanuu WAN-coequHeHu .

Co3paTb UHTEPMENC | Chpunsre mepexiouarens BiIeBo, 40661 VLAN-cets paGoTana B
pexxuMe MocTa. Takoil THUI CeTH OOBIYHO HCIONB3YeTCS s
noakoueHus [PTV-npucrasok.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Bribepute THI AN KaXXAOTO MOpTa, BXomsAmero B gaHHyro VLAN-
CETh.
* HeTermpoBaHHbLIW — uepe3 ykasaHHBII mOpPT OyIer
MIPOXOJUTH HETETUPOBAHHBIN TpAPUK.

MopTbl « TernpoBaHHbIN — uyepe3 yKa3aHHBIA MOPT  OymeT
MPOXOANTh TerupoBaHHBIM Tpaduk. Ecim B VLAN-ceTh
no0aBieH XOTsl Obl OAMH MOPT TAKOro THIA, HEOOXOIUMO
3anonauTh ot VLAN ID u QoS.

OcraBbre 3HaueHue WCKIIOYEH U1 MOPTOB, HE BXONSIIUX B
nannyio VLAN-ceTb.
Beibepure 3naucHne HeTerMpoBaHHbIM mis kaxmoro Wi-Fi-
BecnpoBoaHble uHTepdeiica, Bxoasuero B AanHy0 VLAN-ceTs.
UHTepeichl OcraBbre 3HaueHue WcknroveH s Wi-Fi-unrepgeiicoB, He
BXOAIUX B JaHHYI0 VLAN-ceTb.

Haxxmure knonky MPUMEHUTD.

UtoObl pemakTupoBarh cymiecTByIyl0 VLAN-ceTb, BBIOEpUTE COOTBETCTBYIOIIYIO CTPOKY
B Tabnuie. Ha oTkpeIBIIelics cTpaHuile H3MeHuTe mapameTpsl 1 Haxkmute kHonky MPUMEHUTD.

UroOsl ymanuth cymiectByromyro VLAN-ceTs, ycTaHOBHTE (IaXKOK CIIeBa OT COOTBETCTBYIOIICH

CTpOKH TabmuIbl 1 Haxxkmute kHoniky YOAJIUTb (ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

FpynnupoBaHue nHrtepcdencos

Ha crpanunie [JononHutenbHo / pynnupoBaHue uHTepdencoB Bel MoxeTe cO31arh
IPYIIbl UHTEP(ENCOB, MOPTOB M COCAMHEHHUN MapIIpyTH3aTopa, HalpuMmep, Ui pa3rpaHuvCHHs
pasIMYHBIX THIOB Tpaduka. Takas GpyHKIHS UCIIONB3YETCs TIPEUMYIIECTBEHHO B ceTsx Triple-play.

[To ymomuanuio B cucteme mapuipytusaropa cosfana rpynna Default. Ber He moxkere ynanuth

JAHHYIO TpyIILy.

LA O CUCTEME r[:i'_',-’f'l NMPoBEaHWE UHTEP ¢!E‘ AcoB

MpynnupoBaHue MHTepdencos

Bhbl MO¥ETE CO3AETE MPYTINE MHTERpERCOB W NOPTOE MaPLUPYTWIATOPA, HANPUMER, 4NR PasrpaHWUEHNA PE3NMUHEIX TUNOE TPpaduka.

TpynnupoeaHne wHTepdencoe +

VAR B, Tk
WA WHIN-

¥imA FIHTepDEeNCE.
TPy i & CoOBOMHEHHMA COEAMHEHMA
LANT, LANZ, LAM3, LAN4, WiFi_2GHz_1, )
|:| Default MAT WiFi 5GHz 1 WAN

PucyHok 150. Cmparuya [JononHumensHo / pynnupoeaHue uHmepghelcos.

Jis co3naHMs HOBOTO IpaBMja JUIsl TpyNIUpoOBaHMS HHTepdeiicoB (rpymnmbsl HHTepdencoB)

Haxxmute kHonky JJOBABUTD ( + ).

rpynnuMpoBaHune WHTepgeicos/lobaBneHne

MHTepdenck
LAN
TN rpymnee Bbl MOMETE CO3EETE FEYTNEl MHTEpDERcOR M NOpTOB
NAT - MAPLUPYTHIATORE HA CTpaHMLE VLAN.
CoelMHEHWA
CoeguHeHue HazxausHne
WAN
YOANMUTL TNFUMEHWTE

PucyHok 151. CmpaHruuya 0obasneHus npasusna 05151 2pynnuposaHusi uHmepghelicos.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ha otkpsIBLIEHCS cTpaHuIie Bel MOXKeTe 3a1aTh ClIEAyOINE TapaMeTPhl:

MapameTp OnucanHune

" Ha3Banue gy HOBOWM rpynmbl  uHTepdeiricoB. MoxkeT ObITh
MA
IIPOU3BOJIBHBIM.

Tun rpynmnst.

* NAT - rpynma naHHOTO THITa OOBIYHO HCIIOJB3YETCS JIIS
IIOAKJIFOUCHHUSA K CCTHU HHTCpHeT u O6’B€I{I/IH$IGT BHCIIIHUEC U
JIOKallbHble HHTEpdeichl MapiHipyTHU3aropa, sl KOTOPBIX
JIOCTYITHA TPAHCIANUA aapecoB (cMm. pasnen Mackapaoune,

Tuvn rpynnbl ctp. 305).

* JlokanbHbIW — Trpymnma JIaHHOTO  THUNA  SIBISIETCS
BHYTPEHHHM  COEIMHEHHEM TIOPTOB  MaplIpyTH3aTopa;
OOBIYHO ~ HCTIONB3yeTCs JUIsl  OOBEOUHEHUS  YCTPOICTB
JIOKaJbHON CEeTH B HW30JMPOBAHHYIO CeTh 0e3 JocTyma K
WHrepHery.

B nannom paszzaene oro6paxkarorcss VLAN-cetu, conepxaiine B cede
LAN-noptsl u 6ecnipoBogHble HHTepdeiicsl MapuipyTuzaropa. s
nobaBieHusT HHTEP(EWCOB B TPYIMITy HEOOXOIUMO CHadaia CO3JaTh
OTZICJIbHYIO VLAN-ceTn, COJZIEpIKaIIY IO HeoOXoaMMEbIE
WLAN-unTepdeiics! u noptsl Mapuipytuszaropa (cm. pazaen VLAN,

UHTepdencsl cTp. 228).
Anst f00aBMeHAs KaKkOTo-MOO SIEMEHTAa B TPYNIY YCTaHOBHTE

COOTBETCTBYIOLIUHN (IIaXkKOK.
Juis  yoaneHWss Kakoro-mMOO dJeMEHTa W3 TPYIIbl CHUMHTE

cooTBeTCTByrOmMi  ¢uiaxkok.  JloOaBnsiemass rTpynma  JODKHA
coliepKaThb OMH UHTEPdEiC.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

Omobpasicaemcs monvko 0 muna epynnst NAT.

B manHOM paznene oroOpaxaroTcs CO3IaHHBIE Ha MapIIpyTH3aTOpPe
WAN-coenunenusi, VPN-coequnenust 1 VPN-cepBepsl.

Jns noGaBineHns Kakoro-nu0o COEIMHEHUS WU CepBepa B TPYIITY
BBIJIEJIUTE COOTBETCTBYIONIYIO CTPOKY TaOmuibl. B oTKpbIBIIEMCS
OKHE B packpbiBatomiemcsi crnucke Ha3HayeHue BwiOepuTe
HEO0OXOAMMOE 3HAYEHHE:

* WAN - wucronn3oBaTh BCE MapHIPYThl JUIS  JTAHHOTO
COEIMHEHU C BO3MOXKHOCTBIO n00aButh WAN-coennHeHue
CoeauHeHusn .
o ymonmuanuto. Hegoctynno mist VPN-coenuuennii u VPN-

cepBepoB. ['pynmna nomxHa comepkars Xots 661 ogHO WAN-

COEIMHEHMNE.

* VPN - wucnosnm3oBaTh BCE MapHIPyThl IS JAHHOTO
COCIMHCHUS WM cepBepa 0e3 BO3MOKHOCTH J00ABUThH
WAN-coenuHeHne 1Mo yMOT4YaHHUIo.

* He BbIOpaHO — KcoIb30BaTh COCTUHEHUE WM CEPBEP IS
TPYIIIIBL.

Haxxmute knonky COXPAHUTbD.

Omobpascaemcs, ecmu 6 pazoere COEOUHEHUST 6biOpato
LLInto3 no ymonuanuto | coeounenue ¢ nasnaueruem WAN.

IPv4 / Lnto3 no Jst Be160pa WAN-cOoeIMHEHHUS 10 YMOTYAHHIO JUTS TAHHOM TPYIIIIbI
ymonyaHuto IPvé YCTaHOBUTE MEPEKITIOUATEINb B TIOJI0KEHHUE, COOTBETCTBYIOIIEE ITOMY
COCIMHEHHIO.

[Mocne 3apanust HeoOXxoaUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YTo0bI 3aaTh APYyruc nmapaMeTpbl AJid IIpaBUIIa, BBI6epI/ITe COOTBCTCTBYIOLIYIO CTPOKY B Ta6J'II/II_Ie.

Ha orkpbiBumieiics cTpaHuIe W3MEHHTE HEOOXOAMMBIE TIapaMeTpbl M HAXKMHUTE KHOIIKY
NMPUMEHUTD.

UTo0B! ynamuTh MPaBUIO, YCTAHOBHUTE (UIAKOK CJ€BAa OT COOTBETCTBYIONIEH CTPOKU TAONHIIBI H

naxvute kaonky YOAJIUTD ([1] ). Ber Takxke MoxeTe ymamuTh TPyIIy Ha CTPAHHIIE W3MEHEHHUS
IapaMeTPOB.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

HacTtpoiika mappyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

Ha3zHaueHune WAN

Ha crpanune fJlononHutenobHo / HasHayeHne WAN Brr mokere ucmonb3oBats LAN-mopTs
MapIIpyTU3aTOpa B Ka4eCTBE AONOTHUTEIbHBIX WAN-IOpPTOB, a Takke ucrnonb3oBatb WAN-TIOPT B

kauectBe LAN-nopra.

£ Wudopmauwa o cucteme HasHaueHne WAN

HazHaueHne WAN

Bl MOXETE MCNONBI0EATE O4WH W HECKONBLKO NOPTOS MaPLUPYTW3aTOpa ANA NOAKNKYEHWA K BHELUHER CETW. 3TH
NopTeE ByAyT MCNONL30BATECA B KadYecTee WAN-nopTa. AR gansHerWen HACTROWKK NepenauTe Ha cTpaduuy VLAN

“ o “ - “ o “ - ﬁ 2

PucyHok 152. CmpaHuya JononHumernbHo / HazHa4yeHue WAN.

Ucnonb3zoeaHue LAN-nopmoe e kauecmee WAN-nopmos

UroObl HACTPOUTH OAWH HIM HECKOJIbKO LAN-mopToB MapumipyTu3aropa Ui HCIOJIB30BaHHS B
kagectBe WAN-IOPTOB, BBITIOJIHUTE IIEPEUMCICHHBIE HUXKE IEHCTBUS.

1.

Ha ctpanune flononHutensHo / HasHayeHne WAN Bribepute LAN-OpTHI 1 HAKMHUTE
kaonky MPUMEHUTDb.

[Mepeiimure Ha crpanuity JlononHutenbHo / VLAN u co3naiite nononuuteababie VLAN-
CeTH, B KaXIyH M3 KOTOPBIX OyleT BXOAWTh OMWH BbiAeicHHBIH LAN-mopt (cM. pasmen
VLAN, ctp. 228).

Yro0bl _co31aTh_ceTeBOW MHTEPGENC, K KOTOPOMY MOKHO mpuBsa3aTe WAN-coeIHMHEHHE,
npu__nobaenennn  VLAN-cetn nepekmwouarens Co3gaTb WMHTepdeUrc HeoOXommmo

CABHHYTH BIIPABO.

[epeitnure nHa crtpanuny HacTtpouka coeauHeHun /| WAN u cospaiite  WAN-
COEIMHEHMs, KOTOpble OydyT HpUBSI3aHbl K CETEBbIM HHTep(elicaM COOTBETCTBYIOLIUX
VLAN-cereit (cm. paznen WAN, ctp. 60).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Ecnun Bel Oonblilie HE XOTHUTE HCMONB30BaTh Kakou-1ub00 LAN-mopt B kadectBe WAN-mopra,
BBITIOJIHUTC NICPCUUCIICHHBIC HUXKC I[GI\/'ICTBI/ISI.

1. Ha crpannne Hactpomka coeguHeHun | WAN ymamure WAN-coenunenue,
npuBs3aHHOE K cereBoMy uHTepdeiicy VLAN-ceTn, B KOTOPYIO BXOAUT COOTBETCTBYIOIIUI
LAN-nopt (cm. pazaen WAN, ctp. 60).

2. Tepeiimure Ha crpanuiyy JononHutenbHo / VLAN u ynamute sty VLAN-ceth (cMm.
pasznen VLAN, ctp. 228).

3. Tlepeiiaure Ha crpanuity JlononHutenbHo / HasHayeHne WAN, caumuTe BBIIEIEHHE C
cootBeTcTBytomero LAN-nopra u Haxxmute kHoniky MPUMEHUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Ucnonb3oeaHue WAN-nopma e kayecmee LAN-nopma

YroOsl HacTpouth WAN-MOpPT MapmipyTu3aropa JUis HCIOIb30BaHUS B KadecTBe LAN-mopra,

BBITIOJIHUTC NICPCUUCIICHHBIC HUXKC I[GI\/’ICTBI/ISI.

1.

Ha crpannne Hactpomka coeguHeHun | WAN ymamure WAN-coenuneHue,
npuBsizaHHoe K cereBoMy uHTepdeiicy VLAN-cetu, B kotopyro BxoguT WAN-mopt (cwm.
pasnen WAN, ctp. 60).

[Mepeiinure Ha crpanuny [lononHutenbHo / VLAN u ynamute 3ty VLAN-ceth (cM.
paznen VLAN, ctp. 228).

Ha crtpanurie flononHutenbHo / HasHayeHne WAN cuumvure Boimenenune ¢ WAN-
nopra u Haxxmure kaonky MPUMEHUTD.

Ecin Bpl Gonbuie He xotute ucnonb3oBatb WAN-nopT B kauectBe LAN-mopra, BBIIOIHHUTE

NEPCUNCICHHBIC HUXKC I[GﬁCTBHH.

1.

Ha crpanune flononHutensHo / HasHayeHne WAN Brioepute WAN-1OPT ¥ HOKMHUTE
kHonky MPUMEHUTD.

[Mepeiinure Ha crpanuity JlononHutenbHO / VLAN u cosnaiite VLAN-ceTh, B KOTOPYIO
Oynet Bxoauts WAN-nopt (cM. paznen VLAN, ctp. 228).

YroObl co3nare cereBodl uHTEpdenc, K KOTopoMy MoxHO npussa3ate WAN-coenuHeHue,
opu_pobasnennn VLAN-cetu mepekmodarens CosfaTb MHTepdeMnC HeoOXoammo
CIBUHYTb BIIPABO.

[Mepeiinute Ha crpanunyy HacTtpowka coeauHeHun /| WAN wu cosmaiite  WAN-
COEZIMHEHHUE, KOTOpoe OyIeT MpHBs3aHO K ceTeBoMy uHTepdeiicy 3toii VLAN-cetn (cMm.
pasnen WAN, ctp. 60).

CrtpaHuua 236 ns 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
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PyKOBOD,CTBO nonb3oBarens

SNMP

Ha crpanune [lononHutenbHo /| SNMP Bel moxkere BKIOYHTH M HAacTpouTh SNMP-areHT
MapIipyTu3aropa.

SNMP-arenT — 310 ciy»06a, KOTOpasi OTIPABIAET JaHHBIC O COCTOSTHHHM W HACTPOWKAX YCTPOMCTBA,
Ha KOTOpPOM OHa BkJtoueHa, SNMP-MeHexepy (cucteme ympasieHus ceTblo Barmiero nposaiinepa
WIN CUCTEMHOT0 aIMUHHUCTPATOPA).

dLUKMA O CMCTEME

SNMP

Bl MOMETE BENOYWTE W HACTPOWUTE SNMP-areHT MaplupyT3atopa. SMMP-areHT - 3To cnyx6a, koTopaR OTNPaBnReT AaHHbIE O
COCTOAHWMM W HACTPOMKAX YCTPOWCTEE, HA KOTOPOM OHa BrAtoyYeHa, SMMP-meHepxkepy (CHCTEME yNpaBneHwa CeTeto Bawero
npoBadgepa MK CUCTEMHOND afMUHUCTpaTopa).

KoHdurypauwms CoobllecTBa

) BrnounTte SNMP NOBABWThH

Wmn yorpoiicrea

Router

KoHTakTHas mHdOpMaLM=a AN agMUHWCTRATORS

Admin <roct@localhost>

Pacnono#eHWe CHCTEMBI
Test room
MonbzoBaTenu +

He co3gaHo HW ogHOrC NONL30BaTENA

PucyHok 153. Cmparuuya JononHumensHo / SNMP.

Yr1obbl BrIHOUHTE SNMP-arent, B pasmene KoHdpurypaumsa capunbre mepekiovaTesb
Bkntountb SNMP Brpaso. 3atem 3aaiiTe HEOOXOMMBIC TAPAMETPHI:

MapameTp OnucaHwue

KoHdurypauus

o Hassanme wapmpyrtusatopa pansd wuaeHtu@ukanuu B SNMP-
Uma yctponcrtea puipy’ pa 1 bl b

MEHEKEPE.
KoHTakTHas
HononauTtenpHass wHOOpMAIUS ISl CBSI3H C  aJIMHHHCTPATOPOM
nHdcpopmauuma ana
MapIIPyTU3ATOPA.
agMMHUCTpaTopa
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PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue
PacnonoxeHue JomnonuutenbHass uHpopManus o (aKTUIECKOM MECTOIMOIOKEHHUH
cUcTemMbl MapIIpyTU3aTOPA.

Ecmm SNMP-menemxkep paboraer mo mpotokory SNMPv2c, cospmaiite cOOOIIECTBO C MPaBOM
gyreHus, yepe3 koropoe SNMP-MeHekep cMOXKeT moy4yarh JaHHbIe 00 ycTpoiicTse. J{ist 3Toro B
paznene CoobuwecrtBa naxmute kaonky [JJOBABUTbD u B oroOpasuBiieiicss cTpoke 3amaiite
Ha3BaHHE HOBOTO COOOIECTBA.

YrtoOBI y1aIuTh COOOIIECTBO, HAXKMHUTE HA 3HAYOK YAANUTb (*) B COOTBETCTBYIOIIEH CTPOKE.

Eciiu SNMP-menemxep paboraer mo mporokory SNMPv3, cozmaiite monb3oBarens ¢ HpaBoOM
yTeHusl, uepe3 kotoporo SNMP-Menemxep cMoxeT noinydars 1aHHble 00 ycTpoiicTse. s 3TOro B

paszneine NMonb3oBaTtenu naxvure kHonky [JJOBABUTb (+ ).

[obaBneHwne nonb3oBaTens X

1pOnk ayTeHTUQUKaL1n® o

COXPAHWUTb

PucyHok 154. OkHo OobasrneHus rosib3o8amerisi.

B OTKPBIBHIEMCA OKHE 3az[a171Te HCO6XO,I[I/IMBIe mapaMeETphI:

MapameTp OnucaHue

Nma 3amaiiTe uMs Toap30BaTeNs A qoctyna u3 SNMP-menemxepa.
MpoTtokon Bribepute u3 cnucka HEOOXOAMMBIM METOJ| ayTeHTH(PHKALUU WIH
ayTteHTUUKaummn octaBbTe 3HaueHue HeT, ecnu ayTeHTHMKAIMS HE TpeOyeTCsl.
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PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

3a,[[aﬁTe napoJjib [Jisd ay'TeHTI/I(I)I/IKaI_II/II/I MOoJIb30BaTeyd I JOCTyIla

Maponb 3 SNMP-menemxepa. Ilone oroOpaxaercs, €cid B CIIHCKE
ayTeHTUdUKaumm Mpotokon ayTteHTUdMKauum seigeneHo 3HaueHune MDS wim
SHA.

BriGepure w3 cnmcka HEOOXOMUMBIM MeToN MmU(pPOBaHUS WIH
ocraBbre 3HaueHue HeT, ecnu mmdposanue He Tpedyercs. Crucok
otoOpaxaercsi, ecniu B crnucke [lpoTokon ayTteHTUdMKauuu
BeieneHo 3Hauenne MD5 wnu SHA.

MpoTtokon wudpoBaHusa

3amaiite kou mudpoBaHus s oOMeHa JaHHBIMH Mexay SNMP-
areHToM u SNMP-menemxkepom. Ilome ortoOpaxkaercsi, eciu B
ciucke MNMpoTtokon wudgpoBaHnA soinencHo 3Hauenne DES wmn
AES.

Kniou wndcgppoBaHusn

3anmaiiTe CTPyKTYpHBIH »dreMeHT ©6a3pl MIB, kortopsiii Oymer
noctynen SNMP-menemxkepy.

Haxxmute knonky COXPAHUTD.

NMoppnepeso MIB

UroObl 3a1aTh Apyrue mapaMeTphbl sl KaKoro-1u0o Moib30Baresl, BBIOEpUTE COOTBETCTBYIOILYIO
CTpPOKYy B Tabnuiie. B OTKpBIBIIEMCSI OKHE M3MEHUTE HEOOXOAMMbIC 3HAUCHUS M HAKMUTE KHOIIKY

COXPAHUTD.

YToOBI yIalIuTh MOJIH30BATEIIS, YCTAHOBUTE (PIIAYKOK CIIEBAa OT COOTBETCTBYIOIICH CTPOKH TaOIUIIBI
u Haxxmute kaonky YOAJIUTb (ﬁ ).

[Mocne 3aianmst HeOOXoAUMBIX NapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

Yrober BeIKIIOUNTE SNMP-arent, B pasaene KoHdMrypauumsa casuebTe mepeKiIrOdYareib
Bkntountb SNMP Brnero u Haxxmure kHonky MPUMEHUTD.
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PykoBoacTBO nonb3osarens

DNS

Ha crpanune flononHutenbHo / DNS Bri MmoxkeTe 100aBuTh B crictemy cepBepbl uMeH (DNS-
CepBeEpHI).

DNS

DMNS5-cepeepel (Cepeepsl MMeH) MCNOAL3YITCA 408 onpejensHnd IP-agpeca no MeHW cepeepa BO BHYTPEHHWX CETAX MW
ceT¥ MHTepHeT. Bel MOXeTe 3a4aTk agpeca DNS-CepBepoB BRYHHYH MW HACTROWTE AETOMATHHECKOE NONYHYeHNe OT
npoeaigepa Npy YCTaHOBKE CoBfMHEHMA.

IPv4 IPv6

J© BpyuHyto J© BpyuHyro

. L3 no ymon4aHnuH . LLINt03 No yMmon4aHum
WHTERdENC MiHTEpdeic

statip_o

CepBepbl MMeH

anﬂ,HEIEiHEI'L'IEHI:I ANA MCNOMBE30BAaHUA KNWeHTaMW NOKaNnsHOW CeTu.

IPv4
1.1.1.1 a
1.0.0.1 a

PesepBHble cepBepbl

anﬂ,HEIEiHEI"-'IEHI:I ANA UCNONL30BaHWMA MapLWPYyT3aTopOoM, eCn HELAOCTYNHBLI ajgpeca, 3a4aHHbIe BRYUHYH WK NonyYeHHbLI2

JdETOMATNUECKK.
IPv4 IPv6
NOBABWTL CEPBEP NOBABWTL CEPBEP

NMPUMEHUTE

PucyHok 155. Cmparuya fJonosiHumesnbHo / DNS.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBO,EI,CTBO nonb3oBarend

DNS-cepBepbl ucnons3yrorea s onpeaeneHus [P-agpeca mo mMeHHM cepBepa BO BHYTPEHHHX
ceTaX WM ceTh VIHTepHeT (Kak MpaBWIIO, YKa3bIBAIOTCS MPOBAWIEPOM MM HA3HAYAKOTCS
aIMUHUCTPATOPOM CETH).

Bbl MoxeTe BpydHyIO 3aJaTh aJpeca TAaKHUX CEPBEPOB Ha JAaHHOM CTpaHMIIE WJIH HACTPOUTH
aBTOMAaTHYECKOe ToiydeHune aapecoB DNS-cepBepoB OT mpoBaiiiepa mpu YCTAHOBKE COCIUHEHHUS.
Taxke 31ech Bbl Moxere 3amarh aapeca pesepBHbIX DNS-cepBepoB, KOTOpbIE MapIIpyTH3aTOP
MOXCT HCIIOJIB30BaTh, €CJIIM aaApecCa, 3aJaHHBIC BPYYHYIO WM IIOJIYYCHHBIC AaBTOMATHU4YCCKH,
HE/IOCTYTIHBI.

HI!I/I HCNOJIL30BAHUW BCTPOCHHOIO DHCP-CC[)BGI!& HAa3HAYEHUE CETEBBLIX NAPAMETPOB (B

m  ToM yuciae DNS-cepBepoB) KIIMEHTAM OCYINECTBISIETCI aBTOMAaTHYECKU.

3aaiiTe HEOOXOAMMBIC HACTpOWKHU s mpotokona IPv4 B pasnene IPv4, s nporokona [Pvo — B
paznene IPv6.

UToOBI HACTPOUTH aBTOMATHYECKOE TMOTydeHue anpecoB DNS-cepBepoB, CIBHHBTE TIEPEKITIOYATETH
BpyuHyto BieBo. 3arem caBuHbTE Tepekiouarens LLINK03 No yMonyaHuio BieBo u BeiOepHTE
WAN-coennHenue, kotopoe OyneT HCIOJb30BaThCsl JJIi aBTOMAaTHYECKOTO MOIYYEHHs aJpecoB
DNS-cepBepos, B crucke MUHTepdenc. Eciu Bol xoTuTe, 4T00BI MapUIPYTH3aTOpP HUCIIOIb30BAT
WAN-coequHeHrME 10 YMOJYAHUIO M [oinydeHus azapecoB DNS-cepBepoB, cIBHHBTE
nepexioyarens LLINO3 no ymonyaHuio Bipago.

Yrobwl 3amate DNS-cepBep BpyuHylo, CIBUHBTE Tepekiodaresib BpyUYHyr Bmpaso. B pasnene
CepBepbl MMeH cootBeTcTByOmEeil Bepcun IP-mportokona Hakmute kHonky JAOBABWUTb
CEPBEP u B oro6pasusiieiics ctpoke BBenute IP-ampec DNS-cepsepa.

Yro0s! 3anmare pesepBHblii DNS-cepBep, B pasznene Pe3epBHble cepBepbl COOTBETCTBYIOIICH
Bepcun [P-mpotokona naxkmure knonky JJOBABUTb CEPBEP u B oroOpasuBmiciics CTpoke
BBeaute [P-anpec DNS-cepsepa.

Yro6s! yaanuts DNS-cepsep co crpannisl, Hakmute kHonky YOANUTD ([ ) B ctpoxe anpeca.

[Tocie 3amanus Bcex HeoOXOAMMBIX 3HaueHHM HaxxmuTe kHOonky MPUMEHUTD.
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PykoBoacTBO nonb3osarens

DDNS

Ha crpanune [lononHutenbHo /| DDNS Bei moxere onpenenuts nmapamerpsi DDNS-cepBuca,
KOTOPBIH TTO3BOJISIET CO3/1aTh COOTBETCTBUE JJOMEHHOTO HMEHH ¢ AMHAMUYeCKUMU [P-anpecamu.

= < DNS DDNS &
DDNS
Bbl MoxeTe on PEAENTE NapaMeTpbl DDNS-CEPBM(E, KGTOprﬁ NO3BONAET CO3aTb COOTBETCTBE JOMEHHOND MMEeHW C AMHAMWYeCKUMK
IP-agpecamu.
Cnncok DDNS +

He pobaeneHo HM ogHoro DDNS-cepsuca

PucyHok 156. Cmparuya fononHumensHo / DDNS.

Yrobbl 106aBuTh HOBBIEE DDNS-cepsuc, Haskmute kHonky JJOBABUTD ( + ).

£ DDNS DDNS//lobaBneHwe

® sBxrouuts

Mma xocTa
Hanpumep: host.ru Maponk

OOBAEBWTE XOCT
Twun uHTepdeiica

Tpynna hd
DDMS-cepanc®
changeip.com hd MuTepdeiic
Default hd
0OHOBNEHWA (B MUHYTaX)*
COXPAHWTE

PucyHok 157. Cmparuya dobaesneHusi Hoeoeo DDNS-cepsuca.
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PyKOBO,EI,CTBO nonb3oBarend

Ha otkpeiBiI€iics cTpanuiie Bel MOKeTe 3a/1aTh CIEAYIONINE TApAMETPHI:

MapameTp OnucaxHune

CaBuHBTE MEepeKIIoUaTeNb BIPaBo, 4T00bI akTuBUpoBaTh DDNS.
Bknrountb
CnBuHBTE TIepEKITIOYaTeNb BIEBO, 4TOOBI OTKIFOUNTh DDNS.

BBenure momHoe goMeHHOE UMs, 3apeructpupoBaHHoe y DDNS-
IpoBaniepa.

Ecimn Bel XoTHTE HMCHONB30BaTh €I€ OJHO JIOMEHHOE HMSI DTOIO
MUmsa xocTa DDNS-npogaiinepa, naxmure kHonky JOBABUTb XOCT u B
0TOOpAa3UBIICHCS CTPOKE BBEIUTE HEOOXOAMMOE 3HAUCHHUE.

YroObl yIaIuTh JOMEHHOE MMs, HAXMHUTE Ha 3HAYOK YAANUTb (*)
B CTPOKE UMEHHU.

B packpeiBaromemcs crmucke Bbioepute DDNS-mposaiinepa. Ecim
Bamero mpoBaiiiepa HeT B CIHCKe, BbBIOEpUTE 3HAUEHUE
MNpoBanpge nonb3oBaTens u 3aI10JIHUTE 0JIs
DDNS-cepBuc P P . ’

oroOpa3uBLIMECS Ha CTpaHMLe. 3ajnaidte HazBaHue DDNS-
npoBaiinepa B none MMs, nomeHHoe nMs cepBepa mpoBaiiaepa — B

nosie CepBep u MecTononoxeHne HacTpoek — B roie MyThb.

Nma nonb3oBaTens Nms nonw3oBarens ans apropuzanuu y DDNS-nipoBaiinepa.

Nabonb [Tapons s aBropusaumu y DDNS-nposaiinepa. Haxmure Ha
P 3Hauok Moka3aTtb ( & ), uToObl 0TOOPA3HUThH BBEJICHHBIN MAPOIIb.

B packpeiBaromeMcss crnucke BbIOEpUTE HEOOXOAMMBIN  THII

Tun uHTepcpenca
Pe uHTepdeiica, uepes Kotopslit Oyner paborars DDNS.

B packpsiBaromeMcsi CIucke BBIOEPUTE HEOOXOIMMOE COCTUHECHHE
Mapuipytuszatopa s padorsl DDNS. Ecnu BeiOpana rpynma
coequHeHH, OymeT wucmonb3oBathess WAN-coenuHEHHE  TI0
YMOJTYAHUIO AJIs BEIOpAaHHOW TPYTIIEL.

UHTepdenc

WuTepBan (B MUHyTax) MeXAy OTIPABKOW JaHHBIX O BHemrHem [P-
Mepuop o6HOBNEHMUA

aZpece mMaplipyTuszaropa Ha coorBeTcTByomuii DDNS-cepBuc.

[Tocne 3amanust HeoOxoauMBbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

UtoObsl 3amaTh Jpyrue mapaMmeTrpbl i cymecTtByromero DDNS-cepBuca,  BwiOepuTe
COOTBETCTBYIOILIYI0 CTPOKY B TaOmuue. Ha OTKpbIBIIEHCS CTpaHulle HU3MEHUTE HEOOXOIHMBIE
napametpbl 1 HaxmuTe kHonky COXPAHUTD.

UroOsl ynanuth cymectByronmii DDNS-cepBuc, yctaHOBUTE (DI1a)KOK ClieBa OT COOTBETCTBYIOIIEH

cTpoku Tabmuisl 1 Haxmute kaorky YAANUTD ([1).
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PyKOBOD,CTBO nonb3oBarens

HacTpoiku noptoB

Ha crpanune JlononHuTenbHo / HacTpoWKM NOpPTOB Bbl MokeTe HACTPOHUTH MIIM OTKIIIOYHTH
ABTOCOIIACOBAHUEC CKOPOCTHU U PCIKHUMaA AYIIICKCA, d TAKIKC BPYUHYIO HACTPOUTH CKOPOCTh U PCIKUM
nyruiekca s kaxaoro Ethernet-nopra mapiipyrtuzaropa.

B pexume aBrocornacoBanus Bbl Takke MOXKETE BKIIFOUNTH MM BBIKIIOYMTH (DYHKIIUIO YIIPABICHUS
IIOTOKOM JIaHHbIX. JlaHHas QyHKLUSA UCHOIb3YeTCs Uil PABHOMEPHOIO pacpeeeHNs Harpy3Ku B
CeTsSX IMpOBaiiiepoB. YTOUHHUTE Yy CBOEro IpoBaiijepa, TpeOyeTrcs JM BKIIOYEHHE (QYHKIUH
yIpaBJIEHUS IOTOKOM.

= < DDNs HacTtpoiikn nopToB 8

HacTpoliikv nopTtoB

Bbl MoxeTE HACTPOUTb MW OTKNHYNTE aBTOCOMNACOBAHNE CKOPOCTK W pEXMa OYMNNEKCE, 8 TAaKKe BPYYHYH HacTpoOWTb CKOPOCTb W
PEXUM AYNNEKCa ANA Kam[oro EthernetﬂopTa Y(TPOﬁCTBa. B pexuMe aBTocornacosaHnA Bbl TaKOKe MOXETE BKAKYUTL WAKW BLIKNKYUTL
prHKLl'Ir'IHJ YNpaeneHNA NOTOKOM AaHHBIX.

MopT Craryc ABTOCOTNACOBAHWNE CkopocTe KOHTpoAb NoToka

LAN4 @ OTknoveHo BrntoveHo
LAN3 @ OTkntoveHo BrntoveHo
LANZ @ OTknoqeHo BratoveHo
LAN1 @ nNogxnouero Brar4eHo 1000M-Full OTKNHOYeHO
WAN @ nogknwoueHo BraueHo 1000M-Full OTKNOYeHo

PucyHok 158. Cmparuya JononHumensHo / Hacmpoliku nopmoes.

YroObl HACTPOUTH ABTOMATHYECKOE COINIACOBAaHME WJIM BPYYHYIO HACTPOHMTH CKOPOCTb U PEXKUM
nyruiekca ais kakoro-nu6o Ethernet-nmopra, BeiOepuTe COOTBETCTBYIOIINIM MOPT B TAOIUIIE.

' ABTOMATHYECKOE COIIACOBAHME JIOJDKHO OBITh BKIIOYEHO HAa O0OMX YCTPOWCTBAX,
u OPTraHM3yIomuX COCANHCHUC.

H[!I/I BBIKJIIOYEHHOM aBTOMATHUYCCKOM COITIaCOBAHHUH H&CT[!OI‘/'IKI/I CKOPOCTHU W PEKMUMA

OYIUICKCA JIOJDKHBI  OBITh  OJIMHAKOBBIMHU _JUISL  O0OMX YCTPOKWCTB, OPraHU3YIOIIUX
COCAMHCHUC.
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PyKOBO,EI,CTBO nonb3oBarens

ABTOMATHYECKW -
Pexxmmbl aBTOCOrNnacosaHmns

@® 1000M-Full

® 100M-Full

® 100M-Half

® 10M-Full

® 10M-Half

KOHTPOﬂb NoTOKa

® CvmMeTpHUHbI KoHTPONL NoToKa

COXPAHWUTE

PucyHok 159. OKHO u3MeHeHuUs1 HacmpoeK ropma Mapuwpymusamopa.

B oTkpbIBIIEMCS OKHE 3aJjaiiTe HEOOXOIMMBIE [TapaMeTPhI:

MapameTp OnucanHue

Bribepure 3HaueHme ABTOMaTMYeCKW, dTOOBI  BKIIIOYHTH
aBTOMaTHuecKoe cortacoBaHue. [Ipu BeIOOpe 3TOro 3HaUYCHUs B OKHE
HACTPOEK O0TOOpaXkaroTcs paszeisl PeXXUMbI aBTOCOrnacoBaHus
u KoHTponb notoka.

Brioepute 3nauenue 10M-Half, 10M-Full, 100M-Half wiz 100M-
Full, uToOb1 BpyuHYI0 HACTPOUTH CKOPOCTH M PEXKUM JYIUICKCA JIJISI
BBIOPAHHOTO TIOpTa:

* 10M-Half — mepenaya naHHBIX BEACTCS TOJBKO B OJHOM
HaIpaBJICHUH B OJJUH MOMEHT BpeMeHH (JIUOO MpHueM, Ju00

CkopocTb nepeaada) ¢ MaKCUMaJIBHO BO3MOXKHOUM ckopocThio 10 Mout/
C,
* 10M-Full - nepemaya maHHBIX BemeTCs B JIBYX

HaIpaBJICHUAX OOAHOBPEMCHHO (HpI/ICM U Iepeaada JaHHbIX B
OAMH MOMEHT BpPEMEHH) C MaKCHMAaJIbHO BO3MOKHOU
ckopocTtbio 10 M6ut/c;

* 100M-Half — mepemaua nmaHHBIX BEAETCSA TOJBKO B OJHOM
HaIpaBJICHUH B OJUH MOMEHT BpeMeHH (JIUOO TmpHueM, Jru00
nepegada) ¢ MaKCHMajdbHO  BO3MOXKHOM  CKOPOCTBIO
100 Mowurt/c;
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PyKOBO,EI,CTBO nonb3oBarens

MapameTp Onucanue

* 100M-Full — nepemaya pmaHHBIX BeleTcs B JIBYX

HaNpaBJICHUSIX OJHOBPEMEHHO (TIpUEM M Iepeava JaHHBIX
B OJAMH MOMEHT BPEMEHH) C MaKCHMaJIbHO BO3MOXKHOM
ckopocthio 100 Mour/c.

Pexumbl aBTOCOrnacoBaHus

YroObl BKIIOYHUTH HCOGXOI[I/IMBIC PCKUMBI TMICpeaadru HJaHHBIX, CABHUHBTC COOTBCTCTBYIOIIIHC
MEPCKIOYATCIIN BIIPABO.

KoHTponb noTtoka

C)IBI/IHBTC TNEPEKI0YATEIIb BIIPpaBo, yTOOBl BKIIIOYUTH (I)YHKHI/II'O
Cum MeTPUYHbI n YhpaBJIC€HHUA IIOTOKOM JJIs IIOPTa.

KOHTPOJIb NOTOKa CIaBUHBTE IEpPEKIOYaTeNlb BJICBO, YTOOBI OTKIIOYHTH (DYHKITHIO
yIpaBJICHHUS TIOTOKOM TSI [TOPTa.

[Mocne 3aanus HeoOxoauMbIX apameTpoB HaxkmuTe kHoky COXPAHUTD.

Ecnu Bnocnenctsun Bam monamoOuTes 3aaarh Ipyrue mapaMmerpsl Ui MOpTa MapIipyTH3aTopa,
BBIOEpUTE 3TOT MOPT B Tabmuile. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOIMMBIE IapaMmeTphl U

Haxxmute kHonky COXPAHUTD.
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PykoBoacTBO nonb3osarens

KnueHT TR-069

Ha crpanune [lononHutenbHo / KnueHT TR-069 Bl MokeTe HACTPOUTH MapIIpyTH3aTOP IS
B3aMMOJICHCTBUS C yAaJICHHBIM cepBepoM aBTOKoHpUrypauuu (Auto Configuration Server, ACS).
Knuent TR-069 ncnionb3yercs s yaajaeHHOTO HAOIIOIeHUs 3a pab0TON yCTPONCTBA U YIIPABICHUS

HUM.

= 4 MapLpyTtusaums KnueHnT TR-069 B8

KnueHT TR-069

Bbl MOXETE HAaCTPOMTL MapLIpyTU3aTop ANs B3aUMOAENCTBUS C YAaneHHbIM cepBepoM aBTokoHpuMrypaumm (Auto Configuration

Server, ACS).
KnueHT TR-069 ucnonbayetcs Ans yaaneHHoro Habnaexns 3a paboToit yCTpolicTBa W ynpasieHus uM.

@ BxounTs KneHT TR-069 HacTpoliku onoeLleHus
Wirepdpelict ® Bxouero
ABTOMaTUYECKNIA -
WHTepBsan (B cekyHaax)
120
HacTpoliku cepeepa aBTOKOHDUIypaLm Hactpoliku Connection Request

. Monyuyate URL-agpec no DHCP
Mms nonb3aosarensi

URL-agpec
Maponb o
Mms none3osarens Mopt 3anpoca
8999
Maponb o
MyTb 3anpoca
NPUMEHUTb

PucyHok 160. Cmpa+uuya Hacmpolku knueHma TR-069.

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp OnucaHune

KnuenTt TR-069

BKNOYMTb KNUEHT CaBuHbTE IepeKiIoyareb BIPAaBO, YTOObI BKIIOUUThH KiueHTa TR-
TR-069 069.

Ctpanunua 247 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

Wutepdeiic, koTopblii OyaeT HUCMOIB30BaTh MapUIpyTU3aTOp JUIs

B3aUMOJICHCTBUSL ¢ cepBepoM aBTOKoH(puryparmuu. OcraBbre
Wutepdpenc 3HaueHHe ABTOMATU4YE€CKUM, 9yTOOBI YCTPOICTBO CaMo BBIOMPAIO
uHTeppelC Ha OCHOBAHUM TaOIMIBl MApIIPYTH3ALMH, WA
BBIOECpHTE JIpyroe 3Ha4eHHe, €Ci 3Toro Tpedyer Bamr nposaiizep.

HacTpoiku onoBeLueHus

CnBuHBTE TMEpeKIoYaTeNlb  BOPABO, YTOOBI  MapIIPyTHU3ATOP
BkritoyeHo OTIpPAaBIST OTYETHl (MHpOpMAIMIO 00 YCTPOHCTBE M CETEBYIO
CTaTHCTHKY) CEpBEPY aBTOKOH(UTYpAIUH.

UHTepBan 3anaiite nepuoj BpeMeHH (B CEKyH/1aX) MKy OTIPAaBKOW OTYETOB.

Hactpownku cepBepa aBTOKOHUrypaumm

Ecnu mepeximodatesnb CABUHYT BIPAaBO, MAapIIPyTH3aTOp MOIydaeT
URL-anpec  cepBepa  aBTOKOH(UTYpallul  TMPH  yCTAaHOBKE
Monyyatb URL-aapec | COCAMHCHHS THIIA OunHamunyeckum IP.

no DHCP Eciun  neobxomumo 3amate URL-agpec  BpydHyro, CIABHHBTE

MEPCKIOYaTCiib BJIICBO W BBCAUTC H606XOI[I/IM06 3HAYCHUEC B II0JIC
URL-agpec.

URL-anpec cepBepa  aBTOKOH(UIYpaIlUU OpeI0CTaBIEHHBIHN
URL-agpec v pBep urypamun,  mpex
MpoBaiiiepom.

Nwms M10JIb30BaTENA JUIs HOJKJTIOYEHUS K cepsepy
Nma nonb3oBaTens
aBTOKOH(UTypaIuu.

Nabonb [Taponb 11 moaKIIIoYeHHsI K cepBepy aBTOKOH(Urypauuu. Haxmure
P Ha 3Ha4oK Moka3aTb (&), uroObl 0TOOPa3UTh BBEACHHBIN MAPOJIb.

Hactpownku Connection Request

Wwmst mosnp3oBaTensi, UCIOJIB3YeMOE CEPBEPOM aBTOKOH(UTYpAIHH
Uma nonb3oBaTens Ui Tepeladd  MaplipyTHU3aTopy 3ampoca Ha  COCIUHEHHE
(ConnectionRequest).

MNaponk [Taponb, ucnonb3yeMblii cepBepoM aBTOKOH(Urypanuu. Haxmure
P Ha 3Hauok MokasaTtb (&), uToObI 0TOOPA3UTh BBEICHHBIH MAPOJIb.

ITopr. HUCIIONBL3YEMBIM  cepBepoM  aBTokoHpurypamun. Ilo
MopT 3anpoca P Y PBEp Quryp
YMOJTYaHMIO 3aJ1aH TTopT 8999.

MNMyTb 3anpoca [TyTh, HCIIOIB3yeMBIN CEpPBEPOM aBTOKOH(UTYpALIUH.

[Mocne 3ananmst HeoOXoAUMBIX apameTpoB HaxxmuTe kHonky MTPUMEHUTD.
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PyKOBOD,CTBO nonb3oBarens

3epkasimpoBaHue NOpToB

Ha crpanune JononHutensHo /| 3epkanupoBaHue MOPTOB Bbl MokeTe aKTHMBUPOBATH
(GYHKIUIO 3€pKaJMpOBaHUS TMOPTOB MAapLIpyTHU3aTOpa. 3epKaJUpOBaHUE IOPTOB IO3BOJISET
KOITUPOBaTh Tpa(uK C OJHOIO WIM HECKOJbKUX IOPTOB B MOPT Ha3HAUEHUs JIi MOHMTOPHUHIA
HEHCIIPaBHOCTEH B CETH MPU MOMOIIH NPOrpaMM-aHAIN3aTOPOB TpaduKa.

= < KnvenT TR-069 3ep|<anmp03a HWe NnopToe

3epKanmpUBane noptoe

Bbl MOXeTe akTMBUPOBaTh GYHKUMIO 3epKanpoBaHus NopTos MapLUpyTH3aTopa. 3epKanipoBaHine NopToB No3BoseT KoNNpoBaTk
Tpaguk C OAHOTO WK HECKONBKMX NOPTOB UCTOYHWKA B MOPT HA3Ha4eHWA ANS MOHUTOPWHIA HEWCNPABHOCTE B CETH NpPK MOMOLLM
nporpamMM-aHann3aTopoe Tpaduka.

BbIKNHO4YATL

I'Iupr Ha3Ha4eHnA

LAN1 -

MopT NCTOYHKKA

LAN1 LAN2 LAN3
Pexum Peskim Pexmm
None (@ None + None
LAN4 WAN

Pexum Pesnm

None None =

PucyHok 161. Cmparuuya fononHumesnbHo / 3epkasiupoeaHue nopmos.

Yto0Obl akTHBUpOBaTh GyHKUMIO, Haxkmute kHOmKy BKITKOYUTbL. Tlpu stomM Ha crpanwmie
JOCTYIHBI CIIEAYIOIINE HACTPOHKH:

MapameTp Onucanue

[TopT MapmpyTuzaTopa, B KOTOPBIA OyIeT HAmNpaBIATHCS KOIUS
MopT Ha3HavyeHunA Tpaduka C OJHOTO WM HECKOJIbKMX THOpTOB. Bribepure
COOTBETCTBYIOLIEE 3HAUYECHUE U3 PACKPBIBAIOILETOCS CIIUCKA.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapameTp Onucanue

MopT ncrovyHuka

Bribepute pexxum A KaXJI0ro MmopTa, TpapuKk ¢ KOTOPOro HYXKHO
KOIHUPOBATh B NOPT Ha3HAYECHMUS.

* Both — konupoBare Bxomsmui M UCXOASAIMMNA Tpaduk ¢
MOPTa-UCTOYHUKA B TIOPT HA3HAYCHHSI.

¢ TX - xonupoBarh HCXOASMIHMNA TpahUK C MOPTA-MCTOUHHKA B
HOPT Ha3HAYCHUSL.

* RX — xomupoBaTh BXOIAIMIUN TpapuK C MOPTA-UCTOYHUKA B
MOPT Ha3HAYCHUSI.

OcraBere 3Hauenue None it mnoproB, Tpaduk C KOTOPBIX
KOIIHUPOBAThH HE TPEOyeTCs.

[Mocne 3ananust HeoOXoaUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

UYrtoObl BHIKITIOUUTH (DYHKIIUIO 3epKaTUpOBaHus moproB, Haxxmute kHonky BbIKITIOUYUTD.
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PykoBoacTBO nonb3osarens

UPnP

Ha ctpanune flononHutenbHo / UPNP Bri mokete Hactpouts Gyrkiuto UPnP. @yukims UPnP
MO3BOJISICT aBTOMATUYECKH CO3/laBaTh IMpaBWIa IEpEHANpPABICHHUS MOPTOB JUIS TPUIOKEHHHA B
JIOKaJbHOM CETH MapIIpyTH3aTopa, KOTOPHIM TPeOyeTCs MOKITIOUECHIE U3 BHEIIHEH CETH.

OpmMaunA o CCTeMe

uPnP +

IPv4

GD MNpoTokan |P-agpec BHyTpeHHWA nopT BHEWHWA nopT Onucaxue
IPvG

GD Mpotokon P-agpec BHYTpEHHWA NOpT BHEWHWA NopT Pinhole ID

PucyHok 162. Cmparuya JononHumensHo / UPnP.

Yrobsl 106aBuTh paBuio pabotel hyukiuu UPnP, Haxxmute kHonky [JOBABUTD ( -+ ).
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PyKOBOD,CTBO nonb3oBarens

= < UPnP UPnP/do6aeneHvne 8

UPnP

Bl MOKETE BRANHWTE dyHKLMo UPNP, yTobbl SETOMATHYECKW C0343B3Th NPAEMNA NEPEHANPABNEHWA NEPTOS ANA NPUAGKEHMA B NOKANEHORA
CETH MapLUpYTH3aTOp4, KOTOPbIM TpeGyeTcA NogKAIOHEHWE U3 BHELLHER CETH.

@ BxuounTs

MIONMTLKS NG YMOAUIH @ BrnwouuTs npofipoc NAT-PMP
JanpewaTs -
PCP
Tun wHTepdeiica i
MakcumansHoe BpemA npofpoca (2 cexyHaax)
WHTepdenc -
b 86400
EHyTREHHWE MHTEpdefc®
MuHimansHoe epema npobpoca (B cekyHgax
He emibpax -
P 120
EHewHmi uhTepgeic®
He exiBpaH - UPnP

@ ©ExnouuTs npobpec UPNP IGD

@ ExnounTs BezonacHkIR pexmM

Mpasuna pasrpaHu4eHuna JocTyna +

Cnmcox Npasna pasrpaHu4eHnA QoCTyna nycT

PucyHok 163. CmpaHuua dobasneHus npasuna UPnP.

Ha otkpsiBIeiics cTpanuie Bel MoxeTe 3a1aTh CIEAYyIOIKE TapaMeTphI:

MapameTp OnucaHue

CnBuHBTE  TIEpEKIIOYATENIb  BIPAaBO, 9TOOBI  pa3peuuTh

UCTOJIb30BaHKE (DYHKILIUH.

Bxknountb
C)IBI/IHBTG nepeKJHoanenL BJIEBO, qT06BI 3aHpeTI/ITB HCITIOJIB30BaHHUC

(hyHKITHN.

[Tomutuka, cormacHo kotopou pabortaer ¢yukmus UPnP. B

MonuTMKa no PACKpBIBAIOIIEMCSI CITHCKE BBIOEPUTE HEOOXOIMMOE 3HAYCHUE:!

YMOM4YaHuio * PaspelwaTb — nepeHanpapieHre TOPTOB pa3pemieHo.

+ 3anpelaTb — nepeHanpaBieHHe OPTOB 3aMPEIICHO.

B packpeiBaromemMcss CHOUCKE BbIOEpUTE HEOOXOAMMBIM  THUI

Tun uHTepcpenca . .
uHTepdeiica, KOTOPbIi OyeT NCIOIb30BaThCs ISl pAOOTHI (PYHKIHH.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarend

HacTtpoiika mappyTusatopa

MapameTp Onucanue

B packpsiBatomieMcsi Crucke BbIOEpUTE HEOOXOAMMYIO TpYIITy

WAN rpynna WAN-unTepdeiicoB  mapmpyTuzaropa V(HOCTYHHO, ecimu B
packphIBaroIIeMcs cliucke TUM UMHTepdPenca BoiIeICHO 3HAYCHHE
WAN rpynna).
LAN-unTepdeiic  MapmpyTuzaropa, Ha  KOTOpBIA  Oymer
BHyTpeHHUM nepeajgpecoBbiBaThcsl  Tpaduk € BHEIIHEro  uHTepdeiica
MHTepcenc MapuIpyTHu3aTopa (I0CTYITHO, €CJIA B PACKPBIBAIOIIEMCS CITUCKE TUM

nHTepdenca sriieneno 3nauenue MHTepcgenc).

BHewHun nutepcenc

WAN-coennHeHue MapuipyTuszaropa, Tpapuk C KOTOpOro OyaeT
nepeaapeCoOBbIBATLCA Ha IP-az[pec KIIMCHTA (JIOCTyrIHO, €ClIIi B
pacKphIBaoIEeMcs criucke TUM MHTepdenca BoiIcIcHO 3HAYCHHE
UHTepdemnc).

BknounTtb npobpoc
NAT-PMP

CnBuHbTE NEPEKIII0YATEIb BIIPAaBO, 4TOOBl  pa3peluTh
ucnonb3zoBanue nporokona NAT-PMP (NAT Port Mapping Protocol,
npomokon  nepenanpasnenus — nopmog  NAT). [TpoTokon

UCIIONB3YETCs JUIsl aBTOMAaTUYECKOM HACTPONKU IEepeHaIrpaBlIeHUs
HOPTOB 0€3 y4acTHs OJIb30BaTEI.

PCP

MakcumanbHoe Bpems

MuHMMaNbHBIM U MaKCUMaJIbHBINA MEPHOJ BPEMEHH (B CEKYHAAX), B

Bknountb npobpoc

npo6poca /
pobp TEUeHHe KOToporo wucnonbdyercs nporokon PCP (Port Control
MuHumanbHoe Bpems
Protocol, npomoxon ynpasnenus nopmom).
npobGpoca
UPnP
CaBuHbTe  mepekiroyarenb — BOPaBO,  YTOObI  Pa3pelinTh

ucnomas3zoBanue nporokona UPnP IGD. Ilporokon ucnons3yercs 1

UPnP IGD aBTOMAaTUYECKOW HACTPOMKHU MepeHanpaBlIeHUs MOPTOB Oe3 ydacTus
TOJIL30BATEIIS.
CuaBuHbBTE HePEKIII0YaTeh BIIPABO, 9T00bI  pa3pelIUTh
NEpeHANpaBJICHUE TMOPTOB  TOJNBKO JUIS  KIHCHTA, KOTOPBIH
BkniounTtb 6e3onacHbin| OTIPABIACT 3alIpoc.
PeXxum CaBuHbBTE HepEKITFoYaTeb BJIEBO, YTOOBI paspenmTh

nepeHarnpaBiieHie TOPTOB JUIS JIFOOBIX YCTPOMCTB B JIOKAJILHOU CETH
MapLIpyTH3aTopa.
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PyKOBO,EI,CTBO nonb3oBarens

UYroObl 100aBUTH MpaBWIO pasrpaHudeHus poctyna s ¢yHkiauun UPnP, HaxmuTe KHONKY

OOBABUTb (+ ) B paznene NpaBuna pasrpaHnyeHuns gocryna.

,ﬂ,OﬁE!BJ'IEHI-‘IE npasuna

Momemuxa

Pa3pewars -

H bHEIM BHYTPEHHI *

COXPAHWTL

PucyHok 164. CmpaHuuya 0obasneHus npasuna UPnP. OkHo obaeneHus rpasusna paszpaHu4yeHusi
docmyna.

B OTKPBIBHICMCS OKHEC BEI MoXxeTe 3agaTh CJICAYIOIIUC MapaMCTPhI:

MapameTp Onucanne

[lomutrka, cormacHo KOTOpoW paboTaeT maHHOe TpaBwio. B

PacCKpBIBAIOIIEMCSI CITUCKE BBIOEpHUTE HEOOXOAMMOE 3HAYCHNE!

* Paspewartb - mpaBwio pa3pemiacT IMepeHaANpaBICHUE
Monutuka
IIOPTOB.
* 3anpewaTtb - MpaBWIO 3ampemiaer IepeHarnpaBiIcHHE
MOPTOB.

HayanbHbIN BHEWHWN | HadanbHblil 1 KOHCYHBIH MOPT JMANa30Ha MOPTOB MapIIpyTH3aTopa,
nopt / KOHeYHbIN Tpaduk C KOTOpPBIX OyleT mepeaapecoBbiBaThcst Ha I[P-aapec
BHELHUN NopT KITUCHTA.

HavanbHbIN
BHYTpPeHHun nopt /
KoHe4YHbI BHYTPEHHUN
noprt

HavyaneHblli W KOHeuHBId TOPT JuanazoHa noproB [P-ampeca
KIIMEHTa, Ha KOTOPBIH OymeT TmepeaapecoBhIBaThC TpaduK C
BHELIHETO MMOPTa MapUIPyTU3aTOPA.
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PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

IP-appec [P-anpec xMeHTa, HAXOIAMIETOCS B JIOKAJIBHON CETH.

Haxxmute kaonky COXPAHUTb.

[Mocne 3apanmst HeOOXoAUMBIX apameTpoB HaxkmuTe kHonky TPUMEHUTD.

YTo0bI 3a7aTh ApyTHe MapaMeTpsl A CYIIECTBYIOIIETO IpaBHiIa, BHIOEPUTE COOTBETCTBYIOUIYIO
cTpoky B Tabmure. Ha oTKpbIBIIeics cTpaHHIlE U3MEHUTE HEOOXOJMMBIE MapaMeTpbl U HaKMHTE
kaonky MPUMEHUTDb.

UYToObI yIanuTh CYIIECTBYIOIIEE MPABUIIO, YCTAHOBUTE (PIIaXKOK CJIeBa OT COOTBETCTBYIOIIEH CTPOKU
F—9
Tabnmis! 1 Haxmute kaonky YOAJIUTb ([1)).

[Ipu wucnonbp3oBaHUM (GYHKIMU Ha CTPAHMIE OTOOPAKAIOTCS  CIEAYIOLIME IapaMeTpbl
MapuIpyTU3aTopa:

MapameTp Onucanue

IPv4 | IPv6
IGD Wnentudukarop npasuia.
MpoTtokon [TpoTokos1 0OMEHA CETEBBIMH MAKETaAMH.
IP-appec [P-aagpec xknueHTa, HAXOAAMIETOCS B JIOKAJTLHOM CETH.

. [Topt IP-agpeca kimueHTa, Ha KOTOPBIA OyJeT TepeaapecoBBIBATHCS
BHyTpeHHUN nopT
TpaduK ¢ BHEIIHETO MMOpTa MapuIpyTH3aTOpa.

Buemnuii mopr Mapuipytusatopa, Tpaguk ¢ koroporo Oymer

BHewHMn nopT
nepeaapecoBsliBaTbes Ha [P-agpec knuenTa.

Tonvko ons IPv4.

OnucaHune
Nupopmarus, nepeaaBaeMast KIMEHTCKUM CETEBBIM TPHIOKEHUEM.
Tonvko o5 IPV6.

Pinhole ID Wnenrudukarop mpaBmia, CO31aBAEMOr0 KIHEHTOM JUIS BXOMISAIINX

MOJKJIIOYEHNI K MapLIpyTU3aTOPYy.
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noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarens

UDPXY

Ha crpanune [ononHutenbHo / UDPXY Bwl Moxkere paspeminrs MapuipyTH3aTOPy
ucnonb3oBath BeTpoeHHoe npuiokenne UDPXY. Ilpunoxenne UDPXY npeo6pazossiBaer UDP-
tpaduk B HTTP-Tpaduk. D10 mpuiiokeHHe MO3BOJSAET MOIYUYUTh JIOCTYN K MOTOKOBOMY BHJIEO
YCTpOICTBaM, KOTOpbIE HE MOT'YT IIPUHUMATh IIHpoKoBemarenbabie UDP-noToku.

=  { VWndopmaums o cucTeme

UDPXY

Bl MOXETE PA3pPELLMTE MAPLLPYTU3ATOPY UCMNONb30BATE BCTPOeHHDE npunaxkeHne UDPXY. Mpunoxerne UDPXY npeobpasossisaer UDP-
Tpaduk & HTTP-Tpadmk. 3To NpUNOKeHME NOIBONAET NOMYHNTD JOCTYN K NOTOKOBOMY BWAE0 YCTPORCTEAM, KOTOPBIE HE MOTYT NPMHWMMATL
WHpOKOBELLaTENbHbIE LDP-NoTOKK.

® Bunounts
Mopt* Pazamep Gydepa 4NR EXOIALLMY §aHHBX®

4022

BrnaHoil MHTEpSEHcY BLioaHOM MHTERSEHc

He emibpan - He enibpax -

PucyHok 165. Cmparuuya JononHumensHo / UDPXY.
Uto0Obl aKTUBUPOBATH MPUIIOKEHHE, CIIBUHBTE TIepeKioYare)ib BKNHOYNTb Bripago.

ITpu 3TOM Ha cTpaHulle OTOOPaAKAIOTCS CICIYIOLINE TTOJIS:

MapameTp OnucaHwme

[TopT mMapmipyTH3aTropa, KOTOpbIi OyeT HCIOIb30BaTh MPUIOKEHNE

MopT

UDPXY.

MakcumanbHoe
KONU4yecTBO KIIUeHTOB

MakcuMallbHOE  KOJMYECTBO YCTPOMCTB M3 JIOKAIBHOM CETH

MapIIpyTH3aTOpa, 11 KOTOPIX OyAeT paboTaTh MpUIIoKEHHE.

BxogHou uHtepdenc

B packpeiBaromemcs criucke BbeiOepuTe WAN-coequHEHUE WU
LAN-unTtepdeiic, KoTopblii OyAeT HCIONB30BaThCs IJs IpueMa
MTOTOKOBOTO BH/JIEO.

Paamep 6ydepa ans
BXOASALMX OAAHHbIX

Pa3zmep npomesxyTounoro Oydepa 1isi IpUHIMAEMbIX JTaHHBIX.

IIo YMOITYaHUIO YCTAHOBJIICHO PCKOMCHAOBAHHOC 3HAYCHUC.

Paamep 6ydcepa
AaHHbIX ANA nepega4u
KNUeHTy

Pazmep npomesxyTouHoro Oydepa /i nepeiaBaeMbIX JaHHBIX.

IIo YMOITYaHUKO YCTAHOBJIICHO PCKOMCHIOBAHHOC 3HAYCHUC.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

B packpeiBatoriieMcsi  criucke Boeioepute WAN-coeaMHEHHE WIIH
BbixogHon nHtepdenc | LAN-untepdeiic, KOTopsiii OyAeT HCHONB30BaThCS IS OTIPABKU
MIOTOKOBOTO BHJIEO.

[Mocne 3aganust HeoOxoaMMBIX apameTpoB Haxmute kHonky MPUMEHUTD.

YToObI 00pPAaTUTHLCS K CTPAHMIIE CTaTyca MPHIOKEHHS, HAXMHUTE cChuKy CTaTyc.

udpxy status:

Server Process ID | Accepting clients on | Multicast address | Active clients
1447 192.168.0.1:4022 192.168.161.235 0

Restart
Available HTTP requests:

Request template Function
hitp:ifaddressportiudp/meast_addrmport | Relay multicast traffic from mcast_addr:mport
hittp:ifaddress;portistatus/ Display udpxy status
hitp:/faddress:portirestart/ Restart udpxy

udpxy v. 1.0 (Build 23) standard - [Mon Dec 16 12:08:29 2019]
udpxy and udpxrec are Copyright (C) 2008-2013 Pavel V. Cherenkov and licensed under GNU GPLv3

Pucyrok 166. Cmparuuya cmamyca nipunoxeruss UDPXY.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

ALG/Passthrough

Ha crpanuie [lononHutenbHo /| ALG/Passthrough Bri moxere akTHBHPOBaTh MEXaHU3MbI
RTSP, H.323, SIP ALG u ¢ynkuu PPPoE passthrough/IP passthrough.

[Tporokon SIP ucmonb3yercst st opraHu3auy, MOAU(PUKAIIUA 1 OKOHYAHUSI CEaHCOB CBSA3U. JTOT
MIPOTOKOJI TIO3BOJISIET OCYIIECTBIATH TeJe(OHHbBIE BBI30OBHI Uepe3 ceTh MIHTepHeT.

[Iporokon RTSP ucnons3yercs ains mepefadd MOTOKOBOTO MYJIBTHMEIUA B PEXHME PEalbHOTO
BPEMEHHU. JTOT MPOTOKOJ MO3BOJIAET HEKOTOPBIM MPUIIOKEHUSAM MOIyYaTh IOTOKOBOE ayAHO0/BUIE0
n3 cetn MHTEpHET.

[Tpotokon H.323 wucnonp3yercs [uisl mepenayd MyJbTUMeEAHa-Tpapuka MO CETIM C IMaKETHOM
nepeadeii TaHHbIX, He MOICPKUBAIOIINM TapaHTUPOBAHHOTO KauecTBa 00CTyKHBaHUSI.

Oynkuust PPPoE passthrough mosBonsier PPPoE-kimeHTaM KOMITBIOTEpOB M3 JIOKAIBHOM CETH
MIOJKJIFOUAThCS K ceTH VIHTepHeT yepe3 MOAKII0YEHUS MapIIpyTU3aTopa.

Oynkuus [P passthrough mo3Bonser omHOMY KIMEHTY W3 JIOKAaJIbHOM CETHM MaplIpyTH3aropa
HOAKIJIIOYATHCS K ceTu MHTepHeT, ucnoib3ys myonuunsiil [P-anpec mapupyrusaropa.

= £ Wnpopmaums o cucTeme ALG/Passthrough

ALG/Passthrough
B MOMETE pa3peLuMTs MapLIPYTU3ATOPy UCNons308aTe Npotokon RTSP a Takke akTenpoBaTs mexaHism SIP ALG u ¢yHkymn PPPoE
passthrough.

SIP J© Npobpoc PPPoE
@ Pospewaem npoxoxderue mpagiunn no npomoxkoy SIP

RTSP
@ Pospewaem npoxoxderue mpaginn no npomoxkoy TSP

H.323
G} Pozpewaem npoxoxdewue mpagun no npomokoy H.323
TWIN IP (IP Passthrough)

@ Bxmounts
hd

WAN rpynna®
He enibpado -

NPUMEHWTE

PucyHok 167. Cmparuua fJononHumensHo / ALG/Passthrough.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Ha CTpaHULEC MPEACTABIICHBI CICAYIOIIUEC DJICMCHTHI:

MapameTp OnucaHue

CaBuHBTE  MEPEKJIIOYATeNIb  BIPAaBO,  YTOOBI  pa3pelInTh
ucnonb3zoBaHue mnporokona SIP. Takas HacTpoiika IO3BOJSET
SIP ucnonp3oBarb  Mexanm3sM  SIP ALG. JlaHHBIA  MeXaHH3M
obecrnieunBaer npoxoxacHue VolP-tpaduka depes mapuipytusarop,
BBIIOJHAIOLINI TpeoOpasoBanue ceTeBhix aapecos (NAT)'.

CnBuHbTE  NepeKoYarenb  BIOpaBO,  YTOOBl  Pa3peLIUTh

ucnonp3oBanue mporokosa RTSP. Takas HacTpolika MO3BOJISIET
RTSP YIPaBIATH TIOTOKOM JaHHBIX: BBITOJIHATH MEPEMOTKY ITOTOKOBOTO

ayano/BUIEO, OCTaHaBJINBaTh U BO300HOBIIATh ero

BOCITPOU3BEJICHUE.

ChnBuHbTE  mepeKiovareilb  BIOpPaBO,  YTOOBI  Pa3pelIUTh
H.323 ucnoas3oBanue mpotokona H.323. Takas HacTpoiika MNO3BOJSET
) YOPaBJIATh BBI30BAMH M MYJNBTHUMEIHMA, TapaHTUPYys KaueCTBO

00CITy)KHBaHHUS.

CnBuHbTe  MepeKIoYaresb  BIOpPaBO,  4YTOOBl  pa3pelIuTh

n PPPoE
poﬁpOC ° HUCIIOJIB30BaHUE q)yHK]_[I/II/I PPPoE passthrough.

TWIN IP (IP Passthrough)

ChBuHbTE  MEpeKnoYaresb  BIOpaBO,  4TOOBl  pa3pelIuTh
BkniounTb

ucnoib3zoBanue gpynkuuu IP passthrough.

MAC-aapec ycTpoiicTBa U3 JIOKaJIbHON CETH MapuipyTusaropa. Bl

MOXeTe BbIOpaTh YCTPOICTBO, MOAKIIOYEHHOE K JIOKAJIBHOW CeTH
MAC-agpec MapIIpyTH3aTopa B AaHHBIM MOMEHT. [IJIs 3TOT0 B pacKphIBAIOIIEMCS

CITMCKC BI>I6epI/ITe COOTBCTCTBYIOIICC YCTpOﬁCTBO (HpI/I O9TOM IIOJIC
3aIllIOJIHUTCA aBTOMaTI/I‘IeCKI/I).

B packpeiBaromemMcsi CHUCKe BBIOEpUTE TPyIIy HHTEPQEicoB,
WAN-rpynna WAN-coenvHeHue Mo yMONTYaHUIO0 KOTOpPOW OyleT MCIONb30BaThCs
s pabotel pyHkuuu [P passthrough.

[Tocie 3aganus HeOOXOMUMBIX TTapameTpoB HaxmuTe kHonky MPUMEHUTDb.

16 Cospmaiire WAN-coeaunenne Ha crpanune Hactpomka coepamHeHuin /| WAN, cisunbre nepeximouarens SIP
BOpaBo Ha crtpanuie JononHutenbHo / ALG/Passthrough, monxmounte Ethernet-xaGens x LAN-mopty
Mapmpytuzatopa u k IP-temedony. Ha camom IP-temedone 3amaiite mapamerpbl SIP m Hactpoiite ero Ha
aBTOMaruueckoe nonyuenue [P-anpeca (B kauecrse DHCP-xuimenra).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

IGMPx

Ha crpanune [ononHutenbHo |/ IGMPx Bbel MokeTe paspeiminTh MapHipyTH3aTOPy
UCIoJb30BaTh ciyx0y IGMPX, a Takxke 3a1aTh HACTPOMKH, HEOOXOIUMBIC TS €€ UCITOIb30BaAHHUS.

[Tpokcu-ciry:x6a IGMPx Hampamisier moTok multicast-pacCbUIKM OT MpoBaifiepa K yCTpOHCTBaAM
nokanbHOM cetu. OHa no3BossieT 0onee 3(h(HEeKTUBHO UCTONB30BATh PECYPChl CETU ISl HEKOTOPBIX
NPWIOKEHHH, HAPAMED, TSI TOTOKOBOTO BHJICO.

OBLwe HacTpoRKK

® BxnounTs

G} [GMPyx-gepruA WEHREMCR GEM

ueck. Teryyaa aepouR; 2

MiHTep=an 3anpoca  knnexTy™

125

Mepwog OTEETE OT KNUEHTaY

100

ponse period*®

o
i
=}

10
Upstreams +

D MHTEpdErC OrpaHv4eHWe NoToKa TTL PaspelwerHHule ceTK JanpeweHHEIE CeTH

[] wan 0 1

Downstreams -+

=]

D UHTepderc OrpaHr4eHWe NoToka TTL A3pELLeHHbIE CETH 3anpeleHHsIe CeT

(] an 0 1

PucyHok 168. Cmpa+uya JonosnHumensHo / IGMPx.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Ha cTpanure npencraBieHbl CICIYIOIINE JIEMEHTHI:

MapameTp Onucanue

O6wme HaCTPOUKMU

CnBunbTE MePEKITI0YaTeIb BIIPaBO, 9TOOBI  Pa3pelnTh
ucnosb30BaHue ciyxos1 IGMPX.
Bknountb
CaBuHBTE MEPEKITIOUaTesh BIEBO, YTOOBI 3alPETUTh MCIIOIH30BAHUE
ciyx661 IGMPx.
UHTepBan 3anpoca K | [leprox BpeMeHH (B CEKYHIax) MEXAY PETYISPHBIMH 3alpOCaMHU K
KIUeHTY YIQJIEHHOMY KJIMEHTY.
MNepuop oTBeTa oT [lepron BpeMeHu (B AeUMCEKYHIaX), BBIIEICHHBI Ha OXHJIaHUE
KNnueHTa OTBETa Ha 3aMpocC K yIaJIeHHOMY KJIUEHTY.

[lepuoxa BpemeHU (B JEIUCEKYHIaX) MEXAY MOIYyYEHHEM OTBETa OT

Last response period .
KJIMEHTA Y OTIPABKOU CIEAYIOLIETO 3ampoca.

Uto6s1 106aBuTH BXoAsamui (Downstream) wm ucxomsmwmii (Upstream) mOTOK nepenadu JaHHBIX, B

COOTBETCTBYIOIIEM pasnelne HaxmuTe kHonky [JJOBABUTD ( -+ ).

JobaBuUTE NOTOK

OrpaHuueHine NoToka WHTepdeiict

0 statip_70 -
1

PESDELIJBHHbIe CETH 3aﬂpELI.I,BHHbIe CETH

G} He dofmaneno v ooHol cemu G} He dodmaneso v odHoll cemu

OOBABWTbL CETb OOBABWTbL CETb

NPAMEHHTE

PucyHok 169. CmpaHuua 0obaesrieHus1 8x0051Luie20 Usu UcX00sLWea0 MomokKa.

Ha otoOpa3uBmietics crpanuiie Bel MoxkeTe 3a/1aTh CIeIyIONre mapaMeTphl:

MapameTp OnucaHwue

TTL 3anaiite 3nauenue napamerpa TTL (Time to live, spems scuznu).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp Onucanue

B packpsiBaromemes criucke Beioepure LAN-untepdeiic namm WAN-
UHTepdenc COCIUHEHHE, JUIsi KOTOPOro HeoOXoaumo paspemuth multicast-
Tpaduk (HarpumMep, MOTOKOBOE BUJIEO).

UTo0Bl pa3penmTh WM 3alpeTUTh HCIONb30BaHUE ciayxkO0b1 IGMPX miis OTHENbHBIX CceTeH,
Haxmute kaorky [JOBABUTb CETb B pasnenc PaspelwieHHble ceTu wiu 3anpeLleHHble
CeTU COOTBETCTBEHHO. B oroOpasuBiieiicss cTtpoke BBeaute I[Pv4-ampec m macky JOKaabHOM
MOJICETH JIs1 UCXOASIIMX MOTOKOB WJIM YAQJIEHHOW MOACETH JUIsl BXOASIIMX MOTOKOB. Bbl Moxkere
J00aBUTh HECKOJIBKO ceTell. UTOOBI yIauTh CeTh U3 CIMCKA, HAKMHTE Ha 3HAYOK YAANUTb (*) B
COOTBETCTBYIOILLIEH CTPOKE.

[Tocne 3amanust HeoOXOAUMBIX MapameTpoB Haxkmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

CoovaChilli

CepBuc CoovaChilli mo3Bossier opraHu3oBaTh aBTOPH30BAHHBIN
nonp3o0Bareneil Bamell kopropatuBHoi wiu myOnuuHO# cetn. Ha crpanune [JononHutenbHo /

CoovaChilli Ber mokete 100aBUTH CEpBEp aBTOPU3AIIHH.

noctyn K cetu MHTEpHET 118

£ KoHdburypaums CoovaChilli

He cospgaHo HU ogHoro CepBepa

Bbl moxeTe nofasnts cepeep

AOBABWTb

PucyHok 170. Cmparuya JononHumenbHo / CoovaChilli.

UroObl mo0aBUTH cepBep aBropusanuu, Haxmure kHonky JIOBABWUTb (+ ). Ha
OTOOpa3MBILCHCS CTPAHMIE CIBUHBTE IMEpeKiIodaTe]h BKMHOUMTBL BrpaBo, 4TOOBI pa3peiinTh

ucnonb3oBanue ceppuca CoovaChilli.

OCHOBHbIE HaCTPOMKK
MHTepdeiic

He enibpan

e @ kavecmae unmepdedoa omdeteqeid LAN-

(D‘ Ecou Ber

el

o coadame omdensryse VLAN-zmpmny dar amozo

nogma waw cemu VAN

5|Z-'_-'.'F| dpeHagL! |B CexyHgax)

86400

YpoBEHE ¥yPHANMDOSIHKA

Coobwerna ob owwbrax

Ping

PucyHok 171. CmpaHuya dobasrneHus cepeepa asmopu3auyuu. Pazderr OCHO8HbIe HacmpoUKuU.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B paznene OCHOBHbIE HACTPOMKU Brl MOXKeTe 33/1aTh CIICAYOIIIE TApaMeTPhI:

MapameTp OnucaHue

B packpeiBatomiemcsi crucke BbiOepuTe UHTEpdelc, K KOTOpoMy
OyZieT MpUBsI3aH CEpBEP aBTOPHU3ALIHH.

WUHTepdenc B kadectBe wmHTepdeiica ucmonb3yercss VLAN-ceTh, B KOTOPYIO
BxoauT otaenbHbii LAN-niopt ninm Wi-Fi-cetsb (cm. pasmgen VLAN,
cTp. 228).

HutepBan (B cexkyHIaxXx) MeEX OTHPABKON KIIHEH 3aIlIpoOCOB Ha
Bpems apeHAb! peai ( YHIIaXx) xy OTHp Ty 3amp

aBTOPHU3ALUIO.
YpoBeHb Tun cooOmeHnit U NpeaynpexaeHuil, KoTopble OyayT 3aHOCUTHCS B
XXYypHanupoBaHus JKYpPHAJ COOBITHH.

Beenute B mone IP-agpec Mapuipytusatopa, KOTOpBIM OyaeT

IP-agpec WCIIONIb30BaTbCsl  JUIsI  OpraHU3allMM  aBTOPU30BAHHOIO  JOCTYIIA
KJIUEHTOB.
Macka noacetu Breaute B mone Macky moJceTH.

Ecau nepexntodarens CABUHYT BIIPaBO, MapIIPyTHU3aTOp OTBEYAET HA
ping-3ampochl MO yka3aHHOMY Ha ctpanune [P-agpecy. [lns
MOBBIIICHUST O€30MaCHOCTH PEKOMEHAYETCS OTKII0YaTh JJTAHHYIO
GhyHKIHO.

Ping
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

RADIUS-cepeep

MopT RADIUS-cepeepa

1813

MopT ayTeHTHRHKELMN

1812

PucyHok 172. CmpaHuya dobaerneHus cepsepa asmopu3sayuu. Pazdern RADIUS-cepeep.

B pasznenre RADIUS-cepBep Brl MokeTe 3a1aTh CIIEAYIOIIHME TapaMETPhI:

MapameTp OnucaHue

Appec nepBUYHOro
RADIUS-cepBepa / Beeaure IP-anpeca nepsuynoro u ropuuHoro RADIUS-cepsepa B
Apnpec BTopu4yHoro COOTBETCTBYIOIIUE TTOJIS.

RADIUS-cepBepa

[Taponb, MUCTIONB3yEeMbIii MapIIPyTH3aTOPOM JUISI B3aUMOACHUCTBUS C
RADIUS knto4 RADIUS-cepBepoM (3HaueHHE I3TOTO TapaMeTpa OIpPEIeiIcHO B
wudcppoBaHus Hactpoiikax RADIUS-cepBepa). Haxmvure Ha 3Hadok [lokasaTb
(%), uT0OBI 0TOOPA3UTH BBEICHHBIN MAPOIb.

Mopt RADIUS-cepBepa | Homep mopra RADIUS-cepaepa.

MopT ayTeHTMdMKaLMK Howmep nopra mapmpyTtuzaropa s cesa3u ¢ RADIUS-cepsepom. 1o
YMOJIYaHUIO 3a1aHO 3HaYeHue 1812.

Wnentudukarop cepBepa CETEBOr0 JOCTyna (3HaYeHHE ITOTO
napameTpa omnpezeneHo B HacTpoiikax RADIUS-cepsepa).

NASID

MAC-ayTeHTUbKMKaLNA

J Brniounts

PucyHok 173. CmpaHuuya dobasneHusi cepeepa asmopusayuu. Pazden MAC-aymeHmudpukayusi.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B pasnene MAC-ayTeHTUdMKaUMA'’ Brl MoXkeTe 3a/1aTh CIIELYIOIIME MapaMETPBhL:

MapameTp OnucaHue

MAC-ayrentuduxanus nos3soisier RADIUS-cepsepy ncrnons3oBath
MAC-anpeca KIMEHTOB BMECTO YYeTHbIX 3anuceid. CIOBUHBTE
BKNIOYUTb HEepeKIIoYaTesb BIPaBo, 4ToOb! pazpemntb MAC-ayTeHTHPHUKALINIO.

CnBuHBTE TIEpEKIIOYATEIh BIEBO, 4YTOOBI 3ampeTuth MAC-
ayTEeHTU(UKAIIHIO.

Ecnu HeoOxonmmuMo, BBEUTE MapOIb JJIs ayTeHTU(UKAIIMHA KINEHTOB
Maponb no MAC-anpecam. Haxmure Ha 3Hauok lMokasaTb (&), uroObI
0TOOpPa3HUTh BBEACHHBIN MAPOJIb.

Cyddukc Vkaxure cypdukc mus anHonnMHo MAC-ayTeHTH(UKATITIH.

UAM

. BrnounTe CHAP-ayTeHTUO UKL

KOLUA SLINOAHASTICR N0

[
G} ARUHD AT HE MONEM Apeesiuams &4 cumeosn
G} Adper UAM-cepeepo SomeH HOYUHIMECR ¢ npomorosn. Tpawep: htgpsdlinkry

Ay, K KOMopLIM domed Bume docmyn dawe y

PucyHok 174. CmpaHuya dobasrneHusi cepsepa asmopu3auuu. Pasden UAM.

17 Byner noctymnHo B cieayromux Bepcusx I10.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B paznene UAM Brl MmokeTe 3a1aTh ClieIyONIHe TapaMeTphbi:

MapameTp OnucaHue

Meton aytentudukanuu omnpeneneH B HacTpoiikax RADIUS-

cepsepa.
Bkntounts CHAP- CnBuHBTE  MeEpeKiroyareab  BOPAaBO,  YTOOBI  BBINOIHSATH
ayTeHTUdMKaumio aytreHTudukamuio 1o nporoxorry CHAP.

CnBUHBTE  MEpeKyIIoyaTresb  BJIEBO, YTOOBl  ayTeHTU(DUKALUS
BBITOJIHSUIACh 1O MpoToKoiy PAP.

Homep mopra MapiupyTtusaropa aig asropusanud Ha UAM-cepsepe.
MopT aBTOPU3aLUMK p 1op pHipy pa it pHsall PBEP
[To ymonuanmto 3agano 3Hayenue 3990.

UAM-kntovy Bgenute kimtou mudposanus ans UAM-ayrentudukannu. Haxxmure
wncppoBaHuA Ha 3Ha4oK Moka3aTb (4 ), uToObsl 0TOOPA3UTh BBEACHHBIN KITFOY.

Beeaure URL-anpec UAM-cepBepa, 00ecrieunBaroiero npoueaypy
UAM-cepBep aBTOpu3anuu KiaueHToB. Aapec UAM-cepBepa JTOKEH HAYMHATHCS
¢ mpoTokoia, Hanpumep: http://dlink. ru

Vkaxure pecypchl, K KOTOpPbIM HOJy4aT JOCTYN  Jake

ocTyn
Rocry HEaBTOPU30BaHHbIC KIMEHTHL. Bbl Moxere yka3zarb URL-aapec u
HeaBTOPU3OBAHHbIX
- HOMED MOpTa AJig OAHOTO UIIM HECKOJIBKUX PECYPCOB YEPE3 3AISTYIO,
nonb3o0BaTesrien

Hanpumep: dlink.ru: 80

[Tocne 3amanust HeoOXoAUMBIX HacTpoek HaxkmuTe kHonky MPUMEHUTD.

[Tocne mobGaBieHus cepBepa aBropusaimu Ha crpanuiie JlononHutenbHo /| CoovaChilli B
pazaene CTaTyc oroOpakaeTcs TEKyIee COCTOSHIE TOAKIIOYESHHUS K CEPBEPY.

YroObl U3MEHUTH MapaMeTphl AJS KaKoro-iubo cepsepa, BbIOEpUTE COOTBETCTBYIOIIYIO CTPOKY B
tabnuue. Ha oTkpbIBLIEHCS CTpaHUIlE M3MEHHUTE HEOOXOIUMbIE MapaMeTpbl U HAaXMUTE KHOIKY

NMPUMEHUTD.
YroObl ynanuTh cepBep, YCTAHOBUTE (IIaXKOK CjleBa OT COOTBETCTBYIOIIEW CTPOKHU TaOMUIBI U

Haxxmute kHonky YOATUTD ( ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

VRRP

Ha crpanune JononHutenbHo / VRRP Bbi Moxere paspemurh HCIONBb30BaHHE IIPOTOKOJIA
VRRP (Virtual Router Redundancy Protocol), KOTOpbIii IpeaHa3Ha4eH MJs IOBBILICHUS
JOCTYIHOCTH MapIIpyTH3aTOpPOB, BBIMONHSIOMMX POJIb IUI03a MO yMmMomdanuio. OH TO3BOJSIET
00BEIMHUTH HECKOJIBKO YCTPOMCTB B OAMH BHUPTYAJIbHBIH MapuipyTuszatop ¢ ooumm IP-ampecom,
KOTOPBII Ha3HAYAETCs IIUTI030M 0 YMOIYAHUIO JUTS KIIMEHTOB JIOKAIBHON CETH.

= £ Wrdopmaumd o cncreme

VRRP

Virtual Router Redundancy Protocol - 3To ceTes0M NpoTOKON, NPESHA3HAYEHHEIN 408 NOBLILLEHUA A0CTYNHOCTY MAPLUPYTW33TOPOS, KOTOpbIe
BbINONHAKT POk WAK3E N0 YMONHaHUK.

@ BxnounTs VRRP

Pexmm: Backup
MNpruopUTeT: 100
Cratyc: Buiknmover @
Vikepdeiict J Ha3HauMTs BUMpTYansHeIR MAC-aapec
LAN -
@ Pexum preempt
RID*
1 ABTopUEaymMA
Be3 asTopU3aumMmn -
MOPUTETY
100 1% BrmoumnTe Object Tracking

Jagepxxa (B cexyrgax)®

1

NPAMEHHTb

PucyHok 175. Cmparuya [JononiHumesnbHo / VRRP.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

UToOBl pa3pemuTh MapHIPyTU3aTOPy HCMOIb30BaTh MpoTokos VRRP, caBuHbTE mepexiouaTelnnb
Bkntountb VRRP Brpago. [1pu 310M Ha cTpaHuile 0TOOPaKAOTCS CICTYIOIINE SIEMECHTHI:

MapameTp OnucaHwue

Pexum, B koTopoM paboTaeT MapiipyTU3arop:

* Master (Ocnosnoti) — mapipyTu3zarop, 00eCICUHBAIONINIA
nepenady JaHHBIX B HACTOSNIMI MOMeHT. B pexxum Master
NEePEeKIIIOYaeTCs  YCTPOWCTBO ¢ Ooiiee  BBICOKHM

Pexum HPUOPUTETOM.

 Backup (Peszepgnuiil) — pe3epBHBI MapLIpyTH3aTOp,
KOTOpBIil mepekiouaercs B pexxum Master npu orkase
OCHOBHOTO MAapIIPyTH3aTOpa B COOTBETCTBHH C YPOBHEM
OPHOPUTETA.

Texkymuii ypoBeHb IPUOPUTETA YCTPOUCTBA. MOXKET OTIMYATBCSA OT
Mpuopurter 3aJJaAHHOTO IIOJIb30BATENIEM, €CIIM TepeKiIodarens BKNounTb
Object Tracking casunyT Bripaso.

Crartyc cepBuca, paborarorniero mo mpotokoiry VRRP:
Cratyc * BbIKNIOYEH — cepBUC HE aKTUBEH.

* BkKnroYeH — cepBuc aKTHBEH.

UHTepcenc Wutepdeiic, uepes koTopkelii padotaeT mporokos VRRP.

3ananTe YHUKAJIbHbBIN HUIeHTU(HUKATOD BUPTYaJIbHOTO

VRID

MapupyTtusaropa. [lo ymonuanuro 3anano 3Hauenue 1.

YpoBeHb [IPUOPHUTETA MapuIpyTH3aTopa  HaJl  ApYyTUMHU
YCTPOMCTBAMH, KOTOPBIN CIIYXKUT I MEPEKIIOUEHUs] YCTPOUCTBA B
pexkum Master. VYkaxwure 3Hauenune B auamasone 1~255. Ilo

MNpuopuret

priop YMOJIYaHUIO 3a7aHo 3HadeHwe 100. Eciu [t HECKOIbKHX
YCTPOMCTB 3aJaH OOMHAKOBbIA mpHoputeT, B pexum Master

MEPEKIIIOUUTCS MapuIpyTU3arop ¢ 6onpimum [P-agpecom.
IP-agpec [P-anpec, koTopblii  OygeT  HUCHONB30BaTbCcs  yCTPOMCTBaMHU
P JIOKaJIbHOM ceTu i 00pallleHus K BUPTyaIbHOMY MapIIpyTH3aTopy.

Macka noaceTtum Macka nofceTs BUpTyaJlbHOTO MapuIpyTH3aTopa.

WuTepBan (B CEKyHJax) pAacChUIKM CIYXKEOHBIX COOOIICHHUH,
3apepxka cofiepKalmx WHPOpPMALUI0 00 ypOBHE NMPHOPHTETA U COCTOSHHU

ycrpoiicta B pexxume Master. [To ymomyanuio 3agano 3Hadenue 1.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp Onucanue

CIIBI/IHLTC MEPCKIOYaTCIIb BIIpaBo, 4TOOBI HCIIOJb30BAaTh

HasHauntb .
- BupryasibHblii MAC-anpec ans oOpamieHus K BUPTYyaJIbHOMY
BUpTYyankHbLIN MapIpyTH3aTO Bupryanpaeiik  MAC-agpec  reHepupyercs
MAC-agpec puIpy Py pTYy p pHUpY

ABTOMATHYCCKH.

Pexxum  preempt TO3BONSIET  PE3EPBHOMY  MapUIPyTHU3ATOPY
nepekirouarbes B pexkum Master, ecnu ero npropureT BbIIIIE, YeM
y TeKymiero ycrporicta B pexxume Master.

Pe)KMM preempt CIIBI/IHBTG NEPCKIOYaTCIIb BJICBO, ‘ITOGBI 3aMpeTUTH UCIIOJIBb30BAHUC
pexuma preempt. Ecnu  ycTpoilcTBO — sABIsSieTCS  BiazeibleM
yKa3aHHOTO Ha JaHHOW cTpanuie oobmero I[P-aapeca, oHO
UCIIOJB3YyeT PEXKUM preempt HE3aBHCHUMO OT  IOJIOKEHUS

MEPCKIIIOYATECIIA.

Bri6epute cnoco0® aBTOpM3anMM I YCTPOMCTB, pabOTAIOIMIMX I10
nporokony VRRP:

* bBe3 aBTOPU3aLUUN — aBTOpU3aLUA HE TPEOyETC.
ABTOpU3auus P P pedy

*  PW - aBropusanus ¢ moMoInpo mapois (kioda B popMmare
HEX). MakcumanbHas juiHa Kiroda — 8 cuMBoiioB. Kitrou
JOJDKSH HAYMHATHCS ¢ ipedukca 0x.

CaBHHBTE TMEPEKITIOYATeNh BIPABO, YTOOBI OTCIICKHBATH CTAaTyC
COCMMHEHUS] ~ Mapuipytusaropa. IIpp 3TOM Ha  CTpaHUIIE
otobpaxarorcs mojist Tun uMHTepcpenca u CoeauHeHue ans

Bkniountk Object Object Tracking. B ciyuae o0psiBa COCAMHEHHS MPHOPUTET

Tracking MapIuIpyTu3aTopa Oy/ieT TOHUKCH.

CI[BI/IHBTG NEpCKIOYaTCIIb BJICBO, 9TOOEI HE OTCIIC)KUBATh cTaryc
COCOIMHCHMUA.

B packpeiBaromeMcsi CruMCKe BBIOGpUTE HEOOXOAMMBINA  THUI
Tun nHTepcenca uHTepdeiica, KOTOPBIA OyIeT HMCIONB30BATHCSA I OTCIC)KHBAHHS
cTaryca COeIMHEHUSI.

B packpeiBaromemcst crucke BbIOepute HeoOxomaumoe WAN-

COCOANHCHINC Mapapyrtusaropa craryc KOTOpPOTro 0 neT
CoeavHeHue onAa pPHiby pa, Y p Y

Object Tracking orciexuBarecsi. Ecnam  BbiOpaHa rpynma uHTepdeiicoB, Oymer

ucnoib3zoBarbcs WAN-coequHeHHe 0 YMOJIYaHHIO ISl BHIOpAaHHOM
TPy

[Mocne 3aanmst HeOOXoAUMBIX apameTpoB HaxxmuTe kHonky MTPUMEHUTD.

YroObl 3ampeTuTh MapIIPyTH3aTOPY HUCMOJIb30BaTh NpoTokosi VRRP, ciaBuHBTE mnepekiodaresb
Bkntountb VRRP BieBo n mHaxxmute knonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

TWAMP

Ha crpanune fononHutenbsHo /| TWAMP Brl MokeTe pa3peiinTh HCIOIB30BaHHE IPOTOKOJIA
TWAMP (Two-Way Active Measurement Protocol, 08yxcmopoHuuii npomoxon axKmueHo20
uzmepenus). Ilporokon TWAMP omnpenenser rubkuii MeToa n3MepeHus: Npou3BoAUTENbHOCTH [P-
MPOTOKOJIa MEXKAY AByMs JIFOOBIMU YCTPOHCTBAMU CETH, KOTOphIe nozepkuBator TWAMP.

= < Wudopmaums o cucTeme

TWAMP

TWAMP &

TWAMP (OBYXCTOPOHHUI NPOTOKON aKTHBHOMO M3MEPEHUS) ONPeaenseT rMBKUIA MEeToA M3MEPEHUS NPOH3BOAUTENLHOCTM [P-NpoTokona Mexay
nByMA NioBbIMK YCTPOIACTBaMK CceTU, KOTopble noaaepxusaoT TWAMP.

® sBxounTs

CraTtyc:

MopT ans Control-coobuweHuid*

862

Bepcus IP
IPv4

Tun uHTepdeiica

CoenuHenue / UHTepdbeiic

WHTepdeic*

He BbibpaH

NPUMEHWTb

Boikniouen @
Pexamm*
0
Wurepean oxwpanua Test-coobeHua®
- 0
WuTepsan oxwmpanna Control-coobweHus*
A 0

PucyHok 176. CmpaHuya QonosnHumensHo / TWAMP.

YrtoObl pa3pelinTh UCIIOIB30BaHKE POTOKOIA, CIBUHBTE MepekiToyaresi BKIHOUYNTBL Bipaso.

Bbl MoxeTe 3a1aTh clieayroue napameTpsbl:

MapameTp OnucaHwue

Cratyc

Cratyc cepsuca, pabortaromiero no rnporokony TWAMP:
* BbIKnIOYeH — cepBHC HE aKTHUBEH.

* BKnroyeH — cepBuC aKTHBEH.

MopT ansa Control-
coobuweHnn

[Topt, ncnonb3yemblil 111 OOMEHa YIPABISAIOIIMMU COOOLICHUAMU
nportokona TWAMP. 1o ymonuanuto 3anan nopt 862.

Bepcus IP

B packpeiBaroliemMcsi CiMcke BhIOEpUTE HEOOXOauMYyIo Bepcuio IP-
IIPOTOKOJIA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

B packpeiBaromiemMcss CIUCKE BBIOEPUTE HEOOXOMUMBIH  THII

Tun nHTepcenca uHTepdeiica, KOTOpBIA OyIeT WCIONB30BaThCsl JUISI TIPOBEPKHU
MPOU3BOAUTCIBHOCTU CCTHU.

B packpeiBaromemMcst crucke BbiOepuTe HeoOxoammoe WAN-
COCIMHEHUE MapIIpyTU3aTopa IS MPOBEPKHU MPOU3BOIUTECIHLHOCTH

UHTepdenc .
cetn. Ecnu BeIOpana rpymnmna uHTep@eiicoB, OyIeT HCIOIb30BaThCs
WAN-coenrHeHne 1o yMOIYaHUIO AJis BIOpaHHOW IpYTIIIbI.
Pexum ayTeHTHDUKAIMK A YCTAHOBJIEHUSI CECCUU T10 MTPOTOKOIY
Pexum TWAMP. Ecnu ycranosieHo 3HaueHue 0, ceccusi yCTaHaBIUBAETCA

0e3 ayrenTHUKamun ',

Bpemst oxxunanust oTBeTa Ha OTIPABICHHOE TECTOBOE COOOIICHHE (B
UHTepBan oxuaaHus

CCKYHIOax). ECJ'II/I CTAHOBJICHO 3HAYCHHC 0 CT OI>’ICTBO HC
Test-coobLeHunsa Y ) Y » YOIP

OrpaHU4YUBACT BPCMA OXKUAAHUS.

Bpemst oxumaHuss OTBETa Ha OTHPABICHHOE  YIIpaBIIsIoOLIEe

UHTepBan oxuaaHus
cooOmienue (B cekynnax). Ecnu ycranoBneno 3nauenue 0, mHTEpBaI

Control-coobueHus
oxxkunanus cocrapisier 900 cekyH.

[Tocne 3amanust Bcex HeoOXoauMBbIX HacTpoek HakmuTe kHonky MPUMEHUTbD.

18 Jlpyrue pexxuMbl ayTeHTU(HUKALMH OyIyT TOCTYIHBI B clienyronmx Bepeusix [10.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Mapwpymu3sauus

B nanHoM pasnene MeHto Bbl MojkeTe HaCTpOUTH TaONIUIBI U NTPaBHJIa MapIIPyTH3ALHN:
*  pa3pemmTh Hcnoiab30BaHue MpoTokoaos RIP u RIPng;
*  100aBUTh WIM YAAJIUTh NOIb30BATEILCKUE TAOIUIIBI MAPIIPYTH3ALINH;

* TIOCMOTPETh CBEICHHUS O CHCTEMHBIX MapHipyTax H J00aBUTh TIOJH30BATEIHCKUE
MapIIpyThl;

*  HACTPOWTH MpaBmiia 00pabOTKHU Tpaduka.

RIP/RIPng

Ha crpanunie Mapwpytusaumsa / RIP/RIPng Bbi moxere paspemmts HCHOONB30BAHUC
npotokonioB RIP (Routing Information Protocol, npomoxon mapwpymuoi ungopmayuu) s
[Pv4-coequnenuit u RIPng (RIP Next Generation, RIP noeoco nokonenus) mist IPv6-coenunenuit
MapmpyTu3aropa. [IpoTOKoIsl MPUMEHSIOTCS B HEOONBIIUX CETIX M TMO3BOJSIOT YCTPOHCTBAM
JTUHAMHYECKH OOHOBIISITH MAPIIPYTHYIO HHPOPMAITUIO, MTOTYIaeMYIO OT COCEHUX YCTPOUCTB.

= < Wudopmauus o cucteme RIP/RIPng il
RIP RIPng
) BrnounTb ) BkntounTb
CoepguHenuns + CoeauHeHns —+

CoenuHeHve CoenvHeHne

PucyHok 177. Cmparuya Mapwpymu3sayusi / RIP/RIPng.

UroObl paspemnTh wucnoib3zoBaHue mportokona RIP wmm RIPng, caBuHbre mnepexitodarTens
BKMIOYUTb B COOTBETCTBYIOILIEM pa3ziesie BIIPABO.

YroObl BeIOpaTh COENMHEHUs, I KOTOPHIX OyJIeT MCIOJIb30BaThCA MPOTOKOJ, HAKMHTE KHOIKY

OOBABUTb (+ ) B COOTBETCTBYIOIIEM pasJierie.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

CeTb X

WAN-uHTEpdEC*

He BbibpaHo A

COXPAHWUTb

PucyHok 178. OkHo OobasrieHusi COeOUHEHUS.

B orobpa3uBiiieMcst OKHe BeIOEpHUTE HEOOXOMUMOE coenHeHne B packpbiBatoriemcs criimcke WAN-
uHTepdenc, a sarem Haxxmure kHonky COXPAHUTD.

[Mocne 3aganust HeoOxoaMMBIX apameTpoB Haxmute kHonky MPUMEHUTD.
YT00BI yIaInuTh COCIMHEHUE, YCTAHOBHUTE (PIIaXKOK CJIEBA OT COOTBETCTBYIOIICH CTPOKH TAONUIIBI U

Haxxmute kHonky YOAJIUTD ( @ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Tabnuubi

Ha crpanunie MapwpyTtusauma / Tabnuubl Bbi Moxere 100aBisTh | yAalATh
0JIb30BATEIBCKHE TAONMUIBI MapIIpyTH3aiui. CHCTEMHbIEC TAOIUIBI MAPIIPYTU3AIIHHA HETOCTYITHBI
JUTSL pETAaKTUPOBAHUS M YIATICHUSL.

Tabnwukl

Tabnuuel +

[] Ha3ganue
D 254 main

[] 2s3 default

[] 99 unreachable
|:| S98 resolve

D 997 failover

[] 2s6 dhcp_1

|:| 257 group_1

Pucyrok 179. CmpaHuya Mapwpymu3sayusi / Tabnuybl.

YroObl co3nath HOBYIO TabmuIly MapipyTu3anun, Haxmure kaonky JJOBABUTbD ( + ).

JobaBneHue Tabnuupbl

ID*

Haseanne*

COXPAHUTB

PucyHok 180. OkHo 0obaeneHusi mabnuybl.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B otkpeiBiiemcst okHe Bbl MokeTe 3a1aTh cieyromnme napaMmeTpsl:

MapameTp OnucaHune

D [MopsinkoBbld HOMEp TaOMUIBI ISl yAOOHOW HWIACHTH(UKAIIIH.
MoskeT OBbITh TIPOU3BOJIBHBIM.
Ha3Banue Tabmunpl s ynoOHOW uaeHTU(UKanud. MoxeT ObITh
HasBaHue
MIPOU3BOJIBHBIM.

[Tocne 3amanust HeoOxoauMBbIX mapamerpoB HaxkmuTe kHonky COXPAHUTD.

YT10oOBI M3MEHHTH IOJH30BATEIBCKYIO TAONUIy MapIIPyTU3alUK, BBIOCPHTE COOTBETCTBYHOLIYIO
CTPOKY B TaOJHIle ¥ HOKMHTE JICByHO KHONKY MbIA. Ha oToOpa3mBIIEHCS CTpaHHIlE W3MEHUTE
HeoOxoaumblie napamerpsl 1 Haxmute kHonky COXPAHUTD.

UroObl ynanuTh IOJIB30BATENbCKYIO TAOMUIly MapIIpyTH3allld, YCTaHOBHTE (PIakOK ClieBa OT

COOTBETCTBYIOIIEH CTPOKH TaOmuIel M HaxkmuTe kHonky YOANIUTD ([1]).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBOD,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

MapupyTbl

Ha crpanune MapwpyTtusaumsa / MaplpyTbl Ber MoxeTe OCMOTPETh CBEICHUSI O CUCTEMHBIX
MapuipyTax M [J00aBUTh I0JIb30BAaTEIbCKUE MapuIpyThl. YUTOOBI HACTPOUTH MAapIIPYTHl IS
npotokona IPv4 ninu nporokona IPv6, nepeiianre Ha COOTBETCTBYIOUIYIO BKIIAJIKY.

MapLUpyThl

Monb3oBaTeNbCKKe MapLUpYTh +

Haznauenwe Wintos HiHTepdeinc abnuub

CUCTEMHbIE MapLUPYThI

Ha3Hauenune Witz WIHTEpGERC Tabau
0.0.0.0:/0 192.168.161.1 WAN

224.0.0.252 - LAN

224.0.0.251 - LAN

1111 192.168.161.1

1.0.0.1 192.168.161.1

410
1410
c410

CocTosHwe ©

CocToRHWe

BrntoueHo i

BrntoueHo i

BrntoueHo @

BrnoueHo i

Brntouero @

PucyHok 181. CmpaHuya Mapwpymu3ayusi / Mapwpymbebl.

B pasznene CUCTEMHbIe MapLUPYTbl mpe/cTaBicHa HHGOPMALUS O CHCTEMHBIX MapmipyTax. B
tabnuue npeacraBieHsl [P-anpeca W moaceTw Ha3HAYEHUs, LUIIO3bI, COOTBETCTBYIOIIUE MM

uHTEpQeichl U TaONUIIBI MAPUIPYTU3AIUH, A TAK)KE COCTOSHIE MapIIPyTOB.

YroObl co31aTh TOJIB30BATEILCKUH MapmpyT, B paszaeic [lonb3oBaTesibCKkMe MapLUpyTbl

Haxxmute kHonky JJOBABUTD ( —+ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

= < Mapupym MapwpyT/[OobaBneHue i
Tabnuubl +
MapwpyT
ms Metpuka
. BinounTs
WUHTepdeiic
ABTOMaTUYeCKU v
CeTb HazHayeHus™
routing_netmask*
LWnto3*
IP-anpec UcTouHMKa
He BbibpaH v

NPUMEHUTb

PucyHok 182. Cmparuua dobasrneHusi Mapwpyma.

Ha oto6pasuBmeiics crpanuiie Bel MokeTe 3a/1aTh ClIeyIONINe apaMeTphl:

MapameTp OnucaHune

MapuwpyTt

UroObl  pa3peuMTh  UCHOJB30BAaHME  MAapuipyTa,  CABHUHBTE

[EPEKIT0YATEND BIIPABO.
Bxnoountb
YroObl  3ampeTuTh  UCIOJIb30BAaHHE  MapuipyTa,  CABUHBTE

TIEPECKIOYATCIIb BJICBO.

B packpsiBaroriemcsi criicke BeiOepuTe mHTEpdEnc (CoOenMHEHHE),
yepe3 KOTOphIi Oy/leT BBHIMOIHATHCS OOMEH JaHHBIMU C yIAJIEHHOU
UHTepdenc ceThio. B cirydae BbiOOpa 3HaueHuss ABTOMATUYECKU uHTEpdeiic
OyZleT BBIYMCIICH MaplIpyTU3aTOPOM HAa OCHOBAHUM JaHHBIX O
CYIIECTBYIOIINX JHHAMUYECKHX MapIIPyTax.

CeTh HazHaYeHus VYnaneHHass ceTh, JOCTYIl K KOTOpOW oOOecrednBacT JTaHHBIN

MapIIpyT.
Macka cetun o
Macka yaneHHOU CeTH.
Ha3HavyeHus
LWino3 [P-aapec, uepe3 KOTOPBIN JOCTYIHA CETh HA3HAUEHUS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

B packpeiBaromemcst cniucke Bbioepure IP-agpec ycrpoiictsa,
IP-appec ncroyHuka 9
M3BECTHOI'O MapUIPYTHU3aTOPy B JaHHBII MOMEHT.

YroObl 100aBUTh MapHIPYT B TaOJIMIly MaplIpyTH3alud, B pasieic TaOnuLibl HaKMHUTE KHOIKY

OOBABUTB (+).

JobaeneHwne Tabnuubl

Huma*

main -

COXPAHWTE

PucyHok 183. OkHo GobasneHusi mabnuypbi.

B oTkpriBIIEMCs OKHE B packpbiBaromemcs crucke MMA BeiOepure Tabnuily MapipyTH3aluu, B

KOTOpYIo OyneT n1o0aBieH MapiupyT, a B mojie MeTpuKa ykaxuTe 3Ha4YeHHE IPHOPUTETa MapIpyTa
u Haxkmute kHoky COXPAHUTD.

[Tocie 3aganus HeOOXOMUMBIX TTapameTpoB HakmuTe kHonky MPUMEHUTD.

YToObl HACTPOMTH pacmucaHue padOThl JUIS MaplipyTa, HaXMHUTE Ha 3HAa40K J3ajaTbh

pacnucanue ( (Y ) B cTpoke 3TOro npaBuiia. B OTKpPBIBIIEMCS OKHE B PACKPHIBAOIIEMCS CITUCKE
MpaBuno Bribepute 3HaucHue Co3AaTb MPAaBMUIIO, YTOOBI CO3/1aTh HOBOE pacmucaHue (CM.
pasnen Pacnucanue, ctp. 322) win BeiOepuTe 3HaucHue BbIOpaTh cyuwecTBylowWwee, uToOb
BOCIIOJIB30BAThCSl YK€  CymiecTByromuM. CyIIEeCTBYIOIIUE PACHHCAHUS  OTOOpaXKaroTcs B
packpeiBaroremcs criucke UM npaBuna.

YroObl aKTHBHPOBATH MapIIPyT BO BPEeMs, YKa3aHHOE B PACIMCaHWHU, M OTKIIIOYHUTH B OCTAIBHOE
BpeMsi, BbIOepuTe 3HaueHHe BKMWOYUTBL NMpaBUmoO B packpeiBatoieMcs crnucke [eNCcTBUE u
naxxmute kHonky COXPAHUTbD.

YroObl OTKIFOYMTH MApUIPYT BO BPEMs, YKa3aHHOE B PACIMCAHWHU, ¥ aKTUBUPOBAaTh B OCTAJIBHOE
BpeMsi, BbIOepuTe 3HaueHre BbIKNMIOYMTL NPaBUIO B packpbiBaroieMcs crnucke [JencTBue u
Haxxmure knonky COXPAHUTD.

YToObl M3MEHUTHh WU YAAIWTh PACHHCAHUE JJIsI KAKOTO-JIMOO MaplipyTa, HOKMHTE Ha 3HAYOK
PepaktupoBatb pacnucaHue ( (9 ) B CTpoke 3TOro Mapuipyra. B OTKpPBIBIIEMCS OKHE

usmenute napamerpbl u Haxkmute kHOKy COXPAHUTD win Haxmute kaonky YOAJIUTb U3

PACIMUUCAHMA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YToObl M3MEHUTH MapaMeTphl MOJB30BATEIbCKOrO MapiupyTa, B pasaeie [Nonb3oBaTenbckue
MapLIpPyYTbl BEIOEPUTE COOTBETCTBYIONIYIO CTPOKY B TaOJHIIE U HAXXMHUTE JIEBYO) KHOMKY MBIIIIH.

Ha oroOpasuBiieiics cTpaHule H3MEHUTE HEOOXOAUMBbIE IapaMeTpbl M HAXMUTE KHOIKY
NMPUAMEHUTD.

YroObl ymanuTh MOJIb30BAaTENIbCKUI MapHIpyT, YCTAHOBHUTE (PIakOK cjeBa OT COOTBETCTBYIOIIEH

cTpoku Tabmuiubl ¥ Haxmute knonky YOAJIUTD ([U)). Ber takke MokeTe ymanmuTh MappyT Ha
CTpaHHUIIE U3MCHEHHSI TApaMETPOB.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBOD,CTBO nonb3oBarens

NMpaBuna

Ha crpanune MapuwpyTtusaumsa / MpaBuna Bel MoxeTe HacTpanBaTh MpaBiiia MapIIpyTH3ALUH
Tpaduka. YToObl HacTpouTh npaBuia Ui npotokoia IPv4 umu nportokona IPv6, mepeiinute Ha

COOTBETCTBYIOLIYIO BKJIQJIKY.

MNpaewna

Npaenna +

CocToamme TaBnLE CeTb W CeThb - MHBEDTHDOBAT o)
(] Cocronn R WMETOHHIKS 1 HAZHEMEHMA - o
[] Brmoueno group_1 - LAN - - 0 false ©
D BrnroveHo dhep_1 - - - - 0 false ©
[] Brmoueno group_1 - - - - 0 false @

PucyHok 184. Cmparuya Mapwpymus3auyus / lpaeuna.

Jl1st KayK0ro CO3AaHHOTO Ha MapUIpyTU3aTOpe COEIMHEHUS U TPYIIbl COEUHEHUI aBTOMaTHUECKU

n00aBiIsieTCs MPaBUJIO MapIIPyTU3ALUY.

HUsmeHeHne wim YAQJICHUE CO3JAaHHBIX aBTOMATHUYCCKH INPABUII MAPIIPYTU3ANUKU MOXKET
u OKa3aThb HETATHUBHOC BJIMAHHWE HA [2360Ty Baeii cetu.

Uro0bl 100aBUTH HOBOE MpaBmiio, HaxkMuTe kHONKy JIOBABUTD ( -+ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

JobaeuTe Nnpaswno

® Exnounts

Tabnmua*

main -

WHTepheiic ncTouHWKa

He sriBpan -

WHrepheiic HazHaueHUA

He sriBpan -
TS
0 -
FevMark
a
I WHBepTWpOEATH
COXPAHWTBL

PucyHok 185. OkHo dobaeneHus npasusa.

B otkpriBIIeMcst okHe Bbl MoxeTe 3a1aTh CIEAYIOIME TapaMETPhI:

MapameTp OnucaHwme

UroObl  pa3peliuTh  UCIOJIb30BaHUE  MpaBWiIa,  CIBUHBTE

HepeKJ'IIO‘IaTCJ'IL BHpaBO.
Bxnoountb
UtoOmI 3alpETUTH HCIIOJIb30BaHUE [pasuia, CIIBUHBTE

TMEPEKITI0YATEIIb BJIEBO.

B packpbiBaroriieMcsi Cicke BbIOEpUTE TAONUIly MapuIpyTH3allWH,
Tabnuua COIJIaCHO KOTOpO# Oymer 00padaThIBaThCSA TOMAJAIONIUN O]
IIPaBUIIO TpauK.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHune

Beeaure IP-anpec cetn ucrounuka (c ykazaHueM win 0e3 ykazaHUs
npedukca s nmporokona [Pvo).

CeTb UCTOYHUKA
OCTaBBTe T10J1C HYCTHM, IITO6I>I HpaBI/IJ'IO HpI/IMeH}IJ'IOCI) JJIsI BCEX

ceTel.

B packpsiBaromieMcsi ciucke BeIOepUTe UHTEpQEiic UCTOUHHKA, IS

. KOTOPOTo OyJeT MPUMEHSATHCS MTPABUIIO.
UHTepcenc ncrtouHuka
YroObl MpaBUIO MPUMEHSIIOCH K JHOOBIM HHTEpdelicam, ocTaBbTe

3Hauenre He BbIOpaH.

Beenute I[P-ampec cetm HasHaueHus (C¢ ykaszaHueM wim 0e3

yKazaHus npedukca ajs nporokona [Pvo).
CeTb Ha3Ha4yeHuA
OctaBpTe TOJE IyCTBIM, YTOOBI MPABHJIO MPHUMEHSUIOCH U BCEX

ceTen.

B packpsiBaromemcs ciucke Beioepute nHTEpderic Ha3HAYCHUS, IS
WUHTepdeiic KOTOPOTO OyZIeT MPUMEHSTHCS MTPABHIIO.

HasHa4eHuA YrtoObl MpaBHIO MPUMEHSUIOCH K JIOOBIM MHTep(deiicaM, ocTaBbTe
3HaueHre He BbIOpaH.

Type of Service (mun ycayeu).

B packpeiBaroriemMcsi CIucke BbIOepuTe 3HaueHHe Oaiita ToS,
ToS KOTOPBIM OmpeseNiseT THIT OOCTY)KUBAHUS TaKeTa, YTOOBI MPABUIIO
PacrpoCTPaHsIOCh TOJIBKO HA MAKEThl C COOTBETCTBYIOIIEH METKOU
ToS.

FWMark BBenute 3nauenue ans mMapkupoBku Tpaduka. Eciam mapkupoBka
ar
Tpaduka He TpeOyeTcs, ocTaBbTe 3HaUeHue 0.

CABHHBTE TEPEKIIIOYaTelb BIPABO, YTOOBI MHBEPTHPOBATH YCIOBHS
MHBepTUpoOBaThb npaBuiia, 3aJaHHBIE BO BCEX IIOJSX, KPOME PACKPBHIBAOIIETOCS
cnucka Tabnuua.

[Tocne 3amanust HeoOXoAUMBIX MapameTpoB HaxkmuTe kHOKy MPUMEHUTD.

YTo0BI HAaCTPOUTL pacClUCaHUC [JIA IMpaBHJIa MAapHIpyTHU3adllUHW, HAKMHUTC Ha 3HAYO0K 3aﬂaTb

pacnucanue ( (D) B cTpoke TOro mpasuia. B OTKpBIBIIEMCS OKHE B PACKPHIBAIOLIEMCS CITUCKE
MpaBuno BriGepute 3HaucHne Co3AaTb MPaBUIIO, YTOOBI CO3IaTh HOBOE paciucaHue (CM.
pasnen Pacnucanue, ctp. 322) win BbiOepute 3HaucHre BblOpaTh cyuwiecTBylowee, uro0s
BOCTIOJIB30BAaThCSl YK€ cymiecTByromuM. CyIIeCTBYIONIME pAcIUCaHUs OTOOpaKaloTCs B
packpsiBaroiiiemcs crucke UMa npasuna.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YT10OBI aKTHBHPOBATH MPABUIIO MAPIIPYTH3AIMH BO BPEMsI, YKa3aHHOE B PACIIMCAHHUH, U OTKIFOYHTH
B OCTaJbHOE BpeMsi, BeiOepuTe 3HaucHne BKIMIOYMTbL NMPaBUMO B pacKphIBAIOIIEMCS CITHCKE
DencrtBue u naxxmure knonky COXPAHUTDb.

YT0OBI OTKIIFOYMTH MPABUIIO MAPIIPYTH3ALUH BO BPEMs, YKa3aHHOE B PaCIUCAHHUHU, U aKTUBHPOBATh
B OCTaJIbHOE BpeMs, BbIOEpUTE 3HaucHHE BbIKMHOUYATL NPaBUIO B PacKPHIBAIOIIEMCS CIHCKE
DenctBue u naxxmure kionky COXPAHUTD.

UroObl M3MEHHUTh WM YNAJUTh paclHCaHHe AJis KaKoro-Jin0o MpaBuia, HaXKMHUTE Ha 3HAYOK
PepaktupoBatb pacnucaHue ( (O ) B cTpoke 3Toro npasmia. B OTKphIBIIEMCS OKHE W3MEHUTE

napametpbl 1 Haxmure kHonky COXPAHWUTb wm naxmure xHonky YOAAJIUTb W3
PACIMUCAHUA.

YT10OBl W3MEHWTH IIAPAMETPHI TPaBWIIa, BBHIOCPHTE COOTBETCTBYIOILYIO CTPOKY B TaOmuie u
HOKMHTE JIEBYIO KHOIIKY MBIIIH. B OTKPBIBIIIEMCS OKHE H3MEHHTE HEOOXOAMMBIC MapaMeTpbl U
naxxmute kHonky COXPAHUTbD.

UroObl ynanuTh MPaBHIO, YCTAaHOBHUTE (DIAKOK CJIeBa OT COOTBETCTBYIOIICH CTPOKH TAOIHIBI U

Haxxmurte knonky YAAJIUTb (@ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Mexxcemeeou 3kpaH

B nanHoM pasnene MeHI0 Bbl MOJkeTe HAaCTPOUTH MEKCETEBOM SKpaH MaplLIpyTH3aTOPa:
*  3aJaTh OTPaHUYCHUS HA MOCEIICHHE HEKOTOPHIX Web-CalToB;
*  BKJIIOYHTH (PYHKIUIO OITOKMPOBKU PEKIAMHBIX OOBSBICHHN;

¢ H3MCHUTH U ,[[O6aBI/ITL 30HBI;

® HU3MCHUTH U I[OGaBI/ITB IMMOJINTUKH, ONPCACTIAIOIINC ,IIGIZCTBPISI C Tpa(bI/IKOM MCKAY 30HaMH I10
YMOJIYAHUTO;

® Il06aBI/ITI> M U3MCHUTDB ITpaBujia, ONPCACIAIOIINEC HCKITFOUCHUA U3 ITOJIUTUK;,

*  pazpemuTh ucnoiab3oBanue NAT.

URL-cpunbTp

Ha crpannnie MexceteBon 3kpaH / URL-cbunbTp Bbel MokeTe 3agarh OrpaHdUYeHHUS Ha
MOCEIIEHNE HEKOTOPhIX Wweb-CcaliToB, a Takke ONpPEeNeiIuTh YCTPOWCTBA, IJIsi KOTOPBIX OymyT
MMPUMCHATBHCA 3a1aHHBIC OIPAHUYCHUS.

URL-punsTp

He cozaaHo HW 0gHoro npaenna anA URL-gunLTpoE

OOBABWUTE

PucyHok 186. Cmparuua Mexcemeeoli akpaH / URL-¢punbmp.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

UroObl nobaButh HOBOE mpaBuiio it URL-dunbrpa, Haskmute kaonky JJOBABUTD ( + ).

= < URL-gmneTp URL-¢pmneTp/dobaeneHne

URL-dpmneTp

Bl MOMETE 384aTh OrpaHy4eHMA Ha NOCELWEHWE HEKOTOPBLIX web-caiTos. HPEEIJ'IIIG MOMHD MPAMEHNTE K }'CTPOF‘ICTEEM. KOTOpBIE
,-.'IIZIC'EE»'IEHbI B CNHCOK, MW KO BCEM, KpOMeE }'CTPDF‘ICTE W3 CNWCKa.

BrntouwTh
Tan §unsTpa WAN rpymina®
He eribpaHo -
PANETRIUMA agpecos PUALTRaYMA KAMEHTOR
BnoKMpoRaTh BCE aApeca, KpoMe YKE3aHHbIX - Bce, KpOME YCTROWCTE W3 CNIMCKa -
Anpeca + KnueHTol +
IRL-aapec Coenagedwe ¢ wabnoHom AC-appec

NMPAMEHWTE

PucyHok 187. Cmparuya dobasneHus Hogoeo URL-punbmpa.
Ha otkpeiBiIeiics cTpanuiie Bol MOKeTe 3a/1aTh CIEAYIOINUE TApaAMETPHI:

Uroosr  Bkmtounth  URL-unbTp, caBunbre mnepeximodarens BknwouuTb  BhopaBo. B
packpoiBaromemcst ciucke WAN rpynna BeiGepure rpymnmy uHTepdeicoB, s KOTOpoil Oyaer
npumensTbess URL-dunstp, a 3aTeM BoiOepute peskuM B crincke PUNbTpaumsa aapecos:

* bBbrnokupoBaTb yKasaHHble agpeca — npHu BbIOOpE ATOr0 3HAYCHUS MapIIPyTHU3aTOP
OJIOKHMPYET JOCTYIT KO BCEM web-caiiTam, 3aJJaHHBIM B pasieie Agpeca,

 bBnokupoBaTb Bce agpeca, KPpOMe YKa3aHHbIX — OpH BHIOOpPE STOrO 3HAYECHMS
MapIIpyTH3aToOp pa3perraeT JOCTYH TOIbKo K web-caiitam, 3alaHHBIM B paszaeie Agpeca, u
OJIOKUPYET JOCTYI KO BCEM OCTAJILHBIM CalTaM.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Yroosr nob6aButh URL-anpeca, kK KOTOPBIM OyeT MPUMEHATHCS 3aJaHHBIA pekUM (UIBTpaAIiH, B

pasnene Appeca naxwmure kaonky JOBABUTb (+ ). B orkpeiBiieMcss okHe Bbl MoxeTe
3aJ1aTh CIEAYIOIIUE MapaMeTpPhI:

MapameTp OnucaHwue

URL-agpec URL-anpec, yacts URL-aznpeca uiamn KIIr04€BOE CIOBO.

BBIGCpI/ITG HeO6XOI[I/IMOG 3HAQUYCHUC B PACKPBIBAOIIICMCA CITMCKE.

* [lonHoe — 3anparmBaeMbIii apec TO0HKEH TOYHO COBIAIAThH
CO 3HAaYeHHEM, 3aJaHHBLIM B I10JIE€ BEIIIE.

* Havano - 3ampammBaeMsblii anpec JOKEH HAYMHATHCS CO
CosnapeHue c

3HA4YCHUs, 3aJaHHOI'O B I10JIC BBIIIC.
LabrioHoM

* KoHeL, — 3ampammBaemblii aapec JOKEH OKAHYMBATHCS
3HaUYEHHEM, 3aJaHHBIM B MOJIE BBIIIEC.

° YacTtnyHoe — 3aHpaH.IHBaeMBIﬁ aZIpeC NOJOKCH COHACPKAThb
3HA4YCHUC, 3aJaHHOC B I10JIC BBIIIC, B 0001 CBOEH YacTH.

Haxxmure knonky COXPAHUTD.
Uto6sl ymanuth Kakoil-mubo ampec u3 cnucka URL-aapeco, ycranoBuTe (akok cieBa OT

F—N
COOTBETCTBYIOIIEH CTPOoKH Tabmuusl U Haxmute kHonky YOAJIUTb ([U]). Bur Taxke moxere
YAAIHUTh aJJpeC B OKHE U3MECHEHHS TTApaMETPOB.

UroOBl OMpeneNnTh yCTPOWCTBA, IS KOTOPBHIX OyIyT IeiCcTBOBATH 3allaHHBIE OTPAHWYCHUS,
BBIOEpPHTE HEOOXOIMMOE 3HaUeHUE B criicke PUMbTpPaLUs KITMEHTOB:

* YcTpoucTBa M3 CMUCKA — Ipu BHIOOpPE ATOTO 3HAYCHUS] MAPIIPYTH3aTOP MPHUMEHSET
OrPaHUYCHUS TOJIBKO K yCTPOUCTBAM, 3aaHHBIM B pasuenc KnueHTbl;

* Bce, kKpoMme yCTPOUCTB U3 CNMUCKA — mpu BEIOOPE ITOTrO 3HAYCHHUSI MAPLIPYTH3aTOP HE
IPUMEHSIET OTPAaHUYEHHSI K YCTPOWCTBaM, 3alaHHBIM B pasnenie KnMeHTbl, Ho mpumeHsier
OTpaHUYEHUS K OCTAJIbHBIM YCTPONHCTBAM.

Yrobsl 100aBUTH KIMEHTA B CIIUCOK, B pazneine KnmeHTbl naxxvure kuonky [JJOBABUTb (+ ).
B otkpeiBiremcs okue B nmojie MAC-agpec Beenute MAC-aapec yCTpoicTBa U3 JIOKAJIbHOM CETH.
Bb1 MoxxeTe BBIOpaTh yCTPOHCTBO, MOAKIIOUEHHOE K JIOKAIBHOM CETH MapIIpyTH3aTopa B JaHHBIN
MOMEHT. [IJi1 3TOro B pacKphIBAIOIIEMCsl CIIUCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (IpU
3TOM II0JIE 3aMOIHUTCS aBToMariyeckn) u Haxkmute kHorriky COXPAHUTD.

YT1oOBl ynanmuTh KIMEHTAa W3 CIIMCKA, YCTAaHOBHUTE (IaKOK CJEBa OT COOTBETCTBYIOIIEH CTPOKH

=

Tabnuipl ¥ Haxkmute kaonky YOAJIUTB ( [ ). Ber Takke MokeTe yqamuTh KIMEHTAa B OKHE
U3MCHEHHS TIapaMETPOB.

[Mocne 3aBepiienus Hactpoiiku npasuia URL-¢unbrpa Haxxmute knonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

UroObl HacTpouTh pacnucanue pabotel mnpaBuia URL-dunbsrpa, HaxkmuTe Ha 3HA4OK

3apgatb pacnucanme ((Y)). B oTkpeIBIIEMcs OKHe B pacKpbiBatomemcs crucke [paBuno
BeIOcpuTe 3HaueHne Co3paTb MPaBUIO, 4TOOBI CO31aTh HOBOE pacmucaHue (CM. pasaeln
Pacnucanue, crp. 322) wim BbeiOepure 3HaucHue BblOpaTb cyuwecTBylowWee, dToObI
BOCIIONIb30BaThcs YK€  cymiecTByrommM. CyIecTBYIONINE pacClUCaHUs OTOOpakaroTcs B
packpeiBaroiiemcs ciucke UMa npasuna.

Yto6bI akTuBHpOBaTh paBmiio URL-dunsTpa Ha Bpemsl, yka3aHHOE B PACIIHCAHUH, H OTKIIOYHUTH B
oCTalbHOE BpeMsi, BeIOepuTe 3HaueHHe BKMHOYMTL NPaBUIO B PACKPHIBAIOMIEMCS CITHCKE
OencTtBue u Haxmute kHonky COXPAHUTD.

Uto6s! oTkimounth npaBuwiio URL-Gunsrpa Ha Bpemsi, ykazaHHOE B paClIMCaHUH, M aKTUBHPOBATH B
OCTaJIbHOE BpeMsi, BbIOepUTE 3HaucHHE BbIKMHOUYATL NPaBUMO B pPacKpBIBAIOIIEMCS CITHCKE
OeuncTtBue u Haxmute kHonky COXPAHUTD.

YroObl U3MEHUTh WIM YAATUTH pacnucanue padotel npasuia URL-unsrpa, HaxMHUTe Ha 3HAYOK
Pepaktuposatb pacnucaHue ((U) B pasmene URL-bunbTp. B oTkphIBIIEMCS OKHE

nsmenute napamerpbl 1 Haxxmure kHonky COXPAHUTD wnn naxmute knonky YOANIUTb U3
PACIMUCAHMA.

YroObl ynanuth Kakoe-nubo mnpaBwio g URL-dunsrpa, ycraHoBuTe (rakok cieBa oOT

COOTBETCTBYIOIIEH cTpoku Tabmuk! 1 Haxmute knonky YAATUTb ([1)).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

BbnokupoBka peksiaMbl

Ha crpanunie MexceteBoun akpaH /| BrniokMpoBka peknamMbl Bl MoxeTe BKITIOYUTH (YHKIIHIO
ONOKUPOBKH PEKIAMHBIX OOBSBICHHM, BOZHUKAIOIIUX MIPH MPOCMOTpPE cTpaHUI] B web-Opay3epe.

£ URL-GueTp BnokupoBka peknambl (i

BnokupoBka peksiambl

MexaHuzmM 5110KMPOBKH peknaMbl N BpeAOHOCHBIX caiiToB.

O6Luyme HacTpoiikn URL
. Brknouynte @ 3gece Bel MoxeTe J0BABNATE, PEAIKTHPOBATE U YAANATE J4peca
aiinos, CoqepKaLmx CIMCKM Y308,
ryre Q  nosasuTs

) CoxpaHAaTb B NaMATA yCTpONCTBa

NMPUMEHUTE

PucyHok 188. Cmpa+uua Mexxcemeeoli 3kpaH / briokupoeka peknamsl.

YroObl BKIIOYHTH (PYHKIMIO OJOKHPOBKH peKiIaMbl, B paszgene OOWMe HACTPOMKU CIBHUHBTE
nepekiouareb BKNHOUYNTB Bipaso.

B mnone lNyTb ompenennre MecTOMONIOKEHHE TANKH, B KOTOPYO OyIeT cOXpaHsAThCs (ailia co

CIIMCKOM PCKJIAMHBIX CalTOB. I[J'IH 9TOro HakmMuTe Ha 3Ha4ok MNMouck ( Q ), HCpCfII[PITC B HYXXHYIO

nanky u Haxmute kHonky BbIBPATb.

3arem B paznene URL naxxmure kHonky JJOBABUTD u B orobpasusiieiics ctpoke BBenute URL-
azpec Qaiina, cofepiKaIlero ClMCOK PEKJIaMHBIX CATOB, KOTOPbIE HEOOXOAMMO 3a0JIOKUPOBATh.

Haxwmure xHonky MPUMEHWUTb wu nomoxaute, moka ¢aiin 3arpyxkaercs B mnamsath USB-
HaKomuTeNsl. BBl Takke MOXKETe COXpaHUTh (ailil CO CIUCKOM PEKIaMHBIX CAaHTOB B MaMSTH
yctpoiictBa. [jist 3TOro caBuHbTE nepekitouaresi> COXpaHATb B NaMATU YCTPOMCTBA BIIPaBo,
a 3ateMm Haxxmute kHonky MPUMEHUTD.

Daiiibl, COXpaHEHHBIC B TAMSTH _YCTPOWCTBA, OOHOBISIOTCS KAXKIBIA _pa3 Tpu
' mepe3arpy3ke MapupyTu3aropa win ooHosieHnn BHyTpeHHero [10. Ecan B 3TOT MOMEHT
|

(aiin HenOCTYNEeH, COUCOK CAWTOB JIIs OJOKMPOBKH HE OY/IeT MOayYeH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Ecnu Bpl Gombliie HE XOTUTE MCTIOIB30BaTh KAaKOW-THM00 (ait a1 OJOKUPOBKH PEKIIAMbI, HAXKMHUTE
Ha 3HaYoK YAAnuTb (*) B ctpoke URL-aapeca coorBercTByromiero (aiia. 3areM HaXMHUTE

kHonky MPUMEHUTD.

YToObI OTKITIOUUTH (QYHKIHIO OJIOKMPOBKH PEKIIaMbl, CIBUHBTE Mepekirodaresi BKMIOYUTB BieBO
u Haxxmute kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

30HbI

Ha crpanune MexceTteBon 3KpaH / 30Hbl Bel MokeTe pelakTHpOBaTh W J00aBIATH 30HBI, a
TaKXKe pEeJaKTHUpPOBaTh BXOMAALIME B HHUX O3JEMEHTHI. JleneHue Ha 30HBI — 3TO JIOIMYECKOE
pasTpaHMYeHHE MEXAYy CETeBBIMH HHTepdeicaMu JUIsi MPOCTOTHl HACTPOHKU  MOJUTHK
0€30MaCHOCTH MEXKCETEBOro JKpaHa. PexomeHayeTcsi He OOBEIUHATH B OAHY 30HY HHTEP(ENCHI
pasHoro Tumna. YToObl HACTpOUTH 30HBI A mporokona IPv4 unu nporokona IPv6, nepelinure Ha
COOTBETCTBYIOILYIO BKJIAJIKY.

[To ymon4aHuto Ui KaXKI0ro IPOTOKOJIa B CHCTEME MapIIpyTH3aTOpa CO3/1aHO 3 30HbI.

o fw- JJIs1 CaMOTIO YCTpOﬁCTBa. BEI HE MOXeTe YAQIUTh WA PECAAKTUPOBATHL JAHHYIO 30HY.

* wan - i1 WAN-untepgeiica Mapumpytuzatopa. Cogepxur WAN-coequHenue,
CYLIECTBYIOIIEE B CUCTEME [0 YMOJIYaHWIO. Bbpl MokeTe pegakTHpoBaTh BXOASILHE B
JTAHHYIO 30HY UHTep(Qeiichl.

* lan — s LAN-unTepdeiica mapuipytuszatopa. Bel MoxeTe peqakTHpOBaTh BXOISIIHE B
JTAHHYIO 30HY UHTEPQEICHI.

< WHpopmaLms o cucTeme

IPv4

30Hbl +

D KImA Tun VIHTepdenchl

D fv firewall -
D wan ipvd WAN
D lan ipvd LAN

PucyHok 189. CmpaHuya Mexcemeeol 3kpaH / 30HbI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

UYroObl co3nark HOBYIO 30HY, HaxkMuTe kKHOonky [IOBABUTD ( ~+ ).

[o6aBneHne 30HbI

*

Mma

@ Konn4ectso cumMBOI0B JO/IKHO BbiTh He bosee 32

Twvn

IPv4 -
) [octyn Mexay uHTepderdcamu

[locTynHble HTepdenchl
CeoboaHble MHTepdERCH OTCYTCTBYIOT.

COXPAHUTb

PucyHok 190. OkHO 00basrneHusi 30HsbI.

Bbl MoxeTe 3a51aTh clieayroue napameTpsbl:

MapameTp OnucaHue

st HasBanue 30HBI a1 ynoOHOH wuIeHTUHUKAIUK. MoXeT OBITh
HPOU3BOJIEHBIM.
B packpbiBaromeMcsi CIHCKe BBIOEPUTE THUI BXOISIIIUX B 30HY
UHTEpPECcoB.
Tun « IPv4/IPv6 - s BeiOOopa goctymHbiX  [Pv4/IPv6-
coenuHennii 1 VPN-cepsepos.
* IPsec — nns BeiOopa [Psec-TyHHeneii.
ChBuHbBTE MeEpeKiIIoyaTesb BIOPAaBO, UYTOOBI pa3peluTh Tpaduk
OocTyn mMexay MEKIy BXOISIIMMHE B 30HY HHTepdeiicamu.
UHTepcpercamm C/BUHBTE MEPEKITIOYATelh BICBO, YTOOBI 3alPETUTh TPAPUK MEKILY
BXOJISIIIIAMU B 30HY HHTep(eiicamu.
[JocTynHble Uro6s! BKITIOUnTh UHTEpdeiickl, VPN-cepBeps! i [Psec-TyHHenu B
UHTepdcencol 30HY, YCTAHOBUTE (PJIAYKOK CJIEBA OT COOTBETCTBYIOIINX IIEMEHTOB.

[Mocne 3amanust Bcex HeoOXoauMbIX 3HadeHuit Haxkmute kHonmky COXPAHUTD.

UTo0Bl M3MEHUTH CYIICCTBYIOIIYIO 30HY, BBEIOCPUTE COOTBETCTBYIOIIYIO CTPOKY B TaONUIE H
HOXMHTE JIEBYIO KHOMKY MBIIIM. B OTKpBIBIIEMCS OKHE HM3MEHHUTE HEOOXOMUMBIC MapaMeTphl U

Haxxmure knonky COXPAHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

JI1 _Toro 4roObl _mepeHectd uHTepdeiicel, VPN-cepBepbsl  wnu  [Psec-TvHHEIHW B

' cymeCTBylomy}o HNIN HOBym 30Hy; X H€06X02!I/IMO CHa4aJla HCKIIOYWUTH K3 30HBLI. B
| |
KOTOPOI OHU HAXOJIATCH.

UYroObl ynamuTh 30HY, YCTAaHOBUTE (Ja)KOK cjeBa OT COOTBETCTBYIOLIEH CTPOKHM B Taliuue U

Haxxmute kaonky YOAJNTUTD ( ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

MonuTtukm

Ha crpanune MexceteBon 3kpaH / MOonUTUKM Bel MokeTe pemakTUpoBarth WU J00aBIIATH
HNOJMTUKH, ONpEAEISIoIINe JEHCTBUS € TpapUKOM MEXIy 30HaMHU IO YMOJYaHUIO. YTOOBI
HACTPOUTh NOJUTHUKY Ui npoTokona IPv4 wnn nporokona IPv6, nepeiiaure Ha COOTBETCTBYIOIIYIO
BKJIAJIKY.

[To yMON4aHWiO B CHCTEME MapIIpyTH3aTopa CO3MaHO 4 MOJWTHKH: OJHA 3allpellaeT Mepeaady
MaKEeTOB M30 BCEX 30H BO BCE 30HBI, OCTAIbHBIC YTOUHSIOT €€ M pa3peliaoT rnepeaady Tpapuka u3
30HbI fW BO Bce 30HbI, 13 30HbI lan B 30ny fw 1 u3 30H6! lan B 300y wan.

£ VHdopmaums o cucTeme MonnTukn
IPv4

MonuTuku —+

D MCToUHKK HazHaueHwe NeicTEne YpoBeHb XKypHaNMpoBaHWA
D all all DROP OTKNHOUYEHD

|:| fw all ACCEPT OTKNHUYEHD

D lan fw ACCEPT OTENOYEeHO

D lan wan ACCEPT OTknOUEHOD

PucyHok 191. Cmparuya Mexxcemeeol 3kpaH / MTonumuku.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

UYroObl co3nath HOBYIO MOMUTHKY, HaxxmuTe kHonky [JJOBABUTD ( ~+ ).

Ao6aBneHne NOANTUKN

WIcTouHMK®

Het -
Ad3Ha4YeHne™

Het -
JdencTene

DROP -
¥poBeHb XypHaNWpOBaHKA

OTKn4eHo -

COXPAHWUTE

PucyHok 192. OkHO GobaesreHusi noumuku.

Br1 MoxkeTe 3a1aTh ciaeayrolre napamMmeTphl:

MapameTp OnucaHue

B packpsiBarorieMcs CIHCKE BBIOEPHTE OAHY W3 CO3JAHHBIX Ha
MapIIpyTHU3aTope 30H, TpauK U3 KOTOpoi OyaeT oOpadaThIBaTHCS B
UcTouHuK COOTBETCTBUH C NONUTHKON. Beibepute 3naueHue all (6ce), utoOb1 B
KaueCTBE 30HBI MCTOYHHKA HCIOJIH30BaTh BCE 30HBI, WM 3HAYCHHE
all(-fw), uto06b1 Hconb30BaTh Bee 30HBI, Kpome fw.

B packpsiBaroieMcsi cnucke BBIOEPUTE OAHY W3 CO3JaHHBIX Ha
MapuIpyTU3aTope 30H, B KOTOpPYIO Oy/leT HampaBiATbCS Tpaduk B
Ha3HauyeHue COOTBETCTBUH C MOMUTHKOH. Bridepute 3Hauenue all (6ce), 4ToObI B
KaueCTBE 30Hbl HA3HAYECHUs UCIIOJIb30BaTh BCE 30HBI, MU 3HAYCHUE
all(-fw), uTo0Os1 Hcnonb30BaTh Bee 30HBI, kpome fw.

B packpreiBatomieMcsi criMcke BbIOepHTE IEHCTBHE, KOTOpoe OydeT
OPUMEHATBCA K TpaduKy MEXIy 30HOH MCTOYHHMKA M 30HOU
Ha3HaA4YCHU.

[leiicTBne * ACCEPT - paspemmts nepeaady makeTos.

* DROP - otOpachiBarh makeThI.

« REJECT - 3amperuts mepemady IakeTOB C OTIPaBKOM
cooO1mIeHust 00 OMIMOKEe UCTOUHUKY.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

B PACKPBIBAOIICMCS  CITMUCKE BBI6epI/ITe YPOBCHbL ACTAJIM3allN

YpoBeHb . .
COOOIICHNH, 3aMuChIBAEMBIX B KYypHaJd COOBITHH, WM OCTaBbTE

XypHanupoBaHUsi
3HAYCHUC 110 YMOJIYAHUIO.

IMocre 3aanust Bcex He0OXoMUMbIX 3HaueHui HaxkmuTe kHonky COXPAHUTDb.

YToOBI M3MEHHUTH CYHICCTBYIOIIYIO IMOJIMTUKY, BBI6epI/ITe COOTBCTCTBYIOIIYKO CTPOKY B Ta6J'II/II_Ie n

Ha)XMHUTE JIEBYIO KHONKY MBIIIKM. B OTKPBIBIIEMCS] OKHE W3MEHHTE HEOOXOAMMBIC MapaMeTpbl U
Haxxmure knonky COXPAHUTD.

YtoObl ylaauTh MOJUTHKY, YCTAHOBHUTE (DIa’KOK ClieBa OT COOTBETCTBYIOIIEH CTPOKU B TaOIuIEe U

Haxxmute kHonky YOAJIUTD ( ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

NMpaBuna

Ha crpanniie MexceteBon 3kpaH / lMpaBuna Bel moxere 100aBISATh U PEIaKTHPOBATH
NpaBUiIa, OMPEIEIAIONINE UCKIIOUEHUS U3 MOJUTHUK, IPUMEHseMbIX K Tpaduky. UToObl HACTPOUTH
npasuiia A nporokona IPv4 uinm nporokona [Pv6, nepeiinure Ha COOTBETCTBYIOLIYIO BKIAJKY.

£ ViHdpopmMaLuma o cucteme MNpaBKrna

IPv4

Mpasuna +

3Aeck Bbl MoxeTe obaBWTL NpaBuno

PucyHok 193. Cmparuuya Mexcemeeoll akpaH / lpasuna.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nopaepxkoit MU-MIMO, 3G/LTE »n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

Yro6bl co3marh HOBOE TpaBmio, HaxxMuTe kHonky JJOBABUTD ( + ).

= < Mpasuna Mpasuna/dobaBneHve i

OCHOBHbIE HACTPOWKK

@ BxnouuTs Npasuno ©

Wma*

DedicTene WHaexe (#)*

DROP - 5
CocTosiHne COEAWHEHMA npOTOKOJ'I bl

@ He no6asneHo Hi OAHOrD COCTORHNSA COBMMHERMS @ He noGaaneqo vy 0gHoro npoToKkona
AOBABWTb COCTOAHWE AOBABWTbL NPOTOKON

WcTouHmk HasuaueHve
3oHa* 3oHa*

Het - Her -
Anpeca WUCTOYHKKE Anpeca HasHa4yeHusa
A WckniounTh yKasaHHble agpeca A WckniounTh yKasaHHble agpeca

@ He noGasneno HiH 0HOro aapeca @ He noGaanens i 0HOr aapeca

OOBABWUTL AOPEC OOBABWMTE AOPEC

OOBABWTE CCBINKY AOBABWTbE CCbINKY

CpaBHeHue TTL

MeTop cpasHeHua

CpaBHWBaEMOE 3HaYeHNE*

-1

NPUMEHWUTE

PucyHok 194. Cmparuuya dobasrieHus npasurna.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Br1 MokeTe 3a1aTh cienyronme napamMmeTphl:

MapameTp OnucaHue

OCHOBHbIe HaCTPOUKMU

UtoOpl  paszpemmuTh  HWCHOJB30BaHWE  MpaBWIa,  CABUHBTE
MIEPEKIII0YaTelb BIIPABO.

Yrto0BI 3alpEeTUTH HCITIOJIB30BAHUC ImpaBujia, CABUHBTEC
MEPEKIOYATEIIb BICBO.

YroObl BKJIIOYATH/BBIKIIOUATh MPABWIO 1O PACIUCAHHIO, HAKMUTE

Ha 3Hauok 3agdaTb pacnucaHue ( (D). B oTkphIBIIEMCS OKHE B
packpeiBaroniemMcst  criucke  [paBuNoO  BeiOepuTe  3HAYCHHE
Co3patb npaBuNoO, 4ToObI CO37aTh HOBOE pachucaHue (CM.
pasnen Pacnucanue, ctp. 322) winu BeiOepute 3HaueHne BblOpaTb
cylwiecTBytoLlee, 4yToObl BOCIOIB30BATHCA YXKE CYILIECTBYIOLIMM.
CymiecTByomue pacrnucanus OoToOpakaloTcs B PACKPHIBAIOIIEMCS

cnucke MM npaBuna.
Bknountb npasuno
Yro0bI AKTUBUPOBATH IIPaBUJIO BO BPEMs, YKAa3aHHOC B paCIIMCaHUU,

U OTKJIFOYHMTH B OCTAJIbHOE BpeMsi, BbIOepuUTe 3HaueHne BKMounTb

npaBuNO B packpbiBaroieMcst crucke [1@eNCTBUE H HaXMHUTE
kaonky COXPAHUTD.

UToOb! OTKJIIOUUTH IPABUIIO BO BPEMs, YKa3aHHOE B paclMCaHUU, U
AKTUBUPOBATH B OCTaJIbHOC BpeMs, BI)I6epI/ITe 3HA4YCHUC
BbIKNIOYMTL NPaBUIO B packpeiBarolieMcs crucke [leucteue
u Haxmute kHoky COXPAHUTD.

YroObl U3MEHUTH UIU YAQJIWUTH pacliuCaHUuC IJId IMpaBUJid, HAXKMUTEC
na 3Ha40k PegakTnpoBatb pacnucaHue (O ). B oTkpeiBimemcs

oKHe u3MeHuTte napamerpsl U Haxmute kHonky COXPAHUTb nnmum
naxmure kHonky YOAJIUTb U3 PACINTUCAHUA.

JeiicTBue, koTopoe OyAeT TPUMEHSTBCS K TOMAJANMEMy TIOM
ycinoBus mpaBwia Tpaduky. BeiGepure HeoOXoauMoe 3HAUYCHHUE B

OencrtBue . .
packpbiBaromeMcsi crucke. CHOHCOK OCTYIHBIX JCWCTBHHA CM. B
paznene /leiicmeus npasun, ctp. 304.
Tonvrko ons oeticmeus LOG.
YpoBeHb B packpeiBaromiemMcsi CIHCKe BBIOCPHTE YpPOBEHb JACTANIN3AIHH
XypHanupoBaHus COOOIICHHH, 3aMUCHIBAEMBIX B JKypHaJl COOBITHH, WA OCTaBbTE
3HAYCHHE 110 YMOITYAHHIO.
" Ha3panme mpaBuna ans ynoOHOW wujaeHTHUPUKAIMH. MoxXeT ObITh
MA

ITPOU3BOJILHBIM.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

HWunekc IpaBujia. YeM MEHBIIIE 3HAYCHUE JaHHOTO 10JIsA, TEM BBIIIC

NHaekc
MIPUOPHUTET MPaBHUIA.

CocTosiHMe coegnHeHus

Yr1o06BI MMpaBUJIO0 IIPUMCHAJIOCH TOJIBKO K IIAKETaM B OIIPCACIICHHBIX
COCTOSIHHUAX, HAXKMUTC KHOIIKY, a 3aTcM BBI6epI/ITe H606XO,Z[I/IMOC
3HAYCHHNEC B PACKPBIBAIOIICMCS CITMCKE:

* NEW - nepBblii maket npu yCTaHOBKE HOBOTO COCAMHCHHS;

OOBABUTb * ESTABLISHED - naker, npunaanexanuii yCTaHOBICHHOMY
COCTOAHUE COEIUHEHHUIO;

* RELATED - nmaker, mpuHaUIeXKaOMid COCIHHEHHIO,
WHUIMUPOBAHHOMY YK€ YCTAHOBJICHHBIM COCTHHCHUEM.

UToObl yIaauTh COCTOSHUE, HAXKMHTE Ha 3HAuoK YAanuTb (*) B
COOTBETCTBYIOIIEH CTPOKE.

MpoTokonbl

UroObl TpaBWIO TNPUMEHSUIOCH TOJBKO K  ONPEACICHHBIM
OOBABUTb MIPOTOKOJIaM, Ha)KMUTE KHOIIKY, a 3aTeéM BBIOEpUTE HEOOXOIUMOE
MPOTOKOI 3HAUEHHE B PACKPBIBAIOIIEMCs CrHcke. UTOOBI yaaauTh MPOTOKOI,
HaO)KMHUTE Ha 3HAYOK YAANMUTb (*) B COOTBETCTBYIOIICH CTPOKE.

UcTouHnk/HasHayeHue

UroObl OrpaHUYUTH JCHCTBUE TMpaBHJA OINpPENEJICHHOW 30HOM
3oHa MapuIpyTU3aTopa, BBIOEPUTE COOTBETCTBYIOILIEE 3HAUEHHE WM
OCTaBbTE 3HAYECHUE 110 YMOIYAHUIO.

Appeca ncrouyHmka/Agpeca HasHa4YeHUA

UcknounTb yKasaHHble | CaBUHBTE MEpeKiIouaTeslb BIPAaBO, YTOObI MPABUIIO MPUMEHSIIOCH
agpeca KO BCEM aJjpecaM, KpOM€ yKa3aHHBIX B JaHHOM pasJieJie.

Haxwmure KHOMKY, 4YTOObI OrpaHUYUTh JIEHCTBHUE TMIpaBHIIa
onpeneneHHsiM [P-aapecom wnm guamnazonom [P-aapecoB. Cw.
OOBABUTb AOPEC OIHCaHue dJIEMEHTOB B paznene /lobasnenue IP-adpecos, ctp 303.
UroObl yoaluTh ajJpec, HAKMUTE Ha 3HAUOK YAANUTb (*) B
COOTBETCTBYIOIIEH CTPOKE.
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nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBO,EI,CTBO nonb3oBarend

HacTtpoiika mappyTusatopa

MapameTp OnucaHue

AOBABUTb CCbIJIKY

Haxwmute KHOMKY, ecnu HEOOXOIMMO UCHoib30Barth [P-aapeca,
OTHOCSIIIMECS K OINPEAECIEHHBIM COCIMHEHUAM Maplipytu3aropa. B
0TOOpa3UBIIEMCS PACKPBIBAIOIIEMCSI CIIUCKE BBIOEPUTE COSAUHEHHE,
Ha [P-agpeca koroporo OyneT pacmpoCTpaHATHCS NPaBHiI0. UTOOBI
yIaJUTh COCAMHCHUE, HAXMHUTE Ha 3HAUOK YAanuUTb (*) B
COOTBETCTBYIOIICH CTPOKE.

Ncnonb3oBaTb noaceTu
BMECTO afpecoB

CaBuHbBTE TEpeKItoYareib BIPaBO, YTOOBI MPABHUIO MPUMEHSIIOCH
KO BCEH IOJICETU COEINHEHNS.

MopTbl uctouyHUKa/llopTbl Ha3Ha4YeHUs (0 npomoxona tep wiu udp)

McknounTb yKasaHHble
nopTbl

CaBuHbBTE TepeKIovareilb BIPaBO, YTOOBI MPAaBUIO MPUMEHSJIOCH
KO BCEM IOpTaM, KpOMe YKa3aHHBIX B IAHHOM pa3ede.

AOBABUTb MNOPT

Haxxmure KkHOIKY,
IIpaBUJIa

CCJIN HeO6XOI[I/IMO OTpaHUYUTDH ,HCIZCTBHG

omnpefeNieHHbIMU ~ TOpPTaMH  MapiupyTuzaropa. B
oToOpa3uBIICiiCS CTPOKE BBEIUTE OJUH MOPT WM JAUANA30H MOPTOB
yepe3 aBoeroure. UToObl yganuTh HOPT WIM JAHWANa3oH IMOPTOB,

Ha)KMHUTE Ha 3HA40K YAANMUTb (*) B COOTBETCTBYIOIICH CTPOKE.

NAT Appeca (0 npasura muna DNAT, DNAT- unu SNAT)

AOBABUTb AOPEC

Haxxmute kHOmky, utoOwl 3amate I[P-aapeca,
YKa3bIBaThCsl BMECTO (DaKTHUECKUX aJPECOB YCTPONCTB B JIOKAJIbHOM
CeTH MapUIpyTU3aTopa MNpH MPeoOpa30oBaHUHM CETEBBIX aIpecoB
(Network Address Translation, NAT). Cm. ommcanue Tojiei B

pasznene /lobasnenue IP-adpecos, ctp 303. UtoOwl ymamuth IP-

KOTOpble OymyT

azpec, HAKMHTE Ha 3HAUYOK YAANWUTb (*) B COOTBETCTBYIOIICH
CTpOKE.

AOOBABUTb CCbIJIKY

HaxxmMuTe KHOmNKY, €ciM HeoOXonuMo HcIoib3oBath [P-ampeca,
OTHOCSILIMECS K ONPEAECIEHHBIM COCIMHEHUAM Mapuipytu3aropa. B
0TOOpa3UBIIEMCS] PACKPHIBAIOLIEMCS CIIUCKE BHIOEPUTE COECIUHEHHE,
IP-anpeca xkoToporo OymyT MCHONB30BaThCS UISA MOAMEHBI. UTOOBI
yIQIATh COCAMHEHHE, HAXMHUTE Ha 3Ha4oK YAanuTb (*) B
COOTBETCTBYIOILIEH CTPOKe.

Ncnonb3oBaTtb
noaceTn BMecTo
appecoB

CnBuHBTE TIEPEKITIOYATEIh BIPABO, YTOOBI MPABWIO MPUMEHSIIOCH
KO BCEH IOJICETU COEINHEHNS.
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PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

NAT NMopTbl (015 npasura muna DNAT, DNAT- unu SNAT u npomoxona tep uiu udp)

UYroObl 3amaTh NOPTHI, KOTOpble OyAyT YKa3bIBaThCsi BMECTO
MopThbl (bakTHUeCKuX MpHU NpeoOpa3oBaHUM CETEBBIX aJpPecoB, BBEIUTE
OIVH MOPT WJIM JUAMa30H [IOPTOB YEPE3 IBOETOUHE.

CpaBHeHue TTL

B packpbIBaroniemMcsi ClucKe BEIOSPUTE METOJ CPAaBHEHUS 3HAUCHUS
MeTopn cpaBHeHUA i )
TTL (Time to live, épems scusnu) nepeaaBacMbIX MaKeTOB.

CpaBHuBaemoe N3mennrte 3Hadyenue mapamerpa TTL wnm ocraBbre 3HAYECHHUE T10
3Ha4yeHue ymonuanuto -1, ecinu cpaBuenue TTL ne TpeOyercsi.

Dewncteue ¢ TTL (oxa npasura muna TTL)

B packpsiBaromemMcst criucke BbIOEpUTE HEOOXOIUMOE 3HAUCHUE IS

HencrtBue .
neycreusa ¢ napamerpom TTL.

. N3menuTe 3HaueHWe WIM OCTaBbTE 3HAUEHHWE MO yMOJTYaHHIO -1,
3HavyeHue gencTBeus
ecau meHATh napametp TTL He Tpebyercs.

[Mocne 3amanmst Bcex HeoOXomuMbIx 3HaueHuit Haxxkmute kHonky MPUMEHUTD.

UTo0Bl M3MEHHTH CYIICCTBYIOIICE MPABUIIO, BBIOEPHUTE COOTBETCTBYIOIIYIO CTPOKY B Talnwie u
HOXKMHTE JIEBYIO KHOMKY MBIIIH. B OTKpBIBIIEMCS OKHE HM3MEHHUTE HEOOXOTUMBIC MapaMeTphl U

Haxxmure knonky COXPAHUTD.
YT00bl yAaNIUTh MPAaBUIIO, YCTAHOBUTE (IaKOK CIICBa OT COOTBETCTBYIOIICH CTPOKH B TabIHIEC U

naxxmute knonky YOAJTUTD ( le ).
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PyKOBOD,CTBO nonb3oBarens

Ho6aeneHue IP-adpecoes

s ykazanus [P-agpeca B kakoM-Tubo0 paszesnie HaCTPOEK Ha JIaHHOW CTpaHMIIE HAKMHUTE KHOIIKY

AOBABUTb ALPEC.

flobaeneHune |IP-agpeca

EI Bur Movweme yxazame duane3od [P-odpecos,

oduHouRed (P-odpec wau (P-odpec nodcemu [(HanpuMep,

10.70.70.10/24)

EETELET

[uanazoH WK OOWHOYHLIA IP-agpec -
AavyankHsIn F'- anpec * -

KoHeuHslW IP-anpec -

COXPAHHUTE

PucyHok 195. OkHo dobaeneHus IP-adpeca.

B OTKPBLIBIIEMCS OKHE Bu1 moxeTe 3a/1aThb CIACAYIOIHNE MMapaMETPhI:

MapameTp OnucaHue

3apaTtb Kak Bri6epute HeoOx0o1MMOe 3HaUYE€HUE U3 PACKPBIBAIOILETOCs CIUCKA.

Havanenerii [P-anpec. Ecnu HeoOXoaquMo 3a1aTh OJUHOYHBIN ajapec,
ocrassre nojiec KoHeuHbIN IP-agpec mycthim.

HauanbHbiii IP-agpec Ber  moxere  BeIOparh  r000€  YCTPOWMCTBO,  M3BECTHOE
MapuIpyTU3aToOpy B JaHHBIM MOMEHT. 11 3TOTr0 B pacKphIBAIOIIEMCS
crucke BbIOepuTe cooTBeTcTBYyrOmmMi IP-agpec (mpu sToM mose
3aIIOJIHUTCS aBTOMAaTUYECKN).

Koneunsii [P-ampec pmanasona. Ber moxeTre BbIOpaTh Jiro0oe
YCTPOMCTBO, M3BECTHOE MAPIIPYyTU3ATOPY B JAHHBIA MOMEHT. JlJist
3TOTO B PACKPBIBAIOIIEMCSI CITUCKE BBIOEPUTE COOTBETCTBYOIIN [P-
azapec (Mpu ATOM TOJIE 3aIOJTHUTCS aBTOMAaTHYECKH).

KoHeuyHbin IP-agpec
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

[P-agpec nmoaceru.

IP-agpec noaceTu ITone oroOpakaeTcs, ecnu B coucke 3afaTb KaK BbIICICHO
3Hauenue MoaceTnb.

MAC-anpec ycTpoicTBa U3 JIOKAJIbHOM CETU MaplIpyTH3aTopa.

[Tome oToOpaxaercst TONBKO B pasneine Agpeca ucTouyHuka. Iome
SBIISIETCS 00s13aTelbHBIM, €ClIM He 3anoiiHeHo noie HavanbHbIW
IP-agpec.

Haxxmure knonky COXPAHUTD.

MAC-agpec

Helicmeusi npasun

JleiictBust ¢ TpadUKkOM B CHUCTEME MapIIPyTH3aTOpa OMPEICIISIOTCS JIOTUKOW PabOThl YTHUIIHTHI

netfilter/iptables. Tabmumpl ¢ AONYCTUMBIMH ~ JCHCTBUSIMH W IIETIOYKAMH B  CHCTEME

MapIIpyTH3aTopa:
OdencrtBue Ta6bnuua Llenouku
ACCEPT filter INPUT, OUTPUT, FORWARD
ACCEPT+ nat PREROUTING
DROP filter INPUT, OUTPUT, FORWARD
REJECT filter INPUT, OUTPUT, FORWARD
REDIRECT- nat PREROUTING
filter FORWARD
REDIRECT
nat PREROUTING
POLICY filter INPUT, OUTPUT, FORWARD
filter FORWARD
DNAT
nat PREROUTING
DNAT- nat PREROUTING
SNAT nat POSTROUTING
LOG filter INPUT, OUTPUT, FORWARD
TTL mangle PREROUTING, POSTROUTING
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mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

MackapaguHr

Ha crpanune MexceTteBon 3kpaH / MackapaauHr Bbel MokeTe pa3pelinTh HCIIOIb30BAHUE
NAT (Network Address Translation, mpanciayus cemegvlx aodpecog) Al TMpeoOpa3oBaHUS
IP-anpecoB TpaH3UTHBIX MakeToB. UTOObI HAaCTPOUTh MacKapaguHr Juisl mportokosna IPv4 wmm

nporokona [Pv6, nepeiiinure Ha COOTBETCTBYIOILYIO BKIAKY.

€ WHpopmauma o cucTeme MackapaguHr
IPv4
MackapaguHr —+
D Bir;: :;,j Ac ;;:2::: :_ 2H ijl:p;;j' ,1_.'; ;IC :BPDI:_;S : EDE;‘ MpoToKoLl MopTe Cratyc
D LAN - WAN . _ i 2“1 HOUeHo

PucyHok 196. Cmparuuya Mexcemeeoli 3kpaH / MackapaduHa.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Yrobsl co3narh HoBOE TpaBmio NAT, naxxmure kHonky JJOBABUTD ( + ).

MackapaauHr/JobaBneHue

® sxnounts
NcTouHMK HasHaueHwue
Twun nHTEphEACa Tun wHTepdeica
CoenuHenue / MHTepdeic - CoegmnHeHune [ Mutepdenc -
BuogHOM UHTEpdeRc* BBINOAHOM MHTEPd R
He BblbpaH - He BbibpaH -
A,.{J,peca WMCTOYHWKa Aﬂ,peca Ha3HayeHWAa
) WMekNiYnTe YkazaHHelE aapeca A MckniounTe YKa3aHHBIE ajgpeca
(i) He dobasnerio Hu odHozo adpeca () He dobasaero Hu odnozo adpeca
OOBABWTbL ALPEC OOBABWTbL AOPEC
MpoTokonsl

() He dotiaeneso Hu odHozo npomokana

OOBABUTE NPOTOKON

PucyHok 197. Cmparuya dobasrieHus npasuna NAT.
YroObl aktuBUpoBarh mpaBwio NAT, caBuHBTEe Mepekitovaresir BKMAKYMTBL BhopaBo. 3areM B
paznenax WUcToyHuUk u HasHayeHue BwiOepuTe HEOOXOAMMOE 3HAYCHHE B CIHHUCKe TWN
mHTepcenca. Ilocae 3Toro BHIOEPUTE HEOOXOIUMOE COCAMHEHHUE, TPYIIy HHTEp(HEHCOB WM
VPN-cepsep B ciiickax BxogHown nHtepdenc u BeixogHon nHtepdenc.

UToOBI OrpaHUYUTh JACUCTBHUE TIpaBUia onpeaeaeHHsM [P-anpecom nnu quanazonom IP-anpecos, B
pasnenax Apgpeca MCTOYHMKaA u Apgpeca HasHaveHuss naxmure kHonky JOBABWUTb
AOPEC. B otkpbiBIIeMCS OKHE HM3MEHHTE HEOOXOJMMbIE MapaMeTpbl M HAKMHUTE KHOIKY

COXPAHUTD.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBO,EI,CTBO nonb3oBarens

[obasneHne IP-agpeca

@ Bbl MOXETE ykazats ananasown IP-agpecos,
oguHouHBIE IP-agpec umm IP-agpec nogcety (HanpuMep,
10.10.10.10/24)

3anath Kak

OwanasoH unu ognHodHbIn IP-agpec ~

HavaneHbin IP-agpec® v
KoHe4Hbir IP-agpec v
COXPAHNUTb

PucyHok 198. OkHo dobaeneHus IP-adpeca.

Br1 MmoxkeTe 3aaaTh CJIICAYIOINHEC IapaMETPHhI:

MapameTp OnucaHue

3apaTb Kak BriGepure HE0OX0MMMOE 3HaUCHHUE U3 PACKPBIBAIOIIETOCS CITHCKA.

Hawaneueiii  IP-ampec  amanasoHa aapecoB HMCTOYHUKA WU
HazHadeHus. Eciu HeoOXomauMo 3a1aTh OJMHOYHBIN aJpec, OCTaBbTe
noie KoHeuHbin IP-agpec nyctoim.

HavyaneHbi IP-apgpec | By voxere BbIOpaTh  JII00O€  YCTPOWCTBO,  M3BECTHOE
MapuIpyTHU3aToOpy B JaHHBIM MOMEHT. |11 3TOTO B pacKpHIBAIOIIEMCS
cnMcke BbIOepuTe cooTBeTcTBytommii IP-ampec (mpu stoM mone
3aI10JIHUTCS aBTOMAaTUYECKN ).

Koneunsiit [P-agpec nuama3zoHa MCTOYHMKA WM Ha3HAYeHUsA. Bbl
MOJKETE BBIOPATH J1I000€ YCTPOMCTBO, MU3BECTHOE MAPIIPYTU3ATOPY B
KoHeuHbI IP-agpec | nanHblii MOMEHT. /[y 3TOr0 B PacKphIBAIOLIEMCS CITUCKE BBIOCPUTE
cootBercTBytomuii  [P-ampec  (mpum  3TOM  Tmojie  3amOJHUTCA
ABTOMATHYECKH).

IP-anpec moaceTn UCTOYHUKA WIIM HA3HAYEHUS.

IP-apnpec noacetu [Tone oroOpaxaercs, eciu B cHucke 3aAaTh KaK BbIICICHO
sHauenue MNMopceTnb.

YroObl ymamuTh ajpec WM JUaa30oH aJpecoB, HaXKMHTE Ha 3HAuoK YAanuTb (*) B
COOTBETCTBYIOILIEH CTPOKE.

UroObl MpaBUIIO MPUMEHSJIOCH KO BCEM ajapecaM, KpOMe yKa3aHHBIX, CABHHBTE IMEPEKII0YaTeIh
UcknounTb yKasaHHble agpeca BIpaBo B COOTBETCTBYIOIIEM pa3/elic.
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
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PyKOBO,EI,CTBO nonb3oBarend

YToObI MPaBWIO MPHUMEHSIOCH TOJBKO K OIPEIEIIEHHBIM MPOTOKoiaM, B pasuene [MpoToKonbl
Haxmure kHonky JOBABUTb MPOTOKOJI, a 3atem BbiOepuTe HEOOXOOMMOE 3HAYECHHE B
packpbIBaomeMcst coucke. YToObl yOaauTh MPOTOKON, HAKMHUTE Ha 3HAa4oK YAAnuTb (*) B
COOTBETCTBYIOILIEH CTPOKE.

[Mocne 3amanmst Bcex HeoOXomuMbIx 3HaueHui Haxkmute kHonky MPUMEHUTD.

YroObl M3MEHUTH CYILECTBYIOLIEE MPaBUIIO, BHIOEPUTE COOTBETCTBYIOLIYIO CTPOKY B TabiHle U
Ha)KMUTE JIEBYIO KHONKY MBIIIK. B OTKpBIBIIEMCS OKHE M3MEHUTE HEOOXOIMMBbIE MapameTpbl U

Haxxmure knonky COXPAHUTD.
YT100BI yIAIUTh MPABHIO, YCTAHOBHUTE (JIAXKOK CJIeBa OT COOTBETCTBYIOMICH CTPOKH B TaOIHIEC W

Haxxmute kHOTIKY YAAJIUTD ( ﬁ ).
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mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Cucmema

B nanHOM pasnene MeHIO BBl MOJKETE BBITIOIHUTD CIICIYIONIUE CHCTBUS:
*  W3MEHHTH NAPOJIb [T JOCTYINa K HACTPOMKaM MapIlIpyTU3aropa;
*  BEpHYTh MapIIPyTH3aTOP K 3aBOACKHM HACTPOUKAM;

*  clerarh Pe3ePBHYIO KOMHIO KOH(QUTYpAIMH MapIIPyTH3aTOPa;

*  BOCCTaHOBHUTH HACTPOWKH M3 KOH(DUTYPALIMOHHOTO (aiina;

° COXpaHUTh TCKYIIUE HaCTpOﬁKH B BHepFOHGSaBHCHMOﬁ IIaMATH,

*  mepe3arpy3uTh MapIIpyTH3aTop;

*  U3MEHHWTH SA3bIK Web-unTepdeiica;

*  pEemaKTHUPOBATh M JOOABIATH KOMAHBI VIS alllIapaTHBIX KHOIIOK;

*  OOHOBHTBH MPOTPAMMHOE 00ECIICUCHIE MapIIPYTU3aTOPA;

* HACTPOWTH aBTOMATHUECKOE YBEJOMJICHHE O Hamu4uu HOBoii Bepcuu [10;

* HACTPOWTHh IIpaBWJIa BKIIFOUCHHUS/BBIKIIOUCHHUS OccrpoBogHo cetn u Wi-Fi-puberpa,
ABTOMATHYECKYIO0 TMepe3arpy3ky yCTpOMCTBA ¥  COXpaHEHHUE PE3epPBHOM  KOMHH
KOoH(UTypaiuu ycTpoiicTBa Ha noakatoueHHbI USB-HakonuTen b Mo pacnucaHuio, a TaKxKe
HACTPOUTH pacIucaHue paOdOThI MPABHII U HACTPOEK MEKCETEBOTO dKPaHa;

*  [POCMOTPETH XKypHall COOBITUI M HACTPOUTH INepenady >KypHajla Ha YJaJeHHBIH y3el U
USB-HakonuTesns, NOAKIIOYEHHBIN K MapLIpyTH3aTOPY;

* MPOBEPHUTH JIOCTYITHOCTh KAaKOTO-THOO y3Jia CETH HENOCPEICTBEHHO W3 web-uHTepdeiica
HAaCTPOWKH U yIIPaBJICHUS;

*  ONpeAeIuTh MapUIPYT CIENIO0BAHUA A0 KAKOTO-1H00 y3i1a;
*  IIPOBEPUTH MPOIYCKHYIO CIOCOOHOCTH Bareii cetu ¢ momonibio yTuiauThl iPerf3;

° BKIIFTOYHUTb HWJIM BBIKIIOYHUTH OOCTYII K HaCTPOﬁKaM MapmpyTu3aropa 110 IIPOTOKOJIaM
TELNET u SSH;

* HACTPOUTH ABTOMATUYECKYI) CHUHXPOHHU3ALMIO CUCTEMHOIO BPEMEHHM WJIM BPYYHYIO 3a/1aTh
JlaTy ¥ BpeMs JIJIsl MapLIPyTHU3aTOPa;

* akTuBUpOBaTh QyHKUHMIO Auto Provision.
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PykoBoacTBO nonb3osarens

KoHdurypauums

Ha crpanunie Cuctema / KoHdurypauma Brl moxeTe M3MEHHTH MapoJib YYSTHOW 3aIlMCH
aJIMUHHUCTpaTopa JuId 10CcTyna K web-untepdeiicy MapupyTusaropa u Juid J0CTyla K HacTpoiikam
no nporokosiaM TELNET u SSH, BoccTaHOBUTB 3aBOJCKHE HACTPOMKU MapLIpyTH3aToOpa, CO31aTh
WIA HAaCTPOUTHh ABTOMATHUECKOE CO3JaHHWE pE3EpPBHOM KOMMM TeKylled KOHPUrypaluu o
paclucaHuioO WJIM BOCCTaHOBHUTb paHee COXPaHEHHYIO0 KoH(urypauuioo u3 daiina, COXpaHUTh
MU3MEHEHHbIE HACTPOMKM B 3HEPrOHE3aBUCHUMOM NaMATH, IEepe3arpy3uTb YCTPOWCTBO, a TaKKe
U3MEHUTH S3bIK Web-unTepgeiica.

= < WHdopMaums o cucteMe KOHdJMpraLIMﬂ &

Monb3oBaTens [eicTBue

3aBo/CKME HACTPOMKK

admin BOCCTaHOBNEHWE 3aBOACKKX HAcTPOEK YCTPOWCTBA
PesepBHas konusa
Hoswiri naponb o CoxpaHeHue Tekylwen Kondurypaumu 8 dann
@ AmHa napons AomkHa bsiTs ot 1 go 31 ASCIT cumBona BoccTaHOBUTL
3arpyska paHHee COXpaHeHHOIU KOHdbUrypaunu B
YCTPOWCTBO
MoaTBepxgeHue napons ©
CoxpaHutb
CoxpaHeHve Tekylei KoHdurypaumm
COXPAHWTB v i purypaul
MNepezarpy3nTb
[epesarpy3unTb YCTPOWCTBO
PazHoe TOUKW BOCCTAHOBNEHUS —+
A3bIK
P i Pexum Mo
yecKkni T J o Vs
paboThi YMON4aHMIO
Bpems Ge3geiicTans (B MUHYTaxX)*
5 |:| 1 ABTOMaTHYe... Firewall Het
@ FEcnn BiomodeHa @yHkuma «OCTaBaThcs B CUCTEME», TO M0M1b30BaTe/M He ByAyT D 8 ~ Firewall Her
IEpeHanpaBnenbl Ha CTPaHMLLy ABTOPM3ALIMH HECMOTPSA Ha 3a[jaHHOE Bpems
be3fedcTeusd.
COXPAHUTb

PucyHok 199. Cmparuya Cucmema / KoHgpuaypayus.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

J1yis TOro 4TOOBI U3MEHUTH MApPOJIb YUETHOM 3allUCH aJMUHKUCTpaTopa, B pasaene Monb3oBatenb
BBEJIMTE HOBBIN maposs B moinsi HoBbIM naponb u MoarBepxxaeHue napons. Vcnosb3yiite
nudpbl, JTaTUHCKWE OYKBBI BEPXHEro M HIDKHETO PETHMCTpa U JIPYTHe€ CHMBOJBI, JOCTYIHBIE B
aMEPUKAHCKOM packnagke Kiasuarypel'’. Haxmure Ha 3Hadox [MokasaTtb ( & ), 49roObI
0TOOpa3uTh BBeICHHBIC 3Ha4YeHUs. 3ateM Haxxmute kHonky COXPAHUTD.

3aOMHUTE WJIM 3a0UIINTE HOBBIM Haposib aAMUHUCTparopa. B ciydae yTepu HOBOTIO
napofis agMUHUCTparopa Bel cMoXkeTe MonyYuTh AOCTYN K HACTPOMKAM MaplipyTHh3aTopa
' TOJIbKO TOCJIE€ BOCCTAHOBJIEHHUS 3aBOJICKMX HACTPOEK [0 YMOJIYAHWI) MPH [OMOIIH
- annaparHod kHonku RESET. Takas mnponeaypa YHUYTOXKHUT Bce 3ajaHHble Bamu
HACTPOWKHK MApPUIPYTU3ATOPA.
J1yist TOro yTOOBI M3MEHUTH SI3bIK Web-uHTepdeiica, B pa3nene Pa3HOe B pacKphIBaIOIIEMCs CITHCKE
#3bIK BeIOCpHTE HEOOXOAMMOE 3HAUCHHE.

JInst Toro 94To0Bl M3MEHUTH BPEMs MPOCTOS, MO MCTEYECHHH KOTOPOTO MAapIIpyTH3aTop 3aBEpPIIAT
ceanc pabotel umHTep(deiica, B pasaenc Pa3Hoe B mome Bpemsa 6e3nencTBUSA  ykaxute
HeoOxoquMoe 3HaueHue (B MUHyTax). [1o yMorganuto 3a1aHo 3HaueHne 5. 3aTeM Ha)KMHUTE KHOTIKY

COXPAHUTD.

B pasnene [leMCTBUE TOCTYIHBI CIICAYIOIINES KHOTIKH:

nemMeHT OnucaHue

Knonka mnst cOpoca HacTpoek MapIpyTH3aTopa K 3aBOACKUM

" ycTaHoBKaMm. JlpyruM BapwaHToM cOpoca HACTpOEK SBISETCS
3aBoacKkue HaCTPOMKMU
ucnonb3oBanue kHONKU RESET (cMm. paznen 3aousas namens, ctp.

20).

Knonka i1 coxpaHeHust KoHUrypamuu (Bcex IapaMeTpoB
MapuipyTU3aTopa) Ha JIOKaJbHOM JIUCKE KOMIIBIOTEpA WA
Pe3epBHas konus MOJAKIIOUEHHOM K  Mapuipytuzatopy USB-nakonutene. Cw.
noApoOHOE ONMUCAaHWE CO3JaHHS pPE3ePBHOW KONMUH B pasJele
Co3zoanue pezepenoit konuu, ctp 313.

19 0-9, A-Z, a-z, npo6eun, !"#3%&'()*+,-./;<=>2@[\|* " {|}~.

Crtpanuua 311 n3 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

nemMmeHT OnucaHue

Kuonka nms BbiOOpa paHee COXpaHEHHOW KOHQUTyparuu (Bcex

IapaMeTpoB MapLIpyTH3aTOpa) Ha JIOKAJbHOM JHCKE KOMIIbIOTEpa
WIM TOAKIIOYEHHOM K MapupyTtusaropy USB-nakonurene u ee
3arpys3KH.

YroObl  3arpy3uTh KOH(QUTypalMioO C  JIOKQJIBHOTO  JHCKa
KOMITbIOTEpa, B packpbiBaromeMcst crnucke MecTtononoxeHue
cdanna eribepure 3HaucHue JlokanbHasi namaTb. Haxwmure
knonky BbIBPATb  ®AWNT  u  cienyiite  MHCTPYKLHAM

BoccTaHOBUTL JAUaJIOroBOoro OKHa.

Yr1oObl  3arpy3uTh  KOH(PUTYpAamUIO €  MOAKIIOYEHHOTO K
mapipyTtuzatopy USB-HakomuTensi, B pPACKPHIBAIOIIEMCS CITHCKE
MecTtononoxeHmne danna Beibepure 3Hauenue USB-
HaKonNuUTeNb ©  ONpeneluTe  MECTOMOJOKeHHe  (haiiia

koHduryparmu. Jlas storo Haxkmure Ha 3Hauok IMouck (Q) B

none [yTb. Bribepute HyXHBI (aiil ¥ HaXMUTE KHOIKY
BbIBPATDb.

s 3arpy3ku koHpurypanuu Haxkmute knonky MPUMEHUTD.

KHonka a1 coxpaHeHus1 HaCTPOEK B YHEPrOHE3aBUCUMOM MaMSTH.

MapipyTuzarop coxpaHseT M3MEHEHHUS HACTPOEK aBTOMATHYECKH.
CoxpaHutb Ecnu m3aMeHeHHblE HACTPONKUM HE COXpaHEHbl aBTOMAaTHYECKU, B
NPaBOM BEPXHEM YyIIy CTPaHHILI OTOOPa3HTCS COOTBETCTBYIOIICE
YBEJIOMJICHHE.

KHOHKa JJI [Iepe3arpy3Kku CT OﬁCTBa. IIpu Iepe3arpy3ke BCEC
Mepesarpy3ntb p P }i yerp p p Py
HECOXpaHEHHBIE HACTPOUKU OyIyT yTEPSHBI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Co30aHue pe3epeHoOU Konuu

Jns co3maHMs pe3epBHOM KONMMM KOH(HUIYpalUH ycTpoiicTBa HaxmMute KHONKy Pe3epBHas

Konus B pasaeie [leucTeue.

MecTononoxexue daiina

USB-HakonuTenb A

(O CoxpaHuTb BpyuHyto

(®) CoxpaHsTb No pacnucaHmio
MyTb ANS COXPaHEHUS MO PacTHCaHNI*

MyTb He BbIBGpaH Q,

Wmsa dalina*

tar.gz

@ Brumanue! fpexiae dyem uzsneds USB-HakonuTens,
Da3MOHTHPYHTE ero B Menio 'USB-HakonuTens/

rHpopmaums’

PucyHok 200. OkHO co30aHusi pe3epeHoU Koruu.

YroObl COXpPaHUTh PE3EPBHYIO KOMHIO KOH(PHUIYpaIlMM MapIipyTH3aTopa Ha JIOKAJILHOM JIHCKE
KOMITbIOTEpa, B packpbiBatomiemcs crnucke MecTtononoxeHue cpanna Beibepute 3HaUCHHE
NokanbHaa namatb u Haxmute kHOonky COXPAHWTb. Pesepshas kommst Hactpoek Oyaer
HAXOJMUTHCS B TATKE 3arpyx)aemMbix (aitioB Bamiero 6paysepa.

UroObl COXpaHUTh pE3EPBHYIO KOMHUIO KOH(PUIypalluu YyCTPOMCTBA Ha NOAKIIOYEHHBIA K
mapiipytuzaropy USB-Hakomnutens, B packpeiBatomemcsi crrcke MecTtononoxeHue canna
BoIOepuTe 3HaucHne USB-HakonuUTernb 1 ycTaHoBHTE MepeKitoyaTespb B nojokenne CoXpaHUTb
Bpy4Hyr. Haxmvure xHonky COXPAHWUTb. B otkpeiBiiemcs okue B none Uma cpanna
BBEUTE Ha3zBaHue i (Qailla KoHQUrypauuu. 3aTeM NepeiauTe B HYXKHYIO HanKy M Ha)KMUTE
kHoniky BBIBPATD ni1st coxpanenus ¢aiina.

YroObl HACTPOUTH ABTOMATHYECKOE CO3/IaHUE PE3EpPBHON KOMMU KOH(PHUIypaluu YCTpOMCTBa IO
pacrucaHio, YCTaHOBHUTE IEpeKIodaTesib B mojokenne COXpPaHATb MO pacnucaHur u
OonpeaAciIinTe MECTOIOJIOXKCHHUE IIallKu C (l)aﬁHaMH (I[OCTyHHO, €CJIM B PACKPBIBAIOIIEMCS CITMCKC
MecTtononoxeHue danna seigeieno 3xHauenre USB-HakonuTenb). Jlns 3T0ro HaKMHUTE Ha
3uayok Mowmck ( Q) B none MyTb ANA coxpaHeHUs MO pacnMCaHUIO. 3aTeM mepeiiuTe B
HY)XHY0 nanky u Haxmute knonky BbIBPATb.

B nore Uma channa seeaure HasBanue mis daiina koupurypamun. Haxmure knonky SAOATb
PACIMUCAHMUE.

B oTkphIBIIEMCS OKHE 3aaliTe MMsI PACHUCAaHUs, a TAK)KE MHTEPBaJl M BPEMsI €rO BBITOJHCHUS
(mompoOHOe omucaHue moe cM. B pasnene Pacnucanue, ctp 322).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Haxxmure kHonky COXPAHUTD.

YT1oObl MI3MEHHUTH WK YIAINTh paclucanne, HAKMUTE Ha 3Ha4ok PefakTtupoBaTb pacnucaHue
(®). B orkpeiBmemcs okne Haxmure knonky U3MEHWUTb PACMUCAHUE, wusmennte

napamerpbl u Haxmute kHonky COXPAHUTb wmn waxmure kunonky YOANUTb U3
PACIMUCAHWMA.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

B paznene Toukn BocCCTaHOBMEHUSl Bbl Mokere cO37aTh TOYKY BOCCTAHOBJICHHUS TEKYIIEH
KOH(UTYpaIu yCTPONUCTBA, a TAK)KE MCIIOIB30BaTh ABTOMAaTHYECKU CO3AAHHYIO TOUKY.

HpI/I KaXXAO0OM COXPAHCHUH U3MCHCHHBIX HACTPOCK B BHCPFOHGSaBHCHMOﬁ NaMATH MapHIpyTUu3aTropa
B CHCTEME aBTOMAaTUYECKM CO3AaeTCs OJHA TOUKAa BOCCTAHOBJICHUS. Brl HE MOXeTe PECAAKTUPOBATH
TAKYyIO TOYKY.

YToObI cO31aTh TOYKY BOCCTAHOBICHHUS BpyUHYt0, HaskmuTe KHONKY JIOBABUTD ( -+ ).

[JobaBneHune X

Mma*

2022-08-12T711:40:42.4257
® KoAMUerTeo CHMEONOB JOAKHO ObiTe He Bosee 32

Mcnonb3oBate No YMONYaHWHD

COXPAHUTb

PucyHok 201. OkHO co30aHusi moOYKU 80CCMaHOBMEeHUS.

B otkpeiBmiemcs okHe B mojie MMSA 3amaiite HazBaHME TOYKM BOCCTAHOBJICHUS JUIS YHTOOHOM
uneHTuuKau (MOXXKeT OBITh MPOU3BOJBHBIM). Eciim HE00XO0IHMMO, CIBHHBTE MEPEKIIOYATETh
MUcnonb3oBaTb NO YMOMYaHWKO BIpaBO, YTOOBI TOCIE cOpoca HACTPOCK MapIIpyTHU3aTOp
UCTIOJIb30BaJI HACTPOWKM ATOM TOYKM BOCCTAHOBJIEHHS B KaueCTBE 3aBOJACKHMX. 3aTe€M HAXXKMHUTE

kHorky COXPAHUTD.
B cucteme MOXET XpaHHUTBCS 70 8 TOYEK BOCCTAHOBIICHHUSL.

UroObl BOCCTAHOBHTH HYXHYIO KOH(UIYpalHiO, BBIOEPHTE COOTBETCTBYIOIIYIO  TOYKY
BOCCTAHOBJICHHsSI B TaOmuile. B OTKpbIBIIEMCS OKHE BblACTUTe CTpoky BoccTtaHOBUTBL
KOH(PMrypaLumIo 1 HaXMUTE JEBYI0 KHOIKY MbImH. 3arem Haxmure kHonky NEPEUTU u
JOXKIIUTECh Mepe3arpy3ku MapiipyTU3aropa.

UToOBI 3a/1aTh IPYroe UMs TSl KAKOW-THO0 TOYKU BOCCTAHOBJICHHSI, BRIOEPUTE COOTBETCTBYIOILYIO
CTPOKY B TabiHIle U HaXMHUTE JIEBYIO KHOIKY MBIIIU. B OTKpBIBIIEMCS OKHE BBIICTUTE CTPOKY
lNepeMMeHOBaTb 1 HaXXMHTE JICBYKO KHOIKY MBbIIIH, 3aTeM B none MMSA BBeaute HeoOXomumoe
3HaueHue u Haxxmure kHonky COXPAHUTD.

UroObl ynamuTh Kakyr-JIHMOO TOYKY, YCTaHOBHUTE (DIa’kOK CiieBa OT COOTBETCTBYIOIICH CTPOKH

tabuibl 1 HakmuTe kHonky YOAJIATb (ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n 5
nooaepxkon MU-MIMO, 3G/LTE n USB-noptom HacTpoitka mapipyTusaTopa

PykoBoacTBO nonb3osarens

KoHdurypaumsa KHONok

Ha crpanniie Cuctema / KoHcurypaumsa KHONOK Bel MokeTe peqakTHpoOBaTh W A00aBISATH
koMmaH bl i1 anmnaparHbix KHonok RESET u WPS.

= < KoHdurypauus

KoH¢urypaums KHonok

KoHgurypauus kHonok

Ha AaHHOﬁ (TpaHLe Bbl MOXeTe HacTponTL AEHCTBI‘IH annapaTHbIX KHOMOK yCTpOIﬁ(TBa‘

Reset +

D KomaHga leicTtene Bpema Haxaria KHOMKW
D COPOCUTL KOHPUIYPALIMKD W NepesarpysnTb YCTPoiicTBO AnnTensHoe Haxarume 7 - 60

WPS —+

D KomaHga leictene Bpema HaxaTha KHOMKK

|:| Brarounte WPS AnnTentHoe Haxarune 0-7

D Brarounte Wi-Fi JnanTensHoe Haxatue 7-60

NPUMEHWTb

PucyHok 202. CmpaHuya Cucmema / KoHghuaypauyusi KHOMOK.

Ha ctpannme otoOpakaroTcsi KOMaHAbl, Ha3HAYCHHBIC KHOMKAM IO YMOJYaHHIO (ITOAPOOHOE
omucaHue paboOThl KHOMOK C KOMaHJaMH TI0 YMOJNYaHHIO CM. B pasaene Buewinuit 6uo
ycmpoiicmea, ctp. 18). Bbl MoxeTe penakTupoBaTh UIH YIAIUTh UX.

Yr1o0bl m00aBUTH KOMaHIy Juis KHomku, Haxmure kHonky JOBABWUTDb (+) B

COOTBETCTBYIOILIEM pa3JIelie.

JobaBneHue KOMaHAbl

Komanpa

CoxpaHeHue Tekyllen KoHdgurypauum

feilcTeme

[BoitHoe HaxaTue -

COXPAHUTB
PucyHok 203. OkHo 0obasrneHust KoMaHObI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B oTkpbIBIIEMCS OKHE 3aaiTE CIEAYIONIUE TapaMeTPhl:

MapameTp OnucaHwue

Reset /| WPS

KomaHpa B packpriBatomiemcs Crircke BEIOEpUTE KOMaHTY.

B packpsiBaroiieMcsi criucke BbIOEpUTE EUCTBHE ISl BBHITIOJHEHUS
KOMaH/Ibl.

° OﬂHOKpaTHOG HaXaTue — OJHO KOPOTKOC Ha)XaTue Ha

KHOIIKY IJIUTCIIBHOCTHIO MCHEC O,I[HOI71 CCKYH/BI.
DencrtBue

* [1BOMHOE Ha)XxaTue — JiBa KOPOTKUX HAXKATHsI HA KHOTIKY.

* [OnuTenbHoe HaXaTue — HaXkaThe Ha KHOINKY B TECUCHHUE
HeCKONbKUX cekyHa. [lpm BeIOOpe STOro 3HAYEHHUS
otobpaxaercs pasaen BpeMsa HaXXaTusa KHOMKMU.

YKaxxuTe WHTEpBaJI BpeMEHH (B CEKyHAax), B Mpeieiax KOTOPOTo
Bpems HaxaTusa KHONKU| HEoOXOAMMO YAEp)KMBATh KHOMKY JUIS BBINOJIHEHHS 3a/aHHOTO
nerictBust. Bel MoxkeTe 3amaTh 3HaueHUs otT 0 10 60.

Haxxmure knonky COXPAHUTD.

YroObl 3a1aTh Apyrue mnapamerpsl s KakoH-JINOO KOMaHJbl, BbIOEpUTE HEOOXOAUMYIO CTPOKY B
tabnuue. B OTKpbIBIIEMCS OKHE WM3MEHUTE HEOOXOAMMBIE MapaMeTpbl M HaXMHUTE KHOIIKY

COXPAHUTD.
YroObl yaamuTh KOMaH/y, YCTAHOBUTE (DIaKOK CIIeBa OT COOTBETCTBYIOIEH CTPOKH TaOIUIBI U
naxmute kaonky YOAJIUTL ([1]).

[Mocne 3aanust HEOOXOAUMBIX MTapamMeTpoB Ha cTpanulie Haxmure kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

O6HoBNneHue MO

Ha crpanunie Cucrtema / O6HoBneHue MO Brl MokeTe 0OHOBUTH BHYTPEHHEE MPOrPAMMHOE
obecrieueHre MapIIPyTU3aToOpa, a TaKXKe HACTPOUTh aBTOMATHYCCKYIO MPOBEPKY HAIHYHUS
ob6nomnenuit ans [10 yerpoiicTsa.

OOnoBnenrie BHyTpenHero [1O MapuipyTu3aropa peKOMEHAYETCS BBIMOIHATh TOJIBKO MPU
u IIPOBOJAHOM HNOAKIIOYCHUW MAPIIPYTHU3ATOPA K KOMIILIOTCPY.

= < Wndopmaumn o cucteme O6HoBnenue MO i
JlokanbHoe o6HoBNEHUE YaaneHHoe o6HOBNeHWe
@ Texywas sepous 110: 4.0.0 Anpec cepeepa 06HOBNEHUIA

)7 BOCCTaHOBWTb 3aBOACKME HACTPOHKK Nocne 06HOBNEHUS fwupdate.dlink.ru
no
LOBABUTH

BbIBPATb ®AW/... Daiin He BbIbpaH
@ AsToMaTuuecku NpoBepsTL OGHOBNEHUS

WHTepBan (B cexkyHaax)*

43200

@ ®arin obrosnenus MO oTCYTCTBYET Ha yAaeHHOM cepsepe

NPOBEPUTE OBEHOB/EHWUA

PucyHok 204. Cmpa+uua Cucmema / O6HoeneHue [10.
Tekymas Bepcust BuyTpennero I10 ycrpoiictBa oToOpaskaercs B moje Tekywasa Bepcusa MO.

[To ymomuaHWI0O B CHCTEME HACTPOCHAa aBTOMATWYECKas TPOBEPKA HAIHUYUS OOHOBICHUI
BHyTpeHHero [10 mapmpyTuzartopa.

Ecnu oOHOBEHHE TOCTYIHO, B IIPAaBOM BEPXHEM YIIIy CTPAHMLBI OTOOPA3UTCS COOTBETCTBYIOIIEE
YBEIOMIICHHE.

YT1oOBl OTKIIOYMTH ABTOMATHYECKYH0 IIPOBEPKY OOHOBICHHI, B pasiene YAaneHHoe
OGHOBMEHNe cIBHHETE TepeKodaTeTs ABTOMaTMUYECKU NPOBEPATL OGHOBIEHUS BICBO 1
naxvute kaornky MIPUMEHUTb HACTPOUKM.

YroObl BKIIOYNTH aBTOMATHYECKYIO MTPOBEPKY OOHOBJICHHUH, B pa3ieic YAaneHHoe oOHOBeHue
CIBUHBETE TMepekIodarei> ABTOMATUYECKM NpPOBEpATb OOHOBNEHMA BipaBo. B mone
WHTepBan 3anaiite nepuos BpeMeHH (B CEKyH/IaX ) MEX/Y IPOBEPKAMU HJIM OCTaBbTE 3HAYCHUE TI0
ymomyanuto (43200).

B mone Appec cepBepa OOHOBFIEHMM 10 YMOJTYaHHWIO yKa3aH ajapec cepBepa OOHOBJIEHUI
D-Link — fwupdate.dlink.ru. YrtoOsl 100aBUTH elle OAWH aApec, HAXKMHUTE KHOIKY
OOBABWUTb u BBeaurte ampec B oroOpasuBiieiicss cTpoke. UToObl ymaauTh ajpec, HaXKMHTE

kaonky YOAAJIUTb (le) B CTPOKE ajpeca.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Hasxmute krorky TPUMEHUTb HACTPOUKM.

Ber moxere o00HOBUTH BHyTpenHee [IO wmapmipyTu3aropa JOKaldbHO (C JKECTKOTO JHUCKa
KOMITBIOTEPA) WK YIAJICHHO (C cepBepa OOHOBIICHUH).

Ctpanunua 319 us 357



DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

JlokanbHOe 06HO8/1IeHUe

Buaumanue! Bo BpeMs 0OHOBJIEHHMS OPOTPAMMHOIO 0OecIieUeHHs HE OTKIIIOUaANTeE

OHUTAaHKE MAPIIPYTHU3aTOPa. DTO MOXKET IOBJIEYD 3a COOOM BBIXO YCTPONCTBA U3 CTPOS.

st nokansHOTO 0OHOBIEHUS [10 MapipyTH3aTopa BEIIOTHUTE IEPEUNCIICHHBIC HIDKE JEHCTBUSA.

1.
2.

Ckayaiite (haiin ¢ HOBOI BepcHei mporpaMMHOro obecrneueHus Ha caiite www.dlink.ru.

Ha crpanuniie Cuctema /| O6HoBneHue MO B paszmene JlokanbHoe OGHOBReHue
naxmure kHonky BbIBPATb ®AWMI, utoGsl onpenenuTh MecTomonoxkenue ¢aiina ¢
HoBoM Bepcueit [10.

Ecim Bwr xotute mocne oOHoBneHuss BHyTpeHHero IIO wmapmpyTtuzatopa cpasy
BOCCTAaHOBHTh 3aBOJICKAC HACTPOMKH, CIBUHBTE Tepekitouareis BoccTaHOBUTb
3aBoACKue HacTpouku nocne o6HoBneHuns MO emopago.

Haxxmure knonky OBHOBUTD MO.

Joxnaurech nepe3arpy3kyu MapupyTu3aTopa (IoJaTopbl-IBE MUHYTHI).

Beenurte ums nosnb3zoBatens aiMUHHCTparopa (admin) u TeKyIIM mapoiib s A0CTyNa K
web-unTepdeiicy.

Ecnu nocnie o6HoBieHust BHyTpeHHero 10 mapuipyTusarop He paboTaeT KOPpEeKTHO, HEOOXOAUMO

BOCCTaHOBHMTH 3aBOJICKHE HACTPOMKH ycTpoiictBa. Jlms »toro Ha crpanuie Cucrtema /
KoHdurypauma naxvute KHONKY 3aBOACKME HACTPOMKW. JlokauTech Mepe3arpysku
MapIIpyTu3aropa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YoaneHHoe o6HO8/1€HUE

Buaumanue! Bo BpeMs 0OHOBJIEHHMS OPOTPAMMHOIO 0OecIieUeHHs HE OTKIIIOUaANTeE

| OHUTAaHKE MAPIIPYTHU3aTOPa. DTO MOXKET IOBJIEYD 3a COOOM BBIXO YCTPONCTBA U3 CTPOS.

Hnst ynanennoro oonosieHus [10 mapmpyTuzaTopa BEITIOTHUTE TIEPEUNCICHHBIC HIKE JEHCTBUS.

1. Ha crtpanune Cuctema /| ObHoBneHue MO B pasgene YaaneHHoe oGHoBReHue
naxxmute kHonky MPOBEPUTb OBHOBJIEHUA, uto6sr y3uath, CymiecTByeT i HOBas
Bepcus [10.

2. Haxwmure knonky OBHOBWUTb MO (kHomka oTtoOpa)aercs mpu HAJIMYUKA HOBOM BEPCHH
MIPOTPaMMHOTO OOECTICUSHUS).
3. Joxaurech nepesarpy3ku MapuipyTusaTopa (IIoJaTopbl-IBE MUHYTHI).
BBeaurte M mosnp3oBaTens aiMUHHCTparopa (admin) U TeKylMid napoib JUIS JOCTyIa K
web-uHTepdeiicy.
Ecnu nocnie o6HoBieHust BHyTpeHnHero 10 mapuipyTusarop He paboTaeT KOPpEeKTHO, HEOOXOAUMO
BOCCTAaHOBHTh 3aBOJICKME HACTpO#Ku ycrpoictBa. Jlns storo Ha crpanuine Cucrtema /

KoHdurypauma naxvute KHONKY 3aBOACKWE HACTPOMKW. JlokauTech Mepe3arpysku
MapIIpyTu3aropa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBOD,CTBO nonb3oBarens

PacnucaHue

Ha crpanune Cuctema /| PacnucaHue Bbi Moxere HAcTpOUTH BKIIOUCHHUE/BBIKITIOYCHUEC
O6ecripoBogHOi  cetn U Wi-Fi-¢puibrpa, aBTOMaTuyeckyro Iepe3arpy3Ky YCTpOHCTBa IO
pacrucaHmIo, a TAK)Ke HACTPOUTh paclucaHie padoThl PABUI U HACTPOEK MEXKCETEBOIO IKPaHa.

He[zeg! CO31aHUEM pACTIMCAHUA HEO0OXO0JIMMO HAaCTPOUTHL aBTOMATUYCCKYIO CUHXPOHU3AIUIO

' CHCTEMHOTO BPEMEHM C cepBepoM BpeMeHHu u3 cetr MHTepHeT (cM. paznen Cucmemmuoe

epemas. ctp. 340).

£ O6Hoenenne N0 PacnuncaHue

ABTonepesarpyska

CocroaHne OTKHYEHO

NEPE3ArPY3KA MO PACMWUCAHWIO

Bce 3agaHma +

HET HW ogHoOro 3agaHnA no pacnucaHn

PucyHok 205. CmpaHuya Cucmema / PacnucaHue.

YT10oOBI HACTPOMTH ABTOMATHYECKYIO Mepe3arpy3Ky YCTpOWCTBa IO pacCIHCaHUIO, B pasieie
ABTonepe3sarpy3ka naxmure knonky MTEPE3AMPY3KA MO PACMUCAHUIO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

Bbibop pacnucaHus X

3anaHwe GyneT BbINONHATLCA, TONBKO ECM CMCTEMHOE
BpeMs YCTPOIACTBA CMHXPOHU3MPOBaHO ¢ NTP-cepeepoM.

PyKOBO,EI,CTBO nonb3oBarens

CucrtemMHoe Bpemst: 2 nexabps 2022, 18:18

Pexum

YNpOLWEHHbIA PEXXUM -

Mmsa pacnucaHusa™

(D Kom4ecTso ciMBO/0B AOAXHO BblTb He Gonee 32

MHTepBan BLINONHEHUS!

Kaxaeiv geHs -

Yac (0-23) MuHyTb! (0-59)

Bpema 0 : 0

(D pin BBOAE HECKO/bKHX NAPAMETPOB HCMIONb3YHTE CHMBOA <, »
wm «-» (Hanpumep, «2, 5, 12» i «2-12»)

PucyHok 206. OkHo Hacmpolku asmoMamu4eckol rnepesagpy3ku ycmpolicmea o pacrucaHuto.

B otkpsiBiiemMcs okHe B ojie CUCTEMHOE BPeMS 0ToOpakaeTcsi CHCTEMHOE BpeMsl YCTPOMCTBA.
B packpsiBaromiemcst criricke Pe@XumM Bei moxkete BoiOpaTh YNPOLLEHHbIA PEXUM pacricaHus U
3aJaTh CJIEAYIOIINE MapaMeTphl:

MapameTp Onucanue

YNpoOLUEeHHbIN pPeXxXum

3anaiite Ha3BaHWE pACHHCAHUSA JUIA YIOOHOH WACHTH(HUKALINY.

Umsa pacnucaHuna
MoskeT OBITh IIPON3BOJIbHBIM.

3aaiTe NEpUOJUYHOCTD IIEpe3arpy3ku yCTpONCTBa.

* Kaxablh AeHb — mnpu BeIOOpE 3TOrO 3HAYCHUS B paszeie
orobpaxaetcs nojic Bpems.

WHTepBan BbINONHEHNS « Kaxayio Hepmenwo — npu BBIOOpE JTOrO 3HAYCHUS B
paszmene oToOpa)karoTcs Ha3BaHMS JHEH Helenu W Toje

Bpems.

* Kaxgbln mecsil — nipu BEIOOpE TOTO 3HAYCHUS B pasjeie
oroOpaxatorcs nossi [leHb mecsaua u Bpemsa.

Bpems VkaxuTe BpeMst iepe3arpy3ku yCTporcTBa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp Onucanue

Bribepute neHb UM JAHU HEAENW, B KOTOphIe OyleT MPOUCXOIUTH
OHn Hepenu aBTOMaTUYeCKasl nepes3arpyska ycrpoucTsa. JJig 3Toro ycraHOBUTE
(axXoK cieBa OT COOTBETCTBYIOIIETO 3HAUCHHUS.

VYkaxure 4ynuciio Mecsana. Bel MoxkeTe yka3arb OJHO WJIM HECKOJIBKO
HeHb mecsina

3HAYEHUH Yepe3 3aIATYIO.

B pacmmpennoMm pexxume Bbl MokeTe 3amarth OoIbIe MapaMETpOB U PACIIMCAHHS, WCIIONB3YS
dopmar crpoku cron. Jliust 3TOoro BeIOepuTe 3HadcHHE PaCLUMPEHHbIA pPeXum B
packpbIBarorieMcst cricke PeXUM u 3anmaiite HeoOXoauMble 3HaUYEHHS B OTOOPA3MBILMXCS IMOJSX.
Bel Moere yka3aTh OZHO MM HECKOJbKO 3HAYEHHUH uepe3 3amaryro. Bbl Takke Moxere
UCIIOJIb30BaTh CUMBOJ * (3Be37104Ka), 4TOOBI 3a/1aTh MOJHBIN AMANa30H BO3MOXHBIX 3Ha4eHuH. [Ipu
stom moie PacnucaHue 3amonnutcs aBromatuuecku. B mone UMA pacnucaHuva 3agaiite
Ha3BaHUE pacMUCaHus 1 yI00HO! naeHTUu(GUKauu (MOXKET ObITh IPOU3BOILHBIM).

Haxxmure knonky COXPAHUTD.

Uro0Obl M3MEHUTHL pacluCaHHe aBTOMATHYCCKON Mepes3arpys3kd, B paszieic ABTornepesarpyska

Haxmute kHonky USMEHWUTDL. B otkpeiBiieMcss OKHE M3MEHHTE HEOOXOIUMBIC MapaMeTphbl U
naxxmute kHonky COXPAHUTbD.

YToObl OTKJIIOUYUTH ABTOMATHYECKYIO Iepe3arpy3ky YCTpONCTBa IO pacHUCaHHIO, B paszzene

ABTtonepe3sarpy3ka Haxvutre knonky ASMEHWUTb u B oTkphiBIIeMcs: OKHE HOKMHUTE KHOIKY
BbIKIMIOYUTDb.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

YT1o0OBI cO3AaTh pacmucaHue Ui 3aaHus Ha MPUMEHEHHE KaKoro-IM00 MpaBHiIa WM HACTPOUKH
MEXCETEBOI0 3KpaHa, BKJIIOYEHHE/BBIKIIIOUeHUEe OecnpoBogHoil cetn mnu  Wi-Fi-gunsrpa, B

pasznene Bece 3apgaHusa naxmute knonky [JOBABUTb (+ ).

PacnucaHue X

3apaHne ByAeT BbINONHATHCA, TONBKO EC/M CCTEMHOE
BPEMA YCTPOHCTBA CMHXPOHM3MpoBaHo ¢ NTP-cepsepom.

CucteMHoe Bpems: 2 nekabps 2022, 18:18

) BbinonHATL 3aAaHKe No pacnucaHu1io

Pexim
YNpOoLWEHHBIA pexum v
Wms pacnucaHus®

@ Konmnyectso cumBonos JOMKHO bbITs He 6onee 32

MHTEDE&H BbINONHEHWA

Kaxabii neHb -
Yac (0-23) MunyTsl (0-59)
Bpema 0 : 0

@ [py BBOAE HECKO/LKMX NAPAMETPOB HCIIONL3YITE CHMBON «,»
it «-» (Hanpumep, «2, 5, 12» wm «2-12»)

AnuTenbHOCTb
Yacos* MunyT* CexkyHp*
0 0 30

PucyHok 207. OkHo OobaerneHusi pacriucaHusi 0rs 3a0aHusi.

B otkpeiBiiemMcst okHe B ojie CUCTEMHOE BPeMS 0ToOpakaeTCsi CHCTEMHOE BpeMsl YCTPOMCTBA.
Bb1 MoxxeTe BBIOpaTh YIPOILIEHHBIA pexuM pacnucaHus. i1 3TOro B pacKpbIBarOIIeMCcs CIHCKE
Pexum Bribepute 3HaucHie YNPOLWEHHbIN PEXWUM U 3a/1aiiTe CIIeIYIONIHE MapaMeTPhl:

MapameTp OnucaHwue

BbINOMNHATL 3agaHne | 1TOOBI aKTMBUPOBATh 3a[aHKC, CBHHBTE [EPEKIIOYATElb BIIPABO.

no pacnucaHuio YToOBI OTKIIFOUUTD 3a/IaHHE, CIBUHBTE TIEPEKITIOUATED BIIEBO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

YNpOLEeHHbIN PeXum

3ajmaiite Ha3BaHME paclUCaHUs Ui YJOOHOH HACHTU(UKAIHH.

Uma pacnucaHus
MoxeT ObITh IMPOU3BOJIbHBIM.

3aﬂaﬁTe NEPpUOJUIHOCTD BBIIIOJIHCHUSA 3alaHHA.
*  Kaxayro MUHYTY.

* Kaxablh 4yac — mpu BbIOOpE STOTO 3HAYECHUS B pasjiese
orobOpaxkaercs nojic Bpems.

WHTepBan BbINOMHEHWs  Kaxabin aeHb — mnpu BEIOOpPE ATOTO 3HAUEHHUS B pasjelie
orobpaxaercs noie Bpems.

+ Kaxayro Heaento — pu BEIOOPE ITOTO 3HAYCHUS B paszieie
oToOpakaroTCs Ha3BaHMs THEH Henenn 1 nojic Bpems.

*  Kaxabin mecsily, — nipu BEIOOpE 3TOr0 3HAYEHHS B pasieie
oroOpaxkarorcs oyt [leHb Mecsiua u Bpems.

nl'l UTeNnbHOCTb Vkaxure MMPOAOJIKUTCIIbHOCTD BBIIIOJIHCHUA 3aJaHHA.

BpeMil VYkaxute BPCM: BBITIOJITHCHUS 3aIdHUA.

BriGepute neHb WM JHU HEJETH, B KOTOpPBIC OYJIET BBHIMOIHATHCS
OHun Hepenun 3amanue. Jlng  aToro  ycraHoBuTe  (paXkoK  cieBa  OT
COOTBETCTBYIOIIETO 3HAUCHHUSI.

Vkaxute 4nuciio Mecdna. Bel MOXKeTe yka3aTb OJHO WJIM HECKOJIBKO
HeHb mecsina N
3HAUCHUH Yepe3 3ansaTylo.

B pacmmpennoMm pexxume Bbl MokeTe 3amarth OOIbIe MapaMETPOB U PACIIMCAHHS, WCIIONB3YS
dopmar crpoku cron. Jliust 3TOro BhIOepuTe 3HadcHHE PacCLUMPEHHbIA peXum B
packpbIBarorieMcst cricke PeXUM u 3anaiite HeoOXonuMbIe 3HaUCHHSI B OTOOPA3MBIIMXCS TOJNSX.
Bbl Moxere yka3aTh OAHO MM HECKOJbKO 3HAYEHUH uepe3 3amaryro. Bbl Takke Moxere
UCIIOJIb30BaTh CUMBOJ * (3B€37104Ka), 4TOOBI 3a/1aTh MOJHBIN AMANa30H BO3MOXHBIX 3HaYeHuH. [Ipu
stoM moiie PacnucaHue szamonHutcs aBToMaTuueckn. B mome UMSA pacnucaHua 3anpaiite
Ha3BaHUE pacluCaHus A yI00HO! naeHTUuGUKauu (MOXeT ObITh IPOU3BOILHBIM).

Bbl Takke MOXKETE UCIOJIB30BaTh KaJEHIAPHBIA PEXKUM JJIl HACTPOWMKHM pacnucanus. i sToro
BoIOepuTe 3HaucHne KaneHaapHbIN PeXuUM B packpeiBaroiemcs circke Pexum. B none Uma
pacnucaHuva 3anaiiTe Ha3BaHWE pACIUCAHHSA I YIOoOHOW wuAeHTH(GHUKAIUU (MOXKET OBITh
NPOM3BOJIBHBIM). B Tabnmuile BbIENHTE SYSHKH, COOTBETCTBYIOIINE HEOOXOMUMBIM YacaM H JIHSM
Henenu. YToObl yOpaTh BBIJCICHHE C SYCHKHU, HAKMHUTE Ha Hee emle pa3. UToObl yOpaTh BhIICICHHE
CO BCEX sUeeK M BHIOpath apyrue, Haxmure kHonky CBPOCUTb HACTPOWMKW u Bobimenute
HOBBIE STUCHKH.

Haxxmure knonky COXPAHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Y100l 3a1aTh JApyrHe MapameTphl UIs pachucaHusi, B pasaeine Bce 3amaHusa Boibepure
COOTBETCTBYIOIIYIO CTPOKY B Tabnuiie. B OTKphIBIIEMCS OKHE U3MEHHUTE HEOOXOAUMBIC TTApaMETPhI
u Haxkmute kHoriky COXPAHUTD.

YrtoObl ymanuTh pacrnucanue, B pasziene Bce 3apaHuA  ycraHoBuTe (uakok cieBa  OT
COOTBETCTBYIONIEH CTPOKM Tabnuisl 1 HaxkmuTe kHonky YOANNUTb ([1]).

UYroObl HA3HAYUTH CYLIECTBYIOIIEE PACcIUCaHUe I 3a/1aHus HAa TPUMEHEHHE KaKoTro-11u00 mpaBuiia
WIM HACTPOWKH MEXKCETEBOTO JKpaHa, BKIIOUEHHUE/BBIKIIOUeHUE OecripoBomHoi cetn mimm Wi-Fi-
buneTpa, mepeIuTe Ha COOTBETCTBYIOIIYIO CTpaHUIly web-uHTepdeiica ycTpoicTBa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapLupytusatop AC2100 Wave 2 ¢ MO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PykoBoacTBO nonb3osarens

HacTpoiika maplwpyTusaTtopa

XXypHan cobbiTui

Ha crtpanunie Cuctema / XXypHan cobbITUM Bbl MoXeTe HACTPOUTHh MapaMeTphbl KypHaa
COOBITHH, a Tak)Ke HACTPOWTh IMepenady jKypHajia Ha BHemHuid y3en u USB-Hakomurens,

MOJKJIIOYEHHBIN K MapIIpyTHU3aTOPYy.

= < Pamucanve XypHan cobbITnia

XypHanuposaHmne

Bibl MOXETE HACTPOWTE NapaMeTphl ¥ypHana cobeITHiA.

® srnounts
Tun
NokansHLIA W yoaneHHbIA A
@ Hyproa cofeimull xpOHUMCA 8 ROMEMI MOpLWpYmUEamopa U nepedoemoa Ho

y3ea, sodormeil & nose "Cepeep

Mopr*

914

3annce Ha USB

Bbl MOXETE HACTROWTE Nepedady xypHana cofeimi Ha USB-
HAKONKTENE, NOAKAKYEHHEIA K MAPLWPYTHIaTOpRY.

. CoxpaHATb ®ypHan Ha USB-Hakonutens

e

fusb1_1 Q,

Mms dakina®

log

NPMMEHWTE

Hactpoiikn

YpoBeHe

WHhopmMaumoHHsle coobleHna -

USB-HakonnTens

JetFlash TS2GJFv30
usbi_1

PASMOHTHMPOBATE

JetFlash TS2GJFv30
usbi_2

PASMOHTHUPOBATb

@ Npexcde sew uagseve USE-woxonumens, poamoHmupyime ezo

MaxcumaneHeIid paamep oaHoro daiina (B kunobaiTax)*
G_} 0 - RenzpariqenHEl] poavep godam

KonWuecTED CoXpaHAeMalx pafinos

1

PucyHok 208. Cmparuya Cucmema / XypHan cobbimuli. Bknadka Hacmpoliku.

Yrobbl paspeimuTh (GOPMHUPOBAaHHE KypHajia COOBITHH, mepeiaure Ha BkiIaaky HacTPOMKM u

CIBUHBTE IepeKitodaTeas BKMIOYNTB BipaBo. 3aTteM 3a1aiiTe HEOOXOANMBIE TapaMeTpPHI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp Onucanue

XypHanupoBaHue

B packpeiBaromemMcst  CIIUCKE  BBIOEPUTE HEOOXOMUMBIH  THII
KYPHAIIMPOBAHUS.

* JlokanbHbIW — XypHald COOBITHH XpaHUTCS B MaMITH
mapipytu3zaropa. [lpu  BbeIOOpe 3TOro 3HAYEHHs OIS

CepBep u NopT He oToOpakaroTcs.

Tun
* YpaneHHbIW — >kypHan coObITHI mepemaeTcsi Ha y3ell,

3aganHbii B oae CepBep.

* JlokanbHbIN U yaaneHHbINW — XypHaJI COOBITUN XPaHHUTCS
B IMAMSITH MapLIPyTU3ATOpa U MEPEAAETCA HA Y3€J, 3aJaHHbIN
B osic CepBep.

Tun cooOmieHuil U MpeaynpexICHHA, KOTOphIe OyAyT 3aHOCUTHCS B

YpoBeHb .
JKypHaJl COOBITHH.

IP- umu URL-anpec y3ma u3 JIOKaJIbHOW WM TIIOOQIBHOW CETH, Ha
KOTOpBIH OyJIeT nepenaBarhes )KypHasl COOBITUH.

CepBep

Iopr y3ma, 3amanHoro B mojie CepBep, Ha KOTOpHIA Oyaer
MopT nepenaBarbes KypHal coObiTuil. [1o ymMomuaHuio 3a1aHo 3HAYCHHE
514.

3anucb Ha USB

Eciu x mapupytuzaropy noxaxitodeH USB-nakonurtens, B moine

0TOOpaXKkaeTcsi ero Ha3BaHMUe.
USB-HakonuTenb
UroObl 6e3onacHo oTKIOUNTh USB-HakomuTeNnb, HAXKMHUTE KHOIKY

PASMOHTUPOBATbD.

CnBUHBTE TEpeKIIoYaTesb BIPaBO, YTOOBI YCTPOMCTBO MepeaaBao
JKypHasl coObITHil Ha moakmtodeHHbI USB-nakonutens. [Ipu sTom
Ha crTpaHuie ortoOpaxaorcs mnoiast [y, WUma daunna,
MakcumanbHbIn pasmep opgHoro c¢hanna u KonuyectBo
coxpaHsieMbix hannos.

CoxpaHATb XXypHan Ha
USB-HakonuTenb

Haxxmute Ha 3mHadox Momck ( Q,), pacnonoxennsli cnpaBa or

MyTe nosst, 4ToOBl ONPENeTUTh MECTOIOJIOKEHUE IIallKH, B KOTOPYIO
OyayT coxpaHsAThCs (pailiibl )KypHasia COOBITHHA.

Umsa cdanna HazBanue mis ¢aitios sxypHasia COOBITHIA.

MakcMmanbHbIN pa3Mep| MakcuMansHBIA pa3mep (B KuiioOaiTax) ofHOTO (aitia KypHasia
oaHoro cdauna COOBITHH.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MapameTp OnucaHue

MakcuMalnbHOE KOJIHMYECTBO (baﬁHOB, KOTOPBIC YCTpOﬁCTBO MOXCET

3anucate Ha USB-nakonutens. Ilpu mnpeBblllleHHH 3aJ1aHHOTO

KonuyectBo KOJIM4ecTBa (aiiy, copepkalluii camble paHHUE 3allUCH JKypHala,
coxpaHsieMbix ¢pannoB | nepesanuceiBaeTcs. [lore MOCTYmHO IS PeIaKTUPOBAHUS, €CIIH B
norte MakcumanbHbIn pa3mep opgHoro amna ykasaHo
3HayeHue OoJbIIe HYIIS.

[Tocne 3amanust HeoOXoaUMBbIX 3HaYeHn Haxkmute kHonky MPUMEHUTD.

YroObl 3anpeTuTh (HOpMUpPOBAHME >KypHaia COOBITHH, CABHHBTE MepeKiouareh BKAYUTBL
BiieBo 1 Haxkmute kHonky MPUMEHUTD.

YToObI MPOCMOTPETH XKypHAI COOBITHIL, TIepeliauTe Ha BKiIaaky XKypHan.

£ Pacnucanue XypHan cobbITnin

XXypHan

OEHOBWTE  3KCMOPT B @AM

[INFO] dhcp opt print[7716]: Option(l): 255.255.255.8
[INFO] dhcp opt print[7716]: Option(3): 192 1.1
[INFO] dhcp opt print[7716]: Option(6): 1.1.1.1 1.8.0.1
[INFO] dhcp_opt_print[7716]: Option(51): 600
[INFO] dhcp opt print[7716]: Option(54): 192.168.161.1
[ DBG] update_udhcpc[7716]: action=renew; stop_on_fail=e;
vice.Network.Inte erne
5 [NOTE] AUTH[ H mpt t with invalid token: 125e9c85-b930-4b79-95T6-cde95T024714
5 [NOTE] AUTH[ Attempt t yiith invalid token: 1: c85-b930-4b79-95f6-cde95f0247f4
9 [INFO] udhc 1: i
9 [INFO] udhcpc[4 . ned, lease time 680
[ DBG] update_udhcpc 8 =send_r ; stop_on fail
e.Network.Interf
[ DBG] renew[86 a
[ DBG] DynPortMap[8649]: c
[INFO] dhcp opt_print[8643]:
[INFO] dhcp_opt print[8643]:
[INFO] dhcp opt print[B8643]:
[INFO] dhcp_opt print[8643]:
[INFO] dhcp opt print|
[ DBG] update udhcpc[8
e.Network. Interf E .:
= rl_pe : Can't parse scheme in url=;
[NOTE] AU 72]: Attempt to a RPC with invalid token: ba2 -Bcbe-75304424360a
8 [NOTE] AU Attempt to a RPC with invalid token: ba2eb5 2 ec2-8cbe-75304424360a
:58 [ ERR] d url _parse[8928]: Can't parse scheme in url=;

PucyHok 209. CmpaHuua Cucmema / XypHan cobbimull. Bknadka XKypHan.
Jliist oToOpaXkeHust caMbIX TOCIeAHUX coObIThii Haxkmute kHonky OBHOBUTD.

Jns 3amucu kypHana coObITHH B ¢aiiil Ha JOKAIBHOM JIMCKE KOMITBIOTEpAa HAXKMHTE KHOIKY
AKCIOPT B ®PAWIJI1. daiin Oyaetr HaXOAUTHCS B MAIKe 3arpykaeMbix (aiiio Barirero Opaysepa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

MuHr

Ha crpanunie Cuctema / MNMuHr Bel MokeTe MPOBEpUTHh JOCTYIMHOCTh KaKOro-auMOO y3ida B
JIOKaJIbHOM MJIH I100aJbHON CETH C MOMOIIIBIO YTUIUTHI Ping.

Ytunura Ping oTmpaBisieT 5X0-3ampochl YKa3aHHOMY Y3JIy CETH U (UKCHPYET MOCTYIAIOIINE
OTBETHI.

= < XypHan cobeiuii MuHr i |

MuHr

Bbl MOXeTe NpoBEpUTE JOCTYNHOCTL kakoro-nnbo Y3na B NOKanbHOR UK rnobanbHoil ceTh ¢ NOMOLLHY YTHANTLI piﬂg.

KonuyecTeo nonbirok™

3 IPv6 BONbLUE HACTPOEK

CTAPT OYUCTUTE

PucyHok 210. Cmpa+uua Cucmema / lNuHre.

J1nst IpOBEpKH TOCTYITHOCTH KaKkoro-imnoo y3ia BBenute [P-anpec wmm ums storo ysna B mosie XOCT
U 3aj1aiiTe KOJMYECTBO 3alPOCOB, KOTOPbIe OyIyT OTIPaBIICHBI I IPOBEPKHU JOCTYITHOCTH, B MOJIE
KonunyecTtBO nonbITOK. Eciu 11 mpoBEpKH TOCTYITHOCTH HEOOXOIUMO HCITOIb30BaTh MPOTOKOI
[Pv6, cneunbTe niepexiouarens IPV6 Brpago.

Yt00BI 32/1aTh JONOIHHUTEIbHBIC HACTPOiiKK, HaxkmuTe kHonky BOJIBLUE HACTPOEK.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

Pazmep naxeTa (B OaiTax)™

56

@ 33A3ET KOTHYECTED OFHT JaHHBE, KOTOpoE Byger

OTIIOIEAEHD

PucyHok 211. CmpaHuya Cucmema / lNMuHe. OKHO A0MnonHUMEbHbIX HaCmpOEK.

B otkpeiBiiemcs okue B rojie Pa3aMep nakeTa 3aaaiite 00beM J1aHHBIX (B 0alTax), epeaaBacMbIX
B 3anpoce. B noie OxXunaaHme oTBeTa yKaKUTE MEPHOJ] OKUIAHHS OTBETA Ha 3alPOC B CEKyHIaX.
YroObl BOCCTAaHOBUTH 3HAUCHHS TIOJIEH, 3aJaHHBIE 110 YMOJYaHUIO, HAKMHUTEC KHOIIKY

HACTPOMKW NO YMONMYAHMUIO.
[Mocrne 3aganus JOMOIHUTENBHBIX TapaMeTpoB HaxxmuTe KHonky OK.

Yto0bl 3amycTuTh mpoBepky, Haxkmute kHOmkKy CTAPT. Uepe3 HekoTopoe BpeMsi Ha CTpaHUIIC
0TOOpa3UTCs Pe3yNbTaT MPOBEPKU.

Ecnau Bam HeoOxomaumo mipepBath npoBepky, Haxmute kHonky OTMEHWUTD (kHomnka craHoBuTcs
JOCTYITHOM ¢ MOMEHTA 3aITyCKa IPOBEPKH).

YT00BI yIamuTh pe3ysbTar mpoBepku, Haxxmute kHonky OYUCTUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

TpaccupoBKa MapLupyTa

Ha crpanuiie Cuctema / TpaccupoBKa MapwpyTa Bbel MoxeTe ONpeneiuTh MapuipyT
CJIeIOBaHUS JAHHBIX JI0 KAKOTO-TMOO0 y3/1a CeTH C MOMOIIBI0 YyTUIIUTHI traceroute.

& Nuwr TpaccvpoBka MapLipyTa [

TpaccupoBKa MapLupyTa

Bbl MoXeTE ONpejennTe MapLpyT CnefjoBaHWA AaHHbBIX 40 Kkakoro-nnbo ¥3na CeETW C NOMOLLBH YTUNWUTEI traceroute.

IPv6 BONbLUE HACTPOEK

CTAPT OYUCTUTE

PucyHok 212. Cmpa+uua Cucmema / Tpaccupogka mapwpyma.

Jlns ompeneneHus Mapuipyta cienoBaHus BBenuTe ums win [P-anpec xakoro-nubo ysma B moje
XocTt. Eciu i1 onpeienieHUss MapIipyTa clieZJoBaHUsS HEOOXOAMMO HCIIONIB30BaTh MPOTOKON [PV,
caBUHBTE niepekitouaresb IPV6 Bipaso.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

YTtoObl 3a1aTh TOMOJIHUTEIbHBIE HacTpoiiky, HaxmuTe kHonky BOJIbLUE HACTPOEK.

MaKouMansHoe 3Hauedne TTL®

30|

LHOE KOSHHECTEO POMEXYTONHLX Y2108

KONW4eCTBO NONBITOK

K OOpALEHIT K

(@ Owngarme orsera (a cexyrgax)

PucyHok 213. CmpaHuya Cucmema / Tpaccupoeka mapwpyma. OKHO G0NOIHUMEbHbIX HACMPOEK.

B OTKPBLIBHIEMCS OKHE BEI MmokeTe 3aaaTh CJIICAYIOIIHE IMapaMECTPhI:

MapameTp OnucanHue

MakcumanbHoe 3anmaiite MakcuManbHOe 3HaueHue mapamerpa TTL (Zime to live,
3HayeHue TTL epems cuznu). 3HaUeHUe 1o ymordanuio — 30.

Konu4yectBo nonbIToK | Konm4ecTBo MOMbITOK 00paIIeHUsT K IPOMEKYTOYHOMY Y3I1y CETH.

Bpemsa oxupaHus [lepuon oxxugaHust OTBETa OT MPOMEKYTOUHOTO y371a CETH.

UToOBl BOCCTAHOBHUTH 3HAYCHUS HOJ'IGfI, 3aaHHBIC 110 YMOJYaHWIO, HAXMHUTC KHOIIKY

HACTPOWMKW MO YMONMYAHMUIO.
[Mocie 3a1aHust JONOIHUTEIBHBIX ApaMeTPOB HaxxMuTe KHONKY OK.

Yrtobbl 3amycTuTh mpoBepky, Haxkmute kHOomky CTAPT. Uepe3 HekoTOopoe BpeMsi Ha CTpaHUIIC
0TOOpa3UTCs Pe3yNbTaT MPOBEPKHU.

Ecnau Bam HeoOxoaumo nipepBath npoBepky, Haxmute kHoiky OTMEHWUTD (kuomnka cranoButcs
JOCTYITHOM C MOMEHTA 3aITyCKa MPOBEPKH).

YToObl ynanuth pe3yibrar npoBepku, Haxxkmure kHonky OYUCTUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

iPerf3

Ha crpannne Cuctema / iPerf3 Bel MmokeTe nmpoBepuTh NPOMYyCKHYO CITOCOOHOCTH Baimeii cetu ¢
oMoIIbI0 yTHIUTHI 1Perf3.

Yrunura iPerf3 nusmepsier MakCUMallbHYI0 CKOPOCTh MEepeAayy JTaHHBIX MEX]y JABYMs y3JIaMU CETH.
BbI MoXeTe HACTpOUTH YCTPOHCTBO B peKHMME cepBepa wiu kiueHTa. [lo ymomuaHutio nposepsieTcs
ckopocTth nepenaun TCP-nakeTos.

Yro0bl HacTpouTh yTHAHTY iPerf3 B pexxume cepBepa, mepeiiaure Ha Bkianky CepBep, 3arem
C/IBHHBTE IepekiIodaTess BKMOYUTL cepBep Bpaso.

= { iPerf3 iPerf3 )

Cepsep

iPerf3

IPerf3 - kpocc-nnaTdopMeHHan KIMEHT-CEPBEPHEA NporpaMmMa, reHepupyrowas TCP-, UDP- n SCTP-Tpaguk ANA TECTMPOBaHNA NPoNyckHoR
CMocoBHOCTH ceTu.

@ Biiounts cepsep

Nopt*
5201

ponyextoii
¢ HEOBXO QMO

Tpoen & iPerf3

WHTepdeiic

Bce mHTepdeiickl -

)0 JeTann3avpoBaHHLIA BLIBOA

PucyHok 214. Cmpa+uya Cucmema / iPerf3. Bknadka Cepeep.

B none MopT ykaxute HOMEp mopra cepBepa, K KOTOPOMY OyaeT MOAKIIOYAThCS KIHEHT. [lo
ymonmyaHuio 3amaH mopt 5201. Ecnu Bwl XoTUTE TPOBEpUTH MPOMYCKHYIO CIOCOOHOCTH
YCTpOICTBa 13 BHELIHEHN ceTH, HEOOXOIMMO 10OAaBUTh MPABUIIO, PA3pELIAIOIIEE JOCTYI BXOASAIINX
MaKeTOB Ha yKa3aHHbIH mopT. YToObl 100aBUTH MpaBMIIo, nepeiaure Ha crpanuiyy MexceTteBon
3KpaH / NMpaBwuna (onucanue crpaHullsl cM. B paszaene Ilpasuna, ctp. 297).

B packpeiBatomiemcsi criucke MHTepdhenc Bribepute unTepdeiic, Ha KoTopoMm OymeT paboTarh
cepBep, WIM OCTaBbTe 3HadeHHe Bce WHTepdencbl, uyToObl cepBep paboTam Ha Bcex
CYLIECTBYIOIMX UHTEpdeiicax.

CasuHbTe TnepekiIouarens [leTannanpoBaHHbIA BbIBOA BIPaBO, €CIH  XOTUTE, YTOOBI
BBIBOJIMIIACH OoJiee moapoOHast HH(pOpMaIus O MPOBEPKE.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

[Mocne 3aanust HeOOXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

YT10oOBI OTKJIIOUUTH CEpBEp, CIBHHBTE NepekiIrovarens BKMOUYMTL CepBep BICBO M HAXMHTE
knonky MPUMEHUTD.

qTOGBI HpOBepI/ITL CKOpOCTB nepe;[aqn JAHHBIX B pemHMe KJIIMCHTA, nepeﬁzu/ITe Ha BK.IIaI(Ky
KnueHT.

= { iPerf3 iPerf3 )

KnueHTt

iPerf3

IPerf3 - kpocc-nnaThopMeHHan KAVeHT-CepBepHan Nporpamia, rerepupytolias TCP-, UDP- n SCTP-Tpaduk Ans TECTHPOBAHWA NPONYCKHOMA
crnocobHocTL ceTu.

MNopt*
5201 IPv6 BONbLUE HACTPOEK

PucyHok 215. CmpaHuuya Cucmema / iPerf3. Bknadka Knuenm.

Jlnst IpOBEpKH CKOPOCTH Tiepeadyr JaHHbIX Bareit cetn BBemute IP-ampec WM AOMEHHOE HMS
cepBepa, K KOTOPOMY HEOOXOIMMO MOAKIIOUHTHCS, B moje XOCT. B mone MOpT ykaxkwurte mopt
cepsepa. [To ymomuanuto 3aman mopt 5201. Eciaum 1y mpoBepkd HEOOXOAMMO HCIOJIb30BaTh
npotokoi IPv6, caBunbTe nepekitouaresas IPV6 Bopaso.

YTtoObl 331aTh TOMOJIHUTEIbHBIE HacTpoiiky, HaxxmuTe kHonky BOJIbLUE HACTPOEK.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

HacTtpoiiku

) UDP

@® Hcnoassosars UDP smecto TCP

)= OBpaTHBLIA pexmnm

® Cepsep OTAPABATET, KAKEHT MPUHUMAET

WHTepBan (B cexyHpax)®

9

Yucno napannensHelx aanpocos®

1

AnwHa (B Gaidtax)*

131072
@ Aauna Bydepa 3anucin/yrenns

Mepegava
) Konwuectgo baiitoe

Bpewma (B ceryHgax)®

@ Bpema inau kosmvecrso balitos 408 nepeqavn

Butpenr

@ be3 orpaHuyenmil

PucyHok 216. CmpaHuya Cucmema / iPerf3. Bknadka Knuenm. OKHO 00nonHuUmeribHbiX HaCmpOeK.

B otkpriBIIeMcst okHe Bbl MoxeTe 3aaTh ClIEAYIOIME TapaMeTPhI:

MapameTp OnucaHwue

UDP CnBuHBTE TEpEeKIIIoYaTesib BIPABO, YTOOBI TPOBEPUTH CKOPOCTH
nepenaun UDP-nakeros.

CABUHBTE MNEPEKIOYATeb BIPABO, YTOOBI BKIIOUHTH OOpATHBIN
O6paTHbIN pexum pexuM. [Ipu 3ToM cepBep OTHpaBiseT JaHHBIC KIHEHTY, KIHEHT
PHHUAMAET HX.

Ykaxxure HUHTCPBAJI BPpCMCHU MCKAY NMPOMCIKYTOYHBIMU OTYHCTAMH B
UHTepBan
CEKyHJaX.

Yucno napannenbHbIX

KonnuecTBo napaiienbHbIX MOJKIIOYEHUHN K CEPBEDY.
3anpocosB

OnwuHa Pa3smep omHOTO Makera (B Oaiitax).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp Onucanue

MNMepepnaua

VYkaxute oOIiiee BpeMs BBINOIHEHUS MpoBepku (B cekyHnax). Ilo

Bpewms
YMOJIYaHUIO 3a7aH0 BpeMs 10 cexyHz.

Ecnu HeoOxonuMo ykas3aTth 00bEM JaHHBIX JUIS TIEPeaqu, CIBUHBTE
- nepekirouarens KonumyectBo 6auMToB  BmpaBo. 3arem B
KonunuectBo 6aiToB

oroOpasuBIIeMcs Tone YUCIO yKaknuTe HEOOXOAMMOE 3HAUCHUE, B

PACKPBIBAIOIEMCA CIIUCKE — CAMHUIY U3MCPCHUSA o0beMa JaHHBIX.

BuTtpent

Jis TCP-makeToB MakcHMaibHas MPOITyCKHAs CIIOCOOHOCTH IIO
ymMon4aHuo He orpanudeHa. [[ns UDP-nakeroB mo ymoa4aHuio
3ajaHo orpanndyenue 1 Mowut/c.

Be3 orpaHuueHwil UToOBl  OTPaHHYUTH  MPOMYCKHYIO (il'[OCO6HOCTL, CIBUHBTE
nepexirouarennr be3  orpaHMYyeHuM  BieBo.  3atreM B
otoOpasuBiIeMcs 1ojie YMCNO ykaxxuTe HEOOXOAUMOE 3HA4YCHHE, B
PacKpBIBAIOIIEMCSl  CIIUCKE — EAWHHUIy M3MEPEHUsS CKOPOCTH

HepeIaym.

YUToObl BOCCTAHOBUTH 3HAYEHHS HOJ'IGﬁ, 3aaHHBIC 110 YMOJIYaHWIO, HaXMUTE KHOIIKY

HACTPOMKW NO YMONMYAHMUIO.
[Tocre 3aganus AOMOIHUTENBHBIX TapaMeTpoB HaxxmuTe KHonky OK.

Yro0bl 3amycTuTh mpoBepky, Haxkmute kHOmky CTAPT. Uepe3 HekoTopoe BpeMsi Ha CTpaHUIIC
oTtoOpasuTcs pesyabrar mnpoBepku. Ilpm mpoBepke ckopoctm nepenadn UDP-makeToB Takke
oToOpa3uTcs HHHOPMAILHSI O KOJTMYESCTBE MOTEPSHHBIX TTAKETOB.

Ecimu Bam HeoOxomumo mtipepBath mpoBepky, Haxkmure kHOKy OTMEHWUTD (kHomka cranoButcs
JOCTYITHOM C MOMEHTA 3aITyCKa MPOBEPKH).

UYrtoObl yIamuTh pe3ynbTar npoBepku, Haxxmure kHonky OYUCTUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Telnet/SSH

Ha crtpannne Cuctema / Telnet/SSH Bri MokeTe BKIHOYMTH WM BBIKIIOYHTH JOCTYH K
HacTpoiikam Mapupytusatopa no nporokonam TELNET u (unu) SSH u3 nokanshoii ceru. Ilo
ymomuanuto goctyn no TELNET u SSH oTtknrouen.

= < Vndopmauus o cucTeme Telnet/SSH i
Telnet/SSH
Bbl MOXETE BKMIOYWTE AWM BBIKMIOYWTL AOCTYN K HAaCTPOMKaM YCTPORCTBa no npoTokonaM TELNET w SSH 13 nokaneHo# cetw.
. BrnrounTs Telnet ) BrmounTb SSH
Mopt* Mopt
23 22

PucyHok 217. CmpaHuya Cucmema / Telnet/SSH.

Yrobsr paspemuts poctyn nmo TELNET u (uim) SSH, ciBuabTe mepexiodarenu BKAOUYUTB
Telnet u (wn) Bknrountb SSH Bropaso. B none MopT BBeanTe HOMEp MopTa MapiipyTH3aTopa,
gepe3 KOTOPBIH OyzeT pa3peieH JocTyI (10 yMoT4aHuIo Juis npotokona Telnet 3agan mopt 23, s
nporokona SSH — 22). 3arem Haxxmute knonky TPUMEHUTD.

UYroOsl cHoBa 3anpetuth Aoctyil o TELNET u (win) SSH, casunbTe nepekmodaresin BKNounMTb
Telnet u (wn) Bknrountb SSH sieso u naxxmure kHonky MPUMEHUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom

PyKOBOD,CTBO nonb3oBarens

HacTtpoiika mappyTusatopa

CucreMHoe BpeMs

Ha crpannie Cuctema / CuctemHoe Bpemsi Bbi MoxeTe BPYYHYH) YCTaHOBHUTH CHCTEMHOE
BpEMs MapIIpyTH3aTOpa WK HACTPOUTHh aBTOMATHUYCCKYIO CHHXPOHHU3AIUIO CHCTEMHOTO BPEMEHH C

CCPBEPOM BPEMEHU 13 CECTU HHTepHeT.

£ Telnet/SsH

CucTteMHoe BpemMA

cucremMHoe BpeEMA

Bbl MO¥ETE HACTPOWTL ABTOMATUYECKYD CMHXPOHW3aL MK CUCTEMHOrD BpeMEHW C CEpBEPOM BpeMEHW M3 CeTW MHTepHeT.

@ sBounTE NTP
y) Hactpolika cvewleHna ot UTC
. HacTpouTb neTHee BpemMA BPYYHYH

I Mony4uwTb ajpeca cepsepos BpeMeHu no
DHCP

] 3anycTuThb B KayecTBe cepeepa ANA
nokansbHoN ceT

CUCTEMHAR faTa: 24.06.2021
CWCTEMHOE BpEMA: 15:44
CMHXPQHMBBLI,HH! BeinonHeHa
CepBepbl BpeMeH1

pool.ntp.org x

OOBABWTE CEPBEP

MHTepean Bpemeri mexgy NTP-3anpocania NoCne CMHXDOHWIaUMK
€ NTP-cepaepom

ABTOMaTHYECKM -
MHTepean Bpemen mexgy NTP-3anpocami gns
HECUHXPOHWIWpOBaHHara NTP-KAWEHTE

AsTOMaTHYECKM -

YacoBoW noack

Europe/Moscow hd

ONPEOENWUTL YACOBOW NOSAC

PucyHok 218. Cmparuya Cucmema / CucmemMHoe epems.

Jl1st HacTpOMKM YacoB MapIIpyTU3aTOPa BPYyUHYIO BBIIOJIHUTE IEPEUUCICHHbIE HIDKE JEHCTBHUSL.

1. Cnsunsbre nepexiroyarens Bknounte NTP Bieso.

2. B pasgenec HacTpoOMKM BpeMeHM 3ajaiite HeoOxoaumble 3HaueHus. YToOBI 3a/1aTh Bpems,
YCTAaHOBJIEHHOE Ha BallleM KOMIIBIOTEpPE MJIM IMOPTATHBHOM YCTPOMCTBE, HAKMHUTE KHOIIKY

CKOIMNMUPOBATb JIOKAJIbHOE BPEMA.

3. Haxwmure xnonky MPUMEHWUTb. Ilpu srom mons CuctemHas pata u CucrtemHoe

BpPeMsA 3ar0JIHIATCSI aBTOMAaTHYCCKU.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

Jlns aBTOMaTH4YecKo CHHXPOHH3AIMU YacOB MapUIpyTHU3aTopa ¢ KaKUM-JIHOO CepBEpOM BpEeMEHU

BBITIOJIHUTC NICPCUUCIICHHBIC HUXKC I[GﬁCTBHSI.

1.
2.

Casunsre nepekitoyarens Bknountb NTP Brpaso.

B pasnene CepBepbl BpeMeHM 3anaiite apyroii NTP-cepBep win ocraBbTe 3HAYEHUE,
3aJjaHHOE 0 yMon4yaHuio. Eciu HeobxoaumMo 3a/1aTh HECKOIBKO CEPBEPOB, HAKMUTE KHOIIKY

AOBABUTb CEPBEP.

B packpeiBaromemcst criucke 4YacoBonM NoOAAC BeiOepure Bamr yacoBoit mosic. UToOb
yKa3aTb 4YacOBOM IIOSIC, COOTBETCTBYIOIIMM HAcTpoWKaMm Bamero KoMIproTepa WM

OPTAaTHBHOTO ycTpoiicTBa, Haxkmute konky ONMPEQENUTH YACOBOW MNOSAC.

Haxmure xkHonky MPUMEHWUTb. Ipu stom mons CuctemHaa paata u CucrtemHoe
BpeMs 3anoyHATCS aBToMarudecku. B ciydae ycnemHoil cuHxpoHusanuu ¢ NTP-
cepBepoM B oiie CUHXPOHU3aUMA orobpasurcs 3HaueHne BbinonHeHa.

Ecnu MapmipyTusatopy He yAaloch HMOJIYYHTh JaHHBIC OT cepBepa, B mnone CUHXpPOHU3aLuUsA
oroOpasurcs 3HaucHue He BbINOMHeHa. [lpu 3ToM yCTaHABIMBAKOTCS JaTa M BPeMs CO3IaHHUsI

tekyuei Bepcuu 110 mapupyruzaropa.

Ha CTPAHUIEC TAKKE NOCTYIHBI JOIIOJHUTCIIbHBIC HaCTpOﬁKI/IZ

MapameTp OnucaHue

HacTpounka cmewweHus

ChaBuHbTE TEpeKIouarelb BIPaBO, YTOOBI 3a1aTh CMEILICHHE
BpeMenu ot UTC (Coordinated Universal Time, 6cemuproe
KOOPOUHUPOBAHHOE 8peMsl) ISl 9aCOB MapIIpyTH3aTopa Bpy4Hyto. B
oroOpasuBiiemcsi mone CmeweHne ot UTC  ykakwure
HEOOX0IMMOE 3HAYCHHE CMEIICHHS (B MHHYTAaX ).

ot UTC

HacTtpouTb netHee | oroOpasuBiiemcs pasnene JleTHee BpeMsl yKaxuTe 3HaYCHUE
BpeMs BpPY4HYIO cmemenus ot UTC s neTHero BpeMeHH (B MUHYTax) U 3a/aiTe

CIBHHBTE NEpEKIIoYaTeNlb BIPABO, YTOOBI HACTPOUTH IApaMeTPhI
JETHETO BpPEMEHU [UIsi YacoB MaplIpyTu3aTopa BpydHyk. B

HeoOXoMMbIe 3HaUYeHUs B paszaenax Hayano neTHero BpemMeHu u
KoHeu neTHero BpemMeHu.

Monyuntb agpeca MPENOCTAaBIIIET aJpeca CEpPBEPOB BpPEMEHU. YTOYHUTE y Barero
cepBepoB BpeMeHM no| Mposaiiepa, TpeOyeTcs M JaHHas HacTpoiKa.

CnBHUHBTE MeEpeKJoYarTeNb BIPaBO, €CIM  IMpoBaiinep cam

DHCP Ecnu  mepeximodarens CABUHYT BhpaBo, pasaen CepBepbl
BpeMeHM He 0ToOpaxaeTcsl.

3anycTtuTb B KayecTBe | CiBUHBTE  TEpEKIIOYaTeNb  BIPaBO,  YTOOBI  Pa3perinTh

NoKanbHOM ceTn BpeMeHH [P-anpec mapuipytrusaropa B JIOKAJIBHOM TOJCETH.

cepBepa AanA MOJKJIIOYEHHBIM YCTPOMCTBAM MCIOJIB30BAaTh B KauyeCTBE CEpBEpA
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

MUHTepBan BpemMeHu
mexay NTP-
3anpocamu nocrne
CUHXPOHU3aLMu C
NTP-cepBepom

B packpeiBaromiemMcs CHUCKEe BblOepUTE TIepUOA  BpeMeHU (B
cekyHaax), uepe3 Kkotopelii NTP-cepBepy Oymer oTmnpaBisThCs
3aIlpoCc Ha 06HOBJI€HI/IG CUCTCMHOI'O BpPCMCHU, HIIM OCTaBbTC
3HaueHre ABTOMaTU4YEeCKM!.

[Tepron Bpemenu (B cekyHaax), uepe3 kotopsiii NTP-cepBepy Oymer
OTIIPABIISATHCS 3aIIPOC Ha CHHXPOHM3AINI0 CHCTEMHOTO BPEMEHH.

WHTepBan BpeMeHN | B packphiBaromeMcs CIMCKe BEIGEPHTE HEOOXOMMMOE 3HAYCHHE.

mexay NTP-
« ABTOMaTM4YeCKM — T1epuoJ BpPEMEHH OIPEACISIeTCS

3anpocamum ansa

ABTOMATHYECKH.
HECUHXPOHU3UPOBaHH

oro NTP-knueHTa * BpyyHyro - mepuox BpeMeHH ~ ompenensieTcs B
COOTBETCTBUH CO 3HAYCHUEM, YKa3aHHBIM B 1osic 3HAYeHue
MHTepBana.

3amaiite nepuosa BpeMeHH (B CeKyHax). MUHUMAabHOE JOMYCTUMOE
3HavyeHuMe nHTepBana
3HaYeHue — 3.

[Mocne 3apanmst HeOOXoAUMBIX TapameTpoB HaxkmuTe kHonky MTPUMEHUTD.

H[ZI/I BBIKITIOYCHUN THUTAHUA HWIIHA TIEPE3Aarpy3ke MapHaipyTru3aropa ITPOUCXOIUT C6[ZOC
JaThl WM BpEMEHH YCTpoMcTBa. Eciay MaplipyTu3aTop HACTPOSH HA aBTOMATHYECKYIO

' CUHXPOHU3AINIO BPEMCHHU, TO IIPHU YCTAHOBKC COCANHEHUA C CCTHIO I/IHTG[ZHCT INOKa3aHuAg
|
4acOB YCTPOKHCTBA aBTOMATHYECKHM BOCCTAHOBATCS. Eciu yacel mMapuipyTuzaropa ObUIH

HACTPOCHLI BPYYHYIO, HCO6XOZ!I/IMO CHOBA 3aJ1aTh 4Ty U BPEMS (CM. BEIIIIE).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

Auto Provision
Ha crpanuiie Cuctema / Auto Provision Ber Mmoxkere akTrBrpoBaTh GyHKIHMIO Auto Provision.

Oynaknus Auto Provision mo3BosieT MpoBaiepy yAaJIeHHO YNPaBsATh HACTPOMKAMU yCTPOWCTBA:
DIR-1260/SE cBsi3bIBacTCs ¢ CepBepOM IpoBaiiiepa, CpaBHUBACT TEKyIIHi (haiii KOHPUTYpaluu ¢
daitiom KoHGUTYpallMK HA 3TOM CEepBEpe U, €CiH (PailsIbl OTIIMYAIOTCS, OOHOBIISIET CBOU HACTPONKU.

< CuctemHoe Bpems Auto Provision

Auto Provision

) Bkatouutk Auto Provision Cratyc: Mpoeepka He 3anyckanacs

NMPOBEPUTBL CTATYC

J Mcnonb3oeate BOOTP-onuwnio

Afpec cepeepa a BTOKOHQUIrypUpoBaHUA

Mma daiina

Mepuog npoeepkw gaiina (8 cexyHaax)

1800

Tun npoTokona

TFTP -

PucyHok 219. Cmparuuya Hacmpouku ¢byHkyuu Auto Provision.

BrI MmoxxeTe 3agaTh CJICAYIOIIUC MapaMCTPhI:

MapameTp Onucanne

CraBuHBTE NEpEKIIOYaTeNb BIIPABO, YTOOBl BKIIOYUTH (YHKIHIO
BKnouuTb Auto Provision.

Auto Provision CIBHHBETE TEPEKIIOYATENIb BIEBO, YTOOBI OTKIIOYHTH (DYHKIIUIO
Auto Provision.

Ecnu mepexnmrodarens CIBUHYT BIPaBO, IapaMETpbl CepBepa
npoBaiinepa (agpec, MeECTONONOKEHHE (Qaiia KoH(PUTYpaIu,
MIPOTOKOJI) aBTOMATHYECKU 3a1aroTcsi ¢ momoisio DHCP-onmumit 66
u 67. Ilpu strom Ha ctpanuiie Hactpouka coeanHeHmnn /| WAN
JIOJKHO OBITh HACTPOCHO coeanHeHue tuna Junamuaeckuii [Pv4.

Ucnonb3oBaTb
BOOTP-onuuio

Ecin nepexitodarens CIOBUHYT BJIEBO, IIapaMeTpbl  CcepBepa
mpoBaiiiepa HEOOXOANUMO 3aJaTh BPYUYHYIO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

MapameTp OnucaHue

ecC cepBepa
Aap pBep IP- wiim URL-agpec cepBepa mposaiiiepa, Ha KOTOPOM XPaHUTCSA
aBTOKOH(UrypupoBa- .
Gbaiin KoHpHUryparyu.
HUA
Uma danna MecromnonoxkeHue Qaiisia KoH(GUTYpaIiK Ha cepBepe poBaiaepa.

Ilepuon BpemeHH (B CEKyHJax) MEXIY IOMNBITKAMH CPaBHHUTH
Tekymmid  Qaitn koHdurypauuu c (daigoM KOHPUTYypaluuud Ha
cepBepe MpoBaiiaepa.

Mepuop npoBepku
c¢damna

[IpoTokon 1ns B3aMMONEWCTBUSL € CEPBEPOM IIpOBaljepa, Ha

Tun npotokona .
KOTOPOM XpaHUTCs (aiin koHurypauuu.

[Tocne 3apanmst HeoOXoAUMBIX apameTpoB HaxkmuTe kHonky MTPUMEHUTD.

Eciu Bam HeoOxonuMo BpydHYIO MPOBEPUTH, COOTBETCTBYET JHM TEKyIIMH (ailn koHUrypanuu
daitny xkoHpurypaiuu Ha cepBepe npoBaiinepa, Haxmure kHonky NMPOBEPUTb CTATYC.
Pesynbrar mpoBepku oroOpasutcs B mnone Crtatyc. Eciam Qailnel OTIHMYaOTCs, HACTPONKH
yCTpoiicTBa OylyT OOHOBJICHBI.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBO,EI,CTBO nonb3oBarend

SkyDNS

B nannom paznene Bbl MoxkeTe HacTpouTh padoty ceppuca SKyDNS.

SkyDNS — 3T0 cepBHC KOHTEHTHOH (MIBTpalU, KOTOPHI 00ECHeYMBAIOT 3aIIUTY YCTPOMCTB,
HNOAKJIIOYEHHBIX K CETH MapuipyTHU3aTopa, OT BPEIOHOCHBIX CalTOB, a Takke IO03BOJISIET
HacTpauBaTh (WIBTpAILMIO, 3alpeniaTh JOCTYI K pecypcam, HEXKeJaTeJbHbIM JJIsi IPOCMOTpa, U
UCIIOJIb30BaTh O€30IacHbIN MOUCK NpU OOpALEHUH K MOMCKOBBIM cucTeMaM. JlJis MCIOIb30BaHMs
CepBHCa HEOOXOAMMO 3apETUCTPUPOBATH YUETHYIO 3aIUCh Ha caiiTe cepBuca SkyDNS.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n

noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom HacTpoiika MapwpyTusatopa

PyKOBOD,CTBO nonb3oBarens

HacTpoiku

Ha ctpanuiie SKyDNS / HacTpoinku Ber Mmoxere BkitouuTh cepBuc SKyDNS u 3a1ath HaCTpOHKH
IUTSL €70 PaOOTHI.

< Ycrpoiictea

W SO0

Hactpoiiku

SkyDNS

CEDBL’IC ana KOHTEHT*qJVIﬂpraLI,InIr‘I u BesonacHoro A0CTYNa B MHTEPHET.

ﬁ BesonacHbiin MHTEpPHET ANs AoMa
ypofHoe cpeAcTBO POAWNTENLCKOTO KOHTPONS U

obecneyerns bezonacHoli paboTbl B MHTEpHETE Ana
AOMALLIHWX MONb30BaTeneii.

0 3awwra oT BpEeLOHOCHBIX NporpamMm

CepBuc Takxe obecne4nBaeT 3aLmTy 0T BPEAOHOCHBIX,
ULLINHIOBbLIX CaiiToB U BoT-ceTeil.

e KoHTenT-chnnstpauvs nyGnuyHbix ceten Wi-Fi

HaplexHas 3alyuTa Ana ny6auuHbIX WI-FI-X0TCnoToB B
kade, pecTopaHax, pUTHec-K1ybax, KMHOTeaTpax 1
APYrVX 00LECTBEHHbIX 3aBEAEHINSX.

o YnobHoe ynpaenexue

MaKcManbHo rubkue HacTpoiikK GUILTPaLIK, @ Takke
MOHATHBIA U NPOCTOR WHTepdeiic.

OCHOBHbIe HaCTpOKw YuéTHas 3anucb

BbIKIIOYUTh flotra”
test@dlink.ru
Mpoeaiigep
SkyDNS Napons*
@ Nposaiigep goctyned  MepeiiTin B AMYHBIA KabuHeT e 2
Mpoduas no ymonuaHmo™ Tapud
OcHOBHON v BuaHec

@ YcnelHo asTopn3oBaH

NMPUMEHUTE

PucyHok 220. Cmpa+uuya SkyDNS / Hacmpoliku.

Yr1ob6bl BKIIOUUTH cepBuc, Haxxmure kHOonky BKITKOMUTb. 3arem B monsax MoyTta u Maponb
BBEJMTE JAHHBIC YYETHOW 3amuch (aJpec SIIEKTPOHHOH MOYTHI W Mapoiib COOTBETCTBEHHO),
yKa3aHHbIE TpH perucrpauun Ha caiite cepBuca SkyDNS. Haxxmure kHonky MPUMEHWUTb. Ha
CTpaHUIle 0TOOPA3ATCS JaHHBIE 00 YUETHOH 3amncy (CTaTyC aBTOPHU3AIMHU, UCIIONB3yeMBbIid Tapud) u
packpeiBaroruiics cnimcok Mpodpunb no ymonuaHuto. Eciiu Heo6xonumo, B ciiucke NMpodunb
No yMOM4YaHUIO BbIOepHUTe Jpyroi mpoduib GUIbTpalyy, KOTOPbIH OyleT MCHONb30BaThCs IS
BCEX YCTPOMCTB JIOKaJIbHOM ceTH, u cHoBa Haxkmute kHonky MPUMEHUTD.

JUis BHOBB TMOJKIIOUEHHBIX K CETH MAapLIpyTH3aTopa YCTPOWCTB OyAeT JeicTBOBAaTh MPOQHIIL
¢dunpTparyy, Ha3HAYSHHBIA TI0 YMOTYAHUIO.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarend

YroObl m3MeHUTHh napaMerpbl Bameil yderHoil 3ammcu Ha caifte cepBuca SkyDNS, naxxmute
cceuiky epenTy B NMUYHBbIA KaOUHeT.

[To yMOI4aHUIO aBTOMaTHYECKas CHHXPOHHM3AIUS MMapaMeTPOB YUETHOM 3allCH C CATOM CepBHCa
SkyDNS mporcxoauT OxuH pa3 B vac. YTOObI BPYYHYIO 3alyCTHTh MPOIECC CHHXPOHH3AINH,
naxxmute kHonky CUHXPOHU3UPOBATb BPYYHYIO.

YrtoObl MCIIOIB30BAThH APYTYIO YUCTHYIO 3alUCh, 3a1aiiTe ee gaHHble B noysax MoyTta u Maponb u
Haxkxmurte knonky MPUMEHUTDb.

YroOs! oTkirounth cepBrc SkyDNS, naxkmute knonky BbIKITHOYUTD.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBOD,CTBO nonb3oBarens

YcTpoucTBa M npaBuna

Ha crpanuiie SKyDNS / YcTtpouctBa M npaBuna Bel MokeTe Ha3HAYUTh KaKOMY-JIHOO
YCTPOMCTBY JIOKAJIBHOM CETH OTAEIbHBIN MPOGUITL HUIBTPAIHH.

< Hactpoiikn YCTPOI?ICTBa 1N npaBnna

M3BecTHbIe KNNEHTLI

IP-aapec MAC-agpec e Mpoguns
192.168.0.129 d0:17:c2:00:29:85 android-c2dfesfag60d5ed1 OcHOBHOM
MNpaBwna +

@ Ana Beex ycpolicTs, He AOBABAEHHBIX B TAGAULY, GYAET NCAOALI0BAH NPOGUAL N0 YMONYAHUIO, YCTAHOBNEHHBIN B HACTPOIKAX.

MAC-agpec Npogune WA ycTpoRcTea

PucyHok 221. CmpaHuya SkyDNS / Ycmpolicmea u npaeuna.

B paznene U3BeCTHbIE KNMUEHTbI 0TOOpaKatoTCsl yCTPOICTBA, MOAKIIOUCHHBIC K JIOKAJIbHOM CeTH
MapIIpyTU3aTOpa B HACTOSAIIMNA MOMEHT, U COOTBETCTBYIOIUN UM IPOPHIL GUIBTPALHH.

UroObl Ha3HAYMTh OTAEIbHBIM NMpOoGMIb (QUIBTpAlMU A KaKOro-IMOO YCTpOHcTBa, B pasferne

NMpaBuna naxmure kuonky JOBABWUTb (+ ) wim B pazaene M3BeCTHble KNUEHTbI
IICJIKHUTE JIEBOM KHOIMKOW MBIIIM Ha HAa3BaHWUU NPOQuis (GUIBTPALUN B CTPOKE YCTPOWMCTBA, JUIS
KOTOPOTO HEOOXOTUMO HA3HAYHUThH MTPODUIIE.

Nobaenenve X
MAC anpe *
MNpoduns™
OcHoBHOM v
s ACTE

COXPAHUTL

PucyHok 222. Cmpa+uua SkyDNS / Yempotiicmea u npaeuna. OkHO dobaerneHus rpasursa.
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n 5
noaaepxkoit MU-MIMO, 3G/LTE n USB-nopTtom Hactponka maplpyTusaTopa

PyKOBO,EI,CTBO nonb3oBarens

B oTkpbIBIIEMCS OKHE 3a/1aliTE CIEAYIONIUE TaApaMETPhI:

MapameTp OnucaHue

MAC-aapec ycTpoiicTBa M3 JOKAJIBHOM CETH MaplIpyTH3aropa,
U1 KOToporo OyaeT JAelCTBOBaTh  3aJaHHbIM  Mpoduiib
¢mpTpany. Bel MoxkeTe BRIOpATh YCTPOMCTBO, MOIKIIOUEHHOE K

MAC-agpec . .
JIOKaJIbHOM CETH MapIlpyTH3aropa B JaHHBIH MOMEHT. J[is 3Toro
B PAaCKpBIBAIOIIEMCS CIIUCKE BBIOCPHUTE COOTBETCTBYIOIICE
YCTPOUCTBO (TIPH 3TOM TI0JIC 3aTIOJIHUTCS aBTOMAaTUYCCKH ).
B packpsiBaromiemMcst criicke BbiOepuTe Mpoduiib (HUIBTpAIny,
Mpodunb KOTOPBI OyleT HCIONB30BATHCS IS YCTPOMCTBA C 3aJlaHHBIM

MAC-aapecom.

< 3anmaiiTe Ha3BaHWE IS YCTpPOWCTBA B CEeTH s YIOOHOM
Umsa ycTpoucTBa .
unacHTHGUKAIH (HeoOs3amenvbHblil napamemp).

[Tocrne 3aganus HeoOxoquMbIX apamerpoB HaxkmuTe kHonky COXPAHUTD.

YTo0BI 3a4aTh JPYTruc nmapaMeTphbl IJId KaKoro-oo IpaBujia, BLIGCpI/ITe COOTBCTCTBYIOIIYIO CTPOKY
B Ta6J'II/II_[€. B OTKPBIBIIEMCSI OKHC HM3MCHHUTC HeO6XO,I[I/IMI>Ie napaMeTpbl U HAKMHUTC KHOIIKY

COXPAHUTD.
UTo0Bl ymanuTh MPaBUIIO, YCTAHOBHUTE (IIAXKOK CJEBAa OT COOTBETCTBYIONIEH CTPOKH TaOIHIBI U

Haxxmute kHonky YOAJIUTD ( ﬁ ).
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DIR-1260/SE BecnpoBogHom AByxananasoHHbIV TMrabutHbIN
mapwpyTtusatop AC2100 Wave 2 c INMO Security Edition (SE) n PekoMeHZaLMM Mo UCMOMNb30BaHMIO
nogaepxkon MU-MIMO, 3G/LTE n USB-noptom MapLupyTM3aTopa

PyKOBO,EI,CTBO nonb3oBarens

MABA 5. PEKOMEHOALUWXA MO WCMNOJIb3OBAHUIO
MAPLUPYTU3ATOPA

ﬂpaeuna u ycsrioeus 6e3onacHoli SKcrisiyamauyuu

BHuMaTenbHO TpouMTaliTe NAaHHBIA pa3fen mepel YCTAaHOBKOM M MOIKIIOYEHHEM YCTPOWCTBA.
Y6enutech, 4TO yCTPOUCTBO, afanTep MATAHUS U KaOeIU HE UMEIOT MEXaHUYCCKHUX TOBPEKICHUN.
YCTpOHCTBO MOMKHO OBITH HCIONB30BAHO TOJABKO 1O HA3HAYEHHUIO, B COOTBETCTBHH C
JIOKyMEHTAaIUEN.

YcTpoilcTBO mpeAHa3HayeHO MAJis JKCIUTyaTalldd B CyXOM, UYMCTOM, HE3albUICHHOM M XOPOIIO
MIPOBETPUBACMOM TTOMEIICHUU C HOPMAaJbHOH BIAXKHOCTBIO, B CTOPOHE OT MOIIHBIX MCTOYHUKOB
teruia. He ncnomnp3yiite ero Ha yiuile U B MECTax ¢ MOBBIIICHHON BIaKHOCTHIO. He pa3memaiite Ha
YCTPOMCTBE TMOCTOPOHHHE MPEAMETHl. BEHTWISAIIMOHHBIE OTBEPCTHS YCTPOWCTBA JIOJDKHBI OBITH
OTKPBITHL. Temreparypa OKpy»Karolleil cpeapl B HEMOCPEICTBEHHOW ONM30CTH OT YCTpPOICTBa U
BHYTPH €ro Kopiryca aoinkHa ObITh B ipeaenax ot 0 °C go +40 °C.

Hcnonp3yiiTe amantep MUTaHHUS TOJBKO M3 KOMIUIEKTa TOCTaBKM YCTpoicTBa. He Bkirouaiite
ajanrtep MHUTAHUA, €CIM ero KOpIyc WU Kabenb moBpexaeHbl. [loaxiroyaiite agantep MUTaHUS
TOJBKO K UCIIPaBHBIM PO3ETKAM C apaMeTpamu, YKa3aHHBIMH Ha aJanTtepe MUTaHusl.

He BckpeiBaiite kopryc yctporictBa! Ilepenm ounmcTkOl yCTpOMCTBA OT 3arps3HCHUN W IIBLIH
OTKJIFOUUTE TIMTAaHWE YCTPOWCTBA. YHalsiTe TbUIb C IOMOIIBIO BIaXHOW canderku. He
WCIIOJIb3YWUTE JKHJIKUE/adPO30JbHBIC OUMCTUTEIN WM MAarHUTHBIE/CTaTUYECKUE YCTPOWCTBA st
OouuCTKU. M30eraiiTe nmonananus Bjard B yCTPOMCTBO U aJjanTep MUTAHMUSL.

Cpoxk ciry:x0BI yCTpOicTBa — 2 TO/A.
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PekomeHAaumMm no ucnosnb3oBaHUIO
MapLupyTusartopa

PyKOBO,EI,CTBO nonb3oBarend

PekomeHOdayuu rno ycmaHoeke 6ecrnpo8olHbIX ycmpolicme

becnipoBoanoit mapmipytuzarop DIR-1260/SE mo3Bonsier momyuuTh IOCTyn K Bamelr cetu ¢
MOMOIIIbIO OECIIPOBOAHOIO COEAMHEHUS MPAKTUUYECKH M3 JI000H TOUKM B pajguyce IeicTBHS
OecnipoBogHO# ceTu. OHAKO CIeNyeT YYUTHIBaTh, YTO KOJHUYECTBO CTEH M MEPEKPBITUN, KOTOPHIE
OyzneT mpeojojeBaTh CUTHAN, UX TOJIIMHA U PACHOJIOKEHHE MOTYT YMEHBIIUTh PAANYC NCHCTBHS
cetu. Pammyc oxBara ceru B OONBIIONW CTEMEHH 3aBUCHT OT THUIOB MaTepuaia U YpPOBHS
COITYTCTBYIOIIMX PAJAMOYACTOTHBIX HIYMOB B jJoMe uiu oduce. YToObl MaKCHUMAaIbHO YBEIHUYUTH
paauyc neictBus Baieit 6ecripoBOIHOM ceTH, BHITIOIHUTE IEPEUHCICHHBIC HUKE PEKOMEH/IAlINH.

1. Pacronoxute MapuipyTU3aTrop Tak, YTOObI KOJIMYECTBO MPEMATCTBHM (CTEH, MEPEKPHITUN U
T.IL.) MEXAY MapLIpyTH3aTOPOM U JPYTHM CETEBBIM 000pyAOBaHHEM ObLIIO MUHUMAJIbHBIM.
Kaxnoe mpemsTcTBue cOKpaliaeT paauyc AeUCTBUA OECHPOBOIHON CETH Ha HECKOJBKO
meTpoB (ot 1 1o 30 m).

2. MBICIIEHHO NpPOBEOUTE JIMHUIO MEXIYy MapIIpyTH3aTOPOM M CETEBBIM YCTPOWCTBOM.
PexomeHgyeTcst pacnonoXHTh YCTpPOHCTBa Tak, 4YTOObl 3Ta JIMHUSA INPOXOJHIIA
NEPIECHIUKYISAPHO CTCHAM WJIN MEPEKPBITUAM, HAXOIAIMMCA MEKIY MapIIpyTH3aTOPOM H
CETEeBBIM YCTPOMCTBOM ([UIsl CUTHANa, MPOXOJAILEro MPEensTCTBUE O] YIJIOM, TOJIIMHA
MPENSATCTBHS TOpasio OObIIe).

3. OOparuTe BHUMaHHE Ha MaTepuan, W3 KOTOPOro CcHeJaHo mpensarcTBue. MaccuBHas
’KeJle3Hash Bepb WJIM aJIIOMHHHEBbIE OajkM, OKa3aBLIMECS B 30HE OeCIpOBOIHON ceTH,
yYMEHbIIAIOT ee paauyc aedctBusa. llocrapaiiteck pacmonoxuTh Bam mapuipytuzatop,
TOYKH JOCTyIa ¥ KOMIIBIOTEPHI TaK, YTOOBI CHUTHAJI MPOXOIWJ Yepe3 TOHKUE CTEHbI WIIH
JIBEpHbIE TMpoeMbl. Ha cHurHanm HEraTuBHO BIUSIOT CTEKIO, CTallb, METallll, CTEHBI C
U30JIALKeH, BoJla (aKBapUyMBI), 3epKaja, mKadbl, KHPIUYHbIEC K OETOHHBIE CTCHBI.

4. Jlepxute MapmipyTH3aTOp BAadd (Kak MHUHHUMYM, Ha paccTosHuM [-2 MeTpa) oT
AIIEKTPUUECKUX MPUOOPOB WU YCTPOHCTB, CO3AAOIIUX PATUOYACTOTHBIE TIOMEXH.

5. Panuorenedonsl ¢ Hecymei uactoro 2,4 I'T'm wim obopynoBanue cranmapra X-10
(GecipoBOIHBIE YCTPOMCTBA THIIA TTOTOJIOYHBIX BEHTHIISTOPOB, OCBETHTEIBHBIX NMPHOOPOB
WIM JOMAaIllHEeH cHCTeMbl 0E€30MacHOCTH) MOTYT OKa3aThb HEraTMBHOE BIUsSHHE Ha Baiie
OecrpoBofiHOE coenuHeHue. Yoemutech, uro 0a3a Bamero paguorenedona ¢ Hecylen
yactoroil 2,4 I'T'y makcuMansHO ynaneHa ot Bammx GecripoBogHBIX ycTpoicTB. OOparute
BHHMaHHE, 4To 0a3za paguorenedoHa TMepemaeT CUTHal Jaxe Torma, korma TenedoH He
HCTIOJB3YyEeTCsl.
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

MABA 6. ABBPEBUATYPbI U COKPALLEHUA

TpeTbe NOKOJIEHHE TEXHOJIOTHIA

3G Third Generation .
MOOHMIIBHOMU CBSI3U
AC Access Category Kareropus noctyna
AES Advanced Encryption Standard VYnydieHHbIH cTaHAapT WU pPOBaHUS
AP Access Point Touka jocryma
. IT MAC-
ARP Address Resolution Protocol POTOKOI AT onpeneneﬁmi
anpeca no IP-anpecy ycrpoicrsa
BPSK Binary Phase-shift Keying JBonyHas dazoBas MOTYIIALUSA
5 .
BSSID Basic Service Set Identifier A3OBBIH Hﬂelim(bHKaTOp
OeCIpOBOHOM CETH
CCK Complementary Code Keying Monynsyst JONONHSOIIUM KOJIOM
o I1
Challenge Handshake Authentication POTOKOT ayTeHTHHKALHN ©
CHAP peaBapUTEIHHBIM COITIACOBAHUEM
Protocol
BBI30BA
CoS Class of Service Knacc o6cmyxuBanus
. 1 . . O
DBSK Differential Binary Phase-shift Keying THOCHTE.bHAs ABOHHAS (a3oBas
MOYJISALUS
DDNS Dynamic Domain Name System JlmHamMu4eckas cucreMa JIOMEHHBIX
UMCH
L . . P
DDoS Distributed Denial of Service ACHPCACICHHAS ddia THa OTRaS B
00CITyKUBaHUH
DES Data Encryption Standard Cranpapt mmppoBaHus TaHHBIX
. . IT 7 7
DHCP Dynamic Host Configuration Protocol Sp(;TOKOH FIMHAMHHCCKOR HaCTpOHIH
Y3
DMZ DeMilitarized Zone JlemunurapuzoBaHHasi 30Ha
DNS Domain Name System Cucrema TOMCHHBIX UMEH
DPD Dead Peer Detection [lporoxon obnapyxerns
HEepabOoTAaOIIEro Mupa
DQPSK Differential Quadrature Phase-shift OTtHocuTenbHAs KBaApaTypHas ga3opast

Keying

MOAyJiauAd
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

DSL Digital Subscriber Line Ludposas aGOHEHTCKAS THHUS
. [[IupoxkorionocHas MOIYJISALHMS C
DSSS Direct-sequence Spread Spectrum P Ay
NPSIMBIM PACHIMPEHUEM CIIEKTpa
. . Coo011eHue ¢ yBEIOMICHUEM O
DTIM Delivery Traffic Indication Message . yBell
nepenade Tpapuka
Ethernet over Generic Routing WNukancynsmus Ethernet-xaapos mo
EoGRE .
Encapsulation npotokony GRE
. . Cpennee Bpems 1o [ puHBHUCKOM
GMT Greenwich Mean Time bt P P y
MEpUAHaHy
GRE Generic Routing Encapsulation OO011ast UHKATICYIISAMA MapUIPyTOB
Global System for Mobile
GSM 7ot ['mobGanbHas cucteMa MOOWIIbHOM CBSA3U
Communications
HTTP Hypertext Transfer Protocol [IpoTOKON Mepeaadn runeprekcTa
Pacuupenue nporokona HTTP nns
HTTPS Hypertext Transfer Protocol Secure NOIEPKKHU UG POBAHKS B IEIAX
0e30macHOCTH
[TpOoTOKOII MEKCETEBBIX YIPABIISIOLINX
ICMP Internet Control Message Protocol p . yip B
COOOIIEHU I
ID Identifier Unentuduxarop
«HTEpHET-1IUTI03), TPOTOKOI
IGD Internet Gateway Device yIpaBJICHUS YCTPOMCTBAMH Yepe3
UHTEPHET-IILTIO3
[IpoTokoin yrnpaBiieHus TpyIIaMu B
IGMP Internet Group Management Protocol P yip by
cetu MHTEpHET
[IpoTokon oOMeHa KIIOYaMH MEX
IKE Internet Key Exchange P . o
nByms y3iamu VPN-coennHenunii
. . . YHUKaJIbHBIN MEXIYHAPOIHBII
International Mobile Equipment AYHAPOA
IMEI . UIEHTU(PHUKATOP MOOUIBHOTO
Identity .
yCTPOHCTBA
. . : YHUKaIbHBIN MEXTYHAPOIHBII
International Mobile Subscriber ALYHAPOR .
IMSI ) uaeHTH(HUKaTop aOOHEHTa MOOMITEHOM
Identity B3
BA3U
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

IIporokon NHTEpHETA, MEKCETEBOM

IP Internet Protocol
MPOTOKOJT
IPTV Internet Protocol Television TeneBunenue mo [P-npoTokoy
[Tpotokoun asist oOecIeueHus 3aIInuThI
IPsec Internet Protocol Security JAHHBIX, TIepeJaBaeMbIX 110
MEXCETEBOMY IpOTOKOILy [P
ISP Internet Service Provider UnTepHeT-IIpoBaiiiep
L2TP Layer 2 Tunneling Protocol TyHHEIBHBIN MPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTb
) [IpoTokon ynpaBieHus KaHaJIOM
LCP Link Control Protocol P yip
nepeiadn JaHHBIX
LED Light-emitting diode Cetomuon
«onrocpoynoe pa3BuTHe», CTaHAAPT
LTE Long Term Evolution BBICOKOCKOPOCTHOW OeCITpOBOTHOM
CBSI3U
. VrpaBieHue T0CTYIOM K cpefie
MAC Media Access Control P AOCLY b
(mepenayu JaHHBIX )
. . . . Heckonbko naeHTH(hUKAaTOPOB
MBSSID Multiple Basic Service Set Identifier Hv ¢ P
OeCIpOBOHOM CETH
MIB Management Information Base basa ynpapistonieii HHpopMaIuu
Meron IpoCTpaHCTBEHHOTO
. . KOJIMPOBAHUSI CUTHAJIA, UCTIONB3YIOIIAN
MIMO Multiple Input Multiple Output P VIO
CHCTEMY C MHO)KECTBOM KaHaJIOB
nepeiadn v nprueMa
[Tporokon mmdpoBaHUs TaHHBIX,
MPPE Microsoft Point-to-Point Encryption | Mcronb3yeMblii HOBEPX COEIMHEHMI
PPP
MPU Maximum Packet Unit MakcumanbHbIi pa3Mep nakeTa
: [TpoToKON MPOBEPKU MOJITMHHOCTH
Microsoft Challenge Handshake P POBEP A
MS-CHAP o MEXK/Ty CEpPBEPOM U KJIMEHTOM 0e3
Authentication Protocol
nepeaadn mapois
. . . MakcuMmanbHbIN pazme
MTU Maximum Transmission Unit P P

nepeaaBacMoro makera
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

NAT Network Address Translation [IpeoOpa3oBaHue CETEBBIX aIPECOB
NIC Network Interface Controller CereBoii aganTep
NTP Network Time Protocol CeteBoit MPOTOKON CITY>KOBI BPEMEHH
o MynpTUILIIEKCUPOBaHUE C
Orthogonal Frequency Division Y P
OFDM . OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pa3zieleHueM CUTHAJIOB
PAP Password Authentication Protocol [TpoTokon ayTeHTU(UKALIUY TIO TTAPOITIO
) Hacrpoiika ¢ moMompro HaxaTust Ha
PBC Push Button Configuration P B
KHOIIKY
PCP Port Control Protocol [TpoToxon yrpaBieHHs TOPTOM
PFS Perfect Forward Secrecy CoBepiieHHas psiMasi CEKPETHOCTh
PIN Personal Identification Number JInuHbI{ UIEeHTU()UKALMOHHBIA HOMED
PMP Port Mapping Protocol [TpoTokon mpodpoca MOpToB
PoE Power over Ethernet [Muranue no cetu Ethernet
PPP Point-to-Point Protocol TTpOTOKOJ THIA «TOYKA — TOUKA»
pppd Point-to-Point Protocol Daemon Hemon npotokona PPP
: ) [TpoToko: THIa «TOYKA — TOYKA» IO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHETBHBIH IPOTOKOJ THITA KTOYKa-
PPTP Point-to-point tunneling protocol 4 P
TOYKa)
PSK Pre-shared key OO0muit ko4
PUK PIN Unlock Key Kimtou st pazonokuposanust PIN-kozia
. . KBanparypHas aMIuMTyaHas
QAM Quadrature Amplitude Modulation HDATYP e
MOYJISIIAS
QoS Quality of Service KagectBo ycayr
QPSK Quadrature Phase-shift Keying KBagparypHas ¢a3oBast MOLYISIIHS
RADIUS Remote Authentication in Dial-In User |Cuxyx6a ynaneHHo# ayTeHTH()UKAIUT
Service NI0JIB30BAaTEIsl KOMMYTHPYEMOW CETH
. . [TpoTokon oOMeHa TaHHBIMHU IS
RIP Routing Information Protocol P A s

MapLIpyTH3aLU
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

Next Generation Routing Information

[Iporokon oOMeHa TaHHBIMU JIsI

RIPn MapIIpyTU3ALUHU CICAYIOMIETO
g Protocol pripy i AyIoHt
MIOKOJICHHS
RTS Request To Send 3anpoc Ha OTIPaBKY
: : [IpoTokon MOTOKOBOM Nepeayu B
RTSP Real Time Streaming Protocol P pea
PEKUME PEaIbHOTO BPEMEHHU
. . Coenunenune obecrneueHus
SA Security Association A
0e30macHOCTH
. o OnHOBpEeMEHHAsI paBHOTIPABHAS
SAE Simultaneous Authentication of Equals HHOBD P P
ayTeHTU(UKATIHS
SIM Subscriber Identification Module Monynb uneHTuduKan abOHeHTa
SIP Session Initiation Protocol [TpoTokon ycTaHOBJICHHUS CeaHca
«bnok coobIeHuii ceppepay, MPOTOKOI
SMB Server Message Block B P pv P
JUIst o01Iero 1ocTyna K daiiam
) [IpocToii mMpOTOKOJ CETEBOTO
SNMP Simple Network Management Protocol P P
yIpaBJIeHUS
CeTeBoii POTOKOJT YIaJICHHOTO
SSH Secure Shell P e
yIpaBJICHUS
SSID Service Set Identifier Unentudukarop GecripoBOAHOM ceTn
) ) [IpocTpaHCTBEHHO-BPEMEHHOE OJI0YHOE
STBC Space-time block coding POCIp P
KOJIMPOBaHUE
. [Iporoxon ynpasneHus nepenayei
TCP Transmission Control Protocol P yip pedt
JTAHHBIX
. IIpoTokon BpeMEeHHOM UETOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KITFOUEH
ToS Type of Service Tun oOcmyXKuBaHUS
UAM Universal Access Method YHUBepCaNbHBIA METOJ TOCTyIA
[TpoTOKON MOJTE30BATEIBCKUX
UDP User Datagram Protocol P
Jararpamm
. YHUBEPCAIBHBIN PEKUM «BKIFOYH U
UPnP Universal Plug and Play pu P
paboraii»
URL Uniform Resource Locator Enunbiii ykaszarens pecypcoB
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PyKOBO,EI,CTBO nonb3oBarend

AG6GpeBMaTypbl U COKpaLLeHuUs

yHI/IBepCElJII)HaSI nociacaoBarciibHasd

USB Universal Serial Bus
[IMHA
VLAN Virtual Local Area Network BupTryanbHas J0KallbHAs CETh
VPN Virtual Private Network BupryanbpHas yacTHas ceTbh
) . NnerTrdukarop BUPTYaILHOTO
VRID Virtual Router Identifier A ¢ p BUPTY
MapIIpyTu3aTopa
) [TpoTokos pe3epBUPOBAHMS
VRRP Virtual Router Redundancy Protocol P PeCpBHp
BHUPTYQJILHOTO MapIIpyTH3aTOpa
WAN Wide Area Network I'moGanbHas ceTh
. ) . be3omacHOCTh, aHAIOTUYHAS 3aITATE
WEP Wired Equivalent Privacy . B
IIPOBOJIHBIX CETEH
S ) N «becnpoBoaHas TOUHOCTEY», CTAHAAPT
Wi-Fi Wireless Fidelity POBOA . Aap
0OeCTpOBOTHOMN CBSI3H
WISP Wireless Internet Service Provider Becnposoanoii HTepHET-IpOBaiifep
WLAN Wireless Local Area Network BbecnpoBoaHas nokanbHas CeTh
N ) ) Ilepenaua MyaIETUMETMHHBIX TaHHBIX
WMM Wi-Fi Multimedia P Il ) Y A 8
mo Wi-Fi-cetu
— 3aIMIIEeHHBIA JOCTYII 1O
WPA Wi-Fi Protected Access i vﬂ Y
0eCIpPOBOIHOM CEeTH
A be3onacHas HacTpoiika OeCIIpOBOAHOM
WPS Wi-Fi Protected Setup P POBOA

CCTH
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