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Section 1 - Product Overview

Package Contents

D-Link DIR-628
Rangebooster N™
Dual Band Router

Power Adapter

Ethernet Cable

CD-ROM

Stand

Note: Using a power supply with a different voltage rating than the one included with the DIR-628 will cause damage and void the warranty for this product.
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Section 1 - Product Overview

System Requirements

Network Requirements

* An Ethernet-based Cable or DSL modem

* [EEE 802.11n-draft or 802.11g wireless clients
* |EEE 802.11a wireless clients

* 10/100 Ethernet

Weh-based Configuration Utility
Requirements

Computer with the following:
e Windows®, Macintosh, or Linux-based operating
system
* An installed Ethernet adapter

Browser Requirements:
* Internet Explorer 6.0 or higher
* Mozilla 1.7.12 or higher
* Firefox 1.5 or higher
» Safari 1.0 or higher (with Java 1.3.1 or higher)
* Flock 0.7.14 or higher
* Opera 6.0 or higher

Windows® Users: Make sure you have the latest version of Java
installed. Visit www.java.com to download the latest version.

CD Installation Wizard
Requirements

Computer with the following:
* Windows® XP with Service Pack 2 or Vista™
* An installed Ethernet adapter
e CD-ROM drive
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Section 1 - Product Overview

Introduction

TOTAL PERFORMANCE
Combines award winning router features and IEEE 802.11a and Draft 802.11n wireless technology to provide the best wireless performance

TOTAL SECURITY
The most complete set of security features including Active Firewall and WPA2 to protect your network against outside intruders

TOTAL COVERAGE
Provides greater wireless signal rates even at farther distances for best-in-class Whole Home Coverage.

ULTIMATE PERFORMANCE

The D-Link RangeBooster N™ Dual Band Router (DIR-628) is a IEEE 802.11a and draft 802.11n compliant device that delivers real world
performance of up to 650% faster than an 802.11g wireless connection (also faster than a 100Mbps wired Ethernet connection). Create a
secure wireless network to share photos, files, music, video, printers, and network storage throughout your home. Connect the RangeBooster
N™ Dual Band Router to a cable or DSL modem and share your high-speed Internet access with everyone on the network. In addition, this
Router includes a Quality of Service (QoS) engine that keeps digital phone calls (VoIP) and online gaming smooth and responsive, providing
a better Internet experience.

EXTENDED WHOLE HOME COVERAGE

Powered by RangeBooster N™ Dual Band technology, this high performance router provides superior Whole Home Coverage while reducing dead
spots. The RangeBooster N™ Dual Band Router is designed for use in bigger homes and for users who demand higher performance networking.
Add a RangeBooster N™ Dual Band notebook or desktop adapter and stay connected to your network from virtually anywhere in your home.

TOTAL NETWORK SECURITY

The RangeBooster N™ Dual Band Router supports all of the latest wireless security features to prevent unauthorized access, be it from over
the wireless network or from the Internet. Support for WPA and WPA2 standards ensure that you’ll be able to use the best possible encryption
method, regardless of your client devices. In addition, this RangeBooster N™ Dual Band Router utilizes dual active firewalls (SPI and NAT) to
prevent potential attacks from across the Internet.

* Maximum wireless signal rate derived from |EEE Standard 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors,
including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will adversely affect wireless
signal range.
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Section 1 - Product Overview

Features

e Faster Wireless Networking - The DIR-628 provides up to 300Mbps* wireless connection with other 802.11n wireless
clients. This capability allows users to participate in real-time activities online, such as video streaming, online gaming,
and real-time audio. The performance of this 802.11n wireless router gives you the freedom of wireless networking

at speeds 14x faster than 802.11g.

e Compatible with 802.11a and 802.11g Devices - The DIR-628 is still fully compatible with the IEEE 802.11a/g
standard, so it can connect with existing 802.11a/b/g PCI, USB and Cardbus adapters.

¢ Advanced Firewall Features - The Web-based user interface displays a number of advanced network management
features including:

 Content Filtering - Easily applied content filtering based on MAC Address, URL, and/or Domain
Name.

* Filter Scheduling - These filters can be scheduled to be active on certain days or for a duration of hours
or minutes.

» Secure Multiple/Concurrent Sessions - The DIR-628 can pass through VPN sessions. It supports
multiple and concurrent IPSec and PPTP sessions, so users behind the DIR-628 can securely access

corporate networks.

e User-friendly Setup Wizard - Through its easy-to-use Web-based user interface, the DIR-628 lets you control what
information is accessible to those on the wireless network, whether from the Internet or from your company’s server.
Configure your router to your specific settings within minutes.

* Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11¢, and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and environmental
factors, including volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental conditions will adversely affect

wireless signal range.
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Hardware Qverview
Connections

Reset

Pressing the Reset button restores the router to its
original factory default settings.

USB
Connect a USB 1.1 or 2.0 flash drive

to configure the wireless settings
using WCN.

LAN Ports (1-4)

Internet Port Power Receptor
Connect Ethernet devices such as The auto MDI/MDIX Internet port is the Receptor for the supplied power
computers, switches, and hubs. connection for the Ethernet cable to the adapter.

cable or DSL modem.
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Section 1 - Product Overview

Hardware Qverview
LEDs

WCN LED
Insert a USB flash drive with WCN
Status LED information. The LED will blink 3 times
A blinking light indicates that the if it successfully transfers the wireless
DIR-628 is ready. settings.

Power LED WLAN LEDs Local Network LEDs

A solid light indicates a A solid light indicates that the wireless A solid light indicates a connection to an Ethernet-
proper connection to the segment is ready. This LED blinks during enabled computer on ports 1-4. This LED blinks
power supply. wireless data transmission. during data transmission.

D-Link DIR-628 User Manual
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Section 2 - Installation

Installation

This section will walk you through the installation process. Placement of the router is very important. Do not place the router in an
enclosed area such as a closet, cabinet, or in the attic or garage.

Before you Begin

 Please configure the router with the computer that was last connected directly to your modem.

e You can only use the Ethernet port on your modem. If you were using the USB connection before using the router,
then you must turn off your modem, disconnect the USB cable and connect an Ethernet cable to the Internet port on
the router, and then turn the modem back on. In some cases, you may need to call your ISP to change connection
types (USB to Ethernet).

 |f you have DSL and are connecting via PPPoE, make sure you disable or uninstall any PPPoE software such as
WinPoet, Broadjump, or Enternet 300 from your computer or you will not be able to connect to the Internet.

e When running the Setup Wizard from the D-Link CD, make sure the computer you are running the CD from is
connected to the Internet and online or the wizard will not work. If you have disconnected any hardware, re-connect
your computer back to the modem and make sure you are online.

D-Link DIR-628 User Manual 11



Section 2 - Installation

Wireless Installation Considerations

The D-Link wireless router lets you access your network using a wireless connection from virtually anywhere within the operating
range of your wireless network. Keep in mind, however, that the number, thickness and location of walls, ceilings, or other objects that
the wireless signals must pass through, may limit the range. Typical ranges vary depending on the types of materials and background
RF (radio frequency) noise in your home or business. The key to maximizing wireless range is to follow these basic guidelines:

1. Keep the number of walls and ceilings between the D-Link router and other network devices to a minimum - each wall
or ceiling can reduce your adapter’s range from 3-90 feet (1-30 meters.) Position your devices so that the number
of walls or ceilings is minimized.

2.Be aware of the direct line between network devices. A wall that is 1.5 feet thick (.5 meters), at a
45-degree angle appears to be almost 3 feet (1 meter) thick. At a 2-degree angle it looks over 42 feet (14 meters)
thick! Position devices so that the signal will travel straight through a wall or ceiling (instead of at an angle) for
better reception.

3. Building Materials make a difference. A solid metal door or aluminum studs may have a negative effect on range.
Try to position access points, wireless routers, and computers so that the signal passes through drywall or open
doorways. Materials and objects such as glass, steel, metal, walls with insulation, water (fish tanks), mirrors, file
cabinets, brick, and concrete will degrade your wireless signal.

4. Keep your product away (at least 3-6 feet or 1-2 meters) from electrical devices or appliances that generate RF
noise.

5. If you are using 2.4GHz cordless phones or X-10 (wireless products such as ceiling fans, lights, and home security
systems), your wireless connection may degrade dramatically or drop completely. Make sure your 2.4GHz phone
base is as far away from your wireless devices as possible. The base transmits a signal even if the phone in not in
use.

D-Link DIR-628 User Manual 12



Section 2 - Installation

Connect to Cable/DSL/Satellite Modem

If you are connecting the router to a cable/DSL/satellite modem, please follow the steps below:
1. Place the router in an open and central location. Do not plug the power adapter into the router.

2. Turn the power off on your modem. If there is no on/off switch, then unplug the modem’s power adapter. Shut down your
computer.

3. Unplug the Ethernet cable (that connects your computer to your modem) from your computer and place it into the Internet port
on the router.

4. Plug an Ethernet cable into one of the four LAN ports on the router. Plug the other end into the Ethernet port on your computer.
9. Turn on or plug in your modem. Wait for the modem to boot (about 30 seconds).

6. Plug the power adapter to the router and connect to an outlet or power strip. Wait about 30 seconds for the router to boot.

7. Turn on your computer.

8. Verify the link lights on the router. The power light, Internet light, and the LAN light (the port that your computer is plugged into)
should be lit. If not, make sure your computer, modem, and router are powered on and verify the cable connections are correct.

9. Skip to page 15 to configure your router.

D-Link DIR-628 User Manual 13



Section 2 - Installation

Connect to Another Router

If you are connecting the D-Link router to another router to use as a wireless access point and/or switch, you will have to do the
following before connecting the router to your network:

e Disable UPnP™

e Disable DHCP

 Change the LAN IP address to an available address on your network. The LAN ports on the router cannot accept a
DHCP address from your other router.

To connect to another router, please follow the steps below:

1.

Plug the power into the router. Connect one of your computers to the router (LAN port) using an Ethernet cable. Make sure your
|P address on the computer is 192.168.0.xxx (where xxx is between 2 and 254). Please see the Networking Basics section for
more information. If you need to change the settings, write down your existing settings before making any changes. In most
cases, your computer should be set to receive an IP address automatically in which case you will not have to do anything to your
computer.

Open a web browser and enter http://dlinkrouter or http://192.168.0.1 and press Enter. When the login window appears, set the
user name to Admin and leave the password box empty. Click Log In to continue.

Click on Advanced and then click Advanced Network. Uncheck the Enable UPnP checkbox. Click Save Settings to continue.

Click Setup and then click Network Settings. Uncheck the Enable DHCP Server server checkbox. Click Save Settings to
continue.

Under Router Settings, enter an available IP address and the subnet mask of your network. Click Save Settings to save your
settings. Use this new IP address to access the configuration utility of the router in the future. Close the browser and change your
computer’s IP settings back to the original values as in Step 1.

D-Link DIR-628 User Manual 14



Section 2 - Installation

6. Disconnect the Ethernet cable from the router and reconnect your computer to your network.

7. Gonnect an Ethernet cable in one of the LAN ports of the router and connect it to your other router. Do not plug anything into the
Internet port of the D-Link router.

8. You may now use the other 3 LAN ports to connect other Ethernet devices and computers. To configure your wireless network,
open a web browser and enter the IP address you assigned to the router. Refer to the Gonfiguration and Wireless Security sections

for more information on setting up your wireless network.

D-Link DIR-628 User Manual 15



Section 2 - Installation

Getting Started

The DIR-628 includes a Quick Router Setup Wizard CD. Follow the simple steps below to run the Setup Wizard to guide you quickly
through the installation process.

Insert the Quick Router Setup Wizard CD in the CD-ROM drive. The step-by-step instructions that follow are shown in Windows XP.
The steps and screens are similar for the other Windows operating systems.

If the CD Autorun function does not automatically start on your computer.go to Start > Run. In the run box type “D:\DIR628.exe”
(where D: represents the drive letter of your CD-ROM drive).

When the autorun screen appears, click Install Router.

RANGEBOOSTER N™ DUAL BAND ROUTER

= View Manual

= Network Magic
Click Install Router ll e

= Support

= Registration

DIR-628

Note: It is reccomended to write down the login password on the provided CD holder.

D-Link DIR-628 User Manual 16



Section 3 - Configuration

Configuration

This section will show you how to configure your new D-Link wireless router using the web-based configuration utility.

Web-based Configuration Utility

To access the configuration utility, open a web-browser
such as Internet Explorer and enter http://dlinkrouter or
http://192.168.0.1

Select Admin from the drop-down menu and then enter your
password. Leave the password blank by default.

If you get a Page Gannot be Displayed error, please refer to
the Troubleshooting section for assistance.

A D-Link - Microsoft Internet Explorer

File Edit ‘ew Fawvorites Tools Help

) Back ~ ' x| | q“‘J ) Search
< M| 7

Address [&] http:/fdlinkrouter | & &0

LOGIN
Leg in to the router:
User Name : :ﬂ.tdmin i

Password : | ' Log In

D-Link DIR-628 User Manual
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Section 3 - Configuration

Setup Wizard

You may click Setup Wizard to quickly configure your router.

If you want to enter your settings without running the wizard, click Manual
Configuration and skip to page 20.

Click Internet Connection Setup Wizard to begin.

If you want to configure your wireless settings, click Launch Wireless Security
Setup Wizard and skip to page 63.
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Section 3 - Configuration

Click Next to continue.

foweress |
Create a new password and then click Next to continue. _
S

Select your time zone from the drop-down menu and then click Next to _
wrr s v e

continue.

s o st o o b e Sastin Thae sobarmaate b s b 0 estan e e b

St
[ B e

Vo Bt - P Vo [ R e

bwmecess
Select the type of Internet connection you use and then click Next to _
continue. e 2 commer e i comicina |
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Section 3 - Configuration

If you selected Dynamic, you may need to enter the MAC address of the computer
that was last connected directly to your modem. If you are currently using that
computer, click Glone Your PG’s MAC Address and then click Next to continue.

The Host Name is optional but may be required by some ISPs. The default host name
is the device name of the Router and may be changed.

If you selected PPPoE, enter your PPPoE username and password. Click Next to
continue.

Select Static if your ISP assigned you the IP address, subnet mask, gateway, and
DNS server addresses.

Note: Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

If you selected PPTP, enter your PPTP username and password. Click Next to
continue.

D-Link
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Section 3 - Configuration

If you selected L2TP, enter your L2TP username and password. Click Next to
continue.

BE W NN AR AL N RO (LI

o sai mnTh ooovncn yoa ool s00d 5 hive o Wiarnar sl Fanweiod e sest Totersol Samic Prosider.
Wi s et | FT1 £ s, ot - e v T, e, i s i pmar 165

E N el Uyrame @ R
LATP B Addrnan . L0 T

AT el Pl - e AR

LWIRELESS

If you selected Static, enter your network settings supplied by your Internet provider. E

Click Next to continue.
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Click Connect to save your settings. Once the router is finished rebooting, click g
Continue. Please allow 1-2 minutes to connect.
e e

The dntarnet Conmort umw.—d Vs opipletod. Dok Dhe Cowent bulfn Bo seve yomn sstngs

Close your browser window and reopen it to test your Internet connection. It may St
take a few tries to initially connect to the Internet. - ot | | e

LIRELESS
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Section 3 - Configuration

Manual Configuration
Dynamic (Cable)

My Internet Select Dynamic IP (DHCP) to obtain IP Address

Connection:

Host Name:

Use Unicasting:

DNS Addresses:

MTU:

MAC Address:

information automatically from your ISP. Select this
option if your ISP does not give you any IP numbers to
use. This option is commonly used for Cable modem
Services.

The Host Name is optional but may be required by
some ISPs.

Check the box if you are having problems obtaining
an IP address from your ISP.

Enter the Primary DNS server IP address assigned
by your ISP.

Maximum Transmission Unit - you may need to change
the MTU for optimal performance with your specific
ISP. 1500 is the default MTU.

The default MAC Address is set to the Internet port’s
physical interface MAC address on the Broadband
Router. It is not recommended that you change the
default MAC address unless required by your ISP. You
can use the Glone Your PG’s MAC Address button to
replace the Internet port’s MAC address with the MAC
address of your Ethernet card.

LWIRELESS

SETUR ADVANCED

Intemnet Connection

Lk this seciion Lo conligare sour Inbernet Corvechion Lype. There are sever al cormection Uypes bo dhocse

frome Static [P, DHCF, PRPoE, FRTP, LETR, and BigPond. I you ane unsune of your connection method, please

st yimw bdraret Serviee Prericler .

Nott:‘fm&um option, you vl reed to remove or deable any FRROE dhent softwane on yow
Coenpuiers.

| sovesetngs | [ Dont Savm Settings. |

INTERNET CIINNECTION TYFE
Chinse the mende ta be ised by the ratier o connect Bo the [nbermet.

My Inbermet Conmection i1 Dyname [P (DHCE) b

DYNAMIL 1P (DHEP) INTERNET CONNECTION TYPE @

Use this Intrmet comnection bype il yeur Intermet Seeviee Provider (15P) didn't provide yoo
weilh 1P Adkdress lorrabicn and/or & usernanme sid passworid.
Host Mame =
Use Unicansling :  [](compatbdty for some DR Servers)

Frimary NS Server:  0.0.0,0
Secondary DG Server s 0.0.0.0
MTU: 19 Mirptes] MU def sl = 1500

+RAC Address @ 0000 00000;00: 00

i e Wikl 7 PG A as ]'
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Section 3 - Configuration

Internet Setup
PPPoE (DSL)

Choose PPPoE (Point to Point Protocol over Ethernet) if your ISP uses a PPPoE connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services. Make sure to remove your PPPoE software from your computer. The
software is no longer needed and will not work through a router.

My Internet Select PPPoE (Username/Password) from the drop-down menu.
Connection:

Address Mode: Select Statie if your ISP assigned you the IP address, subnet mask, gateway,
and DNS server addresses. In most cases, select Dynamic.

IP Address: Enter the IP address (Static PPPoE only).

Thecss ihe mada oo b weed by the st o oaredt to B [slamot

User Name: Enter your PPPOE user name.

Sy et Copwwnian e PO e | Ceeead w

PPAOE INTORSET DOSNECTI0N TYPL

Password: Enter your PPPoE password and then retype the password in the next box. [N - o e e s s e e

ey iode 5
Rl

Service Name: Enter the ISP Service Name (optional). Sermaras

Pamsmiard
¥ ils Pamsssand -

e

Reconnection Mode: Select either Always-on, On-Demand, or Manual. pickisdiracs

Maximum Idle Time: Enter a maximum idle time during which the Internet connection is
maintained during inactivity. To disable this feature, enable
Auto-reconnect.

13- I
ol Vet (50 b desmiam

LINRELESS

DNS Addresses: Enter the Primary and Secondary DNS Server Addresses (Static PPPoE only).

MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1492 is the default
MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by your ISP. You can use the Glone Your PG’s MAC Address button to replace
the Internet port’s MAC address with the MAC address of your Ethernet card.
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Internet Setup
PPTP

Choose PPTP (Point-to-Point-Tunneling Protocol ) if your ISP uses a PPTP connection. Your ISP will provide you with a username
and password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address, subnet D-Link
mask, gateway, and DNS server addresses. In most cases, select

Dynamic.
PPTP IP Address: Enter the IP address (Static PPTP only). | p——
e thi elion ko conligure. Ingetet Confection tyie. Thire ane siviral connection kypes be cheddn
. . mﬂw‘u:m m mﬁr? ] ol IF v e ufeiuns oy oanneotion medfad, plase
PPTP Subnet Enter the Primary and Secondary DNS Server Addresses (Static N . e
Mask: PPTP only). O U PO R S WA TR0 2 ol s
[ wmseumg | [ o s et
PPTP Gateway: Enter the Gateway IP Address provided by your ISP. INTERNET CONNECTION TYPE
PPTP Server IP: Enter the Server IP provided by your ISP (optional). Py Inbernek Conmectiont s [P Rassnome ] Perseedh |2
Username: Enter your PPTP username. mw“mh,mmmmm -
Adkdreis Mode : 71 Dyeaere 12 (8] Stae B
Password: Enter your PPTP password and then retype the password in the PO IP s 0000
next box. -
Reconnect Mode: Select either Always-on, On-Demand, or Manual. P
Maximum Idle Enter a maximum idle time during which the Internet connection “""'1':": e -’f-m*;mffw
Time: is maintained during inactivity. To disable this feature, enable e te—
Auto-reconnect. Secoratary DN Server - 0000
£ 14 ewbesh ML defoult = 1400
DNS Servers: The DNS server information will be supplied by your ISP (Internet i

Service Provider.)
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is the default
MTU.

MAC Address: The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not recommended
that you change the default MAC address unless required by your ISP. You can use the Glone Your PG’s MAC Address button to replace

the Internet port’s MAC address with the MAG address of your Ethernet card.
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Internet Setup
L2TP

Choose L2TP (Layer 2 Tunneling Protocol) if your ISP uses a L2TP connection. Your ISP will provide you with a username and
password. This option is typically used for DSL services.

Address Mode: Select Static if your ISP assigned you the IP address, subnet
mask, gateway, and DNS server addresses. In most cases, select
Dynamic.

SLUPFpORT

Hrkplul Mt

L2TP IP Address: Enter the L2TP IP address supplied by your ISP (Static only).

Ut s section 1o configure your Bttt Cormection trpe. Thire re Sewensl connetion trpei i dhoos
Froes: Sttie 1P, DRACP, PPPol, PREP, L2TP, ard Bgored. B o are ursiuns of i torvwction method, pleaie

L2TP Subnet Mask: Enter the Subnet Mask supplied by your ISP (Static only). ::NJ:::::;_.NM,M.,MM“_.M
L2TP Gateway: Enter the Gateway IP Address provided by your ISP. tmw | [rnimy e ]
L2TP Server IP: Enter the Server IP provided by your ISP (optional). %
Username: Enter your L2TP username. mmm_«.,.m_r_m.: S
Password: Enterbyour L2TP password and then retype the password in the s ...,,.,::r.: w St e an st
next box. P——

LITP Sulbaest Pasdc ;
LETF Galoway IP Rabdewsa: 2002

Reconnect Mode: Select either Always-on, On-Demand, or Manual. e

Maximum Idle Time: Enter a maximum idle time during which the Internet connection
is maintained during inactivity. To disable this feature, enable

Auto-reconnect.
DNS Servers: Enter the Primary and Secondary DNS Server Addresses (Static : ;wm";; -
L2TP only). eyTTe——|

UNRELESS
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MTU: Maximum Transmission Unit - you may need to change the MTU for optimal performance with your specific ISP. 1400 is the default
MTU.

Clone MAC The default MAC Address is set to the Internet port’s physical interface MAC address on the Broadband Router. It is not recommended that
Address: you change the default MAC address unless required by your ISP. You can use the Glone Your PG’s MAC Address button to replace the
Internet port’s MAC address with the MAC address of your Ethernet card.
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Internet Setup
Static (assigned by ISP)

Select Static IP Address if all the Internet port’s IP information is provided to you by your ISP. You will need to enter in the IP address, subnet mask, gateway
address, and DNS address(es) provided to you by your ISP. Each IP address entered in the fields must be in the appropriate IP form, which are four octets
separated by a dot (x.x.x.x). The Router will not accept the IP address if it is not in this format.

IP Address: Enter the IP address assigned by your ISP.
Subnet Mask: Enter the Subnet Mask assigned by your ISP.

Default Gateway: Enter the Gateway assigned by your ISP.

DNS Servers: The DNS server information will be supplied by your ISP o S e A 0, gy e s of o o s
(Internet Service Provider.) Mot o e P oty s e e e o bl sy PPl e v hgtion o
TR 5. vice Provider {
MTU: Maximum Transmission Unit - you may need to change the SarmSetleen ] |__Derd e Seters
MTU for optimal performance with your specific ISP. 1500 INTERNET CONNECTION TYPE

is the default MTU.

Chespge the mesde bo be geed by the router bo cennect bo the Intemet,

Fhy Interrwel Lonmecleon s Sals [P b

MAC Address: The default MAC Address is set to the Internet port’s physical

interface MAC address on the Broadband Router. It is not L
recommended that you change the default MAC address Liter the static address information pravided by your Intemmet Service Pravider (15P).
unless required by your ISP. You can use the Glone Your 1P Address: [0.0.00

PC’s MAC Address button to replace the Internet port’s MAC Subnet Mask | 255.255.755.0

address with the MAC address of your Ethernet card. S —

Primary D8NS Server: 00000
Secondary DNS Server: 0000
MTL: 150 (botms)  MTU defaul = 1500
MAL Aulebeews ;O 00:00:00: 00 :00

[ o v s M Aderess |

WIRELESS
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Wireless Settings

Enable Wireless: Check the box to enable the wireless function. If you do not want to use : -
wireless, uncheck the box to disable all the wireless functions. Click Add D-Link e —

New to create your own time schedule to enable the wireless function. [ g

Wireless Network Service Set Identifier (SSID) is the name of your wireless network. Create BEssssss i w S i m i Lt s ™

Senserng | | CootSee b

Name: a name using up to 32 characters. The SSID is case-sensitive.

802.11 Band: Select 2.4GHz if you want to use the 2.4GHz band or 5GHz band if you el
want to use the 5GHz band. S peohd e

2AGH: & SEHr
¢ Fosd LA B I -

802.11 Mode: 2.4GHz:
Select one of the following:
802.11g Only - Select if all of your wireless clients are 802.11g.

Mixed 802.11g and 802.11b - Select if you are using both 802.11b WIKELESS SECURITY HOD!

and 802.11g wireless clients. T o ey e e
802.11h Only - Select if all of your wireless clients are 802.11b. et oo noprhngt s sl St oy Lo B
802.11n Only - Select only if all of your wireless clients are 802.11n. Securty Hode ;e

Mixed 802.11n, 802.11h, and 802.11g - Select if you are using a mix
of 802.11n, 11g, and 11b wireless clients.

Mixed 802.11n and 802.11g - Select if you are using a mix of 802.11n
and 802.11g wireless clients.

5GHz:
Select one of the following:
802.11a Only - Select if all of your wireless clients are 802.11a.
802.11n Only - Select only if all of your wireless clients are 802.11n.
802.11n and 802.11a - Select if you are using both 802.11b and 802.11g wireless clients.
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Enable Auto The Auto Channel Scan setting can be selected to allow the DIR-628 to choose the channel with the least amount of interference.
Channel Scan:

Wireless Channel: Indicates the channel setting for the DIR-628. By default the channel is set to 6. The Channel can be changed to fit the channel setting for
an existing wireless network or to customize the wireless network. If you enable Auto Channel Scan, this option will be greyed out.

Transmission Rate: Select the transmit rate. It is strongly suggested to select Best (Auto) for best performance.

Channel Width: Select the Channel Width:
Auto 20/40 - Select if you are using both 802.11n and non-802.11n wireless devices.
20MHz - Select if you are not using any 802.11n wireless clients. This is the default setting.

Visibility Status: Select Invisible if you do not want the SSID of your wireless network to be broadcasted by the DIR-628. If Invisible is selected, the SSID
of the DIR-628 will not be seen by Site Survey utilities so your wireless clients will have to know the SSID of your DIR-628 in order to
connect to it.

Wireless Security: Refer to page 71 for more information regarding wireless security.
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Network Settings

This section will allow you to change the local network settings of the router and to configure the DHCP settings.

IP Address: Enter the IP address of the router. The default IP
address is 192.168.0.1.

If you change the IP address, once you click Apply,
you will need to enter the new IP address in your
browser to get back into the configuration utility.

Subnet Mask: Enter the Subnet Mask. The default subnet mask
is 255.255.255.0.

Device Name: Enter a name for the router.
Local Domain: Enter the Domain name (Optional).
Enable DNS Relay: Uncheck the box to transfer the DNS server
information from your ISP to your computers. If

checked, your computers will use the router for
a DNS server.

NETWACIRK EETTINGS

s this section 10 configure the ntemal network seoongs of your router and aiso to configure
‘the bult-n DHCP Server oo asson [P addresses 00 tha COMDUTETs 0N your netwone. The P
Agdress that s configured here i the P Address that you use to 3Ccess tha Web-based
manaQement nterface, If you change the P Addrass here, you may need to adjust your PCs
network s2TONgS T0 BCCESE Tha neTwork agan,

[ Tre—— [ —

ROUTER SETTIRGS

Lsa this saction to configuna the ntamal network settings of your router, The 1P Address that &
configured hare & the IF Address that you wie to access the Wab-based managemant intarface.
If you change the 1P Address hare, you may need to adust your FC's nebwork settngs bo access
the network agan.

Router IP Address: 152 10001
Submet Mask: o5 208 2050
Device Name:  drkouse
Local Dosmain Name:
Enable DNS Relay: |

D-Link DIR-628 User Manual

31



Section 3 - Configuration

DHCP Server Settings

DHCP stands for Dynamic Host Control Protocol. The DIR-628 has a built-in DHCP server. The DHCP Server will automatically assign
an |P address to the computers on the LAN/private network. Be sure to set your computers to be DHCP clients by setting their TCP/IP
settings to “Obtain an IP Address Automatically.” When you turn your computers on, they will automatically load the proper TCP/IP
settings provided by the DIR-628. The DHCP Server will automatically allocate an unused IP address from the IP address pool to the
requesting computer. You must specify the starting and ending address of the IP address pool.

Enable DHCP
Server:

DHCP IP Address
Range:

DHCP Lease
Time:

Always
Broadcast:

NetBIOS
Announcement:

Learn NetBIOS
from WAN:

Check this box to enable the DHCP server on your
router. Uncheck to disable this function.

Enter the starting and ending IP addresses for the
DHCP server’s IP assignment.

Note: If you statically (manually) assign IP addresses
to your computers or devices, make sure the IP
addresses are outside of this range or you may have
an IP conflict.

The length of time for the IP address lease. Enter the
Lease time in minutes.

Enable this feature to broadcast your networks DHCP
server to LAN/WLAN clients.

NetBIOS allows LAN hosts to discover all other
computers within the network, enable this feature to
allow the DHCP Server to offer NetBIOS configuration
settings.

Enable this feature to allow WINS information to be
learned from the WAN side, disable to allow manual
configuration.

DHCP SERVER SETTINGS

Use this section to configure the built-in DHCP Server to assign IP addresses to the computers

on your network.

Enable DHCP Server:
DHCP IP Address Range:
DHCP Lease Time:

Always broadcast:
NetBIOS announcement:
Learn NetBIOS from WAN:
NetBIOS Scope:

NetBIOS node type :

Primary WINS IP Address:
Secondary WINS IP Address:

[l

192.163.0.100 to 192.168.0.193
1440 (minutes)

[¥] (compatibility for some DHCP Clients)
5]

(optional)
Broadcast only (use when no WINS servers configurad)
Point-to-Point (no broadcast)
@ Mixed-mode (Broadcast then Point-to-Paoint)
Hybrid (Point-to-Point then Broadcast)
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NetBIOS Scope: This feature allows the configuration of a NetBIOS ‘domain’ name under which network hosts operates. This setting has no effect if the
‘Learn NetBIOS information from WAN’ is activated.”

NetBIOS Mode Select the different type of NetBIOS node: Broadcast only, Point-to-Point, Mixed-mode, and Hybrid.
Type:

Primary/ Enter your Primary (and Secondary) WINS IP address(es).
Secondary WINS
IP Address:
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DHCP Reservation

If you want a computer or device to always have the same IP address assigned, you can create a DHCP reservation. The router will
assign the IP address only to that computer or device.

Note: This IP address must be within the DHCP IP Address Range.

Enable:

Computer Name:

IP Address:

MAC Address:
Copy Your PC’s
MAC Address:

Save:

Number of
Dynamic DHCP
Clients:

Revoke:

Check this box to enable the reservation.

Enter the computer name or select from the drop-
down menu and click <<.

Enter the IP address you want to assign to the
computer or device. This IP Address must be within
the DHCP IP Address Range.

Enter the MAC address of the computer or device.

If you want to assign an IP address to the computer
you are currently on, click this button to populate
the fields.

Click Save to save your entry. You must click Save
Settings at the top to activate your reservations.

In this section you can see what LAN devices are
currently leasing IP addresses.

Click Revoke to cancel the lease for a specific LAN
device and free an entry in the lease table. Do this only
if the device no longer needs the leased IP address,
because, for example, it has been removed from the
network.

ADD DHCP RESERVATION

Enable: |7
Computer Name: << Computer Mame -
IP Address:
MAC Address:
I Copy Your PC's MAC Address l
| Save | I Clear I

Enable Computer Name MAC Address IP Address

NUMBER OF DYNAMIC DHCP CLIENTS:2

Hardware Address Assigned IP

00:0c:f1:feee:cd 192.168.0.197 PMLzble
00:16:17:44:43:d9 192.168.0.19% PMLabls

Hostname Expires

22 Hours 48 Minutes
14 Hours 54 Minutes

Revoke
Revoke

Resane
Resenve
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Note: The Revoke option will not disconnect a PC with a current network session from the network; you would need to use MAC Address
Filter to do that. Revoke will only free up a DHCP Address for the very next requester. If the previous owner is still available, those
two devices may both receive an IP Address Conflict error, or the second device may still not receive an IP Address; in that case,
you may still need to extend the “DHCP IP Address Range” to address the issue, it is located in the DHCP Server section.

Reserve: The Reserve option converts this dynamic IP allocation into a DHCP Reservation and adds the corresponding entry to the DHCP Reservations
List.
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Virtual Server

The DIR-628 can be configured as a virtual server so that remote users accessing Web or FTP services via the public IP address can
be automatically redirected to local servers in the LAN (Local Area Network).

The DIR-628 firewall feature filters out unrecognized packets to protect your LAN network so all computers networked with the
DIR-628 are invisible to the outside world. If you wish, you can make some of the LAN computers accessible from the Internet by
enabling Virtual Server. Depending on the requested service, the DIR-628 redirects the external service request to the appropriate
server within the LAN network.

The DIR-628 is also capable of port-redirection meaning incoming traffic to a particular port may be redirected to a different port on
the server computer.

Each virtual service that is created will be listed at the bottom of the screen in the Virtual Servers List. There are
pre-defined virtual services already in the table. You may use them by enabling them and assigning the server IP to use that particular
virtual service.

For a list of ports for common applications, please visit http://support.dlink.com/fag/view.asp?prod_id=1191.
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This will allow you to open a single port. If you would like to open a range of ports, refer to page 35.

Name:

IP Address:

Enter a name for the rule or select an application from
the drop-down menu. Select an application and click <<
to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming service to.
If your computer is receiving an IP address automatically
from the router (DHCP), you computer will be listed in
the “Computer Name” drop-down menu. Select your
computer and click <<.

Private Port/ Enter the port that you want to open next to Private

Public Port:

Protocol Type:

Inbound Filter:

Schedule:

Port and Public Port. The private and public ports are
usually the same. The public port is the port seen from
the Internet side, and the private port is the port being
used by the application on the computer within your
local network.

Select TGP, UDP, or Both from the drop-down menu.

Select Allow All (most common) or a created Inbound
filter. You may create your own inbound filters in the
Advanced > Inhound Filter page.

The schedule of time when the Virtual Server Rule will
be enabled. The schedule may be set to Always, which
will allow the particular service to always be enabled.
You can create your own times in the Tools > Schedules
section.

The Virual Server opton alows you to define a sngle pulrdc port on your router for redrection
a3 ntemal LAN [P Addrats and Private LAM part F required, Thi feature & ueaful for hasting
onine seraces such & FTP of Web Soersers.,

I I - T

Tradfic Type
Protocol Scheduls
W - Nwiys =
Inhound Filer
& Blow Al =

Schedule
Mways =

Inbpund Fiter
Maw Ml =

Scheduln
Aways v
Inbound FEer
Bl Al
Protocol Schadua
TR - Hwayd =

inbound Filcer
1 Mew M =
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This will allow you to open a single port or a range of ports.

Name:

IP Address:

TCP/UDP:

Inbound Filter:

Schedule:

Port Forwarding

Enter a name for the rule or select an application from
the drop-down menu. Select an application and click <<
to populate the fields.

Enter the IP address of the computer on your local
network that you want to allow the incoming service to.
If your computer is receiving an |P address automatically
from the router (DHCP), you computer will be listed in
the “Computer Name” drop-down menu. Select your
computer and click <<.

Enter the TCP and/or UDP port or ports that you want
to open. You can enter a single port or a range of ports.
Seperate ports with a common.

Example: 24,1009,3000-4000

Select Allow All (most common) or a created Inbound
filter. You may create your own inbound filters in the
Advanced > Inbound Filter page.

The schedule of time when the Virtual Server Rule will
be enabled. The schedule may be set to Always, which
will allow the particular service to always be enabled.
You can create your own times in the Tools > Schedules
section.

This option & used o open multple ports of 3 rangi of ports in your rouber and redeect data
through thosa ports to a singlk PC on your natwark. This feature alows you to &nber porms in
warnous

ncliding, Port Ranges (100-150), Indiadal Ports (890, 68, BAS), of Heed
{1020-50040, 683).

| seve setmngs | Dortsevesengs |

—f 4 -~ PORT FORWARDING RULES

Schndubky
ey -
Inbound Fiter
Al Al =
Srhedul
Mamys v
Inbaiind Fter
Alerw Bl v
Schoduly
Amays -

Inbound Fiter
Ao Ml =
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Application Rules

Some applications require multiple connections, such as Internet gaming, video conferencing, Internet telephony and others.
These applications have difficulties working through NAT (Network Address Translation). Special Applications makes some of these
applications work with the DIR-628. If you need to run applications that require multiple connections, specify the port normally
associated with an application in the “Trigger Port” field, select the protocol type as TGP or UDP, then enter the firewall (public) ports
associated with the trigger port to open them for inbound traffic.

The DIR-628 provides some predefined applications in the table on the bottom of the web page. Select the application you want to
use and enable it.

Name:

Trigger:

Traffic Type:

Firewall:

Traffic Type:

Schedule:

Enter a name for the rule. You may select a
pre-defined application from the drop-down menu
and click <<.

This is the port used to trigger the application. It can
be either a single port or a range of ports.

Select the protocol of the trigger port (TCP, UDP, or
Both).

This is the port number on the Internet side that will
be used to access the application. You may define a
single port or a range of ports. You can use a comma
to add multiple ports or port ranges.

Select the protocol of the firewall port (TCP, UDP, or
Both).

The schedule of time when the Application Rule will
be enabled. The schedule may be set to Always,
which will allow the particular service to always be
enabled. You can create your own times in the Tools
> Schedules section.

TS ETATUS SUPPORT

The option & used Io open sngle of mulple ports on your rodter when the mouter senses
data sent to the Internet on 2 "tnpger™ port or port nge. Spechl Applications nules apply to
al computers an your mtemal nebwork,

| Save Belings | |, CeriL Save Selrgn
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QoS Engine

The QoS Engine option helps improve your network gaming performance by prioritizing applications. By default the QoS Engine
settings are disabled and application priority is not classified automatically.

Enable Traffic Traffic Shaping
Shaping:

D621 H

SLTUP SUFPPORT

Automatic Uplink This option is enabled by default when the Traffic
Speed: Shaping option is enabled. This option will allow your
router to automatically determine the uplink speed of

your Internet connection.

Heelphul Himvis_

Usa this secton to configure D-Link's Qo5 Engine, The 005 Enging morowes your anling
gaming expanendca by ensunng that your gamé traffic & priodtaed over other natwork traffic,
fuch 28 FTP o Web. For bast performance, use the Automatc Caesfication opbon te
autoraticaly tat tha prorty for your applcations.

Measured Uplink:

Manual Uplink
Speed:

Connection Type:

This displays the detected uplink speed.

The speed at which data can be transferred from the
router to your ISP. This is determined by your ISP. ISP’s
often speed as a download/upload pair. For example,
1.5Mbits/284Kbits. Using this example, you would
enter 284. Alternatively you can test your uplink speed
with a service such as www.dslreports.com.

By default, the router automatically determines
whether the underlying connection is an xDSL/Frame-
relay network or some other connection type (such as
cable modem or Ethernet), and it displays the result as
Detected xDSL or Frame Relay Network. If you have an
unusual network connection in which you are actually
connected via xDSL but for which you configure either
“Static” or “DHCP” in the Internet settings, setting
this option to xDSL or Other Frame Relay Network

WAN TRAFFIC SHAPIRG

Enable Traffk Shaping:
Aubomatic Bplink Speed :
HMeasured Uplink Speed ;
Hanuel Wplink Speed :
Comasection Ty ;

Detected xDSL or Other Fio
Frame Reday Nebwork :

o+
o
1682 Kbps

kbgs <« - T

ity ReCt

QOS5 CNGINE SETUP

Hams

Local [P Range
0,00

Remote B Range
o000

Enable (oS Engine ;
Automatic Classification @
Inpnamic Fragmentation

Prcsty

B0 255 255255300 0

to 255.255255.255 o

o
o
¥

Pratocol

fe TR W
Local Port Range
o 5535
Remote Fort Range
to 65535

{1.253)

ensures that the router will recognize that it needs to shape traffic slightly differently in order to give the best performance. Choosing xDSL
or Other Frame Relay Network causes the measured uplink speed to be reported slightly lower than before on such connections, but gives

much better results.

Detected xDSL: When Connection Type is set to automatic, the automatically detected connection type is displayed here.

D-Link DIR-628 User Manual

40



Section 3 - Configuration

Enable QoS This option is disabled by default. Enable this option for better performance and experience with online games and other interactive
Engine: applications, such as VolP.

Automatic This option is enabled by default. This will allow your router to automatically determine the network priority of running programs.
Classification:
Dyna_mic This option should be enabled when you have a slow Internet uplink. It helps to reduce the impact that large low priority network packets
Fragmentation: can have on more urgent ones.
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Network Filters

Use MAC (Media Access Gontrol) Filters to allow or deny LAN (Local Area Network) computers by their MAC addresses from accessing
the Network. You can either manually add a MAC address or select the MAC address from the list of clients that are currently connected

to the Broadband Router.

Configure MAC Select Turn MAG Filtering Off, allow MAC
Filtering: addresses listed below, or deny MAC addresses
listed helow from the drop-down menu.

MAC Address: Enter the MAC address you would like to filter.

To find the MAC address on a computer, please
refer to the Networking Basics section in this
manual.

DHCP Client: Select a DHCP client from the drop-down menu
and click << to copy that MAC Address.

——NSSNETEEE
_—.

S5TATUS

The MAC (Media Access Controller) Address fitter option is used to control network access
based on the MAC Address of the network adapter. A MAC address is a unigue ID assigned by
the manufacturer of the network adapter. This feature can be configured to ALLOW or DENY
network/Internet access.

| savesetings | [  Don'tsavesettngs |

24 -- MAC FILTERING RULES

Configure MAC Fitering below:
Turn MAC Filtering OFF

MAC Address DHCP Client List

<| || Computer Name

Computer Name

= | || Computer Name

SUPPOR

Helpful Hints...
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Access Control

The Access Control section allows you to control access in and out of your network. Use this feature as Parental Controls to only
grant access to approved sites, limit web access based on time or dates, and/or block access from applications like P2P utilities or
games.

C LT

Add Policy: Click the Add Pelicy button to start the Access Control
[ |'I

oo dmin vl g alisn s s il i 1 e B o i, U o Fnsirn oy St
e P W e My e i
B

(T TIT T T.|

| Iaatle arvesunsntral: 2 |

LUIRELESS

Access Control Wizard

Click Next to continue with the wizard,

This wizard will guide you through the following steps to add a new policy for Access Control.

Step 1 - Choose a unigue name for your policy

Step 2 - Select a schedule

Step 3 - Select the machine to which this policy applies
Step 4 - Select fittering method

Step 5 - Selact fiters

Step 6 - Configure Web Access Logging
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Access Control Wizard (continued)

Enter a name for the policy and then click Next to continue.

Select a schedule (I.E. Always) from the drop-down menu and then
click Next to continue.

Enter the following information and then click Next to continue.

* Address Type - Select IP address, MAC address, or Other
Machines.

* |IP Address - Enter the IP address of the computer you want
to apply the rule to.

STEP 1: CHDOSE POLICY NAME

Choose a unique name for your policy.

Palicy Name: ||

STEP 2: SELECT SCHEDULE

Choose a schedule to apply to this policy.

Always v

Details 1 Always

STEP 3: SELECT MACHINE

Select the machine to which this policy applies.

Specify a machine with its IP or MAC address, or select "Other Machines” For machines that do not have a
policy,

Address Type:  @1p Omac O Other Machines
IP Address: |0.0.0.0 << | Computer Name v

Machine Address : <<

Machine
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Access Control Wizard (continued)

Select the filtering method and then click Next to continue.

Enter the rule:
Enable - Check to enable the rule.
Name - Enter a name for your rule.
Dest IP Start - Enter the starting IP address.
Dest IP End - Enter the ending IP address.
Protocol - Select the protocol.

Dest Port Start - Enter the starting port number.

Dest Port End - Enter the ending port number.

To enable web logging, click Enable.

Click Save to save the access control rule.

STEP 4: SELECT FILTERING METHOD

Select the method for tering.

Method: ™y wil fecess ordy 0 Block Al Fooess () Block, Some Access

Apply Wl Filter ; :‘
Apply Advanced Porl Fillers ; :‘

(o] () N (o)

STEP 5: PORT FILTER

Add Poat Tilters Hules.

Spedfy nies 0 probilbe sodeds b spacfc P sddradcas and posts

Enable Name it e Protocl Port  Parl
Start nd

Ll .0 MEE RS RRGEE | Ay (wel | EEESE
_I 0.0 Z75.295.255.255 Ay (w1 [orena
L] 0,000 .2, 2550 | Ay (sl LEEE
J 0o.oa ot SRl sl it 1) LU | SR
J [ERIAREI) oo S0 L D fury (8011 s
a 0.0.0.0 295.2595.2565.255 | |Amy =) 1 65535
O GENT] EEPES.IEE.05E | Amy (sl 1 EEESE
o RN EE.ES.2R5.FEE | sy (sl EEESE

Frev not | LY
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Website Filters

Website Filters are used to allow you to set up a list of allowed Web sites that can be used by multiple users through the network.
To use this feature select to Allow or Deny, enter the domain or website and click Save Settings. You must also select Apply Weh
Filter under the Access Control section (page 43).

Add Website Select Allow or Deny.
Filtering Rule:

SETUPM

Website URL/ Enter the keywords or URLs that you want to allow e lt
Domain: or block. Click Save Settings. ilmioulBl | wessTERLTER

Thie Webste Fiter option alows you o et op 2 B2 of Web stes you would loe to alow or
denry thiough your nebwork, To use this feature, you must ako select the "Apply Web Fibe™
chackbox in the Access Control section.

| sevesemngs |

40 - WEBSITE FILTERING RULES el

Configure Websta Ftar Balow:
DENY Compubers SO0k 10 DALY thése S8 =
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Inbound Filters

The Inbound Filter option is an advanced method of controlling data received from the Internet. With this feature you can configure
inbound data filtering rules that control data based on an IP address range. Inbound Filters can be used with Virtual Server, Port
Forwarding, or Remote Administration features.

Name: Enter a name for the inbound filter rule.

Action: Select Allow or Deny.

SETUR

Enable: Check to enable rule. SmeowwormTER e

Thi Inbound Fiter option & an advanced method of controling data recesed from the Gva Hams
] . E m& :ﬂ;wﬁr;;::mtmm mhound data Merng rules that control data ul £
Remote IP Start: Enter the starting IF_’ address. Enter 0.0.0.0 if you e e e o 3 i Oa T e o s o o
do not want to specify an IP range. T Ty g chm s mbe et YR AL v N ML O Tt

Remote IP End: Enter the ending IP address. Enter 255.255.255.255 =

if you do not want to specify and IP range. - a— R
FIR ETTINGS | Action : Deny =

| Remobe IP Range :  Frable Remote 1P Start Remote 1P End
Add: Click the Add button to apply your settings. You e | 0.0.00 265.285,265.245
must click Save Settings at the top to save the : — B
settings. o ETWOR 0.0.0.8 255.255,255.255
[ T. N, ¥ 255.255. 255. 755
Inbound Filter This section will list any rules that are created. You s e
Rules List: may click the Edit icon to change the settings or 00,00 255,258,255, 255

enable/disable the rule, or click the Delete icon to [add| [icear

remove the rule.

| mama Action Romota T7 Range
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Firewall Settings

A firewall protects your network from the outside world. The D-Link DIR-628 offers a firewall type functionality. The SPI feature
helps prevent cyber attacks. Sometimes you may want a computer exposed to the outside world for certain types of applications.
If you choose to expose a computer, you cam enable DMZ. DMZ is short for Demilitarized Zone. This option will expose the chosen
computer completely to the outside world.

Enable SPI:

SPI (Stateful Packet Inspection, also known as dynamic packet filtering) helps
to prevent cyber attacks by tracking more state per session. It validates that
the traffic passing through the session conforms to the protocol.

NAT Endpoint Select one of the following for TCP and UDP ports:

Filtering:

Anti-Spoof Check:

Enable DMZ:

DMZ IP Address:

Endpoint Independent - Any incoming traffic sent to an open port will be
forwarded to the application that opened the port. The port will close if idle
for 5 minutes.

Address Restricted - Incoming traffic must match the IP address of the
outgoing connection.

Address + Port Restriction - Incoming traffic must match the IP address and
port of the outgoing connection.

Enable this feature to protect your network from certain kinds of “spoofing”
attacks.

If an application has trouble working from behind the router, you can expose
one computer to the Internet and run the application on that computer.

Note: Placing a computer in the DMZ may expose that computer to a variety
of security risks. Use of this option is only recommended as a last resort.

Specify the IP address of the computer on the LAN that you want to have
unrestricted Internet communication. If this computer obtains it’s [P address
automatically using DHCP, be sure to make a static reservation on the Basic
> DHCP page so that the IP address of the DMZ machine does not change.

Thet Frmsal Setorgs aiow you £0 M B SOk COMBONS! OF ¥ Mefwark putsde of the
R,

b T s e Defng

1 E 1 @

able

Erdeont Tttt
& ALOHN KT ED

Pt Aed Sdrest Axsraned

Frdpoes ndegas gt
LR [indgsint Ifarmg: At gren Rerred

0§ Port Ard AOane Resnoed

witeal
Mote: Puttng I SoTEutie n T DM ray expode T
Lise of The 0050 B 0Ny PECITITE e 35 3 BT ML

il DEEL
IDFT BP Ak -

APFICAVION LEVEL GATYWAY (AL L) CONFIGERATIAN

UNRELESS
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Application Level Gateway Configuration

Here you can enable or disable ALG’s. Some protocols and applications require special handling of the IP payload to make them work
with network address translation (NAT). Each ALG provides special handling for a specific protocol or application. A number of ALGs
for common applications are enabled by default.

PPTP: Allows multiple machines on the LAN to connect to their corporate network using PPTP protocol.

IPSEC (VPN): Allows multiple VPN clients to connect to their corporate network using IPSec. Some VPN clients support traversal of IPSec through NAT.
This ALG may interfere with the operation of such VPN clients. If you are having trouble connecting with your corporate network, try turning
this ALG off. Please check with the system adminstrator of your corporate network whether your VPN client supports NAT traversal.

RTSP: Allows applications that use Real Time Streaming Protocol to receive streaming media from the internet. QuickTime and Real Player are
some of the common applications using this protocol.

SIP: Allows devices and applications using VolP (Voice over IP) to communicate across NAT. Some VolP applications and devices have the
ability to discover NAT devices and work around them. This ALG may interfere with the operation of such devices. If you are having trouble
making VolIP calls, try turning this ALG off.
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Routing

The Routing option is an advanced method of customizing specific routes of data through your network.

Destination IP: Enter the IP address of packets that will take this

route.
Netmask: Enter the netmask of the route, please note thatthe | | | _ | suprors
octets must match your destination IP address. VETUAL SERvEE e—

Gateway: Enteryour next hop gateway to be taken if this route = ' ]

is used.

Metric: The route metric is a value from 1 to 16 that indicates Metrc  Interface
the cost of using this route. A value 1 is the lowest ! _ Qe P ; waei ]
cost and 15 is the highest cost. : . Stewer

. VANICED WIRELESS e wal v
Interface: Select the interface that the IP packet must use 10— gase_ -

transit out of the router when this route is used. et 2. T

Dartirution I
0.0.000

Gatewsy

00000

Destination 1P
0.0.0.0
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Advanced Wireless Settings

Transmit Power: Set the transmit power of the antennas.

Beacon Period: Beacons are packets sent by an Access Point to _
synchronize a wireless network. Specify a value. 100 is _ | st i)
the default setting and is recommended. . : S

If you are not familar with these Atvanced Wireless settings, pleasa read the help secton
befien attamping to modfy thacs sattings.

[ eesets

RTS Threshold: This value should remain at its default setting of 2432,
If inconsistent data flow is a problem, only a minor
modification should be made.

L 20..1000)

Fragmentation The fragmentation threshold, which is specified in bytes, I (0.247)

Threshold: determines whether packets will be fragmented. Packets p= — i (256.2346)
exceeding the 2346 byte setting will be fragmented before o
transmission. 2346 is the default setting.

DTIM Interval: (Delivery Traffic Indication Message) 3 is the default |
o o e o
next window for listening to broadcast and multicast

messSages.

WLAN Partition: Enabling WLAN Partition prevents associated wireless clients from communicating with each other.

Short GI: Check this box to reduce the guard interval time therefore increasing the data capacity. However, it’s less reliable and may create higher
data loss.
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Wi-Fi Protected Setup

Wi-Fi Protected Setup (WPS) System is a simplified method for securing your wireless network during the “Initial setup” as well as
the “Add New Device” processes. The Wi-Fi Alliance (WFA) has certified it across different products as well as manufactures. The
process is just as easy, as depressing a button for the Push-Button Method or correctly entering the 8-digit code for the Pin-Code
Method. The time reduction in setup and ease of use are quite beneficial, while the highest wireless Security setting of WPA2 is
automatically used.

Enable: Enable the Wi-Fi Protected Setup feature.

Lock Wireless Locking the wireless security settings prevents the

Security Settings: settings from being changed by the Wi-Fi Protected |  suove |
Setup feature of the router. Devices can still be added to  EEESEEES—.
the network using Wi-Fi Protected Setup. However, the i e g e
settings of the network will not change once this option = | Eewsetigs | [ Dotsemiemss |
is checked. =
WI-FI PROTECTED SETUP
PIN Settings: A PIN is a unique number that can be used to add the . ,d,hh::,':,' :
router to an existing network or to create a new network. T

The default PIN may be printed on the bottom of the
router. For extra security, a new PIN can be generated.

You can restore the default PIN at any time. Only the |7 Current PIN : 24681353
Administrator (“admin” account) can change Or reset [ — [ asetemim etk T
the PIN.
-
Current PIN: Shows the current value of the router’s PIN. A s o i 5

LWWIRELESS

Reset PIN to Restore the default PIN of the router.
Default:
Generate New PIN: Create a random number that is a valid PIN. This becomes the router’s PIN. You can then copy this PIN to the user interface of the
registrar.
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Add Wireless This Wizard helps you add wireless devices to the wireless network.
Station:
The wizard will either display the wireless network settings to guide you through manual configuration, prompt you to enter the PIN for the
device, or ask you to press the configuration button on the device. If the device supports Wi-Fi Protected Setup and has a configuration
button, you can add it to the network by pressing the configuration button on the device and then the on the router within 60 seconds. The
status LED on the router will flash three times if the device has been successfully added to the network.

There are several ways to add a wireless device to your network. A “registrar” controls access to the wireless network. A registrar only
allows devices onto the wireless network if you have entered the PIN, or pressed a special Wi-Fi Protected Setup button on the device. The
router acts as a registrar for the network, although other devices may act as a registrar as well.

Add Wireless Start the wizard.
Device Wizard:

D-Link DIR-628 User Manual 53



Section 3 - Configuration

UPnP:

WAN Ping:

Inbound Filter:

WAN Port Speed:

Advanced Network Settings

To use the Universal Plug and Play (UPnP™) feature check
the Enabled UPnP box. UPNP provides compatibility
with networking equipment, software and peripherals.

Unchecking the box will not allow the DIR-628 to
respond to pings. Blocking the Ping may provide some
extra security from hackers. Check the box to allow the
WAN port to be “pinged”.

This section will list any rules that are created. You may
click the Edit icon to change the settings or enable/
disable the rule, or click the Delete icon to remove the
rule.

You may set the port speed of the Internet port to
10Mbps, 100Mbps, or auto. Some older cable or DSL
modems may require you to set the port speed to
10Mbps.

Multicast Check the box to allow multicast traffic to pass through

streams:

the router from the Internet.

=3

1 o are not familer with these Advanced Metwork settngs, please read the help secton IPNP heips othar UP
balers sttampting (o modfy these setunge.
| swesemngs | | poviswesemmgs

UPNP

Unedireal Plisg and Play (80P} aupports pae-Eo-pasr Plug and Pay functionality for
metwork devices.

Enable UMnP ;&

FEL WAN PING

If wou anablae this feature, the WAN port of your router will respond to ping requasts
from the Internel Uhat are sent (o the WaN IP Addres,

Enabile WAN Ping Respond :
WAN Ping Inbownd Flter : |-
Detalls ©  akew al

WAN FORT SPEED

WAN Port Spoeed 1 s w/i0Mees -

MULTICAST STRLAMS
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Administrator Settings

This page will allow you to change the Administrator and User passwords. You can also enable Remote Management. There are two
accounts that can access the management interface through the web browser. The accounts are admin and user. Admin has read/write
access while user has read-only access. User can only view the settings but cannot make any changes. Only the admin account has
the ability to change both admin and user account passwords.

Admin Password: Enter a new password for the Administrator Login Name. The
administrator can make changes to the settings.

User Password: Enter the new password for the User login. If you login as the User,
you can only see the settings, but cannot change them. wa T s g s o ccomth ragarart etrc, The 2 o

By Safil thids @ 08 paiiwend configuind, B @ hghly fecommended that vou ceile §
PO £ 8D YO IDUTE RBCLTE,

Gateway Name: Enter a name for the DIR-628 router. el s o e
Remote Remote management allows the DIR-628 to be configured from T
Management: the Internet by a web browser. A username and password is still
required to access the Web-Management interface. In general, only

a member of your network can browse the built-in web pages to

perform Administrator tasks. This feature enables you to perform

Administrator tasks from the remote (Internet) host. D N e T

Please enler the same password mto Both boxes, for confirmation.

USER PASSWORD

Remote Admin The port number used to access the DIR-628.
Port: Example: http://x.x.x.x:8080 where x.x.x.x is the Internet IP address
of the DIR-628 and 8080 is the port used for the Web Management Sotomvay Wews - T v ORAS
interface. ADMINISTRATION

Tnshils Hemote Mansgmment ©
emmcibe Admin Port ;

Inbound Filter: This section will list any rules that are created. You may click the e B
Edit icon to change the settings or enable/disable the rule, or click Dot
the Delete icon to remove the rule.

WIRELESS
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Time Settings

The Time Configuration option allows you to configure, update, and maintain the correct time on the internal system clock. From this
section you can set the time zone that you are in and set the Time Server. Daylight Saving can also be configured to automatically
adjust the time when needed.

Time Zone: Select the Time Zone from the drop-down menu.

Daylight Saving: To select Daylight Saving time manually, select : :
enabled or disabled, and enter a start date and an end DIR-628 SETUP |  anvancen STATUS SUPPORT

date for daylight saving time. Ml
| The Time Configuration option slows you bo configure, update, and mantan the comect time
) ) . on the ntemal setem dodk. From this section you can st the tme sone Yal you are in and
Enable NTP NTP is short for Network Time Protocol. NTP B R T Ao LSWAIN. S0 SHEYRY bY chpftaesd (o
Server: synchronizes computer clock times in a network of [ smesetirgs | | CortSavesettrgs

computers. Check this box to use a NTP server. This
will only connect to a server on the Internet, not a

TIME CONFIGURATION

Current Rowber Time @ Saturday, January 31, 2004 11:56:11 AM

local server. —I l Time 2ON@ ©  (GMT-08:00) Facfe Teme (L Canads), Thusna
| Enable Daylght Saving :
. - Daylight Sawving Offset @ . .
NTP Server Used: Enter the NTP server or select one from the drop e e e
down menu. oST star (o =] [ 15t -

DT End

Manual: To manually input the time, enter the values in these
fields for the Year, Month, Day, Hour, Minute, and
Second and then click Set Time. You can also click NI G B
Copy Your Computer’s Time Settings. i e

SET THE DATE AND TIME MANUALLY

AUTOMATIC TIME CORFIGURATION

Date And Tima @ yagr | - | Month 1=

Hour Misube

WIRELESS
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SysLog

The Broadband Router keeps a running log of events and activities occurring on the Router. You may send these logs to a SysLog
server on your network.

Enable Logging to Check this box to send the router logs to a SysLog
SysLog Server: Server.

SysLog Server IP The address of the SysLog server that will be used | : SETuP ADVANCED
Address: to send the logs. You may also select your computer s
from the drop-down menu (only if receiving an IP

address from the router via DHCP).

Thi Syslog options alow you to send log mformaton to a Syslog Sener.

sos || [ savesemns | [ contsmesemgs |

Enable Logging To Sydlog :.{
Corver ;

Syslog Server [P Address 1 o000

SCHE

WIRELESS
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address.

Enable Email
Notification:

From Email
Address:

To Email Address:

SMTP Server
Address:

Enable
Authentication:
Account Name:

Password:

On Log Full:

On Schedule:

Schedule:

Email Settings

The Email feature can be used to send the system log files, router alert messages, and firmware update notification to your email

When this option is enabled, router activity logs are
e-mailed to a designated email address.

This email address will appear as the sender when
you receive a log file or firmware upgrade notification
via email.

Enter the email address where you want the email
sent.

Enter the SMTP server address for sending email. If
your SMTP server requires authentication, select this
option.

Check this box if your SMTP server requires
authentication.

Enter your account for sending email.

Enter the password associated with the account. Re-
type the password associated with the account.

When this option is selected, logs will be sent via email
when the log is full.

Selecting this option will send the logs via email
according to schedule.

—— | EMAIL SETTINGS

WIRELESS

SETUPF ADVARCED STATUS

'Ilul Errai feature can bo used to send the system log fes, rovter ket messages, and
l'rr!'m.‘lll updaty notfcation 1o your email IIIdIM

Fr—

Iﬁr!"lmb!lm

c IJ
ENABLE :

Enable Email Hotification :

From Cmail Address:

Tor Email Address:
SHTP Server Address:
Enable Authenbicalion ;
Acoount Hame:
Password:

Verify Password:

On Log Fulk
On Schadule:
Schedub: @
Datais :

SUrrORT

lleh‘lulllml\_

This option is enabled when On Schedule is selected. You can select a schedule from the list of defined schedules. To create a schedule,

go to Tools > Schedules.
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System Settings

Save Settings to Use this option to save the current router configuration
Local Hard Drive: settings to afile on the hard disk of the computer you
are using. First, click the Save button. You will then

see a file dialog, where you can select a locationand |

file name for the settings. {iiosuel . e

Thie Systam SEttings section alows you To reboot the device, Or restore the rutes t the
facuory defauk settngs. Restorng the unkt to the factory defauk settngs will erase ol sattings,

Load Settings Use this option to load previously saved router S e et e e ey e
from Local Hard configuration settings. First, use the Browse control any other svad stzig fle created by deice can bit upbaded o the unk.
Drive: tofind a previously save file of configuration settings.
Then, click the Load button to transfer those settings
to the router. B | sove ToLocal Wand Dewve: || Sem Configaaton |
= — Load From Local Hard Drive:
Restore to Factory This option will restore all configuration settings | Restore Conturnten om e
Default Settings: back to the settings that were in effect at the time
the router was shipped from the factory. Any settings Restore T Factory Default: | masmee Fackry Daladts
that have not been saved will be lost, including any Restore 31 settngs to the factory defauts.

rules that you have created. If you want to save the
current router configuration settings, use the Save
button above. WIRELESS

Reboot Device: Click to reboot the router.
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Update Firmware

You can upgrade the firmware of the Router here. Make sure the firmware you want to use is on the local hard drive of the computer.
Click on Browse to locate the firmware file to be used for the update. Please check the D-Link support site for firmware updates at

http://support.dlink.com. You can download firmware upgrades to your hard drive from the D-Link support site.

Firmware Click on Check Online Now for Latest Firmware
Upgrade: Version to find out if there is an updated firmware; if
s0, download the new firmware to your hard drive.

Browse: After you have downloaded the new firmware, click
Browse to locate the firmware update on your
hard drive. Click Upload to complete the firmware
upgrade.

Notifications Check Automatically Check Online for Latest Firmware
Options: Version to have the router check automatically to see
if there is a new firmware upgrade.

Check Email Notification of Newer Firmware Version
to have the router send an email when there is a new
firmware available.

These may be new frmwate for your DIR-528 to impnove functionalty and pesformance.

To upgrade the firmware, locate the uporade fle on the local hard drive with the Browse
Button, Once you have found the file to be used, chek the Upload button below to start the

SoveSelirgn | | Deeil Save Selben

Current Firmware Version ;1.0
Current Femnwane Dabe @ JD0OE/02/12

Check Online Mow for Latest Firmware Version ; | Chedebew |

FIRMWARE UPGRADE

Hobe: Soume lirmware upgrades resel Uhe conliguration oplions Lo the Faclory
delaults, Belore performing an upgrade, be sure Lo save Ue current conligurabion
from bhe Topk: — Syelem soreen,

To upgrade the lmware, your PC must have 2 wired connection to the router, Enter
the name of the Hirmware upgrade fie, and cick on the Upload button,

Upldorad :

FIRMWARE UPGRADE NOTIFICATION OPTIONS

Automatically Check Online
for Latest Frmware Version ;

Fuail Rotification of Newar
Firmaware Varsion :

WIRELESS

SUPPFORT

Firelpti Hants

dat

FIRMWARE INFORMATLION
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DDNS

The DDNS feature allows you to host a server (Web, FTP, Game Server, etc...) using a domain name that you have purchased (www.
whateveryournameis.com) with your dynamically assigned IP address. Most broadband Internet Service Providers assign dynamic
(changing) IP addresses. Using a DDNS service provider, your friends can enter in your domain name to connect to your server no
matter what your IP address is.

DDNS:

Server Address:

Host Name:

Username or Key:
Password or Key:
Timeout:

Status:

Dynamic Domain Name System is a method of
keeping a domain name linked to a changing IP
Address. Check the box to enable DDNS.

Choose your DDNS provider from the drop down
menu.

Enter the Host Name that you registered with your
DDNS service provider.

Enter the Username for your DDNS account.
Enter the Password for your DDNS account.
Enter a time (in hours).

Displays the current status - Connected or
Disconnected.

LWIRELESS

SETUPF ADVARCED

Tielphal 1lnts...

The DOHS Neature alows you Do host 2 server [Waeb, FTP, Garme Serner, at...] usng a dorman
name that you hawe purchased (wenrwhatinenyoumames. com] with your dynamcaly
Fmgned [P address. Most broadband Internat Senace Providers 2eagn dyname (changng) P
addresses. Usng a DDHS senate provided, your friends can ented your host name 10 connet
10 YOuE game server no matter what your [P address 5.

Sgn up for D-Lnk's Free DONS senace Jt yover DLODONS. com.

Save BeIngE |

]
DYMAMIC DNS
Enable Cymamic DRS:
Server Addness:
Hurest Haimee: {eget Mo Frydaman.net)
Uenrmanms or Ky
Password or Key:
Verify Password or Key:
Tmeout:
Status: Desconnect

(Frizurs])
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System Check

Ping Test: The Ping Test is used to send Ping packets to test if a computer
is on the Internet. Enter the IP Address that you wish to Ping, and
click Ping.

Ping Results: The results of your ping attempts will be displayed here.

| Eritmt & henl narma of B iddveis. aberen e clek Ping’

WIRELESS
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Name:

Days:

Time:

Save:

Schedule Rules
List:

Schedules

Enter a name for your new schedule.

Select a day, a range of days, or All Week to include
every day.

Check All Day - 24hrs or enter a start and end time for
your schedule.

Click Save to save your schedule. You must click
Save Settings at the top for your schedules to go into
effect.

The list of schedules will be listed here. Click the Edit
icon to make changes or click the Delete icon to remove
the schedule.

The Schedule configuration option & used to manags schadule rules for vanods frevwal and

parentsl control features,

sun
all Day - 24 ks -
Sart T o
End Time :

Diany(s)

Han

— - ADD SCHEDULE RULE
Baame -

Daryis) : Al Weak & Salact Day(s)

Tus Wed Thiu [22] Sat

AN = [hpurirmnute, 12 hour bme)

= (hounmnute, 12 hour time)

SCHEDULE RULES LIST
Mame

Time Frame

Hildgrhal Hindx
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Device Information
This page displays the current information for the DIR-628. It will display the LAN, WAN (Internet), and Wireless information.

If your Internet connection is set up for a Dynamic IP address then a Release button and a Renew button will be displayed. Use
Release to disconnect from your ISP and use Renew to connect to your ISP.

If your Internet connection is set up for PPPoE, a Gonnect button and a Disconnect button will be displayed. Use Disconnect to
drop the PPPoE connection and use Gonnect to establish the PPPoE connection.

General: Displays the router’s time and firmware version.
WAN: Displays the MAC address and the public IP settings for the router.
LAN: Displays the MAC address and the private (local) IP settings for the router.

Wireless LAN: Displays the wireless MAC address and your wireless settings such as SSID
and Channel.

LAN Computers: Displays computers and devices that are connected to the router via Ethernet
and that are receiving an IP address assigned by the router (DHCP). i A mis

[ R T
Pramary (WS Seredr | 190152001
Srtenlary DS Sapver | &7 L0 1601

URFELESS
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Log

The router automatically logs (records) events of possible interest in it’s internal memory. If there isn’t enough internal memory for
all events, logs of older events are deleted but logs of the latest events are retained. The Logs option allows you to view the router
logs. You can define what types of events you want to view and the level of the events to view. This router also has external Syslog
Server support so you can send the log files to a computer on your network that is running a Syslog utility.

What to View: You can select the types of messages that you want to
display from the log. Firewall & Security, System, and
Router Status messages can be selected.

View Levels: There are three levels of message importance: Informational,
Warning, and Critical. Select the levels that you want
displayed in the log.

Apply Log Will filter the log results so that only the selected options
Settings: appear.

Refresh: Updates the log details on the screen so it displays any
recent activity.

Clear: Clears all of the log contents.

Email Now: This option will send a copy of the router log to the email
address configured in the Tools > Email screen.

Save Log: This option will save the router to a log file on your
computer.

wF TP

Prioeity Tima

Sat Jan 31
[VWARN] 12205:37
2004

Sat Jan 31
[MFO] 12:01:02
2004

S Jan 31
[NRO]  13:00:08
2004

53t hn 31
[VARN] 11:56:34
2004

5at Jan 31
[MFD]  11:47:32

2004

Sat Tan 31
[MFO] 11:43:55

2004

Sat Jan 31
[WiARN] 11:43:06

2004

|| Use this ophicen o view the rooter bgs. You can delise what types of evenls you wank to
wiew and the event vl to view. Thit router ako has nbemal sysiog Server suppart &0 vwou
ran sand e g Fiss Do @ COMPUESS &7 FOUr Nabwork That & runming @ aysieg utiny.

LOG OPTIONS e

What Lo View

View Levels : & Orical 4 wamng ¥ omational

LIHE DETAILS

Hifrech

ADVARCED SUPFPORT

Melphul Hinks,

4 Frews B Seooty ) System ¥ Rooter St

msg =

Clear el Few Savw Leg

161 Log Entries:

Hipsn

Bincked packet from 192.168069.101 to 152.168.65.101 (LAND
Attack)

Abdivd mésssde réfeated 25 Bmes

Bincked ncomng TCP packet from 64.4.23.60:443 to
§03 16859, 10045587 as RET:ACK recekad but thesw & no active
CORRELTINN

Bincked packet From 1900 168.69.101 B0 192.168.69.101 (LAND
Aftmck]

Above messags repaated 30 umes

Bincked incoming TCP packet from &3.111.24.33:80 1o
192 168.59.100:1302 a5 SYN:-ACK recered but thene B no active
CONRBCTon

Biocked packet from 192.168065.101 to 152.168.65.101 (LAND
Attack)
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o ) R I R

Traffic Statistics display Receive and Transmit packets passing through your router.

STATIS'I'ICS

INTERNET SE:

WIRELESS

I.IJII'\'ELESS

Stats

The screen below displays the Traffic Statistics. Here you can view the amount of packets that pass through the DIR-628 on both the WAN
and the LAN ports. The traffic counter will reset if the device is rebooted.

| RefreshStatistics | | Clear Statistics

l

STATUS

| SUPPORT

LAN STATISTICS

Sent : 2495888
TX Packets Dropped :
Collisions : 0

Received : 2922256

RX Packets Dropped :

Errors : 0

WAN STATISTICS

Sent: 39193
TX Packets Dropped :
Collisions : 0

Received : 53732

RX Packets Dropped :

Errors: 0O

WIRELESS STATISTICS

Sent : 428553
TX Packets Dropped :

Received : 195327

RX Packets Dropped :
Errors : 16

Helpful Hints...

This is @ summary of
the number o ck
that have pass
between WAN and
the LAN since the
router was last
initialized.
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Internet Sessions

The Internet Sessions page displays full details of active Internet sessions through your router. An Internet session is a conversation
between a program or application on a LAN-side computer and a program or application on a WAN-side computer.

Local: The IP address and, where appropriate, port
number of the local application.

-

NAT: The port number of the LAN-side application
25 viewed by the WAN.side application.

DEVICE INFO Helpful Hints...
. H This page displays the full details of active internet sessions to your router. This is a list of all active
Internet: The IP address and, where appropriate, port g Page dspiey ) oHire s o et
. . g WAN computers and
number of the application on the Internet. = e A e o
e 192.168.0.197:50507 50597 66.199.250.170:8911 TCP S5 Out128 238 e

Protocol: The communications protocol used for the 192.168.0.197:50596 50596 72.51.37.237:8899  TCP S5 OQut128 238
. 192.168.0.197:50595 50595 219.239.90.172:28221 TCP SS  Out128 238
conversation. 192.168.0.197:50504 50594 80.252.110.146:4661 TCP S5 Out128 238
102.168.0.107:41787 41787 80.230.200.102:3004 UDP -  Out 128 203
. : 102.168.0.197:41787 41787 80.230.200.104:3004 UDP -  Out 128 283
State: State for sessions that use the TCP 192.168.0.197:41787 41787 222.186.190.39:4073 UDP -  Out 128 279
protocol: 192.168.0.197:41787 41787 80.239.200.109:3004 UDP -  Out 128 278
192.168.0.197:50501 50591 60.28.197.35:28221  TCP Out 128 236
) ) 102.168.0.197:41787 41787 72.51.37.107:9127 UDP -  Out 128 273
NO: None -- This entry is used as a placeholder 102.168.0.197:50589 50580 72.51.37.237:8890  TCP Out128 221
i 192.168.0.197:50500 50590 66.199.250.170:8911 TCP Out 128 221
for a future connection that may occur. . 192.168.0.197:50587 50587 80.252.110.146:4661 TCP Out 128 221
$S: SYN Sent -- One of the systems is 192.168.0.197:50588 50588 219.239.00.172:28221 TCP Out 128 221
attemptlng to Start a Connectlon 192.168.0.197:41787 41787 62.241.53.4:4246 upp - Out 128 272
. L . 102.168.0.107:41787 41787 62.241.53.2:4246  UDP -  Out 128 260
EST: Established -- the connection is passing 192.168.0.197:41787 41787 80.239.200.99:3004 UDP -  Out128 265

data 192.168.0.197:41787 41787 80.239.200.103:3004 UDP = Qut 128 258

FW: FIN Wait _ The Cllent SyStem haS 192.168.0.197:41787 41787 62.241.53.16:4246 UDP = Out 128 254
requested that the connection be stopped.

CW: Close Wait -- The server system has requested that the connection be stopped.

TW: Time Wait -- Waiting for a short time while a connection that was in FIN Wait is fully closed.

LA: Last ACK -- Waiting for a short time while a connection that was in Close Wait is fully closed.

CL: Closed -- The connection is no longer active but the session is being tracked in case there are any retransmitted packets still pending.
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Dir: The direction of initiation of the conversation:

Out - Initiated from LAN to WAN.
In - Initiated from WAN to LAN.

Priority: The preference given to outbound packets of this conversation by the QoS Engine logic. Smaller numbers represent higher priority.

Time Out: The number of seconds of idle time until the router considers the session terminated. The initial value of Time Out depends on the type and
state of the connection.

300 seconds - UDP connections.

240 seconds - Reset or closed TCP connections. The connection does not close instantly so that lingering packets can pass or the
connection can be re-established.

7800 seconds - Established or closing TCP connections.
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Wireless

The wireless client table displays a list of current connected wireless clients. This table also displays the connection time and MAC
address of the connected wireless clients.

DIR-628 // SETUP ADYANCED TOOLS | STATUS ‘ SUPPORT

Associated Wireless Client List

rouker,

IUse this option bo view the wireless clients that are connected to wour wireless rouker.,

NUMBER OF WIRELESS CLIENTS : 1

MALC Address IP Address Mode Rate Signal{®o)
0005 2Fi11:25:25 192.165.0,127 11g 54 100

=1 : i1

WIRELESS

WIRELESS
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WIRELESS

ADVANCED TooLs STATUS SUPFORT

STATUS HELP

Devics Info
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Wireless Security

This section will show you the different levels of security you can use to protect your data from intruders. The
DIR-655 offers the following types of security:

» WPA2 (Wi-Fi Protected Access 2) » WPA2-PSK (Pre-Shared Key)
» WPA (Wi-Fi Protected Access) » WPA-PSK (Pre-Shared Key)

What is WPA?

WPA, or Wi-Fi Protected Access, is a Wi-Fi standard that was designed to improve the security features of WEP (Wired Equivalent
Privacy).

The 2 major improvements over WEP:

 Improved data encryption through the Temporal Key Integrity Protocol (TKIP). TKIP scrambles the keys using a
hashing algorithm and, by adding an integrity-checking feature, ensures that the keys haven’t been tampered with.
WPA2 is based on 802.11i and uses Advanced Encryption Standard (AES) instead of TKIP.

* User authentication, which is generally missing in WEP, through the extensible authentication protocol (EAP). WEP
regulates access to a wireless network based on a computer’s hardware-specific MAC address, which is relatively
simple to be sniffed out and stolen. EAP is built on a more secure public-key encryption system to ensure that only
authorized network users can access the network.

WPA-PSK/WPA2-PSK uses a passphrase or key to authenticate your wireless connection. The key is an alpha-numeric password
between 8 and 63 characters long. The password can include symbols (!?*&_) and spaces. This key must be the exact same key
entered on your wireless router or access point.

WPA/WPAZ2 incorporates user authentication through the Extensible Authentication Protocol (EAP). EAP is built on a more secure
public key encryption system to ensure that only authorized network users can access the network.
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Wireless Security Setup Wizard

To run the security wizard, click on Setup at the top and then click
Launch Wireless Security Setup Wizard.

Thire ' WD #avs 0 ST 6D wOur INOSTHE COPMechOn: vou Gin e T Wel-Dised Intener
Coardctog Satd Waiwd, o you £ ranuly conigens the S3nfimon,

EiTRP Wirann

Wik PE U WP RS T T R Rt
o £ tha Wrtarrwt, click o tha hutten heinw

Irterw] Cawecion Lol Wdwd

midmihy, phess b e rou have Bdleverd ol stetn utied 11 |
g ko N e pEasge

Type your desired wireless network name (SSID)
Give your network a name, using up to 32 characters.
Automatically: Select this option to automatically generate
the router’s network key and click Next.

Network Name (SSID) : dirs28a1

@ Automatically assign a network key (Recommended)

. . To prevent outsiders from accessing your netwaork, the router will autormatically assign a security (also called
Manually: Select this option to manually enter your network | VEeriA ke o veurneer
key and C“Ck Next ) Manually assign a network key

Use this options if you prefer to create our own key.

& Use WPA encryption instead of WEP(WPA is stronger than WEP and all D-Link wireless client adapters support
WPAY

Note: All D-Link wireless adapters currently support WPA.

=
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If you selected Automatically, the summary window will display
your Settlngs erte down the Securlty key and enter thls On your Below is a detailed summary of your wireless security settings. Please print this page out, or write the

WI I’E'BSS Cl IentS C“Ck save to Save yo ur Settl ngs information on a piece of paper, so you can configure the correct settings on your wireless client

adapters.

Wireless Network Name dir628a1
(SsID) :

Security Mode : Auto (WPA or WPA2) - Personal
Cipher Type : TKIP and AES
Pre-Shared Key : 21b2e5486fa273749b051ef4c457212231e8597ea%effc179d63efaaeb0a0663

Prev =xt Cancel Save

If you selected Manually, the following screen will appear.

You have selected your security level - you will need to set a wireless security password.
The WPA (Wi-Fi Protected Access) key must meet one of following guildelines:
- Between 8 and 64 characters (A longer WPA key is more secure than a short one)

- Exactly 64 characters using 0-9 and A-F

Wireless Security Password : |

Note: You will need to enter the same password as keys in this step into your wireless clients in order
to enable proper wireless communication.

[Prev | [ mext | [ cancel |
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Add Wireless Device with WPS Wizard

From the Basic > Wizard screen, click Add Wireless Device with [ T

is. This weard & desgned To B55ST YOU N CONNECTNG wOUT Wraiass device 1o wour router. It wil
guade you thiugh step-by-step nstruttons on bow b9 gel your wireless device conneched. Tk
the button below Lo begn,

[ sddvwssssevcewmhwes |

Select Auto to add a wireless client using WPS (Wi-Fi Protected
SetU p) OnCB yOU Se|eCt Allt(l and CI'Ck cﬂllllect, yOU W|” have d 120 Please select one of following configuration methods and click next to continue.
Second tlme |Im|t to apply the Settlngs to your ereless Cllent(s) and Auto & Select this option f your wireless device supports WPS (Wi-Fi Protected Setup)
SUCCGSSfU”y eStab“Sh a COnneCtIOI'l Manual ' Select this option will display the current wireless settings for you to configure the wireless device

manually

If you select Manual, a settings summary screen will appear. Write
down the security key and enter this on your wireless clients.

PIN: Select this option to use PIN method. In order to use this method

you must kﬂOW the ereless Cllent’s 8 dlglt PIN and C“Ck con“ect There are two ways to add wireless device to your wireless network:

-PIN (Personal Identification Number)
-PBC (Push Button Configuration)

PBC: Select this option to use PBC (Push Button) method to add a © o

please enter the PIN from your wireless device and click the below 'Connect’ Button

wireless client. Click Gonneect. O pec

please prass the push button on your wireless device and click the below 'Connect’ Button within 120 seconds

Cancel Connect
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Configure WPA-Personal (PSK)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish wireless
connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1). Click
on Setup and then click Wireless Settings on the left side. T ————"

T probect wour prvacy you can configue wirsless serurty Frabures, This desdee supports tvn winsless seounty modes inchiding
WPA-Personsl, and WHRL-LrEergeise. 'WPR provides & Figher level of secunty, WRA-Fersonsl doss not require &0 Sothenbcstion

2. Next to Security Mode, select WPA-Personal. L e S

Sevurily Mode s | wenpersons o

3. Next to WPA Mode, select Auto, WPA2 Only, or WPA Only. Use Auto
if you have wireless clients using both WPA and WPAZ2.

WFE regures Stations Eo use high arade encrypion and sutherfication. | or lBgacy compatblity, use WPA or WPAZ mode, This
rrumher s W Lo ggaac e ¢ lirni s eetudes maind i higheer senndy el h sdatioen thal am WIST capualirr. The rongel e hal
Ehw chint suppoets wall B e, For Best secunty, use WIPAZ Only ricds, bn this mode, legacy stabons are rot alowed sccess with

4. Next to Cypher Type, select TKIP and AES, TKIP, or AES. T ————"
WPA Mude: | ko [WFa or WRAT) W

Lipher Type: | ToIF and AF5 w

9. Next to Group Key Update Interval, enter the amount of time before Group Key Updote Interval: x| ums)

the group key used for broadcast and multicast data is changed (3600 O
is default).

Pre-SharedKey:  seseeses

6. Next to Pre-Shared Key, enter a key (passphrase). The key is entered as a pass-phrase in ASCII format at both ends of the
wireless connection. The pass-phrase must be between 8-63 characters.

7. Click Save Settings to save your settings. If you are configuring the router with a wireless adapter, you will lose connectivity until
you enable WPA-PSK on your adapter and enter the same passphrase as you did on the router.

D-Link DIR-628 User Manual 75



Section 4 - Security

Configure WPA-Enterprise (RADIUS)

It is recommended to enable encryption on your wireless router before your wireless network adapters. Please establish wireless
connectivity before enabling encryption. Your wireless signal may degrade when enabling encryption due to the added overhead.

1. Log into the web-based configuration by opening a web browser and entering the IP address of the router (192.168.0.1). Click

on Setup and then click Wireless Settings on the left side.
2. Nextto Security Mode, select WPA-Enterprise.

3. Nextto WPA Mode, select Auto, WPA2 Only, or WPA Only. Use Auto
if you have wireless clients using both WPA and WPA2.

4. Nextto Cypher Type, select TKIP and AES, TKIP, or AES.

9. Nextto Group Key Update Interval, enter the amount of time before
the group key used for broadcast and multicast data is changed (3600
is default).

6. Next to Authentication Timeout, enter the amount of time before a
client is required to re-authenticate (60 minutes is default).

7. Nextto RADIUS Server IP Address enter the [P Address of your
RADIUS server.

WIRELESS SECURLITY MODDE

T Protect wins Privsty vou Ca0 Corfiguns wirsless security fastres. This dewice SUDDOrts Bwd wirsless seturity modes indudng:
WPA-Personal, and WRA-Enberprise. WA prondes a bigher level of seourey. WA -Prrsonal does nok requine an authentication
sarver, The WEA-Ernber prie oplicn requess & exbernal RADILS sevver,

Sreurity Motde 1 | WP Frderpine -
WP RIS SEAENY B0 L igih oriads sreryTiion and suthentication. For ey compuatinlity, 15 WPA 0r WIPA? mods. This
dmde e WA For legacy dients wie martarirsg hegher security with statione that are 'WPAT capabde. The strovset cipber that
the chert pppaotts vl be used. For best searky, uge WIPAZ Oindy mode. [n thes mode, legaoy stabons sre rob slowed acoess with
WA secwilly. The AES gl will b used acncis e wirsbeds rebemk o afmure bl seouily,
WRA Fode T | aubn (WRL o WPAZ) v
Cipher Type: | Tl and 4F5
Lroup Eey Updabe Interval: s [ werors)

When WA enberprise B enashled, the roster uses EAP (B02. 1) to ssthenticate clients via a remobe RADTUS
nnnnnn
Authentication Timeout = Crrirakas)
RADTUS server TP Addeess s 5000
RADIUS server Park = | ga12
RADIUS sevver Shared Secrel s g shared
MAL Address Authentication: [

D-Link DIR-628 User Manual

76



Section 4 - Security

8. Next to RADIUS Server Port, enter the port you are using with

your RADIUS server. 1812 is the default port.
9. Next to RADIUS Server Shared Secret, enter the security key.
10. Ifthe MAC Address Authentication box is selected then the user
will need to connect from the same computer whenever logging
into the wireless network.

11. Click Advanced to enter settings for a secondary RADIUS Server.

12. Click Apply Settings to save your settings.

When WPA enterprise is enabled, the router uses EAP (§02.1x) to authenticate clients via a remote RADIUS
SEerver.

Authentication Timeout :
RADIUS server IP Address :
RADIUS server Port :

RADIUS server Shared Secret :

MAC Address Authentication :

Optional backup RADIUS server :

Second RADIUS server IP Address :
Second RADIUS server Pork :
Second RADIUS server Shared Secret :

Second MAC Address Authentication :

il
0.0.0.0
1812

radius_shared

0.0.0.0
1812

radius_shared

(minutes)
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Connect to a Wireless Network
Using Windows® Vista™

Windows® Vista™ users may use the built-in wireless utility. If you are using another company’s utility or Windows® 2000, please refer
to the user manual of your wireless adapter for help with connecting to a wireless network. Most utilities will have a “site survey”

option similar to the Windows® Vista™ utility as seen below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray (lower-
right corner next to the time). Select Connect to a network.

The utility will display any available wireless networks in your area.
Click on a network (displayed using the SSID) and click the Connect
button.

If you get a good signal but cannot access the Internet, check you TCP/
IP settings for your wireless adapter. Refer to the Networking Basics
section in this manual for more information.

Mot Connected

L‘. Wireless networks are available.
==

Connect to a network
Metwork and Sharing Center

i Ti| 1401 Fi

o e

4 81772007

[T R
A

g

e

Cafufnd
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Configure Wireless Security

|t is recommended to enable wireless security (WPA/WPA2) on your wireless router or access point before configuring your wireless
adapter. If you are joining an existing network, you will need to know the security key or passphrase being used.

1. Open the Windows® Vista™ Wireless Utility by right-clicking on the Not Connected
wireless computer icon in your system tray (lower right corner of AGi Wireless networks are available.
screen). Select Connect to a network. i

Connect to-a network
Metwork and Sharing Center

'-?-!l L4l P

o e

4 81772007

le=| ﬂ
2. Highlight the wireless network (SSID) you would like to o) B e acivs o
connect to and click Gonnect. = = =
Disconnect or connect to another network
Show | All x| (%]
E!:' WOIPLesL Linseeured nebwinek ol
_;; dlinke Unsicansd rtwork all [
5' tiseiday Secunly-enabled nebwark A1l
B
[ Connect | | Conca |
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3. Enter the same security key or passphrase that is on your router and click
Connect.

It may take 20-30 seconds to connect to the wireless network. If the connection
fails, please verify that the security settings are correct. The key or passphrase
must be exactly the same as on the wireless router.

Q B Connectts & netwark

Type the network secunity key or passphrase for Candy

The pietan wha tetup the nebwsrk can give pou tha bey &« pasephrate

Secunity key or peaaphraie

Displey charactess

s Woyew bave 8 USE lash dires vt rebvesrk seftings dor Candy, insert

& ryorve

[ Cenneas |

Cancel
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Connect Using WCN 2.0 in Windows Vista™

The router supports Wi-Fi protection, referred to as WCN 2.0 in Windows Vista™. The following instructions for setting this up depends
on whether you are using Windows Vista™ to configure the router or third party software.

When you first set up the router, Wi-Fi protection is disabled and unconfigured. To enjoy the benefits of Wi-Fi protection, the router
must be both enabled and configured. There are three basic methods to accomplish this: use Windows Vista’s built-in support for
WCN 2.0, use software provided by a third party, or manually configure.

If you are running Windows Vista™, log into the router and click the Enable checkbox in the Basic > Wireless section. Use the Current
PIN that is displayed on the Advanced > Wi-Fi Protected Setup section or choose to click the Generate New PIN button or Reset
PIN to Default button.

For additional information, please refer to page 46.

Cuwrrent PIN - 53460734

Fegel PIN o Defauh BN ate hew PP

If you are using third party software to set up Wi-Fi Protection, carefully follow the directions. When you are finished, proceed to the
next section to set up the newly-configured router.
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Connect to a Wireless Network
Using Windows® XP

Windows® XP users may use the built-in wireless utility (Zero Configuration Utility). The following instructions are for Service Pack
2 users. If you are using another company’s utility or Windows® 2000, please refer to the user manual of your wireless adapter for
help with connecting to a wireless network. Most utilities will have a “site survey” option similar to the Windows® XP utility as seen

below.

If you receive the Wireless Networks Detected bubble, click on the
center of the bubble to access the utility.

or

Right-click on the wireless computer icon in your system tray
(lower-right corner next to the time). Select View Available Wireless
Networks.

The utility will display any available wireless networks in your area.
Click on a network (displayed using the SSID) and click the Connect
button.

If you get a good signal but cannot access the Internet, check you TCP/
IP settings for your wireless adapter. Refer to the Networking Basics
section in this manual for more information.

{1 Wireless networks detected

One or more wireless networks are in range of this computer.
To see the list and connect, dick this message

Change Windows Firewall settings
Open Metwork Connections

Repair
Yiew Available Wireless Networks

Choose a wireless network

Chck i e 1 T8 1 b 15 Correc] 59 8 (e el In Hings oF B Gl mare
PAlirmanss.

mﬂ:}
[Iﬁ:}
r.lﬁ'-l

Tl L]

e e A tarh willl

defaull

PR G T BR P e sl
saloniet

{ barle e oTET g |IJH
[

[ R [T pa————

Thes restcrh revparen & rertasack by, o st & connect te Fm
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Section 5 - Connecting to a Wireless Network

Configure WPA-PSK

It is recommended to enable encryption on your wireless router or access point before configuring your wireless adapter. If you are
joining an existing network, you will need to know the passphrase being used.

1. Open the Windows® XP Wireless Utility by right-clicking
on the wireless computer icon in your system tray
(lower-right corner of screen). Select View Available Wireless
Networks.

Change Windows Firewall settings

Open Metwork Connections

Repair
Yiew Available Wireless Networks

") Wireless Network Connection 6 E'
2. Highlight the wireless network (SSID) you would like to connect rm— Choose a wireless network
to a n d Cl IC k connect. g Refresh network list Click an item in the list below to connect to a wireless network in range or to get mare
information,
< gat = Dnic Test L]
TR e (“[r)
Unsecured wireless network l[lu[lu

Related Tasks ((ﬁ}) default

\‘i) Learn about wireless Unsecured wireless network |[||]|]|]
networking (( }) salestest
Change the order of ﬁ . =
preferred networks 't Security-enabled wireless network lluuu

test1

(3» Change advanced
settings

ﬁ Security-enabled wireless network ZZ::.:...

This network requires a network key. If you want to connect to this

network, dick Connect.

DGL-4300

@

£
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3. The Wireless Network Connection box will appear. Enter the WPA-PSK [ Sy . X
passphrase and click Gonnect.

The network 'testl’ requires a network key (also called a WEP key or WPA key). A network
key helps prevent unknown intruders from connecting to this netwark.

It may take 20-30 seconds to connect to the wireless network. If the connection Type the key, and then dick Connect.
fails, please verify that the WPA-PSK settings are correct. The WPA-PSK Netuork key: |
passphrase must be exactly the same as on the wireless router.

Connect l [ Cancel
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Troubleshooting

This chapter provides solutions to problems that can occur during the installation and operation of the DIR-628. Read the following
descriptions if you are having problems. (The examples below are illustrated in Windows® XP. If you have a different operating
system, the screenshots on your computer will look similar to the following examples.)

1. Why can’t | access the web-bhased configuration utility?

When entering the IP address of the D-Link router (192.168.0.1 for example), you are not connecting to a website on the Internet or
have to be connected to the Internet. The device has the utility built-in to a ROM chip in the device itself. Your computer must be on
the same |P subnet to connect to the web-based utility.

» Make sure you have an updated Java-enabled web browser. We recommend the following:

* Internet Explorer 6.0 or higher

* Netscape 8 or higher

* Mozilla 1.7.12 (5.0) or higher

* Opera 8.5 or higher

» Safari 1.2 or higher (with Java 1.3.1 or higher)
e Camino 0.8.4 or higher

* Firefox 1.5 or higher

* Verify physical connectivity by checking for solid link lights on the device. If you do not get a solid link light, try using a different
cable or connect to a different port on the device if possible. If the computer is turned off, the link light may not be on.

» Disable any Internet security software running on the computer. Software firewalls such as Zone Alarm, Black Ice, Sygate, Norton
Personal Firewall, and Windows® XP firewall may block access to the configuration pages. Check the help files included with your
firewall software for more information on disabling or configuring it.
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* Configure your Internet settings:

* Go to Start > Settings > Control Panel. Double-click the Internet Options Icon. From the Security tab, click the button
to restore the settings to their defaults.

* Click the Gonnection tab and set the dial-up option to Never Dial a Connection. Click the LAN Settings button. Make
sure nothing is checked. Click OK.

* Go to the Advanced tab and click the button to restore these settings to their defaults. Click OK three times.
* Close your web browser (if open) and open it.

* Access the web management. Open your web browser and enter the IP address of your D-Link router in the address bar. This should
open the login page for your the web management.

* |f you still cannot access the configuration, unplug the power to the router for 10 seconds and plug back in. Wait about 30 seconds
and try accessing the configuration. If you have multiple computers, try connecting using a different computer.

2. What can | do if | forgot my password?

If you forgot your password, you must reset your router. Unfortunately this process will change all your settings back to the factory
defaults.

To reset the router, locate the reset button (hole) on the rear panel of the unit. With the router powered on, use a paperclip to hold the
button down for 10 seconds. Release the button and the router will go through its reboot process. Wait about 30 seconds to access
the router. The default IP address is 192.168.0.1. When logging in, the username is admin and leave the password box empty.
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3. Why can’t | connect to certain sites or send and receive emails when connecting through my router?

If you are having a problem sending or receiving email, or connecting to secure sites such as eBay, banking sites, and Hotmail, we
suggest lowering the MTU in increments of ten (Ex. 1492, 1482, 1472, etc).

Note: AOL DSL+ users must use MTU of 1400.

To find the proper MTU Size, you’ll have to do a special ping of the destination you’re trying to go to. A destination could be another

computer, or a URL.

* Click on Start and then click Run.

» Windows® 95, 98, and Me users type in command (Windows® NT, 2000, and XP users type in emd) and press Enter

(or click 0K).

* Once the window opens, you’ll need to do a special ping. Use the following syntax:

ping [url] [-f] [-1] [MTU value]

Example: ping yahoo.com -f -1 1472

C:~>ping yahoo.com —f -1 1482
Finging yahoo.com [66.94.234.131 with 1482 bytes of data:

Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.
Packet needs to be fragmented but DF set.

Ping statistics for 66.94.234.13:

Packetsz: Sent = 4, Received = B, Lost = 4 (188x loss).
Approximate round trip times in milli—seconds:

Hinimum = Bms,. Maximum = Bns,. Average = Bms

C:~>ping yahoo.com —f -1 1472

Finging yahoo.com [66.94.234.131 with 1472 bytes of data:

66.94.234.13: hytez=1472 time=93ms TTL=52

66.94.234_.13: bytez=1472 time=109ms TTL=52

66.94.234_.13: bytez=1472 time=125ms TTL=52
Reply from 66.94.234_.13: bytes=1472 time=2803ms TTL=52

Ping statistics for 66.94.234.13:

Packets: Sent = 4, Received = 4, Lost = B (Bx loss).
Approximate round trip times in milli—seconds:

Hinimum = ?3ms. Maximum = 283ms,. Average = 132ns

Cong
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You should start at 1472 and work your way down by 10 each time. Once you get a reply, go up by 2 until you get a fragmented
packet. Take that value and add 28 to the value to account for the various TCP/IP headers. For example, lets say that 1452 was the
proper value, the actual MTU size would be 1480, which is the optimum for the network we’re working with (1452+28=1480).

Once you find your MTU, you can now configure your router with the proper MTU size.

To change the MTU rate on your router follow the steps below:
* Open your browser, enter the IP address of your router (192.168.0.1) and click OK.

e Enter your username (admin) and password (blank by default). Click OK to enter the web configuration page for the
device.

* Click on Setup and then click Manual Configure.
* To change the MTU enter the number in the MTU field and click Save Settings to save your settings.

* Test your email. If changing the MTU does not resolve the problem, continue changing the MTU in increments of
ten.
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Wireless Basics

D-Link wireless products are based on industry standards to provide easy-to-use and compatible high-speed wireless connectivity
within your home, business or public access wireless networks. Strictly adhering to the IEEE standard, the D-Link wireless family
of products will allow you to securely access the data you want, when and where you want it. You will be able to enjoy the freedom
that wireless networking delivers.

A wireless local area network (WLAN) is a cellular computer network that transmits and receives data with radio signals instead of
wires. Wireless LANs are used increasingly in both home and office environments, and public areas such as airports, coffee shops
and universities. Innovative ways to utilize WLAN technology are helping people to work and communicate more efficiently. Increased
mobility and the absence of cabling and other fixed infrastructure have proven to be beneficial for many users.

Wireless users can use the same applications they use on a wired network. Wireless adapter cards used on laptop and desktop
systems support the same protocols as Ethernet adapter cards.

Under many circumstances, it may be desirable for mobile network devices to link to a conventional Ethernet LAN in order to use
servers, printers or an Internet connection supplied through the wired LAN. A Wireless Router is a device used to provide this
link.
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What is Wireless?

Wireless or Wi-Fi technology is another way of connecting your computer to the network without using wires. Wi-Fi uses radio
frequency to connect wirelessly, so you have the freedom to connect computers anywhere in your home or office network.

Why D-Link Wireless?

D-Link is the worldwide leader and award winning designer, developer, and manufacturer of networking products. D-Link delivers
the performance you need at a price you can afford. D-Link has all the products you need to build your network.

How does wireless work?

Wireless works similar to how cordless phone work, through radio signals to transmit data from one point A to point B. But wireless
technology has restrictions as to how you can access the network. You must be within the wireless network range area to be able
to connect your computer. There are two different types of wireless networks Wireless Local Area Network (WLAN), and Wireless
Personal Area Network (WPAN).

Wireless Local Area Network (WLAN)

In a wireless local area network, a device called an Access Point (AP) connects computers to the network. The access point has a
small antenna attached to it, which allows it to transmit data back and forth over radio signals. With an indoor access point as seen
in the picture, the signal can travel up to 300 feet. With an outdoor access point the signal can reach out up to 30 miles to serve
places like manufacturing plants, industrial locations, college and high school campuses, airports, golf courses, and many other
outdoor venues.

Wireless Personal Area Network (WPAN)

D-Link DIR-628 User Manual 90



Appendix A - Wireless Basics

Bluetooth is the industry standard wireless technology used for WPAN. Bluetooth devices in WPAN operate in a range up to 30 feet
away.

Compared to WLAN the speed and wireless operation range are both less than WLAN, but in return it doesn’t use nearly as much
power which makes it ideal for personal devices, such as mobile phones, PDAs, headphones, laptops, speakers, and other devices
that operate on batteries.

Who uses wireless?

Wireless technology as become so popular in recent years that almost everyone is using it, whether it’s for home, office, business,
D-Link has a wireless solution for it.

Home
* Gives everyone at home broadband access
* Surf the web, check email, instant message, and etc
* Gets rid of the cables around the house
* Simple and easy to use

Small Office and Home Office
» Stay on top of everything at home as you would at office
» Remotely access your office network from home
e Share Internet connection and printer with multiple computers
* No need to dedicate office space
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Where is wireless used?

Wireless technology is expanding everywhere not just at home or office. People like the freedom of mobility and it's becoming so
popular that more and more public facilities now provide wireless access to attract people. The wireless connection in public places
is usually called “hotspots”.

Using a D-Link Cardbus Adapter with your laptop, you can access the hotspot to connect to Internet from remote locations like:
Airports, Hotels, Coffee Shops, Libraries, Restaurants, and Convention Centers.

Wireless network is easy to setup, but if you’re installing it for the first time it could be quite a task not knowing where to start. That’s
why we’ve put together a few setup steps and tips to help you through the process of setting up a wireless network.

Tips

Here are a few things to keep in mind, when you install a wireless network.

Centralize your router or Access Point

Make sure you place the router/access point in a centralized location within your network for the best performance. Try to place the
router/access point as high as possible in the room, so the signal gets dispersed throughout your home. If you have a two-story
home, you may need a repeater to boost the signal to extend the range.

Eliminate Interference

Place home appliances such as cordless telephones, microwaves, and televisions as far away as possible from the router/access
point. This would significantly reduce any interference that the appliances might cause since they operate on same frequency.

Security
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Don’t let you next-door neighbors or intruders connect to your wireless network. Secure your wireless network by turning on the
WPA or WEP security feature on the router. Refer to product manual for detail information on how to set it up.

Wireless Modes

There are basically two modes of networking:

* Infrastructure — All wireless clients will connect to an access point or wireless router.

* Ad-Hoc - Directly connecting to another computer, for peer-to-peer communication, using wireless network adapters
on each computer, such as two or more DIR-628 wireless network Cardbus adapters.

An Infrastructure network contains an Access Point or wireless router. All the wireless devices, or clients, will connect to the wireless
router or access point.

An Ad-Hoc network contains only clients, such as laptops with wireless cardbus adapters. All the adapters must be in Ad-Hoc mode
to communicate.
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Networking Basics

Check your IP address

After you install your new D-Link adapter, by default, the TCP/IP settings should be set to obtain an IP address from a DHCP server
(i.e. wireless router) automatically. To verify your IP address, please follow the steps below.

Click on Start > Run. In the run box type emd and click OK. (Windows® Vista™ users type cmd in the Start Search box.)

At the prompt, type ipconfig and press Enter. 5 C:WINDOWS\system32\cmd. exe

Microsoft Windows XP [Uersion 5.1.26881]
(C» Copyright 1985-28A1 Microsoft Cornp.

This will display the IP address, subnet mask, and the

defaU|t gateway Of your adapter Cf\])ocuments anc.l Sett?ngs)ipconl’ig

Mindows IP Configuration
If the address is 0.0.0.0, check your adapter installation, E“tc“"tt"p”f et
security settings, and the settings on your router. Some Subnes Wask 1 11111101}l e

Default Gateway

firewall software programs may block a DHCP request
on newly installed adapters.

C:\Documents and Settings>_

If you are connecting to a wireless network at a hotspot
(e.g. hotel, coffee shop, airport), please contact an
employee or administrator to verify their wireless network settings.
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Statically Assign an IP address

If you are not using a DHCP capable gateway/router, or you need to assign a static IP address, please follow the steps below:

Step 1

Windows® Vista™ -  Click on Start > Gontrol Panel > Network and Internet > Network and Sharing Center > Manage Network
Connections.

Windows® XP - Click on Start > Control Panel > Network Connections.

Windows® 2000 -  From the desktop, right-click My Network Places > Properties.

Step 2
Right-click on the Local Area Connection which represents your D-Link network adapter and select Properties.
Step 3
Highlight Internet Protocol (TCP/IP) and click Properties.
Step 4
Click Use the following IP address and enter an [P address that is on the same subnet as  p———  — ; %%
your network or the LAN IP address on your router. ey

Wiou can gl P patinga saisgred sulomate sl Il your nastvradh, cupgons

iy capablity, Dthevssne, pou need o ask poun rebwork sdmininnstor i
Example: If the router’s LAN IP address is 192.168.0.1, make your IP address 192.168.0.X | =™
where X is a number between 2 and 99. Make sure that the number you choose is not in D i
use on the network. Set Default Gateway the same as the LAN IP address of your router Lm': j 'f N 5;
(192.168.0.1). R . hae
Set Primary DNS the same as the LAN IP address of your router (192.168.0.1). The Secondary BRI i ———
DNS is not needed or you may enter a DNS server from your ISP, N, '
Step 5 ===
Click OK twice to save your settings. o k[ cow
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Standards
* |EEE 802.11n (draft 2.0)
* [EEE 802.11a
* [EEE 802.11g
* [EEE 802.11b
e |[EEE 802.3
* |[EEE 802.3u

Security
* WPA™-Personal/Enterprise
* WPA2™-Personal/Enterprise
* WEP 64/128-bit

Wireless Signal Rates'

IEEE 802.11n draft 2.0 (HT20/HT40)

Technical Specifications

Frequency Range?
North America

* 2.412GHz to 2.462GHz (802.11g/n)
* 5.15GHz to 5.825GHz (802.11a/n)?

General Europe

* 2.412GHz to 2.472GHz (802.11g/n)
* 5.15GHz to 5.725GHz (802.11a/n)

External Antenna

* Three (3) 2-dBi Gain Detachable Dipole Antennas
with reverse SMA connectors

Operating Temperature

« 32°F to 131°F ( 0°C to 55°C)

« 144.4Mbps (300) « 130Mbps (270)

* 117Mbps (243) * 104Mbps (216) Humidity

* 78Mbps (162) * 66Mbps (135)

* 58.5Mbps (121.5) * 52Mbps (108)

* 39Mbps (81) * 26Mbps (54) Safety & Emissions

* 19.5Mbps (40.5) * 12Mbps (27) * FCC

* 6.5Mbps (13.5) *CE

IEEE 802.11a

* 54Mbps * 48Mbps Dimensions

* 36Mbps * 24Mbps e =7.6inches
* 18Mbps * 12Mbps *W =46 inches
* 11Mbps * 9Mbps *H =1.2inches
* 6Mbps

IEEE 802.11g
* 54Mbps * 48Mbps

* 36Mbps * 24Mbps
* 18Mbps * 12Mbps
* 11Mbps * 9Mbps
* 6Mbps * 5.5Mbps
* 2Mbps * 1Mbps

* 95% maximum (non-condensing)

*IC
* C-Tick

1 Maximum wireless signal rate derived from IEEE Standard 802.11a, 802.11g and Draft 802.11n specifications. Actual data throughput will vary. Network conditions and environmental factors, including

volume of network traffic, building materials and construction, and network overhead, lower actual data throughput rate. Environmental factors will adversely affect wireless signal range.

2 Frequency Range varies depending on country’s regulation.
3 The DIR-628 doesn’t indude 5.25-5.35GHz & 5.47-5.725GHz in some regions.
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CE Mark Warning:
This is a Class B product. In a domestic environment, this product may cause radio interference, in which case the user may be required
to take adequate measures.

FCC Statement:

This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to Part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation. This equipment
generates, uses and can radiate radio frequency energy and, if not installed and used in accordance with the instructions, may cause
harmful interference to radio communications. However, there is no guarantee that interference will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the equipment off
and on, the user is encouraged to try to correct the interference by one of the following measures:

* Reorient or relocate the receiving antenna.

* Increase the separation between the equipment and receiver.

* Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
* Consult the dealer or an experienced radio/TV technician for help.

For detailed warranty information applicable to products purchased outside the United States, please contact the corresponding local
D-Link office.

FCC Caution:

Any changes or modifications not expressly approved by the party responsible for compliance could void the user’s authority to operate
this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) This device may not cause harmful interference, and
(2) this device must accept any interference received, including interference that may cause undesired operation.

IMPORTANT NOTE:

FCC Radiation Exposure Statement:

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment. This equipment should be installed
and operated with minimum distance 20cm between the radiator & your body.

We declare that the product is limited in CH1~CH11 by specified firmware controlled in the USA.

D-Link DIR-628 User Manual 97



Appendix C - Technical Specifications

IC statement

Operation is subject to the following two conditions:

1) This device may not cause interference and

2) This device must accept any interference, including interference that may cause undesired operation of the device.

This device has been designed to operate with an antenna having a maximum gain of 2 dBi. Antenna having a higher gain is strictly
prohibited per regulations of Industry Canada. The required antenna impedance is 50 ohms.

IMPORTANT NOTE:

IC Radiation Exposure Statement:

This equipment complies with IC radiation exposure limits set forth for an uncontrolled environment. End users must follow the specific
operating instructions for satisfying RF exposure compliance. This equipment should be installed and operated with minimum distance
20cm between the radiator & your body.

This transmitter must not be co-located or operating in conjunction with any other antenna or transmitter.

Réglement d’Industry Canada

Les conditions de fonctionnement sont sujettes a deux conditions:

1) Ce périphérique ne doit pas causer d’interférence et.

2) Ce périphérique doit accepter toute interférence, y compris les interférences pouvant perturber le bon fonctionnement de ce
périphérique.

The Class [B] digital apparatus meets all requirements of the Canadian Interference-Causing Equipment Regulation.

Cet appareil numerique de la class [B] respecte toutes les exigences du Reglement sur le materiel brouilleur du Canada.
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