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Theinformationin thisdocumentis subject to change without notice. The manufacturer makes no representations
orwarrantieswithrespecttothe contentshereofand specifically disclaimanyimplied warranties of merchantability
or fitness for any particular purpose. The manufacturer reserves the right to revise this publication and to make
changes from time to time in the content hereof without obligation of the manufacturer to notify any person of
such revision or changes.

Manual Revisions

Revision Date Description
2.00 July 31,2014 « DSR Products with firmware version 2.00
2.01 November 17,2014 - add License Update section
2.02 January 28, 2015 + DSR Products with firmware version 2.02
3.02 May 06, 2015 - applies to new DSR series models, DSR-500AC & DSR-1000AC
3.03 January 27,2016 - Add new feature sections e.g. IGMP Snooping and OpenVPN etc.
« Updated the following sections: Radio Settings, System Check, IP Mode, Pro-
files, PPPoE (IPv6 WANT1 Settings), DHCP Leased Clients
3.04 March 31,2017 + Added the following new features: Service Route Management, Radius Ac-
counting, SIM Card Authentication, URL Filtering ACL, OmniSSL Configuration,
OpenVPN Certificate, PPTP/L2TP Auto-connect
« DSR product with firmware v3.11
31 May 08,2017 « Please refer to firmware release note for details.
« Under Traffic Management, added sections: Bandwidth Management and
Session Limiting
« Updated Static and Dynamic Filtering
« Changed the path of Jumbo Frame and moved this section under section
“Connect to Internet”
« Under OpenVPN Authentication: Added Server/Client Certificate, TLS key, and
3.12 January 31,2018 CRL Certificate
+ Added “Universal FW Naming Convention” under the section” Firmware Up-
grade”
- Removed “Pre-shared secret key” support from the section “Settings” under
OpenVPN
- Updated Wi-Fi channels for Australia, Taiwan, Russia, and Singapore in the
“Appendix F - New Wi Fi Frequency Table”
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« Under Traffic Management, added sections: Bridge Bandwidth Profile and
Bridge Traffic Selectors

+ Added “Teredo Tunnel” section under “IPv6 WAN Settings”

+ Added “One to One Mapping” section under VPN

- Under OpenVPN section, following changes are made:
- Updated “OpenVPN Certificates”
- Removed “Authentication” section
- Added “OmniSSL Client Configuration” & “OmniSSL Portal Layouts”

« Added “DUA External CP Web” section under Security

 Updated “IPv4 & IPV6 Firewall Rules” and added “Bridge Firewall Rules” sections
under Firewall Rules

+ Added “Blocked Clients” section

3.13 November 20, 2018 + Added “App Control Policy” section under Security

« Added “DDP Client” under Management

- “Configuration Settings” name changed to “Backup Settings”

- Updated the Log Settings section as per the latest firmware FW3.13

- Under System Information, updated “All Logs” section and removed Firewall
Logs, IPSec VPN Logs, SSL VPN Logs

- Added “Captive Portal Session” and “Session Limiting” sections under Network
Information

- Updated “Radio settings” section

- Added a range of tunnels for PPTP and L2TP servers under L2TP Active Users
section

+ Updated “Note” under DMZ and Load Balancing sections

« Updated “Syslog” section under Remote Logging

Trademarks/Copyright Notice

D-Link and the D-Link logo are trademarks or registered trademarks of D-Link Corporation or its subsidiaries in
the United States or other countries. All other company or product names mentioned herein are trademarks or
registered trademarks of their respective companies.

© 2018 D-Link Corporation, All Rights Reserved

This publication, including all photographs, illustrations and software, is protected under international copyright
laws, with all rights reserved. Neither this manual, nor any of the material contained herein, may be reproduced
without written consent of the author.

Limitations of Liability

UNDER NO CIRCUMSTANCES SHALL D-LINK OR ITS SUPPLIERS BE LIABLE FOR DAMAGES OF ANY CHARACTER
(E.G. DAMAGES FOR LOSS OF PROFIT, SOFTWARE RESTORATION, WORK STOPPAGE, LOSS OF SAVED DATA OR
ANY OTHER COMMERCIAL DAMAGES OR LOSSES) RESULTING FROM THE APPLICATION OR IMPROPER USE OF
THE D-LINK PRODUCT OR FAILURE OF THE PRODUCT, EVEN IF D-LINK IS INFORMED OF THE POSSIBILITY OF SUCH
DAMAGES. FURTHERMORE, DLINK WILL NOT BE LIABLE FOR THIRD-PARTY CLAIMS AGAINST CUSTOMER FOR
LOSSES OR DAMAGES. D-LINK WILL IN NO EVENT BE LIABLE FOR ANY DAMAGES IN EXCESS OF THE AMOUNT
D-LINK RECEIVED FROM THE END-USER FOR THE PRODUCT.
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Safety Instructions

Use the following safety guidelines to ensure your own personal safety and to help protect your system from
potential damage.

Safety Cautions

To reduce the risk of bodily injury, electrical shock, fire, and damage to the equipment, observe the following
precautions:

+ Observe and follow service markings.
« Do not service any product except as explained in your system documentation.

« Opening or removing covers that are marked with the triangular symbol with a lightning bolt
may expose you to electrical shock.

« Only a trained service technician should service components inside these compartments.

« If any of the following conditions occur, unplug the product from the electrical outlet and replace the
part or contact your trained service provider:

- The power cable, extension cable, or plug is damaged.

« An object has fallen into the product.

« The product has been exposed to water.

« The product has been dropped or damaged.

« The product does not operate correctly when you follow the operating instructions.
+ Keep your system away from radiators and heat sources. Also, do not block cooling vents.

+ Do not spill food or liquids on your system components, and never operate the product in a wet
environment. If the system gets wet, see the appropriate section in your troubleshooting guide or
contact your trained service provider.

+ Do not push any objects into the openings of your system. Doing so can cause fire or electric shock by
shorting out interior components.

« Use the product only with approved equipment.
+ Allow the product to cool before removing covers or touching internal components.

« Operate the product only from the type of external power source indicated on the electrical ratings
label. If you are not sure of the type of power source required, consult your service provider or local
power company.

« Also, be sure that attached devices are electrically rated to operate with the power available in your
location.

« Use only approved power cable(s). If you have not been provided with a power cable for your system or
for any AC powered option intended for your system, purchase a power cable that is approved for use
in your country. The power cable must be rated for the product and for the voltage and current marked
on the product’s electrical ratings label. The voltage and current rating of the cable should be greater
than the ratings marked on the product.

« To help prevent electric shock, plug the system and peripheral power cables into properly grounded
electrical outlets.

« These cables are equipped with three-prong plugs to help ensure proper grounding. Do not use
adapter plugs or remove the grounding prong from a cable. If you must use an extension cable, use a
3-wire cable with properly grounded plugs.
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« Observe extension cable and power strip ratings. Make sure that the total ampere rating of all products
plugged into the extension cable or power strip does not exceed 80 percent of the ampere ratings limit
for the extension cable or power strip.

« To help protect your system from sudden, transient increases and decreases in electrical power, use a
surge suppressor, line conditioner, or uninterruptible power supply (UPS).

« Position system cables and power cables carefully; route cables so that they cannot be stepped on or
tripped over. Be sure that nothing rests on any cables.

« Do not modify power cables or plugs. Consult a licensed electrician or your power company for site
modifications.

« Always follow your local/national wiring rules.

« When connecting or disconnecting power to hot-pluggable power supplies, if offered with your system,
observe the following guidelines:

« Install the power supply before connecting the power cable to the power supply.
« Unplug the power cable before removing the power supply.

- If the system has multiple sources of power, disconnect power from the system by unplugging all
power cables from the power supplies.

« Move products with care; ensure that all casters and/or stabilizers are firmly connected to the system.
Avoid sudden stops and uneven surfaces.
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Protecting Against Electrostatic Discharge

Static electricity can harm delicate components inside your system. To prevent static damage, discharge static
electricity from your body before you touch any of the electronic components, such as the microprocessor. You can
do so by periodically touching an unpainted metal surface on the chassis.

You can also take the following steps to prevent damage from electrostatic discharge (ESD):

1. When unpacking a static-sensitive component from its shipping carton, do not remove the
component from the anti-static packing material until you are ready to install the component
in your system. Just before unwrapping the anti-static packaging, be sure to discharge static
electricity from your body.

2. When transporting a sensitive component, first place it in an anti-static container or package.

3. Handle all sensitive components in a static-safe area. If possible, use anti-static floor pads,
workbench pads and an anti-static grounding strap.
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Power Usage

This device is an Energy Related Product (ErP) with High Network Availability (HiNA), and
automatically switches to a power-saving Network Standby mode within 1 minute of no packets
being transmitted. It can also be turned off through a power switch to save energy when it is

not needed.

DSR-250N
Network Standby:6.2458 watts
Switched Off: 0.1266 watts

DSR-250
Network Standby: 7.8588 watts
Switched Off: 0.1290 watts

DSR-150N
Network Standby: 7.8575 watts
Switched Off: 0.1283 watts

DSR-150
Network Standby: 6.9133 watts
Switched Off: 0.12661 watts

DSR-1000
Network Standby: 7.1232 watts
Switched Off: 0.0743 watts

DSR-500
Network Standby: 6.9334 watts
Switched Off: 0.079 watts

DSR-1000AC
Network Standby: 7.9626 watts
Switched Off: 0.0672 watts

DSR-500AC
Network Standby: 6.6813watts
Switched Off: 0.0652 watts
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Section 1 - Introduction

D-Link Services Routers offer a secure, high performance networking solution to address the growing needs
of small and medium businesses. Integrated high-speed IEEE 802.11n/ac and 3G wireless technologies offer
comparable performance to traditional wired networks, but with fewer limitations. Optimal network security is
provided via features such as virtual private network (VPN) tunnels, IP Security (IPsec), Point-to-Point Tunneling
Protocol (PPTP), Layer 2 Tunneling Protocol (L2TP), and Secure Sockets Layer (SSL). Empower your road warriors

Introduction

with clientless remote access anywhere and anytime using SSL VPN tunnels.

With the D-Link Services Router you are able to experience a diverse set of benefits:

Comprehensive Management Capabilities

The DSR-500, DSR-1000, DSR-500AC, and DSR-1000AC include dual-WAN Gigabit Ethernet
which provides policy-based service management ensuring maximum productivity for your
business operations. The failover feature maintains data traffic without disconnecting when
a landline connection is lost. The Outbound Load Balancing feature adjusts outgoing traffic
across two WAN interfaces and optimizes the system performance resulting in high availability.
The solution supports configuring a port as a dedicated DMZ port allowing you to isolate
servers from your LAN.

Note: DSR-150/150N/250/250N product have a single WAN interface, and thus it does not support
Auto Failover and Load Balancing scenarios.

Superior Wireless Performance

Designed to deliver superior wireless performance, the DSR-150N and DSR-250N include
802.11 a/b/g/n support, allowing for operation on the 2.4 GHz radio band. Multiple In Multiple
Out (MIMO) technology allows the DSR-150N and DSR-250N to provide high data rates with
minimal “dead spots” throughout the wireless coverage area.

Next generation wireless performance is available on the DSR-500AC and DSR-1000AC, which
introduce 802.11AC support to the family. Available on the 5 GHz band, the combination of
wider RF bandwidths and up to 8 MIMO streams take data rates available to supporting AC
clients to the next level.

Note: DSR-150N and DSR-250N support 2.4GHz radio band only.

Flexible Deployment Options
The DSR series supports Third Generation (3G) Networks via an extendable USB 3G dongle. This
3G network capability offers an additional secure data connection for networks that provide
critical services. The product can be configured to automatically switch to a 3G network
whenever a physical link is lost.

Robust VPN features

A fully featured virtual private network (VPN) provides your mobile workers and branch
offices with a secure link to your network. The DSR products are capable of simultaneously
managing 5, 5, 10, 20 Secure Sockets Layer (SSL) VPN tunnels respectively, empowering your
mobile users by providing remote access to a central corporate database. Site-to-site VPN
tunnels use IP Security (IPsec) Protocol, Point-to-Point Tunneling Protocol (PPTP), or Layer 2
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Tunneling Protocol (L2TP) to facilitate branch office connectivity through encrypted virtual
links. The DSR-150/150N, DSR-250/250N, DSR-500 and DSR-1000 support 10, 25, 35 and 100
simultaneous IPsec VPN tunnels respectively. The DSR-500AC and DSR-1000AC support 35 and
100 simultaneous IPsec VPN tunnels respectively.

« Efficient D-Link Green Technology

As a concerned member of the global community, D-Link is devoted to providing eco-friendly
products. D-Link Green Wi-Fi and D-Link Green Ethernet save power and prevent waste. The
D-Link Green WLAN scheduler reduces wireless power automatically during off-peak hours.
Likewise the D-Link Green Ethernet program adjusts power usage based on the detected cable
length and link status. In addition, compliance with RoHS (Restriction of Hazardous Substances)
and WEEE (Waste Electrical and Electronic Equipment) directives make D-Link Green certified
devices the environmentally responsible choice.
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Section 2 - Installation

Installation

This section provides information and steps on how to connect your DSR router to your network.

Before you Begin

Observe the following precautions to help prevent shutdowns, equipment failures, and injuries:

« Ensure that the room in which you operate the device has adequate air circulation and that the
room temperature does NOT exceed 40°C (104°F).

« Allow 1 meter (3 feet) of clear space to the front and back of the device.

« Do NOT place the device in an equipment rack frame that blocks the air vents on the sides of the
chassis. Ensure that enclosed racks have fans and louvered sides.

- Before installation, please correct these hazardous conditions: moist or wet floors, leaks,
ungrounded or frayed power cables, or missing safety grounds.

Connect to your Network

This section provides basic information about physically connecting the DSR-250 to a network.

1. Connect an Ethernet cable from the port labeled WAN to the external router or modem. The
port WAN is pre-allocated to the WAN network segment.

2. Connect an Ethernet cable from one of the LAN ports to a switch or a computer in the LAN
network segment.

3. Connect an RJ45-to-DB9 cable from the console port for CLI (Command Line Interface)
management access (optional).

Note: Refer to the Quick Installation Guide included with your router for more information on
network connectivity, port, and LED information.
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Section 3 - Basic Configuration

Basic Configuration

After you install the router, perform the basic configuration instructions described in this section which includes:

- “#1 Log in to the Web Ul”on page 5

- “#2 Change LAN IP Address”on page 6

- “#3 Configure DHCP Server” on page 7

- “#4 Set Time and Date” on page 8

« “#5 Internet Connection Setup” on page 9
- “#6 Wireless Network Setup” on page 12

« “#7 Create Users”on page 13

- “#8 Security/VPN Wizard” on page 14

- “#9 Dynamic DNS Wizard” on page 16
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#1 Log in to the Web Ul

The LAN connection may be through the wired Ethernet ports available on the router, or once the initial setup
is complete, the DSR may also be managed through its wireless interface. Access the router’s Web user interface
(Web Ul) for management by using any web browser, such as Internet Explorer, Firefox, Chrome, or Safari.

Note: The workstation from which you manage the router must be in the same subnet as the router (192.169.10.0/24).
To access the device with the Web Ul:

1. Connect your workstation to an available LAN port on the router.

2. Ensure your workstation has DHCP enabled or is assigned a static IP address within the
192.168.10.0/24 subnet.

Note: Disable pop-up blocking software or add the management IP address http://192.168.10.1 to
your pop-up blocker’s allow list.

3. Launch a browser, enter the IP address for the LAN interface (default = http://192.168.10.1), and
then press Enter.

le - Windows Internet Explore

E D-Link | Building Networks for Peo

4. Enter your username (default = admin) and your password (default = admin), then click Login.

Please login to access D-Link Unified Controller (DSR-1000M) to manage and use the device.

Login

Username | |

Password | |

5. The web management interface opens with the Status > Dashboard page. This page displays
general, LAN, and WLAN status information. You can return to this page at any time by clicking
Status > Dashboard.

D-Link DSR-Series User Manual 5



Section 3 - Basic Configuration

#2 Change LAN IP Address

To change the LAN IP address of the router, follow the steps below:

1. Log in to the router.
2. Click Network > LAN > LAN Settings. The LAN Settings page will appear.

€D Status = Wireless B Network €&y VPN 8 Security £°® Maintenance

Network » LAN » LAN Settings o e

The LAN Configuration page allows you to configure the LAN interface of the router including default behaviour for ping on LAN interfaces, the
DHCP Server which runs on it and Changes here affect all devices connected to the router’s LAN switch and also wireless LAN clients. Mote that a
change to the LAN IP address will require all LAN hosts to be in the same subnet and use the new address to access this GUI.

LAN Settings

LAN Ping
Allow Ping from LAN

IP Address Setup

IP Address 1592.168.10.1
Subnet Mask 255.255.255.0
DHCP Setup

i

DHCP Mode DHCP Server

Starting IP Address
Ending IP Address
Default Gateway
Domain Name DLink

Lease Time [Range: 1 - 262800] Hours
Configure DNS / WINS oF

3. Under IP Address Setup, enter a new IP address for the router.
4. Enter a new subnet mask if needed.
5. Click Save at the bottom of the page.

Note: If you change the IP address and click Save, the Web Ul will not respond. Open a new connection to the new IP
address and log in again. Be sure the LAN host (the machine used to manage the router) has obtained an IP address
from newly assigned pool (or has a static IP address in the router’s LAN subnet) before accessing the router via changed

IP address.
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#3 Configure DHCP Server

To change the DHCP settings of the router, follow the steps below:

1. Log in to the router.
2. Click Network > LAN > LAN Settings. The LAN Settings page will appear.

AT E— 2T Vi c o T
(3 Status = Wireless B Network €&y VPN 2 Security £° Maintenance
Network » LAN » LAN Settings o e
The LAN Configuration page allows you to configure the LAN interface of the router including default behaviour for ping on LAN interfaces, the
DHCP Server which runs on it and Changes here affect all devices connected to the router’s LAN switch and also wireless LAN clients. Mote that a
change to the LAN IP address will require all LAN hosts to be in the same subnet and use the new address to access this GUI.
LAN Settings
LAN Ping
Allow Ping from LAN ‘”‘
IP Address Setup
IP Address 182.168.10.1
Subnet Mask 255.255.255.0
DHCP Setup
DHCP Mode DHCP Server :
Starting IP Address 192.168.10. 100
Ending IP Address 192.168.10.254
Default Gateway 182.168.10.1
Domain Name DLink
Lease Time [Range: 1 - 262800] Hours
Configure DNS / WINS OFF

3. From the DHCP Mode drop-down menu under DHCP Setup, select None (disable)) DHCP Server
(enable), or DHCP Relay.

Note: DHCP Relay will allow DHCP clients on the LAN to receive IP address leases and corresponding
information from a DHCP server on a different subnet. When LAN clients make a DHCP request it will be
passed along to the server accessible via the Relay Gateway IP address you enter.

4. If enabled, fill in the following fields:

Field Description

Enter the starting IP address in the DHCP address pool. Any new DHCP client joining the LAN is

Starting IP Address assigned an IP address within the starting and ending IP address range. Starting and ending IP
addresses should be in the same IP address subnet as the wireless controller’s LAN IP address.

Ending IP Address Enter the ending IP address in the DHCP address pool.
By default this setting is router’s LAN IP address. It can be customized to any valid IP within the LAN

Default Gateway subnet, in the event that the network’s gateway is not this router. The DHCP server will give the
configured IP address as the Default Gateway to its DHCP clients.
Domain Name Enter a domain name.
Lease Time Enter the time, in hours, for which IP addresses are leased to clients.

Configure DNS/WINS Toggle to On and enter DNS and/or WINS server IP address(es).

5. Click Save at the bottom of the page.
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#4 Set Time and Date

1. Log in to the router.

2. Click Wizard in the upper-right side of the page. If you want to manually configure your date/time
settings, refer to “Date and Time” on page 209.

3. Click Run in the Date and Time Wizard box.

Vizards [x}
Secu
2w Dk Unified de you in configuring default Outbound Polcy, VPN
o ongs -
Date and Time Wizard Users wizard
This Wizard helps you in confiuring Date and Time settings This Wizard suides you i cresting s new user
ynamic ONS Wizard
This Wizrd hol: Dymamic DNS WANT or WANZ or WANS h conmon and «
;;;;;;;

4. Click the continent from the map and then next to City, select your time zone from the drop-down
menu. Toggle Daylight Saving to ON if it applies to you and then click Next.

Date and Time Wizard o

Current Time Zone is (GMT) Greenwich Mean Time : Dublin Edinburgh

Lisbon London

Time Zone

[ | Region Morth America

City (GMT-08:00) PacificTi v
Daylight Saving EX

s (1067 Frevous

5. Toggle NTP server to ON to use a time server or toggle to OFF to manually enter the time and date.

6. Ifyou selected ON, select either Default or Custom from the drop-down menu. If you selected Custom,
enter a primary and secondary NTP server address.

7. Enter the time to synchronize with the NTP server and click Save.

Date and Time Wizard o
Current NTP Server is ON
Obtain Time from Network
NTP Server BEX
NTP Server Type | Defautt M
Time to Synchronizs 120
sep (2012

8. A summary page will appear. Verify your settings and then click Finish.
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#5 Internet Connection Setup

This router has two WAN ports that can be used to establish a connection to the internet. It is assumed that you
have arranged for internet service with your Internet Service Provider (ISP). Please contact your ISP or network
administrator for the configuration information that will be required to setup the router. Supported Internet
connection types include Dynamic, Static, PPPoE, PPTP, L2TP, Japanese PPPoE, and Russian PPPoE/PPTP/L2TP.

To configure your router to connect to the Internet, follow the steps below:

1. Log in to the router.

2. Click Wizard in the upper-right side of the page. If you want to manually configure your Internet

settings, refer to “Connect to the Internet” on page 32.

AIN ) | Language:

| Firmware: 1

3. Click Run in the Internet Connection Wizard box.

Wizards

Internet Connection Wizard

Services Router to the Internet .

This wizard will guide you in connecting your new D-Link Unified

Date and Time Wizard

Dynamic DNS Wizard

settings.

This Wizard helps you in configuring Date and Time settings .

This Wizard helps in configuring Dynamic DNS WANT or WANZ or WAN3

Security Wizard
This wizard will guide you in configuring default Qutbound Policy, VPN
Passthrough and VPN Network Settings .

Users Wizard
This Wizard guides you in creating a new user .

Wireless Wizard
This wizard will guide you through common and easy steps to configure

your router’s wireless interface .

4. Toggle On next to either DHCP or Static IP Address and click Next. If your connection type is not listed,
refer to “Connect to the Internet” on page 32.

Internet Connection Wizard

Internet Connection

P

password to get on

password to get onli

Step:[1 of2]

LTe
Choase this if your Internet connection requires
line

TP
Choose this if your Internet connection requires PPTP username an
line

Current Connection type DHCP

Static IP Address
Chouse this option if

n if your Internet Setup Provider provided you with IP
lly configured

o
Address information that has to be manual

i
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a. Ifyou selected DHCP, complete the fields below:

Internet Connection Wizard °

L ————

DHCP Connection (Dynamic IP Address)

MAC Address Source | Use Default Address |z|| Host Hame: | |

DNS settings

DS Server Source | Get Dynamically from |512||

Step: [2 of 2] Save

Field Description

This MAC address will be recognized by your ISP. Select from the following three options:
 Use Default Address - Uses the default MAC address of the router.

MAC Address Source + Clone your PC’s MAC Address - Select to use the MAC address of the computer you are currently
connecting with.

* Use this MAC Address - Select to manually enter a MAC address and enter the address in the box.

Host Name Enter a host name if required by your ISP.

Select from the following two options:
DNS Server Source » Get Dynamically from ISP - Select to use the DNS servers assigned by your ISP.
» Use these DNS Servers - Select to manually enter a primary and secondary DNS server address(es).

Skip to Step 5 on the bottom of the next page.
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b. If you selected Static, complete the fields below:

Internet Connection Wizard o
Static IP Connection Details
Static IP Address
MAC Address Source Use Default Address H IP Subnet Mask |:|
1P Address [ ]
Gatevay P Address [ ]
DNS settings
Primary DNS Server L] Seconday DNSSerer [ ]
Step:[2  of2] [Previous | Save |

Field Description

This MAC address will be recognized by your ISP. Select from the following three options:
 Use Default Address - Uses the default MAC address of the router.

MAC Address Source « Clone your PC’s MAC Address - Select to use the MAC address of the computer you are currently
connecting with.

» Use this MAC Address - Select this option to manually enter a MAC address and enter the address in
the box.

IP Address Enter the IP address assigned by your ISP.

Gateway IP Address | Enter the gateway IP address assigned by your ISP.

IP Subnet Mask Enter the subnet mask assigned by your ISP.

Primary DNS Server | Enter the primary DNS server IP address assigned by your ISP.

Secondary DNS Server | Enter the secondary DNS server IP address assigned by your ISP.

5. Click Save. The router will reboot and attempt to connect to your ISP. Please allow one to two minutes
to connect.
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#6 Wireless Network Setup

This wizard provides a step-by-step guide to create and secure a new access point on the router. The network
name (SSID) is the AP identifier that will be detected by supported clients. The Wizard uses a TKIP+AES cipher for
WPA / WPA2 security; depending on support on the client side, devices associate with this AP using either WPA
or WPA2 security with the same pre -shared key.

The wizard has the option to automatically generate a network key for the AP. This key is the pre-shared key
for WPA or WPA2 type security. Supported clients that have been given this PSK can associate with this AP. The
default (auto-assigned) PSK is “passphrase”.

1. Login to the router.
2. Click Wizard in the upper-right side of the page.

3. Click Run in the Wireless Wizard box.

Wizands o
Internet Connection Wizard Security Wizard
This wizard will guide you in connecting your new D-Link Unified This wizard will guide you in configuring default Outbound Policy, VPN
Services Router to the Internet . Passthrough and VPN Network Settings .
Date and Time Wizard Users Wizard
This Wizard helps you in confizuring Date and Time settings . This Wizard guides you in creating a new user .
Dynamic DNS Wizard Wireless Wizard
This Wizard helps in configuring Dynamic DNS WAN1 or WANZ or WAN3 This wizard will guide you through common and easy steps to configure
settings. your router’s wireless interface .

4. The wizard screen will appear.

Wireless Wizard o
Wireless Wizard Configuration
Profile Mame | defaults : Metwork Key Type | Manual :

i Automatic: To prevent outsiders from accessing your network, the

Metwork Name (S5ID) ‘ B s n s e mai e e LS

Wireless Security Password [ ] Manual: Use this options if you prefer to create our own key .
Wirsless Security Password: Between 8 and 63 characters (A longer WPA
key is more secure than a short one)

stepi[1 of1] [Previous [ save |

5. Select a Profile Name from the drop down menu and enter the Network Name (SSID), which is the name
of your wireless network.

6. Next to Network Key Type, select Manual.

7. Enter a password for the wireless network. Wireless devices connecting to this network must enter this
password to connect. The password is case-sensitive.

8. Click Save.
9. A window will appear with a summary of your settings. Click Finish.
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#7 Create Users

The Users Wizard allows you to create user account that you can assign to groups. Refer to “Users” on page 158
for more information. You may want to create Groups before users so you may assign them to groups as you
create them. To create groups, refer to “Groups” on page 154.

To create new users, follow the steps below:

1. Log in to the router.

2. Click Wizard in the upper-right side of the page.

3. Click Run in the Users Wizard box.

Wizards

Internet Connection Wizard
This wizard will guide you in connecting your new D-Link Unified

Services Router to the Internet .

Date and Time Wizard
This Wizard helps you in configuring Date and Time settings .

Dynamic DNS Wizard
This Wizard helps in configuring Dynamic DNS WANT or WANZ or WAN3

Security Wizard
This wizard will guide you in confisuring default Qutbound Palicy, VPN
Passthrough and VPN Network Settings .

Users Wizard
This Wizard guides you in creating a new user .

Wireless Wizard
This wizard will guide you through common and easy steps to configure

settings. your router’s wireless interface .

4. The wizard screen will appear.

Users Wizard °
Add a New User
User Configuration
New User Name | ‘ Group Type | ADMIN v |
Mew Password | ‘ Confirm Password | |
sep 11 o1 previus

5. Enter a unique user name.

6. Select the group type from the drop-down menu. For more information on groups, refer to “Groups”
on page 154.

7. Enter a password for the user.
8. Enter the password again for confirmation.
9. Click Save.
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#8 Security/VPN Wizard

The Security Wizard allows you to enable VPN passthrough and create a VPN.
Follow the steps below:

1. Log in to the router.
2. Click Wizard in the upper-right side of the page.
3. Click Run in the Security Wizard box.

Vizards

Internet
This wizar
Re

Date and Time Wizard | “Users wizard
“This Wizard helps you in configuring Date and Time settings This Wizard guides you in creating a new user

Dynamic DNS Wizard
This Wizard helps in configuring Dynamic DNS WANT or WAN2 or WAN
ettin

setings o e mirce
.. | run. |

4. The wizard screen will appear.

Security Wizard o

Current Qutbound Policy is Allow

Default Outbound Policy for IPv4
TR

VPN Passthrough

IPSec il PPTP - ..

Enable this to allow IPsec tunnels to pass through the route. . Enable this to allow PPTP tunnels to pass through the router. To make
this work, enable PPTP ALG also. .

LaTpP .

Enable this to allow LZTP tunnels to pass through the router.

Step:[1  of3]

£

5. Select the default outbound policy from the drop-down menu.
6. Toggle which type(s) of VPN you want allowed to pass through the router to ON and click Next.
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7. You can quickly create both IKE and VPN policies. Once the IKE or VPN policy is created, you can modify
it as required.

Security Wizard °

configure VPN Type and Remote & Local Addresses

Select VPN Type for your VPN Network

Select VPN Type Connection Name l:l
IP Protocol Version Pre-Shared key l:l
IKE Version Local Gateway
Remote & Local WAN Addresses

Remote Gateway Type Remote WAN's P l:l
Local Gateway Type i

Address / FQDN

steps 2013

8. From the Select VPN Type drop-down menu, select either Site to Site or Remote Access.
9. Next to Connection Name, enter a name for this VPN connection.
10. Next to IP Protocol Version, select either IPv4 or IPv6.

Note: The IP Protocol Version drop-down list depends up on the IP Mode selected on the Network > IPv6 > IP
Mode page.

11. Next to IKE Version, select the version of IKE.

12. Next to Pre-Shared Key, enter the pre-shared key used.

13. Next to Local Gateway, select which WAN port used for the local gateway.

14. Next to Remote Gateway Type and Local Gateway Type, select either IP Address or FQDN.
15. Enter the Remote and Local WAN IP Address or FQDN and click Next.

Security Wizard °
Secure Connection Accessibility
Configure Secure Connection Accessibility
AR T T I
VRS e —— ]
Step:[3 of3] [ Previous || save

16. Enter the remote network IP address and subnet mask.
17. Enter the local network IP address and subnet mask.
18. Click Save.

Note: The IP address range used on the remote LAN must be different from the IP address range used on the local LAN.
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#9 Dynamic DNS Wizard

Dynamic DNS (DDNS) is an Internet service that allows routers with varying public IP addresses to be located
using Internet domain names. To use DDNS, you must setup an account with a DDNS provider such as DynDNS.
org, D-Link DDNS, or Oray.net. Refer to “Dynamic DNS Settings” on page 56 for more information.

Follow the steps below:

1. Login to the router.
2. Click Wizard in the upper-right side of the page.
3. Click Run in the Dynamic DNS Wizard box.

Wizards o
Internet Connection Wizard Security Wizard
This wizard will guide you in connecting your new D-Link Unified This wizard will guide you in configuring default Outbound Policy, VPN
Services Router to the Internst . Passthrough and VPN Network Settings .
Date and Time Wizard Users Wizard
This Wizard helps you in configuring Date and Time settings . This Wizard suides you in creating a new user .
Dynamic DNS Wizard Wireless Wizard
This Wizard helps in confisuring Dynamic DNS WANT or WANZ ar WAN3 This wizard will guide you through common and easy steps to configurs
settings. your router’s wireless interface .

4. The wizard screen will appear.

Dynamic DNS Wizard o
Dynamic DNS
Dynamic DNS. | wAN1 :
Dynamic DNS WAN1
Dynamic DNS Service Type DynDNS : Host Name admin
User Name Password |asess |
Wildcard Force Update Interval (1-30 Days )
Step : [1 of 1] w Save

5. Next to Dynamic DNS, select WAN1, WAN2, or WAN3.

Note: WAN3 is available only in DSR-1000AC model.

Select the Dynamic DNS Server Type from the drop-down menu.

Depending on your service, enter your DDNS User Name, Password, and Host Name.
Toggle Wildcards to ON if required by your DDNS service.

. Enter the Force Update Interval.

0. Click Save.

= © ® N o
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LAN Configuration

By default, the router functions as a Dynamic Host Configuration Protocol (DHCP) server to the hosts on the LAN
and WLAN network. With DHCP, PCs and other LAN devices can be assigned IP addresses as well as addresses
for DNS servers, Windows Internet Name Service (WINS) servers, and the default gateway. With DHCP server
enabled the router’s IP address serves as the gateway address for LAN and WLAN clients. The PCs in the LAN are
assigned IP addresses from a pool of addresses specified in this procedure. Each pool address is tested before it
is assigned to avoid duplicate addresses on the LAN.

For most applications, the default DHCP and TCP/IP settings are satisfactory. If you want another PC on your
network to be the DHCP server or if you are manually configuring the network settings of all of your PCs, set the
DHCP mode to‘none’ DHCP relay can be used to forward DHCP lease information from another DHCP server on
the network. This is particularly useful for wireless clients.

Instead of using a DNS server, you can use a Windows Internet Naming Service (WINS) server. AWINS server is the
equivalent of a DNS server but uses the NetBIOS protocol to resolve host names. The router includes the WINS
server |IP address in the DHCP configuration when acknowledging a DHCP request from a DHCP client.

You can also enable DNS proxy for the LAN. When this is enabled the router then as a proxy for all DNS requests
and communicates with the ISP’s DNS servers. When disabled all DHCP clients receive the DNS IP addresses of
the ISP.
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Path: Network > LAN > LAN Settings

LAN Settings

To configure the LAN settings on the router:
1. Click Network > LAN > LAN Settings.

LAN Settings

LAN Ping
Allow Ping from LAN

IP Address Setup
1P Address

Subnet Mask

DHCP Setup
DHCP Mode

Starting IP Address
Ending IP Address
Default Gateway
Domain Name
Lease Time

Configure DNS / WINS

Secondary DNS Server

WINS Server

DNS Host Name Mapping

N in es, the
less LAN clients, Note that a
GUI.

99

# | Host Name

| Ip Address

1

N A AN

LAN Proxy
Activate DNS Proxy

IB

Save Cancel

2. Complete the fields in the table below and click Save.

Field Description

IP Address Enter an new IP address for the router. Default is 192.168.10.1.

Subnet Mask

Enter the subnet mask for your network. Default is 255.255.255.0.

DHCP Mode

Select one of the following modes:
+ None - Turns off DHCP.
« DHCP Server (default) - The router will act as the DHCP server on your network.

- DHCP Relay - DHCP clients on your network will receive IP address leases from a DHCP server on a

different subnet.
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DHCP Server

1. Select DHCP Server from the drop-down menu.

DHCP Setup
DHCP Mode

| DHCP Server

Starting IP Address | 152 168.10.100

Ending IP Address |192.1EE.1D.254

Default Gateway | 192.168.10.1

Domain Name | DLink

Lease Time [Ranee 262800] Hour
Configure DNS / WINS [ e

2. Complete the fields in the table below and click Save.

Field Description

DHCP Mode

Select DHCP Server from the drop-down menu.

Starting IP Address

Enter the starting IP address in the DHCP address pool. Any new DHCP client joining the LAN is assigned
an IP address within the starting and ending IP address range. Starting and ending IP addresses must
be in the same IP address subnet as the router’s LAN IP address.

Ending IP Address

Enter the ending IP address in the DHCP address pool.

Default Gateway

Enter the default gateway IP address you want to assign to your DHCP clients. This IP is usually the
router’s LAN IP address (default is 192.168.10.1).

Domain Name

Enter a domain name.

Lease Time

Enter the time, in hours, for which IP addresses are leased to clients.

Configure DNS/WINS

Toggle to On to manually enter DNS and/or WINS server IP address(es). If set to Off, your router’s LAN
IP address will be assigned the DNS server to your clients and the router will get the DNS information
from your ISP.

Primary DNS Server

Enter the primary DNS Server IP address.

Secondary DNS Server | Enter the secondary DNS Server IP address.
WINS Server Enter the IP address of a WINS server (Optional).
Save Click Save at the bottom to save and activate your settings.
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DHCP Relay

1. Select DHCP Relay from the drop-down menu.

DHCP Setup
DHCP Mode | DHCP Relay E‘
Domain Mame |DLink |
Gateway | |

2. Complete the fields in the table below and click Save.

DHCP Mode Select DHCP Relay from the drop-down menu.
Domain Name Enter the domain name of your network.
Gateway Enter the relay gateway IP address.
Save Click Save at the bottom to save and activate your settings.
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LAN DHCP Reserved IPs
Path: Network > LAN > LAN DHCP Reserved IPs

The router’s DHCP server can assign IP settings to your clients on your network by adding a client’s MAC address
and the IP address to be assigned. Whenever the router receives a request from a client, the MAC address of that
client is compared with the MAC address list present in the database. If an IP address is already assigned to that

computer or device in the database, the customized IP address is configured otherwise an IP address is assigned
to the client automatically from the DHCP pool.

To create DHCP reservations:
1. Click Network > LAN > LAN DHCP Reserved IPs.

Status = Wireless E Network .{:3 VPN 2 Security ﬂ"’ Maintenance

Network » LAN » LAN DHCP Reserved IPs (7 (=)

[This page allows user to configure the reserved IP Addresses for the DHCP Server configuration.In order to ensure certain LAN devices always

receive the same IP address when DHCP is enabled on the LAN, bind the LAN device's MAC address to a preferred IP address. This IP address will only|
be assiened to the matching MAC address.

LAN DHCP Reserved IPs List

Show entries [Right click on record to get more options | | |

Host Name ) \ MAC Address & |P Address 8 | IP/MAC Binding )

No data available in table

Showing 0 to 0 of 0 entries || First || | Previous || Next ; | Last 4|

Add New DHCP Reserved IP

2. Click Add New DHCP Reserved IP.
3. Enter the following information and click Save.

LAN DHCP Reserved IP Configuration °

Host Mame ‘ ‘

IP Address ‘ ‘

MAC Address \ \

Associate with
IP/MAC Binding

L
Log Dropped Packsts ﬂ"![_!

Field Description
Host Name Enter a host name for this device. Do not use spaces.
IP Address Enter the IP address you want to assign to this device. Note that this IP address must be in the same
range as the starting/ending IP address under DHCP Settings.
MAC Address Enter the MAC address of this device (xx:xx:xx:xx:xx:xx format). This is not case-sensitive.
Assoaa;?nv;litnthP/MAC Toggle ON to associate this device'’s information with IP/MAC binding.
Log Dropped Packets | It displays the logging option for the dropped packets.
Save Click Save to save and activate your settings.
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IP/MAC Binding

Path: Network > LAN > IP/MAC Binding

Another available security measure is to only allow outbound traffic (from LAN to WAN) when the LAN node has
an IP address matching the MAC address bound to it. This is IP/MAC Binding, and by enforcing the gateway to
validate the source traffic’s IP address with the unique MAC Address of the configured LAN node, the administrator
can ensure traffic from that IP address is not spoofed. In the event of a violation (i.e. the traffic’s source IP address
doesn’t match up with the expected MAC address having the same IP address) the packets will be dropped and
can be logged for diagnosis.

To create IP/MAC Binding Rules:
1. Click Network > LAN > IP/MAC Binding.

Status = Wireless B Network ¢EY VPN

Network = LAN = IP/MAC Binding

IP/MAC Binding List

Security £ Maintenance

2 )

The table lists all the currently defined IP/MAC Bind rules and allows several operations on the rules.This feature allows protection against spoofed
IP addresses by enforcing the gateway to validate the source traffic’s IP address with the unique MAC Address of the configured LAN node. In the
event of a violation (i.e. the traffic’s source IP address doesn’'t match up with the expected MAC address having the same IP address) the packets
will be dropped and can be logged for diagnosis.

Show entries [Right click on record to get more options ] |_ a, |
| Host Name G| MAC Address & IP Address 8 Log Dropped Packets 6

No data available in table

Showing 0 to 0 of 0 entries

Add New IP/MAC Binding

1| First

| Previaus || Next || Last j|

2. The following fields are displayed on the IP/MAC Binding page.

Field Description

Host Name It displays the user-defined name for this rule.
MAC Address It displays the MAC address of this rule.
IP Address It displays the IP address for this rule.
Log Dropped Packets | It displays the logging option for this rule.

3. To add a new entry, click Add New IP/MAC Binding.

IP/MAC Binding Configuration

Host Name | |

MAC Address | |

IP Address | |

Log Dropped Packets M-_T

Save
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4. The fields present on the IP/MAC Binding Configuration page are given below.

Field Description

Host Name Enter the host name for this rule. Do not use spaces.
MAC Address Enter the MAC address of this rule (xx:xx:xx:xx:xx:xx format). This is not case-sensitive.
IP Address Enter the IP address you want to assign to this rule. Note that this IP address must be in the same range

as the starting/ending IP address under DHCP Settings.

Log Dropped Packets

Specify the logging option for this rule. If enabled, such packets will be logged before dropping. The
router displays the total count of dropped packets which violated either IP to MAC Binding or MAC to

IP Binding.

Save

Click Save to save your settings.
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IGMP Setup

Path: Network > LAN > IGMP Setup

IGMP snooping (IGMP Proxy) allows the router to‘listen’in on IGMP network traffic through the router. This then
allows the router to filter multicast traffic and direct it only to hosts that need this stream. This is helpful when
there is a lot of multicast traffic on the network where all LAN hosts do not need to receive this multicast traffic.

To enable IGMP Proxy:

1. Click Network > LAN > IGMP Setup.
2. Toggle IGMP Proxy to On.

3. Click Save.

To enable IGMP Snooping:

System Search..

B Network &S VPN ! £o°

Network » LAN » IGMP Setup o0

IGMP Setp [ IGMP Snooping

he IGMP Proxy page allows user to enable IGMP proxy. The proxy contains many downstream interfaces and a unique upstream interface explicitly
configured. It performs the host side of the IGMP protocol on its upstream interface and the router side of the IGMP protocol on its downstream interfaces.
IGMP Setup

IGMP Setup

IGMP Proxy [ o mm| N

1.The IGMP proxy is switched on.

2. Click IGMP Snooping tab.

3.Toggle IGMP Snooping to On and click Save.
4. Right click to edit any of the VLAN IDs.

System Search.. %

o°

Network » LAN » IGMPSctup » IGMP Snooping o9

IGMP Setup | IGMP Snooping

This page allows to enable global IGMP sncoping and supports configuration of IGMP snooping over different ports for a particular VLAN

IGMP Snooping

IGMP Snoaping [ o |
—

IGMP Sneoping List

Show| 10 ~| entries  [Right click on record to get more options | aQ

VLAN ID Q\ Pnr:l‘emcrame & IGMP Port bnmneumg g

1 1234 2

-

Showng 110 10f 1 entres N N R
IGMP Snooping Configuration °

vian ID 1

IGMP Port Membership Configuration
Port Membership 1

Note: IGMP Snooping is supported only in DSR-250/250N.
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UPnP

Path: Network > LAN > UPnP

Universal Plug and Play (UPnP) is a feature that allows the router to discover devices on the network that can
communicate with the router and allow for auto-configuration. If a network device is detected by UPnP, the
router can open internal or external ports for the traffic protocol required by that network device. If disabled, the
router will not allow for automatic device configuration and you may have to manually open/forward ports to
allow applications to work.

To configure the UPnP settings:

1.

Click Network > LAN > UPnP.

2. Toggle Activate UPnP to On.
3.
4. EnteravalueforAdvertisement Period.This is the frequency that the router broadcasts UPnP information

Select a VLAN from the LAN Segment drop-down menu.

over the network. A large value will minimize network traffic but cause delays in identifying new UPnP
devices to the network.

Enter a value for Advertisement Time to Live. This is the number of steps a packet is allowed to propagate
before being discarded. Small values will limit the UPnP broadcast range. A default of 4 is typical for
networks with a few number of switches.

Click Save.

Your entry will be displayed in the UPnP Port Map List. To edit or delete, right-click an entry and select
the action from the menu. Repeat steps 2-6 to add multiple entries.

M) | Language: Engils (") Loget

89 | Fanmware: 3.13 WV

B Nework

Metwork = LAN = UPnP eo

UPNP (Universal Plug and Play) is o feature that aliows for automatic discovery of devices thal can communicate with this security appliance UPnP is
utetul for auto-contiguning Applicamhon rules, where imernallexsernal pons for the traffic protocol reguired by a detecied network device &fe opened
withoul user intervention. The UPnP Port Map Table has the details of UPnP devices that respond to the router’s advertisemenis, and thereby don't
require corresponding apphcatkon (pert forwarding) rules 1o be configured

UPnpP

uPnpP Setup
Activate UPnP ey
LAN Segment LAN J
Advertisement Period 1809
Adveriizement Time To Live

UPnP Port Map List
Show 16 _-]umu [ night ehiek aptons |

Active i3 IP Addiess g | Pratocel & | imeinal Por 8 | Exteinal Porl =h

NNo data avalable 1 tabie

Showing 0t 0 of 0 entries i | [ 1 Previces || et

D-Link DSR-Series User Manual 25



Section 4 - LAN Configuration

VLAN

The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured
to communicate in a sub network defined by VLAN identifiers. LAN ports can be assigned unique VLAN IDs so
that traffic to and from that physical port can be isolated from the general LAN.

VLAN filtering is particularly useful to limit broadcast packets of a device in a large network VLAN support is
enabled by default in the router. In the VLAN Configuration page, enable VLAN support on the router and then
proceed to the next section to define the virtual network.

VLAN Settings

Path: Network > VLAN > VLAN Settings

TheVLAN List page displays a list of configured VLANs by name and VLAN ID. AVLAN membership can be created
by clicking the Add New VLAN button below the list.

AVLAN membership entry consists of a VLAN identifier and the numerical VLAN ID which is assigned to the VLAN
membership. The VLAN ID value can be any number from 2 to 4093. VLAN ID 1 is reserved for the default VLAN,
which is used for untagged frames received on the interface.

To create a new VLAN:
1. Click Network > LAN > VLAN Settings.
2. Click On/Off button to enable or disable VLAN. If enabled, it allows the user to add a new VLAN.
3. Click Add New VLAN at the bottom.

4. Enter the following required information from the table on the next page.

Status. = Wireless B Network &S VPN 8 security £° Maintenance

Network » VLAN » VLAN Settings (2 (=)
The router supports virtual network isolation on the LAN with the use of VLANs. LAN devices can be configured to communicate in a subnetwork
defined by VLAN identifiers.

IVLAN Configuration

Vlan Enable BEX ]

Save Cancel

VLAN List

Show‘ 10 B entries [Right click on record to get more options | | Q_\

‘ Name Gi VLAN ID & ‘ IP Address & { Subnet Mask & | Captive Portal & | Authentication Server & | Prefix & | Prefix Length & ‘

2 2 192.168.20.1 255.255.255.0 Free none NJA N/A

Default 1 192.168.10.1 255.255.255.0 Free none fec0::1 64

Showing 1 to 2 of 2 entries

Add New VLAN

| First || .| Previous | 1 | Mext , || Last j
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VLAN Configuration

VLAN 1D

Name

Routing

DHCP

VLAN IPvé

DHCPv6
Status

Captive Portal
Captive Portal

Activate InterVLAN

Multi VLAN Subnet
IP Address

Subnet Mask

DHCP Mode

LAN Proxy
Enable DMNS Proxy

Enable VLAN IPvé

LAN TCP/IP Setup
IPvé Address

IPvé Prefix Length

[Range: 4093] I
|
(e
[ Je=
| |
| |
@ None  © DHCP Server ) DHCP Relay
- 2 W—
- 4 W—
|
I:I [Range: 0 - 128]
r—| OFF
=

Field

Description
Enter a number between 2 and 4093. This numeric value associated with the VLAN is used both

VLANID for management and in some cases to update the Ethernet packet header for member device traffic
forwarded through this VLAN.
Name Enter a name for your VLAN.

Captive Portal

Toggle ON to enable Captive Portal (refer to “Captive Portal” on page 29 for more information).

Activate InterVLAN

Toggle ON to allow routing between multiple VLANs or OFF to deny communication between VLANSs.

Enable DNS Proxy

Enable VLAN IPv6

Routing
IP Address Enter the IP address for the VLAN.
Subnet Mask Enter the subnet mask for the VLAN.
Select one of the following modes:
+ None - Turns off DHCP for your VLAN.
DHCP Mode « DHCP Server (default) - The router will act as the DHCP server for your VLAN.

- DHCP Relay - DHCP clients on your VLAN will receive IP address leases from a DHCP server on a
different subnet.

LAN Proxy

Toggle ON to enable the router to act as a proxy for all DNS requests and communicate with the ISP’s DNS
servers.

VLAN IPv6
Toggle to ON to enable IPv6 on this VLAN.

IPv6 Address Enter the router’s VLAN IPv6 address.
Enter an IPv6 prefix length. The range is 0 to 128. The IPv6 network (subnet) is identified by the initial
IPv6 Prefix Length bits of the address called the prefix. All hosts in the network have the identical initial bits for their IPv6

address; the number of common initial bits in the networks addresses is set by the prefix length field.
DHCPv6

Status

| By default the DHCPv6 server is disabled for the VLAN. Once enabled, configure the fields given below. |
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Mode

Select the mode as Stateless or Statefull.

Domain Name

Enter the name of the domain (Optional) for this DHCPv6 server.

Server Preference

Enter the server preference value. This is used by the stateless DHCP to indicate the preference level of
this DHCP server. DHCPv6 clients will pick up the DHCPv6 server which has highest preference value.
The preference value must be a decimal integer and be between 0 and 255 (inclusive).

DNS Servers

Select one of the following options for DNS servers for the DHCPv6 clients:
« Use DNS Proxy: Enable or disable DNS Proxy on this VLAN.
+ Use DNS from ISP: This option allows the ISP to define the DNS servers (primary/secondary) for the
VLAN DHCP client.
« Use Below: If this is selected, the below configured Primary and Secondary DNS servers are used for
DHCPV6 clients.

Primary DNS Server

Enter the primary DNS Server IP.

Secondary DNS Server

Enter the secondary DNS Server IP.

Lease/Rebind Time

Enter the duration (in seconds) for which IP addresses will be leased to clients.

Prefix Delegation

Enable or disable Prefix Delegation.

Save

Click Save to save and activate your settings.
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Captive Portal

Note: The DSR-150/150N/250/250N routers do not have support for the Captive Portal feature. Captive Portal is
available for LAN users only and not for DMZ hosts.

Captive Portals can be enabled on a per-VLAN basis. Hosts of a particular VLAN can be directed to authenticate
via the Captive Portal, which may be a customized portal with unique instructions and branding as compared to
another VLAN. The most critical aspect of this configuration page is choosing the authentication server. All users
(VLAN hosts) that want to gain internet access via the selected Captive Portal will be authenticated through the
selected server.

To enable Captive Portal to a specific VLAN:

1.
. Click Add New VLAN at the bottom or right-click an existing VLAN and select Edit.

. Toggle Captive Portal to ON.

. Select Captive Portal Type as either Internal CP Web or DUA External CP Web.

. If DUA External CP Web is selected as the Captive Portal Type, you will be redirected to the DUA External

v A W N

8.
0.

Click Network > LAN > VLAN Settings.

Captive Portal web pages. If Internal CP Web is selected, you will be redirected to the device Internal
Captive Portal pages.

. Next to Authentication Server, select an authentication server from the drop-down menu. This field is

available only when Internal CP Web is selected as the Captive Portal Type.

. Next to Login Profile Name, select a profile from the drop-down or click Create a Profile to create a new

one.
Select either HTTP or HTTPS for the redirect type.
If you would like communication between VLANSs, toggle Activate InterVLAN Routing to ON.

10. Click Enable Redirect button to enable URL redirection to the Original URL or to the configured URL.
11. Click Original URL to enable URL redirection to Original URL entered by the user. Enter the URL to be

redirected after successful captive portal authentication.

12. Make any other changes/selections and click Save.

Captive Partal

Captive Portal | on NI

Captive Portal Type [IntarnalCp web -

Login Profile Name ::.default j Create a Profile
Authentication Server l.Lcc al User Database j

Redirect Type g HTTP 3 HTTRS

Activate Inter'VLAN | o

Routing

Captive Partal

Captive Portal ' on [N

Captive Portal Type DUA External CP Web j Enabie DUA External Web Server
Enable Redirect on [

Original URL - on [

Activate IntervLAN | o

Routing
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Port/Wireless VLAN
Path: Network > VLAN Settings > Port VLAN

In order to tag all traffic through a specific LAN port with a VLAN ID, you can associate a VLAN to a physical port
and wireless segment.

VLAN membership properties for the LAN and wireless LAN are listed on this page. The VLAN Port table displays
the port identifier, the mode setting for that port and VLAN membership information. The configuration page is
accessed by selecting one of the four physical ports or a configured access point and clicking Edit.

D-Link

Unified S Router - DSR-1000N 000007 | Firmwr

i “‘ W System Search.. L

T —— s ——
Wireless E Network Security Maintenance

-
.

Metwork » VLAN » Port VLAN o e

This page allows user to configure the port VLAMNs. A user can choose ports and can add them into a VLAM.In order to tag all traffic through a
specific LAN port with a VLAN ID, you can associate a VLAM to a physical port. The VLAN Port table displays the port identifier, the mode setting for
that port and VLAN membership information. Go to the Available YLAN page to configure a VLAN membership that can then be associated with a port

Port VLANs List

o, |
Port Name o] Moce 8 H PVID & " VLAN Membership ® ‘
Portl Access 1 1
Port? Access 1 1
Port3 Access 1 1
Port4 Access 1 1
Showing 1 to 4 of 4 entries

Wireless VLANs List

Q|
Port Name OJ‘ Mode & “ PVID & I[ VLAN Membership @J
DSR-1000M_1 Access 1 1
Test01 Access 1 1

Showing 1 to 2 of 2 entries

To edit, right-click on the port and select Edit. The edit page offers the following configuration options:
+ Mode: The mode of this VLAN can be General, Access (default), or Trunk. Refer to the next page for
more information on the different modes.
« Select PVID for the port when General mode is selected.

+ Configured VLAN memberships will be displayed on the VLAN Membership Configuration for the
port. By selecting one more VLAN membership options for a General or Trunk port, traffic can be
routed between the selected VLAN membership IDs.
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In Access mode the port is a member of a single VLAN
(and only one). All data going into and out of the port is
untagged. Traffic through a port in access mode looks
like any other Ethernet frame.

In General mode the portisa member of a user selectable
set of VLANs. The port sends and receives data that is
tagged or untagged with a VLAN ID. If the data into the
port is untagged, it is assigned the defined PVID.

For example, if Port 3 is a General port with PVID 3, then
the untagged data into Port 3 will be assigned PVID 3. All
tagged data sent out of the port with the same PVID will
be untagged. This is mode is typically used with IP Phones
that have dual Ethernet ports. Data coming from phone
to the switch port on the router will be tagged. Data
passing through the phone from a connected device will
be untagged.

Note: The DSR-150/150N do not support General mode due
to hardware limitations.

In Trunk mode the port is a member of a user
selectable set of VLANSs. All data going into and out
of the port is tagged. Untagged coming into the port
is not forwarded, except for the default VLAN with
PVID=1, which is untagged. Trunk ports multiplex
traffic for multiple VLANs over the same physical link.

Port VLAN Configuration

Mode

DDDDD

Port VLAN Configuration

Mode

VLAN Membership Configuration

VLAN Membership

vvvvv

Port VLAN Configuration

Port Name
Mode
VLAN Membership Configuration

VLAN Membership

rrrrr
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Connect to the Internet

This router has two WAN ports that can be used to establish a connection to the internet. It is assumed that you
have arranged for internet service with your Internet Service Provider (ISP). Please contact your ISP or network
administrator for the configuration information that will be required to setup the router.

Dynamic IP (DHCP)

Path: Network > Internet > WAN1 Settings

Select Dynamic IP (DHCP) to obtain IP address information automatically from your Internet Service Provider.

€55 VPN

B Network

& Security

Network » Internet » WAN{ Settings

@ o

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the |P Addresses, Account
Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Setup
Connection Type Dynamic IP (DHCP) |Z|

VLAM ID [o

Enable VLAN Tag

Dynamic IP (DHCP)

Host Hame

DMS Servers (Domain Name System)

DNS Server Source

° Get Dynamically from ISP _ ) Use These DNS Servers

MAC Address

MAC Address Source

@ Use Default MAC ) Clone your PCs MAC () Use this MAC

Port Setup

MISIze @ custom

Auto Sense Iz‘

Field Description

@ pefaute

Port Speed

Enable VLAN Tag

Toggle to On/Off the VLAN on WAN1.

This numeric value associated with the VLAN is used to identify traffic that is allowed into the WAN1

VLANID network. When the trunk mode is enabled, traffic which are vlan tagged with this ID is allowed into the
WAN1 network.
Host Name Enter a host name if required by your ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP,
MAC Address Source | Clone your PC’'s MAC to use the MAC address of the computer you are currently using to associate with

your modem/ISP, or Use this MAC to manually enter a MAC address.

MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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Path: Network > Internet > WAN1 Settings

Static IP

Select Static IP to manually enter the Internet settings supplied by your Internet Service Provider.

B Network

Network » Internet » WAN{ Settings

This page allows you to set up your Internst connsction. Ensure that you have the Internst connection information such as the IP Addresses, Account
Information stc. This infermation fs usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Sefup
Connection Type

Enable VLAN Tag

Static IP
IF Address

IP Subnet Mask
Gateway IP Address

Domain Name System (DNS) Servers
Primary DNS Server

Secondary DNS Server

MAC Address
MAC Address Source

Port setup
MTU Size

Port Speed

Ststic 1P E

l__'uz

[t0.10.7.54
[255.255.0.0

[to10.11

[e2za

[z

@ use Defauit MAC @ Clone your PCs maC @ use this maC

@ pefautr O custom

: Auto Sense lzl

Field Description

IP Address Enter the IP address supplied by your ISP.
IP Subnet Mask Enter the subnet mask supplied by your ISP.
Gateway IP Address | Enter the gateway IP address supplied by your ISP.
Primary DNS Server | If you selected “Use These DNS Servers”, enter the primary DNS server IP address.
Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP,
MAC Address Source | Clone your PC’'s MAC to use the MAC address of the computer you are currently using to associate with
your modem/ISP, or Use this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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PPPOE

Path: Network > Internet > WAN1 Settings

Select PPPoE (Username/Password) to enter the PPPoE Internet settings supplied by your Internet Service

Provider.

IPv4 WAN Settings

WAN Setup

PPPOE Profile Configuration
#BdressiMode) @ oynamic b @ stacic 1P

IP Address

IP Subnet Mask

© Get Dynamically from 15P @ Use These DNS Servers
0.0.0.0

0.0.0.0

MAC Address Source

@ useDefaut mac  © Cloneyour PC's MAC  © Use this MAC

Port Setup
MTU Size

Field Description

Address Mode Select Dynamic IP or Static IP (IP settings supplied by your ISP).
User Name Enter your PPPOE user name.
Password Enter your PPPoE password.
Service Enter if your ISP requires it.

Authentication Type

Select the authentication type from the drop-down menu.

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the

Reconnect Mode router connect to the Internet only when you initiate an Internet connection. Select Always On to have
the router stay connected to the Internet.
IP Address If you selected Static IP, enter the IP address supplied by your ISP.
IP Subnet Mask If you selected Static IP, enter the subnet mask supplied by your ISP.

Gateway IP Address

If you selected Static IP, enter the gateway IP address supplied by your ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP,
MAC Address Source | Clone your PC’'s MAC to use the MAC address of the computer you are currently using to associate with
your modem/ISP, or Use this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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PPTP

Path: Network > Internet > WAN1 Settings

Select PPTP (Username/Password) to enter the PPTP Internet settings supplied by your Internet Service

Provider.

[E

| Firmware:

B Network €& VPN

Network » Internet » WAN1 Settings

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WAN1 Settings

WANT Setup
Connec tion Type
PPTP
Address Mode
Server Address 0.0.0.0
User Name
Password
MPPE Encryption
Split Tunnel

© On Demand

Domain Name System (DNS) Servers

DNS Server Source @ Get Dynamically from ISP © Use These DNS Servers

MAC Address

MAC Address Source © Use Default MAC @ Cf @ Use this MAC

ne your PC's MAC

MAC Address

00:00:00:00:00:00

Port Setup
MTU Size © Default

-

Save Cancel

@ Custom

Custom MTU

Port Speed

Field Description

Address Mode Select Dynamic IP or Static IP (IP settings supplied by your ISP).
Server Address Enter your PPTP server address.
User Name Enter your PPTP user name.
Password Enter your PPTP password.
MPPE Encryption Toggle to ON.
split Tunnel Toggle to ON to use split tunneling. This will allow you to connect to a VPN and Internet using the same physical

connection.

Reconnect Mode

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the router
connect to the Internet only when you initiate an Internet connection. Select Always On to have the router stay
connected to the Internet.

IP Address If you selected Static IP, enter the IP address supplied by your ISP.
IP Subnet Mask If you selected Static IP, enter the subnet mask supplied by your ISP.
IP Gateway If you selected Static IP, enter the gateway IP address supplied by your ISP.
Static DNS IP Enter the static DNS IP address.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server If you selected “Use These DNS Servers’, enter the primary DNS server IP address.
Secondary DNS Server | If you selected “Use These DNS Servers”, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP, Clone your
MAC Address Source PC’s MAC to use the MAC address of the computer you are currently using to associate with your modem/ISP, or Use
this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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L2TP

Path: Network > Internet > WAN1 Settings

Select L2TP (Username/Password) to enter the L2TP Internet settings supplied by your Internet Service Provider.

B Network

Network » Internet » WANI Settings

This page allows you to set up your Internet connection. Ensure that you have the Internst connection information such as the IP Addresses, Account.
Informatien etc. This information is usually previded by your ISF or netwerk administrator

IPv4 WAN Settings

WAN Setup

Connection Type TP (Usermame/Passwor [z]
Enable VLAN Tag [ Je=
Lap
Address Mode D) Dyaamic P @ static 1P
IF Address 0.0.0.0
IF Subnet Mask 0.0.0.0
IF Gateway 0.0.0.0
Server Add 0.0.0.0
Static DNS IF 0.0.0.0
User Name link
Password  [eeees
Secret
[ e
@ tways on O On Demand
@ Get Dynamically from 5P © Use These DNS Servers
MAC Address
MACsRdd cesaioutica @ use pefaur mac  © Clone your PC's MAC Address  © Use this MaC
Port Setup
MTU size @ perautt @ custom
Port Speed [Aute Sense =

Field Description

Address Mode

Select Dynamic IP or Static IP (IP settings supplied by your ISP).

Server Address

Enter your L2TP server address.

User Name Enter your L2TP user name.
Password Enter your L2TP password.
Secret Enter a shared secret if required.
split Tunnel Toggle to ON to use split tunneling. This will allow you to connect to a VPN and Internet using the same

physical connection.

Reconnect Mode

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the
router connect to the Internet only when you initiate an Internet connection. Select Always On to have
the router stay connected to the Internet.

IP Address If you selected Static IP, enter the IP address supplied by your ISP.
IP Subnet Mask If you selected Static IP, enter the subnet mask supplied by your ISP.
IP Gateway If you selected Static IP, enter the gateway IP address supplied by your ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WANT port to associate with your modem/
MAC Address Source | ISP, Clone your PC’s MAC Address to use the MAC address of the computer you are currently using to
associate with your modem/ISP, or Use this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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Japanese PPPoE

Path: Network > Internet > WANT1 Settings

Select Japanese multiple PPPoE to enter the PPPOE Internet settings supplied by your Internet Service Provider.

WAN Setup

Field Description

Address Mode Select Dynamic IP or Static IP (IP settings supplied by your ISP).
User Name Enter your PPPOE user name.
Password Enter your PPPoE password.
Service Enter if your ISP requires it.

Authentication Type

Select the authentication type from the drop-down menu.

Reconnect Mode

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the
router connect to the Internet only when you initiate an Internet connection. Select Always On to have
the router stay connected to the Internet.

IP Address

If you selected Static IP, enter the IP address supplied by your ISP.

IP Subnet Mask

If you selected Static IP, enter the subnet mask supplied by your ISP.

Gateway IP Address

If you selected Static IP, enter the gateway IP address supplied by your ISP.

Primary PPPoE DNS
Servers

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Secondary PPPoE
Profile You may create a secondary PPPoE profile.

Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP,

MAC Address Source | Clone your PC’s MAC to use the MAC address of the computer you are currently using to associate with
your modem/ISP, or Use this MAC to manually enter a MAC address.

MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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Russian PPPoE

Path: Network > Internet > WANT1 Settings

Select Russian dual access PPPoE to enter the PPPoE Internet settings supplied by your Internet Service Provider.

Network & Internet » WAN1 Settings

This page allows you to set up your Inter onnection. Ensure that you have the Internet connection information such as the IP Addresses, Account

rnet co
Information etc. This information is usually provided by your ISP or network administrator

IPv4 WAN Settings

WAN Setup

Connection Type Russizn duzl access PPPo

Enable

N Tag &=

Russian PPPOE
Address Mods

Reconnect Mode

Domain Name System (DNS) Servers
DNS Serve

@ Get pynamicaty rrom 5P © Use Trese DS Servers

MAC Addre!

MAC Address Source @ useDeraut MAC @ Clone your PC's MAC Address  © Use this MAC

WAN Physical Setting

RiEiiesTHode ® pynamic P O static 1P

tting Domain Name System

@ cet pynamicaty from 15P © use These DS servers

@ perautr O custom
Port Spesd Auto Sense =

Field Description

Address Mode Select Dynamic IP or Static IP (IP settings supplied by your ISP).
User Name Enter your PPPOE user name.
Password Enter your PPPoE password.
Service Enter if your ISP requires it.
Authentication Type | Select the authentication type from the drop-down menu.

Reconnect Mode

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the
router connect to the Internet only when you initiate an Internet connection. Select Always On to have
the router stay connected to the Internet.

IP Address

If you selected Static IP, enter the IP address supplied by your ISP.

IP Subnet Mask

If you selected Static IP, enter the subnet mask supplied by your ISP.

Gateway IP Address

If you selected Static IP, enter the gateway IP address supplied by your ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP,
MAC Address Source | Clone your PC’'s MAC to use the MAC address of the computer you are currently using to associate with
your modem/ISP, or Use this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.

WAN?2 Physical Setting

Select Dynamic IP or Static IP (IP settings supplied by your ISP). If you select Static IP, enter the IP settings
supplied by your ISP.

WAN2 Physical DNS

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Port Speed

Select a value from the drop-down menu. The default value is Auto-Sense.

Save

Click Save to save and activate your settings.
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Section 5 - Connect to the Internet

Path: Network > Internet > WANT1 Settings

Russian PPTP

Select Russian dual access PPTP to enter the PPTP Internet settings supplied by your Internet Service Provider.

A

B Network

Network » Internet » WAN1 Settings

This page allows you to set up your Internet con
te. This informatio

Information e n is usual

IPv4 WAN Settings

WAN Setup
Connection Type

Enable VLA Tag

Russian PPTP

Password
Mpps Encryption

Split Tunnel

L

tion. Ensure that you have the Internet connection information such as the IP Addresses, Account
ministrator.

2d by your ISP or network ad

Russizn dual sccess PRTF x|
-

@ pynamic P © static 1P
0.0.0.0

diink

[ e
[yee

Reconnect Mode

@ aiways 0n O On Demand

Domain Name System (DNS) Servers

L DCLUT T T @ Get Dynamically from ISP © Use These DHS Servers

MAC Address

MAC Address Source

@ useperaur mac  © clone your PC's MaC acaress  © use tnis mac

Port Setup

MTU Size @ perar © custo

Port Speed

costom
Auto Sense [=]

Field Description

Address Mode Select Dynamic IP or Static IP (IP settings supplied by your ISP).
Server Address Enter your PPTP server address.
User Name Enter your PPTP user name.
Password Enter your PPTP password.
MPPE Encryption Toggle to ON and select the level of MPPE encryption.
Split Tunnel Toggle to ON to use split tunnelling. This will allow you to connect to a VPN and Internet using the same

physical connection.

Reconnect Mode

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the
router connect to the Internet only when you initiate an Internet connection. Select Always On to have
the router stay connected to the Internet.

IP Address If you selected Static IP, enter the IP address supplied by your ISP.
IP Subnet Mask If you selected Static IP, enter the subnet mask supplied by your ISP.
IP Gateway If you selected Static IP, enter the gateway IP address supplied by your ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP,
MAC Address Source | Clone your PC's MAC to use the MAC address of the computer you are currently using to associate with
your modem/ISP, or Use this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.

D-Link DSR-Series User Manual 39



Section 5 - Connect to the Internet

Russian L2TP

Path: Network > Internet > WANT1 Settings

Select Russian dual access L2TP to enter the L2TP Internet settings supplied by your Internet Service Provider.

Logged in as:

Serial

Network » Internet » WAN{ Settings

This page allows you to st up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses, Account
Information etc. This information i usually provided by your ISP or network administrator.

IPv4 WAN Settings

WAN Setup

Connsction Typs [Pussion dual access 127 ]
Enable VLAN Tag [ e
Russian L2TP
Address Mode @ pynamic P © Static IP
S—
Split Tunnel [ e
fecomectilode @ atways on © on Demand
Domain Name System (DNS) Servers
DHS Server Source

@ Get Dynamically from 15P ) Use These DNS Servers

MAC Address

MAC Address Source

@ usepefaut mac @ © use this mac

2
g

ne your PC's MAC Address
Port Setup
LA ES @ pefautt O Custom

Port Speed

Auto Sense

Save Cancel

Field Description

Address Mode Select Dynamic IP or Static IP (IP settings supplied by your ISP).
Server Address Enter your L2TP server address.
User Name Enter your L2TP user name.
Password Enter your L2TP password.
Secret Enter a shared secret if required.
split Tunnel Toggle to ON to use split tunnelling. This will allow you to connect to a VPN and Internet using the same physical

connection.

Reconnect Mode

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the router
connect to the Internet only when you initiate an Internet connection. Select Always On to have the router stay
connected to the Internet.

IP Address

If you selected Static IP, enter the IP address supplied by your ISP.

IP Subnet Mask

If you selected Static IP, enter the subnet mask supplied by your ISP.

Gateway IP Address

If you selected Static IP, enter the gateway IP address supplied by your ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers’, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
Select Use Default MAC to use the MAC address from the WAN1 port to associate with your modem/ISP, Clone your
MAC Address Source PC’s MAC to use the MAC address of the computer you are currently using to associate with your modem/ISP, or Use
this MAC to manually enter a MAC address.
MAC Address If you selected Use this MAC, enter the MAC address you want to associate with your ISP.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.
Port Speed Select a value from the drop-down menu. The default value is Auto-Sense.
Save Click Save to save and activate your settings.
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WAN2/ DMZ Settings

Path: Network > Internet > WAN2/DMZ Settings

Select WAN and select an Internet connection type from the drop down list. Please refer to the previous pages
for more information. If you want to set WAN2 port to DMZ, select DMZ and click Save. This will allow you to

configure the DMZ port on the DMZ Settings pge. If the port is not configured for WAN and DMZ, it can be used
as a LAN port.

WAN

B network ¢&S VPN

Network = Internet » WANZ f DMZ Setting o, @,

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses, Account
Information etc. This information is usually provided by your ISP or netwerk administrator.

IPvd WANZ / DMZ Setting

Configurable Port Setup

Configurable Port

@ wan O omz D Lam

WAN2Z Setup

Connection Type [Dynamic 1p (DHCP) El
Dynamic IP (DHCP)

Host Hame o
DNS Servers (Domain Name System)

DMS Server Source @ Get Dynamically from ISP ©) Use These DHS Servers
MAC Address

MAC Address Source @ Use Defautt MAC D) Clone your PCs MAC ) Use this MAC
Port Setup

MTU Size ® pefaut O custom

Note: In DSR-500/1000AC, the Configurable Port field does not include LAN port option.
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DMZ

This router supports one of the physical ports to be configured as a secondary WAN Ethernet port or a dedicated
DMZ port. ADMZ is a sub network that is open to the public but behind the firewall. The DMZ adds an additional
layer of security to the LAN, as specific services/ports that are exposed to the internet on the DMZ do not have
to be exposed on the LAN. It is recommended that hosts that must be exposed to the internet (such as web or
email servers) be placed in the DMZ network.

Firewall rules can be allowed to permit access specific services/ports to the DMZ from both the LAN or WAN. In
the event of an attack to any of the DMZ nodes, the LAN is not necessarily vulnerable as well.

DMZ configuration is identical to the LAN configuration. There are no restrictions on the IP address or subnet
assigned to the DMZ port, other than the fact that it cannot be identical to the IP address given to the LAN
interface of this gateway.

Note: DSR-500/1000/500AC/1000AG, in order to configure a DMZ port, the router’s configurable port must be set to
DMZ in the Network > Internet > DMZ Settings page.

Note: For DSR-150N and DSR-250N, enabling DMZ will result in port 8 of the LAN switch being used for a dedicated
DMZ port. The other 7 LAN ports remain unchanged.

1. Click Network > Internet > WAN2 / DMZ Settings.

D-Link

Unified Services Router - DSR-1000N

d l System Search...

£° Maintenance

Network » Internet » WAN2 / DMZ Setting o @

This page allows you to set up your Internet connection. Ensure that you have the Internet connection information such as the IP Addresses,
Account Information etc. This information is usually provided by your ISP or network administrator.

IPv4 WANZ / DMZ Setting

Configurable Port Setup

Configurable Port © waN @ pmZ

Save Cancel

2. Select DMZ and click Save.
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WANS3 (3G Internet)

Path: Network > Internet > WAN3 Settings

This router supports the use of 3G Internet access. Cellular 3G internet access is available on WAN3 via a 3G USB
modem for DSR series.The cellular ISP that provides the 3G data plan will provide the authentication requirements
to establish a connection. The dial Number and APN are specific to the cellular carriers. Once the connection type
settings are configured and saved, navigate to the WAN status page (Setup > Internet Settings > WAN3 Status)
and Enable the WAN3 link to establish the 3G connection.

Note: WAN3 (3G Internet) is available only in DSR-1000AC.

SR-1000N

B Network

Network = Internet » WAN3 Settings

WAN3 Settings

WAN3 (3G Internet)
@ On Demand

Maximum Idle Time

3G Internet Connection Type

Authentication Pratacol
APN Required m

Domain Name System (DNS) Servers
DNS Server Source

@ Use These DNS Servers
Primary DNS Server
Secondary DNS Server

Port Setup
MTU Size

Custom MTU

Field Description

Reconnect Mode

the router stay connected to the Internet.

Some ISPs may require you to pay for usage time. Select On Demand if this is the case. This will have the
router connect to the Internet only when you initiate an Internet connection. Select Always On to have

Maximum Idle Time

Enter the idle time in minutes before the router disconnects from the Internet (On Demand only).

User Name

Enter your 3G account user name.

Password

Enter your 3G account password.

Dial-in Number

Enter the phone number to access your Internet.

Authentication Proto-

Select one of following protocols from the drop-down menu: None, PAP or CHAP.

col
APN Required Toggle to ON if your ISP requires APN to connect.
APN Enter the APN (Access Point Name) provided by the ISP.

DNS Server Source

Select either Get Dynamically from ISP or Use These DNS Servers to manually enter DNS servers.

Primary DNS Server

If you selected “Use These DNS Servers”, enter the primary DNS server IP address.

Secondary DNS Server | If you selected “Use These DNS Servers’, enter the secondary DNS server IP address.
MTU Size Select to use the default MTU value (1500) or select Custom to enter your own value.
Custom MTU Enter a MTU value to optimize performance with your ISP.

D-Link DSR-Series User Manual

43



Section 5 - Connect to the Internet

WAN Mode

Path: Network > Internet > WAN Mode

This router supports multiple WAN links. This allows you to take advantage of failover and load balancing
features to ensure certain internet dependent services are prioritized in the event of unstable WAN connectivity
on one of the ports.

To use Auto Failover or Load Balancing, WAN link failure detection must be configured. This involves accessing
DNS servers on the internet or ping to an internet address (user defined). If required, you can configure the

number of retry attempts when the link seems to be disconnected or the threshold of failures that determines
if a WAN port is down.

Single WAN Port

If you do not want to use Auto Failover or Load Balancing, select Single WAN Port from the WAN Mode drop-down
menu and select the WAN port you want to set. Click Save.

Logged in as

B Network ¢ad VPN

Network » Internet » WAN Mode o e

This page allows user to configure the policies on the two WAM ports for Internet connection_ By configuring both WAMNs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary
WAHN fails for any reason._

WAN Mode

WAN Mode 5etup
WAHN Mode

Single WAN port E
single WAN port

Use only single WAN port @ wait ® wanz

D-Link DSR-Series User Manual 44



Section 5 - Connect to the Internet

Auto-Rollover using WAN IP

In this mode one of your WAN ports is assigned as the primary internet link for all internet traffic and the
secondary WAN port is used for redundancy in case the primary link goes down for any reason. Both WAN ports
(primary and secondary) must be configured to connect to the respective ISP’s before enabling this feature. The
secondary WAN port will remain unconnected until a failure is detected on the primary link (either port can be
assigned as the primary). In the event of a failure on the primary port, all internet traffic will be rolled over to
the backup port. When configured in Auto-Failover mode, the link status of the primary WAN port is checked at
regular intervals as defined by the failure detection settings.

1. Click Network > Internet > WAN Mode.

B Network &Y VPN

Network » Internet » WAN Mode \o \e

This page allows user to configure the policies on the two WAMN ports for Internet connection.By configuring both WAMNs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAM if the main ISP configured on the primary
WAH fails for any reason.

WAN Mode

WAN Mode Sefup

WAHN Mode Auto-Rollover using WAN lz[

Auto-Rollover using WAN port

Use Primary WAN port , WAN1 ,@, WANZ

Use Secondary WAN port [want |z[

WAN health check [oNS Servers E[

WANZ

Retrvlnterealiis 0 [Default: 30, Range: 5 - 999] Seconds

Failover After [+

2. Complete the fields from the table below and click Save.

Field Description

WAN Mode Select Auto-Rollover Using WAN IP from the drop-down menu.
Use Primary WAN Port | Select which WAN port is the primary.
Use Secondary WAN Sel hich if the ori il
Port elect which port to use if the primary port fails.

WAN Health Check

« DNS lookup using WAN DNS Servers: DNS Lookup of the DNS Servers of the primary link is used to
detect primary WAN connectivity.

« DNS lookup using DNS Servers: DNS Lookup of the custom DNS Servers can be specified to check the
connectivity of the primary link.

« Ping these IP addresses: These IP’s will be pinged at regular intervals to check the connectivity of the
primary link.

WAN1/WAN2/WAN3 | Enter the DNS server or IP address to ping. Note: WAN3 is supported only in DSR-1000AC.

Retry Interval

Enter the time in seconds to initiate the WAN health check. Default is every 30 seconds.

Failover After

Enter the number of failures before the router will enable the failover process.

Note: The DSR series routers support 3G USB Modem as a failover link when the Internet access is lost.
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Load Balancing

Path: Network > Internet > WAN Mode

This feature allows you to use multiple WAN links (and presumably multiple ISP’s) simultaneously. After
configuring more than one WAN port, the load balancing option is available to carry traffic over more than one
link. Protocol bindings are used to segregate and assign services over one WAN port in order to manage internet
flow. The configured failure detection method is used at regular intervals on all configured WAN ports when in
Load Balancing mode.

This router currently supports three algorithms for Load Balancing:
Round Robin: This algorithm is particularly useful when the connection speed of one WAN port greatly
differs from another. In this case you can define protocol bindings to route low-latency services (such
as VOIP) over the higher -speed link and let low-volume background traffic (such as SMTP) go over the
lower speed link. Protocol binding is explained in next section.

Spillover: If Spillover method is selected, the primary WAN acts as a dedicated link until a defined
bandwidth threshold are reached. After this, the secondary WAN will be used for new connections.
Inbound connections on the secondary WAN are permitted with this mode, as the spillover logic governs
outbound connections moving from the primary to secondary WAN. You can configure spillover mode
by using following options:
+ Load Tolerance: It is the percentage of bandwidth after which the router switches to
secondary WAN.

« Max Bandwidth: This sets the maximum bandwidth tolerable by the primary WAN for
outbound traffic.

If the link bandwidth of outbound traffic goes above the load tolerance value of max bandwidth, the
router will spillover the next connections to secondary WAN.

For example, if the maximum bandwidth of primary WAN is 1Kbps and the load tolerance is set to 70. Now
every time a new connection is established the bandwidth increases. After a certain number of connections say
bandwidth reached 70% of 1Kbps, the new outbound connections will be spilled over to secondary WAN. The
maximum value of load tolerance is 80% and the minimum is 20%.

Note: The DSR-1000, and DSR-500 routers support the traffic load balancing between physical WAN port and a 3G
USB Modem.

Load balancing is particularly useful when the connection speed of one WAN port greatly differs from another.
In this case you can define protocol bindings to route low-latency services (such as VOIP) over the higher-speed
link and let low-volume background traffic (such as SMTP) go over the lower speed link.
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Round Robin

1. Click Network > Internet > WAN Mode.

| Language

\ Firmware: 1.10B006

Network » Internet » WAN Mode 0 O

This page allows user to configure the policies on the two WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively overloaded. Auto-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary
Option fails for any reason.

WAN Mode

WAN Mode Setup
WAN Mode | Load Balancing E|

Load Balancing Setup
Load Balancing @ Round Robin [+] Spillover Mode

WAN health check |Nune E|

Save Cancel

2. Complete the fields from the table below and click Save.

Field Description

WAN Mode Select Load Balancing from the drop-down menu.

Load Balance Select Round Robin.

« DNS lookup using WAN DNS Servers: DNS Lookup of the DNS Servers of the primary link is used to
detect primary WAN connectivity.

« DNS lookup using DNS Servers: DNS Lookup of the custom DNS Servers can be specified to check the
connectivity of the primary link.

« Ping these IP addresses: These IP’s will be pinged at regular intervals to check the connectivity of the

WAN Health Check

primary link.
Retry Interval is The number tells the router how often it should run the above configured failure detection method.
Failover After This sets the number of retries after which failover is initiated.
Save Click to save and activate your settings.
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Spillover

1. Click Network > Internet > WAN Mode.

Hetwork = Internet : WAN Mode o °

This page allows user to configure the policies on the two WAN ports for Internet connection.By configuring both WANs, there are two ways for the
router to access the internet. Load balancing allows traffic to and from the internet to be shared across both configured links to ensure one ISP is
not excessively averloaded. Auta-Rollover uses a backup link to preserve internet connectivity for the LAN if the main ISP configured on the primary
Option fails for any reason.

WAN Mode

WAN Mode Setup

WAN Mode Load Balancing [=]
Load Balancing Setup

Load Balancing © Round Robin @ Spillover Mode

WAN health check WAN DNS Servers [=]

Retry Interval is [Default: 30, Range: 5 - $99] Seconds

Failover After l:l [Default: 4, Range: 2 - 999] Failures
Spillover Configuration Setup

Load Tolerance [Default: 80, Range: 20 - BO]

Max Bandwidth 8192 [Default: 8192, Range: 512 - 8192]

2. Complete the fields from the table below and click Save.

Field Description

WAN Mode Select Load Balancing from the drop-down menu.

Load Balance Select Spillover Mode.

« DNS lookup using WAN DNS Servers: DNS Lookup of the DNS Servers of the primary link is used to
detect primary WAN connectivity.
« DNS lookup using DNS Servers: DNS Lookup of the custom DNS Servers can be specified to check the
WAN Health Check connectivity of the primary link.
« Ping these IP addresses: These IP’s will be pinged at regular intervals to check the connectivity of the

primary link.
Retry Interval is Enter the time in seconds to initiate the WAN health check. Default is every 30 seconds.
Failover After Enter the number of failures before the router will enable the failover process.
Load Tolerance Enter the percentage of bandwidth after which the router switches to the secondary WAN.

Max Bandwidth This sets the maximum bandwidth tolerable by the primary WAN for outbound traffic.

Save Click to save and activate your settings.
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SIM Card Authentication

Path: Network > Internet > SIM Card Authentication
The DSR Service router supports SIM card. It consists of a slot for the SIM card and is integrated with a cellular

module. Depending on the type of SIM card, the device supports 3G and 4G. To start using the internet, the user
has to insert a SIM card in the slot and unlock the SIM by entering its PIN.

1. Click Network > Internet > SIM Card Authentication.

D-Link

es Router - D

System Search... aQ

B network €Ey VPN 2 Security £° Main

Network » Internet » SIM Card Authentication o °

This page allows you to unlock the SIM card by entering the SIM PIN

SIM Card Settings

SiIM
SIM Card Status SIM Card Unlocked

2. Complete the fields from the table below and click Save.

Field Description

SIM Card Status Displays the SIM card status, whether it is locked, unlocked, or blocked.

This field will be shown if the SIM card is locked. Enter the PIN to unlock the SIM card. The PIN value should
Enter SIM PIN be between 4 to 8 digits. If SIM card is locked, all the network services will be blocked. To use Mobile
Internet and SMS services, you have to unlock the SIM card.

Save Click to save your settings.
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Routing Mode

Routing between the LAN and WAN will impact the way this router handles traffic that is received on any of
its physical interfaces. The routing mode of the gateway is core to the behavior of the traffic flow between the
secure LAN and the Internet.

NAT or Classical

Path: Network > Internet > Routing Mode

With classical routing, devices on the LAN can be directly accessed from the Internet with their publicIP addresses
(assuming appropriate firewall settings are configured). If your ISP has assigned an IP address for each of the
computers/devices that you use, select Classical.

NAT is a technique which allows several computers and devices on your local network to share an Internet
connection. The computers on the LAN use a “private” IP address range while the WAN port on the router is
configured with a single “public”IP address. Along with connection sharing, NAT also hides internal IP addresses
from the computers on the Internet. NAT is required if your ISP has assigned only one IP address to you. The
computers/devices that connect through the router will need to be assigned IP addresses from a private subnet.

1. Click Network > Internet > Routing Mode.

D-Link

Unified uter - DSR-1000N

System Search. 2N

£ Mainten

Network » Internet = Routing (2 (=)

This page allows user to configure different routing modes like MAT, Classical Routing and Transparent.The Routing mode determines how traffic is
handled when received on one physical interface. NAT is the most common application for most routers, and allows you to hide internal LAN IP
addresses from internet devices. Transparent mode does not perform MAT and lets you bridge traffic between the LAN and Option.

Routing Mode

Routing Settings
Routing Settings ® MNAT or Classical @ Transparent @ Bridge

NAT vs Classical routing for each WAN

MAT with WAN1 N
NAT with WAN2 ﬂ

2. Complete the fields from the table below and click Save.

Field Description

Routing Settings Select NAT or Classical.
NAT with WAN1 Toggle to ON to use NAT with WAN1 or OFF for classical.
NAT with WAN2 Toggle to ON to use NAT with WAN2 or OFF for classical.
Save Click to save and activate your settings.
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Transparent

When Transparent Routing Mode is enabled, NAT is not performed on traffic between the LAN and WAN
interfaces. Broadcast and multicast packets that arrive on the LAN interface are switched to the WAN and vice
versa, if they do not get filtered by firewall or VPN policies. To maintain the LAN and WAN in the same broadcast
domain select Transparent mode, which allows bridging of traffic from LAN to WAN and vice versa, except
for router-terminated traffic and other management traffic. All DSR features (such as 3G modem support) are
supported in transparent mode assuming the LAN and WAN are configured to be in the same broadcast domain.

Note: NAT routing has a feature called “NAT Hair -pinning” that allows internal network users on the LAN and DMZ to
access internal servers (e.g., an internal FTP server) using their externally-known domain name. This is also referred to as
“NAT loopback” since LAN generated traffic is redirected through the firewall to reach LAN servers by their external name.

1. Click Network > Internet > Routing.

000N

System Search. 128 |

O‘ Security Qo Maint

Network = Internct » Routing o e

This page allows user to configure different routing modes like NAT, Classical Routing and Transparent.The Routing mode determines how traffic is
handled when received on one physical interface. NAT is the most common application for most routers, and allows you to hide internal LAN IP
addresses from internet devices. Transparent mode does not perform NAT and lets you bridge traffic between the LAN and Option.

Routing Mode

Routing Settings
Routing Settings © MNAT or Classical @ Transparent @ Bridge

Save Cancel

2. Complete the fields from the table below and click Save.

Field Description

Routing Settings Select Transparent.

Save Click to save and activate your settings.
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Bridge

When Bridge Mode routing is enabled, the first physical LAN port and secondary WAN/DMZ (port 2) interfaces
are bridged together at Layer 2, creating an aggregate network. The other LAN ports and the primary WAN
(WANT1) are not part of this bridge, and the router asks as a NAT device for these other ports. With Bridge mode
for the LAN port 1 and WAN2/DMZ interfaces, L2 and L3 broadcast traffic as well as ARP / RARP packets are
passed through. When WAN2 receives tagged traffic the tag information will be removed before the packet is
forwarded to the LAN port 1 interface.

Note: Bridge mode option is available on DSR-500/500AC /1000 / 1000AC routers only.

1. Click Network > Internet > Routing.

E Network {:‘: VPN

Metwork » Internst » Routing o @

This page allows user to configure diffsrent routing modes like NAT, Classical Routing and Transparent.The Routing mode determines how traffic is
handled when received on one physical interface. NAT is the most common application for most routers, and allows you to hide internal LAN IP
addresses from internet devices. Transparent mode doss not perform MAT and lsts you bridge traffic between the LAN and Option.
Routing Mode

Routing Settings

Routing Settings @ NAT or Classical @ Transparent @ Bridee

Bridge Mode Setup

Bridge Interface IP Address D000
DMZ interface IP Address 172.17.100 254
Subnet Mask [ 255.255.255 255

NAT vs Classical routing for each WAN
NAT with WAN1

I’

Save Cancel

2. Complete the fields from the table below and click Save.

Field Description

Routing Settings Select Bridge.
Bridge Interface IP . .

Address Enter the bridge interface IP address.

DMZ Interface IP .
Address Enter the DMZ interface IP address.

Subnet Mask Enter the subnet mask.
NAT with WAN1 Toggle ON to turn NAT on WAN1 or OFF for classical.
Save Click to save and activate your settings.
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IP Aliasing

Path: Network > Internet > IP Aliasing

A single WAN Ethernet port can be accessed via multiple IP addresses by adding an alias to the port. This is done
by configuring an IP Alias address. To edit or delete any existing aliases, right-click the alias and select either Edit

or Delete.

To create a new alias:

1. Click Network > Internet > IP Aliasing.

Firmware: 1.10

System Search. o

B Network €& VPN

Network » Internet » IP Aliasing o Q

This page displays the configured IP Aliases on Option interfaces . User can also add, delete and edit the IP Alias also.A single Option Ethernet port
can be accessed via multiple IP addresses by adding a alias to the port. This is dene by configuring IP Alias.

IP Aliasing List

Shaw entries [Right click on recard to get mare options] a |
| Port o i Address o | subnet Mask ol
No data available in table o
Showing 0 to 0 of 0 entries | First | Previous || Next , || Last J|
2. Click Add New IP Aliasing.
3. Enter the following information and click Save.
‘ IP Aliasing Configuration e
Interface @ waNt O WAN2
IP Address
Subnet Mask

Field Description

Interface Select either WAN1 or WAN2.
IP Address Enter an alias IP address for the WAN interface you selected.
Subnet Mask Enter a subnet mask for the WAN interface you selected.
Save Click to save and activate your settings.
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DMZ Settings

Path: Network > Internet > DMZ Settings

If you set WAN2 port to DMZ, you will need to configure the port here.

To configure the DMZ Settings:

1. Click Network > Internet > DMZ Settings.

Unified i1ter - DSR-1000

D-LinK 0 in a min ( ADMIN | Language: Er Us]

| Firmware: 1

System Search. a

O Mai

Network » Internet » DMZ Settings o o

The De-Militarized Zone (DMZ) is a network which, when comparsd to the LAN, has fewer firewall restrictions, by default. This zone can bes used to
host servers and give public access to them.DMZ setup is similar to the LAN TCP/IP options. The network subnet for the DMZ can be different from
the LAN, and firewall/VPN policies can be customized for the DMZ. The DMZ is typically used for network devices that you wish to expose to the
internet, such as FTP or mail servers.

DMZ Settings

DMZ [P Address

IP Address 172.17.100.254
Subnet Mask 255 255 255 0

DHCP for DMZ

DHCP Mode © None @ DHCP Server  © DHCP Relay
Starting IP Address

Ending IP Address

Default Gatsway \m

oaman Nome [F—

Lease Time [Range: 1 - 262800] Hours

Enable DNS Proxy

Primary DNS Server

secondary D Sorcr I

WINS Server

2. Complete the fields from the table below and click Save.

Field Description

IP Address Enter an IP address for the DMZ interface.
Subnet Mask Enter the subnet mask for the DMZ interface.
Select one of the following modes:
« None - Turns off DHCP.
DHCP Mode « DHCP Server (default) - The router will act as the DHCP server on your network.
- DHCP Relay - DHCP clients on your network will receive IP address leases from a DHCP server on a
different subnet.
DHCP Server Refer to “DHCP Server” on page 19 for more information.
DHCP Relay Refer to “DHCP Relay” on page 20 for more information.

Enable DNS Proxy

Toggle to On to manually enter DNS and/or WINS server IP address(es). If set to Off, your router’s LAN
IP address will be assigned the DNS server to your clients and the router will get the DNS information
from your ISP.

Primary DNS Server | If DNS Proxy is set to ON, enter the primary DNS server IP address.
Secondary DNS Server | If DNS Proxy is set to ON, enter the secondary DNS server IP address.
WINS Server If DNS Proxy is set to ON, enter the WINS server IP address.
Save Click to save and activate your settings.
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DMZ DHCP Reserved IPs

The router’s DHCP server can assign IP settings to your DMZ clients on your network by adding a client’s MAC
address and the IP address to be assigned. Whenever the router receives a request from a client, the MAC address
of that client is compared with the MAC address list present in the database. If an IP address is already assigned
to that computer or device in the database, the customized IP address is configured otherwise an IP address is
assigned to the client automatically from the DMZ DHCP pool.

To create DHCP reservations:
1. Click Network > Internet > DMZ DHCP Reserved IPs.

D-Link

Unified ter - DSR-1000N

€D Status = Wireless E Network .{:3 VPN

Metwork » Internet » DMZ DHCP Reserved IPs (2 K<)

This page allows user to configure the reserved IP Addresses for the DHCP Server configuration.In order to ensure certain DMZ devices always
receive the same IP address when DHCP is enabled on the DMZ, bind the DMZ device's MAC address to a preferred IP address. This IP address will
only be assigned to the matching MAC address.

DMZ DHCP Reserved IPs List

Show | 10 E entries [Right click on record to get more options] A |
| IP Address 0" MAC Address & || Status e|

No data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Next , || Last |

Add New DMZ DHCP Reserved IP

2. Click Add New DMZ DHCP Reserved IP.
3. Enter the following information and click Save.

DMZ DHCP Reserved IPs Configuration °
DMZ DHCP Reserved o il |
IP Enable

IP Address [ |

MAC Address [ |

Field Description
DMZ DHCP Reserved IP Toggle to ON to enable this reservation.
Enable
IP Address Enter the IP address you want to assign to this device. Note that this IP address must be in the same
range as the starting/ending IP address under DHCP Settings.
MAC Address Enter the MAC address of this device (xx:xx:xx:xx:xx:xx format).
Save Click Save to save your reservation.
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Dynamic DNS Settings

Path: Network > Internet > Dynamic DNS

Dynamic DNS (DDNS) is an Internet service that allows routers with varying public IP addresses to be located
using Internet domain names. To use DDNS, you must setup an account with a DDNS provider such as DynDNS.

org, D-Link DDNS, or

Oray.net.

Each configured WAN can have a different DDNS service if required. Once configured, the router will update
DDNS services changes in the WAN IP address so that features that are dependent on accessing the router’s WAN
via FQDN will be directed to the correct IP address. When you set up an account with a DDNS service, the host
and domain name, username, password and wildcard support will be provided by the account provider.

To configure DDNS:

1. Go to Network > Internet > Dynamic DNS page and click Dynamic DNS WAN1 Settings or Dynamic
DNS WAN2 Settings or Dynamic DNS WAN3 Settings tab.

Note: The “Dynamic DNS WANS3 Settings” tab is available only in DSR-1000AC model.
2. Click the tab on top to select which WAN port you want to configure DDNS to.
3. Next to Dynamic DNS Service Type, select your DDNS service.

B Netwiork &ad VPN

ic DNS WAN1 Settings o e

Dynamic DNS WAN1 Settings | Dynamic DNS WAN2 Settings | Dynamic DNS WAN3 Settings

ernet service that allow routers with varyi ublic IP addresses to be located using Internct domain names. To use
account with a DDNS provider such as DynDNS, D-Link DDNS, Oray etc.

Dynamic DNS {DDNS) is an Int
DDNS, you must setup an

Dynamic DNS WAN1 Settings
Curren t WAN Made use anly single WAN part WAN1
DDNS Status DDNS is disabled

Use external (NAT router's) IP address

Force Update Interval 10 [Range: 1 - 30, Default: 10 Days]

4. Enter the following information and click Save.

Field

Current WAN Mode

Description
Status

This section displays the currently configured WAN mode as Single WAN Port, Load Balancing, or Auto
Rollover.

DDNS Status

Dynamic DNS Service

This displays the Status of DDNS for selected Dynamic DNS Service Type.
WAN1
Choose among DynDNS, Oray, D-Link DDNS, FreeDNS, NO-IP, 3322.org, Custom Dynamic DNS services

Type available that this WAN port should use.
User Name Enter The DynDNS account User Name.
Password Enter the password for the DynDNS account.

D-Link DSR-Series User Manual 56



Section 5 - Connect to the Internet

Host Name

Specify the complete Host Name/Domain Name which is to be mapped with WAN interface IP in the
selected DDNS service.

Oray User Type

The Oray User is trying to connect to Oray.net.

Oray Domain

Specifies the complete Domain name for the Oray.net service.

Type

Choose among Dynamic, Static, Custom types depending on how frequently the WAN Interface IP
changes. This field is available only when DynDNS is selected as DDNS Service Type.

Wildcard

The wildcards feature will allow all sub-domains of your DynDNS Host Name to share the same public
IP as the Host Name. This option can be enabled here if not done on the DynDNS Web site.

Use external (NAT rout-
er’s) IP address

Enabling this option would use external (NAT router’s) IP address instead of device’s WAN IP address.

Force Update Interval

Specify the Periodic Update Interval to automate router to update the host information on selected
DDNS Service.

URL

Specify the custom URL for the Dynamic Update Service where the DynDNS Server is located and with
whichthelP Updaterequestis processed.Eg.:for DynDNS URL maylooklike’/nic/update?hostname=abc.
dyndns.net&myip=10.10.12.60&wildcard=ON"

Additional DDNS

Specify the additional options available for the Custom DDNS Service. This field is Optional. Eg.: Options

Options may look like “alias alias.”
Save Click Save to save your changes.
Cancel Click Cancel to revert to the previous settings.
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Traffic Management
Bandwidth Profiles

Path: Network > Internet > Traffic Management > Bandwidth Profiles

Bandwidth profiles allow you to regulate the traffic flow from the LAN to WAN 1 or WAN 2. This is useful to ensure
that low priority LAN users (like guests or HTTP service) do not monopolize the available WAN’s bandwidth for
cost-savings or bandwidth-priority-allocation purposes.

Bandwidth profiles configuration consists of enabling the bandwidth control feature from the GUI and adding
a profile which defines the control parameters. The profile can then be associated with a traffic selector, so that
bandwidth profile can be applied to the traffic matching the selectors. Selectors are elements like IP addresses
or services that would trigger the configured bandwidth regulation.

To edit, delete, or create a new bandwidth profile:
1. Click Network > Internet > Traffic Management > Bandwidth Profiles.
2. Toggle Enable Bandwidth Profiles to ON and click Save.

D‘Lin]{ Logged in as: 1 (ADMIN ) | Language: E

1| Firmware: 3.1

Unified Services Router - DSR-250N

zard {sys:emsearch... a

B Network &y VPN 2 £° Maintenance

Networic » Internet » Traffic Kanagement » Bandwictn rafies 90

Bandwidth Profiles | Traffic Shaping | Session Limiting | Bandwidth Management

This page shows the list of configured bandwidth profiles. These profiles then can be used with the traffic selectors,

Bandwidth Profiles

Enable Bandwidth Profiles m
Bandwidth Profiles List
Snmteq\lnes [Right click on record ta get more options | [ a |
| Name | Bandwidth Rate / Priority P

No data available in table

Showing 0 te 0 of 0 entries

Add New Bandwidth Profile

[ First ||| Previous || Next , || Last

3. Click Add New Bandwidth Profile.

B Network

Metwork » Internet »» Traffic Hanagement »» Bandwidth Profles M=)

Bandwidth Profiles | Traffic Shaping | Session Limiting | Bandwidth Management

This page shows the list of configured bandwidth profiles. These profiles then can be used with the traffic selectors.

Bandwidth Profiles
Enable Bandwidth Profiles B ]

Bandwidth Profiles List

Show| 10 entries [Right click on record to get more options | a, |

Nar Bandwidth Rate / Priorit, s
No data available in table

Showing 0 to 0 of O entries

Add New Bandwidth Profile
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4. Enter the following information and click Save.

Bandvridth Profile Configuration °
Name |name1 |
Policy Type |0uthﬂund |Z||
WAN Interface | Dedicated wan [=]
Profile Type | Rate |Z||
Minimum Bandwidth Rate I:l [Range: 1

Maximum Bandwidth Rate I:I [Range: 100

Save

Field Description

Name

Enter a name for your profile. This identifier is used to associate the configured profile to the traffic
selector.

Policy Type

Select the policy type (Inbound or Outbound) from the drop-down menu.

WAN Interface

Select which WAN interface you want to associate this profile with.

LAN Interface

Select which of the available VLAN interfaces will be associated with this profile.

Profile Type

Select either Priority or Rate from the drop-down menu.

Priority

If you selected Priority, select Low, Medium, or High.

Minimum Bandwidth Rate

If you selected Rate, enter the minimum bandwidth rate.

Maximum Bandwidth Rate

If you selected Rate, enter the maximum bandwidth rate.

Save

Click Save to save your reservation.

D-Link DSR-Series User Manual 59



Section 5 - Connect to the Internet

Traffic Shaping

Path: Network > Internet > Traffic Management > Traffic Shaping

Once a profile has been created it can then be associated with a traffic flow from the LAN to WAN. Traffic selector
configuration binds a bandwidth profile to a type or source of LAN traffic with the following settings.

To create a traffic selector:
1. Click Network > Internet > Traffic Management > Traffic Shaping.

B Network €5y VPN

Hetwork » Internet » Traffic Management » Traffic Shaping o @

Bandwidth Profiles | Traffic Shaping | Session Limiting | Bandwidth Management

This page shows a list of traffic selectors. Traffic selectors are service based rules to which user can attach bandwidth profiles.

Traffic Selectors List

show| 13 [« [entries [Right click on record to get more options ] a,

Service ¢ | Traffic Selector Match Type & I Bandwidth Profile &

Ho data available in table

Showing 0 to 0 of 0 entries | First

Add New Traffic Selector

| Previous | Next , || Last |

2. Click Add New Traffic Selector.

Traffic Selector Configuration °
Available Profiles band Ttest [=]
Service Al [=]
Traffic Selector Match Type P [~
Subnet Mask

3. Complete the fields from the table below and click Save.

Field Description

Available Profiles Select a bandwidth profile from the drop-down menu.

Service Select a service from the drop-down menu.

Select any one of the following match types:
« IP: Select this option to associate this traffic selector to an IP Address of a LAN device. Once selected,
enter the IP address of the LAN device.

Traffic Selector Match + MAC Address: Select this option to associate this traffic selector a specific MAC address on the
Type LAN. Once selected, enter a valid MAC Address.
« Port Name: If this option is selected, enter the LAN port number (1 through 4).
« VLAN: Select this option to associate this traffic selector a specific VLAN. If this option is selected,
select one of the configured Port Name identifiers.

IP Address If you select IP, enter the IP address of the source associated with this profile.

D-Link DSR-Series User Manual 60



Section 5 - Connect to the Internet

Subnet Mask If you select IP, enter a subnet mask.
MAC Address If you select MAC, enter the MAC address of the source associated with this profile.
Port Name If you select Port Name, select the port number from the drop down menu.
VLAN If you select VLAN as the Traffic Selector Match Type, select the VLAN from the drop-down menu.
Save Click to save and activate your settings.
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Bridge Bandwidth Profiles

Path: Network > Internet > Traffic Management > Bridge Bandwidth Profiles

Note: Bridge Bandwidth Profiles is available only in DSR Octeon models.

This page shows a list of configured bridge bandwidth profiles which can be used with the bridge traffic
selectors. With Bridge bandwidth profiles you can shape and regulate the bridge traffic. This is useful to ensure

that low priority users do not monopolize the available Bridge bandwidth for cost-savings or bandwidth-priority-
allocation purposes.

To create a Bridge Bandwidth Profile:
1. Click Network > Internet > Traffic Management > Bridge Bandwidth Profiles.

D 0 i n( ) | Language:
; 00AC :

| Firmwai

izard | System Search... 9,

Network » Internet » Traffic Management » Bridge Bandwidth Profiles o 0

Bandwidth Profiles | Traffic Shaping | Bridge Bandwidth Profiles | Bridge Traffic Selectors | Session Limiting

This page shows the list of configured bridge bandwidth profiles. These profiles then can be used with the bridge traffic selectors. With Bridge
bandwidth profiles you can shape and regulate the bridge traffic. This is useful to ensure that low priority users do not monopolize the available
Bridge bandwidth for cost-savings or bandwidth-priority-allocation purposes.

Bridge Bandwidth Profiles

Enable Bridee Bandwidth Profiles gj

Bridge Bandwidth Profiles List

Show entries [Right click on record to get more options | a, |
‘ Name Q| Brjd&._e Bandwidth Rate / Priority & ‘

A Low
[T select Al

Showing 1 to 1 of 1 entries LR i 1
~| Edit | First | Previous | 1 | Mext ; || Last ;|
2| Delete

Add New Bridge Bandwidth Profile

2. In order to proceed with configuration of the Bridge Bandwidth Profile, enable the Bridge Bandwidth
Profile and click Save.

3. The Bridge Bandwidth Profiles List displays the following fields:

Field Description
Name It displays the user-defined name for this bandwidth profile.
Brég?lzgfpr:?ov'\!iig’th It displays the range for bridge bandwidth profile.

4. To add a new entry to the list, click Add New Bridge Bandwidth Profile. This opens the Bridge
Bandwidth Profile Configuration page.
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Bridge Bandwridth Profile Configuration e
Name | ‘
Policy Type |Inbound Izl
Profile Type |Rate |z|
Minimum Bandwidth Rate l:l [Range: 1 - Max Bandwidth] Kbps
Maximum Bandwidth Rate l:l [Range: 100 - 1000000] Kbps

5. The fields present on the configuration page are given below.

Field Description

Name Enter a unique name for the profile.
Policy Type Ee.lect the policy type from the drop-down list. The profile should be applicable forinbound or outbound
ridge traffic.
Profile Type Select the profile type either as priority or rate.
Priority This field is available only when the Profile Type is Priority. The options present in the drop down list

are: Low, Medium, and High.

Minimum Bandwidth
Rate

Maximum Bandwidth
Rate

Enter the minimum bandwidth rate. The range is from 1 kbps to Maximum Bandwidth (kbps).

Enter the maximum bandwidth rate. The range is from 100 kbps to 1000000 kbps.
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Bridge Traffic Selectors
Path: Network > Internet > Traffic Management > Bridge Traffic Selectors
Note: Bridge Traffic Selectors is available only in DSR Octeon models.
This page shows a list of static routes configured on the router. Once a bridge bandwidth profile is created, it

can then be associated with a traffic flow from the LANPort-1 to DMZ. Bridge traffic selectors are elements like IP
addresses or services that require their outbound traffic to be regulated.

To create a Bridge Traffic Selectors:
1. Click Network > Internet > Traffic Management > Bridge Traffic Selectors.

B Network

Network » Internet » Traffic Management » Bridge Traffic Selectors o @

Bandwidth Profiles | Traffic Shaping | Bridge Bandwidth Profiles | Bridge Traffic Selectors | Session Limiting

This page shows the list of static routes configured on the router. User can also add, delete and edit the configured routes.Use this page to define
static routes. Be sure to enter a destination address, subnet mask, gateway and metric foreach configured static route. The Interface dropdown
menu will show all available configured wired interfaces on the router as options. Once a bridge bandwidth profile has been created it can then be
associated with a traffic flow from the LAMPort-1 toDMZ. Bridge traffic selectors are elements like |IP addresses or services that require their
outbound traffic to be regulated.

Bridge Traffic Selectors List

Show entries  [Right click on record to get more options ] 9, |
| Service Q I Traffic Selecto;..&&tch Type & ‘ Bn‘dge Bandwidth Profile 8 ‘
ANY 13 A

Showing 1 to 1 of 1 entries

Add New Bridge Traffic Selector

|| First || .| Previaus | 1 | Next j || Last J|

2. The Bridge Traffic Selectors List displays the following fields:

Field Description

Service It indicates the service associated with this bridge traffic selector.
Traffic Se_l!ssteor Match It displays the type of bridge traffic selector selected.
Bridge Bandwidth | |\ yicjavs th f the bridge bandwidth profil iated with the Traffic Sel
Profile isplays the name of the bridge bandwidth profile associated with the Traffic Selector.

4. To add a new entry to the list, click Add New Bridge Traffic Selector. This opens the Bridge Traffic
Selector Configuration page.
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Bridge Traffic Selector Configuration o
Available Profiles |A
Service | ANY
Traffic Selector Match Type | P

IP Address |

L LT E] ]

Subnet Mask |

5. The fields present on the configuration page are given below.

Field Description

Available Profiles Select one of the previously configured bridge bandwidth profiles to associate this bridge traffic selector.
Service Select a service from the drop-down list of the defined services.
Traffic Se:'I!s;teor Match Select a traffic selector match type from the drop down list. The options are IP and MAC.
IP Address Select IP to associate this bridge traffic selector to an IP Address of a LAN device. Once selected, enter
the IP address of the LAN device and the Subnet Mask for the IP address.
Enter the subnet mask of the LAN device. This field is available only when IP is selected as the Traffic
Subnet Mask
Selector Match Type.
MAC Address Select this option as the Traffic Selector Match Type, to associate this bridge traffic selector to a specific
MAC address on LAN. Once selected, enter a valid MAC Address.
Save Click Save to activate your settings.
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Session Limiting
Path: Network > Internet > Traffic Management > Session Limiting

Session Limiting page displays a list of configured session limiting profiles. It allows user to limit the number of
sessions per IP address, range of IPs, or interface, through the device. The user can type a warning message that
will be displayed to users when session limit is reached. Session Limiting configuration consists of profile name,
source type, IP address, and maximum sessions.

To edit, delete, or create a new session limiting profile:
1. Click Network > Internet > Traffic Management > Session Limiting.
2. Enter the Warning Message and click Save to save the changes.

Bt e Mt P Moimenil o Secdom Ll o0

Bandwidth Profiles | Traffic Shaping | Session Limiting | Bandwidth Management

This page shows the list of configured session limiting Profiles_It allows user to limit number of sessions through the device per an IP/range of
IP'sfinterface.

Session Limiting

Warning Message You have reached maximum number of

permitted i . Plzase close
one or maore allow further
internet access. Contact system
administrator for more information.

Session Limiting Profiles List

Shnwentries [Right click on record to get mars options | e |

| Profile Name g‘ Source Tge &= | Maximum 5essions{Per IP Address) & |

Mo data available in tabls

Showing O to 0 of 0 entries First Previows || Hext » || Last

Add Session Limiting

3. Click Add Session Limit to add a new session limiting profile.

Session Limiting Configuration °

Profile Hams
Source Type [1e [=]
1P Address

Maximum Sessions [100

Enable Schedules [~ |

Schedule Profile Iz[
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3. Complete the fields from the table below and click Save.

Field Description

Profile Name Enter the name of the profile to be configured for a particular Source Type.
Source Type Select a source type for the profile.
IP Address Configure the IP Address of the client/Host to be controlled in the Session Limit profile when the selected

profile type is IP.

Configure the Start IP Address of the clients to be controlled in the Session Limit profile when the
Start IP Address selected profile type is Range.

Configure the End IP Address of the clients to be controlled in the Session Limit profile when the selected
End IP Address profile type is Range.

Select the Interface from the drop down list to select the complete network to be controlled in the

Interface Session Limit profile when the selected profile type is Interface.

Configure the Maximum sessions from the Range 1-999 that are allowed on Source Type to limit sessions.

Maximum Sessions Once the limit is reached, it will not allow any type of sessions/traffic on Session Limit profile.

Enable Schedules Enable Schedules to add the session limit profile with schedule configured for a day/all days.
Schedule Profile Select Schedule Profile to associate to the session limit profile.
Save Click save and activate your settings.
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Jumbo Frames

Path: Network > Internet > Jumbo Frames

Jumbo frames are Ethernet frames with more than 1500 bytes of payload. When this option is enabled, the LAN
devices can exchange information at Jumbo frames rate.

To enable jumbo frames:
1. Click Network > Internet > Jumbo Frames.
2. Toggle Activate Jumbo Frames to On.
3. Click Save.

p-Linlc"

Router - DSR-1000N

=T B Network ¢G5 VPN

Network » LAN » Jumbo Frame 0 o

This page allows user to enable/disable jumbo frames and set MTU for jumbo frames in the router.Jumbo Frames option is available to exchange
traffic containing Jumbo Frames on LAN side Devices.

Jumbo Frame

Activate Jumbo Frames m
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Routing
Static Routes
Path: Network > Routing > Static Routes
Manually adding static routes to this device allows you to define the path selection of traffic from one interface
to another.There is no communication between this router and other devices to account for changes in the path;

once configured the static route will be active and effective until the network changes.

The List of Static Routes displays all routes that have been added manually by an administrator and allows several
operations on the static routes.

To create a new static route:
1. Click Network > Routing > Static Routes.

Network » Routing » Static Routes (7 (<)

This page shows the list of static routes configured on the router. User can also add, delete and edit the configured routes.Use this page to define
static routes. Be sure to enter a destination address, subnet mask, gateway and metric for each configured static route. The Interface dropdown
menu will show all available configured wired interfaces on the router as options.

Static Routes List

Show entries [Right click on record to get more options] | a, ‘

| Name ¢ H Destination 8 H Subnet Mask & | Gateway 6“ Interface L] || Metric SH Active & || Private el

No data available in table

Showing 0 to 0 of 0 entries |.) First || .| Previous || Next ; || Last |

Add New Static Route

2. Click Add New Static Route.
3. Complete the fields in the table on the next page and click Save.

Static Route Configuration o

Route Name |
Active OFF
Private OFF

Destination IP Address | ‘

IP Subnet Mask [ |

Interface | Dedicated WAN E‘

Gateway IP Address | ‘

Metric [Range: 2 -15]

Save
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Field Description

Route Name Enter a name for your route.
Active Toggle to ON to activate this route or to OFF to deactivate.
Private Toggle to ON to make this route private. If the route is made private, then the route will not be

shared in a RIP broadcast or multicast.

Destination IP Address

Enter the IP address of the static route’s destination.

IP Subnet Mask

Enter the subnet mask of the static route.

Interface

The physical network interface (WAN1, WAN2, WAN3, DMZ or LAN), through which this route is
accessible.

Gateway IP Address

IP address of the gateway through which the destination host or network can be reached.

Metric

Determines the priority of the route. If multiple routes to the same destination exist, the route
with the lowest metric is chosen.

Save

Click Save to save your route.
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RIP

Path: Network > Routing > RIP

Dynamic routing using the Routing Information Protocol (RIP) is an Interior Gateway Protocol (IGP) that is
common in LANs. With RIP this router can exchange routing information with other supported routers in the
LAN and allow for dynamic adjustment of routing tables in order to adapt to modifications in the LAN without
interrupting traffic flow.

Note: The DSR-150/150N/250/250N routers do not support RIP.

To configure RIP:

1. Click Network > Routing > RIP.

D-Link

Unified Services Router - DSR-1000N

E Network. {:‘_) VPN

Network » Routing » RIP 0 @
This page allows to configure the RIP (Routing Information Protocal).
RIP
RIP Setup
Direction @ None @ Inonly © oOutonly @ Both
Version [RiP-1 =

Save Cancel

2. Complete the fields in the table below and click Save.

Field Description

Direction

The RIP direction will define how this router sends and receives RIP packets. Select one of the
following:
- Both: The router both broadcasts its routing table and also processes RIP information received
from other routers. This is the recommended setting in order to fully utilize RIP capabilities.
« Out Only: The router broadcasts its routing table periodically but does not accept RIP
information from other routers.
+ In Only: The router accepts RIP information from other routers, but does not broadcast its
routing table.
- None: The router neither broadcasts its route table nor does it accept any RIP packets from
other routers. This effectively disables RIP.

Version

The RIP version is dependent on the RIP support of other routing devices in the LAN.

- Disabled: This is the setting when RIP is disabled.

« RIP-1: A class-based routing version that does not include subnet information. This is the most
commonly supported version.

« RIP-2: Includes all the functionality of RIPv1 plus it supports subnet information. Though the
data is sent in RIP-2 format for both RIP-2B and RIP-2M, the mode in which packets are sent
is different. RIP-2B broadcasts data in the entire subnet while RIP-2M sends data to multicast
addresses.

Note: IfRIP-2B or RIP-2M is the selected version, authentication between this router and other routers
(configured with the same RIP version) is required. MD5 authentication is used in a first/second key
exchange process. The authentication key validity lifetimes are configurable to ensure that the
routing information exchange is with current and supported routers detected on the LAN.

Save

Click Save to save your settings.
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OSPF

Path: Network > Routing > OSPF

OSPF is an interior gateway protocol that routes Internet Protocol (IP) packets solely within a single routing
domain. It gathers link state information from available routers and constructs a topology map of the network.

OSPF version 2 is a routing protocol which described in RFC2328 - OSPF Version 2. OSPF is IGP (Interior Gateway
Protocols). OSPF is widely used in large networks such as ISP backbone and enterprise networks.

Note: The DSR-150/150N/250/250N routers do not support OSPFv2.

To configure OSPF:
1. Click Network > Routing > OSPF.

D-Link

Unified § ces Router - D5R-1000N

E Network {:‘3 VPN
Network » Routing » OSPF QO O
This page shows the OSPFv2 parameters configured an the router.User can also edit the OSPFv2 configured parameters.
OSPFv2 List
Show entries [Right click on record to get more options] | [ |
‘ Status & ” Port & || Area SII Priority & || Hello Interval ] ” Dead Interval 2 H Cost 8 H Authentication Type el
DISABLED LAN 1 10 40 10 MHone
DISABLED WAN1 1 10 40 10 Mone
DISABLED WANZ 1 10 40 10 Mone
DISABLED WAN3 1 10 40 10 Mone

Showing 1 to 4 of 4 entries || First || .| Previous | 1 | Next ; | Last Jf

2. Right-click the port you want to edit (LAN/WAN1/WAN2/WAN3/L2TPoverlPSec) and select Edit.

3. Complete the fields in the table on the next page and click Save.

D-Link DSR-Series User Manual

72



Section 5 - Connect to the Internet

0OSPFv2 Configuration °

OSPFv2 Enable M

Interface

Area
Priority
Hello Interval

Dead Interval

Cost
Authentication Type Md5 E|'

Md5 Key 1D [ | tRange: 1- 2559

Field Description
OSPFv2 Enable Toggle ON to enable OSPF.
Interface Displays the physical network interface on which OSPFv2 is Enabled/Disabled.

Enter the area to which the interface belongs. Two routers having a common segment; their
Area interfaces have to belong to the same area on that segment. The interfaces should belong to the
same subnet and have similar mask.

Helps to determine the OSPFv2 designated router for a network. The router with the highest priority
Priority will be more eligible to become Designated Router. Setting the value to 0 makes the router ineligible
to become Designated Router. The default value is 1. Lower the value means higher the priority.

The number of seconds for Hello Interval timer value. Enter the number in seconds that the Hello
Hello Interval packet will be sent. This value must be the same for all routers attached to a common network. The
default value is 10 seconds.

The number of seconds that a device’s hello packets must not have been seen before its neighbors
declare the OSPF router down. This value must be the same for all routers attached to a common
Dead Interval network. The default value is 40 seconds. OSPF requires these intervals to be exactly the same
between two neighbors. If any of these intervals are different, these routers will not become
neighbors on a particular segment.

Cost Enter the cost of sending a packet on an OSPFv2 interface.

Select one of the following authentication types:
- None: The interface does not authenticate OSPF packets.
- Simple: OSPF packets are authenticated using simple text key.
- MD5: The interface authenticates OSPF packets with MD5 authentication.
Enter the authentication key. This field is available when Simple is selected as the Authentication
Type.
MD5 Key ID If MD5 is selected as the authentication type, enter the MD5 key ID.

MD5 Authentication Key | If MD5 is selected as the authentication type, enter the MD5 authentication key.

Authentication Type

Authentication Key

Save Click Save to save your settings.

OSPF support on L2TP over IPsec

Apart from LAN, WAN1 and WAN2, the user can exchange routes via L2TP over IPsec. OSPF supports a virtual
interface created in L2TP over an IPsec channel. The static routes which are added have to be exchanged over
these interfaces.

L2TP over IPsec wraps a stimulated data link layer in IPsec. Plain IPsec just encrypts the network layer. When the
L2TP over IPsec configuration is saved, the tunnel initiation starts automatically but the establishment of the
tunnel depends on the configuration at the client and the server side, and the response from the server.

Ensure that the L2TP tunnel over the IPsec is established before enabling OSPF.
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Protocol Binding

Path: Network > Routing > Protocol Binding

Protocol bindings are useful when the Load Balancing feature is in use. Selecting from a list of configured services
or any of the user-defined services, the type of traffic can be assigned to go over only one of the available WAN
ports. For increased flexibility the source network or machines can be specified as well as the destination network
or machines. For example, the VOIP traffic for a set of LAN IP addresses can be assigned to one WAN and any
VOIP traffic from the remaining IP addresses can be assigned to the other WAN link. Protocol bindings are only
applicable when load balancing mode is enabled and more than one WAN is configured.

To add, edit, or delete a protocol binding entry:
1. Click Network > Routing > Protocol Binding.

Firmware: 1.108

System Search a,
L° Mair

Network » Routing » Protocol Binding

Protocol Bindings List

Shuw‘ 10 E| entries [Right ctick on record to get more options] | a |

‘ Status (%] H Service () H Local Gateway & “ Source Network (] ” Destination Network & ‘

Mo data available in table

Showing 0 to 0 of 0 entries | First || | Previous || Next J || Last )|

Add New Protocol Binding

2. Right-clicka current entry and select Edit or Delete.To add a new entry, click Add New Protocol Binding.
3. Complete the fields in the table below and click Save.

Protocol Bindings Configuration °

Service ANY E

Local Gateway ® waNT O WaNz O WAN3

Source Network © Any © Single Address @ Address range

Start Address [ |

Destination Network © Any @ Single Address © Address range

Field Description
Service Select a service from the drop-down menu.
Local Gateway Select a WAN interface.

Select the source network: Any, Single Address, or Address Range. If Single Address or Address

Source Network Range is selected, enter the IP address or IP range.

Select the destination network: Any, Single Address, or Address Range. If Single Address or

Destination Network Address Range is selected, enter the IP address or IP range.

Save Click Save to save your settings.
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IPv6
IP Mode

Path: Network > IPv6 > I[P Mode

This page allows you to configure the IP protocol version to be used on the router. In order to support IPv6 on
your local network (LAN), you must set the router to be in IPv4 / IPv6 mode. This mode will allow IPv4 nodes to
communicate with IPv6 devices through this router.

To enable IPv6 on the router:
1. Click Network > IPv6 > IP Mode.

D-Link@ Logged in as: admin ( ADMIN ) ang! nglish [US]

| Firmware: 1.1

d System Search. a,

Router - DSR-1000N

E Network {3 VPN rity {_}o Maintenance

Network = IPv6 = IP Mode o e

This page allows user to configure the IP protocol version to be used on the router.In order to support IPvé on the LAN, you must set the router to
be in IPv4 / IPvé mode. This mode will allow IPvd nodes to communicate with IPvé devices through this router.

IP Mode

IP Mode @ Ipva Only @ IPv4 & IPv6

Save Cancel

2. Select either IPv4 or IPv4 & IPv6. It will work for all the VLANs configured on the VLAN Settings page
(Network >VLAN > VLAN Settings).

3. Click Save.
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IPv6 WAN Settings
Path: Network > IPv6 > IPv6 WANT1 Settings

For IPv6 WAN connections, this router can have a static IPv6 address or receive connection information when
configured as a DHCPv6 client. In the case where the ISP assigns you a fixed address to access the internet, the
static configuration settings must be completed. In addition to the IPv6 address assigned to your router, the
IPv6 prefix length defined by the ISP is needed. The default IPv6 Gateway address is the server at the ISP that
this router will connect to for accessing the internet. The primary and secondary DNS servers on the ISP’s IPv6
network are used for resolving internet addresses, and these are provided along with the static IP address and
prefix length from the ISP.

When the ISP allows you to obtain the WAN IP settings via DHCP, you need to provide details for the DHCPv6
client configuration. The DHCPv6 client on the gateway can be either stateless or stateful. If a stateful client is
selected the gateway will connect to the ISP’s DHCPV6 server for a leased address. For stateless DHCP there need
not be a DHCPV6 server available at the ISP, rather ICMPv6 discover messages will originate from this gateway
and will be used for auto configuration.

A third option to specify the IP address and prefix length of a preferred DHCPV6 server is available as well.

Dynamic IP

To configure a dynamic (DHCP) IPv6 Internet connection:
1. Click Network > IPv6 > IPv6 WAN1 Settings.

System Search.. %

B Network &BS VPN 2 security £° Maintenance

Network = IPv6 » IPv6 Wanl Settings

This page allows user to IPv6 related WANT configurations.This router can have a static IPvé addre receive conn
nfigured a: DHCP 6 clie t nnect to ISP usv‘n and password (PPP E] Th DHCP é l t n the gate

t t ful. If a t te ( l client l t d th e gateway ect to th I15P's DHCPv6 s ddrass. Fnrs
a DHCPv6 = ailable ( the ISP, rather ICMPv s discover ages will originate f rom (h s ga t eway and will be

IPv6 Wan1 Settings

1Pvé WANT Setup

Connec tion Type DHCPYE n

DHCPv6
DHCPvé Auto Configuration @ Stateless Address O Stateful Address

Prefix Delegation EX

2. Complete the fields in the table below and click Save.

Field Description

Connection Type Select DHCPv6 from the drop-down menu.
DHCPv6 Auto Configuration | Select either Stateless Address or Stateful Address.

Select this option to request router advertisement prefix from any available

DHCPV6 servers available on the ISP, the obtained prefix is updated to the advertised prefixes on
the LAN side. This option can be selected only in Stateless Address Auto Configuration mode of
DHCPv6 Client.

Save Click Save to save your settings.

Prefix Delegation
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Static IP

To configure a static IPv6 Internet connection:
1. Click Network > IPv6 > IPv6 WAN1 Settings.

E Network

Network » IPv6 » IPvb Wan1 Settings o °

This page allows user to IPvé related WANT configurations.This router can have a static IPvé address or receive connection information when
configured as a DHCPv6 client or connect to ISP using username and password (PPPoE). The DHCPvé client on the satsway can be either statelsss or
stateful. If a stateful client is selected the gateway will connect to the ISP's DHCPv6 server for a leased address. For stateless DHCP there need not
be a DHCPvé server available at the ISP, rather ICMPvé discover messages will originate from this gateway and will be used for auto configuration.

IPv6 Wan1 Settings

IPv6 WANT Setup

EC—C
Static

IPv6 Address :
IPv6 Prefix Length |:| [Default: 64, Range: 1- 128]
Default IPvé Gateway l:|
Primary DNS Server |:|
Secondary DNS Server l:|

Save Cancel

2. Complete the fields in the table below and click Save.

Field Description

Connection Type Select Static.
IPv6 Address Enter the IP address supplied by your ISP.
IPv6 Prefix Length Enter the IPv6 prefix length supplied by your ISP.
Default IPv6 Gateway | Enter the IPv6 gateway address supplied by your ISP.

Primary DNS Server | Enter the primary DNS server IP address.

Secondary DNS Server | Enter the secondary DNS server IP address.

Save Click Save to save and activate your settings.
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PPPoE

To configure a dynamic (DHCP) IPv6 Internet connection:
1. Click Network > IPv6 > IPv6 WAN1 Settings.

]).I‘il‘.km Logged in as: admin ( ADMIN ) | Lang

Unified Services Router - DSR-500AC R 08 e

“# Wizard | System Search.. 2

£ Status Z wireless B Network ¢BS VPN 2 security ° Maintenance

Network » IPv6 » IPv6 Wan1 Settings o °

This page allows user to IPvé related WAN1 configurations.This router can have a static IPvé address or receive connection information when
configured as a DHCPv6 client or connect to ISP using username and password (PPPoE). The DHCPvé client on the gateway can be either stateless or
stateful. If a stateful client is selected the gateway will connect to the ISP's DHCPvé server for a leased address. For stateless DHCP there need not
be a DHCPv6 server available at the ISP, rather ICMPv6 discover messages will originate from this gateway and will be used for auto configuration.

IPv6 Wan1 Settings

1Pv6 WANT Setup

Connection Type H

PPPOE Sessions © Separate Session for IPv6 @ Common Session for IPv4 and Pvé
PPPOE

Authentication Type [Autonegotinte  [7]

e 3

Primary DNS Server |:|

Secondary DNS Server |:|

Save Cancel

2. Complete the fields in the table below and click Save.

Field Description

Connection Type Select PPPoE.

PPPoE Sessions Select any of the two sessions: Separate sessions for IPvé or Common sessions for IPv4 and IPv6.
User Name Enter your PPPOE user name.
Password Enter your PPPoE password.
Authentication Type gﬂicptvgle authentication type from the drop-down menu (Auto-negotiate/PAP/CHAP/MS-CHAP/MS-

DHCPV6 Obtions Select the mode of DHCPvV6 client that will start in this mode (Disable dhcpv6/Stateless dhcpv6/Stateful
P dhcpv6/Stateless dhcpv6 with prefix delegation/Stateful dhcpv6 with prefix delegation).

Primary DNS Server | Enter the primary DNS server IP address.

Secondary DNS Server | Enter the secondary DNS server IP address.

Save Click Save to save and activate your settings.

D-Link DSR-Series User Manual 78



Section 5 - Connect to the Internet

Static Routing

Path: Network > IPv6 > Static Routing

Manually adding static routes to this device allows you to define the path selection of traffic from one interface
to another.There is no communication between this router and other devices to account for changes in the path;
once configured the static route will be active and effective until the network changes.

The List of Static Routes displays all routes that have been added manually by an administrator and allows several

operations on the static routes.

To create a new static route:
1. Click Network > IPv6 > Static Routing.

D-Link

es Router - DSR-1000N

Unified Ser

E Network {3 VPN O° Mair
Metwork » IPvé = Static Routing o °
This page shows a list of IPv6 static routes added. A user can add, delete and edit the routes also.
IPv6 Static Routing List
Show | 10 entries [Right click on record to get more options] a |
{ Name Tt H Destination (] H Gateway (] H Interface & " Metric & " Active (] |
Mo data available in table
Showing 0 to 0 of 0 entries || First || .| Previous || Next ; || Last 3|
2. Click Add New IPv6 Static Route.
3. Complete the fields in the table on the next page and click Save.
IPv6 Static Routing Configuration o
Route Name | |
Active M_l
IPve Destination | |
IPvé Prefix Length [ ] Rangeso-18
Interface @ waN1 O sitd Tunnel-WANT O LaN
© waNz O sitd Tunnel-WANZ
IPv6 Gateway |
Metric [ ] Raness2-13
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Field Description

Route Name Enter a name for your route.
Active Toggle to ON to activate this route or to OFF to deactivate.
IPv6 Destination Enter the IP address of the static route’s destination.
IPv6 Prefix Length Enter the prefix length of the static route.

The physical network interface (WAN1, WAN2, sit0 Tunnel-WANT1, sit0 Tunnel-WAN2, or LAN),

Interface through which this route is accessible.
IPv6 Gateway IPv6 address of the gateway through which the destination host or network can be reached.
Metric Determines the priority of the route. If multiple routes to the same destination exist, the route
with the lowest metric is chosen.
Save Click Save to save your route.
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OSPFv3

Path: Network > IPv6 > OSPFv3

OSPF is an interior gateway protocol that routes Internet Protocol (IP) packets solely within a single routing
domain. It gathers link state information from available routers and constructs a topology map of the network.

Open Shortest Path First version 3 (OSPFv3) supports IPv6. To enable an OSPFv3 process on a router, you need to
enable the OSPFv3 process globally, assign the OSPFv3 process a router ID, and enable the OSPFv3 process on
related interfaces.

Note: The DSR-150/150N/250/250N routers do not support OSPFv3.

To configure OSPF:
1. Click Network > IPv6 > OSPFv3.

D-Link :

Unified Services Router - DSR-1000N

c—
0]

Wireless g Network

Network » IPvé » OSPFv3 (2 (<)

This page shows the O5PFy3 parameters configured on the router.User can also edit the OSPFv3 configured parameters.0SPF(Open Shortest Path
First) version 3 is a routing protocol for IPvé Networks (OSPFv3) described in RFC2740.05PF is an IGP (Interior Gateway Protocol) used to distribute
routing information within a single Autonomous System. Compared with RIP, OSPF can provide scalable network support and faster convergence
times.OSPF can be used to design and build large and complicated networks.

OSPFv3 List

Show| 10 |ZH entries [Right click on record to get more options] ‘ o, |
I Status 4] ” Port & ” Priority & " Hello Interval & ” Dead Interval &2 ” Cost a8 ‘
DISABLED LAN 1 10 40 10
DISABLED WAN1 1 10 40 10
DISABLED WANZ 1 10 40 10
Showing 1 to 3 of 3 entries || First || .| Previous | 1 | Mext , || Last ,

2. Right-click the port you want to edit (LAN/WAN1/WAN2) and select Edit.
3. Complete the fields in the table on the next page and click Save.
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0OSPFv3 Configuration °

OSPFv3 Enable

i

Interface WAN1

Priority

Hello Interval

Il

Dead Interval

Cost

Ii

Save

Field Description

OSPFv3 Enable Toggle ON to enable OSPFv3.
Interface Displays the physical network interface on which OSPFv3 is Enabled/Disabled.

Helps to determine the OSPFv3 designated router for a network. The router with the highest priority
Priority will be more eligible to become Designated Router. Setting the value to 0 makes the router ineligible
to become Designated Router. The default value is 1. Lower the value means higher the priority.

The number of seconds for Hello Interval timer value. Enter the number in seconds that the Hello
Hello Interval packet will be sent. This value must be the same for all routers attached to a common network. The
default value is 10 seconds.

The number of seconds that a device’s hello packets must not have been seen before its neighbors
declare the OSPF router down. This value must be the same for all routers attached to a common
Dead Interval network. The default value is 40 seconds. OSPF requires these intervals to be exactly the same
between two neighbors. If any of these intervals are different, these routers will not become
neighbors on a particular segment.

Cost Enter the cost of sending a packet on an OSPFv3 interface.

Save Click Save to save your settings.
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6 to 4 Tunneling
Path: Network > IPv6 > 6 to 4 Tunneling

6to4 is an Internet transition mechanism for migrating from IPv4 to IPv6, a system that allows IPv6 packets to be
transmitted over an IPv4 network. Select the check box to Enable Automatic Tunneling and allow traffic from an
IPv6 LAN to be sent over an IPv4 Option to reach a remote IPv6 network.

To enable 6 to 4 tunneling:
1. Click Network > IPv6 > 6 to 4 Tunneling.

E Network

Metwork » IPvé » 6 to 4 Tunneling ° e

This page allows user to enable/disable the 6 to 4 tunneling.With this option enabled IPv4 address information is embedded in IPv6 addresses on the
LAN. This option is very common in network that use both IPv4 and IPvé6 nodes.

IPv6 to IPv4 Tunneling

Activate Auto Tunneling g

2. Toggle Activate Auto Tunneling to ON.
3. Click Save.
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ISATAP Tunnels

Path: Network > IPv6 > ISATAP Tunnels

ISATAP (Intra-Site Automatic Tunnel Addressing Protocol) is an IPv6 transition mechanism meant to transmit
IPv6 packets between dual-stack nodes on top of an IPv4 network. ISATAP specifies an IPv6-IPv4 compatibility
address format as well as a means for site border router discovery. ISATAP also specifies the operation of IPv6 over
a specific link layer - that being IPv4 used as a link layer for IPv6.

To add, edit, or delete a ISATAP entry:
1. Click Network > IPv6 > ISATAP Tunnels.

D-Link

Unif

Network »

uter - DSR-1000N

{ System Search... a,

E Network VPN = ﬂ"’ Maintenance

» ISATAP Tunnels o °

This page shows the list of available ISATAP tunnels. A user can also add, delete and edit ISATAP tunnels from this page.ISATAP is available to provide
connectivity between IPvé nodes within the LAN, as it treats the IPvd network as a single IPvb local link.

ISATAP Tunnels List

Show | 10 E entries [Right click on record to get more options] a |

| Local Endpoint it H ISATAP Subnet Prefix e I

No data available in table

Showing 0 to 0 of 0 entries |.) First || .| Previous || Mext , || Last |

Add New ISATAP Tunnel

2. Right-click a current entry and select Edit or Delete. To add a new entry, click Add New ISATAP Tunnel.

3. Complete the fields in the table below and click Save.

ISATAP Tunnels Configuration o

ISATAP Subnet Prefix | \

End Point Address

IPv4 Address

© LAN @ Other IP

Save
A

Field Description

ISATAP Subnet Prefix

This is the 64-bit subnet prefix that is assigned to the logical ISATAP subnet for this intranet. This can
be obtained from your ISP or internet registry, or derived from RFC 4193.

End Point Address

This is the endpoint address for the tunnel that starts with this router. The endpoint can be the LAN
interface (assuming the LAN is an IPv4 network), or a specific LAN IPv4 address.

IPv4 Address

The end point address if not the entire LAN.

Save

Click Save to save your settings.
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Teredo Tunnel

Path: Network > IPv6 > Teredo Tunnel
Note: Teredo Tunnel is available only in DSR-Octeon models.
Teredo Tunnel provides IPv6 connectivity for IPv6-capable hosts having no native connection to an IPv6 network.

To configure Teredo Tunnel, follow the steps given below:
1. Click Network > IPv6 > Teredo Tunnel.

D-LinK X .- : ( ) Languags__-:

Unifiec Router - DSR-500AC e

- W
0

Network

Metwork » IPvé » Tereod Tunnel (2 (=)

Teredo Tunnelling

Activate Teredo Tunnelling m

Primary Server |tarado-deblan.remlah.net |

Secondary Server |tEfEdD.\DVs.miEfDSUft.EUITI |

2. The fields present on this page are given in the following table.

Field Description

Activate Teredo Tunneling | Enable or disable Teredo Tunneling.
Primary Server Enter the primary teredo server.
Secondary Server Enter the secondary teredo server.
Save Click Save to activate your changes.
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Path: Network > IPv6 > IPv6 LAN Settings

IPv6 LAN Settings

DHCPv6 Server

In IPv6 mode, the LAN DHCP server is disabled by default (similar to IPv4 mode). The DHCPv6 server will serve

IPv6 addresses from configured address pools with the IPv6 Prefix Length assigned to the LAN.

The default IPv6 LAN address for the router is fec0::1. You can change this 128-bit IPv6 address based on your
network requirements. The other field that defines the LAN settings for the router is the prefix length. The IPv6
network (subnet) is identified by the initial bits of the address called the prefix. By default this is 64 bits long. All
hosts in the network have common initial bits for their IPv6 address; the number of common initial bits in the
network’s addresses is set by the prefix length field.

To configure IPv6 LAN settings on the router:
1. Click Network > IPv6 > IPv6 LAN Settings.

D-Link

Unified Se Router - DSR-500AC

Network = IPv6 » IPv6 LAN Settings

Logged inas: admin

Serial: s3

E Network

L)

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to IPvé related LAN configurations.The IPvé address is 128 bits, with a default é4 bit prefix that defines the network and is
common among all LAN hosts. Changes here affect all devices connected to the router’s LAN switch. Note that a change to the defaul LAN IP address
will require all LAN hosts to be in the same network prefix and use the new address to access this GUI.

IPv6 LAN Settings

LAN TCP/IP Setup
IPv6 Address

IPv6 Prefix Length

DHCPv6
Status

Mode

Domain Name
Server Preference
DNS Servers

Lease / Rebind Time

Prefix Delegation

feco::1

[Range: 1 - 128]

i

@ Stateless @ Stateful

dlink.com

255 [Range: 0 - 255]

Use DNS Proxy

[Range: 0 - 604800] Seconds

@

: a
Iy

=]

i =1

Save Cancel

2. Complete the fields in the table on the next page and click Save.
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Field Description

IPv6 Address Enter the IPv6 LAN address for the router.
IPv6 Prefix Length Enter the prefix length.
Status Toggle to ON to enable DHCPv6.
The IPv6 DHCP server is either stateless or stateful. If stateless is selected an external IPv6 DHCP server is
not required as the IPv6 LAN hosts are auto-configured by this router. In this case the router advertisement
Mode daemon (RADVD) must be configured on this device and ICMPv6 router discovery messages are used

by the host for auto-configuration. There are no managed addresses to serve the LAN nodes. If stateful
is selected the IPv6 LAN host will rely on an external DHCPv6 server to provide required configuration
settings.

Domain Name

Enter a domain name (optional).

Server Preference

Server Preference is used to indicate the preference level of this DHCP server. DHCP advertise messages
with the highest server preference value to a LAN host are preferred over other DHCP server advertise
messages. The default is 255.

DNS Servers

The DNS server details can be manually entered here (primary/secondary options. An alternative is to
allow the LAN DHCP client to receive the DNS server details from the ISP directly. By selecting Use DNS
proxy, this router acts as a proxy for all DNS requests and communicates with the ISP’s DNS servers (a WAN
configuration parameter).

Lease / Rebind Time

Enter the duration of the DHCPv6 lease from this router to the LAN client.

Prefix Delegation

Toggle to ON to enable prefix delegation in DHCPv6 server. This option can be selected only in Stateless
Address Auto Configuration mode of DHCPv6 server.

Save

Click Save at the bottom to save and activate your settings.
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IPv6 Address Pools

Path: Network > IPv6 > IPv6 LAN Settings > IPv6 Address Pools

This feature allows you to define the IPv6 delegation prefix for a range of IP addresses to be served by the
router’s DHCPV6 server. Using a delegation prefix you can automate the process of informing other networking
equipment on the LAN of DHCP information specific for the assigned prefix.

To add, edit, or delete a IPv6 address pool entry:
1. Click Network > IPv6 > IPv6 LAN Settings > IPv6 Address Pools tab.

Metwork » IPvé » IPvé LAN Settings » IPvé Address Pools o e

IPvé LAN Settings | IPv6 Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This Page allow user to create/add/delete/edit Address Pools List for IPvé configuration.

IPv6 Address Pools List

Show entries [Right click on record to get more options ] | a |
Start Address Ql End Address ;_91 Prefix Length QJ Interface & l IPv6 Status e
- S
No data available in table
Showing 0 to 0 of 0 entries |.J First || | Previous || Next ; || Last 4|
Add New Address Pool

2. Right-click a current entry and select Edit or Delete. To add a new entry, click Add New Address Pool.
3. Complete the fields in the table below and click Save.

IPv6 Address Pools Configuration o
Prefix Length [ ] Renem1-1m
o [

Field Description

Start IPv6 Address

Enter the starting IPv6 LAN address.

End IPv6 Address

Enter the ending IPv6 LAN address.

Prefix Length Enter the prefix length.
VLAN Interface Select the interface (LAN, VLAN) for this IPv6 pool.
Save Click Save at the bottom to save and activate your settings.
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Prefixes for Prefix Delegation
Path: Network > IPv6 > IPv6 LAN Settings > Prefixes for Prefix Delegation

To add, edit, or delete a IPv6 prefix length entry:
1. Click Network > IPv6 > IPv6 LAN Settings > Prefixes for Prefix Delegation tab.

D_Link@ o inas: a 4N ) | Language:

Unified Se

or - DS c | Firmware: 3

zard {Syslemsaar

E Network :_':} VPN ‘!}“ Maintenance

Network » IPv6 = IPv6 LAN Settings » Prefixes for Prefix Delegation

90

IPv6 LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This Page allow user to create/add/delete/edit Prefix Delegaion Pools List for IPvé configuration.

List of Prefixes for Prefix Delegation

Show entries  [Right click on record to get more options ]

| Prefix Address ¥ Prefix Length & | Interface 8 | IPv6 Status & ‘

No data available in table

| 2 |

Showing 0 to 0 of 0 entries |.| First | .| Previous || Next ; || Last |

Add New Prefix Delegation

2. Right-click a current entry and select Edit or Delete. To add a new entry, click Add New Prefix Length.
3. Complete the fields in the table below and click Save.

IPv6 Prefix Delegation Configuration

Prefix Address ]
Prefix Length l:l [Range: 1 - 128]
WLAN Interface :
Field Description
Prefix Address Enter the IPv6 address for Prefix Delegation.
Prefix Length Enter the prefix length.
VLAN Interface Select the interface (LAN, VLAN) for this IPv6 Prefix Delegation.
Save Click Save at the bottom to save and activate your settings.
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Router Advertisement

Path: Network > IPv6 > IPv6 LAN Settings > Router Advertisement

Router Advertisements are analogous to IPv4 DHCP assignments for LAN clients, in that the router will assign
an IP address and supporting network information to devices that are configured to accept such details. Router
Advertisement is required in an IPv6 network is required for stateless auto configuration of the IPv6 LAN.
By configuring the Router Advertisement Daemon on this router, the router will listen on the LAN for router
solicitations and respond to these LAN hosts with router advisements.

To configure router advertisement settings:
1. Click Network > IPv6 > IPv6 LAN Settings > Router Advertisement tab.

2. Rightclickontherecordtogetotheroptions.Click Editto openthe Router Advertisement Configuration

page.

Router Advertisement Configuration °
Router Advertisement

Advertise Mode @ Unsolicited Multicast © Unicast Only

Advertise Interval [Range: 10 - 1800]
RA Flags

Managed H_I

Other | on NN

Router Preference @ Low © Medium 5/ High

MTU [Rangs: 1280 - 1500]

Router Lifetime o comd

2. Complete the fields in the table on the next page and click Save.

Field Description

Status Toggle to ON to enable this feature.
Select Unsolicited Multicast to send router advertisements (RA’s) to all interfaces in the multicast group.
Advertise Mode To restrict RA's to well-known IPv6 addresses on the LAN, and thereby reduce overall network traffic,

select Unicast only.

When advertisements are unsolicited multicast packets, this interval sets the maximum time between
Advertise Interval advertisements from the interface. The actual duration between advertisements is a random value
between one third of this field and this field. The default is 30 seconds.

Toggle to ON to use the administered/stateful protocol for address auto-configuration. If set to OFF, the
host uses administered/stateful protocol for non-address auto configuration.

Other Toggleto ONto use administered/stateful protocol of other (i.e.,, non-address) information auto configuration.

This parameter (low/medium/high) determines the preference associated with the RADVD process of the
Router Preference router. This is useful if there are other RADVD-enabled devices on the LAN as it helps avoid conflicts for
IPv6 clients.

The router advertisement will set this maximum transmission unit (MTU) value for all nodes in the LAN
that are auto-configured by the router. The default is 1500.

This value is present in RAs and indicates the usefulness of this router as a default router for the interface.
Router Lifetime The default is 3600 seconds. Upon expiration of this value, a new RADVD exchange must take place
between the host and this router.

Managed

MTU

Save Click Save at the bottom to save and activate your settings.
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Advertisement Prefixes
Path: Network > IPv6 > IPv6 LAN Settings > Advertisement Prefixes

Router advertisements configured with advertisement prefixes allow this router to inform hosts how to perform
stateless address auto configuration. Router advertisements contain a list of subnet prefixes that allow the router
to determine neighbors and whether the host is on the same link as the router.

To add, edit, or delete an advertisement prefix entry:

1. Click Network > IPv6 > IPv6 LAN Settings > Advertisement Prefixes tab.

Logged inas: ac

&Y VPN

E Network

Network » IPv6 » Advertisement Prefixes

» IPvb LAN Settings

IPvé LAN Settings | IPvé Address Pools | Prefixes for Prefix Delegation | Router Advertisement | Advertisement Prefixes

This page allows user to configure IPvé prefixes which will be used while advertisement.The router advertisements configured with advertisement
prefixes allow this router to inform hosts how to perform stateless address auto configuration. Router advertisements contain a list of subnet
prefixes that allow the router to determine neighbors and whether the host is on the same link as the router.

Advertisement Prefixes List

Show entries [Right click on record to get more options | | a |
| IPvs Prefix G | IPv6 Prefix Length & | Life Time & Interface &
2002:0:0:c:: b4 n Default
© O select All -
Showing 1 to 1 of 1 entries +| Edit 1) First || -] Previous | 1 [ Next || Last

%/ Delete

Add New Advertisement Prefix

2. Right-click a current entry and select Edit or Delete. To add a new entry, click Add New Advertisement

Prefix.

3. Complete the fields in the table below and click Save.

Advertisement Prefix Configuration o Advertisement Prefix Configuration °
IPv6 Prefix Type © 6tod O Global /Local/ISATAP IPv6 Prefix Type © 6tod @ Global /Local/ISATAP
SLA ID I:| [Range: 1Pv6 Prefix
Prefix Lifetime I:| Range: IPv6 Prefix Length
VLAN Interface H Prefix Lifetime
VLAN Interface

Field Description

To ensure hosts support IPv6 to IPv4 tunnel select the 6to4 prefix type. Selecting Global/Local/ISATAP

IPv6 Prefix Type will allow the nodes to support all other IPv6 routing options.
SLAID The SLA ID (Site-Level Aggregation Identifier) is available when 6to4 Prefixes are selected. This should
be the interface ID of the router’s LAN interface used for router advertisements.
When using Global/Local/ISATAP prefixes, this field is used to define the IPv6 network advertised by
IPv6 Prefix thi
is router.
IPv6 Prefix Length This value indicates the number contiguous, higher order bits of the IPv6 address that define up the

network portion of the address. Typically this is 64.

Prefix Lifetime

This defines the duration (in seconds) that the requesting node is allowed to use the advertised prefix.
It is analogous to DHCP lease time in an IPv4 network.

VLAN Interface

Select the interface for this IPv6 Prefix Delegation.

Save

Click Save at the bottom to save and activate your settings.
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IPv6 Tunnels Status

Path: Network > IPv6 > IPv6 Tunnels Status

This page displays the current status of IPv6 Tunnels.

) | Lang

7 | Firmware: 1.

Metwork = IPv6 » IPv6 Tunnels Status

This page shows the status of IPvé tunnels.

IPv6 Tunnels Status

Show entries [No right click options]

2, |

T_._uggﬁ% Hgmﬁ. 2; lgvb Agg_resses

sit0-WANT

Showing 1 to 1 of 1 entries || First

.| Previous | 1

MNext

Last |
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Wireless Settings

The Wireless Network Setup Wizard is available for users new to wireless networking. By going through a few
configuration pages you can enable a Wi-Fi™ network on your LAN and allow supported 802.11 clients to connect
to the configured Access Point. To run the wizard, refer to “#6 Wireless Network Setup” on page 12.

Access Points

Path: Wireless > General > Access Points

This router has an integrated 802.11n/ac radio that allows you to create an access point for wireless LAN clients.
The security/encryption/authentication options are grouped in a wireless Profile, and each configured profile
will be available for selection in the AP configuration menu. The profile defines various parameters for the AP,
including the security between the wireless client and the AP, and can be shared between multiple APs instances
on the same device when needed.

Up to four unique wireless networks can be created by configuring multiple “virtual” APs . Each such virtual AP
appears as an independent AP (unique SSID) to supported clients in the environment, but is actually running on
the same physical radio integrated with this router.

Note: Profiles may be thought of as a grouping of AP parameters that can then be applied to not just one but multiple
AP instances (SSIDs), thus avoiding duplication if the same parameters are to be used on multiple AP instances or SSIDs.

To add, edit, or delete an access point entry:
1. Click Wireless > General > Access Points.

]).Ilil‘.k'a LDg%en:T in

Unified Se s Router - DSR-1000N

. — . : )
D status = Wireless B Network £ Security £ Maintenance

Wireless »» General » Access Points o e

The List of Available Access Points table lists the configured Access Points (AP) for this device. From this summary list, the status of each AP (over
all radios) can be reviewed and AP parameter configuration settings can be accessed.

Access Points List

Show | 10 entries [Right click on record to get more options] ‘ Q, |
\ Status & ” Virtual AP & || SSID & || Broadcast & ‘| Profile Name & || Active Time & ” Start Time & || Stop Time & |
Enabled apl DSR-1000M_1 1 defaultl Mo (Turn-off)
Showing 1 to 1 of 1 entries |} First || .| Previous | 1 | Mext ; || Last 4
Add New Access Point

2. Right-click a current entry and select Edit or Delete. To add a new entry, click Add New Access Point.
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3. Complete the fields in the table below and click Save.

Access Point Configuration o
AP Name apt
Active Time Ex ]
Schedule Control [ e=n
Start Time [ | e | | Minute ‘AM E”
Stap Time [ || | Minute  [AM =l
WLAN Partition [ Te=
Field Description
AP Name Enter a name for your virtual access point.

Select a profile from the drop-down menu to associate this access point with. If you do not want to use

Profile Name the default profile, create a profile (refer to the next page) and then create an access point.

Active Time Toggle to ON to “turn on”this access point.

Schedule Control Toggle to ON if you want to specify a time to have this access point turned on.

Start/Stop Time Enter a start and stop time.

WLAN Partition Toggle to ON to prevent associated wireless clients from communicating with each other.

Save Click Save at the bottom to save and activate your settings.

4. Right click a current entry and click MAC Filter. The following page opens:

—
-

Wireless rork €5y VPN % Security Q“ Maintenance

Wireless » General » Access Points » MAC Filter o @

This page shows the access control list and also allows user to add new access control rules.

MAC Filter

Access Control List Status

AP Hame |ap1 El

ACL Policy Status [open I~

MAC Filter List

Show entres [Right click on record to get more options ] a |

| MAC Address ol

Mo data available in table

Showing 0 to 0 of 0 entries

Add New MAC Filter

|-} First | Previous | Mext , | Last 4

5. The MAC Filter page displays the fields mentioned in the table below.
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Field Description
Access Control List Status
AP Name This is the name of the Profile that is being configured. Select an AP Name from the drop-down menu.

It indicates the type of access policy: Allow, Deny, or Open. An Allow policy permits connections by a
ACL Policy Status client whose MAC address appears in the list. A Deny policy prevents connections by a client whose

4 MAC address appears in the list. An Open policy permits all clients to connect and does not filter access
based on the list.

Save Click Save to activate your settings.
MAC Filter List
MAC Address This list shows all the MAC addresses of computers and devices which are authorized/unauthorized

(based on the default ACL Policy) to connect to this access point.

6. To add a new MAC address, click Add New MAC Filter.

MAC Filter Configuration °

MAC Address

Save

Field Description

Enter the MAC (Media Access Control) address of the client that you would like to add to the list of
MAC Address MAC addresses. The format for the MAC address is XX:XX:XX:XX:XX:XX where X is a number from 0 to 9
(inclusive) or an alphabetical letter between A and F (inclusive).

7. To check the status of the access point, right click a current entry in the access point list and click
Status.

Access Points °

Access Points Status

ﬁP Radio Packets Packets Bytes Bytes Errors Errors Dropped Dropped MultiCast q
ame g tx I £x G @ e tx
ap5 2 a 0 0 1] 0 1] 0 0 0

Connected Clients

MAC Address | Radio | Se{:nr‘it_y | Encryp_tion Authentication | Time Connected
Mo data available in table

8. Itopens the Access Point Status page, displaying traffic statistics for the AP and the list of the connected
clients.
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Profiles

Path: Wireless > General > Profiles

Creating a profile allows you to assign the security type, encryption and authentication to use when connecting
the AP to a wireless client. The default mode is “open’, i.e., no security. This mode is insecure as it allows any
compatible wireless clients to connect to an AP configured with this security profile.

To create a new profile, use a unique profile name to identify the combination of settings. Configure a unique
SSID that will be the identifier used by the clients to communicate to the AP using this profile. By choosing to
broadcast the SSID, compatible wireless clients within range of the AP can detect this profile’s availability. The AP
offers all advanced 802.11 security modes, including WEP, WPA2, and WPA+WPA2.

To add, edit, or delete a profile:
1. Click Wireless > General > Profiles.

R Status = Wireless _-l:__l Network :.’:3 VPN % Security L'}o Maintenance

Wireless = General = Profiles o e

A profile is a grouping of wireless settings which can be shared across multiple APs. AP specific settings are configured on the Access Point
Configuration page. The profile allows for easy duplication of 551Ds, security settings, encryption methods, client authentication, etc. across APs.

Profiles List

Show | 10 E entries [Right click on record to get more options] | a, |
| [0
| Profile Name ) “ 551D ] || Broadcast & || Security & || Encryption & “ Authentication & ‘
default] DSR-1000M_1 1 OPEMN MONE MONE
Showing 1 to 1 of 1 entries | First |} Previous | 1 | Next , || Last
Add New Profile

2. Right-click a current entry and select Edit or Delete. To add a new entry, click Add New Access Point.
3. Complete the fields in the table on the next page and click Save.

Note: DSR-1000AC which supports both the bands, 2.4 GHz and 5 GHz, allows its user to edit the default profiles
also.
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Profile Configuration e
Profile Name | |
551D | | tLength: 1321
Broadcast 551D m
Security |WPA+\"A’PA2 Izl
Encryption |TKIP+CCMP E'
Authentication |p5K Izl
WPA Password | |
Protect Management Frame MT'
Force PMF Mj
Field Description
Profile Name Enter a name for your profile.
SSID Enter a name for your wireless network (SSID).

Toggle to ON if you want your SSID broadcast openly or toggle to OFF to hide it. Clients will have to

Broadcast SSID know the SSID to connect.

Select what kind of wireless security you want to use:

- Open: Select this option to create a public “open” network to allow unauthenticated devices to
access this wireless gateway.

- WEP (Wired Equivalent Privacy): This option requires a static (pre -shared) key to be shared between
the AP and wireless client . Note that WEP does not support 802.11n data rates; is it appropriate for
legacy 802.11 connections.

« WPA2:This security type uses CCMP encryption on either PSK (pre-shared key) or Enterprise (RADIUS
Server) authentication.

« WPA + WPA2: This uses both encryption algorithms, TKIP and CCMP. WPA clients will use TKIP and
WPA2 clients will use CCMP encryption algorithms.

Security

Select the encryption type:

. « WEP - Select Open System or Shared Key.
Encryption - WPA2 - Select CCMP.

« WPA+WPA2 - Select TKIP+CCMP.

Select the authentication type:
Authentication - WEP - Select 64-bit WEP or 128-bit WEP.
« WPA2/WPA+WPA2 - Select PSK (passphrase), RADIUS (RADIUS server), or PSK+RADIUS (both).

WEP Pas(s1;32;'ase/Key If you selected WEP, enter a passphrase or up to four hexadecimal keys (a-f, 0-9, A-F).
WPA Password If you selected WPA2, or WPA+WPA2, enter a WPA password.
Protect Management | It provides security for the otherwise unprotected and unencrypted 802.11 management frames. This
Frame field is visible only when WPA2 security and CCMP fields are enabled.
Force PMEF This field is visible when Protect Management Frame is enabled. By enabling this means that to connect
with the configured Profile, Clients need to support Protect Management Frame.
Enable Pre- Enable or disable Pre-authentication. This field is available only when WPA?2 is selected as the Security

Authentication with RADIUS as the Authentication.

Select either 2.4 GHz, 5 GHz, or Both radio modes.
Note: This field is available only in DSR-1000AC.

Save Click Save at the bottom to save and activate your settings.

Radio Mode

The AP configuration page allows you to create a new AP and link to it one of the available profiles. This router
supports multiple AP’s referred to as virtual access points (VAPs). Each virtual AP that has a unique SSIDs appears
as an independent access point to clients. This valuable feature allows the router’s radio to be configured in a
way to optimize security and throughput for a group of clients as required by the user. To create a VAP, refer to
“Access Points” on page 93. After setting the AP name, the profile drop-down menu is used to select one of the
configured profiles.
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Radio Settings

Path: Wireless > General > Radio Settings

You may configure the channels and power levels available for the AP’s enabled on the router. The router has a dual
band 802.11n radio, meaning either 2.4 GHz or 5 GHz frequency of operation can be selected (not concurrently
though). Based on the selected operating frequency, the mode selection will let you define whether legacy

connections or only 802.11n connections (or both) are accepted on configured APs.

The ratified 802.11n support on this radio requires selecting the appropriate broadcast mode, and then defining
the channel spacing and control side band for 802.11n traffic. The default settings are appropriate for most
networks. For example, changing the channel spacing to 40MHz can improve bandwidth at the expense of
supporting earlier 802.11n clients. The available transmission channels are governed by regulatory constraints

based on the region setting of the router.

To configure the radio settings:
1. Click Wireless > General > Radio Settings.

D-Link

Unified Services Router - DSR-

£° Maintenance

Wireless » General » Radio Settings

This page allows you to configure the hardware settings for each available radio card.

Radio Settings

Onerating: Frequency,
Mode
Channel Spacing
Current Channel 40 - 5.26Hz

Channel 40 - 5.2GHz :
Default Transmit Power [Range: 1 - 100] %
Transmission Rate [Bestiautomate)  [7]

2. Complete the fields in the table below and click Save.

Field Description

Operating Frequency | Select 2.4GHz or 5GHz.

_syem search.. 2 |

L)

Select the 802.11 mode:
+24GHz - g and b, g only, b only, n and g, or n only.
Mode +5GHz - a only, na, n only, ac only, or a/n/ac.

Note: ac only and a/n/ac modes for 5GHz are available only in DSR-500AC and DSR-1000AC.

This is the difference in frequency between successive radio channels.

This setting is specific to 802.11n traffic.

Channel Spacing Choose 20/40 MHz to let system determine the best channel spacing to use. By default, it is 20MHz.

Control Side Band Select Upper or Lower. Available for 802.11n only mode.

Current Channel Displays the current channel.

Channel Select the channel you want to use.
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Default Transmit Power

Enter a value in % as the default transmitted power level for all APs that use this radio.

Transmit Power

Displays the current transmit power.

Transmission Rate

Select a transmission rate from the drop-down menu. This will lock the transmission rate of your wireless

connection. It is strongly recommended to use Best (Automatic).

Save

Click Save at the bottom to save and activate your settings.
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802.11AC Configuration

Path: Wireless > General > Radio Settings > 5 GHz

This section provides configuration options to use the DSR-500AC or DSR-1000AC advanced wireless capabilities
in the 5 GHz band.

3 3 L —3 (Y e i 1/ C, ik Y0
€D Status = Wireless B Network &5y VPN 2 Security £ Maintenance

Wireless = General = Radio Settings = 5 GHz 0 Q

This page allows you to configure the hardware settings for each available radio card.

Radio Settings 5 GHz

Mode ‘ afnfac Izl
Channel Spacing ‘ 20/40MHz |z|
Control Side Band ‘ Upper |Z|
Current Channel 40 - 5.2GHz

Channel ‘ Auto |Z|
Default Transmit Power [Range: 1 - 100] %
Transmission Rate ‘ Best{Automatic) Izl

Save Cancel

With 802.11AC, data throughput can be significantly increased as compared to 802.11n rates as the channel
bandwidth can be as high as 80 MHz. The available channels and spacing bandwidth are regulated by the
regulatory setting of the specific country the DSR-500AC or DSR-1000AC is deployed in. By selecting 802.11AC
rates, the 5 GHz radio will use the enhance capability of the new design and will send more data in a single
packet (via wireless frame aggregation).

Field Description

Mode It shows the 802.11 modulation techniques being used.

Channel Spacing Distance in MHz between the successive channels

Control Sideband defines the sideband which is used for secondary or extension channel when AP
Control Side Band is operating in 40 MHz channel width. This setting is only applicable to 802.11n traffic and used in
conjunction with the 40 MHz channel spacing. Select the control sideband from the drop-down menu.

Current Channel Channel being used in the available spectrum.

Channel Channel number selected by user, this is defined by the country code for the device.
Default Transmit Power | Enter a value in % as the default transmitted power level for all APs that use this radio.

Transmit power currently in use by the radio. Transmit power level is pre-configured such that the

Transmit Power transmit power output will range between 10-14 dBm.

Select a transmission rate from the drop-down menu. This will lock the transmission rate of your wireless
connection. It is strongly recommended to use Best (Automatic).

Save Rates used by device to download the data to client.

Transmission Rate
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WMM Settings

Path: Wireless > Advanced > WMM

Wi-Fi Multimedia (WMM) provides basic Quality of Service (QoS) features to IEEE 802.11 networks. WMM prioritizes
traffic according to four Access Categories (AC) - voice, video, best effort, and background.

To configure the radio settings:
1. Click Wireless > Advanced > WMM.

"-.? Wireless

Wireless » Advanced » WMM (2 (=)

This page allows you to configure the Wi-Fi Multimedia{WMM] configuration parameters.

WMM Settings

Wi-Fi Multimedia Configuration

Profile Name |
Enable WMM [ e
Default Class Of Service |
IP TOS/DiffServ Mapping
Show entries [No right click options] - a |
[ 1p Dsce / Tos il sl

Defaul{x
Defaul
Defaul{r
Defaul

Defaul{~

1
2
3
4
5
3 Defaul
7 Defaul
8 Defaul
9

Defaul

AR AL

Showing 1 to 10 of &4 entries et | Brevious | 1 2 [ 3| 4| 5 ey

2. Complete the fields in the table below and click Save.

Profile Name Select the profile to associate this configuration to from the drop-down menu.
Enable WMM Toggle to ON to enable WMM.
Default Class of Service | Select an available access category (voice, video, best effort, or background) to assign as “default”.
IP DSCP /TOS Under Class of Service, select a service and map it to the IP DSCP / TOS value.
Save Click Save at the bottom to save and activate your settings.

D-Link DSR-Series User Manual 101



Section 6 - Wireless Settings

WDS
Path: Wireless > Advanced > WDS

Wireless Distribution System (WDS) is a system enabling the wireless interconnection of access points in a
network. This feature is only guaranteed to work between devices of the same type (i.e., using the same chipset/
driver).

When you enable WDS, use the same security configuration as the default access point. The WDS links do not
have true WPA/WPA2 support, as in there is no WPA key handshake performed. Instead the Session Key to be
used with a WDS Peer is computed using a hashing function (similar to the one used for computing a WPA PMK).
The inputs to this function are a PSK (configurable by an administrator from the WDS page) and an internal
“magic” string (non-configurable).

In effect the WDS links use TKIP/AES encryption, depending on the encryption configured for the default AP. In
case the default AP uses mixed encryption (TKIP + AES). The WDS link will use the AES encryption scheme.

Note: For a WDS link to function properly the Radio settings on the WDS peers have to be the same.

To configure the radio settings:
1. Click Wireless > Advanced > WDS.

Wireless » Advanced » WDS (2 )X(~)

This page allows you to configure the Wireless Distribution System (WDS) configuration parameters.

WDS Settings

WDS Enable B

WD Encryption TKIP+CCMP
WDS Security WPA-WPAZ

WDS Authentication

:

WDS Passphrase

System MAC Address 00:18:E7:CD:6%:78

Save Cancel

WDS Peer MAC Address List

Show em.n‘ef [Right click on record to get more options] o |

| MAC Address ol

Showing 0 to 0 of 0 entries | First |[ | Previous || Next  |[ Last |

Add New WDS

2. Complete the fields in the table below and click Save.

Field Description

WDS Enable Toggle to ON to enable WDS and click Save.
WDS Encryption Displays the current wireless encryption used.
WDS Security Displays the current security type.

WDS Authentication | Displays the current authentication type.
WDS Passphrase Enter the WDS passphrase (if WEP, WPA, WPA2, or WPA+WPA?2 is enabled).
System MAC Address | Displays the system MAC address.

Once you enabled WDS (and clicked Save), click Add New WDS and enter the MAC address of a WDS peer.
You can add up to four WDS peers.

Add New WDS

Save Click Save at the bottom to save and activate your settings.
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Advanced Settings

Path: Wireless > Advanced > Advanced Settings

You can modify the 802.11 communication parametersin this page. Generally, the default settings are appropriate
for most networks.

1. Click Wireless > Advanced > Advanced Settings.

D-Link

nifie

= Wi
T Wireless

Wireless » Advanced »

Advanced Settings @ O
This page is used to specify advanced configuration s

Advanced Wireless Settings

Beacon Interval [Pefault: 100, Range: 40 - 3300 ] Millseconds
Dtim Interval [Default: 2, Range: 1

RTS Threshold [Default: 2346, Range:

Fragmentation Threshold [Default: 2346, Range

Preamble Mode

Protection Mode

Power Save Enable |

Converting multicast traffic to unicast will lead to performance drop for
multicast traffic over the wired LAN. It will also disable the WDS. Are you
sure you want to proceed?

| cancel | [SNOKES

2. Complete the fields in the table below and click Save.

Field Description

Beacon Interval

Beacons are packets sent by an Access Point to synchronize a wireless network. The default value is 100.

(Delivery Traffic Indication Message) 2 is the default setting. A DTIM is a countdown informing clients of

DTIM Interval the next window for listening to broadcast and multicast messages.
This value should remain at its default setting of 2432. If inconsistent data flow is a problem, only a minor
RTS Threshold modification should be made.
. _ | The fragmentation threshold, which is specified in bytes, determines whether packets will be fragmented.
FragmentgtI:;)n Thresh Packets exceeding the 2346 byte setting will be fragmented before transmission. 2346 is the default

setting.

Preamble Mode

Select either Long or Short. The Preamble Type defines the length of the CRC (Cyclic Redundancy Check)
block for communication between the Access Point and roaming wireless adapters. High network traffic
areas should use Short preamble type.

Protection Mode

Select either None or CTS-to-Self Protection. Select the CTS-to-Self Protection to enable CTS-to-Self
protection mechanism, which is used to minimize collisions among stations in a mixed 802.11b & g
environment. The default selection is None.
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Field Description

This specifies the type of transmit Antenna. Select a type of Antenna from List or choose Auto for optimum

Tx Antenna throughput.
Rx Antenna This specifies the type of receiving Antenna. Select a type of Antenna from List or choose Auto for
optimum throughput.
AMPDU Select this to enable the Aggregate MAC Protocol Data Unit (AMPDU) for joining Multiple MPDU sub

frames with a single leading PHY header.

Toggle to ON to enable the Unscheduled Automatic Power Save Delivery (also referred to as WMM Power

Power Save Enable Save) feature that allows the radio to conserve power.

Multi to Unicast Select this to enable and translate externally received content provider multicast destination addresses
to unicast destination addresses.

Save Click Save at the bottom to save and activate your settings.
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WPS

Path: Wireless > Advanced > WPS

WPS is a simplified method to add supporting wireless clients to the network. WPS is only applicable for APs that
employ WPA or WPA2 security. To use WPS, select the eligible VAPs from the drop-down menu of APs that have
been configured with this security and enable WPS status for this AP.

The WPS Current Status section outlines the security, authentication, and encryption settings of the selected AP.
These are consistent with the AP’s profile. There are two setup options:
« Personal Identification Number (PIN): The wireless device that supports WPS may have an
alphanumeric PIN, if it does add the PIN in this field. The router will connect within 60 seconds
of clicking the “Configure via PIN” button immediately below the PIN field. There is no LED
indication that a client has connected.
+ Push Button Configuration (PBC): For wireless devices that support PBC, press and hold the
WPS button for two seconds, and then press the WPS button (or initiate WPS via GUI) on your
wireless client within two minutes. The AP will detect the wireless device and establish a secure
link to the client.

To enable and connect clients using WPS:
1. Click Wireless > Advanced > WPS.
2. Select which VAP you want to perform the WPS process from the drop-down menu.
3. Toggle WPS Status to ON and click Save.

D-Link

Unified Services Router - DSR-1000N

"-:?' Wireless B Network

Wireless » Advanced » WPS (7 (<)
This page allows you to define and modify the Wi-Fi Protected Setup (WPS) configuration parameters.
WPS Settings
WPS Configuration
WPS Status [ =

WPS Current Status
Security N/A

Authentication NIA
Encryption NIA

WPS Setup Method
Session Status N/A
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4. Once enabled the following screen will appear.

ter - DSR-1000N

—
= Wireless

Operation Succeeded

This page allows you to define and madify the Wi-Fi Protected Setup (WPS) configuration paramsters.

WPS Settings

WP5 Configuration

Select VAP apl
WPS Status Ex]
WPS Current Status
Security WPA-WPAZ
Authentication PSK
Encryption TKIP+CCMP
WP5 Setup Method
Session Status Enabling WPS..

Save Cancel

5. Under WPS Setup Method, decide to either use PIN or PBC (Push Button).

6. If you want to use PIN method, enter the PIN next to Station PIN and click Configure Via PIN. You will
need to enter the PIN on your wireless client and start the WPS process within one minute.

7. If you want to use push button method, click Configure Via PBC. This will initiate the WPS session. You
will need to press the WPS button (or initiate through an interface) on your client within one minute.

8. Allow up to two minutes to connect. Check the Session Status to see if it successfully connected.
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VPN

A VPN provides a secure communication channel (“tunnel”) between two gateway routers or a remote PC client.
The following types of tunnels can be created:

« Gateway-to-gateway VPN: To connect two or more routers to secure traffic between remote
sites.

« Remote Client (client-to-gateway VPN tunnel): A remote client initiates a VPN tunnel as the
IP address of the remote PC client is not known in advance. The gateway in this case acts as a
responder.

« Remote client behind a NAT router: The client has a dynamic IP address and is behind a NAT
Router. The remote PC client at the NAT router initiates a VPN tunnel as the IP address of the
remote NAT router is not known in advance. The gateway WAN port acts as responder.

« PPTP server for LAN / WAN PPTP client connections.

« L2TP server for LAN / WAN L2TP client connections.
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IPSec VPN
Policies
Path: VPN > IPSec VPN > Policies

An IPsec policy is between this router and another gateway or this router and an IPsec client on a remote host.
The IPsec mode can be either tunnel or transport depending on the network being traversed between the two
policy endpoints.
« Transport: This is used for end-to-end communication between this router and the tunnel
endpoint, either another IPsec gateway or an IPsec VPN client on a host. Only the data payload
is encrypted and the IP header is not modified or encrypted.

+ Tunnel: This mode is used for network-to-network IPsec tunnels where this gateway is one
endpoint of the tunnel. In this mode the entire IP packet including the header is encrypted
and/or authenticated.

When tunnel mode is selected, you can enable NetBIOS and DHCP over IPsec. DHCP over IPsec allows this router
to serve IP leases to hosts on the remote LAN. As well in this mode you can define the single IP address, range of
IPs, or subnet on both the local and remote private networks that can communicate over the tunnel.

To configure the radio settings:
1. Click VPN > IPSec VPN > Policies.

D-Link

Unified Router - DSR

VPN = IPSec VPN » Policies Q O
This page shows the list of configured IPsec VPN paolicies on the router. A user can also add, delete, edit, enable, disable and export IPsec VPN
policies from this page.
IPSec Policies List
Show entries [Right click on record to get more options] | q, |
Status Name Backup Type IPSec Local Remote Auth Encr
G & 8 | Mode L] e ] & o]

No data available in table

Showing 0 to 0 of 0 entries || First

Add New IPSec Policy

Backup Policies List

Show| 10 E entries [ a, |

Status Name Primary Type IPSec Local Remote Auth Encr
t) & | Tunnel ] & | Mode & ] 8

| Previous || Next ; || Last 4|

No data available in table

Showing 0 to 0 of 0 entries || First || | Previous || Mext ; || Last 4|

2. Click Add new IPSec Policy. Fill out the General section which you will name the VPN, select policy
type, define the tunnel type, and define endpoints.
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IPSec Policy Configuration o

General

Policy Name

Policy Type
IP Protocol Version
IKE Version
IPSec Mode

Select Local Gateway

Auto Policy
1Pvé

IKEv1

=

WAN1

Remote Endpoint IP Address
IP Address / FQDN 1
Enable Mods Config [ e

Enable NetBIOS [ "

Enable RollOver [ e

Protocol ESP =
Enable DHCP [ Tom

el SN i ]
Local Subnet Mask

Remote IP ‘ Subnet
Remote Start IP Address 1
Remote Subnet Mask

Enable Keepalive [ o

Field Description

Policy Name Enter a unique name for the VPN Policy. This name is not an identifier for the remote WAN/client.
Select either Manual or Auto.
« Manual: All settings (including the keys) for the VPN tunnel are manually input for each end point. No
Policy Type third-party server or organization is involved.

« Auto: Some parameters for the VPN tunnel are generated automatically. This requires using the IKE
(Internet Key Exchange) protocol to perform negotiations between the two VPN Endpoints.

IP Protocol Version

Select either IPv4 or IPv6. The drop-down menu is based up on the IP Mode selected by the user on the
IP Mode page.

IKE Version Select the version of IKE.
L2TP Mode Select the L2TP mode.
Select either Tunnel or Transport. IPsec tunnel mode is useful for protecting traffic between different
networks, when traffic must pass through an intermediate, untrusted network. Tunnel mode is primarily
IPSec Mode used for interoperability with gateways, or end-systems that do not support L2TP/IPsec or PPTP

connections. Transport mode is the default mode for IPsec, and it is used for end-to-end communications
(for example, for communications between a client and a server).

Select Local Gateway

In the event that two WAN ports are configured to connect to your ISP, select the gateway that will be used
as the local endpoint for this IPsec tunnel.

Remote Endpoint

Select the type of identifier that you want to provide for the router at the remote endpoint (either IP
Address or FQDN [Fully Qualified Domain Name])

IP Address/FQDN Enter the identifier for the router.
Enable Mode Config Togglg to ON to enable. Mode Config is similar to DHCP and is used to assign IP addresses to the remote
VPN clients.
Enable NetBIOS Toggle to ON to allow NetBIOS broadcasts to travel over the VPN tunnel

Enable RollOver

Toggle to ON to enable VPN rollover. You must have the WAN Mode set to Rollover.

Protocol

Select a protocol from the drop-down menu.

Enable DHCP

Toggle to ON to allow VPN clients that are connected to your router over IPsec to receive an assigned IP
using DHCP.
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Local IP/Remote IP

Select the type of identifier that you want to provide for the endpoint:

« Any: Specifies that the policy is for traffic from the given end point (local or remote). Note that

selecting Any for both local and remote end points is not valid.

- Single: Limits the policy to one host. Enter the IP address of the host that will be part of the VPN.
- Range: Allows computers within an IP address range to connect to the VPN. Enter the Start IP Address

and End IP Address in the provided fields.

- Subnet: Allows an entire subnet to connect to the VPN. Enter the network address and subnet mask

in the provided fields.

Enable Keepalive

Toggle to ON to periodically send ping packets to the host on the peer side of the network to keep the

tunnel alive.

3. Once the tunnel type and endpoints of the tunnel are defined you can determine the Phase 1/ Phase
2 negotiation to use for the tunnel. This is covered in the IPsec mode setting, as the policy can be
Manual or Auto. For Auto policies, the Internet Key Exchange (IKE) protocol dynamically exchanges
keys between two IPsec hosts. The Phase 1 IKE parameters are used to define the tunnel’s security
association details.

The Phase 2 Auto policy parameters cover the security association lifetime and encryption/authentication
details of the phase 2 key negotiation.

The VPN policy is one half of the IKE/VPN policy pair required to establish an Auto IPsec VPN tunnel. The
IP addresses of the machine or machines on the two VPN endpoints are configured here, along with
the policy parameters required to secure the tunnel.

IPScc Policy Configuration [~ ]
Genera '
Gt | |
O — |
1P Protocat Version s =1
IKE version R |
IPSce Mod [tomnei woze =]
Sotnct 1 arat Gatewny [ T—
Rem Endpai [1Paddre=s =]
P Add 7 FQBN [ |
Enable Modc Canfig ==
Enable NetBIOS ==
Enable Rollove ==
Py L [EsP =
Enable DHEP ==
L vir [Subnee ]
Local 1P Add ]
Local Sub Mazk ]
Remote " [subnee 1]
" Start 1P Add |
" St Mok | |
Cnable Keopalive ==
Phase I (IKE SA Parameters)
Exchange Mode Main =
Both =
o~ |
E I |
[Comiwan® — [=]]
e —
Encryption Algorithm
vES == 30ES [ e+
AEs 128 o~ | Abs-192 o=
AES-256 e
BLOWFISH ==
casTize ==
Authentication Algorithm
MD5 e SHA-1 o~ |

SHA2-256

SHAZ-512
Authentication Method
Pre-Shared Kew

Diffic Hollman (DH) Group

SA-

Enable Dead Peer Detection ==
Extended Authentication None =

Phase2-(Auto Policy Parame ters)
SA Lifetime [2600 ] [Seconds [=]|

Encryption Algoritimn
brs == NONEC ==
2DES [ = AES 128 BEN ]
AES 192 == AES 256 =
AES com == AES GCM o=
TWOFISH (128) == TWOFISH (192) ==
TWOFISH (256) ==
BLOWFISH ==
casTiza .

Integrity Algorithm
D5 == <HA 1 =
SHA2 224 [ | oee SHAZ 256 [ | oee
SHA2-384 e SHA2-512 [ pe=
PES Koy Group ==

D-Link DSR-Series User Manual

110




Section 7 - VPN

A Manual policy does not use IKE and instead relies on manual keying to exchange authentication
parameters between the two IPsec hosts. The incoming and outgoing security parameter index
(SPI) values must be mirrored on the remote tunnel endpoint. As well the encryption and integrity
algorithms and keys must match on the remote IPsec host exactly in order for the tunnel to establish
successfully. Note that using Auto policies with IKE are preferred as in some IPsec implementations the
SPI (security parameter index) values require conversion at each endpoint.

DSR routers supports VPN roll-over feature. This means that policies configured on the primary WAN
will rollover to the secondary WAN in case of a link failure. This feature can be used only if your WAN is
configured in Auto-Rollover mode.

Note: Once you have created an IPSec policy, you may right-click the policy and select Export to save as a
file. You can then upload this to another DSR router or keep as a backup. To upload a saved policy, refer to
“Easy VPN Setup” on page 118.

Note: When the L2TP over IPSec configuration is saved, tunnel initiation starts automatically provided
configuration is correct on both the sides (server and client), and the server is responding.
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Tunnel Mode

Path: VPN > IPSec VPN > Tunnel Mode

When tunnel mode is selected, you can enable NetBIOS and DHCP over IPSec. DHCP over IPSec allows this router
to serve IP leases to hosts on the remote LAN. You can also define a single IP address, a range of IPs, or a subnet
on both the local and remote private networks that can communicate over the tunnel.

The router allows full tunnel and split tunnel support. Full tunnel mode just sends all traffic from the client across
the VPN tunnel to the router. Split tunnel mode only sends traffic to the private LAN based on pre-specified client
routes. These client routes give the client access to specific private networks, thereby allowing access control
over specific LAN services.

1. Click VPN > IPSec VPN > Tunnel Mode.

D-Link

Unifiec louter - DSR-1000N

€&y VPN

VPN » IPSec VPN > Tunnel Mode (2 (=)

Tunnel mode | Split DNS Names

This page allows you to define the IP address range for clients connecting using Mode Config.

Mode Config

Tunnel Mode @ Full Tunnel @ Split Tunnel

Start IP Address ‘192188121DD

End IP Address ‘15215512254

Secondary DNS

|
|
Primary DNS ‘ |
|
|
|

\
Primary WINServer ‘
\

Secondary WINServer

Save Cancel

2. Complete the fields in the table below and click Save.

Field Description

Tunnel Mode Select either Full Tunnel or Split Tunnel.

Start/End IP Address | Enter the starting and ending IP addresses.
Primary/Secondary

DNS Enter the primary and secondary DNS server addresses.
Primar)‘(lﬁﬁgondary Enter the primary and secondary WINS server addresses.
Save Click Save to save and activate your settings.
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Split DNS Names

In a split DNS infrastructure, you create two zones for the same domain, one to be used by the internal network,
the other used by the external network. Split DNS directs internal hosts to an internal domain name server for
name resolution and external hosts are directed to an external domain name server for name resolution.
To add a DNS name:

1. Click VPN > IPSec VPN > Tunnel Mode > Split DNS Names tab.

D-Linl_{

Unified uter - DSR-

System Search. *

® Mainten

VPN » IPSec VPN » Tunnel Mode » Split DNS Names Q O

Tunnel Mode | Split DNS Names

The clients connected to this device use the DNS provided in Dynamic IP Range page to resolve this domain name.This is applicable only in case of
split tunnel.

Split DNS Names List

Show entries [Right click on record to get more options] a, |

| Domain Names GI

No data available in table

Showing 0 to 0 of 0 entries || First || .| Previous || Next » || Last ;|

Add New Split DNS Name

2. Click Add New Split DNS name. You can right-click any created entries to edit or delete.

Split DNS Names Configuration °

Domain Mame

Save

3. Enter a domain name and click Save.
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DHCP Range

This page displays the IP range to be assigned to clients connecting using DHCP over IPsec. By default the range
isin 192.168.12.0 subnet.

To configure the DHCP over IPSec DHCP server settings:
1. Click VPN > IPSec VPN > DHCP Range.

Logged in

VPN » IPSec VPN » DHCP Range (2 ;<)
This page allows you to define the IP address range for clients connecting using DHCP over IPsec. Mote: To support DHCP over IPsec, enable DHCP
server on the LAM.
DHCP Range

Starting IP Address [192.168.12.100 |

Ending IP Address [192.168.12.254 |

Subnet Mask [ 255.255.255.0 |

Save Cancel

2. Complete the fields in the table below and click Save.

Field Description

Starting IP Address | Enter the starting IP address to issue your clients connecting using DHCP over IPSec.
Ending IP Address Enter the ending IP address.
Subnet Mask Enter the subnet mask.
Save Click Save to save and activate your settings.
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Certificates

This router uses digital certificates for IPsec VPN authentication. You can obtain a digital certificate from a well-
known Certificate Authority (CA) such as VeriSign, or generate and sign your own certificate using functionality
available on this gateway.

The router comes with a self-signed certificate, and this can be replaced by one signed by a CA as per your
networking requirements. A CA certificate provides strong assurance of the server’s identity and is a requirement
for most corporate network VPN solutions.

Trusted Certificates
The certificates menu allows you to view a list of certificates (both from a CA and self-signed) currently loaded on
the router. The following certificate data is displayed in the list of Trusted (CA) certificates:
CA Identity (Subject Name): The certificate is issued to this person or organization
Issuer Name: This is the CA name that issued this certificate
Expiry Time: The date after which this Trusted certificate becomes invalid

To upload a certificate:
1. Click VPN > IPSec VPN > Certificates > Trusted Certificates tab.

D-Link

Unifie uter - DSR-1000N

€D status ? 2 Network

VPN » IPSec VPN » Certificates » Trusted Certificates o 0

Trusted Certificates | Active Self Certificates | Self Certificate Requests

Trusted Certificates or CA certificates are used to verify the validity of certificates signed by them. When a certificate is generated, it is signed by
a trusted organization or authority called the Certificate Authority. The table contains the certificates of each CA.When a remote VPN gateway or
client presents a digital certificate, the authentication process verifies that the presented certificate is issued by one of the trusted authorities.
The Trusted CA certificates are used in this authentication process.

Trusted Certificates (CA Certificate) List

Show | 10 E| entries [Right click on record to get more options] | q, |
| CA Identity (Subject Name) ) || Issuer Name 8 “ Expiry Date & Time 8 |

No data available in table

Showing 0 to 0 of 0 entries | First

Upload New CA Certificate

| Previous || Next ; || Last j|

2. Click the Browse button. Locate your certificate and click Open.
3. Click Upload.

Trusted Certificates (CA Certificate) Configuration °
Certificate File No file selected
Upload
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Active Self Certificates

A self certificate is a certificate issued by a CA identifying your device (or self-signed if you don’t want the identity
protection of a CA). The Active Self Certificate table lists the self certificates currently loaded on the router. The
following information is displayed for each uploaded self certificate:

Name: The name you use to identify this certificate, it is not displayed to IPsec VPN peers.

Subject Name: This is the name that will be displayed as the owner of this certificate. This should be your
official registered or company name, as IPsec or SSL VPN peers are shown this field.

Serial Number: The serial number is maintained by the CA and used to identify this signed certificate.
Issuer Name: This is the CA name that issued (signed) this certificate

Expiry Time: The date after which this signed certificate becomes invalid. You should renew the certificate
before it expires.

To upload a certificate:
1. Click VPN > IPSec VPN > Certificates > Active Self Certificates tab.

D-Linku ogged in as: admin { ADMIN )

Unified Ser uter - DSR-1000N

=
F— 3

Network

VBN » IPSec VPN » Certificates » Active Self Certificates (2 (=)

Trusted Certificates | Active Self Certificates | Self Certificate Requests

This table lists the certificates issued to you by trusted Certification Authorities (CAs), and available for presentation to remote IKE servers. The
remote IKE server validates this router using these certificates. For each certificate, the following data is displayed:

Active Self Certificates List

Show | 10 El entries [Right click on record to get more options] | Y ‘
‘ Name | Subject Name =] || Serial Number & H Issuer Name & H Expiry Time el
No data available in table

Showing 0 to 0 of 0 entries || First || -] Previous || Mext || Last }|
2. Click the Browse button. Locate your certificate and click Open.
3. Click Upload.

‘ Upload Active Self Certificate o
Certificate File | No file selected.
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Self Certificate Requests

To request a self certificate to be signed by a CA, you can generate a Certificate Signing Request from the router
by entering identification parameters and passing it along to the CA for signing. Once signed, the CA’s Trusted
Certificate and signed certificate from the CA are uploaded to activate the self -certificate validating the identity
of this gateway. The self certificate is then used in IPsec and SSL connections with peers to validate the gateway’s

authenticity.

To generate a certificate signing request:
1. Click VPN > IPSec VPN > Certificates > Self Certificate Requests.

B Network ¢a5 VPN

VPN » IPSsc VPN » Certificates » Self Certificate Requests o Q

Trusted Certificates | Active Self Certificates | Self Certificate Requests

The Self Certificate Requests table displays a list of all the certificate requests made.

Self Certificate Requests List

Show entries [Right click on record to get more options] a, |

 Name o/ status s/

No data available in table

Showing 0 to 0 of 0 entries |.| First || .| Previous || Next , || Last ,|

New Self Certificate

2. Click New Self Certificate.
3. Complete the fields in the table below and click Save.

Generate Self Certificate Request e
Hash Algorithm MD5 [=]
Signature Key Length 512 [«
Application Type Hitps E

Field Description

Name Enter a name (identifier) for the certificate.

This field will populate the CN (Common Name) entry of the generated certificate. Subject names are
Subiect usually defined in the following format: CN=<device name>, OU=<department>, O=<organization>,
J L=<city>, ST=<state>, C=<country>. For example: CN=router1, OU=my_company, O=mydept, L=SFO,

C=US.
. Select the algorithm from the drop-down menu. Select any one from the following: MD5, SHA-1,

Hash Algorithm | ir 556, SHA384, and SHA512.
Signature Key Length | Select the signature key length from the drop-down menu. Select either 512, 1024, or 2048

Application Type

Select the application type from the drop-down menu. Select either HTTPS or IPSec.

IP Address

Enter an IP address (optional).

Domain Name

Enter a domain name (optional).

Email Address

Enter your email address.

Save

Click Save to save and activate your settings.

D-Link DSR-Series User Manual 117



Section 7 - VPN

Easy VPN Setup

To upload an exported IPSec VPN policy:
1. Click VPN > IPSec VPN > Easy VPN Setup.
2. Click Browse and navigate to the policy file you want to upload. Select it and click Open.
3. Click Upload.

VPN » IPSec VPN » Easy VPN Setup (2 (<)
This page will guide you through common and easy steps to configure IPSec VPN policies.

Easy Setup Site To Site VPN Tunnel

Easy Setup Site To Site VPN Tunnel
Easy VPN Setup

Upload

4. Once uploaded, go to VPN > IPSec VPN > Policies and the uploaded VPN will be listed. Right-click it
to edit or delete.
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One To One Mapping

Path: VPN > IPSec VPN > One To One Mapping

This page shows a list of configured IPsec One To One Mapping. A user can add, edit, and delete IPsec One To One
Mapping on this page. To upload an exported IPSec VPN policy, follow the steps given below:

1. Click VPN > IPSec VPN > One To One Mapping.

2. IPsec One to One Mapping list is displayed. The table lists the available One to One Mapping rules that
have been configured.

D‘Link@ Logged in as:. ,j_\. (

Unified Router - DSR-500AC

B Network ¢G> VPN

VPN » IPSec VPN » One To One Mapping (2 ()

This page shows the list of configured IPsec One To One Mapping. A user can also add, edit and delste IPsec One To One Mapping from this page.

IPSec One To One Mapping List

Show “H entries [Right click on record to get more options ] | a, |

| Source IP Range Start <3 | Mapped IP Range Start & Range Length % | IPSec Policy Name &

Mo data available in table

Showing 0 to 0 of 0 entries

Add New One To One Mapping

|| First || .| Previous || Next , || Last |

3. The fields present on this page are given in the table below.

Field Description

Source IP Range Start | It displays the starting IP address in the private (LAN) IP subnet.

It displays Mapped IP address through which traffic should be forwarded/received from/to the LAN host

Mapped IP Range Start IP or range of IP addresses.

It displays Range value between 1 to 254, which maps One To One private address to public address up

Range Length to givenrange.

IPSec Policy Name It displays the name of the IPSec policy associated with the configured One To One mapping rule.

4. To add a new entry into the table, click Add New One to One Mapping to open the One to One
Mapping Configuration page.

IPSec One To One Mapping Configuration °

Source IP Range Start | |

Mapped IP Range Start | |

Range Length |:| [Range: 1 - 254]

IPSec Policy Name | B

Save
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5. The fields to be filled-in on the configuration page are given below.

Field Description

Source IP Range Start

Enter an IP address from the private (LAN) IP subnet which will be the starting IP address for One To One
mapping rule.

Mapped IP Range Start

Enter an IP address, which acts as starting IP of mapped range of One To One mapped subnet to private
LAN IP subnet . This IP is used to map the traffic from remote host to a local LAN host/subnet of LAN
hosts . This IP should be same as ‘Local Start IP Address’in IPSec policy of local Device and ‘Remote Start
IP Address’in IPSec policy of remote device.

Range Length

Enter a value between 1 to 254. This value indicates the number of private LAN IP addresses in LAN
subnet which would be One To One map with mapped IP subnet range.

IPSec Policy Name

Select an IPSec policy from the drop down list in order to associate IPSec policy with configuring One To
One Mapping rule.

Save

Click it to save your settings.
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PPTP VPN
PPTP Server

Path: VPN > PPTP VPN > PPTP Server

A PPTP VPN can be established through this router. Once enabled a PPTP server is available on the router for LAN
and WAN PPTP client users to access. Once the PPTP server is enabled, PPTP clients that are within the range of
configured IP addresses of allowed clients can reach the router’s PPTP server. Once authenticated by the PPTP
server (the tunnel endpoint), PPTP clients have access to the network managed by the router.

The range of IP addresses allocated to PPTP clients can coincide with the LAN subnet. As well the PPTP server
will default to local PPTP user authentication, but can be configured to employ an external authentication server
should one be configured.

To create a PPTP VPN server:
1. Click VPN > PPTP VPN > PPTP Server.
2. Complete the fields in the table below and click Save.

D,Linl("’ r Logged in as:

Unifiec Serial

£ Maintenance

VPN » PPTP VPN » PPTP Server Q O

PPTP allows an external user to connect to your router through the internet. This section allows you to enable/disable PPTP server and define a
range of IP addresses for clients connecting to 5 < & on your LAN (they can communical te
with LAN hosts, access any servers present etc.MSCHAP Authentication will work with either of MPPE 128-bit or Stateful MPPE Encryption methods

PPTP Server

Server Setup

Erble PFTP Servr CICa—

PPTP Routing Mode ® NAT  © Classical

Range of IP Addresses (Allocated to PPTP Clients)
Starting IP Address
Ending IP Address

Authentication Database

Authentication

Authentication Supported
PAP

1l

CHAP Ex]

MS-CHAP OFF

MS-CHAPV2 o
User Time-out

1dle Timeout [0 ] (Range: 300- 1800 Seconds
Netbios Setup

Netbios o

Field Description

Enable PPTP Server Select either IPv4 or IPv6.
PPTP Routing Mode Select either NAT or Classical.
Starting/Ending IP Address Enter the IP address range to assign your PPTP clients.
IPv6 Prefix If you selected IPv6, enter the IPv6 prefix.
IPv6 Prefix Length If you selected IPv6, enter the IPv6 prefix length.
Authentication Select the authentication type from the drop-down menu.

Authentication Supported Toggle which type of authentication you want to enable to ON.

Idle TimeOut Enter the amount of time in seconds that the connection will disconnect when idle.

NetBIOS Toggle to ON to allow NetBIOS broadcasts to travel over the VPN tunnel. Enter Primary and
Secondary Windows Server address for Netbios.

Save Click to save your settings.
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PPTP Client

Path: VPN > PPTP VPN > PPTP Client

PPTP VPN Client can be configured on this router. Using this client you can access remote network which is
local to PPTP server. Once client is enabled, the user can access Status > Active VPNs page and establish PPTP

VPN tunnel clicking Connect.

To configure the router as a PPTP VPN client:
1. Click VPN > PPTP VPN > PPTP Client tab.
2. Toggle Client to ON and complete the fields in the table below.

fa]

L Security £° Maintenance

VPN » PPTP VPN » PPTP Client

PPTP VPN Client can be configured on this router. Using this client we can access remote network which is local to PPTP server.

PPTP Client
Client BEx ]
Remote Netwark
Remote Netmask [ ] Rameero-m
Mppe Encryption -
Idle Timeaut [0 ]| Ranee: 300- 1800) Seconds
Auto Connect m
Time [Range: 2 - 30] Minutes

Save Cancel

90

Field Description

Client Toggle to ON to enable PPTP client.

Server IP Enter the IP address of the PPTP server you want to connect to.

Remote Network Enter the remote network address. This address is local for the PPTP Server.

Remote Netmask Enter the remote network subnet mask.

Username Enter your PPTP user name.

Password Enter your PPTP password.

MPPE Encryption Toggle to ON to enable Microsoft Point-to-Point Encryption (MPPE).

Idle Time Out Enter the amount of time (in seconds) that you will disconnect from the PPTP server when idle.
Auto Connect Enable or disable the Auto Connect feature.
Time Enter the reconnect time. If the client is disconnected from the server, then it will try to connect to the
server after the specified time.
Save Click Save to save and activate your settings.

Note: When the PPTP Client configuration is correctly saved and the PPTP server is up, the tunnel initiation starts

automatically.
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PPTP Active Users

A list of PPTP connections will be displayed on this page. Right-click the connection to connect and disconnect.

D.-Linka Logged in as: admin ( ADMIN ) | Language: English [US

Services Router - DSR-500AC SRR | Firmware:

[ System Search...

VPN » PPTP VPN » PPTP Active Users o Q

Active PPTP tunnels connections are listed here, as LAN VPN clients are active PPTP users.

PPTP Active Users List

Show H entries [Mo right click options ] a, |

User Name & | Remote IP ©  PPTP IP

Mo data available in table

Shawing 0 to 0 of 0 entries |.J First || .| Previous || Next 5 || Last J|

The fields displayed in the table are given below.

Field Description

User Name It displays the User name of the user(s) currently connected. Note that * symbol indicates that the user
has connected without authentication.
Remote IP It displays the IP address that has been assigned to this particular user by the PPTP server.
PPTPIP It displays the local IP of the server.
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L2TP VPN
L2TP Server

Path: VPN > L2TP VPN > L2TP Server

A L2TP VPN can be established through this router. Once enabled a L2TP server is available on the router for LAN
and WAN L2TP client users to access. Once the L2TP server is enabled, PPTP clients that are within the range of
configured IP addresses of allowed clients can reach the router’s L2TP server. Once authenticated by the L2TP
server (the tunnel endpoint), L2TP clients have access to the network managed by the router.

The range of IP addresses allocated to L2TP clients can coincide with the LAN subnet. As well the L2TP server
will default to local L2TP user authentication, but can be configured to employ an external authentication server
should one be configured.

To create a L2TP VPN server:
1. Click VPN >L2TP VPN > L2TP Server.
2. Complete the fields in the table below and click Save.
D-Link Loged offh

Unified uter - DSR-500AC Qo

d | system Search... q

= wireless B Network €8BS VPN 2 Ssecurity £ Maintenance

VPN » L2TPVPN » L2TP Server (2N

ows you to enable/disable L2TP server

L2TP allows an exte to conmect to your router through the internet, forming a VPN. This section yo
ent: i . The connected clients n as if they are on your LAN (they can

rnal user
and define a range of IP addresses for clients connecting to your router. Th can functio
communicate with LAN hosts, access any servers present etc.).

L2TP Server

Server Setup

E=am—"
L2TP Routing Mode @ NAT @ Classical
Range of IP Addresses (Allocated to L2TP Clients)
Authentication Database
PETEr—
Authentication Supported
PAP orF
CHAP o
MS-CHAP o
MS-CHAPY2 ore
Encryption
Secret Key o
User Time-out
ldle Timeout [ ] (Range: 300- 18001 Seconds

Save ‘Cancel

Field Description

Enable L2TP Server Select either IPv4 or IPv6.
L2TP Routing Mode Select either NAT or Classical.
Starting/Ending IP Address Enter the IP address range to assign your L2TP clients.
IPv6 Prefix If you selected IPv6, enter the IPv6 prefix.
IPv6 Prefix Length If you selected IPv6, enter the IPv6 prefix length.
Authentication Select the authentication type from the drop-down menu.
Authentication Supported Toggle which type of authentication you want to enable to ON.
Secret Key Enables/Disable support for Secret Key and enter Secret Key if support is enabled.
Idle TimeOut Enter the amount of time in seconds that the connection will disconnect when idle.
Save Click to save your settings.
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L2TP Client

L2TP VPN Client can be configured on this router. Using this client we can access remote network which is local to
L2TP server. Once client is enabled, the user can access Status > Active VPNs page and establish L2TP VPN tunnel

clicking Connect.

To configure the router as a L2TP VPN client:
1. Click VPN > L2TP VPN > L2TP Client tab.
2. Toggle Client to ON and complete the fields in the table below.

Netviork €& VPN & security £° Maintenance

VPN » LIZTP VPN » L2TP Client
LZ2TP VPN Client can be configured on this router. Using this client we can access remote network which is local to L2TP server.

L2TP Client

Client

Server IP 0.0.0.0

I

Remote Network 0.0.0.0

Remote Netmask

|

[Range: 0 - 32]

Username dlink

Password
Reconnect Mode @ Always On @ On Demand
Enable MPPE
Auto Connect

Time

Lils

[Range: 2 - 30] Minutes

90

Field Description

Client Toggle to ON to enable L2TP client.
Server IP Enter the IP address of the L2TP server you want to connect to.
Remote Network Enter the remote network address. This address is local for the L2TP Server.

Remote Netmask Enter the remote network subnet mask.

Username Enter your L2TP user name.
Password Enter your L2TP password.
Reconnect Mode Select Always On or On Demand.

MPPE Encryption Toggle to ON to enable Microsoft Point-to-Point Encryption (MPPE).

Auto Connect Toggle to On to enable Auto Connect.

Time after the specified time.

Enter the reconnect time. If the client is disconnected from the server, it will try to connect to the server

Save Click Save to save and activate your settings.

Note: When the L2TP Client configuration is correctly saved and the L2TP server is up, the tunnel initiation starts

automatically.
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L2TP Active Users

A list of L2TP connections will be displayed on this page. Right-click the connection to connect and disconnect.

B Network B VPN
VPN » LZTPVPN » LZTP Active Users o Q
Active L2TP tunnels connections are listed here, as LAN VPN clients are active L2TP users.
L2TP Active Users List
Show entries  [No right click options ] Q|
| User Name $ Remote IP & | LITP IP. &

No data available in table

Shawing 0 to 0 of 0 entries || First || .| Previous || Next , || Last ,|

The fields displayed in the table are given below.

Field Description

User Name It displays the User name of the user(s) currently connected. Note that ** symbol indicates that the user
has connected without authentication.
Remote IP It displays the IP address that has been assigned to this particular user by the L2TP server.
L2TP IP It displays the local IP of the server.

Note: The combined range of tunnels for PPTP and L2TP servers are given below:

Feature Limits
DSR-1000 Series DSR-500 Series DSR-250 Series DSR-150 Series
PPTP Tunnels 25 15 10 5
L2TP Tunnels 25 15 10 5
Combined Limit 50 30 20 10
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SSL VPN
Server Policies

SSL VPN Policies can be created on a Global, Group, or User level. User level policies take precedence over Group
level policies and Group level policies take precedence over Global policies. These policies can be applied to a
specific network resource, IP address, or IP ranges on the LAN, or to different SSL VPN services supported by the
router. The List of Available Policies can be filtered based on whether it applies to a user, group, or all users (global).

To add a SSL VPN policy, you must first assign it to a user, group, or make it global (i.e., applicable to all SSL VPN
users). If the policy is for a group, the available configured groups are shown in a drop-down menu and one
must be selected. Similarly, for a user-defined policy, a SSL VPN user must be chosen from the available list of
configured users.

The next step is to define the policy details. The policy name is a unique identifier for this rule. The policy can
be assigned to a specific Network Resource (details follow in the subsequent section), IP address, IP network,
or all devices on the LAN of the router. Based on the selection of one of these four options, the appropriate
configuration fields are required (i.e., choosing the network resources from a list of defined resources, or defining
the IP addresses). For applying the policy to addresses the port range/port number can be defined.

The final steps require the policy permission to be set to either permit or deny access to the selected addresses
or network resources. As well the policy can be specified for one or all of the supported SSL VPN services (i.e. VPN
tunnel).

Once defined, the policy goes into effect immediately. The policy name, SSL service it applies to, destination
(network resource or IP addresses), and permission (deny/permit) is outlined in a list of configured policies for
the router.

Note: You must enable Remote Management. Refer to “Remote Management” on page 219.

To create a new SSL VPN policy:
1. Make sure you have enabled remote management and have created user(s) and group(s) to assign to
this policy.
2. Click VPN > SSL VPN > SSL VPN Server Policy.
3. Click Add New SSL VPN Server Policy.

- @ = ]
D-LinK e
Unifiec Router - DSR-1000N S are: A

X System Search a,

Status 3 s E Network {'.:;5 VPN % Security 0° Maintenance

VPN » SSLVPN » SSL VPN Server Policy (7 (<)
This SSLVPN Enable feature enables Option users to use SSLVPN functionality.Policies are useful to permit or deny access to specific network

e IP addresses, or IP networks. They may be defined at the user, group or global level. By Default, a global PERMIT policy (not displayed)
was already configured over all addresses and over all services/ports

SSL VPN Server Policies List

Show | 10 entries [Right click on record to get more options] | q |

I Name G“ Service & || Destination & ” Permission & ” Scope &

No data available in table

Showing 0 to 0 of 0 entries | First || .| Previous || Next , || Last ji

Add New SSL VPN Server Policy
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4. Complete the fields from the table below and click Save.

SSL VPN Server Policies Configuration o SSL VPN Server Policies Configuration °
Policy Type ® Global O Group O User Policy Type @ Global  © Group O User
SSL VPN Policy SSL VPN Policy
Apply Policy to Network Resource [=] Apply Policy to IP Address [+]
Port Range I Port Number IcmP [ o=
sl Port Range / Port Number
Pormission ® Permit © Deny Begin [ ] angeso-ess

el 1 ran

Service @ VPN Tunnel

Port Forwarding  © All

Permission ® permit O Deny

Network Resource IP Address

Field Description

Policy Type Select Global, Group, or User.

If you selected Group, select a group from the drop-down menu. If you selected User, select a

Available Groups/Users user from the drop-down menu.

Apply Policy To Select Network Resource, IP Address, IP Network, or All Addresses.
Policy Name Enter a unique name for this policy.
IP Address If you selected IP Address or IP Network, enter the IP address.
Mask Length If you selected IP Network, enter the mask length (0-32).
ICMP Toggle to ON to include ICMP traffic.
Begin/End Enter a port range or leave blank to include all TCP and UDP ports. These fields are not available

when selecting Network Resource.

If you selected Network Resource, select the resource for the Defined Resource drop-down

Defined Resources menu. If you have not created a resource, refer to “Resources” on page 131 to create a defined
resource.
Service Select either VPN Tunnel, Port Forwarding, or All. This field is not available when selecting
Network Resource.
Permission Select either Permit or Deny.
Save Click to save your settings.
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Portal Layouts
Path: VPN > SSL VPN > Portal Layouts

You may create a custom page for remote VPN users that is viewed during authentication. You may include login
instructions, services, and other details. Note that the default portal LAN IP address is https://192.168.10.1/scgi-
bin/userPortal/portal. This is the same page that opens when the “Portal URL"link is clicked on the SSLVPN menu
of the router web UI.

To create a new portal layout:
1. Click VPN > SSLVPN > Portal Layouts.
2. Click Add New SSL VPN Portal Layout.

D-Link WY

Unified ! Router - DSR-1000N R | Frmaas; 20y

WPN = SSLVPN » Portal Layouts o e

The table lists the S5L portal layouts configured for this device and allows several operations on the portal layouts.The router allows you to create
a custom page for remote SSL VPN users that is presented upon authentication. Login instructions, available services, and other usage details that
are specific to a domain are useful to present on the authentication portal. Portals are assigned to the user domain.

SSL VPN Portal Layouts List

Show entries [Right click on record to get more options] a, ‘

_Layout Name & Use Count & | Portal URL 8

SSLVPN 0 https://0.0.0.0:443/portal/S5LVPN

Showing 1 to 1 of 1 entries

Add New SSL VPN Portal Layout

|| First | Previous | 1 | Next . || Last 4|

Note: You may right-click a layout from the list and edit or delete a layout.

3. Complete the fields from the table on the next page and click Save.
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SSL VPN Portal Layout Configuration °
Portal Layout and Theme Name
Portal Layout Name | |
Login Profile Name [ defaun =
Portal Site Title [ |
Banner Title | |
Banner Message
Display Banner Message | OFF
on Login Page
HTTP Meta Tags for Cache | OFF
Control (Recommended)
ActiveX Web Cache Cleaner | OFF
SSL VPN Portal Authentication
Authentication Type | Local User Database |z||
Group [ More =
SSL VPN Portal Pages to Display
VPN Tunnel page | OFF
Port Forwarding | OFF

Field Description

Portal Layout Name

Enter a name for this portal. This name will be used as part of the path for the SSL portal URL.
Only alphanumeric characters are allowed for this field.

Login Profile View

Select a login profile from the drop-down menu.

Portal Site Title

Enter the portal web browser window title that appears when the client accesses this portal. This
field is optional.

Banner Title

The banner title that is displayed to SSL VPN clients prior to login. This field is optional.

Banner Message

Enter a message you want to display.

Display Banner Message on
Login Page

Toggle to ON to display the banner title and message or OFF to hide the banner title and
message.

trol (Recommended)

HTTP Meta Tags for Cache Con-

Toggle to ON or OFF. This security feature prevents expired web pages and data from being
stored in the client’s web browser cache. It is recommended to toggle to ON.

Active X Web Cache Cleaner

Toggle to ON or Off. An ActiveX cache control web cleaner can be pushed from the gateway to
the client browser whenever users login to this SSL VPN portal.

Authentication Type

Select the type of authentication from the drop-down menu.

Group

Select what group to include from the drop-down menu.

VPN Tunnel Page

Toggle to ON to allow remote users to view this page.

Port Forwarding

Toggle to ON to allow remote users to view this page.

Save

Click to save your settings.
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Resources
Path: VPN > SSL VPN > Resources

Network resources are services or groups of LAN IP addresses that are used to easily create and configure SSL
VPN policies. This shortcut saves time when creating similar policies for multiple remote SSL VPN users.

Adding a Network Resource involves creating a unique name to identify the resource and assigning it to one or
all of the supported SSL services. Once this is done, editing one of the created network resources allows you to
configure the object type (either IP address or IP range) associated with the service. The Network Address, Mask
Length, and Port Range/Port Number can all be defined for this resource as required.

Add New Resource

To add a new resource:
1. Click VPN > SSL VPN > Resources.
2. Click Add New Resource.

D-Link

Unified es Router - DSR-1000N

— Security

VPN » SSLVPN » Resources (2 (<)

Network resources are services or groups of LAN IP addresses that are used to easily create and configure S5L VPN policies. This shortcut saves time
when creating similar policies for multiple remate S5L VPN users. Port forwarding allows remote S5L users to access specified netwark applications
or services after they login to the User Portal and launch the Port Forwarding service. Traffic from the remote user to the router is detected and
re-routed based on configured port forwarding rules. Port forwarding requires the identification of the TCP application and local server IP address
that is being made accessible to remote users.

SSL VPN Resources List

Show entries [Right click on record to get more options] ‘ q, |

| Name ) H Service ) ‘I Type 8 H Resource Object 8 H Port £l H Mask Length el

No data available in table

Showing 0 to 0 of 0 entries 1) First

Add New Resource

Port Forwarding List for Configured Applications

Show enf.ries o, |

I Local Server IP Address £

No data available in table

| Previous | Next , | Last /|

TCP Port Number ) {

Showing 0 to 0 of 0 entries || First || .| Previous || Next , || Last /|

Add New Rule

Port Forwarding List for Configured Host Names

Show entries a |
| Local Server IP Address (#] “ Fully Qualified Domain Name () ‘

No data available in table

Showing 0 to 0 of 0 entries |} First

Add New Rule

| Previous || Next , || Last J|

3. Complete the fields from the table on the next page and click Save.
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SSL VPN Resources Configuration

S5L VPN Resources

Resource Name

Service

Resource Object Configuration
ICMP

Object Type
Object Address

Maszk Length

Port Range |/ Port Number
Begin

End

@ VPN Tunnel © Port Forwarding

| IP Network |z||
| |
|:| [Range: 0 - 32]

l:l [Range: 0 - 65535]
l:l [Range: 0 - 65535]

@ Al

Save

Field Description

Resource Name Enter a unique name for this resource.
Service Select VPN Tunnel, Port Forwarding, or All.
ICMP Toggle to ON to include ICMP traffic.
Object Type Select Single IP Address or IP Network.
Object Address Enter the IP address.
Mask Length If you selected IP Network, enter the mask length (0-32).
Begin/End Enter a port range for the object.
Save Click to save your settings.
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Port Forwarding

Port forwarding allows remote SSL users to access specified network applications or services after they login to
the User Portal and launch the Port Forwarding service. Traffic from the remote user to the router is detected and
re-routed based on configured port forwarding rules.

Internal host servers or TCP applications must be specified as being made accessible to remote users. Allowing
access to a LAN server requires entering the local server IP address and TCP port number of the application to be
tunnelled.

To add a port forwarding rule:
1. Click VPN > SSLVPN > Resources.

2. Click Add New Rule under either Port Forwarding List for Configured Applications (TCP Port) or under
Port Forwarding List for Configured Host Names (FQDN).

3. Enter the IP address of the local server.
4. Next enter either the TCP port number or the domain name (FQDN).
5. Click Save.

Port Forwarding List for Configured Applications ° Port Forwarding List for Host Configuration °

Local Server IP Address Local Server IP Address

TCP Port Number [ | . 5 Fully Qualified Domain Name
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SSL VPN Client

Path: VPN > SSL VPN > SSL VPN Client

An SSL VPN tunnel client provides a point-to-point connection between the browser-side machine and this
router. When a SSL VPN client is launched from the user portal, a "network adapter" with an IP address from the
corporate subnet, DNS and WINS settings is automatically created. This allows local applications to access services
on the private network without any special network configuration on the remote SSL VPN client machine.

It is important to ensure that the virtual (PPP) interface address of the VPN tunnel client does not conflict with
physical devices on the LAN. The IP address range for the SSL VPN virtual network adapter should be eitherin a
different subnet or non-overlapping range as the corporate LAN.

The router allows full tunnel and split tunnel support. Full tunnel mode just sends all traffic from the client
across the VPN tunnel to the router. Split tunnel mode only sends traffic to the private LAN based on pre-
specified client routes. These client routes give the SSL client access to specific private networks, thereby
allowing access control over specific LAN services.

To configure client mode:
1. Click VPN > SSLVPN > SSL VPN Client.

D-Link

Unified Services Router - DSR-1000N 07 | Firmware

X Wiza System Search...

= Network (E,‘J VPN o Security ‘.:"0 Maintenance

VPN > SSLVPN » SSL VPN Client (2 JB(e)

An S5L VPN tunnel client provides a point-to-point connection between the browser-side machine and this device. When a S5L VPN client is
launched from the user portal, a "network adapter™ with an IP address, DMNS and WINS zettings is automatically created, which allows local
applications to talk to services on the private network without any special network configuration on the remote S5L VPN client machine.

S5L VPN Client

Full Tunnel Support

DNS Suffix

Primary DNS Server

|
|
Secondary DNS Server | |
|
|

Client Address Range Begin | 192.168.251.1
Client Address Range End | 192.168.251.254
LCP Timeout [Range: 1 - $99999] Seconds

Toggle Full Tunnel Support to ON to support full tunnel or OFF to enable split tunnel.
Enter a DNS suffix to assign to this client (optional).

Enter a primary and secondary DNS server addresses (optional).

Enter the range of IP addresses clients will be assigned (DHCP).

Next to LCP Timeout, set the value for LCP echo interval (in seconds).

Click Save.

N o s~ wWwN
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Client Routes
Path: VPN > SSL VPN > Client Routes

If the SSL VPN client is assigned an IP address in a different subnet than the corporate network, a client route
must be added to allow access to the private LAN through the VPN tunnel. As well a static route on the private
LAN’s firewall (typically this router) is needed to forward private traffic through the VPN Firewall to the remote
SSL VPN client.

When split tunnel mode is enabled, the user is required to configure routes for VPN tunnel clients:

- Destination network: The network address of the LAN or the subnet information of the
destination network from the VPN tunnel clients’ perspective is set here.

- Subnet mask: The subnet information of the destination network is set here.

To configure a client route:
1. Click VPN > SSLVPN > Client Routes.
2. Click Add New Client Route.

Ny |

| Firmware:

0
ard System Search... N ]

B Network ¢a5 VPN £ ¥ £° Maintenance

VPN » SSLVPN » Client Routes (2 (=)

The Configured Client Routes entries are the routing entries which will be added by the 55L VPN Client such that only traffic to these destination
addresses is redirected through the S5L VPN tunnels, and all other traffic is redirected using the hosts (55L VPN Clients) native network interface.
The table shows the destination routes that will be configured on the 55L ¥PN client. For example if the 55L YPN Client wishes to access the LAN

network then in SPLIT Tunnel mode you should add the LAN subnet as the destination subnet on this device.

SSL VPN Client Routes List

Show entries [Right click on record to get mare options] a, |

| Destination Network 4] || Subnet Mask ) ‘

No data available in table

Showing 0 to 0 of 0 entries

| First || .| Previous || Next 3 || Last 3|
3. Enter the destination network and subnet mask.
4. Click Save.

SSL VPN Client Route Configuration o

Destination Network [ |

Subnet Mask | |

Save
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Open VPN

The router provides OmniSSL feature, a customized OpenVPN, which is an alternate to the SSL VPN connectivity
while supporting most of the SSL VPN features. OmniSSL provides an executable configuration file via a portal
page (https://<WAN>/OmniSSL or https://<WAN>/0OmniSSL/ (maintaining backward compatibility)) that facilitates
the client installation from the device and is an enhancement to the existing OpenVPN. Additionally, this VPN
tool can be used via mobile devices, thereby, eliminating browser and Java dependencies typical to SSL VPN
solutions including that offered in the DSR.

OpenVPN Settings

Server
Path: VPN > OpenVPN > OpenVPN Settings

OpenVPN allows peers to authenticate each other using certificates, or username/password. When used in a
multiclient-server configuration, it allows the server to release an authentication certificate for every client, using
signature and Certificate authority. An OpenVPN can be established through this router.

You can select server mode, client mode, or access server client mode. In access server client mode, the user has to
download the auto login profile from the OpenVPN Access Server and upload the same to connect.
To configure the router as an OpenVPN Server:

1. Click VPN > OpenVPN > OpenVPN Settings.

2. Toggle OpenVPN to ON and complete the fields in the table below.

D-Linko Logged in as: admin | M) | Language:

Unified 5 Router - DSR-500AC

VPN » OpenVPN » OpenVPN Settings o e
OpenVPN configuration page allows the user to configure Open¥PN as a server or client.

OpenVPN Settings

Open¥PH F W
Mode @ server O Client © Access Server Client
VPN Netwark [128.10.0.0 |
VPN Netmask [255.255.0.0 |
Duplicate CH F ﬁ
Port [Default: 1194, Range: 1024 - 65635]
Tunnel Protocol @ TCP @ upp
Encryption Algorithm ‘AES-IZS Izl
Hash Algorithm ‘ SHAL |z|
Tunnel Type @ Full Tunnel @ Split Tunnel
User Based Auth m
Certificate Verification F H
Certs Profile ‘ default |z|

5 & 2 3 CA key
Name CA Subject Name Server Cert Subject Name Client Cert Subject Name Type o

C=TW, ST=Taiwan, L=Taipei, O=D-Link Cor  C=TW, ST=Taiwan, L=Taipei, O=D-Link  C=TW, ST=Taiwan, L=Taipei, O=D-Link
Default:Serv
default poration, OU=Certificate for DSR (Self-Sig Corporation, OU=Certificate for DSR. Corporation, OU=Certificate for DSR Ayailable
er & Client
ned), CH=D-Link Corporation CA (Self-Signed), CN=server {Self-Signed), CN=client

TLS Authentication Key No TLS Keys Uploaded
Invalid Client Certificate Mo CRL Certs Uploaded

Save Cancel
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Field Description

OpenVPN Click On/Off button to start or stop the OpenVPN process. By default, this option is disabled.
Mode Select Server.
VPN Network Enter the IP network for the VPN.
VPN Netmask Enter the netmask.
Duplicate CN Toggle On to allow a same certification for multiple clients.
Port Enter what port to use. The default portis 1194.
Tunnel Protocol Select either TCP or UDP.

Encryption Algorithm | Select the encryption algorithm from the drop-down menu.
Hash Algorithm Select the hash algorithm from the drop-down menu. The options are SHA1, SHA256, SHA512.

Select either Full Tunnel or Split Tunnel. Full Tunnel mode just sends all traffic from the client across the
Tunnel Type VPN tunnel to the router. Split Tunnel mode only sends traffic to the private LAN based on pre-specified
client routes. If you select Split Tunnel, refer to “Local Networks” on page 147 to create local networks.

Client to Client Enable this field to allow openvpn clients to communicate with each other in split tunnel case. By default,
Communication it is disabled.

This option is introduced to provide the additional authentication method using username/password.
Disabled by default.

This method does not require the client certificate, client will authenticate using the username/password
only. Enabled by default.

User Based Auth

Certificate Verification

Select the profile which has list certificates uploaded for the configured mode server/client. By default,

Certs Profile the default profile will be selected which has both server and client certificates.

Enabling this adds Tls authentication which adds an additional layer of authentication. Can be checked

TLS Authentication Key only when the tls key is uploaded. Disabled by default.

TLS Key Select the type of tls certificate name.

Enabling this adds facility to block invalid client certificate. This feature requires crl certificate which
contains list of client certificates to be blocked. Please upload crl certificate in OpenVPN Authentication
page. Disabled by default

Invalid Client
Certificates

CRL Certificates Select the type of crl certificate name.
Save Click Save to save and activate your settings.
Cancel Click Cancel to revert to previous settings.
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Client

To configure the router as an OpenVPN client:
1. Click VPN > OpenVPN > OpenVPN Settings.
2. Toggle OpenVPN to ON and complete the fields in the table below.

Logged in as: admin (

Seriak

VPN » OpenVPN » OpenVPN Settings Q O
OpenV¥PN configuration page allows the user to configure OpenVPN as a server or client.

OpenVPN Settings

Made © Server @ Client O Access Server Client
Server P | 1P Address |z|
Failaver Server IP | 1P Address |z|

Port

Tunnel Protocol

| | Optional

[Default: 1194, Range: 1024 - 65535]

@ Tecp @ upp

Encryption Algorithm |AES-le |z|
Hash Algorithm |SHA1 |z|
Auto Connect ﬂ__]

Interval l:l [Range: 1 - 60] Minutes
User Based Auth M:]

Username | |
Password | |
Certificate Verification m

Certs Profile |dEfauIt |Z|

C=TW, ST=Taiwan, L=Taipei, O=D-Link Cor C=TW, ST=Taiwan, L=Taipei, O=D-link ~ C=TW, ST=Taiwan, L=Taipei, O=D-Link

Default:Serv

default poration, OU=Certificate for DSR (Self-Sig Corporation, OU=Certificate for DSR Corporation, OU=Certificate for DSR Available
er & Client
ned), CN=D-Link Corporation CA (Self-Signed), CN=server (Self-Signed), CN=client
TLS Authentication Key No TLS Keys Uploaded

Field Description

Mode Select Client.
Server IP Enter the IP address of the OpenVPN server.

Select the type of identifier that you want to provide for Failover mechanism at the Failover Server IP: IP
Address or FQDN (Fully Qualified Domain Name). This feature allows to configure an additional OmniSSL
server for client, which will be used when primary server is down. This is optional and applicable only in
client mode.

Failover Server IP

Port Enter the port number on which openvpn server (or Access Server) runs.
Tunnel Protocol Select either TCP or UDP.
Encryption Algorithm | Select the encryption algorithm from the drop-down menu.

Hash Algorithm Select the hash algorithm from the drop-down menu.
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Auto Connect

Enabling this field allows user to enter time Interval at which device should try connecting to the server.

Note: You can also Connect or Disconnect to the server on the following page by right clicking the Connection
Status: Status > Network Information > Active VPNs > OpenVPN Connections.

Interval Time Interval at which device should try connecting to the server. It ranges from 1 minute to 60 minutes.
This option is introduced to provide the additional authentication method using username/password.
UserBased Auth | b led by default.
Username Enter a username. This field is available only when User Based Auth is enabled.
Password Enter a password. This field is available only when User Based Auth is enabled.

Certificate Verification

This method enables tunnel authentication to be with certificates. Enabled by default.

Certs Profile

Select the profile which has list certificates uploaded for the configured mode server/client. By default the
default profile will be selected which has both server and client certificates.

TLS Authentication Key

Enabling this adds Tls authentication which adds an additional layer of authentication. Can be checked
only when the tls key is uploaded. Disabled by default.

TLS Key

Select the type of tls certificate name.

Save

Click Save to save and activate your settings.
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Access Server Client

To configure the router as an OpenVPN access server client:
1. Click VPN > OpenVPN > OpenVPN Settings.
2. Toggle OpenVPN to ON and complete the fields in the table below.

D-LinkK

Unified es Router - DS

VPN » Open¥PN » OpenVPN Settings o Q
OpenVPN configuration page allows the user to configure OpenVPN as a server or client.

OpenVPN Settings

OpenVPN

f

Mode © server O Client @ Access Server Client
Port 1194 [Default: 1194, Range: 1024 - 65535

Private Tunnel Client Configuration
Enable Private Tunnel OFF

Auto Connect Configuration

Auto Connect

i

Interval L1 tRange: 1- 601 Minutes

Upload Access Server Client Configuration

Upload Status

z

o

File No file selected
Upload

Field Description

Mode Select Access Server Client.
Port Enter the port number on which openvpn server (or Access Server) runs.
Private Tunnel Client

Configuration Itis applicable only in OpenVPN Access Server Client mode.

This feature connects to www.privatetunnel.com which provides a secured access connectivity.

Enable Private Tunnel Reachability to www.privatetunnel.com is required. This option is disabled by default.

Enter an email address registered with www.privatetunnel.com. Applicable only in OpenVPN Access

Email Address Server Client mode with Private Tunnel support enabled.

Password Enter a password. It can contain alphanumeric characters.

Select the type of VPN cluster. Applicable only in OpenVPN Access Server Client mode with Private

VPN Cluster Tunnel support enabled.

Enabling this field allows user to enter time interval at which device should try connecting to the server.

Auto Connect . . .
Note: You can also Connect or Disconnect to the server on the following page: Status > Network Information >

Active VPNs > OpenVPN Connections, by right clicking the Connection Status.

Interval Time interval at which device should try connecting to the server. It ranges from 1 minute to 60 minutes.
Upload Status Displays if a configuration file has been uploaded.
File Click Browse and locate the configuration file. Click Open and then click Upload.
Save Click Save to save and activate your settings.
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OpenVPN Certificates

OpenVPN Certificates

Path: VPN > Open VPN > OpenVPN Certificates
OpenVPN provides authentication using certificates. This page will allow you to upload certificates and keys
which are in pem format.

To upload certificates and keys:
1. Click VPN > OpenVPN > OpenVPN Certificates.

€T

= Network ¢aY VPN 2 Security £ Maintenance

£ Status

VPN » OpenVEN » OpenVPN Certificates (2 (o)

OpenVPH Certificates | TLS Key | CRL Certificates

Openvpn provides authentication using certificates. This page allows you to upload required Open¥PN certificates and keys.

OpenVPN Certificates List

Show entries [Right click on record to get more options | | q, |
c Server Cert Subject Client Cert Subject CA ke
Name{> CA Subject Name (] ] ] ] & Type & Y & statusg
w —
C=TW, 5T=Taiwan, L-Taipei, O=D-Link C  C=TW, ST=Taiwan, L=Taipei, O=D-li ~ C=TW, 5T-Taiwan, L=Taipei, O=D-li
Default:5erv
default  orporation, OU=Certificate for DSR (Se  nk Corporation, OU=Certificate for  nk Corporation, OU=Certificate fo Available Active
er & Client
If-Signed), CN=D-Link Corporation CA D5R (Self-Signed), CN=server r DSR (Self-Signed), CN=client [ select All
Shawing 1 ta 1 of 1 entriss [ [ irst || ] Previous | (&) Dovnioad b g

(%] Delete

Upload OpenVPN Certs Generate OpenVPN Certs

Field Description

Name It displays the name of the profile.
It displays CA certificate Subject Name which includes content like C, ST, L, O, OU, CN, and E. CN is the

CA Subject Name CA certificate common name.
Server Cert Subject | It displays Server certificate Subject Name which includes content like C, ST, L, O, OU, CN, and E.CN is
Name the Server certificate common name. If server certificate does not exist, the value will be N/A.
Client Cert Subject | It displays Client certificate Subject Name which includes content like C, ST, L, O, OU, CN, and E. CN is
Name the Server certificate common name. If server certificate does not exist, the value will be N/A.
It shows the type of the profile. It has combination of the certificates loading (Generated/Uploaded/
Type Default) and appended with mode (Server/Client/Server & Client). E.g. Uploaded: Server, Default Server
& Client.

It displays the status of CA key in respective profile. It shows N/A if CA key does not exist, and
Available, if CA key exists.

It displays the status of the profile. The status is Active if the profile is being used in openvpn setting page;
Not in Use, if the profile is not being used in openvpn settings page.

CA Key Status

Status

Upload OpenVPN Certs | Click this button to open the Server/Client Certificate Configuration page.

Generate OpenVPN
Certs

Click this button to open the OpenVPN Certificate Configuration page.
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2. Click Upload OpenVPN Certs.

Server/Client Certificate Configuration °
Name | |
Trusted Certificate (CA Certificate) |[ e |
LT |[ Browse | Mo file selected. | Optional
SEtee DErEmict s |[ Browse... | Mo file selected. |
SEEEL Key |[ Browse... | Mo file selected. |
b |[ Browse... | Mo file selected. |
Field Description
Name It displays the name of the profile.
Mode Select a mode. It can be a Server, Client, and Server & Client. Based on the selected mode, you can see
the set of certificates to be uploaded for the selected mode.
Trusted Cgrtlﬁcate (CA Click Browse and Upload to locate and upload the pem formatted CA certificate.
Certificate)
CA Key Click Browse and Upload to locate and upload the pem formatted CA key .
Server Certificate Click Browse and Upload to locate and upload the pem formatted Server Certificate.
Server Key Click Browse and Upload to locate and upload the pem formatted Server Key.
Client Certificate Click Browse and Upload to locate and upload the pem formatted Client Certificate.
Client Key Click Browse and Upload to locate and upload the pem formatted Client Key.
DH Key Click Browse and Upload to locate and upload the pem formatted Diffie Hellman Key.
Save Click Save to save your settings.

2. Click Generate OpenVPN Certs.

OpenVPN Certificate Configuration °

Name

Country Mame (C)

State or Province Name (5T)

Organization Name (O)

m

Organizational Unit Name (OU)

|
|
|
Locality Mame (L) |
|
|
|

CA Certificate CN

Email Mame (E) |

m

Key Encryption Length | 1024 |z|
Valid Through [Range: 1 - 50] years

Server Certificate CN | |

Client Certificate CN | |

Hazh Algorithm |5HA1 Izl

Save
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Field Description

Name It displays the name of the profile.
This field contains the 2-character ISO format country code. For example, TW is the valid country code
Country Name (C) for Taiwan. To locate a specific country code, you may take a look at this page:

http://www.iso.org/iso/en/prods-services/iso3166ma/02iso-3166-code-lists/list-en1.html

State or Province Name
(ST)

Enter the State or Province of the Organization.

Locality Name (L)

Enter the city name in which the organization is located.

Organization Name (O)

The Organization Name (corporation, limited partnership, university, or government agency) must be
registered with some authority at the national, state, or city level. Use the legal name under which your
organization is registered.

Organizational Unit

The division of your organization handling the certificate to differentiate between divisions within an

Name (OU) organization.
The common name is the fully qualified domain name used for DNS lookups of your server (such as
CA Certificate CN www.mydomain.com). Browsers use this information to identify your web site. If you change your host

name, you must request another Digital ID. Client browsers connecting to your host check for a match
between your Digital ID’s common name and your URL.

Email Name (E)

Enter the email address used to contact your organization.

Key Encryption Length

Select the length of the encryption key used to encrypt the connection.

Valid Through

Enter the validity of the certificate in years.

Server Certificate CN | Enter the Common Name of the server certificate to be used.
Client Certificate CN | Enter the Common Name of the client certificate to be used.
Hash Algorithm Either choose SHA1 or SHA256 for the Hash algorithm used by the certificate.
Save Click Save to activate your settings.
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TLS Key
Path: VPN > Open VPN > OpenVPN Certificates > TLS Key

This page allows user to upload TLS Keys which are in pem format.

To upload certificates and keys:
1. Click VPN > OpenVPN > OpenVPN Certificates > TLS Key.

VPN » OpenVPN » OpenVPN Certfficates » TLS Key (2 W)

OoenVPN Certificates | TLS K2y | CRL Cerificates

Openvpn provides s authen:icaton using 11s kKey. This pace allcws you to uploac required certficaes.

TLS Key List

Show| 13 cntries  [Right click on record te get more optonc | , |

|__Mamc_ (13 TLS,EPI&:JQCG 9J
Mo cata avalabe in 1aole

Showang Uto 0 ot U entres

| Tirst | | Pravious | Next ; || Last |

2. Click Add TLS Key.

TLS Key Configuration °

Name

TLS Authentication Key ' Mo file selacted,

3. Enter the name of the tls key for identification purpose in OpenVPN Setting page.
4. Browse and upload the pem formatted TLS Authentication key.
5. Click Save to save your settings.
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CRL Certificate

Path: VPN > Open VPN > OpenVPN Certificates > CRL Certificate

Openvpn provides CRL authentication using CRL certificate. This page allows you to upload the required
certificates.

To upload certificates and keys:

1. Click VPN > OpenVPN > OpenVPN Certificates > CRL Certificate.

&° Maintenance

VEN » OpenVPN » OpenVPN Certificates » CRL Cortificate

00
OoenVPN Certificates | TLS Kay | CRL Certificates
‘Openvpn provides cil authentization using crl certficate. This page al'ows you 10 uplozd requirzd carificales
CRL Certificate List
Show| 12 chlﬂcs [Right click on record to get more optaons | a, |
| Name | CRL Uploaded 9]
No cata availab e in faole

Srowing Uto 001U entres |} Firat| | Pravious | Next ; || Last ;|

Add CRL Certificate

2. Click Add CRL Certificate.

CRL Certificate Configuration

Name

CRL Certificate

Mo file selected.,

3. Enter the name of the CRL certificate for identification purpose in OpenVPN Setting page.

4. Browse and upload the pem formatted CRL Certificate to revoke the client certificate.
5. Click Save to save your settings.
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OpenVPN Server Policy

The OpenVPN Server Policy is an alternate to the SSL VPN Server Policy.
Path: VPN > Open VPN > OpenVPN Server Policy

OmniSSL Server Policies are useful to permit or deny access to specific IP addresses, or IP networks. They may be
defined at the user or global level.

1. Click VPN > OpenVPN > OpenVPN Server Policy
2. Click Add New OpenVPN Server Policy. This opens the OpenVPN Server Policy Configuration page.

OpenVPN Server Policies Configuration °

Policy Type © Global O User

OpenVPN Policy
Apply Policy to ‘ IP Address |z|

Policy Name ‘ ‘

IP Address ‘ ‘

{CME BExX ]
Port Range / Port Number -
B [ ] mangero-sms
End [ ] Renes 06355
Permission ©@ permit © Deny
Policy Type Select this option to add a policy applicable to all the users or particular of the device.
Apply Policy To Select accessible IP address or IP network.
Policy Name Enter a unique name used to identify the policy.
ICMP Toggle it to On state to support ICMP traffic.
IP Address/Network | Configure accessible IP address or IP network.
Mask Length Subn