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OCHOBHbI€ XapaKTEepPUCTUKH

BbICOKOCKOPOCTHOE
MOBWUJIbHOE COEAMHEHMUE
Moppep)xka certen 3G/4G ana

BbICOKOCKOPOCTHOro Mo6unbHOro
coeanHeHus

HAAQBEXXHASA KOHCTPYKLUUA

Kopnyc u3 OLUMHKOBaHHOM CTaJu,
LUMPOKUIA Anana3oH pabouunx
Temneparyp

NMOAAEPXKA IPV6

Bce Heo6xoaumbie pyHKLMUN Ans
pa6oTbl B ceTAX HOBOIro NoKoJieHusa

BE3OINACHOCTb

MHOrodyHKLMOHaNbHbIN
Me)kceTeBoi 3kpaH, PPTP/L2TP/GRE/
IPsec-TyHHenu

DWM-312W

BecnposogHon M2M-mapuwpyTtusartop 4G LTE ¢ ogHum moaynem
ana asyx SIM-kapT

BcTpoeHHbI LTE-Moaem

MapLpyTusaTop ocHalleH BCTpoeHHbIM LTE-moaeMom, KoTopblit oGecneymBaeT BbICOKOCKOPOCTHOE MobunbHoe 3G/4G-coeuHeHve
CO CKOPOCTbIO Nprema AaHHbIX 4o 150 M6uT/c 1 ckopocTbio nepegaymn gaHHbIx o 50 Méut/c'.

Mpeo6pasoBaHne LAN/WAN, pesepsHoe WAN-coeguHeHue

Bbl moxeTe ucnonb3oBatb nobon Ethernet-nopt mappytusatopa B kadectBe LAN- mnm WAN-nopta. HoBoe nokonenue MO
nogaepXXMBaeT BO3MOXHOCTb Ha3dHadeHus Heckonbkux WAN-noptoB, Hanpumep, Ans HacTPOWKM OCHoBHOro u pesepsHoro VWAN-
coedvHeHMs OT pasHbiX npoBangepoB. Kpome TOro, BO3MOXHO pesepBuMpoBaHvWe pfoctyna K WHTepHeTy € umcnonb3oBaHueM
BCTpOeHHoro LTE-moaema.

BecnpoBogHon nHTepcenc

Wcnonb3ys GecnposogHon mapuupytusatop DWM-312W, Bbl cmoxeTe ObICTpo opraHusoBaTb 6ecnpoBogHyk CeTb, NPenocTaBvB
4ocTyn K cetn VIHTepHeT komnbioTepamMm M MOBWUIBHBIM YCTPOMCTBaAM MpakTUiecku B nobol Todke (B 30He AelcTBUsi 6ecnpoBOAHON
cetn). MapLupyTu3atop MOXET BbINOMHATL (PYHKUMM ©a30BOM CTaHUMU AN NOAKMYeHMs K GecrnpoBOAHOM CETU YCTPOWUCTB,
pabortatomx no ctaHgaptam 802.11b, 802.11g n 802.11n (co ckopocTbto oo 150 Mout/c).

Be3onacHoe 6ecnpoBogHoe coeAuHeHne

B maplipytusatope peanus3oBaHO MHOXeCTBO (OyHKUuA Ans 6ecnpoBogHOro vHTepdpenca. YCTpoOWCTBO MOAAEPXKMBAET HECKOIbKO
ctaHgaptoB 6e3sonacHoctn (WEP, WPA/WPA?2), cdunstpaumio nogkntoydaemblx yctporcts no MAC-agpecy, a Takke nNo3BonsieT
ucnone3oBatb TexHonorn WPS n WMM.

1 CKOpOCTL nepeaavu JaHHBbIX ABIACTCA Teopemqecxoﬁ. CKOpOCTL Tepeaavn JaHHBbIX 3aBUCUT OT HpOHyCKHOfI CITOCOOHOCTH CETH M MHTEHCUBHOCTH CHUTHAJIA.
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PaclumpeHHble BO3MOXHOCTU 6eCnpoBOAHON CeTH

BosmoxHocTb HacTponku rocteBon Wi-Fi-ceTn no3sBonuT co3gatb OTAenbHy 6ecnpoBoOAHy0 CeTb C MHAMBMAYaANbHbIMU HACTPOMKaMu
©6e3onacHoCTW. YCTpOMCTBA rOCTEBOM CETW CMOTYT MOAKMIOYUTLCA K VIHTEPHETY, HO OyayT M30nMpoBaHbl OT YCTPOWCTB U PECYpPCOB
rnokanbHoOW ceTn mMapLupyTmusaropa.

BesonacHocTb

MapuwpyTtnsatop DWM-312W ocHalueH BCTPOEHHbIM MEXCETEBbIM 3KpaHOM. PaclumpeHHble dyHKuMu 6e3onacHOCTM MO3BONSOT
MUHVMMUN3NPOBAaTb NOCNEACTBMA AENCTBUA XaKepoB U NpenoTBpaLLaloT BTOPXKEHMS B Bawy ceTb n 4OCTyn K HexenaTenbHbIM cahTam
Ans nonb3oBaTenen Baluen nokanbHoW ceTu.

Mopoepxka npotokorna SSH noBbiwaeTr 6e3onacHOCTb NpY yAanNeHHOW HacTporke mapLupyTMsaTopa W ynpaeneHuMM UM 3a cyeT
LWndpoBaHMS BCEro NepenaBaeMoro Tpaduka, BKoYas naponu.

Kpome TOro, mapLupytusaTtop nogaepxuBaeT npotokon IPsec 1 nossonsieT opraHu3oBbiBaTe 6e3onacHble VPN-TyHHenu. Mopaepxka
npotokona IKEv2 no3sonsieT o6ecneuntb ynpoLeHHY CXeMy obmeHa COOOLLUEHVSMW U UCMONb30BaTb MEXaHW3M acvMMETPUYHOW
ayTeHTUdMKaumMmM nNpu HacTpolrike IPsec-TyHHens.

MapwpyTnsatop Takke noaaepxveaer paboTy C cepBUCOM KOHTeHTHoW dunetpauun SkyDNS, koTopbii npegnaraet 6Gonblue
HaCTpOEK U BO3MOXHOCTEW Ansi opraHu3aummn 6esonacHomn paboTel B IHTepHeTe Kak Ans JoMallHMX Norb3oBaTenein BCeX BO3pacTHbIX
KaTeropun, Tak u ans npogeccuoHansHoOM AeSTenNbHOCTU COTPYAHMKOB OOUCOB U NPeanpusaTUn.

Takke B yCTpPOWCTBE peanusoBaHa YHKLMA pacnucaHus Ans NpUMEHEHUs npaBuil U HacTPOEK MEXCETEBOro aKpaHa, nepesarpysku
MapLupyTu3aTopa B ykazaHHOE BpPEMSI UNU Yepe3 3afaHHble MHTepBaribl BpEMEHU, a Takke BKIHOYEHUS/BLIKMOYEHUs GecnpoBoaHon
cetn u Wi-Fi-cpunetpa.

MpocTasa HacTpoWka u oGHoBNEeHUe

Ons HacTponku mapwpytmusatopa DWM-312W wucnonb3yeTcss nNpocTon M yAOOGHBIN BCTPOEHHbIN web-uHTepdenc (oocTyneH Ha
HECKOSbKMX A3bIKaXx).

YOo6HbI MacTep HAaCTPOVKM NO3BONSIET 3aaTh Bce HeobxoanMble NapamMeTpbl 328 HECKOMbBKO MPOCThIX LLAroB.

Takke DWM-312W nopaepxuBaeT HaCTPONKY 1 yrpaBreHne C NOMOLLbO MOBUIMBHOTO NPUNOXEHWS ANst YCTPOWUCTB MO yrnpaBlieHneM
OC Android 1 iOS.

Bbl nerko moxetre obHOBUTL BCTpoeHHoe 1O — mapLupyTusaTop cam HaxoauT npoBepeHHyto Bepcuio MO Ha cepBepe 06HOBREHUM
D-Link n yBegomnsieT nonb3oBaTtens 0 roOTOBHOCTW YCTAHOBUTb €r0.
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AnnapaTtHoe o6ecneyeHue

Mpoueccop

MT7620A (580 MI)

ol'lepaTVIBHail namMaTb

128 Mb, SDRAM DDR2

Flash-namaTtb

32 MB, SPI

BcTpoeHHbIit Moaem

Quectel EC25-E

WHTepdeiichi

Mopt WAN/LAN 10/100BASE-TX

Mopt LAN 10/100BASE-TX

2 cnota gnsa SIM-kapTbl (mini-SIM)

KnemmHbI 6ok ¢ koHTaktamm DI-1, DI-2, DO, Rx, Tx, GND

WUHaukaTopbl

PWR
INTERNET
SIGNAL
SIMA/SIMB

KHonku

KHonka RESET ansi Bo3Bpara k 3aBOACKMM HaCTpokam

AHTeHHa

[Be cbemHble LTE/3G-aHTeHHbI
OpHa cbemHas Wi-Fi-aHTeHHa
Pasbembl SMA

Pasbem nutaHma

Pa3sbem ans nogknoveHns nuTaHus (MOCTOSIHHbBIN TOK)

MporpammHoe obecnevyeHne

Tunbl nogkniovyeHna WAN

MoGUNBHBIN NHTEPHET

PPPoE

IPv6 PPPoE

PPPoE Dual Stack

Cratuyeckuin IPv4 / AnHamuyeckuin IPv4
Cratuueckuii IPv6 / OuHamuuecknin IPv6
PPPoE + Ctatnyeckun IP (PPPoE Dual Access)
PPPoE + [uHamnyeckuin IP (PPPoE Dual Access)
PPTP/L2TP + Cratuyeckun IP

PPTP/L2TP + duHamuyeckuii IP

IPIP6 B pexxume DSLite

6in4

6to4

6rd

CeteBble (DyHKLUMN

DHCP-cepsep/relay

PaclmpeHHast HacTpovika BcTpoeHHoro DHCP-cepsepa

HasHnauenue IPv6-agpecoB B pexume Stateful/Stateless, aenermposanune npedumkca IPv6
DNS relay

Dynamic DNS

Cratnyeckas IPv4/IPv6-mapLipyTusauus

IGMP Proxy

RIP

Mopaoepxka UPnP IGD

Mopoepxka VLAN

Moppepxka dyHKUMM ping co cTopoHbl BHewHewn cetn (WAN ping respond)

Mopnepxka mexaHuama SIP ALG

Mopaepxka RTSP

PesepsuposaHne WAN

MpeobpasoBaHne LAN/WAN

Moppepxka Heckonbknx WAN-nopToB

HacTtpoiika ckopocTu, pexuma gynnekca n dpyHkummn ynpasnexHus notokom (flow control) B
pexrmMe aBTOMaTUYeCcKoro corracoBaHus / PyyHas HacTpoka CKOpoCTU 1 pexvma
aynnekca ans kaxgoro Ethernet-nopta

BcTpoeHHoe npunoxeHne UDPXY

PaBHOMepHOe pacnpegeneHne Harpyskv npy Ucnonb3oBaHun Heckonbknx VWAN-
coeanHeHun (banaHcupoBka Tpaduka)
3epkanupoBaHue noptos (Port mirroring)
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MporpammHoe o6ecnevyeHune

q)yHKLIVIM MeXceTeBOoro aKkpaHa

MpeobpasoBaHue ceteBbix agpecos (NAT)

KoHTpornb cocTosiHns coeamHeHun (SPI)
IPv4/IPv6-cpunitp

MAC-dunstp

URL-cunestp

DMZ-30Ha

BupTyanbHble cepsepbl

BcTpoeHHbI cepBnC KOHTEHTHON dmnbsTpaumnm SKyDNS

VPN

IPsec/PPTP/L2TP/PPPoOE pass-through
PPTP/L2TP-cepBepbl
PPTP/L2TP-TyHHenu

KnueHT L2TP/IPsec (L2TP over IPsec)
GRE/EoGRE-TyHHENnm®

IPsec-TyHHEN®
TpaHCNOPTHBIN/TYHHENbHbINA PEXUM
Mopnepxka npotokona IKEv1/IKEv2
LLncpposaHue DES

dyHkuma NAT Traversal

Mopnepxka npotokona DPD (cyHkums Keep-alive anst VPN-TyHHenew)

YnpaBneHne U MOHUTOPUHT

JNokanbHbI 1 yaaneHHbI focTyn k HacTporikam no SSH/TELNET/WEB (HTTP/HTTPS)
Web-uHTepdeinc HacTporikmn 1 ynpasneHns Ha HECKOSbKMX A3blKax

Moppepxka npunoxenus D-Link Assistant gns yctpoiicts nog ynpasneHnem OC Android
nios

YBegomneHune o npobnemax ¢ NOAKMIOYEHNEM 1 aBTOMaTM4eCKOoe NepeHanpaBsneHne K
HacTpoikam

O6HoBneHne MO mapLipyTM3aTopa Yepes web-nHtepdenc

ABTOMaTM4eCKoe yBegoMIeHne 0 Hanmumm Hoson Bepcuu MO

CoxpaHeHue 1 3arpy3ka KoHurypaumm

Bo3amoxHOCTb nepegaym xypHana cobbiTui Ha yaaneHHbI cepsep

ABTOMaTUYeCKasi CUHXPOHM3aLusi cucTeMHoro BpemeHu ¢ NTP-cepBepom 1 pyyHasi
HacTpolika AaTbl U BpeMeHU

YTunuta ping

Y1unuta traceroute

Knunent TR-069

Pacnucannsa ana npaBun 1 HaCTPoOek MEXCETEBOrO 3KpaHa, aBTOMaTU4eCcKon
nepesarpysku, BKIoYeHWs/BbIktodeHns 6ecnposogHor cetn u Wi-Fi-punsrpa
ABsTOoMaTnyeckas 3arpyska cavina koHdurypauum c cepsepa nposangepa (Auto
Provision)

MapameTtpbl LTE-moayns

CkopocTb LTE-coeanHeHus?

CkopocTb nprema gaHHeix: Ao 150 Méut/c
CkopocTb nepegayun AaHHbix: Ao 50 Méut/c

MopaepxuBaemble vyacTtoTbl®

LTE Cat. 4: 1/3/5/7/8/20/38/40/41
UMTS/HSPA: 1/5/8, 850/900/2100 MI'y,
GSM/GPRS/EDGE: 900/1800 MI'y,

DyHKUUU

ABTOMaTM4ecKoe NoakNtodYeHne K AOCTYNHOMY TUny nogaepxveaemon cetn (4G/3G/2G)
ABTOMaTH4YeCcKas HacTpovika CoeauHeHNs Npu noakntoydeHnn SIM-kapTbl
BkntoueHue/BbikntoveHme nposepku PIN-koga, cmeHa PIN-koga

OTnpagka, nonyyeHune, YteHve u yganeHne SMS-coobLieHuin

Moppepxka USSD-3anpocos

2 CkopocCTb nepefayl JaHHbIX ABJseTCs TeopeTHdeckod. CKopocTh Iepeaul JaHHBIX 3aBHCHT OT MPOIYCKHOI CIOCOOHOCTH CETH M HHTEHCUBHOCTH CHIHAJIA.
3 TonneprkuBaemasi MOIOCA YACTOT 3aBHCHUT OT PETHOHAIBHON BEPCHH yCTPOHUCTBA.
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MapameTpbl GecnpoBogHOro MoAynsi

CraHpapTbl : IEEE 802.11b/g/n

Ounana3oH YacTtot

Juana3soH yacmom 6ydem U3MeHsIMmbCs 8 2400 ~ 2483,5 My

coomeemcmeuu ¢ npasunamu ’

paduoyacmomHoz0 peaynuposaHusi 8 Bawel

cmpaHe

Be3onacHocTb 6ecnpoBOoAHOro coeguHeHUs . WEP
WPA/WPA2 (Personal/Enterprise)
MAC-cunstp
WPS (PBC/PIN)

HononHuTtensHblie dyHKuMK : DYHKUMA «KIINEHT»
WMM (Wi-Fi QoS)
MHdopmaumsa o nogknodeHHbIx Wi-Fi-knneHTax
PacLumpeHHble HacTporku
locteBas Wi-Fi-ceTb / nogaepxka MBSSID
Mepuognyeckoe ckaHMpoBaHWe KaHanoB, aBTOMaTMYECKUIA Nepexos Ha Gonee
CBOOOAHbIV KaHan
ABTOMaTM4eCKOE CornacoBaHWe LUMPWHbI KaHana c yCroBUSMU OKpy»KatoLLel cpeabl
(20/40 Coexistence)

CkopocTk 6ecnpoBOAHOTO COeAUHEHNA - |EEE 802.11b: 1, 2, 5,5 1 11 MéuT/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 n 54 MouTt/c
IEEE 802.11n: 6,5—150 M6ut/c (MCS0-MCS7)

dusnyeckue napameTpbl

Pa3mepsl (O x LWL x B) : 134 x 76 x 32 Mmm

Bec . 500r

YcnoBusa JKcnnyartauuu

Mutanue : OT9B/2A no36B/0,7 AnocToAsHHOro ToKa

Temnepatypa . Pa6ouas: ot -20 go 60 °C
XpaHenus: ot -30 go 80 °C

BnaxHocTb : Mpw akcnnyatauum: ot 10% £o 90% (6e3 koHaeHcaTa)
Mpwu xpaHeHum: ot 5% Ao 95% (6e3 koHaeHcaTa)

KomnnekT noctaBku

MapuwpyTtunsatop DWM-312W

[Be cbemHble LTE/3G-aHTeHHbI

OpnHa cbemHas Wi-Fi-aHTeHHa

ApanTep nuTaHUsi NOCTOSAHHOIO Toka 12B/1A

HokymeHT «KpaTkoe pykoBOACTBO Mo ycTaHoBKe» (BykneT)
KomnnekT ans moHTaxa (no 3anpocy)
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