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The following chart compares Trial, Standard, and Professional features:

Features

D-View 5.1
Trial Edition
(Free of Charge)

D-View 5.1
Standard Edition
(DS-5108)

D-View 5.1
Professional Edition
(DS-510P)

Advanced MIB

MIB-II (RFC1213)

MIB-1I (RFC1213)

MIB-1I (RFC1213)

MIB Complier

(1)

(2)MIB Editor (read only)
(3)SNMP V1

(4)Loadable MIBs:15

(

(2)MIB Editor (read/write)
(3)SNMP V1

(4)Loadable MIBs : 30

Utilities 802.1D (RFC1493) 802.1D (RFC1493) 802.1D (RFC1493)

(Standard MIB RMON (RFC1757) RMON (RFC1757) RMON (RFC1757)

supported) Entity (RFC2737) Entity (RFC2737) Entity (RFC2737)

IF MIBs (RFC2233)) IF MIBs (RFC2233) IF MIBs (RFC2233))

VLAN (RFC2674)
Layer 3 Utilities :
IP Forwarding (RFC2096)
PIM (RFC2934)
OSPF (RFC1850)
DVMRP (RFC1075)
IP Mroute (RFC2932)
RIP2 (RFC1724)

Network SNMP V1 SNMP V1 SNMP V1 - V3

Management D-Link DIAP D-Link DIAP

Protocol

Port base accounting |N.A N.A. YES

capability

Automatic company |YES YES (D Link brand only) YES

grouping

Expiry Date 60 days (No after-sale support) |Unlimited Unlimited

MIB Browser & Get only 1)Get only 1)Get/Set

(

(2)MIB Editor (read/write)
(3)SNMP V1~V3
(

4)Loadable MIBs : Unlimited

Managed IP Nodes 64 256 Unlimited
number (max.)
No. of Topology 5 Unlimited Unlimited
Map
Internet Tools N.A. YES YES
(1) TFTP Server (1) TFTP Server
(2) BOOTP (2) BOOTP
(3) PING (3) PING

Alarm/Trap Manager

(1)Advance filter and alarm/
trap list view

(2)Trap editor allows manager
to add / modify trap items
(3)History log support

(1)Advance filter and alarm/ trap
list view

(2)Trap editor allows manager to
add/ modify trap items
(3)History log support

(4)Alarm/ trap message
notification by e-mail

(1)Advance filter and alarm/
trap list view

(2)Trap editor allows manager

to add/ modify trap items
(3)History log support
(4)Alarm/ trap message
notification by e-mail
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ABOUT THIS GUIDE

This User’s guide provides brief descriptions of how to use the various menus and operations
found in the D-View Network Management System. This guide does not discuss network design or
management concepts, nor does it provide detailed explanation or definitions of SNMP, MIBs,
RMON or associated concepts. It is assumed that the reader is familiar with these standardized
networking concepts and protocols; hence variables presented in the D-View menus are self-
explanatory. Variables such as MIB objects are listed exactly as they appear on the D-View GUI.

Overview of this User’s Guide

¢ Chapter 1, “Introduction.” Lists system requirements, gives installation
procedures. Shows you how to get D-View 5.1 up and running.

¢ Chapter 2, “Architecture” Explains D-View 5.1’s organization and highlights
features.

¢ Chapter 3, “How to Manage a Network Using D-View 5.1.” Describes how to
manage a network with D-View 5.1. Topics include: Discover, How to Monitor
and Manage a network, Using Telnet, Changing Device Properties, Collect trap
information to log file, Install Plug-in management module, Managing SNMP
Devices without a management module (MIB Compiler/Browser), Topology.

¢ Chapter 4, “MIB Utilities.” Shows how to use D-View’s user-friendly dialogs to
manage without using plug-in modules. This chapter is organized according to
the drop-down menu items under “MIBs” on the D-View 5.1 GUI.

¢ Chapter 5, “Internet Tools.” Explains items in the “Tools” drop-down menu in
the order of the descending menu items.

¢ Chapter 6, “Advanced Management.” Explains how to use trap management
functionalities.
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¢ Appendix, “Troubleshooting.” Provides solutions to different troubleshooting
scenarios.
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INTRODUCTION

This section gives systems requirements and explains installation procedures.

System Requirements

D-View 5.1 can be installed and operated on a computer that meets the following minimum requirements:
¢ CPU: 550 MHz and above

DRAM: 256MB

Hard Drive Available space: 100MB

Ethernet Adapter: 10/100BASE-T

Operating System: Windows 2000 or Windows XP

Microsoft Access 2000

* & & o o

Installation

The following is a pictorial guide showing how to install D-View 5.1 and get it up and
running:
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Step 1

Welcome to D-Link online

Figure 1

Installhield Wizard

D4fiewh.1 Setup is preparing the InstallShieldR Wizard, which
will guide pou through the rest of the setup process. Please wait,

Figure 2
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netallihield Wizard

License Agreement

Fleaze read the following licenze agreement carefully.

Fress the PAGE DOWH key to see the rest of the agreement.

{D-Link. D-iews.1

D-Link NO-WNOMSEMSE LICEMSE STATEMENT
AMDLIMITED WaRRANTY

IMPORTAMT - READ CAREFULLY

["D-Link"] far the zoftware product [*Software"] identified

Thiz licenze statement and limited warranty constitutes a legal agreement [“Licensze
Agreement"] between you [either as an individual or a single entity] and D-Link, he.

above, including any software, media, and accompanying on-line or printed

Do you accept all the terms of the preceding Licenze Agreement’? [ vou chooze Mo, the
zetup will close. To install D-Yiew5 1, you must accept thiz agreement.

| metallShield

=

< Back

Figure 3
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Step 3

211%hield Wizard

Customer Information
Pleasze enter paur infarmatian.

Pleaze enter your name, the name of the company for whom wou work, and the product
zenal nurmber.

Uzer Mame:

Ben

Company Mame;

|DLink

Senal Humber:

[mztallEhield

< Back I et I Cancel

Figure 4
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nstall3hield Wizard

Choose Destination Location

Select folder where Setup will install fles.

Setup will ingtall D iew5. 1 in the following folder.

T o ingtall to thiz folder, chck Mest. To install to a different folder, click Browsze and select

another folder.

Deztination Folder
|VI::"\F'r|:|gram Files\O-Link Browse. .. |
| mztallEhield
< Back, Cancel |
Figure 5
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Step 5

InstallShield Wizard x|

Setup Type
Select the Setup Type ta install

Click the type of Setup you prefer, then click Mext.

Program will be inztalled with the most common optiohz. Becommended for
rmost uzers.

 Compact  Program will be installed with minimurn required options.

£ Custom “'ou may chooge the optionz you want to inztall. Becommended for advanced
Lzers.

|mtallS hield

< Back | Mext » I Cancel

Figure 6

Typical: Installs D-View 5.1, D-Link SNMP Solutions Modules, DES-3225G, DES-36241,
DES-6000, DGS-3208TG, DGS-3208F, DHS-3226, DHS-3218, DHS-3210, DES-3226,
DHS-3224V, DGS-3224TG, DHS-102, and Wireless AP.

Compact: Installs D-View 5.1 and D-Link SNMP Solutions.
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Step 6

Select Program Folder

Pleaze zelect a pragram folder.

Setup will add program icons to the FProgram Folder isted below. rou may type a new folder
name. or select one from the existing folders list. Click Hest bo continue.

Program Folders:

E zizting Folders:

Cadaliraw

Curnuluz

D-Link

InztallShield Prafessional 2000

InterBaze

Linkkanager

Lotus REFR &R _I

Microzoft D eveloper Metwark,

InstallShield

< Back I Mext » I Cancel |

Figure 7

10
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Step 7

InztallShield Wizard Complete

Setup hasz finizhed instaling D-iews.1 on pour computer.

¢ Back

[Cancel |

Figure 8

Before you run D-View

Note:. If the device can’t be found under discovery, then you must enable SNMP service in
Windows service before you run D-View 5.1, and remember to disable the SNMP trap
service before you run D-View.

11
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% Add/Remove Programs ;lglil

Currently installed programs: Sork by:l Mame - I

Windows Components Wizard x|

Windows Components
You can add or remaove compotients of Windows 2000,

To add or remave a component, click the checkbox, A shaded box means that only
part of the component will be installed. To zee what's included in a component, click
Detailz.

Components:

P Indexing Service 0OME &)
O % Internet Information Services [IIS) 183 MEB
™ =7 Management and Monitoring Tooks 0.9 ME
[] =2 Message Queuing Services 26 KB
1 2= Natwnrkinn Services M1 kR

-

Descrption:  Includes tools for monitoring and improving network perfformance.
Tatal disk gpace reqwred: 1.0 ME Details. |
Space available on disk: 17457 MEB

< Back I Mext = I Cancel |

Figure 9

12
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Services

J Action Wiew |J - = |

BRI

=10/ |

Tree I

% Setvices (Local)

Mame  / | Drescriptian | Status | Startup Type | Log on s | ;I
%Routing and Remot,., Offers routing s... Dissbled LocalSystem

Runds Service Enables starting... Started Aukomatic LocalSystenm
%Security Accounts ... Stores securiby i, Started Automatic LocalSystem

Server Pravides RPC su.,,  Started Aukomatic Localsystem
%Smart Card Manages and co... Maral LocalSystem
%Smart Card Helper Provides suppar... Marual Local3yskem
%SNMP Service Includes agerts...  Started Autarmatic

%System Ewent Mokifi. ..
%Task Scheduler

8 TCPYIP NetBIOS Hel..,

%Telephony

%Telnet
%Uninterruptible Pow,.,
%Utility Manager
%Windows Installer
%Windows Manager. ..
%Windows Managem...
%Windows Tirne
%Workstation

Tracks swstem ...
Enables a progr...
Enables suppart...
Provides Teleph...
Allows & remote. ..
Manages an uni...
Starks and confi...
Installs, repairs ...
Praovides system. ..
Provides system...
Sets the comput. ..
Provides networ..,

Skarted
Started
Skatted

Skatted
Started

Started

tarmal
Aukarnatic
Aukarmatic
Aukamatic
Marual
taral
Marual
tanal
Marual
Aukarnatic
Marual
tanal
Aukarmatic

Local3ystem

LocalSysten
LocalSystem
LocalSystenm
LocalSystem
Localsystem
LocalSystem
Localsysten
Local3ystem
Localsysten
Local3ystem
Localsysten
Local3ystem

L+l

Figure 10

13
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Start Run

Step 1

‘Windows Update

) @ Accessories
Skartup
Documents Y @& intermet Explorer
, ﬂﬂ Qutlook Express
(3 D-Link SHMP Solutions

Settings

Search

% Uninstall D-Views, 1 & D-Link SNMP Salut. .,
Help Program FilesiD-LinkiD-View!S, 115in

Figure 11

14
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Step 2

Create a New Database

Figure 12

15
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i Tool |,Us¢_l-DBﬁnE;|
— o]z (@]

Messages | Traps |

Disovering device |

Figure 13

Once the screen above is displayed, the Discovery procedure is finished. Now you can
use D-View 5.1 to manage your SNMP-enabled device!

16
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ARCHITECTURE

This chapter explains the organization and highlights new features of D-View 5.1.

Organization

D-View is organized into five main components

L2

Alarm/Trap Manager: Primarily responsible for monitoring abnormal situations,
real-time management of network device status. Allows the network manager to
monitor events in a timely and effective manner. Other functions include Trap
filter, editor, setting of abnormal criteria, and contacting network administrator
by e-mail.

Discover & Parsing: Discover device in network, collect basic information,
grouping and display for use.

MIB Utilities: Supports often-used MIB utilities, offers the most convenient
management. Can manage through device module. If there is no module, can
still manage device through MIB utility.

Internet Tool: Tools that support device management include BOOTP/TFTP
Server, PING/DIAP.

Account: Account is a simple account management system to keep track of the
bills.

17
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D-View5.1

Plug-in
Modules

Alarm/Trap Discover &

. MIB Utilities | Internet tools Accounts
Manager Parsing

Access Database

Figure 14

Features

L

Graphical User Interface — D-View’s graphical interface is based on the
Windows interface. It draws symbolic icons on the screen to identify devices and
their links on the network. Pull-down and pop-up menus are used with all
command options listed.

Multiple Device Management — D-View lets you monitor and manage different
devices simultaneously. The system displays the management modules of
selected devices on a window for easy management and monitoring of these
devices. The management modules display the current status of the device and
its ports. The module also provides a menu bar for accessing commands for
retrieving MIB objects from the SNMP agent of the device.

Automatic Device Discovery — D-View discovers the network for the connected
SNMP and IP devices and then automatically groups the devices.

Map Editing — D-View provides map editing tools for tailoring the topology map
of a particular network. These tools allow you to add devices, link devices, add
labels, modify device attributes, delete map objects, and add wallpaper.

18
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¢ Software Download — D-View provides a TFTP server function that allows you
to configure your management console as a TFTP server on the network. As a
TFTP server, your management console will be responsible for providing image
files for downloading from your system to all requesting network devices.
Software downloading is necessary when upgrading or rebuilding software in
the Flash memory of a device.

¢ BOOTP Server Function — D-View comes with a BOOTP server function that
allows you to configure your management console as a BOOTP server on the
network. As a BOOTP server, your management console will be responsible for
assigning IP addresses to all requesting network devices.

¢ Connectivity Testing — D-View provides the Validate and ICMP PING test
facilities for checking the status and connectivity of network devices. The first
facility validates a map by checking the current status of the displayed network
devices; ICMP PING checks the connectivity of any device TCP/IP on the
network

¢ Layer 3 utilities — A number of powerful Layer 3 utilities, including IP
Forwarding, RIP 2, OSPF, IP MRoute, DVMRP, and PIM functions, have been
added to accommodate the increasing presence of Layer 3 switches and
advanced routers in enterprise networks

¢ DIAP - The DIAP proprietary administrative protocol used in D-Link SOHO
broadband routers has been added so you do not need any additional utility to
administer these devices.

¢ Accounts - An array of Accounts information functions has been added for
client record maintenance.

¢ Topology — A topology creation program is an embedded function of D-View.
This can be used to create diagrams and schematics useful for network design
and layout planning.

¢ SNMP V3 for major MIBs — MIB II, IF-MIB(RFC2233), Entity MIB(RFC2737),
Bridge 802.1D(RFC1493), RMON,802.1P(RFC2674), 802.1Q(RFC2674).

¢ Trap/Alarm notification via e-mail.

¢ Multiple views for platform — After Auto Discover is finished, you can view
objects in the Ethernet domain by tree view. At the same time, you can have a
list view display open. Additionally you can create a topology domain in the
same workspace to make network management more convenient.

19
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gI=

Svstern  Wiew Edit RIE: Tools Account %Window Help

Taol | Uzer Define I
=5, Root wEEE
= ﬁ Ethemet CHMP
- 10.0.0.0 % ®
ﬁ CompanyGroup
1B Gensral 1011166 1010.27.28  10.11.22.202
IH ; [B02.13]
-0 HP L OFE- DHE -
-l Microsoft 2500 ok
i :l”"e" . 107117933 10.11.94224 10132246
-2 Marconi (802.154] (B02.14)
I:—:Iﬂ Favarite
28 Favi pEs peS- Di-tez
i B im.mn% s ; &
: 101011120 1016.79.31  1016.79.35  10.21.97.200
1016.79.133
& Fav2 Dl-ns2 DES- DES-
Elw Topology oz0s 2212
EI&& Dromaird, =
B 10.132.24.6 (802 || 10.21.99.252  10.22456  10.36.101
= 10.21.99.252 s
& 10112220280 || |41 37
41 |
Mezzages IT,apS I
IP: 10.35.56.86 is connected  at_E4F 09:49:06 ﬂ
IP: 10200122 is connected  at_EF 09:49:06
IP:10.11.22.202 iz connected  at_E5F 09:49:06
IP:10.50.11.9 is connected  at_E9F 09:48:06
1P 10.3R AR B8R iz dizcnnnected At S NS-47-3R LI
Figure 15

¢ Powerful MIB Compiler and Browser — With an easy to use GUI, the MIB
Compiler and Browser can be used independent of D-View or can be used with
the D-View software. This makes network management more effective and
efficient.

20
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% D-Link MIE Compiler - [RFC1Z1 3-MIE] =18] x|

* File Edit ¥iew Toolz Window Help - ||5'|5|
NEEEERREEE

Browsze Sgent [P : I'I o I'I . I'I . I'I =12 Read Comnuity : IF"Jt'“C WSrike Co

Cbject mame ave_ontar AI

HIE -~ Cibject [T 13612

‘5 BRIDGE-MIE kodule RFCZ1213

S ENTITY-MIE

5 AR AT wpe-l ool sysObjectD Bass syita Ciotet Bri

{50 FMIB o a8 sysUpTime Composed symita Displayiit
£T GMPSTD-b = sv:Contact Access Read- Wi
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Figure 17

¢ User Account management — Account is a simple account management system
to keep track of the bills.
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It has the following features:

1. Each client assigned an account with personal authorization IP
Address

2. Different groups of clients can generate statements with different
schedules

3. Detects abnormal usage for clients
4. Assigns custom taxes to service charges

5. Credit adjust function allow you to insert credit records
manually and give credit for wrong or misdialed work.

6. Late fee assessment function

7. Real-time reporting
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How 10 MANAGE A NETWORK
USING D-VIEw 5.1

This chapter describes how to use the various menus and operations found in the D-
View Network Management System with different example scenarios.

Orientation

Using D-View

D-View uses the same conventions as other Windows-based programs in its GUI. Left-
click to select a device or domain, left-click to carry out a function from the drop-down
menu, and so on. If you double-click on an SNMP device, this will launch the device-
specific module if it is installed. If it is not installed, you will be offered an opportunity
to download the module from the D-Link website.

The three display panels of the D-View Main Menu:
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Tree View

List View

Messages/Trap ——>

@ Systm  Wiew Edit MIE: Tools Account Window Help SR
Tool I User Define |
DES- SHMP DES- &E =
226 G226
2 1010.27.10 (¢ = Eﬂ ‘ ‘
-ty 1010.27.28 10102710 10102728 1011.22202 10117933 10.16.1.166
D] 101122202 (802.T) (B02T) (802 1)
B8 10117933 ¢ os oES DES oz P
=] 10161168 Faze a2 SaE 00
e qpierei | & i = ==
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&5 10167336
2= 10,16.79.63 pEz- DES- tEs TES-
g 10471177 5200 2208 EM‘ Szeh L6241
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ﬁ 10.37.11.78
ﬂ;m.atlz.ﬁ*ﬂflll 104294126 10429442 10431028 10434534 10.4473226
IANZ 131 =l
Meszages | Traps |
Figure 18

Tree View

Presents the entire network grouped into major domains extending from Root. The
major domains for the default setup are Ethernet, CompanyGroup, Favorites, and
Topology. The Favorites group is a vacant domain available as a convenient means of
tracing devices that require frequent monitoring. It can contain any or all devices and
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can be arranged into sub-domains as needed. The Company group is divided into sub-
domains according to the device manufacturer. The “tree” in this panel or any domain
can be expanded or contracted to view the contents of any group.

List View
Displays the contents of whatever group is highlighted in the tree view. Large icons are

used by default; however, you may choose to use small icons, a simple list or a list that
includes device details.

Traps/Messages
Displays Trap and connect/disconnect messages.

Use the View drop-down menu to customize the display panels.

Topology

Right-click on Topology under Root in the Tree View display to launch new topology
diagram. Use the “Tool” pad and “User Define” pad to modify the topology.
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gf* D-Yiew 5.1 - [ Topology of NewTopology] - |EI|5|

@gystem View Edit [1Es Tools Account Window Help _|ﬁ||5|
Taal |UserDefine|

E=-£5, Root
Ethernet
ComparyGroup 100
Favarite
Topology
f Eg MewT opolagy 200
[ 300
[ 400
[ 500
[ &0
[ 700
[&00
Honn -
g | o
Mezsages |T,ap3 |
IP: 10.24.50.1 iz disconnected at F 9 05:30:26 -
IP:10.42.39.10 iz disconnected at F 4 05:30:26

IP:10.42.41.10 iz disconnected at F 4 05:30:26
IP:10.4252.1 iz disconnected at F 4 05:30:26
IP:10.4351.100  is disconnected at T4 05:30:26
IP:10.41.89.10 iz disconnected at F 4 05:30:26

IP: 10.44.57.1 iz disconnected at F 4 05:30:26
IP:10.44.73111  is disconnected at T4 05:30:26
IP:10.47.45.152  is disconnected at T4 05:30:26 hd

Figure 19

Smart Icons

The five main icons that appear in D-View 5.1 GUI are summarized below.
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Icon

Description

B

Unknown device, device type and function not known.

RADIUS server.

i

Device off line or disconnected.

SHMF

SNMP device with SNMP agents.

Wireless Access Point

Table 1. General Device Icon Summary

Basic Operations

Network Basic Information

The basic information available under System provides graphical and numerical
information about device type and role distribution. The information represents the
sum total of the basic information communicated by every device including non-SNMP
devices. The graphical representation can be viewed as a color-coded pie chart (default)
or bar graph. Network make up is broken down by type and role.
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preference of graph style by clicking the graph icon of choice in the middle of the menu.
View network role or type distribution by selecting the appropriate tab. The reference
key explains the colors used for the graphs and displays the number of devices in each
category.

System->All Basic Information

£ all Basic Information =101 %]
(MName [ Coumt__ =

Ethernet Domain 2
ComparnyGroup Domain T
Faworite Domain 1
Total Device 17 —
SMNMFP Device 114
Application Server 48

Session Service 1 -
1| | B

Dievice Type Distribution Chart | Device Role Distribution Chart |

119 ShWP Device
[O52 General Device

Figure 20
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Repolling Configuration

By default D-View polls the network for status updates every 30 seconds. This repolling
configuration can be changed or turned off using the Repolling Configuration menu
under System. Adjust the polling interval from 10 to 60 and the time out (1-10 seconds)
and click the Set button to put the settings into effect. Turn off repolling by checking
the Don’t Repoll box and clicking Set. Default repolling configuration = 30 sec Interval,
3 sec Time Out.

System->Repolling Configuration

gt:; Repolling Configuration El

Drefault

[~ Don't Repoling Claze

Figure 21

Community String Configuration

Set the Read and Write Community String to allow D-View management access to
SNMP devices.

System->Community String Configuration
¢ Read Community String: input read community string
¢ Write Community String: input write community string

¢ OK: click to put settings into effect
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f’f-'i Community String Config

Read Cornmunity String Ipu':'li':

Wwrite: Commurnity 5 tring Iprivate

Figure 22

Note: Read/Write Community String settings must be correct otherwise you will not be
able to find devices.

Saving D-View Database

Save the current settings arrangement for D-View using the Save Database function
located under System. This will save any domains that have been created.

System->Save To Database

Clear Database

To delete the saved arrangements and settings, use the Clear Database function under
system.

System—->Clear Database

Note: Make sure that the database is one you wish to clear otherwise you will lose your
settings (Topology and Favorites).
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Find Object

This option allows the user to quickly find a particular device in the system by entering
Alias Name, IP Address, or Module Name.
Edit>Find Object

x|
Search By I Alias Mame ;I om Start I

Input String des [ *whaole wordz anly Cloze |
Module Mame
M ame I IP Address I Diomain I Role I

Figure 23
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¢ Input Search By: Select Alias Name, IP Address, or Module Name.

¢ Input String: Enter Alias Name, IP Address, or Module Name.

Domain Control

Select a domain or sub-domain in D-View to add or create a new sub-domain. This can
be done under the Edit drop-down menu or right click on the selected domain to view
the New Sub-domain Form.

Edit>Domain

i =
() Svstern ¥iew | Edit nI0: Tools Account Window Help — =] =]
Define |

Hew SubDomsin
Hew Device
Copy

Paste

Delsts 3
Rensme

- i

=2 Marconi
el Favorite
]

B b arconi
(=}

| g 10.15.1.32
B 1016.79.133
L[ Topology

Messages ITrapS |

IF:10.10.27.202 is connected  at FAF 01:53.24 -
IF:1011.22202 is comnected  at FF 01:58:54

IP:10431022 is disconnected at F - 01:57:54

IF:10.41.44.1 is disconnected at F4F 01:57.54

IP: 1041 5265 iz disconnected at F4F 01:57:54

IP:10.44.7338 is disconnected at F - 01:57:54

IF:10.25.29.111 iz disconnected at F4F 01:57:.54

IF:103611.56 iz disconnected at F°F 01:57:54

IF: 10.36.56.86 is disconnected at < 01:57:54 LI

Figure 24

For example, the Company Group domain can be expanded using a list of companies.
Select the company you wish to add from the pull-down menu and click OK.
Alternatively, you may select a specific company group and create a new sub-domain
within that group. Highlight the company group from the main menu and pull up the
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New Sub-domain Form. A list of the devices within that group appears listed in the left
panel.

Select the devices you want in the new sub-domain and add them to the new group by
clicking the arrow

The selected device now appears in the Device List on the right side panel. Type in a
name for the new sub-domain and click OK to create it. Large Ethernet domains may
be divided into smaller work groups and are more easily managed using this function.

=10l

Mesy Domain Mame I aCam ;I

Group Mame

IEDmpan}'GrDuP :5 | Device List
D-Lirk. e |

General
HF [Delete
b arconi
Microzaft
et [ ool

Cancel |

Figure 25
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Edit->New Device
You may create a new device to be managed along with the other domains that already
exist via the New Device option. Enter the Device name, IP Address, Read /Write

Community Strings, Module Type, and check appropriate boxes in the MIB Database.

=101 %]

Device Informatiorn

Device Mame: |1D_1_1.1 IP Address: |1D.1.1.1

Fead Comn: IF'uhIic rite Camm: IF'rivate

todule Type: ID'3532'38

—MIB Databasze

[~ ERIDGE-MIB [~ ENTITY-MIE =
[~ IANAIType-MIE [~ IF-MIB
[~ IGMP-5TD-MIBE [~ OSPF-MIE m
[~ DOSPF-TRAP-MIEB [~ PERIDGEMIE
[~ O-BRIDGE-MIE [~ RFC1155-5MI LI
Q. Cancel

Figure 26
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Input Device Name: name of the device
IP Address: IP address of the device
Read Comm: Read Community string of device
Write Comm: Write Community string of device
Module Type: Module type of new device

MIB Database: Check MIBs that comprise new device
Device Control
Edit->Device

Through the Device menu item under the Edit drop-down menu, you may keep
inventory and edit the devices in your management database.
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Edit>Device>Properties allows you to control the settings of a particular device by
entering

¢ Device Name: Name of device usually in the form of numbers separated by
periods.

¢ IP Address: The IP address of the device.

¢ Read Comm: The Read Community String setting of the device.
¢ Write Comm: The Write Community String setting of the device.
¢ Module Type: The Module type of the device.

¢ MIB Database: Check boxes of MIBs of which device are comprised.

iaix
Device Infarmatior
Devics Name: ([NNNEE IP Address: [T0.1.1.153
Read Comnm: Ipublic “wirite Comm: Iprivate
Module Type: |Unknown Type |
—MIB Database
=
[~ ERIDGE-MIB [ ENTITY-MIB
[~ IANAIType MIE I IFMIE
[~ IGMP-STD-MIE [~ PERIDGE-MIE |
[~ O-BRIDGE-MIB [~ RFC1155-5M1
I~ RFC1212 [~ RFCI213-MIB =
ok Cancel |
Figure 28
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Press OK to execute property settings or Cancel to cancel.

Multiple View Settings in D-View

1. View->Topology View >50 %, 75%, 100% , 125% , 150% , Custom

Allows you to have different views of the topology.

£% D-View 5.1 - [ Topology of NewTopology] -0 x|
() system Edit MiE: Took Account Window Help — = =]

S0%
ﬂ C [vl B Wiew T5%

(S vstview » v 100%
v Messages(Traps Yiew 125 % ﬁu
Background Calor 3 150%
ADa] 1050955 [ customed
Ab=| 10.50.36.2 Background Color
g 1051141 L &
~{pa| 1051.210
B 10968101
2 1095815 El
E 10.9.62.31
1095834 400
-{ig 10958.4
= 10.9.62.80 |
1096891 i
B4 10.9.68.97 3
1096298 (80 | [TE00
&% 10.90.90.90
- Newdubdome | k=700

- CompanyGroup
il Favoiite |
=) Topology 800

"5 NewT opology

« | _|z G i _ﬁ'

Messages |Traps |

IP: 10447333 is connected  at B 11:39.42 i’
IP:10.10.27.202 s disconnected at_E4F 11:39:72
P 10.48 6291 is connected  at_EF 11:36:42
IP:10.48 6290 is connected  at_EIF 11:38:42
IP: 10447333 is disconnected at £ 11:3812
IP:10.10.27.202  isconnected  at b9 11:37.42
IP:10.11.22202 s disconnected at_F<F 11:36.12
1P 10.44.73.33 is connected  at_EIF 11:35:12
IP: 10.36.56.86 is discannected at_EF 11:3512 LI

— —
1500 ﬁﬂ [EO) @UD 1500 EUDU 100 Mz00 R3000 T1400 NS00 MEOD |

Figure 29
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View->Topology View->Background Color

Allows you to set background color of the topology.

View->Topology View—>Grid

Gives you the option of having a grid on the topology.

2. View>Tree View

Allows you to see devices in the management network displayed in a tree
on the left panel.

3. View—>List View

Allows you to view devices in different ways: Icon, Small Icon, List,
Report.
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4. View—>Messages/Traps View

Allows you to view messages and traps on the bottom panel of the
display screen.

5. View—> Background Color

Allow you to set the background color for the Tree View, List View,
Messages, and Traps displays.

Sf*' D-Yiew 5.1 - [ Topology of NewTopology]
@ Syskem | Wiew Edit MEs Tools Account Window Help

Topalogy View
g C [ v Tree View
|‘ E [ ListView

v Messages|Traps Yiew

|| 10.50.96.2
5 1051141
--[D® 10.51.210

2 10,968,107
iy 10.968.16
28 10.9.68.31
[y 10.9.68.34
[y 10.9.68.4
- e 10.9.66.80
- Z5 1096891
-2 10.9.68.97 (3l
gy 10.9.68.99 (3
D] 10.90.90.90

[+ ComparyGroup
-l Favarite
= Tapolagy
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[+ gg MewSubdoms
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7300
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E
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E

r

Lisk Wiew
Messages
Traps

essages |Traps |

I :10.90.50.90 is disconnected at _£4F 11:43.42
IP:1010.27.202  is disconnected at_H2F 11:43:42
at EF 11:42:42
at L 114242
at FF 114242
at EF 114242
at B 11:42:42
IP:10121358 is disconnected at_£F 11:42:12
IP: 101213219 s disconnected at E4F 11:4212

IP:10.36 5686 is connected
IP: 10189612 is connected
IP: 10121356 is connected
IP:10.1213219  is connected
IP:10.10.27.30 is connected

Figure 30
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Device SNMP Configuration

You can change the SNMP configuration of the device. Otherwise, you will use the
default settings.

Starting Off in D-View 5.1

When D-View is run the first time it will automatically search all around the net
domain and parse the contents in the network. It then creates a database to store the
data and creates tree lists, icon lists and the like in its work area.

Since this default search is just a rough search with quick response time it usually
loses some hosts. Hosts not discovered the first time could be found using the Discover
functionality by giving it a net domain and using unicast SNMP rule. You can search
more thoroughly using Discover but this search will be slower than the initial one.

Discover

Use this menu to search for a single device or several devices using the IP address or a
selected range of IP addresses.

In the Discover window, define the following variables:

¢ IP Address - Type in a range of IP addresses or a single IP address (in both
“From” and “To” spaces). Keep in mind that the time needed to do the search
increases as the range of addresses searched becomes larger.

¢ SNMP Read - Type in the read community string.

¢ Time Out - Range variable from 1000 to 10,000 milliseconds
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of broadcast to reply.

Search Approach - Select Unicast (default) or Broadcast. A Broadcast request
is not IP address specific and will cause every device connected at the moment

Discover Scheme - Select SNMP or ICMP. ICMP will only report the IP address
of connected devices. SNMP discoveries reply with available device information.

Search Method - Choose to find a single SNMP agent defined below by the

Enterprise ID or all agents in the previously refined search field.

Click on the Start button to begin the discover process. Unicast discovery will send
Ping packets to the selected range of IP addresses in ascending consecutive order and
repost each reply as it is received. Use the Save & Exit button to insert the device into

the Tree View.

Fram IP Address Eg lﬁ lﬁ Iﬁ
To IP Address ﬁ.ﬁgﬁg.lﬁ

Search &pproach  Unicast o Broadcast|

_1ol x|

Samples

Discover Schema (= SHME € [CHMP |

|47

SHMP Read Ipubnc— Search
= Alldgents T Select Device
F:IIBWSE_L.‘F..‘I 0000 i1 EE maes Enterprisell I—
Mo, I |P &ddress | Supstem Description -
1 10.26.43.124 Unknown
2 10.47.54.10 Unknown
3 10283011 Atheroz Wiworks SHMPw1/vidc Agent
4 10.47.53.201 Unknown 1=
5 10.39.79.108 Atheros Yeworks SHMPw1/AvZe Agent
5 10.26.62.17 Unknown
7 10.28.3010 Atheroz Waworks SHMPW1/vZe Agent
a 100409200 Hardware: 86 Family 15 Model 2 Stepping 4 ATAAT COM. ..
9 104834311 Hardware: =86 Family & Model 8 Stepping B AT AAT COMP...
10 10.44.73.222 Hardware: 86 Family 15 Model 1 Stepping 2 AT /4T COM. ..
11 10102757 Unknown
12 10560511 Hardware: =86 Family B Model 11 Stepping 1 AT AAT COM. ..
13 10.9.18.100 Unkniown
14 1060821 Hardware: =86 Family 15 Model 1 Stepping 2 AT /AT COM... &
< I_>_I_i
Found Device | [P = 10.44.67.1 at _E=F 10:27:46
Found Device | IP=1042521 at_E=F 10:27:45
Found Device | [P =10.47.82.100 at _FF 10:27:45
Found Device | [P =10.42.33.10 at _EF 10:27:45
Found Device | IP =1004294.42 at_FF 10:27:45
Found Device | IP = 10.50.8.23 at _E<F 10.27:45

Save & Exit

Stop

Exit
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Figure 31

How to Monitor and Manage a Network

D-View polls all devices automatically. If a device is disconnected, D-View will display a
disconnected icon in the work area. Otherwise, it will show a device icon.

The D-View platform allows users to set up special cases to monitor and manage and
supports multiple ways of doing so.

Monitoring Device

Monitoring Device 10.1.1.194 DES-3225G (shows both connected status and
disconnected status).
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Connected
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Figure 32

Disconnected (When device does not respond during Repolling)
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=101 x|
() Sysem Wiew Edit LiB: Took Account Window Help 131 x|
@ Tool | User Define |
| | |
10.1.1.154
M 10.9.68.91
[P 10.9.60.97 (80
- 10.90.90.90
- 101.1.194
E-E Topalogy L
| | »
Messages | Traps |
Repalling IF‘ = 10.90.90.90 iz disconnected at FF 03:10:58 i’
Repolling 0.9.68.97 is disconnected at FF 0310:58
Repalling 096891 is disconnected at F 4 03:10:58
Repoling B8.80 is disconnected al T4 03:10:57
Repoling .68.31 is disconnected at T4 03:10.57
Repolling LG8.101 is disconnected at T4 03:10:57
Repolling B6.1 is disconnected at F<F 031057
Repolling 7291 iz disconnected at T 03:10.57
Repaling E291 is dicornected st T2 031057 |

Figure 33.

Managing Device

Using “Web Configure”

Step 1: Right click on mouse to execute “Web Configure”
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Figure 34
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=10l x|
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Figure 35

Using the “D-View Module”

Double-click on the device Icon or right-click on “D-View Module” to execute:
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Figure 37

Using Telnet

Right-click on mouse to execute Telnet.
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Step 2

DES-3225G Fast Ethernet Switch Console Management
Copyright{C> 1999-2888 D-Link Corporation

Usernanc: [N 1
[ 1

Password:

DISCONNECTION

Message Area:

Enter case—sensitive username.
TRL+R = Refrech

Figure 39

Changing device properties

When you need to modify an IP address for a device use the “Properties” menu item on
the device pop-up menu to change its identity.

Changing the device 10.1.1.194 from DES-3225G to DES-3226

Step 1: Right-click on “Properties.”
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Figure 40
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Step 3: Select D-Link and DES-3226. Then Press OK.
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Step 4: Properties have been changed.

Figure 42
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Collect Trap Information to Log File

The user can log the trap history. The trap filename and path is
/DLINK_INSTALL_PATH /var/log/trap.log. The user can clear it by using any editor to
view and clear it.
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Note: For more on trap management functions please refer to Chapter 6: Advanced Management.

Figure 47

Install Plug-in Management Module

If you need more management modules for devices, install the plug-in management
module. You can get modules from http://www.dlink.com.tw where all D-View
supported modules can be found. You can download all of these modules. When the
module has been installed, double-click on your chosen icon and a device panel will
appear. To date D-View supports many kinds of D-Link SNMP products. You are

welcome to visit the D-Link web page for more information.

Installing Plug-in DES-3326 Device Module

Step 1
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Step 2
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Step 3
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61




D-View 5.1 User’s Guide

Step 4

|rztall=hield

Setup will ingtall DES33ZE in the following directon,
Ta install ta this directary, click Mest.

Toinstall to a different directary, click Browse and zelect anather
directary.

You can choose not to ingtall DES332E by clicking Cancel to exit
Setup.

Ca L AD-LINEAD - iew s Modules\DES 3326 Browse. |

" Destination Directony

< Back

Cancel |

Figure 51
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Step 5
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Step 7

Complete
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|FetallShield
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Figure 54

Managing SNMP Devices Without a Management Module

Background on MIBs

The Management Information Base (MIB) refers to various information describing the
physical and logical characteristics of an SNMP device. These individual pieces of
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information, called MIB objects, are kept in an SNMP device, where they can be readily
accessed and modified by the device agent at the request of the network administrator.
Basically, management is achieved through transactions between the SNMP agent on
the device and the management console. The management console sends SNMP
request packets to the agent, which in turn complies by sending response packets.
There are five types of SNMP requests: Get, GetNext, GetResponse, Set, and Trap. The
following describes some of the requests supported by the system:

GET - This request queries the SNMP agent for the current value of one or more MIB
objects in an SNMP device. The agent retrieves the values of the requested objects and
then sends them to the management console.

SET - This request asks the SNMP agent to modify the value of one or more MIB
objects in an SNMP device. Be reminded that MIB objects can be read-only, read-write,
write-only, or not-accessible. Read-only MIBs are either fixed constants or changing
variables such as the number of ports in a bridge or hub and number of packets
passing through a port. Read-write MIBs are variables usually related to user-
configurable parameters such as the IP address and name of the device. Since you can
only set read-write and write-only MIB objects, the SET request therefore can only be
used on these types of objects.

MIB objects are logically arranged in a hierarchy called a MIB tree structure. The name
of each MIB object, called MIB object ID, in the hierarchy is the sequence of numeric
labels on the nodes along a path from the root down to the actual MIB object. The
actual MIB object is the last node in the path.

GET/SET Operations

When the management console needs to retrieve the value of a particular MIB object
from an SNMP device, it sends a GET request to the device SNMP agent and the
numerical representation of the target MIB object. For example: if the management
console wants to retrieve the value of the MIB object ipInReceives from a device, it
sends a GET request to the device SNMP agent followed by the numerical
representation of the MIB object, which is 1.3.6.1.2.1.4.3.0. The agent uses this value
to search for the corresponding value of the specified MIB object and then sends the
value to the requesting management console.
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When the management console needs to modify the value of a particular MIB object, it
sends a SET request to the device SNMP agent and the numerical representation of the
target MIB object followed by the new value.

For example, if the management console wants to assign a new name to a device, it
sends a SET request to the device SNMP agent followed by the numerical
representation of the sysName MIB object, which is 1.3.6.1.2.1.1.5.0. This is then
followed by the corresponding value of the new name. The agent uses the provided
values to search for the specified MIB object in the device and then sets its value
accordingly.

MIB Listing

Normally, related MIB objects are listed in a group called Object Group. Each group
contains an Object ID, Syntax, Access Right, Status, and Description. The following
describes each term:
¢ Object ID - This is the numeric representation of the MIB object in the tree.
¢ Syntax - This specifies the object type (that is, integer, string, counter, etc.).
¢ Access Right - This specifies the access right of the MIB object.
¢ Status - This provides information about the status of the MIB object. It can be
mandatory, optional, obsolete, or deprecated. Mandatory means that the object
must be implemented (standard MIBs always have this status), optional means
that the object may be implemented, obsolete indicates the object is no longer
supported, and deprecated indicates the object is soon to be phased out.
¢ Description — This usually describes the function of the MIB object.

Here is a sample of a standard MIB-II listing:

Object Group: system

MIB sysUpTime

OBJECT-ID (1.3.6.1.2.1.1.3.0)

SYNTAX TimeTicks

ACCESS read-only

STATUS mandatory

DESCRIPTION The time (in hundredths of a second) since the network management
portion of the system was last re-initialized.
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MIB Browser

When you need to manage a SNMP device without a plug-in module in the D-View
platform use a D-View supported MIB browser with the associated MIBs. Right-click on
the chosen icon and you will see a “Properties” item on the pop-up menu. Click it and a
dialog box will appear with an area listing many MIBs with checkboxes. Select which
MIBs the device supports. Then click OK. Go back to the work area, right-click on the
icon again. Select “MIB browser.” This will invoke the MIB browser with the MIBs that
you selected. Now you can use the MIB browser to manage devices.

Note: Before using the MIB browser, you have to retrieve MIB files from a vendor who develops
SNMP devices. You can then use the MIB compiler to compile MIBs. If compilation is successful, then
the MIB compiler will store MIBs to database, and you will see the entire MIBs list under device
properties.

How to Use the MIB Browser

Step 1: Choose the device you wish to browse, right-click to bring up a menu and
left-click on “Properties.”
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Step 2: Enter settings and press OK.
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Figure 56

Step 3: Open “MIB Browser.”
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Figure 58
Step 4: Double-click on RFC1213-MIB.

72



D-View 5.1 User’s Guide

Bz D-Link MIB Browser - [RFC1213-MIE]
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o iflnMUcastPkls
-4 iflnDiscards
4 iflnEmors

Figure 59

Step 5: Use MIB Browser to manage these entities.
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[z D-Link MIB Browser - [RFC1213-MIB]

= iTable
E@ itEnty

4 fndex
-4 ifDescr

o iTpe
= Al
o iSpeed
-4 Phystddress
-4 itAdminStatus
-4 if0perStatus
-4 ifLastChange
ol ifinOctets
-4 ifinUcastPkts
4 iflnMUcastPkts
4 fInDizcards

o iflnEmors

Figure 60
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! Browse Result Node : system

Figure 61

MIB Compiler

The MIB Compiler provides another way to manage SNMP devices without a
management module. It compiles an original Management Information Base (MIB)
textual file into a system recognized format and loads it into a database. It converts a
MIB into a graphic tree view. A node of the tree represents an object in the MIB. The
relationship between nodes of the tree reflects OIDs of corresponding objects in the
MIB.

The compiler shows detailed definitions of each object in the MIB:
¢ Object name

¢ OID
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¢

L

The compiler can communicate with a remote device (bridge, switch, or router) to get
the current value or to set a new value for the MIB object of interest. This is achieved
by sending SNMP requests and receiving SNMP responses to get/set the value of the
object of the MIB, which resides in an SNMP enabled device.

Note: Not every MIB needs to be implemented in an SNMP-enabled device.

The current values of the MIB objects of a specific device can be obtained in two ways:
“Info” or “Table View.” “Info” shows more detailed information for objects, both
definitions and values. “Table view” shows only the values of objects.

Module to which the object belongs
Syntax

Access limit

Status

Description, and so on.

How to Use the MIB Complier

Step 1: Invoke the MIB Compiler.
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D-Link MIB Compiler =10 %

File Edit Wew Tedls Window Help

NEEEEREER

Browse Agent [P (1 0 |U 0 Fiead Community - [Public wirite Community |Drivale

|

Figure 62

Step 2: Open the MIB File.
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[ D-Link MIB Compiler o ] ]

File Edt Wiew Tools Window Help
|7 | ¢ EZE 20
Look in: | ‘=3 MIB x| = 5 F-
Browse Agent [P : I'ID 1 . F I J

TAMAFType-MIE, mib [#|RFC1269.MIB

B [®IRFC1271.MIB
@ rFC1Z15MIE [®|RFC1285.MIB
@] rFc1z31.MR [®|RFC1304.MTB
[# rFC1243 M1B [®lRFC1315.MIB

RFC1253.MIB

[#lRFC1316.MIB

File name:  [RFC1213 Open

Files of ype: I”.mib

Figure 63
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[El D-Link MIB Compiler - [C:4Program Files',D-Link\,D-Link SNMP Solutions',MIBRFC1Z13.MIE]
B Fle Edit Wew Took Window Help

=1o|x]
=18]x]

NEEEEEEE

Browze dgent [P : I'ID I1 I‘I 186 Read Cammunity : public Wirite Community © Iprivate

RFC1213-MIB DEFINITIONS i = BEGIN

IMPORTS
mgmt, Networkaddress, Ipaddress, Counter, Gauge,
TirneTicks
FROM RFC1155-5MI
OBJECT-TYPE
FROM RFC-1212;

-- This MIB module uses the extended OBJECT-TYPE macro as
-- defined in [14];

-- MIB-II {same prefix as MIB-[)

mib-2 OBJECT IDEMTIFIER ::={ mgmt 1}

- textual conventions

DisplayString @:=

OCTET STRING
-- This data type is used 0 model textual information taken

ee Moo WNIT A TT s ke ok Pl e mkieen ol io ok

Figure 64

Step 3: Compile the MIB file.
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Save Chrl+5
Save s,
Print... Chrl+P
Delete MIE

Add MIE. ..

Exit

Link SNMP Solutions',MIB4RFC1213.MIB]

=10l x|
=181

=l a|

1 186 Read Cammunity : IPUbl‘C Write Commurnity : Iprivale

RFC1213-MIB DEFIMITIONS : = BEGIN

IMPORTS
mgmt, Netwarkaddress, Ipaddress, Counter, Gauge,
TimeTicks
FROM RFC1155-5MI
OBJECT-TYPE
FROM RFC-1212;

-- This MIB rnodule uses the extended OBIECT-TYPE macro a5
-~ defined in [14];

-- MIB-I {zame prefix as MIB-T)
mi-2  OBJECT IDEMTIFIER ::={ mgmt 1}

- textual conventions

Figure 65
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D-Link MIB Compiler - [RFC1213-MIB] =10] x|
’ File Edit ¥iew Tools Window Help _|ﬂ ll

NEREIEREEERE
Browse Agent IP I10 .I1 | 188 Read Community : public “wirite Community:lﬁfi"'ate

MIE Tree

swsDescr
-4 spsObjectlD
-4 svsUpTime
4 spsContact
-4 spsMame
-4 sysLocation
speServices
Ela interfaces
o itMumber
=B iTable
B¢ FEntry
- iflndex
o ifDescr
o ifTupe
= i
o ifSpeed
-4 ifPhysbhddress
o ifAdminStatus
4F ifOperStatus
-4 ifLastChange
: finD ctets
iflnU castPkts

Figure 66

More on the MIB Compiler

1. How to find the MIB values of a device.

Step 1: Enter Device IP Address by entering the Browser Agent IP address,
Read and Write Community settings. Then left-click on the MIB module you
wish to view.

81



D-View 5.1 User’s Guide

[ D-Link MIB Compiler - [RFC1213-MIB]

system
o sysDescr

A aps0bjectlD

o sylpTime

A sysContact

o sysMame

4 sysLocation

A syeServices
interfaces

A itNumber

ifTable

£ & fEnty

4 ifindex

-4l ilDescr

4 ifType

- ifMiu

-4t i15peed
-4l iiPhystddiess
A itAdminStatus
-4l if0perStatus
4 ilLastChange
-4 ifinDctets

4 iflnlcastPkt

Figure 67

Step 2: Right-click on object and execute “Info.”
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Figure 68

Left-click on “If Table.” Then left-click on “Table View” to display values.
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-
¢ ilnden | iDescr | #Tvpe | ibitu | iSpced | iPhyshddiess | ifAdminStatus | ioerStatus | ilLastChange | findctets | finca 4|

Query Set Table Add Entry Stop

Figure 69

2. How to set Device MIB values.

After completing 1, left-click on “MIB Entry.” Execute “Set” or “Set Table” to set
MIB values. Or double click on “Entry.”
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s Set Value

]
]
]
]

|

[ [HULL] Rd

Set Cancel

Figure 70

3 8dd Table Entor

Figure 71
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3. How to edit the MIB Source file:

Double-click on a MIB Module to bring up a tree-view. Under “View” left-
click on “MIB Source” and proceed to edit the source file for the compiled

[ D-Link MIB Compiler - [Q-BRIDGE-MIE] i [m] S
* Flle Edit Wew Tools Window Help _I_I- =] ﬂ
NEEEEREEE

Browsze Agent [P 10 I'I L .I188 Read Community : public “wirite: Cammunity ; |Private

IR Tree: -

qBridgeMIB
a qBridgeMIBObjects
a dotlqBase
& dotlg¥lariversionMumber
-4 dotlghMaxvlanid
-4 dotlgMaxSupportedylans
0-EBRIDGE-MIB -4 dotlgMumlans
-4 dotlqGwrpStatus
E43 dotaTp
= dotlgFdbT able
[=-¢SF dot1gFdbEntry
-4 dot1gFdbld
-4 dot1qFdbDynamicCount
E dot1qTpFdbT able
=439 dot1gT pFdbEntry
-4 dot1qT pFdbéddress
-4 dot1qT pFdbPort
-4 dot1qT pFdbStatus
=] datlqT plGroupT able
=439 dot1gT pGroupEniry
-4 dot1qT pGroupdddiess
-4 dot1qT plGroupk gressPoarts
-4 dot1qT pGroupLeamt
B dotl qFonwardAIT able
=43P dotlgForwardAIE niry

Figure 72
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Link MIB Compiler - [C:Program Files',D-Link'D-Link SNMP Solutions SMIDBSRFC1213.MIB =10 5]
2 Ele Edt Yew Iools Window Help =151 x|

NEEE R
Browse Agent P (1001 1 168 Read Communiy Ipuhhc White Community levate

5" RFC1213-MIB DEFIMITIONS = BEGIN 3
MIB

‘T BRIDGE-MIE
S ENTITSMIB IMPORTS
0 [ANAIT ppe-MIB mgmt, Networkaddress, Ipaddress, Counter, Gauge,
= F-MIE TimeTicks
5 IBMPSTDMIE FROM RFC1155-SMI
<= P-BRIDGE-MIB OBIECT-TYPE
= 0-BRIDGE-MIB
REC1155.5M| FROM RFC-1212;
<= RFC-1212
= RFCT213MIB - This MIB module uses the extended OBIECT-TYPE macro as
= RFC1215 -- defined in [14];
5 SNMPY2-CONF
5 SNMPy2-MIB
iy .
Eg::g:g?gﬂ - MIE-TI (3ame prefix as MIB-I)
<5 SNMPY2-TH

mib-2 OBJECT IDEMTIFIER ::={ mgmt 1}

-- textual conventions

DisplayString 1=

QCTET STRIMG
-- This data type is used to model textual information taken

Figure 73

4. How to print an MIB Source file:

After opening the MIB Source file by left-clicking “MIB Source” under
File left-click on “Print.”

5. How to save an MIB Source file:

Under “File” left-click on “Save” or “Save As.”
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6. How to delete an MIB Module:

Highlight MIB Module. Under “File” left-click on “Delete MIB” or right-
click on MIB Module and left-click on “Delete MIB.”

x

Are wou sure bo remove Q-BRIDGE-MIE from database?

] Cancel |

Figure 74

7. How to set MIB Module font:

Under “View” left-click on “Set Module Font.”

Font x|
Font ztule: i
IF!eguIal (] I
|
Italic Cancel
H MT Extra Bald .
T OzHandicraft BT 1 |Bald Italic apply |

(} Palating Linotype
Fr PMingLill
H PosterBodoni BT LI

—Effecte————— —Sample
[~ Strikeout
[ Underline AaBbTyEz
LCalar:
Im Script:
I\-\-‘estern LI
Figure 75
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8. How to set MIB Module background color:

Under “View” left-click on “Set Module Color.”

NEEEFT
NEENE |
THETIEN
EEEENT
THEENET

Custom colors:

Define Cugtam Colors > |

QK I Cancel |

Figure 76

9. How to set the MIB Module tree-view display font:

Under “View” left-click on “Set MIB Tree Font.”
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21

Font ztule:
kS Sanz Seri IHeguIar Ok, I
.
M5 Serf Italic canzE |
B MT Extra Eold Anol
' 0zHandicraft BT —1 |Bold Italic SRR |
(} Palating Linotype
B PMingLil
M PosterBadoni BT LI
— Effects — Sample
[ Strikeout
Aab by
[ Underline = wez
LCalor:
I- Black. LI Seripk:
IWeatern ;l
Figure 77

10. How to set the MIB Module tree-view display color:

Under “View” left-click on “Set MIB Tree Color.”
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Basic colors:

TR
H NN
EME T ..
e i il
EEEEEEN
EREEENET .

Cusztom colors:

Define Custom Colors »» "

k. I Cancel |

Figure 78

Creating a Topology

The Topology diagram creation program included with D-View 5.1 is used to graphically
represent planned or existing networks to aid network design. This program is designed
to be flexible and easy to use. The primary tool for this application is the mouse.
Topology diagrams can incorporate user created symbols. You can also use live device
icons copied from any domain in the network. The diagrams may be further customized
with user selected icons and bitmap files used for the background.
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Create a New Topology

To create a new topology right-click on the Topology icon in the Tree View display
panel.

Step 1: Right-click on “Topology.”

=l01x]
1@ =]
% 10.9.68.80
[P 10.9.68.30
B 1096891
- Ee 10960.97 (B
10.90.90.90 [
- HP
G-l Microsoft
[]--mwat Moyl
[J--g Marcani
Favarite |
Hasic Tiformation
4 I
Messages | Trap:
Pi050821 | oo 020328 =
IP: 10.36.56.86 Lasle 020728
IP: 10.90.90.90 Delete 02:06:28
IP: 1080821 ————— 020528
IP: 10.90.90.90 Bepolling 0204:28
IP: 1048824 Ei.s‘tV' 02:04:28
5 S 171
IP: 103656856  isconnected  at FoF 020328
I 10.90.90.90 iz connected  at TF 020258 ﬂ

Figure 79

Step 2: Name New Topology.
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£% New Topology

Topology Hame

II"IEW

Cancel

ok

X

Figure 80

Step 3: “New” Topology Established.

=10l
=1

300 Tan0 B00 Teo0 oD Teoo 9000 MODD RI00 Mz00 M300 M400 RSO0 TEOD |
Ethernet
CompanyGiroup Fam
Favorite i
Topology -
200
[ 300
400
[ 500
500
700
200
o o
I Ll_l
Messages | Traps |
Figure 81
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Manipulating Icons and Images

Use the “Tool” pad and “User Define” pad under the tool bar to manipulate icons and
images in your new topology.

=10l
1D Srtom Wow Edk L Dok ook Window bl ST
S|ty || T |t
EEED i
Eltwirsl
Comparylinup 100
2l Favorte
I Topokogy L
B rew 200
[0
100
[ 500
B
[0
200
Fan -
4 *
Mssages | Trags |
7104761160 it dsconnected ol T T DGARZS =
P ELE  w dwcomeced ol TF U635
P 101122302 iz dsconnecied ol T 064355
P 10245601 it disconnected ot TF 06:4255
P 2T dconnecled ol T U625
I 10424110 iz disconnecied ot T 064755
P 1042521 it disconnected ot TF 06:4255
(£ 004EHI0 s oneclad of P (64255
210412310 is chsconnecind 2 FF 15425 =

Figure 82

1. Tool tab

The Tool tab presents a number of tools used to select and move items in the
diagram. This guide discusses its functions from left to right order on the tab.

Left-click on “Tool” icon to bring up Tool tab:
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£% D-View 5.1 - [ Topology of new] ~=lol x|
() system Yew Edt s Took Account Window Help —18] x|
ﬂ t | * Toal I User Define |
E B
nE o —olrEs] )
=62 Foot 0 OO T200 00 T400 W00 Teo0 1700 Teo 500 TMOOD R100 Mz00 M3000 M400 Ms00 Meno ';
-7 Ethemet
CompanyGroup oo
gl Favarite f
=-Z§ Topology L
"B new 200
[ 200
[ 400
[ 500
[ 500
[ 700
[ =00
ann -
I | _'IJ
Messages |T|aps |
IP: 10.36.56.86 isconnected &t T 06:58:25 -
IF: 104761168  isconnected at F4F OB:57.55
IP:10.3656.86 e disconnected at F2F 06:57:25
IP: 104761168 is disconnected at T-F 06:54:55
IP:1011.22202  is disconnected at F<F 06:54:25
IP:10.4761.168  isconnected at T4 OB:5255
IP:10.11.22202  ieconnected  at T 065255
IP: 10.36.56.06 isconnected &t TF 06:51:25
IP:10.10.27.50 is connected  at T4 06:50:25 LI

Figure 83

a. Connecting Objects

Objects can be connected using a choice of visually distinct lines, solid
lines, dotted lines etc. These lines will remain attached to the connected
objects if the object is moved around the diagram.

To connect objects first click on the “line” icon in the toolbar. Clicking on
the “down” arrow to the right of the line icon gives you a choice of lines
to use in your drawing.
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5.1 - [ Topology of new] _lol x|’
() System View Edt [Es Tools Account ‘Wwindow Help I = A
A & | E 0| T | User Define |
o2 =Holr 3

[} oot ] 0 1300 T400 0 T600 700 Teoo 'S00 Mooo Moo Mz2000 300 M400 Weooo TG00 |;
Ethamet
CamparyGroup Dash
Faworite o
- DotDash )
= T Topology ik "
e i Miky
aa new — Mewh]
G MNewOhj
—_—
-
-
[ 500
[ 500
[ 700
[ 800
I s
ik | _’lJ
Messages | Traps |
IP: 104473240 isconnectsd  at F°F 07:27:55 d

IP:10.10.27.90 isconnected &t T4F 07.27.55
IP: 104761168 isconnectsd  at F°F 07:27:25
IP: 1011161 isconnected &t T4 07.27:25
IP:10.1.1.163 is connected &t FF 07.26:55
IP:101.1.176 is connected  at F°F 07.26:55
IP:10.1.1.168 isconnected &t T4F 07.26:25
IP:101.1.158 is connected  at F°F 07.26:25
IP:10.1.1.180 is connected &t T4 07.26:25 LI

Figure 84

1. Left-click on origin object.
2. Release.

3. Drag line from point of origin to destination object.
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if«' D-¥iew 5.1 - [ Topology of new]
@ Swstem  Wiew Edit [MIEs Tools Account Window Help

Tool | User Define |

Etherret
ComparyGoup 100
Favarite M/’I Fo
Topology -
B. 200
g% new MewOhj .
| ewihbj
300
400
[ 500
[ 500
[ 700
| 800
[ ann b
4 »
Messages |Traps |
IP:10.42.7.45 is disconnected at F-F 07:06:25 ﬂ
IP:10.42.94126  isconnected  at F<F 07:06:25
IP:10.40.97 3 iz disconnected at F<F 07:06:25
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IP: 10.48.62.90 is disconnected at F°F 07:06:25
IP: 10.45.62.91 it disconnected at F<F 07:06:25
IP:10.1.1.181 iz connected  at F4F 07:.06:25
IP:10.1.1.183 iz connected  at T4F 07:.06:25 =l
Figure 85

1. Left-click on destination object.

2. A line should appear connecting both objects.
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£BD-Yiew 5.1 - [ Topology of new] -0 x|
@ System  View Edit [IEs Tools Account Wwindow Help - ﬂ
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Figure 86

Note: You need to click on open space to discontinue drawing. Otherwise, you will continue
to be in drawing mode. You can also double-click on the line drawn to undo.

b. Creating a new domain

You can click on the white bubble to place a new domain on the
topology.
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£% D-Yiew 5.1 - [ Topology of new] i [w] 3]
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Figure 87

c. Writing text

Left-click on the text tool “T” to select the text option then left-click again
on diagram to place a text box on the diagram.
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Figure 88

Left-click once on the text to move text around. Text will be highlighted in red
rectangle.
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Figure 89

Left-click twice on the mouse to edit the text.
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Figure 90

To delete text, left-click once and then right-click on the text to bring up the “Delete”
option.

d. Selecting multiple items

The multi-select tool (rectangular-shaped icon on tool pad) enables you
to select a number of items (holding the left button down to select) and
move these items as a unit.
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e. Selecting individual items

You can click on the “hand” icon to select individual items.

2. User Define Tab

Importing Icons

Icons from any of the domains may be used in the diagram
selecting and copying them and pasting it into the new diagram.

Step 1: Left-click on “New” under “User Define.”
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Figure 91

simply by
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Step 2: Allows you to bring up icon to be imported.

2
Look i | 3 Bimaps - e BB (311450 [
DES2212 a
Dormain D.Llnk
sComain
File mamme: ILugo Open |
Files of type: |JPG j Cancel |
A
Figure 92

Step 3: Drag domain icon into workspace. Pictured below is the default
D-Link “New Object” icon.
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Figure 93

An Example: Creating a Topology Diagram

Step 1: Click on New Topology.
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Figure 94

Step 2: Name new topology and press OK.

Topalogy Mame

IS cPark,

Ok

Cancel

Figure 95.

Step 3: New Topology created:
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Step 4: Import background picture by clicking on “New Background Picture.”
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Step 5: Import .jpg or .bmp file.
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Step 6: Set background size and press OK.
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Figure 99

Step 7: Background picture imported.
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Figure 100

Step 8: You can drag devices directly from Tree View onto the Topology
diagram or copy and paste.
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Figure 101

Step 9: Use the line function on the tool pad to connect devices in the topology
drawing and set colors.
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Step 10: Save to Database.
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MIB UTILITIES

This chapter explains how to use MIBs tools and other utilities located under the MIBs
drop-down menu. It is organized according to the top to bottom, left to right order of
the menu items. These menus will allow you to view statistics and to configure Layer 2
and Layer 3 functions. For many of the menu items an information table (RFCs—
technical reports called Internet Requests for Comments) is presented along with a
path diagram to illustrate how to utilize the particular functionality.
Note: In order to use MIB Utilities you need to first select an SNMP-enabled device.
The menus in this group include:

¢ Device SNMP Configuration

¢ MIB II Information and Statistics Windows

¢ IF MIB Information Tables

¢ Entity MIB Information Tables

¢ Bridge 802.1d Information and Port Configuration Table

¢ Spanning Tree Information and Port Configuration Table

¢ Transparent Bridge Forwarding and Static Filter Tables and Port Counter

¢ RMON Statistics, History and Event Windows
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¢ 802.1p Priority Configuration Including GMRP and GARP

¢ 802.1Q VLAN Information and Configuration Including Forwarding/Filtering
and Unicast/Multicast Configuration

¢ Port VLAN Traffic Statistics

¢ Layer 3 Utilities Including IP Forwarding, RIP2, OSPF, IP Multicast, DVMRP
and PIM Configuration

¢ SNMP Configuration

£" Device SNMP Configuration X

" Pt ShP Protocal Yersion

: ort:

[P 1011153 ot 11 (r-* SHMPVL  SNMPY2e € SNMPY3
Security M ame: Inu-’-‘n.uthUser j LContext Engine [D: |D1|j[||j[|a‘|.j4

dwith Paggword: Iﬂ.uth‘asswnrd Briv Pasaword: IF‘rivF‘assword

Auith Protocal INDNE ~| Py Protacat INDNE =]
Fiead Commurity String ; Ipub“.: Secuity Level: INu&.uthN oPriv j

Wwrike Commurity String : Iprivate

ak. Carcel |

Figure 104

MIB II Menus

By convention, all SNMP devices implement MIB-II objects for management information
that are common among these devices. You can read these MIB objects and modify
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their respective values depending on your specific needs. Modifications though can only
be performed on MIB objects with read-write or write-only attributes. To access MIB-II
objects from an SNMP device, perform these steps:

1. Select the corresponding icon of the device from the map.

2. From the General menu, choose MIB II.

Information

Choosing this command displays the MIB-II Information dialog box:

The following describes each MIB object:

SysDescr is a read-only MIB object of the system group that provides textual
description of the device. These include the name and version identification of the
device hardware, software operating system, and networking software.

SysOID is a read-only MIB object of the system group that specifies the corresponding
enterprise ID of the device.

SysUpTime is a read-only MIB object of the system group that displays the time since
the network management portion of the device was last re-initialized.

SysName is a read-write MIB object of the system group that allows you to specify a
name for the device. By convention, this will be the device domain name. For
information on how to set this object, see the discussion below.

SysLocation is a read-write MIB object of the system group that allows you to specify
the actual location of the device. For information on how to set this object, see the
discussion below.

SysContact is a read-write MIB object of the system group that allows you to specify
the person to contact in case problems are encountered in the device. For information
on how to set this object, see the discussion below.

Network Interfaces correspond to the [fNumber MIB object of the interface group. This
read-only object displays the total number of interfaces (regardless of their current
states) available on the device.

First NI PhysAddress corresponds to the IfPhysAddress MIB object of the interface
group. This read-only object displays the MAC address of the device interface at the
protocol layer immediately below the network layer in the protocol stack. Hubs usually
have one interface, whereas routers have more than one.

Forwarding State corresponds to the IpForwarding MIB object of the ip group. This
read-write object indicates whether or not the device is acting as an IP gateway in
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respect to the forward ing of received datagrams that are not addressed to the device. IP
gateways forward datagrams, while IP hosts do not (except those sourcerouted via the
host).

IP Time-to-Live corresponds to the IpDefaultTTL MIB object of the ip group. This read-
write object displays the default value inserted into the Time-To-Live field of the IP
headers of the datagrams originating from the device when a TTL value is not supplied
by the transport layer protocol.

IP Reasm Timeout corresponds to the [pReasmTimeout MIB object of the ip group.
This read-only object displays the maximum time (in seconds) received fragments are
held while awaiting reassembly at the device.

SNMP Authentication corresponds to the SnmpEnableAuthenTraps MIB object of the
snmp group. This read-write object allows you to specify whether or not the SNMP
agent of the device is permitted to generate authentication-failure traps. For
information on how to set this object, see the discussion below.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed by other network administrators on the displayed objects
are reflected on this table. Be reminded that you are not the only one managing the
device.

The Set button sets those MIB objects above with read-write attributes. To set some of
the MIB objects (above) with read-write attributes, follow these steps:

1. From the MIB-II Information dialog box, click the Set button. The MIBII
Configurations dialog box appears on the screen:

2. This dialog box displays the configurable MIB objects with their
respective current values. Name, Location, Contact, and Enable SNMP
Auth Traps correspond to the SysName, SysLocation, SysContact, and
SnmpEnableAuthenTraps MIB objects.

3. In the Name text box, type in the new name you want to assign to the
device. Remember that this new name will also be used as the device
domain name.

4. In the Location text box, specify the actual location of the device.

5. In the Contact text box, type in the name and probably the telephone
number of the person to contact in case problems occur in the device.

6. Click Set button to set new value to device.
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Figure 105

The remaining menus under MIB II are the following read-only table and counter
windows (examples pictured on next page):

IF Table

IF Counters

IP Counters

IP Routing

IP Address Table
ICMP Counters
UDP Counters
SNMP Counters

® & 6 O O o oo

MIB Il Read-only Windows
IF Table
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This command accesses the contents of the device IF table. This table provides
information pertaining to the configuration of the various interfaces on the device. Each
interface is assumed to be attached to a subnetwork.

When you choose this command, the MIB-II IF Table appears on the screen:

The following describes the various components on the above screen:

The interface table lists information pertaining to various interfaces (regardless of
their current states) on the device. This table is divided into twelve columns as listed
below. Except for the Index column at the far left, all columns in this table can be
resized by dragging their respective right borders with the mouse left button. The
following describes each column:

The Index column displays the corresponding index number of each entry. Each entry
corresponds to a specific interface on the device.

The Description column corresponds to the IfDescr MIB object of the interface group.
This read-only object displays textual strings containing information about the
interface. These include the name of the device vendor, product name, and the version
of the hardware interface.

The Type column corresponds to the IfType MIB object of the interface group. This
read-only object displays the type of interface according to the physical/link protocol(s)
immediately below the network layer in the protocol stack.

The Mtu column corresponds to the IfMtu MIB object of the interface group. This read-
only object displays the size of the largest datagram that can be sent/received on the
interface (in octets).

The Speed column corresponds to the IfSpeed MIB object of the interface group. This
read-only object displays an estimate of the interface’s current bandwidth in bits per
second. If no accurate estimation can be made, this will display the nominal
bandwidth.

The PhysAddress column corresponds to the IfPhysAddress MIB object of the interface
group. This read-only object displays the interface’s address at the protocol layer
immediately below the network layer in the protocol stack. For interfaces that do not
have such addresses (for example, serial lines), this displays an octet string of zero
length.

The Admin Status column corresponds to the IfAdminStatus MIB object of the
interface group. This read-only object displays the desired state for the interface.
Testing state indicates that no operational packets can be forwarded on the interface.
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The Oper Status column corresponds to the IfOperStatus MIB object of the interface
group. This read-only object displays the actual operational state of the interface.
Testing state means that no operational packets can be passed.

The Last Change column corresponds to the IfLastChange MIB object of the interface
group. This read-only object displays the value of the SysUpTime object when the
interface entered its current operational state. If the current state was entered prior to
the last re-initialization of the local network management subsystem, then this displays
a zero value.

The OutputQLen column corresponds to the IfOutQLen MIB object of the interface
group. This read-only object displays the size of the interface’s output queue buffer (in
packets).

The Specific column corresponds to the IfSpecific MIB object of the interface group.
This read-only object displays a reference to the MIB definition specific to the particular
media being used to realize the interface. For example, if the interface is realized by an
Ethernet, then this displays a value that refers to the document defining objects
specific to Ethernet.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all hardware modifications done on the interfaces of the device are reflected on
this table.

IF Counters

This command displays the values of the device IF counters. These counters report on
the performance of the various interfaces on the device. Each interface is assumed to
be attached to a subnetwork. When you choose this command, the MIB-II IF Counters
table appears on the screen: The following describes the various components on the
above table.

The Name field displays the name of the device. This should reflect the setting on the
device SysName MIB object.

The Opened field displays the time and date when this current management session
with the selected device was started.

The IP Address field displays the IP address of the device.

The Target field identifies which part of the device this option applies to; in this case, it
applies to an interface (port).

The Samples field displays the number of times the device was polled to retrieve the
displayed values.
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The statistics table lists the values of the device IF counters. Except for the Index
column, all columns in this table can be resized by dragging their respective right
borders with the mouse left button.

The following describes each column:

The Counters column displays the various IF statistics counters. For information
about these counters, see the discussion below.

The Total column displays the accumulated count since resetting the statistics
counters. These counters are reset whenever you restart the device, reset the port, or
click the Reset button.

The Rate/s column displays the total count per second.

The Avg Rate/s column displays the average count per second.

The Peak Rate/s column displays the peak count per second.

The Peak Occurred At column displays the date and time when the peak count
occurred.

The Poll Interval buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
displayed on the table. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Reset button resets all IF statistics counters back to zero.

The Pause button pauses device polling.

The InOctets counter corresponds to the IflnOctets MIB object of the interface group.
This read-only object displays the total number of octets received on the interface. This
count includes framing characters.

The InUcastPkts counter corresponds to the IflnUcastPkts MIB object of the interface
group. This read-only object displays the number of subnetwork-unicast packets
delivered to a higher-level protocol.

The InNUcastPkts counter corresponds to the I[fNUcastPkts MIB object of the interface
group. This readonly object displays the number of non-unicast packets delivered to a
higher-level protocol. Non-unicast packets include subnetwork-broadcast and
subnetwork-multicast packets.

The InDiscards counter corresponds to the IflnDiscards MIB object of the interface
group. This read-only object displays the number of inbound packets that were

121



D-View 5.1 User’s Guide

discarded even though no errors were detected on them. One possible reason for
discarding such packets could be to free buffer space.

The InErrors counter corresponds to the IfiInErrors MIB object of the interface group.
This read-only object displays the number of inbound packets that were not delivered
to a higher-level protocol because of errors.

The InUnknownProtos counter corresponds to the IflnUnknownProtos MIB object of
the interface group. This read-only object displays the number of packets received on
the interface that were discarded because of an unknown or unsupported protocol.
The OutOctets counter corresponds to the IfOutOctets MIB object of the interface
group. This read-only object displays the number of octets transmitted on the interface.
This count includes framing characters.

The OutUcastPkts counter corresponds to the I[fOutUcastPkts MIB object of the
interface group. This readonly object displays the number of packets that were
requested by higher-level protocols to be transmitted to a subnetwork-unicast address.
This count includes those that were discarded or not sent.

The OutNUcastPkts counter corresponds to the IfOutNUcastPkts MIB object of the
interface group. This read-only object displays the number of packets that were
requested by higher-level protocols to be transmitted to a non-unicast address (non-
unicast packets include subnetwork-broadcast and subnetwork-multicast packets).
This count includes those that were discarded or not sent.

The OutDiscards counter corresponds to the IfOutDiscards MIB object of the interface
group. This readonly object displays the number of packets that were discarded even
though no errors were detected on them. One possible reason for discarding such
packets could be to free buffer space.

The OutErrors counter corresponds to the IfOutErrors MIB object of the interface
group. This read-only object displays the number of outbound packets that were not
transmitted because of errors. If you want to close the MIB-II IF Counters table to
display other MIB objects from other options, just double-click its Control-menu box.

IP Counters

This command displays the values of the device IP counters. When you choose this
command, the MIB-II IP Counters table appears on the screen.

The following describes the various components on the above table:

The statistics table lists the values of the various IP counters of the device. Except for
the Index column, all columns in this table can be resized by dragging their respective
right borders with the mouse left button.
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The following describes each column:

The Counters column displays the various IP statistics counters. For information about
these counters, see the discussion below.

The Total column displays the accumulated count since resetting the statistics
counters. These counters are reset whenever you restart the device or click the Reset
button.

The Rate/s column displays the total count per second.

The Avg Rate/s column displays the average count per second.

The Peak Rate/s column displays the peak count per second.

The Peak Occurred At column displays the date and time when the peak count
occurred.

The Poll Interval buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
displayed on the table. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Reset button resets all IP statistics counters back to zero.

The Pause button pauses device polling.

The Resume button resumes device polling. The following describes the various IP
counters:

IpInReceives is a read-only MIB object of the ip group that displays the number of
input datagrams that were received on the interfaces. This count includes those
received with errors.

IpInHdrErrors is a read-only MIB object of the ip group that displays the number of
input datagrams that were discarded due to errors in their IP headers. Examples of IP
header errors are bad checksums, version number mismatches, other formatting
errors, exceeded time-to-live, and errors discovered in processing IP options.
IpInAddrErrors is a read-only MIB object of the ip group that displays the number of
input datagrams that were discarded because the IP addresses in their IP header
destination fields were invalid addresses for this device. This count includes invalid
addresses and addresses of unsupported classes such as Class E. For devices that are
not IP gateways and therefore do not forward datagrams, this counter will also include
datagrams which were discarded because their destination addresses were not local.
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IpForwDatagrams is a read-only MIB object of the ip group that displays the number
of input datagrams for which this device was not their final IP destination; as a result,
an attempt was made to find a route to forward them to their final destinations. For
devices that are not IP gateways, this counter will only include those packets that were
successfully source-routed through the device.

IpInUnknownProtos is a read-only MIB object of the ip group that displays the
number of locally-addressed datagrams which were received successfully but discarded
due to an unknown or unsupported protocol.

IpInDiscards is a read-only MIB object of the ip group that displays the number of
input IP datagrams for which no problems were encountered to prevent their
continuous processing, but were discarded. One possible reason for discarding such
packets could be the lack of buffer space. This counter does not include datagrams
which were discarded while awaiting reassembly.

IpInDelivers is a read-only MIB object of the ip group that displays the number of
input datagrams which were successfully delivered to IP user-protocols (including
ICMP).

IpOutRequests is a read-only MIB object of the ip group that displays the number of
datagrams which local IP userprotocols (including ICMP) supplied to IP in transmission
requests. This count does not include datagrams included in the IpForwDatagrams
counter.

IpOutDiscards is a read-only MIB object of the ip group that displays the number of
output datagrams for which no problems were encountered to prevent their
transmission to their respective destinations, but were discarded. One possible reason
for discarding such packets could be the lack of buffer space. This count also considers
datagrams included in the IpForwDatagrams counter if they met the same discard
criterion.

IpOutNoRoutes is a read-only MIB object of the ip group that displays the number of
IP datagrams that were discarded because no routes can be found to forward them to
their destinations. This count includes all datagrams that a host cannot route because
all of its default gateways are down.

IP Routing

This command accesses the contents of the device IP routing table. This table contains
routing entries currently known to the device. When you choose this command, the
MIB-II IP Routing Table appears on the screen:

The following describes the various components on the above table:
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The routing table lists information pertaining to the routes presently known to the
device. Each entry corresponds to one route. This table is divided into fourteen
columns as listed below. Except for the Index column, all columns in this table can be
resized by dragging their respective right borders with the mouse left button. The
following describes each column:

The Index column displays the corresponding index number of each entry. Each entry
corresponds to a route.

IpRouteDest is a read-write MIB object of the ip group that displays the destination IP
address for this route. Multiple routes to a single destination can appear in the table.
An entry of 0.0.0.0 means that it is the default route.

IpRoutelfIndex is a read-write MIB object of the ip group that displays the index value
that uniquely identifies the interface on the device through which the next hop for this
route can be reached.

IpRouteMetricl is a read-write MIB object of the ip group that displays the primary
routing metric for this route. Routing metric is the cost for taking a particular route; it
is used primarily to configure preferred paths. Preferred paths assume relatively low
metrics, while less preferred paths assume higher metric values. If the route does not
use this particular metric, a -1 appears in this column.

IpRouteMetric2 is a read-write MIB object of the ip group that displays the alternate
routing metric for this route.

IpRouteMetric3 is a read-write MIB object of the ip group that displays the alternate
routing metric for this route.

IpRouteMetric4 is a read-write MIB object of the ip group that displays the alternate
routing metric for this route.

IpRouteNextHop is a read-write MIB object of the ip group that displays the IP address
of the next hop for this route. Next hop is the immediate IP gateway after the device
that leads to the destination.

IpRouteType is a read-write MIB object of the ip group that displays the route type.
Route type can be Direct, Indirect, Invalid, or Other. The first two refer to direct and
indirect routing in the IP architecture; Invalid means the route is invalid (the system
ignores all entries of such type); Other means the route is none of the types mentioned
above.

IpRouteProto is a read-only MIB object of the ip group that displays the routing
mechanism through which this route was learned. Routing mechanism can be local
(manually added route), netmgmt (via network management protocol), icmp (obtained
via ICMP), egp, ggp, hello, rip, is-is, es-is, ciscolgrp, bbnSpflgp, ospf, or bgp.
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IpRouteAge is a read-write MIB object of the ip group that displays the time since this
route was last updated or otherwise determined to be correct.

IpRouteMask is a read-write MIB object of the ip group that displays the subnet mask
for the destination IP address of this route. This mask is used to identify the subnet
field of an IP address. Depending on the internet class, subnet mask can be 255.0.0.0
for Class A, 255.255.0.0 for Class B, or 255.255.255.0 for Class C.

IpRouteMetric5 is a read-write MIB object of the ip group that displays the alternate
routing metric for this route. Routing metric is used to configure preferred paths.
IpRoutelnfo is a read-only MIB object of the ip group that displays a reference to the
MIB definition specific to the routing protocol used for this route.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed on the device (specially those that affect the above MIB
objects) are reflected on this table.

For this option, the system does not support modifications to the settings of those MIB
objects (above) with read-write attributes. To modify these objects, you can use the
device-specific management module, or the device onboard console program (if it comes
with one). Please refer to the appropriate manuals for more information.

IP Address Table

This command accesses IP addressing information from the device IP address table.
Choosing this command displays the MIB-II IP Address Table:

The following describes the various components on the above table:

The address table displays IP addressing information about the device. This table is
divided into six columns as listed below. Except for the Index column, all columns in
this table can be resized by dragging their respective right borders with the mouse left
button. The following describes each column:

The Index column displays the corresponding index number of each entry.
IpAdEntAddr is a read-only MIB object of the ip group that displays the IP address to
which the entry’s addressing information pertains.

IpAdEntIfIndex is a read-only MIB object of the ip group that displays the index value
which uniquely identifies the interface on the device to which this entry applies.
IpAdEntNetMask is a read-only MIB object of the ip group that displays the subnet
mask associated with the IP address of this entry. This mask is used to identify the
subnet field of an IP address. Depending on the internet class, subnet mask can be
255.0.0.0 for Class A, 255.255.0.0 for Class B, or 255.255.255.0 for Class C.
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IpAdEntBcastAddr is a read-only MIB object of the ip group that displays the value of
the least-significant bit in the IP broadcast address used for sending datagrams on the
interface (logical) associated with the IP address. For example, when the Internet
standard all-ones broadcast address is used, the value will be 1. This value applies to
both the subnet and network broadcast addresses used by the device on the interface
(logical).

IpAdEntReasmMaxSize is a read-only MIB object of the ip group that displays the size
of the largest IP datagram that this device can reassemble from IP fragmented
datagrams received on the interface.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed on the device (specially those that affect the above MIB
objects) are reflected on this table.

ICMP Counters

This command displays the values of the device ICMP counters. When you choose this
command, the MIB-II ICMP Counters table appears on the screen:

The following describes the various components on the above table:

The statistics table lists the values of the device ICMP counters. Except for the Index
column, all columns in this table can be resized by dragging their respective right
borders with the mouse left button. The following describes each column:

The Counters column displays the various ICMP statistics counters. For information
about these counters, see the discussion below.

The Total column displays the accumulated count since resetting the statistics
counters. These counters are reset whenever you restart the device or click the Reset
button.

The Rate/s column displays the total count per second.

The Avg Rate/s column displays the average count per second.

The Peak Rate/s column displays the peak count per second.

The Peak Occurred At column displays the date and time when the peak count
occurred.

The Poll Interval buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
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displayed on the table. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Reset button resets all ICMP statistics counters back to zero.

The Pause button pauses device polling.

The Resume button resumes device polling.

The following describes the various ICMP counters:

IcmpInMsgs is a read-only MIB object of the icmp group that displays the number of
ICMP messages received by the device. This count also considers those counted by the
icmpInErrors counter.

IcmplInErrors is a read-only MIB object of the icmp group that displays the number of
ICMP messages received by the device with ICMP-specific errors such as bad ICMP
checksums and bad lengths.

IcmpInDestUnreachs is a read-only MIB object of the icmp group that displays the
number of ICMP Destination Unreachable messages received by the device.
IcmpInTimeExcds is a read-only MIB object of the icmp group that displays the
number of ICMP Time Exceeded messages received by the device.

IcmpInParmProbs is a read-only MIB object of the icmp group that displays the
number of ICMP Parameter Problem messages received by the device.
IcmpInSrcQuenchs is a read-only MIB object of the icmp group that displays the
number of ICMP Source Quench messages received by the device.

IcmpInRedirects is a read-only MIB object of the icmp group that displays the number
of ICMP Redirect messages received by the device.

IcmpInEchos is a read-only MIB object of the icmp group that displays the number of
ICMP Echo (request) messages received by the device.

IcmpInEchoReps is a read-only MIB object of the icmp group that displays the number
of ICMP Echo Reply messages received by the device.

IcmpInTimestamps is a read-only MIB object of the icmp group that displays the
number of ICMP Timestamp (request) messages received by the device.
IcmpInTimestampReps is a read-only MIB object of the icmp group that displays the
number of ICMP Timestamp Reply messages received by the device.
IcmpInAddrMasks is a read-only MIB object of the icmp group that displays the
number of ICMP Address Mask Request messages received by the device.
IcmpInAddrMaskReps is a read-only MIB object of the icmp group that displays the
number of ICMP Address Mask Reply messages received by the device.
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IcmpOutMsgs is a read-only MIB object of the icmp group that displays the number of
ICMP messages the device attempted to send. This count also considers those counted
by the icmpOutErrors counter.

IcmpOutErrors is a read-only MIB object of the icmp group that displays the number
of ICMP messages the device failed to send due to problems discovered within ICMP
(such as lack of buffers). This count does not include errors discovered outside the
ICMP layer such as inability of IP to route the resulting datagram.
IcmpOutDestUnreachs is a read-only MIB object of the icmp group that displays the
number of ICMP Destination Unreachable messages sent by the device.
IcmpOutTimeExcds is a read-only MIB object of the icmp group that displays the
number of ICMP Time Exceeded messages sent by the device.

IcmpOutParmProbs is a read-only MIB object of the icmp group that displays the
number of ICMP Parameter Problem messages sent by the device.
IcmpOutSrcQuenchs is a read-only MIB object of the icmp group that displays the
number of ICMP Source Quench messages sent by the device.

IcmpOutRedirects is a read-only MIB object of the icmp group that displays the
number of ICMP Redirect messages sent by the device. For a host, this object will
always be zero since hosts do not send redirects.

IcmpOutEchos is a read-only MIB object of the icmp group that displays the number
of ICMP Echo (request) messages sent by the device.

IcmpOutEchoReps is a read-only MIB object of the icmp group that displays the
number of ICMP Echo Reply messages sent by the device.

IcmpOutTimestamps is a read-only MIB object of the icmp group that displays the
number of ICMP Timestamp (request) messages sent by the device.
IcmpOutTimestampReps is a read-only MIB object of the icmp group that displays the
number of ICMP Timestamp Reply messages sent by the device.

IcmpOutAddrMasks is a read-only MIB object of the icmp group that displays the
number of ICMP Address Mask Request messages sent by the device.
IcmpOutAddrMaskReps is a read-only MIB object of the icmp group that displays the
number of ICMP Address Mask Reply messages sent by the device.

UDP Counters

This command displays the values of the device UDP counters. When you choose this
command, the MIB-II UDP Counters table appears on the screen:

The following describes the various components on the above table:
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The statistics table lists the values of the various UDP counters of the device. Except
for the Index column, all columns in this table can be resized by dragging their
respective right borders with the mouse left button. The following describes each
column:

The Counters column displays the various UDP statistics counters. For information
about these counters, see the discussion below.

The Total column displays the accumulated count since resetting the statistics
counters. These counters are reset whenever you restart the device or click the Reset
button.

The Rate/s column displays the total count per second.

The Avg Rate/s column displays the average count per second.

The Peak Rate/s column displays the peak count per second.

The Peak Occurred At column displays the date and time when the peak count
occurred.

The Poll Interval buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
displayed on the table. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Reset button resets all UDP statistics counters back to zero.

The Pause button pauses device polling.

The Resume button resumes device polling. The following describes the various UDP
counters:

UdpInDatagrams is a read-only MIB object of the udp group that displays the number
of UDP datagrams delivered to UDP users.

UdpNoPorts is a read-only MIB object of the udp group that displays the number of
received UDP datagrams for which there was no application at the destination port.
UdpInErrors is a read-only MIB object of the udp group that displays the number of
received UDP datagrams that cannot be delivered due to lack of application at the
destination port.

UdpOutDatagrams is a read-only MIB object of the udp group that displays the
number of UDP datagrams sent by the device.

SNMP Counters
This command displays the values of the device SNMP counters.
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When you choose this command, the MIB-II SNMP Counters table appears on the
screen:

The following describes the various components on the above table:

The statistics table displays the values of the various SNMP counters of the device.
Except for the Index column, all columns in this table can be resized by dragging their
respective right borders with the mouse left button. The following describes each
column.

The Counters column displays the various SNMP statistics counters. For information
about these counters, see the discussion below.

The Total column displays the accumulated count since resetting the statistics
counters. These counters are reset whenever you restart the device or click the Reset
button.

The Rate/s column displays the total count per second.

The Avg Rate/s column displays the average count per second.

The Peak Rate/s column displays the peak count per second.

The Peak Occurred At column displays the date and time when the peak count
occurred.

The Poll Interval buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
displayed on the table. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Reset button resets all SNMP statistics counters back to zero.

The Pause button pauses device polling.

The Resume button resumes device polling.

The following describes the various SNMP counters:

SnmplInPkts is a read-only MIB object of the snmp group that displays the number of
SNMP messages sent to the device from the transport service.

SnmpOutPkts is a read-only MIB object of the snmp group that displays the number
SNMP messages that were passed from the device SNMP agent to the transport service.
SnmplInBadVersions is a read-only MIB object of the snmp group that displays the
number of SNMP messages that were delivered to the device SNMP agent with
unsupported SNMP version.
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SnmpInBadCommunityNames is a read-only MIB object of the snmp group that
displays the number of SNMP messages that were delivered to the device SNMP agent
with SNMP community names unknown to the device.

SnmpInBadCommunityUses is a read-only MIB object of the snmp group that displays
the number of SNMP messages that were delivered to the device SNMP agent with
SNMP operations not permitted for the specified community names.
SnmpInASNParseErrs is a read-only MIB object of the snmp group that displays the
number of ASN.1 BER errors encountered by the device SNMP agent when decoding the
received SNMP messages.

SnmplInTooBigs is a read-only MIB object of the snmp group that displays the number
of SNMP PDUs which were delivered to the device SNMP agent with their error-status
fields set to “tooBig”.

SnmpInNoSuchNames is a read-only MIB object of the snmp group that displays the
number of SNMP PDUs that were delivered to the device SNMP agent with their error-
status fields set to “noSuchName”.

SnmplInBadValues is a read-only MIB object of the snmp group that displays the
number of SNMP PDUs that were delivered to the device SNMP agent with their error-
status fields set to “badValue”.

SnmpInReadOnlys is a read-only MIB object of the snmp group that displays the
number of valid SNMP PDUs that were delivered to the device SNMP agent with their
errorstatus fields set to “readOnly”. This MIB object is used primarily for detecting
incorrect SNMP implementations.

SnmpInGenErrs is a read-only MIB object of the snmp group that displays the number
of SNMP PDUs that were delivered to the device SNMP agent with their error-status
fields set to “genErr”.

SnmplInTotalReqVars is a read-only MIB object of the snmp group that displays the
number of MIB objects that have been successfully retrieved by the device SNMP agent
for all valid Get-Request and Get-Next PDUs.

SnmplInTotalSetVars is a read-only MIB object of the snmp group that displays the
number of MIB objects that were successfully set by the device SNMP agent for all valid
Set- Request PDUs.

SnmpInGetRequests is a read-only MIB object of the snmp group that displays the
number of SNMP Get-Request PDUs that have been accepted and processed by the
device SNMP agent.
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SnmpInGetNexts is a read-only MIB object of the snmp group that displays the
number of SNMP Get-Next PDUs that have been accepted and processed by the device
SNMP agent.

SnmplInSetRequests is a read-only MIB object of the snmp group that displays the
number of SNMP Set-Request PDUs that have been accepted and processed by the
device SNMP agent.

SnmpInGetResponses is a read-only MIB object of the snmp group that displays the
number of SNMP Get-Response PDUs that have been accepted and processed by the
device SNMP agent.

SnmplInTraps is a read-only MIB object of the snmp group that displays the number of
SNMP Trap PDUs that have been accepted and processed by the device SNMP agent.
SnmpOutTooBigs is a read-only MIB object of the snmp group that displays the
number of SNMP PDUs that were generated by the device SNMP agent with their error-
status fields set to “tooBig”.

SnmpOutNoSuchNames is a read-only MIB object of the snmp group that displays the
number of SNMP PDUs that were generated by the device SNMP agent with their
errorstatus fields set to “noSuchName”.

SnmpOutBadValues is a read-only MIB object of the snmp group that displays the
number of SNMP PDUs that were generated by the device SNMP agent with their error-
status fields set to “badValue”.

SnmpOutGenkErrs is a read-only MIB object of the snmp group that displays the
number of SNMP PDUs which were generated by the device SNMP agent with their
error-status fields set to “genErr”.

SnmpOutGetRequests is a read-only MIB object of the snmp group that displays the
number of SNMP Get-Request PDUs that were generated by the device SNMP agent.
SnmpOutGetNexts is a read-only MIB object of the snmp group that displays the
number of SNMP Get-Next PDUs that were generated by the device SNMP agent.
SnmpOutSetRequests is a read-only MIB object of the snmp group that displays the
number of SNMP Set-Request PDUs that were generated by the device SNMP agent.
SnmpOutGetResponses is a read-only MIB object of the snmp group that displays the
number of SNMP Get- Response PDUs that were generated by the device SNMP agent.
SnmpOutTraps is a read-only MIB object of the snmp group that displays the number
of SNMP Trap PDUs that were generated by the device SNMP agent.
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IF MIB Tables

The following table gives a brief description of the IF MIB:

IF-MIB (RFC 2233)

1. The ifGenerallnformationGroup. This group contains those objects applicable to
all types of network interfaces, including bit-oriented interfaces.

2. The ifPacketGroup. This group contains those objects applicable to packet-
oriented network interfaces.

3. The ifFixedLengthGroup. This group contains the objects applicable not only to
character-oriented interfaces, such as RS-232, but also to those subnetwork
technologies, such as cell-relay/ATM, which transmit data in fixed length
transmission units. As well as the octet counters, there are also a few other
counters (e.g., the error counters) that are useful for this type of interface, but are
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currently defined as being packet-oriented. To accommodate this, the definitions of
these counters are generalized to apply to character-oriented interfaces and fixed-
length-transmission interfaces.

It should be noted that the octet counters in the if Table aggregate octet counts for
unicast and non-unicast packets into a single octet counter per direction
(received/transmitted). Thus, with the above definition of fixed-length-
transmission interfaces, where such interfaces which support non-unicast
packets, separate counts of unicast and multicast/broadcast transmissions can
only be maintained in a media-specific MIB module.

Table 2

The IF MIB General Information and IF Stack tables:

£ ifenersl Table : 10.16.79.36 . O] x|

IF Table Last Change  |0:00:00:00

IF Stack Lagt Change |0:00:00:00

!Get:DlSHMP : Okl Bequest: Becedve at 02:27:15 F4.

Figure 110
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To enable Link Up/Link Down Trap, assign an Alias or enable Promiscuous Mode
highlight the appropriate index and supply the information at the bottom of the menu.

Entity

The following table gives information about the Entity MIB:

Entity MIB (RFC 2737)

- Logical Entity
A managed system contains one or more logical entities, each represented
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by at most one instantiation of each of a particular set of MIB objects. A set
of management functions is associated with each logical entity. Examples of
logical entities include routers, bridges, print-servers, etc.

- Physical Entity
A '"physical entity" or "physical component" represents an identifiable

physical resource within a managed system. Zero or more logical entities
may utilize a physical resource at any given time. It is an implementation-
specific manner as to which physical components are represented by an
agent in the EntPhysicalTable. Typically, physical resources (e.g.,
communications ports, back planes, sensors, daughter-cards, power
supplies, the overall chassis) that can be managed via Functions associated
with one or more logical entities are included in the MIB.

- Containment Tree
Each physical component may be modeled as 'contained' within another

physical component. A "containment-tree" is the conceptual sequence of
entPhysicallndex values that uniquely specifies the exact physical location of
a physical component within the managed system. It is generated by
'following and recording' each 'entPhysicalContainedIn' instance 'up the tree
towards the root', until a value of zero indicating no further containment is

found.

Table 3
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Accessing Bridge MIBs

The system provides three commands in the General menu for use in accessing various
bridge MIBs from IEEE 802.1D-1990 MAC bridges on LAN segments. These commands
include:

Bridge 802.1d—Use this command to access bridge MIB objects included in the
dot1dBase group. These objects are applicable to all types of bridges.

Spanning Tree—Use this command to access and set some of the MIB objects included
in the dot1dStp group. This group only applies to bridges that implement the Spanning
Tree Protocol (STP).

Transparent Bridge—Use this command to access and set some of the MIB objects
included in the dot1dTp and dot1ldStatic groups. These groups only apply to bridges
that implement transparent bridging and destination-address filtering. You can also
use this command to access some MIB objects (for statistics) from the dot1dTp group.

To access the above MIBs from a bridge, select the corresponding icon of the target
bridge from the map. Then, choose the appropriate command from the General menu
to select the MIB group(s) you want to access. Each command provides a submenu for
selecting specific objects from the selected group. See the sections below for more
information.

Bridge 802.1d —Information

This command provides some basic information about the selected bridge.

When you choose this command, the Information dialog box appears:

The following describes each column:

The Objects column lists the available MIB objects. For information about these
objects, see the discussion below.

The Description column displays the current value of each displayed object.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed on the device are reflected on this table. The following
describes the various MIB objects displayed on the above table:

The Bridge Address object corresponds to the Dot1dBaseBridgeAddress MIB object of
the dot1dBase group. This read-only object displays the MAC address of the selected
bridge. MAC address is a unique, fixed hardware address burned into the interface of
the device. This address is sometimes used when deriving the device IP address.
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The Number of Ports object corresponds to the DotldBaseNumPorts MIB object of the
dotldBase group. This read-only object displays the number of ports the bridge
controls.

The Bridge Type object corresponds to the DotldBaseType MIB object of the
dotldBase group. This read-only object indicates what type of bridging this bridge can
perform (for example, transparent only, source route only, or srt).

The Learned Entry Discarded object corresponds to the DotldTpLearned-
EntryDiscards MIB object of the dot1dTp group. This read-only object displays the
number of forwarding database entries, which have been or could have been learned,
but were discarded due to lack of space in the mentioned database. A high value for
this object indicates that the database is regularly becoming full—a condition which
has unpleasant performance effects on the network.

Bridge 802.1d —Port Table

This command displays the contents of the device bridge port table. This table provides
generic information pertaining to the ports (that is, transparent, source-route, and srt
ports) associated with the bridge. Choosing this command displays the Bridge 802.1d
Port Table:

The bridge port table displays information for each port on the bridge. This table is
divided into six columns as listed below. Except for the Index column, all columns in
this table can be resized by dragging their respective right borders with the mouse left
button. Each entry corresponds to one port on the bridge.

The following describes each column:

The Index column displays the corresponding index number of each entry.

The Port column corresponds to the DotldBasePort MIB object of the dot1dBase
group. This read-only object identifies the port for which this entry pertains.

The IFIndex column corresponds to the DotldBasePortIflndex MIB object of the
dotldBase group. This read-only object displays the value of the Iflndex object instance
(defined in MIB-II) for the interface corresponding to this port.

The Circuit column corresponds to the DotldBasePortCircuit MIB object of the
dotldBase group. This read-only object displays the name of an object instance unique
for the port when this port has the same dotldBasePortlfindex value as another port on
the bridge.

The DelayExceedDiscards column corresponds to the DotldBasePort-
DelayExceededDiscards MIB object of the dot1dBase group. This read-only object
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displays the number of frames that were discarded by this port due to excessive transit
delay through the bridge.

The MtuExceedDiscards column corresponds to the Dot1dBasePort-
MtuExceededDiscards MIB object of the dot1dBase group. This read-only object
displays the number of frames that were discarded by this port due to excessive size.
The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed on the device are reflected on this table.

Spanning Tree —Information

This command allows you to access and set MIB objects that specify the bridge state
with respect to the Spanning Tree Protocol (STP). If the bridge does not implement such
protocol, then this command becomes irrelevant.

STP is primarily for detecting and preventing network loops, which occur when multiple
paths exist between any two communicating nodes. With STP, all redundant paths are
blocked and are placed in backup mode; if the path for which there is a backup path
fails, then its backup will be automatically activated to take over the path. This feature
is particularly useful in a multibridged network where redundant path occurrences are
frequent.

The Objects column lists the available MIB objects. For information about these
objects, see the discussion below.

The Description column displays the current value of each displayed object.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed by other network administrators on the displayed objects
are reflected on this table. Be reminded that you are not the only one managing the
device.

The Set button sets MIB objects with read-write attributes. The following describes the
various MIB objects displayed on the above table:

The Protocol object corresponds to the Dot1dStpProtocolSpecification MIB object of the
dot1dStp group. This read-only object indicates the STP version implemented on the
bridge. An “ieee8021d(3)” value means that the STP version is IEEE 802.1d.

The Priority object corresponds to the Dot1dStpPriority MIB object of the dot1dStp
group. This read-write object displays the priority number of the bridge. This value is
used in conjunction with the bridge MAC address to set the bridge ID that in turn is
used when determining the root bridge of a multibridged network. The root bridge is
responsible for processing data packets when network loops occur on the network.
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The Time Since Topology Changed object corresponds to the Dot1dStpTi-
meSinceTopologyChange MIB object of the dot1dStp group. This read-only object
displays the last time changes were made to the network topology. These changes
usually occur when backup paths are activated due to primary path failures.

The Number of Topology Changes object corresponds to the Dot1dStpTop-Changes
MIB object of the dot1dStp group. This read-only object displays the number of times
(since this current management session with the device was started) changes were
made to the network topology. Changes usually occur on the network when backup
paths are activated.

The Designated Root object corresponds to the Dot1dStpDesignatedRoot MIB object of
the dot1dStp group. This read-only object displays the bridge ID of the current root
bridge on the network as determined by STP.

The Root Cost object corresponds to the Dot1dStpRootCost MIB object of the dot1dStp
group. This read-only object displays the cost for the path between this bridge and the
root bridge. If the selected bridge is the root bridge, then this displays zero.

The Root Port object corresponds to the Dot1dStpRootPort MIB object of the dot1dStp
group. This read-only object identifies the port (on this bridge) that offers the least path
cost from this bridge to the root bridge. In the event of a network loop, data packets will
pass through the root port.

The Maximum Aging Time object corresponds to the Dot1dStpMaxAge MIB object of
the dot1dStp group. This read-only object indicates the maximum age of STP
information learned from the network (on any port) before it is discarded.

The Hello Time object corresponds to the DotldStpHelloTime MIB object of the
dot1dStp group. This read-only object displays the amount of time between
transmission of configuration BPDUs by this bridge on any port when operating as the
root or trying to become so.

The Hold Time object corresponds to the Dot1dStpHoldTime MIB object of the
dot1dStp group. This read-only object displays the time interval during which no more
than two configuration BPDUs shall be transmitted by this bridge.

The Forward Delay object corresponds to the DotldStpForwardDelay MIB object of the
dot1dStp group. This read-only object indicates how fast any port on the bridge can
change its spanning state when moving towards the forwarding state. This value
determines how long the port stays in each of the listening and learning states, which
precede the forwarding state.

The Aging Time (If Root) object corresponds to the Dot1dStpBridgeMax-Age MIB
object of the dot1dStp group. This read-write object determines how long this bridge
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will wait for BPDUs from the root bridge before it starts sending its own BPDUs for
permission to become the root bridge. If it turns out that this bridge has the lowest
bridge ID among the bridges on the network, it will then become the root bridge.

The Hello Time (If Root) object corresponds to the Dot1dStpBridgeHello-Time MIB
object of the dot1dStp group. This read-write object sets the hello time of the bridge for
use when operating as the root bridge on the network. This value determines the
interval between transmission of configuration BPDUs sent by the bridge (acting as the
root) to all other bridges on the network to inform them that it is still alive as the root
bridge.

The Forward Delay (If Root) object corresponds to the Dot1dStpBridge-ForwardDelay
MIB object of the dot1dStp group. This read-write object determines the forward delay
value that all bridges will use when this bridge becomes the root bridge. Forward delay
is the time any port on a bridge spends in each of the listening and learning states
when moving towards the forwarding state. To set the MIB objects (above) with read-
write attributes, follow these steps:

1. From the Information dialog box, click the Set button. The STP
Configurations dialog box appears on the screen:

2. This dialog box displays the configurable MIB objects. Priority, Aging
Time, Hello Time, and Forward Delay correspond to the
Dot1dStpPriority, Dot1dStpBridgeMaxAge, Dot1dStpBridgeHelloTime,
and Dot1dStpBrid-geForwardDelay MIB objects, respectively.

3. If you want to refresh the displayed values, click the Refresh button. You
need to do this to ensure all modifications performed by other network
administrators are reflected in this dialog box.

4. In the Priority text box, specify the bridge priority. Valid values range
from O to 65535, with O being the highest bridge priority.

5. In the Aging Time text box, specify the maximum aging time for the
bridge. Valid values range from 6 to 40 seconds.

6. In the Hello Time text box, type in the bridge hello time. Valid values
range from 1 to 10 seconds.

7. In the Forward Delay text box, specify the bridge forward delay. Valid
values range from 4 to 30 seconds.

8. Click the Set button to affect the new settings for the above MIB objects.
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The object table reflects the changes you made to the configurable MIB objects. If you
want to close the Information dialog box to view other MIB objects from other options,
just double-click its Control-menu box.

Spanning Tree —Port Table

This command displays the contents of the device spanning tree port table. This table
provides information maintained by each port regarding its spanning state.

When you choose this command, the STP Port Table appears on the screen.

The following describes the various components on the above table:

The port table displays spanning information about each port on the bridge. This table
is divided into eleven columns as listed below. Except for the Index column, all
columns in this table can be resized by dragging their respective right borders with the
mouse left button. Each entry corresponds to one port on the bridge.

The following describes each column:

The Index column displays the corresponding index number of each entry.

The Port column corresponds to the Dot1dStpPort MIB object of the dot1dStp group.
This read-only object displays the physical number of the port for which this entry
pertains. This value is used in conjunction with the port priority to set the port ID.

The Priority column corresponds to the Dot1dStpPortPriority MIB object of the
dot1dSTp group. This read-write object displays the priority number of the port. This
value is used in conjunction with the physical port number to set the port ID that in
turn is used when determining the root port of a bridge. The root port is responsible for
forwarding packets from the bridge to the root bridge.

The State column corresponds to the Dot1dStpPortState MIB object of the dot1dStp
group. This read-only object indicates the current spanning state of the port. A port can
have the following states: disabled, blocking, listening, learning, forwarding, and
broken. A broken state means that the link on the port has been broken because the
port is malfunctioning. Blocking means that the port has been blocked because it is
neither a root port nor a designated port. In STP, only root and designated ports are
used.

The Status column corresponds to the Dot1dStpPortEnable MIB object of the dot1dStp
group. This read-write object enables or disables the port.

The Path Cost column corresponds to the Dot1dStpPortPathCost MIB object of the
dot1dStp group. This read-write object specifies the path cost for the network segment
attached to the port. By convention, a 10Mbps LAN has a path cost of 100, while
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100Mbps has a path cost of 10. The lower the path cost, the more chance the port has
of becoming the root port of the bridge.

The Designated Root column corresponds to the Dot1dStpPortDesig-natedRoot MIB
object of the dot1dStp group. This read-only object displays the bridge ID of the current
root bridge on the network.

The Cost column corresponds to the Dot1dStpPortDesignatedCost MIB object of the
dot1dStp group. This read-only object displays the corresponding path cost of the
designated port for the segment the port connects to.

The Designated Bridge column corresponds to the Dot1dStpPortDesig-natedBridge
MIB object of the dot1dStp group. This read-only object displays the bridge ID of the
designated bridge for the segment the port connects to.

The Des Brg Port column corresponds to the DotldStpPortDesignated-Port MIB object
of the dot1dStp group. This read-only object displays the port ID of the designated port
for the segment the port connects onto.

The Forward Trans column corresponds to the Dot1dStpPortForward-Transitions MIB
object of the dot1dStp group. This read-only object displays the number of times this
port moved from learning state to forwarding state.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed on the device (specially those that affect the above MIB
objects) are reflected on this table.

The More button displays the values of the next set of ports. For this option, the
system does not support modifications on the settings of those MIB objects (above) with
read-write attributes. To modify these objects, you can use the device front panel
graphics, or the device onboard console program (if it comes with one). Please refer to
the appropriate manuals for more information. To close the STP Port Table, double-
click its Control-menu box.

Transparent Bridge —-Forwarding Table

This command displays the contents of the forwarding database for transparent
bridging. This database contains information about unicast entries for which the bridge
has forwarding and/or filtering information. The transparent bridging function uses
this information when deciding how a received frame will be propagated over the
network. When you choose this command, the Forwarding Table appears on the screen:

The forwarding table displays information about specific unicast MAC addresses for
which the bridge has some forwarding and/or filtering information. This table is divided
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into four columns as listed below. Except for the Index column, all columns in this
table can be resized by dragging their respective right borders with the mouse left
button. The following describes each column:

The Index column displays the corresponding index number of each entry.

The Port column corresponds to the Dot1dTpFdbPort MIB object of the dot1dTp group.
This read-only object displays the port number on which a frame with source address
equal to the value displayed in the Address column was received. A value of “0”
indicates that the port number has not been learned but the bridge does have some
forwarding/filtering information about this address (for example, in the static table).
The Address column corresponds to the Dot1dTpFdbAddress MIB object of the dot1dTp
group. This read-only object displays the unicast MAC address for which the bridge has
forwarding and/or filtering information.

The Status column corresponds to the Dot1dTpFdb MIB object of the dot1dTp group.
This read-only object displays the entry status that can be mgmt, self, learned, invalid,
or other. Mgmt means that the address is included in the static table; self indicates
that the address represents one of the bridge addresses; learned indicates that the
address was auto-learned (dynamic) by the system, and is being used; invalid means
that the address is no longer valid; other means that the status is none of the above.
The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed on the device (specially those that affect the above MIB
objects) are reflected on this table.

The Next button displays the next set of entries on the above table. If there are more
than 200 entries on the table, you will need to click this button to display the other
entries. The Forwarding Table can only display 200 entries at a time. To close the
Forwarding Table, double-click its Control-menu box.

Transparent Bridge —Static Table

This command allows you to access the contents of the static (destination-address
filtering) database. This database contains filtering information configured into the
bridge by network administrators specifying the set of ports to which received frames
(with specific destination addresses) from specific ports will be forwarded.

When you choose this command, the Static Filter Table appears on the screen:

The following describes each column:
The Index column displays the corresponding index number of each entry.
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The Receive Port column corresponds to the DotldStaticReceivePort MIB object of the
dotldStatic group. This read-write object identifies the port number from which a
frame must be received in order for this filtering entry to be valid. A value of “0”
indicates that this entry applies to all ports on the bridge for which there is no other
applicable entry.

The Address column corresponds to the DotldStaticAddress MIB object of the
dotldStatic group. This read-write object specifies the destination MAC address of a
frame to which this filtering entry applies. Address can be unicast, group, or broadcast.
The Forwarding Port column corresponds to the Dot1dStaticAllowed-ToGoTo MIB
object of the dotldStatic group. This read-write object selects the ports to which frames
received from a specific port will be forwarded.

The Status column corresponds to the DotldStaticStatus MIB object of the dot1dStatic
group. This read-write object indicates the status of this entry. It can assume one of the
following values: deleteOnTime-out, deleteOnReset, permanent, invalid, or other. The
first option means that this entry is currently in use and will remain so until it is aged
out; deleteOnReset means that this entry is currently in use and will remain so until
the bridge is restarted; permanent indicates that the entry is currently in use and will
remain so even after resetting the bridge; invalid deletes the respective entry from the
table; other means that the entry is currently in use but the conditions under which it
will remain so are different from the above.

The Refresh button refreshes the table. You need to refresh the table once in a while to
ensure all updates performed by other network administrators on the displayed objects
are reflected on this table. Be reminded that you are not the only one managing the
device.

Transparent Bridge —Port Counters

This command allows you to access performance statistics for the ports that are
associated with transparent bridging. If the selected bridge does not implement
transparent bridging, then this command becomes irrelevant.

When you choose this command, a submenu appears on the screen for selecting the
type of display:

The first option corresponds to tabular form display, while the next two are for
graphical displays. Select the option you want depending on your specific needs. If you
select the tabular form display, the Bridge Port Counters table appears:

The following describes the various components on the above table:
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The statistics table displays information for each port of a transparent bridge. Except
for the Index column, all columns in this table can be resized by dragging their
respective right borders with the mouse left button.

The following describes each column:

The Index column displays the corresponding index number of each entry.

The Counters column displays the various bridge port counters. For information about
these counters, see the discussion below.

The Total column displays the accumulated count since resetting the statistics
counters. These counters are reset whenever you restart the device, reset the port, or
click the Reset button.

The Rate/s column displays the total count per second.

The Avg Rate/s column displays the average count per second.

The Peak Rate/s column displays the peak count per second.

The Peak Occurred At column displays the date and time when the peak count
occurred.

The Poll Interval buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
displayed on the table. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Reset button resets all bridge port counters back to zero.

The Pause button pauses device polling.

The Resume button resumes device polling.

The NextPort button selects the next port (that is, interface) on the device for
monitoring.

The Target field displays the selected port.

The FirstPort button selects the first port (that is, interface) on the device for
monitoring. The following describes the various bridge port counters:

The Input Frames counter corresponds to the DotldTpPortiInFrames MIB object of the
dot1dTp group. This read-only object displays the number of frames received by the
port from its segment.

The Output Frames column corresponds to the DotldTpPortOutFrames MIB object of
the dot1dTp group. This read-only object displays the number of frames transmitted by
the port to its segment.
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The Discard Frames column corresponds to the Dot1dTpPortInDiscards MIB object of
the dot1dTp group. This read-only object displays the number of received valid frames
that were discarded (that is, filtered) by the system filters.

If you select the line curve display, the Bridge Port Counters graph appears:

The following describes the various components on the above table:

The Name field displays the name of the device. This should reflect the setting on the
device SysName MIB object.

The Opened field displays the time and date when this current management session
with the selected device was started.

The IP Address field displays the IP address of the device.

The Target field identifies which part of the device this option applies to; in this case, it
applies to an interface (port).

The graph area displays the bridge port statistics in graphical format. From this area,
you can simultaneously monitor the graphical representation of the Input Frames,
Output Frames, and Discard Frames counters. The following describes the controls you
can use to set the graph configuration:

The Up- and Down- Arrow controls set the range on the y-axis. Use these controls to
enhance the graph readability if they appear too small or too big. If the graphs appear
too big to fit the screen, click the up-arrow control to increase the range on the y-axis.
If the graphs appear too small, click the down-arrow control to decrease the range on
the y-axis. You can also control the graph width via the Dur buttons.

The Graph Color control sets the background color of the graph. To set, click this
control and select the color you want from the displayed menu.

The Grid control toggles between enabling and disabling the grid.

The Graph Slider control toggles between enabling and disabling the graph slider.
When enabled, an inverted triangle appears above the graph. You can move this slider
by simply dragging it with the mouse left button to the desired location.

The Statistics Selector controls select which bridge port statistics will be displayed on
the screen. To select for a particular control, click the respective down-arrow button. A
list appears with the following options: Set Color, No Selection, Input Frames, Output
Frames, and Discard Frames. The first option allows you to set the line and word
colors; No Selection means no graph will be displayed for this particular control; the
last three are the available bridge port statistics. The label on each control reflects your
choice.
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Below the graph area are message boxes for displaying some information about the
displayed graphs and other system messages. The boxes at the right display the total
count per second for each graph, the current position of the graph marker (in the range
from O up to 99; with O being the leftmost part and 99 the rightmost part of the graph),
and the system time and date.

The statistics table displays the values of a particular statistics counter. To select a
statistics counter, just click the down-arrow button at the right of this table. A list
appears displaying the following counters: Input Frames, Output Frames, and Discard
Frames. Click the counter you want. The label on this table reflects your choice.

The following describes the displayed values:

Avg displays the average count per second.

Peak displays the peak count per second.

Pk At displays the time when the peak count occurred.

The Rate buttons set the polling time of the management console. Polling time
determines how often the management console polls the device for statistics. A polling
time of 5 seconds for example means that the management console polls the device
every five seconds to retrieve statistics values. These values are then processed and
displayed on the screen. To increase the polling time, click the up-arrow button; to
decrease, click the down-arrow button.

The Dur buttons set the range on the x-axis. Use these buttons to enhance the graph
readability if they appear too wide or too narrow. If the graphs appear too wide, click
the down-arrow button to increase the range on the x-axis. If the graphs appear too
small, click the up-arrow button to decrease the range.

The Pause button pauses device polling.

The Start button resumes device polling.

Bridge 802.1d

Bridge 802.1d Information and Port Table

First some Bridge 802.1D (RFC 1493) MIB Group Definitions:
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Bridge 802.1D (RFC 1493) MIB Groups

The dotldBase Group

This mandatory group contains the objects, which are applicable to all types of
bridges.

The dotldStp Group

This group contains the objects that denote the bridge's state with respect to the
Spanning Tree Protocol. If a node does not implemented the Spanning Tree Protocol,
this group will not be implemented.

The dotldSr Group

This group contains the objects that describe the entity's state with respect to source
route bridging. If source routing is not supported this group will not be implemented.
This group is applicable to source route only, and SRT bridges. This group will be
described in a separate document applicable only to source route bridging.

The dotldTp Group

This group contains objects that describe the entity's state with respect to transparent
bridging. If transparent bridging is not supported this group will not be implemented.
This group is applicable to transparent only and SRT bridges.

The dotldStatic Group

This group contains objects that describe the entity's state with respect to destination-
address filtering. If destination-address filtering is not supported this group will not be
implemented. This group is applicable to any type of bridge that performs destination-
address filtering.

Relationship to Other MIBs

As described above, some IEEE 802.1d management objects have not been included in
this MIB because they overlap with objects in other MIBs applicable to a bridge
implementing this MIB. In particular, it is assumed that a bridge implementing this
MIB will also implement (at least) the 'system' group and the 'interfaces' group defined
in MIB-II.

Relationship to the 'system' group

In MIB-II, the 'system' group is defined as being mandatory for all systems such that
each managed entity contains one instance of each.

Table 4
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Bridge aging time can be adjusted in the Information window; otherwise Bridge 802.1
windows are read-only.
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Figure 115

Path: MIBs = 802.1D Information/Port Table

Bridge 802.1D Bridge Address, Number of Ports, Bridge Type, Learned
Information Entry Discard

Port, IfIlndex, Circuit, DelayExceededDiscards,

Port Table Information MtuExceededDiscards

Table 5

Spanning Tree

Spanning Tree Information

Use the STP Information window for global changes to the selected device. User
configurable global STP settings include Priority, Maximum Aging Time, Hello Time
and Forward Delay.
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Humber of Topology Changes |U
Desigrated Root [2000000550F93287
Foaot Cost o
Foot Port iD
M aximum Aging Time |2DDD
HelloTime 200
Held Tire oo
Forwmard Dielay i1 500
Masimum Aging Time(500-4000) 2000
Hella Time(100-1000] |2|:":|
Fonward Delap[400-3000) I‘I RO0

et DISHNME ; Okl Reguest: Becedve at 03:35:26 9.

Figure 116

Path: MIBs - Spanning Tree - Information

Read-only Information

Protocol, Time Since Topology Change, Number of
Topology Changes,

Designated Root, Root Cost, Root Port, Maximum Aging
Time, Hello Time, Forward Delay

Set Variables

Maximum Aging Time(600-4000), Hello Time(100-
1000), Forward Delay(400-3000)

Table 6
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Spanning Tree Port Table

The STP Port Table allows you to configure STP port settings. Select the port you wish
to configure and type in the desired Priority and Path Cost for the port. The Status pull-
down menu is used to enable or disable the STP settings for the port.

ATF Port Table ; 10, R o lEIIiI
Puart I Pririty I State I Status | FPathCost I DezignatedFioot | -
1 128 forwarding  enabled 19 8000000550 F33287
2 128 digabled enabled 19 8000000550 F93287
5 128 dizabled enabled 19 8000000550 F93287
4 128 dizabled enabled 19 8000000550 F93287
5 128 dizabled enabled 19 8000000550 F33287
B 128 dizabled enabled 19 8000000550 F33287
7 128 dizabled enabled 19 8000000550 F33287
8 128 dizabled enabled 19 8000000550 F33287
g 128 digabled enabled 19 8000000550 F33287 —
10 128 digabled enabled 19 8000000550 F93287
11 128 dizabled enabled 19 8000000550 F93287
12 128 dizabled enabled 19 8000000550 F93287
13 128 dizabled enabled 19 8000000550 F33287
14 128 dizabled enabled 19 8000000550 F332687
15 128 dizabled enabled 19 800000055DF33287 =
4| | »

Priority [0-255] |
Statuz | ;l
Path Cost (1-65535] |
IE}et:DISI'IMP : Okl Request: Recetve at 03:30:57 F 4. 7
Figure 117

Path: MIBs - Spanning Tree - Port Table

Port, Port Priority, State, Status, Path Cost,
Read-only Information DesignatedRoot, DesignatedCost, DesignatedBridge,
DesignatedPort, Forwarding Transitions

Set Variables Priority, Status, Path Cost
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Table 7

Transparent Bridge Forwarding & Static Filtering Tables

Highlight to select the device and access these read-only menus from the Transparent
Bridge side menu.

fﬁ Transparent Bridge Forwarding Table: 10.15.1. - |EI|5|

Address | Port | Status -

004005... B5 learn...
04005, 7 lear...
004005... ES learn...
004096 65 leam.. I
004846, BE  learmn...
004854, BB lear...
004854, BB learn...
Q05088.. BE  leam...
0080E...  E5 lear...
00R0B...  E5 learn...
Q050E... EBS  leam...
0080E... BB lear...
Q0R0B...  ER learn...
Q050E... EBE  learm...
0080E...  E5 lear...
Q0R0B...  ER learn...
Q050E... EBS  leam...
0080E... BB lear...

0050B... BB learn...
ANENR CF ez ﬂ
Get:DISMMP ¢ Okl Request: Receive at 01159525 PM, 4

Figure 118
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fﬁ Transparent Bridge Forwarding Table: 10.1.1.141 - |EI|£|

Addresz | Port | Status -

000010, 25 leam... -
o0oost.. 25 leart...

Q00DEZ.. 25 leam...

QO0DEZ.. 25 leam... 7
OO0OEZ.. 25 leam.. ahoiresh
0000EZ. . 2R leart...

Q00DEZ.. 25 leam...

QO0DEZ.. 25 leam...

0000FS... 25 leam..

00mo3.. 2A leart...

0030, 25 leam..

0096 25 leam..

00023F... 25 leam..

ooos&..  2A leart...

000a5.. 25 leam...

000ss.. 25 leam...

000s5.. 25 leam..

ooos&..  2A leart...

00055.. 25 leam..
ANMES W lamm j
Gek:DISMMP ¢ Okl Request: Receive at 10:52;38 AM., 4

Figure 119

Path: MIBs = Transparent Bridge 2> Forwarding Table/Static Table

Transpar.ent Bridge Forwarding Table Address, Port, Status

Information

Transparent Bridge Static Filtering Address, ReceivePort, AllowedtoGoTo,
Table Information Status

Table 8
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Transparent Bridge Port Counter Table & Port Traffic
Graph

Counter tables and traffic graphs can be paused or reset as desired. The user can

change the Poll Interval and Count, graphs may use a three dimensional line by
checking the 3D Line box.

2 Port Connter ; 10, £ _|— .D_Iil
dot1dT pPart | dot1dTpPorttdazlnta - G e
S
; T i [FF 03392
& 1506
4 1506 Refresh |
5 1506
B 1506 _LI
Port Mumber [1 Max Into [1506

Fall Intereal

-

Part Counter Table  Port Tratfic |

:

Count
B0 | — Inputt Frames 10 i
oz | = O_utput Frames .
Digcard Frames [ 3D Line

a0 -
45
ET Fieszat |
a5
30 § Start |
= Pauze |
20
15
10

54

o

o

IGet:DlSNMP - Ok! Beguest: Receive at03:39:21 TF2F.

Figure 120
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Path: MIBs - Transparent Bridge - Port Counter

dot1dTpPort, dot1dTpPortMaxInfo, Port Number,
Max Info
Name, Value, Delta, Rate, Peak, Peak Occ.

Transparent Bridge Port
Counter Table

Table 9

RMON

This chapter provides some information about the D-View RMON Module.

Network management works by placing a small degree of intelligence into network
devices (routers, bridges, hubs, workstations, etc.) to be managed. This intelligence
takes the form of an agent that is capable of collecting statistics and status
information, as well as performing control operations that affect the operation of the
network. The agent responds to queries for information from the centralized network
management system, allowing the health and performance of the network to be
monitored and controlled. RMON, an acronym for Remote Monitoring, was developed by
the IETF (Internet Engineering Task Force) to provide a standard protocol for
monitoring and managing different groups of information over a network. The features
of RMON are organized into cohesive collections simply called groups. These groups are
the basic unit of performance. The D-Link devices utilize four key RMON groups. These
four groups are described in the table belowt.
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Remote Network Monitoring Object Groups

The Ethernet Statistics Group

The Ethernet statistics group contains statistics measured by the probe for each
monitored Ethernet interface on this device. This group consists of the
etherStatsTable. In the future other groups will be defined for other media types
including Token Ring and FDDI.

These groups should follow the same model as the Ethernet statistics group.

The History Control Group

The history control group controls the periodic statistical sampling of data from various
types of networks. This group consists of the historyControlTable.

The Alarm Group

The alarm group periodically takes statistical samples from variables in the probe and
compares them to previously configured thresholds.

If the monitored variable crosses a threshold, an event is generated. A hysteresis
mechanism is implemented to limit the generation of alarms. This group consists of
the alarmTable and requires the implementation of the event group.

The Event Group

The event group controls the generation and notification of events from this device.
This group consists of the event Table and the log Table.

Table 10. RMON Statistics
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£% Rmon : Statistics : 10.15.1.66 -10] x|

|ndex | [lata Source | Dwn.er | Stqtus | ﬂ Sustem Time:

1 Ifindes.1 rnofibar walid 2 04:03 PM

2 Ifindex.2 rnoitor walid

3 Ifindex.3 rmohitor walid Refresh

L] Ilndes. 4 rnofitar walid Elres

] Ifindex.5 rnonitor walid Add

3 Ifindex B rnohitor walid —_—

7 |Fndex. 7 rnokitor walid Modify

g Iflnde=.8 rnofitar walid

g [TiT— [ wealid ﬂ Delete

Statistics Table | Utilization | Eror  Packet Distribution

Interval [sec)

I 54 Octets (1--3800)
M 65~127 Octets l__,'
[0 128~255 Octets !
W 256~511 Octets Count[10-120]
[0 512~1023 Octets |
[ 1024~1518 Octets

Start
Reset
D T T T T
20354 PM 20356 P 20555 P 2:04:00 P 2:04:02 PM oK

Figure 121

There are 4 buttons located near the bottom of the RMON Statistics window: OK, Reset,
Stop, and Start.

¢ OK - Closes the Statistics window.

¢ Reset — This resets all statistics counters to zero.

¢ Stop - This stops the polling (stops reading the statistics counters).

¢ Start - This starts the polling with an initial reading of the statistics counters.

Control Table Tab
Click the Control Table tab to open the Control Table window. A new data source entry
must be added to begin keeping device statistics:

163



D-View 5.1 User’s Guide

1. Click Add to display the Add box.
2. It is sufficient to click OK/ Cancel (as appropriate) or edit any of the three fields
displayed:
¢ Index (1..65535) - This value is randomly generated upon opening the Add
box. The value uniquely identifies this entry. Other than numerical position in
the Control Table, there is no benefit or disadvantage in choosing a specific
index value.
¢ Data Source ifIndex - This entry identifies the source of the data that this
etherStats entry is configured to analyze. This source can be any Ethernet
interface on the device.
¢ Owner - This entry is the entity that initiated the entry and is using the
resources assigned to it. Other functions of the Control Table are as follows:
¢ Modify - To modify an existing entry, click the entry to highlight it, and click
Modify Data Source and Owner can be modified as desired.
¢ Delete - To delete an entry, click the entry to highlight it, and click Delete to
remove it.
¢ View - If more than one entry exists in the Control Table, it will be necessary to
use the View function, because only one entry’s statistics may be viewed at any
time. To view an entry, click the entry to highlight, and click View — if View is
not active, then that entry is currently set for view.
¢ Refresh - The Refresh function rewrites the Control Table.

Statistics Table Tab
The Statistics Table is a collection of statistics kept for a particular Ethernet interface.
It consists of 17 statistic counters under 4 categories: Absolute, Delta, Peak, and Rate.
¢ Absolute - The current count since the initiation of the data source or last
reset, at which the counter begins at zero.
¢ Delta - This is the number of frames counted for a particular datum since the
last polling.
¢ Peak - This is the largest Delta value since creation of the table or last reset.
¢+ Rate(Pkt/Sec) - This is the Delta value divided by the polling interval — Rate =
(P/1)
The different statistics and data are described below:
¢ Owner - The entity that configured this entry and is therefore using the
resources assigned to it.
¢ Index - The value uniquely identifies this etherStats entry.
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¢ Data Source - This identifies the source of the data that this etherStats entry is
configured to analyze. This source can be any Ethernet interface on this device.
In order to identify a particular interface, this object is identified by the instance
of the ifIndex object, defined in RFC 1213 and RFC 1573 [4,6], for the desired
interface. For example, if an entry were to receive data from interface #1, this
object would be set to iflndex.1.

¢ Drop Events - The total number of events in which packets were dropped by
the probe due to lack of resources. Note that this number is not necessarily the
number of packets dropped; it is just the number of times this condition has
been detected.

¢ Octets — The total number of octets of data (including those in bad packets)
received on the network (excluding framing bits but including FCS octets).

¢ Packets - The total number of packets (including bad packets, broadcast
packets, and multicast packets) received.

¢ Broadcast Packets — The total number of good packets received that were
directed to the broadcast address. Note that this does not include multicast
packets.

¢ Multicast Packets — The total number of good packets received that were
directed to a multicast address. Note that this number does not include packets
directed to the broadcast address.

¢ CRCAlign Errors - The total number of packets received that had a length
(excluding framing bits, but including FCS octets) of between 64 and 1518
octets, inclusive, but had either a bad Frame Check Sequence (FCS) with an
integral number of octets (FCS Error) or a bad FCS with a nonintegral number
of octets (Alignment Error).

¢ Undersize Packets — The total number of packets received that were less than
64 octets long (excluding framing bits, but including FCS octets) and were
otherwise well formed.

¢ Oversize Packets — The total number of packets received that were longer than
1518 octets (excluding framing bits, but including FCS octets) and were
otherwise well formed.

¢ Fragments - The total number of packets received that were less than 64 octets
in length (excluding framing bits but including FCS octets) and had either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS Error) or a
bad FCS with a non-integral number of octets (Alignment Error).
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¢ Jabbers - The total number of packets received that were longer than 1518
octets (excluding framing bits, but including FCS octets), and had either a bad
Frame Check Sequence (FCS) with an integral number of octets (FCS Error) or a
bad FCS with a non-integral number of octets (Alignment Error).

¢ Collisions — The best estimate of the total number of collisions on this Ethernet
segment.

¢ 64 Octets - The total number of packets (including bad packets) received that
were 64 octets in length (excluding framing bits but including FCS octets).

¢ 65-127 Octets — The total number of packets (including bad packets) received
that were between 65 and 127 octets in length inclusive (excluding framing bits
but including FCS octets).

¢ 128-255 Octets — The total number of packets (including bad packets) received
that were between 128 and 255 octets in length inclusive (excluding framing
bits but including FCS octets).

¢ 256-511 Octets - The total number of packets (including bad packets) received
that were between 256 and 511 octets in length inclusive (excluding framing
bits but including FCS octets).

¢ 512-1023 Octets — The total number of packets (including bad packets)
received that were between 512 and 1023 octets in length inclusive (excluding
framing bits but including FCS octets).

¢ 1024-1518 Octets — The total number of packets (including bad packets)
received that were between 1024 and 1518 octets in length inclusive (excluding
framing bits but including FCS octets).

Utilization Tab

Click the Utilization tab to open the Utilization window. Utilization is given as the
measure packets per second (P/t, where P is packets received during the polling
interval, t). The display window plots packets per second, each poll interval, in line-
chart or 3D bar-chart graphs. The data below the graph represents the last measure of
packets per second over the poll interval.

Error Tab

Click the Error tab to open the Error window. Error is given as the measure packets per
second and is plotted each poll interval. The data below the graph represents the last
measure of packets per second, for each frame error type.
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Packet Distribution Tab

Click the Packet Distribution tab to open the Packet Distribution window. Packet
distribution is given as the measure packets per second and is plotted each poll
interval. The data below the graph represents the last measure of packets per second,
for each frame length type.

Path: MIBs > RMON - Statistics

Index, Data source, Owner, Ststus, Name, Value,
Delta, Rate, Pea,
Peak Occurred At

RMON Statistics Table
Information

Table 11

RMON History

The History Control Group controls the periodic statistical sampling of data from
various types of networks. The Ethernet History Group records periodic statistical
samples from an Ethernet network and stores them for later retrieval. Each such
entry defines one sample, and is associated with the History Control Group that
caused the sample to be taken.

Control Table Tab

Click the Control Table tab to open the Control Table window. A new data source entry

must be added to begin keeping device history statistics:

1. Click Add to display the Add box.

2. It is sufficient to click OK/ Cancel (as appropriate) or edit any of the five fields

displayed:

¢ Index (1..65535) - This value is randomly generated upon opening the Add

box. The value uniquely identifies this entry. Other than numerical position in
the Control Table, there is no benefit or disadvantage in choosing a specific
index value.
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Data Source ifIndex - This entry identifies the source of the data that this
etherStats entry is configured to analyze. This source can be any Ethernet
interface on the device.

Owner - This entry is the entity that initiated the entry and is using the
resources assigned to it.

Buckets (1..65535) — The requested number of discrete time intervals over
which data is to be saved.

Interval (1..3600) — The interval in seconds over which the data is sampled for
each bucket. This interval can be set to any number of seconds between 1 and
3600 (1 hour).

Other functions of the Control Table are as follows:

L

L

Modify - To modify an existing entry, click the entry to highlight it, and click
Modify. Data Source, Owner, Buckets, and Interval can be modified as desired.
Delete — To delete an entry, click the entry to highlight it, and click Delete to
remove it.

View - If more than one entry exists in the Control Table, it will be necessary to
use the View function, because only one entry’s statistics may be viewed at any
time. To view an entry, click the entry to highlight, and click View — if View is
not active, then that entry is currently set for view.

Refresh — The Refresh function rewrites the Control Table.

History Table Tab

The History Table is an historical sample of Ethernet statistics on a particular
Ethernet interface. The History Control Group sets parameters for the History Statistics
Group for a regular collection of these samples. These samples are collected in
historical data entries, called buckets, each poll interval.

The different statistics are described below:

L

Drop Events - The total number of events in which packets were dropped by
the probe due to lack of resources during this sampling interval. Note that this
number is not necessarily the number of packets dropped, it is just the number
of times this condition has been detected.

Octets — The total number of octets of data (including those in bad packets)
received on the network (excluding framing bits but including FCS octets).
Packets — The number of packets (including bad packets) received during this
sampling interval.
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¢ Broadcast — The number of good packets received during this sampling interval
that were directed to the broadcast address.

¢ Multicast - The number of good packets received during this sampling interval
that were directed to a multicast address. Note that this number does not
include packets addressed to the broadcast address.

¢ CRC Align - The number of packets received during this sampling interval that
had a length (excluding framing bits but including FCS octets) between 64 and
1518 octets, inclusive, but had either a bad Frame Check Sequence (FCS) with
an integral number of octets (FCS Error) or a bad FCS with a nonintegral
number of octets (Alignment Error).

¢ Undersize — The number of packets received during this sampling interval that
were less than 64 octets long (excluding framing bits but including FCS octets)
and were otherwise well formed.

¢ Oversize - The number of packets received during this sampling interval that
were longer than 1518 octets (excluding framing bits but including FCS octets)
but were otherwise well formed.

¢ Fragment - The total number of packets received during this sampling interval
that were less than 64 octets in length (excluding framing bits but including
FCS octets) had either a bad Frame Check Sequence (FCS) with an integral
number of octets (F CS Error) or a bad FCS with a non-integral number of octets
(Alignment Error). Note that it is entirely normal for etherHistoryFragments to
increment. This is because it counts both runts (which are normal occurrences
due to collisions) and noise hits.

¢ Jabber - The number of packets received during this sampling interval that
were longer than 1518 octets (excluding framing bits but including FCS octets),
and had either a bad Frame Check Sequence (FCS) with an integral number of
octets (FCS Error) or a bad FCS with a non-integral number of octets (Alignment
Error). Note that this definition of jabber is different than the definition in IEEE-
802.3 section 8.2.1.5 (10BASES) and section 10.3.1.4 (10BASE2). These
documents define jabber as the condition where any packet exceeds 20 ms. The
allowed range to detect jabber is between 20 ms and 150 ms.

¢ Collision — The best estimate of the total number of collisions on this Ethernet
segment during this sampling interval.

¢ Utilization - The best estimate of the mean physical layer network utilization
on this interface during this sampling interval, in hundredths of a percent.
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Utilization/ Errors Tab

Click the Utilization/Errors tab to open the Utilization/Errors window. Utilization is
given as the best estimate of the mean physical layer network utilization during the
sampling interval. Erroris given as (CRC_Align + Undersize + Oversize + Fragment +
Jabber + Collision)/polling time. The data is graphed, in line-chart or 3D bar-chart
graphs, each poll interval.

Packet Tab

Click the Packet tab to open the Packet window. The data below the graph represents
the last measure of packets per second, for frame types. The data is plotted each poll
interval in line-chart or 3D bar-chart graphs.

gf-‘ Rmon : History Form :10.1.1.166 o [m] |
Index | Data Source Buckets Reguested | Buckets Granted | Interval | Owner | Gostem Time:
Iflndex. 1 (60 [50  [30  [menio Mleren
2 Iflndex.1 50 50 1800 mohitor
3 Iflndex. 2 0 50 30 rmahitor Add
4 Iflndex. 2 50 50 1800 rnahitar L ——
5 Iflndex. 3 50 50 30 monitor I odify
4 Iflndex. 3 50 50 1800 rmanitor —
7 Ifindex. 4 50 50 a0 monitor = Delete
ul o i >| iew
Table |Utilization| Errar I PacketDistributionI Refresh
Index : |‘I— Data Source : ||flndex.1 Owiner : IW I[qtﬂe_r_\éaslﬂfanlac]
Time Stamp | [irop Events | Octets | Packets | Broadcast | tulticast | CRLC Align | Undersize | Ower: = I‘IEI jv
2days, 1:4.. O 1] 1] 1] 1] i o i Count(10-120)
2days, 1:5.. 0 103 12 1] 1] 1] 0 1] |3u vl
2dayz, 1:5.. 0 1] a a 1] a 0 o
2days, 1:5.. 0 1] a a 1] a 0 a _
2days, 1:5.. 0O 1] 1] 1] 1] 1] o 1] [" 3D Line
2days, 1:5.. 0 i] a a i] a 0 a
2days. 155 0 i 0 0 i 0 0 1] Stop
2days, 1:5.. 0 1] a a 1] a 0 a
2days, 1:5.. 0 1] 1 0 1] 0 0 0 Start
2dayz, 1:5.. 0 1025 8 1 1 a 0 a Resel
Zdays. 15, 0 i i i i 0 0 0 Ese
2days, 1:5.. 0 1] 1] 1] 1] 1] 0 1]
2days, 1:5.. 0 i] a a i] a 0 0 +
i | o] |

Figure 122

170



D-View 5.1 User’s Guide

_lol x|
System Time:
F 035951
& 50 50 1800 rnoritar
3 50 50 a0 rnaritor Add
4 IHndex.2 50 50 1800 rnahitar —
5 Iflrdex.3 50 50 a0 mmaritar Fadify
g [flndex.3 50 50 1800 manitor =
7 [ildes.4 50 50 30 moritor % Delete
4| | ’I YWigw
Table I Utilizationl Emor  Packet Distribution Refresh
Facket Distribution Interval [zec)
1.100':"""1."' B Packetz [10--3600)
S e e P e I e B Broadcast |1u vl
! i : i i [ Mutticast
El[EE (e i e e e e S i po e K et 1o e e Count(10:120]
ool b e L |
G{wu O N N &t i
£00 TThHirrtiirtiiteinent [~ 30 Line
500 EEEEE T SENEEEEEEHEE .S 5
qoot 41T 11 11 . =
o BN S W BN B BN BN T B UM B NN NN BN BN BN R B UM OB RN RN BN BN BN RN N Start
009t L 'k i | RN Reset
1004 N | 1K |
o - R
E:20:08898 E173562 B190260 6122954 025544 6072238 oK

Figure 123

Path: MIBs > RMON - History

RMON History Table
Information

Index, Data source, Buckets Requested, Buckets
Granted, Interval, Owner, Status, Time Stamp, Drop
Events, Octets, Packets, Broadcast, Multicast,
CRCAlign, Umndersize, Oversize, Fragments, Jabbers,
Collisions, Utilizations

Table 12
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RMON Alarm

Alarm Group

The Alarm Group periodically takes statistical samples from variables in the probe and
compares them to previously configured thresholds. If the monitored variable crosses a
threshold, an event is generated. A hysteresis mechanism is implemented to limit the
generation of alarms. This group consists of the alarmTable and requires the
implementation of the event group.

The Alarm Table consists of a list of Alarm entries that are made up of parameters that
are set up to periodically check for alarm conditions. To use the Alarm Group, a new
data entry must be added to define threshold parameters:

1. Click Add to display the Alarm Table Add box.

2. Descriptions of the fields are as follows:

¢

Index - This value is randomly generated upon opening the Add box. The value
uniquely identifies this entry. Other than numerical position in the Alarm Table,
there is no benefit or disadvantage in choosing a specific index value.

Interval — The interval in seconds over which the data is sampled and
compared with the rising and falling thresholds. When setting this variable, care
should be taken in the case of deltaValue sampling — the interval should be set
short enough that the sampled variable is very unlikely to increase or decrease
by more than 2731 + 1 during a single sampling interval.

Sampling — The method of sampling the selected variable and calculating the
value to be compared against the thresholds. If the value of this object is
absoluteValue(1), the value of the selected variable will be compared directly
with the thresholds at the end of the sampling interval. If the value of this object
is deltaValue(2), the value of the selected variable at the last sample will be
subtracted from the current value, and the difference compared with the
thresholds.

Variable — The object identifier of the particular variable to be sampled. Only
variables that resolve to an ASN.1 primitive type of INTEGER (INTEGER,
Counter, Gauge, or TimeTicks) may be sampled.

Threshold Value - These are threshold values for the sampled statistic.

Rising — When the current sampled value is greater than or equal to this
threshold, and the value at the last sampling interval was less than this
threshold, a single event will be generated. A single event will also be generated
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L

if the first sample after this entry becomes valid is greater than or equal to this
threshold and the associated alarmStartupAlarm is equal to risingAlarm(1) or
risingOrFallingAlarm(3). After a rising event is generated, another such event
will not be generated until the sampled value falls below this threshold and
reaches the alarmFallingThreshold.

Falling — When the current sampled value is less than or equal to this
threshold, and the value at the last sampling interval was greater than this
threshold, a single event will be generated. A single event will also be generated
if the first sample after this entry becomes valid is less than or equal to this
threshold and the associated alarmStartupAlarm is equal to fallingAlarm(2) or
risingOrFallingAlarm(3). After a falling event is generated, another such event
will not be generated until the sampled value rises above this threshold and
reaches the alarmRisingThreshold.

Activate Rising/ Falling Event Index - The index of the eventEntry that is
used when a rising threshold is crossed. The eventEntry identified by a
particular value of this index is the same as identified by the same value of the
eventIndex object. If there is no corresponding entry in the eventTable, then no
association exists. In particular, if this value is zero, no associated event will be
generated, as zero is not a valid event index.

Description — A comment describing this event entry.

Community - If an SNMP trap is to be sent, it will be sent to the SNMP
community specified by this octet string.

Type - The type of notification that the probe will make about this event. There
are four types: none, log, snmp-trap, and log-and-trap.

3. Click OK or Cancel, as appropriate.
The Alarm parameters are described below:

¢

Owner - The entity that configured the entry and is therefore using the
resources assigned to it.

Index - An index uniquely identifying an entry in the alarm table. Each such
entry defines a diagnostic sample at a particular interval.

Interval -The interval in seconds over which the data is sampled and compared
with the rising and falling thresholds. When setting this variable, care should be
taken in the case of deltaValue sampling - the interval should be set short
enough that the sampled variable is very unlikely to increase or decrease by
more than 2731 + 1 during a single sampling interval.

Variable — The object identifier of the particular variable to be sampled.
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¢ Sample Type — The method of sampling the selected variable and calculating
the value to be compared against the thresholds. If the value of this object is
absoluteValue(1), the value of the selected variable will be compared directly
with the thresholds at the end of the sampling interval. If the value of this object
is deltaValue(2), the value of the selected variable at the last sample will be
subtracted from the current value, and the difference compared with the
thresholds.

¢ Value - The value of the statistic during the last sampling period. For example,
if the sample type is deltaValue, this value will be the difference between the
samples at the beginning and end of the period. If the sample type is
absoluteValue, this value will be the sampled value at the end of the period.

¢ Startup Alarm - The alarm that may be sent when this entry is first set to valid.
If the first sample after this entry becomes valid is greater than or equal to the
risingThreshold and alarmStartupAlarm is equal to risingAlarm(1) or
risingOrFallingAlarm(3), then a single rising alarm will be generated. If the first
sample after this entry becomes valid is less than or equal to the
fallingThreshold and alarmStartupAlarm is equal to fallingAlarm(2) or
risingOrFallingAlarm(3), then a single falling alarm will be generated.

¢ Rising Threshold - A threshold for the sampled statistic. When the current
sampled value is greater than or equal to this threshold, and the value at the
last sampling interval was less than this threshold, a single event will be
generated. A single event will also be generated if the first sample after this
entry becomes valid is greater than or equal to this threshold and the associated
alarmStartupAlarm is equal to risingAlarm(1) or risingOrFallingAlarm(3). After a
rising event is generated, another such event will not be generated until the
sampled value falls below this threshold and reaches the
alarmFallingThreshold.

¢ Falling Threshold - A threshold for the sampled statistic. When the current
sampled value is less than or equal to this threshold, and the value at the last
sampling interval was greater than this threshold, a single event will be
generated. A single event will also be generated if the first sample after this
entry becomes valid is less than or equal to this threshold and the associated
alarmStartupAlarm is equal to fallingAlarm(2) or risingOrFallingAlarm(3). After a
falling event is generated, another such event will not be generated until the
sampled value rises above this threshold and reaches the
alarmRisingThreshold.
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¢ Rising Event - The index of the eventEntry that is used when a rising threshold
is crossed. The eventEntry identified by a particular value of this index is the
same as identified by the same value of the eventIndex object. If there is no
corresponding entry in the eventTable, then no association exists. In particular,
if this value is zero, no associated event will be generated, as zero is not a valid
event index.

¢ Falling Event - The index of the eventEntry that is used when a falling
threshold is crossed. The eventEntry identified by a particular value of this
index is the same as identified by the same value of the eventlndex object. If
there is no corresponding entry in the eventTable, then no association exists. In
particular, if this value is zero, no associated event will be generated, as zero is
not a valid event index.

¢ Status - The status of the alarm entry.

£5RMON : Alarm&Event Form: 10.1.1.194 =101 x|
Alam IEvent I Log | _
System Time:
Index I Interval I Varnable | SampleType | Value | Startupdilarm I F l—_Fq: 032351
1 1 etherstatsOctets. 1 deltat alue 0 Rizing 1
2 1 etherstatsOctets. 2 deltatalue 0 Rizing 1
3 1 etherstatsOctets. 3 deltatalue 0 Rizing 1
5 1 etherstatsOctets.5 deltatalue 0 Rizing 1
E 1 etherstatsOctets B deltatalue 0 Rizing 1
7 1 etherstatsOctets. 7 deltatalue 0 Rizing 1
Delete
I mdify
Refresh
4 I I ﬂ Exit
Figure 124
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fﬁ Alarm Table : Add =
—Alarm E nkry Startllp

Indes: |23559 Interyval: |1|:| Sampling: Iabsolute\-"alue ;I

Dwner: IDwner

L Threshold Walu
" ariable: IetherStatsDctets :I _|1 |7 Riising EERIE

Falling ||:|

—Riging Ewvent Falling Event
[v ictivate Rising Event ! Index: |24455 [w Activate Falling Event Indes: |25g5g
Description: IHising Ewvent D escription: IFaIIing Ewvent

Community: Ipublic

Community: Ipublic

Type: Ilog-and-lrap LI Type: Ilog-and-trap ;I

Ok | Cancel |

Figure 125

Path: MIBs > RMON -> Alarm/Event

RMON Alarm Table
Information

Index, Interval, Variable, SampleType, Value, StartupAlarm,
RisingThreshold, FallingThreshold, RisingEvent,
FallingEvent, Owner, Status

RMON Alarm :
Add/Modify Parameters

Index, Interval, Variable, Owner, StartUp Sampling,
Threshold Value: Rising/Falling,

Rising Event: Activate/Index/Description/Community/Type
Falling Event:

Activate /Index/Description/Community/Type

Table 13
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RMON Event

The Event Group controls the generation and notification of events. Each entry in the
Event Table describes the parameters of the event that can be triggered. Each event
entry is fired by an associated condition located elsewhere in the MIB — in the case of
this software utility, the Alarm Group.

Event Table Tab
The Event Table consists of a list of events to be generated when an event is fired. The
event information headings are described below:
¢ Owner - The entity that configured this entry and is therefore using the
resources assigned to it.
¢ Index - An index that uniquely identifies an entry in the event table. Each such
entry defines one event that is to be generated when the appropriate conditions
occur.
¢ Description - A comment describing the event entry.
¢ Type - The type of notification that the probe will make about the event. In the
case of log, an entry is made in the log table for each event. In the case of snmp-
trap, an SNMP trap is sent to one or more management stations.
¢ Community - If an SNMP trap is to be sent, it will be sent to the SNMP
community specified by this octet string.
¢ Last Time Sent - The value of sysUpTime at the time the event entry last
generated an event. If this entry has not generated any events, this value will be
zero.
¢ Status - The status of this event entry.

Log Table for Event Index
The Event Log Table is generated and maintained by an Event entry in the Event Table
and cannot be manipulated by any other entity. Log entries are described by the

following:
¢ Description - This contains a description of the event that activated this log
entry.

¢ Log Index - The event entry that generated this log entry.
¢ Log Time - The value of sysUpTime when this log entry was created.
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£ RMON : Alarm&Event Form: 10.1.1.194 o [m] b
Zlam  Event I Log | .
| | | | | | Sustem Time:

Index | Description Type Community | TimeSent Owner Sta 032841

1 Rising Event log-atd-trap public 0:00:00.00 Owiner wali

2 Rizing Event log-and-trap public 0:00:00.00 Qwner wali

3 Rising Event log-atd-trap public 0:00:00.00 Owiner wali

] Rizing Event log-and-trap public 0:00:00.00 Quwner wali

E Rising Event log-and-trap public 00:00:00.00 Owiner wali

7 Rizing Ewvent log-and-trap public 19 daps, 18:21:0011  Dwiner wali Add
Delete
f ity
Refresh

] I ﬂ Exit

Figure 126

Path: MIBs > RMON - Alarm/Event

RMON Alarm Table
Information

Index, Interval, Variable, SampleType, Value, StartupAlarm,
RisingThreshold, FallingThreshold, RisingEvent,
FallingEvent, Owner, Status

RMON Alarm :
Add/Modify
Parameters

Index, Interval, Variable, Owner, StartUp Sampling,
Threshold Value: Rising/Falling,

Rising Event: Activate/Index/Description/Community/Type
Falling Event:

Activate /Index/Description/Community/Type

Table 13

The Event controls work in a similar fashion. Add or modify an Event control and
define its parameters by clicking the Add or Modify button, the Event Control pop-up

menu appears.
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£% RMON : Alarm&Event Form: 10.1.1.194 -0 x|
Alarm Ewernt | Log I .
System Time:
Index | Description | Tupe | Eommunitﬂmﬁent | Owiner | Sta [__F"F 032841
1 Riizing Event log-and-trap public 0:00:00.00 Oiwner vali
2 Rizing Event log-and-trap public 0:00:00.00 Qwner vali
3 Riizing Event log-and-trap public 0:00:00.00 Owner vali
5 Rizing Event lag-and-trap public 0:00:00.00 Owner wvali
B Rizing Event log-and-trap public 0:00:00.00 Owner vali
7 Riging Event log-and-trap public 19 daypz, 18:21:0017  Qwner wali fodd
Delete
I odify
Refresh
. I _’I Exit
Figure 126
£% RMON : Alarm&Event Form: 10.1.1.194 ] 4]
Alarm | Event Log | .
I | — | — System Time:
logEventindex | loglndex | logTime logD ezcription - F 032957
7 14614 19 daps, 941:0464  1.361.21.16.1.1.1.4.7 [delta = 30... o
7 14615 19 daps, 9534062 1.361.21.16.1.1.1.4.7 [delta = 36...
7 14616 19 days, 35533563 1.361.21.16.1.1.1.4.7 [delta = 19...
7 14617 19 days, 3535862 1.361.21.16.1.1.1.4.7 [delta = 14...
7 14618 19 days, 10:00:16...  1.361.21.16.1.1.1.4.7 [delta = 37...
7 14619 19days, 100533 1361211611147 [dela=11... Feld
7 14620 19 days, 10:07:02..  1.361.21.16.1.1.1.4.7 [delta = 19... Delote
7 14621 19daps, 101315, 1.361.21.16.1.1.1.4.7 [delta = 20...
7 14622 19 daps, 10:25:49...  1.361.21.16.1.1.1.4.7 [delta = 60... Fodify
7 14623 19daps, 10:33:01...  1.361.21.16.1.1.1.4.7 [delta=19...
7 14624 19 daps, 10:45:23..  1.361.21.16.1.1.1.4.7 [delta = 92, Befresh
7 14625 19 daps, 10:58:37...  1.361.21.16.1.1.1.4.7 [delta=11...
7 14626 19 daps, 11:04:18..  1.361.21.16.1.1.1.4.7 [delta = 59... LI E =it
7 A4CT7F 10 A-en 1170420 12C1 721 14Cc1 41 4 FrA-- 10

Figure 127

Path: MIBs > RMON -> Alarm/Event

RMON Alarm Event Table
Information

Index, Description, Type, Community, TimeSent,
Owner, Status

LogEventIndex, logindex, logTime, logDescription

Table 14
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802.1P & 802.1Q

802.1P

Use the 802.1P side menus to view and set 802.1P port priority as well as GMRP and
GARP settings. The read-only Port Capability Form is accessed as a side menu.

802.1P/802.1Q (RFC 2674) MIBs

1pPriority Group

This group contains the objects for configuring and reporting status of priority-based
queuing mechanisms in a bridge. This includes per-port user priority treatment,
mapping of user priority in frames into internal traffic classes and outbound user
priority and access priority.

1pGarp Group

This group contains the objects for configuring and reporting on operation of the
Generic Attribute Registration Protocol (GARP).

1pGmrp Group

This group contains the objects for configuring and reporting on operation of the GARP
Multicast Registration Protocol (GMRP).

DotlgBase Group

This mandatory group contains the objects, which are applicable to all bridges
implementing IEEE 802.1Q virtual LANs.

The dotlqTp Group

This group contains objects that control the operation and report the status of
transparent bridging. This includes management of the dynamic Filtering Databases for
both unicast and multicast forwarding. This group will be implemented by all bridges
that perform destination-address filtering.

The dotlqStatic Group

This group contains objects that control static configuration information for
transparent bridging. This includes management of the static entries in the Filtering
Databases for both unicast and multicast forwarding.
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The dotlqVlan Group

This group contains objects that control configuration and report status of the Virtual
LANs known to a bridge. This includes management of the statically configured VLANs
as well as reporting VLANs discovered by other means e.g. GVRP. It also controls
configuration and reports status of per-port objects relating to VLANs and reports
traffic statistics. It also provides for management of the VLAN Learning Constraints.

Table 15

802.1P Basic Configuration

Set the Traffic Class State (true, false) and GMRP Status.

Configure ; 10.43.10.8 N (=]

Device Capabilities |4E
Refresh |

Traffic Claszes State |true

GMRP Status | dizabled [=

GetDISHMP : Dkl Request: Beceive at 03:40:41 TF-F.

Figure 128
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Path: MIBs - 802.1P - Basic Configuration

Read-only
802.1P Basic

Device Capabilties

Configuration
Set

Traffic Class Status, GMRP Status

Priority Information Form

Table 16

Choose the appropriate tab to view information listed by port number:

tion Form : 10.43.10.8 o ]
Uzer Priorities Ta Traffic Clazs | Port Outbound Access Priorties
Drefault Lser Priorities of Each Part | Regenerated Uszer Priorties 28
Samples

Forttumber | Diefaultl serPriority | PortMumTrafficClazses | -

1 a 4 |
5 a 4 Refresh
sy s g

4 0 Fl Set

5 a 4

B a 4

7 a 4

g a 4

3 i) 4

10 a 4

11 1] 4

12 a 4

13 o 4 —-

14 a 4

15 ] 4

16 a 4

17 a 4

18 i 4 |

Part Hurmber 3 Supported Traffic Classes Mum[1-6] [4

Lrefault Lzer Priority [D-?]ID

GebDISNMP : Okl Request Receive at 03:42:21 F=F
GetDISHMP : Okl Request Receive at 03:42:22 FF

Figure 129
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Select the port number and type in the appropriate priority values; click Set to effect
the change.

Path: MIBs > 802.1P - Priority Information Form

Table | PortNumber, DefaultUserPriority,

Default User Priorities Information | PortNumTrafficClasses

of Each Port SupportedTrafficClassesNum,

Set DefaultUserPriority

Table | PortNumber, UserPriority,

Regenerated User Information | RegeneratedUserPriority

Priorities
Set | UserPriority

Table | PortNumber, TrafficClassPriority,

User Priority To Information | MappedTrafficClass

Traffic Class
Set | MappedTrafficClass

Po.r t putbound Access Ta.b le PortNumber, RegenerateUserPriority
Priority Information
Table 17

Port Capability

The Port Capability window (accessed as a side menu from 802.1P submenu) is read-
only and lists Port Capabilities Entry Messages listed by port number.
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ff* Port Capabilite Form : 10043 108 = | | | El
FortHurnber | dotl dPDrtEapabiIities I -
1 05 [ =
2 05 Samples
3 05
4 05
5 05
5 05
7 05
g 05 e
| 05
10 4]
11 05
12 05
13 05
14 05 j
GetDISHMP : Ok! Bequest Beceive at 02:43:37 F4F.

Figure 130

Path: MIBs - 802.1P - Ports Capability

Table Information PortNumber, dot1dPortCapabilities

Table 18

GMRP

The GMRP Form allows you to enable GMRP for a selected port. To enable GMRP for a
given port, highlight to select, choose Enable from the pull-down menu and click Set.
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Path: MIBs - 802.1P -> GMRP

GMRP Table Information PortNumber, Status, GmrpFailed, GmrpLastPduOrign

GARP

Table 19

GARP settings are expressed in centi-seconds (hundredths of a second) for each port.

o ] 59|
Porthumber | GARPJoinTime | GARPLeaveTime | GARFLeavedlTime = o
1 20 B0 1000 CETAaE
2 20 60 1000 B
3 20 G0 1000
4 20 (=11} 1000
5 20 B0 1000 ﬂl
E 20 G0 1000
7 20 60 1000 Set
g 20 E0 1000
i 20 B0 1000
10 20 B0 1000
11 20 =11} 1000
I S 7 ——
13 20 B0 1000
14 20 G0 1000
15 20 =11} 1000
16 20 B0 1000
17 20 B0 1000
18 20 B0 1000 T
19 20 E0 1000
20 20 E0 1000
21 20 £0 1000 5l
GAFRP Jaoin Time [0....2147483647) |20 Centiseconds
GARP Leave Time [0....2147483647) |ED Centizeconds
GARP Leave All Time  [0....2147483647) {1000 Centizeconds
GetDISHMP : Okl Request Receive at 03:44:47 F4F.

Figure 131
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Path: MIBs - 802.1P > GARP

GARP Table Information

PortNumber, GarpJoinTime, GarpLeaveTime,
GarpLeaveAllTime

Set

GarpJoinTime, GarpLeaveTime, GarpLeaveAllTime

802.1Q

802.1Q Ports Information

Table 20

Configure VLANSs settings for the selected device in the VLAN Ports Information side

menu.
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E 1 ] 10l x|
FPort umber I PortyLat I I AcceptableFrameT ypez I IngrezzFiltering i GWYRPStatus I GYRPF -
1 1 admital false dizabled 0 24
2 1 admitél false disahled i Samples
g 1 admitall false dizabled 0
4 1 admitdl falze dizabled 0
] 1 adrnit&ll false dizabled 0 Eefresh |
5 1 admitall false dizabled 0
7 1 admitall falze dizabled 0 et
g 1 admitdl falze dizabled 0
) sable 0|
10 1 admitall false dizabled 0
11 1 admitall falze dizabled 0
12 1 admitdl falze dizabled 0
13 1 adrnitall falze dizabled 0
14 1 adrnitdll falze dizabled 0 =
15 1 admitall falze dizabled 0
16 1 admital falze dizabled 0
17 1 adrnitall falze dizabled 0
14 1 adrnitall falze dizabled 0
1 1 1 admitall false dizabled 0 _ILI
1 | »
Part YLAM 1D |'I Acceptable Frame Types Iadmit.ﬁ.ll vi
Ingress Filteringl falze 'I GYRP Status Idisabled 'l
GetDISHMP : Okl Bequest Receive at 034554 F 4.

Figure 132

Path: MIBs - 802.1Q - 802.1Q Bridge = Ports Information

Table Information
VLAN Ports

PortNumber, PortVlanID,
AcceptableFrameTypes, IngressFiltering,
GvrpStatus, GvrpFailedRegistrations,
GvrpLastPduOrigin

Information

Form
Set

PortVlanID, AcceptableFrameTypes,
IngressFiltering, GvrpStatus

Table 21
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802.1Q Learning Constraint Table

Set Default VLAN Constraint Value and Default Constraint Type.

To add a new listing to the Constraint Table or Modify and existing one, highlight it and
select Status and Type from the pull-down menus. Click the Add/Update button effect

the changes.

Path: MIBs - 802.1Q > 802.1Q Bridge > Learning Constraint Table

Table Information ConstraintVlanID, ConstraintSet, Type, Status
Learning
Constrain | get DefaultVlanConstraintSet,
t Table DefaultVlanConstraintType
Configure ConstraintVlanID, Type, ConstraintSet, Status
Table 22
802.1Q VLAN

The Basic VLAN Configuration Form presents in two tables to display VLAN Static and
VLAN Current information.
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£ 502,10 YLAN Configure Form : 10.16.79.36 S l=l
WLAN Static Table | VLAN Current Table | =
1
Samples

WLAN D I WLAM Mame | Egress Ports I Forbidden E gress Parts | Lintagged Parts | 3
1 DEFALILT... FFFFFFCO 00000000 FFFFFFCO £

< | =

Mext Free Local WLAN Index (4035

YLAN Information I Eqress F'ortsl Forbidden Ports I Untagged Porks I

WLAN D | WLAN Mame I
Status | ‘I

Get:DISHMP : Okl Request: Beceive at 10:31:15 £

Figure 133

Path: MIBs - 802.1Q - 802.1Q VLAN

Table Information VLAN ID, VLAN Name, Egress Ports,

VLAN Forbidden Egress Ports
Static
Table VLAN Information, Egress Ports, Forbidden Ports,

Set

Untagged Ports

Table information VLAN ID, VLAN Name, Egress Ports,
VLAN Forbidden Egress Ports, Untagged Ports, Status
Curren
t Table Set Egress Ports, Untagged Ports

Table 23
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802.1Q Forwarding/Filtering

Forwarding and Filtering information is presented in four separate menus. The menus
listed here appear as tabs in the Forwarding/Filtering Form.

Path: MIBs - 802.1Q - Forwarding/Filtering Form

Unicast
Forwarding Table Information | Fdb Id, FdbMacAddress, PortNumber, Status
Info
. VLAN ID, GroupAddres, EgressPorts,
Tp Group Table Information GMRPLearntPorts
Destination
Forwarded Configure | EgressPorts, GMRPLearntPorts
Multcast Table information | VLAN ID, AllPorts, StaticPorts, ForbiddenPorts
Forwarding
Info AllForwardedPorts, AllStaticPorts,
Configure AllForbiddenPorts
. VLAN ID, UnregisteredPorts,
Forward Table Information Unregistered,StaticPorts
Unregistere
d Info UnregisteredPorts, UnregisteredStaticPorts,
Configure UnregisteredForbiddenPorts

Table 24
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Urnicast Info | Multic:ast Info I

Index | Unicastdddress | ReceivePaort | PortzlnicaztéllowedT olGeoTo | Status
i | sooooooy | permi... |
1 00000000000z o 40000000 peIm...
1 000000000003 O 20000000 perm. ..
WYiD |1
MAT Address {1D000000000] Status | permanent =]
Allow To Go To Port
V1 R R B EE S m R B E
= a0 11 A2 13 Fad 15 FAs
17 118 [C119 20 2 22 23 2

GetDISHMP : Okl Request: Receive at 03:48:13 F-F.

=101 ]
r s

Samples

Refrezh |

Set

Figure 134
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Path: MIBs = 802.1Q - Unicast/Multicast Static Filter Table

Table Inf " UnicastAddress, ReceivePort,
able ‘nlormation PortsUnicastAllowedToGoTo, Status
Unicast
Info
Confi VID, MAC Address, Status,
onligure Allow To Go To Ports (select ports)
. . MAC Address, Receive Port, Egress Port, Forbidden
Table information
VLAN Ports, Status
Current
Table Confi VID, MAC Address, Status,
onligure Egress Ports, Forbidden Ports (select ports)

Table 25

Traffic Statistics

Port traffic statistics for selected devices are viewed by highlighting the chosen port and
clicking on the Statistics Info button. A new menu pops up displaying port statistics in
line graph form.
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Port VLAN Statistics

ff* 802.10) Porks YLAN Statistic Form: 10.1.1.153 ;lﬂlﬂ

Portlndex | YLAMN ndex | InFrames | OutFrames | InDigcards | |nOverflowFrames | OutOverflowFrames | P ,T

Samples

Refrezh

4| i

L Times—
Statistic [1ata | Received/Trasmitted Framesl ErrorFlamesl me
Count
Port Indes 0 YLAN Indes 0 I1D j
| | | | | | Interval
Marme Walue Delta Rate Peak Peak Oceur...
|1 'I Sec
InFrames 1] a a 1] E:42:41 PM
OutFrames I} 0 0 I} E:43:41 PM
InDiscands i i] i] i E:42:41 PM [~ 30 Chart
InQverflowFrames 1] 1] 1] 1] E:43:41 FM
DutOverflowFrames 0 0 0 0 E:43:41 P Stap |
PartinQverflowDiscards 0 a a i] E:43:41 PM
Start |

GetDISNMP : Ok! Request: Receive at 06:43:41 PM.

Figure 135

Layer 3 Utilities

To access Layer 3 utilities located under the MIBs proceed as follows: MIBs - 802.1Q
- Layer 3 Utilities.
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IP Forwarding

IP Forward (RFC 2096) MIB

The MIB consists of two tables and two global objects.
1. The object ipForwardNumber indicates the number of current routes. This is
primarily to avoid having to read the table in order to determine this number.
2. The ipForwardTable updates the RFC 1213 ipRouteTable to display multipath IP
Routes. This is in turn obsoleted by the ipCidrRouteTable.
3. The ipCidrRouteTable updates the RFC 1213 ipRouteTable to display multipath
IP Routes having the same network number but differing network masks.

Table 26

z:10484018 _;lglﬁl
CIDR Tabls I IP Forward Tablel
i]
| CidrR outeM umber | Samples

CidiBouteDestlp | Foutebazk | RouteType0iService | CidlBouteMestHop | CidrF outelflndex | |

Dizable0IDz |

4 | i

CidFowteDestlp | Routebask — |
FouteTypeliService Ii CidriR outeMextHop ’7
CidRoutelfindex | RoutsType [orer =]
Protocol Ii Age ’7
Rautelnfo [ HeHopastum |

I etric:] I Metiic2 I MetricSI
Metricd I MetricEI Status |5'CH“'3 j"

[Get:Ok! RequestipCidrRontEntry Received at03:50:46 F<F. v

Figure 136
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Path: MIBs - Layer 3 utilities - IP Forwarding

CidrRouteNumber, CidrRouteDestlp, RouteMask,
RouteTypeOfService, CidrRouteNextHop,
CidrRoutelndex, RouteType, Protocol, Age, Routelnfo,
NextHopASNum, Metric 1, Metric 2, Metric 3, Metric
4, Metric 5, Status

Table
Information

CIDR Table

CidrRouteNumber, CidrRouteDestlp, RouteMask,
RouteTypeOfService, CidrRouteNextHop,

Configure | CidrRoutelndex, RouteType, Protocol, Age, Routelnfo,
NextHopASNum, Metric 1, Metric 2, Metric 3, Metric
4, Metric 5, Status

IpForwardEntriesNumber, ipForwardMask,
Table | . .
. ipForwardIndex, ipForwardNextHopAS,
Information | .
IP Forward ipForwardType, IpForwardInfo

Table IpForwardEntriesNumber, ipForwardMask,
Configure | ipForwardIndex, ipForwardNextHopAS,
ipForwardType, IpForwardInfo

Table 27

RIP 2

RIP2 (RFC 1724) MIB

The RIP-2 MIB contains global counters, useful for detecting the deleterious effects of
RIP incompatibilities; two "interfaces" tables, which contains interface-specific statistics
and configuration information; and an optional "peer" table, containing information
that may be helpful in debugging neighbor relationships. Like the protocol itself, this
MIB takes great care to preserve compatibility with RIP-1 systems and controls for
monitoring and controlling system interactions.

Global Counters

These counters are intended to facilitate debugging quickly changing routes or failing
neighbors.
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Implementation of this Group is Optional

This group provides information about active peer relationships intended to assist in
debugging. An active peer is a router from which a valid RIP updated has been heard
in the last 180 seconds.

Table 28

Path: MIBs - Layer 3 utilities > RIP 2

GlobalRouteChanges, GlobalQueriesResponse

Subnet Inﬁ)er::ll:t,?olr}: SubnetIPAddress, NumOfTriggeredRIPStates,
Information Status

Set | Subnet IP Address, Status

I Read-o;ﬂy IP Address
nformation

Subnet — —
Configuration AuthenticationType, AuthenticationKey,

Set | InterfaceSends, AcceptedRIPVersion,

DefaultMetric, Status, InterfaceSourceAddress

Routing Peer Table SrprAddress, PeerDornamRege1vedPackets,
Information Information sysUpTimeOfLastUpdate, VersionNumber,

RcvBadPackets, RcvBadRoutes

Table 29
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OSPF

OSPF (RFC 1850)

OSPF is a powerful routing protocol, equipped with features to handle virtually any
configuration requirement that might reasonably be found within an Autonomous
System. With this power comes a fair degree of complexity, which the sheer number of
objects in the MIB will attest to. Care has therefore been taken, in constructing this
MIB, to define default values for virtually every object, to minimize the amount of
parameterization required in the typical case. That default configuration is as follows:
Given the following assumptions:

IP has already been configured

The if Table has already been configured

If Speed is estimated by the interface drivers

The OSPF Process automatically discovers all IP

Interfaces and creates corresponding OSPF Interfaces

The TOS 0 metrics are autonomously derived from if Speed

¢ The OSPF Process automatically creates the Areas required for the Interfaces

* & 6 O o o

The simplest configuration of an OSPF process requires that:

¢ The OSPF Process is enabled.

¢ Area Data Structure and Area Stub Metric Table

¢ The Area Data Structure describes the OSPF Areas that the router participates
in. The Area Stub Metric Table describes the metrics advertised into a stub area
by the default router(s).

Link State Database and External Link State Database

The Link State Database is provided primarily to provide detailed information for
network debugging.

Address Table and Host Tables

The Address Range Table and Host Table are provided to view configured Network
Summary and Host Route information.

Interface and Interface Metric Tables
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The Interface Table and the Interface Metric Table together describe the various IP
interfaces to OSPF. The metrics are placed in separate tables in order to simplify
dealing with multiple types of service, and to provide flexibility in the event that the IP
TOS definition is changed in the future. A Default Value specification is supplied for the
TOS O (default) metric.

Virtual Interface Table

Likewise, the Virtual Interface Table describes virtual links to the OSPF Process.

Neighbor and Virtual Neighbor Tables

The Neighbor Table and the Virtual Neighbor Table describe the neighbors to the OSPF
Process.

OSPF Traps

OSPF is an event driven routing protocol, where an event can be a change in an OSPF
interface's link-level status, the expiration of an OSPF timer or the reception of an
OSPF protocol packet. Many of the actions that OSPF takes as a result of these events
will result in a change of the routing topology. As routing topologies become large and
complex it is often difficult to locate the source of a topology change or unpredicted
routing path by polling a large number or routers. Another approach is to notify a
network manager of potentially critical OSPF events with SNMP traps.

Table 30

£ OSFF - 10.43 108 =10l x]
Fouterld | | I I TOS Support
AdmiristrativeStatus |enabled 'I MumDfariginatestewlsas i Hefiesh

DSPF Wersionhum RaMewlzas

AreaBorderFoterStatus | Extl sdblimit-1..:2147483647] |-‘|
A5BorderR outerStatus |true vl BittaskOftdulticast |EI
ExternlzaCount ExitMwerfrunlntereal |

| [0..2147483647) 2
EsternLzaChecksum DemandR outingS uppart | e = I

!Get:I'Io snch 01D 1o field (Fouterdd)! Reguest: O8FF General Recedved st 03:52:51 F9F. 4

Figure 137
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Path: MIBs - Layer 3 utilities > OSPF -> OSPF General

NumOforiginatesLsas, OSPF VersionNum, RxNewLsas,

Read-only AreaBorderRouterStatus, ExternLsaCount, ExternLsaChecksum
Routerld, Support Service Type, ASBorderRouterStatus, ExtLsdbLimit,
Set ASBorderRouterStatus, BitMaskOfMulticast, ExitOverflowInterval,
DemandRoutingSupport
Table 31

Path: MIBs - Layer 3 utilities > OSPF - OSPF Area Information

GlobalRouteChanges, GlobalQueriesResponse

Read-o;ﬂy SubnetIPAddress, NumOfTriggeredRIPStates,
Information
Area Table Status
Set Areald, Type
Area Summary, Area Status, ImportASExternLsa
I ?ead-:fﬂy Stub Area, Type Of Service
Stub Area Table niormation

Set | Metric, Metric Type, Status

Read-only

. AggreagateArealD, AggregateNet, AggregateMask
Area Aggregate Information gereag geres geres

Table
Set | AggregateEffect, LsdbType, AggregateStatus

AreaRangeAreald, AreaRangeNet,
Set | AreaRangeMask, AreaRangeEffect,
AreaRangeStatus

Area Range
Table

Table 32
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Path: MIBs > Layer 3 utilities > OSPF > OSPF Lsdb Form

Link State Table Information LsdbAreald, Type, LinkStatID, RouterID,

Database SequenceNum, Age, Checksum, Advertisement

Ext Link State Table Information LsdbType, LinkStateID, RouterID,

Database SequenceNum, Age, Checksum, Advertisement
Table 33

OSPF Host Table

Path: MIBs - Layer 3 utilities > OSPF - OSPF Host Table Form

Table Information i )
HostIpAddress, TypeOfService, Metric, Status, HostArealD

Set
HostIpAddress, TypeOfService, Metric, Status

Table 34
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Path: MIBs > Layer 3

utilities > OSPF - OSPF Interface

Table Read-only

IflpAddress, AddressLessInterface

Information
Interface Type, Priority, Status, ArealdOfInterfaceConnected,
Table TransitDelay, AuthenticationKey, RetransInterval,
Set | IfMulticastForwarding, HelpInterval,
Administrative Status, RouterDeadInterval,
IfDemand, Pollinterval, Authentication Type
Interf Table/Read-only
Nl;e::i:ce Information | [pAddress, AddressLessInterface, TypeOfService
Table Set | MetricValue, Status
] Table Read-only
Virtual Information | Areald, NeighborID
Interface
Table Set TransitDelay, Hellointerval, RetransInterval,

RtrDeadlInterval

Table 35

201




D-View 5.1 User’s Guide

OSPF Neighbor Form

Form : 1042108 =100 x|
NeighborT able | itual Meighbor Table |
0
Samples

Ipdddress I Addressl esslndes | MbrRouter d I Optiohs I Priarity I FielationshipState

Refresh |

Dizable0ID s |

| i3
Inbddress | o
AddressLessindex | Status Iactive Ll
[Get Okl Request: Neighbor Message Received at03.54:28 F4F. %
Figure 138

Path: MIBs - Layer 3 utilities > OSPF > OSPF Neighbor

Table/Read-only

Neighbo Information | IpAddress, AddressLessIndex
r Table

Set | Priority, Status
Virtual Table Information | [ransitArealD, NbrRouterld, VirtualNbrIpAddr,
Neighbo Options, State, Events, RetransmissionQueuelLen,
r Table HelloSuppressed

Table 36
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Path: MIBs - Layer 3 utilities > OSPF - OSPF Trap Form

Table Information

OspfSetTrap, ConfigErrorType, PacketType, PacketSrc

OSPF Trap Events

Table 37

IP Mroute

IP MRoute (RFC 2932) MIB

This MIB module contains one scalar and five tables. The tables are:

1.

The IP Multicast Route Table containing multicast routing information for IP
data grams sent by particular sources to the IP multicast groups known to a
router.

. The IP Multicast Routing Next Hop Table containing information on the next-

hops for the routing IP multicast data grams. Each entry is one of a list of next-
hops on outgoing interfaces for particular sources sending to a particular
multicast group address.

The IP Multicast Routing Interface Table containing multicast routing
information specific to interfaces.

The IP Multicast Scope Boundary Table containing the boundaries configured
for multicast scopes.

The IP Multicast Scope Name Table containing human-readable names of
multicast scope.

Table 38
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gt;? IPMEouteForm ; 1 ]

It Route Table | Mext Hop Table I Interface Table I BoundarmEnty Table I

Multic:astRouteE nable I enabled

i

Set

Samples

Group | Source | SnurceMaskl U pztreamt eighbor | |nlfindesx | UpTime | E=pir Tim

4

Statisticaltiart |

[Get:Okl RequestIPM Route Received at 03:55:44 FF.

Figure 139
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Path: MIBs - Layer 3 utilities > IP Mroute

Group, Source, Source Mask, Upstream
Neighbor, ReceivedlpDatagramsSource,
IPMRoute Table Information | UpTime, ExpiryTime, RoutePkts,

Table DiferentSourcePackets,
NumOfOctetsInIPDatagrams, RouterProtocol

Set | MulticastRouteEnable

NextHopGroup, NextHopSource,

Next Hop . NextHopSoureMask, NextHopIndex,

Table Table Information NextHopAddress, State, UpTime, ExpiryTime,
ClosestMemeberHops, Protocol, ForwardPkts

Table Read-only

Information Index

Interface Table

Set | TTL Threshold, Interface Protocol

Table Read-only
BoundaryEntr Information
y Table

IfiIndex, Address, AddressMask, Status

Set | Status

Table 39
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DVMRP

DVMRP

DVMREP is an "interior gateway protocol"; suitable for use within an autonomous
system, but not between different autonomous systems. DVMRP is not currently
developed for use in routing non-multicast data grams, so a router that routes both
multicast and unicast data grams must run two separate routing processes. DVMRP is
designed to be easily extensible and could be extended to route unicast data grams.
DVMRP was developed to experiment with the algorithms in RIP was used as the
starting point for the development because an implementation was available and
distance vector algorithms are simple, as compared to link-state algorithms. In
addition, to allow experiments to traverse networks that do not support multicasting, a
mechanism called "tunneling" was developed.

The multicast-forwarding algorithm requires the building of trees based on routing
information. This tree building needs more state information than RIP is designed to
provide, so DVMRP is much more complicated in some places than RIP. A link-state
algorithm, which already maintains much of the state needed, might prove a better
basis for Internet multicasting routing and forwarding.

DVMREP differs from RIP in one very important way. RIP thinks in terms of routing and
forwarding data grams to a particular destination. The purpose of DVMRP is to keep
track of the return paths to the source of multicast data grams. To make explanation of
DVMRP more consistent with RIP, the word "destination" is used instead of the more
proper "source", but the reader must remember that data grams are not forwarded to
these destinations, but originate from them.

Table 40
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£8 DYMRE : 101679 36

: -l x
Foute T able | MextHop | Alter Met Table
General Info Table | Interface Table | DWMAP Meighbar 1
Samples
[YMEPYersion Wersion 3

| felesh

DYMRPGeneration!d 0
MNumberJ R outes 0
ReachableRoutes 0

|Get:0k! Eequest Genersl Info Becetved at 03:56:58 T4

Figure 140

Path: MIBs - Layer 3 utilities > DVMRP

General
Info Table

Read-onlv Information DVMRPVersion, DVMRPGenerationld,
y NumberOfRoutes, ReachableRoutes

Table 41
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PIM

PIM MIB

This MIB module contains one scalar and eight tables.
The tables contained in this MIB are:

1. The PIM Interface Table contains one row for each of the router's PIM interfaces.
The PIM Neighbor Table contains one row for each of the router's PIM neighbors.

3. The PIM IP Multicast Route Table contains one row for each multicast routing
entry whose incoming interface is running PIM.

4. The PIM Next Hop Table contains one row for each outgoing interface list entry
in the multicast routing table whose interface is running PIM, and whose state
is pruned.

5. The (deprecated) PIM RP Table contains the PIM (version 1) information for IP
multicast groups which is common to all RPs of a group.

6. The PIM RP-Set Table contains the PIM (version 2) information for sets of
candidate Rendezvous Points (RPs) for IP multicast group addresses with
particular address prefixes.

7. The PIM Candidate-RP Table contains the IP multicast groups for which the
local router is to advertise itself as a Candidate-RP. If this table is empty, then
the local router advertises itself as a Candidate-RP for all groups.

8. The PIM Component Table contains one row for each of the PIM domains to
which the router is connected.

Table 42
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Figure 141
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Path: MIBs - Layer 3 utilities > PIM - PIM Info

Table | RPGroupAddress, RPAddress, RPState, RPStateTimer,
Information | RPLastChange

RP Table
Set | RPRowStatus
RpSetTable Table | RPSetGorupAddress, RPSetGrouMask, RPSetAddress,
P Information | RPSetHoldTime, RPSetExpiryTime
Table CandidateRPGroupAddress, CandidateRPGroupMask
CandidateR Information P ’ p
PEntryTable

Set | RowStatus

Table 43

Path: MIBs - Layer 3 utilities > PIM - Rendezvous Points Info

Table/Read-only

IPAddress, NetMask

PIM Information

Interface - - :

Table PimJoinPrunelnterval, Ifindex, JoinPrunelnterval,
Set | Candidate Bootstrap Router, HelloInterval, Mode,

Status

Neighbor Table Information NeighborAddress, IflIndex, UpTime, ExpiryTime,

Table Mode

PIM Table/Read-oPIy ComponentIndex

Componen Information

t Info Set | Status, CRPHoldTime

Table 44
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SNMPv3 Configuration

Use the SNMPv3 menu to configure SNMPv3 security settings and new user setup.
Choose SNMPv1, SNMPv2 or SNMPv3 as appropriate in the SNMP Version entry field.

£5 SNMP ¥3 Configuration =10/x|

P Pat SHMP Protocal Version————————

- Jio1119s ot 151 (r‘ SHMPy1  © SNMPuZs & SHMPy3

Security Marmne: InDAuthUser j Context Engine D: ID‘]DDDDa‘] 4 St
£uth Password: I.-’-‘«uthF'assword Eriv Password: IPrivPassword Test
Auth Praotocal: INDNE j Priv Protocal: INDNE j MFD

LContext Mame: Ipub“,: Security Level: INo.f-‘n.uthNoPriv j TARGET
write Camruirity String : Iprivate Time-out: |2 Retries: |2 LSM

WACH

Euit

Use buttons to access pop-up menus

Figure 142
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Path: MIBs > SNMPv3

System Description, System Object ID, Sytem

Table/Read-only Information | Uptime, System Contact, System Name, System

Location

User Defined Parameters

IP Address, Port Number, Security Name, Context
Engine ID, Auth Password, Priv Password, Auth
Protocol, Priv Protocol, Contact Name, Security
Level, Write Community String, Time-out, Retries

Table 45
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SNMP Protocol Settings Pop-up Menus

_iBix

| nknownS ecurtub odelz | Ireeahidid gz | |InknownPD UHandlers |
Note: SNMP protocol preferences pop-up menus are Frefrach
accessed by clicking the buttons on the right side of the FlIEs
SNMP Configuration menu. Use these menus exactly as Cet
menus used in previous examples.
Cloze
SHMP : SNMP request timed out! A

Figure 143

Path: MIBs - SNMPv3 (click MPD button)

SecurityModels, InvalidMsgs,

MPD (RFC 2572) Table UnknownPDUHandlers

Table 46
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Path:

MIBs -> SNMPv3 (click Target button)

AddEntry_Table

AddrName, AddrTDomain, AddrTAddress, AddrTimeout,
AddrRetryCount, AddrTagList, AddrParams, AddrStorageType,
AddrRowStatus

ParamsEntry Table

ParamsName, ParamsMPModel, ParamsSecurityModel,
ParamsSecurityName, ParamsSecurityLevel,
ParamsStorageType, ParamsRowStatus

Table 47

Path:

MIBs - SNMPv3 (click USM button)

Stats_Table

UnsupportedSecLevels, NotInTimeWindows,
UnknownUserNames, UnknownEnginelDs, WrongDigests,
DecryptionErrors

UserEntry_Table

EnginelD, Name, SecurityName, CloneForm, AuthProtocol,
AuthKeyChange, OwnAuthKeyChange, PrivChange,
PrivKeyChange, OwnPrivKeyChange, Public, StorageType,
Status

Table 48

Path:

MIBs - SNMPv3 (click VACM button)

ContextEntry_Table

vacmContextEntryName

SecurityName, SecurityModel, GroupName,

SecurityToGroupEntry_Table SecurityToGroupStorageType,

SecurityToGroupStatus

Entry_Table

ContextPrefix, SecurityLevel, SecurityModel,
ContextName, ReadViewName, WriteViewName,
NotifyViewName, StroageType, Status

Table 49
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INTERNET TOOLS

This chapter explains items in the “Tools” drop-down menu in the order of the
descending menu items.

DIAP

D-View includes standard network management utilities such as TFTP and Ping Test
user convenience. D-View 5.1 also includes D-Link’s proprietary administration utility
DIAP. DIAP allows the user to have limited administrative access to D-Link broadband
devices such as ADSL and ISDN routers, ADSL modems and Wireless routers. This tool
can be used to assign IP settings to such devices. DIAP will automatically discover all
DIAP enabled devices and display IP settings and MAC information in a separate
window.
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RI=TEY
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tModule Hame I Hethaszk I

Paszword I
Figure 144

TFTP

The Trivial File Transfer Protocol server can be activated under the Tools heading of the
Main Menu. The TFTP server is active upon launch and can transfer files located on the
host system to any SNMP device. File transfer information is displayed in the TFTP
Server window. This information includes the IP address of the file recipient, the type
and name of the file transferred and the status of the transfer. Error messages appear
in the bottom field display.
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The D-View network management system comes with a TFTP server function that
allows you to configure the management console as a TFTP server on the network. This
function implements the Trivial File Transfer Protocol (TFTP) to download image files
from the management console (acting as a TFTP server) to the devices. TFTP is the
second file transfer protocol under the TCP/IP suite that provides inexpensive,
unsophisticated service. It restricts operations to simple file transfers and does not
require authentication unlike the original File Transfer Protocol (FTP).

When operating as a TFTP server, all network devices that need to upgrade or rebuild
the software in their Flash memory send requests to the management console for
downloading of their respective image files. When a request is received from a device,
the server searches (using the MAC address of the device) its database for the image file
assigned to the requesting device, and then downloads the appropriate file to the
device. Software downloading is necessary when a new software version is released
from the device vendor, or when the software in the Flash memory of the device has
been corrupted. In addition to remote software downloading, you can also download
software locally via the diagnostic port of the device.

A network can have multiple TFTP servers; how they are assigned to specific devices
depend on the configuration specified in the BOOTP tables of the management
consoles. The BOOTP table allows you to assign a TFTP server for each device, and the
location of its respective image file in the server’s hard disk.
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BOOTP Server

Use the BOOTP server window to set up BOOTP service for BOOTP enabled devices.
This utility is similar to the TFTP server except it does not require that the host system
or D-View be running at the time of the transfer. D-View can assign other servers on
the network to act as BOOTP servers or it may use the host system as the server.

The D-View network management system comes with a BOOTP server function that
allows you to configure the management console as a BOOTP server on the network.
When operating as a BOOTP server, all network devices that need IP addresses send
BOOTP requests to the management console for retrieval of their respective addresses.
The IP address plays a vital role in network communication under the TCP/IP
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environment. Each network device attached to this environment must have a unique IP
address in order to send and receive data packets from other network devices. Some
network devices such as intelligent hubs and bridges come with EEPROMs for storing
configuration values including IP addresses; others such as diskless workstations are
incapable of storing such information, thus they depend on the BOOTP server for these
values.

When the management console (acting as a BOOTP server) receives a BOOTP request, it
checks the MAC address of the device that sent this request. The system then looks up
this MAC address on the BOOTP table; if such address exists, the system returns to the
requesting device the assigned IP address for that MAC address; if the address does not
exist, the system displays a message on the management console screen prompting the
network administrator to assign an IP address for this request. After assigning an IP
address, the entry is then added on the table for use on subsequent request from the
device. The BOOTP table is stored in the hard disk of the management console, and can
be updated any time by the network administrator. In addition to the IP address, each
entry in the BOOTP table can also furnish other information relevant to network
communication. These include the gateway address, the file server address, and the
subnet mask.

To enable the BOOTP server function of the management console, choose Bootp Server
from the Tools menu. The BOOTP Server dialog box appears on the screen signifying
that the management console is now operating as a BOOTP server. The management
console will start receiving BOOTP requests from the network; if it receives a request, it
checks the table for the required information and sends them to the requesting device;
if the entry does not exist, the program displays the Add/Modify BOOTP Table Item
dialog box on the screen:

219



D-View 5.1 User’s Guide

=
—Received Mezsag
¥ Enable Server Add | Deletel Modifyl Save | Close | Count I MAC Address |
Client MAC Address | Client IP | TFTPIP | TFTP File Name
1 I | I |
e
Figure 146

PING Test

The D-View network management system provides a test facility that verifies whether or
not the management console has good communication link with a particular device on
the network. This facility implements the Packet InterNet Groper (PING) program for
use on TCP/IP internets to test reachability of destinations. PING verifies connectivity
of a device by sending ICMP echo request packets to it and then waits for the ICMP
echo response packets from the device. For every request, PING expects a response;
otherwise, a problem exists in the connection. In addition to sending a series of ICMP
echo requests and capturing responses, PING also provides statistics for lost
datagrams. These values can be used to determine the reliability of the connection. If
you suspect a problem with a network device, you can run this utility to determine
whether or not the management console can communicate with the device.
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Figure 147
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ADVANCED MANAGEMENT

This chapter explains how to use trap management functions found under the System
drop-down menu. It is organized in the order of the descending menu items. It explains
how to access the Trap Editor, how to edit a TRF file, how to control and view the trap
log, and how to change SMTP trap settings.

This chapter also explains how to add plug-in utilities.

The end of the chapter describes how to use the Account administration utilities to
monitor and analyze client devices, and maintain client records. It is organized in the
order of the descending menu items under the Account drop-down menu.

Trap Management

Traps

SNMP devices send traps over the network for reporting event occurrences and status
changes on their respective systems. These traps are classified into two groups: generic
and specific. Generic traps relate to events that are common to all SNMP devices such
as system reboots and system shutdowns; specific traps are those that relate to events
exclusive to a particular device such as intrusion violations for hubs and root bridge
changes for bridges. Generic traps are sent as broadcast packets over the network,
thus

all management consoles can receive these types of messages.
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Specific traps on the other hand are only sent to authorized management consoles
which can be selected locally from the device either through the device onboard console

program or the commands provided in its front panel graphics.

Trap Editor

Use the Trap Editor to modify MIB object names for modules and devices on the
network. Select the device/module from the list in the top panel. MIB objects are
indexed according to class. Click on the index number to view that object class group.
To change the alias name of a single object, double click it or highlight it and click on
the Modify icon just above the object list. Use the Change Alias Name pop up window to

modify the object alias name.

i x]
o]
b odule | oiD |
DFE-2600 G203 B1.4.1.171.10.81
DHS-1020 g0 dB1.41.171.11.401.2
|nde= I - E‘l
1 - -
] Object | Type | Alias Mame |
3 stkConfigGrpGrplndes INTEGER group00
4 stkConfiglarpS enaltum INTEGER zenal
5 stkConfigGrpType INTEGER group bupe
[ —| | stkConfigGrpStatus INTEGER group statug
7
A [
Description : Option Drata | value |

The trap is sent whenever a group is added or remowed
from the stackable hub

|Messages |

Figure 148
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Clear Trap Alerts

To clear the trap alerts from the scrolling message panel (Trap tab) at the bottom of the
main menu, under System go to Trap Management and left click on Clear.

Sort Trap Alerts

To change the order of presentation of the trap alerts, under System go to Trap
Management then to Sort By and left click on your choice of Time (default), Received
From or Trap Message (type).

Trap Type Properties

Trap alerts can be color coded by type to make them easier to distinguish in the list.
Open the Trap Type Properties pop-up window to edit the font and background color of
the most urgent trap types.
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Figure 149

Trap View Filter Settings

Use the Trap View Filter Setting pop up window to limit both the device from which trap
alerts are listed and the type of traps listed. Type the IP address of any device you want
to designate for trap viewing and click the Add button. Highlight a device in the list and
click Remove to remove that device from the trap list.
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The OIDs tab allows you to limit traps to specific OIDs. Specify OIDs to view by typing
in the OID and clicking Add. To remove an OID from the list, highlight it and click
Remove.

£® Trap View Filter Setting x|
0Dz
—IP Addres

MHew IP &ddreszs

N T .

—Filtered |IF Addres

Femoyve
aF. Cancel

Figure 150
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How to Edit a TRF File

£ 5 (=] 5
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STHTEY §
oaker, 1.
dualspend-f-part, 1, Index | = E
=g e e T e
2 tlf-part, 4. -
5 3 Mk ConhigBipGpl rdesx INTEGER 0m
duslspeed-2i-port. § N ConlghnSesm INTEGER: e
} 5 hConlihipT e INTEGER: gIoup type
I’ [ | #hConhgGmSiatus INTEGER qioup slalug
CBIECT { sthlonfighrpStatus | ISTECER, <group status: 7
ST { a_ =
:-'.]‘.EE_ 1. Dezcriphion - Oplice Dats Vaua |
Hgm_dl_ The trap b sent whenever & group 5 added or removed

)
}
DESCRIETION §

H

The irap 1= sent vhensver o oroup 1% addsd or resswed frem the =2

Note: Before editing a TRF file, you need to compile the primary module’s MIB files and view their

v e stackalie b

Figure 151

trap entires, type, and value to know how to edit the module’s TRF file.

<Install Directory>\5.1\Conf\Trap\ gives the path for a TRF file. TRF files that are .txt

files are composed with the following syntax and parameters:

1. TRAP_MODULE <Module Name>

At the beginning of the TRF file, define which device is associated with the file. The

<Module Name> parameter is the device name.

2. OBJECT_ID {<Module’s OID>}

Define this device’s OID number. <Module’s OID> parameter is this device’s OID

number.
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3. INSTANCE <Index>

Define the trap group index number of this device. <Index> is the trap group number of
this device.

4. OBJECT {<trap’s original name>,<trap type>,<trap’s alias name>,...... }

Define trap entry’s name, trap data type and its alias name. <Trap’s original name> is
the trap entry name, <trap type> is this trap’s data type, and <trap’s alias name> is this
trap’s entry alias name.

5. SYNTAX {<option name>,<option value>......... }

Define trap entry’s option value, if the trap has option value. <Option name> is this
trap entry’s option name; <option value> is the associated value.

6. DESCRIPTION {<description>}

<description> gives a definition of the MIB group.

Trap Log

To turn the trap log on or off, or to view the log, go to System - Trap Management >
Log select: Log On, Log Off or View Log.
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3] BREE o [m] B4
BEE KEHE BAQ HED
20881-85-08 17:17:42 (via .is0.3.6.1.4.1.3.1.1 =
Enterprise Specific Trap (@) Uptime: 8 days, 8:38:46
2001-05-88 17:17:43 (via .is0.3.6.1.4.1.3.1.1
Enterprise Specific Trap (8) Uptime: 8 days, 8:38:47
20091-85-88 17:17:44 (via .iso.3.6.1.4.1.3.1.1
Enterprise Specific Trap (8) Uptime: 8 days, 8:38:48
20891-85-88 17:17:52 .is0.3.6.1.4.1.171.18.8.1
Enterprise Specific Trap (3) Uptime: 1 day, 4:15:083
.i50.3.6.1.4.1.171.11.8.2.1.1.1.1.18 = 1 .i50.3.6.1.4.1.171.11.8.2.1.1.2.1.18 = 18
20891-85-08 17:17:52 .is0.3.6.1.4.1.171.18.8.1
Enterprise Specific Trap (4) Uptime: 1 day, 4:15:83
-is0.3.6.1.4.1.171.11.8.2.1.1.1.8.8 = 1 .i50.3.6.1.4.1.171.11.8.2.1.1.2.8.8 = 18 .is0.:
4| | W 2

Figure 152

SMTP Setting Form

Use the SMTP Setting form to enable email alerts to be sent to the network
administrator. Type the SMTP server and domain name, and Port number used, choose
Simple Login and provide the account and password information if you prefer to use
authentication, otherwise select None. Mail Sender Name is the name that appears as
the sender in the email summary. Supply a sender and receiver address, and you can
option to send a CC to one other email account. Use the Mail Test button to test if all
information has been correctly entered and the system is functioning.

Use the Trap Mail Setting Form to specify the type of alert sent and how frequently mail
alerts should be sent.
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Trap Mail SMTP Setting x|

—SMTP Setting
SMTP Server Ismtpserver.cumapny.cnm
Part IEE—
Tvpe: ISimpIe Login j
Sender Account I‘I 11111
Sender Pazsword I“*“““’“‘“
P ail Sender Mame Iu:lient company network,
Sender Mail Address |.3|ient@|:|:.mpan_|,|_|:um
—Mail Receiver
Receiver Mail Address Iadmin@cnmpaﬂ}'- O
Carbon Copy Recipient Iadmin'l (@compary. coml

Set Cloze | bl ail Test

Figure 153

Trap Mail Settings Forms

Use the IP Address tab specify the device and alarm. The Alarm Level pull-down menu
has standard alarms to choose from. Type the message that accompanies the mail alert
in Alarm Message.

The OID tab is used for proprietary or other objects used to trigger the email alert. Add
and remove items for email alerts the same as with other menus.
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Setting =
IF&ddiess | OID | Alam Mail Interval |

IP Address I

Alarm Lewvel | Cold Start =1

Alarm Meszzage I

IF Address | Ailarm Level | Alarm b ezzage |

10.44.46.1 Cold Start Traptdsgl Hemoye |

Ok, | Cancel

Figure 154

Alarm Mail Interval

Use the Alarm Mail Interval menu tab to specify the frequency with which email alarms
are sent. Alarm mail intervals may be specified using the Alarm Interval to specify the
number of minutes between emails, or use the Alarm Time to specify times when
emails are sent daily. Alarm mail intervals can be set up using both definitions if
desired. Alarm Time asks you to specify the hour (HH) and minute (MM) using 24-hour

military time.
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Trap hiz

IP Address I (u]ls} Alarm b ail Intersal I

—Alarm Interseat
Iw Alarm Interval
Send trap mail ewery (B0

minutes

—aAlarm Time

v &larm Time HH —
Send trap mail at I = I daily
H o I PimLte |
b oa Hemowe |

(E1: I Cancel I

Figure 155

Example: Receiving alarm/trap messages by e-mail

Step 1: Set the SMTP settings.
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=1

Systemn ¥iew Edit MIEc Tools Account Uindow Help

Discover | | User Defie |

All Basie Information

oo ==

Reboline co Fi
i e = i
Save To Database
Cleax Database

Trap Editor

Eirar

Sort By »

Tpap Tupe Properties
Trap View Filter Setting

Log *

Trap Mail Setting

Messages | Traps |

Figure 156

Step 2: After making the settings, you can use “Mail Test” to check whether
the settings are correct.
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Trap Mail SMTP Setting x|

—SMTP Setting
SMTP Server

Port

Type:

Sender Account
Sender Pazzword
M ail Sender Mame

Sender ail Addresz

|smtpserver.cnmapn_l,l. i

IEE
ISimpIe Loain j
|111111

Ixxxxxxxx

Iu:lient campany nebwork,

Iclient@cnmpany.cu:um

—hal Recemwer

Receiver Mail Address Iadmin@mmpan}l. com

Carbon Copy Recipient Iau:lmin1 Ecompary. cor

Set

Cloze | kil Test

Figure 157
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Step 3

=1

Systern View Edit MIE: Tools Account Windcw Help

Discover | User Definel
Al Basic Information
o |- |
Repolling Configoration
Comummnity String Confignre
Save To Dalabaze
Clear Databaze
Trap Editor
Clear
Sort By L4
Trap Tyvpe Properties
Trap View Filter Setting
Log 5

Trap Madl SMTF Betting

Messages ITfaDS |

Figure 158

Step 4: Set alarm time, alarm interval and conditions for sending trap mail.
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Figure 159
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Figure 160
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Trap Mail Setting x|

IP Address | (mjn] Alarm M ail [nterval I

—alarm lntersal
v Alarm Interval

Send trap mail every (B0 minutes

—Alarm Time

¥ Alarm Time HH b

Send trap mail at I : I daily

Hour I kinute I

12 oo Hemoue |
14 oo

Ok | Cancel |

Figure 161

Adding Plug-In Utilities

You can develop execution files to plug into the D-View platform.

How to install self-developed device SNMP module

SNMP Module execution files must have four parameters:

/NdeviceModuleName /IIPAddress /RreadCommunityString
/WwriteCommunity String
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“IN,” “JL”"/R,”” JW” respectively stand for Module Name, IP Address, Write
Community String, and Read Community String.

Re-install Windows Registry and set up as follows:

Execute Regedit.

Run 2 x|

5 Type the name of a program, Folder, document, ar

Internet resource, and Windows will open it far you,

CIpen: Iregedit| j

(a4 I Zancel | Browse, ., |

Figure 162

Under HKEY LOCAL_MACHINE->SOFTWARE->D-Link->Modules there are
four data folders. Enter data into these four data folders as below:

1.

ExePath: Record SNMP Device Module execution file with Device OID
as Key. Select and then right-click with mouse on newly added words
value. At the value name input Device OID. Input execution file name.
Add /N before the execution file name.
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Registry Editor =[ax]
Registry Edit Yiew Favorites Help
] SOFTWARE | [ Hame | Type | pata
0 ACD Systems (Defau\t) REG_SZ (value not set)
3 Adabe 1‘3.6‘1.4‘1.1?1‘10.23.2‘1 REG_SZ C:\Program Files\D-Link\D-YiewModulesh Dia5- 320840,
Q0 seris ) 1.171.10.24,1.1 REG_SZ C:{Program Files|D-LinkiD-Yien\Madules\DES-3225G10,
0 finslog Devices 1171.10.25.2.1 REG_SZ C:\Program Files|D-Link\D-ViewiMadules\DES- 3624\DE.
% ;;f\.:n ’ 1.471.10.26.2.1 REG_SZ :{Program Files\D-LinkD-View\Modules\ DES- 60004 DE.
] canon BeX 1.171.10,36,1,11 REG_SZ Ci\Program Files\D-Link\D-ViewiModules\DES-32263DE.
3 Classes 1‘3.6‘1.4‘1.410‘1.1‘2.1‘0 REG_SZ CiProgram Files\D-Link\D-ViewiModules wireless AP W
{3 clients
G Compag
CI iZompag Computer Corporation
B0 Corel
EI-D_ D-Link

{2 O-Link Mib Browser

“{(]) SNMP SOLUTIONS

7] InstalledOptions
-] TNTEL
i Kodak

#-{] Logitech -
41 o L

‘My ComputertHKEY _LOCAL_MACHINESOFTWARELD-LinkiModules\ExePath

-5

sz

Figure 163

Editstring 2| x|

Yalue name:
|1 AE141171 102321

Walue data:

k. I Cancel

Figure 164
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2. HelpPath: Record Help file location using Device OID as Key. Select
and right click to added words value. At name value, input Device OID.
Under data value input Help file location and full path name.

»" Registry Editor

Registry  Edit Wiew Favaorites Help
1 SOFTWARE =] [ ame Type | Data
(3 A systems [ab)(Default) REG_SZ
-7 Adobe
B Altiris

=10l x]

(value nat set)
E"] 1.3.6.1.4.1,171.10,23.2.1 REG_SZ CiiProgram FilesiD-LinkiD-Yiew\Modules\DGES-320810G,
E"] 1.3.6.1.4.1,171.10,24.1.1 REG_SZ C:iProgram FilesiD-Link\D-Yiewi\Modules\DES-3225G1D.,

g Anelng Devices [28]1.3.6.1.4,1.171.10,25,2.1 REG_5Z C\Program Files\D-LnkiD-Yiew Madules\DES- 36241 DE,
--CI Q:rEI:nd 38]1.3.6.1.4.1.171.10.28.2.1 REG 52 Ci\Program Files|D-Link|D-Yiew\Modules\DES-60001DE.
-3 Canon @1.3‘6.1.4‘1.171.10.36.1.11 REG_SZ C:iProgram Files\D-Link\D-Yiew\Modules\DES-3226\DE,
50 Classes @1.3‘6.1.4‘1.410.1‘1.2.1.0 REG_SZ C:iProgram FilesD-LinkiD-view\ModulesiwirelessAPia,
{3 clients
-0 Compag
#-{.] Compag Computer Corporation
- Corsl
=3 DLink
-0 D-Link Mib Browser
{1 D-Link Mib Compiler
-] D¥iews 1
{1 D-views. L
=-0 Modules

--{_7] ExePath

BT an

{23 IronPath

-1 ModuleInfo
D SMMP SOLUTIONS
-] InstalledOptions
-0 INTEL
=] Kodak
[

7-] Logitech =
o I T |

|My ComputettHKEY _LOCAL_MACHINE\SOFTWARE\D-LinkiModulesiHelpPath

|

Figure 165
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3.

Edit string 2|

" alue name:
|1 AE141171.1023.21

W alue data:

Z:Program FileshD-LinksD-AiewiModuleshD G

Figure 166

Icon Path: Record the position of icons used using the Device OID as
Key. Select and right click on mouse on newly added words value.
Under name value input Device OID. Under data value input Icon file
location and full path name.

Note: Please make sure you have both the .ico file and the .bmp file of the same
picture. For example, you must have dgs3208.ico and dgs3208.bmp.
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Reqgistry Edit Wew Eavorites

Help

{2 D-Link Mib Browser
{21 D-Link Mib Compiler
{21 DViews.1

7-[1 InstalledOptions
(2] INTEL

1-[0 Kodak

7-7] Logitech

K|

g =1 3|
Mame Tyvpe ‘ Data
E"](DeFault) REG_5Z {walue not set)
1.3.6.1.4.1.171.10.23.2.1 REG_SZ C:Program Files\D-LinkiD-View|Modules DGS-3208\a.
1.3.6.1.4.1,171.10.24.1.1 REG_SZ CHProgram Files\D-LinkiD-View|Modules| DES-3225G\M.
1.36.1.4.1,171,10,25.2,1 REG_5Z CiProgram Files\D-Link\D-Yiew\Modules\DES-3624\Mo,
1.36.1.4.1.171.10,28.2.1 REG_5Z CiProgram Files\D-Link\D-Yiew\Modules'|\ DES-60004Mo,
1,36.1.4.1,171,10,36.1, 11 REG_5Z CiProgram Files\D-LinkiD-Yiew\Modules|\DES-3226\Mo,
1.3.6.1.4.1,410.1 1.0 REG_52 C:hProgram Files\D-Link\D-Yiew\Modules| Wireless AP,

pr

il

‘My ComputeriHKEY_LOCAL_MACHINEYSOFTWAREID-LinkiModulesiIconPath

N

W alue narme:

Figure 167

|1.3.E.'I.4.'I.1?1 J0.23.21

Yalue data:

Cancel

Figure 168
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4. Module Info: Record utility related information with OID of Device as
Key. Select and right-click on mouse for newly added words value.
Under name value input Device OID. Under data value there are four
values separated by commas: Device Role, Module Name, Home page,
and Company Name.

Registry Editor =S

Registry Edit View Favorites Help
(] SOFTWARE 2] [ Hame Type | Data
D ACD Systems (Default) REG_57 (walue not set)
=0 Adabe [a]1,3.6.1,4.1,171,10,25.2.1 REG_SZ Swikch; DES3208; e DLink.com, by D-Link;
(0 s [38]1,3.6,1,4.1.171, 10,2411 REG_5Z Switch;DES32256 . DLink.com basD-Link;
#(0 finalog Devices [28]1,3.6.1.4.1.171.10.25.2.1 REG_SZ Slkch; DES 3624w, DLInk, com. b D-Link;
1‘3.6.1‘4.1.1?1‘10‘28.2.1 REG_52 Siikch; DESE000; v, DLiNk o, bw; D-Link;
203 Canon 1‘3.6.1‘4.1.1?1‘10‘36.1.11 REG_52 Switch; DES3228;w. DLink. com. by D-Link;
(21 Classes 1‘3.6.1‘4.1.410‘1.1.2‘1.0 REG_5Z Switchiy AP, DLink, com, ke D-Link;
D Clients
(] Compag
D Compaq Computer Corparation
D Corel
1 D-Link
{23 D-Link Mib Browser
D-Link Mib Compiler
Diviews. 1
- D-Views. 1
EI 21 Modules
¢ 0 ExePath

{1 HelpPath

-] IconPath

(2 SNMP SOLUTIONS
-] InstalledOptions
£ INTEL

7] Kadak

(7] Logitech -
KiTS I al

‘My ComputeriHKEY_LOCAL_MACHINELSOFTWARE)D-Link|ModulesiModuleInfo

sz

Figure 169
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Edit string 2]

Yalue name;
|1.3.E.1 A117110.23.21

"alue data:

Swibch; 0G5 3208w, D Link, com, e D -Link;

k. I Cancel

Figure 170

Install common tools and plug-in to menu item

Step 1: Type /DLINK_INSTALL_PATH?Conf/Resources/NewMenu.ini. For
example, install DIAP2 pathway under Tools Menu.

M NevMem ini - LA 1Ol x|
BEE RHE #FR0 6O

[DIPAZ] =
ApplicationHame=DIAP .exe

ApplicationPath=C:\Program Files\D-Link\D-Uiew\5.1\Bin

Parameters=

4] 1z

Figure 171
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¢ Application Name - Execution file name
¢ Application Path - Execution file pathway

¢ Parameters — Execution file parameters

Step 2: Execution outcome.

1ol x|
@ Svetern Wiew Edit MIBs | Tools Account Window Help _|ﬁl|5|
Toc MIB Tools P
DILP
TFTP Server
e
BOOTE SHMF SHMP SHMP SHMP [
Ethermet PING
CompahyGroup TELNET 1011195 101119 [OEEEEEER 1015132 100679133 10
A General ==
B 0L
I HP
R Microscft
: {4 | |
Messages | Traps |
Figure 172
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Account

Account is a simple account management system to keep track of the bills. It has the
following new features:

Each client is assigned an account with personal authorization IP Address.
Each IP Address will link to one Device Port. The system can verify and track
devices in this manner.

Setting statement schedule allows flexibility. Different groups of clients can
generate statements at difference schedules.

Detects abnormal usage for clients

Assigns custom taxes to service charges (weekly, monthly, every three months,
biannually, annually)

Credit adjust function allows you to insert credit records manually and give
credit for wrong or misdialed work.

Late fee assessment function allows you to assign late payment charges with
fixed charge or a percentage of late pay amount.

Real-time reporting, including current client summary, credit limit status
report, payment report, and the like.
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Drevice

Figure 173

The Account system can bundle customer equipment just like the telephone system.
As with telephone numbers, you can manage customers by means of equipment
management.

The menus available are the following:
¢ Client Update
¢ Client Record Query
¢ Client Online Query
¢ Client Abnormal Situation

¢ Device Utilization
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¢ Pay Rate Configuration

Create a client entry

Create

a Entry

A Client

open

Baze Infortnation Pay Rate & End Time

Figure 174

In the previous figure, we established a new customer entry by setting up the basic
information. We charge users a service charge, place time limits on usage, and create
an IP Address that corresponds to a specific port in a device. Thus, customer data is
established.

Client Update

Use the client update menu to view basic client information including Name, Phone, IP
Address, Switch IP Address, Switch Port used, Status, Pay and E-Mail address. To add
a new client, click the Add button to bring up the Client Manager menu (see below).
Update or change existing client information by highlighting the client on the table and
clicking the Modify button. Use the Query button to locate client records form the
database.
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£P Client Update 1O =|
Client Mame | Client Phone | Client Address |_Client IP Address | 5w
@ Freeze Client
@2 Whfreeze Cliett
I; Fay Check
= Ports Check
Eﬂ{ LClient Status

‘ Cloze(C) |

4 | |

ndd@) | oeeem) | EdEl |

Client Mame

| | 4

Figure 175

Use the Freeze Client and Unfreeze Client buttons to disable (Freeze) or enable
(Unfreeze) a frozen port linked to the selected client. The Pay Check button is used to
view the client’s payment status. The Port Check button is used to detect the port
number and status of the client and update the device records from the database. The
Client Status button is used to check a client’s expiration status or to change client
payment terms and expiration deadline.

Client Manager

The Client Manager “Add” is identical to the “Modify” menu.
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(% Client Manager : Add Client Entry

Client NamexILucious Industries LLEC Client [P Address* I'IBB i I'IB _|45 ) |28

Client Phons [ 205 }. 5553636 Pay Type* [Siw Month =]
Client Address I'I 212 Mockingbird Awe. Clydeston MY 10114 | V’ ok
Client E-ail Ifgrunde@lucious.com X Cancel

Switch 1P* [10.44.73 36 =] SwitchPort [JG—. = Pa [ves |

|Phone number must be 0o 2

Figure 176
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How to Manage a Client

Chucl: Pay 7

no yes

Duzable its nk port Enable its link port

(oo )
N

Check Abnormal
Usage *

Dizable its link port
and notice client

Enable its link pori

Figure 177

When we begin to manage a client we need to determine first whether the client has
paid for services or whether it is past due. If payment is past due we close the
connection (disable its link port) and prevent the client from being connected to the
network. We also need to decide whether the client is experiencing abnormal usage.
Depending on the situation, we may disable the client’s link port and notify the client

so as to not jeopardize other clients.
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Client Record Query

Locate and view client records using various search conditions including device IP
address, link port, client name and client pay status. Define the parameters and click
the Query button to view the record search results in the record table.

=10l =]

£% Client Record Query

General I

Swiitch [P 21 = Switch Port [0 =l
Client Marne | Pay Status [ =1

CIlenlIF’I _I I I o I I I I
B Close(C) |
Client Mame I Client Phone I Client Address I Client IP Address I Switch IP Address I Switch Part | P

I
N

Figure 178

Client Online Query

View client users currently connected to a selected device.
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£% Client Online Query

]

101.1.194
10.15.1.66
10.42.73.21
10.16.79.126
10.16.79.128
10.50.8.24
10.16.79.36
10.44.73.188
10.9.68.31
10.44.73.240
10.16.73.133
101.1.152
10.1.1.166
10.37.11.78
10.44.73.17

| v

& Queny(d] |

Mo I Client Mame I Client IPAddress I Client Status

Device : 15 |

Figure 179

Client Abnormal Situation

Use this to check client usage and logs of abnormal situations for a chosen device.
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£% Client Abnormal Situation i =] |
Client Mame | Switch IP Address | Switch Part | Team | Group Mo
200247415
FoF 05:41:32
—Update Time :
20027410
FeF 12:21.28
E Configuration
@ Update
4 >
e — al
Start Time “ear |2002 LI Month |1 LI Day |1 LI
End Time Year |2002 LI Month |1 LI Day |1 LI
Query[d] | Delete(D] | D elete All[] |
|abnormal Events : 0 [ [ S

Figure 180

Device Utilization

Analyze network usage and query total number of ports and ports open for a device.
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£P Device Utilization 1O =]
Group Mame Sum of ports Sum of opened ports FPercent of open...
D-Group 94 1] 0%
‘ Cloze[C) |
Figure 181

Device Group Manager

Grouping Devices

> >

Delete Remaove

Figure 182
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Use the Group Manager to group devices according to purpose, location, team etc.
Select devices from the tree and drag them to another group. Add or Delete groups and
teams with the buttons on the bottom of the menu.

£ Group Manager -0l x|
Switch Mame | Switch Type | Switch [P Address | Team -~
101.1.194 DES3225G 10.1.1.194 unzelected
10.15.1.66 DESEDOD 10.15.1.66 unzelected
10.42.73.21 DES3326 10.42.73.221 unzelected
1016.73.126 DES3226 10.16.73.126 Team Sub-group
1016.73.128 DES3226 10.16.73.128 Team Sub-group .
10.60.8.24 DES3326 10.50.8.24 Team Sub-group | 7 Hemnve[ﬂ]l
10.16.73.36 DES3326 10.16.73.36 Team Sub-group
10.44.73.188 DES3225G 10.44.73188 Team Sub-group E@ Parts Checkl
10.9.68.31 DES3225G 10.968.3 Team Sub-group
10.44.73.240 DES3E24 10.44.73.240 Team Sub-group
1 i »
£+ Manager
[ D-Group

EI:’]‘; Team Sub-group
= 10.16.79.126
- 101679128
e 10.60.8.24

—-e= 10.16.79.36
= 10.44.73.188
= 1096831

e 10.44.73.240

= 1016.73.133 ‘ Close(C) |
|| Sdd | Graup | [elete Groupl Sdd Team | [elete Tearn |

|Grol.||:| i |Team p il |Device 115 | v

Figure 183

Pay Rate Configuration

To Add, Modify or Delete pay rate categories, type or select information in the spaces
provided at the bottom of the menu.
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(ol x|

M, | Marie | Cost(dallars) | Tupe | Time[daps]

1 Ore Week 1aa One Week a

2 Ore Month 300 One Morth a
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Figure 184
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TROUBLESHOOTING

This appendix provides troubleshooting tips for common problems you may encounter

while using the D-View network management system. Before calling for help, try first
the solutions presented in this section.

¢ Problem - Can’t open D-View with database error.
¢ Solution - Please install Access 2000.
¢ Problem - Can'’t find any SNMP devices in D-View.

¢ Solution - Please check the SNMP read community string.

£% Community String Config

Read Community String Ipubﬁ,:

"Wiite Cormmunity String iprivate

Cancel |

Figure 185

¢ Problem - Can’t use MIB Utilities to manage the device in D-View.

¢ Solution - Please check the write community string and read community

string in the device and check if this device supports MIBs.
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£% Device Properties Form -0l x|

~Device Information

Device Mame: FTTRERRES

IP Address: |1|11 5.1.5G

Fiead Comm: Ipuhlin:: Write: Comm: Iprivate

Module Type: IDESEDDD Type |

~MIE Databaze

[~ ERIDGE-MIE [~ ENTITY-MIE =
[ IAMAIT ype-MIB [~ IFMIB
[T IGMP-5TD-MIE [~ PERIDGE-MIE ||
[~ O-BRIDGE-MIE [~ RFC1155-5HM
[T RFC1212 [T RFC1213-MIB j
ok Cancel

Figure 186

¢ Problem - Can’t send trap mail.

¢ Solution - Check the Trap Mail SMTP Settings (SMTP Server, Port, Type,

etc.) and Trap Mail Interval Settings (IP Address, Alarm Level, Alarm
Message).
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Trap Mail S TP Setting

—SKMTP Setting
SMTP Server

Fart

Tupe:

Sender Aiccount
Sender Password
kail Sender MName

Sender Mail Address

—

I Simple Login ;I

IName

b ail Receiver
Feceiver kail Addrezs

Carbon Copy Recipient

Cloze b il Test

Figure 187
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IF &ddress I Add

Alam Level  [Cold Start |

Ailarm Meszage I

IP Address I Alarm Lewel I Ailarm Meszage I

Femaye

i

Cancel |

Figure 188

¢ Problem - Auto-discover can’t find the device you want.

¢ Solution - Use the Discover function (under System) to find the device you
want.
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L I‘IDDD MEec EnterprizelD I - -
[1000...... 1 0000) Save ik Exit
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Mo, | |P Sddress | Syztem Description | —_
=
Figure 189

¢ Problem - Can'’t inset a device into the D-View 5.1 platform manually.

¢ Solution - To insert a device into D-View 5.1 manually, right-click on tree
view or list view in the D-View Platform with the mouse to bring up the pop-
up menu. Select “Add Device” then shows the “new device form.” Input
parameters and click the ok button.

¢ Problem - Can’t import the new device module into D-View 5.1.

¢ Solution - You can install the device module from the D-View 5.1 CD-Rom.
If you want to upgrade the device module, you can download the latest
Module Setup file from the D-Link web site http:/www.dlink.com.tw/.
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¢ Problem - Can’t find wireless AP module in D-View 5.1

¢ Solution - You can install the device module from the D-View 5.1 CD-ROM.
If you want to upgrade the device module, you can download the latest
Module Setup file from the D-Link Website http://www.dlink.com.tw/.
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