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1. BBEAEHUE

OnucaHne komaHg B [aHHOM pPYKOBOACTBE OCHOBaHO Ha nporpamMmMHOM obecneyeHumn
Bepcun 1.0.X. [lpeacTtaBneHHbI 34eCb CAUCOK SBMSIETCA MNOAMHOXECTBOM KOMaHA,
nogaepXxmBaembix kommyTtatopamm cepun DGS-1250.

1.1 AyQumopus u codepkaHue

PykoBogCcTBO NO MCMONb3oBaHMIO MHTepdenca komaHgHon ctpoku (CLI) npegHasHavyeHo
NPeUMyLLECTBEHHO ONd agMUHUCTPaATOpPOB CceTu u  Apyrmx npodgeccuoHanos |T-
WHOYCTPUKM, OTBETCTBEHHbIX 3a YynpaBfieHMe KOMMYTaTOPOM C MOMOLLB WHTepdenca
KOMaHOHOW cTpoku. WHTepdenc koMaHOHOM CTPOKU SBNSETCA OAHUM W3 LOOCTYMHbIX
NHTepdencoB AN ynpasneHna kommytatopom cepum DGS-1250, B fjaHHOM pyKOBOACTBE
B JdanbHehweM MMEHyeMblM «KOMMYyTaTop». [aHHOe pyKOBOACTBO noapasymeBaeT Y
yuTaTensa Hanudme HeobxoguMMoro onbiTa M 3HaHWA nNpuHUMNoB pabotbl Ethernet,
coBpeMeHHbIX ceten n LAN.

1.2 YcnoeHbIle 0603Ha4YeHuUs

Mpumep OnucaHue

TEeKCT OCHOBHOW TEKCT IOKYMEHTA.

KomaHgbl, onumm komaHg u knwodeBble cnosa. Krnouesble
NOnyXWUpHbIN WpKucT | CcrnoBa B KOMaHAHOW CTPOKe HeobxoaMmo BBOAUTbL MMEHHO
TakK, Kak OHM OTOBpaXKeHbl.

MapameTpbl UK 3Ha4YeHUs1, KOTopble HEOBXoaAMMO yKasaTb.
KYPCUB
3ATIABHBIMU MapameTpbl B KOMaHOHOW CTPOKE HEOOGXOAMMO 3aMEHUTb

XenaemMbiMA.

[lononHuTenbHoe 3HayeHue wunm Ha6op OOMONMHNTEINbHbIX

KBagpaTHble Ckobku [ ] DrYMEHTOB

AnbTepHaTUBHbIE  KIOMEBble  CfioBa  3akfn4valTcs B
durypHble CKOOKM W pasgensoTca BepTUKaNbHON 4YepTon.
Kak npaBuno, HeobxoguMmo BblbpaTb OOWH M3 BapUaHTOB,
pasfeneHHbIX BepTUKarnbHOW YepTon.

®urypHble ckobku { }

[ononHuTenbHbIE 3HAYEHNA UM apryMeHTbI 3aKo4aloTes B
KBagpaTHble CKOOKM M pasaenstoTcs BepTUKarbHOW YepTon.
Kak npaBuno, HeobxoauMMO ykasaTb OOHO WM HECKONbKO
3HaJYeHNn/aprymMeHToB, pasaeneHHbIX BepTUKaribHON YepTOn.

BepTukanbHas yepTa |

Wpncdt Ha cBetno-| 3kpaH KOHCOMM, BKO4Yas NpUMepbl BBEAEHHbLIX KOMaHZ C
cepoM hoHe COOTBETCTBYHLLMM BbIBOAOM.

BaxHas I/IHd)OpMaLI,I/IFI, KOTOpad MOXeT NMOMO4b B
UCMOJib30BaHNN yCTpOVICTBa.

! NHudopmauums
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OnucaHue
BHumaHue: WHopmaums 0 noTeHuuanbHOW yrpose yCTPOMUCTBY WU O
®  unHdopmauusa notepe AaHHbIX, a Takke cnocobbl 3TO NpPeoTBpaTUTb.

1.3 OnucaHusi KomMaHO

NHdopmaumss 0 kaxgon KoMange B JaHHOM PYKOBOACTBE MpeAcTaBfneHa C MOMOLLbHO
cnepyroLwmx nonewn:

« OnucaHue - kpaTkoe onmcaHve yHKLMOHana KoMaHbl.
+  CWHTaKCUC — TouHas hopMa KoMaHbl U Npasuna ee HanmcaHus.

« MapameTpbl — Tabnuua c KpaTkuM ONUCaHMEM OnNuuii unu Tpebyembix
napameTpoB M UX UCMOMb30BaHNEM B KOMaHZeE.

+ [lo YMOJTYaHUNK0 — ecnu KOMaHda 3afjaeT HOBOE 3HaveHue KOH(bI/IpraLI,VIM nnn
COCTOAHME KOMMYTaTopa (Hanpl/lmep, OTJINYHOE OT VICI'IOJ'Ib3yeMOFO), 3TO 6y,1:|,eT
NnoKa3aHoO B JaHHOM Mnorie.

« Pexum BBOOA KOMaHAObl — pexuM, B KOTOPOM BO3MOXHO WCMOMb30BaHWE
koMaHAabl. Pexxumbl onvcaHbl B pasgene Pexumbl éeoda komaHd, cTp. 9.

« YpoBeHb KOMaHAbl MO YMOJSTYaHUIO — ypoBeHb NPUBMIIENM NOMb3oBaTens,
HeobXo4MMbIN ONA UCMONb30BaHUA KOMaHAbI.

« WUcnonb3oBaHue KOMaHAbl — getanbHOE onucaHme KomMaHAbl U pa3finyHbIX
cueHapueB ee UCIMOoJb30BaHUA.

® ﬂpMMep — MpuMep ncnosrnb3oBaHNA KOMaHAbl B nogxoadLllemM cueHapun.
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1.4 Pexxumbl 8eo0a KOMaHO

B wuHTepdence komangHon cTpokm (CLI) mcnonb3yeTcs HEecKOnbKO PexXMMoB BBOAA
KomaHa. Habop [OCTynHbIX KOMaHg 3aBMCUT OT pexuma U YpPOBHS MpUBUIErNi
nonb3oBaTtend. BBog BOMpoCUTENbLHOrO 3Haka (?) nocne npurnawweHus CuUctemsl
NMO3BONSAET BbLIBECTU CMNUCOK KOMaHA, [AOCTYMHbIX MOnb3oBaTento B OnNpeaereHHoOM
KOMaHAHOM pexume.

Tekywunin  nHTEpdENC KOMaHOHOW CTPOKM MoAdEpXMBaeT nATHaAUATb  YPOBHEMN
npusunervia. Mo ymonyaHuio pasnuyatoTcs TpU Tuna y4eTHOM 3anucu nonb3oBaTtensi:

+ Basic User — 1-n ypoBeHb npuBunerMi. [aHHbIA ypOBEHb YYETHOW 3anucu
obnagaetr cambiM HU3KUM MNPUOPUTETOM Cpean YYeTHbIX 3anucer n nossonser
nonb3oBaTento Nony4YmMTb JOCTYN K NPOCMOTPY 6a30BoOM MHPOPMALMM O CUCTEME.

* Advanced User — 12-n ypoBeHb npusunernn. [laHHbIM ypOBEHb Y4ETHOM 3anvcu
No3BOMSET MOMyyYnTb AOCTYN MNOYTU KO BCeW WHGopMauum O cuctemMe U K
HEKOTOPbIM HACTpoWKaMm, a Takke MO3BOSISAET BbIMNOMHATL KOMaHAdbl OYUCTKU
CTaTUCTUYECKMX AaHHbIX.

* Administrator — 15-1n ypoBeHb npusuneruin. YyetHas 3anucb ypoBHa Administrator
Nno3BONSIET MNOSyYMTb LOCTYN KO BCEN WHGOPMaUUM O CUCTEME N CUCTEMHBLIM
HacTpowkam, JOCTYMNHbIM B JaHHOM PYKOBOACTBE.

BaszoBble pexnmbl HTepdenca komaHgHon ctpoku (CLI) B nepapxudeckom nopsigke:
* User EXEC Mode (nonb3oBaTenbCKui pexum);
* Privileged EXEC Mode (npvB/nerMpoBaHHbIN PEXUM);
* Global Configuration Mode (pexum rnobansHon KOHUrypawumm).

Mepexogq B cneuvanbHble pPeXuMMbl KOHUrypaumm OCyLEeCTBASIETCA U3 pexuma
Global Configuration Mode.

Pexxum BBOAa kOMaHA, Ha3HavyaeTcs cpasy nNpu BXoAde nonb3oBaTens B CUCTEMY U 3aBUCUT
OT YPOBHA npuBurernin yyetHon 3anucun. CeaHC HauvMHaeTcs nmMbo B pexume
User EXEC Mode, nu6o B pexxume Privileged EXEC Mode.

Monb3oBaTtenn ¢ 6a3oBbiM ypoBHEM npusunermii (Basic User) ocyllecTBnswT Bxo4 B
pexume User EXEC Mode.

Monb3oBatenn c pacwupeHHbiM (Advanced User) u MakcMmarnbHbIM  YPOBHEM
npusunernn (Administrator) ocywectenawt Bxog B pexume Privileged EXEC Mode.
Mepexoa B pexunm Global Configuration Mode goctyneH Tonbko nonb3oBaTensiM YpOBHS
Administrator.

CneuunanbHble  pexumbl  KOHUrypaumm  OOCTYMHbl  TOMbKO  MOMb30BaTensM  C
MakcumarnbHbIM ypoBHeM npusunernin (Administrator).
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PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

B Tabnuue HuXe KpaTKo npenctaBfneHbl LOCTYMNHblE KOMaHOHbIE PEeXUMbl, BKMYas
Ga3oBble UM HECKONMbKO  crneuunanbHbiX. bornee nogpobHO gaHHbIE  pPeXuMbl
paccmaTtpuBaloTCcs B onmcaHum nog Tabnuuen. OnucaHmsa ocTanbHbIX CcheumnanbHbIX
pexuMoB B 3TOM pasgerne He npeacrtaeneHbl. [Ona nonyyeHus wuHdopmauum o
AOMNONMHUTENBHbIX PEXMMaX HAaCTPONKM HeOBXxoaMmo obpaTuUTbCA K rnaBam, OTHOCSLLMMCS
K 3TUM (PYHKLUAM.

Pexnm BBOoaa komaHpg, / OnucaHue

YpoBeHb npuBunerum

User EXEC Mode / Cambli  HM3KMMA YpPOBEHb MpUOpUTETA Cpeamn
ypoBeHb Basic User Nnonb30BaTENbCKUX YHETHbIX 3arnncen.

Privileged EXEC Mode / [MpocMOTp HacTpoek cucTeMbl W HeEKOTopble
ypoBeHb Advanced User onepauuu.

MpymeHeHne rnobanbHbIX HACTPOEK Ans BCen
cuctemMbl. Takke mcnonb3dyeTrca Ond nepexoja K
crneumanbHbIM peXnmam.

Global Configuration Mode /
ypoBeHb Administrator

Interface Configuration Mode /
ypoBeHb Administrator

VLAN Configuration Mode /
ypoBeHb Administrator

Pexum koHdurypauum nHtepdemncos.

Pexxunm koHdpurypaumm VLAN-ceTn.

User EXEC Mode c 6a3oBbiMm ypoBHeM goctyna Basic User

EcTb gocTyn Tonbko K NpocMoTpy 6a30BbIX HACTPOEK CUCTEMbI U MHpopMaunn o pabote
YCTPOWCTBA, BO3MOXHOCTb BbINOSTHEHMST AMArHOCTUKK. Nonb3oBaTenb HE MOXET MOMyvnTb
AOCTYN K MHGOpMauuKn, oTHocawenca k 6esonacHocTn. B AaHHbIN peXUM MOXHO BOUTU C
y4yeTHou 3anucbto Basic User.

Privileged EXEC Mode c pacwupeHHbIiM ypoBHeM poctyna Advanced
User nnn makcumanbHbIM ypoBHeM aoctyna Administrator

Pexxvm npegHasHaveH Ans npocMoTpa BCeX HAaCTPOeK CUCTEMbI U NO3BONSET BbINOMHATb
OYUCTKY [aHHbIX U HEKOTOpble HACTPOWMKW. B OaHHbIN pexmm MOXHO BOWUTUM C YYETHOW
3anucbio ypoBHa Advanced User nnu Administrator.

Pexxum rnob6anbHomn koHcpurypauum (Global Configuration Mode)

[aHHbIN pexXrM No3BONSIET BHOCUTb M3MEHEHUS B rnobarnbHble HaCTPOWKN BCEW CUCTEMBI.
Ona Bxoga B pexum Tpebyetrca yyeTHaa 3anucb YyposHS Administrator. Nomumo
npUMeHeHnst rnobanbHbIX HAcTpoek [Ansi BCEeW CUCTEMbI, [OAHHbIA  PEXUM Takke
ncnonb3yeTcs Ons nepexofa B crneuunanbHble pexumbl KoHdurypauuu. Ons gocrtyna K
pexnmy rnobanbHON KOHdUrypaumm nonb3oBaTenb [[OMMKEH BOWTU B CUCTEMY C
COOTBETCTBYHOLLMM YPOBHEM YYETHOM 3anucu u BeecTn kKomaHay configure terminal B
NPUBUNETMPOBAHHOM peXUME.
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B cnepyowem npumepe BbLINOMHAETCA BXO4 B CUCTEMY C YYETHOW 3anucbio YPOBHS
Administrator B pexxume Privileged EXEC un ncnonbsyerca komaHga configure terminal
ANs nepexofa B pexum rnobanbHom KOHUrypauuu:

DGS-1250%# configure terminal

DGS-1250(config)#

[Mopsigok genctBur ONA BXOA4a B crneumaribHble pexuMbl NpencTtaBneH B AanbHEnwmx

rmaBax pykoBoAcTBa. [aHHble KOMaHAHblE PEXMMbl WCMOMb3YTCSA AN HACTPOMKM
oTAenbHbIX PYHKLNNA.

Pexxum koHdurypauum nitepdencos (Interface Configuration Mode)

Pexxum KoHurypaumm nHTepdencoB MCnornb3yeTca Ana HAaCTPOWKM napameTpoB OLHOro
NN HECKONbKNX UHTepdencos. B kadecTBe mHTepdenca MoXeT BbICTynaTb (OU3NYECKUI
nopt, QAuanasoH noptos, port-channel, VLAN-uHTepcenc. KomaHabl pexnma
KOH(purypaumm nHTepgencos HEMHOIo OTNNYaTCA B 3aBUCMMOCTM OT TUna nHtepdenca.

Ana poctyna K pexumy KoHdurypaumm uHTepdencoB HeobxoaumMo UCnonb3oBaTh
CrneayloLLyo KoMaHay B pexxmme rnobanbHon KoHpurypaumm:

DGS-1250(config)# interface ethernet 1/0/10

DGS-1250(config-if)#

Pexxum koHdurypauum VLAN (VLAN Configuration Mode)

Pexxum koHdurypauum VLAN ncnonbsyetcsa ans Hactponkn napametpos VLAN.

Ana pgoctyna Kk pexumy KoHdurypaumm VLAN Heobxoammo ucnonb3oBaTbh CrEAyLLYH
KOMaHay B pexume rnodanbHom KoHUrypaumm:

DGS-1250(config)# vlan 1
DGS-1250(config-vlan)#
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PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

1.5 Co30aHue nonb3oeamesibCKOlU y4emHou 3anucu (KomaHoa
username)

Mo ymonyaHuio Ha YCTPOMCTBE CyLLEeCTBYeT ydeTHasa 3anucb admin ¢ naposiem admin. Bbl
MOXETe co3aaTb Apyrve yyeTHble 3anncu (4o 32) ¢ NOMOLLb0 KOMaHabl username. [pu
Mcnonb3oBaHUM PopMbl NO KOMaHAa yaanuT YY4eTHYH0 3anuchb.

username NAME {{password PASS | nopassword} | {privilege LEVEL}

no username {user NAME | all}

MapameTpbl

YKaxuTe umsa nonb3oBartenst ansi HOBOW y4YeTHOW 3anucu (He
Gonee 32 cumBonoB). Wcnonb3ynte natuHckue OyKBbI
BEPXHEr0 N HWXHEro perucrpa, umdpbl, cMMBOMbl «aeducy
(-), «nogyepkuBaHue» (_), «Todka» (.)

NAME

YKkaxuTe naponb Ana Yy4yeTHouM 3anucu (He ©Oonee 64

password PASS
CYMBOJIOB).

no password YkaxuTe, 4Tobbl B AAHHOW Y4ETHOW 3anncu He Bbino napons.

Ykaxunte ypoBeHb npusunernn. [luanasoH sHadeHuin: ot 1 0o
privilege LEVEL 15. Ecnun ypoBeHb He ykasaH Nnpu co3faHumn YY4eTHOW 3arnuvcu,
ypoBeHb npusunernm — 1.

user YKaxuTe y4eTHyHo 3anucb, KOTOpyto HEOBXOAMMO yaanuTh.

YKkaxute npu ucnonb3oBaHnm oopmbl No, YTobbl yaanuTb Bce

all .
y4YeTHbIe 3anncu, Kpome TEKYLLIEN.

Mo ymonyaHuto
Her.

Pexum BBOAa KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAbl
Mcnonb3ynTte AaHHyO KOMaH4y Ana Co34aHns HOBOW YYETHOM 3anucu, U3SMEHEHUs napons
UM YPOBHS NPUBUNENNN ONS CYLLECTBYIOLEN YYETHOW 3annUcn Unu ee yaaneHus.
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Mpumep

B naHHOM npumepe nokasaHo, Kak co3faTb YYETHYHO 3anuMcb mainuser ¢ naponem rtgjdt n
ypoBHeM npusunerun 15.

DGS-1250# configure terminal

DGS-1250(config)# username mainuser password rtgjdt

username mainuser password rtgjdt

DGS-1250(config)# username mainuser privilege 15

username mainuser privilege 15

DGS-1250(config)#
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DGS-1250 Ynpasnsemble L3 kommyTaTope KomaHnab! Authentication, Authorization,

PykoBoACTBO MO MCNonb3oBaHUto uHTepdeiica komaHaHomn ctpoku (CLI) Accounting (AAA)

2. KOMAHObl AUTHENTICATION, AUTHORIZATION,
ACCOUNTING (AAA)

2.1 aaa login

[aHHas KkomaHOga ucnonb3yeTca Ans  Bxoda B pexum  KoHdurypaumm  AAA
(ayTeHTUMKaumm, aBTopusanmm, ydeta) npu 4oCTyne K HacTponkam KommyTaTopa.

aaa login {console | ssh | telnet | web}

MapameTpbl
Ykaxute, 4YToObl 3agaTb HACTPOMKM ANs JocTyna 4yepes
console . A P A ROCTY P
KOHCOJbHbIN NOPT.
ssh YkaxuTte, 4TObbl 3agaTb HaCTpPOWKM AOns  gocTtyna no
npotokony SSH.
YkaxuTte, 4TOoObl 3agaTb HaCTpPOWKM AOns  gocTtyna no
telnet
npotokony TELNET.
web YkaxuTe, 4TOObl 3agaTtb HaCTpPOWKM And goctyna K web-

nHTepdency (npotokonsl HTTP/HTTPS).

Mo ymonyaHuto
Hert.

Pexum BBOAa KomaHAbI
Pexxum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHaa komaHOga ucnonb3yeTca Ans  Bxoda B pexuMm  KoHdurypaumm  AAA
(ayTeHTU(pMKaumm, aBTopu3aumm, ydeta) npu AOCTyne K HacTponkaMm KommyTaTopa no
npotokonam SSH n TELNET, yepes KOHCOMbHbIM NOPT unn web-nHtepdenc.

Mpumep

B maHHOM npumepe nokasaHo, Kak BOUTU B pexum KoHdurypaumm AAA gna gocrtyna K
HacTporikam KommyTartopa rno npotokony TELNET.

DGS-1250# configure terminal

DGS-1250(config)# aaa login telnet

DGS-1250(config-aaa-telnet)#
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PykoBoACTBO MO MCNonb3oBaHUto uHTepdeiica komaHaHomn ctpoku (CLI) Accounting (AAA)

2.2 enable

[aHHas komaHOa wucnonb3yeTcs AN BkNYeHus/BbiknoveHuss AAA (ayTeHTudumkauuum,
aBTopM3aumm, ydeta) npu OOCTyne K HacTporkam KoMMmyTatopa no npoTtokosiam SSH u
TELNET, 4yepes KOHCONbHbIN NOpPT unn web-nHtepdenc. MNpu ncnonb3oBaHnn opmMmbl NO
KomaHaa oTknount AAA B COOTBETCTBYIOLLEM PEXUME.

enable

no enable

MapameTpbl
Hert.

Mo ymonuyaHuto
Hert.

Pexxum BBOoga KomaHAbI

Pexxunm koHdpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepes KOHCOMbHbIN
nopt unu web-nutepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbl

[aHHaa komaHOa wucnonb3yeTcs AN BkNYeHusa/BbiknoveHus AAA (ayTeHTudumkauuu,
aBTOpMU3aumMm, ydeta) npu OOCTyne K HacTporkam KoMmyTatopa no nportokosiam SSH u
TELNET, yepe3 KOHCOMNbHbIA NMOPT unv web-uHtepdenc. [na ganbHenwen HacTpOWNKn
ncnonb3ynte komaHabl authentication, authorization n accounting B cootseTcTBYyIOLLEM
pexume.

Mpumep

B maHHOM npumepe nokasaHo, Kak BkItounTb AAA ona focTtyna Yyepes web-nHtepdenc.
DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# enable

enable

DGS-1250(config-aaa-web)#
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PykoBoACTBO MO MCNonb3oBaHUto uHTepdeiica komaHaHomn ctpoku (CLI) Accounting (AAA)

2.3 accounting type

[aHHas komaHOa MWCnonb3yeTca AN HACTPOMKM yyeTa npu JOCTyne K HacTpowukam
KommyTatopa no npotokonam SSH wm TELNET, yepe3 KOHCOMbHbIA MOPT wvnu web-
nHTepdenc. [pn wncnonb3oBaHMM GOPMbI NO  KOMaHAa OTKIYMT  MCMONb30BaHME
yKasaHHOW rpynnbl CEpBepoB N4 yyeTa.

accounting type {radius RADIUS_GROUP | tacacs TACACS_GROUP} [priority
PRIQO]

no accounting type {radius RAD/IUS_GROUP | tacacs TACACS_GROUF}

MapameTpbl

radius RADIUS_GROUP YkaxuTe, 4tobbl 3agaTtb Ha3BaHue rpynnbl cepsepos RADIUS.

tacacs YkaxuTe, 4TOObl 3agaTb HasBaHWe T[pynnbl  CEepBEpPOB
TACACS_GROUP TACACSH+.
priority PRIO (OnuuoHanbHO) YKaxuTe 3HayeHue npuopuTeTa rpynnbl

cepsepos. [lnanasoH 3HadeHun: ot 1 go 10000.

Mo ymonuyaHuto
Hert.

Pexxnm BBoga KomaHAbI

Pexxum koHpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepes KOHCOMbHbIN
nopt nunu web-nutepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbI

[laHHaa komaHga wucnonb3yeTca AN HACTPOMKW yyeTa MNpu AOCTyrne K HacTpoukam
KommyTaTopa no npotokonam SSH wn TELNET, yepe3 KOHCOMbHbIA MOPT wUnu web-
NHTepdenc.

YkasblBaemas rpynrna cepBepoB AO0SMKHa CyLLeCTBOBaTb B cucteme. [Ina cosgaHus rpynnbl
ncnonb3ynTe KomaHgy aaa group radius nnv aaa group tacacs.

Ecnu ona gaHHOMW KOomaHAbl He yKasbiBaeTCs NPUOPUTET, rpynne cepBepoB HasHa4yaeTcs
npuopnteT 10 NN HUXe, eCcriv Takon NPUOPUTET YXKe UCNONb3YeTCsA ANS y4yeTa.
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Mpumep

B maHHOM npumepe nokasaHo, KakK BKIOYMTb YYET ANS A40CTyna Yyepes3 web-uHtepgenc ¢
nomoLubto rpynnel cepsepos RADIUS.

DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# accounting type radius GROUP1

accounting type radius GROUP1

DGS-1250(config-aaa-web)#
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PykoBoACTBO MO MCNonb3oBaHUto uHTepdeiica komaHaHomn ctpoku (CLI) Accounting (AAA)

2.4 authentication type

[aHHaa KomMaHda wucnonb3yeTcss Af1I1 HaCcTPOWKW ayTeHTuduKaumm npu OocTyne K
HacTporikam KommyTtatopa no npotokonam SSH n TELNET, yepes KOHCOMbHbLIM NOPT unu
web-uHTepgenc. lNMpu uncnonb3oBaHMM ¢(OpMbI NO KOMaHAa OTKIIOYUT  FoKasbHYHO
ayTeHTUduMKaLmM UM UCNOoSb30BaHME  yKa3aHHOW  rpynnbl  CepBepoB  ANs
ayTeHTUmkKauuu.

authentication type {local | radius RADIUS _GROUP | tacacs TACACS_GROUP}
[priority PRIO]

no authentication type {local | radius RADIUS GROUP | tacacs
TACACS_GROUP}

MapameTpbl

Ykaxute, 4TO0Obl ayTeHTUdMKauus  BbINOMHANAcb  Ha
local OCHOBaHUu1 Nnosib3oBaTENbCKUX YYETHbIX 3anucen
KOMMyTaTopa.

radius RADIUS_GROUP YkaxuTe, 4ToObl 3agaTb Ha3BaHue rpynnsl cepsepo RADIUS.

tacacs Ykaxute, 4Tobbl 3agaTb HasBaHWe [pynnbl  CEpPBEPOB
TACACS_GROUP TACACS+.

(OnumoHaneHo) YKaxuTe 3HayeHue npuoputTeTa rpynnbl
priority PRIO CepBepPOB UMM fNoKanbHOro Tuna ayteHTudukaumn. dunanasoH
3Ha4veHun: ot 1 go 10000.

Mo ymonyaHuto
HerT.

Pexxum BBoga KomaHAbI

Pexum koHdpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepes3 KOHCOMbHbIN
nopt unu web-nutepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KoMaHAbI

[aHHaa KomMaHda wucnonb3yeTcss Af1I HaCTPOWKW ayTeHTuduKaumm npu OocTtyne K
HacTporikam KommyTtaTtopa no npotokonam SSH n TELNET, yepes KOHCOMbHbLIM NOPT Unu
web-uHTepgenc.

YkasblBaeMasi rpynna cepBepoB [OMKHa CyLLECTBOBATbL B cucTeMe. [N co3gaHus rpynnbl
Ucronb3yiiTe kOMaHay aaa group radius unu aaa group tacacs.

Ecnn gona pgaHHOM KoMaHdbl He yKasblBaeTCA MNpUOpUTET, rpyrnne cepBepoB Wn
nokanbHOMYy TUMNy ayTeHTUukaumm HasHayvaetca npuoputeT 10 UnNKn HUXKe, ecrim Takow
NPUOPUTET yXKe NCNOoSMb3yeTcs ANA ayTeHTUduKaummn.
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Mpumep

B naHHOM npumepe nokasaHo, KaK BKIHOYUTb foKarnbHY ayTeHTUduKaumio ansg goctyna
Yyepes web-nHTepdenc.

DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# authentication type local

authentication type local

DGS-1250(config-aaa-web)#
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PykoBoACTBO MO MCNonb3oBaHUto uHTepdeiica komaHaHomn ctpoku (CLI) Accounting (AAA)

2.5 authorization type

[aHHas komaHOa ucnonb3yeTcs Ana HaCTPOWKU aBTopM3aunn nNpu AoCcTyne K HacTponkam
KommyTatopa no npotokonam SSH wm TELNET, yepe3 KOHCOMbHbIA MOPT wvnu web-
nHTepgenc. [pu wncnonb3oBaHMM GOPMbI N0  KOMaHZaA OTKKOYUT  FlOKasbHYHO
aBToOpM3auMIo U NCMNONb30BaHWE yKa3daHHOW rpynnbl CEpPBEPOB ANA aBTopmusaLmn.

authorization type {local | radius RADIUS _GROUP | tacacs TACACS_GROUP}
[priority PRIO]

no authorization type {local | radius RADIUS GROUP | tacacs
TACACS_GROUP}

MapameTpbl

Ykaxunte, 4ToObI aBTopun3auuna BbIMOITHANIACb Ha OCHOBaHUU

local .
NoNb30BaTENbCKNX YHYETHLIX 3anMcen KommyTaTopa.

radius RADIUS _GROUP Ykaxute, 4utobbl 3agaTtb Ha3BaHue rpynnbl cepeepoB RADIUS.

tacacs Ykaxute, 4Tobbl 3agaTb HasBaHWe [pynnbl  CEpPBEPOB
TACACS_GROUP TACACS+.

(OnumoHaneHo) YKaxuTe 3HayeHue npuoputTeTa rpynnbl
priority PRIO CepBepoB WM foKanbHOro Tuna asTopu3aumn. [duanasoH
3Ha4veHun: ot 1 go 10000.

Mo ymonuyaHuto
Hert.

Pexxum BBoga KomaHAbI

Pexum koHdpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepes KOHCOMbHbIN
nopt unu web-nutepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHaa KomMaHda wucnonb3yeTcss A1 HaCcTPOWKW ayTeHTuduKaumm npu OocTtyne K
HacTporkam KommyTtatopa no npotokonam SSH n TELNET, yepes KOHCOMbHbLIM NOPT Unu
web-uHTepgenc.

YkasblBaemas rpyrnna cepBepoB AOoMmkHa CyllecTBoBaTb B cuctemMe. [Ins co3gaHus rpynnbl
ncnonb3ynte KoOMaHay aaa group radius nnv aaa group tacacs.

Ecnn gona paHHOM KOMaHObl He yKas3blBAeTCHA MNPUOPUTET, rpyrnne cepBepoB Wnn
nokanbHOMYy TWUNy aBTopu3aumn HasHadaetca npuoputeT 10 UK HWXKE, ecnn Takowm
NPUOPUTET yXKe NCNOoNb3yeTcs ANA aBTopu3aunn.
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Mpumep

B OaHHOM TpumMepe NnokKal3aHOo, KaK BKIMHOYUTb J1OKallbHYHO aBTOpuU3auutio OnAa Aoctyna
Yyepes web-nHTepdenc.

DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# authorization type local

authorization type local

DGS-1250(config-aaa-web)#
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2.6 aaa group radius

[aHHas komaHOa mcnonb3yeTcs AN BXxoda B pexuMm KoHdurypauum rpynnbl cepBepoB
RADIUS (RADIUS Group Configuration Mode). NMpu ncnonb3osaHMmn ¢oopMbl no KOMaHaa

yoanuT rpynny.
aaa group radius GROUP_NAME

no aaa group radius GROUP_NAME

MapameTpbl

YkaxuTte HasBaHue rpynnbl cepeepoB RADIUS (He Gonee 32

GROUP_NAME
- cumBosioB 6e3 npobena).

Mo ymonyaHuto
HerT.

Pexum BBOAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[aHHasi koMaHga ucnonb3yeTcst ANs BXoda B PeXMM KOHdurypaumm rpynnbl CEpBEpOB
RADIUS. B gaHHoM pexnme MOXHO ykasaTb IPv4- nnu IPv6-agpeca cepsepos RADIUS.

B cucrteme moxer ObiTb cosgaHo o 4 rpynn cepsepoB RADIUS. pynna moxet
cogepxaTtb oT 1 00 4 cepBepos.

Mpumep

B paHHOM npumepe nokasaHo co3gaHue rpynnbl cepBepoB RADIUS ¢ HasBaHuem
GROUP1.

DGS-1250# configure terminal

DGS-1250(config)# aaa group radius GROUP1

DGS-1250(config-radius-group)#
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2.7 server (RADIUS)

HaHHas komaHnga wucnonb3yetca ansa gobaeneHus cepsepa RADIUS B rpynny m ero
HacTpoyiku. [Npu ncnonb3oBaHM PopMbl NO KOMaHAa yoanuT cepeep U3 rpynnbi.

server {IPv4-ADDRESS | IPv6-ADDRESS} [key KEY_VALUE | acct-port
ACCT_PORT | auth-port AUTH PORT |  priority PRIO | retransmit
RETRANSMIT_VALUE | timeout TIMEOUT_VALUE | accounting | authentication]

no server {/IPv4-ADDRESS | IPv6-ADDRESS} [acct-port | auth-port | retransmit |
timeout | accounting | authentication]

MapameTpbl
IPv4-ADDRESS Ykaxute |IPv4-agpec RADIUS-cepBepa.
IPv6-ADDRESS Ykaxute IPv6-agpec RADIUS-cepsepa.
(OnuuoHanbHO)  YKaxuTe K4,  UCMOMb3yemblin  Ans
key KEY _VALUE B3ammogencteus ¢ cepsepom RADIUS (He 6onee 128

CUMBOSOB).

(OnuunoHaneHo) Ykaxute Homep UDP-nopta HasHayeHus ans

acct-port ACCT_PORT OTnpaBKu NakeToB yyeTta. [Jnana3oH 3HadeHun: ot 1 0o 65535.

(OnuunoHaneHo) Ykaxute Homep UDP-nopta HasHayeHus ans
auth-port AUTH_PORT oTnpaBku NaketoB ayTeHTUpunkauuun. [lnanasoH 3Ha4yeHuin: oT
1 no 65535.

(OnuuoHanebHO) YKaxuTe 3HadeHwe npuopuTeTa cepsepa

priority PRIO RADIUS B rpynne. [inana3soH 3Ha4veHunin: ot 1 go 10000.

(OnuuoHaneHO) YKaxuTe KONMMYeCTBO MOMbITOK MOBTOPHOW
nepegayn 3anpocoB CepBepy, B Crydae ecnu OTBET He
nonyyeH. [inanasoH 3Ha4veHun: ot 0 go 20.

retransmit
RETRANSMIT _VALUE

timeout (OnuunoHanbHO) YKkaxnte BpeMS OXMAAHUA OTBETA Ha 3anpoc
TIMEOUT _VALUE cepsepy. [lnanasoH 3HayeHun: oT 1 0o 255 cekyHa.
accounting (OnumoHankeHo) Ykaxute, 4Tobbl cepBep BbINOMHSAM Y4YeT.

(OnuuoHanbHO)  YKaxuTe, 4TOObl cepBep  BbIMOSHAN

authentication
ayTeHTUMKauuio.
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Mo ymon4yaHuio

MopT Bpems Konunye-
Mpuvopum- MopT AyTeHTU-
Yyer ayTeHTU- oOXuga- CTBO Kniou
TeT y4yeTta dmkauma
cukaumm HuA NonbITOK
OTkntoye OTkntoye default k
10 1813 1812 5 1 -
HO HO ey

Pexxnm BBOoga KomaHAbI
Pexxum koHdurypauum rpynnel cepepoB RADIUS (RADIUS Group Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAblI

HaHHas komaHnga wcnonb3yetca ana pobasneHus cepsepa RADIUS B rpynny u ero
HacTpouku. [Npu mcnonb3oBaHUM (OPMbl NO C KIHOYEBLIM CIIOBOM KOMaHAa BepHeT
COOTBETCTBYHLLYIO HACTPOWNKY cepBepa MO YMOMYaHUIO.

Mpumep

B pmaHHOM npumepe nokasaHo gobaeneHue cepsepa RADIUS B rpynny 1 n HacTpovika
Kno4a n BpeMeHun oxxnagaHmAa otBeTa Ha 3anpoc.

DGS-1250# configure terminal

DGS-1250(config)# aaa group radius GROUP1

DGS-1250(config-radius-group)# server 10.10.10.3 key T5h6d@DO timeout 10

server 10.10.10.3 key T5h6d@DO0 timeout 10

DGS-1250(config-radius-group )#
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2.8 aaa group tacacs

[aHHasi koMaHaa ucnonb3yeTcst ANs BXo4a B PEXMM KOHdurypaumm rpynnbl CEpBEPOB
TACACS+ (TACACS Group Configuration Mode). lpu wucnonb3oBaHun ¢opMbl ho
KOMaHAa yganuT rpynny.

aaa group tacacs GROUP_NAME
no aaa group tacacs GROUP_NAME

MapameTpbl

YkaxuTte HasBaHue rpynnsl cepsepoB TACACS+ (He 6bonee 32

GROUP_NAME
- cumBosioB 6e3 npobena).

Mo ymonyaHuto
HerT.

Pexum BBOAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI

[aHHasi koMaHga ucnonb3yeTcst ANs BXoda B PeXMM KOHdurypaumm rpynnbl CEpBEpOB
TACACS+. B paHHOM pexmme MOXHO Yykasatb |Pv4- wnu IPv6-agpeca cepBepos
TACACS+, a Takke ykasaTb BpeMsi OXXngaHusi OTBETa Ha 3anpoc cepBepam rpynnbl.

B cucteme moxet 6biTb cosgaHo o 4 rpynn cepsepoB TACACS+. pynna moxer
cogepxatb oT 1 00 4 cepBepoB.

Mpumep

B paHHOM npumepe nokasaHo cosgaHue rpynnbl cepBepoB TACACS+ c HasBaHMEM
GROUP2.

DGS-1250# configure terminal

DGS-1250(config)# aaa group tacacs GROUP2

DGS-1250(config-tacacs-group #
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2.9 server (TACACS+)

[aHHasa komaHga wvcnonb3yetca ans gobaenenus cepsepa TACACS+ B rpynny u ero
HacTpownku. [Npu ncnonb3oBaHUM POPMbI NO KOMaHAa yaanuT cepsep U3 rpynnbl.

server {IPv4-ADDRESS | IPv6-ADDRESS} [key KEY_VALUE | port PORT_NUM |
priority PRIO | accounting | authentication]

no server {IPv4-ADDRESS | IPv6-ADDRESS} [port | accounting |
authentication]

MapameTpbl
IPv4-ADDRESS Ykaxute |IPv4-agpec cepsepa TACACS+.
IPv6-ADDRESS Ykaxute |IPv6-agpec cepsepa TACACS+.
(OnuuoHanbHO)  YKaxuTe KN4,  UCMONb3yemblin  Ans
key KEY _VALUE B3ammopencteusa ¢ cepsepom TACACS+ (He ©Oonee 128

CUMBOSOB).

(OnuunoHaneHo) Ykaxute Homep UDP-nopta HasHayeHus ans
port PORT_NUM OTNpaBkM  NakeToB  ydveTta/ayTeHTudukaumm.  [QuanasoH
3HavyeHun: ot 1 go 65535.

(OnuuoHanebHO) YKaxuTe 3HadeHwe npuopuTeTa cepsepa

priority PRIO TACACS+ B rpynne. nanasoH 3Ha4veHui: ot 1 go 10000.

accounting (OnumoHanbHo) YkaxuTe, YToObl CepBep BbIMOMHSA YYeT.

S OnuymoHanbHo YkaxuTte, 4TOoObl cepse BbINONHAN
authentication (Onuy ) pBep

ayTeHTUdUKaLuio.
Mo ymonyaHuio
Mpuoputer Yuet '::J::dem- MopT 5;32;'“” Knouy
10 OtkntoyeHo  OrtknodeHo 49 5 -

Pexum BBOAa KomaHAbI
Pexxum koHdpurypaumm rpynnel cepsepoB TACACS+ (TACACS Group Configuration
Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHas komaHga wucnonb3yetca gna gobasneHuss cepepa TACACS+ B rpynny m ero
HacTpouku. [lNpu wmncnonb3oBaHUM (OPMbl NO C KIOYEBLIM CIIOBOM KOMaHaa BEpPHET
COOTBETCTBYHOLLYIO HACTPOWNKY cepBepa N0 YMOSYaHUIO.
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Mpumep

B paHHOM npumepe nokasaHo gobaerneHue cepsepa TACACS+ B rpynny GROUP2 wu
HaCTpOuMKa KI1ro4a.

DGS-1250# configure terminal

DGS-1250(config)# aaa group tacacs GROUP2

DGS-1250(config-tacacs-group)# server 10.10.10.4 key TY56fg40

server 10.10.10.4 key TY56fg40

DGS-1250(config-tacacs-group #
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2.10 timeout

[laHHas komaHga WChnonb3yeTcs ANs HaCcTPOWMKM BPEMEHW OXWAaHUs Ons OTBeTa Ha
3anpoc cepeepoB TACACS+ B gaHHon rpynne. MNpu ncnonb3oBaHu popMbl NO KOMaHAa
BEPHET 3HAaYEHUE MO YMOYaHUIO.

timeout TIMEOUT_VALUE

no timeout

MapameTpbl

YkaxuTe BpeMs OXuaaHus OTBeTa Ha 3anpoc CepBepoB

TIMEOUT_VALUE y
- rpynnel. [iJnanasoH 3HadveHun: oT 1 0o 255 cekyHa.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HavyeHue 5.

Pexum BBOAa KomaHAbI
Pexum koHdurypaumm rpynnel cepeepoB TACACS+ (TACACS Group Configuration
Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHaa komaHga uvcrnonb3yetcs ONs HACTPOMKUM BPEMEHW OXUOAHWS L[S OTBETa Ha
3anpoc cepsepoB TACACS+ B gaHHoM rpynne.

Mpumep

B OaHHOM npuMepe TMoKa3aHO, KakK YBENMMYUTb BpeMA OXuaaHuAa OTBEeTa Ha 3arnpoc
cepepos B rpynne GROUP2 oo 10 cekyHa.

DGS-1250# configure terminal

DGS-1250(config)# aaa group tacacs GROUP2

DGS-1250(config-tacacs-group)# timeout 10

timeout 10

DGS-1250(config-tacacs-group )#
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2.11 show aaa login

[aHHas KomaHga ucnonb3yeTcss Ana otobpakeHus nHdopMmaumm o koHdurypauun AAA
(ayTeHTU(pMKaumm, aBTopusaumm, ydeta) npu AOCTyne K HacTponkaMm KommyTaTopa no
npotokonam SSH n TELNET, yepes KOHCOMbHbIM NOPT unn web-nHtepdenc.

show aaa login [console | ssh | telnet | web]

MapameTpbl
Ykaxute, 4tobbl 0TO6pasnTe MHOpMaUno ANt KOHCOSbHOIO
console ’ P opmaLuio A
nopra.
YkaxuTte, 4toObl 0TOGpa3vTb MHopmauMo Ans npoTokona
ssh
SSH.
telnet Ykaxunte, 4toObl 0TOGPa3nTb MHOpMauuio And npoTokona
TELNET.
web Ykaxute, 4Tobbl OTOGpasuTb MHGOpMauulo ana  web-

nHTepgenca (npotokonsl HTTP/HTTPS).

Mo ymonyaHuto
HerT.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbCcku nnu npueunernpoBaHHbin pexmnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAbI

[aHHaa komaHga ucnonb3yeTcs ans otobpaxeHust Hopmaumm o KoHdurypaumum AAA
(ayTeHTU(pMKaumm, aBTopu3aumm, ydeta) npu AOOCTyne K HacTpoumkam KommyTaTopa no
npotokonam SSH n TELNET, yepes KOHCOMNbHbIM NOpT unu web-uHtepdenc. Ona Toro
yTOoBbLlI OTOOpa3uMTb uMHopmauMo 0060 Bcex cnocobax A[ocTtyna K HacTponkam
KOMMYyTaTopa, Ucnonb3ymnte komaHay 6e3 KrnoyeBbiX CroB.
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DGS-1250 Ynpaensiemble L3 kommyTaTopbl
Accounting (AAA)

PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

Mpumep

B maHHOM npumepe nokasaHo, kak 0Tobpa3nTb MHGOopMaumo 0 KoHdurypaumm AAA ansa
web-nHTepgenca.
DGS-1250# show aaa login web

show aaa login web
WEB:
AAA state : Disabled
Authentication : Enabled
Methods : RADIUS (GROUP1) (priority: 10)
: Local database (priority: 11)
Authorization : Enabled
Methods : RADIUS (GROUP1) (priority: 10)
: Local database (priority: 11)

Accounting  : Enabled
Methods : RADIUS (GROUP1) (priority: 10)

Total Entries : 1

DGS-1250#
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2.12 show aaa radius

[aHHas KomaHga ucnonb3yeTcs Ans oTobpaxeHus uMHopMauMM O rpynmnax cepBepoB
RADIUS, co3gaHHbIX B CMCTEME KOMMYTaTOpa.

show aaa radius

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pexum BBOAa KoMmaHAbI
[Monb3oBaTenbcku nnu npueunernpoBaHHbin pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KomaHAbl

[aHHas kKomaHga ucnonb3yeTcs And oTobpaxeHus MHgopmaumm O rpynnax cepBepoB
RADIUS, co3gaHHbIX B cMCTEME KOMMYTaTopa.

Mpumep

B gaHHOM npumepe nokasaHo, Kak 0TObOpasuTb MHGOPMauWio O rpynnax CcepBepoB
RADIUS.

DGS-1250# show aaa radius

show aaa radius

Group name : Server : Priority : Accounting (port) : Authentication (port) : Timeout, sec : Retries : Key
+ + + + + + +

GROUP1 :10.10.10.3:10 : Disabled (1813) : Disabled (1812) :10 1 : T5Sh6d@DO

Total Entries : 1

DGS-1250#
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2.13 show aaa tacacs
[aHHas KomaHga ucnonb3yeTcs Ans oTobpaxeHus uMHopMauMM O rpynmnax cepBepoB
TACACS+, co3gaHHbIX B cMCcTeMe KoMMyTaTopa.

show aaa tacacs

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pexum BBOAa KoMmaHAbI
[Monb3oBaTenbcku nnu npueunernpoBaHHbin pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHne KOMaHAbI
[aHHass KomaHga ucnonb3yeTcst Ansi oTobpaxeHus MHdopmauum O rpynnax cepBepoB
TACACS+, co3aHHbIX B cMcTeMe KoMmMyTaTopa.

Mpumep

B paHHOM npumepe nokasaHo, Kak oTobpasuTb MHOopmauMo O rpynnax cepBepoB
TACACS+.

DGS-1250# show aaa tacacs

show aaa tacacs

Group name : Server  : Port : Priority : Accounting : Authentication : Timeout, sec : Key
+ + + + + + +
GROUP2 :10.90.90.10:49 :2 : Disabled : Disabled :5 : &RHFKIM$#

Total Entries : 1

DGS-1250#
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3. KOMAHOblI AUTHENTICATION, AUTHORIZATION,
ACCOUNTING (AAA) OANA MULTICAST-Iepynn

3.1 aaa igmp

[aHHas KkomaHOga ucnonb3yeTca Ans  Bxoda B pexum  KoHdurypaumm  AAA
(ayTeHTUMKaumm, astopmsauun, ydeta) ans multicast-rpynn (IGMP AAA Configuration
Mode).

aaa igmp

MapameTpbl
HerT.

Mo ymonyaHuio
Hert.

Pexxum BBOAa KoMmaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHasa komaHga ncnonb3yetca Ang Bxoga B pexum koHdurypaumum AAA ansa multicast-
rpynn.

Mpumep

B maHHOM npumepe nokasaH nepexof B pexum koHpurypauum AAA ans multicast-rpynn.
DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)#
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3.2 aging-time

[aHHaa KomMaHda uCnonb3yeTca [Afs HACTPOMKM BpPEMEHU [AeNCTBUS paspeLleHus,
npegoctasneHHoro cepsepoMm RADIUS. MNpu ncnonb3oBaHnn oopmbl ho KOMaHAa BEPHET
3HayeHue No YMOmn4yaHuio.

aging-time LIFETIME

no aging-time

MapameTpbl

YKa3blBaeT nepuon BPEMEHU, NO UCTEYEHUM KOTOPOro cepeep
LIFETIME RADIUS oT3biBaeT BblgaHHOe paspelleHue. [oCTynHbIN
AnanasoH 3HaveHuin: ot 20 go 86400 cekyHA.

Mo ymon4yaHuro
Mo ymonyaHuio 3agaHo 3HadveHue 60.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum AAA ans multicast-rpynn (IGMP AAA Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

[laHHaa KomaHOa wucnonb3yeTca [ONs HaCTPOWKM BpPeMeHU [LOENCTBUSA pas3peLleHus,
npegoctasneHHoro cepsepom RADIUS. o uctedyeHun ykaszaHHOroO BPEMEHU Ha cepBep
RADIUS 6yanet oTnpaBnATbCA HOBLINM 3anpoc Ha npucoeguHeHne K rpynne (Membership
Query), n cepsep cHoBa OyaeT BbINOMHATbL ayTeHTUMUKaLnIO.

Mpumep

B maHHOM npumepe nokasaHo, Kak yBenuyuuTb BpemMs Aencteus paspeweHus go 120
CEKyHA.

DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# aging-time 120

aging-time 120

DGS-1250(config-aaa-igmp)#
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3.3 authentication

[aHHas komaHaa ucnonb3yeTca Anga ykasanus rpynnel cepeepoB RADIUS, kotopble ByayT
ncnonb3oBaTbCa Ans ayteHTudumkauumn 3anpocos IGMP. Mpu ncnonb3oBaHnn opmMbl NO
yKasaHHad rpynna nepecTaHeT UCNnosb3oBaTbCs ANns ayTeHTudumkauum 3anpocos IGMP.

authentication radius RADIUS GROUP
no authentication radius RAD/IUS_GROUP

MapameTpbl

radius RADIUS_GROUP YkaxuTe, 4Tobbl 3agaTtb Ha3BaHue rpynnbl cepsepos RADIUS.

Mo ymonyaHuio
HerT.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum AAA ana multicast-rpynn (IGMP AAA Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHasa komaHga ncnonb3yeTcsa Anga ykasaHus rpynnel cepsepoB RADIUS, koTtopble 6yayT
ncnonb3oBaTbCa Ans ayteHTudukauyum sanpocos IGMP.

YkasbiBaemasi rpynna cepBepoB AOMMKHA CyLLeCTBOBaTb B cucteme. [Ansa cosgaHus rpynnbl
ncnonb3yeTcs KoMmaHaa aaa group radius.

Mpumep

B naHHOM npumepe nokasaHo, Kak ykasaTb rpynny cepsepoB RADIUS ¢ Ha3BaHuewMm 4.
DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# authentication radius 4

authentication radius 4

DGS-1250(config-aaa-igmp)#
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3.4 igmp-authentication

[aHHaa koMaHga mcnonb3yeTcs Ans HacTpomku ayteHTudumkauum sanpocos IGMP ans
dmamyeckoro nopta kommyTatopa. [1pyM ucnonb3oBaHUM (POPMbl NO KOMaHOa BEPHET
HACTPOWMKM MO YMOSTHaHUIO.

igmp-authentication {radius | reject}

no igmp-authentication

MapameTpbl
YkaxuTe, 4YTObbI cepsep RADIUS BbINONHAN
radius ayteHTudumkauuio 3anpocos IGMP, noctynatowmx Ha gaHHbIN
NnopT.
reject YkaxuTe, 4ToObl KOMMYyTaTOp OTOpackiBan Bce 3anpockl IGMP

Ha JaHHOM MnopTe.

Mo ymonyaHuto
Mo ymonyaHuto 3anpockl IGMP paspelueHbl Ha BCex (hnan4ecknx noptax KommyrtaTopa.

Pexum BBOAa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[aHHas koMaHga mcnonb3yetcs Ans HacTponku ayteHTudumkauum sanpocos IGMP ans
don3n4eckoro nopta kKoMMmyTaTopa.

UToObl HacTpouUTb ayTeHTMdUKAUMIO ANs OTAENbHOro nopra WM HECKOMbKUX MOpPTOB,
HeobXoOMMO MepenTM B pPeXUM KOHUrypaumm nopta wnu Auana3oHa MnopToB
kommyTaTopa (interface).

Mpumep

B paHHOM npumepe nokasaHO, Kak BKNOYUTL ayTeHTudukaumio 3anpocos |IGMP
cepsepoMm RADIUS gna nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# igmp-authentication radius

igmp-authentication radius

DGS-1250(config-if)#
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3.5 max-entires

[aHHas KomaHOa WCnonb3yeTcs ANd  OrpaHuMYeHUss MakCUMarbHOro  KonuyecTtsa
OLHOBPEMEHHO [EWCTBYHOLWMX paspelleHnin, BblgaHHbix cepBepoMm RADIUS. Tlpwu
Mcnorb3oBaHUn opMbl NO KOMaHAa BEPHET 3HAYEHUe No YMOSYaHuo.

max-entires MAX ENTRIES

no max-entries

MapameTpbl

YKkaxute  MakcumasnbHOe  KONMM4ecTBO  OAHOBPEMEHHO
MAX_ENTRIES OEeNCTBYOLWNX paspelleHnin. [JoCTynHbIN Anana3oH 3Ha4YEeHWUN:
oT 1 go 256.

Mo ymonyaHuto
Mo ymon4yaHuio 3agaHo 3HadYeHue 256.

Pexxum BBoga KomaHAbI
Pexxum koHdurypaumm AAA ons multicast-rpynn (IGMP AAA Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI

[aHHaa KomaHda wucnonb3yeTcss AN OrpaHvyYeHuUs  MakCuMMaribHOro  KonudecTsa
OLHOBPEMEHHO [OeWCTBYHOLWMX paspelleHnn, BblaaHHbIX cepBepom RADIUS. Ecnu
ykazaHo 3HayeHue 0, KOnNu4yecTBO OOHOBPEMEHHO [OENCTBYIOLINX paspelleHnn He
orpaHuymBaeTcs.

Mpumep

B naHHOM npumepe nokasaHo, Kak YMEHbLUNTb KONMMYECTBO O4HOBPEMEHHO OENCTBYIOLLNX
paspeweHnn go 10.

DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# max-entries 10

max-entries 10

DGS-1250(config-aaa-igmp)#
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3.6 nas-ip-address

[aHHaa komaHga  ucnonb3yetcsd  And  ykasaHua  atpubyta  NAS-IP-Address
cootBeTcTBytowero IP-npotokona B ucxogawmux RADIUS-naketax. Npu ncnonb3oBaHUu
dopMbl NO KOMaHAa BEPHET HACTPOMKY MO YMOMYaHUIO.

nas-ip-address {/IPv4-ADDRESS | IPv6-ADDRESS}

no nas-ip-address

MapameTpbl
IPv4-ADDRESS Ykaxute |IPv4-agpec.
IPv6-ADDRESS Ykaxute |IPv6-agpec.

Mo ymonuyaHuto
Mo ymonyaHuto ncnonesyetca agpec 0.0.0.0.

Pexxnm BBoga KomaHAbI
Pexxum koHdurypauum AAA ana multicast-rpynn (IGMP AAA Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO0
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[daHHas  komaHga  uvcnonb3yetcda  Ana  ykasaHuss  atpubyta  NAS-IP-Address
cooTtBeTcTBytowero IP-npotokona B ncxoasawmx RADIUS-nakeTtax.

Mpumep

B npaHHOM npumepe nokasaHo, Kak ykasatb IPv4-agpec 10.90.90.91.
DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# nas-ip-address 10.90.90.91

nas-ip-address 10.90.90.91

DGS-1250(config-aaa-igmp)#
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3.7 show aaa igmp configuration
[aHHaa komaHga wucnonb3dyeTcs Ana otobpaxeHuss HacTpoek AAA (ayTeHTudukaumw,
aBTopu3aumm, ydeta) ons multicast-rpynn.

show aaa igmp configuration [interface ethernet IFACELIST]

MapameTpbl

interface ethernet
IFACELIST

(OnuunoHaneHo) Ykaxnte Homep nopta Ethernet.

(OnuuoHanbHO)  Heckonbko  NOPTOB  WNU  OTAENEHUE
avanasoHa nopTtoB OT npeablaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAoMyCTUMO.

(OnuuoHanbHO) [nana3oH noptoB. WMcnonb3oBaHwe npobena
A0 1 nocrie gedgwuca HegonycTUmo.

Mo ymonuyaHuto
Hert.

Pexxum BBOoga KomaHAbI
MNMonb3oBaTenbckun unu npusmnernpoBaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHUe KOMaHAbI

[aHHass koMaHaa wucnonb3yeTcs Ans oTobpaxeHus rnobanbHbix HacTpoek AAA ans
multicast-rpynn, a Takke cnocoba asTtopusauyumn 3anpocos IGMP gns dpusmnyeckoro nopra.
Ana Toro 4tobbl 0TO6pPas3nTb MHpopmaumo 060 BCcex nopTax KoMMyTaTopa, UCNOoNb3ynTe
komaHay 6e3 kntoveBbix crnos interface ethernet n Homepa nopta.
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Mpumep
B paHHOM npumepe nokasaHo, Kak oOTobpa3uTb rnobanbHble HacTponkn AAA ans
multicast-rpynn 1 cnoco6 astopusaumm 3anpocoB IGMP gns noptoB Ethernet 1/0/5 u
1/0/6.

DGS-1250# show aaa igmp configuration interface ethernet 1/0/5-1/0/6

show aaa igmp configuration interface ethernet 1/0/5-1/0/6

RADIUS group : -

Aging time  : 60 sec.

Max entries  : 256

NAS IP address :0.0.0.0

Interface : State
+
Eth1/0/5 : Accept
Eth1/0/6 : Accept

Total Entries : 2

DGS-1250#
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3.8 show aaa igmp entries

[aHHasi komaHga ucnonb3yeTcsa Ons OTOOpaXeHMs TeKyLMX paspelleHUn, BblOaHHbIX
cepsepom RADIUS ansa multicast-rpynn.

show aaa igmp entries [interface ethernet IFACELIST]

MapameTpbl

interface ethernet

IFACELIST (OnuunoHaneHo) Ykaxnte Homep nopta Ethernet.

(OnuuoHanbHO)  Heckonbko  NOPTOB  WNU  OTAENEHUE
avanasoHa nopTtoB OT npeablaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAoMyCTUMO.

(OnuuoHanbHO) [nana3oH noptoB. WMcnonb3oBaHwe npobena
A0 1 nocrie gedgwuca HegonycTUmo.

Mo ymonuyaHuto
Hert.

Pexxum BBOoga KomaHAbI
MNMonb3oBaTenbckun unu npusmnernpoBaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHUe KOMaHAbI

[aHHasi komaHOa ucnonb3yeTcsa Ans OTOOpaXeHMs TeKyLMX paspelleHUn, BblOaHHbIX
cepeepom RADIUS pgnsa multicast-rpynn, ana dwusmnyeckoro noprta. [Ana Toro 4Ttobbl
oTo6pa3nTb MHGopMauui o060 BCcex noprax KOMMyTaTtopa, UCMorb3ynte KomaHgy 6es
kntoyesbix crnoB interface ethernet n Homepa nopra.
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Mpumep
B maHHOM npumepe nokasaHo, kak 0ToOpa3vTb AaHHble MO paspelleHnam ans multicast-
rpynn gnsa scex noptoB Ethernet.
DGS-1250# show aaa igmp entries
show aaa igmp entries

Interface : Group : Status : Expire, sec.

+ + +
Eth1/0/7 : 239.0.0.4 : Rejected : 34
Eth1/0/7 : 239.0.0.5 : Accepted : 44

Total Entries : 2
DGS-1250#
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4. BA3OBbIE KOMAHObl UHTEP®ENCA KOMAHOHOM
CTPOKU

4.1 help

[aHHaa komaHOa ucnonb3yeTcs Ana OTODpaXeHWa KpaTKoW CnpaBOYMHOM WHOpMauuu.
Ncnonb3ynte komaHay help B ntobom pexumme.

help

MapameTpbl
HerT.

Mo ymonyaHuio
Hert.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbckun unu npusmnernpoBaHHbin pexnm (User/Privileged EXEC Mode).

JTiobon pexmm KoHdurypaummn.

YPOBeHb KOMaHAbI NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI

Komanga help wucnonb3yetcs ansa oTobpakeHus KpaTkon CnpaBoOYHOM WHopmMaumm,
BKINIOYaET cnegyowmne yHKUNN:

* Y706bl NepeuncnuTb BCe AOCTYMHble KOMaHAbl Ans OnpederneHHOro pexuma,
BBEAUTE BONPOCUTENbHBLIN 3HAK (?) B CUCTEMHYIO NOACKA3KY.

*  Y706blI NONYy4MTb KpaTKoe onuvcaHue onpeneneHHoOn KomaHAbl, BBeauTe KoMaHay
MOMHOCTBLIO M BOMPOCUTENBHbLIN 3HaK (?) cpasy 3a Hewn.

* YrtoBbl noNyunTb  CNMCOK  KOMAaHAL, HauYMHaKOLWMXCA C  OnpenerieHHon
nocrnegoBaTesibHOCTM  CMMBOSIOB,  BBEOUTE  COKPALLEHHYH  KOMaHgy U
BOMpocCUTEnbHbIN 3HaK (?7) cpady 3a Hel. Takaa oopma HasbiBaeTcs word help, Tak
KaKk OHa COOEpPXWT TOSIbKO KIOYEBbIE CroBa WM apryMeHTbl, HauYMHaloLWMnecs C
BBEEHHOIO COoKpaLleHus.

* Y706blI MepeyncnuTb Kr4yeBble CrioBa WU apryMeHTbl, CBSi3aHHble C KOMaHAowm,
BBEOMTE BOMPOCUTENbHbIN 3HaK (?) HA MECTO KMYEBOro CnoBa WM aprymeHTa B
KomMaHaHon cTpoke. Takas ¢hopma HasbiBaeTca command syntax help, Tak kak
OHa COAEPXMUT CMMUCOK KINHOYEBBLIX CIOB UMM apryMeHToB, NMPUMEHSIEMbIX HA OCHOBE
y>Xe BBEAEHHON KOMaHAbl, KIHOYEBOro CrioBa U apryMeHTOB.

CtpaHuua 43 n3 303



DGS-1250 Ynpaensiemble L3 kommyTaTopbl Ba30Bble KOMaHAbI MHTepdeica

PyKoBOZCTBO MO UCMOMb30BaHMIO HTepdelca komaHaHom cTpoku (CLI) KOMaHOHOU CTPOKM

Mpumep

B oaHHOM npumepe nokasaHo ucnonb3oBaHne komaHabl help ans otobpaxeHusa KpaTKoro
onncaHna KoMaHgbl.

DGS-1250# ping6?

>[?]

ping6  Ping test for IPv6 protocol

DGS-1250# ping6

Cnegytowun npumep nokasbiBaet ucnons3osaHne word help ans otobpaxeHus komaHg
nonb3oBaTenbckoro pexmma (User EXEC Mode), HaumHaloWmMXca C CUMBONA «p».
CumBonbl, BBEAEHHbIE Nepen BONPOCUTENbHbIM 3HAKoM (?), oToOpaXkeHbl B criedytoLlen
CTPOKE, YTOObI NPOAOMKUTL BBOL, KOMaHAbI.

DGS-1250> p?

>[?]

ping  Ping test for IPv4 protocol

ping6  Ping test for IPv6 protocol

DGS-1250> p

Cnegytowun npuMmep nokasbiBaeT MCMnonb3oBaHMe komaHabl command syntax help ans
oTODOpaxeHnsa cregyowero aprymeHta komangbl ping. CumBosnbl, BBeOEHHble nepen
BOMPOCUTENBbHBLIM 3HAKOM (?), OTOOpaXkeHbl B crneylowen CTpoke, 4YToObl NPOOOImKUTb
BBOA KOMaHAbl.

DGS-1250> ping ?

> [ping 7]

IP-ADDRESS The IPv4 address of the destination host

HOST-NAME The host name of the system to discover

DGS-1250> ping
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4.2 enable

,D,aHHaFI KOMaHAa UCNoJib3yeTcd And naMeHeHnd ypoBHA npusunermn aKTUBHOW ceccum.

enable [LEVEL]

MapameTpbl

(OnumoHanbHO) YkasbiBaeT ypoBeHb npuBunernn. [QuanasoH
LEVEL 3HadeHun: ot 1 po 15. Ecnm He ykasaHo, Oyaer
NCnonb3oBaTbCs 3Ha4YeHue 15.

Mo ymonuyaHuto
HerT.

Pexxnm BBOoga KomaHAbI
[Monb3oBaTenbcku nnu npueunernpoBaHHbii pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbl
Ecnn npuBunernpoBaHHbIn ypoBeHb TpebyeT naponsi, BBEAUTe ero B COOTBETCTBYHOLLEM
none. MNpn Heyaa4YHoOM BBOAE YPOBEHb MPUBUIErMM HE U3MEHMUTCS.

Mpumep

B OaHHOM TpuMepe nokasaHo M3MEHEHWUE YPOBHA npuBuUiiermn aKTUBHOW ceccun Ha 15
YPOBEHb.

DGS-1250> show privilege
show privilege

Current user privilege level is 1
DGS-1250> enable 15

enable 15

Password:

DGS-1250# show privilege
show privilege

Current user privilege level is 15

DGS-1250#
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4.3 disable

[aHHaa koMaHga ucnonb3yeTca ONA U3MEHEHUS YPOBHS NPUBUIErnn akTUBHOW ceccumn
y4YE€THOM 3anucu Ha Bonee HU3KNN.

disable [LEVEL]

MapameTpbl

(OnumoHanbHO) YkasbiBaeT ypoBeHb npuBunernn. [QuanasoH
LEVEL 3HadeHnn: ot 1 pgo 15. Ecnm He ykasaHo, 6yget
ncnonb3oBaTbCA 3Ha4YeHue 1.

Mo ymonyaHuto
Her.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KoOMaHAbI
Ncnonb3ynTe AaHHy0 KOMaHay ANs U3MEHEHUs YPOBHS MPUBUIIErMM akTUBHOW Ceccuun
YyYETHOM 3anucu Ha Bonee HU3KNN.

Mpumep

B OaHHOM npuMepe nokKasaHo M3MEHEHUE YPOBHA MpuBunernmn aKTUBHOW ceccum Ha 1
YPOBEHb.

DGS-1250%# show privilege
show privilege

Current user privilege level is 15
DGS-1250# disable 1

disable 1

DGS-1250> show privilege
show privilege

Current user privilege level is 1

DGS-1250>
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4.4 configure terminal

[aHHas koMaHaa mncnonb3yeTcsa Ans Bxoga B pexum rnodanbHon koHdurypaumm (Global
Configuration Mode).

configure terminal

MapameTpbl
Her.

Mo ymonyaHuro
HerT.

Pexum BBOAa KomaHAbI
MpuBunernposaHHbIn pexum (Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbI
Ncnonb3ynTe gaHHy0 KOMaHAy Ans BXo4a B PeXMM rnobanbHOM KOHUrypauum.

Mpumep

B naHHOM npumMepe nokasaH nepexop B pexum rnobanbHOn KoHurypaummn.

DGS-1250# configure terminal
DGS-1250(config)#
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4.5 logout/ quit

,D,aHHbIe KOMaHAbl MUCNOJSb3YKTCA OJ14 3aBepLUeHNA aKTUBHOW ceccun W BbIxoda W3
CUCTEMBbI.

logout
quit
MapameTpbl

Her.

Mo ymonuyaxuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).
JTrobon pexmm KoHUrypaumm.

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbl
Mcnonb3ynte [aHHble KOMaHAbl NS  3aBeplleHUd aKTUBHOM ceccuM W BbIxoda
nonb3oBartensi N3 CUCTEMbI.

Mpumep

B paHHOM npumMepe nokKasaH rnpouecc Bbixoaa n3 CMCTeMbl C MOMOLLbIO KOMaHAbI Iogout.

DGS-1250# logout

logout
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4.6 end

[aHHas komaHga ucnomnb3yetca AN BbIXOA4a M3 TEKyLLero pexuma KoHdurypaumm u
BO3BpaLLEHMS K Ha4anbHOMY pexumMy mHTepdgenca komangHom ctpokn (CLI) ana aaHHoro
nonb3oBaTtens, T.e. K nonb3oBaTenbckoMmy pexumy (User EXEC Mode) wnn
npusunermposaHHomMy pexumy (Privileged EXEC Mode).

end

MapameTpbl
HerT.

Mo ymonyaHuio
Hert.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbckun unu npusunernpoBaHHbin pexnm (User/Privileged EXEC Mode).

JTrobon pexmm KoHurypaummn.

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI

Ncnonb3ynte gaHHyl0 KOMaHay AN BO3BPALLEHUSA K HayanbHOMY pexumy uHTepdenca
komaHgHown ctpoku (CLI).

Mpumep

B pgaHHOM npumepe nokasaHo, Kak 3aBepLunTb ceaHC paboTbl B pexume KOHdUrypaumm
nutepdencon (Interface Configuration Mode) 1 BepHyTbCS B NPUBUNETMPOBAHHBIN PEXUM
(Privileged EXEC Mode).

DGS-1250(config)# interface ethernet 1/0/8

DGS-1250(config-ify# end

end

DGS-1250#
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4.7 exit

[aHHas komaHOa uCcnonb3yeTca AN BbiXO4a M3 TeKyLLero pexuma KoHdgurypaumm wm
BO3BpalleHMs K npeablgywiemMy pexummy. Ecnn  Tekywmm  pexmmoMm  aBngeTcs
nonb3osaTtenbckun pexum (User EXEC Mode) wvnm npuBunierMpoBaHHbIN - PEXUM
(Privileged EXEC Mode), BbINonHeHNe KoMaHabl NO3BOMUT BbIATU N3 TEKYLLIEN CECCUMN.

exit

MapameTpbl
HerT.

Mo ymonyaHuro
Hert.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbckun unu npusunernpoBaHHbin pexnm (User/Privileged EXEC Mode).

JTrobon pexmm KoHurypaummn.

YpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI

Ncnonb3ynte OaHHyi0 KOMaHOy ANs BbIXOAa W3 TEKYLIero pexuma KoHdurypauum wu
BO3BpalleHns K npegbligywemMy pexumy. Ecnm  Tekywmum  pexumom - aBnsietcs
nonb3osaTtenbckun pexum (User EXEC Mode) wvnm npuBunierMpoBaHHbIN - PEXUM
(Privileged EXEC Mode), BbINnonHeHne KomaHabl MO3BOMNUT BbINTU U3 TEKYLLIEN CECCUMN.

Mpumep
B pgaHHOM npumepe nokasaH nMpouecc BO3BpalleHUss U3  pexuma rnobanbHom

KoHdpurypaumm (Global Configuration Mode) B npuunermpoBaHHbin pexum (Privileged
EXEC Mode).

DGS-1250(config)# exit
exit
DGS-1250#
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4.8 show history

,D,aHHaFI KOMaHOa ucnormnb3dyeTca Ond npocMoTpa CnMCka KoOMaH, BBEOEHHbIX B TeKyLLI,eI7I
ceccuun.

show history

MapameTpbl
Her.

Mo ymonyaHuro
Hert.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

JTrobon pexxmum KoHUrypaumm.

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI

Bce BBeAeHHble KOMaHAbl COXPaHAKTCA B CUCTEME B TeyeHue Tekyllen ceccun. bydep
ncTopun paccdmtaH Ha 256 komang. Hasurauma no komaHgam B UCTOPUM BbIMOMHAETCS
knasvwamu BBepx (ana npocmoTpa 6onee paHHen komaHabl) unv BHu3 (ana npocmoTpa
Bonee nosaHen KoMaHAabl).

Mpumep

B JaHHOM npumMepe nokKkasaHo 0To6pa>|<eH|/|e NCTOPUN KOMaHA TeKyu_|e|71 ceccunun.
DGS-1250# show history

show history

show version

show interfaces counters

show history

3 commands were logged (buffer size is 256)

DGS-1250#
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4.9 show version
[aHHas komaHga ucnonb3yeTcs Anst otobpaxeHusa obwen nHgpopmaumm ob yCTponcTee U
€ro nporpaMmMHomM obecneyeHnn.

show version

MapameTpbl
Her.

Mo ymonyaHuro
HerT.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

JTrobon pexxmum KoHUrypaumm.

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI
HaHHas komaHga ucnonb3yeTcs Anst otobpaxeHusa obwen nHgpopmaumm ob yCTponcTee u
€ro NnporpaMmMHoOM obecneyeHunu.

Mpumep
B paHHOM npumepe nokasaHa 4acTb MHGoOpmauum ob YCTpPOWCTBE, OTOBpakeHHOW C
nomMoLLblo kKomaHabl show version.
DGS-1250# show version
show version
Hardware:
Hardware Revision : A1

Model Name : DGS-1250

Firmware:
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4.10 show privilege

[aHHas KomaH4a MCnonb3yeTcs Ansa oToOpaXXeHUs TEKYLLEro YpoBHA NpMBUEru.
show privilege

MapameTpbl
Hert.

Mo ymon4yaHuto
Hert.

Pexxum BBoga KomaHAbI
Monb3oBaTenbckun unu npuennernpoaHHbin pexnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KomaHAbl
,D,aHHaFI KOMaHOa MCI‘IOJ‘IbSyeTCFI ana 0To6pa>|<eH|/|s=| TeKyLLI,eFO ypOBHFI npuBunernn.

Mpumep

B naHHOM npumMepe nokasaHo, Kak 0To6pasnTb TEKYLLNN YPOBEHb NPUBUIIETUN.
DGS-1250# show privilege

show privilege

Current user privilege level is 15

DGS-1250#
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4.11 terminal history
[aHHasa KkomaHga Mcnonb3yeTcst Ans 3anncyn KOMaHz, BBEAEHHbIX B TekyLlen ceccun. Mpu
MCnonb3oBaHMM hopMbl NO KOMaHAa NPEKPaTUT 3anncb BBEAEHHbLIX KOMaHA,.

terminal history

terminal no history

MapameTpbl
Her.

Mo ymonuyaxuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI

Ecnn BkniodeHa 3anucb KOMaHA, BCe BBeAEHHblE KOMaHAbl COXPAHSATCA B CUCTEME B
TevyeHne Tekywen ceccun. bydpep nctopumn paccumtaH Ha 256 komaHa. Npu oTKYeHUN
3anucu komaHg 6ydep nctopum BygeT OUmnLLEH.

Mpumep

B paHHOM npumepe nokasaHo, Kak NpekpaTuTb 3anucbiBaTb UCTOPUW KOMaHA TeKyllieun
ceccunmn.

DGS-1250# terminal no history

terminal no history

DGS-1250#
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5. BA3OBbIE KOMAHObI HACTPOWUKU IPV4
5.1 arp

HaHHas komaHga ucnonb3yetcs ans gobaeneHusa cratmdeckon 3anucu B ARP-kaw. Mpu
ncnonb3oBaHnn opMbl NO KOMaHAa yoanuT ctaTudeckyto 3annucb 3 ARP-kaLwua.

arp ADDR MACADDR
no arp ADDR MACADDR

MapameTpbl

ADDR Ykaxute |IP-agpec.

MACADDR Ykaxute MAC-agpec (B oopmate 00:AB:CD:EF:12:34).

Mo ymonyaHuto
Mo ymonyaHuio B ARP-KkaLLe HET HM O4HOM CTaTUYECKOW 3anucu.

Pexum BBOAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHMe KomaHAabl

Tabnmua ARP ob6ecneumBaetr cootBetrctBue IP-agpecoB n MAC-agpecoB. [aHHoe
COOTBETCTBUE XPAHUTCS B NAMSATU U He 3anpallMBaeTCsl MOCTOSIHHO.

Wcnonb3ynTe gaHHyto komaHay ans gobaeneHns ctatndecknx ARP-3anuvcen.
Mpumep
B naHHOM npumepe nokasaHo, kak 4ob6aBuTb ctaTtudeckyto ARP-3anuce.

DGS-1250# configure terminal

DGS-1250(config)# arp 192.168.100.10 00:AB:CD:EF:11:22
arp 192.168.100.10 00:AB:CD:EF:11:22
DGS-1250(config)#
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5.2 arp timeout

[aHHas komaHda vcnornb3yeTcs Ans HaCTPOWMKU BpeMeHn ycTtapeBaHus (aging time) ARP-
3anucen B Tabnuue ARP. MNMpn ncnonb3oBaHnun opmMbl o KOMaHaa BEPHET 3HaYeHUe no
YMOSYaHuo.

arp timeout SECS

no arp timeout

MapameTpbl

Yka3blBaeT nepuog BpemMeHu, N0 WCTEeYEeHUMU KOTOPOro
AVHammnyeckas 3anucb yctapesaeT (Mpu OTCyTCTBUWM CETEBON
akTMBHOCTM). [lOCTYNHLIN Ananas3oH 3HadveHun: ot 0 o 65535
CeKyHA.

SECS

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HadveHune 30.

Pexxnm BBoga KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOoOAUMMO MNEPENTU B PEXUM KOHGUrypauuu

nutepdgenca VLAN (interface vlan).

Mcnonb3ynte gaHHYHO KOMaHLy On9 HacTpPOMKM BpeMeHu ycTtapeBaHus ARP-3anucen B
Tabnuue ARP.

Mpumep

B naHHOM npumepe nokasaHo, Kak yBernmyuuTb Bpems yctapeBaHusa 0o 60 cekyHA.
DGS-1250# configure terminal

DGS-1250(config)# interface vian 1

DGS-1250(config-vlan-if)# arp timeout 60

arp timeout 60

DGS-1250(config-vlan-if y#
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5.3 clear arp-cache

[aHHas KomaH4a Mcnonb3yeTcs Ansa yaaneHns guHammyeckmnx 3anncen ns tabnuubl ARP.

clear arp-cache {all | vlan VID | ADDR}

MapameTpbl

all YKaxuTe, 4Tobbl yaanuTb Bce guHamudeckne ARP-3anucu.

vlan Ykaxute, 4tobbl Yyaanutb AuHamundeckne ARP-3anucu,
cBsi3aHHble ¢ onpeaeneHHon VLAN.

VID NoeHtndpukatop VLAN.

ADDR IPv4-agpec guHamudeckon ARP-3anucu.

Mo ymonyaHuto
Hert.

Pexxum BBoga KomaHAbI
MpuBunernposaHHbIn pexum (Privileged EXEC Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 12.

Ucnonb3oBaHne KomaHAbI

Ncnonb3ynTe OaHHY0 KOMaHAy A8 yaaneHus guHamuyecknx 3anucen ns tabnuubl ARP.
MoxHO yganuTb cpasy BCe OUMHaMUYecKue 3anucu, TONbKO AUHaAMWUYecKue 3anucu,
CBSI3aHHblEe C onpegeneHHbiM IP-agpecom, unn guHamudeckue 3anucu Ong KOHKPETHOM
VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak yaanutb Bce AuHammnyeckmne 3anncu ns ARP-tabnmupl.

DGS-1250> clear arp-cache all

clear arp-cache all
DGS-1250>
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5.4 ip address

[aHHaa komaHOa wucnonb3yeTcss [An9 Ha3HadeHua uHTepdency
ncnonb3oBaHUM hopMbl NO KOMaHAa yaanuT HasHadeHHbIn IP-agpec.

ip address ADDR NETMASK

no ip address

IPv4-agpeca. [pu

MapameTpbl
ADDR YkasbiBaeT |IPv4-agpec.
NETMASK YkasblBaeT Macky noaceTu.

Mo ymon4yaHuro
IPv4-agpec no ymonyaxuo gns VLAN 1: 10.90.90.90/8.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHMe KomaHAabl

[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOoOUMMO MEpPENTU B PEXUM KOHUrypauuu

nutepdenca VLAN (interface vlan).

Ncnonesynte komaHay no ip address ona yoaneHna sagadHoro |IPv4-agpeca.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpoutb 10.108.1.27/24 B kayectBe IPv4-agpeca

ans VLAN 100.

DGS-1250# configure terminal

DGS-1250(config)# interface vlan 100

DGS-1250(config-vlian-ifj# ip address 10.108.1.27 255.255.255.0
ip address 10.108.1.27 255.255.255.0
DGS-1250(config-vlan-if y#
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5.5 ip proxy-arp

[aHHaa komaHOa wucnonb3yeTcs Ans BkNYeHusa/BbiknodeHuss onuum Proxy ARP ans
IPv4-unTtepdpenca. MNpu ncnonbsoBaHun gopmbl no onumsi Proxy ARP 6ygeT oTkntodeHa.

ip proxy-arp

MapameTpbl
Her.

Mo ymonyaHuto
Hert.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOUMO MEepenTn B PEXUM KOHUrypauuu

nHtepdgenca VLAN (interface vian).

Mcnonb3ynTte gaHHy0 KOMaHAy Afns BKIYeHUs/BbikntodeHnsa onumm Proxy ARP gns IPv4-
WHTepdenca. BTa onuna NO3BONAET KOMMyTaTopy oTBedatb Ha ARP-3anpocsbl,
HanpaBneHHble ApyrMMm ycTponcTeam, ucnonbays nx MAC- n IP-agpeca.

Mpumep

B maHHOM npumepe nokasaHo, Kak BkItounTb onuuto Proxy ARP ans VLAN 3.
DGS-1250# configure terminal

DGS-1250(config)# interface vian 3

DGS-1250(config-vlan-if)# ip proxy-arp

ip proxy-arp

DGS-1250(config-vlan-if y#
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5.6 ip mtu

[aHHas KomaHga wucnonb3yeTcs Ans HacTPOoMKM 3HadeHus napametpa MTU. [lpwu
NCnonb3oBaHUN opMbl NO KOMaHAa BEPHET 3HAYEHUE MO YMOSTHaHUIO.

ip mtu MTUVal

no ip mtu

MapameTpbl

Ykaxute 3HadyeHve napametpa MTU. [ocTynHbin gnanasoH

MTUVal 3HadeHwit: ot 1280 o 1500 Gai.

Mo ymon4yaHuro
Mo ymonyaHuto 3agaHo 3HaveHne 1500.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOUMMO MEpPenTn B PEXUM KOHGMUrypauuu

nutepdenca VLAN (interface vlan).
Ncnonb3ynTte gaHHyto KoMaHay, YToObl UI3MEHUTb 3Ha4YyeHue napametpa MTU.
Mpumep

B paHHOM npumMmepe nokasaHo, Kak 3agaTb 3HadeHue napametpa MTU pasmepom 1400
Gant gna VLAN 3.

DGS-1250(config)# interface vlan 3
DGS-1250(config-vlan-if)# ip mtu 1400
ip mtu 1400
DGS-1250(config-vlan-if y#
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5.7 show arp

[laHHas komaHaa ucnonb3yeTcst Ans oTobpaxeHus AaHHbIXx ARP-kaLwa.

show arp [static | dynamic | invalid | interface vlan IFNUMBER)]

MapameTpbl
. (OnumoHanbHo)  Ykaxute Ana  OoTOBpaXeHus  TOMbKO
dynamic g
anHammnyecknx ARP-3anucen.
. (OnumoHanbHo)  Ykaxute aOnd  oTtobpaxeHuss  TOMbKO
static -
ctatnyeckmnx ARP-3anucen.
invalid (OnumoHanebHo)  Ykaxute And  oTtobpaxeHust  TONbKO

HeakTuBHbIX ARP-3anucen.

(OnumoHaneHo) Ykaxute, ecnn HeobxogMmo o0TobpasnTb

interface vlan -
ARP-3anucu, ceasaHHble ¢ onpegeneHHon VLAN.

IFNUMBER NaoeHTtudukatop VLAN.

Mo ymonyaHuro
Hert.

Pexxnm BBoga KomaHAbI
MNMonb3oBaTenbckun unu npusmnernpoBaHHbin pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHne komaHAbI

Ncnonb3ynTe gaHHyto KomaHgy anst otobpaxkeHus nHgpopmauumn no scem ARP-3anucam,
TONMbKO CTaTUYEeCKUM, AWMHAMUYECKMM WM HeakTuBHbiIM ARP-3anucam, a Takke no
3anucam, ceasaHHbIM ¢ onpegeneHHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak oTobpasntb AaHHble ARP-kaLwua.
# show arp

show arp

Type :IP Address : Hardware Address : IP Interface : Phy interface : State

+ + + + +

Dynamic : 10.99.99.99 : 1¢:6f:65:83:b4:d6 : VLAN1 : Eth1/0/32  : reachable

Total Entries : 1
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5.8 show arp timeout

[aHHas komaHga mcnonb3yetcs Ans oTobpaXeHus BpeMeHu ycTapeBaHua (aging time)
ARP-3anucen B Tabnuue ARP.

show arp timeout [interface vlan IFNUMBER]

MapameTpbl
interface vian (OnuunoHanbHO) YkaxuTe, 4Tobbl OTO6pasmMTs ARP-3anucu
IFNUMBER Tonbko Anga onpegeneHHon VLAN.

Mo ymon4yaHuto
Hert.

Pexxum BBoga KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAbl
Ncnonb3ynte gaHHyo komaHgy ans otobpaxeHna ARP-3anucen. Ecnv knoyeBoe croBso
interface vlan He ykasaHo, 6yayT otobpaxarbca ARP 3anncu gns scex VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak otobpasnts ARP-3anucm ans VLAN 1.
DGS-1250# show arp timeout interface vlan 1

show arp timeout interface vlan 1

Interface : Timeout (secs)

=+

VLAN1 :30

Total Entries : 1

DGS-1250#
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5.9 show ip interface

[aHHas kKomaHga ncnonbayetca ansa otobpaxeHns nHopmauum o6 IPv4-uHtepdenicax.

show ip interface [vlan IFNUMBER | description]

MapameTpbl

(OnuunoHaneHo) YkaxuTte, 4YTOoObI OTOBPas3nTb MHOPMaLMIO

vlan [FNUMBER 06 onpegeneHHom IPv4-uHtepdeiice.

(OnuunoHanbHo) YkaxuTte, 4Tobbl OTOOpPa3nMTb onucaHve ans

description IPv4-uHTepdeica.

Mo ymonyaHuto
Her.

Pexxnm BBOoga KomaHAbI
[Monb3oBaTenbckuin nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbI

Ncnonb3ynTe gaHHyo kKomaHay onst otobpaxennsa nigopmaumm ob IPv4-nHrepgence mnm
ero onucaHma. Ecnu knwouyeBoe cnoBo vlan He ykasaHo, Oyamer oTobpaxarbes
MHopMauma unu onucaHue ansa scex |IPv4-untepdgencos.

Mpumep
B paHHOM npumepe nokasaHO, Kak oTobpasutb WHdopmaumio no Bcem |Pv4-
NHTepdencam.

show ip interface
VLAN1:
IP address :10.90.90.90/8 (Static)

DNS servers :
State : Enabled
MTU : 1500 bytes

Total Entries : 1
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5.10 show ip proxy-arp

[aHHass komaHga ucnonb3yetcs Ansg otobpaxeHus coctosiHusa onumm Proxy ARP gns
VLAN.

show ip proxy-arp [interface vlan IFNUMBER]

MapameTpbl
interface vlan (OnumoHanbHO) YKaxuTe, ecnu HeobxoaMmo OTobpasnTb
IFNUMBER MHJ OpMaLnIo, cBA3aHHY0 ¢ onpeaeneHHon VLAN.

Mo ymonuyaHuto
HerT.

Pexxnm BBOoga KomaHAbI
[Monb3oBaTenbcku nnu npueunernpoBaHHbii pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbl

Mcnonb3ynTte gaHHy0 KomaHgy, 4YTobbl oTob6pa3uTb coctosHue onuun Proxy ARP. Ecnu
kntodeBoe cnoBo interface vlan He ykazaHo, GygeTt otobpaxaTtbca MHdopMauusa anst Bcex
VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak oTobpa3nTb coctosiHne onumm Proxy ARP ansa VLAN 1.
DGS-1250# show ip proxy-arp interface vlan 1

show ip proxy-arp interface vian 1

Interface : State

+

VLAN1 : Disabled

Total Entries : 1

DGS-1250#
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6. KOMAHObI AUATHOCTUKU KABEIA

6.1 test cable-diagnostics

[laHHaa komaHaa ncnonb3dyetcqa aOna 3anycka AOMarHOCTUKM, BbINOSHAOLWEN aHann3
COCTOSIHUA U OSNTMHbI MEeAHbIX Kabenen.

test cable-diagnostics interface ethernet PORTLIST [, | -]

MapameTpbl

interface ethernet

PORTLIST Ykaxute Homep nopta Ethernet.

(OnumoHanbHO)  Heckonbko  MOpPTOB  WNM OTAENeHue
, AvanasoHa nopTtoB OT npegplgywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAOMyCTUMO.

(OnumonanbHo) dnanasoH noptoB. Wcnonb3oBaHue npobena
A0 1 nocne geduca HegonycTMmo.

Mo ymonuyaHuto
Hert.

Pexxnm BBoga KomaHAbI
[Monb3oBaTenbcku nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbl

NaHHas komaHOa Ucnonb3yeTcs ONS BbiABNEHUS NpoGnemM ¢ MOAKMOYEHNEM HA MEAHbIX
nopTax.

Mpumep
B oaHHOM npumepe nokasaHo, Kak 3anycTUTb ANarHOCTUKY kabenst onsa aHanusa craTyca
n onnHbl kabens, nogknodeHHoro K nopty Ethernet 1/0/1.
DGS-1250# test cable-diagnostics interface ethernet 1/0/1
test cable-diagnostics interface ethernet 1/0/1
Port : Test
________ PR
1/0/1 : Started
Total entries: 1

DGS-1250#
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6.2 show cable-diagnostics
[aHHaa komaHga wcnonb3yeTcs Ans MPOCMOTpa Pe3ynbraToB AMArHOCTUKM  MeOHbIX
kabenen.

show cable-diagnostics [interface ethernet PORTLIST [, | -]]

MapameTpbl

interface ethernet
PORTLIST

(OnuunoHaneHo) Ykaxunte Homep nopta Ethernet.

(OnuuoHanbHO)  Heckonbko  NOPTOB  WNU  OTAENEHUE
avanasoHa nopTtoB OT npeablaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAoMyCTUMO.

(OnuuoHanbHO) [nana3oH noptoB. WMcnonb3oBaHwe npobena
A0 1 nocrie gedgwuca HegonycTUmo.

Mo ymonuyaHuto
Hert.

Pexxum BBOoga KomaHAbI
MNMonb3oBaTenbckun unu npusmnernpoBaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHUe KOMaHAbI
[aHHass koMaHga wucnonb3yeTcs AN OoToOpaxeHus pesynbraTtoB AUMAarHOCTUKM Kabens.
Ecnu napameTtp He ykasaH, byget otobpaxarbca nHpopmauunsa ans Bcex MHTepdencoB.

C noMoLLbi0 JAHHOW KOMaHAbl MOXHO BbISIBUTb Criedytolme HeucnpaBHOCTM KabenbHOoM
napbil:

* Short — 3aMbIKaHNe KOHTaKTOB Mapbl;
* Open — pas3pbiB nap.l;
* Mismatch — HekoppeKkTHOe 3HayeHne CONPOTUBIIEHNS;

* Linedriver — BbICOKOE 3neKTpMYECKOE CONPOTUBIEHME HA APYron CTOPOHE Kabens.
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Mpumep

B maHHOM npumepe nokasaHo, Kak 0TobpasunTb pesynbraTbl AUArHOCTUKM Kabens nopTos
Ethernet ot 1/0/1 go 1/0/5.

DGS-1250# show cable-diagnostics interface ethernet 1/0/1-1/0/5

show cable-diagnostics interface ethernet 1/0/1-1/0/5

Interface : Status : Type : Last Test Result : Cable Length (M)

+ + + +
Eth1/0/1 :connected :FE :OK :4.00
Eth1/0/2 : not-connected : - : - -
Eth1/0/3 : not-connected : - : - -
Eth1/0/4 : not-connected : - : - -
Eth1/0/5 : not-connected : - : - D-

Total Entries : 5
DGS-1250#
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7. KOMAHObl DHCP SNOOPING
7.1 dhcp-snooping bind

[aHHaa komaHOa wucnonb3yeTcs AN COo34aHuA BpeMeHHbIX 3anucen dyHkumm DHCP
Snooping.

dhcp-snooping bind MAC_ADDR IP_ADDR VLAN_ID TIME interface {ethernet
IFACENUM | port-channel CHANNQ}

MapameTpbl

MAC_ADDR Ykaxute MAC-agpec.

IP_ADDR Ykaxunte |IPv4-agpec.

VLAN_ID Ykaxunte ngeHtndpukatop VLAN. Jonyctnmeln gnanasoH: oT 1

0o 4094.

YkaxuTe nepuog BpeMeHu, B TeyeHue KoTtoporo Oyaet
TIME cywecTtBoBaTtb 3anucb pyHkunn DHCP Snooping. JocTynHbINn
AnanasoH 3HadveHun: ot 0 go 86400 cekyHA.

interface YkaxuTe, 4Tobbl 3a0aTb MHTEPAENC.

ethernet IFACENUM Ykaxute cdmsmnyeckmn nopt Ethernet kommyTaTopa.

YkaxuTte nornyeckmn mHtepdenc port-channel. Jonyctumbiin

port-channel CHANNO
ananasoH: ot 1 go 8.

Mo ymonyaHuto
HerT.

Pexum BBOAa KomaHAbI
MpuBunernpoBaHHbin pexxum (Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 12.

Mcnonb3oBaHue KOMaHAbl
[aHHaa komaHOa ucnonb3yeTcss AN CO34aHusa BpeMEHHbIX 3anucen gyHkumm DHCP
Snooping.
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Mpumep
B gaHHOM npumepe nokasaHo, Kak co3aaTb BpeMeHHYo 3anuck dyHkumnn DHCP Snooping

¢ MAC-agpecom AA:55:44:66:78:33, IP-agpecom 192.168.161.33, VLAN 100, BpemeHem
cywectoBaHua 1 yac gnga nopta Ethernet 1/0/5.

DGS-1250# dhcp-snooping bind AA:55:44:66:78:33 192.168.161.33 100 3600 interface ethernet 1/0/5
dhcp-snooping bind AA:55:44:66:78:33 192.168.161.33 100 3600 interface ethernet 1/0/5

DGS-1250#
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7.2 clear ip dhcp snooping binding

[aHHas komaHga vucnonb3yeTcs Ana yaaneHusa sanvcen pyHkumm DHCP Snooping.

clear ip dhcp snooping binding {MAC_ADDR | IP_ADDR | VLAN_ID | interface
{ethernet IFACENUM | port-channel CHANNO} | all}

MapameTpbl

MAC_ADDR Ykaxunte MAC-agpec 3anucu, KOTOpY HY>XHO yoanuThb.

IP_ADDR Ykaxute |IPv4-agpec 3anucu, KOTOPYH HY>XHO yOanuThb.
Ykaxute wugeHtucdpumkatop VLAN 3anmcu, KOTOPYH HYXXHO

VLAN_ID -

- yoanuTb. [lonyctumbln guanasoH: ot 1 go 4094.
interface YkaxuTe, 4Tobbl 3a0aTb MHTEPAENC.
ethernet IEACENUM Ykaxute usndeckun nopt Ethernet 3anmncu, KoTopyto HyXXHO

yoanuTb.

Ykaxute norudeckun uHTepdenc port-channel 3anucwy,

port-channel CHANNO .
KOTOPYH HYXXHO yaanuTb. [lonycTumMbii gnanasoH: ot 1 go 8.

YKkaxuTte, 4TOoObl ymanutb Bce 3anucn  dyHkumm DHCP

all Snooping.

Mo ymonyaHuio
Her.

Pexum BBOAa KomaHAbI
MpuBnnernpoBaHHbin pexum (Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 12.

MUcnonb3oBaHue KOMaHAbI
[aHHas komaHaa ucnonb3yeTcs ansa yaaneHus 3anucen pyHkumm DHCP Snooping.

Mpumep

B paHHOM npumepe nokasaHO, Kak ydanuTb 3anucb dyHkumm DHCP  Snooping,
copgepxawyto MAC-agpec AA:55:44:66:78:33.

DGS-1250%# clear ip dhcp snooping binding AA:55:44:55:78:33

clear ip dhcp snooping binding AA:55:44:55:78:33

DGS-1250#
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7.3 ip dhcp snooping allow-untrusted

[aHHas KomaHaa wucnonb3yetcs Ana  paspeweHus nepegadn  DHCP-naketos,
cogepxawmx DHCP-onumio 82, Ha HepoBepeHHOM uHTepdpence. Mpn mcnonb3oBaHUK
dopmbl ho KoMaHaa 3anpetut nepegady DHCP-naketoB, cogepxawmx DHCP-onuunto 82.

ip dhcp snooping allow-untrusted

no dhcp snooping allow-untrusted

MapameTpbl
HerT.

Mo ymonyaHuto
M0 yMOn4YaHuo OTKITHOYEHO.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[aHHasi koMaHOa ucnonb3yeTcs, ecnn HeobxoaMmo paspellnTb nepedady KIMEeHTCKUX
DHCP-naketoB (DISCOVER, REQUEST, INFORM), cogepxawmx DHCP-onunio 82 unu
none giaddr (Gateway IP Address) ¢ HeHyneBbIM 3Ha4YeHUeM.

Mpumep

B pgaHHOM npumepe nokasaHo, kak paspewmntb nepegady knueHtckmx DHCP-nakeTos,
copepxawmx DHCP-onuumio 82.

DGS-1250# configure terminal

DGS-1250(config)# ip dhcp snooping allow-untrusted

ip dhcp snooping allow-untrusted

DGS-1250(config)#
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7.4 ip dhcp snooping enable

[aHHasi komaHga ucnonb3yeTcs Ana BknodeHus pyHkumm DHCP Snooping rmobanbHo
(ansa Bcero yctponctea). NMpy ncnonb3oBaHMM HopMbl NO KOMaHAA OTKMAYUT PYHKLMIO
rnobarnksHo.

ip dhcp snooping enable
no ip dhcp snooping enable

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymon4yaHuio gaHHaa yHKLUA OTKOYEHa.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
[aHHas komaHga ucnonb3yeTcs AN BKNOYeHUs/BbikNtodeHus dyHkumm DHCP Snooping
rmobanbHO (451s BCEro yCTponucTBaa).

Mpumep

B naHHOM npumepe nokasaHo, Kak Bknountb dyHkumo DHCP Snooping rmo6anbHo.
DGS-1250# configure terminal

DGS-1250(config)# ip dhcp snooping enable

ip dhcp snooping enable

DGS-1250(config)#
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7.5 ip dhcp snooping limit

[aHHaa KomaHda wucnonb3yeTcss A1 HaCTPOWMKM MaKCUMarbHOro 4Yucna KIIMEHTOB,
KoTopble MoryT nonydatb |P-agpeca ot DHCP-cepBepa Ha wuHTepdence. [lpu
NCNonb3oBaHUN OpPMbl NO KOMaHAa BEPHET 3HAYEHUE MO YMOSTHaHUIO.

ip dhcp snooping limit LIMIT_VALUE

no ip dhcp snooping limit

MapameTpbl

YKaxute MakcumaribHO€ YMUCIIO  KIMEHTOB. ,D,OI'IyCTI/IMbIIZ

LIMIT VALUE
- ananasoH: ot 0 go 252.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HavyeHue 252.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[Ana ncnonb3oBaHMst OaHHOM KOMaHObl HEOOXOAMMO MNEpPEenTU B PEXMM KOHGUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHaa KomMaHda wucnonb3yeTcss A1 HaCTPOWMKM MaKCUMarbHOrO 4Yucna KIIMEHTOB,
KoTopble MoryT nony4vatb |IP-agpeca ot DHCP-cepBepa Ha nHTepdelice.

Mpumep

B maHHOM npumepe nokasaHo, Kak ykasaTb 3HadeHue 150 B kayecTBe MakCUManbHOro
yncna KIMEHTOB, KoTopble MoryT nonyyaTtb IP-agpeca ot DHCP-cepBepa Ha nopTte
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# ip dhcp snooping limit 150

ip dhcp snooping limit 150

DGS-1250(config-if y#
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7.6 ip dhcp snooping trust

,D,aHHaFI KOMaHAa UCnorib3yeTtcd Ond HaCTpOVIKM nopta uin norn4eckoro MHTepcbeVlca B
KayectBe OOBEPEHHOrO. I'IpM MCMNoJib30BaHNN (*)OprI Nno KOMaHAda BepHEeT 3HadyeHwue no
YMOIN4aHuIo.

ip dhcp snooping trust

no ip dhcp snooping trust

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHWio BCe MNOPTbl WU forMyeckne WHTepdEencobl KOMMyTaTopa CYMTalOTCS
HeJOBEPEHHbIMMU.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[Ana ncnonb3oBaHWs OaHHOM KOMaHAbl HEOOXOAMMO MEPEnTU B PEXMM KOHGUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[MopT unu nornvecknn NHTepdenc, onpeaerneHHbin Kak AOBEPEHHbIN, UCNONb3yeTca Afis
nogkntodeHuns k DHCP-cepBepy unv gpyromy KoMmyTaTopy.

[MopT unn nornyecknin HTepgenc, onpeaeneHHbIn Kak HeoBePEHHbIN, UCNOSb3YeTCA ANs
NnogKniovYeHns nonb3oBatenen. HenoBepeHHble MOpTbl W NOrMYeckne UuHTepdencol
NponyckarT NnakeTbl, paspelieHHble gyHkumen IP Source Guard. Takke HegoOBepeHHble
nopTbl M JiornM4eckme WHTepencobl nponyckarwT Bxoadwme naketel ¢ |IP-agpecom
ncroyHmnka 0.0.0.0 1 UDP-nopTom HasHayeHus 67.

®dyHkuma IP Source Guard pomkHa ObiTb BKAOYEHA Ha MNOpTE UMM FIOTMYECKOM
NHTepdence He3aBUCMMO OT TOro, onpeferieH OH Kak OOBEPEHHbIA UMW HEOOBEPEHHDLIN.
[nsa BKNoYeHUs pyHKLMM ncnonbayetca komaHaa ip verify source dhcp-snooping.
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Mpumep

B paHHOM npumepe mnokasaHo, Kak HacTpouTb nopt Ethernet 1/0/5 B kadecTtBe
JOBEpPEeHHOro.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# ip dhep snooping trust

ip dhcp snooping trust

DGS-1250(config-if)#
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7.7 ip dhcp snooping verify-mac-address

[aHHaa komaHga ucnonb3yetcs ana nposepkn coorsetcTBuad MAC-agpeca UCTOYHUKA B
DHCP-nakete annapatHoMy agpecy knueHTa. [pu ncnonb3oBaHun popmbl NO KOMaHAa
OTKIOUUT npoBepky cooTBeTcTBMS MAC-agpeca.

ip dhcp snooping verify-mac-address

no ip dhcp snooping verify-mac-address

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHuio BKIKOYEHO.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI

[aHHas KomaHga UCnonb3yeTcs, ecrniv HeobxoauMO BKIHOYUTbL MPOBEPKY COOTBETCTBUSA
cogepxumoro nonsa chaddr (Client Hardware Address) B DHCP-nakete n MAC-agpeca
nctodHunka. Ecnn cogepxnmoe nons chaddr B8 DHCP-nakete cootBetcTByeT MAC-agpecy
nctodHmnka, DHCP-nakeT nponyckaetcs.

Mpumep

B paHHOM npumepe nokasaHo, Kak OTKM4YMTb npoBepky cootBeTcTBus MAC-agpeca
nctodHnka B DHCP-nakeTte annapaTtHOMY agpecy KrveHTa.

DGS-1250# configure terminal

DGS-1250(config)# no ip dhcp snooping verify-mac-address

no ip dhcp snooping verify-mac-address

DGS-1250(config)#
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7.8 ip dhcp snooping vian

[aHHaa komaHda ucnonb3yeTtcs Ans BkrodeHus gyHkumm DHCP Snooping ans VLAN.
[Mpn ncnonb3oBaHMM HOpMbl NO KOMaHAA BEPHET 3HAYEHNE MO YMOSYaHMIO.

ip dhcp snooping vlan VLAN_LIST [, | -]

no ip dhcp snooping vilan

MapameTpbl

Ykaxute wnaeHtudukatop ogHon unu Heckonbkmx VLAN.

VLAN_LIST Honyctumbii ananasoH: ot 1 go 4094.

(OnumoHanbHo) Heckonbko VLAN unn otaeneHne guanasoHa
VLAN ot npeablaywero. cnonb3osaHne npobena go u nocne
3ansaTon HegoMnyCcTUMO.

(OnumoHanbHo) [OuanasoH VLAN. Wcnonb3oBaHue npobGena
40 v nocrie gecguca HegonycTUmo.

Mo ymonuyaHuto
Mo ymonyanuio dyHkuma DHCP Snooping BkntoyeHa Ha Bcex VLAN.

Pexxum BBOoga KomaHAbI
Pexxum rmobanbHomn koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[aHHas komaHaa ucnonbdyeTcs ansa BknrodeHnsa pyHkumm DHCP Snooping ona VLAN.

Mpumep

B gaHHOM npumMepe nokasaHo, Kak BKMounTb yHKunio DHCP Snooping ans Heckonbkux
ananasoHoB VLAN.

DGS-1250# configure terminal

DGS-1250(config)# ip dhep snooping vlian 15-19,27-34

ip dhcp snooping vlan 15-19,27-34

DGS-1250(config)#
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7.9 show ip dhcp snooping

[aHHasa komaHga ucnonb3yeTtcs Ans otobpaxeHus nHopmauum 0 HacTponkax yHKLUK
DHCP Snooping.

show ip dhcp snooping [interface {ethernet IFACELIST [, | -] | port-channel
CHANNO}]

MapameTpbl

interface Ykaxute, 4tobbl 3agaTb NHTEPGENC.

(OnuuoHanbHO)  Ykaxute, 4TOObI OTOGpPa3snTb HACTPOWKM
dyHkummn DHCP Snooping ans guanyeckoro nopra.

ethernet IFACELIST

(OnumoHanbHO)  Heckonbko  MOPTOB  WNKU  OTAENEHue
, AnanasoHa nopToB OT npeablgywero. Kcnonb3oBaHue
npobena Jo v nocrie 3anaTon HegonyCcTUMO.

(OnumoHanbHo) OuanasoH noptoB. Mcnonb3oBaHne npobena
A0 n nocne geduca HegomnycTumo.

(OnuuoHaneHO) Ykaxute, 4YTOObI OTOGPa3snTb HaCTPOWKK
port-channel CHANNO  d¢yHkunmn DHCP Snooping ans norndeckoro nHtepgenca port-
channel. Jonyctumbin gnanasoH: ot 1 go 8.

Mo ymonyaHuio
HerT.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbCckn nnu npueunernpoBaHHbin pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KoOMaHAbI

[aHHas KoMaHaa ucnonb3yeTcs Ans oTobpaxeHnsa MHpopMaunm o HacTpomkax dyHKLUN
DHCP Snooping Ansi HeckonbKMx MNOPTOB, AWanasoHa MOpPTOB KOMMyTatopa wunuv nnsd
norundeckoro nHTepgenca port-channel.

Mpn wncnonb3oBaHun KomaHabl 6e3 Kn4veBbIX CrOB OTOBpaxaetrcs WHGopMauus o
HacTporkax pyHkuun DHCP Snooping aons Bcex guanyeckux NopToB KOMMyTatopa, a
Takxe ONnA BCeX JIorm4yeckmx nHtepgencos port-channel.
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Mpumep
B paHHOM npumepe nokasaHo, Kak 0TobpasvTb MHOPMaUMIO O HacTpomkax dyHKLMMK
DHCP Snooping ans gananasoHa noptosB Ethernet kommyTtaTtopa 1/0/5-1/0/10.
DGS-1250# show ip dhep snooping interface ethernet 1/0/5-1/0/10
show ip dhcp snooping interface ethernet 1/0/5-1/0/10
DHCP snooping global state : Enabled
DHCP snooping VLANs : 1-4094
MAC-address verification : Enabled

Allow untrusted option  : Disabled

Interface : Trusted : Entries limit

+ +

Eth1/0/5 : Enabled : 150
Eth1/0/6 : Disabled : 252
Eth1/0/7 : Disabled : 252
Eth1/0/8 : Disabled : 252
Eth1/0/9 : Disabled : 252
Eth1/0/10 : Disabled : 252

Total Entries : 6

DGS-1250#
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8. KOMAHObI NPEAOTBPALLUEHUA DOS-ATAK

8.1 dos-prevention

[aHHas KomaHOa uvcnonb3yeTca  AOfs  BKIKYEHUS W HAcTPOMKM  MexaHu3ma
npegotepalleHnsa DoS-atak (DoS Prevention). Npu ncnonesoBaHun ¢opmbl ho KoMaHaa
OTKITIOUYUT MEXaHU3M AN YKa3aHHOro Tuna atak.

dos-prevention DOS-ATTACK-TYPE
no dos-prevention DOS-ATTACK-TYPE

MapameTpbl

YkaxuTte 3HadeHue all, ytobbl BKMHOUUTL 3almnTty Ona Bcex

DOS-ATTACK-TYPE .
TUMOB aTak, Unu ykaxunrte onpeaeneHHbin Tun DoS-atak.

Mo ymonyaHuto
Mo YMOJN4aHUO MeéXaHN3M OTKITIOHEH ONd BCEX nogaep>xXmBaemMbiX TUMNOB DoS-arak.

Pexum BBOAa KOoMaHAbI
Pexxum rnobansHon koHdurypaumm (Global Configuration Mode).

Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMON4YaHUKO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbI

[aHHas KomaHga uvcnonb3yetca ANs  BKKYEHWA U HAcTPOMKM  MexaHu3ma
npepotBpalleHma DoS-atak (DoS Prevention). MoxHo HacTpouTb paboTy mexaHnama ans
onpegeneHHoro tuna DoS-atak unu ansa Bcex noaaep>xmBaemMblxX TUMNOB.

UToObl BKMOUYUTE WA BBIKMKOYATL MEXaHM3M ANS OTAENbHOro nopTa WM HECKONbKMX
NopToB, HEOOXOQMMO MNEPENTU B PEXMM KOHGUrypauuum nopta unv guanasoHa nopToB
kommyTaTopa (interface).

MexaHusmbl npepoTBpalleHns DoS-atak (conoctaBreHve n NpUHATUE Mep) SBMAKTCS
dYyHKUMAMKM annapaTHOro obecneyeHus.

KomaHga no dos-prevention c knwoyeBbiM crioBoM all ucrnonbsyercs ons oTKNiOYeHUs
MexaHu3ma npegotepalleHns DoS-atak ons Bcex nogaepKuBaemblx TUMNOB.

MoryT 6bITb OOHapyXeHbI criegyoLmne pacnpocTpaHeHHble Tunbl DoS-aTtak:

- land: ataka pgaHHoro Tuna noapasymeBaeT OTNpaBKy YcTpoucTBy |IP-naketoB ¢
agpecoM WCTOYHWMKA, PaBHbIM afpecy HasHayeHusl. ITO MOXET MOCIyXUTb
MPUYMHON TOrO, YTO YCTPOWCTBO ByAeT HENpPepbLIBHO OTBEYATL caMoMy cebe.

- blat: ataka gaHHoOro TMna nogpasymMeBaeT OTrNpaBKy YCTPOWUCTBY NAKETOB C NOPTOM
nctoyHuka TCP/UDP, paBHbIM nNOpTYy HasHayeHua. ITO MOXET MOCHAYXUTb
NPUYMHON TOrO, YTO YCTPOMCTBO ByaeT oTBevaTb camomy cebe.
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« tcp-null-scan: ckaHuMpoBaHue nopta C ucnonb3oBaHnem TCP-naketoB, He
cogepxawmx driarn, ¢ NopaaKOBbIM HOMEPOM, PaBHbIM HYITHO.

+ tcp-xmas-scan: ckaHMpoBaHMe nopta C ucnonb3oBaHnem TCP-nakeTos,
cogepxawmx dnarm Urgent (URG), Push (PSH) n FIN, ¢ nopsiakoBbiM HOMEpPOM,
paBHbIM HYIHO.

+ tcp-syn-fin: ckaHnpoBaHme nopta ¢ ucnonb3oBaHnem TCP-nakeToB, coaepkaLmx
dnarn SYN u FIN.

+ tcp-syn-rst. ckaHnpoBaHue nopta ¢ ucnonb3oBaHnem TCP-nakeToB, cogepXalumnx
dnarn SYN n RST.

+ tcp-syn-srcport-less-1024: CKaHMpoBaHne nopTta c Ncnonb3oBaHNEM
TCP-naketoB, cogepxawmx dpnar SYN, He cogepxawmx cdnar ACK, ¢ Homepom
nopta uctovHmnka ot 0 go 1023.

« tcp-tiny-frag: npu atake gaHHoro Tuna wmcnonb3ytotcsa TCP-naketbl HEGOMbLIOrO
pasmepa Co CMeLLeHMEM OaHHbIX, paBHbIM 8 GanT.

- icmp-frag-pkts: npu atake paHHOro TuMa MCNONbL3YHTCA (YParMeHTUPOBAHHbIE
ICMP-nakeTbl.

+ ping-death: npu artake p[gaHHOrO TUMNA OTNPABMSAIOTCA HEKOPPEKTHbIE UMK
BPEeAOHOCHbIE ping-3anpockl. O6bIMHO pa3mep ping-3anpoca cocTtaBndaeT 64 6anTa;
MHOrMe YCTPOMCTBA He MOryT pacrno3HaTb ping-3anpoc, ecnv OH Gonblle, yYem
MakcuManbeHbIn pasmep IP-naketa (65535 6anTt). OTnpaBka ping-naketa pasmepom
65536 6anT HegonycTMMa COrfacHO CEeTeBOMY MPOTOKOMY, HO MNakeT Takoro
pasMepa MOXHO OTrNpaBuTb, ecnun oH Byaet oparMeHTUPOBaH.

- daeqsa: npu atake gaHHOro Tuna UCronb3yTca nakeTbl, B Kotopblx MAC-agpec
Ha3Ha4yeHust coBnagaeT ¢ MAC-agpecom UCTOYHMKA.

- all: Bce BbllWenepeyYncrieHHble TUMbI.

Mpumep

B OaHHOM MnpuMepe nokKasaHo, KakK BKITIOYNTb MexXaHU3M rnpenoTBspalleHns DoS-atak and
aTtaku Tuna land.

DGS-1250# configure terminal

DGS-1250(config)# dos-prevention land

dos-prevention land

DGS-1250(config)#

B cnegywuiemM npuMmepe nokas3aHo, Kak OTKITIHNTb MeéxaHU3M rnpeaorspalleHnn DoS-atak
Onda atak BCeX nogaep>XXmBaemMbixX TUMOB.

DGS-1250(config)#

DGS-1250(config)# no dos-prevention all

no dos-prevention all

DGS-1250(config)#
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B cnegyowem npumepe nokasaHo, Kak BKITHOMUTbL MexaHu3m npegotepawieHns DoS-atak
ans nopta Ethernet 1/0/5.

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# dos-prevention

dos-prevention

DGS-1250(config-if)#
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8.2 show dos-prevention

[laHHas komaHga ucnomnb3yeTcst Anst NoryyYeHust MHopmaumMm O cTaTyce MexaHu3ma
npenoTtBpalleHnsa DoS-aTak.

show dos-prevention [type DOS-ATTACK-TYPE | interface ethernet
PORTLIST [, | -11
MapameTpbl
type DOS-ATTACK- YkaxuTte 3HadeHue all, ytobbl oTObOpasnTb MHGOpMaUUo O
TYPE BCEX TUMax atak, Uin ykaxknte onpeaeneHHoin Tun DoS-arak.

interface ethernet

PORTLIST Ykaxunte Homep nopTa Ethernet.

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKW  OTAENeHune
, AunanasoHa nopTtoB OT npegbigywero. Vcnonb3oBaHue
npobena Ao v nocne 3anAaTon He[oMnyCcTUMO.

(OnuunoHanbHO) [nana3oH noptoB. WMcnonb3oBaHwe npobena
A0 1 nocrie gedwuca HegonycTUmo.

Mo ymonyaHuro
Hert.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbckun unu npusmnernpoBaHHbin pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Ucnonb3oBaHMe KomaHAabl

[laHHas komaHga ucnomnb3yeTcst Anst MoryyYeHust MHopmaumMm O cTaTyce MexaHu3ma
npenoTtBpalleHns DoS-aTak.

Mpumep
B paHHOM npumepe nokasaHo, kak oTobpasuTb MHOpMauMlo O cTaTyce MexaHu3ma
npenoteBpalleHns DoS-atak gns atak Tuna land.

show dos-prevention type land

DoS Type : State

+.

Land Attack : Enabled

Total entries: 1
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B paHHOM npumepe nokasaHo, kak O0TobpasuTb WMHopmauuio O cTaTtyce MexaHu3ma
npepotBpalleHma DoS-atak ansa nopta Ethernet 1/0/5.

DGS-1250# show dos-prevention interface ethernet 1/0/5

show dos-prevention interface ethernet 1/0/5

Interface : Attack Prevention State

+

Eth1/0/5 : Enabled
Total entries: 1

DGS-1250#
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PyKoBOZCTBO MO UCMOMb30BaHMIO HTepdelca komaHaHom cTpoku (CLI) BOCCTaHOBMNeHus nopTos (Error Recovery)

9. KOMAHOblI ABTOMATUYECKOIO
BOCCTAHOBIJIEHUA NMOPTOB (ERROR RECOVERY)

9.1 errdisable recovery

NaHHas komaHOa WCnomnb3yeTcs  Ans  HacTPoWKM  (PYHKLUMM  aBTOMAaTM4YeCKOro
BOCCTaHOBMeHMss nopTtoB. [Mpu ucnonb3oBaHuuM ¢opmbl no Ge3 napameTpa kKomanaa
OTKIMOYMT (DYHKLUIO AN COOTBETCTBYHOLLETO 3aLLIMTHOIO MEXaHMU3Ma.

errdisable recovery {all | loopback-detection | port-security | storm-control |
bpdu-guard} [interval SEC]

no errdisable recovery {all | loopback-detection | port-security | storm-control
| bpdu-guard} [interval SEC]

MapameTpbl

YKaxuTte, 4TOObl BKMOUUTL  (PYHKUUIO aBTOMaTU4eCKoro
BOCCTAHOBIIEHUSA MOPTOB M5 BCEX 3alUUTHbIX MEXaHW3MOB.

all Mpn ncnonb3oBaHun ¢ opmor no 6e3 napameTpa KoOMaHaa
OTKIMIOYMT  (PYHKUMIO  aBTOMaTMYECKOro  BOCCTAHOBMEHUS
NOPTOB AN BCEX 3aLUMTHbLIX MEXaHU3MOB.

Ykaxute, 4Tobbl BKMOYUTL  (PYHKUMIO aBTOMaTU4eCKOro
loopback-detection BOCCTAHOBSIEHNA MOPTOB MNPU OTKKOYEHUN NOPTOB (DYHKLMEN
Loopback Detection.

Ykaxunte, 4ToObl BKMOYUTL  (PYHKUMIO aBTOMaTU4eCKOro
port-security BOCCTaHOBSIEHMS MOPTOB MPWU OTKIIOYEHUN MOPTOB (PYHKUMEN
Port Security.

Ykaxunte, 4ToObl BKMOYMTL  (PYHKUMIO aBTOMaTU4EeCKOro
storm-control BOCCTAHOBIIEHUSA MOPTOB MpPU OTKIOYEHUU NOPTOB (PYHKUMEN
Storm Control.

YKaxuTte, 4TOObl BKMOYUTL  (PYHKUMIO aBTOMaTU4eCcKoro
bpdu-guard BOCCTAHOBSIEHNA MOPTOB MNPU OTKINKOYEHUUN NOPTOB (PYHKLMEN
BPDU Guard.

Ykaxute, 4TOObl 3agaTb MWHTEpBan Mexagy npoBepKkamu
COCTOSIHMA nopToB (B cekyHaax). [OCTynHbI AnanasoH
3HayeHun: ot 20 go 86400. [Mpn ncnonb3oBaHMM ¢ PopMon no
KOMaHOa BEPHET 3Ha4YeHne No yMOS4aHuIo.

interval SEC

Mo ymonuyaHuto
Mo YMOJT4aHuUto q[)yHKLI,VIFI aBTOMaTN4E€CKOro BOCCTaHOBJIEHNA MOPTOB OTKITIOYMEHa OJ14 BCeX
3alLNTHbIX MEXAaHN3MOB.

NHTepBan mexgy nposBepkamu CoCTosaHus noptoB cocTtasnseT 300 cekyHa.
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Pexxnm BBoga KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbl

(DyHKLI,VIﬂ aBToMaTn4eckoro BOCCTaHOBIeHN4d nopTtoB no3BondeT aBTOMaTU4eCcKu
BOCCTaHaBIMBaTb pa60Ty nopToB, OTKIMTHOYEHHbIX nnm 3a6J'IOKI/IpOBaHHbIX npu
Cpa6aTbIBaHI/II/I 3aWUTHbIX MEXaHU3MOB.

dyHkumna Loopback Detection no3sBonaet obHapyXuTb NETAO U aBTOMATUYECKN OTKITHOUUTD
OOVMH WM HECKONbKO MOPTOB, Ha KOTOpbIX OHa O6HapyxeHa (komaHga loopback-
detection).

®yHkuma Port Security no3BonseT orpaHn4MTb MakCMMarnbHOE KONMUYECTBO W3YYEeHHbIX
MAC-agpecoB Ha nopTax, a Takke aBTOMATMYECKM OTKMYaTb MOpThl B Cry4ae
npeBbIEeHNS 3a4aHHOro numMnTa (komaHga port-security).

®yHkumna Storm Control no3BongeT ynpasnaTb CKOPOCTbIO NpuemMa broadcast-, multicast- n
unicast-Tpaduka, a Takke aBapuUMHO OTKIOYaTb MOPT MPU HenpekpallalLwemMcs WTopMe
(komaHnga storm-control).

®dyHkuma BPDU Guard nossonser 6GnokupoBaTb MOPT NpY MOMAYyYEHUM  CRY>KEBHbIX
coobuweHun BPDU (komaHaa spanning-tree bpduguard).

Mpumep

B JaHHOM npumMepe nokasaHo, KakK BKITIOYNTb beHKLI,I/I}O aBToOMaTnU4eCKOro BocCtaHoBJ1eHUA
NMOPTOB MpPK OTKIOYEHUM NOPTOB pyHKUMen Port Security.

DGS-1250# configure terminal

DGS-1250(config)# errdisable recovery port-security

errdisable recovery port-security

DGS-1250(config)#

B crnegyrowemM npuMepe nokasaHo, Kak 3afgaTtb MHTepBasn Mexay rnpoBepkamMn COCTOAHUA
nopTtoB, pasHbIN 350 cekyHaam, ansa gpyHkumm BPDU Guard.

DGS-1250# configure terminal

DGS-1250(config)# errdisable recovery bpdu-guard interval 350

errdisable recovery bpdu-guard interval 350

DGS-1250(config)#
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9.2 errdisable recovery ports

,D,aHHaFI KOMaH4a nCcnosrb3yeTcA and akTmnsauunmn (byHKLl,I/II/I aBTOMaTn4eCKoro
BOCCTaAHOBNEHUA nNopTtoB ANld  YyKas3aHHOro nopta win gunana3oHa nopToB. |_|pI/1
NCMoNb30BaHNN (*)OprI no beHKLl,I/IFI 6y,qu OTKIO4eHa.

errdisable recovery ports interface ethernet /FLIST [, | -]

no errdisable recovery ports interface ethernet /FLIST [, | -]

MapameTpbl
interface ethernet YKkaxute Homep nopta unm guanasoH MopToB, ANSA KOTOPbIX
IFLIST HeobXo4MMO OTKIHYUTDL NN aKTUBUPOBATb AAHHYHK (OYHKLINIO.

(OnumnoHanbHO)  Heckonbko  MOPTOB  UNU  OTAENeHue
, AuvanasoHa noptoB OT npegbigywero. Mcnonb3oBaHue
npobena 4o 1 nocne 3anAaTon HeJonycTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocre gedguca HegonycTumo.

Mo ymonuyaHuto
Mo ymonyaHuio (PyHKLMA aBTOMAaTMYECKOro BOCCTAHOBIEHUS NMOPTOB aKTMBMpOBaHa AJ1S
Kaxxgoro nopra.

Pexxum BBoga komaHAbI
Pexxum rmobanbHon koHurypauum (Global Configuration Mode).

YpOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YposeHb 15.

Mcnonb3oBaHue KomaHAbl
Mcnonb3ynte pQaHHyi0 KOMaHZy, 4TOObl akTMBMpOBaTb (PYHKUMIO aBTOMaTUYECKOro
BOCCTaHOBJ1EHUA NOPTOB AOJ14 yKa3aHHOFO nopTa unm gnana3oHa nopToB..

Mpumep

B paHHOM npuvMmepe nokasaHo, KaK OTKMYMTb  (PYHKUMIO  aBTOMaTU4ecKoro
BOCCTaHoBreHns noptoB ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# no errdisable recovery ports interface ethernet 1/0/5

no errdisable recovery ports interface ethernet 1/0/5

DGS-1250(config)#
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9.3 show errdisable

[laHHas KomaHga wucronb3yeTcsl Ans  oTobpaxeHuss UMHdopmaumm o  YHKUUK
aBTOMAaTU4YeCKOro BOCCTaHOBIEHMS NMOPTOB.

show errdisable {recovery | status [interface ethernet PORTLIST [, | -11}

MapameTpbl
Ykaxunte,  4toObl  OTOOpasnTb  COCTOSHME  PYHKLMK
recove aBTOMAaTMYECKOrO0 BOCCTAHOBMEHWUS MOPTOB AN KaXaoro
Yy 3alUNTHOrO MexaHu3Ma W NPoJOIMKUTENBHOCTL WHTEpBana
MeXay NpoBepKamn COCTOSIHUS NOPTOB.
status Ykaxute, 4tobbl 0TO6pasnTb nHdopmaLmo o ctaTyce nopra u
cTaTtyce (PyHKUUN aBTOMAaTM4ECKOro BOCCTAHOBIIEHWNS NOPTOB.
interface ethernet YKkaxute Homep nopta unm guanasoH NopToB, ANA KOTOPbIX
PORTLIST Heobxoammo oTobpa3nTb MHGPOPMaLMIO.

(OnumoHanebHo)  Heckonbko  NOPTOB  WNW  OTAENeHue
, AnanasoHa nopToB OT npedbigywero. KMcnonb3oBaHue
npobena Ao v nocne 3anAaTon He[oMNyCTUMO.

(OnumoHanbHO) OunanasoH noptoB. Mcnonb3oBaHne npobena
00 1 nocne geduca HegonycTuMo.

Mo ymonyaHuto
HerT.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbCckunin Unu npmesunernpoBaHHbin pexxum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Ucnonb3oBaHMe KomaHAabl

Ncnonb3ynte pQaHHyO KomaHay, u4ToObl oToOpasntb WHGopMaumio O  PyHKUUK
aBTOMaTU4eCKOro BOCCTaHOBMEHNSA NOPTOB.
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Mpumep

B paHHOM npumepe nokasaHo, Kak oTobpasuTb COCTOsiHME (DYHKUMM aBTOMAaTU4ECKOro
BOCCTaHOBJIEHUA TMMOPTOB AJ1A KaxXaoro 3alnUTHOro MexaHunama un npoaoJiKUTESIbHOCTb
WHTepBana Mexay npoBepkaMmn COCTOSAHNA NOPTOB.

DGS-1250# show errdisable recovery

show errdisable recovery

ErrDisable cause : State : Interval (seconds)

+ +

BPDU guard : Enabled : 350
Loopback detection : Enabled : 300
Port security  : Disabled : 300
Storm control  : Enabled : 300

Total Entries : 4

DGS-1250#

B cnepyrowem npumepe nokasaHo, Kak otobpasntb mMHdoOpmauuio O cTtatyce nopra wu
cTatyce OyHKLMM aBTOMaTUYECKOro BOCCTAHOBIEHMS nopToB Angd nopta Ethernet 1/0/5.
DGS-1250# show errdisable status interface ethernet 1/0/5

show errdisable status interface ethernet 1/0/5

Interface : Status : Recovery

+ +

Eth1/0/5 : Normal : Disabled

Total Entries : 1

DGS-1250#
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10. KOMAHObI YNPABNEHUA UHTEP®EUCOM

10.1 clear counters

[laHHas komaHaa ucronb3yeTcs Ans copoca CYETYMKOB Anst UHTEPEENCOB (DUINYECKMX
MOPTOB.

clear counters {all | interface ethernet PORTLIST [, | -]}

MapameTpbl

all Ykaxute, 4Tobbl COPOCUTL CHETUMKM ONA BCEX UHTepencos
dom3N4ECKMX NOPTOB.

interface ethernet YKaxute uandeckun nopt, AN KOTOpOoro Heobxoammo

PORTLIST cObpoCUTb CHETUMKN.

(OnumoHanbHO)  Heckonbko  NOPTOB  WNU  OTAENEHUe
, AnanasoHa nopToB OT npeablgywero. KMcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAOoMyCTUMO.

(OnumoHanbHo) [dnanasoH noptoB. Wcnonb3oBaHue npobena
00 1 nocne gedwvca HegornycTuMo.

Mo ymon4yaHuto
Hert.

Pexxum BBoga komaHAbI
MpuBunernposaHHbIn pexnm (Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YpoBeHb 12.

Mcnonb3oBaHue KomaHAbl
,D,aHHaFI KOMaHOa VICI'IOJ'IbsyeTCFI and c6poca cyeT4ymkoB AOnd I/IHTep(beIZCOB d)I/ISW-IeCKI/IX
NnopTOB.

Mpumep
B naHHOM npumepe nokasaHo, Kak copocuTb cdeTymkun ansa noptos Ethernet 1/0/5 n 1/0/6.

DGS-1250# clear counters interface ethernet 1/0/5-1/0/6
clear counters interface ethernet 1/0/5-1/0/6

DGS-1250#
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10.2 description (interface)

,D,aHHaFI KOMaHOa ucnonb3dyetca Ond YykKa3aHuda onncaHna and MHTepcbeﬁca. I'IpM
MCMonb3oBaHN C*)OprI NOo KOMaHAa BEPHET onncaHmne no ymonyaHuio.

description STR

no description

MapameTpbl

OnucaHve nHTepderica (NopTa, AnanasoHa NnopToB Unmn port-

STR channel). He 6onee 128 cumsonos 6e3 npobena.

Mo ymonyaHuro
CucremMHoe onucaHue c YKasaHnem moaernn, Bepcun MO un HOMEpa nopta unnm pOI’t-
channel.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

Ana ncnonb3oBaHus OaHHOWM KOMaHAbl HEOOXOAMMO MEPEnTU B PEXMM KOHGUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Ncnonb3ynTe gaHHyto KoMaHay, 4Tobbl 3agaTb onucaHne uHTepgenca.
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Mpumep

B gaHHOM npumepe nokasaHo, Kak 3agaTtb onvcaHue ans agnanasoHa noptos oT 1/0/10 go
1/0/15. Otobpa3uTb onucaHne uHTepdenca MOXHO C nNoMoLlbld KomaHabl show
interfaces description.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/10-1/0/15

DGS-1250(config-ifj# description FREE_PORTS

description FREE_PORTS

DGS-1250(config-if}# end

end

DGS-1250# show interfaces ethernet 1/0/10-1/0/15 description

show interfaces ethernet 1/0/10-1/0/15 description

Interface : Description

=+

Eth1/0/10 : FREE_PORTS
Eth1/0/11 : FREE_PORTS
Eth1/0/12 : FREE_PORTS
Eth1/0/13 : FREE_PORTS
Eth1/0/14 : FREE_PORTS
Eth1/0/15 : FREE_PORTS

Total Entries : 6

DGS-1250#
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10.3 interface

[aHHas komaHZa wucnonb3yeTcs Ons Bxo4a B PEeXMM KOHGUrypaumm uHTepdencoB
(Interface Configuration Mode). TMpu wucnonb3oBaHM GOPMbLI NO KOMaHZa yganuT
NHTepdenc (TonNbKo Ans normdeckux nHTepdencos port-channel).

interface {ethernet /IFLIST [, | -] | port-channel CHANNO | vlan IFNUMBERY}
no interface port-channel CHANNO

MapameTpbl
ethernet IFLIST Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHUE
AuvanasoHa nopTtoB OT npegblaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAoMyCTUMO.

(OnuuoHaneHo) AnanasoH noptoB. Mcnonb3oBaHne npobena
40 v nocrie gedgmca HegonycTUmo.

port-channel CHANNO YkaxuTte HoOMep normyeckoro nHrepderica port-channel.

vlan IFNUMBER Ykaxute Homep uHtepgenca VLAN.

Mo ymonyaHuto
Hert.

Pexum BBOAa KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJT4YaHUKO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbI
[aHHas komaHaa ucnonb3yeTcs AN BxoAa B PEXUM KOHUrypauum nHTepdemncos.
[nsa o603Ha4YeHnss LICNONb3yHTCA CneayoLne KrnoYeBble CnoBea:
« ethernet — ognH nnu Heckonbko MHTepdencoB pusmyecknx Ethernet-noptos
KOMMYyTaTOopa;
e port-channel — nornveckun nHtepdgenc port-channel;
e vlan — VLAN-uHTepgemnc.
dopmat Homepa nHTepenca 3aBMCcUT OT TUNa UHTepdenca.
Ana nHTepgencos puandeckux NOPTOB MOSb3OBATElNb HE MOXET BOWUTUM B MHTepdenc,
€Ccnn NopT KomMmyTaTopa He cyulectByeT. VIHTepdenc gpusnyeckoro nopta He MOXeT BbiTb
yoaneH.
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Ncnonb3ynte komaHay interface vlan ona cosgaHus nHtepdenca VLAN (nHtepdpenca 3
ypoBHA ons cyuwecteytowen VLAN). Mcnonb3ynte komaHay vlan B pexume rnobanbHom
KoHdurypaumm, 4tobbl co3gate VLAN nepepg cosgaHveM wHTepdgenca. Mcnonbaymnte
KomaHgy no ip address B pexume KOHurypaumm uHTepdencos, 4ToObl yaoanuTb
nHtepdenc VLAN.

NHTepdenc port-channel cosaaeTtcs aBTomatmnyecku, ecnm komanga channel-group 6oina
BbIMOMHEHa ANA UHTepdenca puandeckoro nopta unn amanasoHa noptos. Vicnonb3ynte
komaHgy no interface port-channel B pexume rnobanbHon KoHdUrypauum, 4TobbI
yoanute  uHTepdgenc  port-channel. WHTepcenc  port-channel ©6ymetr  ypaneH
aBTOMaTU4eCcKun, ecnu u3 Hero ByayT yaaneHsl Bce omsmyeckme nopThbl.

Mpumep

B maHHOM npumepe nokasaHo, Kak BOWTM B pPeXMM KoHUrypauum uHtepdgencos and
nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)#

B cnegytouem npumepe nokasaHo, Kak BOUTU B PEXUM KOHUrypaumm nHTepdencos ons
port-channel 1.

DGS-1250# configure terminal

DGS-1250(config)# interface port-channel 1

DGS-1250(config-port-channel )#

B cnegytowem npvmepe nokasaHo, Kak BOUTU B PEXMM KOHUrypauum nHtepgencos ans
AnanasoHa noptoB Ethernet ot 1/0/10 go 1/0/15.

DGS-1250%# configure terminal

DGS-1250(config)# interface ethernet 1/0/10-1/0/15

DGS-1250(config-if)#
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10.4 show interfaces

,D,aHHaFI KOMaHAa UCnorib3yeTtcd Ond OTO6pa)KeHI/IFI I/IH(*)OpMaLI,MI/I (0] (bI/I3W-IeCKI/IX noprtax
KOMMYyTaTopa.

show interfaces [ethernet IFACELIST [, | -]

MapameTpbl
ethernet IFACELIST (OnumoHanbHOo) Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHUE
AuvanasoHa nopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3ansaTon HeAOoMyCTUMO.

(OnuunoHanbHo) Anana3oH noptoB. Mcnonb3oBaHue npobena
00 v nocne gedwuca HegonycTumo.

Mo ymonyaHuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUKO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAabl

[aHHasa komaHaa ncnonb3yeTca Ans otobpaxeHns nogpobHoON MHOPMaLMK N CHETHMKOB
ans gusnyecknx nopTtoB. [ns Toro 4tobbl oTo6pasvTb MHOpMauMo 060 BCex mopTax
KOMMyTaTopa, ucnonb3ynte komaHay 6e3 kntoyesoro cnosa ethernet n Homepa nopra.

Cwm. nogpobHoe onucaHne cyeTymkoB B onucaHmm komaHabl show interfaces counters.
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Mpumep

B oaHHOM npumepe nokasaHo, kak oTobpa3utb nHgopmaumio o nopte Ethernet 1/0/1.

DGS-1250# show interfaces ethernet 1/0/1
show interfaces ethernet 1/0/1
DGS-1250# show interfaces ethernet 1/0/1
show interfaces ethernet 1/0/1

Eth1/0/1 is enabled, link status is up:

Interface type : T000BASE-T

Interface description : D-Link Russia DGS-1250 Port 1 on Unit 1
MAC Address : €8:78:70:06:23:21

Port settings : Auto-duplex, auto-speed, auto-mdix

Send flow-control : Off, receive flow-control: Off

Send flow-control oper  : Off, receive flow-control oper: Off

Back-pressure :On

Speed : Full-duplex, 100Mb/s
Maximum receive frame size : 1536
Membership Limit : No limit entries
RX rate : 721 bytes/sec 3 packets/sec
TX rate : 148 bytes/sec 2 packets/sec
RX bytes : 24780428

TX bytes : 55285675

RX packets : 175496

TX packets : 171463

RX undersize :0

RX oversize :0

Fragments :0

Jabbers :0

RX dropped Pkts :0

CRC errors :0

TX excessive deferral :0

TX single collision :0

TX excessive collision  : 0

TX late collision :0

TX collision :0

Total Entries : 1

DGS-1250#
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10.5 show interfaces auto-negotiation

,D,aHHaFI KOMaHAa ucnonb3yetca And OTO6pa)KeHI/IFI I/IH(bOpMaLI,I/IM 06 aBTOCOrnacoBaHUM
ana CbI/ISVI‘-IeCKI/IX NnopToOB KOMMYyTAaTOpa.

show interfaces [ethernet IFACELIST [, | -]] auto-negotiation

MapameTpbl
ethernet IFACELIST (OnumoHanbHOo) Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHUE
AuvanasoHa nopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3ansaTon HeAOoMyCTUMO.

(OnuunoHanbHo) Anana3oH noptoB. Mcnonb3oBaHue npobena
00 v nocne gedwuca HegonycTumo.

Mo ymonyaHuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUKO
YpoBeHb 1.

MUcnonb3oBaHue KOMaHAbI

[aHHas KomaHga vcnonb3yeTcsa Ans otobpaxeHus uHgopmauun o6 aBToOCOrnacoBaHMm
Ansa uan4ecknx NopToB KommyTatopa. [ns Toro 4tobbl 0To6pa3nTb MHOpMaLMIo Ans
BCEX MOPTOB KOMMYyTaTopa, ucnonb3ynte komaHgy 6e3 kntodeBoro cnosa ethernet u
HoMepa nopTta. Ona M3MEeHeHUs HacTpoeK aBTOCOrNacoBaHUS MWCMNOMNb3ynTe KOMaHOy
speed B pexume koHpurypaumm nHtepdencos (Interface Configuration Mode).
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Mpumep
B maHHOM npumepe nokasaHo, Kak 0Tobpa3nTb MHdopmaumo 06 aBToCcornacoBaHun ansi

nopta Ethernet 1/0/1.
DGS-1250# show interfaces ethernet 1/0/1 auto-negotiation
show interfaces ethernet 1/0/1 auto-negotiation
Interface : Type : AutoNegotiation : Preferred : Link Advertisement

+ + + +

Eth1/0/1 : 1000BASE-T : Enabled :Auto  :10f, 10h, 100f, 100h, 1000f

Total Entries : 1

DGS-1250#
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10.6 show interfaces counters

,D,aHHaFl KOMaHOa Wucnonb3yetcAa Aand OTO6pa)KeHMFI CYHETYMKOB Ha BCeX (bI/ISM‘-leCKI/IX
noprtax unu onpeaerneHHbIX nopTax.

show interfaces [ethernet IFACELIST [, | -]] counters [errors]

MapameTpbl

ethernet IFACELIST (OnuunoHanbHO) Ykaxunte Homep nopta Ethernet.
(OnunoHanbHO)  Heckonbko  NOPTOB  MNM  OTAENEHME

, AnanasoHa nopToB OT npeabiaywero. KMcnonb3oBaHue
npobena [o v nocne 3ansaTon HeAOMYCTUMO.
(OnuuoHanbHo) AuanasoH noptoB. Mcnonb3oBaHune npobena
00 1 nocne gedwvca HegonycTuMo.

errors (OnuuoHanbHO) YKaxuTe AOns  OTOOpaXeHus CYETYUKOB

OLLMOOK.

Mo ymonuyaHuto

HerT.

Pexxum BBoga komaHAbI

[Monb3oBaTenbckun nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).
YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO

YpoBeHb 1.

Mcnonb3oBaHne komaHAbI

NaHHas komaHOa ucnomnb3yeTcs Ons OoTOOpaKeHUs OOLMX CYETUYMKOB UMM CYETYMKOB
OWKNBOK AN ykasaHHOro nopTa WNM BCex MOPTOB KoMMmyTatopa. [Ans Toro 4ToObl
oToOpasnTb CYETYMKM [Ons Bcex MOPTOB KOMMyTaTtopa, WCMonb3yinTe Komanay 6es
Kno4eBoro criosa ethernet u Homepa nopTa.
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Mpumep
B naHHOM npumepe nokasaHo, Kak oTobpasuTb obme cyetumkm ans nopta Ethernet 1/0/1.

DGS-1250# show interfaces ethernet 1/0/1 counters

show interfaces 1/0/1 counters

Eth1/0/1:
Tx/Rx Packets : 286422/295456
Tx/Rx Ucast Packets : 286422/295241
Tx/Rx Mcast Packets : 01197
Tx/Rx Bcast Packets : 0/18
Tx/Rx Bytes : 82408772/42071993
Tx/Rx Pause Frames :0/0
Tx/Rx Packets 64 bytes 1 15/25

Tx/Rx Packets 65-127 bytes : 200116/255096
Tx/Rx Packets 128-255 bytes :44149/9
Tx/Rx Packets 256-511 bytes : 739/54

Tx/Rx Packets 512-1023 bytes : 1099/40271
Tx/Rx Packets 1024-1518 bytes : 40304/1

Link Down/Up :0/1

Total Entries : 1

DGS-1250#
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B cnegywwemMm npuMmepe nokasaHo, Kak BKITHOYUTb 0To6pa>|<eHV|e CYETYMKOB OLIMOBOK Ans

nopta Ethernet 1/0/1.

show interfaces 1/0/1 counters errors

Eth1/0/1:

Rx alignment :0
Rx undersize :0
Rx oversize :0
Rx DropPkts :0
Rx fragments :0
Rx jabbers :0
Rx CRC errors :0

Tx excessive deferral : 0
Tx single collision : 0
Tx excessive collision : 0
Tx late collision :0

Tx collision :0

Total Entries : 1

OToGpaxxaemble napamMeTpbl

Tx/Rx Packets

CueTunk nepenaHHbIX/MPUHATBIX MAKETOB. YBENMYMBAETCA C
KaXXabIM  MPUHATBIM ~ NakeToM  (BKMYasi MNoBpeXAeHHble
nakeTbl U Bce unicast-, broadcast- n multicast-nakethbi).

Tx/Rx Ucast Packets
Tx/Rx Mcast Packets
Tx/Rx Bcast Packets

CueTunk nepepaHHbIX/MPUHATBIX  unicast-, broadcast- w
multicast-naketoB. YBenuumBaetcsa C KaxgblM YCMeLHO
NPUHATBLIM NAaKeTOM COOTBETCTBYHOLLIEro TMna.

Tx/Rx Bytes

CueTunk nepeaaHHbIX/NPUHATBLIX 6anToB. YBEnuuyMBaeTcs Ha
KonmyecTBo GanToB MepefaHHbIX/MPUHATBLIX MakeToB, B TOM
yucne noBpexaeHHbIX (6e3 kagpupyrowmx 6utos, Ho ¢ FCS-
GanTtamn).

[N NpvHATOro yce4eHHOro nakera CYETYUK yunTbiBaeT GanThbl
TONbKO [0 MakcumanbHO gonyctumoro pasmepa Ethernet-
kagpos (pa3amep max-rcv-frame-size).
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Tx/Rx Pause Frames

CueTunk nepeaaHHbIX/MPUHATLIX KaOpPOB pause.

Tx/Rx Packets 64 bytes
Tx/Rx Packets 65-127
bytes

Tx/Rx Packets 128-255
bytes

Tx/Rx Packets 256-511
bytes

Tx/Rx Packets 512-1023
bytes

Tx/Rx Packets 1024-
1518 bytes

Cyetunk  nNepenaHHbIX/MPUHATBIX  MaKeToB pasmepom
64/65-127/128-255/256-511/512-1023/1024-1518 GanT.
YBenununBaetcs c Kaxgbim nepeaaHHbIM/MPUHATLIM
AOMYCTUMbIM UMW MNOBPEXAEHHbIM MNAKeToM (C owwmnbkamm
FCS, Symbol, Len/Type) cooTtBeTcTBYylOWEro pasmepa (6e3
Kagpvpyowmux 6utos, Ho ¢ FCS-6antamum).

Link Down/Up

CueTymk noTepun n BOCCTaHOBJ1IEHUA COeaNHEHNA.

Rx alignment

CUYEeTYMK MPUHATLIX MNaKeToB C OLIMOKOW BblpaBHUBAHMS'.
YBenuumBaeTcs C KaxablM MPUHSTbIM NaKETOM pa3mMepoM OT
64 6ant oo max-rcv-frame-size (max-rcv-frame-size + 4 ons
TErMpoBaHHbIX KagpoB, 6e3 kagpupyowmnx 6utos, Ho ¢ FCS-
6antamn) ¢ owmnbkon FCS unum Alignment.

Rx undersize

CYyeTynKk  MPUHATBIX  MAKETOB  HEMOMHOro  pasmepa.
YBENMUMBAETCS C KaXAbIM MPUHATbLIM MAKETOM pa3mMepoMm
MeHble 64 6ant (6e3 kagpupyrowmx 6utoB, HO c FCS-
G6antamun) 6e3 owmnbOK.

Rx oversize

CyeTunk  NPUHATBIX  MAKeTOB  M3ObLITOMHOrO  pasmepa.
YBenuumBaeTca C KaxablM MNPUHATBIM MakeToM pasmMepom
6onbwe 1518 Gant (6e3 kagpupytowmx 6utoB, HO ¢ FCS-
G6antamun) 6e3 owmMbOK.

Rx DropPkts

CueTymk OT6pOLIJeHHbIX NnaketoB BO BXoAALleMm TpaCbVIKe.
YBENUUMBaeTCss C KaXKablM MaKeToM, OT6pOLIJeHHbIM n3-3a
HECOOTBETCTBUA KaKOMy-J'IM6O YCI10BUIO.

Rx fragments

CyeTumnk nNpuHATBIX (bparMeHTOB. YBENUYMBAETCHA C KaXadbIM
NPUHATBIM NakeToM pa3MepoM MeHblle 64 ©Gant (6e3
Kagpvpyowmux éutos, Ho ¢ FCS-6antamun) ¢ owmnbkon FCS
nnu Alignment.

1 KoppektHas paboTa cyeTymka bygeT peanusoBaHa B cnegyowmx sepcusx MNO.
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Rx jabbers

CueTunK NpUHATBLIX NaKeToB jabber. YBenuunBaetca ¢ kaxabim
NPUHATBIM NakeToM pasmepoMm 6Gonbwe 1518 6Gant (6es
Kagpvpyowmux 6utos, Ho ¢ FCS-6antamun) ¢ owmnbkon FCS
unu Alignment.

Rx CRC errors

CYyeTtumk npUHATBIX MaKeToB C OLWWMOKON BblpaBHMBAHUS.
YBenuumBaeTcs C KaxablM MPUHATbIM NAKETOM pa3mMepomM OT
64 6ant oo max-rcv-frame-size (max-rcv-frame-size + 4 ons
TEerMpoBaHHbIX KagpoB, 6e3 kagpupyowmnx 6utos, Ho ¢ FCS-
6antamu) c owmnbkon CRC.

Tx excessive deferral

CYeTuMK OOMHOYHBIX 3a4epXaHHbIX NPy Nepeaade Kagpos.

Tx single collision

CyeTtumk nepefaHHbIX KagpoB C OAWMHOYHOWM  KOMMU3WEN.
HdoctyneH Tonbko npu ckopoctm 10 wnm 100 M6éuT/c.
YBenuunBaeTcst C KaxabiM Kagpom, npu nepegadye KOToporo
BO3HMKNA OOHA KOMNIU3nsS.

Tx excessive collision

CyeTunk nepefaHHbiX KagpoB C  U3OLITKOM  KOSMU3WNA.
HoctyneH Tonbko npu ckopoctm 10 wnu 100 Mo6uT/c.
YBENMUMBAETCS C KaxabiM KagpoM, nepedada KOTOporo He
cocTosinach n3-3a n3bbiTka KONM3nn.

Tx late collision

CyeTumk nepefaHHbIX KagpoB C  MNO3AHEN  KOMMUM3UEWN.
HoctyneH Tonbko npu ckopoctm 10 wnmn 100 Mo6uT/c.
YBenuumBaeTca C KaxablM Kagpom, rpu nonbiTke nepegayv
KOTOPOro BO3HUKIIA MO34HSAS KOMN3NA.

Tx collision

CueTtunk oOuwiero umcna KonnuM3nm UCXOoAsLWero Tpaduka.
YBennymBaeTcsi ¢ OOLLMM KONTMYECTBOM KOMMU3UNA.
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10.7 show interfaces description

,D,aHHaFI KOMaHAa UCNoJfib3yeTcd and OTO6pa)KeHVIFI onncaHua anda noptoB KOMMyTaTopa.

show interfaces [ethernet IFACELIST [, | -]] description

MapameTpbl

ethernet IFACELIST (OnumoHanbHOo) Ykaxute Homep nopta Ethernet.

(OnumoHanbHO)  Heckonbko  MOpPTOB  WNM OTAENeHue
, avanasoHa nopTtoB OT npegplgywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAOMyCTUMO.

(OnumonanbHo) [dnanasoH noptoB. Wcnonb3oBaHue npobena
A0 1 nocne geduca HegonycTMmo.

Mo ymonuyaxuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbcku nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbl

,D,aHHaFI KOMaHAa ucnomnb3dyetcqa Ond 0To6pa>|<eH|/|;| onncaHuda And noprtoB KOMMyTaTopa.
[Anga Toro 4tobbl 0TOGPa3NTL oNMcaHne BCeEX MOPTOB KOMMYTaTopa, UCNONb3ynTe KoMaHay
6e3 kntoyesoro crnosa ethernet n Homepa nopTa.

Mpumep
B naHHOM npumepe nokasaHo, Kak oTobpasuTb onucaHve ans noptoB Ethernet 1/0/1 n
1/0/2.
DGS-1250# show interfaces ethernet 1/0/1-1/0/2 description
show interfaces ethernet 1/0/1-1/0/2 description
Interface : Description

+

Eth1/0/1 : D-Link Russia DGS-1250 HW A1 firmware 1.0.0 Port 1 on Unit 1
Eth1/0/2 : D-Link Russia DGS-1250 HW A1 firmware 1.0.0 Port 2 on Unit 1

Total Entries : 2

DGS-1250#
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10.8 show interfaces status

,D,aHHaFI KOMaHAa ncnonb3yeTcA, 4YTOOBbI OTO6p83MTb COCTOdAHME NOAKIMHYeHnA Ona nopToB
KOMMYyTaTopa.

show interfaces [ethernet IFACELIST [, | -]] status

MapameTpbl
ethernet IFACELIST (OnuunoHaneHo) Ykaxnte Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHUE
, AuvanasoHa nopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3ansaTon HeAOoMyCTUMO.

(OnuunoHanbHo) Anana3oH noptoB. Mcnonb3oBaHue npobena
00 v nocne gedwuca HegonycTumo.

Mo ymonyaHuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUKO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAabl

[aHHasa komaHaa mcnonb3yetcd, YTobbl 0TO6PasnTb COCTOSTHUE NOAKMYEHUS A1S NOPTOB
kommyTatopa. [na toro 4ytobbl 0TOOPa3nTb COCTOSHWME MNOAKMYEHUS ON1S BCEX MOPTOB
KOMMyTaTopa, ucnonb3ynte komaHay 6e3 kntoyesoro cnosa ethernet n Homepa nopra.

Mpumep
B OJaHHOM npuMepe noKa3aHo, Kak OTO6pa3I/1Tb COCTOAHME noaKnw4eHna aOna nopTtoB
Ethernet 1/0/1 n 1/0/2.

show interfaces ethernet 1/0/1-1/0/2 status
Interface : Status : VLAN : Duplex : Speed : Type

+ + + + +

Eth1/0/1 : connected :1 :a-full:a-100: 1000BASE-T
Eth1/0/2 : not-connected : 1 :auto :auto : 1000BASE-T

Total Entries : 2
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10.9 show interfaces utilization

,D,aHHaFl KOMaHOa ucnosnb3dyeTca AOnd 0To6pa>|<eH|/|;| Mchopmau,vm O 3arpys3ke noptoB
KOMMYyTaTopa.

show interfaces [ethernet IFACELIST [, | -]] utilization

MapameTpbl

ethernet IFACELIST (OnumoHanbHOo) Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHUE
, AuvanasoHa nopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3ansaTon HeAOoMyCTUMO.

(OnuunoHanbHo) Anana3oH noptoB. Mcnonb3oBaHue npobena
00 v nocne gedwuca HegonycTumo.

Mo ymonyaHuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbin pexmnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUKO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAabl

[aHHaa komaHOa ucnonb3yeTca Ana oTobpaxeHws WHgopMauum O 3arpys3ke nopToB
kommyTatopa. [Ona Toro 4tobbl OTOGpasMTb WMHGOPMaUUIO O 3arpy3ke BCeX MOpTOB
KOMMyTaTopa, ucnonb3ynte komaHay 6e3 kntoyesoro cnosa ethernet n Homepa nopra.

Mpumep

B oaHHOM npumepe nokasaHo, Kak oTobpa3nTb MHGopMauuio o 3arpyske noptos Ethernet
1/0/1 n 1/0/2.

DGS-1250# show interfaces ethernet 1/0/1-1/0/2 utilization

show interfaces ethernet 1/0/1-1/0/2 utilization

Interface : Tx/Rx pps : Tx/Rx Bps : Tx/Rx/Total Utilization : Ucast/Mcast/Bcast pps

+ + + +
Eth1/0/1 : 2/3 : 148/721 :0/0/0 : 3/0/0
Eth1/0/2 : 0/0 :0/0 : 0/0/0 : 0/0/0

Total Entries : 2

DGS-1250#
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10.10 shutdown

[laHHasa komaHga ucnosb3yeTca And OTKNHYeHUs OU3NYEecKoro nopra unm nHtepdenca
VLAN. Mpn ncnonbsosaHum popMbl NO KOMaHOa BKIOYUT UHTEPenc.

shutdown

no shutdown

MapameTpbl
HerT.

Mo ymonyaHuio
HerT.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

Ana ncnonb3oBaHWs OaHHOW KOMaHAbl HEOOXOAMMO MNEPErTU B PEXMM KOHGUrypawumm
nopta, AnanasoHa noptoB nnu nHtepdgenca VLAN (interface).

Ncnonb3ynte [aHHy KOMaHAy Ons OTKIYEeHUs/BKNIOYEHUA uHTepdbenca nopra wnu
nHtepdenca VLAN.

Mpumep

B maHHOM npumepe nokasaHo, Kak oTkno4umTb noptel Ethernet 1/0/1 n 1/0/2.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1-1/0/2

DGS-1250(config-if}# shutdown

shutdown

DGS-1250(config-if)#
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11. KOMAHAblI INTERNET GROUP MANAGEMENT
PROTOCOL (IGMP) SNOOPING

11.1 clear ip igmp snooping interface

[aHHas komaHga ucnonbdyeTcs Ansa yaaneHnsa ctatmctmkm oyHkunmn IGMP Snooping.

clear ip igmp snooping interface {all | ethernet PORTLIST [, | -] |
vlan VLANLIST [, | -]}

MapameTpbl

YKkaxute, 4TOoObl yaanuTb CTatucTuky dyHkumm IGMP
all .

Snooping ansa scex VLAN v nopTos.
ethernet PORTLIST YKaxute uandeckunm nopt, AnAs8 KOTOporo Heobxoanmo

yaanutb ctatuctuky dyHkumm IGMP Snooping.

(OnumoHanbHO)  Heckonbko  NOPTOB  WNU  OTAENEHue
, AnanasoHa nopToB OT npeabiaywero. KMcnonb3oBaHue
npobena go v nocne 3anaTon HeAOMYCTUMO.

(OnunoHanbHO) [OuanasoH noptoB. Mcnonb3oBaHue npobena
A0 1 nocrie geduca HegonycTUmo.

Ykaxute VLAN, Aana kKotopon Heobxogumo  yaanutb

vian VLANLIST ctatuctuky dyHkumm IGMP Snooping.

(OnumoHanbHo) Heckonbko VLAN unn otaeneHne guanasoHa
, VLAN ot npeabigywero. Ncnonb3oBaHue npobena go u nocne
3ansaTon HegoMnyCcTUMO.

(OnumoHanbHo) [OuanasoH VLAN. Wcnonb3oBaHue npobGena
40 v nocrie gecgumca HegonycTUmo.

Mo ymonuyaHuto
Hert.

Pexxum BBOoga KomaHAbI
MpuBunernposaHHbIn pexnm (Privileged EXEC Mode).

YPOBeHb KOMaHAbI NO YMOJTYaHUKO
YpoBeHb 12.

Mcnonb3oBaHue KOMaHAbI
[aHHasa komaHga ucnonb3yeTcs Ang yganeHna cratuctukn doyHkunmn IGMP Snooping ans
VLAN un nopTtoB KOMMyTaTOpa.
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Mpumep

B naHHOM npumepe nokasaHo, Kak yganuTb ctatucTuky dyHkummn IGMP Snooping ans
AnanasoHa noptos ot 1/0/2 go 1/0/5.

DGS-1250%# clear ip igmp snooping interface ethernet 1/0/2-1/0/5

clear ip igmp snooping interface ethernet 1/0/2-1/0/5

DGS-1250#
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11.2 ip igmp snooping

HaHHas komaHga ucnonb3yeTca Ans BKAYeHUsA/BbikNioveHna dyHkumm IGMP Snooping
Ans kommyTtatopa unu otgeneHbiX VLAN. Mpu ncnons3osaHum popmbl no doyHkums IGMP
Snooping BygeT oTKMoYeHa.

ip igmp snooping

no ip igmp snooping

MapameTpbl
HerT.

Mo ymonyaHuto
®yHkumna IGMP Snooping BkntoveHa rnobanbHo.

®dyHkumna IGMP Snooping otkntoveHa ans scex VLAN.

Pexxnm BBoga KomaHAbI
Pexxnm rmobanbHom koHurypauum (Global Configuration Mode).

Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO0
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAbl
Ana Toro 4yto6bl npegocTaBuTb Kakon-nnbo VLAN poctyn Kk dyHkumm IGMP Snooping,
HeobXxo4MMO BKNHOYNTL AaHHYO hyHKUuio rmobanbHo n ansa onpegeneHHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak BkNo4nTb yHkuuio IGMP Snooping rmobansHo v aons
VLAN 50.

DGS-1250# configure terminal

DGS-1250(config)# ip igmp snooping

ip igmp snooping

DGS-1250(config)# vlan 50

DGS-1250(config-vlian)# ip igmp snooping

ip igmp snooping

DGS-1250(config-vlan)#
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11.3 ip igmp snooping allowed-nets

[aHHas komaHga wvcnonb3yetTca [Ond  YykasaHus paspelleHHblx multicast-agpecos
Ha3HayeHus ONSA nakeToB, nepegasaeMbix B onpegeneHHyto VLAN. Tpun ncnonbsoBaHun
dopMbl ho KOMaHAa yoanuT agpec 13 cnvcka paspeLleHHbIX.

ip igmp snooping allowed-nets NET

no ip igmp snooping allowed-nets {all | NET}

MapameTpbl
NET YkasblBaeT IP-agpec n macky nogcetu.
all YKaxuTte npu ncnonb3oBaHum ¢opmbl ho, YTobbl yaanuTb Bce

agpeca.

Mo ymonyaHuto
Her.

Pexum BBOAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOAMMO MNEPENTU B PEXUM KOHGMUrypauuu
VLAN (vlan).

[laHHaa KomaHZa ucnomnb3yetca [Ana  yKasaHusa  paspelleHHbiXx multicast-agpecos
Ha3HayeHUss ONA MakeToB, nepefaBaemMblx B onpegeneHHyio VLAN. Bce ocrtarnbHble
multicast-agpeca 6yayT 3anpeLueHbi.

Mpumep

B paHHOM npumepe nokasaHo, Kak paspewwmnTb multicast-agpec HasHadeHus 233.3.2.21 u
3anpetntb Bce ocTtanbHble ana VLAN 50.

DGS-1250# configure terminal

DGS-1250(config)# vlan 50

DGS-1250(config-vlian)# ip igmp snooping allowed-nets 233.3.2.21/32

ip igmp snooping allowed-nets 233.3.2.21/32

DGS-1250(config-vlan)#
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11.4 ip igmp snooping denied-nets

[aHHas komaHga wcnonb3yetca [ONnd  ykasaHus  3anpelleHHblx  multicast-agpecos
Ha3HayeHus ONSA nakeToB, nepegasaeMbix B onpegeneHHyto VLAN. Tpun ncnonbsoBaHun
dopMbl ho KOMaHAa yoanuT agpec 13 cnmcka 3anpeLleHHbIX.

ip igmp snooping denied-nets NET
no ip igmp snooping denied-nets {all | NET}

MapameTpbl
NET YkasblBaeT IP-agpec n macky nogcetu.
all YKaxuTte npu ncnonb3oBaHum ¢opmbl ho, YTobbl yaanuTb Bce

agpeca.

Mo ymonyaHuto
Her.

Pexum BBOAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOAMMO MNEPENTU B PEXUM KOHGMUrypauuu
VLAN (vlan).

[aHHaa komaHZa wvcnonb3yetTcsa AN yKasaHus  3anpelleHHbix multicast-agpecos
Ha3HayeHUs 0N nakeToB, nepepasaemMblx B onpegerneHHyto VLAN, ecnv ¢ nomoulbro
KoMaHgbl ip igmp snooping allowed-nets He ykasaHbl paspelleHHble multicast-agpeca.

Mpumep

B paHHOM npumepe nokasaHo, Kak 3anpeTuTb multicast-agpec HasHaveHus 233.3.2.23
ans VLAN 51.

DGS-1250# configure terminal

DGS-1250(config)# vlan 51

DGS-1250(config-vlian)# ip igmp snooping denied-nets 233.3.2.23/32
ip igmp snooping denied-nets 233.3.2.23/32

DGS-1250(config-vlan)#
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11.5 ip igmp snooping fast-leave

[aHHasi koMaHga Ucnonb3yeTca ANA HACTPOWKM (PyHKUMM ObICTPOro OTKIIHOYEHUST Tpymnn
(IGMP Snooping Fast Leave) ana otgenbHon VLAN. [Mpun ncnonb3oBaHun ¢OpMbl NO
AaHHasa pyHKUMs ByaeT oTKYeHa.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymon4yaHuio gaHHaa yHKLUA OTKOYEHa.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
Ana mncnonb3oBaHWs LaHHOW KOMaHAbl HEOOXOAMMO MEpPEerTU B PEXMM KOHGUrypauumm
VLAN (vlan).

[aHHasa komaHga ucnomnb3yeTcs Ans Toro, 4YTobbl yaanuTb MOpT M3 Tabnuubl nepegayn
MHOroaZlpecHoro Tpadmka nocrie noryyYeHus 3anpoca Ha oTknodeHne (Leave), He
oTnpaensasa cneyunanbHeli 3anpoc Group-Specific Query (¢ ykazaHuem rpynnbl) unm Group-
Source-Specific Query (C ykazaHMeM UCTOYHUKA rpynnbl).

Mpumep

B maHHOM npumepe nokasaHo, Kak BKNounTb pyHKumto IGMP Snooping Fast Leave ans
VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping fast-leave

ip igmp snooping fast-leave

DGS-1250(config-vlan)#
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11.6 ip igmp snooping forbidden interface

[aHHaa komaHOa ncnonb3yeTca Ans yKasaHua nopTta, KOTOPbIM Henb3si MCNonb30oBaTb B
kadyectBe nopta multicast router (mrouter-nopta). lNpn wucnonb3oBaHuUM OPMbLI NO
KOMaHAa BepHET HaCTPONKN NO YMOMYaHUIO.

ip igmp snooping forbidden interface ethernet PORTLIST [, | -]
no ip igmp snooping forbidden interface ethernet PORTLIST [, | -]

MapameTpbl

Ykaxute  cmsnyeckmni nopr, KOTOpbIn 3anpeLeHo

ethernet PORTLIST
Mcnonb3oBaTh B kKayecTBe mrouter-nopra.

(OnumoHanbHO) AnanasoH nopToB. Mcnonb3oBaHne npobena
00 u nocne gedwuca HegonycTUMO.

(OnumoHanbHO)  Heckonbko  MOpPTOB  WNM OTAENneHue
, avanasoHa nopTtoB OT npegblaywero. Vcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAoMyCTUMO.

Mo ymonuyaHuto
Mo ymonyaHuio pexnm paboTbl nopTa onpeaenseTcsa aBToMaTUYeCcKu.

Pexxnm BBoga KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHne KoMmaHAbI
Ana ncnonb3oBaHWs LaHHOW KOMaHAbl HEOOXOAMMO MEpPEerTU B PEXMM KOHGUrypauumm
VLAN (vlan). MNMopt Ethernet gomkeH Bxoantb B HacTpansaemyto VLAN.

[MopT, HACTPOEHHbIN C MOMOLLIbIO AaHHOM KOMaHAbl, 3anpeLLleHo UCnorb30BaTh B KaYecTBe
nopTa mrouter, gaxe ecnu Ha Hero noctynatT cnyxebHble coobleHns IGMP.

Mpumep

B JaHHOM TrpuMmepe MnokKa3aHo, KaK 3anpetmnuTtb WCnorib3oBaHue C*)VI3I/ILIeCKOFO nopTta
Ethernet 1/0/1 B kayecTBe mrouter-nopta ansa VLAN 8.

DGS-1250# configure terminal

DGS-1250(config)# vlan 8

DGS-1250(config-vlian)# ip igmp snooping forbidden interface ethernet 1/0/1

ip igmp snooping forbidden interface ethernet 1/0/1

DGS-1250(config-vlan)#
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11.7 ip igmp snooping last-member-query-interval

[aHHass koMaHga WCnonb3yeTcsa ANA HaCTPOWKM WHTepBana Mexay chneumanbHbIMM
3anpocamu Group-Specific Query (c ykasaHuem rpynnbl) unun Group-Source-Specific
Query (c ykasaHueM uctoyHuka rpynnsl) / Channel-Source-Specific Query (¢ ykaszaHnem
MCTOYHMKA KaHana), KoTopble oTrnpaBnseT ycTpoucTBo, pabotatowiee B kadectse IGMP
Snooping Querier. lpyn ucnonb3oBaHMM OPMblI NO KOMaHOa BEPHET 3HayYeHue Mo
YMOMYaHuio.

ip igmp snooping last-member-query-interval SECS

no ip igmp snooping last-member-query-interval

MapameTpbl
YKaxuTe MakCcMManbHbli WHTEpBan Mexay CcoobLeHnamm
Group-Specific  Query, B TOoM 4ucne coobLieHus,
SECS OTNpaBneHHble B OTBET Ha COOOLLEHMSI O BbIXO4E M3 rpynnbl
(Leave Group). [JocTynHbIM AnanasoH 3HadeHun: ot 1 go 25
CEKyHa.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HadveHune 1.

Pexxnm BBoga KomaHAbI
Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl
Ana ncnonb3oBaHMs OaHHOW KOMaHAbl HEOOXOAMMO MNEpPErTU B PEXMM KOHJUrypawumm

VLAN (vlan).

MonyunB coobweHne IGMP Leave, yctponctBo, kotopoe pabortaeTr B kadectBe IGMP
Snooping Querier, 6yaeT cuntatb, YTO Ha UHTepdEnce HeT NOoKasbHbIX Y4aCTHUKOB, ecrnu
MO UCTEYEHUN BPEMEHU OXMAaHus He ByaeT Mony4vyeHo HM ogHoro otyeta. ManeHbkun
WMHTEepBas NO3BOMSET COKPaTUTb BPEMS, KOTOPOE YXOAUT Yy KOMMYTaTopa Ha obHapyxeHue
noTepu nocrnegHero ydacTHMKa rpynnbi.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb uHTepsan 4 cekyHabl ana VLAN 123.
DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping last-member-query-interval 4

ip igmp snooping last-member-query-interval 4

DGS-1250(config-vlan)#
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11.8 ip igmp snooping minimum-version

[aHHas komaHga ncnonb3dyeTcs AN yKasaHus MMHUManbHou Bepcun npotokona IGMP B
coobLeHunax ot xocto B gaHHon VLAN. Npu ncnonb3oBaHmm oopmbl NO KOMaHA4a BEPHET
HACTPOWKM MO YMOITHaHUIO.

ip igmp snooping minimum-version VERS

no ip igmp snooping minimum-version

MapameTpbl

Ykaxnte MuHumarnbHyto Bepcuto npotokona IGMP.

1 — nponyckatoTcs coobuieHnst Bcex Bepcun npoTtokona IGMP.
VERS 2 — ByayT oTUNLTPOBaHbI cOO6LLEHUS npoTokona IGMPv1.

3 — 6yayT oTchmneTpoBaHbl coobuleHns npotokonos IGMPv1 n
IGMPv2.

Mo ymon4yaHuro
Mo ymonyaHuio MnuHuMansHas sepcusa — IGMPV1.

Pexxnm BBoga KomaHAbI
Pexxum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOoOUMMO MEpPENTU B PEXUM KOHUrypauuu

VLAN (vlan).

[aHHaa KomaHga wucnonb3yeTcs TONbKO ANs 3adaHus Bepcuu npoTtokona IGMP ans
duneTpauun coobweHnn Membership Report (otyeT 0 npuHagnexHocTn K rpynne).

Mpumep

B gaHHOM npumepe nokasaHo, Kak OT(UNbLTPOBbIBaTb COOOLLEHUS TOMbKO MpOTOKOoNa
IGMPv1 Bo VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping minimum-version 2

ip igmp snooping minimum-version 2

DGS-1250(config-vlan)#
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11.9 ip igmp snooping mrouter

[aHHas koMaHga ucnonb3yeTca Ons HaCcTPOMKU YKa3aHHOro nopta B KavecTBe noprta
multicast router (mrouter-nopta). lNpu wucnonb3oBaHUM OPMbI NO KOMaHOa BeEPHET
HACTPOWKM MO YMOITHaHUIO.

ip igmp snooping mrouter interface ethernet PORTLIST[, | -]
no ip igmp snooping mrouter interface ethernet PORTLIST [, | -]

MapameTpbl
interface ethernet YKkaxuTte mn3n4ecknin nopT, KOTopbIN ByaeT ncnonb3oBaTbCcA B
PORTLIST KayecTtBe mrouter-nopra.

(OnuunoHanbHO) OuanasoH noptoB. WMcnonb3oBaHune npobena
00 1 nocne gedwvca HegonycTuMo.

(OnumoHanbHO)  Heckonbko  MOpTOB WM OTAeneHue
AnanasoHa nopTtoB OT npedbigywero. Vcnonb3oBaHue
npoberna 4o v nocne 3ansaTon HeaonycTUMo.

Mo ymonyaHuio
Mo ymonuyaHuio pexum paboTbl NOpTa onpeaensaeTca aBToMmaTn4ecku.

Pexxnm BBoga KomaHAbI
Pexxum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOUMMO MEpPENTU B PEXUM KOHUrypauuu

VLAN (vlan). MNMopt Ethernet gomkeH Bxoantb B HacTpansaemyto VLAN.

[MopT, HaACTPOEHHbIN C MNOMOLLBLID AAHHOMW KOMaHAbl, MPUHYAUTESNIbHO WCMONb3yeTcs B
KayecTtBe noprta mrouter.

Mpumep

B naHHOM npumMepe nokasaHo, Kak HacTpouTb domamyeckmii nopt Ethernet 1/0/5 B kavecTBe
mrouter-nopta ans VLAN 8.

DGS-1250# configure terminal

DGS-1250(config)# vlan 8

DGS-1250(config-vlan)# ip igmp snooping mrouter interface ethernet 1/0/5

ip igmp snooping mrouter interface ethernet 1/0/5

DGS-1250(config-vlan)#

Ctpanuua 117 u3 303



DGS-1250 Ynpaensemble L3 kommyTaTopsbl Komanpgbl Internet Group Management

PyKoBOZCTBO MO UCMOMb30BaHMIO HTepdelca komaHaHom cTpoku (CLI) Protocol (IGMP) Snooping

11.10 ip igmp snooping mvlan
[aHHas komaHOa MCrnonb3yeTca AN BKAOYEHUs/BbIKIoMeHUs yHkumm Multicast VLAN.
Mpun ncnonb3oBaHUN hopMbl No JaHHAA PYHKLMS ByoeT OTKMAYeHa.

ip igmp snooping mvlan

no ip igmp snooping mvlan

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHuio gaHHaa yHKLUA OTKOYEHa.

Pexxum BBoga KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

ypOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Mcnonb3oBaHue KomaHAbl
[na ucnonb3oBaHUS LaHHOW KOMaHAbl HEO6XOoOUMO MepenTn B PeXuM KOoHdUrypauuu

VLAN (vlan).

[aHHaa komaHda ucnonb3yeTcs ANs BKIYeHus/BbiknodeHna gyHkumm Multicast VLAN
ansa onpegeneHHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak BkntounTb pyHkumio ana VLAN 123.
DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping mvlan

ip igmp snooping mvlan

DGS-1250(config-vlan)#
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11.11 ip igmp snooping querier

[aHHas komaHga wucnonb3yetcsi, 4YToObl HacTpouTb KoMmyTatop B kadvectBe IGMP
Snooping Querier. [Npu ncnone3oBaHUn popMbl O KOMaHAa MpekpaTuUT UCMOoSb3oBaHUe
KomMMyTaTopa B kadyecTtBe Querier .

ip igmp snooping querier

no ip igmp snooping querier

MapameTpbl
HerT.

Mo ymonuyaHuto
Mo ymonyaHuio gaHHasa PyHKUUSA BKITHOYEHa.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypauum VLAN (VLAN Configuration Mode).

YPOBEHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'Iﬂ ncnornb3oBaHNA ,D,aHHOIZ KOMaHAbl HeO6XO,EI,VIMO nepe|7|T|/| B pexum KOH(bMpraLl,VII/I
VLAN (vlan).

YcTponcTtBo, HacTpoeHHoe B kadectBe IGMP Snooping Querier, paccbinaet cnyxebHble
coobuweHunsa (IGMP Query), npuHumaeT oTBeTHble coobueHns (IGMP Report) n ¢ yyetom
MOMy4YeHHbIX [aHHbIX paspellaer npoxoxaeHuve multicast-tpacdmka Ha onpeneneHHbin
multicast-agpec.

UTtobbl mMcnonb3oBaTb ycTponcTtBo B kadectBe IGMP Snooping Querier, Heobxoaumo
3apaTtb IP-agpec uMCTOYHMKaA € MOMOLLBD KOMaHAbl ip igmp snooping source-ip wunu
npucsoutb |IP-agpec VLAN-uHTepdency c nomowbo komanasl interface vlan. Ecnu IP-
agpec byaet yaaneH, paborta yctponcTtea B kayectBe Querier 6yneTt octaHOBMEHaA.

Mpumep

B paHHOM npumepe nokasaHo, Kak HacTpouTb KommyTaTop B kadectse IGMP Snooping
Querier ana VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping querier

ip igmp snooping querier

DGS-1250(config-vlan)#
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11.12 ip igmp snooping query-interval

[aHHas komaH4a Mcnonb3yeTca NSl HACTPOMKN MHTepBana mMexay oowumMm crnyxebHbiMm
coobweHnamm IGMP General Query. Npu ncnonb3oBaHMn (opMbl NO KOMaHLa BEpHET
3Ha4YeHne No YMOM4YaHuIo.

ip igmp snooping query-interval SECS

no ip igmp snooping query-interval

MapameTpbl

Ykaxute wuHTepan mexay coobweHnamun IGMP  General

SECS Query. [lJocTynHbin anana3oH 3HadyeHui: ot 30 ao 600 cekyHA.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HaveHne 125.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[Ana ncnonb3oBaHMst OaHHOM KOMaHObl HEOOXOAMMO MNEpPEenTU B PEXMM KOHGUrypaumm
VLAN (vlan).

[aHHas komaHga Mcnonb3yeTca s HACTPOMKM MHTepBana mMexay ooLwumMm crnyxebHbiMm
coobueHnamm IGMP General Query, paccbliriaeMbiMn YCTPONCTBOM, KOTOpoe paboTaeT B
kadectBe IGMP Snooping Querier. I3amMeHss 3HayeHMe [aHHOro WHTepBana, MOXHO
HacTpamBaTb konmdecTBo coobieHnn IGMP General Query: yem 6onblue nHTepBan, TeMm
pexe OTNpaBnsarTCa COOOLEHNS.

Mpumep

B maHHOM npumepe nokasaHo, Kak yBENUYUTb MHTEpBan mMexagy obwmumn crnyxebHbimu
coobueHnamm Bo VLAN 123 no 300 cekyHa.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping query-interval 300

ip igmp snooping query-interval 300

DGS-1250(config-vlan)#
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11.13 ip igmp snooping query-max-response-time

[aHHass KomaHga ucnonb3yetcss ANnd HaCTPOMKM BPEMEHW OXWOAHUA OTBETa Ha
coobweHna IGMP General Query. lNMpn ucnonb3oBaHMM OPMbl hO KOMaHAa BepHET
3Ha4YeHne No yMOI4aHuIo.

ip igmp snooping query-max-response-time SECS

no ip igmp snooping query-max-response-time

MapameTpbl

Ykaxute Bpemsi oxumaaHusa oTBeTa Ha coobweHus IGMP
SECS General Query. [JocTynHbIn gnanasoH 3HadveHun: ot 10 go 25
CEKyH[.

Mo ymon4yaHuro
Mo ymonyaHuio 3agaHo 3HadveHue 10.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUS LaHHOW KOMaHAbl HEOBXOoOAUMO MNEPENTU B PEXUM KOHGMUrypauum
VLAN (vlan).

[aHHaa KomaHAa uWCchnonb3yeTcs Ansi HACTPOMKM BPEMEHWM OXuOaHust OTBeTa Ha
coobweHnna IGMP General Query. lNo ncredyeHnn BpemeHn oxugaHus dyHkums IGMP
Snooping yaanuT aToro y4acTHvKa u3 rpynnebi.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb uHTepsan 12 cekyHa ana VLAN 123.
DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping query-max-response-time 12

ip igmp snooping query-max-response-time 12

DGS-1250(config-vlan)#
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11.14 ip igmp snooping source-ip

[aHHasa komaHOa ucnonb3yetca Ans ykasauus |Pv4-agpeca kommyTtatopa npu pabote B
kadyectBe IGMP Snooping Querier. Mpy1 mncnonb3oBaHun OpPMbl NO KOMaHAa yoanut
ykasaHHbI IPv4-agpec.

ip igmp snooping source ip SRCIP

no ip igmp snooping source ip

MapameTpbl
SRCIP Ykaxute |IPv4-agpec.

Mo ymonyaHuio
HerT.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOUMMO MEpPenTn B PEXUM KOHGMUrypauuu

VLAN (vlan).

3HayeHune, 3agaHHoe C NMOMOLLbLIO AaHHOW KOMaHAabl, ykasbliBaeTca B kadectBe |IP-agpeca
nctodHmnka (Source IP) B cnyxebHbix coobleHnax. KommyTtatop ¢ HammeHbwunm |P-
agpecom UcTodHuKa Bblbupaetcs B kadyectse IGMP Snooping Querier.

Ecnun IP-agpec He ykasaH, B CnyxebHbix cooblueHnsax B kadyecTtBe IP-agpeca nctoyHuka
ykasbiBaeTcsa agpec 0.0.0.0.

Mpumep

B paHHoOM npumepe nokasaHo, kak ykasatb IPv4-agpec 200.1.1.1 B kayecTBe apgpeca
nctodHuka ans VLAN 123.

DGS-1250%# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping source-ip 200.1.1.1

ip igmp snooping source-ip 200.1.1.1

DGS-1250(config-vlan)#
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11.15 ip igmp snooping static-group
[aHHas KkoMaHda ucnonb3yeTca AN co3fjaHus ctatudeckon rpynnbel ana dyHkumm IGMP
Snooping. Npu ncnonb3oBaHMM OPMbI O KOMaHAa yAanuT CTaTUYECKYH rpynny.

ip igmp snooping static-group GROUP_ADDR interface ethernet PORTLIST

no ip igmp snooping static-group GROUP_ADDR interface
ethernet PORTLIST [, | -]

MapameTpbl

GROUP_ADDR Ykaxute |IPv4-agpec multicast-rpynnbi.

interface ethernet YKaxute U3nNYeckun nopTt, KOTopbin Oyaer cTaTU4ecKum
PORTLIST y4yacTHUKoM multicast-rpynnbi.

(OnumoHanbHO) AnanasoH noptoB. Vcnonb3oBaHne npobena
40 1 nocrne gedwuca HegonycTumo.

(OnunoHanbHO)  Heckonbko  NOPTOB  MNKW  OTAeneHue
, AvanasoHa nopToB OT npegbigywero. Vcnonb3oBaHue
npobena 4o 1 nocne 3ansaTon HeAonyCTUMO.

Mo ymonyaHuto
Mo ymonyaHuio B CUCTEME HET CTaTUYEeCKUX rpynn.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Mcnonb3oBaHue KomaHAbl
[na ucnonb3oBaHUS LaHHOW KOMaHAbl HEO6XOoOUMO MepenTn B PeXuM KOoHdUrypauuu

VLAN (vlan).

[laHHas komaHOa MCMNonb3yeTcd, ecriv KoMMmyTaTtop nognucbiBaeTca Ha multicast-rpynnbi
camocTosTenbHo. MNopT Ethernet gormkeH BxoguTb B HacTpamBaemyto VLAN.

Mpumep

B maHHOM npumepe nokasaHo, Kak co3fgaTb CTaTUYECKY rpynny Ans guvana3oHa nopToB
Ethernet ot 1/0/2 po 1/0/4.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping static-group 238.0.0.0 interface ethernet 1/0/2-1/0/4

ip igmp snooping static-group 238.0.0.0 interface ethernet 1/0/2-1/0/4

DGS-1250(config-vlan)#
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11.16 ip igmp snooping static-group-suppression

[aHHas KomaHaa ucnonb3yeTcs Ansa nogaeneHus nepegayn coobuwennn IGMP Report ans
ctatudeckmx rpynn. Mpu mncnonb3oBaHnun opmMbl NO KOMaHOa BO30OHOBUT nepedadvy
coobueHnn IGMP Report onsa cratmdeckux rpynm.

ip igmp snooping static-group-suppression

no ip igmp snooping static-group-suppression

MapameTpbl
HerT.

Mo ymonuyaHuto
Mo ymonyaHuio nogasneHne coodLLEeHNI BKIOYEHO.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'IF! ncnornb3oBaHNA ﬂ,aHHOI7I KOMaHAgbl HeO6XO£I,VIMO nepe|7|T|/| B peXxum KOH(bVIpraLl,VII/I

VLAN (vlan).

[aHHas komaHga ncnonb3yeTcsa Ana nogaeneHus nepegayn coobuwenun IGMP Report ot
y3noB, NOAKMNIOYEHHbIX K nopTam Ethernet. Mpn aTom KOMMmyTaTop ByoeT camMoCTOATENBHO
otnpaenaTb coobuweHns IGMP Report B otBeT Ha 3anpocbl IGMP Query BHyTpu
cTatndeckux rpynn gnga Hactpamsaemon VLAN.

Mpumep

B oaHHOM npumepe nokasaHo, Kak OTKMA4nTb nogaeneHne coobuweHnn IGMP Report gna
VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# no ip igmp snooping static-group-suppression

no ip igmp snooping static-group-suppression

DGS-1250(config-vlan)#
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11.17 show ip igmp snooping

[aHHass komaHga wucnonb3yetrca Ana oTobpaxeHna uHdopmauum o dyHkumm IGMP
Snooping onga kommyTtaTopa unu otgenbHbix VLAN.

show ip igmp snooping [vlan [[FNUMBER]]

MapameTpbl
(OnumoHanbHO) YkaxuTe, 4ToObl 0TOOpPasnTb MHpOpMaLMO O
vian COCTOSIHMM W HacTporkax dyHkumn IGMP Snooping ans
VLAN.
IENUMBER (OnuunoHanbHO) Ykaxute, 4TOoObLI O0TOBpPasnTb MHMOPMaLMIO

Tonbko Ana onpegeneHHon VLAN.

Mo ymonuyaHuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbl

HaHHass komMaHga wucnonb3yetca And oTtobpaxeHus uHPOPMauMM O COCTOSHUM U
HacTporkax dyHkumm IGMP Snooping. lNMpu wucnonb3oBaHun ©6e€3 KMYEBOro crioBa
KomaHga otobpasut uHopmMaumio O coctosHun dyHkumm IGMP  Snooping ans
KOMMyTaTopa.
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Mpumep
B paHHOM npumepe nokasaHo, Kak oTobpasnTb MHOPMAaLUUIO O COCTOSHUN U HACTPOMKax
dyHkumn IGMP Snooping ana VLAN 100.
DGS-1250# show ip igmp snooping vian 100
show ip igmp snooping vlan 100
VLAN100:
IGMP snooping state : Enabled
Minimum version v
Multicast VLAN : Enabled

Source IP address

Querier state : Enabled

Fast leave : Disabled

Last response time : 1 second(s)
Query interval : 125 second(s)
Query response time : 10 second(s)
Allowed networks :238.10.10.0/24
Denied networks :10.10.10.0/32

Forced router ports
Forbidden router ports

Static group suppression : Enabled

Total Entries : 1

DGS-1250#
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11.18 show ip igmp snooping groups

[aHHass koMaHga wcnonb3yeTcs Ansa otobpaxeHus uHgopmauum o rpynnax IGMP
Snooping, N3y4eHHbIX KOMMYTaTOPOM.

show ip igmp snooping groups f{address ADDR | .interface
{ethernet PORTLIST [, | -] | vlan VLANLIST, | -1}}
MapameTpbl
address ADDR Ykaxute |IP-agpec rpynnbl, Ans  KOTOpPOM Heobxoammo
0TO6pPa3nTbL MHOPMaLINIO.
interface YKkaxuTe, 4Tobbl 0TOBpa3nTb MHpopMaunio 4na nHTepdenca.
ethernet PORTLIST YKaxute uUandeckun nopt, AnAa KOTOPOro Heobxoammo

oTobpasnTb NHhopmauuio.

(OnuuoHanbHO)  Heckonbko  NOPTOB  MNW  OTAeneHue
, AnanasoHa nopTtoB OT npegblaywero. Vcnonb3oBaHue
npobena 4o 1 nocne 3ansaTon HeAonyCcTUMO.

(OnuunoHaneHo) OuanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocne gedwuca HegonycTuMo.

Ykaxute VLAN, pgna kotopon HeobxogmMmo oTobpasuTb

vlan VLANLIST
NHopMaLnIO.

(OnuunoHaneHo) Heckonbko VLAN mnnu otaeneHve gnanasoHa
VLAN ot npeabliaywiero. cnonb3oBaHue npobena 4o u nocne
3ansaTon HegoMyCTUMO.

(OnuunoHaneHo) [OuanasoH VLAN. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonuyaHuto
Hert.

Pexxum BBoga komaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbli pexunm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAbI
[aHHas komaHga ucnonb3yetrcs ans oTobpaxeHna wuHdopmauum o rpynnax IGMP
Snooping, N3y4eHHbIX KOMMYTaTOPOM.
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Mpumep
B naHHOM npumepe nokasaHo, kak oTobpasuTb MHgopmauuio o rpynnax IGMP Snooping

Ans auanasoHa noptos ot 1/0/2 po 1/0/5.

DGS-1250# show ip igmp snooping groups interface ethernet 1/0/2-1/0/5
show ip igmp snooping groups interface ethernet 1/0/2-1/0/5

Total Entries : 0
DGS-1250#
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11.19 show ip igmp snooping static-group

[laHHas komaHZa ucnonb3yeTcs Ans oTobpaxeHus Bcex cTatudeckux rpynn IGMP
Snooping, co3aaHHbIX B cUCTEMe KoMMyTaTopa.

show ip igmp snooping static-group

MapameTpbl
Her.

Mo ymonyaHuto
Hert.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KomaHAbI
HaHHass komaHga wcnonb3yeTca nns oTobpakeHuss Bcex crtatudeckux rpynn IGMP
Snooping, CO30aHHbIX B CUCTEME KOMMyTaTOpa.

Mpumep
B gaHHOM npumepe nokasaHo, Kak oTobpasuTb MHGOpmaumio 060 BCEX CTaTUYECKUX
rpynnax.

DGS-1250# show ip igmp snooping static-group
show ip igmp snooping static-group
VLAN ID : Group address : Interface
+ +

1111 :238.8.8.0 : Eth1/0/11

Total Entries : 1

DGS-1250#
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11.20 show ip igmp snooping statistics

[aHHas komaHga ucnonb3yetca ansa otobpaxeHusa ctatucTukm pyHkumm IGMP Snooping.

show ip igmp snooping statistics interface {ethernet [PORTLIST [, | -] |
vlan [VLANLIST, | <11}

MapameTpbl
. Ykaxute, 4toObl 3agaTb WHTEPdENCHl, NS KOTOPbIX
interface A bep A P
HeobxoaMmMo 0ToBpPa3nTbL CTAaTUCTUKY.
Ykaxute, 4T0bbl OTOBpPa3nTb CTaTUCTUKY ANA BCEX MNOpPTOB
ethernet
Ethernet.
(OnuunoHanbHO) YkaxuTe U3Ndeckun nopT, Ans KOTOpPOro
PORTLIST Heobxoanmo  oToGpasnTb  cTtatTUcTuky  yHkumm  IGMP
Snooping.
(OnuuoHanbHO)  Heckonbko  NOpPTOB  MNKM  OTAENeHue
, AnanasoHa nopToB OT npeabiaywero. KMcnonb3oBaHue
npobena 4o v nocne 3anaTon HeAOMYCTUMO.
(OnuuoHanebHo) AuanasoH noptoB. Mcnonb3oBaHune npobena
00 1 nocne gedguca HegonycTMmo.
vlan Ykaxute, 4To6bl 0TObpa3nTb ctatucTmky ons scex VLAN.
OnuunonanbHo) Ykaxute VLAN, ons KoTopon Heobxoammo
VLANLIST (Onu ) A P A

oTo6pa3nTb ctatucTuky yHkumm IGMP Snooping.

(OnuunoHanbHo) Heckonbko VLAN unu otgeneHne gnanasoHa
VLAN ot npeabigywero. Ncnonb3oBaHue npobena 4o u nocne
3ansaTon HegonycTUMO.

(OnuunoHanbHo) OuanasoH VLAN. Mcnonb3oBaHue npobena
A0 1 nocre gedgwuca HegonycTUMo.

Mo ymonyaHuto
Hert.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbin pexunm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJTYaHUIO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAbI
HaHHas komaHga ncnonb3yetca ana otobpaxeHmsa ctatuctukm pyHkumm IGMP Snooping.
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Mpumep
B gaHHOM npumepe nokasaHo, Kak oTobpasnTb ctatuctuky dyHkuumn IGMP Snooping ans

Bcex noptoB Ethernet.

DGS-1250# show ip igmp snooping statistics interface ethernet

show ip igmp snooping statistics interface ethernet

Total Entries : 0

DGS-1250#
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12. KOMAHObI IP-MAC-PORT BINDING (IMPB)

12.1 ip impb violations

[aHHaa KomMaHda wucnonb3yeTcs AN BKITOYEHUS/BLIKNIOYEHNA BeOEeHUa XypHana, B
KOTOPbIA 3aHOCATCA HapylleHusi, oTcrnexeHHble dyHkumamm IP Source Guard, DHCP
Snooping n DHCP Screening. lpn ucnonb3oBaHUM (POpMbl NO KOMaHAa OTKIIYUT
BeZleHWe XypHana.

ip impb violations

no ip impb violations

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymornyaHuio BeaeHue XypHana onga yyerta HapyLeHUn OTKITIOYEHO.

Pexxum BBoga KomaHAbI
Pexxum rnobansHon koHurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl

[laHHas KkomaHnga WCnomnb3yeTcs ANs BKIOYEHUS/BLIKIIOYEHNS BEAEHUS XKypHana, B
KOTOPbIA 3aHOCATCA HapyLeHud, oTcrexeHHble dyHkumammn IP Source Guard, DHCP
Snooping n DHCP Screening.

Ona pabotbl komaHgbl yHkuma IMPB pomkHa ObiTb akTuBMpoBaHa Ansa nopra,
AnanasoHa nopToB WSIM NOrMYeckoro uHtepdenca kommyTatopa (komaHga ip verify
source dhcp-snooping).

Mpy OTKMIOYEHMM XypHana y4yeTa HapyleHWi CyLLeCTBYKLME 3anucu CcTuparTcs U3
onepaTMBHON NamsaTM KOMMyTaTopa.

Mpumep

B naHHOM npumepe nokasaHo, Kak akTusmposaTtb pyHkuuto IMPB ona ananasoHa nopTtos
Ethernet 1/0/5-1/0/10.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5-1/0/10

DGS-1250(config-if)# ip verify source dhcp-snooping

ip verify source dhcp-snooping

DGS-1250(config-if)#
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B crnegyrowemM npuMepe rnoka3aHo, Kak BKIMYnTb BeAeHNE XypHalna y4veTta HapymeHMﬁ.

DGS-1250# configure terminal
DGS-1250(config)# ip impb violations
ip impb violations

DGS-1250(config)#
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12.2 show ip source violations

[aHHag «komaHOa wcnonb3yeTcsa And oTobpaxeHus 3anucen K3 XypHana ydyeta
HapyLlleHnn, oTCrexeHHbIX QyHkumsamn IP Source Guard, DHCP Snooping n DHCP

Screening.

show ip source violations [{interface ethernet IFACELIST [, | -] | vlan
IFNUMBER | type {ip-source-guard | dhcp-snooping-limit | dhcp-server-screening}}]

MapameTpbl

interface ethernet
IFACELIST

(OnuuoHanbHO) YKaxuTe, ecnun HeobxoaMmo OTobpasnTb
3annucu Kn3 XypHana ydeta HapylleHun NS onpeaeneHHoro
nopta Ethernet.

(OnuuoHanbHO)  Heckonbko  nopToB  wMnNu  oTaeneHue
AvanasoHa nopToB OT npegpiaywero. Vcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonyCcTUMO.

(OnuunoHanbHO) [manasoH noptoB. Wcnonb3oBaHune npobena
A0 1 nocrne geduca HegonycTumo.

vlan IFNUMBER

(OnumoHanbHo) Ykaxute, ecnn Heobxoammo oTobpa3nTb
WHpopMaumio,  cBsi3aHHyio ¢ onpegeneHHon  VLAN.
Jonyctumbii ananasoH: ot 1 oo 4094.

type

(OnuunoHanbHO) Ykaxute, ecnn HeobxogMmo oTobpasnTb
WHpopMaLnio, CBA3AHHYKD C  OMpedeNieHHbIM  TUMOM
HapyLLUEHUHN.

ip-source-guard

YKkaxuTte, ecnm  HeobxoguMmo OTOoOpasvuTb  HapyLUeHWs,
oTcnexeHHble dyHkumen IP Source Guard.

dhcp-snooping-limit

YKkaxuTte, ecnm HeobxoguMmo OTOOpasvuTb  HapyLUeHWs,
oTcnexeHHble ¢yHkumen DHCP  Snooping. HapyweHus
durKCUpyroTCs, ecnu ObiNo NPEBbLILLEHO MaKCUManbHOE YMCNOo
KNWeHTOB, KOTopble MoryT nonydvyatb |P-agpeca ot
DHCP-cepBepa Ha uHTepdence.

dhcp-server-screening

Ykaxute, ecnu Heobxoaumo oTOOpasvMTb  HapyLlUueHus,
oTcnexeHHble QyHkumen DHCP Screening. HapyweHus
PUKCUPYIOTCH, ecnu MNopT UM NOrM4Yeckun nHTepdenc, Ha
KOTOpbIX Obinn nony4veHbl coobwenna ot DHCP-cepsepa,
ObIN onpeaeneHbl Kak HeAOBEPEHHbIE.

Mo ymonyaHuro
Hert.
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Pexxnm BBoga KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbl

[aHHas komaHga wcnonb3yerca [AOns oTobpaxeHuss 3anucerd U3 XKypHana ydeta
HapyLIEeHW, OTCNeXeHHbIX QyHkumsamn IP Source Guard, DHCP Snooping n1 DHCP
Screening. BeageHwne xypHana BkritodaeTca kKomaHaowm ip impb violations.

MNpun Mcnonb3oBaHUM KOMaHAbl 6e3 KMYEBLIX CNOB OTOOpaXkaeTcs MHAOpMaunst O BCEX
HapyLleHUaX, oTcrnexeHHbix dyHkunamm IP Source Guard, DHCP Snooping n DHCP
Screening.

Mpumep

B paHHOM npumMepe nokKkasaHo, Kak OTO6pa3I/ITb BCeE 3alncun "3 XypHarlia y4yeTa HaprJeHMVI.

DGS-1250(config-ifj# show ip source violations

Interface : MAC Address : IP Address : VLAN ID : Reason

+ + + +
Eth : 64:31:46:d2:b4:bf : - 1 : IP Source Guard
Eth1/0/9 : 18:34:bf:6¢c:14:¢c8 : - 1 : IP Source Guard
Eth1/0/9 : 18:34:bf:6¢c:14:¢c8 : 0.0.0.0 : 1 : IP Source Guard

Total Entries : 3

DGS-1250(config-if)#
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13. KOMAHAbI IP SOURCE GUARD

13.1 ip source binding

[aHHaa komaHga ncnonb3yeTcs AN Co3aHusa ctaTtudeckux 3anmcen dyHkumm IP Source
Guard. MNMpn ncnonb3oBaHUM (POpMbI NO KOMaHAa yoanuT CTaTUYecKyr 3anncb OyHKUMN
IP Source Guard.

ip source binding {ip-only ADDR VLANID | ip-mac MACADDR ADDR VLANID}

no ip source binding {ip-only ADDR VLANID | ip-mac MACADDR ADDR
VLANID | vlan VLANID | all}

MapameTpbl
iv-onl Ykaxute, 4TOObl nNpoBepka mnoryvYaemblX MnakeToB Obina
P y OCHOBaHa Ha IP-agpece ucto4yHuka.
. Ykaxute, 4TOObl nNpoBepka MoryvyaeMblx MNakeToB Obina
ip-mac
ocHoBaHa Ha IP- n MAC-agpecax UCTOYHMKA.
MACADDR Ykaxute MAC-agpec.
ADDR Ykaxute |IP-agpec nnm noaceTtb ¢ Mackon/npedmKCcom.
Ykaxute ngeHtucpukarop VLAN. Jonyctumbin guanasoH: ot 1
VLANID AESHTUD p Lony i
0o 4094.
YKaxuTte npu ncnonb3oBaHuu (popmbl NO AN1s yaaneHust Bcex
vlan VLANID =P top AN YA
3anucewn ¢ 3agaHHbIM naeHTudukatopom VLAN.
all YKaxuTte npu ncnonb3oBaHuu bopMbl NO ANs yaaneHust Bcex

3anucen.

Mo ymonyaHuro
HerT.

Pexum BBOAa KoMaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOoOUMMO MEpenTn B PEXUM KOHGUrypauum
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHas KomaHda ucnonb3yeTca [Ans co3fgaHusl CTaTUYecKMX  3anucen, KoTopble
ceasbiBaloT IP-agpec n MAC-agpec ycTpoucTBa B CeTUM KOMMYyTatopa WM TOJSbKO
IP-agpec yctponctea ¢ onpegerneHHsiMm noptom n VLAN kommyTaTopa.
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®yHkuma IP Source Guard He NpUMeEHSET orpaHUYeHUs K yCTPOMCTBaM, YKasaHHbIM Mpu

co3gaHumn ctatudeckmx 3anucen IP Source Guard, n paspelsaeT npuHMMaTb BXogslime
nakeTbl OT HUX.

Mpumep

B paHHOM npumepe nokasaHo, Kak co3faTb CTaTuyeckyr 3anucb dyHkumm |IP Source
Guard ¢ npoBepkon Mofly4yaemMblXx MaKeToB, OCHOBaHHOW Ha |P-agpece WCTOYHMKA, C
IP-agpecom 192.168.161.33, VLAN 100 gns nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# ip source binding ip-only 192.168.161.33 100

ip source binding ip-only 192.168.161.33 100

DGS-1250(config-if)#

B cnepytowem npvmepe nokasaHo, Kak co3gatb cTaTuyeckyto 3anmcb oyHkummn IP Source
Guard ¢ npoBepkon MofnyyYyaeMblXx MakeToB, OCHOBaHHOW Ha |P-agpece WUCTOYHMKA, C
IPv6-agpecom FFFF:FFFF:FFFF:FFF8::/62, VLAN 100 gns nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if# ip source binding ip-only FFFF:FFFF:FFFF:FFF8::/62 100

ip source binding ip-only FFFF:FFFF:FFFF:FFF8::/62 100

DGS-1250(config-if)#
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13.2 ip verify source dhcp-snooping

[aHHas komaHga ucnonb3yetca Ans aktuesauum gyHkumn DHCP Snooping n IP Source
Guard ans ykasaHHoro uvHtepdenca. Npu ncnonb3oBaHuM OpMbl NO KOMaHAa BEPHET
HACTPOWMKM MO YMOSTHaHUIO.

ip verify source dhcp-snooping

no ip verify source dhcp-snooping

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHuio yHKUNN OTKITHOYEHbI.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
Ana mncnonb3oBaHWs LaHHOW KOMaHAbl HEOOXOAMMO MEpPEerTU B PEXMM KOHGUrypauumm
nopta, AnanasoHa noptoB unu port-channel (interface).

®dyHkumna IMPB coctont mn3 dyHkuun IP Source Guard n1 DHCP Snooping. ®yHkuus IP
Source Guard no3sonsieT NPUHUMaTL BXOASLLME MaKeTbl TOMbKO OT YCTPOMCTB, YKa3aHHbIX
npwn co3gaHunm ctatndeckmnx 3anucen IP Source Guard, a Takke paspelleHHbIX pyHKUnen
DHCP Snooping.

[aHHasa komaHga BKNoYaeT 3TN (PyHKUUK ONS yKa3aHHOro nHTepdenca.

®dyHkuna DHCP Snooping aomkHa ObiTb BKMAOYEHa rnobanbHO C NOMOLLBbKD KOMaHAbl ip
dhcp snooping enable.

Mpumep

B oaHHOM npumepe nokasaHo, Kak aktuBupoBaTb yHkumm DHCP Snooping u IP Source
Guard onsa gnanasoHna noptoB Ethernet 1/0/5-1/0/10.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5-1/0/10

DGS-1250(config-if)# ip verify source dhcp-snooping

ip verify source dhcp-snooping

DGS-1250(config-if)#
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13.3 ip verify source pass-rma-packets

[aHHaa «komaHga wucnonb3dyetca Ansa nepegadn RMA-nakeTtoB 4epes yKkasaHHbIN
NHTepdenc npu BrnoyeHHon dyHkumm IP Source Guard. Mpu ncnonb3oBaHum opmMbl NO
KOMaHaa BepHET HAaCTPOWKMN MO YMOSYaHUIO.

ip verify source pass-rma-packets

no verify source pass-rma-packets

MapameTpbl
Hert.

Mo ymonyaHuio
Mo ymonyaHuio KommyTaTop orpaHunymeaet nepegady RMA-naketoB cornacHo doyHkumm IP
Source Guard (npu BknoyeHHon pyHKumu IP Source Guard).

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[Ana ncnonb3oBaHWst OaHHOM KOMaHObl HEOOXOAMMO NEpPEenTU B PEXMM KOHGUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHas komaHOa ucnonb3yeTcs Anga nepegadm naketoB yHkuum Loopback Detection,
npotokonoB LLDP, STP un gp. ¢ MAC-agpecom HasHadeHuna 01:80:C2:00:00:xx yepes
yKasaHHbI NHTepenc npu BrnoveHHon pyHkuumn IP Source Guard.

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb nepefadvy RMA-nakeToB vepes guanasoH
noptoB Ethernet 1/0/5-1/0/10.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5-1/0/10

DGS-1250(config-if)# ip verify source pass-rma-packets

ip verify source pass-rma-packets

DGS-1250(config-if)#
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13.4 show ip source binding
[aHHass koMaHga ucnonb3yeTcs Ans oTobpakeHus WHopmauumn o 3annucax YHKLMNA
DHCP Snooping n IP Source Guard.

show ip source binding [ADDR] [MACADDR] [vlan VLAN_ID] [interface
{ethernet IFACELIST [, | -] | port-channel CHANNOQ}] [static] [dynamic]

MapameTpbl

ADDR (OnuuoHanbHO) YkaxuTe, 4TOObI OTOOpPa3vMTb 3anucu Aans
onpepeneHHoro IP-agpeca.

MACADDR (OnuuoHanbHO) YkaxuTte, 4ToObl OTOOpa3uTL 3anucu Ans
onpegenexHHoro MAC-agpeca.

vlan VLAN 1D (OnumoHanbHo) YkaxuTte, 4TOObl OTOOpPa3uUTbL 3anucu Ang

- onpegeneHHon VLAN. onyctumbin ananasoH: ot 1 oo 4049.
interface (OnumoHanbHo) YkaxuTe, 4Tobbl 3agatb NHTEPGENC.

YkaxuTte, 4ToObl OTOOpa3vMTb 3anMcu Ans onpeneneHHoro
nopta Ethernet.

ethernet IFACELIST

(OnumoHanbHO)  Heckonbko  MOpPTOB  UNU  OTAEneHue
) AnanasoHa nopTtoB OT npeabigywero. Kcnonb3oBaHve
npobena [o v nocrie 3anAaTon HegonycTUMo.

(OnuunoHanbHo) OmnanasoH noptoB. Mcnonb3oBaHue npobena
A0 v nocre gecumca HegonycTnmo.

Ykaxute, 4toObl OTOOpasnTb 3anucm pOna  ykasaHHoro
port-channel CHANNO norudeckoro  uHTepdenca  port-channel.  [Jonyctumbin
avnanasoH: ot 1 go 8.

(OnumoHanbHO) Ykaxute, 4tobObl 0TOOPA3nUTL WHGOPMAaLNIO

static -
Ans cratnyeckux 3anucen pyHkuum IP Source Guard.

(OnumoHanbHO) Ykaxute, 4Tobbl OTOGPA3UTL WMHGOPMaLNIO

dynamic ANt BpeMeHHbIX 3anucen oyHkumm DHCP Snooping.

Mo ymonyaHuro
Hert.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbin pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.
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Mcnonb3oBaHue KomaHAbl

[aHHas komaHga ucnonb3yetca Ond oTobpaxeHust MHpopmaumm o 3anucax QYHKUUIA

DHCP Snooping n IP Source Guard.

Mpy ncnonb3oBaHMM kOMaHAbl 6e3 Kr4YeBbIX CNOB oTobpaxkaeTcs MHGOPMaLus O BCeX

3anucax gyHkumn DHCP Snooping u IP Source Guard.

Mpumep

B naHHOM npumMepe nokKal3aHo, Kak OT06pa3I/ITb I/IH(bOpMaLl,I/IPO O 3anncax Aanga noprta

Ethernet 1/0/5.

DGS-1250# show ip source binding interface ethernet 1/0/5
show ip source binding interface ethernet 1/0/5

Current number of static entries : 2

Available static entries : 253

Current number of dynamic entries : 1

Available dynamic entries : 251
MAC Address : IP Address : Lease(sec) : Type : Filter-Type : VLAN : Interface
+ + + + + +
:192.168.161.33/32 : infinite : Static : ip : 100 : Eth1/0/5
: FFFF:FFFF:FFFF:FFF8::/62 : infinite : Static : ip : 100 : Eth1/0/5
AA:55:44:66:78:33 : 192.168.161.33 : 3600 :DHCP : - : 100 : Eth1/0/5

Total Entries : 3

DGS-1250#
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14. KOMAHAObI 3EPKAIIUPOBAHUA NMOPTOB

14.1 monitor session destination interface

[aHHaa komaHaa ncnonb3dyetca Aand HaCTpOVIKM MHTepcbeVlca Ha3Ha4dyeHnAa On4d
MOHI/ITOpMHFOBOI?I ceccunmn, no3BoJidAA OTCreXmBaTb MaKeTbl HA NOPTAX-UCTOYHUKAX YHepe3
nopTt Ha3Ha4YeHu4d. I'Ip|/| MCMoJfib30BaHNN (*)OprI no KOMaHOda Yyaannt VIHTep(beVIc
Ha3Ha4yeHus ons gaHHOW Ceccuu.

monitor session SESS/ION-NUMBER destination interface ethernet IFNUMBER
no monitor session SESS/ION-NUMBER destination interface ethernet
IFNUMBER

MapameTpbl

YkasbiBaeT HOMeEp MOHI/ITOpI/IHFOBOVI ceccuun. D,manasoH

SESSION-NUMBER .
O0MYyCTUMbIX 3Ha4YeHun: ot 1 0o 4.

YkasblBaet I/IHTep(beI‘/'IC Ha3Ha4YeHunAa aOn4d MOHI/ITOpMHFOBOI?I
ceccumn.

ethernet IFNUMBER

Mo ymonuyaHuto
HerT.

Pexxnm BBoga KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAblI
[aHHaa komaHga wucnonb3yeTcs AN HacTPOMKWM  UHTepdenca HasHadyeHua ans
MOHUTOPUHIOBOW CECCUMN.

B kadectBe WHTEp(encoB Ha3HaA4YeHUA A9 MOHUTOPUHIOBLIX CECCUW  [OMyCTUMO
3agaBaTb TONMbKO um3ndeckme nopTtbl. MOXHO YyKasaTb HECKOSIbKO WHTepdencos-
NCTOYHMKOB, HO TONbKO OOMH WHTepdenc HasHadyeHud. VIHTepdenc-ucTtovHMK OOHOW
CECCUN HE MOXET OOHOBPEMEHHO ObITb MHTEPGENCOM HasHadeHus gpyron ceccun. OgmH
NHTEepdENC MOXET OblTb yKkasaH B KayecTBe MHTepdernca HasHavyeHUs O51s1 HECKONbKUX
ceccun, HO B Ka4ecTBe NHTepdenca-UcTovHnKa — TONbKO A9 0QHOM CeCCUMn.

Mpn HacTporike RSPAN-ceccun Takke Mcnonb3yetcd KomaHaa monitor session remote
type ans ykasaHma tuna ceccum n VLAN-ceTw.
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Mpumep

B naHHOM npumepe nokasaHo co3gaHune ceccum ¢ Homepom 2. dusmyecknn nopt Ethernet
1/0/5 ykasaH B kayecTBe nopTta HasHayeHus, a Tpu duamdeckmx nopta (Ethernet 1/0/6-
1/0/8) — B Ka4ecTBE NOPTOB-UCTOYHUKOB.

DGS-1250# configure terminal

DGS-1250(config)# monitor session 2 destination interface ethernet 1/0/5

monitor session 2 destination interface ethernet 1/0/5

DGS-1250(config)# monitor session 2 source interface ethernet 1/0/6-1/0/8

monitor session 2 source interface ethernet 1/0/6-1/0/8

DGS-1250(config)#
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14.2 monitor session source interface

,D,aHHaFl KOMaHAa ucnonb3yetca And HaCTpOIZKI/I nopTta-ncTtodHKa An4d MOHI/ITOpI/IHFOBOI7I
ceccuun. |_|pI/1 MCrnonb3oBaHNN CbOprI Nno KOMaHAa yaanumt nopT-nCTtovHWK And OaHHOM
ceccuun.

monitor session SESS/ION-NUMBER source interface ethernet PORTLIST [, | -]
[both | rx | tx]

no monitor session SESS/ION-NUMBER source interface ethernet PORTLIST [,
| -]

MapameTpbl

SESSION-NUMBER Yka3blBae€T HOMEpP MOHUTOPUHIOBOM ceccun. [lnanasoH
[0MYyCTUMbIX 3Ha4YeHun: ot 1 0o 4.

ethernet PORTLIST YKkasblBaeT UHTEPdENC-UCTOYHUK  ONA  MOHUTOPWUHIOBOW
ceccum.
(OnuunoHanbHO) Heckonbko MHTEPKENCOB WNM  OTAENEHMNE

, AnanasoHa uHTepdencoB OT npeabigywero. cnonb3oBaHue
npobena 4o v nocne 3ansaTon HeaonycTUMo.
(OnumoHaneHo) [nana3oH wHTepdencos. KMcnonb3oBaHue
npobena go v nocne geduca HegoNyCcTUMO.

both (OnuuoHanebHO) YKaxuTe, 4TOObI OTCMNexuBaTb MaKeThl,
npuxoasime Ha nopT 1 nepegaBaeMble NOPTOM.

x (OnumoHanbHo)  YkaxuTe, 4TOObl OTCNEXuBaTb MNaKeThl,
NpuxoasLme Ha nopr.

tx (OnuuoHanebHO) YKaxuTe, 4YTOObI OTCMNexuBaTb MaKeThl,

nepegaBaeMble NOPTOM.

Mo ymonyaHuio
Her.

Pexum BBOAa KoMmaHAbI
Pexxum rmobanbHomn koHurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHaa «komaHga wucnonb3yeTca [And  HacTPOMKM  UHTepdhenca WUCTOYHMKA On4d
MOHUTOPUHIOBOW CECCUMN.
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B kavecTBe MHTEPdENCOB-UCTOMHUKOB N9 MOHUTOPUHIOBLIX CECCUN JOMYCTUMO 3aJaBaTb
TONMbKO duamyeckme noptbl. MOXHO ykasaTb HECKONbKO WMHTEP(EencoB-UCTOYHUKOB, HO
TONMbKO OAVH MHTepdenc HasHadveHus. NHTepdenc-MCTOYHUK OOHOW CEeCCUM He MOXET
OOHOBPEMEHHO ObITb MHTEPdENCOM HaszHaveHus apyron ceccun. OguH nHTepdenc MoxeT
OblTb yKa3aH B KayecTBe WHTepdenca HasHayeHus Ons HECKOSIbKMX CecCur, HO B
KayecTBe NHTepenca-ncTodHnKa — TONbKO N1 OAHOW CECCUMN.

Ecnu HanpaeneHve Tpaduka He 3agaHO, OTCMEXMBAETCS W UCXOASAWMKA U BXOASALLMNA
Tpaduk (aHanorn4yHo 3HaveHuto both).

Mpun HacTporike RSPAN-ceccumn Takke ncnonb3yetcsa koMaHaa monitor session remote
type ans ykasaHma tuna ceccum n VLAN-ceTw.

Mpumep

B oaHHOM npumepe nokasaHo co3gaHue ceccum ¢ Homepom 2. dusmyecknit nopt Ethernet
1/0/5 ykasaH B KayecTBe MnopTa HasHayeHus, a Tpu dumamyeckmnx nopta (Ethernet 1/0/6-
1/0/8) — B Ka4ecTBE NOPTOB-UCTOYHUKOB.

DGS-1250# configure terminal

DGS-1250(config)# monitor session 2 destination interface ethernet 1/0/5

monitor session 2 destination interface ethernet 1/0/5

DGS-1250(config)# monitor session 2 source interface ethernet 1/0/6-1/0/8

monitor session 2 source interface ethernet 1/0/6-1/0/8

DGS-1250(config)#
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14.3 monitor session access list

[laHHass KkoMaHOa Wchonb3yeTcs Ans  HacTpoWkM  dunbTpauum  Tpaduka  ans
MOHMTOPUHIOBOWM CECCMM Ha OCHOBaHMW cnuncka goctyna. MNpu ncnonb3oBaHuM OpMbl NO
KOMaHAa yganuT CiMcoK A4ocTyna U3 MOHUTOPUHIOBOW CECCUN.

monitor session SESS/ION-NUMBER access list NAME
no monitor session SESSION-NUMBER access list NAME

MapameTpbl

SESSION-NUMBER YKkasblBaeT HoMep vMOHI/ITOpI/IHFOBOVI ceccun. [dunanasoH
O0MYCTUMbIX 3Ha4YeHun: ot 1 0o 4.

NAME YKaxuTe HasBaHMe CyL|eCTBYIOLWEro Ccnucka [gocTtyna.

CvMBOrbI AaHHOIO NapameTpa YyBCTBUTENbHbI K PEFUCTPY.

Mo ymonuyaHuto
HerT.

Pexxum BBOoga KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[aHHasa komanga wucnonb3yeTcs ONA HaCTPOMKM unbTpaumm Tpadumka Ha OCHOBaHWUU
cnucka goctyna.

I'Io,u,,u,epmmsaeTc;l TONbKO 3epKalinpoBaHne BXogdLlero Tpacpvn(a.
YKka3blBaeMbl CNCOK AOOCTyMNa OOJPKEeH CyWweCcTBOBaTb B CUCTEME.
Mpumep

B naHHOM npuMepe nokasaHo, kak fobaBuTb (omMnbTpaumio Ha OCHOBaHMKM CnMcKa gocTyna
B MOHUTOPUHIOBYIO CECCUKD C HOMEPOM 2 CMUCOK AO0CTYyna ¢ Ha3BaHnem 12.

DGS-1250# configure terminal
DGS-1250(config)# monitor session 2 access-list 12
monitor session 2 access-list 12

DGS-1250(config)#
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14.4 monitor session remote
[aHHaa komaHOa wucnonb3yeTcs Ana HacTpoukn uaeHtudgpukatopa VLAN v tuna ans
RSPAN-ceccuu. NMpu ncnonb3osaHnm popmbl no komaHaa yganut VLAN.

monitor session SESS/ION-NUMBER remote type [source | destination |
intermediate] vlan VLANID

no monitor session SESSION-NUMBER remote vlan

MapameTpbl
YKkasblBa€T HOMEP MOHUTOPUHIOBON  CECCUM. nanasoH
SESSION-NUMBER b P A
O0MYCTUMbIX 3Ha4YeHun: ot 1 0o 4.
type YkaxuTe, 4Tobbl 3agatb Tn RSPAN-ceccun.
Ykaxute, 4ToObl HACTPOUTbL KOMMYTATOp MWCTOYHWMKA Ans
source RSPAN-ceccun (B 3epkanupyemble nakeTbl JobaBnsietca Ter
VLAN).
Ykaxute, 4Ttobbl HACTPOUTbL KOMMYTATOp Ha3Ha4yeHus ans
destination RSPAN-ceccun (13 3epkanupyembix naketoB ybupaetca Tter

VLAN).

Ykaxnte, 4ToObl HACTPOUTL MPOMEXYTOYHbIN KOMMYyTaTOp AN
intermediate RSPAN-ceccun  (3epkanupyemMble MakeTbl nepefarwTcs C
3agaHHbiM Terom VLAN).

vian YkaxunTte, 4Tobbl 3agatb nnu yganutb ngeHtndgpmkatop VLAN.

Ykaxunte ngeHtngpukatop VLAN. [lonycTumbin guanasoH: oT 2

VLANID no 4094.

Mo ymonyaHuro
Her.

Pexum BBOoAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHne KOMaHAbI

HaHHas komaHga wucnonb3yetca anst Hactpovikm RSPAN-ceccun. Ecnm VLAN,
noeHTudrKaTop KOTOPOW yKasaH, He CyLLeCTBYeT B CUMCTEME KOMMyTaTopa, oHa byaet
co3gaHa aBtomaTtudeckn. VLAN, ucnonb3yemyto B RSPAN-ceccuun, Henb3a yganutb C
nomoLubto KomaHabl no vlan. Kpome toro, Takass VLAN He forkHa cogepaTtb nopThbl.
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Mpumep

B naHHOM npumepe nokasaHo, Kak HaCTpouTb KomMyTaTop uctodHmka ana RSPAN-ceccumn
C nopToM-ucToyHmkom Ethernet 1/0/2, noptom HasHayveHusa 1/0/6 1 RSPAN VLAN 206.
DGS-1250# configure terminal

DGS-1250(config)# monitor session 3 source interface ethernet 1/0/2

monitor session 3 source interface ethernet 1/0/2

DGS-1250(config)# monitor session 1 destination interface ethernet 1/0/6

monitor session 1 destination interface ethernet 1/0/6

DGS-1250(config)# monitor session 1 remote type source vlan 206

monitor session 1 remote type source vlan 206

DGS-1250(config)#
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14.5 monitor session remote tpid

[aHHas KomaHga wucnonb3yetrcsa Ansa  HacTpoWKku  maeHTudukatopa npoTokona
TermpoBaHua gna RSPAN-ceccuun. lNpu ucnonb3oBaHuM (opMbl NO KOMaHZa yaanut
3HaJYeHne naeHTndukaTopa asss MOHUMTOPUHIOBOW CECCUM.

monitor session SESS/ION-NUMBER remote tpid TPID_HEX
no monitor session SESS/ON-NUMBER remote tpid

MapameTpbl

YKkasbiBaeT HOMeEp MOHI/ITOpI/IHFOBOVI ceccuun. D,manasoH

SESSION-NUMBER .
O0MYCTUMbIX 3Ha4YeHun: ot 1 0o 4.

Ykaxnte noeHTndukaTop npoTokona TErmpoBaHus.
Heobxogumo ykasate 2 6Ganmta B 16-pyyHOM dhopmate
(Hanpumep, 0x88A8). donyctumbin gmnanasoH: ot 0x0001 go
OxFFFF.

TPID_HEX

Mo ymonuyaHuto
Mo ymonuanuio ansa RSPAN-ceccum 3agaHo 3HaveHne 8100 (ngeHTudmkatop npoTokona
802.1Q).

Pexxum BBOoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl NO YMOM4YaHUIOo
YposeHb 15.

Ucnonb3oBaHue KOMaHAbl
[laHHaa KomaHnga wucnonb3yeTcs Ans  HacTpoOWKM  umaeHTudmkaTopa NpoTOKona
TermpoBaHusa ansa RSPAN-ceccun.

Mpumep

B paHHOM npumepe nokasaHo, Kak ykasaTb ngeHtudgukatop npotokona QinQ (88A8) ans
yaaneHHon MOHUTOPUHIOBOM CECCUM C HOMEPOM 2.

DGS-1250# configure terminal

DGS-1250(config)# monitor session 2 remote tpid Ox88A8

monitor session 2 remote tpid Ox88A8

DGS-1250(config)#
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14.6 no monitor session

,D,aHHaFI KOMaHAa UCnonb3yeTcd Ond yaaneHnd Hactpoek MOHI/ITOpI/IHFOBOI7I ceccuun.

no monitor session SESSION-NUMBER

MapameTpbl

YKasblBaeT HOMep MOHUTOPWUHIOBOW CECCUM, HaCTPOWUKU
SESSION-NUMBER KOTOpOM HeobxoguMmo yaanuTb. [duanasoH  [OnyCTUMbIX
3Ha4vyeHun: ot 1 o 4.

Mo ymonuyaHuto
HerT.

Pexxnm BBOoga KomaHAbI
Pexxum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAObl
[Mpn ncnonb3oBaHMM KOMaHObl yAansalTCA BCE HACTPOWKK OS5 3TON CECCUM.

Mpumep

B OaHHOM npuMepe nokasaHo, Kak yaalnTb HaCTpOIZKI/I MOHI/ITOpI/IHFOBOIZ ceccnm HomMmep 2.
DGS-1250# configure terminal

DGS-1250(config)# no monitor session 2

no monitor session 2

DGS-1250(config)#
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14.7 show monitor session

,D,aHHaFI KOMaHOa Wucnonb3dyetca nOnd OTO6pa)KeHI/IFI OOHOM Wnn BCEX HaCTPOEeHHbIX
MOHUTOPUHIOBbIX ceccun.

show monitor session [SESS/ION-NUMBER]

MapameTpbl

(OnumoHanbHo) YkasblBaeT HOMEP MOHUTOPMHIOBOM CECCUM,

SESSION-NUMBER -
AaHHbIE O KOTOPOW HEOBXOANMMO OTOBPa3nThb.

Mo ymonuyaHuto
HerT.

Pexxnm BBOoga KomaHAbI
[Monb3oBaTenbcku nnu npueunernpoBaHHbii pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbl
B cncteme MoxeT ObITb HACTPOEHO He Bornee 4 MOHUTOPUHIOBBLIX CECCUN.

Ecnn ona gaHHon KomaHabl HE yKa3blBaeTCA HOMEpP ceccuu, oTobpaxxaeTcst nHopmMaums
Nno BCEM HAaCTPOEHHbIM MOHUTOPUHIOBBLIM CECCUSAM.

Mpumep
B naHHOM npumepe nokasaHo, Kak 0To6pa3nTb MOHUTOPUHIOBYHO CECCUIO C HOMEPOM 2.
show monitor session 2

show monitor session 2

Session 2
Session Type: local session
Destination Port: Ethernet1/0/5
Source Ports:
Both:
Ethernet1/0/6
Ethernet1/0/7
Ethernet1/0/8

Total Entries: 1
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15. KOMAHObl POWER OVER ETHERNET (TOJIbKO
anA MOLI,EHEIZ MP)
15.1 clear poe statistic

,D,aHHaFI KOMaHAa 1UCnosfb3yeTcd And yaaneHuna Ctatuctukn PoE.

clear poe statistic {all | interface ethernet PORTLIST [, | -]}

MapameTpbl

all YkaxuTe, 4Tobbl yoanuTb CTaTUCTMKY Anst Bcex noptoB PoE.
interface ethernet Ykaxute Homep nopta wnuv agmanasoH noptoB PoE, ans
PORTLIST KOTOPbIX HEOBXOANMO yOanuTb CTAaTUCTUKY.

(OnumoHanbHO)  HeckonbkO  MOPTOB  WNU  OTAENEHue
, AnanasoHa MopToB OT npeablaywero. KMcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAOoMyCTUMO.

(OnumoHanbHo) [dnanasoH noptoB. Wcnonb3oBaHne npobena
00 v nocne gedwuca HegonycTumo.

Mo ymonyaHuto
HerT.

Pexxum BBoga KomaHAbI
MpuBunernposaHHbin pexum (Privileged EXEC Mode).

ypOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 12.

Mcnonb3oBaHue KomaHAbl
Mcnonb3ynTte gaHHyo KoMaHay, YToObl yaanuTb ctatucTuky PoE.

Mpumep
B maHHOM npumepe nokasaHo, Kak yaanuTtb ctatuctuky PoE ans Bcex noptos PoE.

DGS-1250%# clear poe statistic all
clear poe statistic all

DGS-1250#
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15.2 poe description

,D,aHHaFI KOMaHOa WCnorb3yeTcAa Ond YyKa3aHud OonnmcaHuda nnda nopta PoE. I'Ipvl
MCMonb3oBaHN C*)OprI Nno KOMaHAda yaannt onmcaHue.

poe description STRING

no poe description

MapameTpbl

OnucaHue gnga nopta vnu guanasoHa noptos PoE (He 6onee

STRING 32 cMMBOnOB).

Mo ymon4yaHuro
Mo yMOJ4aHUo onncaHne He 3aaHo.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypaumm nitepgencos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOOAUMMO MEPENTU B PEXUM KOHGUrypauuu
nopta unu guanasoHa rnoptos (interface).

Mcnonb3ynTe gaHHyto kKomaHay, YTobbl 3agath onucaHne gns nopta PoE.

Mpumep

B maHHOM npumMmepe nokasaHo, Kak 3afgaTtb onvcaHue Ans gnanasoHa noptoB PoE 1/0/6-
1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# poe description FREE_PORTS

poe description FREE_PORTS

DGS-1250(config-if)#
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15.3 poe enable (global)

,D,aHHaFl KOMaHAa ncnornb3yeTcAa AOnd BKIMHYEeHUA BCTPOEHHOIo UCTOYHUKA MUTaHUA PoE.
|_|pl/l MCMNosb30BaHNN CbOprI NO KOMaHAda OTKITHOYUT BCTpoeHHbII‘/'I WUCTOYHUK NuTaHnsa PoE.

poe enable
no poe enable

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymMOn4YaHuo BCTPOEHHbIN UCTOYHUK NUTaHNA POE BKIOYeEH.

Pexxum BBoga KomaHAbI
Pexxum rmobansHon koHurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
|/|CI'IOJ'Ib3yIZTe OaHHYIO KOMaHAy, YTOObl BKITHOUYUTL/BbLIKITHOYUTL BCTpoeHHbIIZ NCTOYHUK
nutaHmsa PoE.

Mpumep

B OJaHHOM npumMepe NokasaHo, KakK OTKIMTIO4YNTb BCTpOGHHbIVl WUCTOYHUK NuTaHmna PoE.
DGS-1250# configure terminal

DGS-1250(config)# no poe enable

no poe enable

DGS-1250(config)#
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15.4 poe enable (interface)

[aHHaa komaHOa MCnonb3yeTca AN BKNKYEHUA Modayn NUTaHWSA Ha YKasaHHbIA nopT
PoE. lNpun ncnons3soBaHnn oopmMbl NO KOMaHAa OTKIIOYMUT nofdadvy NUTaHUS Ha YKasaHHbIN
nopt PoE.

poe enable

no poe enable

MapameTpbl
Her.

Mo ymonyaHuto
Mo yMOn4aHuo nogava nntaHnA BKIlO4eHa Ha BCe NMopThbl PoE.

Pexum BBOAa KOMaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbI

[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOUMMO MEpPenTn B PEXUM KOHGMUrypauuu
nopTta unu guanasoHa rnoptos (interface).

Ncnonb3ynte [daHHyt0 KOMaHZy, 4TOObl BKIIHOYUTBL/OTKMIOYMTL nogadvy MuTaHua Ha
yKkasaHHbI nopT POE.

Mpumep

B naHHOM npumepe nokasaHo, Kak OTKMIoYUTL nogady nuTtaHua Ha auanasoH noptos PoE
1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# no poe enable

no poe enable

DGS-1250(config-if)#
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15.5 poe force

,D,aHHaFI KOMaHOa WUucnosnb3dyeTcAa Ond BKIHOYEeHUA pexunma I'IpVIHyLI,I/ITeJ'IbHOIZ nogayu
NnNTaHNA Ha yKa3aHHbIIZ NnopT. I'Ip|/| MCNnosib3oBaHNN C*)OprI NOo KOMaHOa BepHeT HaCTpOIZKI/I
no yMOIT4aHuio.

poe force

no poe force

MapameTpbl
HerT.

Mo ymonyaHuto
M0 yMOS4YaHUIO peXMM OTKIHOYEH.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWSA OaHHOW KOMaHAbl HEOBXOAMMO MEepenTn B PexXuMM KOoHdurypauum
nopta unu guanasoHa noptos (interface).

Mepen BbINONHEHMEM [AHHOW KOMaHAbl HeobXoOMMO  OTKMOYMTb  COrflacoBaHue
MOLLHOCTWU C NOAKITOYEHHbIM YCTPOMUCTBOM. [ 3TOro ucnonb3ymte kKomaHay poe mode
not-detect.

[Mpn aKkTMBaLMK pexnma NPUHYOUTENbHON NoAayM NUTAHUSA Ha yKasaHHbIA NOPT nogaercs
nutaHmne mowHocTblo 30 BT. [laHHOE 3Ha4yeHne Henb3s MUBMEHUTb.

Mpumep

B OaHHOM TMpuMepe nokasaHo, KakK BKITIOYNTb PEXNM HpMHy,D,MTeﬂbHOVI nogayn NnnTaHUA Ha
AnanasoH noptos PoE 1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-if}# poe force

poe force

DGS-1250(config-if)#
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15.6 poe keep-power

[laHHas komaHga MChonb3yeTcs AN BKIOYEHUS COXpaHeHUst nuTaHus noptoB POE npwu
nporpaMMHON nepesarpyske KommyTaTopa. [lpu mcnonb3oBaHuMM opMbl NO KOMaHAa
OTKIIOYUT CcOXpaHeHue nuTaHus noptoB PoE npu nporpammHoi nepesarpyske
KoMMyTaTopa.

poe keep-power

no poe keep-power

MapameTpbl
Hert.

Mo ymonuyaHuto
Mo ymonyaHuto nutaHue noptoB POE He oTknwo4vaeTcs npu nporpamMmMHOM nepesarpyske
KOMMyTaTopa.

Pexum BBOAa KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAbI
Ecnn HacTpoeHO coxpaHeHwe nuTaHus noptoB PoOE, nogkniwoyeHHble K AaHHbIM nopTam
yCTpOIZCTBa OCTalOTCA BKIMKOYEHHBbIMW MPU HpOFpaMMHOVI nepe3arpy3|<e KOMMyTaTOpa.

Mpumep

B pmaHHOM npumepe nokasaHo, Kak OTKMYUTb COXpaHeHue nuTaHus noptoB PoE npwu
nporpaMMHON nepesarpyske KommyTtartopa.

DGS-1250# configure terminal

DGS-1250(config)# no poe keep-power

no poe keep-power

DGS-1250(config)#
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15.7 poe mode

[laHHas koMaHAa ucnonb3yeTcs Anst Bblbopa cornacoBaHmst MOLWHOCTM C NMOAKIHOYEHHBIM
yctpovictBamu. [pu  mncnonb3oBaHMM GOPMbI NO KOMaHOa BEpHET HaCTPOMKM Mo
YMOIYaHuIo.

poe mode {not-detect | legacy-only | dot3af | dot3af-legacy}

no poe mode

MapameTpbl

YKaxute, 4YTOObl OTKNKOYMUTL COrfacoBaHMe MOLWHOCTU C
not-detect -

NOAKIMOYEHHBIMM YCTPONCTBAMM.

Ykaxute, 4T0Obl BbiOpaTb CcoOrnacoBaHMe MOLWLHOCTM C
legacy-only

ycTporcTBaMu, paboTatoLmmMmm No ycTapeBLUUM CTaHaapTaMm.

YkaxuTte, 4T0bbl BbiOpaTb coOrnacoBaHMe MOLLUHOCTM C
dot3af YyCTpOMCTBaMM, paboTatoLwmmMmmn no cTaHaapTam
IEEE 802.3af/at.

Ykaxute, 4Tt0Obl BbIOpaThb COrMacoBaHMe MOLLUHOCTU C
dot3af-legacy YyCTpOMCTBaMM, paboTaloLwmmMmmn no cTaHaapTam
IEEE 802.3af/at n no ycrapeswmnm ctaHgapTam.

Mo ymonyaHuro
Mo ymonuaHuio ansa Bcex noptoB POE 3agjaHo cornacoBaHMe MOLLHOCTU C YCTPONCTBAMM,
paboTtatowmmm no ctaHgaptam IEEE 802.3af/at.

Pexxum BBoga KomaHAbI
Pexxum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbl
[na ucnonb3oBaHUS LaHHOW KOMaHAbl HEO6XOoOUMO MepenTn B Pexum KoHdUrypauuu
nopTta unu guanasoHa rnoptos (interface).

Ncnonb3yiiTe pgaHHyl0 komMaHay, 4Tobbl BblGpaTb corfmacoBaHME MOLLHOCTU C
NOAKIMOYEHHBIMM YCTPOMCTBAMM.
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Mpumep

B paHHOM npumepe nokasaHo, Kak BblbpaTb corfnacoBaHME MOLLHOCTU C YCTPOWCTBaMU,
pabotatowmmmn no craHgaptam |EEE 802.3af/at n no ycrapeBwum crtaHgaptam, Ans
AnanasoHa noptos PoE 1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# poe mode dot3af-legacy

poe mode dot3af-legacy

DGS-1250(config-if)#
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15.8 poe power-threshold

,D,aHHaFI KOMaHAa Wucnosrnb3dyeTcda And HaCTpOIZKI/I MOLLIHOCTU MUTaHWUS, NogaBaeMon Ha
yKa3aHHbII‘/'1 nopT Npun NOAKIIIOHYEHNN yCTpOIZCTBa. I'Ip|/| MCrNonb3oBaHNn q.)OprI Nno KOMaHAa
BEepHEeT HaCTpOPIKM no yMOJ4aHuio.

poe power-threshold {none | class-based | user-defined MAX POWER}

no poe power-threshold

MapameTpbl

Ykaxute, 4tobbl Ha nopt noagaBasnacb MOLLUHOCTb MUTaHWUA,

none
3afaHHad no ymosrn4yaHuto.

YKaxuTte, 4YTOObl KOMMYTATOp OMNpedenssi MOLHOCTb Ha
class-based yKazaHHOM MOpTe Ha OCHOBE  Kracca  MOLLHOCTH
NOOKMHOYEHHOro YCTPOMUCTBA.

user-defined YKkaxuTe, 4Tobbl 3a4aTb 3HAYEHME MOLLHOCTU BPYUHYHO.

3agante MakcuMmanbHyK MOLIHOCTb (B BaTtTax). [JOCTynHbIN

ananasoH 3HadeHun: ot 0 go 30.

MAX_POWER
Mpn ykazaHun 3HadveHus 0 NogknoyeHHoe YCTPOWMCTBO Byaet

OTKJTHO4EHO OT NUTaHuUA noprta.

Mo ymonuyaHuto
Mo ymonyaHuio Ha nopT PoE nogaetcs nutaHue mowHocTbio Ao 30 BT.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[na wcnonb3oBaHUA LaHHOW KOMaHAbl HEOOXOOAUMMO MNEPENTU B PEXUM KOHGMUrypauuu
nopra unu guanasoHa rnoptos (interface).

Mpn akTMBaumMm pexuma npUHYaAUTENBHOW nogayn nuTaHua (komaHga poe force)
HaCTPOMKMN MOLLHOCTU MUTaHNSI U3MEHNUTb HENb3S.
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Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTb MakCMMaribHyt0 MOLLHOCTb 25 BT ons noptos
PoE 1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# poe power-threshold user-defined 25

poe power-threshold user-defined 25

DGS-1250(config-if)#
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15.9 poe preallocation

,D,aHHaFI KOMaHOa Mncnonb3yeTca And BKITHOYeHUA (byHKHMM nepepacnpegeneHna nMTaHnda
Ona NOAKINKYEHHbIX yCTpOIZCTB. ﬂpm MCMoJib30BaHN (bOprI Nno KOMaHAda OTKIMHYUT

dyHKUMIO.
poe preallocation

no poe preallocation

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHuio pyHKUNA BKITHOYEHA.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Mcnonb3oBaHne KOMaHAabI

[Mpn akTnMBaumm yHKUMU nepepacnpeneneHns nNUTaHusa Ons MOAKMHOYEHHbIX YCTPOWUCTB
KOMMYTaTop nepectaeTt nogaBaTtb NUTaHMe Ha BHOBb NOAKIMKOYEHHbIE yCTpOIZCTBa, ecln
pe3epBHaad MOLLHOCTb CTaHOBUTCA MeEHblUe 3HadYeHuUdA, 3agaHHOro KOMaHLI,OI7I poe
usage-threshold.

Mpumep

B poaHHOM npumepe nokasaHO, KaK OTKMIYUTL (PYHKUMIO nepepacnpeneneHns nutaHus
A55 NOAKITHOYEHHbBIX YCTPOWCTB.

DGS-1250# configure terminal

DGS-1250(config)# no poe preallocation

no poe preallocation

DGS-1250(config)#
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15.10 poe priority

faHHaa koMaHOa wucnonb3dyeTca Ans Bblbopa ypoBHA MpuopuTeTa noprta Ans nogadu

nuTaHus. Npu ncnonb3oBaHnM OPMbl NO KOMaHAA BEPHET HAaCTPONKM NO YMOMYaHWIO.
poe priority {low | medium | high | critical}

no poe priority

MapameTpbl
low YkaxuTe, 4Tobbl 3a4aTb HU3KUIA NPUOPUTET NopTa Ans nogayum
nUTaHus.
. Ykaxute, 4T1oObl 3agaTb CpegHun npuopuTeT noprta Ans
medium
nogayv nNUTaHus.
hiah Ykaxute, 4TtOObl 3agaTb BbLICOKMW MpUOpUTET nopTta Ans
9 nogayun nUTaHus.
critical Ykaxute, 4ToObl 3a4aTb KPUTMYECKUIA NPUOPUTET nopta Ans

nogayn nUTaHmA.

Mo ymonuyaHuto
Mo ymonyaHuio gna kaxgoro nopta PoE 3agaH HU3KUW NpuopuTeT ANsS nogadym nnTaHus.

Pexxnm BBoga KomaHAbI
Pexxum koHdurypauum nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl
,D,J'IFI NCNoJib30BaHUA ﬂ,aHHOIZ KOMaHAgbl HeO6XOLI,I/IMO nepe|7|T|/| B peXxum KOHCbMpraLl,I/II/I
nopTa unu guanasoHa noptos (interface).

Ncnonb3yiiTe AaHHyt0 komaHay, YTobbl BbiOpaTh ypoBEHb MpuopuTeTa nopTa Ans nogayu
nUTaHuS.

B nepBy oyepeab nuTaHMe NoaeTca Ha MNOPT, AN KOTOPOro 3afaH KpUTUYeCKui
NPUOPUTET, a 3aTeM MO yObIBaHUIO NPUOPUTETA: BbICOKUIA, CPEOHUIN, HASKUA.
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Mpumep

B mnaHHOM npumepe nokasaHo, Kak 3afaTb BbICOKMW NPUOPUTET AN nogadn NuTaHus Ons
AnanasoHa noptos PoE 1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-if)j# poe priority high

poe priority high

DGS-1250(config-if)#
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15.11 poe total-power

,D,aHHaFI KOMaHOa WUCnosb3yeTcd AnA HaCTpOVIKM MaKCMMarnbHOW MOLLHOCTU WCTOYHMKA
NMATaHUA. |_|pI/1 MCNnoJsib3oBaHNN (bOprI NOo KOMaHAa BEPHET 3Ha4YeHne Nno yMmosri4aHuio.

poe total-power TOTAL POWER

no poe total-power

MapameTpbl

Ykaxurte MakCumMalribHylt0 MOLLHOCTb WUCTOYHUKA NUTaHUA (B
BaTTaX), KOTOPYHO KOMMYTaATtop MOXEeT nepeaaBatb Ha

TOTAL_POWER YCTPOWMCTBA, NOAKITHOYEHHbIE No TexHosornn PoE.

JocTynHbin ananasoH 3HadeHun: ot 0 go 370.

Mo ymonyaHuro
Mo YMOJM4aHUO MakCnmMmaribHad MOLWWHOCTb UCTOYHUKa NMTaHNA paBHa 370 Br.

Pexum BBOAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI

|/|CI'IOJ'Ib3yIZTe OaHHYO KOMaHAay, YTOObI HacTpoOnUTb MakCuMMalibHYyH0 MOLLHOCTb UCTOYHUKaA
NMMTaHNA, KOTOPYKO KOMMYTATOp MOXET nepeaBsatb Ha yCTpOﬁCTBa, NoAKNK4YeHHbIE MO
TexHonornn PoE.

Ecnn noTtpebnsemas MOLWHOCTb BCEX MNOAKMIOYEHHbIX YCTPOWCTB NpeBbilaeT obLwmi
OrompkeT KommyTatopa, noptel POE, wumewwuwe HammeHblWMn npuoputeT, OyayT
OTKNtoYeHbl. YTOObI M3MEHUTL NPUOPUTET NopTa, HEOBXOAMMO BLINOMHUTL KOMaHdy poe
priority. Ecnn npuoputer noptoB PoOE oguHakoBbin, OyoyT OTKNOYEHbI MNOPThl C
HanbOoMbLWNM HOMEPOM.

3HayeHne MakCMManbHOW MOLLHOCTU MCTOYHMKA MUTaHUS OOMKHO ObiTb Gonblue mnm
paBHO 3HaAYEeHWO pe3epBHOW MOLLHOCTW. Mcnonb3ynte komaHay poe usage-threshold,
4YTOObl UIBMEHUTbL 3HAYEHNE PE3EPBHON MOLLHOCTW.

Mpumep

B paHHOM npuMmepe nokasaHO, Kak yKa3aTb 3HayeHue MaKCMMarbHOW MOLLHOCTHU
MCTOYHMKA NuTaHusa 64 BT.

DGS-1250# configure terminal

DGS-1250(config)# poe total-power 64

poe total-power 64

DGS-1250(config)#
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15.12 poe usage-threshold

[laHHasa komaHga ucnonb3yeTca AN HACTPOWMKM 3HAYEeHUst pe3epBHOW MOLUHOCTU. [lpu
MCcnonb3oBaHMM hopMbl NO KOMaHAa BEPHET 3Ha4YEHME MO YMOMYaHMIo.

poe usage-threshold GUARD_ BAND

no poe usage-threshold

MapameTpbl

YKaxuTe 3HadeHne pe3epBHON MOLLHOCTU (B BaTTax).

GUARD_BAND
[ocTynHbin ananasoH 3HavyeHun: ot 0 go 370.

Mo ymonuyaHuto
Mo ymOnyaHuio 3Ha4YeHne pe3epBHON MOLLLHOCTU paBHO 6 BT.

Pexxum BBoga KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbl
3HayeHMe pe3epBHOM MOLLUHOCTM MOXET OblTb MeHblle WM pPaBHO 3HAYEHMIO
MaKCHMMarbHOM MOLLHOCTM UCTOYHUKA NUTaHWUS.

Ncnonb3ayiite komaHay poe total-power, 4TOObl M3MEHWUTb 3HAYEHME MaKCUMarbHON
MOLLHOCTM UCTOYHMKA NUTaHWS.

Ana koppekTtHon paboTbl noTpebnsemMasi MOWHOCTb BCEX MOAKMIOYEHHbBIX YCTPOWUCTB B
CyYMMeE C pe3epBHOW MOLLHOCTbIO AO/MKHA ObiTb MeHbLUe unuM paBHa obwemy OroaxeTy
KomMMyTaTopa.

Mpumep

B maHHOM npumepe nokasaHo, Kak ykasaTb 3Ha4YeHne pes3epBHON MOLLHOCTK 5 BT.
DGS-1250# configure terminal

DGS-1250(config)# poe usage-threshold 5

poe usage-threshold 5

DGS-1250(config)#
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15.13 show poe pd

[aHHass koMaHga wucnonb3yeTca Ana oTtobpaxeHuss MHoOpMaumm O MNOAKHOYEHHbIX
ycTponcTeax u noptax PoE.

show poe pd {configuration | status | measurement | description | statistics}
[interface ethernet PORTLIST [, | -1]

MapameTpbl

configuration

YkaxuTe, 4Tobbl 0TOBpa3nTb HaAcTporkm noptoB POE.

YkaxuTe, 4ToObl 0TOOpPas3nTb MHPOPMALIMIO O MOAKIMHOYEHHbIX

status -

ycTponcTeax u ctatyce noptos PoE.

YkaxuTte, 4Tobbl 0TOOPa3uTb MHMOPMALMIO O HamnpsKEHUN,

cune TOKa, MOLLHOCTW, Temnepatype Ans noptos PoE, a
measurement - patype A pu

Takke 06wy MHPOPMaLMIO O MaKCUManbHOW MOLLHOCTU

MCTOYHUKA NUTaHWS, Pe3EPBHON N BblAENEHHON MOLLHOCTEN.
description YkaxunTte, 4Tobbl 0TOGpa3nTb onucaHme noptos POE.
statistics YkaxuTe, 4Tobbl 0TO6pa3nTbL CTaTUCTUKY NnopToB PoE.

interface ethernet
PORTLIST

(OnuunoHaneHO) Ykaxute HoMep nopTa WM guanasoH nopToB
PoE, Oona koTopblx HeobxoaMmo oTobpasnTb YyKasaHHble
HaCTPOWKM.

(OnuuoHanbHO)  Heckonbko  NOPTOB  MNW  OTAENEHME
AuvanasoHa noptoB OT npegbigywero. Mcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAOoMyCTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonuyaHuto
Hert.

Pexxum BBoga komaHAbI
[Monb3oBaTenbckuin Unu npmusunernpoBaHHbin pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO

YpoBeHb 1.

Ucnonb3oBaHne KomaHAbI
Mcnonb3ynTte gaHHyto KomaHay, YTobbl 0TO6pa3nTb MHOPMaLMIo 0 HacTponkax PoE.

Ecnn napameTp He ykasaH, byget otobpaxaTbca nHdopmaumsa ansa scex noptos PoE.
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Mpumep

B paHHOM npumepe nokasaHo, Kak 0ToOpa3svTb MHOPMAaUMUIO O HACTpOKMKax AuanasoHa
noptoB PoE 1/0/6-1/0/8.

DGS-1250# show poe pd configuration interface ethernet 1/0/6-1/0/8

show poe pd configuration interface ethernet 1/0/6-1/0/8

Interface : State : Detection : Force : Priority : Threshold type : Threshold value (W)

+ + + + + +
Eth1/0/6 : Enabled : 802.3af : Disabled : Low :None : 30
Eth1/0/7 : Enabled : 802.3af : Disabled: Low : None : 30
Eth1/0/8 : Enabled : 802.3af : Disabled : Low :None 130

Total Entries : 3

DGS-1250#

B cnegyrowem npumepe nokasaHo, Kak 0ToOpasuTb WHGOpPMaLMIO O MOOKIHOYEHHbIX
yCTPOWCTBax 1 ctatyce Anga guvanasoHa noptos PoE 1/0/6-1/0/8.

DGS-1250# show poe pd status interface ethernet 1/0/6-1/0/8
show poe pd status interface ethernet 1/0/6-1/0/8

Interface : Power status : Class : Type : Error
+ + + +

Eth1/0/6 : Searching :0 :None: None

Eth1/0/7 : Searching :0 :None: None

Eth1/0/8 : Searching :0 :None: None

Total Entries : 3

DGS-1250#
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B cneayowem npvMepe nokasaHo, Kak oTobpasnTb CTaTUCTUKY AN AuanasoHa nopTos
PoE 1/0/6-1/0/8.

DGS-1250# show poe pd statistics interface ethernet 1/0/6-1/0/8
show poe pd statistics interface ethernet 1/0/6-1/0/8

Interface : MPS absent : Overload : Short : Power denied : Invalid Signature

+ + + + +
Eth1/0/6 : 0 :0 :0 0 :0

Eth1/0/7 : 0 :0 :0 :0 1150
Eth1/0/8 : 0 :0 :0 0 184

Total Entries : 3

DGS-1250#

OTtobOpaxaemble napamMeTpbl

Interface Homep nopta PoE.

CoctosiHme nuTtaHus nopta PoE.

lMycTtas cTpoka: owmbKka nonyvyeHnst AaHHbIX OT KOHTposniepa.
Disabled: qpyHKUUMa nogaum nuTaHUs OTKNKOYEHa.

Searching: yCTPONCTBO HE MOAKMHOYEHO.

Delivering Power: nopgaya nuTaHns Ha noOAKMOYEeHHOe

CTPOWNCTBO.
Power status yerp

Test Mode: pexxum nNpuHyauTenbHOW nogavm NnnTaHus.

Fault: o6HapyxeHa HeucnpaBHOCTb B  MNOAKITHOYEHHOM
YCTPOWCTBE.

Other Fault: npoyne owmnbkn Nnpu nogade NUTaHUA.

Requesting Power: nogkrntoyeHHoOe yCTPONCTBO OBHapyXeHo,
HO He obecneyvnBaeTca nogada NUTaHUS.

Class Knacc yctponcTtea, Ha KOTopoe nogaeTcs nuraHue.
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TN NogKNHOYEHHOIo YCTPOMUCTBA.

Myctas cTpoka: owubka npu MOfyYeHUM [AaHHbIX OT
KOHTponnepa.

None: HeEBO3MOXHO ornpeaenuTb TUN yCTPOUCTBa, OTCYTCTBUE
nogayv nMTaHus Ha NopT.

Type IEEE: ycTponcTtBo, cootBeTcTBYlOWEe cTaHaapTy |IEEE.
Pre-standart: ycTtponctBo, koTopoe 6bino paspabotaHo Ans
nutaHna depes Ethernet go Toro, kak Obin ycTtaHoOBMEH
ctangapt IEEE 802.3af.

ExtendedRange: ycTponctBo C yBeNWYEHHbIM paguycom
JEencTBuUS.

Tvn ownbkn (gnsa 3HaveHunn Fault n Other Fault B ctonbue
Power status).

None: oTcyTCTBME NoAa4M NUTaHUs Ha MopT.

MPS_Absent: npekpalwieHne nogayvm nutaHusi Npu oTCyTCTBUN
3anpoca oT NogKMt4YEeHHOro yCTpoOnCcTBa.

Short: KOpoTKOE 3aMblkaHe B MNOAKMNIOYEHHOM YCTPONCTBE.
Overload: npeBbiLleHne MakCuManbHOW BbIXO4HOW MOLLHOCTH,
KOTOPYIO MOXET obecnevnTb nopT.

Error PowerDenied: oTkad3 B nuTaHuM AOnNa  NOAKMNHOYEHHOro
YyCTPOWCTBA.

ThermalShutdown: oTkas3 B nuTaHMM nNpu  neperpese
YyCTPOUCTBA.

StartupFailure: cbon npu 3anycke, CBA3aHHbIA C MNUTAHUEM
yCTponcTBa.

UVLO: 6noknpoBka NUTaHUs NPy NOHMKEHHOM HaMNpsiKeHUN.
OVLO: 6riokmpoBka nMTaHus Npu NOBbILLEHHOM HaNPsSKEHUN.
lllegalClass: HegonycTUMbIN Kracc yCTPOUCTBa.

CyeTunk cny4aeB npekpalweHMa nogadynm nuUTaHua npu

MPS absent y pekpall A 5 P
OTCYTCTBUM 3anpoca OT MNOAKMHOYEHHOrO YCTPOMCTBA.

Overload CyeTunk cnyyaeB MpPeBLILLEHUS MaKCMMaribHON BbIXO4HOW
MOLLHOCTW, KOTOPYHO MOXeET obecneunTb NopT.

Short CyeTumnk cnyyaeB KOPOTKOrO 3aMblKaHWA B MOLKHOYEHHOM

YCTPOWUCTBE.
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CyeTumk cnyyaeB OTKa3a B NMUTaHUM O514 nNoAKIH4YeHHOro

Power denied -
YCTPOMUCTBA.

Cuetunk owwmbok B Knaccudukaumm  NOLKMHYEHHOIO

Invalid Signature y
yCTPOWCTBA.
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15.14 show poe power-module

[aHHass kOMaHga wucnonb3yeTcs Ans  oTobpaxeHus WHgopMauum O BCTPOEHHOM
NCTOYHMKe NuTaHna PoE, a Takke nHgopmaumio o rmobdanbHbix HacTporkax PoE.

show poe power-module

MapameTpbl
Her.

Mo ymonyaHuro
Hert.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbCcknin Unu npmsunernposaHHbin pexxum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAbI
Ncnonb3ynte [AaHHyi0 KomaHngy, 4Tobbl 0TO6pasvTb WHGOPMaUU O BCTPOEHHOM
NCTOYHMKe NuTaHna PoE, a Takke nHdopmauumio o rmobanbHblix HacTponkax PoE.

Mpumep
B paHHOM npumepe nokasaHo, Kak 0Tobpa3svTb MHOPMaUUK O BCTPOEHHOM WUCTOYHUKE
nutaHna PoE v rmobanbHbix HacTponkax PoE.
DGS-1250# show poe power-module
show poe power-module
Global State : Enabled
Max ports 148
Total power budget : 370 Watt

Total allocated power : 0 Watt

Usage threshold : 6 Watt
Preallocation : Enabled
Keep power : Enabled
Module ID : BCM59121

Module SW version :3.00

DGS-1250#
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PyKoBOZCTBO MO UCMOMb30BaHMIO HTepdelca komaHaHom cTpoku (CLI) Tunneling)

16. KOMAHAObI Q-IN-Q
(DOUBLE VLAN/802.1Q TUNNELING)

16.1 qinq enable

[aHHas koMaHaa ncnonb3yeTcsa AN BKNIYeHUA/BbIKoYeHnsa pyHkumm Q-in-Q rmobarnbHo
(ana Bcero yctpownctea). [Npu wncnonb3oBaHun dopmMbl no  QyHKuna Q-in-Q 6Gyaet
OTKMOYeHa.

qinq enable
no qing enable

MapameTpbl
HerT.

Mo ymonyaHuio
Mo ymonyaHuio gaHHas OyHKUMS OTKIHOYEHa.

Pexxum BBOAa KOoMaHAbI
Pexxum rnobanbHon koHdurypauum (Global Configuration Mode).

ypOBeHb KOMaHAbI MO YMOJT4YaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAbl
[aHHasa koMaHga ucnonb3yeTcs ANs BKYEHUs/BbIKNoYeHns gyHkumm Q-in-Q rnobansHo
(ansa Bcero ycTpoucTaa).

Mpumep
B naHHOM npumepe nokasaHo, Kak BKNo4nTb oyHKUMio Q-in-Q rnobanksHo.

DGS-1250# configure terminal
DGS-1250(config)# ging enable
ging enable
DGS-1250(config)#
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16.2 vtr inner-tag priority

[aHHas komaHga ucnonb3yeTcs Ans AobaBneHns BHYTPEHHEro Tera B HETerMpoBaHHbIE
naketbl, noctynarowue Ha nopt UNI. MNpu mncnonb3oBaHn popmbl NO KOMaHO4a BeEpPHET
HACTPOWMKM MO YMOSTHaHUIO.

vtr inner-tag VLANID priority PRIO

no vtr inner-tag

MapameTpbl

Ykaxute uageHtudmukatop VLAN gns Bxogduwero Ttpacduka.
VLANID N

Honyctnmbin guanasoH: ot 1 no 4094.
PRIO Ykaxute 3HadeHue npuoputeta ana VLAN. [donyctumbin

ananasoH: ot 0 go 7.

Mo ymonuyaHuto
Mo YMOJI4aHuio BHyTpeHHI/II7I Ter He D,OGaBJ'IFIeTCFI B HeTermpoBaHHbI€ MaKeEThI,
noctynatowwune Ha nopt UNI.

Pexum BBOAa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXoOAUMMO MNEPENTU B PEXUM KOHGUrypauuu
noprta unu guanasoHa noptos (interface).

[aHHas komaHOa ucnonb3yeTcs Ansg AobaBneHns BHYTPEHHEro Tera B HeTerMpoBaHHbIE
naketbl, noctynawowme Ha nopt UNI. YTobbl n3mMeHnTb ponb nopTta, Heobxoaumo
BbINOMHUTbL KOMaHAy vir port-mode.

Mpumep

B pgaHHOM npumMepe noka3aHO, Kak HAcCTpoOuUTb 3HadeHue BHYyTpeHHero Tera 1200 wu
3HayeHue npuoputeta 7 ana nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# vtr inner-tag 1200 priority 7

vtr inner-tag 1200 priority 7

DGS-1250(config-if)#
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16.3 vtr inner-tpid

[aHHas KoMaHOa ncnonb3yeTcsa Of1 HacTPOMKU 3HavYeHus uaeHTudmkaTopa npoTokona
TermpoBaHus (TPID), ncnonesyemoro Ans HasHavyeHus BHyTpeHHero Tera VLAN Bxogawmm
naketam. Npn ncnone3osaHum opMbl NO KOMaHAa BEPHET 3HA4YEHME NO YMOMYaHUIO.

vtr inner-tpid TPID

no vtr inner-tpid

MapameTpbl
Ykaxute 3HaveHue noeHTudgukartopa npoTokona,
ncnonb3yemoro Ons HasHayeHus BHyTpeHHero Tera VLAN
TPID (C-VLAN, Customer VLAN). Bbl MOXeTe BBECTU 3Ha4YeHWe B

WwecTHaguatepudHom cpopmarte. [OCTynHbIN guanasoH: oT
0x0001 pno OxFFFF.

Mo ymonyaHuio
Mo ymonyaHuio 3agaHo 3HadveHne 0x8100 (naeHTndmkaTop npoTtokona 802.1Q).

Pexum BBOAa KOoMaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOAMMO MNEPENTU B PEXUM KOHGMUrypauuu
nopTta unu guanasoHa noptos (interface).

[aHHas KomaHAa vcnonb3yetcsa A1 HacTPOMKU 3HavYeHus uaeHTudukaTopa npoTokona
TermpoBaHus (TPID), ncnonesyemoro Ans HasHadyeHus BHyTpeHHero Tera VLAN Bxogawwmm
nakertam.
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Mpumep
B paHHOM npumepe nokas3aHo, Kak ykasaTb [gpyrve 3HadeHus (8885, 8886, 8887),
OTNNYHbIE OT 3HAYEeHWsa MO YMONYaHuIo, B KadecTBe BHyTpeHHero TPID ana noptoB

Ethernet 1/0/5-1/0/7.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-ifj# vtr inner-tpid 8885

vir inner-tpid 8885

DGS-1250(config-if)# interface ethernet 1/0/6
DGS-1250(config-if)# vtr inner-tpid 8886

vir inner-tpid 8886

DGS-1250(config-ifj# interface ethernet 1/0/7
DGS-1250(config-ifj# vtr inner-tpid 8887

vir inner-tpid 8887

DGS-1250(config-if)#
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16.4 vtr miss-drop

[aHHass kOMaHga wucnonb3yeTcss Ana  oTbOpacbiBaHWa Tpadmka, He oTBevarowero
npasunam gyHkummn VLAN Translation. lNpu ncnonesosaHnn popmbl N0 KOMaHO4a BEPHET
HACTPOWMKM MO YMOSTHaHUIO.

vtr miss-drop

no vtr miss-drop

MapameTpbl
Her.

Mo ymonyaHuro

Mo ymonyaHumio pexum He akTuBupoBaH. BHelwwHW Ter K Tpaduky fobaBnsercs cornacHo
npasunam gyHkumm VLAN Translation, a k Tpaduky, He oTBevaroLwmm npasunamMm yHKLNN
VLAN Translation, gno6aBnsietcsi BHELLHWI Ter, paBHbIn 3HadeHnto VLAN-ngeHTudumkaropa
nopta (PVID, Port VLAN Identifier).

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[Ana ncnonb3oBaHMst OaHHOM KOMaHObl HEOOXOAMMO NEpPEerTU B PEXMM KOHGUrypaumm
noprta unu guanasoHa noptos (interface).

KomaHga nossonseTr [obaensiTb BHEWHWUA Ter K TpaduKy TOMbKO COrfacHO npasunam
dyHkumn VLAN Translation, n otbpacbkiBatb Tpadumk, He OTBEYaoLWMM npaBunam pyHKunm
VLAN Translation. YTto6bl co3gate npasuno ¢yHkumn VLAN Translation, Heobxoaumo
BbINOMHUTL KOMaHAy vtr rule.

Mpumep

B naHHOM npumepe nokasaHo, Kak paspelnTb KoMmyTaTopy oTbpacbiBaTb Tpaduk, He
oTtBevatowmmn npasunam gyHkumm VLAN Translation, Ha nopte Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# vtr miss-drop

vtr miss-drop

DGS-1250(config-if)#
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16.5 vtr outer-tpid

[aHHas koMaHga mcnonb3yeTrca AN HAaCTPOMKU 3HaYeHUs uaeHTudumkaTopa npoTokona
TermpoBaHusa (TPID), ncnonb3dyemoro Ans HasHayeHusi BHewHero Tera VLAN naketam.
[Mpn ncnonb3oBaHU POPMblI NO KOMaHAa BEPHET 3HAYEHNE N0 YMOMYaHUIO.

vtr outer-tpid TPID

no vir outer-tpid

MapameTpbl

TPID

Ykaxunte 3Ha4vyeHune noeHTudukatopa npoToKosa,
ncnonb3yemoro [Ons HasHadeHust BHelwHero Tera VLAN
(S-VLAN, Service Provider VLAN) naketam. Bbl moxete
BBECTW 3HA4YeHMe B  LWecTHaguaTepudHom  doopmare.
HoctynHein guanasoH: ot 0x0001 gno OxFFFF.

Mo ymonyaHuto

Mo ymonuaHuio 3agaHo 3HadveHne 0x8100 (naeHTndmkaTop npoTtokona 802.1Q).

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdencos (Interface Configuration Mode).

ypOBeHb KOMaHAbI MO YMOJT4YaHUIO

YpoBeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWS OaHHOW KOMaHAbl HEOBXOAMMO MEpPenTn B PexXuMM KOHdUrypauum
nopta unu guanasoHa noptos (interface).

[aHHaa koMaHga ucnonb3yeTcs Afs HAaCTPOMKU 3HaYeHWUs uaeHTudukaTopa npoTokorna
TermpoBaHus (TPID), ncnonesyemoro Ans HadHavyeHus BHewwHero Tera VLAN naketam.
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Mpumep
B paHHOM npumepe nokas3aHO, Kak ykasaTb Apyrve 3Hadewusa (7775, 7776, 7777),
OTNIMYHbIE OT 3HA4YeHUsI NO yMOMYaHuio, B KadyecTBe BHewHero TPID ana noptos Ethernet

1/0/5-1/0/7 .

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-ifj# vtr outer-tpid 7775

vir outer-tpid 7775

DGS-1250(config-if)# interface ethernet 1/0/6
DGS-1250(config-if)# vtr outer-tpid 7776

vir outer-tpid 7776

DGS-1250(config-ifj# interface ethernet 1/0/7
DGS-1250(config-ifj# vtr outer-tpid 7777

vir outer-tpid 7777

DGS-1250(config-if y#
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16.6 vtr port-mode

,D,aHHaFI KOMaHAa UCMoJib3yeTcd And uSMeHeHUA posii nopTta. I'Ip|/| MCMoNb30BaHNN (*)OprI
Nno KOMaHOa BepHeT HaCTpOIZKI/l no yMOJ4aHuio.

vtr port-mode {uni | nni}

no vir port-mode

MapameTpbl

uni yKa>KI/ITe, yToObl MCNONb30BaTb nopTt Ana noakKrn4eHudA
KOMMYyTaTopa K yCTpOIZCTBy KIMMEHTCKOWN CETW.

nni yKa>KVITe, yTOObI MCMNONbL30BaTb nopTt Ana nogkKrnio4vYeHus

KOMMYyTaTopa K CeTu npoBaiigepa yCnyr.

Mo ymonyaHuto
Mo ymonyaHuio noptam npucsoeHa porib NNI.

Pexum BBOAa KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOAMMO MNEPENTU B PEXUM KOHGMUrypauuu
nopta unu guanasoHa noptos (interface).

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb porib UNI ansa nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# vtr port-mode uni

vtr port-mode uni

DGS-1250(config-if)#
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KomaHabl Q-in-Q (Double VLAN/802.1Q
Tunneling)

16.7 vtr rule

[aHHaa komaHga wucnonb3dyetrcsa Ana HacTpouku yHkumm VLAN  Translation. [Mpu
ncnonb3oBaHnn popmMbl No KomaHaa yganut npasuno dyHkummn VLAN Translation.

vtr rule cvlan {C-VID | range lower LOWER_VID upper UPPER_VID} svlan S-
VID priority PRIO action {add | replace}

no vtr rule {cvlan {VID | range LOWER _VID} | all}

MapameTpbl
cvlan YkaxuTe, 4Tobbl 3agaTtb 3HavyeHne ngeHtudgukatopa C-VLAN.
YkaxuTte 3HadeHune ungeHtudpumkatopa C-VLAN. JonyCTumbin
C-VID
ananasoH: ot 1 go 4094.
YkaxuTe, YyTOOBI 3agaTtb JnanasoH 3Ha4YeHun
range

noeHtndpukatopos C-VLAN.

lower LOWER_VID

YKaxute HwKHee 3HayeHuMe AmanasoHa WAEHTUGMKATOpOB
C-VLAN. Jlonyctumbin gmnanasoH: oT 1 go 4094.

upper UPPER_VID

YKaxute BepxHee 3HadeHue amanasoHa uaeHTUdMKaTopoBs
C-VLAN. Jonyctumbin gmanasoH: oT 1 go 4094.

svlan YkaxuTe, 4Tobbl 3agaTtb 3HavyeHne ngeHtudgukatopa S-VLAN.
S-VID Ykaxute 3HadeHue uaeHTudukatopa S-VLAN. [onyctumbin
ananasoH: ot 1 go 4094.
.. Ykaxute 3HadeHme npuoputeta BHewHero Tera VLAN.
priority PRIO y PvIop
Honyctnmbin guanasoH: ot 0 oo 7.
action YkaxuTe, 4Tobbl BbibpaTh AENCTBME ANSA BXOAALLEro NakeTa.
add YkaxuTte, 4tobbl BO Bxogdwmn nakeT nepeq terom C-VLAN
pobasnsancsa ter S-VLAN.
Ykaxunte, 4ToObl BO Bxoasuem nakete ter C-VLAN 3ameHsincs
replace Ha Ter S-VLAN. [lJaHHOe 3HayeHMe HEBO3MOXHO YyKasaTb Mpwu
BBOAE AmanasoHa 3HavyeHnn naeHtudpumnkatopos C-VLAN.
Ykaxute 3HayeHue naeHTudukatopa VLAN npu
VID ncnonb3oBaHnn opmbl no. [onyCcTuMbIN AnanasoH: oT 1 go

4094.
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YKaxute HWwKHee 3HayeHuMe [manasoHa WAeHTUGUKaTOpOB
C-VLAN npu wncnonb3oBaHun ¢QopMbl no nNpu yaaneHuu
npasuna, coaepxallero AnanasoH 3Ha4YeHun
noeHtudgpukatopos C-VLAN.

range LOWER_VID

Ykaxunte npn Ncnonb3oBaHUA CbOprI no Ona yoaneHuna Bcex

all
npaBuilt COOTBETCTBUA M)J,eHTI/ICbI/IKaTOpOB.

Mo ymonyaHuio
Mo ymonyaHuilO He C€o3gaHO HUM OJHOro npasuna ana HacTpoukn dyHkumm VLAN
Translation.

Pexum BBOAa KoMmaHAbI
Pexum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[ns ucnonb3oBaHWs OaHHOW KOMaHAbl HEOOXOQMMO MEpPenTn B pexmMMm KoHdurypauum
nopta unu guanasoHa noptos (interface).

®yHkumna VLAN Translation nossonseT 3agatb npasBunia COOTBETCTBUA MOEHTUIUKATOPOB
C-VLAN (Customer VLAN) unpeHtudukatopam S-VLAN (Service Provider VLAN) gns
nopTta unu guanasoHa NopToB KOMMYyTaTopa.

Ana koppektHon pabotbl pyHkumm VLAN Translation dyHkuma Q-in-Q gorkHa ObiTb
BKItOYeHa rnobarnbHo (41 BCero yCTpoucTBaa).

Utobbl aktmBupoBaTb npasuno yHkumm VLAN Translation gna ykasaHHoro nopra,
Heobxoammo nopty npucBouTb ponb UNI. [Ona atoro wucnonb3ynte KomaHgy vir
port-mode.

Mpumep

B OaHHOM TripumMepe NnoKal3aHO, KaK Cco3aatb npaBuiio COOTBETCTBUA I/I,El,eHTVI(bMKaTOpa
C-VLAN co 3HayeHnem 523 waeHTudukatopy S-VLAN co 3HaveHnem 699 Ha nopte
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# vir rule cvlan 523 svlan 699 priority 7 action add

vir rule cvlan 523 svlan 699 priority 7 action add

DGS-1250(config-if)#
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B crnegywowem npumepe nokasaHo, Kak co3daTb MpaBWiO COOTBETCTBUS AuanasoHa
noeHTndukatopos C-VLAN € HWKHMM 3HavyeHMeM amanasoHa 200 n BEpXHUM 3HaYEHNEM
AnanasoHa 300 ngeHtndpukatopy S-VLAN co 3HaveHnem 400 Ha nopTe Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# vtr rule cvlan range lower 200 upper 300 svlan 400 priority 7 action add

vtr rule cvlan range lower 200 upper 300 svlan 400 priority 7 action add

DGS-1250(config-if)#

B crneagywowem npumepe  MnokasaHO, Kak yaanuTb  NpaBuio  COOTBETCTBUA

NOeHTMMKaToOpoOB, €Cnv NpU CO34aHMM COOTBETCTBYHOLLErOo npaBuna Obi  ykasaH
AnanasoH 3HavyeHun ngeHtmudgukatopos C-VLAN.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-ifj# no vtr rule cvlan range 200
no vtr rule cvlan range 200

DGS-1250(config-if)#
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16.8 show interfaces vtr

[aHHas KomaHga Mcnonb3yeTca Ans oTobpaxeHus TeKyLWNX HacTpoek hyHkumm Q-in-Q.

show interfaces [ethernet IFACELIST [, | -]] vtr [rule]

MapameTpbl

(OnuunoHankeHo) Ykaxute HoOMep nopTa MM guanas3oH nopToB
ethernet IFACELIST Ethernet, ons koTopbix HeobxoanMMO OTOOPa3nUTb HACTPOWKMU
dyHKunn Q-in-Q.

(OnuuoHanebHO)  Heckonbko  NOPTOB  MNW  OTAENEHME
, AuvanasoHa noptoB OT npegbigywero. Mcnonb3oBaHue
npoGena 4o 1 nocne 3anAaTon HeAoMyCTUMO.

(OnuunoHanbHO) [nanasoH noptoB. Mcnonb3oBaHwe npobena
A0 1 nocrie gedgwuca HegonycTUmo.

(OnuunoHanbHO) Ykaxute, 4tobbl 0TOGpa3nTb TONbKO nNpasuna

rule dyHkumm VLAN Translation.

Mo ymonyaHuto
HerT.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbCkuin Unu npmsunernpoBaHHbin pexxum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 1.

Ucnonb3oBaHne KomaHAbI
[aHHasa komaHga ncnonb3yeTcs Ana OTOOpaXeHUs TeKywmnx HacTpoek pyHKumn Q-in-Q n
VLAN Translation.

Ecnn napameTp He ykasaH, byget otobpaxaTbes MHdopMauus Ans BceX UHTepdencos.
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Mpumep
B naHHOM npumepe nokasaHo, Kak oTobpasnTb Tekylme HacTponkn pyHkumm Q-in-Q ans
nopta Ethernet 1/0/5.

DGS-1250# show interfaces ethernet 1/0/5 vir

show interfaces ethernet 1/0/5 vtr
Interface : Port Mode : Inner TPID : Outer TPID : MissDrop : Add inner tag

+ + + + +

Eth1/0/5 : NNI :0x8100 :0x8100 : Disabled : VID 1200, Priority 7

Total Entries : 1

DGS-1250#

B cneaytowem npumepe nokasaHo, Kak otobpasutb npasuna dyHkuumn VLAN Translation
ans ananasoHa noptoB Ethernet 1/0/5-1/0/10.

DGS-1250# show interfaces ethernet 1/0/5-1/0/10 vtr rule

show interfaces ethernet 1/0/5-1/0/10 vtr rule

Interface : C-VLAN ID : S-VLAN ID : Priority : Action : Status

+ + + + +

Eth1/0/5 : 523 1699 07 :Add : Disabled
Eth1/0/6 : 100-200 : 50 15 :Add : Disabled

Total Entries : 2

DGS-1250#
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16.9 show qing
[aHHas KomaH4a Mcnonb3yeTcs Ansa oTobpaxeHnsa cocTosiHMA yHKUMmM Q-in-Q.
show qinq

MapameTpbl
Hert.

Mo ymon4yaHuto
Hert.

Pexxum BBoga KomaHAbI
Monb3oBaTenbckun unu npusunernposaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 1.

Ucnonb3oBaHne kKomaHAbI
[aHHaa kKomaHga wucnonb3yeTcsa And  oTobpaXeHus CcOoCToAHMA  yHKumMM  Q-in-Q
(BKNIOYEHO/BBIKITIOYEHO).

Mpumep
B npaHHOM npumepe nokasaHo, kak 0Tobpa3nTb cocTosiHne pyHkumm Q-in-Q.

DGS-1250# show qing
show qinq
Switch 1:
Global QinQ State : Enabled

Total Entries : 1

DGS-1250#
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17. KOMAHObI MOPTOB KOMMYTATOPA
17.1 duplex

[laHHaa komaHaa ncnonb3dyeTtca Aand HaCTpOIZKM pexunma Aynnekca And (*)VISVI‘-IGCKOFO
nopra. I'Ip|/| MCMNoJfib30BaHNN (bOprI NnoO KOMaHAa BEPHET HaCTpOIZKI/I Nno yMOI4aHuio.

duplex {full | half}

no duplex
MapameTpbl
full Ykaxute gnsi paboTbl nopta B pexume MOSHOro Aynnekca
(Full-Duplex Mode).
half YkaxuTte ans paboTbl nopta B pexume nonyaynnekca (Half-

Duplex Mode).

Mo ymonyaHuto
Mo YMOJN4aHUIo Ond BCeX I/IHTep(beI7ICOB HaCTpOEHO aBTOCOrnacoBaHne pexmnmMma gynrekca.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypaumm
nopta unu guanasoHa noptos (interface).

OnTunyeckne NopThbl HEMb3s HAacTpouTb B pexnme nonyaynnekca (Half-Duplex Mode).
Mpumep

B gaHHOM npumepe nokasaHo, kak HacTpoutb nopT Ethernet 1/0/1 ana paboTbl B pexnme
MOMHOro Aynnekca.

DGS-1250%# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-ify# duplex full

duplex full

DGS-1250(config-if)#
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17.2 flowcontrol

[aHHas KomaHga wucnonb3yeTcs AN BKMOYEHUSA/BbIKIOYEHUS (OYHKUMW  ynpaBneHus
notokom (Flow Control) gns dwusnyeckoro nopta. [lMpyn wmcnonb3oBaHun OPMbI NO
KOMaHaa BepHET HAaCTPOWKMN NO YMOMYaHMIO.

flowcontrol

no flowcontrol

MapameTpbl
Her.

Mo ymon4yaHuro
Mo yMON4aHUo JaHHadA beHKLI,VIFI OTKIHO4YeHa.

Pexum BBOAa KOMaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HeEOBXOOMMO MEPENTU B PEXUM KOHUrypaumm
nopta unu guanasoHa noptos (interface).

C nomoLLbo aHHOW KOMaHAbl MOXXHO BKIHOYUTb OYHKLMIO YNPaBeHNs NOTOKOM TOSMbKO B
nporpaMmMHOM obecrnevyeHun KommyTatopa. PakTnyeckass onepaums, BbINOAHAEMas
cpencTtBamMu annapatHoro obecneyeHuss, MOXeT OTNMYaTbCA OT HACTPOEK KOMMyTaTopa,
TaK Kak BO3MOXHOCTb ynpaBfeHuUsl NOTOKOM HacTpamMBaeTCA Kak Ha TeKyllem, Tak U Ha
yaaneHHoM noprte/ycTponcTBe.

Mpun ycTaHoBKE UKCUPOBAHHOW CKOPOCTU OydeT npuMeHeHa 3agaHHas HacTpovka
ynpaeneHusi notokom. lMpu aBTOCOrnacoBaHMM CKOPOCTM OydeT NpMMeEHeHa HacTpolka,
OCHOBaHHasi Ha COrfacoBaHNM HACTPOEK TEKYLLEro U yaaneHHOro YCTPoCTBa.

Mpumep

B maHHOM npumMmepe nokasaHo, Kak BKMIOYUTb (PYHKLUMIO yrpaBrieHUsl MOTOKOM s nopTta
Ethernet 1/0/1.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-if)# flowcontrol

flowcontrol

DGS-1250(config-if)#
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17.3 mdix

[aHHas kKomaHga wucnonb3yetca Ans  Hactpouku coctosHus  MDIX-nopta. [lpu
NCnonb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPOMKU NO YMOSTHAHWIO.

mdix {auto | normal | cross}

no mdix
MapameTpbl
auto YkaxuTe, 4Tobbl BKNoUnTL pexknm Auto-MDIX.
normal YKkaxuTe, 4Tobbl BKNIOUNTL pexknm Normal.
cross YkaxuTe, 4Tobbl BKNIOUNTL pexnm Cross.

Mo ymonuyaHuto
Mo ymonyaHuto HacTpoeH pexnm Auto-MDIX.

Pexxum BBoga KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbl
[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
noprta unu guanasoHa noptos (interface).

[aHHasa komaHga HenpUMeHMMa K ONTUYECKMM NOpTaM.
Ecnn kommyTatopa ocHauweH kKombo-noptamu, HacTporka bygeTt paboraTtb TOMBKO B TOM

cnyyae, ecnu nogknoyeH Ethernet-kabens.

Mpumep

B naHHOM npumepe nokasaHo kak HacTpouTb pexnm Auto-MDIX ansa nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# mdix auto

mdix auto

DGS-1250(config-if)#
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17.4 speed

[aHHaa KomaHga wucnonb3yeTcs ANs HACTPOMKM CKOPOCTU uHTepdenca uanyeckoro
nopta. Npn ncnonb3oBaHMn PopMbl NO KOMaHAA BEPHET HACTPOMKN MO YMOMYaHMUIO.

Ckopoctu 10 M6ut/c 1 100 MOut/c HegoCTynNHblI HA NopTax

Wndpopmaumsa
! Nudopmaums 10G.

speed {10 | 100 | 1000 | 10giga | auto [10h | 10f | 100h | 100f | 1000f] {preferred
[master | slave]}

no speed

MapameTpbl

10 Ykaxute, 4TOObl yCcTaHOBUTL ckopocTb 10  M6uT/c.
HenpumeHMMo ans onTuyeckux NopTos.

100 YKkaxute, 4T0bblI ycTaHoBUTb ckopocTb 100 Moéwut/c.
HenpumeHMMO Ans onTuyYeckux NopTos.

1000 Ykaxute, 4Tobbl ycTaHOBUTL ckopocTb 1000 M6uT/c.

10giga YKaxuTe, 4ToObl yCTaHOBUTL ckopocTb 10 GuT/c.

Ykaxute, 4TOobbl CKOPOCTb M YynpaBreHue MOoTOKOM [Afis
auto MeOHbIX nopToB C obopydoBaHMEM Ha MPOTUBOMONOXHOM
CTOpPOHe ObINn 3aaaHbl C MOMOLLIbIO aBTOCOM1aCoOBaHUS.

10h (OnuuoHanbHO) YKaXuTe CAUCOK CKOPOCTEN, MPUMEHSIEMbIX

10f nns asTocornacosaHus (10h, 10f, 100h, 100f, 1000f). Ecru

100h HeobXxoQMMOo yKasaTb HECKOSbKO 3HA4YEeHUN, BBEOUTE NX Yepes

100f npoben. Ecnn cnucok ckopocTten He ykasaH, 6yayt
AHOHCMpPOBaHbI BCE BapnaHTbl CKOPOCTMU.

1000f

YkaxuTte ctatyc noprta: Master (oCHOBHOE YCTPOWCTBO) WK
Slave (mononHUTenbHOe YCTPOWCTBO). [aHHbIN napameTp
NPMMEHNM TONbKO MNPW aBTOCOMMAacoBaHMM Ha CKOPOCTU
1000 M6uT/c.

preffered master | slave

Mo ymonuyaHuto
,D,J'IFI MeHbIX NMOPTOB NO YMOJI4YaHNKO CKOPOCTb onpeaendeTca aBToMaTU4eCKu.

Pexxnm BBoga KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.
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Ucnonb3oBaHne kKomaHAbI

[na vucnonb3oBaHUA LaHHOW KOMaHAbl HeoBXoOMMO MEPENTU B PEXUM KOHUrypauumm
nopta unu guanasoHa noptos (interface).

Mpumep

B paHHOM npumepe nokasaHo, Kak BKIOYUTb aBTOCOrnacoBaHue, Npu Kotopom OyayT

MCNONb30BaTbCA TOMbKO PEXMMbl Monyaynrnekca u MnofHoro Aynnekca nnsi CKoOpocTu
100 M6uT/c ansa nopta Ethernet 1/0/1.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/1
DGS-1250(config-if)# speed auto 100h 100f
speed auto 100h 100f
DGS-1250(config-if)#
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18. KOMAHObI SIMPLE NETWORK MANAGEMENT
PROTOCOL (SNMP)

18.1 show snmp-server

[aHHasa komaHaa ucnonb3yeTcs Ans otobpaxeHus pasnnyHblix HacTpoek SNMP-areHTa.

show snmp-server [community | view | group | user]

MapameTpbl

. Ykaxure, 4yTObbI oTobpasnTb MHdopMaLnIo 06
community

SNMP-coobLiecTBax.

view YKkaxuTe, 4To6bl 0TOBpa3nTb MHPOPMaLMIO O 3aNUCSX View.
rou Ykaxute, 4Tobbl 0OTOOpa3vMTb WHGOPMaUMK O rpynnax
group 6esonacHocCTw.
user YkaxunTe, 4YTOObI oTOo6pasnTbL MHd OpMaLno 06

SNMPv3-nonb3oBaTensx.

Mo ymon4yaHuro
HerT.

Pexxum BBOAa KOMaHAbI
[Monb3oBaTenbCckuin nnu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KOMaHAbI

[aHHas KomaHga ucnonb3yeTca Ans oTobpaxeHus pasnuyuHbix HacTpoek SNMP-areHTa.
Mpn wncnonb3oBaHMM KOMaHAbl 6e3 Kr4yeBbIX CroB oToOpakaetca uHdopmauust ob
SNMP-areHTe KOMMyTaTOpa.
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Mpumep

B oaHHOM npumepe nokasaHo, kak oTobpa3utb nHgopmaumo 06 SNMP-coobuecTaax.
DGS-1250# show snmp-server community

show snmp-server community

Community : Access Mode : Version : Group name : Trap address

+ + + +

private : Read-Write : v2c : private

public :Read-Only :v2c : public

Total Entries : 2

DGS-1250#
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18.2 show snmp-server traps

[aHHas komaHga ucnonbayetca ansa otobpaxeHus HacTpoek SNMP-yBegomMneHui.

show snmp-server traps {global | interface [ethernet PORTLIST [, | -11}

MapameTpbl
lobal Ykaxute, 4Tobbl 0TOOpa3nTh rnobaneHble HacTporkn SNMP-
9 yBeOMIIEHUN.
. Ykaxute, 4tobbl 0TOOpa3uTb HacTponkn SNMP-yBegomneHun
interface
ana scex noptoB Ethernet.
ethernet PORTLIST (OnumoHaneHo) Ykaxute Homep nopta Ethernet, ana kotoporo

Heobxoammo oTobpasuTb HacTporikn SNMP-yBegomMneHun.

(OnumoHanbHo)  Heckonbko  MOPTOB UMW OTAErNeHue
) AnanasoHa rnopToB OT npedbigywero. Kcnonb3oBaHue
npobena Ao v nocne 3anaTon He[oMnyCcTUMO.

(OnuunoHanbHo) Anana3oH nopToB. Wcnonb3oBaHune npobena
A0 1 nocrie gedgwvca HegonycTumo.

Mo ymonyaHuro
Hert.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbckun unu npusunernposaHHbin pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

Mcnonb3oBaHne KOMaHAbI
[aHHas komaHga nossonsieT otobpaxaTtb rnobaneHble HacTporku SNMP-yBegomneHun
AN1S pasnuyHbIX cobbITUI, a Takke HacTporku SNMP-yBegomneHunn ons noptos Ethernet.
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Mpumep
B maHHOM npumepe nokasaHo, Kak oTobpasnTb MHopMaunto o rnobanbHbIX HAaCTPOMKax
SNMP-yBegomneHun.
DGS-1250# show snmp-server traps global
show snmp-server traps global
Event type : State : Event options

+ +

Authentication Failed : Disabled : -
Cpu Protect : Disabled : -
Errdisable recovery : Disabled : -

FW Upgrade State  : Disabled : -

Link Down : Disabled : -

Link Up : Disabled : -

Loopback Detection : Disabled : -

Mac Flapping : Disabled : -

Port Security : Disabled : -

Reboot : Disabled : -

Storm Control : Enabled : Storm occured, Storm cleared

Total Entries : 11

DGS-1250#
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18.3 snmp-server
HaHHaa komaHga uvcnonb3yetca ans sknodeHns SNMP-cepsepa. [Npu ncnonb3oBaHun
dopmbl no SNMP-cepBep 6yaeT OTKNIOYEH.

snmp-server

no snmp-server

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymonuyanuto SNMP-cepBep BKINIOYEH.

Pexxum BBoga KomaHAbI
Pexxum rnobanbHon koHgurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI

SNMP-meHepxep B3anmogencteyet ¢ SNMP-areHTom: otnpasnser emy SNMP-3anpocsbl
n nonyyaet oTr Hero otBeTbl U SNMP-yBegomnenus. Ons ynpasnenns SNMP-areHTOM
KommyTaTopa Heobxoanmo BkitounTe SNMP-cepBep.

Mpumep

B naHHOM npumepe nokasaHo, kak Bkntounte SNMP-cepsep.
DGS-1250# configure terminal

DGS-1250(config)# snmp-server

snmp-server

DGS-1250(config)#
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18.4 snmp-server community

,D,aHHaFI KOMaHAa ncnonb3yeTcda Anda co3gaHua COO6LIJ,eCTBa. |_|pl/l MCMoJ1b30BaHNN CbOprI
Nno KOMaHAda yaannt coo0LLecTBoO.

snmp-server community NAME access-mode {read-only | read-write} [group
GROUP_NAME] [snmp-version [v1 | v2c]] [trap-destination {IPV4-ADDRESS | IPV6-

ADDRESS}]
no snmp-server community NAME
MapameTpbl
NAME YkaxuTte nma coobuiectsa (He 6onee 32 cMumMBOsoB).
Ykaxute, 4TOObI oOnpegenuTb npaBa coobuwecTtBa Mo
access-mode
YMOSTHaHMI0.
read-onl Ykaxute, YyTOObI no YMOS4aHuto coobuiecTtry
y NpeaocTaBnanoChb NpPaBo TOMbKO Ha YTEHME.
. Ykaxute, YTOOBI no YMOSYaHMo coobuiecTtry
read-write

npenocTtaBnAa/iNCb NpaBa Ha YTEHNUE U Ha 3arnucb.

group GROUP_NAME

(OnumoHankeHo) YkaxuTte nms rpynnbl 6e3onacHocTu.

snmp-version

(OnumoHaneHo) YkaxuTe, 4Tobbl BoIOpaTh Mogens 6e3onacHo-
CTW.

v Ykaxute, 4YTOObl B KayecTtBe Mogenu 0e3onacHoCTU
ncnonb3osancs npotokonn SNMPv1.
v2e YKkaxute, 4T0Obl B KadvectBe Moaenu ©Oe3onacHocTu

ncnonb3oearncsa npotokon SNMPv2c.

trap-destination
IPV4-ADDRESS |
IPV6-ADDRESS

(OnuunoHaneHo) Ykaxute IPv4- nnu IPv6-agpec, Ha KOTopbii
6yayT otnpasnateca SNMP-yBegomneHus.

Mo ymonuyaHuto

Umsa YpoBeHb Moaenb Mpynna :fl'lpe:BKVI AnA

coobLwecTBa pocTtyna 0e3onacHocTu ©6Ge3onacHocTU P o
yBeaOMIIeHUN

private Read-Write v2c private -

public Read-Only v2c public -

Pexum BBOAa KomaHAbI
Pexxum rmobanbHon koHurypauum (Global Configuration Mode).
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YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHMe KomaHAabl
,D,aHHaFI KOMaHOa no3BONideT CO034aBaTb COOﬁU.I,eCTBO, C yLIeTHbIMI/I OJaHHbIMU KOTOPOIo

SNMP-meHepxkep, pabotatowmn no npotokoniam SNMPv1 wunu SNMPv2c, cmoxet
nony4aTb AaHHble 06 YCTPONCTBE.

Ecnn rpynna 6e3onacHOCTM He YykasblBaeTCs, YypOBEHb AOCTyna K uaeHTudumkatopam
SNMP-061beKkTOB onpeaensieTca npaBamMm rno YMOYaHuto.

Ecnn mopgenb 6e30nacHOCTU He ykasbiBaeTcs, co3gaercsi coobLecTBo, Ansi KOTOporo B
KayecTBe mogenu 6esonacHocTu ncnonb3yetcsa npotokon SNMPv2c.

Mpumep

B naHHOM npumepe nokasaHo, Kak co3gaTbh COObLIECTBO, K KOTOPOMY MpuBsi3aHa rpynna
6Ge3onacHOCTM M ONA KOTOPOro B KayectBe Moaenn 6e3onacHocT BblbpaH MNpPOTOKOS
SNMPv2c, ¢ ykasaHuem IP-agpeca ansa nonyyeHns SNMP-yBegomneHui.

DGS-1250# configure terminal

DGS-1250# snmp-server community COMMUNITY access-mode read-write group GROUP snmp-version
v2c trap-destination 10.10.10.10

snmp-server community COMMUNITY access-mode read-write group GROUP snmp-version v2c trap-
destination 10.10.10.10

DGS-1250(config)#
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18.5 snmp-server engine-id

[aHHas komaHga ucnonb3yeTcs ANna naMeHeHust 3HadeHnsa napametpa Engine ID SNMP-
areHTa kommyTtatopa. [Mpyn mncnonb3oBaHUM HPOpMbl NO KOMaHAa BEPHET 3HAYeHue Mo
YMOSTHaHMI0.

snmp-server engine-id ENGINE_ID

no snmp-server engine-id

MapameTpbl

YKkaxute  HOBoe  3HadeHwe napametpa Engine ID

ENGINE_ID (24-pa3psigHoe 16-pUdHOe YUCKO).

Mo ymonuyaHuto
Mo ymonyaHuio 3HadyeHve napametpa Engine ID SNMP-areHTa kommyTaTopa 3agaetcsa
aBTomMaTuyecku npu nepson aktuesaumm SNMP-cepsepa.

Pexum BBOAa KomaHAbI
Pexum rnobansHon koHgurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
Mapamerp Engine ID — 9TO YyHUKanNbHbIN aBTOMAaTUYECKM CreHepUpPOBaHHbLIN
noeHtndpukatop SNMP-areHTa kommyTaTtopa npu pabote no npotokony SNMPv3.

Mpumep

B oaHHOM npumepe nokasaHo, kak ykasaTb 3HavyeHne 800000AB0378321B81C4C000 onsa
napameTpa Engine ID SNMP-areHTa kommyTaTtopa.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server engine-id 800000AB0378321B81C4C000

snmp-server engine-id 800000AB0378321B81C4C000

DGS-1250(config)#
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18.6 snmp-server group

,D,aHHaFI KOMaHOa MCnonb3dyeTcd And Cco3aHnA Ui USMEHEHUA Tpynnbl GesonacHocTu.
|_|pl/l MCMNosb30BaHNN CbOprI Nno KOMaHAda yaanut rpynny.

snmp-server group GROUP_NAME {v1 | v2c | v3 {auth | noauth | priv}} [read
READ _NAME] [write WRITE_NAME] [notify NOTIFY_NAME]

no snmp-server group GROUP_NAME

MapameTpbl

GROUP_NAME Ykaxunte umsa rpynnel 6e3onacHocty (He bornee 16 cMMBOSIOB).

v YKkaxute, 4T0Obl B KadectBe Moaennm ©Oe3onacHocTu
ncnonb3oBancsa npotokon SNMPv1.
YKkaxute, 4TO0Obl B KadyectBe Moaennm 0Oe3onacHocTu

v2c
ncnonb3osancs npotokonn SNMPv2c.

v3 Ykaxute, 4tobbl B KayectBe Mmogenun 6e30nacHOCTM
ncnones3osancs npotokon SNMPv3.

auth Ykaxnte ana ayteHTudpmkaumm naketoB 6e3 wmndgpoBaHus
NakeToB.

noauth YKkaxute [na OTMeHbl ayTeHTUukauum u wngpoBaHns
NakeToB.

priv Ykaxunte ona ayteHTudumkaumm n lwngppoBaHNA nakeTos.

read READ_NAME

(OnuuoHanebHO) YkaxuTe 3anucb Vview, KoTopas 6yget
ucnonb3oBatbcad npu  yYteHUn SNMP-ob6bektoB SNMP-
MEHEeKEPOM.

write WRITE_NAME

(OnuuoHanbHO) YkaxuTe 3anucb Vview, KoTopasi Oyger
ncrnonb3oBatbcsd npu mameHeHun SNMP-o6bektoB SNMP-
MEHEKEPOM.

notify NOTIFY_NAME

(OnuuoHanbHO) YKaxuTe 3anucb Vview, KoTopasi Oyaer
ncnons3oBartbcsa Ans otnpasku SNMP-yBegomneHnin.
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Mo ymonyaHuto

YpoBeHb Mogenb . . View ans
View ansa View Aans
WUmsa rpynnbl 6e3onacHo- 6Ge3onacHo- yBeaowmne-
yTeHus 3anucum o
cTn cTn HUW
private No auth voC CommunityVi CommunityVi CommunityVi
ew ew ew
oublic No auth voC CommunityVi i CommunityVi
ew ew

Pexxum BBOoga KomaHAbI
Pexxum rnobansHon koHdurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,aHHaFI KOMaHAa no3BonAdAeT HaCTpoUTb NCNOJ1Ib30BaHNE 3anucemn view.

Mapametrp READ NAME onpegenser MIB-06bekTbl, KOTOpble OOCTYMHbI AN YTEHMS.
Ecnn napamerp READ_NAME He ykasaH, SNMP-meHexepy 3anpelteHo yteHne SNMP-
0ObEKTOB.

Mapametrp WRITE_NAME onpegenser MIB-06bekTbl, KOTOpble AOCTYMNHbl  Ans
nameHenns. Ecnn napametp WRITE _NAME He ykasaH, SNMP-meHeoxepy 3anpeLueHo
nameHeHne SNMP-06beKTOB.

Mapametp NOTIFY_NAME onpegensiet MIB-o6bekTbl, 4Na KOTOPbLIX OyayT oTNpaBnaTbCA
yBEOMSIEHMSA HA afpec, YKa3aHHbIN Npy CO34aHuKM Nonb3oBaTens unmn coobulectea. Ecnim
napameTtp NOTIFY _NAME He yka3saH, otnpaBka SNMP-yBegomneHuin 3anpeLueHa.
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Mpumep
B pmaHHOM npumepe nokasaHo, Kak cosgaTb rpynny 6esonacHoCTW, And KOTOpou B
KayectBe Mogenu ©esonacHoCcTU wucnonbdyetcsa npotokon SNMPv3 u Kk koTopowu

npuBsidaaHa 3anucb view, onpegenstowaa npasa Ha nameHeHne SNMP-o6bektoB SNMP-
MEeHeKEePOM.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server group GROUP v3 priv write VIEW
snmp-server group GROUP v3 priv write VIEW
DGS-1250(config)#
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18.7 snmp-server service port

[aHHaa komanga wucnonb3dyeTca Ans mameHeHus Homepa UDP-nopta, ucnonb3yemoro
SNMP-areHTOM KOmMMyTaTopa. [lpu wucnonb3oBaHUM OPMblI NO KOMaHOa BepHeT
3HayeHue No YMOmn4yaHuio.

snmp-server service-port PORT

no snmp-server service-port

MapameTpbl

Ykaxute Homep UDP-nopta. [JocTynHbin gnanasoH: ot 1 go

PORT 65535.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HadyeHue 161.

Pexum BBOAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHne KoMmaHAbI
SNMP-areHT kKommyTaTopa 6Oygetr nonydyatbs SNMP-3anpocbl Ha yKka3aHHbIM HOMeEpP
cepsucHoro UDP-noprta.

Mpumep

B gaHHOM npumepe nokasaHo, kak nameHutb Homep UDP-nopta SNMP, ucnonesyemoro
SNMP-areHTOM KOMMYyTaTOpa.

DGS-1250(config)# configure terminal

DGS-1250(config)# snmp-server service-port 50000

snmp-server service-port 50000

DGS-1250(config)#
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18.8 snmp-server traps

[aHHaa komaHga ucnonb3yeTca Ans BKA4YeHus onpegeneHHbix SNMP-ysegomneHun.
Mpn wucnonb3oBaHMM (opMbl NO KOMaHAa BblkMOUUT onpegeneHHole  SNMP-
yBEe4OMIIEHWS.

snmp-server traps {link-up | link-down | port-security | loopback-detection |
storm-control {enable | mode {storm-occur | storm-cleared | all}} | authorization-
failure | cpu-protect | reboot | fw-upgrade-state | errdisable | mac-flapping}

no snmp-server traps {link-up | link-down | port-security | loopback-detection
| storm-control enable | authorization-failure | cpu-protect | reboot | fw-upgrade-state
| errdisable | mac-flapping}

MapameTpbl

link-u Ykaxute ana otnpaBkun SNMP-yBegomneHun o6 ycTaHOBKe
P COoeauHeHns Ha nopTe.

. Ykaxute pgna otnpaBkn SNMP-ysegomneHun o6 obpbise

link-down A P yBed p

coenHeHnd Ha nopre.

Ykaxute ans otnpasku SNMP-yBegomneHun o6 OTKIHOYEHUM
port-security nopta mnn o6 otbpacbiBaHMM BXOAALMX MAKETOB Ha MNopTe
dyHkumen Port Security.

Ykaxute gna otnpaskn SNMP-yBegomneHuin 06 oTKno4eHUn

loopback-detection nopta unu 6noknposke VLAN dyHkumen Loopback Detection.

Ykaxute ana otnpaskm SNMP-yBegomneHun o cobbITUsAX

storm-control enable chyHKUMM Storm Control.

Ykaxute gna Hactpoukun SNMP-yBegomneHun o cobbITUAX

- |
storm-control mode dyHkumn Storm Control.

Ykaxunte ans OTnpaBKu SNMP-yBegomneHumn o6

storm-occur
obHapyxeHun wtopma.

Ykaxute gna otnpaBkn SNMP-yBegomneHun o6 OKOH4YaHuM
LuTOpMA.

storm-cleared

Ykaxute nana ortnpaBkm SNMP-yBegomrneHmn o Bcex

all cobbITuAX dyHkummn Storm Control.
Ykaxute ana ortnpasku SNMP-yBegomrneHun o HeygadyHow
authorization-failure asTopu3auumm no nportokonam TELNET, SSH, HTTP wun (1nn)

HTTPS.

Ykaxunte ana ortnpaBkm SNMP-yBegomneHunm o cobbITUAX

cpu-protect dyHKUMM 3awmnTbl LY.
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Ykaxute ans otnpasku SNMP-yBegoMmneHun o nepesarpyske
N 3arpyske kommyTaTopa.

reboot

Ykaxunte gna otnpasku SNMP-yBegomneHun o6 ob6HoBReHUM

fw-upgrade-state BHyTpeHHero MO kommyTartopa.

Ykaxute Aans OTnpaBKu SNMP-yBegomneHunin o]
BOCCTaHOBIIEHUM nopToB, OTKIMHOYEHHbIX nnu
3abnoknpoBaHHbIX Npu cpabaTbiBaHnn yHKumM Port Security,
Loopback Detection, BPDU guard, Storm Control.

errdisable

Ykaxute ana otnpaskm SNMP-yBegomMneHun o cobbiTUsAX

mac-flapping dyHkumn MAC Flapping.

Mo ymonyaHuio
Mo ymonuaHuio otnpaska SNMP-yBegomneHnn otknoyeHa.

Pexxnm BBoga KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[aHHasa komaHaa ucnonbdyeTcs ansa ynpaeneHns otnpaskon SNMP-yBegoMmneHuin.

Mpumep

B paHHOM npumepe nokasaHo, Kak BkMAYUTb otnpaBky SNMP-yBegomneHun yHKLMM
Storm Control 06 o6HapyxeHuun wTopma.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server traps storm-control enable

snmp-server traps storm-control enable

DGS-1250(config)# snmp-server traps storm-control mode storm-occur

snmp-server traps storm-control mode storm-occur

DGS-1250(config)#
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18.9 snmp-server traps link-change

[laHHas komaHOa MCnonb3yeTca AN BKIOYEHUS NPOBEPKU COCTOSIHUS COeOUHEHUsI Ha
nopte n ornpaskm SNMP-yBeqoMneHnn O COCTOSAHUKU coeanHeHnsd. Npu ncnonb3oBaHUK
dopMbl O KOMaHAa OTKIYUT npoBepky u otnpasky SNMP-yBegomneHuin o COCTOsiHUM
coeMHeHUs Ha nopre.

snmp-server traps link-change

no snmp-server traps link-change

MapameTpbl
Hert.

Mo ymonuyaHuto
Mo ymonyaHuio oyHKUNA BKOYEHA.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'Iﬂ NCNoJfib30BaHUA p,aHHOIZ KOMaHAbl H606XO£I,I/IMO nepe|7|T|/| B peXxum KOH(bMpraLl,VIVI
noprta unu guanasoHa rnoptos (interface).

[aHHaa komaHga ncnosb3yeTcs ONA OTKMYEHUS UMW BKIKOYEHUS MPOBEPKU COCTOSHUSA
COeANHEHUN Ha nopTe u oTnpasBku cooTBeTcTBYOWEro SNMP-yBegoMmneHus.

Mpumep

B paHHOM npumepe nokasaHo, Kak BKMYUTL otnpaBky SNMP-yBegomneHun o6
yCTaHOBKE M 06pblBE COEAMHEHNA Ha BCEX NOpTax M OTKIHYUTL MPOBEPKY M OTMpPaBKY
SNMP-yBegomneHuin 0 cocTosHUn coeanHeHnsa Ha nopte Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server traps link-up

snmp-server traps link-up

DGS-1250(config)# snmp-server traps link-down

snmp-server traps link-down

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# no snmp-server traps link-change

no snmp-server traps link-change

DGS-1250(config-if)#
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18.10 snmp-server user

[aHHasa komaHaa ucnoneadyetcs ansa co3gaHna SNMP-nonb3osatens. Npu ncnons3oBaHum
dopmbl no komaHaa yganut SNMP-nonb3osatens.

snmp-server user USER_NAME access-mode {read-only | read-write}
GROUP-NAME auth {md5 | sha} AUTH_PASS priv PRIV_PASS [trap-destination
{IPV4-ADDRESS | IPV6-ADDRESS}]

no snmp-server user USER-NAME

MapameTpbl

USER_NAME YkaxuTte nma nono3osatens (He 6onee 16 cumeonos).

YkaxuTte, 4TOObl oOnpegenuTb npasa nofb3oBaTensd no
access-mode

YMOIYaHUIo.
YkaxuTe, 4Tobbl Nonb3oBaTento npegocTaBrsanochL MNpaso
read-only
TONbKO Ha YTEHUe.
. YkaxuTe, 4yTobbl Nnonb3oBaTento NpeaocTaBnsanvMcb npasa Ha
read-write
YTeHWe 1 Ha 3annce.
Ykaxute umsa rpynnbl 6€30nacHOCTU, KOTOPYK HeobXxoanmo
GROUP-NAME Py Py A
Np1Bs3aTh K NONb30BaTeN!Ho.
auth Ykaxute, 4Tobbl onpegenuTb MeToq ayTeHTUugmnkaumm.
md5 Ykaxunte ncnonb3oBaHue ayteHTudukaumm HMAC-MD5-96.
sha Ykaxunte ncnonb3oBaHue ayteHTudumkaumm HMAC-SHA-96.

Ykaxute naponb Ana ayteHTudukauum nonb3oBatens Ans
AUTH_PASS poctyna u3 SNMP-meHemxepa. [docTynHbin  AnanasoH
3Ha4yeHun: ot 8 0o 16 cMMBOOB.

YKaxute Koy WwudpoBaHMa AN oOMeHa LaHHbIMU MeXay
priv PRIV_PASS SNMP-areHtom n SNMP-meHemxepom. [JoCcTynHbIN AMana3oH
3Ha4yeHun: ot 8 0o 16 cMMBOOB.

trap-destination
IPV4-ADDRESS |
IPV6-ADDRESS

(OnuuoHaneHo) Ykaxute IP4- unu IPv6-agpec, Ha KOTOpbIv
6yayT otnpaBnateca SNMP-yBegomneHus.

Mo ymonyaHuro
Mo YMOJI4aHuto He Co34aHO HM OOHOro norib3oBaTternA.

Pexum BBOAa KOMaHAbI
Pexxum rmobansHon koHdurypaumm (Global Configuration Mode).
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YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHMe KomaHAabl

Mpn cosgaHm SNMP-nonb3oBaTens HeobxoAMMO ykasaTb napornb 4SS ayTeHTudmnkauum
M KoY wudpoBaHmss ans obmeHa AaHHbiMM mexagy SNMP-areHtom - SNMP-
MEHEeIKEPOM.

Mpumep

B OJaHHOM npumMepe nokasaHo, Kak co3gaTb MnoJyib3oBaTesid C nNpaBoM Ha YTEHNE U 3alNnNCb B
cogepxumoe 6a3 MIB kommyTatopa.

DGS-1250# configure terminal

DGS-1250# snmp-server user USER access-mode read-write GROUP auth md5 9876543210 priv
0123456789 trap-destination 10.10.10.10

snmp-server user USER access-mode read-write GROUP auth md5 9876543210 priv 0123456789 trap-
destination 10.10.10.10

DGS-1250(config)#

CtpaHuua 208 n3 303



DGS-1250 Ynpaensiemble L3 kommyTaTopbl Komanab! Simple Network Management

PykoBoACTBO MO MCNonb3oBaHUto uHTepdeiica komaHaHomn ctpoku (CLI) Protocol (SNMP)

18.11 snmp-server view

[aHHas koMmaHaa ucnonb3yeTcs Ans co3g4aHnsa UM UMeHeHus 3anucn view (npasuna ans
poctyna kK SNMP-06bekTy). Mpn ncnonb3osaHnn oopmMbl o KOMaHga yaanuT 3anuchb.

snmp-server view NAME SUBTREE {included | excluded}

no snmp-server view {name NAME | all}

MapameTpbl

NAME Ykaxunte nmsa 3anucu view (He 6ornee 16 cumsornos). CUMBOSbI
AaHHOro napameTpa YyBCTBUTENbHbI K PErUCTPY.
Ykaxute wnaeHtugukatop SNMP-obbekta (OID, Object

SUBTREE Identifier, wnpgeHTUdUKaTop o06bekTa) nogaepeBa ASN.1.
YTobbl 3a0aTb naeHTUdUKaToOp, BBEAUTE CTPOKY, COCTOALLYHO
n3 yncen (Hanpumep, 1.3.6.2.4).

included YkaxuTe, uTobbl BKNOUNTL ngeHtugukatop SNMP-o6bekTa B
3annce.
Ykaxnte, 4tobbl ncknountb naeHtndgukatop SNMP-obbekTa

excluded A ® P
13 3anucu.

name NAME YKaxunte 3anucb, KOTOPYH HYXHO yaanuTb.

all YKaxknte npu ucnonb3oBaHnn popmbl ho ANs yoaneHus Bcex
3anucen.

Mo ymonyaHuto

Umsa 3anucu Tun MoppepeBo

CommunityView included A

Pexxum BBoga komaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne komaHAbI
Mcnonb3ynTe pQaHHyO KomMaHay, 4ToObl paspewuTb unu 3anpetutb goctyn SNMP-
MeHeKepy K CTPYKTYpPHbIM anemeHTam 6a3 MIB kommyTtatopa.
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Mpumep

B paHHOM npumepe nokasaHO, Kak co3fgaTb 3anucb Vview, KoTopasi paspellaeT gocTyn
SNMP-meHemxepy kK SNMP-o6bekty ¢ OID 1.3.6.1.2.1.2.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server view VIEW 1.3.6.1.2.1.2 included

snmp-server view VIEW 1.3.6.1.2.1.2 included

DGS-1250(config)#
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19. KOMAHOblI SPANNING TREE PROTOCOL (STP)

19.1 show spanning-tree

[aHHas KomaHga wcnonb3dyetrca Ans otobpaxeHuss uHdopmaumm o pabote STP-
npoTokona.

show spanning-tree [interface [ethernet | port-channel [IFACELIST [, | -] |
active | blockedports | bpdu]]

MapameTpbl

Ykaxute, 4tobbl O0TOOpasuTb MHGOPMAaLMIO TOMbKO MO
aKTUBHbLIM MopTam.

active

YkaxuTe, 4Tobbl 0TO6Pa3nTbL MHOPMaLMIO TONBLKO MO nopTam

blockedports B cocTosiHUM Blocking (6rnokupoBka).

Ykaxute, 4TOobbl 0TOOGpa3svMTb WHMOPMaUMIO O pexnme
bpdu dyHkummn  BPDU  Forwarding npu  oTkniodeHHoM  STP-
NPOTOKOMe ANsa KaXaoro nopra.

Ykaxute NHTepdenc (cbmsmyecknin Ethernet-noprt
KOMMyTaTopa wnuM norudeckunm wuHTepdgenc port-channel),
AaHHbIE N0 KOTOPOMY HeO6X0ANMMO OTOBPa3nTb.

ethernet | port-channel
IFACELIST

(OnumnoHanbHO) Heckonbko WHTepdencoB wunu otaeneHue
AnanasoHa uHTepdencoB OT npeabigywero. Mcnonb3oBaHue
npobena 4O 1 nNocrne 3ansTon HegonycTUMO.

(OnumoHanbHO) [OmanasoH uHTepdencosB. WKcnonb3oBaHue
npobena oo v nocne gedguca HegoNycTUMO.

Mo ymonyaHuto
HerT.

Pexxnm BBOoga KomaHAbI
[Monb3oBaTenbcku nnu npueunernpoBaHHbii pexmnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO0
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbI
[aHHas kKomaHga wucnonb3yetca Ans oTtobpaxeHus uHdopmaumm o pabote STP-
npoTokona.
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Mpumep

B gaHHOM npumepe nokasaHo, kak oTobpasntb uHdopmauuio o pabotre STP-npotokona
ans nopta Ethernet 1/0/9.

DGS-1250# show spanning-tree interface ethernet 1/0/9

show spanning-tree interface ethernet 1/0/9

Eth1/0/9:

Spanning tree on an interface : Enabled

Port path cost : 200000000

Port identifier : 8.009

Link type : Shared (configured: Auto)
Port fast : No (configured: Auto)
Guard root : Disabled

Bpdu forward : Global

Bpdu guard : Enabled

TCN filter : Disabled

Port priority 1128

Tx/Rx BPDU :0/0

Tx/Rx TCN :0/0

BPDU Filter : Yes

BPDU Guard Error : No
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19.2 spanning-tree

[aHHas komaHnga mcnonb3yeTca ansa BkntodeHns STP-npoTtokona rnobanbHo (4ns Bcero
ycTpouncTtea). NMpn ncnonb3oBaHnn GopMbl NO KOMaHda OTKMOYUT ucnonb3oBaHne STP-
npoTokosa rnodanbHo.

spanning-tree
no spanning-tree

MapameTpbl
HerT.

Mo ymonyaHuto
M0 yMOn4YaHuo OTKITHOYEHO.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
[aHHas komaHga ncnonb3yetca Anga BKIYeHUs/BbiknoveHna STP-npoTokona rnobanbHo
(Ansa Bcero ycTponcTaa).

Mpumep

B naHHOM npumepe nokasaHo, Kak Bkntountb STP-npoTtokon rnobansHo.

DGS-1250(config)# spanning-tree
spanning-tree

DGS-1250(config)#
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19.3 spanning-tree bpdu (global)

HaHHas komaHaa ncnonb3yeTcs Ans BKIoYeHUs/BbiknoveHna dpyHkumm BPDU Forwarding
rnobanbHO (4115 BCero yCcTpoucTaa).

spanning-tree bpdu {filtering | flooding}

MapameTpbl

3anpewaet nepecbinate BPDU-naketbl STP-npotokona ot
filtering OPYrMx yCTponcTB cetu, ecnu STP-npOTOKON BbIKMKOYEH An4

YyCTPOWCTBA.

Pa3pelwaet nepecbinate BPDU-naketel STP-npotokona ot
flooding OPpYrMx yCTponcTs cetu, ecnu STP-npOTOKON BbIKMOYEH An4

yCTpoOncTBa.

Mo ymonuyaHuto
Mo ymonyanuio dyHkuma BPDU Forwarding BkntoveHa rnobasnbsHo.

Pexxum BBoga komaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YpOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 15.

Ucnonb3oBaHne kKomaHAbI
[aHHas koMaHada ncnonb3yeTcsa ANs BKIYeHUs/BbikntoveHnsa dyHkumm BPDU Forwarding
rmobanbHoO (451a BCEero yCTponcTBaa).

Mpumep

B naHHOM npumepe nokasaHo, Kak BknounTb yHkumnio BPDU Forwarding rmo6anbsHo.
DGS-1250# configure terminal

DGS-1250(config)# spanning-tree bpdu flooding

spanning-tree bpdu flooding

DGS-1250(config)#
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19.4 spanning-tree bpdu (interface)

HaHHas komaHaa ncnonb3yeTcs Ans BKIoYeHUs/BbiknoveHna dpyHkumm BPDU Forwarding
ANs  ykasaHHoro uHtepdpenca. [lpu umcnonb3oBaHuM ¢OpMbl ho Byaer HacTpoeHo
3Ha4yeHue, 3agaHHoe rnobansHo.

spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

MapameTpbl

3anpewaet nepecbinate BPDU-naketbl STP-npotokona ot
filtering OpYrMx yCTponcTB cetu, ecnn STP-npOTOKOS BbIKIOYEH An4
yKaszaHHOro nHrepdenca.

Paspelwaet nepecbinate BPDU-naketel STP-npotokona ot
flooding OpYrMx yCTponcts cetu, ecnv STP-npOTOKOS BbIKMOYEH An4
yKasaHHOro nHtepdenmca.

Mo ymonuyaHuto
Mo ymonuanuio ana dyHkumm BPDU Forwarding ona nopTtoB HaCTpPOEHO 3HayeHue,
3agaHHoe rnobdanbsHo.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl NO YMOM4YaHUIOo
YposeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[Ana mncnonb3oBaHMs OaHHOW KOMaHObl HEOOXOAMMO MNEepenTV B pexmm KoHdurypaumm
nopra, AnanasoHa noptoB unu port-channel (interface).

[aHHas koMaHda Mcnonb3yeTca Ans BKOYeHUs/BbIKIoveHns dyHkummn BPDU Forwarding
ANs yKa3aHHOro uHtepdenca.

Mpumep

B paHHOM npumepe nokasaHo, Kak BkouuTb (pyHkuuio BPDU Forwarding ans nopta
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# spanning-tree bpdu flooding

spanning-tree bpdu flooding

DGS-1250(config-if)#
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19.5 spanning-tree bpdufilter

[aHHaa komaHga ucnonb3yetca Ansa 3anpeta npuema v nepegadm BPDU-naketoB ong
yKaszaHHOro nHrepdemnca npu BkrtodyeHHoMm STP-npotokosne. MNMpu ncnonb3oBaHnn popmbl
no npuem un nepegada BPDU-nakeToB paspeLueHbl.

spanning-tree bpdufilter

no spanning-tree bpdufilter

MapameTpbl
HerT.

Mo ymonyaHuto
M0 yMOn4YaHuo OTKITHOYEHO.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
[Ana mncnonb3oBaHMs OaHHOW KOMaHObl HEOOXOAMMO MNEepenTV B peXnm KoHdurypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

HaHHas komaHaa ncnonbayercd, ecrnv STP-NpoToOKoN BKNOYEH AN yKa3aHHOro noprta unuv
rno6anbHO, HO HeoBXxoaMMO 3anpeTuTb Npuem u nepegady BPDU-nakeTos.

Mpumep

B maHHOM npumMmepe nokasaHo, Kak oTKNo4YMTb npuem/nepegady BPDU-nakeToB ansa nopta
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# spanning-tree bpdufilter

spanning-tree bpdufilter

DGS-1250(config-if)#
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19.6 spanning-tree bpduguard

[aHHasa komaHOa ucnonb3yeTcs Ang BkNYeHusa/BbiknoveHns yHkumm BPDU Guard ans
yKkaszaHHoOro uHtepdgenca. Npu ncnonb3osaHnm gopmbl no dpyHkums BPDU Guard 6yget
OTKIO4eHa.

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

MapameTpbl
enable YkaxunTte, 4Tobbl BKNMoUMTL pyHKumno BPDU Guard.
disable YKkaxuTe, 4Tobbl BblkntounMTb yHKumMo BPDU Guard.

Mo ymonuyaHuto
Mo yMON4aHUo JaHHadA beHKLI,VIFI OTKJ1HOYEeHa.

Pexxnm BBoga KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO0
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HeEOBXOOMMO MEPENTU B PEXUM KOHUrypaumm
nopra, AnanasoHa noptoB unu port-channel (interface).

[aHHasa komaHga ucnonb3yeTcs Ans BKNYeHus/BbiknoveHns pyHkumm BPDU Guard ans
yKasaHHOro WHTepdoenca. Ecnu npu BKNIOYEHHOM QYHKUMWM Ha WHTepdenc npuxogut
BPDU-naket, wuHTepdgenc 6nokupyetcsa. Ytobbl pasbnokumpoBaTb ero, Heobxoanmmo
BbINONHUTL KomaHabl shutdown n no shutdown (Takke MOXHO MCNONb30BaTb KOMaHAOy
errdisable recovery).

Mpumep

B gaHHOM npumepe nokasaHo, Kak BknounTb yHkumio BPDU Guard ansa nopta Ethernet
1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/8

DGS-1250(config-if# spanning-tree bpduguard enable

spanning-tree bpduguard enable

DGS-1250(config-if)#
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19.7 spanning-tree cost

,D,aHHaFI KOMaHOda Wucnornb3yeTcAa And HaCTpOIZKI/I 3Ha4YeHuna CToMMOoCTU nyTn AOnsd
YKa3aHHOro MHTepcpeﬁca. |_|pI/1 MCMonb3oBaHNn (bOprI no CTOMMOCTb NYTHU 6y,1:|,eT
onpeaendaTbCA aBTOMaTU4ECKU.

spanning-tree cost COST-VALUE

no spanning-tree cost

MapameTpbl

YKasblBaeT 3Ha4eHne CTOMMOCTU nyTun. ﬂ,OCTyI'IHbIIZ Anana3oH

COST-VALUE 3HaueHnit: ot 1 go 200000000.

Mo ymonuyaHuto
Mo ymonyaHuio CTOMMOCTb NYTWM OnpefenseTcd Ha OCHOBaHUM HacTpoeK Momnockl
nponyckaHna nHTepdenca.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopta, AnanasoHa noptoB unu port-channel (interface).

CtoumocTb nyTWM uUcnonb3yeTca ANd pacdeTa KpaTyauwero nytv [0 KOPHEBOro
kKommyTaTopa (root bridge). Ecnn ykasaHo 3HavyeHne 0, CTOMMOCTb NyTW Ans uHTepderica
onpenensieTcss asToMaTtuyeckm Ha OCHOBAHWKN NPOMYCKHOM CNOCOBHOCTM MHTEpheinca.

Mpumep

B pgaHHOM npumepe nokasaHO, Kak HacTpouTb 3HaveHne ctoumocTtu nytn 20000 ans
nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if# spanning-tree cost 20000

spanning-tree cost 20000

DGS-1250(config-if)#
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19.8 spanning-tree disable

[aHHas komaHOa wucnonb3yetca Ond  BKNOYeHUdA/BbliknoYeHuss STP-npoTtokona Aans
onpegeneHHoro uHtepdenca. [lpu wucnonb3oBaHMM GOPMbI NO KOMaHAa BKIOYUT
ncnonb3oBaHne STP-npoTokona ans nHtepgenca.

spanning-tree disable

no spanning-tree disable

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymMonyaHuo BKNKOYEHO.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
[Ana mncnonb3oBaHMs OaHHOW KOMaHObl HEOOXOAMMO MNEepenTV B peXnm KoHdurypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHas komaHga wucnonb3yeTca [Ans  BKIYeHUs/BbIkNoveHna STP-npotokona ang
onpeneneHHoro nHtepdenca.

Mpumep

B naHHOM npumepe nokasaHo, Kak oTknounte STP-npoTtokon anga nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# spanning-tree disable

spanning-tree disable

DGS-1250(config-if)#

CtpanHuua 219 n3 303



DGS-1250 Ynpaensiemble L3 kommyTaTopbl
KomaHgbl Spanning Tree Protocol (STP)

PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

19.9 spanning-tree guard root

[aHHas komaHga ncnonbdyetca Ana BknoveHus yHkumm Root Guard (Restriction) ans
onpeneneHHoro wuHTepdenca. [lpn wucnonb3oBaHMn GOpMbl NhO  KOMaHOa BepHeT
HaCTPOWKM MO YMOMYaHMo.

spanning-tree guard root

no spanning-tree guard root

MapameTpbl
HerT.

Mo ymonyaHuto
Mo yMOn4YaHuo OTKITHOYEHO.

Pexxum BBoga KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KomaHAbI
[Ana mncnonb3oBaHMs OaHHOW KOMaHObl HEOOXOAMMO MNEepenTV B peXnm KoHdurypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

dyHkumna Root Guard (Restriction) npegoTBpallaeT npeBpalleHne nopta B KOPHEBOW NOPT
M orpaHn4MBaeT [AOOCTYM BHELWHWM KOMMYyTaTopam, HaxOASAWMWUMCHA He nogd MNOSHbIM
KOHTPONMEM aAMWHUCTPATOpa, K OCHOBHOMY pErMoHy CEeTM aKTMBHOW TOMONorum
CBSI3ylOLLIEro aepesa.

[MopT, KOTOpOMY BbINIO OTKa3aHO B NMPUCBOEHUM PONKM KOPHEBOro nopta (root port), cmoxet
paboTtaTb TONMbLKO B KayecTBe HasHayeHHoro nopta (designated port). Npu nonydeHun
KOoH(purypaumoHHoro BPDU-naketa ¢ 6Gonee BbICOKMM MNPUOPUTETOM MOPT HaYHET
pabotaTb B KayecTBe ansrtepHatuBHoro nopta (alternate port) B coctosHun Blocking
(6nokmpoBka). lMonyyeHne BPDU c ©Gonee BLICOKMM MNPUOPUTETOM HE MOBMAUSAET Ha
noctpoerHne STP. MNopt 6yaet npocnywmsate BPDU. Ecnu Bpemsa oxugaHusa nonyyeHus
BPDU c¢ Haubonbwum npuvOpUTETOM MWCTEYET, MOPT HavyHET paboTatb B KayecTBe
Ha3Ha4YeHHOro nopTa.
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Mpumep

B paHHOM npumepe nokasaHo, Kak BkNO4MTb (pyHkumio Root Guard (Restriction) gns
nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if}# spanning-tree guard root

spanning-tree guard root

DGS-1250(config-ify#
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19.10 spanning-tree link-type

[aHHaa komaHOa ucnonb3yetTca A1 HacTpouku Tuna coeauHeHus (link-type) ans
nHTepcenca. [lpn wucnonb3oBaHuM OPMblI NO KOMaHAA BEpHET HaCTPOMKM Mo
YMOSTHaHMI0.

spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

MapameTpbl

YkasblBaeT TUN coeamHeHus «Todka-Todka» (Point-To-Point,

point-to-point P2P).

YKkasblBaeT TN CoOeAnHeHust Ans NOAKIYeHns K cetn obuero

shared nonb3osaHus (Shared Media).

Mo ymonuyaHuto
Mo YMOJN4aHUo Tun coegnHeHnda HasHa4aeTcd Ha OCHOBaHUM HACTPOEK AyrnrieKkca.

Pexxum BBOoga KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopra, AnanasoHa noptoB unu port-channel (interface).

Ha noptax, gyHKLUMOHUPYIOLINX B PEXMME MOSMHOro Aynnekca, yctaHaBnuBaetca P2P-
coeauHeHune; NopThl, paboTatoLme B pexume nonyaynmnekca, cuMtaroTcs noptamm odwero
nonb3oBaHus (Shared Media). Tak kak ObICTpbIM nepexon B coctosiHe Forwarding
(nepeHanpaBneHne) npu ncnonb3oBaHun Tuna coegmHeHns Shared Media HEBO3MOXEH,
peKkoMeHOyeTCsl MCMonb3oBaTb aBTOMaTU4YecKoe onpedeneHne Tuna coeguHenuss STP-
NMPOTOKOSIOM.

Mpumep

B OaHHOM npuMmepe MokKa3aHO, KaKk HaAaCTpOUTb HaACTPOUTb TN CcOoeanHeHUA P2P and
Ethernet-nopta 1/0/7.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-if j# spanning-tree link-type point-to-point

spanning-tree link-type point-to-point

DGS-1250(config-if)#
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19.11 spanning-tree mode

,D,aHHaFl KOMaHAa uncnornb3yeTcqa ans HaCTpOVIKM pexuma UCnornb3oBaHUA STP-I'IpOTOKOJ'Ia.
|_|pl/l MCMNosb30BaHNN CbOprI Nno KOMaHOda BEPHET HaCTpOIZKI/I Nno YMOIT4aHuto.

spanning-tree mode {rstp | stp}

MapameTpbl
rstp YkasbiBaeT Rapid Spanning Tree Protocol (RSTP).
stp YkasbiBaeT Spanning Tree Protocol (coBmectumbin ¢ IEEE

802.1D).

Mo ymonyaHuio
Mo ymonyaHuio yctaHoBneH pexmnm RSTP.

Pexxnm BBOoga KomaHAbI
Pexxnm rmobanbHom koHurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YposeHb 15.

Mcnonb3oBaHue KoOMaHAbI
Mpn wun3amMeHeHUn pexmma ucnonb3oBaHuss STP-npoTtokona Bce NOpPTbl nepengyt B
coctosiHne Discarding (oTGpacbiBaHue).

Mpumep

B gaHHOM npumepe nokasaHo, kak HacTpouTb pexum RSTP gns ucnonb3oBaHus STP-
npoTokona.

DGS-1250(config)# spanning-tree mode rstp

spanning-tree mode rstp

DGS-1250(config)#
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19.12 spanning-tree priority

,D,aHHaFI KOMaHOda WCnoJib3yeTcda Ansd HaCTpOIZKM npunopnuTeta KomMmyTaTtopa. I'Ip|/|
MCnosnb3oBaHNN q)OprI NOo KOMaHa BEPHET 3Ha4YeHne no ymoJi4aHuio.

spanning-tree priority STP-PRIORITY

no spanning-tree priority

MapameTpbl

YkasblBaeT 3HadeHue npuoputeta kommyTtatopa (0, 4096,
STP-PRIORITY 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440).

Mo ymonyaHuio
Mo ymorn4yaHuio 3agaHo 3HadveHue 32768.

Pexum BBOAa KoMmaHAbI
Pexxum rnobansHon koHurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAabl

Bblibop KkopHeBoro kommyTtaTopa (root bridge) 3aBucMT OT 3Ha4YeHUs npuopuTeTa
kommyTaTopa u cuctemHoro MAC-agpeca. [JoCTynHbl 3Ha4YeHUs npuopuTeTa, KpaTHble
4096. YeM MeHbLUE YMCIIO, TEM BbILLIE MPUOPUTET.

Mpumep

B maHHOM npumepe nokasaHo, Kak 3agaTtb 3HavyeHune 4096.
DGS-1250# configure terminal

DGS-1250(config)# spanning-tree priority 4096

spanning-tree priority 4096

DGS-1250(config)#
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19.13 spanning-tree port-priority

[aHHas komaHga wucnonb3yeTcs [Ana HacTpoukn npuoputeta STP-npoTokona Ans
nHTepdgenca. MNMpu ncnonb3oBaHMM OPMbl NO KOMaHAA BEPHET 3HAYEHUE NO YMOJTHaHUIO.
spanning-tree port-priority PRIORITY

no spanning-tree port-priority

MapameTpbl

YkasblBaeT 3HayeHue npuoputeTta uHtepdenca (0, 16, 32, 48,

PRIORITY 64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240).

Mo ymon4yaHuro
Mo ymonyaHuio 3agaHo 3HaveHne 128.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KoMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Mpy NPUCBOEHUM POnK MHTepdEca NCNoMb3yeTcsl ero NAeHTUPUKATOP, KOTOPbIA COCTOUT
13 npuopuTeTa N Homepa uHTepdenca. YeM MeHblle YMCro, TEM Bbille NPUOPUTET.

Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTb 3HadyeHne 16 onga Ethernet-nopta 1/0/7.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-ifj# spanning-tree port-priority 16

spanning-tree port-priority 16

DGS-1250(config-if)#
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19.14 spanning-tree portfast

[aHHaa komaHOa wucnonb3yeTca Ana HacTpouku pexuma PortFast gna nopta. [Mpwu
NCcnonb3oBaHUN opMbl NO KOMaHAA OTKINIOYNUT OAHHBLIN PEXUM.

spanning-tree portfast {enable | auto}

no spanning-tree portfast

MapameTpbl

Ykaxute, 4ytobbl oxungatb 3 CeKyHObl U, €eClin He NOoJly4YeHbl

auto BPDU-nakeThbl, Bkntovatb pexum PortFast ans nopra.

Ykaxute, 4Tobbl pexxum PortFast ans nHtepderica Bknroyancs
enable cpasy. Ecnn nocne 6yayt nonydeHol BPDU-naketbl, pexunm
OyoeT OTKITHOYEH.

Mo ymonuyaHuto
Mo ymonyaHuio Ans Bcex NOPTOB HAaCTPOEH pexum auto.

Pexxum BBOoga KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOoOUMMO MNEPENTU B PEXUM KOHGUrypauuu
nopra, AnanasoHa noptoB unu port-channel (interface).

[aHHasa komaHga ncnonb3yeTca Ans HactTponkn pexnma PortFast gna nntepdenca.

|_|pI/IMeH$I$I OaHHYI0 KOMaHAay, He LI,OFIyCKaIZTe noAsBneHnA neTernb B TOMONormi N neTesib BO
BpemMA nepenayn nakeTtoB AaHHbIX, 3TO MOXET HapyLWnUTb pa60Ty ceTn.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb BKoYeHue pexnma PortFast ans Ethernet-
nopta 1/0/7.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-if)# spanning-tree portfast enable

spanning-tree portfast enable

DGS-1250(config-if)#

CtpaHuua 226 n3 303



DGS-1250 Ynpaensiemble L3 kommyTaTopbl
KomaHgbl Spanning Tree Protocol (STP)

PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

19.15 spanning-tree tcnfilter

[aHHag komaHOa wcnonb3yeTcd [AOns  BKYEeHUs dunbTpaumn  ysegomneHun o6
nameHeHnn Tononormm cetn (TCN, Topology Change Notification) Ha ykaszaHHOM
nHTepdence. NMpn ncnonbsoBaHnm opmbl No GunbTpaunsa byaeT oTKNIYEHa.

spanning-tree tcnfilter

no spanning-tree tcnfilter

MapameTpbl
Her.

Mo ymon4yaHuro
Mo YMOJ4aHUo (bI/IJ'IpraLI,VIFI OTKIHO4YeHa.

Pexum BBOAa KOMaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOUMMO MEpPenTn B PEXUM KOHGMUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

dunbrpauyns TCN-yBegoMneHun ucnonb3lyeTcss AN 3almTbl MHTEpHeT-npoBanaepa oT
MOAKMIOYEHNA BHELLUHMX KOMMYTATOpPOB, HaXOOALWMXCA He noA MOSIHbIM  KOHTPONeM
aAMWHNCTPaTopa, K OCHOBHOMY PErMOHYy CETU, B KOTOPOM B AaHHOW CUTyaLMu npomsonget
ounctka (Flush) agpecos.

B pexume dunetpaummn TCN-yBegomneHue, NonyyYyeHHoe WHTep(encom, UrHopupyeTcs.
[laHHble HaCTPONKM AENCTBUTENBbHbI AN BCEX PEXUMOB Ucnonb3oBaHus STP-npoTokona.

Mpumep

B paHHOM npumepe nokasaHo, Kak BKuYnTb dunbrpauutio TCN-yBegomneHun ans
Ethernet-nopta 1/0/7.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-if)# spanning-tree tenfilter

spanning-tree tcnfilter

DGS-1250(config-if)#
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19.16 spanning-tree (timers)

[aHHasa koMaHda ucnonb3yeTcs A1 HaCTPONKKN 3HavyeHun Tanmepos STP-npoTtokona. Mpu
NCMNonb30BaHMM (POPMbl NO KOMaHAA BEPHET 3HAYEHUE MO YMOMYaHMIO.

spanning-tree {hello-time SECONDS | forward-time SECONDS |
max-age SECONDS}

no spanning-tree {hello-time | forward-time | max-age}

MapameTpbl

YkasbiBaeT MHTEpBAll MexXay LMKNNYEeCcKom nepe,qaqeﬁ

hello-time SECONDS KOH(UrypaumoHHbIX  coobeHun. [OoCTynHbIM  AuanasoH
3HadeHunn: ot 1 0o 10 cekyHA.

YkasblBaeT BpeMsa 3agepxkum npoaswmkeHus (Forward Delay),
ncnonbdyemoe STP-NpoTOKONoOM Ans nepexoda U3 COCTOSHUS

forward-time SECONDS Listening (npocnywwuBaHne) wu Learning (oby4eHne) B
coctosHne Forwarding (nepeHanpasnexue). [OCTynHbIN
AnanasoH 3HadeHun: ot 4 go 30 cekyHA.

YKkasblBaeT MakcumarnbHoe BpemMa xum3Hu BPDU-nakeTa.

max-age SECONDS 5 y
JocTynHbIn AnanasoH 3HayveHun: ot 6 o 40 cekyHa.

Mo ymonyaHuto
Mo ymonyanuto gna napametpa hello-time 3agaHo 3HayeHne 2 cekyHObI.

Mo ymonuaHuio ansa napametpa forward-time 3agaHo 3HadeHne 15 cekyHa.
Mo ymonyaHuio ans napameTpa max-age 3agaHo 3HadeHue 20 cekyHa.

Pexxnm BBoga KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAbI
[aHHas KomaHaa ucnonb3yeTcs Ans HaCTPOWKM 3HaYeHun TanmveposB STP-npotokona.

[Ons KoppeKkTHOW paboTbl HEOBXOAUMO YYUTLIBATL CriedyoLIme B3anMOCBA3N:
2x(forward-time — 1) 2 max-age

max-age 2 2x(hello-time + 1)
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Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb Tammepbl STP-npoTokona.
DGS-1250# configure terminal

DGS-1250(config)# spanning-tree hello-time 1

spanning-tree hello-time 1

DGS-1250(config)# spanning-tree forward-time 16

spanning-tree forward-time 16

DGS-1250(config)# spanning-tree max-age 21

spanning-tree max-age 21

DGS-1250(config)#
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20. KOMAHObI STORM CONTROL

20.1 storm-control

HaHHas komaHga skntovaeT dyHkumio Storm Control ans broadcast-, multicast- 1 unicast-
Tpadumka Ha nopte. [1pn ncnonb3oBaHMM (OPMbI NO KOMaHAa OTKOYMT (PYHKLUMIO Storm
Control ansa onpegeneHHoro Tuna Tpaduka Ha nopre.

storm-control {broadcast | multicast | unicast} level {pps PPS | kbps KBPS}

no storm-control {broadcast | multicast | unicast} [level]

MapameTpbl
YKaxuTte, 4TOObl OrpaHMyMTb CKOpOCTb Ana broadcast-
broadcast
Tpaduka.
. Ykaxute, 4tobbl OrpaHnYnTbL CKOpPOCTb Ans  multicast-
multicast
Tpaduka.
unicast YKaxuTe, 4ToObl OrpaHMyYnTbL CKOPOCTb ANs unicast-tpaduka.

(OnuunoHanbHO) Ykaxute, 4yToOblI 3agaTb eguHuuy nogcyerta
level CKOpOCTU Tpaduka onpeaeneHHoro tuna. lNpu ncnons3oBaHnn
¢ hopmoi no ykasaHHOe paHee 3HadyeHne byaeTt yaaneHo.

YKaxute MakcumaribHoe 3HayeHue CKoOpocTu Tpadumka B
pps PPS naketax B cekyHOy (pps, packets per second). [JocTynHbin
ananasoH: ot 1 o 1048575.

YKaxuTe MakcMmarnbHoe 3Ha4YyeHue ckopoctu Tpadumka B Kout/
kbps KBPS c. HoctynHbin guanasoH: ot 1 go 1000000 gns noptos
1000Base-T nnm 10000000 ans noptoB 10GBase-X.

Mo ymon4yaHuro
Mo ymonyaHuto doyHkuma Storm Control oTkrtoyeHa.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHMe KomaHAabl
[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOUMO MepenTn B PeXum KoHdUrypauuu
nopta unu guanasoHa noptos (interface).

Ecnn ykasaHo 3HayeHne 0, KomMaHga BO3BpallaeT 3HavyeHue, COXpaHeHHoe [Ans
onpegeneHHoro Tuna Tpaduka Ha OaHHOM MNopTe Mpu OTKMYeHMM dyHKuMM Storm
Control.
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Mpy nNpeBbILLEHMM MAaKCUMArnbHOIO 3HA4YeHUs1 BbLIMNOMHAETCA [OEeWCTBMe, 3adaHHoe
komaHaom storm-control action.

Ana Toro 4tobbl HacTponte SNMP-yBegomneHms o cobbiTnsx dyHkumm Storm Control,
ncnonb3ynTe KomaHdy snmp-server traps.

Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTb MakCcMMarbHOe 3Ha4YeHue CKOPOCTWU BXOASLLEro
broadcast-Tpacdmka B naketax B cekyHay ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control broadcast level pps 200000

storm-control broadcast level pps 200000

DGS-1250(config-if)#
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20.2 storm-control action

,D,aHHaFI KOMaHAa MCMNoJib3yeTcd And HaCTpOVIKM AEenCcTBUs Ha onpeaeneHHbIX noptax npu
O6Hapy)KeHVII/I LrTopmMa. I'IpM MCMoNb30BaHN CbOprI NOo KOMaHOa BepHEeT 3Ha4deHue no

YMOIN4aHuIo.

storm-control action {none | drop | shutdown}

no storm-control action

MapameTpbl

none

Ykaxute, 4Tobbl NakeTbl HE 6J'IOKI/IpOBaJ'IVICb npu npeBblLLUEHNN
NnoporoBoro 3Ha4eHmnA CKoOpocCTw.

drop

Ykaxute, 4ytobbl NakeThbl OT6paCbIBaJ'II/ICb npn rnpesbilLLEHNN
NnoporoBoro 3Ha4eHnA CKOpoCTw.

shutdown

YkaxuTe, 4ToObl NakeTbl OoTGpackiBanncb MpU MPEBbLILLEHNN
MOPOroBOro 3Ha4YeHNs1 CKOPOCTU U MOPT aBapUinHO OTKIoYarcs
yepes  OMpedereHHbli  MPOMEXYTOK  BPEMEHU  Mpu
HenpekpaLlalLLemMcs LUTOpME.

Mo ymonuyaHuto

Mo ymonyaHuio nakeTbl 0TOpackIBatOTCS NPU BO3HMKHOBEHUM LUTOPMA Ha nopTax.

Pexxum BBoga komaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO

YpoBeHb 15.

Ucnonb3oBaHne KomaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOoOAUMMO MEPENTU B PEXUM KOHGUrypauuu
nopta unu guanasoHa rnoptos (interface).

[aHHas koMaH4a Ucnonb3yeTcs ANA HAaCTPOWKW OENCTBUSA MO OTHOLLIEHUIO K YKa3aHHOMY
UHTepdency npu Hanuumm wrtopma. [lpu mncnomnb3oBaHun komaHabl action shutdown
NopT aBapuUMHO OTKMYAETCA 4Yepe3 ornpeaerieHHbI NPOMEXYTOK BpPEMEHU, pPaBHbLIN
interval SECONDS * retries NUMBER (no-ymonyanuio — 15 cekyHa). WN3meHuTb
3HaYeHUa [aHHbIX NapamMeTpoB MOXHO C MoMoLLbd kKomaHabl storm-control polling.
UToObl pa3bnokumpoBaTb aBapUMHO OTKITHOYEHHbIN UHTEpdenc, HeobxoanmMo BbINOMHUTL
komaHabl shutdown n no shutdown (Takke MOXHO mcnonb3oBaTb komaHgy errdisable

recovery).
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Mpumep

B paHHOM npuMmepe nokasaHo, KakK HacTpouUTb LEUCTBME C OTKIKYEHMEM nopTa npu
Henpekpallatowemca wropme anga nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control action shutdown

storm-control action shutdown

DGS-1250(config-if)#
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20.3 storm-control type

[laHHas komaHga vcnonb3yeTcs Ans Bbibopa Tvna multicast- nnu unicast-tpadwuka.

storm-control {multicast | unicast} type {all | unknown}

MapameTpbl

multicast YkaxuTe, 4Tobbl BbibpaTh TN multicast-Tpaduka.

unicast YkaxuTe, 4Tobbl BbIbpaTh TMN unicast-Tpaduka.

all YKaxuTe, 4Tobbl OrpaHN4YeHns encTBoBanM Ha Becb Tpaduk,

nocTynawLWuii Ha NOpT KOMMyTaTopa.

YKaxuTe, 4ToObl orpaHmyeHus gencreoBanun Ha Tpadumk, MAC-
unknown agpec HasHayeHusi KOToporo He Obin 3aHeceH B Tabnuuy
KOMMyTauum KoMmyTaTopa.

Mo ymonyaHuto
Mo ymonyaHuio orpaHudeHns AencTByoT Ha Tpaduk, MAC-agpec HasHa4yeHust KOTOpOro
He 6bln 3aHeceH B Tabnuuy KoOMMyTauum KoMMyTaTopa.

Pexxum BBoga komaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbl

[aHHas komaHaga nossosnseT Bblbpate TMN Tpaduka gna multicast- nnu unicast-tpaduka,
Ha KOTopbI ByaeT 4eCTBOBaTb OrpaHNYeHNEe CKOPOCTH.

Mpumep

B maHHOM npumepe nokasaHo, Kak M3MeHuTb Tun unicast-tpaduka ana nopta Ethernet
1/0/5.

DGS-1250%# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control unicast type all

storm-control unicast type all

DGS-1250(config-if)#
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20.4 storm-control counting-mode

,D,aHHaFI KOMaHAa uncnomnb3yeTtcAa AnAa nsMmeHeHua eguHunubl noac4eTa CKOpOCTU BXoaALwero
Tpa(bI/lKa. I'IpM MCMNonb30BaHNN q)OprI Nno KOMaHOda BEPHET HaCTDOIZKM no yMOIt4aHuio.

storm-control counting-mode {pps | kbps}

no storm-control counting-mode

MapameTpbl

s yKa)KI/ITe, yTOObI CYMTaNoCb KONMMYECTBO MNAKETOB OaHHbIX B
PP CekyHay.
kbps yKa>|(VITe, yTOObl CYMTANOCh KONMMYECTBO KUNoouT OaHHbIX B

cekyHay.

Mo ymonyaHuto
Mo ymMmOnYaHuIo CKOPOCTb BXOAALLEro Tpaduka n3aMepsaeTcs B nakeTax B CEKyHAY (PpS).

Pexum BBOAa KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOAMMO MNEPENTU B PEXUM KOHGMUrypauuu
nopta unu guanasoHa noptos (interface).

[Mocne nameHeHus egmHnubl noacdeta yHkumna Storm Control 6yaeTt oTknoyeHa Ha nopTte
ANns BCex TMNoB Tpadmka, COXpPaHEHHble MaKCMMaribHble 3Ha4yeHusi CcKopocTu OyayT
yaaneHbi.

Mpumep

B OaHHOM npuMepe nokKa3aHo, Kak U3MEeHUTb euHuLy nogcdeta CKOPOCTU BXoAdulero
Tpadmka ansa nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control counting-mode kbps

storm-control counting-mode kbps

After changing counting mode all traffic thresholds for this port will be erased. You will need to reconfigure
them. Proceed? (y/n)

DGS-1250(config-if)#
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20.5 storm-control polling

,D,aHHaFI KOMaHOa WCNoJib3yeTcd aOnd HaCTpOVIKM MHTEepBalria npoBepkKn Ha Halinvymne
wTopMa Ha noptax mn anda naMeHeHuAa KomimdecTtea NpoBEpPOK. an/I MCMNoJsib30BaHNN C*)OprI
Nno KOMaHOa BepHET HaCTpOIZKI/I Nno YMOJT4aHuIo.

storm-control polling {interval SECONDS | retries NUMBER}

no storm-control polling {interval | retries}

MapameTpbl

Ykaxnte nepunog BpeMeHU Mexay npoBepkaMn Ha Hanuvydme

interval SECONDS y
lwTopMma Ha noptax. [loctynHbin gnanasoH: ot 3 go 300.

YKaxuTe, Nocre Kakoro KonmyectBa MpPOBEpPOK MOPT AO0SMKEH
retries NUMBER OblTb aBapuUMHO OTKIKOYEH, €CMK LUTOPM HE 3aKkaH4YMBaeTCs.
[ocTynHbin ananasoH: ot 1 go 360.

Mo ymonyaHuto
Mo ymonyaHuio MHTepBan NPOBEPKM Ha HanMyue LUTOpMa Ha NopTax paBeH 3Ha4YeHuro 5,
KONMYeCTBO NPOBEPOK — 3.

Pexxnm BBoga KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl
,D,aHHaFl KOMaHaa no3BOJIAET U3MEeHUTb 3Ha4dYeHune WHTepBana npoBEPKM Ha Halnn4dume
LITOpMa Ha nopTtax 1 KOnm4ecTso NPOBEPOK.

[Mpun ncnonb3oBaHun komaHabl action shutdown gaHHble 3HayeHUs onpenensoT nepuos
BpemeHun (interval SECONDS * retries NUMBER), no WCTE€Y4E€HMM KOTOPOro mnopT
aBapUIHO OTKITOYaeTCs NpU HenpekpawarLweMcs LTopMe.
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Mpumep

B maHHOM npumepe nokasaHo, Kak HaCTPOUTb MHTEepBar NPOBEPKN, paBHbIN 15 cekyHaam.
DGS-1250# configure terminal

DGS-1250(config)# storm-control polling interval 15

storm-control polling interval 15

DGS-1250(config)#

B cnepgywouwem npumepe nokasaHo, kak HactpouTb 10 npoBepok [0 asBapuUMHOIo
OTKITIO4YEeHUA nopTa.

DGS-1250# configure terminal

DGS-1250(config)# storm-control polling retries 10

storm-control polling retries 10

DGS-1250(config)#
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20.6 storm-control protostorm

[aHHaa KomaHga wucnonb3yeTcs Ana orpaHuyeHust ckopoctu npuema ARP-3anpocos,
coobweHnn BPDU, a takke naketoB DHCP u IGMP. lMpn ucnonb3oBaHun opmbl ho
KOMaHOa OTKMHYUT OrpaHMyYeHne CKOPOCTM npuema MakeToB COOTBETCTBYHOLLEro
npoTokona.

storm-control protostorm {arp | bpdu | dhcp | igmp} level pps PPS

no storm-control protostorm {arp | bpdu | dhcp | igmp}

MapameTpbl

ar YKkaxuTte, 4TOObl OrpaHuunTb CKOpoCTb npuema ARP-
P 3anpocos.

bodu YKaxuTte, 4yToObl OrpaHn4UTb CKOPOCTb MpMema CooOLLEeHWI
P BPDU.

dhe YKaxuTte, 4TOObl OrpaHM4nTb CKOPOCTb MpMEMa NaKeToB
P DHCP.

igmp YKaxuTe, 4ToObl OrpaHMYnTb CKOPOCTb Npmuema naketos IGMP.

Ykaxute MakcMManbHoe KONnM4yecTBo nakeToB
level pps PPS COOTBETCTBYIOLLEro MpPOTOKONa, MNPUHMMaeMbIX 3a OAHY

cekyHay. ocTynHbin gnanasoH: ot 0 go 511.

Mo ymonyaHuto
Mo ymonuaHutio ckopoctb npuema ARP-3anpocos, coobwennn BPDU, naketoB DHCP u
IGMP He orpaHu4eHa.

Pexum BBOAa KomaHAbI
Pexxunm koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KoMaHAbI
[Ana ncnonb3oBaHWs OaHHOW KOMaHAbl HEOOXOAMMO MEPErTU B PEXMM KOHGUrypawumm
nopta unu guanasoHa noptos (interface).

[aHHaa kKomaHga wucnonb3yeTcsa Ana orpaHudeHnsa ckopoctn npuema ARP-3anpocos,
coobweHnn BPDU, a Takke naketoB DHCP n IGMP.
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Mpumep

B maHHOM npumepe nokasaHo, Kak orpaHuMynMTb ckopocTb npuema ARP-3anpocoB ans
nopta Ethernet 1/0/5 no 500 nakeToB B cekyHAy.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control protostorm arp level pps 500

storm-control protostorm arp level pps 500

DGS-1250(config-if)#

CtpaHuua 239 n3 303



DGS-1250 Ynpaensiemble L3 kommyTaTopbl
Komangbl Storm Control
PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

20.7 show storm-control

[aHHas komaHga vcnonb3yetca Ans oTOOpaXeHust TeKylwmx HacTpoek dyHKumm Storm
Control.

show storm-control [interface ethernet PORTLIST [, | -]] [broadcast]
[counting-mode] [multicast] [unicast]

MapameTpbl

interface ethernet (OnuunoHaneHo) Ykaxunte Homep nopta Ethernet.

PORTLIST
(OnuunoHanbHO) Heckonbko MHTEPGENCOB WU  OTAENEHME
, OvanasoHa nHTepdencos OT npegblgywiero. Mcnonb3osaHue
npobena [o v nocne 3ansaTon HeAOMYCTUMO.
(OnuuoHanbHo) [uanasoH wuHTepdgenco. Kcnonb3oBaHue
npobena go v nocne geguca HegOMNyCTUMO.
OnumoHanbHO) YKkaxute, 4TOObl OTOOpa3UTb TekyLime
broadcast ( ) P y

HacTpouku coyHkummn Storm Control ansa broadcast-tpacuka.

(OnumoHanbHo)  Ykaxute, 4Tobbl OTOGpPasnTb eguHuLy

counting-mode
noacyeTa CKOpoCTU BxoasLero Tpaduka.

(OnuuoHanebHO) Ykaxute, 4TObbl OTOGpPas3nTL  Tekylune

Iticast y :
rmutticas HacTporikn oyHkummn Storm Control gna multicast-tpaduika.

(OnuuoHanbHO) Ykaxute, 4TOobbl OTOOpPaA3UTL  TekyLume

unicast - .
HacTporkn oyHkummn Storm Control ansa unicast-Tpadguka.

Mo ymonuyaHuto
Her.

Pexxnm BBoga KomaHAbI
Monb3oBaTenbCckun unu npusmunernpoBaHHbii pexxum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KOMaHAbI
Ecnn He ykasbiBaeTca Tun Tpaduka, Tekywme HacTporku dyHkumm Storm  Control
oTobpaxatoTcs Ansa BCex TMNoB Tpaduka.

Ana Toro 4yTo6bLI OTOGPa3nTbL HacTpomkn yHKumMmM Storm Control gna Bcex NOpTOB,
ncnonb3ynTe AaHHy kKomaHay 6e3 knt4deBoro cnoea interface.
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Mpumep
B pmaHHOM npumepe nokasaHo, Kak oTobpasuTb MHOPMaLMIO O TEKYLLMX HaCTpoMKax
dyHkumn Storm Control ona gnanasoHa noptoB Ethernet 1/0/4-1/0/6.

show storm-control interface ethernet 1/0/4-1/0/6
Polling interval : 5 (sec)
Polling retries : 3 (times)

Interface : Storm :Action : Threshold : Current : State

+ + + + +
Eth1/0/4 : Broadcast :Drop :- Q- : Link Down
Eth1/0/4 : Multicast (unknown) : Drop  : - - : Link Down
Eth1/0/4 : Unicast (unknown) :Drop :- - : Link Down
Eth1/0/5 : Broadcast : Shutdown : 200000 kbps : 0 kbps : Link Down
Eth1/0/5 : Multicast (unknown) : Shutdown : - - : Link Down
Eth1/0/5 : Unicast (all) : Shutdown : - D - : Link Down
Eth1/0/6 : Broadcast :Drop - - : Link Down
Eth1/0/6 : Multicast (unknown) : Drop : - - : Link Down
Eth1/0/6 : Unicast (unknown) :Drop :- i - : Link Down

Total Entries : 9

OTobpaxaemble napamMmeTpbl

Interface Howmep noprta.

Storm Tvn Tpacduka.

Action HactpanBaemble pgenctBus: drop (otépocuTb), shutdown
(OTKNIOYMTbL NOPT), hone (NPOMNYCTUTB).

Threshhold MakcumarnbHoe 3Ha4eHne CKOpOCTU BXoAsLWEero Tpaduka.

Current Tekywasi CKopoCTb Tpaduka.
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TekyLlee COCTosiHME ONK yKas3aHHOoro Tuna Tpadguka.
Forwarding: wuTopm He o6HapyXeH.
Dropped: wropm obHapyxeH, Tpaduk oTbpacbiBaeTcs.

State Error Disabled: nopt aBapunHoO OTKINOYEH npu
HenpekKpallaLemMcs WTopMe.

Link Down: kabenb He NOAKITO4YEH.

Inactive: gyHkumsa Storm Control oTkntoveHa.
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21. KOMAHObI XXYPHATIA COBbITUM
21.1 clear logging all

[aHHas KomaHga wucnonb3yeTcs ANSA yAaneHus BcexX 3anucen XypHana cobbiTui 13
onepaTtnBHON NaMATW.

clear logging all

MapameTpbl
HerT.

Mo ymonyaHuio
Hert.

Pexxum BBOAa KOMaHAbI
MpuBunernposaHHbIn pexum (Privileged EXEC Mode).

ypOBeHb KOMaHAbI MO YMOJTYaHUIO
YposeHb 12.

Ucnonb3oBaHne KomaHAbI
Ncnonb3ynTe [aHHYyl0 KOMaHay ANns yoaneHus BCeX 3anucen XypHana cobbiti u3
onepaTuMBHOMW NaMSATK.

Mpumep

B paHHOM npumepe nokasaHo, Kak yganuTb BCE 3anncu XXypHana coObiTui wu3
onepartnBHOU NMNamMmATK.

DGS-1250# clear logging all

clear logging all

Clear logging all? (y/n)

DGS-1250#
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21.2 copy destination-url

NaHHas KoMaHga wcnonb3yeTcs Ans nepefadn  KoHgurypauum (Bcex napameTpoB
KOMMYyTaTopa) Unu XypHarna cobblTUIN Ha yaaneHHbIn y3ern.

copy destination-url {http | tftp | ftp} URL {config | log}

MapameTpbl

http Ykaxute ana nepegadn davna no npotokony HTTP.

tftp Ykaxute ana nepenadn danna no npotokony TFTP.

ftp Ykaxunte ana nepegadn davna no npotokony FTP.

URL Ykaxute URL-agpec cnegytowum o6pasom: |IP-agpec
yAaneHHoro ysna/vmsa canna.

config YkaxuTte ansa nepegadn danna koHpurypaumu.

log YKaxuTte ans sanucu xxypHana cobbituin B thann.

Mo ymonyaHuio
HerT.

Pexum BBOAa KoMaHAbI
MpmBunernposaHHbIn pexxum (Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[laHHas komaHOa ucnonb3yeTcs Ans nepedadn KoHdurypauum (Bcex napamMeTpoB
KOMMyTaTopa) Unu xxypHana coObITUIN Ha yaaneHHbIn y3ern.

Mpumep
B naHHOM npumepe nokasaHo, Kak nepeaartb XXypHan cobbiTuin ¢ uMeHem dhavna 123. txt
Ha yaaneHHbin y3en 10.90.90.98 no npotokony TFTP.
# copy destination-url tftp 10.90.90.98/123.txt log
copy destination-url tftp log
File uploaded successfuly
#
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21.3 logging buffered
[aHHasi koMaHga mcnonb3yeTcs Ans HaCcTPOMKM XypHana cobbitun. Komanga default
logging buffered Bo3BpaLLaeT HaCTPONKN NO YMOMYaHMIO.

logging buffered severity {LEVEL | alerts | critical | debugging | emergencies |
errors | informational | notifications | warnings} | discriminator WORD | journal-size
JOURNAL_SIZE | on

no logging buffered {discriminator | on}

default logging buffered

MapameTpbl

Ykaxute, 4toObl  onpegennuTb  TUM  COOOLWEHUA U
severity npenynpexaeHuin, KoTopble OyayT 3aHOCUTBCS B KypHan
COObITUN.

YKaxuTe ypOBEHb BaXXHOCTU cooOLieHun, KoTopble OyayT
3aHOCMUTbLCSA B XKypHan cobbITui.

[wanasoH gonyctumbix 3HadyeHun: ot 0 go 7 (0 — cuctema He
pabotocrnocobHa, 1 — aBapunHble coolueHns, 2 —

LEVEL KpuTudeckue cobbituss, 3 — cooblieHnss o6 owmbkax, 4 —
BCEBO3MOXHbI€ npeaynpexaeHuns, 5 — Ba)Hble
yBeooMreHnsi, 6 — unHGOPMaUMOHHbIE coobweHnsa, 7 —
OTnagoyHble coobuieHns), rae 0 — camblil BaXHbI YPOBEHb
COO0LLEHUN.

YKkaxute, 4TOObl B KypHanm 3aHOCUNIMCb  aBapuiiHbie
coobuieHmns (cooTBeTCTBYET 3Ha4yeHuo 1 napametpa LEVEL).

alerts

YKkaxuTte, 4TOObl B XKypHanm 3aHOCUIMCb COOBLEeHNa o
critical KPUTMYECKMX  COObITMAX  (COOTBETCTBYET  3HA4YeHuo 2
napametpa LEVEL).

Ykaxute, 4T0Obl B KypHanm 3aHOCWUNUCb  OTMAfO0YHbIE

debuggin
99ing coobueHuns (COOTBETCTBYET 3Ha4YeHuto 7 napametpa LEVEL).

YkaxuTe, 4ToObl B )KypHan 3aHOCUIUChL COOBLLIEHMS O TOM, YTO
emergencies cuctema He pabortocnocobHa (cooTrBeTrcTBYeT 3HadeHuto 0
napametpa LEVEL).

YkaxuTte, 4tobbl B XKypHanm 3aHocunucb coobuieHna o6
owmbkax (CooTBETCTBYET 3Ha4YeHuto 3 napametpa LEVEL).

errors

YkaxuTe, 4ToObl B >XypHan 3aHOCMIMCb WMHGOPMAaLMOHHbIE
coobLeHuns (CoOTBETCTBYET 3Ha4YeHuto 6 napametpa LEVEL).

informational

YkaxuTe, 4ToObl B )XypHan 3aHOCUIUCb BaXKHble YBEAOMSIEHMS
(cooTBETCTBYET 3Ha4YeHuto 5 napametpa LEVEL).

notifications
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Ykaxute, 4ToObl B >KypHanm 3aHOCUNIUCb BCEBO3MOXHbIE
warnings npegynpexgeHns (CooTBETCTBYeT 3HadyeHuio 4 napameTtpa
LEVEL).

Ykaxute, 4TOoObl 3adaTb CyLeCTBylLWlee npaBuno Ans
duneTpaunn coobuenun. MNpu ncnonb3oBaHun ¢ dopmMon no
Mcnonb3oBaHne uUNbTpaLMM Npu 3anncu XxXypHana cobbiTuii B
onepaTuBHYO NamMATb ByaeT 3anpeLyeHo.

discriminator

YKaxute HasBaHMe CyLeCcTBYLEro npasuna dunsrpaumm
WORD coobuweHun (He Gonee 32 cumeonioB). CuMMBOMbI JaHHOrO
napameTpa 4YyBCTBUTENbHbI K PETUCTPY.

journal-size YKkaxuTe, 4ToObl 3a4aTb 06bEM OnepaTUBHON NaMATH.

Ykaxute o06bem onepatuBHOM nNamATM (B Kunobauntax),
JOURNAL_SIZE BblAENEHHbIN ANs XypHana cobbitni. [uanasoH JonyCTUMbIX
3Ha4yeHun: oT 16 go 8192, kpaTHble 4.

Ykaxnte, 4T0Obl paspelmnTb 3anncb XypHana cobbiTuin B
onepaTtuBHY NamaTb KommyTtaTtopa. [lpu mcnonb3oBaHun C
dopMOM NO 3anMCb XypHana cobbITUA B ONepaTUBHYIO
namsaTb Byaert 3anpeLleHa.

on

Mo ymonyaHuto

Mo ymonyaHuio napameTp ypoOBEHb BaXHOCTU coobLlieHun (severity) cooTBeTCTByeT
3HayeHui 6  (MHOPMauUMOHHbIE  cooblweHnsd), obbem onepaTtMBHOW  NaMATU
(journal-size), BbligeneHHbI Ansa XypHana cobbitmin, — 128 K6awnT; 3anucb XypHana
cobbiTMn paspelweHa (on), UCMONb30OBaHWE npaBun Ana  unbTpauun coobLieHnn
3anpeLleHo.

Pexum BBOAa KOMaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbI

Ans koppekTHoW paboTbl KOMaHAbl BeAeHUe XypHana cobbiTuii AOMMKHO BbiTb BKMOYEHO
rnobanbHo (komaHaa logging on).

B XypHan CcoObITU  3anucbiBalOTCs  coobLleHus, YpPOBEHb Ba)XHOCTU  KOTOPbIX
COoOTBETCTBYET Bbl6paHHOMy YPOBHIO U BbllLE HETO.

|_|pl/| neperosyiHeHU XXypHana cobbITUIN camble paHHne 3anncu XXypHaria yaanarTCA.
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Mpumep

B AQaHHOM npumepe nokasaHO, KakK paspewunTb 3anucb XypHana cobbiTui C
ncnono3oBaHnem npasuna dunerpaumm WORD, obbemom onepatuBHOM nNamaTH
200 Kb6anT, ypoBHEM BaXXHOCTM COOOLLEHMI 5.

DGS-1250# configure terminal

DGS-1250(config)# logging buffered severity 5 discriminator WORD journal-size 200 on

logging buffered severity 5 discriminator WORD journal-size 200 on

DGS-1250(config)#

B cnegywowem npumepe nokasaHO, Kak BEPHYTb HACTPOMKM >XypHana cobbiTuin K
HacTpouKam rno yMOn4aHuio.

DGS-1250# configure terminal

DGS-1250# default logging buffered

default logging buffered

DGS-1250(config)#
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21.4 logging console

[aHHaa komaHAa wucnonb3yeTrcs Ans HACTPOMKM BblBO4A CUCTEMHbIX COObITUA Ha
YCTPOMCTBE, MOAKITIOYEHHOM K KOHconbHoMy nopTty. KomaHga default logging console
BO3BpaLL@eT HAaCTPONKN MO YMOMYaHUIO.

logging console severity {LEVEL | alerts | critical | debugging | emergencies |
errors | informational | notifications | warnings} | discriminator WORD | on

no logging console {discriminator | on}

default logging console

MapameTpbl

severity

YkaxuTe, 4YTOObI onpegenntb T™n coobLeHnn n
npep,ynpem,u,eHmﬁ, KOTOpble 6y,D,yT BbIBOOAUTLCHA B KOHCOJSbHbLIN
NopPT.

LEVEL

YKaxuTe ypOBEHb BaXXHOCTU cooOLieHun, KoTopble OyayT
BbIBOANTLCSI B KOHCOSbHbINA NOPT.

[wanasoH gonyctumbix 3HadyeHun: ot 0 go 7 (0 — cuctema He
pabotocrnocobHa, 1 — aBapunHble coolueHns, 2 —
Kputnyeckne cobbitns, 3 — coobueHna ob owmndbkax, 4 —
BCEBO3MOXHbI€ npeaynpexaeHuns, 5 — Ba)Hble
yBeooMreHnsi, 6 — unHGOPMaUMOHHbIE coobweHnsa, 7 —
OTnagoyHble coobuieHns), rae 0 — camblil BaXHbI YPOBEHb
COO0LLEHUN.

alerts

YkaxuTe, u4TOObl BbIBOAWIMCH aBapuiHbie  COOOLLEHMSA
(cooTBETCTBYET 3Ha4YeHuto 1 napametpa LEVEL).

critical

Ykaxunte, 4ToObl BbIBOOUSIUCH COOBLLUEHMS O KPUTUYECKUX
cobbITMAX (COOTBETCTBYET 3Ha4YeHuto 2 napameTpa LEVEL).

debugging

YKaxuTte, 4TOObl BbIBOAUNMCH OTNagovHble  COOBLLEeHNS
(cooTBeTCTBYET 3Ha4YeHuto 7 napameTtpa LEVEL).

emergencies

YkaxuTe, 4ToObl BbIBOAMIIMCL COOBLLEHMSA O TOM, YTO cucTema
He paboTtocnocobHa (cooTBeTcTBYEeT 3HayveHuto 0 napamertpa
LEVEL).

errors

YKkaxute, 4ToObl BbIBOOUNUCH CcooOLEeHn 00 olwmbkax
(cooTBeTCTBYET 3Ha4YeHuto 3 napameTtpa LEVEL).

informational

Ykaxute, 4Tobbl BbIBOAUANCE UHAOPMAaLMOHHbIE COOOLLIEHUS
(cooTBeTCTBYET 3Ha4YeHuto 6 napameTtpa LEVEL).

notifications

Ykaxute, 4T0Obl  BbIBOOMMUCH  BaXKHble  YBEOOMIIEHUS
(cooTBeTCTBYET 3Ha4YeHuto 5 napametpa LEVEL).
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YkaxuTe, YTOObI BbIBOAUSTUCH BCEBO3MOXHbIE
warnings npegynpexgeHns (CooTBETCTBYeT 3HadyeHuio 4 napameTtpa
LEVEL).

Ykaxute, 4tOobbl  3agaTb  CyllecTBylllee  MNpaBuUo
gunetpauun.  pn  ucnonb3oBaHMM C  ¢opmon  no
ncnonb3oBaHve unbTpauuMm coobleHnn npu  BblBOAE
COBbLITUIN B KOHCOMbHbIM NOPT OyAeT 3anpeLyeHo.

discriminator

YKaxute HasBaHMe CyLeCcTBYLEro npasuna dunsrpaumm
WORD coobuweHun (He Gonee 32 cumeonioB). CuMMBOMbI JaHHOrO
napameTpa 4YyBCTBUTENbHbI K PETUCTPY.

YKkaxuTte, 4ToObl paspelunTb BbiBO4 COObITUA B KOHCOJSbHbIN
on nopt. lNMpn ncnonb3oBaHun ¢ PopMor no BbLIBOA COOLITUIA B
KOHCOMbHbIN NOPT ByaeT 3anpeLyeH.

Mo ymonuyaHuto

Mo ymonyaHuio nNapameTp YpPOBEHb BaXXHOCTU cooblieHun (severity) cooTBeTCTBYET
3Ha4YeHnto 6 (MHGOPMALMOHHbLIE COOOLLEHNS), BbIBOL4 COObLITUN B KOHCOSMbHbLIA MNOPT
paspeLleH (on), CNosib3oBaHWe NpaBun ANg punsTpaumm coodLLeHnin 3anpeLLeHo.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI MO YMON4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbl
[ns koppekTHon paboTbl KOMaHAbl BeAeHue XypHana cobblTUin JOMKHO BbiTb BKITHOYEHO
rnobanbHo (komaHaa logging on).

B KOHCOMbHbIN NOPT BbIBOAATCS COOOLLEHMS, YPOBEHb BaXXHOCTU KOTOPbIX COOTBETCTBYET
BbIGpaHHOMY YPOBHIO U BblLE HEro.

Mpumep
B gaHHOM npumepe nokasaHo, Kak paspelnTb BbIBOA4 COObLITUM B KOHCOSbHbIA MOPT C
ncnonb3oBaHnem npasuna gunstpauun SAVE n ypoBHeM BaxxHOCTM coobLueHui 5.

logging console severity 5 discriminator SAVE on

logging console severity 5 discriminator SAVE on
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21.5 logging discriminator
[aHHas kKoMaH4a ncnonb3yeTca ANa co3qaHusa Npasun ansa punsrpaumm coobuleHni. MNpu
MCNoJsib30BaHUN C*)OprI Nno KoOMaHAda yaannt npasuiio CbI/IJ'IpraLl,I/II/I.

logging discriminator NAME {severity {drops | includes } LIST [, | -] | service
{drops | includes} all | cli | storm-control | cpu-protect | errdisable | loopback-
detection | port-security | impb}

no logging discriminator NAME

MapameTpbl

NAME YKkaxuTte HasBaHue npaswuna unstpaumm cooblieHnn (He
bonee 32 cMMBOSIOB).

severit Ykaxute, 4tobbl mneTpoBaTbh COOOLLEHMNS] HA OCHOBE YPOBHS

y BaXXKHOCTW COOOLLEHUN.
drops Ykaxute, 4Tobbl OTOpacbiBaTb 3afaHHble COOOLWEHUA U
P 3anucbiBaTb BCE OCTalbHbIE.

includes YKkaxute, 4ToObl 3anucbiBaTb 3afdaHHble COOOLIeHna «n
oTGpacbiBaTb BCE OCTaslbHbIE.
YKaxknte ypoBeHb Ba)>KHOCTU COOBLLEHWIA.
[nanasoH gonyctumbix 3HadeHui: ot 0 go 7 (0 — cucrtema He
pabotocrnocobHa, 1 — aBapunHble coolweHus, 2 —

LIST Kputudeckne cobbitns, 3 — coobueHns o6 owmnbkax, 4 —
BCEBO3MOXHble npeaynpexaeHus, 5 — Ba)XHble
yBeooMfeHnst, 6 — WHGPOPMaLUMOHHbIE coobLleHns, 7 —
oTNnagoyHble coobuieHunst), rae 0 — camblil BaXKHbI YPOBEHb
COOOLLIEHUNN.
(OnuuoHanbHO) Heckonbko  3HA4YeHW WNKU  OTAENEHue

, AnanasoHa 3HadeHurh OT npeablaywero. KMcnonb3oBaHue
npobena 4o 1 nocne 3ansiToM HeAOMNyCTUMO.
(OnuuoHanbHO)  [OmanasoH  3HadYeHun.  Mcnonb3oBaHue
npobena oo n nocne geduca HeAoNycTUMO.

service Ykaxute, 4toObl unbTpoBaTh COOOLIEHWA Ha OCHOBE
yKa3aHHOWN Cryxo6bl.

all YkaxuTte, 4Tobbl y4nmTbiBaTb COOOLLUEHUA O COOLITUSX BCEX
cnyx®6.

cli Ykaxute, 4TOoObl y4nTbiBaTb COOOLIEHUSS O COObLITUAX

nHTepdenca komaHgHom ctpoku (CLI).
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YKkaxuTe, 4ToObl y4nTbIBaTh COOOLLEHNST O COBLITUAX dYHKLMM

storm-control Storm Control.

YkaxuTe, 4ToObl y4nTbiBaTh COOOLLEHMST O COOLITUAX AYHKLMN

cpu-protect 3awmtbl LY.

Ykaxute, 4TOObl Yy4uUTbIBaTb COOOLUEHUSs O COObITUSAX,

errdisable
CBSI3aHHbIX C BOCCTAHOBMNEHneM paboTbl MOPTOB.

YKkaxuTe, 4ToObl y4nTbIBaTb COOOLLEHMST O COOBITUSAX OYHKLMN

loopback-detection Loopback Detection.

Ykaxunte, 4ToObI Y4YUTbIBATb cooOLLeHns1 0 cobbITUAX (*)yHKLI,I/II/I

port-security Port Security

Ykaxute, 4ToObl y4nTbIBaTb COOOLLEHNSI O COOBITUAX GOYHKLMI

impb IP Source Guard n DHCP Snooping.

Mo ymonuyaHuto
Mo ymonyaHuo He co3gaHO HU OAHOro npasuna ouneTpaunn.

Pexxum BBOoga KomaHAbI
Pexxum rmobanbHomn koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[aHHas KomaHaa ucnonb3yeTcs Ans co3gaHna npasvn 4nga dpunstpaymm CoodLEeHNA.

UtoObl NpMMeHUTb CcO34aHHble npaBwuna, ucnonb3ynte komangbl logging buffered,
logging console 1 logging server.

Mpumep
B paHHOM npumepe nokasaHo, Kak co3gaTb npasuno dunesrpaumm ¢ mmeHem WORD,
KoTopoe byaet 3anucbiBatb cobbITUA dyHKLMM Storm Control.

logging discriminator WORD service includes storm-control

logging discriminator WORD service includes storm-control
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21.6 logging on

[aHHas koMaHga Ucnonb3yeTcs AN BKIOYEHUS/BbIKNIOYEHUA BEAEHMWS XXypHana cobbiTui
rnobanbHo (4nga Bcero yctponctsa). Mpn ncnonb3oBaHUK dOPMbl NO KOMaH4a OTKNHYUT
BeZleHWe XypHarna cobbITun rnobansHo.

logging on
no logging on

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHuio BegeHmne XXypHana cobbiTuiA BKAOYEHO rnobansbHo.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YposeHb 15.

Ucnonb3oBaHne KkoMaHAabI
[aHHasa koMaHga ucnonb3yeTcs ANs BKINIOYEHUS/BbIKITIOYEHUSA Be4eHWS XXypHana cobbiTui
rmobanbHO (451s BCEro yCTponucTBaa).

Mpumep

B JaHHOM npumMepe nokas3aHo, Kak OTKIMIo4YUTb BEAEHUE XypHalia coObITUI rnobanbHo.
DGS-1250# configure terminal

DGS-1250(config)# no logging on

no logging on

DGS-1250(config)#
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21.7 logging server

NaHHas komaHga ucnonb3yeTcs AN Co3AaHua NpaBun AN nepegaqn xypHana cobbiTui
Ha ydoaneHHbln cepsep. [lpyv uWcnonb3oBaHMM OPMbI  NO  KOMaHaa yaanut
COOTBETCTBYIOLLEE NPABUIIO.

logging server {IPV4-ADDRESS | IPV6-ADDRESS} [severity {LEVEL | alerts |
critical | debugging | emergencies | errors | informational | notifications | warnings} |
facility FACILITY | discriminator WORD | port PORT | prefix {ip | model-name} | on]

no logging server {IPV4-ADDRESS | IPV6-ADDRESS} [prefix | discriminator |

on]

MapameTpbl

IPV4-ADDRESS Ykaxute IPv4-agpec cepBepa 13 nokanbHON nnu rnobansHom
ceTu.

IPV6-ADDRESS Ykaxute IPv6-agpec cepBepa 13 nokanbHON nnu rnodanbHom

ceTn.

(OnumoHaneHo) YkaxuTte, 4ToObl onpeaenuTb TUN CoobLLeHMI
severity N npegynpexneHvn, KoTtopble OyayT nepemaBaTbCs  Ha
yOaneHHbIn cepeep.

YKaxuTe ypOBEHb BaXXHOCTU CoOOLieHu, KoTopble OyayT
nepegaBaTbCA Ha yaaneHHbIN cepsep.

OwnanasoH ponyctumblix 3HadveHun: ot 0 go 7 (0 — cucrtema He
pabotocnocobHa, 1 — aBapunHble CcoOoOLWeHns, 2 —

LEVEL Kputnyeckne cobbitns, 3 — coobuweHus ob owmnbkax, 4 —
BCEBO3MOXHbI€ npegynpexaeHuns, 5 — BaXKHble
yBeooMreHnsl, 6 — unHGOPMauMOHHbIE coobweHnsa, 7 —
OTnagoyHble coobueHns), rae 0 — cambll BaXHbI YPOBEHb
COO0LLEHUNN.

Ykaxute, 4Tobbl NepemaBanuCb aBapuiHble COOOLLEHNS
(cooTBeTCTBYET 3Ha4YeHuto 1 napametpa LEVEL).

alerts

Ykaxute, 4ytobbl NepegaBanucb COOOLLEHUST O KPUTUYECKUX
CcobbITUAX (COOTBETCTBYET 3Ha4YeHMI0 2 napameTpa LEVEL).

critical

YKkaxute, 4TOObI nepegaBasimCb OTJ1aO4YHbIE coobLeHus

debuggin
9ging (cooTBeTCTBYET 3Ha4YeHuto 7 napameTtpa LEVEL).

YkaxuTte, 4TOOblI nepenaBanncb COOOLLEHWA O TOM, 4TO
emergencies cuctema He pabortocrnocobHa (cooTBeTcTBYeT 3HadeHuto 0
napametpa LEVEL).

Ykaxute, 4toObl nepegaBanucb coobuweHns 06 owmnbkax
(cooTBETCTBYET 3Ha4YeHuto 3 napameTtpa LEVEL).

errors
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informational

YkaxuTe, YyTOObI nepegasanumcb NHAOPMALIMOHHbIE
coobLieHmnsa (CooTBETCTBYET 3HaYeHuto 6 napameTtpa LEVEL).

notifications

YkaxuTte, 4toObl nNepefaBanuCb BaXHble YBeOOMIIEHUS
(cooTBeTCTBYET 3Ha4YeHuto 5 napameTtpa LEVEL).

YkaxuTe, 4YTOObI nepeaasanucb BCEBO3MOXHblE
warnings npeaynpexgeHns (CooTBETCTBYeT 3HadyeHutio 4 napameTtpa
LEVEL).
facilit (OnuunoHanbHO) Ykaxute, 4TOObl MNPUCBOUTL COOOBLLEHUIO
y onpeaeneHHy KaTteropuio.
Ykaxute kaTeroputo coobweHun. [QuanasoH [OnyCTUMbIX
FACILITY P " A Aony

3Ha4eHun: ot 0 no 23.

discriminator

(OnuunoHanbHO) YkaxuTe, 4TOObl 3agaTb CylecTBylOLLee
npasuno ans dunestpaunmn coodbieHunn. MNMpun ncnonb3oBaHum ¢
dopMoOn no ucnonb3oBaHuve uneTpauumM npu nepegade
XXypHana cobbITuin Ha yoaneHHbIn cepBep OyaeT 3anpeLLeHo.

YKaxute HasBaHMe CyLIeCTBYOLWEro npasuna duisTpaumm

WORD coobuweHun (He 6Gonee 32 cumeonoB). CuMMBOMbI JaHHOrO
napameTpa YyBCTBUTENbHbI K PETUCTPY.
port (OnuunoHanbHOo) Ykaxute, 4Tobbl 3a4aTb NOPT.
YKaxuTe nopT cepBepa, Ha KoTopblh Byaer nepenasaTbcA
PORT XypHan cobbiTnin. [lInana3oH AonyCcTUMbIX 3Ha4yeHun: oT 1 oo
65535.
(OnuuoHanbHO) Ykaxute, 4Tobbl 3agaTb WHGOPMaUUIO O
prefix KOMMyTatope npu nepegade >XypHana cobblTun  Ha
yAaneHHbl cepeep.
ip Ykaxute, 4tobbl oTOb6pasuTb IP-agpec wuHTepdenca, ¢

KOTOPOro OTNPAaBMSETCS KypHarn COObITUN.

model-name

YkaxuTe, 4To6bl 0TOBpa3nTbL Mogernb KoMMyTaTopa.

on

(OnuunoHanbHO) YKaxuTe, YToObl aKTUBMPOBATL NPaBUIo A4
nepegayn XypHana cobbiTUin Ha yaaneHHbln cepsep. [pu
MCMNONb30BaHUM C (oOpMOM NO nNpaBuno ana nepegayvv
XypHana cobbITuin Ha yaaneHHbI cepBep ByaeT OTKIHYEHO.
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Mo ymonyaHuro
Mo ymonuaHuMo He cOo34aHO HM OOHOro npasuna Ans nepegayun XypHana coObiTuh Ha
yOaneHHbIn cepeep.

Mpwn cosgaHvn npaBuna c ykasaHueM Tonbko |IP-agpeca cepsepa gna napamerpa port
3agjaetca 3HadeHne 514, ana severity — 4 (BCeBO3MOXHble NpenynpexaeHus), Ons
facility — 23, B kadectBe [OMONHUTENBHOW WHpopMaumm o kommyTatope (prefix)
ykasbiBaeTcs IP-agpec nHtepderica, ¢ KOToporo OTNpaBnseTcs XXypHan CobbITUN.

Pexxum BBoga komaHAbI
Pexxum rmobansHon koHurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNT4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbl
,D,aHHaFI KOMaHOa no3BONIAET CO30aBaTb MpaBuiia nepeadun >|<ypHar|a CO6bITVII7I Ha
yOaneHHbIn cepeep.

Ha ynaneHHbli cepBep OyayT nepedaBaTbCs COOOLLEHUS!, YPOBEHb BaXKHOCTW KOTOPbIX
COOTBETCTBYET BbIOpaHHOMY YPOBHIO U BbILLE HETO.

3HaveHns kateropun (facility)

Homep Umna OnucanHne
0 kern CoobueHuns agpa
CoobLweHuns Nnonb30oBaTENbCKNX
1 user
nporpamMmm
2 mail Coob6LLEeHNst MOYTOBOW CUCTEMbI
CoobueHus CUCTEMHBbIX
3 daemon »
Cny>XeBHbIX NPorpamm
4 auth CoobuweHuns CUCTEMBI
BGesonacHocTu/aBTopmsauum
5 syslog CoobueHuns xypHana cobbiTui
CoobueHunsa cuctemnbl nedyatun (Line
6 lpr .
Printer)
7 news Coo0LeHnsa cnctemMbl HOBOCTEN
8 e Coo0bLeHus CUCTEMBI UUCP
P (UNIX-TO-UNIX Copy Protocol)
CoobLeHuns cny6 cMHXpoHu3aumm
9 clock1 4 y P 4

BPEMEHM
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10

auth2

CoobLweHuns CUCTEMBI
6e3onacHocTu/aBTopm3aumm

11

ftp

CoobuieHunsa cnyxebHbix nporpamm
FTP

12

ntp

Coo0bLeHusi cepeepa BpeMeHU

13

logaudit

CoobueHnsa xXypHana cobbiTui
(npoBepka)

14

logalert

CoobuieHnsa xXypHana cobbiTui
(npeaynpexaeHust)

15

clock?2

CoobLweHuns JOMNONHUTENbHbIX
Cny>0 CUHXPOHU3aLNN BPEMEHU

16

localO

3apes3epBrpoBaHHas KaTteropusi
ans NCMNoNb30BaHUS
aAMWHNCTPATOPOM CUCTEMbI

17

local1

3apes3epBrpoBaHHas KaTteropusi
ans NCNONb30BaHNS
aAMWHNCTPATOPOM CUCTEMbI

18

local2

3apesepBupoBaHHas KaTeropus
ana NCMNoNb30BaHUA
aJMUHMUCTPATOPOM CUCTEMBI

19

local3

3apesepBupoBaHHas KaTeropus
ana NCMonb30BaHUA
aJMUHMUCTPATOPOM CUCTEMBI

20

local4

3apesepBupoBaHHas KaTeropus
ans 1CNonb30BaHMs
aJMMWHUCTPATOPOM CUCTEMBI

21

local5

3apesepBupoBaHHas KaTeropus
ans NCMornb30BaHUs
aZMMWHUCTPATOPOM CUCTEMBI

22

local6

3apesepBupoBaHHas KaTeropus
ana NCMNonNb3oBaHuA
aAMUHMUCTPATOPOM CUCTEMBI

23

local7

3apesepBupoBaHHas KaTeropus
ans NCMonb3oBaHusA
aAMUHMUCTPATOPOM CUCTEMBI
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Mpumep

B maHHOM npumMmepe nokasaHO, Kak co3fatb MnpaBuno nepefadu xypHana Ha nopt 500
yaaneHHoro cepsepa 192.168.161.33 ¢ ypoBHeM BaXHOCTU coobLueHnn 5.

DGS-1250# configure terminal

DGS-1250(config)# logging server 192.168.161.33 port 500 severity 5

logging server 192.168.161.33 port 500 severity 5

DGS-1250(config)#
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21.8 show logging

,D,aHHaFI KOMaHAa UCNoJfib3yeTcd and OTO6pa)KeHI/IFI 3anucen u3 XypHana COObLITUN.

show logging [{all | configuration | discriminator | sequence {REFSEQ |
REFSEQ({+, -} NN | {+, -} NN} | service {cli | storm-control | cpu-protect | errdisable |
loopback-detection | port-security | impb | dhcp-relay}}]

MapameTpbl

(OnuunoHanbHO) YkaxuTe Ans otobpaxeHus Bcex cobbITui,
BKITIOYas camble NocrnegHue.

all

(OnuuoHanbHO) Ykaxute, 4TOObI OTOGPa3snTb HaACTPONKM

configuration y
XypHana cobbITui.

(OnumoHanbHo)  Ykaxute, 4Tobbl OTOGpPasnTe nNpaBuna

discriminator
domneTpaunn.

(OnuunoHanbHO) Ykaxute, 4Tobbl 0TO6pPa3nTb CoOoBLLEeHNs 13

sequence o o
XypHana cobbITnin B onpegeneHHon nocregoBaTeribHOCTU.

YKaxunte nopsgkoBbli HOMEP CTPOKM KypHana, C KOTOpoWw
HeobxoaMmo HavaTb oToOpaxeHune cobbiTuin. [lepBbiMM B
cnncke ©Oyayt oTobpaxaTbCA camble no3gHuMe CcoObITuS.
[wnanasoH gonyctumblx 3HadeHnn: ot 1 o 99999.

REFSEQ

YKaxute Konm4ecTsBo CTPOK.

Ecnn nopsigkoBbli HOMEpP CTPOKM >KypHana He YykasaH,
0TOOpPasATCa camble paHHUE COObITMSA XypHana.

+ NN Ecnn  nopagkoBbin  HOMEp  CTPOKM  XXypHana  ykasaH,
oTobpassarcs cobbITnA nocre yKasaHHOW CTPOKM
BKITHOUUTENBHO.

MepBbiMM B cnvcke 6yayT oTobpaxaTbCs camble MNO34HME
cobbITusA. [lnanasoH AonycTuMbIX 3Ha4eHun: ot 1 go 99999.

YKaxknte Konm4ecTBo CTPOK.

Ecnn nopagkoBbli HOMEpP CTPOKM XKypHana He YyKasaH,
oTobpasaTcs camble NO3gHUE CoBbITUSA XKypHana.

- NN Ecnu  nopsigkoBbIi HOMEp CTPOKM  XypHama  yKasaH,
0oTO6pasATcs cobbITUA 4O YKa3aHHOW CTPOKM BKIHOYMTENBHO.

MepBbiMn B cnucke 6yayT oTobpakaTbCa camble Mo3gHue
cobbITusA. [lJnanasoH AonycTUMbIX 3Ha4eHun: ot 1 go 99999.

(OnuunoHanbHO) Ykaxute, 4TOObl OTOOpPa3nTb COobLITUA

service N
onpegeneHHon cnyxosbl.
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Ykaxute, 4tobbl OTOOpasuTb  CcoObITMS  MHTepdenca

cli y
komaHgHow ctpoku (CLI).

Ykaxute, 4T0bbl OTOGpasnTe cobbiTMa yHKUMM  Storm

storm-control
Control.

cpu-protect Ykaxute, 4Tobbl 0TOOGPa3nTb cobbITUS YHKUMK 3awwmTbl LY.

Ykaxute, 4TOObI OTO6p83VITb cobbITMs, CBsi3aHHble C
BOCCTaHOBJ1IEHMEM TMOPTOB.

errdisable

loopback-detection Ykaxute, 4tobbl oTOb6pasnTb cobbiTna dyHKuMn Loopback

Detection.
port-security YKkaxuTe, 4To6bl 0TObpasnTb cobbiTns yHKkuumn Port Security.
impb YKkaxute, 4TOoObI 0To§pa3MTb cobbiTna dyHkumn IP Source
Guard n DHCP Snooping.
dhcp-relay YkaxuTe, 4To6bl 0TO6pa3nTb cobbiTna dpyHkuum DHCP Relay.

Mo ymonuyaHuto
Hert.

Pexxum BBOoga KomaHAbI
Monb3oBaTenbckun unu NnpusmunernpoBaHHbin pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbI
,D,aHHaFI KOMaHAa UCNosfib3yeTcd and OTO6pa>KeHI/IF| 3anucen n3 XypHana COObITUN.

Mpn ncnonb3oBaHnn KomaHabl 6€3 KNHOYEBLIX COB OTOOpaXKarTCsl CTPOKK, coaepalime
Tern (<CLI>, <LinkStatus> u 1.4.).
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Mpumep

B naHHOM npumepe nokasaHo, Kak 0To6pa3nTb HAaCTPOKMKK XXypHarna CoObITUA.
DGS-1250# show logging configuration

show logging configuration

Logging global state : Enabled

Name : Level : Discriminator : JournalSize : ServerFacility : Message prefix : Status
+ + + + + +

System buffer :info : - :128KB - - : Enabled

System console : notice : SAVE - - - : Enabled

Total Entries : 2

DGS-1250#
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21.9 show logging |

[aHHasa komaHga ncnonb3yeTcs Ans NoMcka u BblBoga MHOpMaLUn 13 XXypHarna cobbiTui
Mo KMYeBbIM CrOBaM.

show logging | {begin "TEXT"| exclude "TEXT" | include "TEXT"}

show logging all | {begin "TEXT"| exclude "TEXT" | include "TEXT"}

show logging service {cli | storm-control | cpu-protect | errdisable |
loopback-detection | port-security | impb | dhcp-relay} | {begin "TEXT" | exclude
"TEXT"| include "TEXT"}

MapameTpbl

YkaxuTe, YTOObI BbIBOL4  HaWgeHHOW MHopmMaLnn
begin OCYLLECTBMANCA C NepBOW CTPOKW, codepallen yKasaHHbIN
TEKCT, N 40 nocnegHen.

Ykaxute, 4toObl BbIBOL HAWO4EHHOW WMHAOPMaUUK UCKIYan

exclude y
BCEe CTPOKM, coaepallne ykasaHHbIN TEKCT.

include YKkaxuTte, 4ToObl BbIBOA4 HaWAEHHOM WHMOpMauUn BKMAOYan
TOSIbKO T€ CTPOKU, KOTOPble coaepaT yKa3aHHbIN TEKCT.

TEXT" YKaxunte KntoyeBoe CrioBo unu ¢ppasy B kaBblvkax. CMMBOSbI
AAaHHOro napameTpa YyBCTBUTENbHbI K PErUCTPY.

all Ykaxnte, 4tobbl NONCK MHCpOPMAaLUK OCYLLIECTBASANCA NO BCEM
CTpOKaMm XypHana coObITU.

service Ykaxute, 4ToObl Mo KMoYeBbIM crioBaM oTobpasnTb cobbITuS
onpeaeneHHomn crnyxosbl.

cli Ykaxute, 4TObbl OTOGpasuTb  CcoObITMS  MHTepdenca

komaHgHow ctpoku (CLI).

Ykaxute, 4ToObl 0TOGpasuTb cobblTna yHKUMM Storm

storm-control
Control.

cpu-protect YKkaxuTe, 4To6bl 0TO6pa3nTb cobbiTnst yHKUMKM 3awmThl LY.

YKaxute, 4TOObl O0TOOGpa3nMTb COOLITUSA, CBSI3aHHblE C
BOCCTaHOBIIEHMEM MOPTOB.

errdisable

Ykaxute, 4tobbl oTObpasnTb cobbiTna dyHKkunn Loopback

loopback-detection Detection.

port-security Ykaxnte, 4Tobbl 0TOGpasnTb cobbiTus yHKuumn Port Security.
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YkaxuTte, 4tobbl 0TOGpa3uTb cobbitmsa dyHkumni |IP Source

impb Guard n DHCP Snooping.

dhcp-relay Ykaxnte, 4Tobbl 0TOGpasnTb cobbiTns dyHkuun DHCP Relay.

Mo ymonuyaHuio
Hert.

Pexxum BBoga KomaHAbI
Monb3oBaTenbckun unu npusmunernpoBaHHbin pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAblI MO YMOJNT4YaHUKO
YpoBeHb 1.

Mcnonb3oBaHue KomaHAbl
,D,aHHaFI KOMaHOa I/ICI'IOJ'Ib3yeTC$I ana BbiBOAA MHd)OpMaLI,I/IM n3 >KypHana COﬁbITI/II7I no
KNnw4yeBbIM CJ1oOBaM.

Mpn ucnonb3oBaHun koMmaHabl show logging | nouck wnHopmauum ocyLecTBrsaeTcs
TONbKO Cpeaun CTPoK, cogepxawmx Tern (<CLI>, <LinkStatus> un 1.4.).

Ecnun ykasaHHbIN TEKCT HE HaWAeH, BbIBOOUTCS NMycTasi CTpokKa.

Mpumep
B paHHOM npumepe nokasaHo, Kak OCYLIEeCTBUTb MOWUCK M BbIBOA WHGOpmauuun no
knoyesomy cnosy DHCP.

show logging | include DHCP
CTRL+C ESC q - Quit, SPACE n - Next Page, ENTER - Next Entry, a - All

#00293 Jan 13 11:45:26 [NOTE] <CLI> : User 'admin' : show logging | include "DHCP"
#00278 Jan 13 11:40:21 [INFQO] <IMPB> : DHCPSnooping service enabled
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22. KOMAHObI YMNPABJIEHUA BPEMEHEM WU SNTP-
CEPBEPOM

22.1 clock set

[laHHaa komaH4a ucnonb3yeTcs AA YCTaHOBKN CUCTEMHOIO BPEMEHU BPYYHYIO.
clock set HH:MM:SS DAY MONTH YEAR

MapameTpbl

HH-MM:SS YKkaxuTe Tekylwee Bpemsi B yacax (B 24-yacoBom dhopmare),
MUHYTax U CEKyHOax.

DAY YKaxuTe TekyLwmn aeHb mecsua (41cro).

MONTH YkaxuTe Tekywmn mecay (jan ona aHesaps, feb ana despans u
T.4.).

YEAR Ykaxute Tekywun roa (6e3 cokpalleHums).

Mo ymonuyaHuto
Hert.

Pexxum BBoga komaHAbI
MpuBunernposaHHbIn pexnm (Privileged EXEC Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI

Ecnn cucrtemHoe BpemMA yCTaHaBlimBaeTcAa C NOMOLLbIO noboro )J,eIZCTBleUJ,eFO BHeLUHEero
MeXaHn3Ma CUHXPOHU3auun, HanpumMmep, SNTP—I‘IpOTOKOJ‘Ia, ncnonb3oBaTtb AdaHHYHO
KOMaHOy HE HYXHO. OHa ncnonb3dyeTcad, ecnn gpyrme UCToOYHUKU BpeMEHU HEOOCTYMHbI.
HactpoeHHoe Bpema He ByaeT coxpaHeHo B dhanne KOHurypaumm n He COXpaHUTCS npu
nepesarpyske yCTpoOucTBaa.

Ecnn cnctemHoe BpemMsi yCTaHOBMEHO BpyYHY, HO oT SNTP-cepsepa nonyyeHo gpyroe
CUCTEMHOE BpeMs, OyaeT Ncnonb30BaHO HOBOE 3HaYeHue.

Mpumep
B pmaHHOM npumepe nokasaHo, Kak BPYYHYH YCTaHOBUTb cuctemHoe Bpems Ha 18:00,
13 ceHTAbpsa 2022 .

DGS-1250# clock set 18:00:00 13 sep 2022
clock set 18:00:00 13 sep 2022
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22.2 clock summer-time

,D,aHHaFI KOMaHAa ncnornb3yeTca And HaCTpOVIKM aBTOMaTU4e€CKOro nepexoga Ha rnetHee
BpeEMA. ﬂpm MCNnosb3oBaHNN C*)OprI No KOMaH4a OTKIIHYUT aBTOMATUYECKNI nepexon Ha
JieTHEE BpemM4.

clock summer-time recurring STARTWEEK STARTDAY STARTMONTH
STARTTIME ENDWEEK ENDDAY ENDMONTH ENDTIME OFFSET

no clock summer-time

MapameTpbl
STARTWEEK/ YkaxuTe Homep Hegenu mecsaua (ot 1 go 5) unu cnoso «firsty»
ENDWEEK (nepeasi) unu «last» (nocrnedHss).

Ykaxute [OeHb Hedenu (sun — BOCKPECEHbe, mon —
STARTDAY/ENDDAY noHenenbHuK, tue — BTOpPHUK, wed — cpeaa, thu — yetsepr, fri —
naTHUUa, sat — cy6bota>.

STARTMONTH/

ENDMONTH Ykaxute mecsy (jan ana aHeaps, feb ans dpespana n 1.4.).

STARTTIME/ENDTIME YkaxuTe Bpems B 4acax.

Ykaxute konudectso MuHYT (o1 30 go 120), KOTOPOE HYXXHO

OFFSET
[06aBUTb NPV Nepexoe Ha NneTHee BpeMsi.

Mo ymonuyaHuto
Mo ymonyaHuo gaHHaa yHKLUSA OTKOYEHa.

Pexxum BBoga KomaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAObl

[laHHas komaHZa Wcrnonb3yeTcsl AN aBTOMATUYecKoro nepexoda Ha reTtHee BpeMsi B
onpedeneHHbIN OeHb Hedenu onpenerneHHoro mecsua. Nepsasi YacTb AaHHbIX KOMaHn
yKa3blBaeT Ha Ha4yano rieTHero BpEMeHU, a BTopasi — Ha ero OKOH4YaHue.
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Mpumep

B maHHOM npumepe nokasaHo, Kak Ha3Ha4MTb Hadano fIETHEro BPEMEHU Ha 2 Yaca Houu
nepBoOro BOCKpeceHbsA aripend n KoHewl Ha 2 4Yaca Ho4u nocrieaHero BOCKpeceHbsA OKTFI6pFI
co casurom 60 MUHYT.

DGS-1250# configure terminal

DGS-1250(config)# clock summer-time recurring 1 sun apr 2 1 sun oct 2 60

clock summer-time recurring 1 sun apr 2 1 sun oct 2 60

DGS-1250(config)#
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22.3 clock timezone

[aHHaa komaHOa ucnonb3yeTca A1 HacTPOMKM YacoBoro nodca. lNpu mncnonb3oBaHUn
dopmbl no ByaeTr HacTpoeHo Bpemda B dpopmate UTC (BceMmpHoe KOOPAWHMPOBAHHOE
Bpems).

clock timezone {+ | -} HOURS MINUTES

no clock timezone

MapameTpbl

. YKaxuTe KonMyecTBO 4acoB, KOTOpoe Heobxoanmo npubaBnTb
kK UTC.
YKaxuTe KonmyecTBO 4acoB, KOTOPOE HEOOXOAMMO BbIHECTb U3
UTC.

HOURS YkaxuTe pasHuuy Bo Bpemenu ¢ UTC B yacax (ot 0 go 11).

MINUTES Ykaxute pasHuuy Bo BpemeHn ¢ UTC B muHyTax (ot 0 go 59).

Mo ymonuyaHuto
Yacosown nodc no ymonyaxHuo — UTC.

Pexxum BBoga komaHAbI
Pexxum rmobanbHom koHurypauum (Global Configuration Mode).

YpOBeHb KOMaHAbI NO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne kKomaHAbI
Bpewmsa, nonyyeHHoe ot SNTP-cepBepa, otobpaxaetca ¢ ydetom UTC, yacoBoro nosica u
HaCTPOEK nepexoaa Ha neTHee Bpemsl.

Mpumep

B paHHOM npumepe nokasaHo, Kak HacTpOUTb 4acoBOWM MOSAC, KOTOpbIN Ha 8 4acos
onepexaet Bpems UTC.

DGS-1250# configure terminal

DGS-1250(config)# clock timezone -8 0

clock timezone - 8 0

DGS-1250(config)#
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22.4 show clock

,D,aHHaFI KOMaHAa UCNoJfib3yeTcd and OTO6pa)KeHI/IFI I/IH(bOpMaLI,I/II/I O Ooate n BpeMeHu.

show clock

MapameTpbl
Hert.

Mo ymon4yaHuto
Hert.

Pexxum BBoga KomaHAbI
Monb3oBaTenbckun unu npuennernpoaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KomaHAbl
TaK)Ke AaHHadA KOMaHAa I/lCI'IOJ'Ib3yeTC$I and OT06pa>KeHMFI MCTOYHNKa BPEMEHN.

Mpumep
B JaHHOM npumMepe nokasaHo, Kak 0T06pa3VITb TeKylwiee BpemMA.
DGS-1250> show clock
show clock
Current Time Source : System Clock
Current Time : 18:10:52, 2023-09-22
Time Zone : Europe/Moscow

Daylight Saving Time : Disabled
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22.5 show sntp

[aHHas komaHga ncnonbayetca ansa otobpaxeHms nHopmauum o6 SNTP-cepepe.

show sntp

MapameTpbl
Hert.

Mo ymon4yaHuto
Hert.

Pexxum BBoga KomaHAbI
Monb3oBaTenbckun unu npuennernpoaHHbin pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KOMaHAbI
[aHHasa komaHaa ucnonb3yeTcs ans otobpaxeHns nHgpopmaumm o6 SNTP-cepsepe.

Mpumep
B naHHOM npumepe nokasaHo, kak oTobpasntb nHgpopmaumo 06 SNTP-cepsepe.

DGS-1250> show sntp

show sntp
SNTP Status : Disabled
SNTP Poll Interval 1512

Obtain NTP servers from DHCP server : Disabled

SNTP Server : Type

+

194.190.168.1 : Static

Total Entries : 1
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22.6 sntp server

[aHHaa komanga wucnonb3dyeTca Ans ykasaHus SNTP-cepsepa. [Npu ucnonb3oBaHuu
dopMbl ho KOMaHAa yoanuT cepBep M3 Crmncka.

sntp server {dhcp | address NTP-ADDRESS | NTP-URL}
no sntp server {dhcp | address NTP-ADDRESS | NTP-URL}

MapameTpbl
dd NTP-ADDRESS
r N;Ig-sZRL Ykaxute IPv4- nnn URL-agpec cepsepa BpeMeHW.
dhcp Ykaxnte, 4ToObl YCTPOWCTBO Moflyyano agpec cepsepa

BpemeHu no DHCP-npoTtokony.

Mo ymon4yaHuto
Hert.

Pexxum BBoga komaHAbI
Pexxum rmobansHon koHdurypaumm (Global Configuration Mode).

YpOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

UToObl ykasaTb Heckonbko SNTP-cepBepoB, BBeaute OaHHYy KOMaHAy HECKONbKO pas,
ncnonb3dys pasHole IP- unn URL-agpeca SNTP-cepBepoB. MakcumaribHoe KOnn4ecTBo
agpecoB — 4.

Ncnonb3ynte dopmMy no, 4tobbl yaganutb agpec SNTP-cepBepa unm oTMEHUTb NONyyYeHne
agpeca cepBepa BpemeHu no DHCP-npoTtokony.

Mpumep

B paHHOM npumepe nokasaHo, Kak CMHXPOHM3MPOBaTb CUCTEMHOE BPEMSI C CEPBEPOM
SNTP c IP-agpecom 129.132.2.21.

DGS-1250(config)# sntp server 129.132.2.21

sntp server 129.132.2.21

DGS-1250(config)#
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22.7 sntp enable

[aHHaa KkoMaHda Mcnonb3yeTcs AMs BKAKYEHUS CUHXPOHU3aUUNU CUCTEMHOIO BPEMEHU C
SNTP-cepsepom. Mpu ncnonb3oBaHnUn OPMbl NO CUHXPOHU3aUMs ByaeT oTKNoYeHa.
sntp enable
no sntp enable

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymonyaHuto gaHHaa PyHKUNSA BKIIKOYEHA.

Pexxum BBoga KomaHAbI
Pexxum rmobansHon koHurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
|/|CI'IOJ'Ib3yIZTe OaHHYHO KOMaHA4Yy, YTOObI BKITHOUYUTb CUHXPOHN3aUUKO CUCTEMHOIO BpEMEHU C
SNTP-cepBepom.

Mpumep

B OJaHHOM TrpumMepe MnokKa3aHo, KakK BKJTIOYUTb CUHXPOHU3aALMIO CUCTEMHOIO BpPEMEHUN C
SNTP-cepBepom.

DGS-1250(config)# sntp enable

sntp enable

DGS-1250(config)#
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22.8 sntp interval

[aHHas komaHga ucnornb3yeTcs A5 HAaCTPOMKM MHTepBana CUHXpoHn3auumn Yyacos SNTP-
KnueHTa ¢ cepsepoM. [pu ncnonb3oBaHMm hopmbl NO By4eT BOCCTAHOBMEHO 3HAYEHME MO
YMOSTHaHMI0.

sntp interval SECONDS

no sntp interval

MapameTpbl

3agaet nHTepBan cuHxpoHmnsauum (16, 32, 64, 128, 256, 512,
SECONDS 1024, 2048, 4096, 8192, 16384, 32768, 65536 unn 131072

CEeKyH[).

Mo ymon4yaHuro
3Ha4veHuve rno ymonyaHuoo — 512 cekyHg.

Pexum BBOAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHaa KomaHOa wucnonb3yeTcs OnA HaCTPOMKM WHTepBana BpemeHun mexay NTP-
3anpocamu.

Mpumep
B naHHOM npumepe nokasaHo, Kak HacTpouTb nHTepBarn 1024 cekyHAabl.

DGS-1250(config)# sntp interval 1024
sntp interval 1024
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23. KOMAHObI VLAN

23.1 ingress-checking

[aHHas KomaHda ucronb3yeTcs [Afs  BKMAYEHUS MNPOBEPKM BXOOAWMX  Ka[pos,
nony4yaembix uHTepdencom. [lpyu wucnonb3oBaHMM OPMbI hO KOMaHAa OTKIOYUT
NpOBEpPKY.

ingress-checking

no ingress-checking

MapameTpbl
HerT.

Mo ymonyaHuio
Mo yMOJ4aHUo JaHHadA beHKLI,VIFI OTKIHO4YeHa.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[ns ucnonb3oBaHWs OaHHOW KOMaHAbl HEOOXO4MMO MeperTn B pexmMMm KoHdurypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHaa KomMaHOa WuCnonb3yeTcs ANA  BKAKYEHUS MNPOBEPKM  BXOOAWMX Kaapos,
nony4aembix nHtepdgencom. lNMpu BKNIOYEHHON NPoOBeEpKe NakeT Oyaer OoTOpOoLeH B TOM
cnyyae, ecnv npuHUMarwmn uHTepdenc He sapndetca udneHom VLAN, K KOTopowu
OTHOCUTCA NOSyYaeMbll NAKeT.

Mpumep

B gaHHOM npumMmepe nokasaHOo, Kak OTKMIOYUTb MPOBEPKY BXOASALIMX KagpoB AN nopTta
Ethernet 1/0/1.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-ifj# no ingress-checking

no ingress-checking

DGS-1250(config-if)#
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23.2 mac-vian

[aHHaa komaHga wucnonb3yetca Ona npuBaskM Bxogawero Tpaduka k VLAN Ha
ocHoBaHun MAC-agpecos (MAC-based VLAN). Npu ncnone3oBaHun hopMbl N0 KOMaH4a
yaanut 3anucbk o npmeaske K VLAN.

mac-vilan MAC_ADDR MAC_ADDR vid VLAN_ID [priority PRIQO]
no mac-vilan {all | MAC_ADDR | vid VLAN_ID}

MapameTpbl

MAC _ADDR Ykaxnte MAC-agpec.
Ykaxute, kakaa yactb MAC-agpeca gormkHa COOTBETCTBOBATb
ykaszaHHoOMYy agpecy (rae F — nonHoe coBnageHue cumBona,

MAC MASK

C_MAS 0 — nobon gpyron cumeon). 3agante FF:FF.FF.FF.FF:FF gnga

nonHoro cosnagexHns ¢ MAC-agpecom.

vid VLAN_ID NoeHtndpukatop VLAN onsa ncxogsuiero tpaduka.

(OnuunoHanbHO) 3HaveHne BHYTpeHHero npuoputeta CoS.
priority PRIO Honyctumbin gmanasoH: ot 0 go 7. Ecnu He ykasaHo, byget
ncnorb3oBaTtbcs 3HadveHue 0.

Ykaxute npn nNcnosib3oBaHNN (bOprI no AnA yaaneHua Bcex

all -
3anucen o npuesaske K VLAN Ha ocHoBaHun MAC-agpeca.

Mo ymonyaHuto
HerT.

Pexxum BBoga KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbI NO YMON4YaHUKO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbI
Ncnonb3ynte gaHHyto komaHgy ans npueaskm Kk VLAN Ha ocHoBaHun MAC-agpecos.

[na co3pganuna 3anucu o npmeaske ykasbiBaemas VLAN gormkHa cywecTBoBaTb B CUCTEME.
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Mpumep

B pmaHHOM npumepe nokasaHo, kak co3gatb npueasky K VLAN 3 gns MAC-agpecos
50:46:5D:6E:XX:XX.

DGS-1250# configure terminal

DGS-1250(config)# mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3

mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3

DGS-1250(config)#

B cnepytowem npumepe nokasaHo, kak yaanutb Bce 3anucm gna VLAN 3.

DGS-1250# configure terminal
DGS-1250(config)# no mac-vlan vid 3
no mac-vlan vid 3

DGS-1250(config)#
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23.3 mac-vlan (interface)

[aHHas kKomaHda uCronb3yeTcs AON1S  BKITHOYEHUS/BBIKMIOYEHNA NPUBA3KM  BXOASALLErO
Tpadmka Kk VLAN Ha ocHoBaHun MAC-agpecoB (MAC-based VLAN) ans ykasaHHOro
nopta kommyTtaTtopa. [pun ncnonb3oBaHUM PopMbl NO KOMaHOA OTKIIOYUT NPUBA3KY A1
yKasaHHOro rnopra.

mac-vian

no mac-vian

MapameTpbl
Hert.

Mo ymonuyaHuto
Mo ymonuanuto npmesska kK VLAN Ha ocHoBaHum MAC-agpecoB BKM4YeHa AONst BCEX
NnopToOB.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbl
[Ans ucnonb3oBaHWs OaHHOW KOMaHAbl HEOBXOAMMO MEpPenTn B PexXuMM KOHdurypauum
nopta unu guanasoHa noptos (interface).

[aHHas komaHga wucnonb3yeTcss Ans BKNYeHus/BbiknoveHuss npmBsaskm K VLAN Ha
ocHoBaHn MAC-agpecoB A58 yka3aHHOro nopta kKommyTtartopa.

Mpumep

B paHHOM npumepe nokasaHo, Kak oTkmouMTb npuBAsky K VLAN Ha ocHoBaHum MAC-
agpecos ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if# no mac-vlan

no mac-vilan

DGS-1250(config-if)#
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23.4 show vilan mac-vian

[aHHass komaHga wucnonb3dyetrca ansa oTtobpaxeHus 3anucen o npueaske kK VLAN Ha

ocHoBaHn MAC-agpecos.

show vian mac-vlan {interface [ethernet IFACELIST [, | -]] | entries [{vid
VLAN_ID | mac MAC_ADDR}]}

MapameTpbl

interface

YkaxuTte, 4Tobbl 0TO6pa3nTb COCTOSIHUE MPUBS3KM A1 NOPTOB
kKoMMyTaTopa.

ethernet IFACELIST

(OnuuoHanbHO)  YKkaxute HOMep WUHTepdenca (nopta
Ethernet).

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKW  OTAENeHune
AunanasoHa nopTtoB OT npegbigywero. Vcnonb3oBaHue
npobena Ao v nocne 3anAaTon He[oMnyCcTUMO.

(OnuunoHanbHO) [nana3oH noptoB. WMcnonb3oBaHwe npobena
A0 1 nocrie gedwuca HegonycTUmo.

entries

YKaxuTe, 4Tobbl OTO6p83I/ITb 3arncu o nNpuBA3Ke.

vid VLAN_ID

(OnuuoHanebHO) YKaxuTte, 4YTOObI OTOOpPa3vMTbL 3anucu And
onpegeneHHon VLAN.

mac MAC_ADDR

(OnuunoHanbHO) YkaxuTte, 4TOObI OTOOpPa3vMTbL 3anucu and
onpegeneHHoro MAC-agpeca.

Mo ymonyaHuto
Her.

Pexum BBOAa KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbin pexnm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI MO YMOJT4YaHUIO

YpoBeHb 1.

Mcnonb3oBaHue KOMaHAbl

[aHHas komaHga ucnonb3yetca Ans otobpaxeHus 3anucen o npuBdAske k VLAN Ha
ocHoBaHun MAC-agpecoB. KomaHga no3Bonsetr oTtobpasvTb COCTOSHME MPUBA3KU ON4
onpedeneHHoro nopra wunmM guanasoHa MNopToB KOMMyTaTopa, a Takke 3anucu gns
onpenenexHHon VLAN vnn onpegenenHHoro MAC-agpeca.
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Mpumep
B paHHOM npumepe nokasaHo, kak O0Tobpa3vTb Bce 3anucu o npuBaske kK VLAN Ha

ocHoBaHun MAC-agpecos.

DGS-1250# show vlan mac-vlan entries
show vlan mac-vlan entries
MAC address : MAC mask : VLAN ID : Priority

+ + +

00:26:57:00:1F:03 : FF:FF:FF:FF:FF:00 : 3 :0

Total Entries : 1

DGS-1250#
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23.5 protocol-vian frame-type

[aHHaa komaHga wucnonb3yetca Ona npuBaskM Bxogawero Tpaduka k VLAN Ha
OCHoBaHuM Tuna npotokona (protocol-based VLAN). lNpu ucnonb3oBaHun ¢(opmbl no
KomMaHga yganut 3anucb o npusdaske kK VLAN.

protocol-vlan frame-type ethernet2 ether-type PROTO_VALUE vian VLAN_ID
[priority PRIO]

no protocol-vlan frame-type ethernet2 ether-type PROTO_VALUE

MapameTpbl
MpuBaska pna Ttvna kagpoB Ethernet Il Ykaxute Tun
ethernet2 ether-type npotokona 2 ypoBHs. Heobxogmmo ykasatb 2 6Ganta B 16-
PROTO_VALUE puyHom  dopmate (Hanpumep, OxF1A2 wnun  F1A2).
Honyctumbin ananasoH: ot 0001 go FFFF.
vlan VLAN_ID NoeHtndpukatop VLAN gna ncxogsuwiero tpadguka.

(OnumoHanbHO) 3HadeHue BHyTpeHHero npuoputeta CoS.
priority PRIO Honyctumbin gmanasoH: ot 0 go 7. Ecnu He ykasaHo, byget
ncnorb3oBaTtbcs 3HadveHue 0.

Mo ymonyaxuto
Hert.

Pexxnm BBoga KomaHAbI
Pexxum rnobansHon koHurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl
Ncnonb3ynte gaHHyto komaHgy ans npueaskm kK VLAN Ha ocHoBaHuM Tuna NpoTokona.

[ns cosganuna 3anmncu o npusaske ykasbiBaemas VLAN gomkHa cywectBoBaTb B CUCTEME.
Mpumep

B paHHOM npumepe nokasaHo, kak cosgatb npueasky K VLAN 3 anga npotokona IPv6 (tun
kagpos — Ethernet I, Tun npotokona — 86DD).

DGS-1250# configure terminal
DGS-1250(config)# protocol-vlan frame-type ethernet2 ether-type 86DD vilan 3
protocol-vlan frame-type ethernet2 ether-type 86DD vilan 3

DGS-1250(config)#
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23.6 protocol-vilan (interface)

[aHHaa komaHOa wucnonb3yeTcs AN BKIHOYEHUSA/BbIKMIOYEHUS MPUBA3KM  BXOAALLErO
Tpadmka k VLAN Ha ocHoBaHun Tuna npotokona (protocol-based VLAN) onga ykasaHHOro
nopta kommyTtartopa. Npu ncnonb3oBaHnn OpMbl hO KOMaHAa OTKIIYUT NPUBA3KY ANA
yKasaHHOro nopra.

protocol-vlan

no protocol-vian

MapameTpbl
Hert.

Mo ymonuyaHuto
Mo ymonuaHuio npuesska K VLAN Ha OCHOBaHMM Tuna NpOTOKOMa BKIOYEHA ANs BCeX
NnopToOB.

Pexum BBOAa KomaHAbI
Pexxum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAbl
[Ans ucnonb3oBaHWs OaHHOW KOMaHAbl HEOBXOAMMO MEpPenTn B PexXuMM KOHdurypauum
nopta unu guanasoHa noptos (interface).

[aHHas komaHga wucnonb3yeTcss Ans BKNYeHus/BbiknoveHuss npmBsaskm K VLAN Ha
OCHOBaHWM TUMNa NPOTOKONa A5 YKa3aHHOro nopta kKoMmyTartopa.

Mpumep

B maHHOM npumepe nokasaHo, Kak OTKMo4nTb npueasky K VLAN Ha ocHoBaHuM Tuna
npoTokona ana nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if# no protocol-vlan

no protocol-vlan

DGS-1250(config-if)#
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23.7 show vlan protocol-vian

[aHHass komaHga wucnonb3dyetrca ansa oTtobpaxeHus 3anucen o npueaske kK VLAN Ha
OCHOBaHWM TUNa NPOTOKOMa.

show vlan protocol-vlan {interface [ethernet IFACELIST [, | 11 | entries
[{vid VLAN_ID | ether-type PROTO_VALUE}]}

MapameTpbl

YkaxuTte, 4Tobbl 0TO6pa3nTb COCTOSIHUE MPUBS3KM A1 NOPTOB
kKoMMyTaTopa.

interface

(OnuuoHanbHO)  YKkaxute HOMep WUHTepdenca (nopta

ethernet IFACELIST Ethernet)

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKW  OTAENeHune
, AunanasoHa nopTtoB OT npegbigywero. Vcnonb3oBaHue
npobena Ao v nocne 3anAaTon He[oMnyCcTUMO.

(OnuunoHanbHO) [nana3oH noptoB. WMcnonb3oBaHwe npobena
A0 1 nocrie gedwuca HegonycTUmo.

entries Ykaxute, 4Tobbl 0TOGPas3nTb 3anucK O NPUBSA3KE.
vid VLAN 1D (OI‘ILWIOHaJ'IbH(?) YkaxuTte, 4ToObl OTOOpa3vMTb 3anucu and
- onpegeneHHon VLAN.
(OnuunoHanbHO) YkaxuTte, 4TOObI OTOOpPa3vMTbL 3anucu and
ether-type onpefeneHHoro Tuna npoTokona 2 ypoBHA. Heobxoaumo
PROTO_VALUE ykasaTtb 2 6anTta B 16-pudHom chopmate (Hanpumep, OxF1A2

nnn F1A2). Jonyctumbin gmuanasoH: ot 0001 go FFFF.

Mo ymonyaHuto
Her.

Pexxnm BBoga KomaHAbI
[Monb3oBaTenbckut nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl NO YMOM4YaHUIOo
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbI

HaHHas komaHga ucnonb3dyetrca and oTtobpaxeHus 3anucen o npueaske kK VLAN Ha
OCHOBaHWWM Tuna npoTokona. KomaHaa nossonsieT otobpasntb COCTOSHUE MPUBA3KM OIS
onpefeneHHoOro nopra Wnu pguanasoHa MopToB KOMMYyTaTopa, a Takke 3anucu ans
onpeaeneHHon VLAN unun onpegeneHHoro Tmuna npoTokona.
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Mpumep

B paHHOM npumepe nokasaHo, kak O0Tobpa3vTb Bce 3anucu o npuBaske kK VLAN Ha
OCHOBaHWM Tuna npotokona ans noptos Ethernet 1/0/5 n 1/0/6.

DGS-1250# show vlan protocol-vlan interface ethernet 1/0/5-1/0/6

show vlan protocol-vlan interface ethernet 1/0/5-1/0/6

Interface : State

-+

Eth1/0/5 : Enabled
Eth1/0/6 : Enabled

Total Entries : 2
DGS-1250#
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23.8 private-vian
[aHHaa komaHOa ucnonb3yeTcs Ans u3onauuuM noptoB BHYTpu AuanasoHa VLAN. [Mpu
ncnonb3oBaHnn opMbl NO KOMaHA4a yoanuT NnpaBusio N3onsLnm NopTos.

private-vlan ENTRY_ID VLAN_UPPER VLAN_LOWER trusted port {none |
interface ethernet IFLIST [, | -]}

no private-vlan ENTRY _ID

MapameTpbl
ENTRY ID Ykaxurte “I/I,D,eHTI/I(*)I/IKaTOp co3daBaemMoro npasuna.
- Jonyctnmbin guanasoH: ot 1 oo 16.
Ykaxute gnanasoH VLAN, onga KOTopbix co3gaeTcsa npasuno.
VLAN_UPPER [onycTuMblil AvanasoH: ot 1 Ao 4094. Ecnv Heobxoaumo
VLAN LOWER co3gatb npasuno Tonbko Ana ogHon VLAN, 3HayeHus
JOIMKHbI COBMagaTh.
none YkaxuTe, 4Tobbl BCce nopTbl Ethernet 6b1nm nsonnposaHHbIMK.
interface ethernet Ykaxunte Homep nopta Ethernet, koTopbin Gygetr goBepeHHbIM
IFLIST noptom atoro guanasoHa VLAN.

(OnumoHanbHo) Heckonbko WHTEPdENCOB WNU  OTAeneHune
, AnanasoHa uHTepdencoB OT npeabigywero. Mcnonb3oBaHue
npoberna 4o v nocne 3ansaTon HeaonycTUmo.

(OnuuoHanebHo) [OuanasoH wuHTepdencoB. Kcnonb3oBaHue
npobena 4o v nocrne aeguca HegonycTMmo.

Mo ymonyaHuio
HerT.

Pexum BBOAa KoMmaHAbI
Pexxum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHas komaHga ncnonb3yeTca Ans N3onauumn NopToB BHYTPU OonpeaesnieHHoro ananasoHa
VLAN. lMopT, onpeaeneHHbln kKak aoBepeHHbln (trusted), moxeT nepenaBatb TpaduK Ha
nobon gpyron nopt atoro ananasoHa VLAN. MopT, He onpefeneHHbin Kak JOBEPEHHbIN,
MOXeT nepefasaTb TpaduK TOSNbKO Ha LOBEPEHHbIe NopThl aToro AgvanasoHa VLAN. Ecnu
B aManasoHe VLAN Bce nopTbl M30nmnpoBaHHble, TpadouK MeXay HUMWN He nepesaeTcs.
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Mpumep

B maHHOM npumepe nokasaHo, kak co3gaTtb npasuno ans noptoB Ethernet 1/0/5 n 1/0/6
BHYTpy VLAN 3.

DGS-1250# configure terminal

DGS-1250(config)# private-vlan 1 3 3 trusted-port interface ethernet 1/0/5-1/0/6
private-vlan 1 3 3 trusted-port interface ethernet 1/0/5-1/0/6

DGS-1250(config)#
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23.9 show private-vian

[aHHasi koMaHda MCcnonb3yeTcsl Ans OToOpakeHus npaBuin M3ONAUUW NMOPTOB BHYTPU
ananasoHa VLAN.

show private-vlan [vlan-id VLAN_ID | ENTRY _ID]

MapameTpbl

(OnumoHanbHO) Ykaxute, 4TO0bbl OTOOpPa3nTL npasuna Ans

vian-id VLAN_ID onpepeneHHon VLAN.

ENTRY _ID (OnumoHanbHO) Ykaxute HoOMep npasuna.

Mo ymonyaHuio
Her.

Pexxnm BBOoga KomaHAbI
[Monb3oBaTenbckuin nnu npusunernposaHHbln pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YpoBeHb 1.

Mcnonb3oBaHue KoOMaHAbI

[aHHas kOMaHAa MCcnonb3yeTcsl Ans OToOpakeHus npaBui U30NAUUW NMOPTOB BHYTPU
VLAN. KomaHga nosBonser otobpasuTb BCe NpasBuna, MNpaBurio C OnpenereHHbIM
HOMepOoM unu npasuna anga onpegeneHHon VLAN.

Mpumep
B maHHOM npumepe nokasaHo, Kak oTobpa3nTb npasuna naonauum noptos ang VLAN 3.
DGS-1250# show private-vilan vlan-id 3
show private-vlan vian-id 3
Entry ID : Lower VLAN ID : Upper VLAN ID : Trusted ports
——————————— e et o e e e
1 3 3 3 3 : 1/0/5-1/0/6
Total Entries : 1

DGS-1250#
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23.10 show vian

[aHHasa koMaHga ucnonb3yeTcs A51s 0TOOpaXeHUs onucaHus Unu napameTpoB ASis BCeX
HacTpoeHHbIX VLAN nnun ogHont VLAN kommyTaTopa.

show vlan [VLANLIST [, | -]] [{description | interface {ethernet IFACELIST, | -] |
port-channel CHANNO}}]

MapameTpbl

(OnumoHanbHo) YkaxuTe ogHy wunu Heckonbko VLAN ans
oTObOpaxkeHWss onucaHus wunu  wuHdopmauum O nopTax-
yyacTHukax. Ecnm VLAN He ykasaHa, TO oToOpaxalTcs Bce
VLAN. Jonyctumbin gnanasoH: ot 1 o 4094.

VLANLIST

(OnuunoHaneHo) Heckonbko VLAN mnnu otgeneHve gnanasoHa
, VLAN ot npeablaywero. cnonb3osaHue npobena 4o u nocne
3ansaTon HegoMyCTUMO.

(OnuuoHaneHo) [OuanasoH VLAN. Mcnonb3oBaHue npobena
40 v nocrie gedgmca HegonycTUmo.

(OnuunoHanbHO) YkaxuTte, 4Tobbl OTOOpPa3nTb onucaHve ans

description VLAN.

(OnuunoHanbHO) Ykaxute, 4TObbl 0OTOBPa3UTb HaCTPOWKK
interface VLAN gns Bcex WHTepdencoB wunm onpegeneHHoro nopta
Ethernet unu port-channel.

Ykaxute, 4tobbl oTOb6pasutb Hactpomkn VLAN gnsa

ethernet IFACELIST
dm3mnyeckoro nopra.

(OnuunoHanebHO) Heckonbko WHTEPKENCOB WM  OTAENEHUNE
, AnanasoHa uHTepdencoB OT npeabiaywero. Mcnonb3oBaHue
npobena 4o v nocne 3ansaTon HeaonycTUMo.

(OnuunoHaneHo) [Ouana3oH wuHTepdgencoB. KMcnonb3oBaHue
npobena go v nocne gedrca HeJoONyCcTUMO.

YKkaxuTte, 4ToObl OTOOpasuTb HacTtpomkun VLAN pgna port-

port-channel CHANNO
channel.

Mo ymonuyaHuto
Hert.

Pexxum BBoga KomaHAbI
[Monb3oBaTenbckun nnu npusunernposaHHbin pexunm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbI NO YMOJNT4YaHUKO
YpoBeHb 1.
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Ucnonb3oBaHne kKomaHAbI

[aHHas komaHga ucnonb3dyeTcs Ans otobpaxeHus onnucaHms unu napametpos ans VLAN
kommyTatopa. KomaHga nossonser oTobpasute napametpbl VLAN ana  Bcex
NHTepdeNncoB, Pn3n4ecKoro nNopTa, AuanasoHa NnopToB unun port-channel.

Mpumep
B naHHOM npumepe nokasaHo, Kak oTobpasnTb Bce Tekywme 3anmcu no VLAN.
DGS-1250> show vlan
show vilan
VLAN 1:
Name : VLAN1
Tagged member ports
Untagged member ports : 1/0/1-1/0/28

VLAN 3:
Name : VLANS
Tagged member ports
Untagged member ports :

Total Entries : 2

DGS-1250>
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B naHHOM npumepe nokasaHo, Kak otobpa3uTtb nHdopmaumo o PVID (Port VLAN ID),

NpoBepKe BXOAALLMX MAKETOB M AOMNYCTUMbIX TUnax kagpoB ansa noptoB Ethernet 1/0/1 u
1/0/4.

DGS-1250# show vlan interface ethernet 1/0/1,1/0/4
show vlan interface ethernet 1/0/1,1/0/4
1/0/1:

Native VLAN 1

Hybrid tagged VLAN

Hybrid untagged VLAN : 1

Ingress checking : Enabled

Acceptable frame type : Admit-All

1/0/4:
Native VLAN 1
Hybrid tagged VLAN
Hybrid untagged VLAN : 1
Ingress checking : Enabled

Acceptable frame type : Admit-All

DGS-1250#
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23.11 switchport access vilan

[aHHaa komaHga wucnonb3yeTcsa Ans ykasanHust access VLAN aons uHtepdenca. [Mpu
MCnornb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPOMKU NO YMOSYAHWUIO.

switchport access vian VLANID

no switchport access vian

MapameTpbl

Access VLAN uHTepdenca. Jonyctumbli ananasoH: oT 1 go

VLANID 4094,

Mo ymonuyaHuto
Mo ymonyaHuto access VLAN saBngaetca VLAN 1.

Pexxnm BBoga komaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbl
[na ucnonb3oBaHUS LaHHOW KOMaHAbl HEO6XOoOUMO MepenTn B Pexum KoHdUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHass KomaHOa BCTynaeT B CWily, Korga WMHTEpPdENC HACTPOeH B pexume JocTyna
(access mode). Ecnn VLAN, ykasaHHada B kadectBe access VLAN, He cyllecTByeT, OoHa
ByaeT co3gaHa aBTOMaTUYECKN.

MoxeT ObITb yka3zaHa Tonbko ogHa access VLAN. Cnegytowaa komaHga nepesanvcbiBaeT
npegbiayLLyo KOMaHay.

Mpumep

B paHHOM npumepe nokasaHo, Kak HactpouTb nopt Ethernet 1/0/10 B pexume goctyna
(access mode) c access VLAN 1000.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/10

DGS-1250(config-if)# switchport mode access

switchport mode access

DGS-1250(config-ifj# switchport access vlan 1000

switchport access vlan 1000

DGS-1250(config-if)#
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23.12 switchport hybrid acceptable-frame

[aHHas KomaHga wucnonb3dyeTcs [ANd HACTPOWMKM [OMyCTUMOro Tuna KagpoB Afis
rmbpuaHoro nHtepgenca. MNMpun ncnonb3oBaHuUM opMbl NO KOMaHA4a BEPHET HACTPOMKM MO
YMOM4YaHuio.

switchport hybrid acceptable-frame {all | tagged-only | untagged only}

no switchport hybrid acceptable-frame

MapameTpbl

all Ykaxute, 4tOobbl  nponyckatb M TErMpoBaHHble U
HeTermpoBaHHble Kagpbl.

tagged-only YKkaxuTe, 4Tobbl NponycKkaTb TONbKO TEMMPOBAHHbIE Kagpbl.

untagged only YKkaxuTe, 4Tobbl NPoNycKaTb TONbKO HETErMPOBaHHLIE Kaapbl.

Mo ymonuyaHuto
Mo yMoOn4aHuo onyctnumbl BCE TUMbl KagpoB.

Pexxnm BBoga KomaHAbI
Pexxum koHdurypaumm nitepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbl
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOAUMO MNEPENTU B PEXUM KOHGMUrypauum
nopta, guanasoHa noptos unu port-channel (interface).

[aHHaa kKomaHga wucnonb3yeTcs ANd HACTpPOWMKM AOONyCTMMOro Tuna KagpoB Angd
rmbpuaHoro nHrepdemnca.

Mpumep

B OaHHOM rnpumMepe NnokKkasaHo, Kak HaCTpoOuTb ,EI,OI'IyCTI/IMbIﬁ TN KagpoB tagged-only ana
AnanasoHa rmbpuaHbix noptoB Ethernet 1/0/4-1/0/6.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/4-1/0/6

DGS-1250(config-if# switchport hybrid acceptable-frame tagged-only

switchport hybrid acceptable-frame tagged-only

DGS-1250(config-if)#
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23.13 switchport hybrid allowed vian

[laHHasa KoMmaHOa Ucnosnb3yeTca AN yKasaHna TermpoBaHHbIX Unn HeTermpoBaHHbix VLAN
ansa  rmbpmgHoro wuHTepdoenica. [pu mncnonb3oBaHUM OPMbl NO  KOMaHAa BEPHET
HACTPOWKM MO YMOITHaHUIO.

switchport hybrid allowed vian {[add] {tagged | untagged} | remove}
VLANLIST, | -]

no switchport hybrid allowed vian

MapameTpbl

(OnuuoHanbHo) [obGaBnaetr uHTepdeNc B Yyka3aHHy(-ble)
add

VLAN.
remove Ynangaet untepdenc ns ykasaHHou(-bix) VLAN.

Yka3blBaeT uHTepdenc B KayecTBe TermpoBaHHOMo Ans
tagged y

ykaszaHHoW(-bix) VLAN.

YKka3blBaeT UHTEpdENC B KavyecTBe HETEerMpoBaHHOro Ans
untagged PP P A

ykasaHHoN(-bix) VLAN.

Cnuncok paspelieHHbix VLAN gnsi 3amMeHbl CyLECTBYHOLLENO
cnucka unun cnncok VLAN, kotopble Heobxoanmo gobasuntb B

VLANLIST cnucok paspelwleHHbix VLAN wnnu ypnanute 13 Hero. Ecnu
HUKakad onuuMsa He 3ajaHa, ykasaHHbin cnucok VLAN
nepesanuiueT Ccnucok paspeLueHHbix VLAN.

(OnuunoHaneHo) Heckonbko VLAN mnnu otaeneHue gnanasoHa
, VLAN ot npegbigyuiero. Vicnonb3oBaHne npobena oo 1 nocne
3ansaTon HegoMyCTUMO.

(OnuunoHanbHo) OunanasoH VLAN. WcnonbsoBaHue npobena
00 1 nocne gedwvca HegornycTuMo.

Mo ymonuyaHuto
Mo ymonuyaHuio rmbpuaHbIn nHTEpdenc aBnseTcs HeTermpoBaHHbIM YrneHom VLAN 1.

Pexxum BBoga KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbI MO YMOJNT4YaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbl
[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOUMO MepenTn B PeXum KoHdUrypauuu
nopta, guanasoHa noptos unu port-channel (interface).
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Korma paspeweHHaa VLAN ykaszaHa Tonbko kak VLAN ID, cnegywouwass komaHga
nepesanuweT npegbigywlyro  KomaHay. Ecnu HOBbIM  CMMCOK  HETermpoBaHHbIX
paspelleHHblx VLAN nepekpbiBaeTcs C TEKYLUM CMUCKOM TEerMpoBaHHbIX pa3peLleHHbIX
VLAN, TO nepekpbiBatoLasica Yactb byger namMeHeHa Ha HETErMpPOBaHHbIE pa3peLLeHHble
VLAN. Ecnu HOBbIM CNUCOK TernpoBaHHbIX paspeweHHbix VLAN nepekpbiBaetcs C
TEKYLLUMM CMUCKOM HeTernpoBaHHbIX paspelleHHbix VLAN, TO nepekpbliBaloLlLasacs 4acTb
OyoeTt nameHeHa Ha TermpoBaHHble paspelueHHble VLAN. NMocnegHss komaHaa BCTYNUT B
cvny. Ecnn VLAN He cywecTtByeT, oHa ByaeT co3gaHa aBToMaTuyecKu.

Mpumep

B paHHOM npumepe mnokasaHo, kak HacTpouTb nopT Ethernet 1/0/1 B kayectBe
TermposaHHoro nopta VLAN 1000 v HeTermposaHHoro nopta VLAN 2000 n 3000.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-ifj# switchport mode hybrid

switchport mode hybrid

DGS-1250(config-ifj# switchport hybrid allowed vlan add tagged 1000

switchport hybrid allowed vlan add tagged 1000

DGS-1250(config-ifj# switchport hybrid allowed vlan add untagged 2000,3000

switchport hybrid allowed vlan add untagged 2000,3000

DGS-1250(config-if)#
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23.14 switchport hybrid native vian

HaHHas komaHga ucnonb3yetcs anga ykasauus native VLAN ID rubpugHoro nHtepderica.
Mpn ncnonb3oBaHN POpPMbl NO KOMaHAA BEPHET HACTPONKMN MO YMOSYaHUIO.

switchport hybrid native vlan VLANID

no switchport hybrid native vlan

MapameTpbl
VLANID Native VLAN rnbpuagHoro nHtepdgenca.

Mo ymonuyaHuto
Mo ymonuanuio native VLAN rubpuaHoro nHtepdperica asnserca VLAN 1.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[Ana ncnonb3oBaHWs OaHHOM KOMaHAbl HEOOXOAMMO MEPEnTU B PEXMM KOHGUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

YkasaHHasa VLAN He pomxHa ob6s3atenbHO CyllecTBoBaTb AN MNPUMEHEHUS 3TOW
KomaHabl. KomaHga BCTynaeT B cuny, korga MHTepdenc HacTpoeH B rMbpnaHOM pexmme.

Mpumep

B paHHOM npumepe nokasaHo, kak HacTtpouTb nopt Ethernet 1/0/3, 4TOoGLI OH cTan
rmbpuaHbiM nHTepdencom, n Hactpoutb PVID (Port VLAN ID) 20.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/3

DGS-1250(config-ify# switchport mode hybrid

switchport mode hybrid

DGS-1250(config-ifj# switchport hybrid allowed vlan add untagged 20
switchport hybrid allowed vlan add untagged 20

DGS-1250(config-ifj# switchport hybrid native vlan 20

switchport hybrid native vlan 20

DGS-1250(config-if)#
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23.15 switchport mode

HaHHas komaHga wucnonb3yetca Ana ykasanHua pexuma VLAN (VLAN mode) ans
nHTepcenca. [lpn wucnonb3oBaHuM OPMblI NO KOMaHAA BEpHET HaCTPOMKM Mo
YMOSYaHuo.

switchport mode {access | hybrid | trunk}

no switchport mode

MapameTpbl

access HacTtpauBaeT nHtepdenc B kayectse nHTepdgerica gocTyna.

hybrid HactpamBaer  wuHTepcenc B kayectBe  rMbpugHoro
nHTEpdenca.

trunk HacTtpauBaeT nHTepdenc B kadectse trunk-nHtepdenca.

Mo ymonuyaHuto
Mo ymonyaHuilo MOpPT HACTpPOeH B kadecTBe rmbpuaHoro uHTepdgenca, PVID paseH 1,
napameTtp untagged range paBseH 1.

Pexxnm BBoga KomaHAbI
Pexum koHdurypaumm nitepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI NO YMOM4YaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
Ana mncnonb3oBaHWs LaHHOW KOMaHAbl HEOOXOAMMO MEpPEerTU B PEXMM KOHGUrypauumm
nopra, AnanasoHa noptoB unu port-channel (interface).

Korgaa mHTEepdenc HacTpoeH B KadecTBe MHTepderica goctyna (access mode), oH byaet
HeTermpoBaHHbIM YrieHoM access VLAN, HacTpoeHHoM ons Hero.

Korga uHTepdenc HacTpoeH B kadectBe rmbpuagHoro (hybrid mode), oH MOXeT 6bITb
HETEerMpoBaHHbIM UM TEMMPOBaHHbLIM YNIEHOM BCeX HacTpoeHHbIX VLAN.

Korma wHTepdgenc HacTpoeH B KadecTBe trunk-uHTepdpenca, oH saBndetca nmbo
TerMpoBaHHbIM, MO0 HeTermpoBaHHbIM 4neHoMm ero native VLAN u moxeT ObiTb
TErMpoBaHHbIM 4fieHoM Apyrnx HacTtpoeHHbix VLAN. HasHadeHue trunk- mHTepdenca —
nogaepxka coeguHeHuns switch-to-switch.

Ecnn pexum VLAN gns uHTepdenca meHsietcs, Hactpoukun VLAN, obycnoBneHHble
npeabiaywmm pexxmmom, yayT yTepsHbl.
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Mpumep

B maHHOM npumMmepe nokasaHo, kak HacTtpouTb nopt Ethernet 1/0/10 B kadectBe trunk-
nHTepdenca.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/10

DGS-1250(config-ifj# switchport mode trunk

switchport mode trunk

DGS-1250(config-ify#
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23.16 switchport trunk acceptable-frame

[aHHas koMaHOa MCnonb3yeTca ANs HACTPOMKM OMyCTUMOro Tuna kagpos Ans trunk-
nHTepdenca. [lpu wuncnonb3oBaHMM OPMbI hO KOMaHAA BepHET HaCTPOMKM Mo
YMOM4YaHuio.

switchport trunk acceptable-frame {all | tagged-only}

no switchport trunk acceptable-frame

MapameTpbl

all YkaxuTe, YTOOBI nponyckaTb N TerMpoBaHHble 7]
HeTerMpoBaHHbIE Kaapbl.

tagged-only YKkaxuTe, 4Tobbl NponycKkaTb TONbKO TEMMPOBAHHbIE Kagpbl.

Mo ymonyaHuto
Mo ymonyaHuio JonycTMbl BCe TUMbl KagpoB.

Pexum BBOAa KomaHAbI
Pexxum koHdurypaumm nitepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOoOAMMO MNEPENTU B PEXUM KOHGMUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHas komaHga ucnonb3yetca ANA HacTPOWKWM AOMYyCTUMOro Tuna kagpos ans trunk-
NHTepdenca.

Mpumep

B maHHOM npumepe nokasaHo, Kak HacTpouTb gonycTuMbIA Tun Kagpos tagged-only ons
trunk-nopta Ethernet 1/0/3.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/3

DGS-1250(config-ify# switchport hybrid acceptable-frame tagged-only

switchport hybrid acceptable-frame tagged-only

DGS-1250(config-if)#
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23.17 switchport trunk allowed vian

HaHHaa komaHaa ucnonb3yetcs Ans HacTponkn VLAN, KOTOpbIM paspeLleHo nosyyaTb u
oTnpaBnATb Tpaduk B TerMpoBaHHOM dopmaTe ANnA YyKasaHHOro uHtepdeunca. [lpu
MCcnonb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPOMKU NO YMOSTHAHWUIO.

switchport trunk allowed vilan {all | [add | remove | except] VLANLIST [, | -1}

no switchport trunk allowed vian

MapameTpbl
all YKkasbIBaeT, YTo Ha nHTepdence paspewleHsl Bce VLAN.
(OnuuoHanebHo) [obGaBnsetr ykasaHHble VLAN B cnucok
add
paspeweHHbIX VLAN.
(OnuuoHanbHO) YpanaeT ykasaHHble VLAN 13 cnvcka
remove
pasperueHHbIX VLAN.
except (OnumoHanbHo) Paspewaet Bce VLAN, Kpome Tex, KOTopble

YKa3aHbl B CMNCKe.

Cnuncok paspeweHHblx VLAN gns 3amMeHbl CyLeCcTBYHOLLEro
REPLACE VLANLIST cnmncka unm cnmcok VLAN, kotopble Heobxoammo gobaButb B
cnucok paspelleHHbix VLAN nnu yaanuTtb U3 Hero.

(OnuunoHanbHo) Heckonbko VLAN wunu otgeneHve ananasoHa
, VLAN ot npeabigywero. cnonb3oBaHue npobena 4o u nocne
3ansaTon HegonycTUMO.

(OnuunoHanebHo) [OuanasoH VLAN. Wcnonb3oBaHne npobena
[0 v nocre gedguca HegonycTumo.

Mo ymonyaHuto
Mo ymonyaHuio Bce VLAN paspelueHbi.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.
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Mcnonb3oBaHue KomaHAbl

[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOoOAMMO MNEPENTU B PEXUM KOHGUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

[laHHasa komaHaa BCTynaeT B CUMY, TOMbKO Korga MHTepdenc HacTpoeH B pexunme trunk
mode. Ecrnn VLAN paspeweHa gns trunk-uHtepdpenca, T0 OH CTaHeET TerMpoBaHHbIM
uneHom VLAN. Korga ans paspeweHHon VLAN yctaHosneHa onuus all, To nHtepdenc
Oynet aBTomaTudeckn gobasneH Bo Bce VLAN, co3gaHHble CUCTEMOWN.

Mpumep

B paHHOM npumepe nokasaHo, kak HacTpouTb nopT Ethernet 1/0/9 B kayectBe
TernposaHHoro yneHa VLAN 1000.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/9

DGS-1250(config-if)# switchport mode trunk

switchport mode trunk

DGS-1250(config-ifj# switchport trunk allowed vlan add 1000

switchport trunk allowed vlan add 1000

DGS-1250(config-if)#
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23.18 switchport trunk native vian

HaHHaa komaHga mucnonb3yetca Anga ykasaHusa native VLAN ID trunk-untepdpenca. Mpu
NCnonb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPOMKU NO YMOSTHAHWIO.

switchport trunk native vian VLANID

no switchport trunk native vian

MapameTpbl
VLANID Native VLAN trunk-nHtepdenca.

Mo ymonuyaHuto
Mo ymonyaHuio ykasaHa native VLAN 1.

Pexxum BBOoga KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[Ana ncnonb3oBaHWs OaHHOM KOMaHAbl HEOOXOAMMO MEPEnTU B PEXMM KOHGUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

KomaHga BcTynaet B cury TOSMbKO Korga MHTepdenc HacTpoeH B pexume trunk mode.
YkaszaHHas VLAN He pomkHa o6s3aTenbHO CyLecTBOBaTb ANs MPUMEHEHUS1 3TON
KOMaHAb!.

Mpumep

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6
DGS-1250(config-if)# switchport mode trunk
switchport mode trunk

DGS-1250(config-ifj# switchport trunk native vlan 22
switchport trunk native vlan 22

DGS-1250(config-if)#
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23.19 vian

HaHHas komaHga ncnonb3dyerca ana gobdasnenna VLAN n Bxoga B pexnm KOHGUrypawumm
VLAN (VLAN Configuration Mode). lNpu ucnonb3oBaHun opmbl N0 KOMaHAa yaanut
VLAN.

vlan VLANLIST, | -]
no vlan VLANLIST [, | -]

MapameTpbl

NoeHtudgukatop VLAN, koTopas OormkHbl ObiTb gobasneHa,
VLANLIST yaaneHa unu HactpoeHa. KoppekTHbin gnanasoH VLAN ID: ot
1 0o 4094. VLAN ID 1 yganutb Henb3s.

(OnuunoHaneHo) Heckonbko VLAN unu otgeneHne gnanasoHa
, VLAN ot npeabigywero. Vcnonb3oBaHue npobena 4o u nocne
3ansaTon HegoMnyCcTUMO.

(OnuuoHanebHo) [OuanasoH VLAN. Mcnonb3oBaHue npobena
40 v nocrie gecgumca HegonycTumo.

Mo ymonuyaHuto
VLAN ID 1 cywectByet B cucteme B kayectse VLAN no ymonyaHumio.

Pexxum BBOoga KomaHAbI
Pexxum rmobanbHomn koHurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl NO YMOJTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI

HaHHas komaHga rnobanbHon KoHdurypauum mcnonbayetrca ana cosganna VLAN. Mpwu
BBoge komaHabl vlan ¢ VLAN ID nonb3oBaTenb nepexoguT B pexum kKoHdurypauumn VLAN
(VLAN Configuration Mode).

Beog maeHTudumkaTtopa cyuwectsytowen VLAN He cosgaet HoByto VLAN, HO paspeluaet
nosib3oBaTento U3MeHUTb napameTpbl Ansa ykasaHHon VLAN. Korga nonbsoBatens BBOOUT
noeHTndgukatop Hoeon VLAN, oHa co3gaeTcsa aBTOMaTUYeCKu.

Wcnonesynte komaHay no vian gna yganenms VLAN. VLAN no ymonyaHuioo yganutb
Henb3s. Ecnn ypaneHHaa VLAN ykaszaHa B kadectBe access VLAN gna kakoro-nmbo
nopta, To ansa access VLAN aTtoro nopta 6yaet ykasaHa VLAN 1.
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DGS-1250 Ynpaensiemble L3 kommyTaTopbl
KomaHnpab! VLAN
PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

Mpumep

B naHHOM npumepe nokasaHo, kak gobasutb HoBble VLAN ¢ VLAN ID ot 1000 go 1005.
DGS-1250# configure terminal

DGS-1250(config)# vian 1000-1005

DGS-1250(config-vlan)#
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DGS-1250 Ynpaensiemble L3 kommyTaTopbl
Komangbl VLAN

PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

23.20 name

HaHHasa komaHga ncnonb3yetca anga ykaszanus umexdn VLAN. INpu ncnonb3oBaHnn ¢opmel
NO KOMaH4a BEPHET UMSI MO YMOSTHaHUIO.

name [VLAN-NAME]
no name

MapameTpbl
VLAN-NAME Mma VLAN (He 6onee 64 cMMBOIoB).

Mo ymonyaHuro
Mo ymonuaHuio nmerHem VLAN sensietca VLANX, rie X — OfHa UMM HECKOMbKO Lmdp,
cooteetcTBytowmx VLAN ID.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.
Ucnonb3oBaHMe KomaHAabl

[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEO6XOOUMO MepenTn B Pexum KoHdUrypauuu
VLAN (vlan).

Ncnonb3ynTte gaHHyto KomaHgy, YTtobbl 3agate ums VLAN.
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DGS-1250 Ynpaensiemble L3 kommyTaTopbl
Komanpabl VLAN

PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

Mpumep

B maHHOM npumepe nokasaHo, Kak 3agatb nms test-vian ans VLAN 3.
DGS-1250# configure terminal

DGS-1250(config)# vlan 3

DGS-1250(config-vlan)# name test-vlan

name test-vlan

DGS-1250(config-vlan)# do show vlan 3
VLAN 3:
Name : test-vlan
Tagged member ports : 1/0/3
Untagged member ports :

Total Entries : 1

DGS-1250(config-vlan)#
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DGS-1250 Ynpaensiemble L3 kommyTaTopbl
Komangbl VLAN
PykoBoacTBO no ncnonb3oBaHuio MHTepdeiica komaHaHow cTpoku (CLI)

23.21 description (vlan)

HaHHaa komaHga ucnonb3yetca ana ykasanusa onucaHuss VLAN. [pu mncnonb3oBaHun
dopMbl NO KOMaH4a BEPHET ONMCAHME MO YMOMYaHUIO.

description STR

no description

MapameTpbl

STR Onucanune VLAN (He 6onee 128 cnmBonos 6e3 npobena).

Mo ymonyaHuto
HerT.

Pexum BBOAa KomaHAbI
Pexum koHdurypauum VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

Ana ncnonb3oBaHWs OaHHOW KOMaHAbl HEOOXOAMMO MNEPErTU B PEXMM KOHGUrypaumm
VLAN (vlan).

Ncnonb3synTte aaHHyo komanay, 4Ttobbl 3agate onucaHve VLAN.

Mpumep

B maHHOM npumepe nokasaHo, kak 3agatb onucanue ans VLAN 3.
DGS-1250# configure terminal

DGS-1250(config)# vlan 3

DGS-1250(config-vlan)# description VLAN_ans_TtecTtoB

description VLAN_ans_TtecTtoB

DGS-1250(config-vlan)# do show vlan 3 description

VLAN ID : Description

+

3 :VLAN_pans_TectoB

Total Entries : 1

DGS-1250(config-vlan)#
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