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1. BBEOAEHUE

OnucaHne komaHg B [aHHOM pPYKOBOACTBE OCHOBaHO Ha nporpamMmMHOM obecneyeHumn
Bepcun 1.0.X. [lpeacTtaBneHHbIn 30eCb CAUCOK SBMSIETCA MOAMHOXECTBOM KOMaHZ,
nogaepXmBaembix kommyTtatopamm cepumn DGS-1250.

1.1 Ayumopus u codepkaHue

PykoBogCcTBO NO MCMoOnb3oBaHUIO MHTepdenca komaHgHon ctpoku (CLI) npegHasHaveHo
NpenMyLecTBEHHO ONd  agMUHUCTPaAToOpOB CeTu u  Apyrux npodgeccuoHanos IT-
WHOYCTPUM, OTBETCTBEHHbIX 3a YyMpaBfieHMe KOMMYTaTOPOM C MOMOLLUBI WHTepdenca
KOMaHOHoOW cTpoku. WHTepdpenc komaHOHOM CTPOKU SBNSIETCA OAHUM W3 LOCTYMHbIX
NHTepdencoB ansa ynpaesneHna kommytatopom cepum DGS-1250, B fjaHHOM pyKOBOACTBE
B JdanbHenweM KMeHyemMblM «KOMMYyTaTop». [1aHHOe pyKOBOACTBO nogpasymeBaeT Y
yuTaTensa Hanudme HeobxogMMOro onbitTa M 3HaHMA npuHUMNoB pabotbl Ethernet,
coBpeMeHHbIx ceten n LAN.

1.2 YcnoeHble 0603HaYeHuUs

Mpumep OnucaHue

TEeKCT OCHOBHOW TEKCT IOKYMEHTA.

KomaHgbl, onumm komaHg wu KnoyeBble cnosa. Krouesble
NonNyXUpHbIN WpKucT | CcnoBa B KOMaHAHOW CTPOKe HeobXxoaMmMoO BBOAUTb WUMEHHO
TakK, Kak OHM OTOBpaXkeHbl.

MapameTpbl UK 3Ha4YeHUs1, KOTopble HeobXxoaMMO yKasaTb.
KYPCUB
3ATIABHBIMU MapameTpbl B KOMaHOHOW CTPOKE HEOOXOAMMO 3aMEHUTb

XenaemMmbiMA.

[lononHuTenbHOEe 3HavyeHue wunm Ha6op OONONMHUTENbHbIX

KBagpaTHble ckobku [ ] aDrYMEHTOR

AnbTepHaTMBHbIE  KIOYEBble  CrioBa  3akfoyalTcs B
durypHble CKOBKM W pasgendaTca BepTUKanbHON 4YepTomn.
Kak npaBuno, HeobxogMmo BblbpaTb OOWH M3 BapUaHTOB,
pasfeneHHbIX BepTUKaNbHOW YepToWn.

®urypHble ckobku { }

[ononHnTenbHble 3HAYEeHUSA UK apryMeHTbl 3aKIo4aloTcs B
KBagpaTHble CKOOKM M pasgenstoTcs BepTUKarbHOW YepTon.
Kak npaBuno, HeobxoauMMO ykasaTb OOHO WMW HECKOSNbKO
3HaYeHUN/aprymMeHToB, pasaeneHHbIX BepTUKarnbHON YepTon.

BepTukanbHas yepTa |

WpncdTt Ha cBetno-| 3kpaH KOHCOMM, BKIOYas NpUMepbl BBEAEHHbLIX KOMaHZ C
cepom doHe COOTBETCTBYHOLLMM BbIBOOOM.

BaxHas I/IH(*)OpMGLI,I/IFI, KOTOpasd MOXeT NMOMO4b B
UCMOoJib30BaHUN yCTpOVICTBa.

! NHudbopmauums
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Beepnexue
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

OnucaHue
BHumaHue: MHopmaumss 0 noTeHuuansHOW yrpose yCTPOMUCTBY WUMKU O
®  unHdopmauusa noTtepe AaHHbIX, a Takke cnocobbl 3TO NPegoTBPaTUTb.

1.3 OnucaHusi KomMmaHO

NHdopmaums 0 kaxagonm Komange B LaHHOM PYKOBOACTBE MpeAcTaBfieHa C MOMOLLbHO
cnenyroLwmx nonewn:

« OnucaHume - kpaTkoe onmcaHve yHKLMOHana KoMmaHzbl.
+  CMHTaKCUC — TouHaa opma KOMaHbl U NpaBuna ee HanucaHus.

« MapameTpbl — Tabnuua c KpaTkKUM OMUCaAHMEM OMNuMA unu Tpebyembix
napameTpoOB U X UCMOMb30BaHNEM B KOMaHZeE.

+ [lo YMOJT4YaHUI0 — ecnu KOMaHda 3afjaeT HOBOEe 3HaveHue KOH(bI/IpraLI,MVI nnn
COCTOAHME KOMMYTaTopa (Hanpmmep, OTJINYHOE OT I/ICI'IOﬂbSyeMOFO), 3TO 6y,1:|,eT
NoKa3aHO B JaHHOM none.

« Pexum BBOOA KOMaHAObl — pexuM, B KOTOPOM BO3MOXHO WCMOMb30BaHWE
koMaHAabl. Pexumbl onvcaHbl B pasgene Pexumsbl eeoda komaHO, cTp. 10.

« YpoBeHb KOMaHAbl MO YMOJSTYaHUIO — ypoBeHb NPUBMIIENUM MOMb30BaTeNs,
HeobXoAMMBbIN ONA UCMONb30BaHUA KOMaHAbI.

« WUcnonb3oBaHue KOMaHAbl — getanbHOE onucaHune KomMaHAbl U pa3rnnyHbIX
cueHapueB ee UCMNoJib3oBaHUA.

® ﬂpMMep — MpumMep ncnosrnb3oBaHNA KOMaHAbl B nogxoadllemM cueHapun.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
BBepgeHue

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

1.4 PexxumMbl 8eo0a KOMaHO

B wnHTepdence komaHgHon cTtpoku (CLI) mcnonb3yeTcs HECKONbKO pPexuMoB BBOAA
KomaHg. Habop [AOCTynHbIX KOMaHA4 3aBUCUT OT pexumMa W YPOBHA NpuBUNErun
nonb3oBatensd. Bsog BonpocutenbHoro 3Haka (?) nocne npurnaweHuss CucTembl
MO3BOMSET BbIBECTU CMNUCOK KOMaHA, AOCTYMHbIX MNOMnb3oBaTenio B onpegerneHHoMm
KOMaHOHOM pexume.

Tekywunin  MHTEpdENC KoMaHOHOW CTPOKM MoAdepXMBaeT MATHaAuUaTb  YPOBHEN
npusunervii. Mo ymonyaHuio pasnuyatoTcs TpU TMna y4eTHOW 3anmcu nonb3oBaTens:

« Basic User — 1-n ypoBeHb npuBunervi. [aHHbIn ypOBEHb YYETHOM 3anucu
obnagaer cambiM HU3KUM MNPUOPUTETOM Cpean YYeTHbIX 3anucerd U Mno3BonsieT
nonb3oBaTento Nony4mMTb JOCTYN K NpocMoTpy 6a3oBon MHdopmMaumm o0 cucteme.

* Advanced User — 12-11 ypoBeHb npuBunernn. [JaHHblh ypOBEHb YYETHOW 3anncu
Nno3BONSAEeT Mony4YuTb AOCTYN MNOYTU KO BCEW WHpopmauum O cucteme u K
HEKOTOPbIM HacTpoMKaMm, a TaKke MO3BONSEeT BbIMOMHATL KOMaHAbl OYUCTKU
CTaTUCTUYECKNX OAHHbIX.

* Administrator — 15-1 ypoBeHb npusuneruin. YyetHas saanucb yposHa Administrator
No3BONSIET MNOMy4YUTb AOCTYN KO BCEN WHGOPMaUUM O CUCTEME WU CUCTEMHBLIM
HacTpownkam, OCTYMNHbIM B JaHHOM PYKOBOACTBE.

BasoBble pexnmbl HTepgenca komaHaHon ctpoku (CLI) B nepapxuyeckom nopsagke:
* User EXEC Mode (nonb3oBaTenbCkui pexum);
* Privileged EXEC Mode (npnBnnerMpoBaHHbIN PEXUM);
* Global Configuration Mode (pexum rnobansHOn KOHpUrypaumm).

Mepexog B cneuvarnbHble pPeXuMMbl KOHUrypaumm OCyLEeCTBASIETCA U3 pexuma
Global Configuration Mode.

Pexxum BBOAa kOMaHA Ha3Ha4yaeTcs cpasy npu BxoAe norb3oBaTtens B CUCTEMY U 3aBUCUT
OT YPOBHA npuBunernn yyetHon 3anucn. CeaHc HadvHaeTcs nmbo B pexnme
User EXEC Mode, nu6o B pexxume Privileged EXEC Mode.

Monb3oBaTtenn ¢ 6a3oBbiM ypoBHEM npusunermii (Basic User) ocyllecTBnsiT BxO4 B
pexume User EXEC Mode.

Monb3oBaTtenn ¢ pacwupeHHbiM (Advanced User) u MakcMmarnbHbIM — YPOBHEM
npusunermn (Administrator) ocywectenawtT Bxog B pexume Privileged EXEC Mode.
Mepexon B pexum Global Configuration Mode goctyneH TonbKo NonbL3oBaTensiM YPOBHS
Administrator.

CneuunanbHble  pexXumbl  KOHUrypaumm  OOCTYMHbl  TOMbKO  NOMb3oBaTensm C
MakcumarnbHbIM ypoBHeM npusunernin (Administrator).
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Beepnexue
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

B Tabnuue HwXKe KpaTko NpencTaBneHbl LOCTYMNHblE KOMaHOHbIE PEeXMMbl, BKMAOYas
Ga3oBble M HECKONMbKO  cneuuwanbHbiX. bonee nogpobHO  OaHHbIE  pPeXuMbl
paccmaTpuBalOTCs B onmcaHum nog Tabnuuen. OnucaHmsa ocCTanbHbIX CcheunanbHbIX
pexXxMMoB B 3TOM pasgerne He npeactaeneHbl. [Ona nonyyvyeHus wuHdopmauumM o
AOMONMHUTENBbHbBIX PEXMMAaxX HACTPOMKM Heobxoammo obpaTnuTbCAa K rmaBam, OTHOCALLMMCS
K 3TUM (PYHKLUUNAM.

Pexnm BBOoAga komaHp, / OnucaHue

YpoBeHb npuBunerum

User EXEC Mode / Cambli  HM3KMMA YpOBEHb MpuopuUTETa Cpeam
ypoBeHb Basic User Nnonb30BaTeNbCKUX YHETHbIX 3arnncen.

Privileged EXEC Mode / [MpocMOTp HacTpoek cucteMbl W HeEKOTOpble
ypoBeHb Advanced User onepauuu.

MpymeHeHne rnobanbHbIX HACTPOEK Ans BCEN
cuctemMbl. Takxe mcnonb3dyeTrcs ONd nepexoga K
crneumanbHbIM pexumam.

Global Configuration Mode /
ypoBeHb Administrator

Interface Configuration Mode /
ypoBeHb Administrator

VLAN Configuration Mode /
ypoBeHb Administrator

Pexxum koHdurypauum nitepdgemncos.

Pexxnm koHdurypauum VLAN-ceTn.

User EXEC Mode c 6a3oBbiMm ypoBHeM aoctyna Basic User

EcTb focTyn Tonbko K NpocMoTpy 6a30BbLIX HACTPOEK CUCTEMBbI U MHpopMaunn o pabote
YCTPOWCTBA, BO3MOXHOCTb BbINOSTHEHMST AMArHOCTUKK. Nonb3oBaTenb HE MOXET NOMy4nTb
AO0CTYN K MHGOpMauumn, oTHocaLWwenca kK 6ezonacHoCTn. B AaHHbIN peXuUM MOXHO BOWUTU C
y4yeTHou 3anucbto Basic User.

Privileged EXEC Mode c pacwunpeHHbIM ypoBHeM poctyna Advanced
User nnn makcumanbHbIM ypoBHeM aoctyna Administrator

Pexvm npegHasHadeH Ans npocMoTpa BCeX HaCcTPOeK CUCTEMbI U NMO3BONSAET BbINOMHATb
OYUCTKY OaHHbIX M HEKOTOpble HACTPOWMKW. B OaHHbIN pexmmM MOXHO BOWUTU C YYETHOW
3anucblo ypoeHsa Advanced User nnu Administrator.

Pexxum rmob6anbHoun koHcpurypaumum (Global Configuration Mode)

[aHHbI pexrmM No3BonsieT BHOCUTb U3MEHEHUS B rnobanbHble HACTPOWKN BCEN CUCTEMDI.
Ana Bxoga B pexum Tpebyetrca ydeTHaa 3anucb YpoBHA Administrator. Nomumo
npMMeHeHnss rnobanbHbIX HACcTpOeK ANnd BCEeW CUCTEMbl, [AaHHbIA PEeXUM Takke
ncnonb3yeTca Ana nepexoga B crneumanbHble pexuMbl KoHurypauun. Ons goctyna K
pexumMmy rnobanbHOM KOHWUrypauum nonb3oBaTenb [JOMMKEH BOWTM B CUCTEMY C
COOTBETCTBYHOLUMM YPOBHEM YYEeTHOM 3anucu u BBeCTU KomaHgy configure terminal B
NPVBUMErMpoOBaHHOM pexunme.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
BBepgeHue
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

B cnepywowem npumepe BLINOMHAETCA BXO4 B CUCTEMY C YYETHOM 3anuUcbl0 YPOBHS
Administrator B pexxume Privileged EXEC un ncnone3syetrca komaHga configure terminal
ANs nepexofa B pexum rnobanbHOM KoHUrypaumu:

DGS-1250# configure terminal

DGS-1250(config)#

[Mopsigok AencTBur ONA BXOo4a B chneumaribHble pexuMbl NpencTtaBneH B AanbHEMwmx

rmaBax pykoBoAcTBa. [aHHble KOMaHOHble PeXMMbl WCMOMb3YTCA AN HACTPOMKM
oTAenbHbIX PYHKLNNA.

Pexxum koHdurypauum nHtepdcgencos (Interface Configuration Mode)

Pexxum KoHdurypaumm nHTepdencoB MCnonb3yeTca ANa HAaCTPOWKM napameTpoB OLHOro
NN HECKOSbKNX NHTepdencos. B kadecTBe MHTepdenca MoXeT BbICTynaTb oU3NYECKUm
nopt, QAuanasoH noptoB, port-channel, VLAN-uHTepgenc. KomaHabl pexunma
KOH(pUrypaumm nHTepgencoB HEMHOIO OTNINYATCSA B 3aBUCMMOCTM OT TUna nHtepdenca.

Ona poctyna K pexumy KoHdurypauum uHtepdencos HeobxoamMmo MCNONb30BaTb
CrneayloLLyo KoMaHay B pexume rnobansHon KoOHUrypaumm:

DGS-1250(config)# interface ethernet 1/0/10

DGS-1250(config-if }#

Pexxum koHdurypauum VLAN (VLAN Configuration Mode)

Pexxnm koHdurypauum VLAN ncnonbsyetcsa ans Hactponkn napametpos VLAN.

Ana pgoctyna Kk pexumy KoHdpurypaumm VLAN Heobxoammo Mcnonb3oBaTh CreAyoLLYH
KOmMaHay B pexume rnodanbHom KoHUrypaumm:

DGS-1250(config)# vlan 1
DGS-1250(config-vlan)#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
BBepgeHue
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

1.5 Co30aHue nonb3oeamersibCKOU y4emHoU 3anucu (KoMaHoOa
username)

Mo ymonyaHuio Ha YCTPOMCTBE CyLLEeCTBYET yyYeTHasa 3anucb admin ¢ naposiem admin. Bbl
MOXeTe co3faTb Apyrve yveTHble 3anncu (Bcero 4o 22) ¢ NOMOLLbIO KOMaHAbl username.
Mpun ncnonb3oBaHUU POPMbI hO KOMaHAa yoanuT YYETHYIO 3anuchb.

username NAME {enable | disable} [{password PASS | nopassword}]
[privilege LEVEL]

no username {user NAME | all}

MapameTpbl
YKkaxnte ums nonb3oBartensd Ang yyetHonm 3anucu (He Gonee
NAME 32 cumBornoB). Acnonb3ynte natuHckne OyKBbl BEPXHETO U
HWKHEro peructpa, uudpbl, cumBonbl  «geduc»  (-),
«nog4vepkmBaHme» (), «touka» (.)
enable YkaxuTe, 4Tobbl BKMIOYNTL YHETHYIO 3aMUCh.
Ykaxnte, 4Tobbl OTKMOYUTL YYETHYKO 3anucb. Ecnn yyetHas
disable 3anucb OTKIIHOYEHa, nonb3oBaTenb He CMOXeT

aBTOpPM30BaTbCA.

(OnumoHanbHO) YkaxuTe naponb ANA Yy4YeTHOM 3anucn (He
password PASS bonee 31 cumeona). Ecnu naponb He ykasaH npu cosgaHuu
yYeTHOWM 3anucu, naposib OTCYTCTBYET.

(OnumoHanbHO) YkaxuTe, 4Tobbl B @HHOW YY4ETHOW 3anvcn He

nopassword
6110 Nnapons.

(OnuunoHanbHO) YKaxuTe ypoOBeHb MNPUBWUIIENMU, AOCTYMHbLIN
nosib3oBaTento Nocre aBTopusaunmn B MHTepdence KOMaHgHoOM

privilege LEVEL ctpokn (CLI). AnanasoH 3HayveHun: ot 1 go 15. Ecnu ypoBeHb
He yKasaH npuv CO34aHUM YYEeTHOW 3anucu, YpPOBEHb
npusunerum — 1.

user NAME YKaxXnte y4eTHyH 3anncb, KOTOPYH HEOBXoaUMO yaanuThb.

YKaxute npu ucnonb3oBaHny opmbl no, 4Tobbl yaanuTb Bce

all .
y4YeTHbIE 3anncu, Kpome TEKYLLIEN.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMmaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
BBepgeHue
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHMe KoOMaHAbI

|/]CI'IOJ'Ib3yI7ITe OaHHYIO KOMaHA4y nAOnd co3daHud HOBOM y‘-IeTHOﬁ 3arnncun, BKITHOYEHUA,
OTKIMIOYEHUS, U3MEHEHUA Maponsa UM YpoBHA NpuUBUNErnn Onsa CyLLECTBYOLWEN YYETHON
3anncum unn ee ygarnieHna.

Ana Toro 4tobbl oOTOGpasnTb WHMOPMaUMID O CYLLECTBYIOLWMX YYETHbIX 3anucsx,
ncnonb3dynte komaHay show users accounts. Tawke co3gaHHble UMW N3MEHEHHble
yyeTHble 3anucu oTobpaxatoTca npu BbIBOAE TeKyllen KoHdurypauum KommyTtaTtopa
(komaHga show running-config).

3apaBaemble naponu OyaoyT CKpbITbl B HACTpOMKax KOMMyTaTtopa mMocre akTuBauuun
LWnppoBaHMS Naporen ¢ NOMOLLLI0 KOMaHabl service password-encryption.

B Ttekywen Bepcumn 1O web-nHTEpdenc yctpomctea He
noaaepXkmBaeT pasrpaHMYEHNE HacTPOEK MO  YPOBHAM
npuBmUIErun.

PekomengyeTcs OTKNIOUUTL AOCTYN no npoTtokonam HTTP n
HTTPS npu co3gaHum nonb3oBaTensi C ypoBHEM MPUBUIIETAN
HWKe Heobxoaummoro Ond Bxoga B pexum rnodanbHom
KOHurypaumu. [na OTKNYeHns [OocTyna WCMNonb3ymnTte
KoMmaHgbl no ip http server n no ip http secure-server.

! NHdopmaums

Mpumep

B paHHOM npumepe nokasaHo, Kak co3fgaTb WM BKIKOYUTbL YYETHYHO 3anmMcb mainuser C
naponem aKaNuWr8 n yposHem npusunerum 15.

DGS-1250# configure terminal

DGS-1250(config)# username mainuser enable password aKaNuWr8 privilege 15

username mainuser enable password aKaNuWr8 privilege 15

DGS-1250(config)#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHAbl ynpaBneHusi 4OCTYNOM
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

2. KOMAHObI YINPABJIEHUA OOCTYINOM

2.1 enable password

[laHHasa komaHga ncnonb3dyeTca And 3agaHud naposd, Ucnofib3dyemoro and noBblilUeHUA
YPOBHA MnpuBunernn Ao yKka3aHHoOro 3Ha4eHuA. I'Ip|/| NCMNonb30oBaHNn C*)OprI Nno KOMaHaa
yoanuTt naposb And yka3aHHOro ypoBHA npusunernn.

enable password PASS [level LVL]

no enable password [level LVL]

MapameTpbl

Ykaxunte naposnb AOnd noBblilLEHNUA YPOBHA MpuBuUnernm (He

PASS 6onee 31 cumBona).

(OnumoHanbHO)  YkaxuTe, yToObLI  3agaTb  YpPOBEHb
npusunernn, Ond MOBbILWEHNA OO KOTOPOro WCMnonb3yeTcs

level LVL yKasaHHbI naposb. [AnanasoH 3HadeHun: ot 1 go 15. Ecnn He
ykasaHo, OGygeT 3agaH naposib AN NOBbIWEHWS NPUBUNETNNK
00 ypoBHSA 15.

Mo ymonyaHuto
Her.

Pexum BBoaa KomaHAbI
Pexum rmobanbHom koHurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAObl
[laHHas komaHda ucnonb3yeTcs Anst 3afaHust Naporisi, UCNoMb3yeMoro Afis NMoBbIEeHUs
YPOBHSI NPVMBUNErMN A0 YKa3aHHOIO 3HAYEHMSI.

[ns pasHbIX ypOBHEN MOXHO UCMNOMb30BaTh OANHAKOBbLIW Naposib.

Ncnonb3ynte komaHgy show privilege enable, 4ToObl 0TOGpasnTb ypoBHM NpUBUNETUHN,
ANS NOBbILWEHMSA 0O KOTOPbIX TpebyeTca naporb.
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KomaHAab! ynpaBneHusi 4OCTYynom

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTb naporib priv_up Ans fnoBbIWEHUA NpUBUNErm
0o 13, 14 n 15 ypoBH4.

DGS-1250# configure terminal

DGS-1250(config)# enable password priv_up level 13

enable password priv_up level 13

DGS-1250(config)# enable password priv_up level 14

enable password priv_up level 14

DGS-1250(config)# enable password priv_up

enable password priv_up

DGS-1250#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl

KomaHAbl ynpaBneHusi 4OCTYNoM

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

2.2 privilege

,D,aHHaFI KOMaHOda wucnosmnb3dyetca AOnd WUSMEeHEeHUA YpPpOBHA MpuBUIierMn KomMaHg. |_|pl/|
MCMonb3oBaHNM q)OprI NO KOMaHAa BEPHET 3Ha4eHne No YMOJTHaHUIO.

privilege {exec | config | show | vlan | interface-ethernet | interface-vian |
interface-port-channel} COMMAND level PRIV _LEVEL

no privilege {exec | config | show | vlan | interface-ethernet | interface-vlan |
interface-port-channel} COMMAND

MapameTpbl
Ykaxute, 4ToObl N3MEHUTb YPOBEHb NPUBUMErMM A5 KOMaHg,

exec AOCTYMHbIX NOCIe aBTopu3auuun nornb3oBaTens B nHTepdence
komaHaHown ctpoku (CLI).

confi Ykaxute, 4ToObl NU3MEHUTb YPOBEHb NPUBUMErMM A5 KOMaHg,

9 OOCTYMHbIX B pexume rrnodanbHom KoHdurypaumm.

show Ykaxute, 4Tobbl U3MEHUTb YPOBEHb MPUBUMErMM ANA KOMaHg
show.

vlan Ykaxnte, 4ToObl NU3MEHUTb YPOBEHb NPUBMUMErMM O11si KOMaHg,

OOCTYNHbIX B pexnme KoHgurypaummn VLAN.

interface-ethernet

Ykaxute, 4ToObl N3MEHUTb YPOBEHb MPUBMNErMM st KOMaHg,
OOCTYMHbIX B pexume KOHUrypaumm nopta unu guanasoHa
noptos Ethernet.

interface-vian

YKkaxuTe, 4Tobbl UIBMEHUTb YPOBEHb NPUBUIIETMM ONA KOMaHL,
OOCTYMHbIX B pexume KoHdurypaumm nHtepdgenca VLAN.

interface-port-channel

Ykaxute, 4ToObl N3MEHUTb YPOBEHb NPUBMUMErMM A5 KOMaHg,
OOCTYMHbIX B peXume  KoHduUrypauum  form4yeckoro
nHTepdenca port-channel.

YKaxute nepBoe CroBO KOMaHAbl, ANns KOTOpOW Heobxoammo
N3MEHUTb YPOBEHb NPUBUIIETUMN.

COMMAND [ocTynHbIN AnanasoH 3HayeHun: ot 1 Ao 512 cumBonos.
[aHHbln napameTp He [JOormKeH cogepxatb cregyroiine
3Ha4yeHus: do, end, exit, no.

PRIV LEVEL 3agante ypoBeHb npuBunerMn. [JOCTynHbIA — AnanasoH

3HayeHun: ot 1 go 15.

Mo ymonuyaHuto
Hert.
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Pexxnm BBoaa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
Mcnonb3ynTte gaHHyto KoMaHay, YToObl UIBMEHUTL YPOBEHb MPUBUIETNNN KOMaHA.

YpoBeHb MpuBurern OyaeT M3MEHEH ANns BCEX KOMaHA, HauMHawLMXCA C 3a4aHHOro
cnosa.

KomaHabl ¢ ypoBHEM npuBurierMM Bbille, YeM Yy nonb3oBaTend, OyayT CKpbITbl 4SS
AaHHOro nonb3oBaTensd. lNonb3oBaTenb MOXET U3MEHUTb CBOM YPOBEHb NpUBUIIErMnN C
NOMOLLIbIO KOMaHAbl enable.

Mpumep

B gaHHOM npumepe nokasaHo, Kak ans KkomaHgbl clear, JOCTynHOM nocne aBTopu3aunm
nosib3oBaTesnsl B CUCTEME, YCTAaHOBUTL YPOBEHb npusunerum 15.

DGS-1250# configure terminal

DGS-1250(config)# privilege exec clear level 15
privilege exec clear level 15
DGS-1250(config)#
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KomaHAbl ynpaBneHusi 4OCTYNOM
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

2.3 show privilege commands

,D,aHHaFI KOMaHAa Wwucnonb3yeTcda Aand OTO6pa)KeHW)'-I I/IH(*)OpMaLI,VII/I O TeKkywemM YypoBHE
npuBunernn KoOmMaHmg.

show privilege commands

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KomaHAbI
Monb3oBaTenbcknin unu npusmunernpoBaHHbii pexxmum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAabl

Mcnonb3ynte QaHHyl0 KOMaHLy Ons oTobpaxeHuss mHdopmaumMm O TEKyLeM YpPOBHE
npvBunIerMm KoMaHa.

Kaxgbin BblLLECTOALMI YPOBEHb HAcNeayeT npasa npeablayLuero.
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Mpumep
B maHHOM npumepe nokasaHo, Kak oTtobpasutb MHGOpPMaLMO O TOM, KakMM YPOBHEM
I'IpVIBVIJ'IGFMVI OOJKeH O6J'IaLI,aTb nonb3oBartesib, YTOObI nony4ynTb OCTYN K KOMaHO4aM.

show privilege commands

show privilege commands

Mode : Command : Level
+ +

exec : reboot 115

exec : copy 115

exec : autoprovision : 15

exec : save 115
exec : reset 115
exec : configure  : 15
exec : clock 112
exec : clear 112

exec : dhcp-snooping : 12
show : running-config : 15
show : crypto 112

show : ssh 112

Total Entries : 12

OTobOpaxaemMble napamMmeTpbl

Mode Pexxum BBOAA KomaHg.

Command pynna KomaHA, Ha4YMHaLWNXCA C 3aaHHOro CnoBa.

TeKyLLl,I/II7I YPOBEHb I'Ipl/IBVIJ'IeFVIIZ, Ha KOTOPOM AOOCTYIHbI

Level <
KOMaHAbl 4aHHOM rpynnbl.
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2.4 show privilege enable

NaHHas koMaHga WUCMonb3yeTcs ANA OTOOpPaXKeHUs YPOBHEN MPUBUNErui, 3allMLLEeHHbIX
naponem.

show privilege enable

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KomaHAbI

,D,aHHaFI KOMaHga I/ICI'IOJ'Ib3yeTCFI an4d OT06pa)KeHI/IFI ypOBHeVI I'IpMBVIJ'IGFI/II7I, 3allnNLLEeHHbIX
naporiem. Ecnu An4 ypoBHA HE 3adaH Nnaporib, nepe|7|T|/| Ha Hero ¢ bornee HU3KOro YPOBHA
Helnb34.

Mpumep
B paHHOM npumepe nokasaHO, Kak OTobpasuTb YPOBHM MPUBUAEMNA, 3alUULLEHHbIE
naponem.
DGS-1250(config)# show privilege enable
show privilege enable
Status : Level
__________ U
Enabled : 15
Enabled : 13
Enabled : 14

Total Entries : 3
DGS-1250#
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3. KOMAHObl AUTHENTICATION, AUTHORIZATION,
ACCOUNTING (AAA)

3.1 aaa login

[aHHas kKomaHOga ucnonb3yeTcd Ans  Bxoda B pexum  KoHdurypaumm  AAA
(ayTeHTUdMKaLmMm, aBTopu3aumm, ydeta) npu 4OCTyne K HacTporkaMm KommyTaTopa.

aaa login {console | ssh | telnet | web}

MapameTpbl
Ykaxute, 4toObl 3agaTb HACTPOMKM AN JgocTtyna depes
console . A P A ROCTY P
KOHCOMbHbIN MOPT.
ssh Ykaxute, 4TOobbl 3agaTb HaCTPOMKM AOnst gocTtyna no
npotokony SSH.
YkaxuTte, 4ToObl 3agaTb HaCTPOMKM AOnst gocTyna no
telnet
npotokony TELNET.
web YkaxuTe, 4TOObl 3agaTb HaCTpPOWKM ANnd goctyna K web-

nHTepdency (npotokonsl HTTP/HTTPS).

Mo ymonyaHuro
Her.

Pexum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHaa komaHOa ucnonb3yeTcda Ans  Bxoda B pexum  KoHdgurypaumm  AAA
(ayTeHTUUKaLumm, aBTopu3aumm, ydeta) nNpu AOCTyNe K HacTpoukaMm KommyTaTopa no
npotokonam SSH n TELNET, yepes KoHCOnbHbIM NOPT unn web-nHtepdenc.

Mpumep

B paHHOM npumepe nokasaHo, Kak BOUTU B pexum KoHdurypaumm AAA gna gocrtyna K
HacTporkam KkommyTtartopa rno npotokony TELNET.

DGS-1250# configure terminal

DGS-1250(config)# aaa login telnet

DGS-1250(config-aaa-telnet)#
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3.2 enable

[aHHaa komaHga wucnonb3yeTcs Ans BkNYeHusa/BbiknoveHnss AAA (ayTeHTudmkauuu,
aBTopMU3aumm, ydeta) npu OOCTyne K HacTporkam KoMmyTatopa no npotokosiam SSH u
TELNET, 4yepes kOHCOMNbHbIN NOpT unn web-nHtepdenc. MNpu ncnone3oBaHnn opmMmbl No
KomaHaa oTknountT AAA B COOTBETCTBYIOLLEM PEXUME.

enable

no enable

MapameTpbl
Her.

Mo ymonuyaxuto
Her.

Pexxum BBoAa KomaHAbI

Pexum koHdpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepe3 KOHCOMbHbIN
nopt unu web-nHtepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl

[aHHaa komaHOa wucnonb3yeTcs Ans BkNoYeHusa/BbiknoveHnss AAA (ayTeHTuUdmkauuu,
aBTOpMU3aLmMu, ydeTa) npu OOCTyne K HacTporkam KoMmyTatopa no nportokosiam SSH u
TELNET, 4yepes3 KOHCOMbHbIA MOPT unv web-uHtepdenc. [Ona ganbHenwen HacTpOnKn
ncnonb3ynte komanasl authentication, authorization n accounting B cootseTcTBYOLWEM
pexume.

Mpumep

B paHHOM npumepe nokasaHo, kak BktounTb AAA ona gocTtyna Yyepes web-nHtepdenc.
DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# enable

enable

DGS-1250(config-aaa-web)#
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3.3 accounting type

[aHHas komaHOa uCcnonb3yeTca ANS HACTPOMKM yyeTa npu A0CTyne K HacTpomKam
KommyTaTopa no npotokonam SSH wn TELNET, yepe3 KOHCOMbHbIA MOPT wunn web-
nHTepdenc. [llpn wncnonb3oBaHUM GOPMbI NO KOMaHAa OTKIYMT  MCNOSfb30BaHME
yKasaHHOW rpynmnbl cepBepoB NS yyeTa.

accounting type {radius RADIUS_GROUP | tacacs TACACS_GROUP} [priority
PRIQO]

no accounting type {radius RAD/IUS_GROUP | tacacs TACACS_GROUP}

MapameTpbl

radius RADIUS_GROUP YkaxuTe, 4Tobbl 3agaTtb Ha3BaHue rpynnbl cepsepos RADIUS.

tacacs Ykaxute, 4tobbl 3agaTb Ha3BaHWe [pynnbl  CepBepoB
TACACS_GROUP TACACSH+.
priority PRIO (OnumoHanebHO) YKaxuTe 3HayeHue npuopuTeTa rpynnbl

cepsepos. [lnanasoH 3HadeHun: ot 1 go 10000.

Mo ymonuyanuto
Her.

Pexxum BBOoAa KomaHAbI

Pexum koHpurypaumm AAA ana goctyna no npotokony TELNET/SSH, Yepe3 KOHCOMbHbLIN
nopt unu web-nHtepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KoMmaHAbI

[laHHaa komaHga wucnonb3yeTca On9 HACTPOWKM yyeTa Mnpu OOCTyrne K HacTpomKam
KommyTaTopa no npotokonam SSH wn TELNET, yepe3 KOHCOMbHbIA MOPT wUnn web-
NHTepdenc.

YkasblBaemas rpynna cepBepoB A0/MKHA CyLLleCTBOBaTb B cucteme. [Ina cosgaHus rpynnbl
ncnonb3ynTe KomaHay aaa group radius nnv aaa group tacacs.

Ecnu ona gaHHOW KOMaHObl HE yKasbiBaeTCsa NPUOPUTET, rpynne cepBepoB HasHa4yaeTcs
npuopnteT 10 NN HUXe, ecriv Takon NPUOPUTET YXKe UCNOoNb3yeTcsa ANns yveTa.
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Mpumep

B maHHOM npumMepe nokasaHo, Kak BKIYUTb YYET ANs 4ocTyrna Yyepes web-nHtepdenc ¢
nomoubto rpynnbl cepeepos RADIUS.

DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# accounting type radius GROUP1

accounting type radius GROUP1

DGS-1250(config-aaa-web)#
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3.4 authentication type

[aHHaa KomMaHda wucnonb3yeTcs A1 HaCcTPOWKM ayTeHTuduKaumm npu goctyne K
HacTporkam KommyTtatopa no npotokonam SSH n TELNET, yepes KOHCOMbHbLIM NOPT Unu
web-uHTepdgenc. [lNNpu uncnonb3oBaHMM (OPMbI NO KOMaHAa OTKIIOYUT  FOKasbHYHO
ayTeHTUuKaumio  unu  UCNosnb3oBaHWe  ykasaHHOW  rpynnbl  CepBepoB  AfNiA
ayTeHTUukaumn.

authentication type {local | radius RAD/IUS_GROUP | tacacs TACACS_GROUP}
[priority PRIO]

no authentication type {local | radius RADIUS GROUP | tacacs
TACACS_GROUP}

MapameTpbl

YKkaxute, 4TOObl ayTeHTUdMKauus  BbINOMHSANAcb  Ha
local OCHOBaHUu1 Nnosib3oBaTENbCKUX YYETHbIX 3anucen
KOMMyTaTopa.

radius RADIUS_GROUP YxaxuTe, 4ToObl 3agaTb Ha3BaHue rpynnbl cepsepos RADIUS.

tacacs Ykaxute, 4tobbl 3agaTb Has3BaHWe [pynnbl  CEpPBEPOB
TACACS_GROUP TACACS+.

(OnumoHanbHO) VYKaxuTe 3HayeHue npuopuTeTa rpynnbl
priority PRIO CepBepPOB UMM flOKanbHOro Tuna ayteHTudukaumm. [uanasoH
3Ha4veHun: ot 1 go 10000.

Mo ymonyaHuto
Her.

Pexxum BBoAga kKomaHAbI

Pexum koHdpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepe3 KOHCONbHbIN
nopt unu web-nHtepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue komaHAbI

[aHHaa KomMaHda wucnonb3yeTcs Af1I9 HaCcTPOWKW ayTeHTuduKaumm npu goctyne K
HacTporkam KommyTtatopa no npotokonam SSH n TELNET, yepes KOHCOMbHbLIM NOPT Unu
web-uHTepgenc.

YkasblBaeMasi rpynna cepBepoB [OMKHa CyLLECTBOBATL B cucTeMe. [N cosgaHus rpynnbl
Ucronb3yiiTe kOMaHay aaa group radius unu aaa group tacacs.

Ecnn gona paHHOM KOMaHdbl He yKas3blBaeTCA NPUOpUTET, rpyrnne CcepBepoB WMn
nokanbHOMYy TUNy ayTeHTUuKaumm HasHadaetca npuoputeT 10 UK HUMXKe, ecrin Takow
NPUOPUTET yXKe NCNOoSb3yeTcsa ANna ayTeHTUduKaumn.
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Mpumep

B JaHHOM npumMepe rnokasaHo, KaK BKITIOYUTb J1OKaribHYIO ayTeHTVICpVIKaLI,I/IlO anda gocrtyna
Yyepes web-nHTepdenc.

DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# authentication type local

authentication type local

DGS-1250(config-aaa-web)#
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3.5 authorization type

[aHHas komaHOa ucnonb3yeTcsa Ans HaCcTPOWKU aBTopM3aunmn nNpu AocTyne K HacTpomkam
KommyTaTopa no npotokonam SSH wn TELNET, yepe3 KOHCOMbHbIA MOPT wunn web-
nHTepgenc. Tlpu wncnonb3oBaHMnm GOPMbI NO  KOMaHZaA OTKMKYUT  fOKarbHYHO
aBToOpM3aLMIO UK NCMNONb30BaHWE yKa3aHHOW rpynnbl CEPBEPOB ANA aBTopmusaumn.

authorization type {local | radius RADIUS_GROUP | tacacs TACACS_GROUP}
[priority PRIO]

no authorization type {local | radius RADIUS GROUP | tacacs
TACACS_GROUP}

MapameTpbl

Ykaxute, 4ToObI aBTOpun3aumnda BblNONHAMNACb Ha OCHOBaHUU

local -
NoNb30BaTENbCKNX YHYETHbIX 3anMcen KommyTaTopa.

radius RADIUS _GROUP Ykaxute, 4uTobbl 3agaTtb Ha3BaHue rpynnbl cepeepos RADIUS.

tacacs Ykaxute, 4tobObl 3agaTb HasBaHWe pynnbl  CEpPBEPOB
TACACS_GROUP TACACS+.

(OnuuoHanbHO) YKaxuTe 3HayeHue npuopuTeTa rpynnbl
priority PRIO CepBepoB WNU foKanbHOro Tuna asTopu3auun. [OuanasoH
3Ha4veHun: ot 1 go 10000.

Mo ymonuyaxuio
Her.

Pexxum BBoga komaHAbI

Pexum koHdpurypaumm AAA ana goctyna no npotokony TELNET/SSH, yepe3 KOHCOMbHbIN
nopt unu web-nHtepdenc (TELNET/SSH/CONSOLE/WEB AAA Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHaa KomMaHda wucnonb3yeTcs Af1I9 HacTPOWKW ayTeHTuduKaumm npu goctyne K
HacTporkam KommyTtaTtopa no npotokonam SSH n TELNET, yepes KOHCOMbHbLIM NOPT Unv
web-uHTepgenc.

YkasblBaemas rpyrnna cepBepoB A0oMkHa CyLlecTBoBaTb B cuctemMe. [ins co3gaHus rpynnbl
ncnonb3ynte KoMaHay aaa group radius nnv aaa group tacacs.

Ecnn ona paHHOM KOMaHdbl He yKa3blBaeTCA NPUOPUTET, rpyrnne CcepBepoB Wn
nokanbHOMYy TUNy aBTopu3auun HasHadaetcs npuoputeT 10 MNM HWXKe, ecnu Takow
NPUOPUTET yXXe NCNOoSb3yeTcsa ANA aBTopu3aunn.
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Mpumep

B OaHHOM MpumMepe MnokKa3aHO, KaK BKITHOYUTb J1IOKalibHYIO aBTOpU3aUMIO O5A AO0CTyna
Yyepes web-nHTepdenc.

DGS-1250# configure terminal

DGS-1250(config)# aaa login web

DGS-1250(config-aaa-web)# authorization type local

authorization type local

DGS-1250(config-aaa-web)#
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3.6 aaa group radius

[aHHaa koMaHOa mcnonb3yeTcs AfiS BXoda B PeXuM KOHUrypaumm rpynnbl cepBepoB
RADIUS (RADIUS Group Configuration Mode). NMpn ncnonb3oBaHumn ¢oOpMbl no KOMaHaa

yoanuT rpynny.
aaa group radius GROUP_NAME

no aaa group radius GROUP_NAME

MapameTpbl

YkaxuTte HasBaHue rpynnbl cepeepoB RADIUS (He Gonee 32

GROUP_NAME
- cumBosioB 6e3 npobena).

Mo ymonyaHuto
Hert.

Pexum BBoaa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAOblI
[aHHasi koMaHga ucnonb3yeTcsl AN BXo4a B PEXMM KOHdurypauum rpynnbl cepBepoB
RADIUS. B gaHHoM pexunme MoXHO ykasaTb IPv4- nnu IPv6-agpeca cepsepos RADIUS.

B cucteme moxeT ObiTb cos3gaHo o 4 rpynn cepsepoB RADIUS. [pynna moxer
cogepxaTtb oT 1 0o 4 cepBepos.

Mpumep

B paHHOM npumepe nokasaHo co3gaHue rpynnbl cepepoB RADIUS ¢ HasaHuem
GROUP1.

DGS-1250# configure terminal

DGS-1250(config)# aaa group radius GROUP1

DGS-1250(config-radius-group)#
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3.7 server (RADIUS)

[aHHas komaHga wucnonb3dyetca ana pobaenenuss cepsepa RADIUS B rpynny u ero
HacTponku. [Npu ncnonb3oBaHUM POPMbI NO KOMaHAa yoanuT cepeep U3 rpynnbl.

server {IPv4-ADDRESS | IPv6-ADDRESS} [key KEY_VALUE | acct-port
ACCT_PORT | auth-port AUTH PORT |  priority PRIO | retransmit
RETRANSMIT_VALUE | timeout TIMEOUT_VALUE | accounting | authentication]

no server {/IPv4-ADDRESS | IPv6-ADDRESS} [acct-port | auth-port | retransmit |
timeout | accounting | authentication]

MapameTpbl
IPv4-ADDRESS Ykaxute |IPv4-agpec RADIUS-cepBepa.
IPv6-ADDRESS Ykaxute IPv6-agpec RADIUS-cepsepa.
(OnuuoHanbHO)  YKaxuTe K4,  UCMonb3yemblin  ans
key KEY _VALUE B3ammogencteuss ¢ cepsepom RADIUS (He 6onee 128

CUMBOJSIOB).

(OnuunoHaneHo) Ykaxute Homep UDP-nopTta HasHayeHus ans

acct-port ACCT_PORT OTnpaBKu NakeToB yyeTta. [lnana3oH 3HadeHun: ot 1 0o 65535.

(OnuunoHaneHOo) Ykaxute Homep UDP-nopTta HasHayeHus ans
auth-port AUTH_PORT otnpaBsku naketoB ayTeHTuukauyuun. [juanasoH 3HavyeHuin: ot
1 no 65535.

(OnuuoHanbHO) YKaxuTe 3HadeHwe npuopuTeTa cepsepa

priority PRIO RADIUS B rpynne. Anana3oH 3HavyeHun: ot 1 go 10000.

(OnuuoHanbHO) YKaxuTe KONMMYeCTBO MOMbITOK MNOBTOPHOW
nepegayn 3anpocoB CepBepy, B Crydae ecnu OTBET He
nonyyeH. [inanasoH 3Ha4veHun: ot 0 go 20.

retransmit
RETRANSMIT _VALUE

timeout (OnuunoHanbHO) YKkaxute BpeMS OXMOAHUA OTBETA Ha 3anpoc
TIMEOUT _VALUE cepsepy. [lnanasoH 3HayeHun: oT 1 oo 255 cekyHa.
accounting (OnumoHaneHo) YkaxuTe, 4ToObl CepBep BbINOHSAM YYeT.

(OnuuoHanbHO)  YkaxuTte, 4TOObl cepBep  BbIMOMHSAN

authentication
ayTeHTUmkauuio.
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Mo ymonyaHuio

MopT Bpems Konunye-
Mpuvopum- MopT AyTeHTU-
Yyer ayTeHTU- oOXxuga- CTBO Knou
TeT y4yeTa ¢dpukauusn
cukaumm HuA NONbITOK
OTkntoye OTkntoye default k
10 1813 1812 5 1 -
HO HO ey

Pexxnm BBOAa KomaHAbI
Pexum koHdurypauum rpynnel cepepoB RADIUS (RADIUS Group Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KoOMaHAObl

HaHHas komaHnga wcnonb3yetca ana pobaesneHus cepsepa RADIUS B rpynny u ero
HacTpouku. [Npu wmcnonb3oBaHUM (OPMbl NO C KIHOYEBLIM CIIOBOM KOMaHAa BepHeT
COOTBETCTBYHOLLYIO HACTPOWNKY cepBepa Mo YMOMYaHUIO.

Mpumep

B paHHOM npumepe nokasaHo gobaeneHue cepsepa RADIUS B rpynny 1 n HacTporika
Krno4va 1 BpeMeHU oXXKnaaHnAa oTBETa Ha 3anpoc.

DGS-1250# configure terminal

DGS-1250(config)# aaa group radius GROUP1

DGS-1250(config-radius-group)# server 10.10.10.3 key T5h6d@DO timeout 10

server 10.10.10.3 key T5h6d@DO0 timeout 10

DGS-1250(config-radius-group)#
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3.8 aaa group tacacs

[aHHasi koMaHga ucnonb3yeTcsl AN BXo4a B PEXMM KOHurypaumm rpynnbl cepBepoB
TACACS+ (TACACS Group Configuration Mode). lMpn wucnonb3oBaHun ¢oOpMbl ho
KOMaHAa yganuT rpynny.

aaa group tacacs GROUP_NAME
no aaa group tacacs GROUP_NAME

MapameTpbl

YkaxuTe HasBaHue rpynnbl cepsepoB TACACS+ (He 6onee 32

GROUP_NAME
- cumBosioB 6e3 npobena).

Mo ymonyaHuto
Hert.

Pexum BBoaa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAOblI

[aHHasi koMaHga ucnonb3yeTcsl AN BXo4a B PEXMM KOHdurypauum rpynnbl cepBepoB
TACACS+. B paHHOM pexume MOXHO Yykasatb |Pv4- wnu IPv6-agpeca cepBepos
TACACS+, a Takke ykasaTb BpeMsi OXXngaHusi OTBETa Ha 3anpoc cepBepam rpynnbl.

B cucrteme moxet 6biTb cosgaHo o 4 rpynn cepBepoB TACACS+. [pynna moxer
cogepxatb oT 1 0o 4 cepBepoB.

Mpumep

B pmaHHOM npumepe nokasaHo cosgaHue rpynnbl cepBepoB TACACS+ c HasBaHueM
GROUP2.

DGS-1250# configure terminal

DGS-1250(config)# aaa group tacacs GROUP2

DGS-1250(config-tacacs-group )#
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3.9 server (TACACS+)

HaHHas komaHga ucnonb3yetcs ons gobasneHuns cepsepa TACACS+ B rpynny m ero
HacTpouku. [Npu ncnonb3oBaHM HopMbl NO KOMaHAA yaanuT cepeep U3 rpynnbl.

server {IPv4-ADDRESS | IPv6-ADDRESS} [key KEY _VALUE | port PORT_NUM |
priority PRIO | accounting | authentication]

no server {IPv4-ADDRESS | IPv6-ADDRESS} [port | accounting |
authentication]

MapameTpbl
IPv4-ADDRESS Ykaxute |IPv4-agpec cepsepa TACACS+.
IPv6-ADDRESS Ykaxute |IPv6-agpec cepsepa TACACS+.
(OnunoHanbHO)  YKaxuTe K4,  UCMOonb3yemblin  Ang
key KEY _VALUE B3aumopenicteuss ¢ cepsepom TACACS+ (He Oonee 128

CUMBOJSIOB).

(OnuunoHaneHo) Ykaxute Homep UDP-nopta HasHayeHus ans
port PORT_NUM OTNpaBkM  NaKeToB  ydveTa/ayTeHTupmkaumm.  [QuanasoH
3Ha4yeHun: ot 1 go 65535.

(OnuuoHanbHO) YKaxuTe 3HadeHwe npuopuTeTa cepsepa

priority PRIO TACACS+ B rpynne. nana3soH 3Ha4veHui: ot 1 go 10000.

accounting (OnumoHanbHo) YkaxuTe, 4ToObl CEpBEP BbIMOMHSM YYET.

. (OnumoHanbHo)  YkaxuTe, 4TOObl  cepBep  BbIMNOMHAM
authentication

ayTeHTUUKaLMIO.
Mo ymonyaHuto
Mpuoputer Yuer '::J::Tmb"- MopT 5;32:”'” Knouy
10 OTtkntoyeHo  OrtknodeHo 49 5 -

Pexum BBOoAa KoMmaHAbI
Pexum koHdpurypaumm rpynnel cepsepoB TACACS+ (TACACS Group Configuration
Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHas komaHga ucnonbadyetca gna gobaeneHust cepepa TACACS+ B rpynny m ero
HacTpouku. [Npu wmcnonb3oBaHUM (OPMbl NO C KIOYEBLIM CIIOBOM KOMaHAa BEpPHET
COOTBETCTBYHOLLYIO HACTPOWNKY cepBepa Mo yMOSYaHMIO.
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Mpumep

B paHHoM npumepe nokasaHo gobasneHue cepsepa TACACS+ B rpynny GROUP2 wu
HaCTpoOuKa Kriro4a.

DGS-1250# configure terminal

DGS-1250(config)# aaa group tacacs GROUP2

DGS-1250(config-tacacs-group)# server 10.10.10.4 key TY56fg40

server 10.10.10.4 key TY56fg40

DGS-1250(config-tacacs-group )#
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3.10 timeout

[laHHas komaHga WCchonb3yeTcs ANs HacTPOWMKUM BPEMEHW OXWAaHus ONns OoTBeTa Ha
3anpoc cepeepoB TACACS+ B gaHHon rpynne. MNpu ucnonb3oBaHn1 popMbl NO KOMaHAa
BEPHET 3HAYEHUE MO YMOMYaHUIO.

timeout TIMEOUT_VALUE

no timeout

MapameTpbl

YkaxuTe BpeMs OXuaaHus OTBeTa Ha 3anpoc CepBepoB

TIMEOUT _VALUE y
- rpynnel. [lJnanasoH 3HadeHun: ot 1 0o 255 cekyHs.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HavyeHue 5.

Pexum BBoaa KomaHAbI
Pexum koHdurypaumm rpynnel cepepoB TACACS+ (TACACS Group Configuration
Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHaa KomaHZa MCcrnonb3yeTrcs ANsi HACTPOWKM BPEMEHW OXuOaHus Ons OTBeTa Ha
3anpoc cepsepoB TACACS+ B gaHHoOM rpynne.

Mpumep

B OJaHHOM npuMepe nokKa3aHo, KaK YyBEeIlMMYUTb BpeMA OXundaHuna oTBeTa Ha 3alpocC
cepepos B rpyrnne GROUP2 go 10 cekyHa.

DGS-1250# configure terminal

DGS-1250(config)# aaa group tacacs GROUP2

DGS-1250(config-tacacs-group)# timeout 10

timeout 10

DGS-1250(config-tacacs-group )#
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3.11 show aaa login

[aHHas KomaHga ucnonb3yetcs Ana otobpaxeHus nHdopmaumm o koHdurypauun AAA
(ayTeHTUUKaLmmM, aBTopu3aumm, ydeta) npu AOCTyne K HacTpoukaMm KommyTaTtopa no
npotokonam SSH n TELNET, yepes KoHCOMNbHbIM NOPT unn web-nHTepdenc.

show aaa login [console | ssh | telnet | web]

MapameTpbl
Ykaxute, 4tobbl 0TO6pasnTe MHOPMaLM0 AN KOHCOMbHOIO
console ’ P opmaumio A
nopra.
YkaxuTte, 4Tobbl 0TOGpa3vTb MHopmMaumo Ans npoTokona
ssh
SSH.
telnet Ykaxnte, 4tobbl 0TOGPa3nTb WHOpMauuio And npoTokona
TELNET.
web Ykaxute, 4T0obbl OTOGpa3uTb uHGOpPMauuMio ana  web-

nHTepdenca (npotokonsl HTTP/HTTPS).

Mo ymonyaHuto
Her.

Pexxnm BBoAga kKomaHAbI
[Monb3oBaTenbCKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YpoBeHb 1.

Ucnonb3oBaHue KomaHAbI

[aHHaa kKomaHga ucnonb3yeTtcs ans otobpaxeHust nHdopmaumm o KoHdurypaumum AAA
(ayTeHTUUKaummM, aBTopusaumm, ydeta) nNpu OOCTyne K HacTpouMkaMm KommyTaTopa no
npotokonam SSH n TELNET, yepe3 KOHCONbHbI NOpT unu web-nHtepdenc. Ona Toro
yTOObLlI OTOOpa3nMTb uWHopmaumMo 0060 Bcex cnocobax AocTtyna K HacTponkam
KOMMYyTaTopa, UCnonb3ymnte koMmaHay 6e3 KnoyeBbiX CoB.
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KomaHgbl Authentication, Authorization,

DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Accounting (AAA)

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep
B maHHOM npumepe nokasaHo, kak 0Tobpa3snTb MHdopmaumo o0 KoHdurypaumm AAA ans

web-nHTtepdenca.
DGS-1250# show aaa login web
show aaa login web
WEB:
AAA state : Disabled

Authentication : Enabled
Methods : RADIUS (GROUP1) (priority: 10)

: Local database (priority: 11)
Authorization : Enabled
Methods : RADIUS (GROUP1) (priority: 10)
: Local database (priority: 11)

Accounting  : Enabled
Methods : RADIUS (GROUP1) (priority: 10)

Total Entries : 1

DGS-1250#
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3.12 show aaa radius

[aHHas KomaHga ucnonb3yeTcst Ans oTobpaxeHus MHdopmauMM O rpynnax cepBepoB
RADIUS, co3gaHHbIX B cMCTEME KOMMYyTaTopa.

show aaa radius

MapameTpbl
HerT.

Mo ymonyaHuto
Hert.

Pexum BBOAa KoMaHAbI
[Monb3oBaTenbCKnin nnn npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHMe KoMmaHAbI

[aHHas KomaHga ucnonb3yeTcs ana otobpaxeHus MHpopmaumm o rpynnax cepBepoB
RADIUS, co3gaHHbIX B cucTeMe KoMMmyTaTtopa.

Mpumep

B paHHOM npumepe nokasaHo, Kak 0TobOpasuTb MHGOPMauuio O rpynnax CcepBepoB
RADIUS.

DGS-1250# show aaa radius

show aaa radius

Group name : Server : Priority : Accounting (port) : Authentication (port) : Timeout, sec : Retries : Key
+ + + + + + +

GROUP1 :10.10.10.3:10 : Disabled (1813) : Disabled (1812) :10 1 : T5Sh6d@DO

Total Entries : 1

DGS-1250#

CtpaHuua 39 ns3 359



DGS-1250 Ynpasnsemsie L3 kommyTaTopei Komanab! Authentication, Authorization,

PykoBofCTBO MO MCNonb3oBaHUto nHTepdeiica komaHaHol ctpoku (CLI) Accounting (AAA)

3.13 show aaa tacacs
[aHHas KomaHga ucnonb3yeTcst Ans oTobpaxeHus MHdopmauMM O rpynnax cepBepoB
TACACS+, co3gaHHbIX B cMcTeMe KoMMyTaTopa.

show aaa tacacs

MapameTpbl
HerT.

Mo ymonyaHuto
Hert.

Pexum BBOAa KoMaHAbI
[Monb3oBaTenbCKnin nnn npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHne KomaHAabl
[aHHass KomaHga ucnonb3yeTcss Ans oTobpaxeHus MHdopmauum O rpynnax cepBepoB
TACACS+, co3aHHbIX B cMcTeMe KoMMyTaTopa.

Mpumep

B paHHOM npumepe nokasaHo, Kak oTobpasuTb MHopmauMio O rpynnax cepBepoB
TACACS+.

DGS-1250# show aaa tacacs

show aaa tacacs

Group name : Server  : Port : Priority : Accounting : Authentication : Timeout, sec : Key
+ + + + + + +
GROUP2 :10.90.90.10:49 :2 : Disabled : Disabled :5 : &RHFKIM$#

Total Entries : 1

DGS-1250#
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4. KOMAHOblI AUTHENTICATION, AUTHORIZATION,
ACCOUNTING (AAA) ONA MULTICAST-Iepynn

4.1 aaa igmp

[aHHas kKomaHOga ucnonb3yeTcd Ans  Bxoda B pexum  KoHdurypaumm  AAA
(ayTeHTUUkaumm, astopmsauun, yyeta) ans multicast-rpynn (IGMP AAA Configuration
Mode).

aaa igmp

MapameTpbl
HerT.

Mo ymonyaHuto
Hert.

Pexum BBOAa KoMmaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHasa komaHga ncnonb3yetca Ana Bxoga B pexum koHdgurypauum AAA ana multicast-
rpynn.

Mpumep
B paHHOM npumepe nokasaH nepexop B pexum koHpurypauum AAA ans multicast-rpynn.

DGS-1250# configure terminal
DGS-1250(config)# aaa igmp
DGS-1250(config-aaa-igmp )#
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4.2 aging-time

[aHHaa komMaHga ucnonb3yeTca [Of9 HACTPOMKM BpPEMEHU [OeNCTBUS paspeLleHus,
npenoctasneHHoro cepepom RADIUS. lMNpu ncnonb3oBaHmm dopMbl NO KOMaH4a BEPHET
3Ha4yeHne No yMor4yaHuio.

aging-time LIFETIME

no aging-time

MapameTpbl

YKa3blBaeT nepuon BPEMEHU, MO UCTEYEHUM KOTOPOro cepeep
LIFETIME RADIUS oT3biBaeT BblgaHHOe pa3spelleHne. [JoCTynHbIn
AnanasoH 3HadeHun: ot 20 go 86400 cekyHA.

Mo ymonuyaxuio
Mo ymonyaHuio 3agaHo 3HaveHue 60.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum AAA ans multicast-rpynn (IGMP AAA Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAabl

[laHHaa KomaHOa wucnonb3yeTca ANs HaCTPOWKM BpeMeHW [LOENCTBUA pa3peLLeHus,
npegoctasneHHoro cepsepom RADIUS. o ncTeyeHun ykasaHHOrO BPEMEHW Ha cepBep
RADIUS 6yaet oTnpaBnATbCA HOBLIN 3anpoc Ha npucoeguHeHue Kk rpynne (Membership
Query), n cepBep cHoBa OyaeT BbINONHATE ayTeHTUMUKaLUIO.

Mpumep

B gaHHOM npumepe nokasaHo, Kak yBenuvyuuTb BpemMs Aencteus paspeweHus go 120
CeKyHA.

DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# aging-time 120

aging-time 120

DGS-1250(config-aaa-igmp))#
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4.3 authentication

[aHHas komaHga ucnonb3yeTcs Ansa ykasanua rpynnbl cepeepos RADIUS, kotopbie ByayT
ncnonb3oBatbca Ans ayteHTudumkauumn 3anpocos IGMP. Mpu ncnonb3oBaHnn opmMbl NO
yKasaHHad rpynna nepecTaHeT UCNosib3oBaTbCs ANs ayTeHTudumkauum 3anpocos IGMP.

authentication radius RADIUS GROUP
no authentication radius RADIUS_GROUP

MapameTpbl

radius RADIUS_GROUP Ykaxute, 4Tobbl 3agaTtb Ha3BaHue rpynnbl cepsepos RADIUS.

Mo ymonyaHuro
Hert.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum AAA ana multicast-rpynn (IGMP AAA Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAabl

[aHHasa komaHga ncnonb3yeTcsa ansa ykasaHusa rpynnsl cepsepoB RADIUS, koTopble ByayT
ncnonb3oBaTbca Ans ayteHTudukauymm 3anpocos IGMP.

YKkasblBaemasi rpynna cepBepoB AO/MKHA CyLleCcTBOBaTb B cucteme. [Ansa cosgaHus rpynnbl
ncnonb3yeTcs koMaHga aaa group radius.

Mpumep

B maHHOM npuMepe nokasaHo, Kak ykasaTb rpynny cepeepoB RADIUS c¢ Ha3BaHuewMm 4.
DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# authentication radius 4

authentication radius 4

DGS-1250(config-aaa-igmp)#
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4.4 igmp-authentication

[aHHaa koMaHga mcnonb3dyeTcs Ans HacTpouku ayteHTudumkauum sanpocos IGMP ans
dmamyeckoro nopta kommyTatopa. [lpyM ucnonb3oBaHUM (OPMbl NO KOMaHOa BEPHET
HACTPOWMKM MO YMOSYaHUIO.

igmp-authentication {radius | reject}

no igmp-authentication

MapameTpbl
YkaxuTe, 4YTObbI cepsep RADIUS BbIMNONHAN
radius ayTteHTupumkauyuio 3anpocos IGMP, nocTtynatowmx Ha gaHHbIN
NnopT.
reject YkaxuTe, 4Tobbl KOMMYyTaTOp OTOpackiBan Bce 3anpockl IGMP

Ha AaHHOM rnopTe.

Mo ymonyaHuto
Mo ymonyaHuto 3anpockl IGMP paspelueHbl Ha BCeX hn3n4ecknx noptax KommyrtaTopa.

Pexum BBoaa KomaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAOblI
[aHHas koMaHga mcnonb3yetcs Ans HacTponkm ayteHTudumkauum sanpocoe IGMP ans
don3n4eckoro nopta kKOMMyTaTopa.

YT10Obl HacTpoOUTb ayTEHTUMUKAUMIO ANS OTAENbHOro NopTa WIM HECKOSMbKUX MOPTOB,
HeobXoOuUMO MepenTM B pPeXUM KOHUrypaumm nopta wnu AuanasoHa MnopToB
kommyTaTopa (interface).

Mpumep

B paHHOM npumepe nokasaHO, Kak BKNOYUTL ayTeHTudukauumio 3anpocos |IGMP
cepsepom RADIUS gnsa nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# igmp-authentication radius

igmp-authentication radius

DGS-1250(config-if }#
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4.5 max-entires

[aHHas KomaHga uCnonb3yeTca And  OrpaHMYeHWs  MakCUMMaribHOro  KonuyecTsa
OLHOBPEMEHHO [OEWCTBYHOLMX paspelleHnn, BblgaHHbix cepeepom RADIUS. T[lpwu
Mcnorb3oBaHUM opMbl NO KOMaHAa BEPHET 3HAaYEHUE No YMOSTHaHUI0.

max-entires MAX _ENTRIES

no max-entries

MapameTpbl

YKaxute  MakcumanbHoe  KONMM4ecTBO  OAHOBPEMEHHO
MAX _ENTRIES OENCTBYOLWNX paspellueHnin. [JoCTyNHbIN AnanasoH 3Ha4YeHUN:
oT 1 go 256.

Mo ymonyaHuto
Mo ymon4yaHuio 3agaHo 3HadYeHue 256.

Pexxnm BBoAga kKomaHAbI
Pexum koHdurypaumm AAA ons multicast-rpynn (IGMP AAA Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI

[aHHaa KomMaHga wucnonb3yeTcsd AN OrpaHvyeHuUst  MakCUMMaribHOro  KonuyecTsa
OLHOBPEMEHHO [OENCTBYHOLWMX paspelleHnn, BblaaHHbIX cepBepom RADIUS. Ecnu
ykazaHo 3HayeHue 0, KOnuM4yecTBO OOHOBPEMEHHO [OEUCTBYIOLNX paspeLleHnn He
orpaHuymBaeTcs.

Mpumep

B naHHOM npumepe nokasaHo, Kak YMEHbLUNTb KONMNYeCTBO O4HOBPEMEHHO OENCTBYHIOLLNX
paspeLeHnn go 10.

DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# max-entries 10

max-entries 10

DGS-1250(config-aaa-igmp)#
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4.6 nas-ip-address

[aHHaa komaHga  ucnonb3yetcd  And  ykasaHua  atpubyta  NAS-IP-Address
cootBeTcTBytowero IP-npotokona B ucxogawmux RADIUS-naketax. Npu ucnonb3oBaHUu
dopMbI NO KOMaHAa BEPHET HACTPOMKY MO YMOMYaHUIO.

nas-ip-address {/Pv4-ADDRESS | IPv6-ADDRESS}

no nas-ip-address

MapameTpbl
IPv4-ADDRESS Ykaxute |IPv4-agpec.
IPv6-ADDRESS Ykaxute |IPv6-agpec.

Mo ymonuyaxuto
Mo ymonyaHuto ncnonsayetca agpec 0.0.0.0.

Pexnm BBOAa KoMmaHAbI
Pexxum koHdurypauum AAA ana multicast-rpynn (IGMP AAA Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAOblI
[daHHas  kKomaHga  uvcnonb3yetca  Ans  ykasaHuss  atpubyta  NAS-IP-Address
cooTtBeTcTBytowero IP-npotokona B ncxoasawmx RADIUS-nakeTtax.

Mpumep

B naHHOM npumepe nokasaHo, Kak ykasatb IPv4-agpec 10.90.90.91.
DGS-1250# configure terminal

DGS-1250(config)# aaa igmp

DGS-1250(config-aaa-igmp)# nas-ip-address 10.90.90.91

nas-ip-address 10.90.90.91

DGS-1250(config-aaa-igmp)#
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4.7 show aaa igmp configuration
[aHHaa komaHga wucnonb3dyeTcs And otobpaxeHuss HacTpoek AAA (ayTeHTudumkaumw,
aBTopu3aumm, ydeta) ons multicast-rpynn.

show aaa igmp configuration [interface ethernet IFACELIST]

MapameTpbl

interface ethernet
IFACELIST

(OnumoHanbHO) YkaxuTte HoMmep nopta Ethernet.

(OnumoHanbHO)  Heckonbko  MOPTOB  WNM OTAENEeHue
avanasoHa nMopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HeaonyCcTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHune npobena
A0 1 nocre gedgwvca HegonycTumo.

Mo ymonuyanuto
Her.

Pexxum BBOoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

[aHHass kOMaHga wucnonb3yeTcss Ana oTobpaxeHusa rnobanbHbix HacTpoek AAA ans
multicast-rpynn, a Takke cnocoba astopusdauyumn 3anpocos IGMP gns dpusnyeckoro nopra.
Ana Toro 4tobbl 0TO6pPas3nTb MHpopMaumo 060 BCcex NopTax KoOMMyTaTopa, UCNOoNb3ynTe
komaHay 6e3 kntoveBbix crnos interface ethernet n Homepa nopra.
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Mpumep
B paHHOM npumepe nokasaHo, Kak oToOpa3uTb rnobanbHble HacTtponkn AAA ans
multicast-rpynn n cnoco6 astopusaumm 3anpocoB IGMP pgns noptoB Ethernet 1/0/5 u
1/0/6.

DGS-1250# show aaa igmp configuration interface ethernet 1/0/5-1/0/6

show aaa igmp configuration interface ethernet 1/0/5-1/0/6

RADIUS group : -

Aging time  : 60 sec.

Max entries  : 256

NAS IP address : 0.0.0.0

Interface : State
+
Eth1/0/5 : Accept
Eth1/0/6 : Accept

Total Entries : 2

DGS-1250#
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4.8 show aaa igmp entries

[aHHass komaHga ucnonb3yetca Ans OTOOpaXeHus TeKyLMX paspeLleHUn, BblOaHHbIX
cepsepom RADIUS ansa multicast-rpynn.

show aaa igmp entries [interface ethernet IFACELIST]

MapameTpbl

interface ethernet

IFACELIST (OnuunoHaneHo) Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
avanasoHa nMopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HeaonyCcTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHune npobena
A0 1 nocre gedgwvca HegonycTumo.

Mo ymonuyanuto
Her.

Pexxum BBOoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

[aHHass komaHga ucnonb3yetca Ans OTOOpaXeHus TeKyLMX paspeLleHUn, BblOaHHbIX
cepeepom RADIUS pgnsa multicast-rpynn, ana dwusnyeckoro noprta. [Ona Toro 4Ttobbl
oTo6pa3nTb MHGopmMauuio 060 BCcex noprax KOMMyTaTtopa, UCMonb3ynte KomaHgy 6es
kntoyeBbix cnoB interface ethernet n Homepa noprta.
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Mpumep
B maHHOM npumepe nokasaHo, kak 0ToOpa3vTb AaHHble MO paspelleHnam ans multicast-
rpynn gnga scex noptoB Ethernet.
DGS-1250# show aaa igmp entries
show aaa igmp entries

Interface : Group  : Status : Expire, sec.

+ + +
Eth1/0/7 : 239.0.0.4 : Rejected : 34
Eth1/0/7 : 239.0.0.5 : Accepted : 44

Total Entries : 2
DGS-1250#
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5. BA3OBbIE KOMAHObl UHTEP®EUCA KOMAHOHOM
CTPOKU

5.1 help

[aHHaa komaHga ucnonb3yeTcs ONd OTOOpaXeHWa KpaTKoW CnpaBOYHOM WHGOpMaunu.
Ncnonb3ynte komaHay help B nobom pexnmve.

help

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexxnm BBoAga KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

JTiobon pexxmum KoHurypaumm.

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
Komanga help wucnonb3yetcs gna oTobpakeHus KpaTkoW CnpaBoOYHOM WHopMauum,
BKINIOYAET cregyowmne yHKUNN:

* Y706bl MepeunmcnuTb BCe [AOCTYMHble KOMaHAbl ANs OonpegeneHHoro pexuma,
BBEQUTE BONPOCUTENbHBLIN 3HAK (?) B CUCTEMHYIO NOACKA3KY.

*  Y706bI NONYy4MTb KpaTKoe onuvcaHue OonpeaeneHHoOn KomaHAbl, BBeauTe KoMaHay
MOMHOCTBIO M BOMPOCUTENbHBLIN 3HaK (?) cpasy 3a Hewn.

* YrtoBbl noONyYnMTb  CNMCOK  KOMaHA, HauYMHAKOWMXCA C  ONpedeneHHon
nocrneaoBaTesibHOCTM  CMMBOMOB,  BBeOMTE  COKpPALLEHHYHO  KOMaHgy W
BOMpOCUTENbHbIN 3HaK (?) cpady 3a Hel. Takaa popma HasbiBaeTcsa word help, Tak
KaK OHa COOEpPXMWT TOSbKO KIIOYEBbLIE CroBa WM apryMeHTbl, Ha4YMHaloLWunecs C
BBEAEHHOro CoKpaLleHus.

* Y706blI MepeyncnuTb Kr4yeBble CroBa WM aprymMeHTbl, CBSi3aHHble C KOMaHAow,
BBEANTE BOMPOCUTESNbHbIN 3HaK (?) HA MECTO KI4YEeBOro CroBa UMM aprymeHTa B
KomaHaHon cTpoke. Takasi popma HasbiBaeTca command syntax help, Tak kak
OHa COAEPXMUT CMUCOK KINOYEBBIX CTIOB UMM apryMeHToB, MPUMEHSEMbIX HA OCHOBE
y>Xe€ BBEAEHHON KOMaHAb!, KITHOYEBOrO CrioBa U apryMeHTOB.
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Mpumep

B naHHOM npumepe nokasaHo ucnonb3oBaHne komaHabl help ans otobpaxeHus KpaTKoro
onMcaHna KoMaHgbl.

DGS-1250# ping6?

>[?]

ping6  Ping test for IPv6 protocol

DGS-1250# ping6

Cnenytowun npumep nokasbiBaet ucnonb3osaHne word help ana otobpaxeHna komaHa
nonb3oBaTtenbckoro pexmma (User EXEC Mode), HauMHaloWmMxXca C CUMBONA «p».
CumBonbl, BBEAEHHbIE Nepen BONPOCUTENbHLIM 3HaKoM (?), oToOpaXkeHbl B crneaytoLlemn
CTPOKe, YTOObI NPOAOMKUTL BBOL, KOMaHAbI.

DGS-1250> p?

>[?]

ping  Ping test for IPv4 protocol

ping6  Ping test for IPv6 protocol

DGS-1250> p

Cnegytowmmn npumep nokasbiBaeT MCnonb3oBaHMe komaHabl command syntax help ans
oTObpaxeHna cregyowero aprymeHta komangbl ping. CumBosnbl, BBeAEHHble nepep
BOMPOCUTENbHBLIM 3HAKOM (?), OTOOpaXkeHbl B creaylowen CTpoke, 4YToObl NPOOormKnTb
BBOJ KOMaHAbl.

DGS-1250> ping ?

> [ping 7]

IP-ADDRESS The IPv4 address of the destination host

HOST-NAME The host name of the system to discover

DGS-1250> ping
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5.2 enable

,D,aHHaFI KOMaHAa UCnosb3yeTcd A51A NoBbIlLEeHNA YPOBHA npusuniernn aKTUBHOWN ceccun.
enable [LEVEL]

MapameTpbl

(OnumoHanbHO) YkasbiBaeT ypoBeHb npuBunervn. [dunanasoH
LEVEL 3HayeHun: ot 1 po 15. Ecnm He ykasaHo, Oyget
NCNonb30oBaTbCs 3Ha4YeHue 15.

Mo ymonuyaxuto
Hert.

Pexxum BBOoAa KomaHAbI
[Monb3oBaTenbCcKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KoOMaHAObl
[aHHas KomaHga ucnonb3yeTcs A NOBbILEHUS YPOBHSA NPUBWUIETUMN akTUBHOW CECCUW.
Mpv Heyaa4YHOM BBOAE Napossi ypoBeHb HE M3MEHUTCS.

Maponb Ans ypoBHSA NPUBUIErM MOXHO 3aaTb C MOMOLLILIO kKoMaHAbl enable password.
Ecnu onsa ypoBHs He 3aAaH Naporsib, NepenTn Ha Hero ¢ 6onee HU3KOro YPOBHS HENMb3s.

Mpumep

B OJaHHOM npuMepe MnokKa3aHOo MNoBbilWEeHNE YPOBHA MNpuUBUnernn aKTUBHOWN Ceccun ao
15 ypoBHs.

DGS-1250> show privilege
show privilege

Current user privilege level is 1
DGS-1250> enable 15

enable 15

Password:

DGS-1250# show privilege
show privilege

Current user privilege level is 15

DGS-1250#
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5.3 disable

,D,aHHaFI KOMaHAa UCnosb3yeTcda A5A NOHMXEeHUA YPOBHA NnpuBunernn aKTUBHOWN CECCUMN.
disable [LEVEL]

MapameTpbl

(OnumoHanbHO) YkasbiBaeT ypoBeHb npuBunervn. [dunanasoH
LEVEL 3HayeHun: ot 1 po 15. Ecnm He ykasaHo, Oyget
MCnorib3oBaTbCH 3Ha4YeHuve 1.

Mo ymonuyaxuto
Hert.

Pexxum BBOoAa KomaHAbI
[Monb3oBaTenbCcKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KoOMaHAObl
Ncnonb3yiiTe AaHHy0 KOMaHAy ANst NOHMKEHMST YPOBHS NMPUBUIErA aKTUBHOW CECCUN.

Mpumep

B paHHOM npumepe nokasaHO MOHWXXEHUE YPOBHS MNPUBUIIErMM aKTUBHOW ceccuu A0
1 ypoBHS1.

DGS-1250%# show privilege
show privilege

Current user privilege level is 15
DGS-1250# disable 1

disable 1

DGS-1250> show privilege
show privilege

Current user privilege level is 1

DGS-1250>
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5.4 configure terminal

[aHHas komaHga ncnonb3yeTcsa Ans Bxoga B pexum rnobanbHon koHdurypaumm (Global
Configuration Mode).

configure terminal

MapameTpbl
Her.

Mo ymonuyanuio
HerT.

Pexum BBOoAa KoMaHAbI
MpuBunernposaHHbIn pexum (Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KomaHAbI
Ncnonb3ynTe gaHHyo KOMaHAy A5 BXoga B peXuM rnobanbHOM KOHUrypauum.

Mpumep

B naHHOM npuMepe nokasaH nepexop B pexmm rnobanbHOn KoHurypaumm.

DGS-1250# configure terminal
DGS-1250(config)#
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5.5 logout/ quit

,D,aHHbIe KOMaHAbl MCNONb3yHTCA AONA 3aBepLueHUd aKTMBHOW ceccun W BbIXxoga U3
CUCTEMBbI.

logout
quit
MapameTpbl

Her.

Mo ymonuyanuto
Her.

Pexxnm BBoaa KomaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbin pexum (User/Privileged EXEC Mode).
JTrobon pexxnum KoHUrypaumm.

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
Mcnonb3ynte [aHHble KOMaHAbl [ONA  3aBeplleHuMs aKTMBHOM ceccuuM U BbIXoda
nonb3oBaTensi 3 CUCTEMBI.

Mpumep

B gaHHOM npumMepe rnokKasaH rnpouecc Bbixoga n3 CUCTeMbl C NOMOLLbIHO KOMaHAbI Iogout.

DGS-1250# logout

logout

CtpaHuua 56 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Ba3oBble KOMaHAbI MHTepdeica

PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) KOMaHAHOW CTPOKM

5.6 end

[aHHas komaHOa ucnonb3yeTca AN BbIXOA4a M3 TeKyLero pexuma KoHdurypaumm u
BO3BpaLLEHMS K Ha4arbHOMY pexumy nHTepdgenca komaHgHom ctpokm (CLI) ana aaHHoro
nonb3oBatensd, T.e. K nonb3oBaTensckoMmy pexumy (User EXEC Mode) wnn
npusunernposaHHomMy pexunmy (Privileged EXEC Mode).

end

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexxnm BBoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

JTiobon pexxmum KoHurypaumn.

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
|/]CI'IOJ'Ib3yI7ITe AaHHYIO KOMaHAy O5d BO3BpallEeHUA K HadallbHOMY pPEeXunmy MHTep(beﬁca
komaHgHow ctpoku (CLI).

Mpumep

B gaHHOM npumepe nokasaHo, Kak 3aBepLunTb ceaHC paboTbl B pexume KOHGUrypawumm
nutepdgencos (Interface Configuration Mode) 1 BepHyTbCS B NPUBUNETMPOBAHHbBIN PEXUM
(Privileged EXEC Mode).

DGS-1250(config)# interface ethernet 1/0/8

DGS-1250(config-if}# end

end

DGS-1250#
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5.7 exit

[aHHaa komaHOa ucnonb3yeTca AN BbiXO4a M3 TeKyLero pexuma KoHgurypaumm u
BO3BpalleHMs K npeablaywemMy pexumy. Ecnn  Tekywmm  pexmmoMm  siBNSeTcs
nonb3oBaTtenbckun pexum (User EXEC Mode) wvnn npuBunierMpoBaHHbIN  PEXUM
(Privileged EXEC Mode), BbINONHEHNE KOMaHAbl NO3BOMUT BbIATU U3 TEKYLLIEN CECCUMN.

exit

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexxnm BBoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

JTiobon pexxmum KoHurypaumn.

YpOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

Ncnonb3ynte OaHHyl0 KOMaHOy ANs BbiXO4a M3 TEKyLero pexuma KoHdurypauum wu
BO3BpalleHns K npedblgywiemy pexumy. Ecnm  Tekywum  pexumom - ABrsetcs
nonb3oBaTtenbckun pexum (User EXEC Mode) wvnm npuBunierMpoBaHHbI  pPeEXUM
(Privileged EXEC Mode), BbINONHEHWE KOMaHAbl MO3BOMNUT BbINTU U3 TEKYLLIEN CECCUMN.

Mpumep
B pgaHHOM npumepe nokasaH MpoLecC BO3BpalleHUs U3 pexuma rnobanbHOn

KoHdurypaumm (Global Configuration Mode) B npuunermpoBaHHbin pexum (Privileged
EXEC Mode).

DGS-1250(config)# exit
exit
DGS-1250#
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5.8 show history

,D,aHHaFI KOMaHAa ucnosnb3dyeTcda Ond npocMoTpa CnMMCKa KoOMaH, BBEOEHHbIX B TeKyLLI,eI7I
ceccuun.

show history

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

JTiobon pexmm KoHdurypaumm.

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

Bce BBegeHHble KOMaHAbl COXPaHAITCA B CUCTEME B TeyeHue Tekyllen ceccun. bydep
NUcTopun paccdmTaH Ha 256 komang. Hasuraumsa no komaHgam B UCTOPUM BbINOMNHAETCH
knasuwamu BBepx (ana npocmoTpa 6onee paHHen komaHabl) unu BHu3 (ana npocmoTpa
Bonee nosgHen KoMaHabl).

Mpumep

B OJaHHOM npumMmepe nokKkasaHo 0To6pa>|<eH|/|e NCTOPpUN KOMaH, TeKyLLI,eIZ ceccuun.
DGS-1250# show history

show history

show version

show interfaces counters

show history

3 commands were logged (buffer size is 256)

DGS-1250#
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5.9 show version
[aHHas komaHga ucnonb3dyetca Anst otobpaxeHusa obwen nHgpopmaumm ob yCTponcTee u
€ro nporpaMmMHoOM obecnevyeHunn.

show version

MapameTpbl
Her.

Mo ymonuyanuio
HerT.

Pexum BBOoAa KoMaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

JTiobon pexmm KoHdurypaumm.

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
HaHHas komaHga ucnonb3yetca Ans otobpaxeHusa obwen nHgpopmaumm ob yCTponcTee u
€ro nporpaMmMHOM obecneyeHuu.

Mpumep

B paHHOM npumepe nokasaHa 4acTb MHGoOpmauuMm o0 YCTPOWCTBE, OTOBpakeHHOW C
nomoLLblo KomaHabl show version.

DGS-1250# show version

show version

Hardware:

Hardware Revision : A1

Model Name : DGS-1250

Firmware:
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5.10 show privilege

[aHHas KoMaHAa Mcnonb3yeTca Ans 0ToOpaXXeHMsa TEKYLLEro YPOBHSA NpUBUETrU.
show privilege

MapameTpbl
Her.

Mo ymonuyaxuio
Her.

Pexxum BBoga komaHAbI
Monb3oBaTenbcknn unu npusmnernpoBaHHbii pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Mcnonb3oBaHMe KoMmaHAbI
,D,aHHaFI KOMaHOa MCI‘IOJ‘Ib3yeTC$I ana 0To6pa>|<eH|/|s=| TeKyLU,eFO ypOBHFI npuBunernn.

Mpumep

B naHHOM npumMepe nokasaHo, Kak 0TobpasnTb TEKYLLNIN YPOBEHb NPUBUIIETUN.
DGS-1250%# show privilege

show privilege

Current user privilege level is 15

DGS-1250#
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5.11 show users

,D,aHHaFI KOMaHOa Wmcnornb3yeTcAa And OTO6pa)KeHI/IFI TEeKylWmnx ceaHCcoB 06pau.|,eH|/|;| K
HaCTpOIZKaM KOMMYyTaTopa.

show users

MapameTpbl
Her.

Mo ymonuyanuio
HerT.

Pexum BBOoAa KoMaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KomaHAbI
,D,aHHaFI KOMaHga I/ICI'IOJ'Ib3yeTCFI and OTO6pa)KeHI/IFI TeKyLLI,VIX ceaHCcoB 06pa|.|.|,eH|/|;| K
HaCTpOIZKaM KOMMyTaTOpa.

Mpumep
B paHHOM npumepe nokasaHo, kak oTobpasuTb BCE TEKyluMe ceaHCbl obpalleHus K
HacTporkam KoMMyTaTopa.
DGS-1250# show users
show users
Type : UserName : Login-Time : Uptime : IP address

+ + + +

telnet : admin  : 2026-02-26 19:31:48 : 00:09:52 : 10.90.90.102
web : webadmin : 2026-02-26 19:41:16 : 00:00:24 : 10.90.90.114

Total Entries : 2

DGS-1250#
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5.12 show users accounts

[aHHas komaHga ncnonb3yeTcsa Ang oTobpaXkeHnst BCEX YYETHbIX 3anucen nonb3oBaTens,
CO34aHHbIX Ha YCTPOUCTBE.

show users accounts

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KomaHAbI
,D,aHHaFI KOMaHOa VICI'IOJ'Ib3yeTCFI and 0To6pa>|<eH|/|;| BCeX y‘-IeTHbIX 3ar|V|ce|7| nornb30BaTernd,
CO3[1aHHbIX Ha YCTpoNCTBE (NoKanbHOW 6a3bl Nonb3oBaTenen).

Mpumep
B gaHHOM npumepe nokasaHo, Kak oTobpasnTb BCE Y4YETHbIE 3anucu Mnonb3oBaTenen
KoMmmyTaropa.
DGS-1250# show users accounts
show users accounts
UserName : Privilege : Password : Status

+ + +

admin :15 :Yes : Enabled

user :1 : Yes : Enabled

Total Entries : 2

DGS-1250#
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5.13 terminal history
NaHHas komaHaa Ucnorb3yeTcs ANs 3anMcu KoMaHz, BBeAEHHbIX B TekyLuen ceccum. Mpu
MCnonb3oBaHMM OPMbl NO KOMaHAA NPEKPaTUT 3arnncb BBEAEHHbIX KOMaHA,

terminal history

terminal no history

MapameTpbl
Her.

Mo ymonuyanuto
Her.

Pexxnm BBoaa KomaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbin pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

Ecnn BknioyeHa 3anucb KOMaHA, BCe BBEAEHHbIE KOMaHAbl COXPaHSAKTCA B CUCTEME B
TedeHue Tekyllen ceccuun. bydep ncropumn paccumtan Ha 256 komang. Npu oTKNOYEHUN
3anucu komaHg 6ydep nctopum BygeT oumnLLEH.

Mpumep

B paHHOM npumepe nokasaHo, Kak NpekpaTtuTb 3anucbiBaTb UCTOPUW KOMaHA TeKyllieun
ceccunmn.

DGS-1250# terminal no history

terminal no history

DGS-1250#
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6. BA3OBbIE KOMAHObI HACTPOUKU IPV4
6.1 arp

HaHHas komaHga ucnonb3dyetca ans gobaesneHmsa ctatmdeckon 3anucu B ARP-kaw. Mpu
ncnonb3oBaHnn opMbl NO KOMaHaa yaanut ctaTudeckyto 3anncb 3 ARP-kaLwua.

arp ADDR MACADDR
no arp ADDR MACADDR

MapameTpbl

ADDR Ykaxute |IP-agpec.

MACADDR Ykaxute MAC-agpec (B popmate 00:AB:CD:EF:12:34).

Mo ymonyaHuro
Mo ymonyaHuio B ARP-KaLLe HET HM O4HOM CTaTUYECKOW 3anucu.

Pexum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAabl

Tabnmua ARP obecneumBaer cootBetctBue |P-agpecos n MAC-agpecoB. [daHHoe
COOTBETCTBME XPAHUTCS B NAMSATU U He 3anpalLmMBaeTCsi MOCTOSIHHO.

Ncnonb3ynTte gaHHyto komaHgy ans gobaeneHns ctatndecknx ARP-3anuvcen.
Mpumep
B maHHOM npumMepe nokasaHo, kak 4ob6aBuTb ctatudeckyto ARP-3annce.

DGS-1250# configure terminal

DGS-1250(config)# arp 192.168.100.10 00:AB:CD:EF:11:22
arp 192.168.100.10 00:AB:CD:EF:11:22
DGS-1250(config)#
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6.2 arp timeout

[aHHas komaHga vcnonb3dyeTcs ONs HACTPOWKM BpeMeHn yctapesaHus (aging time) ARP-
3anucen B Tabnuue ARP. MNMpun ncnonb3oBaHnn opmMbl ho KOMaHAa BEPHET 3HAYEHUE Mo
YMOSMYaHuIo.

arp timeout SECS

no arp timeout

MapameTpbl

Yka3sblBaeT nepuog BpemMeHu, MO0 UCTEeYEeHUM KOTOpOro
AVHamuyeckasi 3anucb yctapesaeT (Mpu OTCYTCTBUWM CETEBOW
akTMBHOCTM). [OCTYNHLIN Anana3oH 3HadveHuin: ot 0 o 65535
CeKyHA.

SECS

Mo ymonuyaxuto
Mo ymonyaHuio 3agaHo 3HaveHne 30.

Pexxnm BBOoAa KoMmaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 15.

Mcnonb3oBaHue KOMaHAObl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu

nutepdgenca VLAN (interface vlan).

Mcnonb3ynte gaHHYO KOMaHLy On9 HacTpOMKM BpeMeHu yctapeBaHus ARP-3anucen B
Tabnuue ARP.

Mpumep

B gaHHOM npumMmepe nokasaHo, Kak yBENUYNTL BpeMs ycTapeBaHna 0o 60 cekyHA.
DGS-1250# configure terminal

DGS-1250(config)# interface vian 1

DGS-1250(config-vlan-if)# arp timeout 60

arp timeout 60

DGS-1250(config-vlan-if y#

CtpaHuua 66 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Ba3soBble koMaHAbLI HacTpownku IPv4

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

6.3 clear arp-cache
[aHHas KomaHAa Mcnonb3yeTca Ansa yaaneHus guHammyecknx 3anncen na tabnuubl ARP.

clear arp-cache {all | vlan VID | ADDR}

MapameTpbl
all YKkaxuTe, 4Tobbl yaanuTb Bce guHamudeckne ARP-3anucu.
vlan Ykaxute, 4Ttobbl yaanuTb AuHamudeckne ARP-3anucwy,
cBsi3aHHble ¢ onpeaeneHHon VLAN.
VID NoeHtndpukatop VLAN.
ADDR IPv4-agpec guHamuyeckon ARP-3anucu.

Mo ymonyaHuto
Her.

Pexxum BBoaga komaHAbI
MpuBunernposaHHbIn pexum (Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YposeHb 12.

Ucnonb3oBaHue KomaHAbI

Ncnonb3ynTe QaHHY KOMaHAy ANS yoaneHus uHamumyeckux anncen ua tabnuubl ARP.
MoxHO yganuTb cpasy BCe OMHaMUYeckue 3anucu, TOMbKO AUHaAMUYeCcKue 3anucu,
CBSI3aHHble C onpegeneHHbiM IP-agpecom, nnn gvHamuyeckue 3anvcu Ong KOHKPETHOM

VLAN.

Mpumep
B naHHOM npuMepe nokasaHo, Kak yaanutb Bce guHamuveckune 3anucm ns ARP-tabnuupl.

DGS-1250> clear arp-cache all

clear arp-cache all
DGS-1250>
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6.4 ip address

[aHHas komaHOa wucnonb3yeTcs Ond HasHadeHua uHTepdency |IPv4-agpeca. [lpu
ncnonb3oBaHUM hopMbl NO KOMaHAa yaanuT HasdHadeHHbIn IP-agpec.

ip address ADDR NETMASK

no ip address

MapameTpbl
ADDR YkasbiBaeT |IPv4-agpec.
NETMASK YKasblBaeT Macky noacertu.

Mo ymonyaHuio
IPv4-agpec no ymonyanuto gns VLAN 1: 10.90.90.90/16.

Pexum BBOoaa KomaHAbI
Pexxnm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MEpPenTn B PEXUM KOHGMUrypauuu

nutepdenca VLAN (interface vlan).

IPv4-agpec nHtepdgenca MOXeT ObiTb 3aaaH Bpy4yHyto unm nonyydeH ot DHCPv4-cepsepa.
Ana kaxporo nHtepdgenca VLAN moxeT ObiTb ykaszaHo o 16 IPv4-agpecoB (BmecTte C
agpecom, nonyyvyeHHbiM ot DHCPv4-cepBepa).

Ncnonesynte komaHay no ip address onsa yoaneHna sagaHHoro |IPv4-agpeca.

Mpumep

B paHHOM npumepe nokasaHo, kak HacTpoutb 10.108.1.27/24 B kayecTtBe IPv4-agpeca
ana VLAN 100.

DGS-1250# configure terminal

DGS-1250(config)# interface vlan 100

DGS-1250(config-vlian-ifj# ip address 10.108.1.27 255.255.255.0

ip address 10.108.1.27 255.255.255.0

DGS-1250(config-vlan-if y#
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6.5 ip description

[aHHaa komaHga ucnonb3yetca Ans ykasaHus onucanua gnga IPv4-uHtepdenca. [Mpu
NCnonb3oBaHMn opMbl NO KOMaHAaa yoanuT onucaHue.

ip description STR

no ip description

MapameTpbl

OnucaHue IPv4-uHtepdenca. He 6onee 128 cumsonoB 6e3

STR
npobena.

Mo ymonyaHuro
Hert.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGMUrypauuu

nutepdenca VLAN (interface vlan).

Ncnonb3ynte OaHHy KOMaHZy, 4ToObl 3agjatb onucaHue ansa |IPv4-uHtepdbenca gns
yaobcTBa agMuHuCTpartopa.

Mpumep

B naHHOM npumepe nokasaHo, Kak ykasaTtb onucaHue ans |IPv4-nHtepdenca VLANS.
DGS-1250# configure terminal

DGS-1250(config)# interface vian 3

DGS-1250(config-vlian-if)# ip description ADDITIONAL IPV4 _INTERFACE

ip description ADDITIONAL_IPV4_INTERFACE

DGS-1250(config-vlan-if)#
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6.6 ip proxy-arp

[aHHaa komaHga wucnonb3yeTcs Ans BKNYeHus/BbiknoveHuss onuum Proxy ARP ansa
IPv4-unTtepdenca. MNpun ncnonesosaHun gopmel no onums Proxy ARP 6yget oTkntodeHa.

ip proxy-arp

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
Pexxum koHdurypauum nHtepdenicos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KomaHAbI
[na vucnonb3oBaHUS LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXnM KOHGUrypauuu

nHtepdgenca VLAN (interface vilan).

Mcnonb3ynTte gaHHy0 KOMaHAy AN BKIIYeHUs/BoiknodeHnsa onumm Proxy ARP gns IPv4-
WHTepdenca. STa onumna nNO3BONAET KomMmyTatopy otBedatb Ha ARP-3anpocsl,
HanpaBneHHble ApyrMm ycTponcteam, ucnonbays nx MAC- n IP-agpeca.

Mpumep

B naHHOM npumepe nokasaHo, Kak BktounTb onumio Proxy ARP ans VLAN 3.
DGS-1250# configure terminal

DGS-1250(config)# interface vian 3

DGS-1250(config-vlan-if)# ip proxy-arp

ip proxy-arp

DGS-1250(config-vlan-if y#
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6.7 ip mtu

[aHHaa komaHOa ucnonb3yeTca ANs HacTpPoWKU 3HadeHust napametpa MTU agnsa IPv4-
nHTepdenca. MNMpu ncnonb3osaHnn opMbl NO KOMaHAA BEPHET 3HAYEHUE MO YMOSTHAHWUIO.

ip mtu MTUVal

no ip mtu

MapameTpbl

Ykaxute 3HadyeHve napametpa MTU. [doctynHbin gnanasoH

MTUVal 3HaveHwit: ot 1280 o 1500 Gair.

Mo ymonuyanuio
Mo ymonyaHuto 3agaHo 3HaveHne 1500.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGMUrypauuu

nutepdenca VLAN (interface vlan).
Ncnonb3ynTte gaHHyo KoMaHay, YToObl MI3MEHUTb 3HaYyeHue napametpa MTU.
Mpumep

B pgaHHOM npumepe nokasaHo, Kak 3agaTb 3HadyeHue napametpa MTU pasmepom 1400
G6ant gna VLAN 3.

DGS-1250(config)# interface vlan 3
DGS-1250(config-vlan-if)# ip mtu 1400
ip mtu 1400
DGS-1250(config-vlan-if y#
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6.8 show arp

[laHHas koMaHAa ucnonb3yeTcs Ans oTobpaxeHus aaHHbIx ARP-kaLwua.

show arp {[static | dynamic | invalid]} [interface vlan IFNUMBER]

MapameTpbl
. (OnumoHanbHo)  YkaxuTe Ond  OTOOpaXeHuss  TOSbKO
dynamic .
anHamunyecknx ARP-3anucen.
. (OnumoHanbHo)  YkaxuTe ana  oTobpaxeHuss  TOMbKO
static .
ctatnyeckmnx ARP-3anucen.
invalid (OnumoHanbHo)  YkaxuTe ana  oTobpaxeHuss  TOMbKO

HeakTuBHbIX ARP-3anucen.

(OnumoHanbHo) Ykaxute, ecnu Heobxoammo oTo6pa3nTb

interface vlan -
ARP-3anucu, ceasaHHble ¢ onpeageneHHon VLAN.

IFNUMBER NaoeHTudukatop VLAN.

Mo ymonyaHuro
Her.

Pexxnm BBoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue komaHAbI

Ncnonb3ynTe gaHHyto KomaHngy ans otobpaxeHnsa unHgpopmauyumn no scem ARP-3anucam,
TONMbKO CTaTUYECKUM, AWMHAMUYECKMM WK HeakTMBHbIM ARP-3anucam, a Takke no
3anucam, cessaHHbIM ¢ onpegeneHHon VLAN.

Mpumep

B naHHOM npumMepe nokasaHo, Kak oTobpasntb AaHHble ARP-kawwa.
# show arp

show arp

Type :IP Address : Hardware Address : IP Interface : Phy interface : State

+ + + + +

Dynamic : 10.99.99.99 : 1¢:6f:65:83:b4:d6 : VLAN1 : Eth1/0/32  : reachable

Total Entries : 1
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6.9 show arp timeout

[aHHas komaHga mcnonb3dyeTcs Ans oTobpakeHus BpeMeHu ycTapeBaHusa (aging time)
ARP-3anucen B Tabnuue ARP.

show arp timeout [interface vlan IFNUMBER]

MapameTpbl
interface vlan (OnuunoHanbHO) YkaxuTte, 4TobbI OTOGpasuTb ARP-3anucu
IFNUMBER Tonbko Anga onpegeneHHon VLAN.

Mo ymonuyaxuto
Her.

Pexxum BBoaga komaHAbI
Monb3oBaTenbcknn unu npusmnernpoBaHHbii pexum (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 1.

Ucnonb3oBaHne KomaHAabl
Ncnonb3ynte gaHHyo komangy ana otobpaxeHna ARP-3anucen. Ecnv knoyeBoe croso
interface vlan He ykasaHo, 6yayT otobpaxartbca ARP 3anncu gnsa scex VLAN.

Mpumep

B maHHOM npumepe nokasaHo, kak otobpasnts ARP-3anucm ans VLAN 1.
DGS-1250# show arp timeout interface vlan 1

show arp timeout interface vlan 1

Interface : Timeout (secs)

+.

VLAN1 :30

Total Entries : 1

DGS-1250#
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6.10 show ip interface

[aHHas KomaHAa ucnonbayeTca Ans otobpaxeHna nHpopmauumn o6 IPv4-untepdernicax.

show ip interface [vlan IFNUMBER] [description]

MapameTpbl

(OnuunoHanbHO) Ykaxute, 4TOoObLI O0TOBPasnTb MHMOPMaLMIO

vlan [FNUMBER 06 onpegeneHHom IPv4-uHTtepdeiice.

(OnuunoHanbHO) YkaxuTte, 4Tobbl O0TOOpPa3nUTb onucaHue ans

description IPv4-uHTepdeiica.

Mo ymonyaHuto
Her.

Pexxnm BBOAa KOMaHAbI
[Monb3oBaTenbckuin unu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 1.

Mcnonb3oBaHue KOMaHAOblI

Ncnonb3ynTte gaHHyto kKomaHay Anst otobpaxennsa nHcgopmaumm ob IPv4-nHrepdence mnum
ero onucaHuda. Ecnu knoyeBoe cnosBo vlan He ykasaHo, Oymer otobpaxarbcs
MHopMaunsa unu onucaHue ansa scex |IPv4-uHtepdgencos.

Mpumep
B paHHOM npumepe nMokasaHO, Kak oTobpasntb WHdopmaunio no Bcem |Pv4-
NHTepdencam.

show ip interface
VLAN1:
IP address :10.90.90.90/16 (Static)

DNS servers :
State : Enabled
MTU : 1500 bytes

Total Entries : 1
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6.11 show ip proxy-arp

[aHHas komaHga ucnonb3yetcs Ansa oTtobpaxeHus coctosHusa onumm Proxy ARP ans
VLAN.

show ip proxy-arp [interface vlan IFNUMBER]

MapameTpbl
interface vlan (OnumoHanbHO) YKaxuTe, ecnu HeobxoaMmo OTobpasnTb
IFNUMBER MHJ OpMaLnio, cBA3aHHYo ¢ onpeaeneHHon VLAN.

Mo ymonuyaxuto
Hert.

Pexxum BBOoAa KomaHAbI
[Monb3oBaTenbCcKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KoOMaHAObl

Mcnonb3ynte gaHHy komaHay, 4Ytobbl oTobpasuTb coctosHune onuun Proxy ARP. Ecnu
kntodeBoe crnoso interface vlan He ykazaHo, ByaeTt otobpaxaTtbca MHdopMauusa ansi BCex
VLAN.

Mpumep

B naHHOM npumepe nokasaHo, kak oTobpa3nTb coctosiHne onumm Proxy ARP ana VLAN 1.
DGS-1250%# show ip proxy-arp interface vlan 1

show ip proxy-arp interface vian 1

Interface : State

+

VLAN1 : Disabled

Total Entries : 1

DGS-1250#
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7. KOMAHObI AUATHOCTUKU KABEIA

7.1 test cable-diagnostics

[laHHaa komaHaa ncnonb3dyetca ana 3anycka AOMarHOCTUKM, BbIMNOSHAOLWEN aHann3
COCTOSIHUA U ASNTMHbI MEeAHbIX Kabenen.

test cable-diagnostics interface ethernet PORTLIST [, | -]

MapameTpbl

interface ethernet

PORTLIST Ykaxute Homep nopta Ethernet.

(OnumoHanbHO)  Heckonbko  MOPTOB  WNM OTAENeHue
, AuvanasoHa nMopTtoB OT npegbiaywero. Mcnonb3oBaHue
npoGena Ao 1 nocne 3ansaTon HegonyCcTUMO.

(OnumonanbHo) [dnanasoH noptoB. Wcnonb3oBaHue npobena
A0 1 nocne geduca HegonycTMmo.

Mo ymonuyanuto
Her.

Pexnm BBoaa komaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

NaHHas komaHOa UCnonb3yeTcs ONS BbiABNEHUS NpoGrneM C NOAKMOYEHNEM Ha MEAHbIX
nopTax.

Mpumep
B oaHHOM npumepe nokasaHo, Kak 3anyCcTuTb ANMarHOCTUKY kabenst ana aHanmsa craTyca
n OnnHbl kKabens, nogkntoyeHHoro K nopty Ethernet 1/0/1.
DGS-1250# test cable-diagnostics interface ethernet 1/0/1
test cable-diagnostics interface ethernet 1/0/1
Port : Test
________ L
1/0/1 : Started
Total entries: 1

DGS-1250#
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7.2 show cable-diagnostics

[aHHasi KomaHga wucnonb3yeTcs AMs NPOCMOTpa pe3ynbTaToB AMArHOCTUKM MeLHbIX
kabenen.

show cable-diagnostics [interface ethernet PORTLIST [, | 1]

MapameTpbl

interface ethernet

PORTLIST (OnuuoHaneHo) Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
avanasoHa nMopTtoB OT npegbiaywero. Vcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HeaonyCcTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHune npobena
A0 1 nocre gedgwvca HegonycTumo.

Mo ymonuyanuto
Her.

Pexxum BBOoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
[aHHass koMaHga wucnonb3yeTca ANna OoToOpaXxeHus pesynbraTtoB AMarHOCTUKM Kabens.
Ecnu napameTtp He ykasaH, bygeT otobpaxarbca nHpopmauusa ans Bcex MHTepdencos.

C noMOLLb0 AAaHHON KOMaHAbl MOXHO BbISIBUTb Criedylolme HeucnpaBHOCTM kabenbHON
napbil:

* Short — 3amMbIKaHNe KOHTaKTOB napbl;
* Open — pa3pbiB napbl;
* Mismatch — HekoppeKkTHOe 3HaYyeHne CONpPoOTUBIIEHNS;

* Linedriver — BbICOKOE 3NEKTPUYECKOE COMPOTMBIIEHME HA APYron CTOPOHe Kabens.
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Mpumep

B paHHOM npumepe nokasaHo, Kak oTobpasnTb pesynbraTbl AUArHOCTUKM Kabens nopTos
Ethernet ot 1/0/1 go 1/0/5.

DGS-1250# show cable-diagnostics interface ethernet 1/0/1-1/0/5

show cable-diagnostics interface ethernet 1/0/1-1/0/5

Interface : Status : Type : Last Test Result : Cable Length (M)

+ + + +
Eth1/0/1 :connected :FE :OK :4.00
Eth1/0/2 : not-connected : - : - i-
Eth1/0/3 : not-connected : - : - i-
Eth1/0/4 : not-connected : - : - -
Eth1/0/5 : not-connected : - : - -

Total Entries : 5
DGS-1250#
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8. KOMAHObl DHCP SNOOPING
8.1 dhcp-snooping bind

[aHHaa komaHOa wucnonb3yeTcs ONA COo34aHus BpeMeHHbIX 3anucen dyHkumm DHCP
Snooping.

dhcp-snooping bind MAC_ADDR IP_ADDR VLAN_ID TIME interface {ethernet
IFACENUM | port-channel CHANNCQ}

MapameTpbl

MAC_ADDR Ykaxute MAC-agpec.

IP_ADDR YkaxunTte |IPv4-agpec.

VLAN_ID Ykaxunte ngeHtndpukatop VLAN. [Jonyctnmein gnanasoH: ot 1

00 4094.

YkaxuTe nepuog BpeMeHu, B TeyeHue KoTtoporo 6yaer
TIME cywecTtoBaTtb 3anucb pyHkunn DHCP Snooping. [ocTynHbIn
AnanasoH 3HadveHun: ot 0 go 86400 cekyHA.

interface YkaxuTe, 4Tobbl 3a0aTb MHTEPAENC.

ethernet IFACENUM Ykaxute domamyeckmi nopt Ethernet kommyTaTopa.

YkaxuTte norudeckun uHtepdgenc port-channel. Jonyctumbin

port-channel CHANNO
ananasoH: ot 1 go 8.

Mo ymonyaHuto
Hert.

Pexum BBoaa KomaHAbI
MpuBunernpoBaHHbIn pexum (Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12.

MUcnonb3oBaHue KoOMaHAObl
[aHHaa komaHOa ucnonb3yeTcsl A9 CO34aHus BpPeMeEHHbIX 3anucen dyHkumm DHCP
Snooping.
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Mpumep
B gaHHOM npumepe nokasaHo, Kak co3aaTb BpeMeHHYHo 3anuck yHkunn DHCP Snooping

¢ MAC-agpecom AA:55:44:66:78:33, IP-agpecom 192.168.161.33, VLAN 100, BpemeHem
cywectoBaHua 1 yac ansa nopta Ethernet 1/0/5.

DGS-1250# dhcp-snooping bind AA:55:44:66:78:33 192.168.161.33 100 3600 interface ethernet 1/0/5
dhcp-snooping bind AA:55:44:66:78:33 192.168.161.33 100 3600 interface ethernet 1/0/5

DGS-1250#
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8.2 clear ip dhcp snooping binding

[aHHas KomaHaa vucnonbadyetca Ansa yganeHus sanvcen pyHkumm DHCP Snooping.

clear ip dhcp snooping binding {MAC_ADDR | IP_ADDR | VLAN_ID | interface
{ethernet IFACENUM | port-channel CHANNO} | all}

MapameTpbl
MAC_ADDR Ykaxunte MAC-agpec 3anncu, KOTopyr HY>XHO yoanuThb.
IP_ADDR Ykaxunte |IPv4-agpec 3anucu, KOTOPYH HYXXHO yaanuThb.
Ykaxunte wvpgeHtudukatop VLAN 3anmcu, KOTOpYH HYXHO
VLAN_ID -
- yoanutb. [lonyctumblin guanasoH: ot 1 go 4094.
interface YkaxuTe, 4Tobbl 3a0aTb MHTEPAENC.

Ykaxute usndeckun nopt Ethernet 3anucu, KoTopyto HyXXHO
yoanuTb.

ethernet IFACENUM

Ykaxute norndeckun uHTepdgenc port-channel 3anucwy,

port-channel CHANNO .
KOTOPYH HYXXHO yaanuTb. [JlonycTumMbin gnanasoH: ot 1 go 8.

Ykaxute, 4TOoObl ymanutb Bce 3anucn  dyHkumm DHCP

all Snooping.

Mo ymonyaHuro
Her.

Pexum BBOoAa KomaHAbI
MpuBnnernpoBaHHbin pexum (Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 12.

MUcnonb3oBaHue KOMaHAbI
[aHHasa komaHga ucnonb3yeTcs Ansa yaaneHus 3anucen gpyHkumm DHCP Snooping.

Mpumep

B paHHOM npumepe nokasaHO, Kak yganuTb 3anucb dgyHkumm DHCP  Snooping,
cogepxawyto MAC-agpec AA:55:44:66:78:33.

DGS-1250%# clear ip dhcp snooping binding AA:55:44:55:78:33

clear ip dhcp snooping binding AA:55:44:55:78:33

DGS-1250#
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8.3 ip dhcp snooping allow-untrusted

[aHHas KomaHaa wucnonb3yetcs Ans  paspeweHus nepegadn  DHCP-naketos,
cogepxawmx DHCP-onumo 82, Ha HepoBepeHHOM WHTepdhence. Mpn mcnonb3oBaHUK
dopmbl ho KoMaHaa 3anpetut nepegadyy DHCP-naketoB, cogepxawmx DHCP-onuunio 82.

ip dhcp snooping allow-untrusted

no dhcp snooping allow-untrusted

MapameTpbl
Hert.

Mo ymonyaHuto
M0 ymMOnyaHuo OTKITHOYEHO.

Pexxum BBoga kKomaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI

[aHHas komMaHga MCnonb3yeTcs, ecnu Heobxoaumo paspewmnTb nepedadvy KIMEHTCKUX
DHCP-naketoB (DISCOVER, REQUEST, INFORM), cogepxawmx DHCP-onuno 82 wunu
none giaddr (Gateway IP Address) ¢ HeHyneBbIM 3Ha4YeHUEM.

Mpumep

B gaHHOM npumepe nokasaHo, kak paspewwutb nepegady knueHtckmx DHCP-nakeTos,
cogepxawmx DHCP-onuwnto 82.

DGS-1250# configure terminal

DGS-1250(config)# ip dhcp snooping allow-untrusted

ip dhcp snooping allow-untrusted

DGS-1250(config)#
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8.4 ip dhcp snooping enable

[aHHas komaHga ucnonb3yetcs Ans BknodeHuss pyHkumm DHCP Snooping rmo6anbHo
(ansa Bcero yctponctea). NMpyn ncnonb3oBaHMM PopMbl NO KOMaHAA OTKAYUT DYHKLNIO
rnobankeHo.

ip dhcp snooping enable
no ip dhcp snooping enable

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuto gaHHaa yHKUUSA OTKYeHa.

Pexxum BBoga kKomaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[aHHas koMaHAa ucnonb3yeTcs ANnsa BKNoYeHUs/BbikntodeHns dyHkumm DHCP Snooping
rnobarnbHo (451s BCEro yCTpomucTaa).

Mpumep

B naHHOM npuMepe nokasaHo, Kak Bknountb yHkumio DHCP Snooping rmo6anbsHo.
DGS-1250# configure terminal

DGS-1250(config)# ip dhcp snooping enable

ip dhcp snooping enable

DGS-1250(config)#
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8.5 ip dhcp snooping limit

[aHHaa KomaHda wucnonb3yeTcs A1 HaCcTPOMKM MaKCUMarbHOrO 4Yucna KIIMEeHTOB,
KoTopble MoryT nonyyate |P-agpeca ot DHCP-cepsepa Ha wuHTepdpence. [lpu
NCNonb30BaHUN OPMbl NO KOMaHAa BEPHET 3HAYEHUE MO YMOSTHAHMIO.

ip dhcp snooping limit LIMIT_VALUE

no ip dhcp snooping limit

MapameTpbl

YKaxute MakcumarbHOE€ YMCIIO  KIMEHTOB. ,D,OI'IyCTI/IMbIﬁ

LIMIT VALUE
- ananasoH: ot 0 go 252.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HavyeHue 252.

Pexum BBoaa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAOblI
[Ana ncnonb3oBaHMs aHHOM KOMaHAbl HEOOXOAMMO MEpPenTV B PEXUM KoHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHaa KomMaHda wucnonb3yeTcss A1 HaCcTPOMKM MaKCUMarnbHOro 4Yucna KIIMEHTOB,
KoTopble MoryT nony4vatb |IP-agpeca ot DHCP-cepBepa Ha nHtepgence.

Mpumep

B paHHOM npumepe nokasaHo, Kak ykasaTb 3HadeHue 150 B kayeCcTBe MakCUmarbHOro
ynucna KIMEHTOB, KoTopble MoryT nonyyaTtb IP-agpeca ot DHCP-cepBepa Ha nopTte
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# ip dhcp snooping limit 150

ip dhcp snooping limit 150

DGS-1250(config-if y#
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8.6 ip dhcp snooping trust

,D,aHHaFI KOMaHAa UCNorib3dyeTtca aOnd HaCTpOIZKM nopta wuin norn4eckoro MHTepcbeVlca B
KaydyectBe OOBEPEHHOrO. I'Ip|/| MCrNonb3oBaHNn (bOprI Nno KOMaHAda BepHEeT 3HadyeHwme no
YMOJI4aHUIO.

ip dhcp snooping trust

no ip dhcp snooping trust

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHWio BCe MNOPTbl W JorMyeckne WHTepdENCbl KOMMyTaTopa CYMTalTCA
HeJOBEPEHHbIMMU.

Pexxum BBoAa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
[ns ucnonb3oBaHWs OaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXMM KOHurypauum
nopra, guanasoHa noptos unu port-channel (interface).

[MopT unu nornvecknn NHTepenc, onpeaerneHHbln Kak AOBEPEHHbIN, UCNONb3yeTca Aris
nogkntodeHna k DHCP-cepBepy unu gpyromy KoMmyTaTopy.

[MopT unun normyecknin HTepgenc, onpeaerneHHbln Kak He4oBePEHHbIN, UCNOSb3YeTCA ANs
NogKmniovYeHns nonb3oBatenen. HeooBepeHHble MOpTbl U NOrMYeckne uHTepdencol
NponycKarT nakeTbl, paspelieHHble dyHkumen IP Source Guard. Takke HegoBepeHHbIe
nopTbl M JIOrM4eckMe WHTepdencobl nponyckarwT Bxoadwmne naketol ¢ IP-agpecom
ncroyHmnka 0.0.0.0 1 UDP-nopTomM HasHayeHus 67.

®dyHkuma IP Source Guard pomkHa ObiTb BKAOYEHA Ha MNOpTE WU FIOTMYECKOM
NHTepdence He3aBNUCMMO OT TOro, onpeferieH OH Kak AOBEPEHHbIN UM HEeLOBEPEHHbIN.
[nsa BknoYeHns yHKLUMM ncnonbayetca komaHaa ip verify source dhcp-snooping.
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Mpumep

B paHHOM npumepe nokasaHo, kak HacTpouTb nopT Ethernet 1/0/5 B kadecTtBe
JOBEpPEHHOrO0.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# ip dhep snooping trust

ip dhcp snooping trust

DGS-1250(config-if)#
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8.7 ip dhcp snooping verify-mac-address

[aHHaa komaHga ucnonb3yetca ana nposepku cooresetcTBua MAC-agpeca UCTOYHUKA B
DHCP-nakete annapatHoMy agpecy knueHTa. [pu ucnonb3oBaHun popmbl no KoMaHAa
OTKITUUT npoBepky cooTBeTcTBUS MAC-agpeca.

ip dhcp snooping verify-mac-address

no ip dhcp snooping verify-mac-address

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuio BKITHOYEHO.

Pexxum BBoga kKomaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[laHHas KomaHga MCnonb3yeTcsi, ecnn HeobXooMMO BKIHYUTL MPOBEPKY COOTBETCTBUS
cogepxumoro nonsa chaddr (Client Hardware Address) B DHCP-nakete u MAC-agpeca
nctodHunka. Ecnn cogepxunmoe nons chaddr B8 DHCP-nakete cootBetctByeT MAC-agpecy
nctodHmnka, DHCP-nakeT nponyckaetcs.

Mpumep

B paHHOM npumepe nokasaHo, Kak OTKM4YMTb npoBepky cootBeTcTBuss MAC-agpeca
nctodHnka B DHCP-nakeTte annapaTtHOMy agpecy KrveHTa.

DGS-1250# configure terminal

DGS-1250(config)# no ip dhcp snooping verify-mac-address

no ip dhcp snooping verify-mac-address

DGS-1250(config)#
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8.8 ip dhcp snooping vian

HaHHaa komaHga ucnonb3yetcsa Ans skodeHus dyHkumm DHCP Snooping gns VLAN.
Mpn ncnonb3oBaHnn PopMbl NO KOMaHAA BEPHET HACTPONKMN MO YMOSYaHMIO.

ip dhcp snooping vian VLAN_LIST [, | -]

no ip dhcp snooping vlan

MapameTpbl

Ykaxute wnaeHtudukatop ogHonm unum Heckonbkux VLAN.

VLAN_LIST JonycTuMbii ananasoH: ot 1 go 4094.

(OnumoHanbHo) Heckonbko VLAN unn otaeneHne guanasoHa
, VLAN ot npeablaywero. Ncnonb3oBaHue npobena 4o v nocne
3ansaTon HegoMyCTUMO.

(OnumoHanbHo) [OuanasoH VLAN. Wcnonb3oBaHue npobena
40 v nocrie gedgmca HegonycTUmo.

Mo ymonuyanuto
Mo ymonuanuio dyHkuma DHCP Snooping BkntoyeHa Ha Bcex VLAN.

Pexxum BBoAa KomaHAbI
Pexnm rmobanbHon koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[aHHas komaHaa ucnonb3yeTcs Ansa BknodeHnsa pyHkumm DHCP Snooping ansa VLAN.

Mpumep

B gaHHOM npumMepe nokasaHo, Kak BkounTb dyHKunio DHCP Snooping ans Heckonbknx
ananasoHoB VLAN.

DGS-1250# configure terminal

DGS-1250(config)# ip dhcp snooping vlian 15-19,27-34

ip dhcp snooping vlan 15-19,27-34

DGS-1250(config)#
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8.9 show ip dhcp snooping

[aHHasa komaHga ucnonb3yeTcs Ans otobpaxeHus MHoOpMauum O HacTponkax OyHKLUN
DHCP Snooping.

show ip dhcp snooping [interface {ethernet IFACELIST [, | -] | port-channel
CHANNO}]

MapameTpbl
interface YkaxuTe, 4Tobbl 3a0aTb MHTEPGENC.
ethernet IEACELIST (OnuuoHanbHO) Ykaxute, 4YTOObI OTOGPa3nTb HACTPOWKM

dyHkumm DHCP Snooping ans guanyeckoro nopra.

(OnumoHanbHO)  Heckonbko  NMOPTOB  WMNK  OTAENEeHue
, AnanasoHa nopToB OT npeablaywero. KMcnonb3oBaHue
npobena Ao v nocre 3ansaTon HegoMnyCTUMO.

(OnumoHanbHo) OuanasoH nopToB. Mcnonb3oBaHne npobena
A0 1 nocne geduca HegomnycTumo.

(OnuuoHanbHO)  Ykaxute, 4YTOObI OTOGPa3snTb HaCTPOWNKM
port-channel CHANNO dyHkunmn DHCP Snooping ans normdeckoro nHtepgenca port-
channel. Jonyctnmbin gnanasoH: ot 1 o 8.

Mo ymonyaHuto
Her.

Pexum BBOoAa KomaHAbI
[Monb3oBaTenbCKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KOMaHAObl

[aHHas KkoMaHaa ucnonb3yeTcs Ans oTobpaxeHna MHopMaunm o HacTpomkax OyHKLNN
DHCP Snooping ans HeckonbKuMx MOPTOB, AWanasoHa MOPTOB KOMMYyTaTtopa wunv ans
norunyeckoro nHTepgenca port-channel.

Mpn wncnonb3oBaHn KomaHabl 6e3 KN4YeEBbIX CrOB OTOBpaxkaeTrcsa uHdopmauus o
HacTporkax pyHkuun DHCP Snooping gns Bcex du3ndeckux nopToB KOMMyTatopa, a
Takxe ONnA BCeX JIorm4yeckmx nHrepgencos port-channel.
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Mpumep
B paHHOM npumepe nokasaHo, kKak 0TobpasuTb MHOPMAaUMIO O HacTpoMKax dyHKLMK
DHCP Snooping ans gananasoHa noptos Ethernet kommyTtaTtopa 1/0/5—-1/0/10.
DGS-1250# show ip dhep snooping interface ethernet 1/0/5-1/0/10
show ip dhcp snooping interface ethernet 1/0/5-1/0/10
DHCP snooping global state : Enabled
DHCP snooping VLANSs : 1-4094
MAC-address verification : Enabled

Allow untrusted option  : Disabled

Interface : Trusted : Entries limit

+ +

Eth1/0/5 : Enabled : 150
Eth1/0/6 : Disabled : 252
Eth1/0/7 : Disabled : 252
Eth1/0/8 : Disabled : 252
Eth1/0/9 : Disabled : 252
Eth1/0/10 : Disabled : 252

Total Entries : 6

DGS-1250#
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9. KOMAHAObI NPEOOTBPALLEHUNA DOS-ATAK

9.1 dos-prevention

[aHHas KomaHOa uvcnonb3yetrcsa  AOfs BKIKOYEHUA W HAcTpPoOMKM  MexaHu3ma
npegotBpallteHna DoS-atak (DoS Prevention). Npu ncnone3oBaHun ¢oopmbl ho KoMaHaa
OTKITHOMUT MEXaHU3M 4S9 YKa3aHHOro Tuna artak.

dos-prevention DOS-ATTACK-TYPE
no dos-prevention DOS-ATTACK-TYPE

MapameTpbl

Ykaxute 3HadeHue all, 4Tobbl BKNHOUUTL 3almnTty Oond Bcex

DOS-ATTACK-TYPE -
TUMOB aTak, Unu ykaxxurte onpeaeneHHbin Tun DoS-arak.

Mo ymonyaHuto
Mo YMON4aHUO MeXaHN3M OTKITHOHEH A4 BCEX nogaep>xXmBaemMbixX TUMNOB DoS-arak.

Pexum BBOoAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

Pexxum koHdurypauum nHtepdgericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAbI

[aHHas KomaHga ucnonb3yetrcsa  Ans  BKKYEHUS U HACcTpPOMKM  MexaHu3ma
npepotBpalleHma DoS-atak (DoS Prevention). MoxHO HacTpouTb paboTy mexaHuama ans
onpegeneHHoro Tuna DoS-atak unu ansa Bcex NnogaepXXmBaemMblx TUMNOB.

UToObl BKMAOUYUTD WA BBIKMKOYATL MEXaHM3M AN OTAENbHOro nopTa WM HECKONbKMX
NopTOB, HEOBXOOMMO NEPENTU B PEXMM KOHGUrypauuum nopta wunu guanasoHa nopToB
kommyTaTopa (interface).

MexaHusmbl npepoTBpalleHns DoS-atak (conoctaBneHve n NPUHATUE Mep) SBMSHTCS
dyHKUMAMM annapaTHOro obecneyeHus.

KomaHga no dos-prevention c knwoueBbiM crioBoM all ucnonbsyetcs ons OTKNIOYEHUS
MexaHu3ma npegotepalleHns DoS-atak ons Bcex nogaepxmBaemblx TUMOB.

MoryT 6bITb OBGHapyXeHbI criegyowme pacnpocTpaHeHHble Tunbl DoS-aTak:

- land: ataka pgaHHoro Tuna noapasymeBaeT OTNpaBKy ycTpoucTtey |IP-naketoB ¢
agpecoM WCTOYHWKA, paBHbIM afpecy HasHaydeHusi. JTO MOXEeT MOCIyXUTb
MPUYMHON TOrO, YTO YCTPOWCTBO OyAET HENPEPLIBHO OTBEYATbL CaMoMy cebe.

« blat: ataka gaHHoro Tvna nogpasymeBaeT OTNpPaBKy YCTPOUCTBY NakeToB C MOPTOM
nctodHnka TCP/UDP, paBHbIM nopTy HasHayeHus. ITO MOXET MOCNYXUTb
NPUYNHON TOrO, YTO YCTPOMCTBO ByaeT oTBevatb camomy cebe.
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« tcp-null-scan: ckaHuMpoBaHue nopta C wucnonb3oBaHnem TCP-naketoB, He
cogepxawmx driarn, ¢ NopsagKOBbIM HOMEPOM, PaBHbBIM HYITHO.

+ tcp-xmas-scan: ckaHMpoBaHMe nmopTa C ucnonb3oBaHMem TCP-nakertos,
cogepxawmx dnarm Urgent (URG), Push (PSH) n FIN, ¢ nopsgkoBbiMm HOMEpPOM,
paBHbIM HYHO.

+ tcp-syn-fin: ckaHMpoBaHue nopta ¢ ucnonb3oBaHnem TCP-nakeToB, cogepKaLmx
dnarm SYN un FIN.

+ tcp-syn-rst. ckaHupoBaHue nopta ¢ ucnonb3oBaHnem TCP-nakeToB, cogepalumx
dnarm SYN n RST.

+ tcp-syn-srcport-less-1024: CKaHMpoBaHue nopTta c NCMNoNb30BaHMEM
TCP-naketoB, cogepxawmx dpnar SYN, He cogepxawmx cdnar ACK, ¢ Homepom
nopta uctovHunka ot 0 go 1023.

« tcp-tiny-frag: npn atake gaHHoro Tuna ucnonb3ytTcs TCP-naketTbl HEBOMbLIOrO
pa3mMepa CO CMeLLeHMEM OaHHbIX, paBHbIM 8 GanT.

- icmp-frag-pkts: npu atake gaHHOro Tuna MCNONbL3YHTCA PaAarMeHTUPOBAHHbIE
ICMP-nakeTbil.

+ ping-death: npu artake pgaHHOrO TWMNa OTNPaBSAITCA HEKOPPEKTHbIE UMK
BpeAoHOCHbIE ping-3anpocbkl. O6bIMHO pa3mep ping-3anpoca cocTtaBndaeT 64 6anTa;
MHOrMe YCTPOWCTBaA HE MOTyT pacno3HaTb ping-3anpoc, ecnu oH Gornblue, 4Yem
MakcuManbeHbIn pasmep IP-naketa (65535 6anTt). OTnpaBka ping-nakera pasmepom
65536 ©anT HegonycTMma COrMacHO CETeBOMY MPOTOKOMY, HO NaKeT TakKoro
pasmepa MOXHO OTNpPaBUTb, €CNKN OH ByaeT doparMeHTUPOBaH.

- daeqsa: npu artake JaHHOro Tuna MCMonb3yTca naketbl, B KoTopbix MAC-agpec
Ha3Ha4yeHus coBnagaet ¢ MAC-agpecom UCTOYHMKA.

- all: Bce BbllenepeyncrieHHble TUMbI.

Mpumep

B OJaHHOM rnpumMepe nNoka3aHo, KaK BKIMHYNTb MEeXaHU3M npeaoTBpalleHnA DoS-atak and
aTtaku Tuna land.

DGS-1250# configure terminal

DGS-1250(config)# dos-prevention land

dos-prevention land

DGS-1250(config)#

B cnegywuiemM npuMmepe noka3aHo, Kak OTKITHIUNTb MeéxXaHU3M rnpeaorspalleHns DoS-atak
Onda atak BCeX nogaep>XmBaeMbixX TUMOB.

DGS-1250(config)#

DGS-1250(config)# no dos-prevention all

no dos-prevention all

DGS-1250(config)#
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B cnegyowem npumepe nokasaHo, Kak BKIIHOYUTbL MexaHu3Mm npegotepaweHns DoS-atak
ans nopta Ethernet 1/0/5.

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# dos-prevention

dos-prevention

DGS-1250(config-if)#
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9.2 show dos-prevention

[laHHas komaHga ucnomnb3yeTcsi Anst noryyYeHust MHdopmaumm O ctaTyce MexaHu3ma
npenoTtBpalleHna DoS-aTak.

show dos-prevention [type DOS-ATTACK-TYPE | interface ethernet
PORTLIST [, | -11
MapameTpbl
type DOS-ATTACK- Ykaxute 3HadeHue all, yTobbl oToOpasnTb MHGOPMaUUO O
TYPE BCEX TUMax atak, Unn ykaxnte onpegeneHHoin Tun DoS-arak.

interface ethernet

PORTLIST Ykaxunte Homep nopta Ethernet.

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKW  OTAENeHue
, AnanasoHa nopTtoB OT npegbigywero. Vcnonb3oBaHue
npobena Ao v nocne 3anaTon He[onycTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHune npobena
A0 1 nocrie gedgwvca HegonycTumo.

Mo ymonyaHuro
Her.

Pexxnm BBoAga KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAabl

[laHHas komaHga ucnomnb3yeTcsi Ans nonyyYeHust MHdopmaumm O cTaTyce MexaHu3ma
npenoTtBpalleHna DoS-aTak.

Mpumep
B paHHOM npumepe nokasaHo, kKak oTobpasuTb MHpopmauMo O cTaTyce MexaHu3ma
npenotBpalleHnsa DoS-atak gna atak Tmuna land.

show dos-prevention type land

DoS Type : State

+

Land Attack : Enabled

Total entries: 1
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B paHHOM npumepe noka3aHo, Kak OoTobpasnTb WMHopmauuio O cTaTtyce MexaHusma
npepotBpalleHma DoS-atak ansa nopta Ethernet 1/0/5.

DGS-1250# show dos-prevention interface ethernet 1/0/5

show dos-prevention interface ethernet 1/0/5

Interface : Attack Prevention State

+.

Eth1/0/5 : Enabled
Total entries: 1

DGS-1250#
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10. KOMAHAbI ABTOMATUYECKOI'O
BOCCTAHOBIJIEHUA NMOPTOB (ERROR RECOVERY)

10.1 errdisable recovery

NaHHas KomaHOa WCMomnb3yeTcs AN HAcTpPoWkM  (OYHKLUMM  aBTOMAaTM4YecKoro
BOCCTaHOBMeHus nopTtoB. [Mpu ucnonb3oBaHuvM copmbl Nno 6e3 napameTpa komaHaa
OTKIIOYMT (DYHKLMIO ONSS COOTBETCTBYHOLLENO 3aLLMTHOIO MEXaHMU3Ma.

errdisable recovery {all | loopback-detection | port-security | storm-control |
bpdu-guard} [interval SEC]

no errdisable recovery {all | loopback-detection | port-security | storm-control
| bpdu-guard} [interval SEC]

MapameTpbl

YKkaxute, 4ToObl BKMOYUTE  (PYHKUMIO aBTOMaTU4ECKOro
BOCCTAHOBIIEHMSA MOPTOB AN BCEX 3alUMTHbIX MEXaHW3MOB.

all Mpn ncnonb3oBaHun ¢ hopmor no 6e3 napameTpa KoMaHaa
OTKIMIOYMT  (PYHKLUMIO  aBTOMaTU4eCKOro  BOCCTAHOBMEHMS
NOPTOB 4191 BCEX 3aLUMUTHbLIX MEXaHU3MOB.

Ykaxute, 4ToObl BKMOYUTL  (PYHKUMIO aBTOMaTU4E€CKOro
loopback-detection BOCCTAHOBSIEHNA MOPTOB MPU OTKITKOYEHMUN NOPTOB OYHKLUMEN
Loopback Detection.

Ykaxute, u4ToObl BKMOYUTL  (PYHKUMIO aBTOMaTU4ECKOro
port-security BOCCTaHOBJIEHUSI MOPTOB MPU OTKMIOYEHUN NOPTOB (PYHKLUEN
Port Security.

Ykaxute, 4ToObl BKMOYUTL  (PYHKUMIO aBTOMaTU4EeCKOro
storm-control BOCCTAHOBIIEHUSI MOPTOB MpPU OTKMIOYEHUN NOPTOB (PYHKUMEN
Storm Control.

YKkaxuTte, 4TOObl BKMIOYUTE  (PYHKUMIO aBTOMaTU4ECKOro
bpdu-guard BOCCTAHOBJSIEHNA MOPTOB MPU OTKITKOYEHUUN NOPTOB (PYHKLUMEN
BPDU Guard.

Ykaxute, 4TOObl 3agaTb WHTEpBan Mexgy npoBepKamu
COCTOSIHMA nopToB (B cekyHaax). [OCTynHbIA [uana3oH
3HayeHuin: ot 20 go 86400. [Mpn ncnonb3oBaHMM ¢ POPMON no
KOMaHOa BEPHET 3HaYeHne no yMON4aHuIo.

interval SEC

Mo ymonuyaxuto
Mo yMOIn4aHutio beHKLI,VIFI aBTOMaTN4E€CKOro BOCCTaHOBJIEHNA MOPTOB OTKITHOYMEHAa AOJ14 BCeX
3aWnNTHbIX MEXaHN3MOB.

NHTepBan mexagy nposBepkamu COCToSAHUS noptoB cocTtasnseT 300 cekyHa.
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Pexxnm BBoaa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI

(DyHKLI,VIﬂ aBToMaTn4yeCcKkoro BOCCTaHOBIIeHN4dA nopTtoB no3BondeT aBToOMaTn4yeCcku
BOCCTaHaBIINBaTb pa60Ty nopToB, OTKIMHOYEHHbIX nnn 3a6J'IOKI/IpOBaHHbIX npu
CpaGaTblBaHl/ll/l 3aWUTHbIX MEXaHU3MOB.

dyHkumna Loopback Detection no3sBonsaet obHapyXnTb NETAO N aBTOMATUYECKN OTKITHOUUTD
OOVMH WM HECKONbKO MOPTOB, Ha KOTOpbIX OHa oO6HapyxeHa (komaHaa loopback-
detection).

dyHkuma Port Security no3BonseT orpaHnYMTb MakCMManbHOE KONMUYECTBO W3YYEHHbIX
MAC-agpecoB Ha nopTax, a Takke aBTOMATMYECKM OTKMYaTb MOpPTbl B Cry4vae
NnpeBbILLEHNS 3a4aHHOro numMnTa (komaHga port-security).

®yHkumna Storm Control no3BongaeT ynpaBnaTb CKOPOCTbIO NnpuemMa broadcast-, multicast- n
unicast-Tpaduka, a Takke aBapuUMHO OTKMOYaTb MOPT MPU HeMpeKpallatoLweMcs LWTopMe
(komanga storm-control).

®yHkuma BPDU Guard nossonser 6GnokupoBaTb MOPT MNPy MOMAYyYEHUM CY>KEOHbIX
coobweHun BPDU (komaHaa spanning-tree bpduguard).

Mpumep

B OJaHHOM npuMepe nokas3aHo, KaK BKITIOYNTb q)yHKLI,VIIO aBTOMaTNU4eCKOro BocCtaHoBI1eHUA
NMOPTOB NMpPUW OTKIOYEHUM NOPTOB pyHKUmMen Port Security.

DGS-1250# configure terminal

DGS-1250(config)# errdisable recovery port-security

errdisable recovery port-security

DGS-1250(config)#

B cnegywuiemMm npuMepe noka3aHo, Kak 3agaTtb MHTepBaslt Mexay rnposepkamMmm COCTOAHUA
nopTtoB, pasHbIN 350 cekyHaam, ansa gpyHkumm BPDU Guard.

DGS-1250# configure terminal

DGS-1250(config)# errdisable recovery bpdu-guard interval 350

errdisable recovery bpdu-guard interval 350

DGS-1250(config)#

CtpaHuua 97 ns 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl KomaHpabl aBTOMaTU4eCcKoro

PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) BOCCTaHoBneHus nopto. (Error Recovery)

10.2 errdisable recovery ports

,D,aHHaFI KOMaHAOa ncnosnb3yeTcs anA akTmnsauumn (byHKLl,I/II/I aBTOMaTnN4eCKoro
BOCCTaAHOBJ1IEHUA TMNOPTOB AJ1A YKa3aHHOrro nopta win guana3oHa MNnopToB. |_|pI/1
NCMonb30BaHNN (bOprI no (byHKLl,I/IFI 6y,qu OTKIO4EeHa.

errdisable recovery ports interface ethernet /FLIST [, | -]

no errdisable recovery ports interface ethernet /FLIST [, | -]

MapameTpbl
interface ethernet YKkaxute HomMep nopta wunn auanasoH NopToB, ANA KOTOPbIX
IFLIST HeobX04MMO OTKIHYNTL NN aKTUBUPOBATb AAHHYKO (OYHKLNIO.

(OnuuoHanbHO)  Heckonbko  MOPTOB UMM OTAEreHue
, AvanasoHa nopToB OT npedbiayuiero.  Vcnonb3osaHue
npo6ena Ao v nocre 3anaTon HegonycTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
40 1 nocre gedguca HegonycTumo.

Mo ymonuyanuto
Mo ymonyaHuio (PyHKLMA aBTOMAaTMYECKOro BOCCTAHOBIEHUS MOPTOB aKTUBMpOBaHa AJ1S
Kaxxgoro nopra.

Pexxnm BBoaga komaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YpOBeHb KOMaHAbl MO YMOJNTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KomaHAbI
Mcnonb3ynte pQaHHy0 KOMaHAy, 4TOObl akTMBMpOBaTb (PYHKUMIO aBTOMAaTUYECKOro
BOCCTaHOBIJ1EHUA NOPTOB AOJ14 yKa3aHHOFO noprta unn gnana3oHa NnopToB.

Mpumep

B pgaHHOM npuvmepe nokasaHo, KaK  OTKIYUMTb  (PYHKUMIO  aBTOMaTU4ecKoro
BOCCTaHoOBreHus noptoB ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# no errdisable recovery ports interface ethernet 1/0/5

no errdisable recovery ports interface ethernet 1/0/5

DGS-1250(config)#
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10.3 show errdisable

[laHHas KomaHga wucronb3yeTcs Ans  oTobpaxeHuss UWHdopmaumm o  yHKUUK
aBTOMaTU4YeCKOro BOCCTaHOBIEHUS NMOPTOB.

show errdisable {recovery | status [interface ethernet PORTLIST [, | -11}

MapameTpbl
Ykaxute,  4toObl  OTOOpasnTb  COCTOSHME  PYHKLMK
recove aBTOMAaTMYECKOrO0 BOCCTAHOBMEHWUS MOPTOB ANdA  KaXaoro
Yy 3alUTHOrO MexaHu3mMa W NPoJOoIMKUTENBHOCTL WHTEpBana
MeXxay NpoBepKamn COCTOSIHUS NOPTOB.
status Ykaxute, 4tobbl 0TObpasnTb nHdopmaLmo o ctaTyce nopra u
cTaTtyce (PyHKLMN aBTOMATMYECKOro BOCCTAHOBIIEHWNS NOPTOB.
interface ethernet YKkaxute HomMep noprta wunv auanasoH NopToB, M9 KOTOPbIX
PORTLIST Heobxoanmo oTobpasnTb MHoOpMaLUIo.

(OnumoHanbHO)  Heckonbko  MOPTOB  WNW  OTAENeHue
, AnanasoHa nopToB OT npeabigywero. Kcnonb3oBaHue
npobena Ao v nocne 3anaTon He[oMnycTUMO.

(OnumoHanbHO) AunanasoH noptoB. Mcnonb3oBaHne npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonuyaHuio
Her.

Pexum BBOoAa KomaHAbI
[Monb3oBaTenbCcknin unu npmeunernpoBaHHbin pexxmum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAabl

Ncnonb3ynte AaHHyO KomaHay, u4ToObl oToOpasntb WHGOpMauMio O  PYyHKUUK
aBTOMaTU4EeCKOro BOCCTAHOBMEHNSA NOPTOB.
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Mpumep

B paHHOM npumepe nokasaHo, Kak oTobpasuTb COCTOsiHME (DYHKLUUM aBTOMAaTU4ECKOro
BOCCTaHOBJIIEHUA TMOPTOB AJ1A KaXAoro 3alnUTHOro mMexaHunama un npoaoJiIKUTESIbHOCTb
WHTepBana Mexay nposepkaMmn COCTOSAHUA NOPTOB.

DGS-1250# show errdisable recovery

show errdisable recovery

ErrDisable cause : State : Interval (seconds)

+ +

BPDU guard : Enabled : 350
Loopback detection : Enabled : 300
Port security  : Disabled : 300
Storm control  : Enabled : 300

Total Entries : 4

DGS-1250#

B cnegywowem npumepe nokasaHo, kKak otobpasuTb mHdopmauMo O cTaTtyce noprta wu
cTatyce oyHKUMN aBTOMaTUYECKOro BOCCTAHOBIEHMS nopToB Angd nopta Ethernet 1/0/5.
DGS-1250# show errdisable status interface ethernet 1/0/5

show errdisable status interface ethernet 1/0/5

Interface : Status : Recovery

+ +

Eth1/0/5 : Normal : Disabled

Total Entries : 1

DGS-1250#
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

11. KOMAHObI YNPABINEHUA UHTEP®EUCOM

11.1 clear counters

[laHHas komaHaa ucronb3yeTcs Ans copoca CYETYMKOB ANs UHTEPdENCOB hr3nYeckmx
MOPTOB.

clear counters {all | interface ethernet PORTLIST [, | -]}

MapameTpbl

all YkaxuTe, 4Tobbl COPOCUTL CYETUMKM ONSA BCEX UHTepdencos
dom3NYECKMX NOPTOB.

interface ethernet YKaxute uandeckun nopt, AN KOTOpOro Heobxoanmo

PORTLIST cObpOCUTb CHETUMKN.

(OnumoHanbHO)  Heckonbko  MOPTOB  WNKM OTAENEeHue
, AnanasoHa nopToB OT npeabigywero. KMcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HegonyCcTUMO.

(OnumonanbHO) [dnanasoH noptoB. Wcnonb3oBaHue npobena
00 v nocne geduca HegonycTUMO.

Mo ymonuyaxuio
Her.

Pexxnm BBoaga komaHAbI
MpuBunernpoaHHbIn pexunm (Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YpoBeHb 12.

Mcnonb3oBaHMe KomaHAbI
,D,aHHaFI KOMaHOa VICI'IOJ'Ib3yeTC$I and 06poca cyeT4ynkoB Angd MHTep(beVICOB (*)I/I3I/I‘-IeCKI/IX
NnopTOB.

Mpumep
B naHHOM npumMepe nokasaHo, Kak copocuTb cdeTymkun ansa noptos Ethernet 1/0/5 n 1/0/6.

DGS-1250# clear counters interface ethernet 1/0/5-1/0/6
clear counters interface ethernet 1/0/5-1/0/6

DGS-1250#
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

11.2 description (interface)

,D,aHHaFI KOMaHOa ucnosnb3dyeTtca Ond YyKa3aHuda onuncaHnAa AOnd MHTepcbeVlca. rlpl/l
MCMonb3oBaHNM CbOprI NOo KOMaHAa BEPHET ornncaHme no ymon4aHuio.

description STR

no description

MapameTpbl

OnucaHve uHTepdperica (NopTa, Auanas3oHa NnopTos unum port-

STR channel). He 6onee 128 cumsonos 6e3 npobena.

Mo ymonyaHuro
CucrtemMHoe onucaHue c yKasaHnem moaenun, Bepcun MO un HOMepa nopta wunn pOFt-
channel.

Pexum BBoaa KomaHAbI
Pexum koHdurypauum nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[Ana ncnonb3oBaHWUs SaHHOW KOMaHAbl HEOOXOAMMO MEpPerTU B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Ncnonb3ynTte gaHHyto KoMaHay, 4Tobbl 3agaTtb onucaHne uHTepdgenca.
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Mpumep
B naHHOM npumepe nokasaHo, Kak 3agaTtb onvcaHue ans gnanasoHa noptos oT 1/0/10 go
1/0/15. Otobpa3uTtb onucaHue uHTepdenca MOXHO C NOMOLWb KomaHabl show
interfaces description.
DGS-1250%# configure terminal
DGS-1250(config)# interface ethernet 1/0/10-1/0/15
DGS-1250(config-if)# description FREE_PORTS
description FREE_PORTS
DGS-1250(config-if}# end
end
DGS-1250# show interfaces ethernet 1/0/10-1/0/15 description
show interfaces ethernet 1/0/10-1/0/15 description
Interface : Description

=+

Eth1/0/10 : FREE_PORTS
Eth1/0/11 : FREE_PORTS
Eth1/0/12 : FREE_PORTS
Eth1/0/13 : FREE_PORTS
Eth1/0/14 : FREE_PORTS
Eth1/0/15 : FREE_PORTS

Total Entries : 6

DGS-1250#
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11.3 interface

[aHHas KkomaHAa ucnonb3yeTcs Ans Bxo4a B PeXuMM KOHUrypaumm uHTepdencoB
(Interface Configuration Mode). TMpu wucnonb3oBaHM GOPMbLI NO KOMaHZa ydanut
NHTepdenc (TonbKo Ans normdeckux nHTepdencos port-channel).

interface {ethernet /IFLIST [, | -] | port-channel CHANNO | vlan IFNUMBER}
no interface port-channel CHANNO

MapameTpbl
ethernet IFLIST Ykaxute Homep nopTta Ethernet.

(OnuuoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
AuvanasoHa nopTtoB OT npegbiaywero. Mcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HeaonyCcTUMO.

(OnuunoHanebHo) AnanasoH noptoB. Mcnonb3oBaHue npobena
40 v nocrie gecguca HegonycTUmo.

port-channel CHANNO YkaxuTe HOMep nornyeckoro nHrepdemnca port-channel.

vlan IFNUMBER Ykaxute Homep uHtepgenca VLAN.

Mo ymonyaHuto
Her.

Pexum BBOAa KoMmaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[aHHas koMmaHda ucnonb3yeTcs ANs BXo4a B PEXUM KOHUrypauum nHTepdemncos.
[nsa 0603Ha4YeHnss LICNONb3YHTCA CreayoLne KrnoyYeBble CnoBea:
o ethernet — oguH nnu Heckonbko NHTepdencos pusmyecknx Ethernet-noptos
KOMMYyTaTOopa;
e port-channel — nornyeckun nHtepdenc port-channel;
e vlan — VLAN-uHTepgemnc.
dopmat Homepa nHTepgenca 3aBmcuT OT TuNa nHTepenca.
Ana nHTepgencoB dpuandeckux NOPTOB MOSb3oBaTeNb HE MOXET BOWUTU B MHTepdenc,
€Cnn NopT KoMMyTaTopa He cyulecTByeT. VIHTepdenc punanyeckoro nopta He MOXeT ObITb
yoaneH.
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Ncnonb3ynte komaHgy interface vlan gona cosgaHus nHtepdenca VLAN (nHtepdpenca 3
ypoBHsA ang cyuwecteytowen VLAN). Ucnonb3ynte komaHay vlan B pexume rnobanbHom
KoHdurypaumm, 4tobbl co3gate VLAN nepepg cosgaHveMm uHTepdgenca. Mcnonbaymnte
kKomaHgy no ip address B pexume KOoHdurypaumm uHTepdencos, 4ToObl yoanuTb
nHtepdenc VLAN.

NHTepdenc port-channel cosgaeTtcst aBTomatmnyecku, ecnm komanga channel-group 6bina
BbIMOMHEHa ONA UHTepdenca puandyeckoro nopta unu ananasoHa noptos. Vcnonb3ynte
komaHay no interface port-channel B pexume rnobanbHOM KoOHUrypauuu, 4To6bI
yoanute  uHTtepdenc  port-channel. WHTepcenc port-channel 6ynetr  ypaneH
aBTOMaTuyecku, ecnuv u3 Hero ByayT yaaneHsl Bce omsmnyeckme nopThbl.

Mpumep

B maHHOM npumepe nokasaHo, Kak BOWTUM B PeXuM KoHdUrypauuum uHtepdencos Ons
nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if }#

B cnegytouem npumepe nokasaHo, Kak BOUTU B PEXUM KOHUrypaumm nHtepdencos ona
port-channel 1.

DGS-1250# configure terminal

DGS-1250(config)# interface port-channel 1

DGS-1250(config-port-channel )#

B cnegytouwem npumepe nokasaHo, Kak BOUTU B PEXUM KOHJUrypauumn nHtepgencos ans
AnanasoHa noptoB Ethernet ot 1/0/10 go 1/0/15.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/10-1/0/15

DGS-1250(config-if }#
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11.4 show interfaces

,D,aHHaFI KOMaHAa UCNorib3dyeTtca aOnd OTO6pa)KeHI/IFI I/IH(bOpMaLI,I/II/I (0] (bM3I/I‘-IeCKI/IX noprtax
KOMMYyTaTopa.

show interfaces [ethernet IFACELIST [, | -]

MapameTpbl
ethernet IFACELIST (OnumoHanbHO) YkaxuTte Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
AuvanasoHa nopTtoB OT npegbiaywero. Mcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonycTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonyaHuto
Her.

Pexxum BBoaga komaHAbI
[Monb3oBaTenbcknin nnu npusunernposaHHbii pexxum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YposeHb 1.

Ucnonb3oBaHne KomaHAabl

[aHHasa komaHaa ucnonb3yeTtca Ansg otobpaxeHus nogpobHON MHAOPMALUK N CHETHMKOB
ans gusnyecknx nopTtoB. [ns Toro 4tobbl oTo6pasvTb MHOpMauno 060 BCex mopTax
KOMMyTaTopa, ncnonb3ynte komaHay 6e3 kntoyesoro cnosa ethernet n Homepa nopra.

Cwm. nogpobHoe onucaHne cyeTumkoB B onucaHmm komaHabl show interfaces counters.
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Mpumep

B naHHOM npumepe nokasaHo, kak oTobpa3uTb nHdopmaumio o nopte Ethernet 1/0/1.
DGS-1250# show interfaces ethernet 1/0/1

show interfaces ethernet 1/0/1

DGS-1250# show interfaces ethernet 1/0/1

show interfaces ethernet 1/0/1

Eth1/0/1 is enabled, link status is up:

Interface type : 1000BASE-T

Interface description : D-Link Russia DGS-1250 Port 1 on Unit 1
MAC Address :¢8:78:70:06:23:21

Port settings : Auto-duplex, auto-speed, auto-mdix

Send flow-control : Off, receive flow-control: Off

Send flow-control oper  : Off, receive flow-control oper: Off

Back-pressure :On

Speed : Full-duplex, 100Mb/s
Maximum receive frame size : 1536
Membership Limit : No limit entries
RX rate : 721 bytes/sec 3 packets/sec
TX rate : 148 bytes/sec 2 packets/sec
RX bytes 1 24780428

TX bytes : 55285675

RX packets : 175496

TX packets : 171463

RX undersize :0

RX oversize :0

Fragments :0

Jabbers :0

RX dropped Pkts :0

CRC errors :0

TX excessive deferral :0

TX single collision :0

TX excessive collision  : 0

TX late collision :0

TX collision :0

Total Entries : 1

DGS-1250#
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11.5 show interfaces auto-negotiation

,D,aHHaFI KOMaHAa UCNoJib3yeTcAa AOnd OTO6pa)KeHI/IF| I/IH(*)OpMaLI,I/II/I 06 aBTOCOrnacoBaHUK
ana CbI/ISVI‘-IeCKI/IX NnOopTOB KOMMYTATOpa.

show interfaces [ethernet IFACELIST [, | -]] auto-negotiation

MapameTpbl
ethernet IFACELIST (OnumoHanbHO) YkaxuTte Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
AuvanasoHa nopTtoB OT npegbiaywero. Mcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonycTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonyaHuto
Her.

Pexxum BBoaga komaHAbI
[Monb3oBaTenbcknin nnu npusunernposaHHbii pexxum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YposeHb 1.

MUcnonb3oBaHue KOMaHAbI

[aHHas KomaHOa vcnonb3yetca Ans otobpaxeHus uHgopmauun o6 aBToCOrnacoBaHMm
Aansa uandecknx NopToB KommyTatopa. [ns Toro 4tobbl 0To6pa3nTb MHOPMaLMIO Ons
BCEX MOPTOB KOMMYyTaTopa, MCMonb3ynte komaHgy 6e3 knioyeBoro cnosa ethernet u
HoMepa nopTta. [Ona M3MEeHeHUs HaCTpoeK aBTOCOrNacoBaHWSA MWCMONb3ynTe KOMaHgy
speed B pexume koHpurypaumm nHtepdencos (Interface Configuration Mode).
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Mpumep
B maHHOM npumepe nokasaHo, Kak 0Tobpa3nTb MHdopmauuto 06 aBTocornacoBaHum ans

nopta Ethernet 1/0/1.
DGS-1250# show interfaces ethernet 1/0/1 auto-negotiation
show interfaces ethernet 1/0/1 auto-negotiation
Interface : Type : AutoNegotiation : Preferred : Link Advertisement

+ + + +

Eth1/0/1 : 1000BASE-T : Enabled :Auto  :10f, 10h, 100f, 100h, 1000f

Total Entries : 1

DGS-1250#
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11.6 show interfaces counters

,D,aHHaFl KOMaHOda Wucnonb3yeTcAa Aand OTO6pa)KeHI/IFI CHETYMKOB Ha BCeX CbI/ISI/I‘-IGCKI/IX
noptax unn onpeaeneHHbIX noprtax.

show interfaces [ethernet IFACELIST [, | -]] counters [errors]

MapameTpbl

ethernet IFACELIST (OnuunoHaneHo) Ykaxnte Homep nopta Ethernet.
(OnuuoHanbHO)  Heckonbko  NOPTOB  MNU  OTAENEHME

, AunanasoHa nopTtoB OT npegblaywero. Vcnonb3oBaHue
npobena fo v nocne 3ansaTon HegonycTUMo.
(OnumoHaneHo) [OuanasoH nopToB. Mcnonb3oBaHue npobena
00 v nocne gedwuca HegonycTumo.

errors (OnumoHanbHO) YkaxuTe [N OTOOpaXeHUs  CYETUYMKOB

OLLMOOK.

Mo ymonuyaHuto

Hert.

Pexxnm BBoaga komaHAbI

[Monb3oBaTenbckunin nnu npusunernposaHHbii pexum (User/Privileged EXEC Mode).
YPOBeHb KOMaHAbl MO YMOJNTYaHUIO

YposeHb 1.

Mcnonb3oBaHue komaHAbl

NaHHas komaHOa WCnomnb3yeTcs AOns OTOOpaKeHUs OOLMX CYETUYMKOB WUNKU CYETYMKOB
OWKNBOK AnsA yKkasaHHOro nopTa WnM BCex MOpPTOB KoMMmyTatopa. [Ans Toro 4ToGbl
oTOOpasnTb CYETYMKM [ONs Bcex MOPTOB KOMMyTartopa, Wcronb3yinTe KomaHay 6es3
Knto4eBoro crniosa ethernet u Homepa nopTa.
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Mpumep
B naHHOM npuMepe nokasaHo, Kak oTobpasuTb obme cueTumkm ans nopta Ethernet 1/0/1.

DGS-1250# show interfaces ethernet 1/0/1 counters

show interfaces 1/0/1 counters

Eth1/0/1:
Tx/Rx Packets : 286422/295456
Tx/Rx Ucast Packets : 286422/295241
Tx/Rx Mcast Packets : 01197
Tx/Rx Bcast Packets :0/18
Tx/Rx Bytes : 82408772/42071993
Tx/Rx Pause Frames : 0/0
Tx/Rx Packets 64 bytes : 15/25

Tx/Rx Packets 65-127 bytes : 200116/255096
Tx/Rx Packets 128-255 bytes : 44149/9
Tx/Rx Packets 256-511 bytes : 739/54

Tx/Rx Packets 512-1023 bytes : 1099/40271
Tx/Rx Packets 1024-1518 bytes : 40304/1

Link Down/Up :0/1

Total Entries : 1

DGS-1250#
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B cnegyowem npymepe nokasaHo, Kak BKMAYUTb OTODOpaXeHue CHETYMKOB OLMOBOK Ans
nopta Ethernet 1/0/1.

show interfaces 1/0/1 counters errors

Eth1/0/1:

Rx alignment :0
Rx undersize :0
Rx oversize :0
Rx DropPkts :0
Rx fragments :0
Rx jabbers :0
Rx CRC errors :0

Tx excessive deferral : 0
Tx single collision : 0
Tx excessive collision : 0
Tx late collision :0

Tx collision :0

Total Entries : 1

OTob6paxaemMmble napamMeTpbl

CyeTunk nepenaHHbIX/MPUHATBLIX MakeToB. YBenuumBaeTcsa C
Tx/Rx Packets KaXXabIM  MPUHATBIM ~ NakeToM  (BKMAYask MNOBPEXOEHHble
nakeTbl U Bce unicast-, broadcast- n multicast-naketbl).

Tx/Rx Ucast Packets CueTunk nepepaHHbIX/MPUHATBIX  unicast-, broadcast- wn
Tx/Rx Mcast Packets multicast-naketoB. YBenunumBaetcs C KaxgblM YCMeLHO
Tx/Rx Bcast Packets NPUHATBIM NaKeTOM COOTBETCTBYHOLLEIO TUNa.

CueTunk nepeaaHHbIX/NPUHATBLIX 6anToOB. YBEnuuMBaeTca Ha
KonmyecTBo GavToB MnepefaHHbIX/MPUHATBIX MakeToB, B TOM
yucrne noBpexaeHHbIx (6e3 kagpupytowmx 6utos, HO ¢ FCS-

Tx/Rx Bytes Gaiitamn).

[N NpyMHATOro yce4eHHOro naketa CYETYUK yunTbiBaeT GanThbl
TONbKO [0 MakCMMarnbHO [onycTumoro pasmepa Ethernet-
kagpos (pa3smep max-rcv-frame-size).
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Tx/Rx Pause Frames

CueTunk nepeaaHHbIX/MPUHATLIX KaOPOB pause.

Tx/Rx Packets 64 bytes
Tx/Rx Packets 65-127
bytes

Tx/Rx Packets 128-255
bytes

Tx/Rx Packets 256-511
bytes

Tx/Rx Packets 512-1023
bytes

Tx/Rx Packets 1024-
1518 bytes

Cyetunk  nepenaHHbIX/NPUHATBIX nakeToB pasmepom
64/65-127/128-255/256-511/512-1023/1024-1518 GawnT.
YBenuunBaetcs c KaXgbim nepeaaHHbIM/MPUHATLIM
AOMYCTMMbIM UMW MOBPEXAEHHbIM MNAKETOM (C oLmbKamu
FCS, Symbol, Len/Type) cootBeTtcTByloero pasmepa (6e3
Kagpuvpyowmnx 6utos, Ho ¢ FCS-6antamum).

Link Down/Up

CueTymk noTepun n BOCCTaHoOBJ1IEHUA COeaNHEHNA.

Rx alignment

CUYeTUMK MPUHATLIX MNaKeToB C OLIMOKOW BblpaBHUBAHMS'.
YBenuumMBaeTcs C KaxablM MPUHATbIM NAKeTOM pa3mMepoM OT
64 6ant oo max-rcv-frame-size (max-rcv-frame-size + 4 ons
TEerMpoBaHHbIX KagpoB, 6e3 kagpupyowmx 6utos, HO ¢ FCS-
6anTtamn) c owmbkon FCS unum Alignment.

Rx undersize

CYyeTynk  MPUHATBIX  MAKeTOB  HEMOMHOro  pasmepa.
YBENVUMBAETCS C KaXAbIM MPUHATbLIM MaKeToOM pa3MepoM
MeHblwe 64 6ant (6e3 kagpupyrowmx 6utoB, HO c FCS-
Gantamn) 6e3 oLmnbOK.

Rx oversize

CyeTunk  NPUHATBIX  MNAKETOB  M3OLITOMHOrO  pasmepa.
YBenuumBaeTCca C KaxablM MNPUHATBIM MakeToM pasMepoMm
bonbwe 1518 Gant (6e3 kagpupytowmx 6utos, Ho ¢ FCS-
Gantamn) 6e3 oLnBOK.

Rx DropPkts

CueTymk OT6pOLIJeHHbIX NnaketoB BO BXoAddALlem TpaCbVIKe.
YBenuunBaeTcsi C KaXKablM MaKeToM, OT6pOLU€HHbIM n3-3a
HECOOTBETCTBUA KaKOMy-J'IVI6O yCI10BUIO.

Rx fragments

CyeTunk nNpuHATBIX PparMeHTOB. YBENUYMBAETCA C KaXadbIM
NPUHATBIM NakeToM pa3MepoM MeHble 64 ©Gant (6e3
Kagpupywowux éuto, Ho ¢ FCS-6antamun) ¢ owmnbkon FCS
nnu Alignment.

1 KoppektHas paboTa cyeTymka byaet peanusoBaHa B cnegytowmx sepcusx 0.
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Rx jabbers

CueTumk NpUHATBLIX NaKeToB jabber. YBenuuneaetca ¢ kaxabim
NPUHATBIM NaketoMm pa3mepoMm 6onbwe 1518 6Gant (6es
Kagpupyowux oéuto, Ho ¢ FCS-6antamm) ¢ owmnbkon FCS
unun Alignment.

Rx CRC errors

CYyeTumk npuUHATBIX MNaKkeToB C OWMOKOM BbipaBHUBAHUS.
YBENuUMBaeTCcs C KaxablM MPUHATbIM NAKETOM pa3mMepoM OT
64 6ant oo max-rcv-frame-size (max-rcv-frame-size + 4 gns
TEerMpoBaHHbIX KagpoB, 6e3 kagpupyowmx 6utos, HO ¢ FCS-
G6antamm) c owmnbkon CRC.

Tx excessive deferral

CYeTuMK OOMHOYHBIX 3a4epKaHHbIX Npy Nepeaade Kagpos.

Tx single collision

CyeTumk nepefaHHbIX KagpoB C  OOWMHOYHOWM  KOMMU3MUEN.
HdoctyneH Tonbko npu ckopoctm 10 wmnm 100 M6éwuT/c.
YBENMUMBaETCS C KaxabiM KagpoMm, Mpu nepegade KOToporo
BO3HMKNA OgHA KONN3uns.

Tx excessive collision

CyeTunk nepefaHHbiX KagpoB C  U3OLITKOM  KOMSU3WNA.
HoctyneH Tonbko npu ckopoctm 10 wnm 100 Mo6uT/c.
YBENMUMBAETCS C KaXabiM KagpoM, nepedada KOTOporo He
cocTosinack n3-3a n3bbiTka KONM3nN.

Tx late collision

CyeTumk nepedaHHbiX KagpoB C  MNO3AHEN  KOMMU3MEN.
HoctyneH Tonbko npu ckopoctm 10 wnm 100 Mo6uT/c.
YBenuumBaeTca C KaxablM Kagpom, fpu nonbiTke nepegayv
KOTOPOro BO3HUKIIA MO34HSAS KOSMN3NA.

Tx collision

CueTumk oOwero 4mcna KonnmM3nm UCXoaswiero Tpaduka.
YBennymBaeTcsi ¢ O0OLLMM KONTMYECTBOM KOMMU3UNA.
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11.7 show interfaces description

,D,aHHaFI KOMaHAa Ucnosnb3dyeTcda And OTO6pa)KeHW)'-I onncaHud and nopToB KOMMyTaTopa.

show interfaces [ethernet IFACELIST [, | -]] description

MapameTpbl

ethernet IFACELIST (OnumoHanbHO) YkaxuTte Homep nopta Ethernet.

(OnumoHanbHO)  Heckonbko  MOPTOB WM OTAENeHue
, AvanasoHa nMopTtoB OT npegbiaywero. Mcnonb3oBaHue
npoGena Ao 1 nocne 3ansaTon HegonyCcTUMO.

(OnumonanbHo) [dnanasoH noptoB. Wcnonb3oBaHue npobena
A0 1 nocne geduca HegonycTMmo.

Mo ymonuyaxuto
Her.

Pexxnm BBoaa komaHAbI
MNMonb3oBaTenbckun unu npusmnernpoBaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

,D,aHHaFI KOMaHAa ucnonb3dyeTca Ond OTO6pa)KeHVIF| onnMcaHuda An4d noprtoB KOMMyTaTopa.
Ansa Toro 4tobbl 0TOGPa3NTL oNMcaHne BCeEX MOPTOB KOMMYTaTopa, UCMNOMb3ynTe KoMaHay
6e3 kntoyesoro cnosa ethernet n Homepa nopTa.

Mpumep
B maHHOM npumepe nokasaHo, Kak oTobpasuTb onucaHve ans noptoB Ethernet 1/0/1 n
1/0/2.
DGS-1250# show interfaces ethernet 1/0/1-1/0/2 description
show interfaces ethernet 1/0/1-1/0/2 description
Interface : Description

+

Eth1/0/1 : D-Link Russia DGS-1250 HW A1 firmware 1.0.0 Port 1 on Unit 1
Eth1/0/2 : D-Link Russia DGS-1250 HW A1 firmware 1.0.0 Port 2 on Unit 1

Total Entries : 2

DGS-1250#
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11.8 show interfaces status

,D,aHHaFI KOMaHAa ncnornb3yeTcA, YTOOLI OTO6p83MTb COCTOdAHME NoAKI4YeHuna ana nopTtos
KOMMYyTaTopa.

show interfaces [ethernet IFACELIST [, | -]] status

MapameTpbl
ethernet IFACELIST (OnuunoHankeHO) Ykaxute Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
, AuvanasoHa nopTtoB OT npegbiaywero. Mcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonycTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonyaHuto
Her.

Pexxum BBoaga komaHAbI
[Monb3oBaTenbcknin nnu npusunernposaHHbii pexxum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YposeHb 1.

Ucnonb3oBaHne KomaHAabl

[aHHasa komaHaa ncnonb3yeTcd, YTobbl 0TOH6PasnTb COCTOSTHME NOAKMYEHUS ANs NOPTOB
kommyTatopa. [na Ttoro 4tobbl 0TOOPa3nTb COCTOSIHME MNOAKMYEHUS ONS BCEX MOPTOB
KOMMyTaTopa, ncnonb3ynte komaHay 6e3 kntoyesoro cnosa ethernet n Homepa nopra.

Mpumep
B OJaHHOM npumMepe MnokKa3aHo, Kak OTO6pa3I/1Tb COCTOAHME NOOKIoYeHUA Ond nopToB
Ethernet 1/0/1 n 1/0/2.

show interfaces ethernet 1/0/1-1/0/2 status
Interface : Status : VLAN : Duplex : Speed : Type

+ + + + +

Eth1/0/1 :connected :1 :a-full : a-100 : 1000BASE-T
Eth1/0/2 : not-connected : 1 :auto :auto : 1000BASE-T

Total Entries : 2
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11.9 show interfaces utilization

,D,aHHaFl KOMaHOa WuCnonb3yeTcd And OT06pa)KeHMFI I/IH(bOpMaLI,I/IM O 3arpyske noptoB
KOMMYyTaTopa.

show interfaces [ethernet IFACELIST [, | -]] utilization

MapameTpbl

ethernet IFACELIST (OnumoHanbHO) YkaxuTte Homep nopta Ethernet.

(OnunoHanbHO)  Heckonbko  NOPTOB  WMNU  OTAENEHME
, AuvanasoHa nopTtoB OT npegbiaywero. Mcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonycTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonyaHuto
Her.

Pexxum BBoaga komaHAbI
[Monb3oBaTenbcknin nnu npusunernposaHHbii pexxum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YposeHb 1.

Ucnonb3oBaHne KomaHAabl

[aHHaa komaHOa wucnonb3yeTca And OoTobpaxeHus MHgopMauum O 3arpys3ke nopTos
kommyTatopa. [Ona Toro 4tobbl OTOGpasvMTb WHOPMaUUIO O 3arpy3ke BCEX MOPTOB
KOMMyTaTopa, ncnonb3ynte komaHay 6e3 kntoyesoro cnosa ethernet n Homepa nopra.

Mpumep

B oaHHOM npumepe nokasaHo, Kak oTobpa3nTb MHGopMauuio o 3arpyske noptos Ethernet
1/0/1 n 1/0/2.

DGS-1250# show interfaces ethernet 1/0/1-1/0/2 utilization

show interfaces ethernet 1/0/1-1/0/2 utilization

Interface : Tx/Rx pps : Tx/Rx Bps : Tx/Rx/Total Utilization : Ucast/Mcast/Bcast pps

+ + + +
Eth1/0/1 : 2/3 :148/721 :0/0/0 : 3/0/0
Eth1/0/2 : 0/0 :0/0 : 0/0/0 : 0/0/0

Total Entries : 2

DGS-1250#
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11.10 shutdown

[laHHasa komaHga ucnosib3yeTca And OTKNYeHUs (OU3NYecKoro nopra unm nHtepdenca
VLAN. Mpn ncnonb3oBaHMn (hopMbl NO KOMaH4a BKIOYUT MHTEPenc.

shutdown

no shutdown

MapameTpbl
Her.

Mo ymonyaHuto
Her.

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[Ana ncnonb3oBaHWs SaHHOW KOMaHAbl HEOOXOAMMO MEpPerTV B PEXUM KOHdMrypaumm
nopta, AnanasoHa noptoB nnu nHtepdgenca VLAN (interface).

Ncnonb3ynte OaHHYO KOMaHAy [Ons OTKITHYEHUS/BKNIOYEHUA WHTepdpenca noprta mnu
nHtepgenca VLAN.

Mpumep

B gaHHOM npumMepe nokasaHo, Kak oTknounTb noptel Ethernet 1/0/1 n 1/0/2.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1-1/0/2

DGS-1250(config-if}# shutdown

shutdown

DGS-1250(config-if y#
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12. KOMAHOblI INTERNET GROUP MANAGEMENT
PROTOCOL (IGMP) SNOOPING

12.1 clear ip igmp snooping interface

[aHHasa komaHaa ucnonb3yeTcs AN yaaneHus ctatuctukm pyHkuum IGMP Snooping.

clear ip igmp snooping interface {all | ethernet PORTLIST [, | -] |
vlan VLANLIST [, | -1}

MapameTpbl

YKkaxuTte, 4TOObl yaanuTb CTatUCTuUKy dyHkummn IGMP
all :

Snooping anga scex VLAN n nopTos.
ethernet PORTLIST YKkaxute uUandecknin nopt, Ans KOTOpOro Heobxoammo

yaanutb ctatuctuky dyHkumm IGMP Snooping.

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKU  OTAENEHue
, AnanasoHa nopToB OT npeablaywero. KMcnonb3oBaHue
npobena [o v nocne 3ansaTon HeaonyCcTUMO.

(OnumnoHanbHo) OuanasoH noptoB. Vcnonb3oBaHue npobena
A0 1 nocrie gedwvca HegonycTMmo.

Ykaxute VLAN, ana kKotopon Heobxogumo  yaanutb

vian VLANLIST ctatuctuky dyHkumm IGMP Snooping.

(OnumoHanbHo) Heckonbko VLAN unn otaeneHne guanasoHa
, VLAN ot npeablgywero. cnonb3oBaHue npobena 4o u nocne
3ansaTon HegoMyCTUMO.

(OnumoHanbHo) [OuanasoH VLAN. Wcnonb3oBaHue npobena
40 1 nocrie gedgmca HegonycTUmo.

Mo ymonyaxuto
Her.

Pexxum BBOoAa KomaHAbI
MpuBunernpoaHHbin pexum (Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMOJNTYaHUIO
YpoBeHb 12.

Mcnonb3oBaHue KOMaHAbI
[aHHas komaHga ucnonb3yeTca aAnsa yganeHnsa cratuctuku dyHkuum IGMP Snooping ans
VLAN un nopTtoB KOMMyTaTOpa.

CtpaHuua 119 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl KomaHgbi Internet Group Management

PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) Protocol (IGMP) Snooping

Mpumep

B paHHOM npumepe nokasaHo, Kak yganuTb ctaTUcTuky dyHkummn IGMP Snooping ans
Anana3soHa noptos ot 1/0/2 go 1/0/5.

DGS-1250# clear ip igmp snooping interface ethernet 1/0/2-1/0/5

clear ip igmp snooping interface ethernet 1/0/2-1/0/5

DGS-1250#
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12.2 ip igmp snooping

[aHHas komaHOa ucnonb3yeTca ANna BKAYeHUs/BbiknoveHnsa dyHkumm IGMP Snooping
Ans kommyTtatopa unu otaeneHbix VLAN. Mpu ncnonssosaHmm popmbl no doyHkums IGMP
Snooping ByaeT OTKIYeHa.

ip igmp snooping

no ip igmp snooping

MapameTpbl
Hert.

Mo ymonyaHuto
®yHkumna IGMP Snooping BkitoveHa rnobansHo.

®dyHkumna IGMP Snooping otkntoveHa ans scex VLAN.

Pexnm BBOAa KoMmaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAObl
Ana Ttoro 4yToGbl NpegoctaBuTb Kakon-nubo VLAN pgoctyn Kk dyHkummn IGMP Snooping,
HeobXxo4MMO BKIHOUNTL AaHHY0 byHKUuio rmobanbHo n ana onpegeneHHon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak BKnounTb yHkumio IGMP Snooping rmobansHo v aons
VLAN 50.

DGS-1250%# configure terminal

DGS-1250(config)# ip igmp snooping

ip igmp snooping

DGS-1250(config)# vlan 50

DGS-1250(config-vlian)# ip igmp snooping

ip igmp snooping

DGS-1250(config-vlan)#
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12.3 ip igmp snooping allowed-nets

[aHHas komaHOa wvcnonb3yetTca Ana  yKasaHus paspelleHHblx multicast-agpecos
Ha3HayeHus ONSA nakeToB, nepegasaeMblix B onpegerneHHyto VLAN. pn ncnonb3osaHun
dopMbl ho KOMaHAa yaanuT agpec U3 cnmcka paspeLleHHbIX.

ip igmp snooping allowed-nets NET
no ip igmp snooping allowed-nets {all | NET}

MapameTpbl
NET YkasblBaeT |IP-agpec n macky nogceTu.
all YKaxuTte npu ncnosnb3oBaHum oopmbl ho, 4Tobbl yaanuTb Bce

agpeca.

Mo ymonyaHuto
Hert.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
VLAN (vlan).

[aHHaa komaHga ucnonb3yetcsa [AnA  yKasaHus  paspelleHHbiX multicast-agpecos
Ha3HayeHUs ONA nakeToB, nepefaBaemMblx B onpegeneHHyto VLAN. Bce ocrtarnbHble
multicast-agpeca 6yayT 3anpeLueHbi.

Mpumep

B naHHOM npumepe nokasaHo, Kak paspelmnTtb multicast-agpec Ha3HavyeHusa 233.3.2.21 u
3anpetntb Bce octanbHble ana VLAN 50.

DGS-1250# configure terminal

DGS-1250(config)# vlan 50

DGS-1250(config-vlan)# ip igmp snooping allowed-nets 233.3.2.21/32

ip igmp snooping allowed-nets 233.3.2.21/32

DGS-1250(config-vlan)#
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12.4 ip igmp snooping denied-nets

[aHHas komaHOa wcnonb3yetTca Ana  yKasaHus  3anpelleHHblx  multicast-agpecos
Ha3HayeHus ONSA nakeToB, nepegasaeMblix B onpegerneHHyto VLAN. pn ncnonb3osaHun
dopMbl ho KOMaHAa yaanuT agpec U3 cnmcka 3anpeLleHHbIX.

ip igmp snooping denied-nets NET
no ip igmp snooping denied-nets {all | NET}

MapameTpbl
NET YkasblBaeT |IP-agpec n macky nogceTu.
all YKaxuTte npu ncnosnb3oBaHum oopmbl ho, 4Tobbl yaanuTb Bce

agpeca.

Mo ymonyaHuto
Hert.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
VLAN (vlan).

[aHHaa komaHga wvcnonb3yeTca [Ana  yKasaHus  3anpelleHHbix  multicast-agpecos
Ha3HayeHUs 0N nakeToB, nepepasaemMblx B onpegerneHHyto VLAN, ecnv ¢ nomoulbto
KoMaHgbl ip igmp snooping allowed-nets He ykasaHbl paspelleHHble multicast-agpeca.

Mpumep

B paHHOM npumepe nokasaHo, Kak 3anpetuTb multicast-agpec HasHaveHus 233.3.2.23
ans VLAN 51.

DGS-1250# configure terminal

DGS-1250(config)# vlan 51

DGS-1250(config-vlan)# ip igmp snooping denied-nets 233.3.2.23/32
ip igmp snooping denied-nets 233.3.2.23/32

DGS-1250(config-vlan)#
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12.5 ip igmp snooping fast-leave

[aHHasi koMaHga Ucnonb3yeTca AN HACTPOMKM (PYyHKUMM ObICTPOro OTKIKYEHMST Tpymnn
(IGMP Snooping Fast Leave) ana otaenbHon VLAN. [Mpn ncnonb3oBaHun ¢OpMbl NO
AaHHasa pyHKumMs ByaeTt oTknYeHa.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuto gaHHaa yHKUUSA OTKYeHa.

Pexxum BBoga kKomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHWs SaHHOW KOMaHAbl HEOOXOAMMO MEeperTV B PEXUM KOHdUrypaumm
VLAN (vlan).

[aHHasa komMaHga ucnomnb3dyeTca Ans Toro, 4YTobbl yaanuTb MopT M3 Tabnuubl nepegayn
MHOroaglpecHoro Tpadmka nocrie MoryyYeHna 3anpoca Ha oTkniodeHne (Leave), He
oTnpaensasa cneyunanbHeli 3anpoc Group-Specific Query (¢ ykazaHuem rpynnbl) nnu Group-
Source-Specific Query (C ykazaHneM UCTOYHMKA rpynnbl).

Mpumep

B paHHOM npumepe nokasaHo, Kak BKNounTb pyHKkumio IGMP Snooping Fast Leave ans
VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping fast-leave

ip igmp snooping fast-leave

DGS-1250(config-vlan)#
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12.6 ip igmp snooping forbidden interface

[aHHaa komaHada mcnonb3yetrcs Ans ykasaHua noprta, KOTOPbIM Henb3si UCMNoNb30BaTb B
kadectBe nopta multicast router (mrouter-nopta). lNpn wucnonb3oBaHuM OPMbLI NO
KOMaHAa BepHET HaCTPONKMN NO YMOMYaHMIO.

ip igmp snooping forbidden interface ethernet PORTLIST [, | -]
no ip igmp snooping forbidden interface ethernet PORTLIST [, | -]

MapameTpbl

Ykaxnte dom3nveckum nopT, KOTOPbIN 3anpeLleHo

ethernet PORTLIST
ncnonb3oBaTh B kayecTBe mrouter-nopra.

(OnumoHanbHO) dnanasoH nopToB. Vcnonb3oBaHne npobena
00 u nocne gedwuca HegonycTUMO.

(OnumoHanbHO)  Heckonbko  MOPTOB  WNKM OTAENEeHue
, avanasoHa nMopTtoB OT npegbiaywero. Mcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HeaoMnyCcTUMO.

Mo ymonuyanuto
Mo ymonyaHuio pexkum paboTbl nopTa onpenensieTcss asToMaTuyecku.

Pexxum BBOoAa KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[Ana ncnonb3oBaHWs OaHHOW KOMaHObl HEOOXOAMMO MEeperTV B PEXUM KOHdUrypaumm

VLAN (vlan). MNMopt Ethernet gomkeH Bxoantb B HacTpansaemyto VLAN.

[MopT, HACTPOEHHbIN C MOMOLLbIO AAaHHOM KOMaHAbl, 3anpeLieHo UCNosib30BaTh B KadecTBe
nopTa mrouter, Jaxxe ecnu Ha Hero nocTynatT cnyxxebHble coobleHns IGMP.

Mpumep

B OJaHHOM TrpuMepe noKa3aHo, KaK 3anpetunTtb WncCnorib3oBaHue Cbl/l3|/|‘-IeCKOFO nopTa
Ethernet 1/0/1 B kayecTBe mrouter-nopta ansa VLAN 8.

DGS-1250# configure terminal

DGS-1250(config)# vlan 8

DGS-1250(config-vlian)# ip igmp snooping forbidden interface ethernet 1/0/1

ip igmp snooping forbidden interface ethernet 1/0/1

DGS-1250(config-vlan)#
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12.7 ip igmp snooping last-member-query-interval

[aHHass koMaHga WCNonb3yeTca ANA HACTPOWMKM MHTepBana Mexay chneuvanbHbIMu
3anpocamu Group-Specific Query (c ykasaHuem rpynnbl) unu Group-Source-Specific
Query (c ykasaHumem uctodHuka rpynnsl) / Channel-Source-Specific Query (¢ ykaszaHnem
MCTOYHMKA KaHana), KoTopble OoTrnpaBnsdeT ycTpoucTso, pabotatowiee B kadectse IGMP
Snooping Querier. lpyn ucnonb3oBaHMM OPMbI NO KOMaHAa BEPHET 3HadYeHue no
YMOMYaHMio.

ip igmp snooping last-member-query-interval SECS

no ip igmp snooping last-member-query-interval

MapameTpbl
YKaxuTe MakcMManbHblA WHTEpBan Mexay coobLieHnamm
Group-Specific  Query, B TOoM 4ucne coobLeHus,
SECS OTNpaBneHHble B OTBET Ha COOOLLEHMs O BbIXO4E M3 rpynnbl
(Leave Group). [ocTynHbIM AnanasoH 3HadeHun: ot 1 go 25
CEKyHa.

Mo ymonuyanuto
Mo ymonyaHuio 3agaHo 3HadveHue 1.

Pexxnm BBoaa komaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[Ana ncnonb3oBaHWs SaHHOW KOMaHAbl HEOOXOAMMO MEpPenTU B PEXUM KOHdUrypaumm

VLAN (vlan).

MonyunB coobweHne IGMP Leave, ycTponctBo, koTopoe pabortaeTr B kadectBe IGMP
Snooping Querier, 6yaet cuntatb, YTO Ha UHTepderice HET NoKanbHbIX Y4aCTHUKOB, €Cnn
MO UCTEYEHUN BPEMEHU OXMAaaHus He ByaeT MonyvyeHo HUM ogHoro otyeta. ManeHbkun
WMHTEepBasn NO3BOMSET COKPaTUTb BPEMS, KOTOPOE YXOAUT Y KOMMYyTaTopa Ha oBHapyXeHue
noTepun NocrnegHero ydacTHMKa rpynnbl.

Mpumep

B gaHHOM npumMepe nokasaHo, Kak HacTpouTb uHTepsan 4 cekyHabl ana VLAN 123.
DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping last-member-query-interval 4

ip igmp snooping last-member-query-interval 4

DGS-1250(config-vlan)#
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12.8 ip igmp snooping minimum-version

[aHHas KomaHga ncnonb3yeTcs AN ykasaHus MMHUManbHon Bepcun npotokona IGMP B
coobueHunax ot xoctoB B gaHHon VLAN. Npu ncnonb3oBaHmMm oopMbl NO KOMaHLa BEPHET
HACTPOWKM MO YMOIYaHUIO.

ip igmp snooping minimum-version VERS

no ip igmp snooping minimum-version

MapameTpbl

YKaxnte MMHUManbHyto Bepcuto npotokona IGMP.

1 — nponyckatoTcs coobuieHns Bcex Bepcun npoTtokona IGMP.
VERS 2 — ByayT oTUNLTPOBaHbI coobLLeHUs npoTokona IGMPv1.

3 — 6yayT otchmneTpoBaHbl coobuleHns npotokonos IGMPv1 n
IGMPv2.

Mo ymonuyaHuio
Mo ymonyaHuio MuHuMansHaga sepcusa — IGMPV1.

Pexxnm BBoaa kKomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGUrypauuu

VLAN (vlan).

[aHHas KomaHga wucnonb3yeTcs TONbKO Ans 3adaHus Bepcuu npoTtokona IGMP ans
duneTpauun coobweHnn Membership Report (oTyeT O npuHagnexHocTn K rpynne).

Mpumep

B AaHHOM npumepe nokasaHo, Kak OT(UNbLTPOBbIBaTb COOOLLEHUS TOMbKO MpOTOKONa
IGMPv1 Bo VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snooping minimum-version 2

ip igmp snooping minimum-version 2

DGS-1250(config-vlan)#
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12.9 ip igmp snooping mrouter

[aHHas koMaHga mcnonb3yeTcs ANs HacTPOMKM YKa3aHHOro nopta B KadecTBe nopTta
multicast router (mrouter-nopta). lNpu wucnonb3oBaHUM OPMbI NO KOMaHOA BEPHET
HACTPOWKM MO YMOIYaHUIO.

ip igmp snooping mrouter interface ethernet PORTLIST [, | -]
no ip igmp snooping mrouter interface ethernet PORTLIST [, | -]

MapameTpbl
interface ethernet YkaxuTte hmnandecknin nopT, KOTOpbIN OyaeT NcnonbL3o0BaThbCs B
PORTLIST KayecTBe mrouter-nopra.

(OnuunoHaneHO) AuanasoH noptoB. Mcnonb3oBaHune npobena
00 v nocne geduca HegonycTUMO.

(OnumnoHanbHO)  Heckonbko  MOPTOB  UNM  oTAeneHue
AnanasoHa nopToB OT npedbigywero. KMcnonb3oBaHve
npobena Ao 1 nocne 3anAaTon HegonycTuMo.

Mo ymonyaHuro
Mo ymonuyaHuio pexxum paboTbl NopTa onpeaenseTca aBToMaTU4eCKu.

Pexxnm BBoaga komaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na ucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MEpPenTU B PEXUM KOHGMUrypauuu

VLAN (vlan). Mopt Ethernet gomkeH Bxoantb B HacTpansaemyto VLAN.

[MopT, HaACTpPOEHHbIN C MNOMOLLBLID AAHHOW KOMaHAbl, MNPUHYAUTESNIbHO WCMONb3yeTcs B
KayecTtBe noprta mrouter.

Mpumep

B naHHOM npuMepe nokasaHo, Kak HacTpouTb domamdeckm nopt Ethernet 1/0/5 B kadecTtBe
mrouter-nopta ansa VLAN 8.

DGS-1250# configure terminal

DGS-1250(config)# vlan 8

DGS-1250(config-vlan)# ip igmp snooping mrouter interface ethernet 1/0/5

ip igmp snooping mrouter interface ethernet 1/0/5

DGS-1250(config-vlan)#

Ctpanuua 128 n3 359



DGS-1250 Ynpaensemble L3 kommyTatopsbl Komanpgbl Internet Group Management
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12.10 ip igmp snooping mvlan
[aHHas komaHOa MCrnonb3yeTca ANns BKNOYEHUs/BbIKIToMeHUs yHkuum Multicast VLAN.
Mpun ncnonb3oBaHUN hopMbl NO AaHHAA PyHKUMS ByoeT OTKMYeHa.

ip igmp snooping mvlan

no ip igmp snooping mvlan

MapameTpbl
HerT.

Mo ymonyaHuto
Mo ymonyaHuio faHHaa yHKUNSA OTKYeHa.

Pexxnm BBoga komaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

ypOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI
[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXnM KoHdUrypauuu

VLAN (vlan).

[aHHaa koMaHda ucnonb3yeTcsa ANs BKIIYeHUs/BbIkNoYeHna gyHkumm Multicast VLAN
ansa onpegeneHHon VLAN.

Mpumep

B gaHHOM npumMepe nokasaHo, Kak BkntounTb pyHkuuio ana VLAN 123.
DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping mvlan

ip igmp snooping mvlan

DGS-1250(config-vlan)#
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12.11 ip igmp snooping querier

[aHHas koMaHga Wucnonb3yeTcsi, 4YToObl HaAcTpouTb KoMmyTatop B kKadectBe |IGMP
Snooping Querier. [Npu ncnonb3oBaHUM popMbl O KOMaHAa fnpekpaTuUT UCMOorb3oBaHWe
KomMMyTaTopa B kadyecTtBe Querier .

ip igmp snooping querier

no ip igmp snooping querier

MapameTpbl
Her.

Mo ymonyaxuto
Mo ymonyaHuio gaHHaa PyHKUUSA BKITKOYEHa.

Pexxum BBoAa KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBEHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'Iﬂ ncnonb3oBaHNA ,D,aHHOIZ KOMaHAbl HeO6XO,EI,I/IMO nepe|7|T|/| B pexum KOHCbI/IpraLI,I/II/I
VLAN (vlan).

YcTponcTBo, HacTpoeHHoe B kadectBe IGMP Snooping Querier, paccbinaet cnyxebHble
coobueHuns (IGMP Query), npuHnmaet otBeTHble coobueHnsa (IGMP Report) n ¢ yyetom
MonyYeHHbIX [aHHbIX paspellaer npoxoxaeHune multicast-tpacdumka Ha onpegeneHHbln
multicast-agpec.

UTtoObl Mcnonb3oBaTb ycTponctBo B kadectBe IGMP Snooping Querier, Heobxogumo
3apaTtb IP-agpec McTOYHMKaA C NOMOLLBD KOMaHAbl ip igmp snooping source-ip unu
npucesoutb |IP-agpec VLAN-uHTepdency ¢ nomowbo koMmaHasl interface vlan. Ecnu IP-
agpec 6ynet yaaneH, paborta yctponcTea B kadyectBe Querier 6yneT octaHOBMEHA.

Mpumep

B paHHOM npumepe nokasaHo, Kak HacTpouTb kommyTaTop B kadyectBe IGMP Snooping
Querier ans VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping querier

ip igmp snooping querier

DGS-1250(config-vlan)#
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12.12 ip igmp snooping query-interval

[aHHas KomaHga Mcnonb3yeTca AN HACTPONKM MHTepBana mMexay oowmmMm crnyxebHbiMu
coobuweHuammn IGMP General Query. Npu ncnonb3oBaHun (popmMbl NO KOMaHAa BEPHET
3Ha4YeHne No YMOSNYaHUIo.

ip igmp snooping query-interval SECS

no ip igmp snooping query-interval

MapameTpbl

Ykaxute wuHTepBan mexay coobweHnamun IGMP  General

E
SECS Query. [locTynHbin gnana3oH 3HadveHui: ot 30 ao 600 cekyHa.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HaveHne 125.

Pexum BBoaa KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAOblI
[Ana ncnonb3oBaHMs aHHOM KOMaHAbl HEOOXOAMMO MEpPenTV B PEXUM KoHdUrypaumm
VLAN (vlan).

[aHHas KomaHga Mcnonb3yeTcsa AN HACTPOMKM MHTepBana Mexay oowmmMmm crnyxebHbiMu
coobueHnamm IGMP General Query, paccbliiaeMbiMy YCTPONCTBOM, KOTOpOe paboTaeT B
kadectBe IGMP Snooping Querier. ameHsa 3HayeHMe [aHHOrO WHTepBana, MOXHO
HacTpamBaTb konuyecTBo coobieHnn IGMP General Query: yem 6onblue nHTepBan, TeMm
pexe oTnpaBnsalTCs COObLLEHMS.

Mpumep

B paHHOM npumepe nokasaHo, Kak yBENUYUTb MHTEpBan mMexagy obwumn cryxebHbimu
coobueHnamm Bo VLAN 123 no 300 cekyHa.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snhooping query-interval 300

ip igmp snooping query-interval 300

DGS-1250(config-vlan)#
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12.13 ip igmp snooping query-max-response-time

[aHHass KomaHga uCcnonb3yeTcs Ana HaCTPOWKM BPEMEHW OXWOaHus OTBeTa Ha
coobuweHuna IGMP General Query. lNMpn ucnonb3oBaHMM OPMbl hO KOMaHAa BepHET
3Ha4yeHMe No yMOSYaHuIo.

ip igmp snooping query-max-response-time SECS

no ip igmp snooping query-max-response-time

MapameTpbl

YKkaxute BpemMs oxumgaHumsa oTtBeTa Ha coobuweHus IGMP
SECS General Query. [JocTynHbI AgnanasoH 3HadveHun: ot 10 go 25
CEeKyH[.

Mo ymonuyaxuio
Mo ymonyaHuio 3agaHo 3HadveHue 10.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOAMMO MEepenTn B PEXUM KOHGMUrypauuu
VLAN (vlan).

[aHHaa KomaHOa uWCMonNb3yeTca Ansi HACTPOWMKM BpPEMEHW OXuOaHWs OTBETa Ha
coobuweHuns IGMP General Query. o ncredyeHnn BpemeHn oxugaHums gyHkums IGMP
Snooping yaanuT aToro y4acTHvKa 13 rpynnebl.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpoutb nHTepBan 12 cekyHg ana VLAN 123.
DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlian)# ip igmp snhooping query-max-response-time 12

ip igmp snooping query-max-response-time 12

DGS-1250(config-vlan)#
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12.14 ip igmp snooping source-ip

[aHHasa komaHOa ucnonb3yeTca Ans ykasauus |Pv4-agpeca kommyTtatopa npu pabote B
kadectBe IGMP Snooping Querier. Npn mncnonb3oBaHMn OpMbl hO KOMaHZa yganut
ykasaHHbIn IPv4-agpec.

ip igmp snooping source ip SRCIP

no ip igmp snooping source ip

MapameTpbl
SRCIP Ykaxute |IPv4-agpec.

Mo ymonyaHuro
Hert.

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGMUrypauuu

VLAN (vlan).

3HayeHune, 3agaHHOe C MOMOLLbLIO AaHHOW KOMaHAabl, yKasbliBaeTcsa B kadectBe |IP-agpeca
nctodHmnka (Source IP) B cnyxebHbix coobeHnax. Kommytatop ¢ HammeHbwum |IP-
agpecom UCTodHuKa Bblbupaetcs B kayectse IGMP Snooping Querier.

Ecnun IP-agpec He ykasaH, B CnyxebHbix cooblieHnsax B kadectBe IP-agpeca nctoyHuka
ykasbiBaeTcs agpec 0.0.0.0.

Mpumep

B paHHOM npumepe nokasaHo, Kak ykasaTb IPv4-agpec 200.1.1.1 B kadecTBe agpeca
nctodHuka ans VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping source-ip 200.1.1.1

ip igmp snooping source-ip 200.1.1.1

DGS-1250(config-vlan)#
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12.15 ip igmp snooping static-group
[aHHaa koMaHga ucnonb3yeTca Ana co3fgaHus ctatudeckon rpynnbel ana dyHkumm IGMP
Snooping. Npu ncnonb3oBaHUM OPMbI O KOMaHAa YAanuT CTaTUYECKYo rpynny.

ip igmp snooping static-group GROUP_ADDR interface ethernet PORTLIST

no ip igmp snooping static-group GROUP_ADDR interface
ethernet PORTLIST [, | -]

MapameTpbl

GROUP_ADDR Ykaxute |IPv4-agpec multicast-rpynnbi.

interface ethernet YKaxute U3nM4Yeckuin nopT, KOTOpbIM OyaeT craTU4eckum
PORTLIST y4yacTHUKOM multicast-rpynnbi.

(OnumoHanbHO) dnanasoH noptoB. Vcnonb3oBaHne npobena
40 1 nocre geduca HegonycTumo.

(OnuuoHanbHO)  Heckonbko  nNOpToB  MNKW  oTAeneHue
, AvanasoHa nopToB OT npedbigywiero. Vcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonycTUMO.

Mo ymonyaHuto
Mo ymonyaHuio B cMCTEME HET CTaTUYEeCKUX rpynn.

Pexxum BBoga komaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI
[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PeXnM KoHdUrypauuu

VLAN (vlan).

[aHHas komaHOa MCnonb3yeTcd, ecriv KoMMyTaTtop nognucbisaeTca Ha multicast-rpynnbi
camocTosiTenbHo. MNopT Ethernet gorkeH BxoguTtb B HacTpamBaemyto VLAN.

Mpumep

B maHHOM npumepe nokasaHo, Kak co3faTb CTaTMYEeCKYo rpynny Ans guvana3oHa nopToB
Ethernet ot 1/0/2 po 1/0/4.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# ip igmp snooping static-group 238.0.0.0 interface ethernet 1/0/2-1/0/4

ip igmp snooping static-group 238.0.0.0 interface ethernet 1/0/2-1/0/4

DGS-1250(config-vlan)#
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12.16 ip igmp snooping static-group-suppression

[aHHas KomaHga ucnonb3yeTcs Ans nogaeneHus nepegayn coobwenun IGMP Report ans
ctatmyeckmx rpynn. Mpu mncnonb3oBaHun opmMbl NO KOMaHOa BO30OHOBUT nepenadvy
coobueHun IGMP Report anga cratmdeckux rpynn.

ip igmp snooping static-group-suppression

no ip igmp snooping static-group-suppression

MapameTpbl
Her.

Mo ymonyaxuto
Mo ymonyaHuio nogasneHne coobLLEHNI BKIHOYEHO.

Pexxum BBoAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'IF! ncnonb3oBaHNA ,D,aHHOIZ KOMaHObl HeO6XO£I,I/IMO nepe|7|T|/| B pexum KOH(bI/IpraLI,I/IVI

VLAN (vlan).

[aHHas komaHga ncnonb3dyeTca Ana nogasneHnsa nepegaym coobwenun IGMP Report ot
y3NnoB, NOAKNIOYEHHbIX K nopTam Ethernet. Mpn aTom KOMMmyTaTop GyoeT camMoCTOATENBHO
otnpaenatb coobweHns IGMP Report B otBeT Ha 3anpockl IGMP Query BHyTpu
cTaTndeckux rpynn gna Hactpamsaemon VLAN.

Mpumep

B naHHOM npumepe nokasaHo, Kak OTKNYnTb nogaeneHme coobuweHnn IGMP Report ons
VLAN 123.

DGS-1250# configure terminal

DGS-1250(config)# vlan 123

DGS-1250(config-vlan)# no ip igmp snooping static-group-suppression

no ip igmp snooping static-group-suppression

DGS-1250(config-vlan)#
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12.17 show ip igmp snooping

[aHHasi KomaHga wucnonb3yeTcs Ans oTobpaxeHus uHdpopmaumm o dyHkumm IGMP
Snooping Anga kommyTtaTopa unu otgenbHbix VLAN.

show ip igmp snooping [vlan [[FNUMBER]]

MapameTpbl
(OnumoHanbHO) YkaxuTte, 4Tobbl 0TOOpasnTb MHpOpMaUno o
vian COCTOSIHMM W HacTporkax ¢yHkuun IGMP Snooping ans
VLAN.
IENUMBER (OnuunoHanbHO) Ykaxute, 4ToObI OTOBPasnTb MHMOPMAaLMIO

Tonbko Ana onpegeneHHon VLAN.

Mo ymonuyaxuto
Her.

Pexxum BBOoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KoOMaHAObl

HaHHass komaHga wucnonb3yetcsa And oTtobpaxeHus MHPOPMauMM O COCTOSHUM U
HacTponkax dyHkumn IGMP Snooping. lNMpu wucnonb3oBaHun ©6e3 KMAOYEBOro Ccrosa
KomaHga otobpasut uHpopMaumio O cocTosHun  yHkumm IGMP  Snooping ans
KOMMmyTaTopa.
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Mpumep
B npaHHOM npumepe nokasaHo, Kak oTobpasnTb MHGOPMaLUIO O COCTOSIHUM U HACTPOMKax
dyHkumn IGMP Snooping ana VLAN 100.
DGS-1250# show ip igmp snooping vlan 100
show ip igmp snooping vlan 100
VLAN100:
IGMP snooping state : Enabled
Minimum version v
Multicast VLAN : Enabled

Source IP address

Querier state : Enabled

Fast leave : Disabled

Last response time : 1 second(s)
Query interval : 125 second(s)
Query response time : 10 second(s)
Allowed networks : 238.10.10.0/24
Denied networks :10.10.10.0/32

Forced router ports
Forbidden router ports

Static group suppression : Enabled

Total Entries : 1

DGS-1250#
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12.18 show ip igmp snooping groups

[aHHass koMaHga wcnonb3yeTca Ansa otobpaxeHus uHdopmauum o rpynnax IGMP
Snooping, N3y4eHHbIX KOMMYTaTOPOM.

show ip igmp snooping groups f{address ADDR | .interface
{ethernet PORTLIST [, | -] | vlan VLANLIST [, | -1}}
MapameTpbl
address ADDR Ykaxute |P-agpec rpynnbl, On9 KOTOpoM Heobxoanmo
0TO6pPa3nTbL MHGOPMaLINIO.
interface YKaxuTe, 4To6bl 0TOBpa3nTb MHopMaunio 4na nHTepdenca.
ethernet PORTLIST YKaxute uandeckunm nopt, AfAa KOTOPOro Heobxogmmo

oTobpasnTb HopMaLUIo.

(OnunoHanbHO)  Heckonbko  nNOpTOB  MNKW  oTAeneHue
, AnanasoHa nopTtoB OT npedbigywero. Vcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonycTUMO.

(OnuunoHaneHo) OnanasoH nopTtoB. Mcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTUMo.

Ykaxute VLAN, p[na kotopon HeobxogMmo oTobpasuTb

vlan VLANLIST
NHopMaLnto.

(OnuunoHaneHo) Heckonbko VLAN wunu otgeneHve gnanasoHa
VLAN ot npeabiaywero. Ncnonb3oBaHue npobena 4o v nocne
3ansaTon HeJoMnyCcTUMO.

(OnuunoHanebHo) [OuanasoH VLAN. Mcnonb3oBaHue npobena
00 v nocne geduca HegonycTUMO.

Mo ymonuyaxuio
Her.

Pexxum BBoaa komaHAbI
[Monb3oBaTenbckunin nnu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Ucnonb3oBaHue KoMmaHAbI
[aHHas komaHga ucnonb3dyeTrcs ans ortobpaxenus uHdopmauum o rpynnax IGMP
Snooping, N3y4eHHbIX KOMMYTaTOPOM.
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep
B naHHOM npumepe nokasaHo, kak oTobpasuTb uHgopmauuio o rpynnax IGMP Snooping

Ans ananasoHa noptos ot 1/0/2 go 1/0/5.

DGS-1250# show ip igmp snooping groups interface ethernet 1/0/2-1/0/5
show ip igmp snooping groups interface ethernet 1/0/2-1/0/5

Total Entries : 0

DGS-1250#
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12.19 show ip igmp snooping static-group

[laHHas komMaHga ucnonb3yeTcs Ans oTobpaxeHus Bcex cTaTudeckux rpynn IGMP
Snooping, co3aaHHbIX B cUCTEMe KoMMyTaTopa.

show ip igmp snooping static-group

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
Monb3oBaTenbckun unu npusmnernposaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KomaHAbI
,D,aHHaFI KOMaHOa I/ICI'IOJ'Ib3yeTCFI and OTO6pa)KeHI/IFI BCeX CTaTUu4vecCKmx prI'II'I |GMP
Snooping, CO30aHHbIX B CUCTEME KOMMyTaTOpa.

Mpumep
B paHHOM npumepe nokasaHo, Kak oTobpasuTb MHopmauMio 000 BCeX CTaTUYECKMX
rpynnax.

DGS-1250# show ip igmp snooping static-group
show ip igmp snooping static-group
VLAN ID : Group address : Interface

+ +

1111 :238.8.8.0 : Eth1/0/11

Total Entries : 1

DGS-1250#

Ctpanuua 140 n3 359



DGS-1250 Ynpaensemble L3 kommyTatopsbl Komanpgbl Internet Group Management

PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) Protocol (IGMP) Snooping

12.20 show ip igmp snooping statistics

[aHHas komaHAa ucnonb3yeTca Ansa otobpaxeHua ctatucTukm dpyHkumm IGMP Snooping.

show ip igmp snooping statistics interface {ethernet [PORTLIST [, | -]] |
vlan [VLANLIST [, | <11}

MapameTpbl
. Ykaxunte, 4toObl 3agaTb WHTEPGENCHI, NS KOTOPbIX
interface A pep A P
Heobxo4MmMo oTobpasnTb CTAaTUCTUKY.
Ykaxute, 4Tobbl 0TOBpPa3nTb CTaTUCTUKY ANA BCEX MNOpPTOB
ethernet
Ethernet.
(OnuunoHanbHO) YKaxuTe U3N4eckun nopT, Ansi KOTOporo
PORTLIST HeobxogMmo  oTobpasnTb  cTaTUCTUKy  pyHKkumn  IGMP
Snooping.
(OnumoHanbHO)  Heckonbko  MOPTOB  WNW  OTAENeHune
, AnanasoHa nopToB OT npeablaywero. KMcnonb3oBaHue
npobena go v nocne 3anaTon HegonycTUMO.
(OnuuoHanbHO) OuanasoH nopTtoB. WMcnonb3oBaHune npobena
00 1 nocne gedguca HegonycTMmo.
vlan YkaxuTe, 4Tobbl 0TObpa3nTb ctatucTmky ans scex VLAN.
OnuunoHansbHo) Ykaxute VLAN, ons kotopon Heobxoammo
VLANLIST (Onu ) A P A

oTO06pa3nTb cTatUCTUKy yHkummn IGMP Snooping.

(OnuunoHanbHo) Heckonbko VLAN unu otgeneHne gnanasoHa
VLAN ot npeabigywero. Mcnonb3oBaHne npobena oo u nocne
3ansaTon HegonycTUMO.

(OnuunoHaneHo) OuanasoH VLAN. Mcnonb3oBaHue npobena
A0 1 nocre gedgwuca HegonycTumo.

Mo ymonyaHuto
Her.

Pexum BBOAa KoMmaHAbI
[Monb3oBaTenbCckunin nnu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAbI
HaHHas komaHAa ucnonb3yetca ana otobpaxeHna ctatucTukm pyHkumm IGMP Snooping.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl KomaHgbi Internet Group Management
Protocol (IGMP) Snooping

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep
B gaHHOM npumepe nokasaHo, Kak oTobpa3nTb ctatucTuky dyHkuun IGMP Snooping ans

Bcex noptoB Ethernet.

DGS-1250# show ip igmp snooping statistics interface ethernet
show ip igmp snooping statistics interface ethernet

Total Entries : 0

DGS-1250#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komangb! IP-MAC-Port Binding (IMPB)

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

13. KOMAHObI IP-MAC-PORT BINDING (IMPB)

13.1 ip impb violations

[aHHaa KomMaHda wucnonb3yeTcs AN1s BKITOYEHUS/BBIKMIOYEHNA BedeHUa >XypHana, B
KOTOPbIA 3aHOCATCA HapylleHuUs, oTcrexeHHble ¢yHkunamum IP Source Guard, DHCP
Snooping n DHCP Screening. lpn ucnonb3oBaHUM (PopMbl NO KOMaHAa OTKIIYUT
BeAEHMe XypHana.

ip impb violations

no ip impb violations

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymorn4yaHuio BegeHue XypHana onga yyeTta HapyLeHUn OTKITHYEHO.

Pexxnm BBoaa komaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI

[laHHas komaHga WCnomnb3yeTcs AN BKIOYEHUS/BLIKIIOYEHUS BEAEHUS XKypHana, B
KOTOPbIA 3aHOCATCA HapyLleHUsl, oTcrexeHHble dyHkuuamun IP Source Guard, DHCP
Snooping n DHCP Screening.

Ona pabotbl komaHabl yHkuna IMPB pomkHa ObiTb akTMBMpoOBaHa AnA nopTa,
AnanasoHa nNOpTOB WIIM NOrMYeckoro uHtepdpenca kommyTatopa (komaHga ip verify
source dhcp-snooping).

Mpy OTKNIOYEHMU XypHana ydeTa HapylleHW/ CyLLeCTBYKOLME 3anucu CTuparoTcs U3
onepaTMBHOWN NamsaT KOMMyTaTopa.

Mpumep

B paHHOM npumepe nokasaHo, Kak akTusmposaTtb yHkumo IMPB ona ananasoHa nopTtos
Ethernet 1/0/5-1/0/10.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5-1/0/10

DGS-1250(config-if)# ip verify source dhcp-snooping

ip verify source dhcp-snooping

DGS-1250(config-if }#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komanpbi IP-MAC-Port Binding (IMPB)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

B cnegywwem npuMmepe rnoka3aHo, Kak BKIIYNTb BeAeHNE XypHalla ydeTta HapymeHI/IIZ.

DGS-1250# configure terminal
DGS-1250(config)# ip impb violations
ip impb violations

DGS-1250(config)#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl

Komangb! IP-MAC-Port Binding (IMPB)

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

13.2 show ip source violations

[aHHag «komaHOa wcnonb3yeTcs And oTobpaxeHus 3anucen K3 XypHana ydyeta
HapyLlleHnn, oTcrexeHHbIX @yHkumamn IP Source Guard, DHCP Snooping n DHCP

Screening.

show ip source violations [{interface ethernet /FACELIST [, | -] | vlan
IFNUMBER | type {ip-source-guard | dhcp-snooping-limit | dhcp-server-screening}}]

MapameTpbl

interface ethernet
IFACELIST

(OnuunoHanebHO) YkaxuTte, ecnn HeobxogMmo OTobpasnTb
3annucu n3 XypHana ydeta HapylleHurn NS onpeaeneHHoro
nopta Ethernet.

(OnumoHanebHo)  HeckonbkO  NOPTOB WM OTAENEHue
AnanasoHa nopToB OT npeablaywero. Mcnonb3oBaHue
npobena 4o 1 nocne 3ansaTon HeaonyCTUMO.

(OnuunoHaneHO) [manasoH noptoB. Wcnonb3oBaHwe npobena
A0 1 nocne geduca HegonycTumo.

vlan IFNUMBER

(OnumoHanbHo) Ykaxute, ecnu Heobxogmmo oTo6pas3nTb
WHpopMaumo,  cBsi3aHHylo ¢ onpegeneHHon  VLAN.
Jonyctumbin ananasoH: ot 1 go 4094.

type

(OnuunoHanebHO) Ykaxute, ecnn HeobxoguMmo oTobpasnTb
WHpopMauno,  CBA3AHHYKD C  OMpederieHHbIM  TUMOM
HapyLLUEHUHN.

ip-source-guard

YKkaxute, ecnm HeobxoguMmo 0TobpasuTb  HapyLUeHus,
oTcnexeHHble dyHkumen IP Source Guard.

dhcp-snooping-limit

YKkaxute, ecnm HeobxogMmo 0OTobpasuTb  HapyLUEHMs,
oTcnexeHHole ¢yHkumen DHCP  Snooping. HapyweHus
PUKCUpYHOTCS, ecnn Bbino NPEeBbILEHO MaKCUMaribHOE YMCHO
KNWeHTOB, KOTopble MoryT nonyyats |P-agpeca ot
DHCP-cepBepa Ha uHTepdemnce.

dhcp-server-screening

Ykaxute, ecnu Heobxoaumo oTOOpasvTb  HapyLlUeHus,
oTcrnexeHHole @yHkumen DHCP Screening. HapyweHus
UKCUPYIOTCSH, ecnu NopT UM NOrMYeckUn WMHTepgenc, Ha
KOTopbIX Oblnn nony4veHbl coobwenna ot DHCP-cepsepa,
ObIN onpeaeneHsbl Kak He4OBEPEHHbIE.

Mo ymonyaHuro
Her.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komangb! IP-MAC-Port Binding (IMPB)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Pexxnm BBoaa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI

[aHHas komaHga wcnonb3yeTca AOns  oTobpaxeHws 3anucerd U3 XypHana ydeta
HapyLlleHnn, OoTCrnexeHHbIX yHkumamn IP Source Guard, DHCP Snooping n DHCP
Screening. BeageHwne xypHana BkrtodaeTca komaHaowm ip impb violations.

MNpun Mcnonb3oBaHUM KOMaHAbl 6e3 KNoYeBbLIX CIOB OTOOpaXkaeTcs MHoOpMaunst O BCEX
HapyLleHUaX, OoTCcrexeHHbIXx dyHkunamm IP Source Guard, DHCP Snooping u DHCP
Screening.
Mpumep

B gaHHOM npumMepe nokKkasaHo, Kak OTO6pa3I/ITb BCeE 3anncu mn3 XypHana y4yeta HapyLueanZ.

DGS-1250(config-if# show ip source violations

Interface : MAC Address : IP Address : VLAN ID : Reason

+ + + +
Eth :64:31:46:d2:b4:bf : - 1 : IP Source Guard
Eth1/0/9 : 18:34:bf:6¢:14:c8 : - 1 : IP Source Guard
Eth1/0/9 : 18:34:bf:6c:14:¢8 : 0.0.0.0 : 1 : IP Source Guard

Total Entries : 3

DGS-1250(config-if}#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHpgb! IP Source Guard

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

14. KOMAHObI IP SOURCE GUARD
14.1 ip source binding

[aHHas komaHga ncnosnb3dyeTcs ANA co3faHus cTaTtudeckux 3anucen oyHkumm IP Source
Guard. Mpn ncnonb3oBaHMM (POPMbI NO KOMaHAA yOanuT CTaTUYeCKyH 3anucb (OYHKLUN
IP Source Guard.

ip source binding {ip-only ADDR VLANID | ip-mac MACADDR ADDR VLANID}

no ip source binding {ip-only ADDR VLANID | ip-mac MACADDR ADDR
VLANID | vlan VLANID | all}

MapameTpbl
iv-onl Ykaxute, 4ToObl nNpoBepka noryvdaemblX nakeToB 6Obina
P y OCHOBaHa Ha IP-agpece ucto4yHuka.
. Ykaxute, 4TOoOblI nNpoBepka MoryvyaeMblx MnakeToB 6Obina
ip-mac
ocHoBaHa Ha IP- n MAC-agpecax UCTOYHMKA.
MACADDR Ykaxute MAC-agpec.
ADDR YkaxuTe |IP-agpec nnm noaceTtb ¢ Mackon/npedmKCcom.
Ykaxute ngeHtucpukatop VLAN. JlonycTumbin guanasoH: ot 1
VLANID AEHTUD p Hony i
0o 4094.
YKaxuTe npu Mcnonb3oBaHMM (OOpMbl NO AN1S yaaneHust Bcex
vlan VLANID =P top ATA YA
3anucen ¢ 3agaHHbIM ngeHTudgukatopom VLAN.
all YKaxuTe npu Mcnonb3oBaHMM (bopMbl NO AN1s yaaneHust Bcex

3anuvcen.

Mo ymonyaHuro
Hert.

Pexum BBOoAa KoMaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGMUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHas KomaHga ucnonb3yeTcda [Ans Cco3[aHusl  CTaTUYecKMX 3anucen, KoTopble
ceasbiBaoT IP-agpec 1 MAC-agpec ycTpouctBa B CEeTUM KOMMYyTatopa WM TOSbKO
IP-agpec yctponctea c onpegerneHHsiMm noptom n VLAN kommyTaTopa.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl

KomaHngb! IP Source Guard
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

®yHkuma IP Source Guard He npuYMeHsIeT orpaHMyYeHust K YCTPONCTBaM, YKasaHHbIM Mpu

co3gaHumn ctatudeckmx 3anucen IP Source Guard, n paspelsaeTr npuHMMaTb BXogsLune
nakeTbl OT HUX.

Mpumep

B pmaHHOM npumepe nokasaHo, Kak co3faTb CcTaTuyeckyk 3anucb dyHkumm |IP Source
Guard ¢ npoBepkon Mofly4yaemMblXx MaKeToB, OCHOBaHHOW Ha |P-agpece wucTovHMKa, C
IP-agpecom 192.168.161.33, VLAN 100 gns nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# ip source binding ip-only 192.168.161.33 100

ip source binding ip-only 192.168.161.33 100

DGS-1250(config-if y#

B cnepytowem npumepe nokasaHo, Kak cosgatb cTaTUYeckyto 3annucb pyHkuum IP Source
Guard ¢ npoBepkon MofnyyYyaemMblXx MaKeToB, OCHOBaHHOW Ha |P-agpece wcTovHuKa, C
IPv6-agpecom FFFF:FFFF:FFFF:FFF8::/62, VLAN 100 gns nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if# ip source binding ip-only FFFF:FFFF:FFFF:FFF8::/62 100

ip source binding ip-only FFFF:FFFF:FFFF:FFF8::/62 100

DGS-1250(config-if }#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHpgb! IP Source Guard

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

14.2 ip verify source dhcp-snooping

[aHHas komaHga vcnonb3yetca ans aktusauum dyHkumn DHCP Snooping n IP Source
Guard ans ykasaHHoro mHtepdenca. pu ncnonb3oBaHuM GOpPMbl NO KOMaH4a BepHET
HACTPOWMKM MO YMOSYaHUIO.

ip verify source dhcp-snooping

no ip verify source dhcp-snooping

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuio yHKUNN OTKITHOYEHbI.

Pexxum BBoga kKomaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHWs SaHHOW KOMaHAbl HEOOXOAMMO MEeperTV B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

®dyHkumna IMPB coctont mn3 dyHkuun IP Source Guard n1 DHCP Snooping. ®yHkuus IP
Source Guard no3BonsieT NPUHUMaThL BXOASLLME MaKeTbl TOMbKO OT YCTPOWCTB, YKa3aHHbIX
npwn co3gaHmm ctatudecknx 3anucen IP Source Guard, a Takke paspeLleHHbIX PyHKUMEeN
DHCP Snooping.

[aHHasa komarnga BKNOYaeT 3TN PyHKUUK ONS yKa3aHHOro nHtepdenca.

®dyHkuna DHCP Snooping aomkHa ObiTb BKMAOYEHa rnobanbHO C NOMOLLBbID KOMaHAb! ip
dhcp snooping enable.

Mpumep

B maHHOM npumepe nokasaHo, kak aktusmpoBatb dyHkumm DHCP Snooping n IP Source
Guard gnsa gnanasoHa noptoB Ethernet 1/0/5-1/0/10.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5-1/0/10

DGS-1250(config-ifj# ip verify source dhcp-snooping

ip verify source dhcp-snooping

DGS-1250(config-if }#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHpgb! IP Source Guard

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

14.3 ip verify source pass-rma-packets

[aHHaa «komaHga wucnonb3dyetca Ans nepegadn RMA-naketoB 4epes yKasaHHbIN
NHTepdenc npu BrnoveHHon dyHkumm IP Source Guard. Mpu ncnonb3oBaHum opmMbl NO
KOMaHaa BepHET HAaCTPOWKU NO YMONYaHUIO.

ip verify source pass-rma-packets

no verify source pass-rma-packets

MapameTpbl
Her.

Mo ymonyaHuro
Mo ymonyaHuio KommyTaTop orpaHunymeaet nepegady RMA-naketoB cornacHo doyHkumm IP
Source Guard (npu BknoyeHHon pyHkummu IP Source Guard).

Pexum BBoaa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KoOMaHAOblI
[Ana ncnonb3oBaHMs aHHOM KOMaHAbl HEOOXOAMMO MEpPenTV B PEXUM KoHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHaa komaHOa ucnonb3yeTcs Anga nepefadm naketoB pyHkumm Loopback Detection,
npotokonoB LLDP, STP u gp. ¢ MAC-agpecom HasHadeHus 01:80:C2:00:00:xx yepes
yKasaHHbIN MHTepenc npu Brko4eHHon yHkuumn IP Source Guard.

Mpumep

B maHHOM npumepe nokasaHo, Kak HacTpouTb nepenadyy RMA-naketoB 4epes gmManasoH
noptoB Ethernet 1/0/5-1/0/10.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5-1/0/10

DGS-1250(config-if)# ip verify source pass-rma-packets

ip verify source pass-rma-packets

DGS-1250(config-if #
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHnpgb! IP Source Guard

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

14.4 show ip source binding
[aHHass koMaHga mcnonb3yeTca Ans OoTobpaxeHus WMHopMauun o 3anucax YHKLMNA
DHCP Snooping n IP Source Guard.

show ip source binding [ADDR] [MACADDR] [vlan VLAN_ID] [interface
{ethernet IFACELIST [, | -] | port-channel CHANNOQ}] [static] [dynamic]

MapameTpbl

ADDR (OnuuoHanbHO) YKaxuTe, 4TOObI OTOOpPa3WMTb 3anucu and
onpepeneHHoro IP-agpeca.

MACADDR (OnuuoHanbHO) YkaxuTte, 4toObl OTOOpa3uTL 3anucu Ans
onpegenexHHoro MAC-agpeca.

vlan VLAN 1D (OnumoHanbHO) YkaxuTte, 4TOObl OTOOpPa3unTb 3anucu Ans

- onpepgeneHHon VLAN. onyctumbin ananasoH: ot 1 go 4049.
interface (OnumoHanbHO) YkaxuTe, 4Tobbl 3agatb MHTEpPenc.

YKkaxuTte, 4ToObl OTOOpa3vMTb 3anMcu Ans onpeaeneHHoro
nopta Ethernet.

ethernet IFACELIST

(OnumoHanbHO)  Heckonbko  NMOPTOB  UNW  OTAEnNeHue
) AnanasoHa nopTtoB OT npedbigywero. KMcnonb3oBaHve
npobena Ao v nocrie 3anaTon HeJonycTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
A0 v nocrne geduca HegonycTumo.

YKkaxuTte, 4toObl OTOGpasnTb 3anucm Ongd  yKasaHHoro
port-channel CHANNO norudeckoro  uHTepdgenca  port-channel.  [Jonyctumbin
ananasoH: ot 1 go 8.

(OnuunoHanbHO) Ykaxute, 4Tobbl 0TOOPA3nUTL WHAOPMALNIO

static -
Ansa cratnyeckux 3anucen pyHkuum IP Source Guard.

(OnumoHanbHO) Ykaxute, 4Tobbl OTOGPaA3nUTbL WMHOPMaLNIo

dynamic ANs BpeMEHHbIX 3anuceii dyHkumm DHCP Snooping.

Mo ymonyaHuro
Her.

Pexxnm BBoAa KomaHAbI
Monb3oBaTenbckun unu npusmnernpoaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Ctpanuua 151 ns3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl

KomaHnpgb! IP Source Guard

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mcnonb3oBaHMe KoMmaHAbI

[aHHas komaHga ucnonb3yetca Ond oTobpaxeHuss MHpopmMaumm o 3anmcax QYHKLURA

DHCP Snooping n IP Source Guard.

Mpy ncnonb3oBaHWM kOMaHAbl 6e3 KrodeBbIX CroB oTobpaxkaeTcs MHGOpMaLus O BCeX

3anucax gyHkumn DHCP Snooping 1 IP Source Guard.

Mpumep

B pgaHHOM npumepe nokasaHo, Kak OoTobpasnTb MHgopMauuio o 3anucax Ansd nopta

Ethernet 1/0/5.

DGS-1250# show ip source binding interface ethernet 1/0/5
show ip source binding interface ethernet 1/0/5

Current number of static entries : 2

Available static entries : 253

Current number of dynamic entries : 1

Available dynamic entries : 251
MAC Address : IP Address : Lease(sec) : Type : Filter-Type : VLAN : Interface
+ + + + + +
:192.168.161.33/32 :infinite : Static : ip : 100 : Eth1/0/5
: FFFF:FFFF:FFFF:FFF8::/62 : infinite : Static : ip : 100 : Eth1/0/5
AA:55:44:66:78:33 : 192.168.161.33 : 3600 : DHCP : - : 100 : Eth1/0/5

Total Entries : 3

DGS-1250#

Ctpanunua 152 ns3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanapi Link Aggregation Control

PykoBoACTBO no ncnonb3oBaHuio nHTepdernca komangHomn ctpoku (CLI) Protocol (LACP)

15. KOMAHObI LINK AGGREGATION CONTROL
PROTOCOL (LACP)

15.1 channel-group

[aHHas komaHga ucnonb3yetca ana obbeguMHeHna Heckonbknx noptos Ethernet B oguH
nornyeckun mHTepdenc (rpynny kadanos). [Mpu ucnonb3oBaHuUM (opmMbl ho KOMaHAa
yaanut nopt Ethernet n3 rpynnoi.

channel-group CHANNO mode {static | lacp}

no channel-group

MapameTpbl
3apganTte Homep rpynnbl. Anana3oH AONYCTUMbIX 3HAYEHWUIA: OT
1 po 8.

mode YKaxuTte, 4ToObl BbiOpaTb pPEeXUM arpernpoBaHnsa KaHanos
CBA3MN.

static YKaxuTe, 4Tobbl 3a4aTb CTaTUYECKUMA PEXUM arpernpoBaHust
KaHanoB CBA3W.

lacp YkaxuTe, YyTOObI 3agaTtb JNHaAMUNYECKNI pexnm

arpermpoaHu4a KaHaJ10B CBA3N.

Mo ymonyaHuro
Mo ymonyaHuio He co3gaHO HU OLHOrO SIorm4yeckoro nHTepdenca port-channel.

Pexum BBOAa KoMaHAbI
Pexum koHdurypauum nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWSA OaHHOW KOMaHAbl HEOBXOAMMO MNepenTn B PEXMM KOHurypauum
nopta unu guanasoHa noptos (interface).

[aHHas komaHga mcnonb3yetca Ana odbeanHeHus Heckonbkux noptoB Ethernet B oguH
noruyeckun nHtepdenc port-channel (rpynny kaHanoB) C MCMNOMNb30BaHMEM TEXHOMOMMM
Link Aggregation (arpernpoBaHue KaHanoB CBsi3u).

KommyTatop nogaepxvmBaeT oqHOBPEMEHHYHO paboTy 8 rpynn. pynna MoxeT cogepxaTb
A0 8 NnopToB.

|-|pl/| CTaTU4eCKOM pexume arpermposaHnAa KaHarnoB CBA3U HaCTpOVIKM Ha nogkrn4yaemMbiX
noptax 3adakTCA BpPYYHYHO, W CO30aHHaA rpynna He npeanonaraert N3MEHEHUN C
MCrnomnb3oBaHMEM OONOJIHUTESIbHOIO NPOTOKOI1a CorfiacoBaHUA.
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AnHamnyeckoe arpervpoBaHWe KaHarnoB CBA3W HacTpamBaeTcs no npotokony LACP c
nomoLlblo nepuogmnyeckmx nepegady PDU-naketoB aaHHoro npotokona (LACPDU, LACP
Data Unit) mexxgy noaknioYeHHbIMY YCTPOMUCTBaMM.

B ogHy rpynny pekomeHayeTcs o6beanHsiTb NOpPTbl C OAMHAKOBLIMU XapaKTEPUCTUKAMM:
TMNOM cpefbl Nepedadn, CKOPOCTb nepedadn AaHHbiX (komaHaa speed), pexnmom
pynnekca (komaHga duplex). [Ons rpynnbl MOXHO BbiOpaTb TOMbKO OOMH PEXUM
arpermpoBaHusa KaHanoB cBA3n. Kaxabli nocnegyowmin nopT MOXeT ObiTb aobaerneH B
rpynny TOMbKO C TEM Xe CaMbIM PEXUMOM arperMpoBaHusS.

Ana koppekTHOW paboTbl peKoOMeHAYeTCs COoeauHATb (PU3MYeckn COOTBETCTBYHOLLME
NOpTbl KOMMYTaATOPOB TOMbKO MOCMe TOro, Kak Oyaer 3aBeplleHa HacTpowka rpynnbl U
6anaHCc1poBKM Harpy3sKku.

Mpumep

B gaHHOM npumepe nokasaHo, Kak 00beanHuTb ananasoH noptoB Ethernet 1/0/2-1/0/4 B
nornyeckun wuHTepdenc port-channel 1 ¢ AWMHAMUYECKMM PEXMMOM arperMpoBaHus
KaHanoB CBA3MW.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/2-1/0/4

DGS-1250(config-if)# channel-group 1 mode lacp

channel-group 1 mode lacp

DGS-1250(config-if }#
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15.2 description

[aHHas komaHOa MCnonb3yeTca ANs ykasaHus onucaHus Ons Norm4eckoro MHtepdenca
port-channel. Npu ncnonb3oBaHn PopmMbl NO KOMaH4a yoanuT onucaHue.

description STR

no description

MapameTpbl

OnucaHne ansa normyeckoro mHtepdpenca port-channel (He

STR bonee 128 cumBonos 6e3 npobena).

Mo ymonuyanuio
Mo yMOsIn4aHuto onncaHne He 3ajaHo.

Pexxnm BBoaa KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
port-channel (interface).

Mpumep

B naHHOM npumepe nokasaHo, Kak 3agaTtb onucaHue Anst normdeckoro nHtepdenica port-
channel 1.

DGS-1250# configure terminal

DGS-1250(config)# interface port-channel 1

DGS-1250(config-port-channel)# description port-channel_ans_Ttectos

description port-channel_ansa_tectos

DGS-1250(config-port-channel )#
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15.3 lacp

[aHHass KomaHga wucnonb3yeTcss [LMs HACTPOMKM MNOPTOB NOrMYecKkoro wuHTepdenca
port-channel ¢ guHamnyecknm pexmmom arpervpoBanus. Npu ncnonb3oBaHum popmbl no
KOMaH4a BEPHET HACTPOWKM MO YMOSTHaHMIO.

lacp {activity {active | passive} | port-priority PRIORITY | timeout {short |
long}}

no lacp {activity | port-priority | timeout}

MapameTpbl
activity YkaxuTe, 4Tobbl BblbpaTh pexnm paboTbl NOPTOB.
. Ykaxute, 4tobbl NOpPThl BbINOMAHANN 06pabOTKy U pacCbIfKy
active
PDU-naketoB npotokona LACP.
assive YKaxuTte, 4ToObl NOPTbl BbIMOMHAAM TONbKO 06paboTKy
P PDU-naketoB npotokona LACP.
port-priority YkaxuTe, 4Tobbl 3a4aTb NPUOPUTET NopTa.
3agante npuoputeT nopTta. [uana3oH JONYCTUMbIX 3HAYEHWUN:
PRIORITY A pviop pra. A Aony
oT 1 no 65535.
timeout Ykaxute, 4tobbl BbIOpaTh Bpema oxuaaHus PDU-nakeTtoB
npotokosia LACP oT napTHepa no coeguHEHMIO.
short Ykaxute, 4tobbl Bpemsa oxugaHus PDU-nakeToB yCcTaHOBUTb
paBHbIM 1 CekyHAe.
long Ykaxute, 4tobbl Bpemsa oxugaHmss PDU-nakeToB ycTaHOBUTb

paBHbIM 30 cekyHaaMm.

Mo ymonyaHuto

Mpn cosgaHum rnorndeckoro uHTepdenca port-channel ¢ guHaMM4eckuMm pexMmMom
arpermposaHvem (komaHga channel-group) no ymonyaHuto ans napametpa activity
3ajaeTcs 3HavyeHune active, ansa napametpa port-priority — 255, ans timeout — long.

Pexum BBoaa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAObI
[na wcnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu
noprta unu gnanasoHa noptos (interface).
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MpuoputeT nopta n HOMep nopTa KOMMyTaTtopa WCMOMb3YTCA ANS (POpMUPOBaHUS
naeHTudukatopa rnopra.

Mpumep
B maHHOM npumepe nokasaHo, Kak Ang auanasoHa noptoB Ethernet 1/0/2—-1/0/4 3apatb

PEeXnM, NP KOTOPOM MOPTaMM BbINOSTHAETCA ToNbko obpaboTka PDU-nakeToB npoTtokona
LACP.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/2-1/0/4
DGS-1250(config-ifj# lacp activity passive

lacp activity passive

DGS-1250(config-if}#
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15.4 lacp system-priority

[aHHas komaHOa ucnonb3yeTca ANns U3MeHeHus 3HadyeHust npuoputeTta cuctemsl LACP.
[Mpn ncnonb3oBaHUN PopMbl NO KOMaHAA BEPHET 3HAYEHNE MO YMOSYaHUIO.

lacp system-priority PRIORITY

no lacp system-priority

MapameTpbl

3apjainTe 3HadyeHWe npuopuTeTa  cucTeMbl.  [uanasoH

PRIORITY AOMyCTUMbIX 3Ha4eHun: oT 1 go 65535.

Mo ymonyaHuro

Mpn cosgaHum norndeckoro nHtepdenca port-channel ¢ guHammnyecknm arpermpoBaHnem
kaHanoB cBa3u no npotokony LACP (komaHga channel-group) no ymonyanuio 3agaetcsa
3HayeHune 65535.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOAMMO MEepenTn B PEXUM KOHGMUrypauuu
port-channel (interface).

HaHHbin napametp u MAC-agpec KoMmyTatopa MCNonb3ylTcsa and (opmMmpoBaHus
noeHtudpukatopa cuctembl LACP. WaeHTudwukatop nepepaetcs B CcnyXebHbIX
COOBLLEHNAX N UCMONb3YEeTCH AN aBToMaTMyeckoro Bblbopa rnaBHOro yctponcrea. Yem
MeHbLUEe 3Ha4YeHne naeHTudukaTopa, TeM Bbllle NpUopuTeT. ECNK 3Ha4YeHns NpuopuTeETOB
coBMagatoT, rMaBHbIM BblbMpaeTcs kommyTaTtop ¢ MeHbwnm MAC-agpecom.

Mpumep

B paHHOM npumepe nokasaHo, Kak 3adaTb 3HadeHue npuoputeta cuctembl 65000 ans
noruyeckoro uHTepdenca port-channel 1.

DGS-1250# configure terminal

DGS-1250(config)# interface port-channel 1

DGS-1250(config-port-channel )# lacp system-priority 65000

lacp system-priority 65000

DGS-1250(config-port-channel )#
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15.5 port-channel load-balance

[laHHasa KkomaHZa MCcnosnb3yeTcs A1l HAaCTPOWKK pexnma pacnpeneneHuns tpadpuka Mexay
noptaMmm 0gHOro noruyeckoro nHtepdenca port-channel. lNpu ncnonb3osaHMn opmMbl ho
KOMaHaa BepHET HAaCTPOWKU NO YMONYaHUIO.

port-channel load-balance {dst-ip | dst-mac | src-dst-ip | src-dst-mac | src-ip |
src-mac | dst-l14port | src-dst-l14port | src-l4port | src-port}

no channel-group load-balance

MapameTpbl
dstei Ykaxunte, 4TOObl Harpy3ka pacnpegensinacb C  y4eToMm
P IP-agpeca HasHa4yeHus1.
YKkaxuTe, 4TOoObl Harpyska pacnpegenanacb C Yy4eToM
dst-mac
MAC-agpeca HaszHa4yeHus.
. YKaxute, 4TOoObl Harpyska acnpegenanacs Cc y4eToMm
src-dst-ip Py pacnipen y

IP-appeca nctovHuka u IP-agpeca HasHa4YeHus.

Ykaxute, 4TOObl Harpyska pacnpegensnacb C Y4eToMm

src-dst-mac
MAC-agpeca ncrovdmka n MAC-agpeca HasHa4yeHus.

YkaxuTe, 4TOObl Harpyska pacnpegenanacb C Yy4eToMm

src-ip
IP-agpeca ncrtoyHuka.

Ykaxute, 4TOObl Harpyska pacnpegensnacb C Y4eToMm

src-mac
MAC-agpeca nctovHuka.

Ykaxnte, 4Tobbl Harpyska pacnpegensinacb C y4eToM nopta
dst-l14port HasHayeHus, codepxaweroca B 3aronoBkax TCP- wnn
UDP-nakeTtoB.

Ykaxnte, 4Tobbl Harpyska pacnpegensinacb C y4eToMm nopta
src-dst-l4port MCTOMHWKA WNWU  NopTa HasHavyeHus, cogepXxallerocs B
3aronoskax TCP- unn UDP-nakeToB.

Ykaxnte, 4Tobbl Harpyska pacnpegensinacb C y4eToMm nopta
src-l4port MCTOYHMKA, cogepXaweroca B 3aronoBkax TCP- wnu
UDP-nakeTtosB.

Ykaxute, 4Tobbl Harpy3ka pacnpegensnacb ¢ y4eTom nopToB

src-port o
Ethernet, K KOTOpbLIM NOAKMOYEHBI YCTPOMCTBA.

Mo ymonyaHuto
Mo ymonuaHuio 3ajaeTcsa pexum pacnpegerneHns Harpyskm ¢ yydyetom |IP-agpeca
Ha3Ha4yeHus.
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Pexxnm BBoaa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[aHHasa KkomaHZa MCnosrb3yeTcsa AS1s HAaCTPOUKK pexnma pacnpeneneHuns tpadpuka mexay
nopTamm ogHOro fiorm4yeckoro nHTepgenca port-channel.

MOoXHO ykasaTb TONbKO OLMH peXUM pacrpeneneHna Tpaduka.
Mpumep

B paHHOM npumepe nokasaHO, Kak yKasaTb PEexuM, Npu KOTOPOM Harpy3ka Oyaer
pacnpenensaTbca ¢ yyeToMm IP-agpeca ncrovHuka n IP-agpeca HasHavyeHus.

DGS-1250# configure terminal
DGS-1250(config)# port-channel load-balance src-dst-ip
port-channel load-balance src-dst-ip

DGS-1250(config)#
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15.6 show channel-group
[aHHass KomaHga wucnonb3yeTca Ans  oTtobpaxeHusa WHgopMauunm O HacCTpoMKax
nornyeckoro uHTepgenca port-channel (rpynnel KaHanos).

show channel-group [{channel CHANNO [description] | description | detail
[channel CHANNQ] | load-balance | neighbor [channel CHANNOQ] | sys-id [channel
CHANNOI1}]

MapameTpbl

YKaxute HOMep rpynnbl, AnNd  KOTOpon Heobxoaumo

channel CHANNO
0TO6pPa3nTbL MHPOPMaLNIO.

YkaxuTte, 4tobbl OTOOpasnTb onucaHwe pAnsi NOrnm4yeckoro

description y
P nHTepdemnca port-channel.
detail YkaxuTte, 4toObl OTOOpasuTb NOApPOOHY WHGOPMaUUK O
norunyeckux nHtepdencax port-channel.
Ykaxute, 4tobbl 0TOGpPasuTb WHOpMauuio O BbIGPAHHOM
load-balance
pexume pacnpegeneHnst Tpaduka.
neiahbor Ykaxute, 4tobbl 0TOOGpa3nTb MHOpMaUUIo O NOAKIHOYEHHbIX
9 yCTPOMNCTBAX.
Ykaxnte, 4Tobbl 0TOOPa3nTb CUCTEMHBLIM MAEHTUMdUKATOP WU
sys-id NPUOPUTET  CUCTEMbI  ONA  JIOTMYECKOro  MHTepdoenca

port-channel.

Mo ymonyaHuto
Hert.

Pexum BBOoAa KomaHAbI
Monb3oBaTenbckmn Unu npusmunernpoBaHHbin pexnm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 1.

MUcnonb3oBaHue KOMaHAObl
[aHHas KomaHga wucnonb3yeTrcs pAnsa  OoTobOpaxeHus uHOpMauuM O HaCTpomKax
norunyeckoro nHtepgenca port-channel.

Mpy ncnonb3oBaHUM KOMaHAbl 6e3 KNoYEBbLIX CIOB OoTobpaXkaeTcs KpaTkas MHopmaums
060 BCex CyLLeCTBYOLWUX rpynnax.
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Mpumep
B paHHOM npumepe nokasaHo, Kak 0Tobpa3vTb NoapobHyd MHAOPMAaLUIO O JIOrMYECKOM
nHTepdgence port-channel 1.
DGS-1250# show channel-group detail channel 1
show channel-group detail channel 1
Channel Group 1:
Member Ports : 3
Protocol  : LACP

Interface : Port : LACP Port : LACP : LACP
: State : Priority : Activity : Timeout

+ + + +

Eth1/0/2 : Down : 255 : passive : long
Eth1/0/3 : Down : 255 : passive : long
Eth1/0/4 : Down : 255 : passive : long

Total Entries : 1

DGS-1250#
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16. KOMAHAbI 3EPKAJTIUPOBAHUA NMOPTOB

16.1 monitor session destination interface

[aHHaa komaHaa ncnonb3dyeTtcqa And HaCTpOVIKM MHTepcbe|7|ca Ha3Ha4dyeHnAa aOn4d
MOHI/ITOpI/IHFOBOI7I cecCunmn, no3BOJidA OTCreXmBaTb MakKeTbl Ha MOPTAX-UCTOYHUKaX YHepes
nopTt Ha3Ha4eHunA. I'Ip|/| MCroJfib3oBaHN CbOprI no KOMaHOda yAdannut MHTepd)eVIC
Ha3Ha4yeHus ons gaHHOW Ceccuu.

monitor session SESS/ION-NUMBER destination interface ethernet IFNUMBER
no monitor session SESS/ION-NUMBER destination interface ethernet
IFNUMBER

MapameTpbl

YKkasbiBaeT HOMEpP MOHI/ITOpI/IHFOBOI7I ceccuun. D,manasoH

SESSION-NUMBER .
O0MYyCTUMbIX 3Ha4YeHun: ot 1 0o 4.

YKasblBaeT I/IHTepC*)eIZC Ha3Ha4yeHuna AOns MOHI/ITOpI/IHFOBOIZ
ceccumn.

ethernet IFNUMBER

Mo ymonuyaxuto
Hert.

Pexxum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[aHHaa komaHga wucnonb3yeTca AN HacTPOMKW  UHTepdenca HasHadyeHua ans
MOHUTOPMHIOBOW CECCUM.

B kadectBe WHTEp(encoB Ha3HaA4YeHUA A1 MOHUTOPUHIOBLIX CECCUW  [OnyCTUMO
3agaBaTb TOSMbKO um3ndeckme nopTbl. MOXHO YyKasaTb HECKOSIbKO WHTepdencos-
WCTOYHMKOB, HO TOJSIbKO OOWH WHTepdenc HasHadyeHua. WHTepdenc-ucTtouHnK OoaHOou
CECCUN HE MOXET OAHOBPEMEHHO ObITb MHTEPGENCOM HasHadeHusa gpyron ceccun. OguH
NHTEepdeNnc MoXeT ObiTb yYKkasaH B KayecTBe MHTepdernca HasHadeHus Onsi HECKOSbKUX
ceccun, HO B KadecTBe NMHTepdenca-UcTouHnKa — TONbKO A9 04HOW CeCCUM.

Mpn HacTporke RSPAN-ceccun Takke MCnonb3yeTcd KomaHaa monitor session remote
type ans ykasaHuna tuna ceccum n VLAN-ceTw.
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Mpumep

B naHHOM npumepe nokasaHo co3gaHue ceccum ¢ Homepom 2. dusmyeckmn nopt Ethernet
1/0/5 ykasaH B KadecTBe nopTta HasHadeHus, a Tpu dmsmyeckmx nopta (Ethernet 1/0/6—
1/0/8) — B ka4ecTBE NOPTOB-NUCTOYHUKOB.

DGS-1250%# configure terminal

DGS-1250(config)# monitor session 2 destination interface ethernet 1/0/5

monitor session 2 destination interface ethernet 1/0/5

DGS-1250(config)# monitor session 2 source interface ethernet 1/0/6-1/0/8

monitor session 2 source interface ethernet 1/0/6-1/0/8

DGS-1250(config)#
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16.2 monitor session source interface

,D,aHHaFl KOMaHAa UCNoJib3yeTcAa AOnd HaCTpOVIKM nopTa-ncTtodHMKa A4 MOHI/ITOpI/IHFOBOI7I
ceccuun. |_|pI/1 MCrNonb3oBaHNn CbOprI Nno KOMaHAa yaanunut nopTt-ncTtovHWK And AaHHOoN
ceccuun.

monitor session SESS/ION-NUMBER source interface ethernet PORTLIST [, | -]
[both | rx | tx]

no monitor session SESS/ION-NUMBER source interface ethernet PORTLIST [,
| -]

MapameTpbl

SESSION-NUMBER YKkasblBae€T HOMEpP MOHMTOPUHroBOM ceccun. [dnanasoH
[0MYyCTUMbIX 3Ha4YeHun: oT 1 0o 4.

ethernet PORTLIST YKasblBaeT UHTEPdENC-UCTOYHUK  ONA  MOHUTOPWUHIOBOW
ceccum.
(OnuunoHanbHO) Heckonbko MHTEPKENCOB WNU  OTAENEHUNE

, AnanasoHa uHTepdencoB oT npegbigyllero. cnonb3oBaHve
npobena [o v nocne 3ansaTon HeAOMyCTUMO.
(OnumoHanbHo) [wnana3oH wHTepdencos. Kcnonb3oBaHve
npobena go v nocrne gedguca HegonycTUMo.

both (OnuuoHanbHO)  YkaxuTe, 4TOObI OTCREeXuBaTb MaKeThl,
nNpuxoasLLme Ha nopT 1 nepegaBaeMble NOPTOM.

x (OnumoHanbHo)  Ykaxute, 4TOObl OTCNEXuBaTb NaKeThl,
npuxoadaLme Ha nopr.

tx (OnuuoHanbHO) YkaxuTe, 4ToObl OTCREeXuBaTb MaKeThl,

nepegaBaeMble NOPTOM.

Mo ymonyaHuto
Hert.

Pexum BBOoAa KomaHAbI
Pexxnm rmobanbHon koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[aHHaa «komaHga wucnonb3yeTcd [And  HacTPOMKM  uHTepdhenca WUCTOMHMKA On4d
MOHWUTOPUHIOBOW CECCUMN.
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B kavecTBe MHTEPENCOB-UCTOYHMKOB AN MOHUTOPUHIOBLIX CECCUIW JOMYCTUMO 3aJaBaTb
TONMbKO (on3myeckme noptbl. MOXHO yKasaTb HECKONbKO WMHTEP(EencoB-UCTOYHUKOB, HO
TONMbKO OAVH MHTepdenc HasHavyeHus. VHTepdenc-MCTOMHUK OOHOW CEeCCUM He MOXET
OOHOBPEMEHHO ObITb MHTEPdENCOM HaszHadeHust apyron ceccun. OguH MHTepPdENC MOXeET
OblTb yKa3aH B KayecTBe WHTepdenca HasHayeHus L9 HEeCKONbKUX Ceccur, HO B
KayecTBe NHTepenca-ncToyHnKa — ToNbKO AN OAHOW CECCUM.

Ecnu HanpaBneHne Tpadmka He 3agaHO, OTCMEXMBAETCH U UCXOASAWMA U BXOOSALLMA
Tpaduk (aHanorm4yHo 3HaveHuto both).

Mpu HacTporike RSPAN-ceccumn Takke ucnonb3yeTcs komaHaa monitor session remote
type ans ykasaHuna tuna ceccum n VLAN-ceTw.

Mpumep

B aaHHOM npumepe nokasaHo co3gaHue ceccum ¢ Homepom 2. dusmyecknit nopt Ethernet
1/0/5 ykasaH B KadecTBe nopTa HasHadeHus, a Tpu dmamyeckmnx nopta (Ethernet 1/0/6—
1/0/8) — B Ka4eCcTBE NOPTOB-UCTOYHMKOB.

DGS-1250# configure terminal

DGS-1250(config)# monitor session 2 destination interface ethernet 1/0/5

monitor session 2 destination interface ethernet 1/0/5

DGS-1250(config)# monitor session 2 source interface ethernet 1/0/6-1/0/8

monitor session 2 source interface ethernet 1/0/6-1/0/8

DGS-1250(config)#
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16.3 monitor session access list

[laHHass KkoMaHOa Wchonb3yeTcs Ans  HacTpoMKM  unbTpauum  Tpaduka  ans
MOHMTOPUHIOBOW CECCUM Ha OCHOBaHMW cnuncka goctyna. MNpu ncnonb3oBaHUM OpMbl NO
KOMaHAa y4anuT CiMCcOoK A0oCTyna U3 MOHUTOPVMHIOBOM CECCUMN.

monitor session SESS/ION-NUMBER access list NAME
no monitor session SESSION-NUMBER access list NAME

MapameTpbl

SESSION-NUMBER YKkasblBaeT Homep vMOHI/ITOpI/IHFOBOI7I ceccun.  [dunanasoH
OO0MYCTUMbIX 3Ha4YeHun: ot 1 0o 4.

NAME YKaxuTe HasBaHMe CyLLeCTBYIOLWEro cnuMcka [[ocTyna.

CviMBOrnbI A@aHHOIO NapameTpa YyBCTBUTENbHbI K PEFUCTPY.

Mo ymonuyaxuto
Hert.

Pexxum BBOAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[aHHasa komaHOa ucnonb3yeTcs ONA HacTpPoMKM dunbTpaumm Tpaduka Ha OCHOBaHWUU
crnucka gocTyna.

I'Io,u,,u,epmmsaeTc;l TONbKO 3epKarnnmpoBaHne BXoddALlero Tpa(*)I/IKa.
YKa3blBaeMbl CNUCOK AOCTyNna OOJPKEeH CyLeCcTBOBaTb B CUCTEME.
Mpumep

B naHHOM npuMepe nokasaHo, kak 4ob6aBuTb unbTpaLmio Ha OCHOBaHMKM cnMcKka gocTyna
B MOHWUTOPMHIOBYIO CECCUKD C HOMEPOM 2 CMUCOK AO0CTYyna ¢ Ha3BaHnem 12.

DGS-1250# configure terminal
DGS-1250(config)# monitor session 2 access-list 12
monitor session 2 access-list 12

DGS-1250(config)#
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16.4 monitor session remote
[aHHaa komaHOa wucnonb3yeTcs Ans HacTpoukn uaeHtudgpukatopa VLAN u tuna ans
RSPAN-ceccuu. NMpu ncnonb3oBaHnmn popmbl no komaHaa yganut VLAN.

monitor session SESS/ION-NUMBER remote type [source | destination |
intermediate] vlan VLANID

no monitor session SESSION-NUMBER remote vlan

MapameTpbl
YKkasblBa€T HOMEP MOHUTOPUHIOBON  CECCUMW. nanasoH
SESSION-NUMBER P P A
OO0MYCTUMbIX 3Ha4YeHun: ot 1 0o 4.
type Ykaxute, 4Tobbl 3agatb TN RSPAN-ceccuu.
YKkaxunte, 4TOObl HACTPOUTb KOMMYTATOp MWCTOYMHWKA [Ans
source RSPAN-ceccun (B 3epkanuvpyemble nakeTbl JobaBnserca Ter
VLAN).
Ykaxute, 4Tobbl HACTPOUTb KOMMYTaATOp Ha3HavyeHus Ans
destination RSPAN-ceccun (13 3epkanupyembix naketoB ybupaetcs Ter

VLAN).

YKkaxute, 4YToObl HACTPOUTL MPOMEXKYTOYHbIN KOMMYTaTOp 4115
intermediate RSPAN-ceccun (3epkanupyemble MakeTbl nepefarwTcs C
3agaHHbiM Terom VLAN).

vian Ykaxute, 4Tobbl 3agatb unu yganutb ngeHtndgukatop VLAN.

Ykaxunte ngeHtngpukarop VLAN. [lonycTumMbln ananasoH: oT 2

VLANID no 4094.

Mo ymonyaHuro
Her.

Pexum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHne KomaHAabl

HaHHas komaHga wucnonb3yetca ans  Hactpovikn RSPAN-ceccun. Ecnm VLAN,
noeHTMrKaTop KOTOPOW yKasaH, He CyLLeCTBYeT B CMCTEME KOMMyTaTopa, OoHa byaet
co3gaHa aBtomaTtudeckn. VLAN, ucnonb3yemyto B RSPAN-ceccuun, Henb3sa yganutb C
nomoLubto kKomaHabl no vlan. Kpome toro, Takas VLAN He forkHa cofepkaTtb NopThl.
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Mpumep

B naHHOM npumepe nokasaHo, Kak HaCTpouUTb KoMMyTaTop uctodHrka ana RSPAN-ceccumn
C nopToM-ucToyHmMkom Ethernet 1/0/2, noptom HasHayveHusa 1/0/6 n RSPAN VLAN 206.
DGS-1250# configure terminal

DGS-1250(config)# monitor session 3 source interface ethernet 1/0/2

monitor session 3 source interface ethernet 1/0/2

DGS-1250(config)# monitor session 1 destination interface ethernet 1/0/6

monitor session 1 destination interface ethernet 1/0/6

DGS-1250(config)# monitor session 1 remote type source vlan 206

monitor session 1 remote type source vlan 206

DGS-1250(config)#
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16.5 monitor session remote tpid

[aHHas KomaHga wucnonb3yeTcsa Ond  HacTpouMKM  uaeHTudumkatopa npoTokona
TermpoBaHua gna RSPAN-ceccuun. lNpu ucnonb3oBaHuM OpMbl NO KOMaHZa yaanut
3HayYeHne naeHTudukarTopa asss MOHUTOPUHIOBOW CECCUMN.

monitor session SESS/ION-NUMBER remote tpid TPID_HEX
no monitor session SESS/ION-NUMBER remote tpid

MapameTpbl

YKkasbiBaeT HOMEpP MOHI/ITOpI/IHFOBOI7I ceccuun. D,manasoH

SESSION-NUMBER .
OO0MYCTUMbIX 3Ha4YeHun: ot 1 0o 4.

Ykaxute noeHTndukaTop npoTokona TEermpoBaHusi.
Heobxogumo ykasate 2 6Gamta B 16-pyyHOM doopmate
(Hanpumep, 0x88A8). donyctumbin ananasoH: ot 0x0001 go
OxFFFF.

TPID_HEX

Mo ymonuyanuto
Mo ymonyanuio ansa RSPAN-ceccum 3agaHo 3HaveHne 8100 (ngeHTudmkaTtop npoTtokona
802.1Q).

Pexxnm BBOAa KOMaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 15.

Ucnonb3oBaHue KOMaHAObl
[laHHaa KomaHga wucnonb3yeTcs Ans  HacTPOMKM  uaeHTudmkaTopa npoToKona
TermpoBaHusa ans RSPAN-ceccun.

Mpumep

B naHHOM npumepe nokasaHo, Kak ykasaTb ngeHtudukatop npotokona QinQ (88A8) ansa
yaaneHHon MOHUTOPUHIOBOM CECCUM C HOMEPOM 2.

DGS-1250# configure terminal

DGS-1250(config)# monitor session 2 remote tpid Ox88A8

monitor session 2 remote tpid Ox88A8

DGS-1250(config)#
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16.6 no monitor session

,D,aHHaFI KOMaHAa Ucnosnb3dyeTcda And yganeHna Hactpoek MOHI/ITOpI/IHFOBOIZ ceccuu.

no monitor session SESS/ION-NUMBER

MapameTpbl

YKasblBaeT HOMEepP MOHUTOPWUHIOBOW CECCUM, HaCTPOUKU
SESSION-NUMBER KOTOpOM Heobxogumo yaanuTb. [duanasoH  [OnyCTUMBbIX
3Ha4eHun: ot 1 go 4.

Mo ymonuyaxuto
Hert.

Pexxum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KOMaHAObl
[Mpn ncnonb3oBaHMM KOMaHObl yAanAlTCS BCE HACTPOUKM OS5 3TON CECCUM.

Mpumep

B OaHHOM npuMepe nokasaHo, Kak yaalnTb HaCTpOI7IKI/I MOHI/ITOpI/IHFOBOIZ ceccnm HomMmep 2.
DGS-1250# configure terminal

DGS-1250(config)# no monitor session 2

no monitor session 2

DGS-1250(config)#
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16.7 show monitor session

,D,aHHaFI KOMaHOa Wucnonb3dyetca nOnd OTO6pa)KeHI/IFI OOHOM wnn Bcex HaCTPOEHHbIX
MOHUTOPUHIOBbIX ceccun.

show monitor session [SESS/ION-NUMBER]

MapameTpbl

(OnumoHanbHo) YkasblBaeT HOMEP MOHUTOPMHIOBOM CECCUM,

SESSION-NUMBER -
AaHHbIE O KOTOPON HeOBXxoaANMMO OTOBPa3nThb.

Mo ymonuyaxuto
Hert.

Pexxum BBOoAa KomaHAbI
[Monb3oBaTenbCcKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KoOMaHAObl
B cucrteme MoxeT ObITb HACTPOEHO He Bonee 4 MOHUTOPUHIOBLIX CECCUN.

Ecnn ana gaHHon KomaHabl HE yKa3blBaeTCs HOMEpP ceccuu, oTobpaxkaeTcss MHdopmaums
Nno BCEM HAaCTPOEHHbLIM MOHUTOPUHIOBBLIM CECCUSAM.

Mpumep
B maHHOM npumMepe nokasaHo, Kak 0Tobpa3nTb MOHUTOPUHIOBYH) CECCUIO C HOMEPOM 2.
show monitor session 2

show monitor session 2

Session 2
Session Type: local session
Destination Port: Ethernet1/0/5
Source Ports:
Both:
Ethernet1/0/6
Ethernet1/0/7
Ethernet1/0/8

Total Entries: 1
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17. KOMAHObl POWER OVER ETHERNET (TOJIbKO
ansAd MO,EI,EJ'IEIZ MP)
17.1 clear poe statistic

,D,aHHaFI KOMaHAa nucnornb3dyeTca AnAd yganeHna cCtTatTuctukn PoE.

clear poe statistic {all | interface ethernet PORTLIST [, | -]}

MapameTpbl

all YKaxuTe, 4Tobbl yoanuTb CTaTUCTMKY Anst Bcex noptos PoE.
interface ethernet Ykaxute Homep nopta wunun pgumanasoH noptos PoE, ans
PORTLIST KOTOPbIX HEOBXOANMO yAannTb CTaTUCTUKY.

(OnumoHanbHO)  HeckonbkO  MOPTOB  WNU  OTAENEHue
, AnanasoHa nopToB OT npeablaywero. Kcnonb3oBaHue
npobena Ao 1 nocne 3ansaTon HegonyCcTUMO.

(OnumoHanbHO) [dnanasoH noptoB. Wcnonb3oBaHue npobena
00 1 nocne gedwvca HegonycTuMo.

Mo ymonyaHuto
Her.

Pexxum BBoga komaHAbI
MpmBunernposBaHHbin pexum (Privileged EXEC Mode).

ypOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 12.

Mcnonb3oBaHMe KoMmaHAbI
Mcnonb3ynTte gaHHyo KoMaHay, YToObl yaanuTb ctatucTuky PoE.

Mpumep
B paHHOM npumepe nokasaHo, Kak yaanuTtb ctatuctuky PoE ans scex noptos PoE.

DGS-1250%# clear poe statistic all
clear poe statistic all

DGS-1250#
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17.2 poe description

,D,aHHaFI KOMaHOa WCNoJNb3yeTCA ANnAd YKa3aHud onucaHua And noprta PoE. I'Ipvl
MCMonb3oBaHNM q)OprI Nno KOMaHAda yaannt onmcaHue.

poe description STRING

no poe description

MapameTpbl

OnucaHue gnga nopta unu guanasoHa noptos PoE (He 6onee

STRING 32 cMMBOIOB).

Mo ymonuyanuio
Mo yMOsIn4aHuto onncaHne He 3ajaHo.

Pexxnm BBoaa KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
nopTa wunu gvanasoHa rnopTos (interface).

Mcnonb3ynTte gaHHyto KomaHay, YTobbl 3agatb onucaHne ans noprta PoE.

Mpumep

B maHHOM npumepe nokasaHo, Kak 3agaTtb onucaHwe ana ananasoHa noptoB PoE 1/0/6—
1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-if)# poe description FREE_PORTS

poe description FREE_PORTS

DGS-1250(config-if }#
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17.3 poe enable (global)

,D,aHHaFl KOMaHOa UCMNOoJib3yeTCd ONnA BKIMKOYEHUA BCTPOEHHOIo UCTOYHUKa MNMUTaHuA PoE.
|_|pl/l MCrnornb3oBaHNN CbOprI Nno KOMaHAda OTKJTHIOHUT BCTpOGHHbIIZ NCTOYHUK NuTaHma PoE.

poe enable
no poe enable

MapameTpbl
Her.

Mo ymonuyanuto
M0 ymMoOn4YaHuo BCTPOEHHbIN UCTOYHUK NUTaHNA POE BKIOYEH.

Pexxnm BBoaa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
|/|CI'IOJ'Ib3yIZTe OAaHHYKO KOMaHAy, YTOObl BKIHOYUTL/BbLIKITHOYUTD BCTpOGHHbIVI NCTOYHUK
nutaHmsa PoE.

Mpumep

B OaHHOM npunmMmepe NnokKkasaHo, Kak OTKIMIOYNTb BCTpoeHHbIVI WUCTOYHUK NuTaHmna PoE.
DGS-1250# configure terminal

DGS-1250(config)# no poe enable

no poe enable

DGS-1250(config)#
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17.4 poe enable (interface)

[aHHas komaHOa MCcnonb3yeTca ANS BKKYEHUA Nodayn NUTaHWSA Ha yKasaHHbIA nopT
PoE. lNpun ncnonb3oBaHnn oopMbl NO KOMaHAa OTKIIOYUT nofdadvy NUTaHUsS Ha yKasaHHbIN
nopt PoE.

poe enable

no poe enable

MapameTpbl
Her.

Mo ymonyaHuro
Mo yMOn4aHunio nogada nnMtaHn4a Bkn4YeHa Ha BCe NopThl PoE.

Pexum BBOoAa KoMmaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbI

[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGMUrypauuu
nopta wunu guanasoHa noptos (interface).

Ncnonb3ynte pAdaHHyl0 KOMaHZy, 4TOObl BKMAOYUTBL/OTKMIOYMTL Mogavy MuTaHua Ha
yKkasaHHbI nopT PoOE.

Mpumep

B naHHOM npumepe nokasaHo, Kak OTKMIOYUTL nogady nuTaHua Ha auanasoH noptos PoE
1/0/6—-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# no poe enable

no poe enable

DGS-1250(config-if y#
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17.5 poe force

,D,aHHaFI KOMaHAa WUucnosmnb3dyeTca AOnd BKIMHOYEeHUA pexunma I'IpVIHy,EI,VITeﬂbHDVI nogayun
nMTaHNA Ha yKa3aHHbIIZ NnopT. I'IpM MCnosb30BaHNN C*)OprI No KOMaHOa BepHeT HaCTpOIZKI/l
no yMOJT4aHuio.

poe force

no poe force

MapameTpbl
Hert.

Mo ymonyaHuto
M0 yMOnYaHuo pexxnm OTKIHOYEH.

Pexxum BBoga kKomaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWS OaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PeXMM KOHurypauum
nopTa unu gvanasoHa noptos (interface).

MNepen BbINONHEHMEM [AHHOW KOMaHAbl HeoOXoOMMO  OTKMIOYMTb  COrflacoBaHue
MOLLHOCTWU C NOAKITHOYEHHbIM YCTPOUCTBOM. [nsi 3TOro ucnonb3ymte KkomaHay poe mode
not-detect.

[Mpn akTMBaLMM pexnma NPUHYOUTENBHON Nodaym NUTaHUSA Ha yKasaHHbIN NOPT nogaercs
nutaHne mouwHocTblo 30 BT. [laHHOE 3Ha4yeHne Henb3st UBMEHUTb.

Mpumep

B OJaHHOM TpumMepe NoKa3aHo, KakK BKITHOYUTb PEXUM I'IpVIHyLI,VIT€J'IbHOI7I nogayn nnTaHUA Ha
AnanasoH noptos PoE 1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-if}# poe force

poe force

DGS-1250(config-if }#
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17.6 poe keep-power

[laHHas komaHga MCMonb3yeTcs AN BKIOYEHUS COXpaHeHUst nuTaHus noptoB PoE npwu
nporpaMMHON nepesarpyske kommyTaTtopa. [lpu umcnonb3oBaHuM opMbl NO KOMaHAa
OTKIIOYMT CcOXpaHeHne nuTaHus noptoB PoE npu nporpammHoli nepesarpyske
KoMMyTaTopa.

poe keep-power

no poe keep-power

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymonuyaHuto nutaHne noptoB POE He OTKnNoYaeTcs npu nNporpamMMHON nepesarpyske
KOMMyTaTopa.

Pexum BBOAa KoMmaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI
Ecnn HacTpoeHO coxpaHeHne nuTaHus noptoB PoE, nogkntoyeHHble K AaHHbIM nopTtam
yCTpOIZCTBa OCTakTCA BKITHOMEHHBLIMU NPU I'IpOFpaMMHOIZ nepesarpyske KOMMyTaTOpa.

Mpumep

B maHHOM npumepe nokasaHo, Kak OTKMYUTb COXpaHeHne nuTaHus noptoB PoE npwu
nporpaMMHON nepesarpyske kKommyTtaropa.

DGS-1250# configure terminal

DGS-1250(config)# no poe keep-power

no poe keep-power

DGS-1250(config)#
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17.7 poe mode

[laHHas koMaHAa ucnonb3yeTcs Ansi Bblbopa cornacoBaHmst MOLWHOCTM C NOAKITHYEHHbIMM
ycTpovictBamu. [pu wncrnonb3oBaHMM OPMbI NO KOMaHOa BEpHET HaCTPOWMKM Mo
YMOJYaHMIO0.

poe mode {not-detect | legacy-only | dot3af | dot3af-legacy}

no poe mode

MapameTpbl

YKkaxute, 4YTOObl OTKNKOYMTL COrnacoBaHMe MOLHOCTU C
not-detect .

NOAKIMOYEHHBIMM YCTPONCTBAMM.

Ykaxnte, 4T0Obl BbIOpaTb cornacoBaHMe MOLWHOCTU C
legacy-only

ycTporcTBaMu, paboTatoLymMm No ycTapeBLUUM CTaHaapTaMm.

YkaxuTte, 4TOobbl BbIOpaTb cornacoBaHWe MOLLHOCTU C
dot3af YyCTpOMCTBaMM, paboTaroLwmmMmmn no cTaHgapTam
IEEE 802.3af/at.

Ykaxute, 4T0Obl BbIOpaTb COrMacoBaHWe MOLLUHOCTU C
dot3af-legacy YyCTpOMCTBaMM, paboTaroLwmmMmmn no cTaHgapTam
IEEE 802.3af/at n no ycrapeswunm ctaHgapTam.

Mo ymonyaHuto
Mo ymonuaHuio ansa Bcex noptoB PoE 3agaHo cornacoBaHuMe MOLLHOCTM C YCTPOUCTBAMM,
paboTtatowmmm no ctaHgaptam IEEE 802.3af/at.

Pexxum BBoga komaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KomaHAbI
[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXnM KoHdUrypauuu
nopTa unu guanasoHa rnopTos (interface).

Ncnonb3yiiTe pgaHHyl0 komMaHZy, 4Tobbl BblGpaTb corfacoBaHME MOLWHOCTU  C
NOAKIMOYEHHBIMM YCTPOUCTBAMM.
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Mpumep

B paHHOM npumepe nokasaHo, Kak BblbpaTb corfacoBaHME MOLLHOCTU C YCTPOWCTBaMW,
pabotatowmmm no craHgaptam |EEE 802.3af/at n no ycrapeBwum crtaHgaptam, Ons
AnanasoHa noptoB PoE 1/0/6—1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# poe mode dot3af-legacy

poe mode dot3af-legacy

DGS-1250(config-if)#
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17.8 poe power-threshold

,D,aHHaFI KOMaHAa WuCnosnb3yeTcd And HaCTpOIZKI/I MOLLHOCTU MUTaHWUS, NoJaBaeMon Ha
yKa3aHHbIIZ nopT Npun NOAKIKOYEHNN yCTpOIZCTBa. I'Ip|/| MCMoJNb30BaHN CbOprI Nno KoOMaH4a
BEepHEeT HaCTpOVIKM Nno ymMmosn4yaHuio.

poe power-threshold {none | class-based | user-defined MAX POWER}

no poe power-threshold

MapameTpbl

Ykaxnte, 4tobbl Ha nopT nogaBanacb MOLWWHOCTb MUTaHWUA,

none
3afjaHHasa no ymon4yaHuto.

YKaxuTte, 4YTOObl KOMMYTATOp OMpedenssn MOLWHOCTb Ha
class-based yKazaHHOM MopTe Ha  OCHOBE  Kracca  MOLLHOCTHU
NOOKMHOYEHHOro YCTPOMCTBA.

user-defined YKkaxuTe, 4Tobbl 3a4aTb 3HAa4YEHNE MOLLHOCTU BPYYHYIO.

3agante MakcumanbHyH MOLIHOCTb (B BartTax). [JOCTynHbIN

ananasoH 3HadeHun: ot 0 go 30.

MAX_POWER
Mpn ykazaHun 3HadeHus 0 NoakoYeHHoOEe YCTPOMCTBO Byaet

OTKJTO4EHO OT NUTAHUA nopTa.

Mo ymonyaxuto
Mo ymornyaHuto Ha nopT PoE nogaetcs nutaHue mowHocTeio Ao 30 BrT.

Pexxum BBoAa KomaHAbI
Pexxnm koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpOBeHb KOMaHAbl N0 YMOJNTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
nopTa wunu guanasoHa nopTos (interface).

Mpn akTMBauMm pexuma npuHyauTenbHOM nogayn nutaHus (komaHga poe force)
HaCTPOMKMN MOLLHOCTU MUTaHNSI U3MEHUTb HEb3S.

Ctpanuua 181 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanab! Power over Ethernet (Tonbko

PyKoBOACTBO MO UCMOMb30BaHUIO UHTepdelica kKoMaHaHo cTpoku (CLI) Ans mopenei MP)

Mpumep

B gaHHOM npumepe nokasaHo, Kak 3agaTb MakCcMMarbHY MOLIHOCTb 25 BT onga noptosB
PoE 1/0/6-1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# poe power-threshold user-defined 25

poe power-threshold user-defined 25

DGS-1250(config-if y#

CtpaHuua 182 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanab! Power over Ethernet (Tonbko

PyKOBOACTBO MO MCMOMb30BaHUIO UHTepderca koMaHaHo cTpoku (CLI) Ans mopenei MP)

17.9 poe preallocation

,D,aHHaFI KOMaHAa ncnonb3yeTcda And BKIIHOYEeHUA (byHKLl,VII/I nepepacnpengeneHna nMTaHnAa
Ona NOAKIHYEeHHbIX yCTpOVICTB. ﬂpm MCMNoJfb30BaHNN CbOprI Nno KOMaHAda OTKITHYUT

dyHKUMIO.
poe preallocation

no poe preallocation

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuio yHKUNA BKITHOYEHA.

Pexxum BBoga kKomaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHne KomaHAabl

[Mpn akTmBaumm yHKUMU NepepacnpeneneHns nNUTaHnsa Ons NOAKMIOYEHHbIX YCTPONCTB
KOMMYTaToOp nepecrtaeTr nogaBaTtb NMTaHMe Ha BHOBb MOAKIMHOYEHHDbIE yCTpOIZCTBa, eclun
pe3epBHaad MOLLHOCTb CTaHOBUTCA MeEHblUe 3HadYeHuA, 3adaHHOro KOMaH,EI,Ol7| poe
usage-threshold.

Mpumep

B poaHHOM npumepe nokasaHO, KaK OTKMYUTL (PYHKUMIO nepepacnpeneneHns nutaHus
A5151 NOAKITHOYEHHbBIX YCTPOWUCTB.

DGS-1250# configure terminal

DGS-1250(config)# no poe preallocation

no poe preallocation

DGS-1250(config)#
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17.10 poe priority

faHHaa komaHOa wucnonb3yeTca Ans Bblbopa YpoOBHA MpuopuTeTa noprta AN nogadu

nuTaHus. MNpu ncnonb3oBaHn OPMbl NO KOMaHAA BEPHET HAaCTPOMKM NO YMOIYaHWIO.
poe priority {low | medium | high | critical}

no poe priority

MapameTpbl
low Ykaxunte, 4tobbl 3a4aTb HU3KUW NPUOPUTET NMopTa AN nogadn
NUTaHUS.
. YkaxuTte, 4TtOobbl 3adaTb CpeaHun npuopuTeT noprta Ans
medium
noaadn NUTaHuA.
hiah YkaxuTte, 4TOoObl 3agaTb BbLICOKMM MNPUOPUTET nopTa Ans
9 noga4yv nNUTaHus.
critical YKkaxuTe, 4ToObl 3agaTb KPUTUYECKUMI MPUOPUTET NopTa Ans

nogayn nUTaHmA.

Mo ymonuyanuto
Mo ymonuyaHuio gna kaxagoro nopta PoE 3agaH HU3KUK NPpUOpUTET ANS nogayvv nuTaHus.

Pexnm BBoaa komaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'IFI ncnonb3oBaHNA ,El,aHHOI7I KOMaH4bl HeO6XO£I,I/IMO nepe|7|T|/| B pexum KOH(bI/IpraLI,I/Il/I
nopTa unu gvanasoHa noptos (interface).

Ncnonb3yiiTe AaHHyt0 komaHay, 4Tobbl BbiOpaTh ypoBEHb NpuopuTeTa nopTta Ans nogayu
nUTaHus.

B nepByo ouyepegb nuTaHWe MogaeTca Ha NOPT, AN KOTOPOro 3afaH KpUTUYECKUi
NpUopuUTET, a 3aTeM Mo yObIBaHUIO NPUOPUTETA: BbICOKUIA, CPEOHUIN, HASKUA.

Ctpanuua 184 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanab! Power over Ethernet (Tonbko

PyKoBOACTBO MO UCMOMb30BaHUIO UHTepdelica kKoMaHaHo cTpoku (CLI) Ans mopenei MP)

Mpumep

B naHHOM npumepe nokasaHo, Kak 3afaTb BbICOKMW NPUOPUTET AN nogadn nuTaHus Ons
AnanasoHa noptoB PoE 1/0/6—1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6-1/0/8

DGS-1250(config-ifj# poe priority high

poe priority high

DGS-1250(config-if y#
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17.11 poe total-power

,D,aHHaFI KOMaHOa WUCNoJb3yeTcd AnA HaCTpOﬁKM MaKCMMarnbHONW MOLLHOCTM WMCTOYHMKA
NMATaHUA. |_|pI/1 MCMNonb3oBaHN (bOprI NOo KOMaHAa BEPHET 3Ha4YeHne no yMmoJsiHaHuto.

poe total-power TOTAL POWER

no poe total-power

MapameTpbl

Ykaxurte MakCuMalribHyl0O MOLWHOCTb WCTOYHUKA NUTaHUA (B
BaTTaX), KOTOPYHO KOMMYTaAToOp MOXET nepefasatb Ha

TOTAL_POWER YCTPOWMCTBA, NOAKITOYEHHbIE No TexHosornn PoE.

JocTynHbin guanasoH 3HadeHun: ot 0 go 370.

Mo ymonyaHuro
Mo yMONM4aHn MakCuMmalribHasd MOWHOCTb MCTOYHMKa NTaHNA paBHa 370 Br.

Pexum BBOAa KoMaHAbI
Pexxum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI

|/|CI'IOJ'Ib3yIZTe OaHHYHO KOMaHAay, YTOObI HacTpoOUTb MakCuMalibHyHd MOLLHOCTb UCTOYHUKa
NMMTaHNA, KOTOPYHO KOMMYTAaTOp MOXET fnepenaBsatb Ha yCTpOIZCTBa, nogKn4YeHHbIe No
TexHonornn PoE.

Ecnn noTtpebnsemas MOLWHOCTb BCEX MNOAKMHOYEHHbIX YCTPOWCTB NpeBbilaeT obLimi
OtompkeT KommyTatopa, noptel POE, wumewwuwe HammeHbWWn npuoputeT, OyayT
OTKNtOYEHbI. YTOObI M3MEHUTb NPUOPUTET MOpTa, HEOBXOAMMO BbINOMHUTL KOMaH4y poe
priority. Ecnn npuoputetr noptoB PoOE oguHakoBbI, OyoyT OTKNHOYEHbI MOPThl C
HanbOoMbLWNM HOMEPOM.

3HadyeHne MakcMManbHOW MOLLHOCTU MCTOMHMKA NUTaHMS OOMKHO ObiTb Gonblue mnm
paBHO 3HaYeHWUO pe3epBHOM MOLLHOCTWU. Mcnonb3ynte komaHay poe usage-threshold,
4YTOObl UIBMEHUTbL 3HAYEHNE PE3EPBHOWN MOLLHOCTM.

Mpumep

B OaHHOM TMpuMeEpeEe TMOKa3aHO, KaK YyKa3aTb 3Ha4deHune MaKCMMarnbHOMn MOLHOCTUN
MCTOYHMKA NuTaHusA 64 BrT.

DGS-1250# configure terminal

DGS-1250(config)# poe total-power 64

poe total-power 64

DGS-1250(config)#
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17.12 poe usage-threshold

[laHHasa komaHga ucnosnb3yeTca AN HACTPOWMKM 3HAYEeHUs pe3epBHOW MOLUHOCTW. [lpu
MCNonb3oBaHUM (POpMbl NO KOMaHAa BEPHET 3Ha4YEeHME MO YMOMYaHUIo.

poe usage-threshold GUARD _BAND

no poe usage-threshold

MapameTpbl

YKaxuTe 3HadeHne pe3epBHON MOLLHOCTU (B BaTTax).

GUARD_BAND
[ocTynHbin ananasoH 3HavyeHun: ot 0 go 370.

Mo ymonuyaxuto
Mo ymOnyaHuio 3Ha4YeHne pe3epBHON MOLLHOCTU paBHO 6 BT.

Pexxnm BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAObl
3HayeHMe pe3epBHOM MOLLUHOCTM MOXET OblTb MeHblue WM pPaBHO 3HAYEHUHO
MaKCHMMarbHOM MOLLHOCTM UCTOYHMKA NUTaHWS.

Ncnonb3ayiite komaHay poe total-power, 4ToObl M3MEHWUTb 3HAYEHME MaKCHMMarbHON
MOLLHOCTM UCTOYHMKA NMUTaHWSI.

Ana koppekTHon paboTbl noTpebnsemMasi MOWHOCTb BCEX MOAKMHOYEHHbIX YCTPOWUCTB B
CyMMe C pe3epBHOM MOLLHOCTbIO AO/MKHA ObiTb MEeHbLUe unuM paBHa obuiemy BrooxeTy
KoMMyTaTopa.

Mpumep

B paHHOM npumMmepe nokasaHo, Kak ykasaTb 3Ha4YeHne pesepBHON MoLHOCTK 5 BT.
DGS-1250# configure terminal

DGS-1250(config)# poe usage-threshold 5

poe usage-threshold 5

DGS-1250(config)#
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17.13 show poe pd

[aHHass koMaHga wucnonb3yeTcsa Ana oTtobpaxeHuss mMHopMaumm O NOAKMHOYEHHbIX
ycTponcTteax u noptax PoE.

show poe pd {configuration | status | measurement | description | statistics}
[interface ethernet PORTLIST [, | -1]

MapameTpbl

configuration

YKkaxuTe, 4To6bl 0TOBpa3nTb HacTporkm noptoB POE.

Ykaxute, 4Tobbl 0TOOpas3nTb MHPOPMALMIO O MOAKITHYEHHbIX

status N

ycTponcteax u ctatyce noptos PoE.

YKkaxute, 4Tobbl 0TOOPa3nMTb MHGOPMAaUMIO O HaMpsKEHUN,

cune TOKa, MOLLHOCTW, Temnepatype Ans noptoB PoE, a
measurement - patype A pu

Takke 06wy MHPOPMaUMIO O MaKCUManbHOW MOLLHOCTU

NCTOYHUKA NUTAHUS, PE3EPBHON U BblAENEHHON MOLLHOCTEN.
description Ykaxnte, 4Tobbl 0TOGpa3nTb onucaHme noptos POE.
statistics YkaxuTe, 4Tobbl 0TOBpa3nTbL CTaTUCTUKY nopToB PoE.

interface ethernet
PORTLIST

(OnuunoHanbHO) YKaxute HoMep nopTa Unu guanasoH NopToB
PoE, Ona koTopbix HeobxoaMmo oTobpasuTb YyKasaHHble
HaCTPOUKMU.

(OnunoHanbHO)  Heckonbko  NOPTOB  MNW  OTAENEHUE
AuvanasoHa noptoB OT npegbiaywero. Vcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HegonyCcTUMO.

(OnuunoHanbHO) AnanasoH noptoB. Mcnonb3oBaHue npobena
00 v nocne geduca HegonycTUMO.

Mo ymonuyaxuio
Her.

Pexxum BBoaa komaHAbI
[Monb3oBaTenbcknin unu npmsunernpoBaHHbin pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO

YposeHb 1.

Ucnonb3oBaHue KoMmaHAbI
Mcnonb3ynTte gaHHyto KoMaHay, YTobbl 0To6pa3nTb MHPOpPMaLnIo 0 HacTponkax PoE.

Ecnn napameTp He ykasaH, byget otobpaxaTtbcs nHdopmaumsa ansa scex noptos PoE.
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Mpumep

B paHHOM npumepe nokasaHo, Kak 0ToOpasvnTb MHOPMAaUMIO O HACTpOMKax AuanasoHa
noptoB PoE 1/0/6—1/0/8.

DGS-1250# show poe pd configuration interface ethernet 1/0/6-1/0/8

show poe pd configuration interface ethernet 1/0/6-1/0/8

Interface : State : Detection : Force : Priority : Threshold type : Threshold value (W)

+ + + + + +
Eth1/0/6 : Enabled : 802.3af : Disabled : Low : None :30
Eth1/0/7 : Enabled : 802.3af : Disabled : Low : None : 30
Eth1/0/8 : Enabled : 802.3af : Disabled : Low : None 130

Total Entries : 3

DGS-1250#

B crnegyrowem npumepe nokasaHo, Kak 0TobOpasvnTb WHGOpPMaLMIO O MOOKIHOYEHHbIX
yCTPOWCTBax U ctatyce Anga guanasoHa noptos PoE 1/0/6—1/0/8.

DGS-1250# show poe pd status interface ethernet 1/0/6-1/0/8
show poe pd status interface ethernet 1/0/6-1/0/8

Interface : Power status : Class : Type : Error
+ + + +

Eth1/0/6 : Searching :0 :None: None

Eth1/0/7 : Searching :0 :None: None

Eth1/0/8 : Searching :0 : None : None

Total Entries : 3

DGS-1250#
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B crnegyiolwem npumMepe nokasaHo, Kak oTobpasuTb CTaTUCTMKY ANA AuanasoHa nopTos
PoE 1/0/6-1/0/8.

DGS-1250# show poe pd statistics interface ethernet 1/0/6-1/0/8
show poe pd statistics interface ethernet 1/0/6-1/0/8

Interface : MPS absent : Overload : Short : Power denied : Invalid Signature

+ + + + +
Eth1/0/6 : 0 :0 0 :0 :0
Eth1/0/7 : 0 :0 :0 :0 1150
Eth1/0/8 : 0 :0 0 :0 184

Total Entries : 3

DGS-1250#

OTobOpaxaemMble napamMeTpbl

Interface Howmep nopta PoE.

CoctosiHue nuTaHus nopta PoE.

MycTtas cTpoka: owmnbka nonyvyeHnst AaHHbIX OT KOHTposnepa.
Disabled: oyHKUMS nogavm nuTaHUsS OTKIKOYEHaA.

Searching: yCTPONCTBO HE MOAKMHOYEHO.

Delivering Power: nogaya nuTaHus Ha nogKMoYeHHoe

CTPOWNCTBO.
Power status yerp

Test Mode: pexxum npuHyguTenbHOW nogavm nnTaHus.

Fault: o6HapyxeHa HeucnpaBHOCTb B  MNOAKIHOYEHHOM
YCTPOWCTBE.

Other Fault: npoune owmnbkn npu nogade NUTaHUS.

Requesting Power: nogkntoyeHHOe YyCTPONUCTBO OBHapyXeHo,
HO He obecne4vnBaeTca nogada NUTaHus.

Class Knacc ycTponcTtea, Ha KOTopoe rnogaeTcs nuraHue.
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Type

TN NOgKMHOYEHHOro YCTPOMUCTBA.

Myctas cTpoka: owubka npu NOMyYeHWM [AaHHbIX OT
KOHTposnnepa.

None: HeBO3MOXHO onpeaenuTb TUN YyCTPOUCTBA, OTCYTCTBUE
nogayv nMTaHus Ha nopT.

IEEE: ycTponcTBo, cooTBeTcTBYIOWEee cTaHaapTy IEEE.

Pre-standart: yctponctso, kotopoe ©6bino paspabortaHo ans
nutaHnss 4vepe3 Ethernet go Toro, kak Obin ycTaHoOBMeEH
craHgapt IEEE 802.3af.

ExtendedRange: ycTponctBo € yBenuYeHHbIM paguycom
OEencCTBuS.

Error

Tvn ownbkn (onsa 3HaveHun Fault u Other Fault B ctonbue
Power status).

None: OTCyTCTBME nogadvn nnutaHna Ha rnopr.

MPS_Absent: npekpalieHne nogayv nutaHusi Npu oTCyTCTBUN
3anpoca OT MOAKIMIOYEHHOro YCTPOMCTBA.

Short: KOpoTKOe 3aMblkaHMe B MOAKMOYEHHOM YCTPONCTBE.

Overload: npeBbilleHMe MakCUManbHOM BbIXOAHOW MOLLHOCTH,
KOTOPYI MOXET obecnevmTb nopT.

PowerDenied: oTkad3 B nuTaHuM Ons  NOAKNHOYEHHOro
YyCTPOWCTBA.

ThermalShutdown: oTkas3 B nuTaHMM nNpu  neperpese
YyCTPOUCTBA.

StartupFailure: c6on npu 3anycke, CBA3aHHbIA C NUTAHWEM
yCTponcTBa.

UVLO: 6noknpoBka NUTaHNS NPy NOHMKEHHOM HaMNpsiKEeHUN.
OVLO: 6rnoknpoBka nNUTaHusi Npu NOBbILUEHHOM HaMPsKEHUN.

lllegalClass: HegonycTMMbIN Kracc yCTPOMCTBA.

MPS absent

CYeTuMmKk cny4aeB MpeKkpalleHUs Mnogayn nuTaHus  npu
OTCYTCTBMM 3anpoca OT NOAKMYEHHOro YCTPOMCTRA.

Overload

CyeTumk cny4aeB NPEBbLILEHUS MaKCUMasribHOW BbIXOOHOM
MOLLHOCTM, KOTOPYIO MOXET obGecrneyvmTb Nnopr.

Short

CyeTunk cnyyaeB KOPOTKOrO 3aMblKaHWA B MOLKMAHOYEHHOM
YCTPOWUCTBE.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl KomaHab! Power over Ethernet (tonbko

PyKOBOACTBO MO MCMOMb30BaHUIO UHTepderca koMaHaHo cTpoku (CLI) Ans mopenei MP)

CyeTtumk CclniydaeB OTKa3a B NMUTaHUM AOnA nogKir4YeHHOro

Power denied -
YCTPOMUCTBA.

Cuetunk owmbok B KnNaccudukaumm  NOAKMHYEHHOIO

Invalid Signature y
yCTPOWCTBA.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanab! Power over Ethernet (Tonbko

PyKOBOACTBO MO MCMOMb30BaHUIO UHTepderca koMaHaHo cTpoku (CLI) Ans mopenei MP)

17.14 show poe power-module

[aHHass koMaHga wucnonb3yetcs Ans  oTobpaxeHna uHopmMaumMm O BCTPOEHHOM
NCToYHMKe NuTaHna PoE, a Takke nHgopmaumto o rnodanbHbix HacTporkax PoE.

show poe power-module

MapameTpbl
Her.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
[Monb3oBaTenbCcknin unu npmeunernposaHHbin pexxmum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

MUcnonb3oBaHue KOMaHAbI
Ncnonb3ynte [aHHyi0 KomaHgy, 4Tobbl 0TOOpasvTb WHGOPMaUM O BCTPOEHHOM
ncToyHmke nutaHmsa PoE, a Takke nHdopmaunio o rmodanbHbiX HacTponkax PoE.

Mpumep
B paHHOM npumepe nokasaHo, Kak 0TobpasuTb MHOPMAaLUK O BCTPOEHHOM WUCTOYHUKE
nutaHna PoE v rmobanbHbix HacTponkax PoE.
DGS-1250# show poe power-module
show poe power-module
Global State : Enabled
Max ports 148
Total power budget : 370 Watt

Total allocated power : 0 Watt

Usage threshold : 6 Watt
Preallocation : Enabled
Keep power : Enabled
Module ID : BCM59121

Module SW version :3.00

DGS-1250#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanab! Q-in-Q (Double VLAN/802.1Q

PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) Tunneling)

18. KOMAHAObI Q-IN-Q
(DOUBLE VLAN/802.1Q TUNNELING)

18.1 qinq enable

[aHHasa koMaHda MCnonb3yeTca ANs BKAYEHUSA/BbIKNOYeHNA yHKuMM Q-in-Q rmobanbHo
(ana Bcero yctpownctea). [Npu wncnonb3oBaHun GopMbl no  QyHKuna Q-in-Q 6yaget
OTKMOYeHa.

qinq enable
no qing enable

MapameTpbl
Her.

Mo ymonyaHuro
Mo ymonyaHuio gaHHas OyHKUMS OTKIIOYEHa.

Pexum BBOAa KoMaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

ypOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[aHHasa komaHga ucnonb3yeTcs ANs BKNYeHUs/BbIKNioYeHns yHKkumm Q-in-Q rmobansHo
(ansa Bcero ycTpoucTBaa).

Mpumep
B maHHOM npuMepe nokasaHo, Kak BKNunTb oyHKUmo Q-in-Q rnobanksHo.

DGS-1250# configure terminal
DGS-1250(config)# ging enable
ging enable
DGS-1250(config)#
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PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) Tunneling)

18.2 vtr inner-tag priority

[aHHas komaHga ucnonb3yetcs Ana aobaBneHns BHYTPEHHEro Tera B HETerMpoBaHHbIE
naketbl, noctynarowme Ha nopt UNI. MNpu mncnonb3osaHn popmbl NO KOMaHO4a BeEpPHET
HACTPOWMKM MO YMOSYaHUIO.

vtr inner-tag VLANID priority PRIO

no vtr inner-tag

MapameTpbl

Ykaxute uaeHtudukatop VLAN gns sxogduwero Ttpaduka.
VLANID N

Honyctnmein gnanasoH: ot 1 go 4094.
PRIO Ykaxute 3HadeHue npuoputeta ana VLAN. [Jdonyctumbin

ananasoH: ot 0 oo 7.

Mo ymonuyaxuto
Mo YMOI4aHuo BHyTpEHHMVI Ter He ,EI,O6aBJ'IFIeTC$I B HeTermpoBaHHblE€ MaKeThl,
noctynatowue Ha nopt UNI.

Pexum BBoaa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KoOMaHAOblI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu
noprta unu gnanasoHa noptos (interface).

HaHHas komaHga ucnonb3yetcs Ang AobaBneHns BHYTPEHHEro Tera B HeTerMpoBaHHbIE
naketbl, noctynawowme Ha nopt UNI. YToObl M3mMeHUTb ponb nopta, Heobxoaumo
BbINONMHUTbL KOMaHAy vir port-mode.

Mpumep

B paHHOM npumMmepe noka3aHO, Kak HACTpOUTb 3HadeHue BHYTpeHHero Ttera 1200 wu
3Ha4yeHne npuoputeta 7 ansa nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# vtr inner-tag 1200 priority 7

vtr inner-tag 1200 priority 7

DGS-1250(config-if#
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18.3 vtr inner-tpid

[aHHas koMaHOda ncnonb3yeTca O HacTPOMKU 3HadYeHus uaeHTudmkaTopa npoTokona
TermposaHus (TPID), ncnonesyemoro Ans HasHavyeHus BHyTpeHHero Tera VLAN Bxogawmm
naketam. Npn ncnonb3oBaHum opMbl NO KOMaHAa BEPHET 3HA4YEHWE MO YMOMYaHUIo.

vtr inner-tpid TPID

no vtr inner-tpid

MapameTpbl
Ykaxute 3Ha4eHune noeHTudgukartopa npoToKona,
ncnonb3yemoro ana HasHadyeHua BHyTpeHHero Tera VLAN
TPID (C-VLAN, Customer VLAN). Bbl MOXeTe BBECTU 3Ha4yeHue B

WwecTHaguatepuyHom cpopmarte. [OCTynHbIN guanasoH: oT
0x0001 po OxFFFF.

Mo ymonyaHuto
Mo ymonuyaHuio 3agaHo 3HadveHne 0x8100 (naeHTndmkaTop npotokona 802.1Q).

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na wcnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
noprta unu gnanasoHa noptos (interface).

[aHHas koMaHaa ucnonb3yeTca Ofs HAacTPOMKU 3HaYeHuUs uaeHTudumkaTopa npoToKona
TermpoBaHus (TPID), ncnonesyemoro ans HadHavyeHus BHyTpeHHero Tera VLAN Bxogawmm
nakertam.
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Mpumep
B paHHOM npumepe nokasaHO, Kak ykasaTb gpyrve 3HadyeHus (8885, 8886, 8887),
OTNNYHbIE OT 3HAYEeHUA MO yMON4YaHuio, B KadecTBe BHyTpeHHero TPID ana noptoB

Ethernet 1/0/5-1/0/7.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-ifj# vtr inner-tpid 8885

vir inner-tpid 8885

DGS-1250(config-ifj# interface ethernet 1/0/6
DGS-1250(config-ifj# vtr inner-tpid 8886

vir inner-tpid 8886

DGS-1250(config-ifj# interface ethernet 1/0/7
DGS-1250(config-ifj# vtr inner-tpid 8887

vir inner-tpid 8887

DGS-1250(config-if)#
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18.4 vtr miss-drop

[aHHass komaHga wucnonb3yetcs Ana  oTbpacbiBaHua Tpadmka, He oTBevarowero
npasunam yHkumm VLAN Translation. INpu ncnonb3osaHun popmbl NO KOMaHOa BEpHET
HACTPOWMKM MO YMOSYaHUIO.

vtr miss-drop

no vtr miss-drop

MapameTpbl
Her.

Mo ymonyaHuro

Mo ymonyaHuio pexum He akTuBupoBaH. BHewHWn Ter K Tpaduky gobasnserca cornacHo
npasunam gyHkumm VLAN Translation, a k Tpaduky, He oTBevaroLwmm npasunamMm yHKUNN
VLAN Translation, no6aBnseTcst BHELWHWI Ter, paBHbln 3HadeHuto VLAN-ngeHTudumkaropa
nopta (PVID, Port VLAN Identifier).

Pexum BBoaa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[Ana ncnonb3oBaHMs aHHOM KOMaHObl HEOOXOAMMO MEpPenTV B PEXUM KoHdUrypaumm
noprta unu gnanasoHa noptos (interface).

KomaHga nossonser [obaensiTb BHELWHWA Ter K Tpaduky TOSMbKO COrfacHoO npasusiam
dyHkummn VLAN Translation, n otbpacbiBatb Tpadmk, He OTBeYaoLWMM npasunam pyHKunm
VLAN Translation. YTto6bl cosgate npasuno dyHkumn VLAN Translation, Heobxogumo
BbINOMHUTL KOMaHAy Vvtr rule.

Mpumep

B maHHOM npumepe nokasaHo, Kak paspelnTb KoOMMyTaTopy oTbpacbiBaTb Tpaduk, He
oTtBevatowmi npasunam gyHkumm VLAN Translation, Ha nopte Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# vtr miss-drop

vtr miss-drop

DGS-1250(config-if y#
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Tunneling)

18.5 vtr outer-tpid

[aHHas koMaHga mcnonb3yeTca Afs HAaCTPOMKU 3HaYeHUs uaeHTudumkaTopa npoTokona
TermpoBaHusa (TPID), ncnonb3dyemoro ans HasHayeHusi BHewHero Tera VLAN naketam.
[Mpn ncnonb3oBaHMN PopMbl NO KOMaHAa BEPHET 3HAYEHNE N0 YMOSYaHUIO.

vtr outer-tpid TPID

no vir outer-tpid

MapameTpbl

TPID

Ykaxunte 3Ha4yeHune naeHTudmkatopa npoToKosa,
ncnonb3yemoro [Ans HasHadyeHuss BHewHero Tera VLAN
(S-VLAN, Service Provider VLAN) naketam. Bbl moxerte
BBECTW 3HA4YeHMe B  LWecTHaguaTepudHom  doopmare.
HocTtynHbin ananasoH: ot 0x0001 go OxFFFF.

Mo ymonyaHuto

Mo ymonyaHutio 3agaHo 3HadveHne 0x8100 (naeHTndmkaTop npotokona 802.1Q).

Pexum BBOAa KoMmaHAbI
Pexum koHurypaumm nHtepdencos (Interface Configuration Mode).

ypOBeHb KOMaHAbl N0 YMONTYaHUIO

YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWSA OaHHOW KOMaHAbl HEOBXOAMMO MNepenTn B PEeXMM KOHurypauum
nopta unu guanasoHa noptos (interface).

[aHHas koMaHga mcnonb3yeTcs Afs HAaCTPOMKU 3HaYeHUs uaeHTudumkaTopa npoTokona
TermposaHus (TPID), ncnonbdyemoro ans HasHavdeHnsa BHelwHero Tera VLAN naketam.
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Mpumep
B paHHOM npumepe nokasaHO, Kak ykasaTb Apyrue 3Hadewuwsa (7775, 7776, 7777),
OTSIMYHbIE OT 3Ha4YeHUs NO yMOnYaHuio, B KadecTBe BHewHero TPID ana noptos Ethernet

1/0/5-1/0/7.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-if)# vtr outer-tpid 7775

vir outer-tpid 7775

DGS-1250(config-ifj# interface ethernet 1/0/6
DGS-1250(config-ifj# vtr outer-tpid 7776

vir outer-tpid 7776

DGS-1250(config-ifj# interface ethernet 1/0/7
DGS-1250(config-if# vtr outer-tpid 7777

vir outer-tpid 7777

DGS-1250(config-if)#
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18.6 vtr port-mode

,D,aHHaFI KOMaHAa UCNoJib3yeTcd And usMeHeHnd ponu rnopra. I'Ip|/| MCMOoNb30BaHNN (bOprI
Nno KOMaHOa BepHeT HaCTpOI‘/IIKI/l no yMOJIT4aHuio.

vtr port-mode {uni | nni}

no vir port-mode

MapameTpbl

uni yKa)KI/ITe, yToObI MCNONb30BaTb nopt AnAa nogkno4eHnd
KOMMYyTaTopa K yCTpOﬁCTBy KINMMEHTCKON CEeTU.

nni yKG)KVITG, yTobOblI MCNONbL30BaTb nopT And noakKn4YeHuA

KOMMYyTaTopa K CEeTU npoBanaepa ycnyr.

Mo ymonyaHuto
Mo ymorn4yaHuio noptam npucsoeHa porib NNI.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
nopta unu gnanasoHa noptos (interface).

Mpumep

B naHHOM npumepe nokasaHo, kak HacTpouTb porib UNI ansa nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# vtr port-mode uni

vir port-mode uni

DGS-1250(config-if)#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

KomaHnabl Q-in-Q (Double VLAN/802.1Q
Tunneling)

18.7 vtr rule

[aHHaa komaHga wucnonb3dyetca Ana Hactpouku dyHkumm VLAN  Translation. [Mpu
ncnonb3oBaHnn opmMbl no KomaHaa yganut npasuno dyHkumm VLAN Translation.

vtr rule cvlan {C-VID | range lower LOWER_VID upper UPPER_VID} svlan S-
VID priority PRIO action {add | replace}

no vtr rule {cvlan {VID | range LOWER _VID} | all}

MapameTpbl
cvlan YkaxuTe, 4Tobbl 3afaTtb 3HadyeHne ngeHtudgukatopa C-VLAN.
Ykaxute 3HadeHue uaeHtudpukatopa C-VLAN. [Jonyctumbin
C-vID
ananasoH: ot 1 go 4094.
YkaxuTe, YyTOObI 3agartb JmnanasoH 3Ha4YeHun
range

noeHtndpmkatopos C-VLAN.

lower LOWER_VID

YKaxute HwKHee 3HayeHMe AumanasoHa WAeHTUdMKaToOpoB
C-VLAN. Jlonyctumbin gmanasoH: oT 1 go 4094.

upper UPPER _VID

YKaxuTe BepxHee 3HadeHwe amanasoHa uaeHTumukaTopos
C-VLAN. fonyctnmbin agnanasoH: ot 1 go 4094.

svlan YkaxuTe, 4Tobbl 3agaTtb 3HavyeHne ngeHtudumkatopa S-VLAN.
S-VID Ykaxute 3HadeHue uaeHTudukatopa S-VLAN. [Jonyctumbin
ananasoH: ot 1 go 4094.
.. YKkaxute 3HadeHne npuoputeta BHewHero Tera VLAN.
priority PRIO y Pviop
Honyctnmein gnanasoH: ot 0 o 7.
action YkaxuTe, 4ToObl BbIbpaTh AENCTBME AN BXOAALEro nakeTa.
add YkaxuTte, 4tobbl BO Bxoadwmin naket nepeg terom C-VLAN
pobaensancs ter S-VLAN.
Ykaxunte, 4toObl BO Bxoasulem nakete ter C-VLAN 3ameHsincs
replace Ha Ter S-VLAN. [laHHOe 3HayeHne HEBO3MOXHO YyKasaTb Mpwu
BBOAE AnanasoHa 3HavyeHun ngeHtudgpukatopos C-VLAN.
Ykaxute 3HayeHue noeHTudukaTopa VLAN npu
VID ncnonb3oBaHnn opmbl no. [onycTuMbIN AnanasoH: oT 1 go

4094.
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YKaxute HwKHee 3HayeHMe amanasoHa WAeHTUdMKaTopoB
C-VLAN npu wncnonb3oBaHun ¢QopMbl no nNpu  yoaneHuu
npasuna, coaepxatiero AnanasoH 3Ha4YeHun
noeHtudgpukaropos C-VLAN.

range LOWER_VID

Ykaxnte npn ncnomnb3oBaHUN (*)OprI no Ona yganeHuna Bcex

all
npaBui COOTBETCTBUA I/I,D,eHTVI(bI/IKaTOpOB.

Mo ymonyaHuro
Mo ymonyaHuilO He C€o030aHO HW ogHoro npasuna Aana Hactpoukn dyHkumm VLEAN
Translation.

Pexum BBOAa KoMaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
Ana ncnonb3oBaHMS AaHHOW KOMaHAbl HEOOXOAMMO MEeperTn B PexXmMM KoHUrypauum
nopta unu guanasoHa noptos (interface).

®yHkumna VLAN Translation nossonsieT 3agatb npasBuna COOTBETCTBUS MOEHTUAMKATOPOB
C-VLAN (Customer VLAN) mngeHtudukatopam S-VLAN (Service Provider VLAN) ans
nopTta unu gnanasoHa NopToB KOMMYyTaTopa.

Ana koppektHon pabotbl pyHkumm VLAN Translation dyHkuua Q-in-Q gomkHa ObiTb
BKItodeHa rnobanbHo (4118 BCero yCTpomucTaa).

Utobbl aktmBupoBaTb npasuno yHkumm VLAN Translation gna ykasaHHoro nopra,
Heobxoanmo nopty npucBouTb ponb UNI. [Ona atoro wucnonb3ynte KomaHgy vir
port-mode.

Mpumep

B OaHHOM TpuMepe NnoKa3aHO, KaK co3aaTtb npaBuiio COOTBETCTBUA I/ILI,eHTM(bI/IKaTOpa
C-VLAN co 3HaveHvem 523 wngentudpukatopy S-VLAN co 3HadeHvem 699 Ha nopte
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# vir rule cvlan 523 svlan 699 priority 7 action add

vir rule cvlan 523 svlan 699 priority 7 action add

DGS-1250(config-if }#
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B cregywouwem npumepe nokasaHo, Kak co3faTb MpaBurO COOTBETCTBUS AuanasoHa
noeHtndukartopos C-VLAN € HWKHMM 3Ha4YeHMeM amanasoHa 200 n BEPXHUM 3HaYEeHUEM
ananasoHa 300 naeHtTudpukatopy S-VLAN co 3HaveHnem 400 Ha nopTe Ethernet 1/0/5.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-ifj# vtr rule cvlan range lower 200 upper 300 svlan 400 priority 7 action add

vir rule cvlan range lower 200 upper 300 svlan 400 priority 7 action add
DGS-1250(config-if }#

B cnegyiowem npumepe nokasaHo, Kak yganutb  MNpaBWNO  COOTBETCTBMS
NOEeHTUUKATOPOB, €Cnu MNpuU CO34aHUM COOTBETCTBYHOLLEro npaBuna 6bin  ykasaH

AnanasoH 3HavyeHun ngeHtmudgukatopos C-VLAN.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-ifj# no vtr rule cvlan range 200
no vtr rule cvlan range 200

DGS-1250(config-if y#
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18.8 show interfaces vtr

[aHHas komaHAa ncnonb3yeTca Ans oTobpaXeHust TEKYLMX HacTpoek pyHKkumn Q-in-Q.

show interfaces [ethernet IFACELIST [, | -]] vtr [rule]

MapameTpbl

(OnuunoHanbHO) YKkaxute HOMep nopTa UM guana3oH NopToB
ethernet IFACELIST Ethernet, ona koTopbix HeobxoaumMo oTOOpasnTb HaCTPOWNKM
dyHKuun Q-in-Q.

(OnunoHanbHO)  Heckonbko  NOPTOB  MNM  OTAENEHUE
avanasoHa noptoB OT npegbiaywero. Vcnonb3oBaHue
npoGena Ao 1 nocne 3anaTon HeaonyCcTUMO.

(OnuunoHanbHo) [nana3oH noptoB. Mcnonb3oBaHue npobena
A0 1 nocre gedgwvca HegonycTumo.

(OnuunoHanbHO) Ykaxute, 4Tobbl 0TOGPa3nTbL TONbKO NpasBunia

rule dyHkumm VLAN Translation.

Mo ymonyaHuto
Her.

Pexxnm BBoAga kKomaHAbI
[Monb3oBaTenbCcknin unu npmeunernposaHHbin pexxum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONYaHUIO
YpoBeHb 1.

Ucnonb3oBaHue KomaHAbI
[aHHaa komaHga ncnosnbadyeTcs Ana OTOOpaXeHUs TeKyLwmx HacTpoek pyHKumn Q-in-Q n
VLAN Translation.

Ecnn napameTp He ykasaH, 6yget otobpaxaTbes MHopMaLuus Ans BceX MHTepdencos.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl KomaHab! Q-in-Q (Double VLAN/802.1Q
PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) Tunneling)

Mpumep
B naHHOM npumepe nokasaHo, Kak oTobpasnTb TekyLme HacTponkn pyHkuum Q-in-Q ans
nopta Ethernet 1/0/5.

DGS-1250# show interfaces ethernet 1/0/5 vir

show interfaces ethernet 1/0/5 vtr
Interface : Port Mode : Inner TPID : Outer TPID : MissDrop : Add inner tag

+ + + + +

Eth1/0/5 : NNI :0x8100 :0x8100 : Disabled : VID 1200, Priority 7

Total Entries : 1

DGS-1250#

B cneayowem npumepe nokasaHo, kak otobpasuTb npasuna dyHkuun VLAN Translation
Ans auanasoHa noptoB Ethernet 1/0/5-1/0/10.

DGS-1250# show interfaces ethernet 1/0/5-1/0/10 vtr rule

show interfaces ethernet 1/0/5-1/0/10 vtr rule

Interface : C-VLAN ID : S-VLAN ID : Priority : Action : Status

+ + + + +

Eth1/0/5 : 523 1699 17 :Add : Disabled
Eth1/0/6 : 100-200 :50 :5 :Add : Disabled

Total Entries : 2

DGS-1250#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanap! Q-in-Q (Double VLAN/802.1Q

PyKoBOZICTBO MO UCMOMb30BaHMIO UHTEpenca KomaHaHou cTpoku (CLI) Tunneling)

18.9 show qing
[aHHas KomaHAa Mcnonb3yeTca Ans oTobpaxeHusa cocTosiHMA PyHKUMM Q-in-Q.
show qinq

MapameTpbl
Her.

Mo ymonuyaxuio
Her.

Pexxum BBoga komaHAbI
Monb3oBaTenbcknn Unu npusmunernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAbI
[aHHaa KomaHga wucnonb3yeTcsa And  oTobpaXeHus CcoCToAHUA  (yHKumM  Q-in-Q
(BKNIOYEHO/BBLIKIIOYEHO).

Mpumep
B naHHOM npumepe nokasaHo, kak 0Tobpa3uTb cocTosiHne pyHkumm Q-in-Q.

DGS-1250# show qing
show qinq
Switch 1:
Global QinQ State : Enabled

Total Entries : 1

DGS-1250#

Ctpannua 207 ns3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Quality of Service (QoS)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19. KOMAHObI QUALITY OF SERVICE (QOS)
19.1 rate-limit (global)

[laHHasa komaHga ncnonb3dyeTca And HaCTpOIZKVI WCKNIOYEHMN N BXOOALWMX NaKeToB, K
KOTOPbIM HE 6y,EI,yT NMPUMEHATbLCA OorpaHn4yeHunsa rno CKOpPoCTH. I'Ipm MCMNoJfib3oBaHNN (*)OprI
Nno KOMaHOa BepHET HaCTpOIZKM no yMOIT4aHuio.

rate-limit input protocol-bypass {arp-request | bpdu | igmp | rma}

no rate-limit input protocol-bypass {arp-request | bpdu | igmp | rma}

MapameTpbl

input YKkaxute, 4TobObl 3a4aTb UCKITIOYEHUS AN BXOAALLUX NaKeToB.

YkaxuTe, 4ToObl 3a4aTb TUMN NAKETOB, K KOTOPbIM HEOOX0AMMO

protocol-bypass
NPUMEHUTb UCKITHOYEHUS.

YkaxuTte, 4TOObl HE OrpaHuymMBaTb CKOPOCTb BXOASLLMX
arp-request ARP-3anpocoB u NS-coobueHnn (Neighbor Solicitation,
3anpoc cocega).

YKaxuTe, 4ToObl HE OrpaHn4MBaTb CKOPOCTb BXxoasLwmx BPDU-

bpdu

P NakeToB.

iam YKkaxuTe, 4Tobbl HE OrpaHNYMBaThL CKOPOCTb Bxoasawmx IGMP-
gmp NakeToB.

rma YKkaxuTte, 4TOObl HE OrpaHuMYMBaTb CKOPOCTb BXOOSALLMX

RMA-nakeToB.

Mo ymonyaHuro

Mo ymonuanmio ARP-3anpocbkl, NS-coobwennas n RMA-nakeTbl nponyckarTcss 4vepes
MHTEPENC CO CKOPOCTbIO, yKa3aHHOM ANns ero Bxogswero Tpaduka. CkopocTb And
Bxoasawmx BPDU- n IGMP-nakeToB He orpaHu4eHa.

Pexum BBOoAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI

[aHHaa KomaHga mcnonb3yeTcs Ons HACTPOWKU UCKITIOYMEeHUN ONS BXOAALWMX NakeToB, K
KOTOpbIM He OyayT NPUMEHATbCS OrpaHUYeHUst MO CKOPOCTW, 3afaHHble KOMaHOOoM
rate-limit B pexxume KoHpurypaumm nHtepcencos.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komanab! Quality of Service (QoS)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B paHHOM npumepe nokasaHo, kak uckniountb ARP-3anpocbl n NS-coobuweHus wus
CKOPOCTHbIX OrpaHn4eHunn.

DGS-1250# configure terminal

DGS-1250(config)# rate-limit input protocol-bypass arp-request

rate-limit input protocol-bypass arp-request

DGS-1250(config)#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Quality of Service (QoS)

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.2 rate-limit (interface)

[aHHas komMaHOa ucnonb3yeTcs ANA OrpaHUyYeHus CKOpPOCTU Tpadhmka Ans ykasaHHOro
nHTepdenca. [lpun wucnonb3oBaHUM OPMbI NO KOMaHAA BepHET HaCTPOMKM Mo
YMOM4YaHuio.

rate-limit {input {percent PERCENTRATE | rate KBPSRATE} | output {percent
PERCENTRATE | rate KBPSRATE}}

no rate-limit [input | output]

MapameTpbl
input YKaxuTe, 4ToObl OrpaHNYnTb CKOPOCTb BXOASLLEro Tpadmka.
output YKaxuTe, 4ToObl OrpaHNYnTb CKOPOCTb UCXOASLLEro TpadmKa.
percent Ykaxnte, 4Tobbl OrpaHMYnTb CKOPOCTb B MPOLIEHTAX.
3agante  MakcumarnbHOE 3HayYeHWe CKOpoCTU  Tpaduka.
PERCENTRATE A . ¢ P pac
[ocTtynHbin ananasoH 3HadeHun: ot 1 go 100.
rate YKaxuTe, 4ToObl OrpaHMYnTbL CKOPOCTb B KunobuTax.

3agjanTe MakcumaribHoe 3HaydeHue CKOpoCTuM  Tpaduka.
KBPSRATE JocTynHbln guana3oH 3HadeHun: oTr 64 go 1000000 gnga
noptoB 1000Base-T n go 10000000 gna noptoB 10GBase-X.

Mo ymonuyaHuio
Mo YMOJ4aHUo orpaHn4eHmne CKOpoCTn OTKITHOYEHO.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KOMaHAbI
[Ana ncnonb3oBaHWs JaHHOWM KOMaHAbl HEOOXOAMMO MEpPenTU B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Ecnn nopTel, Bxogdwme B AuanasoH WM NOMMYECKUN UHTepdEeunc, UMEKT pasHyto
MaKkCUMarbHYyt CKOPOCTb, HEOBXOAMMO 3a4aTb OrpaHUYEHNe B NPOLEHTaXx.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komanab! Quality of Service (QoS)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B paHHOM npumepe nokasaHo, KakK YCTaHOBUTb OrpaHU4YeHUe CKOPOCTM BXOASALLErO
Tpaduka, paBHoe 80%, onsa nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# rate-limit input percent 80

rate-limit input percent 80

DGS-1250(config-if y#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Quality of Service (QoS)

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.3 qos default-priority

[aHHas komMaHga wucnonb3yeTcs AN HacTpPoWKkM 3HaveHuin CoS no ymonyaHuio Ans
BXOOSALMX HETEMMPOBAHHbLIX MAKETOB AN yKa3aHHOro nHrtepdenca. MNMpu ncnonb3oBaHum
dopMbI hO KOMaHAa BEPHET 3HAYEHUE MO YMOSTHAHUIO.

qos default-priority {outer | inner} system-priority PR/O

no qos default-priority {outer | inner} system-priority

MapameTpbl

outer Ykaxute, 4toObl 3apatb 3HadeHne CoOS p[ans BHELUHEero
3arosfioBka HETErMPOBAHHOMO NakeTa.

system-priority Ykaxute, 4ToObl 3a4aTb cuctemHoe 3HadeHune CoS.

PRIO 3agante 3HayeHue CoS. [oCTynHbI Ananas3oH 3HAYEeHWUn: OT
Opo”7.

inner Ykaxnte, 4tobbl 3agaTtb 3HayeHne CoOS [nsi BHYTPEHHEro

3aroJjioBKka HETErmMpoBaHHOIo nakeTa.

Mo ymonuyanuto
Mo ymonyaHuio 3HavyeHne CoS ans BHYTPEHHEro 3arofioBka HETErMpoBaHHOrO MakeTta
paBHo 0, 3Ha4yeHne CoS onsa BHELLHEro 3arofioBka HeTermpoBaHHoro naketa — 0.

Pexxum BBoga komaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHWs OaHHOW KOMaHObl HEOOXOAMMO MEeperTV B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Mpumep

B maHHOM npumepe nokasaHo, Kak 3agatb 3HadeHne CoS 5 ans BHyTpPEHHEro 3arorioBka
HeTermpoBaHHOro naketa ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# qos default-priority inner system-priority 5

gos default-priority inner system-priority 5

DGS-1250(config-if y#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Quality of Service (QoS)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.4 qos dot1p-remarking (global)

,D,aHHaFI KOMaHAa UCNoJib3yeTcd AllAd co34aHuAa npasuilt 3aMeHbl NCXOAHbIX 3HayeHun CoS
Ona ncxoadwero Tpacbl/n(a. I'Ip|/| MCMNosib3oBaHNN (*)OprI Nno KOMaHAda BepHET 3Ha4yeHune rno
YMOJI4aHUIO.

qgos dot1p-remarking {inner OLD VALUE NEW_INNER_VALUE | outer
OLD_VALUE NEW_OUTER_VALUE}

no qos dot1p-remarking {inner | outer}

MapameTpbl
inner Ykaxute, 4tobbl 3amMeHuUTb ucxogHoe 3HadeHne CoS ans
BHYTPEHHErO 3arofioBka UCXOASLEro nakera.
3apante ucxogHoe 3HadeHme CoS. [locTynHbI AuanasoH
OLD VALUE A A focty A

3Ha4yeHun: ot 0 go 7.

3agante HoBoe 3HayeHMe COS ansa BHYTPEHHEro 3arofioBka
NEW _INNER_VALUE ncxogswiero naketa. [octynHbel gnanasoH 3HadveHun: ot 0 go
7.

Ykaxute, 4tobbl 3amMeHUTb ucxogHoe 3HadeHne CoS ansa
BHELLHEro 3arofioBka UCXOOsLLLEero nakera.

outer

3agante HoBoe 3HadyeHne COS Ans BHELWHEro 3arorioBka
NEW OUTER_VALUE ncxogsduwero naketa. [JocTynHbl AnanasoH 3HadeHunn: ot 0 go
7.

Mo ymonyaHuro
Mo yMoOrn4yaHuno ncxogHoe 3HadeHune CoS Ond BHELWHEero U BHYTPEHHEero 3arofioBka He

MeHAEeTCA.

Pexum BBOoAa KoMmaHAbI
Pexum rmobansHon koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAabl
[aHHas komaH4a MCnonb3yeTcsa ANs co3gaHus NpaBuil 3aMeHbl UCXOAHbIX 3HadYeHun CoS
Anga ucxogsuwiero Tpaduka.

UToObl paspelwnTb UCNONb30BaHME MpaBuil 3aMeHbl A4S nopTa, AnanasoHa nopToB Unu
noruyeckoro uHTepdenca, ucnonb3ymnte komaHgy qgos dotl1p-remarking B pexume
KOHQoMrypaumm nHTepgencos.
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komanab! Quality of Service (QoS)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B oaHHOM npumMepe nokasaHo, Kak co3gaTb npaBuiio 3aMeHbl MCXoaHoro 3HadeHus CoS 0
Ha HoBoe 3HayeHne CoS 2 Ana BHyTPEHHEro 3aroroBkKa.

DGS-1250# configure terminal

DGS-1250(config)# qos dot1p-remarking inner 0 2

gos dot1p-remarking inner 0 2

DGS-1250(config)#
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DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Quality of Service (QoS)

PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.5 qos dot1p-remarking (interface)

,D,aHHaFl KOMaHAa UCNoJib3yeTCd ANnA akKTuBaunn npasuit 3aMmeHbl NICXOAHbIX 3HayeHun CoS
ana  ykasaHHoro MHTepcbeVlca. I'IpM MCMNoJfib30BaHNN CbOprI no KOMaHAda BEepHET
HaCTpOVIKM Nno YMOJ4YaHuio.

gos dot1p-remarking {inner | outer}

no qos dot1p-remarking {inner | outer}

MapameTpbl

inner YKkaxuTe, YToObl paspeLlunTb UCMonb3oBaHNE NpaBuil 3aMeHbl
NCXOAHbIX 3Ha4YeHnn CoS ans BHYTPEHHEro 3arofioBkKa.

outer YKaxuTe, YToObl paspeLlunTb UCMonb3oBaHNe NpaBui 3aMeHbl

ncxogHbiX 3HadeHun CoS ans BHELLHEro 3arosioBka.

Mo ymonuyaxuto
Mo yMONM4aHnMo BOSMOXXHOCTb 3aMeHbl MCXOOHbIX 3Ha4yeHun CoS oTknoyeHa.

Pexxum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGUrypauuu
nopra, AnanasoHa noptoB unu port-channel (interface).

UToObl co3aaTh HOBblE MpaBuia 3amMeHbl UCXOAHbIX 3HaYyeHun CoS ansa BHYTPEHHEro nnu
BHELWHero 3arorioBka, wucnonb3ymte komaHgy qos dotip-remarking B pexume
rnobanbHOM KoHdUrypauum.

Mpumep

B OaHHOM MNpumMepe MNMokKasaHo, Kak akKTUBUPOBATb MpaBuJ10 3aMeHbl NCXOOHbIX 3Ha4YeHnn
CoS ansa BHyTpeHHero 3aronioBka ansa nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# qos dot1p-remarking inner

gos dot1p-remarking inner

DGS-1250(config-if #
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.6 qos dot1p-remarking outer source

,D,aHHaFI KOMaHAda WnCnornb3yeTcAa AId paspelleHnda KonmpoBaHMA 3HaYeHUA CoS wus
BHYTPEHHETO 3arofioBka BO BHELLUHWIW ONga ucxogsuwiero Tpa(*)VIKa.

qos dot1p-remarking outer source {inner-priority | outer-priority}

MapameTpbl

YKaxuTe, 4ToObl paspelunTb KonupoBaHue 3HadveHns CoS un3

inner-priorit .
P y BHYTPEHHEro 3arofioBka BO BHELLHUNA.

YkaxuTte, 4Tobbl 3anpetnTb KonupoBaHue 3HadveHusi CoS u3

outer-priorit .
P y BHYTPEHHErO 3arofioBka BO BHELLHUN.

Mo ymonuyaxuto
Mo ymonyaHuio konupoBaHue 3HadeHusi CoS mn3 BHYTPEHHEero 3arofioBka BO BHELLHWM
3anpeLueHo.

Pexxum BBOoAa KomaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KomaHAbI
HaHHas komaHga 6yget ygobHa npy ncnonb3oBaHum TexHonormm QinQ, koraa ncxoasawmmn
nakeT nosfy4aeT OONONMHUTENbHbIA 3arofoBOK.

Mpumep

B OJaHHOM rnpumMepe TMoKa3aHO, KaK pa3pelnTb KonumpoBaHME 3Ha4YeHuA CoS wus
BHYTPEHHEro 3arofioBka BO BHELLHUNA.

DGS-1250# configure terminal

DGS-1250(config)# gos dot1p-remarking outer source inner-priority

gos dot1p-remarking outer source inner-priority

DGS-1250(config)#
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.7 qos dscp-remarking (global)

[aHHas kKomaHga ucnonb3dyeTrcs Ansa Co3daHus npaBusl 3aMeHbl UCXOLHbIX 3HaYeHUK
DSCP ana wmcxopgsawero Ttpaduka. lNMpyn mcnonb3oBaHMM OpMbl NO KOMaHAa yganut
paHee co3faHHble npasuna.

qos dscp-remarking OLD VALUE [, | -] NEW_VALUE
no qos dscp-remarking {NEW_VALUE | all}

MapameTpbl

3agante mncxogHoe 3HadeHne DSCP. [JocTynHbIM guanasoH

OLD_VALUE 3HayeHuii: ot 0 oo 63.

(OnumoHanbHo) Heckonbko 3HadeHun DSCP wvnn otgenexHue
, OvanasoHa 3HadeHurM OT npeablgywero. MWcnonb3oBaHue
npobena 4o 1 nocne 3ansiTon Hea4oMnyCTUMO.

(OnuunoHanbHo) OnanasoH 3HayeHur DSCP. Mcnonb3oBaHue
npobena go v nocne gedguca HeJonycTUMO.

3apgante HoBoe 3HadeHne DSCP. [ocTynHbin AnanasoH

NEW_VALUE 3HayeHwuii: ot 0 go 63.

YKaxute npu ncrnonb3oBaHMn opmbl NO ANS yaaneHus Bcex
npasun.

all

Mo ymonyaHuto
Mo yMOsrn4yaHmio He co3aHO HM O4HOro rnpaswuna.

Pexxum BBoga komaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI
[aHHasi KomaHOa WCnonb3yeTcs ANs CO34aHusA MpaBui 3aMeHbl UCXOAHbLIX 3HaYeHWN
DSCP gns ncxogsawero tTpaduka.

UTo6bl paspewmnTb UCNONb30BaHWE NpaBui 3aMeHbl ANs nopTta, AuanasoHa NopToB UK
nornyeckoro wHTepdenca, ucnonb3ynte komaHay qos dscp-remarking B pexume
KOH(pUrypaumm nHtepgencos.
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B oaHHOM npumepe nokasaHo, Kak co3gaTb NpaBunio 3aMeHbl UcxogHoro 3HadveHus DSCP
5 Ha HoBoe 3Ha4veHne DSCP 10.

DGS-1250# configure terminal

DGS-1250(config)# qos dscp-remarking 5 10

gos dscp-remarking 5 10

DGS-1250(config)#
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PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

19.8 qos dscp-remarking (interface)

[laHHas koMaHga Mcrnonb3yeTcsl AN akTUBauuM NpaBuna 3amMeHbl UCXOOHbIX 3HAYeHWi
DSCP ans ykasaHHoro uHtepdeiica. Mpu ncnonb3oBaHnM opmbl NO KOMAHAa OTKIOYUT
npasuno.

qos dscp-remarking

no qos dscp-remarking

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymOn4yaHuio BO3MOXHOCTb 3aMeHbl UCXOAHbIX 3HavyeHun DSCP oTkntoveHa.

Pexxum BBoga kKomaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWS OaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PeXMM KOHurypauum
nopTa unu gvanasoHa noptos (interface).

[aHHas koMaHga uvcronb3yeTcs AN akTMBauMu NpaBuria 3amMeHbl MCXOAHbLIX 3HAYeHWN
DSCP, cosgaHHoro komaHgon qos dscp-remarking B pexume rnobanbHon
KOHoMrypaumm.

Mpumep

B OaHHOM npuMepe NOoKal3aHO, KakK akKTUBMUpOBaTb MpaBuiio 3aMeHbl NCXOOHbIX 3Ha4YeHun
DSCP gnsa nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# qos dscp-remarking

qos dscp-remarking

DGS-1250(config-if }#
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19.9 qos internal-priority

[aHHas KomaHaa

ncnone3dyetca Ond WUSMEeHEeHUA 3Ha4YeHud CoS wnu rpynnbl

KrnaccugukatopoB OnA  ykasaHHOro wuHTepdpenca. [llpu wucnonb3oBaHun opmbl ho
KOMaHaa BepHET HAaCTPOWKN NO YMOSNYaHUIO.

gos internal-priority {port-priority PRI/O | group GROUP_ID}

no qos internal-priority {port-priority | group}

MapameTpbl
o Ykaxute, 4tobbl npuBasatb 3HadyeHMe COS K ykaszaHHOMY
port-priority .
NHTepdency.
3agante 3HayeHue CoS. [loCTynHbIN Ananas3oH 3HaAYEeHWn: OT
PRIO
Opo7.
rou YkaxuTe, 4YTOObI Ha3Ha4YUTb nHTEepdency rpynny
group KriaccmngukaTopos.
GROUP_ID 3agante Homep rpynnbl  KnaccugukatopoB. [OCTYynHbIN

ananasoH 3HadeHun: ot 1 no 4.

Mo ymonyaHuto

Mo ymonyaHuio Ans nopra unm normdeckoro mHtepdgernca kommyrtatopa 3HadeHne CoS
paBHO 0, NOPT MM NOrMYecKUn MHTepdenc KoMmmMyTaTopa OTHOCATCA K MepBOW rpynne

KriaccnukaTopos.

Pexum BBOAa KoMmaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

ypOBeHb KOMaHAbl MO YMOJNTYaHUIO

YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHWs SaHHOW KOMaHObl HEOOXOAMMO MEperTV B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Mpumep

B maHHOM npumepe nokasaHo, Kak npmes3aTtb 3HavyeHne CoS 7 k nopty Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# qos internal-priority port-priority 7

gos internal-priority port-priority 7

DGS-1250(config-if }#
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B cnegytouwem npumepe nokasaHo, Kak Ha3HauYnTb normdyeckomy nHtepdpency port-channel
2 rpynny knaccudgukaTopos 4.

DGS-1250# configure terminal

DGS-1250(config)# interface port-channel 2

DGS-1250(config-port-channel)# qos internal-priority group 4

gos internal-priority group 4

DGS-1250(config-port-channel )#
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19.10 qos priority-color

,D,aHHaFI KOMaHOa WCnosb3yeTcAa naOnd HaCTpOIZKVI npuopuTeTa Tpacbvn(a C MoMouwbko
LLBETOBOM MapKNPOBKN. I'Ipm MCrNonb3oBaHNn (*)OprI Nno KOMaHA4a BEepHEeT 3Ha4deHue no

YMOJI4aHUIO.

qos priority-color {dscp {green | yellow | red} DSCP_LIST [, | -] | inner {green |
yellow | red} COS _LIST [, | -] | outer {green | yellow | red} COS LIST [, | -]}

no qos priority-color {dscp | inner | outer}

MapameTpbl
dsc Ykaxute, 4tobbl 3agatb 3HadyeHme DSCP pansa usetoBoun
P MapKMpPOBKN TpadoumkKa.
reen YKkaxuTte, 4Tobbl MNpMBA3aTb 3€rneHblid LBET MapKUPOBKU K
9 COOTBETCTBYHOLLEMY 3HAYEHMIO.
ellow YKkaxuTte, 4TOObl NpuBA3aTbh KENTbil LBET MAapKUPOBKU K
y COOTBETCTBYHOLLEMY 3HAYEHUIO.
red YKkaxuTte, 4ToObl MpMBA3aTb KPaCHbIM LBET MapPKUPOBKM K
COOTBETCTBYHOLLEMY 3HAYEHMIO.
3apante 3HadeHne DSCP. [locTynHbIN AMana3oH 3HaYeHUn: ot
DSCP _LIST
- 0 go 63.
(OnumoHanbHo) Heckonbko 3HadeHnn DSCP unu otoeneHve
, AnanasoHa 3HadeHu OT npeablaywero. KMcnonb3oBaHue
npobena 4o v nocne 3anaTon HeAOMYCTUMO.
(OnumoHaneHo) [OuanasoH 3HadveHun DSCP. Mcnonb3oBaHue
npobena 4o v nocne geduca HeagonycTMmo.
inner YkaxuTte, 4toObl 3agaTb 3HadeHne COS aAns BHYTPEHHEro
3arorioBka ans LBETOBOM MapKNPOBKKN Tpaduka.
3agante 3HayeHne CoS. [JoCcTynHbIN AnanasoH 3HAYEHWUn: OT
COS _LIST
Opo7.
(OnuunoHanbHO) Heckonbko 3HayeHur COS wnu otaenexHue
, AnanasoHa 3HadyeHun CoS oT npegblaywero. Vicnonb3oBaHue
npobena [o v nocne 3ansaTon HeAOMYCTUMO.
(OnumoHanbHo) [OuanasoH 3HadyeHun CoS. Vicnonb3oBaHue
npobena go v nocne geguca HegoONyCcTUMO.
outer Ykaxute, 4tobbl 3apatb 3HadeHne CoOS [Onsa BHELIHero

3aronoska Ansi UBETOBOW MapKUPOBKM Tpadoumka.
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Mo ymonyaHuro

3HayeHune CoS gnsa 3HavyeHue CoS ansa

Liset 3Ha4yeHue DSCP BHYTpPEeHHero BHeLUHero
3arosioBka 3arosioBka

3eneHbln 0-63 0-7 0-7

Kentbin - - -

KpacHbin - - -

Pexum BBOAa KoMaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI
[aHHas KomMaHda wucnonb3yeTcs A HacTPOWKM npuopuTeTa Tpaduka C MNOMOLLbHO
LBETOBON MapKUPOBKMU.

Mpumep

B naHHOM npuMepe nokasaHo, Kak MapkMpoBaTb XenTbiM LUBeTOM 3HayeHuss DSCP 24-31.
DGS-1250# configure terminal

DGS-1250(config)# qos priority-color dscp yellow 24-31

qos priority-color dscp yellow 24-31

DGS-1250(config)#
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19.11 qos priority-queue

[aHHaa komaHOa ucnonb3yeTcs ANd Has3HayYeHus onpefeneHHOW oyepean BXOOSLWMM
nakeram Ha ocHoBe 3HadeHusi CoS, npmeaskn 3HavyeHns DSCP k 3HaveHuto CoS, a Takke

AN HacTPOWKK

nopsiaka  WUCMoONnb3oBaHMA  KnaccudukatopoB  Tpadwuka. [pu

Mcnonb3oBaHMM hopMbl NO KOMaHAa BEPHET 3HAYEHWNE MO YMOMNYaHUIO.

qos priority-queue {cos-map QUEUE _ID COS _LIST[, | -] | dscp-cos COS_NUM
DSCP_LIST [, | -] | groups GROUP_ID {dscp | inner-tag | outer-tag | port-priority |
mac-vlan | protocol-vlan | acl} COS_NUM}

no qos priority-queue {cos-map | dscp-cos | groups {GROUP_ID | all}}

MapameTpbl

cos-map

Ykaxute, 4T0oObl Ha3Ha4MTb  OMpederieHHy  ovepedb
BXOASALWMM NakeTam Ha ocHoBe 3Ha4yeHusi CoS.

QUEUE_ID

3agante ovepenpb. [JOoCTynHbIM AnanasoH 3HavyeHui: ot 0 oo 7.

COS_LIST

3agante 3HadyeHue CoS. [JoCcTynHbIN AnanasoH 3HAYEHWUn: OT
Opo7.

(OnuunoHanbHO) Heckonbko 3HayeHur COS wnu otaenexHue
AnanasoHa 3Ha4veHun CoS ot npegpigywero. Micnone3oBaHve
npobena [o v nocne 3ansaTon HeAOMYCTUMO.

(OnumoHanbHo) [OuanasoH 3HadyeHun CoS. Vicnonb3oBaHue
npobena Ao n nocne gedvca He[onycTUMO.

dscp-cos

Ykaxute, 4tobbl NpuBasaTb 3Ha4eHne DSCP k 3HaueHuto CoS.

COS_NUM

3agante 3HadyeHue CoS. [JocTynHbIM AnanasoH 3HaYEeHWn: OT
0 po 12.

DSCP_LIST

3agante 3HadyeHme DSCP. [JocTynHbIi AvanasoH 3HaYeHWUi:
ot 0 no 63.

(OnuunoHanbHo) Heckonbko 3HaveHun DSCP unu otgenexue
AnanasoHa 3HayeHu OT npeabigywero. Kcnonb3oBaHve
npobena 4o 1 nocne 3ansTon Hea4oMnyCTUMO.

(OnumoHaneHo) OuanasoH 3HayveHun DSCP. Mcnonb3oBaHue
npobena Ao n nocne gedvca He[oNycTUMO.

groups

Ykaxute, 4TobObl Ha3HauMTb OMNpPedEeneHHbIn NpuopuTeT
KnaccugukaTopy BHYTPW rpynnbl .

GROUP_ID

Ykaxute rpynny. JoCTynHbIn AnanasoH 3HavyeHuin: oT 1 o 4.
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Ykaxute, 4ToObl Ha3Ha4MTb OMNpedeneHHbIn  NpuopuTeT

dsc
P KnaccudgukaTopy Ha ocHoBe 3Ha4veHust DSCP.
YKkaxute, 4TOObl Ha3Ha4UTb OMNpPEeAEneHHbIn  NPUOPUTET
inner-tag KnaccudgukaTopy Ha ocHoBe 3HadyeHust CoS Onga BHYTPEHHero
3aronoska.
YKkaxuTte, 4TOObl Ha3HauMTb OnpedeneHHbIn  NpUuopuTeT
outer-tag KnaccudgukaTopy Ha ocHoBe 3HayveHuss CoS ans BHeLWHero
3aronoeka.
ort-briorit YKkaxuTte, 4TOObl Ha3HauMTb OnpedeneHHbIn  NpuopuTeT
portp y KnaccudgukaTopy Ha OCHOBE HoMepa nopra.
YKkaxute, 4TOObl Ha3Ha4UTb OMNpederneHHbIn  NPUopUTET
mac-vian

KnaccudoukaTtopy Ha ocHoBe pyHkumm MAC-based VLAN.

protocol-vlan

YKkaxute, 4TOObl Ha3Ha4UTb OMNpederneHHbIn  NPUopUTET
KnaccudgukaTopy Ha ocHoBe (pyHKuum Protocol-based VLAN.

acl

Ykaxute, 4ToObl Ha3HauMTb OMNpedeneHHbIn  NpuopuTeT
KnaccudukaTopy Ha OCHOBE Cnucka AoCTyna.

all

Mpn ncnonb3oBaHuu ¢ GOPMON NO KOMaHAa BEPHET 3HaYeHune
No YMOSYaHU1Io A51s BCeX rpynn KnaccugukaTopos.

Mo ymonyaHuro

CootBetcTBME 3Ha4YeHUn CoS u ouyepeamn

3Ha4yeHue CoS Ouepeab
0 2
1 0
2 1
3 3
4 4
5 5
6 6
7 7
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CooTtBeTcTBMe 3HayeHun DSCP un CoS

3HayeHue CoS 3HayeHue DSCP
0 0-7

1 8-15

2 16-23

3 24-31

4 32-39

5 40-47

6 48-55

7 56-63

MpuopuTteTbl KNaccudunkaTopos

pynna knaccudgukaTopon 1 2 3 4
Knaccudwmkatop Ha ocHoBe cnucka goctyna (ACL) 5 5 5 5
K DSCP

naccudukaTop Ha ocHoBe 3HavyeHus DSC 5 5 5 5
Knaccudumkatop Ha ocHoBe 3Ha4vyeHust CoS ans 5 5 5 5
BHYTPEHHEro 3arofioBka
Knaccudukatop Ha ocHoBe (pyHKkuum MAC-based

3 3 3 3

VLAN
Knaccudwmkatop Ha ocHoBe 3Ha4vyeHust CoS ans 7 7 7 7
BHELLUHEro 3arofioBka
Knaccudgumkatop Ha oOCHOBe HOMepa nopTa 4 4 4 4
Knaccudumkatop Ha ocHoBe (hyHKuumn Protocol- 3 3 3 3
based VLAN

Pexum BBOoAa KomaHAbI
Pexxvm rmobanbHon koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ctpanunua 226 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Quality of Service (QoS)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Ucnonb3oBaHue KomaHAbI
Knaccudumkartopbl Tpadmka o6beamHeHbl B rpynnbi.

[ns npuopnTeToB KNnaccmnumnkaTtopoB AONYCTUMbI 3Ha4YeHNa B ananasoHe ot 0 go 8 nnun 12
(3aBmMcUT OoT Mogenn kommyTtaTtopa) . Yem Gonblue 3HayYeHWe AaHHOro napameTpa, Tem
Bbille NpUOpUTET Kraccudukatopa. Ecnu kakon-nnbo knaccudumkatop HEBO3MOXHO
NPUMEHNTb, WUCNONb3YEeTCs CreaylwWmnin TUMN KnaccudukaTtopa COMMacHO 3HAYeHuto
npuoputeta. Ecnu 3HayeHna nNpuvopMTETOB COBMNAgalT, TO MO YMOMYaHUIO MOPSOOK
NPUMEHEHNS KNaccMdUKaTopoB criegylowmnn: Ha ocHoBe cnucka goctyna (ACL), Ha
ocHoBe yHkunmn MAC-based VLAN, Ha ocHoBe ¢yHKkuum Protocol-based VLAN, Ha
ocHoBe 3HadeHus DSCP, Ha ocHoBe 3HaveHusa CoS Ans BHELWHero 3arorioBka, Ha OCHOBE
3Ha4veHua CoS onsa BHyTPEHHEro 3arofioBka, Ha OCHOBE HOMepa nopTa.

UTtoObl npuBAsatb 3HadeHne CoOS K kakomy-nnbo nopTy KOMMyTatopa WM Ouanas3oHy
MOPTOB KOMMYyTAaTopa, a TakkKe HasHaduTb MOPTY APYrylo rpynny KrnaccudukaTtopos,
ncnonb3ynTe KomaHgy qos internal-priority.

Mpumep

B OJaHHOM npuMepe rnoka3aHo, Kak Ha3Ha4duTb rpynne KJ'IaCCI/Id)I/IKaTOpOB 4 NPUOPUTET Ha
OCHOBE HOMepa nopTa, paBHbIN 3.

DGS-1250# configure terminal

DGS-1250(config)# qos priority-queue groups 4 port-priority 3

qos priority-queue groups 4 port-priority 3

DGS-1250(config)#
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19.12 qos queue

[laHHas komaHAa WCMonb3yeTcsl Ans HaCTPOWMKM CKOPOCTM Tpadmka Ans kakon-nunbo
ouyepean unu Beca odvepean. MNpu ncrnonb3oBaHUM OPMbI NO KOMaHAa BEPHET 3HavyeHue
MO YMOIYaHMH.

qos queue LIST [, | -] {rate-limit {rate RATE NUM | percent RATE PER} |
weight WEIGHT _NUM}

no qos queue LIST [, | -] {rate-limit | weight}

MapameTpbl

LIST 3apante ovepenpb. [JOCTynHbIM AgnanasoH 3HavyeHui: ot 0 go 7.
(OnuuoHanbHO) Heckonbko ovepeden wnu  oTgeneHve

, OuanasoHa o4epegen oOT npegblgywero. WMcnonb3oBaHue
npobena 4o 1 nocne 3ansiTon Hea4oMnyCTUMO.
(OnuuoHanbHo) [dmnanasoH  odepegen.  Mcnonb3oBaHue
npobena 0o 1 nocne geduca HeAoNycTMMO.

rate-limit Ykaxute, 4Tobbl OrpaHMyYnTb CKOPOCTb.

rate YKkaxnte, 4Tobbl OrpaHMYnTb CKOPOCTb B KUNoBUTax.

3agjante MakcumarnbHoe 3HadeHue CKOpoCcTuM  Tpaduka.
RATE _NUM JocTynHbln guana3oH 3HadeHun: oT 64 pgo 1000000 gnga
noptoB 1000Base-T n go 10000000 gna noptoB 10GBase-X.

percent YKkaxute, 4ToObl OrpaHMYnUTb CKOPOCTb B NPOLIEHTAX .
RATE PER 3agante MakcumarnbHOe 3HadeHue CKOpoCTM  Tpaduka.
- [ocTynHbin gnanasoH 3HadveHun: ot 1 go 100.
weight YkaxuTe, 4ToObl 3a4aTb BEC o4epeau.
3apante Bec ovepeaun. [JOCTYyNHbIM AManas3oH 3Ha4YeHun: oT 1
WEIGHT NUM A pean. HocTynkbin A

no 127.

Mo ymonuyaxuio
Mo ymonyaHuio orpaHn4yeHne CKOpoCTN OTKITKOYEHO, BEC Kaxaomn odepeamn paseH 0.

Pexxum BBoga komaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YpoBeHb 15.
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Ucnonb3oBaHue KomaHAbI

[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

Mpumep

B maHHOM npumMmepe nokasaHo, Kak orpaHmdntb ckopocTb Ao 80% nns odyepeam 3 nopta
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5
DGS-1250(config-if}# qos queue 3 rate-limit percent 80
gos queue 3 rate-limit percent 80

DGS-1250(config-if }#
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19.13 qos random-detect (global)

[aHHas komMaHda ucnomnb3yeTcs [Af1 HacTPOMKM MPOCTOro B3BELUEHHOro anroputma
Npon3BoONbHOro paHHero obHapyxeHus (SWRED, Simple Weighted Random Early
Detection). Mpn ncnonb3oBaHnn hopmMbl NO KOMaHAa BEPHET HACTPONKN NO YMOMNYaHMIO.

qos random-detect QUEUE _LIST [, | -] {green | yellow | red} {min-threshold |
max-threshold | max-droprate} PERCENT

no qos random-detect QUEUE_LIST [, | -]

MapameTpbl
QUEUE_LIST 3apante ovepeapb. [JOoCTynHbIM AgnanasoH 3HavyeHuin: ot 0 oo 7.
(OnuuoHanbHO) Heckonbko ovepeden wnu  oTgeneHve
, OuanasoHa o4epegen oOT npegblgywero. WMcnonb3oBaHue
npobena 4o 1 nocne 3ansiTon Hea4oMnyCTUMO.
(OnuuoHanbHo) [dmnanasoH  odepegen.  Mcnonb3oBaHue
npobena 0o 1 nocne geduca HeAoNycTMMO.
reen YKkaxute, YTOObl 3agatb  HaCTPOMKM  ONA  NAKeToB,
9 MapKMPOBaHHbIX 3€MTEHbIM LBETOM.
ellow YkaxuTe, YTOObl 3agaTtb  HaCTPOMKM  ONA  NaKeToB,
y MapKMPOBAHHbIX XENTbIM LIBETOM.
red Ykaxute, 4tobbl 3agaTb  HACTPOWKWM  AONs  NaKeToB,
MapKMPOBAHHbIX KPACHbIM LIBETOM.
YkaxuTe, 4Tobbl 3a4aTb MUHUManbHbIA pasMmep ovyepeaun, npu
KOTOpoM ByaeT akTuBMpoBaH npolecc otbpackiBaHUSA NakeToB
min-threshold arropuTMom WRED.

MuHMManbHbIN pasMmep o4depean [OOJKeH OblTb MeHbLLEe
MaKCMMalibHOro pasmepa odepean unnm paBeH emy.

YkaxeTe, 4Tobbl 3a4aTb MakcMMarbHbI pa3mep ovyepeau, npu
KoTopom OygeT akTMBMpoBaH MNpouecc oTOpacbiBaHUs BCeX
NakeToB, MNpefHa3Ha4YeHHbIX ANns  [aHHOM  odepeaw,

max-threshold anroputmMom WRED.

MakcumarnbHbI  pasmep odvepean [[OrmKeH ObiTb bonblue
MUHUManbHOIO pasMepa o4Yepean Unn paBeH emy.
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YKkaxuTte, 4ToObl 3agaTb MaKCMMarbHYK [OOMK NakeTos,
kKoTopass  OymeT npuHyauTenbHO  oTOpacbiBatbCa  AnNd
yKasaHHOro LBETa B o4yepean npu AOCTMXKEHUW CpenHEero
pasmepa odepeau MaKCMMasibHOro MOpPOroBOro 3HaYeHus.
Ecnun 3HadeHne paHHoro napametpa paBHo 0, nakeTbl
oTbpacbiBaTbCcA He ByayT.

max-droprate

3apanTte 3HadyeHne B npoueHTax. [OCTymHbIA AnanasoH

PERCENT sHaueHuit: ot 0 10 100.

Mo ymonyaHuro

MakcumanbHas
MuHuManbHbIU MakcumanbHbIN pons
UseT
pa3smep ouyepeau, % pasmep ouyepeam, % oTOpacbiBaeMbIX
naketoB, %
3eneHbin 8 10 50
>KenTbin 4 6 50
KpacHbin 1 2 50

Pexum BBOAa KoMaHAbI
Pexum rnobansHon koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI

Ecnn npocTon B3BELIEHHbIN anropuTM NPOU3BONbHOrO paHHero obHapyxenus (SWRED,
Simple Weighted Random Early Detection) He aktmBuMpoBaH, BbIxOAHble 6ydepsbl
nepenonHaTCa B nepuoabl neperpy3kn. Korga 6ydepbl nepenonHsatoTcs, cpabaTtbiBaeT
anroputm otbpacbiBaHMs koHua odepegum (tail drop): Bce [onosnHUTENbHbIE NAKEThI
oTOpacbiBaloTCcA. B pesynbrate Toro, YTo BCe MNakeTbl OTbpachbiBalOTCA OOHOBPEMEHHO,
MOXeT npoun3onTn rnobanbHaa cuHxpoHudaumsa TCP-yanos: TCP-y3nbl ogHOBPEMEHHO
CHWXaOT CKOPOCTb Nepenayn JaHHbIX 1 OOQHOBPEMEHHO YBENUYMBAKOT CKOPOCTbL Nepeaaydn
AaHHbIX NpW ycTpaHeHUn neperpyskn. BormHbl neperpyskM CMeHATCs nepuogamMu, npu
KOTOPbIX NIMHUA Nepenayn He NoSTHOCTLHO UCMOMb3YyeTCs.

Aktneauma anropytma SWRED ymeHbLlaeT He0b6XoOMMOCTb MCMOSb30BaHUA anroputmMa
oTOpacbiBaHMss KOHUA odepenu. Korga BbIXOOAHOWM WMHTEPMENC HayvuMHaeT MnposiBATb
NpU3HaKn neperpyskn, BbIBOPOYHO HA4YMHAKT OTOpAaCLIBATLCS HEKOTOpble MNakeTbl. JTO
no3sonsieT msbexarb oTbpacbiBaHWA OOMbLUIOMO KONMMYEcTBa MakeToB 3a O4MH MNepuog
BPEMEHM W YMEHbLUAET BEPOSATHOCTb CUMHXPOHM3aumm TCP-y3nos. [lpu aTOM nnHKUA
nepegavm gaHHbIX UCNONb3yeTCcs MakCUManbHO 3dEKTUBHO.
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Mpumep

B paHHOM npumepe nokasaHO, Kak ans odepean 7 Ona Tpadwuka, MapKMpoOBaHHOIO
3eneHbIM LUBETOM, 3afaTb MakCUMarbHYO 40N oTopackiBaembix naktoB 70%.

DGS-1250# configure terminal

DGS-1250(config)# qos random-detect 7 green max-droprate 70

gos random-detect 7 green max-droprate 70

DGS-1250(config)#
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19.14 qos random-detect (interface)

[aHHas kKomaHda wucnonb3yeTcs AN akTMBauuMuM MPOCTOro B3BELUEHHOro anroputma
Npon3BoONbHOro paHHero obHapyxeHus (SWRED, Simple Weighted Random Early
Detection) gna ykasaHHoro uHTepdenca. [Mpy ucnonb3oBaHUM (OPMbI hO KOMaHAa
BEPHET HAaCTPONKN NO YMOSIYaHMIO.

qos random-detect

no qos random-detect

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuto anropyutm SWRED He akTuBupoBaH HM Ans Kakoro nHtepdenca.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na ncnonb3oBaHWsi aHHOWM KOMaHAbl HEOOXOAMMO MNEpPerTVM B PEXUM KOoHdMrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

U106kl HacTpoutb anroputm SWRED rnobanbHo, ncnonb3ynte komaHgy qos random-
detect (global).

Mpumep

B mnaHHOM npumepe nokasaHo, kak aktuupoBaTb anroputm SWRED ansa nopta Ethernet
1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# qos random-detect

gos random-detect

DGS-1250(config-if y#
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19.15 qos scheduler

[laHHas koMaHOa WcCrornb3yeTcs Ans BKMAYEHUS CTPOroro MnpuopuTeTa U HACTPOUKM
anropyutMa 00paboTKM  UCXOOAWMX MakeToB AnA  Kakow-nmbo odvepean. [Mpwu
ncrnonb3oBaHMM ¢opMbl o 6e3 KI4YeBOro croBa KoMaHaa BepHET HaCTPOWKWU Mo
YMOM4YaHuIo Ans anroputma obpaboTkM UCXoasLLUMX NaKeToB.

qos scheduler {sp LIST [, | -] | algoritm {wrr | wfq}}
no qos scheduler [sp LIST [, | -1]

MapameTpbl

Ykaxute, 4Tobbl BKMOYMTL CTPOrMIA NPUOPUTET ANS oYepeau.
sp Mpn wucnonb3oBaHMM C GQOPMOK NO KOMaHAa OTKIOYUT
CTPOrvin NPUOPUTET ANS OYepeam.

LIST 3agante odepenpb. [JOoCTynHbIM AgnanasoH 3HavyeHui: ot 0 oo 7.

(OnuuoHanbHO) Heckonbko o4vepedgen wnNu  oTaeneHue
, OvanasoHa o4epenen oOT npegblgywero. WMcnonb3oBaHue
npobena go v nocne 3anaTon HeAOMYCTUMO.

(OnuuoHanbHo) [dmnanasoH  odepenen. Mcnonb3oBaHue
npobena go v nocre geguca HegonycTUMo.

YkaxuTe, 4yToObl BblOpaTh anropuTM nepegavrm UCXOAsLLEro

Igoritm
algorit Tpadmka ons ovepenemn.
WrT Ykaxute, 4tobbl 3agatb anroputm WRR (Weighted Round
Robin, uMKnnyeckun B3BeLLEHHbIA anropuTm).
wfq Ykaxute, 4Tt0bbl 3agatb anroputm WFQ (Weighted Fair

Queueing, B3BeLLEHHAs cripaBeanvBasi odepeap).

No ymonyaHuto
Mo ymon4aHuio B KayecTBe anroputma obpaboTkm MCXoasaLwmMX NakeToB 3afaH anropuTtm
WFQ, cTporuii npuopuTeT OTKIIOYEH.

Pexum BBOoAa KomaHAbI
Pexnm koHdurypaumm nitepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.
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Ucnonb3oBaHne KomaHAabl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu
nopta, guanasoHa noptos unu port-channel (interface).

[MakeTbl co cTporMm npuoputeToM obpabaTbiBaloTCA nepBbiMU. ECnu ans HeCKOnbKMx
odyepenen 3agaH AdaHHbIM NapameTp, To Tpaduk obpabaTbiBaeTcsi MO CTApPLUMHCTBY
oyepenen, rae odepenb 0 — camas mnagwas, a ovyepenb 7 — camas crapwas. [JdaHHbin
napameTp umeet GonbLIM NpUOpUTET, YeM napameTp weight, 3agaBaembin KOMaHOON
qos queue.

Anroputm WRR nossonsietr obpabaTtbiBaTe NakeTbl NO KPYroBOMY LIMKIY Ha OCHOBE Beca
ovyepean. Bec odvepeou oTBevyaeT 3a KONMMYECTBO MNepedaHHbIX MakeToB. Yem Bbiwe
3HayeHvne Beca oyepeau, Tem Bornblle ByaeT nepegaHo NakeToB JaHHOW odepeau BHE
3aBMCUMOCTU OT pa3mepa nepeaaBaeMbliX NakeToB.

Anroputv WFQ nosBonsieT opraHu3oBaTb MNepegady MakeToB pasHOro pasmepa C
MOMOLLbIO anropuTMa «TeKyLL,ero seapan.

Mpumep

B gaHHOM npumepe nokasaHo, Kak BKMKYUTbL CTPOrnMn NpUopUTET Ans ovepeau 3 noprta
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# qos scheduler sp 3

gos scheduler sp 3

DGS-1250(config-if }#
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19.16 show interfaces rate-limit

[aHHas komaHga mcnonb3yeTcs ana oTobpakeHus mMHgopmaumm o6 orpaHuMdeHusix no
CKOPOCTW AN BXOASALIMX MNAKeTOB, a Takke O CKOpPOCTW Tpadwmka Ans nopra wnu
norun4yeckoro nHTepdenca.

show interfaces [ethernet IFACELIST [, | -] | port-channel CHANNOQ] rate-limit

MapameTpbl

(OnuunoHanbHO) YkaxuTe HOMep nopTa UNu guMana3oH NopToB
ethernet IFACELIST Ethernet, ans KOTOPbIX Heobxoanmo oTO6pPa3nTbL
MHGOPMAaLNIO O CKOPOCTW.

(OnumoHanbHO)  Heckonbko  NOPTOB  WNU  OTAENEeHue
, AnanasoHa nopToB OT npeabligywero. KMcnonb3oBaHue
npobena Jo v nocre 3ansaTon HeJoMnyCTUMO.

(OnumoHanbHo) OuanasoH noptoB. Mcnonb3oBaHne npobena
A0 1 nocne gedvca HegonycTuMo.

(OnumoHanbHO) Ykaxunte NOrn4eckmmn NHTEpdenc
port-channel, pana kotoporo Heobxogumo 0OTOOpa3nTb
NHGOPMaLUUIo 0 CKOPOCTU. [JOCTYNHbIV AManasoH 3Ha4YeHUn: oT
1 oo 8.

port-channel CHANNO

Mo ymonyaHuro
Hert.

Pexum BBOAa KoMaHAbI
Monb3oBaTenbCKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAbI

[aHHas komaHnga ucnonb3yeTcs Ana otobpaeHusa mHdopmaumm o6 orpaHudeHusix no
CKOPOCTU AN1s1 BXOOSALMX NaKeToB, a Takke O CKOPOCTU Tpadmka ANnA HECKONbKMUX MOPTOB,
AnanasoHa NopToB KOMMyTaTopa Unu gnsa norndeckoro nHtepdenca port-channel.

Mpn wncnonb3oBaHWn KomMaHabl 6e3 KN4YeBbIX CrOB OTOOpa)kaeTcsa uHdopmMauus o
HaCTpOMKax CKOPOCTWU AN BCeX (pmanyecknx nopTtoB KOMMYyTaTopa, a Takke LN BceX
normnyeckux nHTepdencos port-channel.

Mpumep
B paHHOM npumepe nokasaHo, Kak O0Tobpa3uTb MHpopmaumio 006 OorpaHUYeHnsax Mo

CKOPOCTU ANS BXOASALWMX NMAKETOB, a TakKe O CKOPOCTU Tpadumka Ans AnanasoHa nopToB
Ethernet 1/0/5-1/0/7.
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DGS-1250# show interfaces ethernet 1/0/5-1/0/7 rate-limit
show interfaces ethernet 1/0/5-1/0/7 rate-limit

Bypass ARP/NS requests : No

Bypass BPDU packets  : Yes

Bypass IGMP/MLD packets : Yes

Bypass RMA packets :No

Interface : Input (kbps) : Output (kbps)

+ +

Eth1/0/5 : No limit : No limit
Eth1/0/6 : No limit : No limit
Eth1/0/7 : No limit : No limit

Total Entries : 3

DGS-1250#
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19.17 show interfaces qos
[aHHas komaHga mcnonb3yeTcs Anga otobpakeHus nHdopmaumm o HacTporkax QoS ana
yKasaHHOro nHtepdemnca.

show interfaces [ethernet IFACELIST [, | -] | port-channel CHANNO] qos
{default-priority | dot1p-remarking | dscp-remarking | internal-priority | queue-rate-
limit | random-detect | scheduler}

MapameTpbl

(OnumnoHanbHO) Ykaxute HOMep nopTa UNu guMana3oH NnopToB
ethernet IFACELIST Ethernet, ans KOTOpPbIX Heobxoanmo oTOo6pa3nTbL
nMHpopmauuio o HacTponkax QoS.

(OnumoHanbHO)  HeckonbKO  MOPTOB  UNU  OTAENEeHue
) AananasoHa nopToB OT npeablaywero. Mcnonb3oBaHue
npobena Ao v nocrne 3ansaTo HegoMnyCTUMO.

(OnumoHanbHo) OuanasoH noptoB. Mcnonb3oBaHne npobena
A0 v nocre geduca HegonycTmo.

(OnuuoHanbHO)  Ykaxute norudeckun uHtepdenc port-
channel, ans KOTOpOoro HeobxoaMMo oTO6pa3nTbL
WHopMauuiw o HacTtponkax QoS. [ocTynHbI guanasoH
3Ha4eHun: ot 1 go 8.

port-channel CHANNO

Ykaxunte, 4ToObl 0TO6Pa3nTb MHPpopmaumo o 3HadyeHnsax CoS

default-priority
MO YMOMYaHMWIO A5 HETEMMPOBAHHbIX MAKETOB.

YKkaxuTte, 4Tobbl OTOOpPa3vMTb WHGOPMaUUK 06 akTuBauuu
npaBun 3amMeHbl UCXOAHbIX 3HayeHun COS Ons BHELIHEro u

dot1p-remarking BHYTPEHHEro 3arofioBKOB, a TaKxe WH(opmaumio O TOM,
paspeleHo nNu KonuposaHue 3HavyeHust CoS n3 BHYyTpPEHHEro
3arorioBka BO BHELLUHUI ONA ucxodsilero Tpadvka.

Ykaxnte, 4tobbl 0TOOpa3uTb MHGoOpmauuio 06 akTMBauun

dscp-remarkin 3
P 9 npaBuI 3aMeHbl UCXOAHbIX 3HadYeHnn DSCP.

Ykaxute, 4tobbl 0TOGpasuTb MHopmauuMio o rpynne

internal-priorit
P y KnaccndukatopoB 1 3HadveHun CoS.

Ykaxunte, 4tobbl 0TOBpasnTb uMHMOPMaUUID O CKOPOCTU

queue-rate-limit .
Tpaduka oyepenen.

random-detect YkaxuTe, 4Tobbl 0TO6pasnTb HacTporkm anroputma SWRED.

Ykaxunte, 4tobbl 0oTOOpasnTb WHGOpMaumo o6 anroputme

scheduler .
00paboTkM NCxoasaLmMx NakeToB 1 BECE OYepeaen.
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Mo ymonyaHuro
Her.

Pexum BBOoAa KoMmaHAbI
MNMonb3oBaTenbckun unu npusmnernpoaHHbiv pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 1.

Ucnonb3oBaHue KoMmaHAbI

[aHHas komaHga mcnonb3yeTcs Anga otobpaxkeHnsa nHdopmaumm o Hactporkax QoS ana
HECKONbKMX NOPTOB, AnanasoHa NopToB KOMMYyTaTopa Uinn Ans form4yeckoro nHtepdgenca
port-channel.

Ecnu napameTtp He ykasaH, OygeTt otobpaxaTtbcs nHdopmMaumss o HacTponkax QoS ans
BCEX PM3MYECKMX NOPTOB KOMMYTATOPA, a Takke A BCEX JIOrMYEeCKNX MHTepdencos port-
channel.

Mpumep
B naHHOM npumMepe nokasaHo, Kak oTobpasnTb MHpopmaumio o 3HadeHusx CoS.
DGS-1250# show interfaces ethernet 1/0/5 qos default-priority
show interfaces ethernet 1/0/5 qos default-priority
System inner CoS value : 0
Inner source : System CoS value

System outer CoS value : 0

Interface : Outer source

+

Eth1/0/5 : System CoS value

Total Entries : 1

DGS-1250#
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B cneaytowem npumepe nokasaHo, Kak 0Tobpasntb MHdopmaumio 06 akTuBaumm npasun
3aMeHbl ucxoaHbix 3HaveHu DSCP gnsa nopta Ethernet 1/0/5.

DGS-1250# show interfaces ethernet 1/0/5 qos dscp-remarking

show interfaces ethernet 1/0/5 qos dscp-remarking

Interface : Remarking state

+.

Eth1/0/5 : Enabled

Total Entries : 1

DGS-1250#

B cnegywowem npumepe nokasaHo, Kak o0To0OpasuTb uHGopmauuo 06 anroputme
obpaboTtkn naketos gna nopta Ethernet 1/0/5.

DGS-1250# show interfaces ethernet 1/0/5 qos scheduler
show interfaces ethernet 1/0/5 qos scheduler

Eth1/0/5:

Queue ID : Scheduler Method : Queue Weight

+ +
0 :WFQ 1
1 :WFQ 1
2 :WFQ 1
3 :WFQ 1
4 :WFQ 1
5 :WFQ 1
6 :WFQ 1
7 :WFQ 1

Total Entries : 1

DGS-1250#
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19.18 show qos

,D,aHHaFl KOMaHOda WChnoJib3yeTcd Ansd OTO6pa)KeHI/IFI VIH(bOpMaLI,I/IM 0 rnobarnbHbIX

HacTpomkax QoS.

show qos {dot1p-remarking {inner | outer} | dscp-remarking | priority-color |
priority-groups | priority-queue {cos-map | dscp-cos} | random-detect [QUEUE_ID]}

MapameTpbl

dot1p-remarking

Ykaxute, 4tobbl OTOOpasntTb uMHGOpPMauMiO O npaBunax
3aMeHbl UCXOAHbIX 3HadeHun CoS ang ucxogsauwlero Tpaduka.

inner

Ykaxute, 4tobbl OTOOpasnTb MHGOPMaUMO O mnpaBuniax
3aMeHbl UCXOOHbIX 3HadyeHun CoS [na  BHYTPEHHEro
3aronoBska.

outer

Ykaxute, 4tobbl OTOOpasnTb MHGOpPMaUMO O mnpaBuniax
3aMeHbl UICXOAHbIX 3HadYeHn CoS aAnsa BHELUHEro 3arofioBKa.

dscp-remarking

Ykaxute, 4T10Obl 0TOOpa3vMTb MHGOPMauMilo O npasunax
3aMeHbl UCXOoaHbIX 3HavYeHun DSCP pgna wvcxopswero
Tpadvka

priority-color

Ykaxute, 4ToObl 0TOOpPasnTb MHoOpMauMio O npuopuTeTax
Tpaduka Ha OCHOBE LIBETOBON MapPKUPOBKMU.

priority-groups

Ykaxute, 4Tobbl 0TOBpPasnTb MHOPMaUMIO O BCeX rpynnax
KnaccmndmkaTopoB Tpaduka 1 Nopsiake Ux UCNosfb30BaHKS.

priority-queue

Ykaxute, 4Tobbl 0TOOPasnTb MHOPMaUMIO O COOTBETCTBUM
3HadyeHun CoS n odepeau, a Takke O COOTBETCTBUMN 3HAYEHUI
DSCP n CoS.

cos-map

Ykaxute, 4Tobbl 0TOOpPasnTb MHOPMaUMIO O COOTBETCTBUM
3HadyeHun CoS u oyepeam.

dscp-cos

Ykaxute, 4Tobbl 0TOOpPasuTb MHPOPMaUMIO O COOTBETCTBUM
3Ha4yeHun DSCP u CoS.

random-detect

Ykaxute, 4T0Obl OTOOpPa3suTb WMHGOPMaUMIO O HACTPOWMKax
anroputma SWRED ans Bcex oyepeaen.

QUEUE_ID

(OnuunoHanebHO) Ykaxute, 4ToObl OTOBPa3UTbL WMHGOPMAaLNIO
Ansa  onpegeneHHon  odepean.  [OCTynHbIA - Ananas3oH
3Ha4yeHun: ot 0 go 7.

Mo ymonyaHuro
Her.
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Pexxnm BBoaa KomaHAbI
Monb3oBaTenbcknn Unu npusmunernpoBaHHbii pexxmum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
[aHHas komaHOa wucnonb3yetcss Ans  oTobpaxeHus uHdopMauun o rnobanbHbIX
HacTponkax QoS.

Mpumep
B gaHHOM npumepe nokasaHo, Kak 0TobpasnTb MHGOPMaUUIO O CYLLECTBYOLLMX NpaBunax
3aMeHbl UCXogHbIX 3HadeHun DSCP ans ncexogsawero Tpaduka.
DGS-1250# show qos dscp-remarking
show qos dscp-remarking
Old DSCP value : New DSCP value

+

5 110

Total Entries : 1

DGS-1250#
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20. KOMAHAObI NMOPTOB KOMMYTATOPA
20.1 duplex

[laHHaa komaHaa ncnonb3dyeTcd Aand HaCTpOVIKM pexnmvma Aaynrekca And q)VISI/I‘-IeCKOFO
nopra. I'Ip|/| MCMonb3oBaHNN (bOprI NO KOMaHAa BEepPHET HaCTpOIZKI/I Nno yMOIn4aHuio.

duplex {full | half}

no duplex
MapameTpbl
full Ykaxute Onsi paboTbl nopta B pexume MOfHOro Aynnekca
(Full-Duplex Mode).
half YkaxuTte ans paboTbl nopta B pexume nonyaynnekca (Half-

Duplex Mode).

Mo ymonyaHuro
Mo yMoOn4yaHuio ansa Bcex I/IHTepd)eI7ICOB HaCTpPOEHO aBTOCOrnacoBaHmne pexmmMma gynriekca.

Pexum BBOoAa KomaHAbI
Pexxnm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAabl

[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopta unu gnanasoHa noptos (interface).

OnTunyeckne NopThbl HEMb3s HAacTpouTb B pexnme nonyaynnekca (Half-Duplex Mode).

Mpumep

B paHHOM npumepe nokasaHo, kak HacTpoutb nopT Ethernet 1/0/1 ansa paboTbl B pexvme
MOMHOro gynnekca.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-ify# duplex full

duplex full

DGS-1250(config-if #
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20.2 flowcontrol

[aHHas KomaHga wucnonb3yeTcs AN BKIOYEHUS/BbIKYEHUS YHKUMW  ynpaBneHus
notokom (Flow Control) gns dwusunyeckoro nopta. [lMpu wmcnonb3oBaHun ¢OPMbI NO
KOMaHaa BepHET HAaCTPOWKN NO YMOSNYaHUIO.

flowcontrol

no flowcontrol

MapameTpbl
Her.

Mo ymonuyanuio
Mo YMONM4aH1o AaHHaA beHKLl,I/IFI OTKIHO4eHa.

Pexum BBOoAa KoMmaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KoMmaHAbI
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HeEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopta unu guanasoHa noptos (interface).

C nomoLbto 4aHHON KOMaHAbl MOXHO BKIHOYMUTL OYHKLMIO YyNpaBrieHnst MOTOKOM TOMNbKO B
nporpaMmHoM obecrnedyeHnn KommyTatopa. PakTudeckas onepauusi, BbINONHAEMas
cpencTBaMu annapatHoro obecneyeHusi, MOXeT OTNMYaTbCA OT HACTPOEK KoOMMyTaTopa,
TaK Kak BO3MOXHOCTb ynpaBreHusi NOTOKOM HacTpamBaeTCs Kak Ha TeKylem, Tak U Ha
yaaneHHoM noprte/ycTponcTBe.

Mpun ycTaHoBKE UKCUPOBaAHHOM CKOPOCTU OyaeT NpuUMeHeHa 3agaHHasi HacTpovika
ynpaeneHus notokom. lMpu aBTocornacoBaHWM CKOPOCTM OyaeT NpMMeEHEeHa HacTpolka,
OCHOBaHHasi Ha COrMacoBaHUM HACTPOEK TEKYLLEro U yaaneHHOro YCTponCTea.

Mpumep

B maHHOM npumMmepe nokasaHo, Kak BKNHYUTb (PYHKLUUIO yrpaBreHnss MOTOKOM Afd nopTta
Ethernet 1/0/1.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-if)# flowcontrol

flowcontrol

DGS-1250(config-if y#
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20.3 mdix

[aHHaa kKomaHga wucnonb3yetcd Ans  HacTpouku coctosHus  MDIX-nopta. [lpu
ncnonb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPONKU NO YMOSYAHUIO.

mdix {auto | normal | cross}

no mdix
MapameTpbl
auto YKkaxute, 4Tobbl BKNHoUnTbL pexknm Auto-MDIX.
normal YKkaxuTe, 4ToObl BKNHOUNTL pexkum Normal.
cross YKkaxuTe, 4To6bl BKNIOUNTL pexnm Cross.

Mo ymonuyaxuto
Mo ymonyaHuto HacTpoeH pexnm Auto-MDIX.

Pexxum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
noprta unu gnanasoHa noptos (interface).

[aHHas KoMmaHaa HenpuMeHMa K ONTUYECKMM NopTaMm.
Ecnn kommyTatopa ocHaweH Kombo-noptamu, HacTporika bygeTt paboTtaTtb TOMbKO B TOM

cnyyae, ecnu nogkntoyeH Ethernet-kabernb.

Mpumep

B naHHOM npumMepe nokasaHo Kak HacTpouTb pexum Auto-MDIX ansa nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ify# mdix auto

mdix auto

DGS-1250(config-if #
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20.4 speed

[aHHaa KomaHga wucnonb3yeTcs ANS HACTPOMKM CKOPOCTU uHTepdenca uanyeckoro
nopta. Npn ncnonb3oBaHnn PopMbl NO KOMaHAA BEPHET HACTPONKN MO YMOSYaHUIO.

Ckopoctu 10 M6ut/c 1 100 MouT/c HegoCTyNHbI Ha nMopTax
10G.

' NHdopmauma
| |

speed {10 | 100 | 1000 | 10giga | auto [10h | 10f | 100h | 100f | 1000f] {preferred
[master | slave]}

no speed

MapameTpbl

10 YKkaxute, 4TOObl yCTaHOBUTL ckopocTb 10  M6wuT/c.
HenpumeHMMoO A5s onNTUYecKux NopToB.

100 YKkaxute, 4T0OblI ycTaHOBUTL ckopocTb 100 M6wuT/c.
HenpumeHMMO Ans onTUYeCcKuX NopToB.

1000 Ykaxute, 4Tobbl ycTaHOBUTL ckopocTb 1000 M6uT/c.

10giga Ykaxute, 4Tobbl ycTaHOBUTL ckopocTb 10 MGuTt/c.

Ykaxute, 4Tobbl CKOPOCTb M YyMpaBneHue MOoTOKOM [Afis
auto MeAHbIX NopToB C o6opydoBaHMEM Ha MPOTUBOMOMOXKHOM
CTOpPOHe ObINn 3aaaHbl C MOMOLLIbIO aBTOCOMaCoBaHUS.

10h (OnuuoHanbHO) YKaXuTe CANCOK CKOPOCTEN, MPUMEHSEMbIX

10f nns asTocornacosaHus (10h, 10f, 100h, 100f, 1000f). Ecru

100h HeobXxo4MMO yKasaTb HECKOSbKO 3HaA4YeHUN, BBEOUTE NX Yepes

100f npoben. Ecnn cnucok ckopocTen He ykasaH, 6yayt
AHOHCMpPOBaHbI BCE BapnaHTbl CKOPOCTMW.

1000f

YkaxuTte ctatyc noprta: Master (oCHOBHOE YCTPOWCTBO) WK
Slave (gononHuTenbHoOe YCTPOMCTBO). [aHHbIN nNapameTp
NPMMEHNM TONbKO TMpPX aBTOCOMMAacOBaHMM Ha CKOPOCTU
1000 M6uT/c.

preffered master | slave

Mo ymonuyaxuto
,D,J'IFI MeaHbIX NMOoPTOB MO YMOIN4YaHUKO CKOPOCTb onpeaendeTcda aBToMaTu4eCcku.

Pexxum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.
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Ucnonb3oBaHue KomaHAbI

[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopTa unu guanasoHa rnopTos (interface).

Mpumep

B paHHOM npumepe nokasaHo, Kak BKIOYUTb aBTOCOrnacoBaHue, Npu KoTopom OyayT

MCNONb30BaTbCA TOMbKO PEXMMbl MOMyaynfnekca W MNofHOro Aynnekca Ans CKOpPOCTH
100 M6uT/c ans nopta Ethernet 1/0/1.

DGS-1250# configure terminal
DGS-1250(config)# interface ethernet 1/0/1
DGS-1250(config-if)# speed auto 100h 100f
speed auto 100h 100f
DGS-1250(config-if }#
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21. KOMAHObI

SIMPLE NETWORK MANAGEMENT

PROTOCOL (SNMP)

21.1 show snmp-server

[aHHasa komaHaa ucnonb3yeTcs Ansa otobpaxeHus pasnuyHblix Hactpoek SNMP-areHTa.

show snmp-server [community | view | group | user]

MapameTpbl

. YkaxuTe, 4yTOObI oTobpasnTb MHopMaLnIo 00
community

SNMP-coobLiecTBax.

view YKkaxuTe, 4Tobbl 0TOOBPa3nTb MHPOPMaLMIO O 3anNUCSX View.
rou YKkaxute, 4Ttobbl 0TOOpa3vMTb WHGOPMaUMK O rpynnax
group 6esonacHoCTw.
user YkaxuTe, 4yTObbI oTOo6pasnTbL MHGOPMaLnIO 00

SNMPv3-nonb3oBaTensx.

Mo ymonyaHuro
Her.

Pexum BBOoAa KoMaHAbI
[Monb3oBaTenbCcknin nnu npueunernposaHHbin pexum (User/Privileged EXEC Mode).

ypOBeHb KOMaHAbl MO YMONYaHUIO

YposeHb 1.

MUcnonb3oBaHue KOMaHAbI

[aHHas KomaHga ucnonb3yeTcs Ans oTobpaxeHus pasnuyHblix HacTtpoek SNMP-areHTa.
Mpn wncnonb3oBaHUM KoMaHAbl 6e3 KM4veBbIX CrOB OToOpakaeTca uHpopmaums oo
SNMP-areHTe KOMMyTaTOpa.
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Mpumep

B naHHOM npumepe nokasaHo, kak oTobpa3unTb nHgopmaumo 06 SNMP-coobuecTsax.
DGS-1250# show snmp-server community

show snmp-server community

Community : Access Mode : Version : Group name : Trap address

+ + + +

private : Read-Write : v2c : private

public :Read-Only :v2c : public

Total Entries : 2

DGS-1250#
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21.2 show snmp-server traps

HaHHas komaHga ucnonbayetca ansa otobpaxeHna Hactpoek SNMP-yBegoMneHuin.

show snmp-server traps {global | interface [ethernet PORTLIST [, | -1}

MapameTpbl
lobal YkaxuTe, 4tobbl 0TOOpa3nTb rnobdanbHble HacTponkn SNMP-
9 yBeAOMIIEHUN.
. Ykaxunte, 4Tobbl 0TO6pa3uTb HacTporkn SNMP-yBegomneHun
interface
ana scex noptoB Ethernet.
ethernet PORTLIST (OnumoHaneHo) Ykaxute Homep nopta Ethernet, ansa kotoporo

Heobxogmmo oTobpasunTb HacTporikn SNMP-yBegomMneHunn.

(OnuuoHanebHO)  Heckonbko  MOpTOB  unNKM  OTAerneHue
AnanasoHa noptoB OT npedblgywero. Kcnonb3oBaHue
npobena 4o 1 nocne 3ansaTon HeAonyCTUMO.

(OnuunoHanbHO) AuanasoH nopToB. Vcnonb3oBaHune npobena
A0 1 nocrie gedwvca HegonycTMmo.

Mo ymonyaHuro
Her.

Pexxnm BBoaga komaHAbI
Monb3oBaTenbcknn Unu npusmunernpoBaHHbIn pexnm (User/Privileged EXEC Mode).

ypOBeHb KOMaHAbl N0 YMOJNTYaHUIO

YposeHb 1.

Ucnonb3oBaHue KomaHAabl

[aHHaa komaHnga nossonsieT otobpaxatb rnobanbHble HacTponkun SNMP-yBegomneHun
ANS pas3nuyHbIX coObITMI, a Takke HacTporkn SNMP-yBegomneHnn onsa noptos Ethernet.
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Mpumep
B maHHOM npumepe nokasaHo, Kak oTobpasnTb MHopMaunto o rnobanbHbIX HAacTpomKax
SNMP-yBegomneHun.
DGS-1250# show snmp-server traps global
show snmp-server traps global
Event type : State : Event options

+ +

Authentication Failed : Disabled : -
Cpu Protect : Disabled : -
Errdisable recovery : Disabled : -

FW Upgrade State  : Disabled : -

Link Down : Disabled : -

Link Up : Disabled : -

Loopback Detection : Disabled : -

Mac Flapping : Disabled : -

Port Security : Disabled : -

Reboot : Disabled : -

Storm Control : Enabled : Storm occured, Storm cleared

Total Entries : 11

DGS-1250#
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21.3 snmp-server
HaHHaa komaHga ucnonb3yetca ans sknodeHns SNMP-cepsepa. Npu ncnonb3oBaHun
dopmbl no SNMP-cepBep 6yaeT OTKNHOYEH.

snmp-server

no snmp-server

MapameTpbl
Her.

Mo ymonuyanuto
Mo ymonuyaHuto SNMP-cepBep BKNIOYEH.

Pexxnm BBoaa KomaHAbI
Pexum rnobansHon koHgurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI

SNMP-meHepxep B3anmogencteyet ¢ SNMP-areHTom: otnpasnser emy SNMP-3anpocsbl
n nonyyaetr or Hero otBeTbl U SNMP-yBegomnenus. Ons ynpasneHns SNMP-areHTOM
KommyTaTopa Heobxoamnmo BkntounTe SNMP-cepBep.

Mpumep

B naHHOM npumMepe nokasaHo, kak Bkntounte SNMP-cepsep.
DGS-1250# configure terminal

DGS-1250(config)# snmp-server

sSnmp-server

DGS-1250(config)#
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21.4 snmp-server community

,D,aHHaFI KOMaHAa ncnornb3yeTcAa And co3gaHuA COO6LIJ,eCTBa. |_|pl/l MCMoJ1b30BaHNN CbOprI
Nno KOMaHAa yaannt cooOLLecTBo.

snmp-server community NAME access-mode {read-only | read-write} [group
GROUP_NAME] [snmp-version [v1 | v2c]] [trap-destination {/IPV4-ADDRESS | IPV6-

ADDRESS}]
no snmp-server community NAME
MapameTpbl
NAME YkaxuTte nma coobuiectsa (He 6onee 32 cumMBosoB).
Ykaxute, 4TobbI OnpegenuTb npaBa coobuwiectBa Mo
access-mode
YMOJSTHaHMI0.
read-onl YkaxuTe, 4YTOObI no YMOSTYaHNIo coobLecTBy
y NPeaoCTaBnAnoCk NPaBO TOMbKO Ha YTEHME.
. YkaxuTte, YyTOOBbI no YMOMYaHMIo coobecTBy
read-write

npegocTtaBndasiNCb NpaBa Ha YTEHNE U Ha 3alnuchb.

group GROUP_NAME

(OnumoHaneHo) Ykaxute nms rpynnbl 6€3onacHoOCTy.

snmp-version

(OnumoHanbHo) YkaxuTe, 4Tobbl BbIOpaTh Mogens 6esonacHo-
CTW.

v Ykaxute, 4YToObl B KayecTBe Mogenn ©e3onacHoOCTU
ncnonb3osancs npotokos1 SNMPv1.
v2e Ykaxute, 4TOObl B Ka4vectBe Moadenu ©Oe3onacHocTu

ncnonb3oearncsa npotokon SNMPv2c.

trap-destination
IPV4-ADDRESS |
IPV6-ADDRESS

(OnuunoHanbHo) Ykaxute IPv4- nnun IPv6-agpec, Ha KoTopblv
6yayT otnpasnateca SNMP-yBegomneHus.

Mo ymonyaHuto

Umsa YpoBeHb Mopgenb Mpynna :fnpe:BKM AnA

coobuecTBa pocTtyna 0e3onacHocTn ©OGe3onacHoOCTU P .
yBeAOMISIeHUN

private Read-Write v2c private -

public Read-Only v2c public -

Pexum BBoAa KomaHAbI
Pexxnm rmobanbHon koHdurypauum (Global Configuration Mode).
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YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAabl
,D,aHHaFI KOMaHOa no3BONideT CO034aBaTb COO6LLI,eCTBO, C y‘-IeTHbIMI/I OaHHbIMWU KOTOPOIo

SNMP-meHepxkep, pabotatowmn no npotokoriam SNMPv1 unu SNMPv2c, cmoxet
nony4atb AaHHble 06 YyCTpOnCTBE.

Ecnn rpynna 6e3onacHOCTM He YyKasblBaeTCs, YpOBEHb AO0CTyna K uAaeHTudukatopam
SNMP-061bekTOB onpeaensieTcs npaBaMm o YMOSYaHUIo.

Ecnn mopgenb 6e3onacHOCTU He ykasblBaeTcs, co3gaercs coobliecTBo, Ans KOTOporo B
kayecTBe mogenu 6esonacHocTu ncnonb3yetca npotokon SNMPv2c.

Mpumep

B maHHOM npumepe nokasaHo, Kak co3gaTb COObLIECTBO, K KOTOPOMY MpuBsi3aHa rpynna
6e3onacHOCTU M Ans KOTOPOro B KayecTBe Moaenu 6e3onacHocT BblbpaH MNPOTOKOS
SNMPv2c, ¢ ykasaHnem IP-agpeca ansa nonyyeHns SNMP-yBegomneHui.

DGS-1250# configure terminal

DGS-1250# snmp-server community COMMUNITY access-mode read-write group GROUP snmp-version
v2c trap-destination 10.10.10.10

snmp-server community COMMUNITY access-mode read-write group GROUP snmp-version v2c trap-
destination 10.10.10.10

DGS-1250(config)#
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21.5 snmp-server engine-id

[aHHas komaHga ncnonb3dyeTcs And namMeHeHust 3HadeHunsa napameTtpa Engine ID SNMP-
areHTa kommyTtatopa. [Mpyn mncnonb3oBaHUM POpMbl NO KOMaHAa BEPHET 3HAYeHue Mo
YMOSTHaHWMI0.

snmp-server engine-id ENGINE_ID

no snmp-server engine-id

MapameTpbl

YKkaxute  HOBOoe  3HadeHue napametpa Engine ID

ENGINE_ID (24-paspsgHoe 16-puyHoe Yncno).

Mo ymonuyaHuto
Mo ymonyaHuio 3HaveHne napametpa Engine ID SNMP-areHTa kommyTaTopa 3agaetcd
aBToMaTuyecku npu nepson aktmeaumm SNMP-cepsepa.

Pexum BBOoAa KomaHAbI
Pexum rnobansHon koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAabl

Mapamerp Engine ID — 9TO YyHUKanNbHbIN aBTOMAaTUYECKU CreHepUpPOBaHHbLIN
noeHtndpukatop SNMP-areHTa kommyTaTtopa npu pabote no npotokony SNMPv3.

Mpumep

B oaHHOM npumepe nokasaHo, kak ykasaTb 3HadeHne 800000AB0378321B81C4C000 ons
napametpa Engine ID SNMP-areHTa kommyTaTtopa.

DGS-1250%# configure terminal

DGS-1250(config)# snmp-server engine-id 800000AB0378321B81C4C000

snmp-server engine-id 800000AB0378321B81C4C000

DGS-1250(config)#
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21.6 snmp-server group

,D,aHHaFI KOMaHOa uCcnonb3yeTcd And co3gaHnAa Ui M3MEeHEeHUA rpynnbl GesonacHocTu.
|_|pl/l MCrnornb3oBaHNN CbOprI No KOMaHAda yaanut rpynny.

snmp-server group GROUP_NAME {v1 | v2c | v3 {auth | noauth | priv}} [read
READ NAME] [write WRITE_NAME] [notify NOTIFY_NAME]

no snmp-server group GROUP_NAME

MapameTpbl
GROUP_NAME Ykaxute nma rpynnsl 6e3onacHocTn (He bornee 16 cMMBOIOB).
v Ykaxute, 4ToObl B KadectBe Moaenu ©e3onacHocTu
ncnonb3oearncsa npotokon SNMPv1.
YKkaxute, 4TOObl B KadyectBe Moaenu ©Oe3onacHocTU
v2c
ncnonb3osancs npotokont SNMPv2c.
v3 YkaxuTte, 4TO0Obl B KavecTBe Mogenu 6HesonacHoCTU
ncnonb3osancs npotokonn SNMPV3.
auth Ykaxute ana ayteHTudumkaumm naketoB 6e3 LwmdpoBaHus
MakeToB.
YKaxute p[nsi OTMEHbl ayTeHTUuKaumm u LWnMdpoBaHUS
noauth
MakeToB.
priv Ykaxute ana ayteHTudukaumm n lwngopoBaHns NakeTos.
(OnumoHanbHO) YkaxuTe 3anucb view, KoTopasa Oyger
read READ _NAME ucrnonb3oBatbcad npun  yteHUM SNMP-o6bektoB SNMP-
MeHeIKEPOM.
(OnuuoHanbHO) YKaxuTe 3anucb Vview, KoTopasi Oyger

write WRITE_NAME

ncnonb3oBatbcad nNpu nameHeHun SNMP-o6bektoB SNMP-
MEHEKEPOM.

notify NOTIFY_NAME

(OnuuoHanbHO) YKaxuTe 3anucb view, KoTopasi Oyger
ncnons3oBartbca Ans otnpaskn SNMP-yBegomneHui.
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Mo ymonyaHuro

YpoBeHb Moaenb . . View ansa
View ansa View ans
WUmsa rpynnbl 6e3onacHo- 6Ge3onacHo- yBeaowmne-
yTeHus 3anucu o
cTn cTH HUW
private No auth voC CommunityVi CommunityVi CommunityVi
ew ew ew
oublic No auth voC CommunityVi i CommunityVi
ew ew

Pexxum BBoAa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,aHHaFI KOMaHAda no3BoJideT HaCTpouTb UCMOJ1b30BaHNE 3anucen view.

Mapametrp READ NAME onpegensetr MIB-06bekTbl, KOTOpble AOCTYMHbI ANS YTEeHUS.
Ecnn napamerp READ_NAME He ykasaH, SNMP-meHexepy 3anpelteHo yteHne SNMP-
0ObEKTOB.

Mapametrp WRITE_NAME onpegenser MIB-06bekTbl, KOTOpble AOCTYMNHbI  Ans
nameHernna. Ecnn napametp WRITE _NAME He ykasaH, SNMP-meHexepy 3anpeLueHo
nameHeHne SNMP-o6bekTOB.

Mapametp NOTIFY_NAME onpegensier MIB-o6bekTbl, N9 KOTOPbIX OyayT OTNpaBnsTbCs
yBEOOMIIEHNSI HA afpec, YKa3aHHbIN Npy co3aaHMKn nosnb3oBaTtensa unu coobwectsa. Ecnn
napameTtp NOTIFY _NAME He yka3saH, otnpaBka SNMP-yBegomneHuin 3anpeLueHa.

Ctpanuua 257 ns 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl KomaHab! Simple Network Management

PykoBofCTBO MO MCNonb3oBaHUto nHTepdeiica komaHaHol ctpoku (CLI) Protocol (SNMP)

Mpumep
B paHHOM npumepe nokasaHo, Kak cosgaTb rpynny 6esonacHocTn, Ans KOTOpou B
KadectBe Mopgenu ©esonacHoctn wucnonbdyetcsa npotokonn SNMPv3 u Kk koTopou

npuBsidaaHa 3anucb view, onpeaenstowiaa npasa Ha unameHeHne SNMP-o6bektoB SNMP-
MEHEeKEPOM.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server group GROUP v3 priv write VIEW
snmp-server group GROUP v3 priv write VIEW
DGS-1250(config)#
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21.7 snmp-server service port

[aHHaa komaHga wucnonb3yeTcs Ans nameHeHns Homepa UDP-nopta, ucnonb3yemoro
SNMP-areHTOM KomMyTaTopa. [lpy wucnonb3oBaHUM OPMblI NO KOMaHOa BepHEeT
3Ha4yeHne No yMor4yaHuio.

snmp-server service-port PORT

no snmp-server service-port

MapameTpbl

Ykaxute Homep UDP-nopta. [JoctynHbin gnanasoH: oT 1 go

PORT 65535.

Mo ymonuyaHuto
Mo ymonyaHuio 3agaHo 3HavyeHue 161.

Pexum BBoaa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHne KomaHAabl
SNMP-areHT kKommyTaTopa Oygetr nonydyate SNMP-3anpocbl Ha Yyka3aHHbIM HOMeEp
cepsucHoro UDP-noprta.

Mpumep

B gaHHOM npumepe nokasaHo, kak nameHutb Homep UDP-nopta SNMP, ucnonesyemoro
SNMP-areHTOM KOMMYyTaTOpa.

DGS-1250(config)# configure terminal

DGS-1250(config)# snmp-server service-port 50000

snmp-server service-port 50000

DGS-1250(config)#
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21.8 snmp-server traps

[aHHaa komaHga ucnonb3yeTca AN BKAYeHus onpegeneHHbix SNMP-ysegomneHuin.
Mpn wucnonb3oBaHMM (oOpMbl NO KOMaHAa BbIKMOUUT onpegeneHHole  SNMP-
yBeAOMMEHNS.

snmp-server traps {link-up | link-down | port-security | loopback-detection |
storm-control {enable | mode {storm-occur | storm-cleared | all}} | authorization-
failure | cpu-protect | reboot | fw-upgrade-state | errdisable | mac-flapping}

no snmp-server traps {link-up | link-down | port-security | loopback-detection
| storm-control enable | authorization-failure | cpu-protect | reboot | fw-upgrade-state
| errdisable | mac-flapping}

MapameTpsbl

link-u Ykaxute ana otnpaskun SNMP-yBegomneHun o6 yctaHoOBKe
P COoeauHeHns Ha nopTe.

. Ykaxute pna otnpaskn SNMP-yBegomnenun o6 obpbise

link-down A P yBeq p

coenHeHnd Ha nopre.

Ykaxute ans otnpaBku SNMP-yBegomneHun o6 OTKMHOYEHUM
port-security nopta mnn o6 oTrbpacbiBaHMM BXOAALLMX MAKETOB Ha MopTte
dyHkumen Port Security.

Ykaxunte gna otnpaBkn SNMP-yBegomneHuin 06 oTKnoYeHUn

loopback-detection nopta unu 6nokunposke VLAN dyHkumnen Loopback Detection.

Ykaxute ana otnpaskm SNMP-yBegoMneHum o CoObITUAX

- | |
storm-control enable dyHKumn Storm Control.

Ykaxute ana Hactpoukun SNMP-yBegomneHuin 0 cobbITUsAX

- |
storm-control mode dyHKumn Storm Control.

Ykaxute ans OTNpaBKu SNMP-yBegomneHui o6

storm-occur
obHapyxeHun wtopma.

Ykaxute gna otnpaskn SNMP-yBegomneHuin o6 OKOH4YaHMM
LuTOpMa.

storm-cleared

Ykaxute pana ortnpaskm SNMP-yBegomneHun o  Bcex

all cobbITuAX dyHkumn Storm Control.
Ykaxute ana ortnpasku SNMP-yBegomrneHun o HeygadHoW
authorization-failure asTopmusaumm no npotokonam TELNET, SSH, HTTP u (1nn)

HTTPS.

Ykaxnte ana ortnpaBkm SNMP-yBegomneHun o cobbITUAX

cpu-protect dbyHKUMM 3aLmTLI LINY.

Ctpanunua 260 13 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl Komanab! Simple Network Management

PykoBofCTBO MO MCNonb3oBaHUto nHTepdeiica komaHaHol ctpoku (CLI) Protocol (SNMP)

Ykaxute ans otnpasku SNMP-yBegomneHunm o nepesarpyske
N 3arpyske kommyTaTopa.

reboot

Ykaxunte ana otnpasku SNMP-yBegomneHun o6 ob6HoBREHMM

fw-upgrade-state BHyTpeHHero MO kommyTartopa.

Ykaxute ansd OTMpaBKu SNMP-yBegomneHunn o)
BOCCTaHOBIIEHUN nopToB, OTKITHOYEHHbIX nnu
3abnoknpoBaHHbIX Npu cpabaTtbiBaHUn yHKUMN Port Security,
Loopback Detection, BPDU guard, Storm Control.

errdisable

Ykaxute ana otnpaskm SNMP-yBegomMneHunm o CoObITUAX

mac-flapping dyHkummn MAC Flapping.

Mo ymonyaHuto
Mo ymonuaHutio otnpaska SNMP-yBegomneHun otknoyeHa.

Pexxnm BBOAa KOMaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAOblI
[aHHas komaHaa ucnonb3yeTcs Ansa ynpaeneHus otnpaskon SNMP-yBegomneHun.

Mpumep

B paHHOM npumepe nokasaHo, Kak BKMYUTb otrnpaBky SNMP-yBegomneHuin yHKLMM
Storm Control 06 o6HapyxeHuun wTopma.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server traps storm-control enable

snmp-server traps storm-control enable

DGS-1250(config)# snmp-server traps storm-control mode storm-occur

snmp-server traps storm-control mode storm-occur

DGS-1250(config)#
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21.9 snmp-server traps link-change

[laHHas komaHOa MCcnonb3yeTca ANS BKIOYEHUS NPOBEPKU COCTOSIHUS COeOUHEHUsT Ha
nopte n ornpaskm SNMP-yBegoMneHnn 0 COCTOSHUU coeanHeHnsd. Npu ncnonb3oBaHUm
dopMbl NO KOMaHAa OTKIIYUT npoBepky u otnpasky SNMP-yBegomneHuin o COCTOSIHUM
coeMHeHns Ha nopre.

snmp-server traps link-change

no snmp-server traps link-change

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymonyaHuio oyHKUNSA BKIOYEHA.

Pexxum BBoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,J'IFI ncnonb3oBaHNA ,D,aHHOIZ KOMaHAbl HGOﬁXOp,I/IMO nepe|7|T|/| B pexum KOHCbI/IpraLI,I/II/I
nopTa wunu guanasoHa rnopTos (interface).

[aHHas komMaHga ucnorb3yeTcs ONA OTKIMIOYEHUS UKW BKITIOYEHUSA MPOBEPKUM COCTOSHUSA
COEeANHEHUN Ha nopTe u oTnpasBku cooTBeTcTBYOWEro SNMP-yBegoMmneHus.

Mpumep

B paHHOM npumepe nokasaHo, Kak BkMwouuTb otnpaBky SNMP-ysegomneHun 06
yCTaHOBKE U 0b6pblBE COEAMHEHUSA Ha BCEX NOpTax M OTKIYUTb NPOBEPKY M OTMPaBKY
SNMP-yBegomneHnin 0 coCTosHUn coeanHeHnsa Ha nopte Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server traps link-up

snmp-server traps link-up

DGS-1250(config)# snmp-server traps link-down

snmp-server traps link-down

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# no snmp-server traps link-change

no snmp-server traps link-change

DGS-1250(config-if #
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21.10 snmp-server user

[aHHasa komaHaa ucnonedyetcs ansa co3ganHna SNMP-nonb3osatens. Npu ncnons3oBaHum
dopmbl no komaHaa yaanut SNMP-nonb3oBatens.

snmp-server user USER_NAME access-mode {read-only | read-write}
GROUP-NAME auth {md5 | sha} AUTH_PASS priv PRIV_PASS [trap-destination
{IPV4-ADDRESS | IPV6-ADDRESS}]

no snmp-server user USER-NAME

MapameTpbl

USER_NAME YKkaxuTte nma nonob3osatens (He 6onee 16 cumeonos).

YkaxuTte, 4TOObl oOnpegenuTb MnpaBa Monb3oBaTensd no
access-mode

YMOIYaHUIo.

YkaxuTe, 4Tobbl NOnb3oBaTento MNpefocTaBrAnochb MNpaBo
read-only

TONbKO Ha YTEHUe.

. YkaxuTe, 4Tobbl Nonb3oBaTento NpPeaocTaBNsanvMcb npasa Ha

read-write

YTeHVe 1 Ha 3anuce.

Ykaxute umsa rpynnbl 6e30nacHOCTW, KOTOpYK HeobXxoanmo
GROUP-NAME Py by A

Np1Bs3aTh K NONb30BaTEN!HO.
auth Ykaxute, 4Tobbl OnpeaenuTb MeTon ayTeHTUmnkaumm.
md5 Ykaxute ncnonb3oBaHue ayteHTudpukaumm HMAC-MD5-96.
sha Ykaxute ncnonb3opaHue ayteHTudukaumm HMAC-SHA-96.

Ykaxute naponb Ana ayTeHTudukaumMm nonb3oBaTtens nns
AUTH_PASS poctyna u3 SNMP-meHemxepa. [doCTynHbin  AnanasoH
3Ha4yeHun: ot 8 0o 16 cMMBONOB.

YKaxunte Koy WwudpoBaHs Ons oOMeHa [aHHbIMU MexXay
priv PRIV_PASS SNMP-areHtom n SNMP-meHemxepom. [JocTynHbIN gMana3oH
3Ha4yeHun: ot 8 0o 16 cMMBONOB.

trap-destination
IPV4-ADDRESS |
IPV6-ADDRESS

(OnuuoHaneHO) Ykaxute |IP4- unu IPv6-agpec, Ha KOTopbIv
6yayT otnpaBnatbca SNMP-yBegomneHus.

Mo ymonyaHuro
Mo yMOn4aHuto He Co3aaHO HM O4HOro norib3oBaTernA.

Pexum BBOoAa KoMmaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).
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YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAabl

Mpn cosgaHm SNMP-nonb3oBaTens HeobXxoAMMO ykasaTb naposb A4S ayTeHTudmnkaumm
M KoY  wudpoBaHmss ansa obmeHa p[aHHbiMM  mexagy SNMP-areHtom un SNMP-
MEHeOKEPOM.

Mpumep

B JaHHOM npuMepe nokas3aHo, Kak co3gaTb nosfib3oBaTtesid C NpaBoOM Ha YTEHUE U 3arnmncCb B
cogepxumoe 6a3 MIB kommyTaTopa.

DGS-1250# configure terminal

DGS-1250# snmp-server user USER access-mode read-write GROUP auth md5 9876543210 priv
0123456789 trap-destination 10.10.10.10

snmp-server user USER access-mode read-write GROUP auth md5 9876543210 priv 0123456789 trap-
destination 10.10.10.10

DGS-1250(config)#
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21.11 snmp-server view

[aHHas koMaHda ucnonb3yeTcs Afs CO34aHnsA UM U3SMeHeHUs 3anucn view (npasuna ans
poctyna kK SNMP-06bekTy). INMpn ncnonb3osaHnn oopMbl o KOMaHga yaanuT 3anuchb.

snmp-server view NAME SUBTREE {included | excluded}

no snmp-server view {name NAME | all}

MapameTpbl

NAME Ykaxute nmsa 3anucu view (He 6onee 16 cumporos). CUMBOSbI
AaHHOro napameTpa YyBCTBUTENbHbI K PErUCTPY.
Ykaxute wngeHtugukatop SNMP-obvekta (OID, Object

SUBTREE Identifier, wnpeHTMdukaTop o06bekTa) nogaepeBa ASN.1.
UTobbl 3a4aTb naeHTUdUKaTop, BBEAUTE CTPOKY, COCTOALLYHO
n3 vncen (Hanpumep, 1.3.6.2.4).

included Ykaxute, 4Tobbl BKNOUNTL ngeHtugukatop SNMP-o6bekTa B
3annco.
Ykaxute, 4tobbl ncknoumtb naeHtndgukatop SNMP-o6bekTa

excluded A ® P
13 3anucu.

name NAME YKaxute 3anucb, KOTOPYHO HY>XHO yaarnuTb.

all YKaxnte npu ucnonb3oBaHUn popMbl ho ANS yoaneHus Bcex
3anucen.

Mo ymonyaHuro

Umsa 3anucu Tun MoppepeBo

CommunityView included A

Pexxum BBoaa komaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue komaHAbl
Mcnonb3ynte AaHHYyO KOomMaHay, 4ToObl paspewutb unu 3anpetutb goctyn SNMP-
MeHeKepy K CTPYKTYpPHbIM anemeHTam 6a3 MIB kommyTtaTopa.

Ctpanunua 265 n3 359



DGS-1250 Ynpaensemble L3 kommyTatopsbl KomaHgp! Simple Network Management

PykoBofCTBO MO MCNonb3oBaHUto nHTepdeiica komaHaHol ctpoku (CLI) Protocol (SNMP)

Mpumep

B paHHOM npumepe nokasaHO, Kak co3daTb 3amnucb View, KoTopasi paspellaeT OocTyn
SNMP-meHemxepy kK SNMP-o6bekTy ¢ OID 1.3.6.1.2.1.2.

DGS-1250# configure terminal

DGS-1250(config)# snmp-server view VIEW 1.3.6.1.2.1.2 included

snmp-server view VIEW 1.3.6.1.2.1.2 included

DGS-1250(config)#

CtpaHuua 266 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Spanning Tree Protocol (STP)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

22. KOMAHObI SPANNING TREE PROTOCOL (STP)

22.1 show spanning-tree

HaHHass KomaHga wcnonb3dyerca Ana otobpaxeHuss uHdopmaumm o pabote STP-
npoTokona.

show spanning-tree [interface [ethernet | port-channel [IFACELIST [, | -] |
active | blockedports | bpdu]]

MapameTpbl

Ykaxute, 4Ttobbl O0OTOGpasuTb MHGOPMAaLMIO TOMbKO MO
aKTUBHbLIM MOpTaMm.

active

Ykaxute, 4Tobbl 0TO6pa3nTbL MHpOpMaLMO TONBKO MO nopTam

blockedports B cocTosiHuM Blocking (6rokmposka).

YKkaxute, 4Tobbl 0TOOpPasvMTb WHMOPMaAUUIO O pexXnme
bpdu dyHkummn  BPDU  Forwarding npu  oTkniodeHHoMm  STP-
NPOTOKOMe AN KaXaoro nopra.

Ykaxute NHTepdenc (dmsmnyecknin Ethernet-nopt
KOMMyTaTopa wunu norudeckun wuHTepdgenc port-channel),
AaHHbIE NO KOTOPOMY Heo6XxoanmMo oTobpasunTb.

ethernet | port-channel
IFACELIST

(OnumoHanbHO) Heckonbko WHTepdencoB wunu otaeneHue
, AnanasoHa uHTepdencoB oT npegbigyliero. cnonb3oBaHue
npobena [o 1 nocrne 3ansiTon HeagoMnyCcTUMO.

(OnumoHanbHo) [AmanasoH wuHTepdencos. WKcnonb3oBaHue
npobena go v nocne gedguca HegoNyCcTUMO.

No ymonyaHuto
Hert.

Pexxum BBOAa KOMaHAbI
Monb3oBaTenbCcKknin nnu npmeunernposaHHbii pexunm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 1.

Mcnonb3oBaHue KoOMaHAOblI
[aHHaa komaHga wucnonb3yetcda Ana oTtobpaxeHuss uHdopmaumm o pabote STP-
npoTokona.
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Mpumep

B gaHHOM npumepe nokasaHo, kak oTobpasntb nHgopmauuio o pabotre STP-npotokona
anst nopta Ethernet 1/0/9.

DGS-1250# show spanning-tree interface ethernet 1/0/9

show spanning-tree interface ethernet 1/0/9

Eth1/0/9:

Spanning tree on an interface : Enabled

Port path cost : 200000000

Port identifier : 8.009

Link type : Shared (configured: Auto)
Port fast : No (configured: Auto)
Guard root : Disabled

Bpdu forward : Global

Bpdu guard : Enabled

TCN filter : Disabled

Port priority 1128

Tx/Rx BPDU :0/0

Tx/Rx TCN :0/0

BPDU Filter : Yes

BPDU Guard Error : No
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22.2 spanning-tree

[aHHas KomaHga mcnonb3yeTtca Ana BkntodeHuss STP-npoTtokona rmobanbHo (4ns Bcero
ycTpouncTtea). Npun ncnonb3oBaHnmn popmMbl NO KOMaHZa OTKMKYUT Ucnonb3oBaHne STP-
npoTokosna rnodanbHo.

spanning-tree
no spanning-tree

MapameTpbl
Hert.

Mo ymonyaHuto
M0 ymMOnyaHuo OTKITHOYEHO.

Pexxum BBoga kKomaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[aHHas komaHga ncnonb3yeTca Anga BKYeHus/BbikntodeHna STP-npoTokona rnobanbHo
(AN Bcero ycTponcTaa).

Mpumep
B naHHOM npumepe nokasaHo, Kak Bkntountb STP-npoTtokon rnobansHo.

DGS-1250(config)# spanning-tree
spanning-tree

DGS-1250(config)#
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22.3 spanning-tree bpdu (global)

HaHHas koMaHaa ncnonb3yeTcsa ANns BKIIYeHUs/BbiknoveHna dpyHkummn BPDU Forwarding
rnobanbHO (4119 BCero ycTponcTaa).

spanning-tree bpdu {filtering | flooding}

MapameTpbl

3anpewaet nepecbinate BPDU-naketol STP-npotokona ot
filtering OPpYrMx ycTpoucTtB cetu, ecnu STP-npOTOKON BbIKNHOYEH ANs

YyCTPOWCTBA.

Pa3pelwaet nepecbinate BPDU-naketel STP-npotokona ot
flooding OPpYrMx ycTpoucTtB cetu, ecnu STP-npOTOKON BbIKNHOYEH Ans

yCTpoOncTBa.

Mo ymonuyanuto
Mo ymonuanuio dyHkuma BPDU Forwarding BkntoveHa rnobasnbHo.

Pexxnm BBoaga komaHAbI
Pexxnm rnobanbHomn koHdurypauum (Global Configuration Mode).

YpOBeHb KOMaHAbl MO YMOJNTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAbI
[aHHas koMaHaa ncnonb3yeTcs ANS BKYeHUs/BbikntoveHnsa dpyHkummn BPDU Forwarding
rnobarnbHo (451s BCero yCTpomucTaa).

Mpumep

B naHHOM npumepe nokasaHo, Kak Bkniountb oyHkumnio BPDU Forwarding rmo6anbsHo.
DGS-1250# configure terminal

DGS-1250(config)# spanning-tree bpdu flooding

spanning-tree bpdu flooding

DGS-1250(config)#

Ctpannua 270 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHgbl Spanning Tree Protocol (STP)
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

22.4 spanning-tree bpdu (interface)

HaHHas koMaHaa ncnonb3yeTcsa ANns BKIIYeHUs/BbiknoveHna dpyHkummn BPDU Forwarding
ANs  ykasaHHoro uHtepdpenca. [lNpu ucnonb3oBaHuMM ¢OpMbl ho Oyaer HacTpoeHo
3Ha4veHue, 3agaHHoe rnobansHo.

spanning-tree bpdu {filtering | flooding}

no spanning-tree bpdu

MapameTpbl

3anpewaet nepecbinate BPDU-naketol STP-npotokona ot
filtering OpYrMx ycTpoucTts cetu, ecnv STP-npOTOKON BbIKNHOYEH Ans
yKaszaHHOro nHrepdemca.

Paspelwaet nepecbinate BPDU-naketel STP-npotokona ot
flooding OPpYrMx yCcTpoucTB cetu, ecnv STP-npOTOKON BbIKNHOYEH Ans
yKasaHHOro nHtepdemnca.

Mo ymonuyanuto
Mo ymonuaHuo ana dyHkummn BPDU Forwarding ona nopTtoB HaCTpPOEHO 3HayeHue,
3agaHHoe rnobdanbHo.

Pexxnm BBOAa KOMaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 15.

Mcnonb3oBaHue KoOMaHAOblI
[Ana ncnonb3oBaHMs LaHHOW KOMaHObl HEOOXOAMMO MEpPEnTUM B PEXUM KOHdUrypaumm
nopra, AnanasoHa noptoB unu port-channel (interface).

[aHHas koMaHga Mcnonb3yeTcs Ans BKNoYeHUs/BbIKoveHus gyHkummn BPDU Forwarding
ANs yKa3aHHOro uHtepdenca.

Mpumep

B paHHOM npumepe nokasaHo, Kak BkMounTb yHkumio BPDU Forwarding ans nopta
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# spanning-tree bpdu flooding

spanning-tree bpdu flooding

DGS-1250(config-if }#
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22.5 spanning-tree bpdufilter

[aHHaa komaHOa mcnonb3yetcs ansa 3anpeta npuema v nepegadm BPDU-naketoB gns
yKaszaHHOro nHtepdemnca npu BkrtodeHHoM STP-npotokosne. MNMpu ncnonb3oBaHnmn opmbl
no npuem n nepegava BPDU-nakeToB paspeLlleHbi.

spanning-tree bpdufilter

no spanning-tree bpdufilter

MapameTpbl
Hert.

Mo ymonyaHuto
M0 ymMOnyaHuo OTKITHOYEHO.

Pexxum BBoga kKomaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHMs LaHHOW KOMaHObl HEOOXOAMMO MEpPenTUM B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHasa komaHga ucnonb3yetcs, ecnu STP-NpoTOKON BKMOYEH ANS YKa3aHHOro noprta unu
rno6anbHO, HO HeoBXoaMMO 3anpeTuTb Npuem n nepegady BPDU-nakeToB.

Mpumep

B gaHHOM npumMmepe nokasaHo, Kak oTKN4YMTb npuem/nepegady BPDU-nakeToB ansa nopta
Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# spanning-tree bpdufilter

spanning-tree bpdufilter

DGS-1250(config-if }#
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22.6 spanning-tree bpduguard

[aHHasa komaHOa ucnonb3yeTcs Ang BKNYeHusa/BbiknoveHns dpyHkumm BPDU Guard ans
yKaszaHHoOro uHtepdenca. Npu ncnonb3oBaHum gopmbl no dpyHkums BPDU Guard Gyget
OTKIOYEHa.

spanning-tree bpduguard {enable | disable}

no spanning-tree bpduguard

MapameTpbl
enable Ykaxute, 4Tobbl BKounTbL dpyHKumno BPDU Guard.
disable YkaxuTe, 4Tobbl BblkntounTb dyHkumo BPDU Guard.

Mo ymonuyaxuto
Mo yMONM4aH1o AaHHaA beHKLl,I/IFI OTKJTHO4EeHa.

Pexnm BBOAa KoMmaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopra, AnanasoHa noptoB unu port-channel (interface).

[aHHasa komaHOa ucnonb3yeTcs Ans BKNoYeHus/BbikntoveHns dpyHkumm BPDU Guard ans
yKasaHHOro WHTepdoenca. Ecnu npum BKNOYEHHOW QYHKUMM Ha WHTepdenc npuxoant
BPDU-nakeT, wuHTepdgenc 6nokupyetcsa. Ytobbl pasbnokumpoBatb e€ro, Heobxoanmmo
BbINONHUTL KomaHabl shutdown n no shutdown (Takke MOXHO MCNONbL30BaTb KOMaHLY
errdisable recovery).

Mpumep

B gaHHOM npumepe nokasaHo, Kak BknounTb yHkumio BPDU Guard ansa nopta Ethernet
1/0/8.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/8

DGS-1250(config-if# spanning-tree bpduguard enable

spanning-tree bpduguard enable

DGS-1250(config-if #
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22.7 spanning-tree cost

,D,aHHaFI KOMaHOa Wucnonb3yeTca And HaCTpOVIKM 3Ha4YeHunda CTouMMmoCTn nyTmn Ans
YKa3aHHOro MHTepcbeﬁca. |_|pI/1 MCMonb3oBaHNn (*)OprI no CTOMMOCTb NYTHU 6yueT
onpenendaTbCA aBTOMaTU4ECKU.

spanning-tree cost COST-VALUE

no spanning-tree cost

MapameTpbl

YKasblBaeT 3Ha4eHne CTOMMOCTU nyTun. ,D,OCTyHHbIIZ anana3oH

COST-VALUE 3HaveHwit: ot 1 go 200000000.

Mo ymonyaHuto
Mo ymonyaHuio CTOMMOCTb MyTU oOrnpegenseTcd Ha OCHOBaHUMM HAacTPOeK Mornockl
nponyckaHna nHTepdenca.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopta, AnanasoHa noptoB unu port-channel (interface).

CtoumocTb nyTWM uUcnonb3yeTca And pacdeTa KpaTtyavwero nyTu [0 KOPHEBOro
KommyTaTopa (root bridge). Ecnn ykasaHo 3HaveHne 0, cToMMOoCTb NyTH Ansa uHtepderica
onpeaensieTcst aBToMaTtuyeckm Ha OCHOBAHWKU NPOMYCKHOM CNOCOBHOCTU MHTEphenca.

Mpumep

B pgaHHOM npumepe nokasaHO, Kak HacTpouTb 3HaveHne ctoumocTtu nytu 20000 ans
nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if # spanning-tree cost 20000

spanning-tree cost 20000

DGS-1250(config-if }#
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22.8 spanning-tree disable

[aHHas komaHOa wucnonb3yetrca Ond  BKNOYeHWUda/BbliknoveHuss STP-npotokona Aans
onpegeneHHoro uHtepdgenca. [lpu wucnonb3oBaHMM GOPMbI NO  KOMaHAa BKIHOYUT
ncnonb3oBaHne STP-npoTokona ansa nHtepdenca.

spanning-tree disable

no spanning-tree disable

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymosnyaHuo BKIKOYEHO.

Pexxum BBoga kKomaHAbI
Pexunm koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHMs LaHHOW KOMaHObl HEOOXOAMMO MEpPenTUM B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

HaHHas komaHga wucnonb3yeTca [Ans  BKIYEHUs/BbikNoveHns STP-npotokona ang
onpeneneHHoro nHtepdemnca.

Mpumep

B naHHOM npumepe nokasaHo, Kak oTkniounte STP-npoTtokon anga nopta Ethernet 1/0/5.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# spanning-tree disable

spanning-tree disable

DGS-1250(config-if }#
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22.9 spanning-tree guard root

[aHHas komaHga ncnonb3yeTca Ana BknoveHus yHkumm Root Guard (Restriction) ans
onpeneneHHoro wuHTepdenca. [lpn wucnonb3oBaHMM GOPMbI hO KOMaHOAa BepHET
HaCTPOWKM MO YMOSYaHuo.

spanning-tree guard root

no spanning-tree guard root

MapameTpbl
Hert.

Mo ymonyaHuto
M0 yMOn4aHuo OTKITHOYEHO.

Pexxum BBoga kKomaHAbI
Pexunm koHdurypaumm nitepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAbI
[Ana ncnonb3oBaHMs LaHHOW KOMaHObl HEOOXOAMMO MEpPenTUM B PEXUM KOHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

dyHkumna Root Guard (Restriction) npegorBpallaeT npeBpalleHne nopta B KOPHEBOW NOPT
W OrpaHnYMBaeT [OOCTYN BHELWHWM KOMMYyTaTopam, HaxOAsAWMMCHA He nog MNOSHbIM
KOHTPONEM aAMWHUCTPATOpa, K OCHOBHOMY PErMoHy CeTM aKTMBHOW TOMOSorum
CBSI3ylOLLEro aepesa.

[MopT, KOTOPOMY ObINIO OTKa3aHO B NPUCBOEHUM PONM KOPHEBOro nopta (root port), cmoxet
paboTtaTb TONMbLKO B KayecTBe HasHayeHHoro nopta (designated port). [Npu nonydeHun
KOH(purypaumoHHoro BPDU-naketa ¢ 0Gonee BbICOKMM MNPUOPUTETOM MOPT HAYHET
pabotaTb B KayecTBe ansTtepHatuBHoro nopta (alternate port) B coctosHum Blocking
(6nokmpoBka). lMonyyeHne BPDU c Gonee BLICOKMM NPUOPUTETOM HE MOBNUSIET Ha
noctpoeHne STP. MNopTt 6yaeTt npocnywmsate BPDU. Ecnu Bpemsa oxumaaHusa nonyyeHus
BPDU c¢ HaubonbwuM npuOpUTETOM MWCTEYET, MOPT HavyHET paboTatb B Ka4yecTBe
Ha3Ha4YeHHOro nopTa.
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Mpumep

B paHHOM npumepe nokasaHo, Kak BkN4MTb (yHkumio Root Guard (Restriction) gns
nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if}# spanning-tree guard root

spanning-tree guard root

DGS-1250(config-if y#
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22.10 spanning-tree link-type

[aHHas KomaHOa wucnonb3yeTrca AN HacTpouku Tuna coeauHeHus (link-type) ans
nHTepdenca. [lpun wucnonb3oBaHUM OPMbI NO KOMaHAA BepHET HaCTPOMKM Mo
YMOSTHaHWMI0.

spanning-tree link-type {point-to-point | shared}

no spanning-tree link-type

MapameTpbl

YKkasblBaeT TUN coeamHeHust «Todka-Todka» (Point-To-Point,

point-to-point P2P).

YKasblBaeT TN CoeanHeHust Ansa NOAKMYeHns K ceTn obLiero

shared nonb3osaHus (Shared Media).

Mo ymonuyaxuto
Mo yMon4yaHuio Tun coegnHeHna HasHa4aeTcqa Ha OCHOBaHMM HACTpOeK AynrieKkca.

Pexxum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[na ucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopra, AnanasoHa noptoB unu port-channel (interface).

Ha noptax, yHKUVMOHUPYIOLUMX B PEXMME MOSMHOro Aynnekca, yctaHaBnuBaetca P2P-
coeguHeHune; NopTbl, paboTatoLme B pexume nonyayniekca, cuMTarTca noptamm obLiero
nonb3oBaHus (Shared Media). Tak kak 6bICTpbIM nepexon B coctosiHe Forwarding
(nepeHanpaBneHne) npu ucnonb3oBaHun Tuna coegmHeHmnss Shared Media HEBO3MOXEH,
peKkoMeHOyeTCsl MCMoNb30oBaTb aBTOMaTU4Yeckoe onpegeneHne Tuna coeauvHenus STP-
NMPOTOKOSIOM.

Mpumep

B OJaHHOM TripuuMepe noKa3aHo, KakK HaCTpOuTb HaACTpPOUTb TUN COoeanHeHUA P2P and
Ethernet-nopta 1/0/7.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-if j# spanning-tree link-type point-to-point

spanning-tree link-type point-to-point

DGS-1250(config-if }#
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22.11 spanning-tree mode

,D,aHHaFl KOMaHAa ncnornb3dyeTca Onsd HaCTpOﬁKM pexnma UCnosrb3oBaHUA STP-FIpOTOKOJ'Ia.
|_|pl/l MCrnornb3oBaHNN CbOprI Nno KOMaHAda BEepPHET HaCTp0I71KI/I no yMOJT4aHuio.

spanning-tree mode {rstp | stp}

MapameTpbl
rstp YkasblBaeT Rapid Spanning Tree Protocol (RSTP).
stp YkasbiBaeTr Spanning Tree Protocol (coBmectumbin ¢ IEEE

802.1D).

Mo ymonyaHuto
Mo ymonyaHuio yctaHoBneH pexmnm RSTP.

Pexxnm BBOAa KOMaHAbI
Pexxnm rmobanbHon koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 15.

Mcnonb3oBaHue KOMaHAOblI
Mpn wun3amMeHeHun pexmma ucnonb3oBaHuss STP-npoTtokona Bce NOpPTbl nepengyt B
cocTtosiHne Discarding (oTGpacbiBaHue).

Mpumep

B maHHOM npumepe nokasaHo, kak HacTpouTb pexum RSTP gns wucnonb3oBaHus STP-
npoTokona.

DGS-1250(config)# spanning-tree mode rstp

spanning-tree mode rstp

DGS-1250(config)#
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22.12 spanning-tree priority

,D,aHHaFI KOMaHOda WChnoJib3yeTcd Ansd HaCTpOVIKM npunopmuteta KoMmyTaTtopa. I'Ip|/|
MCrnonb3oBaHUn C*)OprI NOo KOMaHda BEPHET 3Ha4eHne rno ymori4aHuio.

spanning-tree priority STP-PRIORITY

no spanning-tree priority

MapameTpbl

YkasblBaeT 3HadeHue npuoputeta kommyTtatopa (0, 4096,
STP-PRIORITY 8192, 12288, 16384, 20480, 24576, 28672, 32768, 36864,
40960, 45056, 49152, 53248, 57344, 61440).

Mo ymonyaHuro
Mo ymonyaHuio 3agaHo 3HadeHue 32768.

Pexum BBOoAa KoMaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl

Bblibop kopHeBoro kommyTtaTopa (root bridge) 3aBuCcMT OT 3Ha4YeHUs npuopuTeTa
kommyTaTopa u cuctemHoro MAC-agpeca. [JoCTynHbl 3Ha4yeHUs NpuopuTeTa, KpaTHble
4096. YeM MeHbLUE YMCIIO, TEM BbILLIE MPUOPUTET.

Mpumep
B paHHOM npumepe nokasaHo, Kak 3agaTtb 3HaveHue 4096.

DGS-1250# configure terminal
DGS-1250(config)# spanning-tree priority 4096
spanning-tree priority 4096
DGS-1250(config)#
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22.13 spanning-tree port-priority

[aHHaa komaHOa wucnonb3yeTcs Ans HacTpouku npuoputeta STP-npoTtokona Aans
nHTepgenca. MNMpu ncnonb3oBaHMmM OPMbI NO KOMaHAA BEPHET 3HAYEHUE NO YMOSHYaHUIO.
spanning-tree port-priority PRIORITY

no spanning-tree port-priority

MapameTpbl

YKkasblBaeT 3HayeHue npuoputeTta uHtepdenca (0, 16, 32, 48,

PRIORITY 64, 80, 96, 112, 128, 144, 160, 176, 192, 208, 224, 240).

Mo ymonuyanuio
Mo ymonyaHuio 3agaHo 3HaveHne 128.

Pexum BBOoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOOMMO MEPENTU B PEXUM KOHUrypauumm
nopta, AnanasoHa noptoB unu port-channel (interface).

Mpy NPUCBOEHUM Ponn MHTepdelca NCNonb3yeTcsl ero UAeHTUUKATOP, KOTOPbIA COCTOUT
13 npuopuTeTa N Homepa uHTepdenca. YeM MeHblLe YMCro, TEM Bbille NPUOPUTET.

Mpumep

B naHHOM npumMepe nokasaHo, Kak 3agaTb 3HadyeHne 16 onga Ethernet-nopta 1/0/7.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-if)# spanning-tree port-priority 16

spanning-tree port-priority 16

DGS-1250(config-if #
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22.14 spanning-tree portfast

[aHHaa komaHOa wucnonb3yeTca Ans HacTpouku pexuma PortFast gna nopta. [Mpwu
NCNonb3oBaHNN opMbl NO KOMaHAa OTKNKOYNUT OAHHBLIN PEXUM.

spanning-tree portfast {enable | auto}

no spanning-tree portfast

MapameTpbl

Ykaxnte, 4ytobbl oxugatb 3 CeKyHAObl U, eClin He NnoJly4YeHbl

auto BPDU-nakeThbl, BkntovaTb pexmm PortFast ans nopra.

Ykaxute, 4Tobbl pexxum PortFast ana nHtepdenica Bknrodancs
enable cpasdy. Ecnn nocne 6yayt nonydeHbl BPDU-naketbl, pexum
OyoeT OTKIIHOYEH.

Mo ymonuyaxuto
Mo ymonyaHuio Ans Bcex NOpTOB HAaCTPOEH pexum auto.

Pexxum BBOAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoOMaHAObl
[na vucnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGUrypauuu
nopra, AnanasoHa noptoB unu port-channel (interface).

[aHHasa komaHga ncnonb3yeTcs Ans HacTponkn pexnma PortFast ona nHtepdenca.

anMeHFIﬂ OaHHYIO0 KOMaHAOy, He ﬂOﬂyCKaﬁTe noAsBneHnA netTesrib B Tononormn N neTerib BO
BpemMAa nepenayn nakeTtoB AaHHbIX, 3TO MOXET HapyLnNTb pa60Ty ceTn.

Mpumep

B naHHOM npumepe nokasaHo, Kak HacTpouTb BKNoYeHue pexnma PortFast ans Ethernet-
nopta 1/0/7.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-if)# spanning-tree portfast enable

spanning-tree portfast enable

DGS-1250(config-if y#
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22.15 spanning-tree tcnfilter

[aHHaa komaHOa wcnonb3yeTcs Ans  BKNYEHWUs dunbTpaumm  yBegomrieHnn o6
nameHeHun Tononormm cetn (TCN, Topology Change Notification) Ha ykaszaHHOM
nHTepdence. NMpn ncnonbsoaHnm opmbl no punbTpauna byaeT oTKNIOYEHa.

spanning-tree tcnfilter

no spanning-tree tcnfilter

MapameTpbl
Her.

Mo ymonuyanuio
Mo YMOIM4aHno (‘bI/IJ'IpraLI,I/IFI OTKI4eHa.

Pexum BBOoAa KoMmaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KomaHAbI

[na vcnonb3oBaHUA LaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEXUM KOHGMUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

dunbrpauns TCN-yBeaoMneHUn ucnonb3lyeTcss AN 3aliuTbl MHTEpHeT-npoBanaepa oT
MOAKMIOYEHNA BHELIHMX KOMMYTATOpPOB, HaXOAALWMXCA HEe noA MOSHbIM KOHTPONeEM
aAMUHUCTpaTopa, K OCHOBHOMY PErnmoHy CeTn, B KOTOPOM B AaHHOW CUTyaLuu npomsonget
ounctka (Flush) agpecos.

B pexunme dunetpauun TCN-yBegomneHue, nonyyeHHoe WHTep(encom, UrHopupyeTcs.
[laHHble HaCcTPOWKM AENCTBUTENBbHbLI AN BCEX PEXMMOB Ucnonb3oBaHus STP-npoTokona.

Mpumep

B pmaHHOM npumepe nokasaHo, Kak BKMOYUTL unerpaumo TCN-yBegomneHun Ons
Ethernet-nopta 1/0/7.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/7

DGS-1250(config-ifj# spanning-tree tenfilter

spanning-tree tcnfilter

DGS-1250(config-if y#
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22.16 spanning-tree (timers)

[aHHas koMmaHda ucnonb3yeTcs A1 HaCTPONKKM 3HavyeHu Tanmepos STP-npoTokona. Mpu
NCnonb30BaHMM (POPMbl NO KOMaHAA BEPHET 3HAYEHUE N0 YMOMYaHUIO.

spanning-tree  {hello-time SECONDS | forward-time SECONDS |
max-age SECONDS}

no spanning-tree {hello-time | forward-time | max-age}

MapameTpbl

YkasbiBaeT MHTEpBAll MeXay LMKNNYEeCcKom nepe,u,aqeﬁ

hello-time SECONDS KOH(UrypaumMoHHbIX  coobweHun. [OoCTynHblM  guanasoH
3HadeHun: ot 1 go 10 cekyHA.

YkasblBaeT BpeMs 3agepxku npoaswmkeHus (Forward Delay),
ncnonbdyemoe STP-npoTokonom gnsi nepexofa M3 COCTOAHUSA

forward-time SECONDS Listening (npocnywwuBaHne) wu Learning (oby4eHne) B
coctosHne Forwarding (nepeHanpaBneHue). [LOCTYMHbIN
ananasoH 3HadeHun: ot 4 go 30 cekyHA.

YKkasblBaeT MakcumarnbHoe BpemMa xu3Hn BPDU-naketa.

max-age SECONDS 5 y
JocTynHbin AnanasoH 3HadvyeHun: ot 6 o 40 cekyHn.

Mo ymonyaHuto
Mo ymonyanuto gna napametpa hello-time 3agaHo 3HavyeHne 2 cekyHAbl.

Mo ymonuaHuio ans napametpa forward-time 3agaHo 3HadeHne 15 cekyHa.
Mo ymonyaHuio ans napameTpa max-age 3agaHo 3HadeHue 20 cekyHa.

Pexxnm BBOoAa KoMmaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 15.

Mcnonb3oBaHue KOMaHAOblI
[aHHasa komaHaa ucnonb3yeTcst AN HAaCTPOWMKM 3HaYeHun TanveposB STP-npoTokona.

[Ons KoppeKkTHOW paboTbl HEOBXOAMMO YYUTLIBATL CriedyoLLMe B3anMOCBA3N:
2x(forward-time — 1) 2 max-age

max-age 2 2x(hello-time + 1)
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Mpumep

B maHHOM npumMepe nokasaHo, Kak HacTpouTb TanmMmepbl STP-npoTokona.
DGS-1250# configure terminal

DGS-1250(config)# spanning-tree hello-time 1

spanning-tree hello-time 1

DGS-1250(config)# spanning-tree forward-time 16

spanning-tree forward-time 16

DGS-1250(config)# spanning-tree max-age 21

spanning-tree max-age 21

DGS-1250(config)#
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23. KOMAHObI STORM CONTROL

23.1 storm-control

HaHHas komaHga skntovaeT dyHkumio Storm Control ans broadcast-, multicast- 1 unicast-
Tpadumka Ha nopte. [pn ncnonb3oBaHMM (POPMbI NO KOMaHAA OTKAYMT PYHKUMIO Storm
Control ans onpegeneHHoro Tuna Tpaduka Ha nopre.

storm-control {broadcast | multicast | unicast} level {pps PPS | kbps KBPS}

no storm-control {broadcast | multicast | unicast} [level]

MapameTpbl
YKkaxuTte, 4YTOObl OrpaHMyMTb CKOpOCTb pAOnd broadcast-
broadcast
Tpaduka.
. Ykaxute, 4TobObl OrpaHuMYnTL CKOpPOCTb AN  multicast-
multicast
Tpaduka.
unicast YKaxuTe, 4Tobbl OrpaHMyYnTb CKOPOCTb ANs unicast-Tpaduka.

(OnuunoHanbHO) Ykaxute, 4yTOOblI 3agaTb eguHuuy nogcyerta
level CKOpOCTU Tpaduka onpeneneHHoro tuna. lNpu ncnonb3osaHnu
¢ chopmoi no ykasaHHOEe paHee 3Ha4yeHue byaeTt yoaneHo.

YKaxute MakcumarnbHOe 3HayeHue CKopocCcTu Tpaduka B
pps PPS naketax B cekyHOy (pps, packets per second). [JocTynHbin
ananasoH: ot 1 go 1048575.

YKaxuTe MakcumaribHoe 3Ha4yeHue ckopoctu Tpadmka B Kout/
kbps KBPS c. HoctynHbin guanasoH: ot 1 go 1000000 gns noptoB
1000Base-T nnm 10000000 gns noptoB 10GBase-X.

Mo ymonyaHuio
Mo ymonyaHuio doyHkuma Storm Control oTkntoyeHa.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHue KomaHAabl
[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXnM KoHdUrypauuu
nopta unu gnanasoHa noptos (interface).

Ecnn ykasaHo 3HayeHne 0, KomMaHga BO3BpalWlaeT 3HavyeHue, COXpaHeHHoe [Ans
onpegeneHHoro Tuna Tpaduka Ha OaHHOM MopTe Npu OTKMYeHun yHKuMM Storm
Control.
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Mpy nNpeBbILEHMM MaAKCMMAarnbHOIMO 3HA4YeHUsi BbLINOMHAETCA [OEeWCTBMEe, 3agaHHoe
komaHaonm storm-control action.

Ana Toro 4tobbl HacTpoute SNMP-yBegomneHms o cobbiTnsax gyHkumm Storm Control,
ncnonb3ynTe KomaHay snmp-server traps.

Mpumep

B naHHOM Npumepe nokasaHo, Kak 3agaTb MakCMMarbHOe 3Ha4YeHue CKOPOCTWU BXOASLLEro
broadcast-Tpacurka B naketax B cekyHay ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control broadcast level pps 200000

storm-control broadcast level pps 200000

DGS-1250(config-if }#
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23.2 storm-control action

,D,aHHaFI KOMaHAa MCnosfb3yeTcd and HaCTpOVIKM OEencTBus Ha onpeaeneHHbIX noptax npu
06Hapy>KeH|/w1 LwTopmMa. I'IpM MCMNonb30BaHNN (*)OprI Nno KOMaHAa BepHET 3Ha4dYeHwme no

YMOJI4aHUIO.

storm-control action {none | drop | shutdown}

no storm-control action

MapameTpbl

none

Ykaxunte, 4tobbl NakeTbl HE 6]'IOKI/IpOBaJ'IVICb npu npeBblLLEHNN
NnoporoBoro 3Ha4eHnA CKOpoCTH.

drop

Ykaxnte, 4ytobbl NakeThbl OT6paCbIBaJ'II/ICb npun npesbilLLEHNN
NnoporoBoro 3Ha4eHnA CKOpoCTH.

shutdown

YkaxuTe, 4ToObl NakeTbl oTGpackiBanncb MpU MPEBbILLEHWN
MOPOroBOro 3HAa4YeHMs1 CKOPOCTU 1 MOPT aBapuUinHO OTKIHYarcs
yepe3  OMpederneHHbIi  MPOMEXYTOK  BPEMEHW  Mpwu
HenpekpaLialLemMcs LUTOpMe.

Mo ymonuyaxuio

Mo ymonyaHuio nakeTbl 0TOpackIBatOTCA NPW BOSHMKHOBEHUM LUTOPMA Ha nopTax.

Pexxnm BBoaga komaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO

YpoBeHb 15.

Ucnonb3oBaHue KoMmaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu
nopta unu guanasoHa rnopTos (interface).

[aHHas koMaHAa UCnonb3yeTcs ANA HAaCTPOMKU OENCTBUS NO OTHOLLIEHUIO K yKa3aHHOMY
UHTepdency npu Hanuumm wrtopma. [lpu mncnomnb3oBaHun komaHabl action shutdown
NopT aBapuUMHO OTKMYAETCA 4Yepe3 orpedesieHHbIn NPOMEXYTOK BpPEMEHMU, pPaBHbLIN
interval SECONDS * retries NUMBER (no-ymonyanuio — 15 cekyHa). WN3meHuTb
3Ha4YeHNA [aHHbIX MapamMeTpoB MOXHO C MomMoLbo KomaHabl storm-control polling.
UToObl pa3bnokumpoBaTb aBapuUMHO OTKITHOYEHHbIN UHTEpdenc, HeobXoaANMMO BbIMOMHUTL
komaHabl shutdown 1 no shutdown (Takke MOXHO Mcnonb3oBaTb kKomaHdy errdisable

recovery).
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Mpumep

B paHHOM npumepe nokasaHo, Kak HacTpouTb LEWCTBME C OTKIKOYEHMEM nopTa npu
Henpekpallatowemcs wropme anga nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# storm-control action shutdown

storm-control action shutdown

DGS-1250(config-if #
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23.3 storm-control type

[laHHas koMaHAa vcnonb3yeTcs Ans Bbibopa Tvna multicast- nnu unicast-tpadwka.

storm-control {multicast | unicast} type {all | unknown}

MapameTpbl

multicast YkaxuTe, 4Tobbl BblbpaTh TMN multicast-Tpadwmka.

unicast YkaxuTe, 4Tobbl BblbpaTh TMN unicast-Tpaduka.

all YKaxuTe, 4Tobbl OrpaHNYeHnsa encTBoBanM Ha Becb Tpaduk,

nocTynarLuiA Ha NOpT KOMMyTaTopa.

YKkaxuTe, 4ToObl orpaHmyeHus gencrteosanu Ha Tpaduk, MAC-
unknown agpec HasHayYeHusi KOTOporo He Obin 3aHeceH B Tabnuuy
KOMMyTauum kKoMmyTaTopa.

Mo ymonyaHuto
Mo ymonyaHuio orpaHuYeHns aencteyoT Ha Tpaduk, MAC-agpec HasHa4yeHusi KOTOPOro
He 6bln 3aHeceH B Tabnuuy KOMMyTaLMmM KOMMyTaTopa.

Pexxnm BBoaga komaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI

[aHHas komaHaga nossonseT Bblbpatek TMN Tpaduka ana multicast- nnu unicast-tpaduka,
Ha KOTopbI ByaeT 4enCTBOBaTb OrpaHUYeHne CKOPOCTH.

Mpumep

B maHHOM npumMmepe nokasaHo, Kak M3MeHUTb Tun unicast-tpaduka ana nopta Ethernet
1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control unicast type all

storm-control unicast type all

DGS-1250(config-if y#
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23.4 storm-control counting-mode

,D,aHHaFI KOMaHAa ncnonb3yeTca And usmMmeHeHuna eguHunubl noac4eTta CKOpoCTu BXoaAwlero
Tpa(bI/IKa. I'Ipm MCMNonb30oBaHNN q)OprI Nno KOMaHOa BepHeT HaCTpOIZKM no yMOJIT4aHuio.

storm-control counting-mode {pps | kbps}

no storm-control counting-mode

MapameTpbl

s yKa>KI/ITe, yTOObI CYMTANIOCb KONMUYECTBO MNAaKETOB OaHHbIX B
PP cekyHay.
kbps yKa>KVITe, YTOObI CYMTANOChb KONMMYECTBO KUNoout OaHHbIX B

cekyHay.

Mo ymonyaHuto
Mo ymMOnYaHuio CKOPOCTb BXOAALLEro Tpaduka n3aMepsaeTca B nakeTax B CEKyHAY (PpPS).

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm nHtepgencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
nopta unu gnanasoHa noptos (interface).

[Mocne nameHeHus egmHnlbl noacdeta yHkuma Storm Control 6yaeTt oTknoveHa Ha nopTe
ANns BCex TUNoB Tpadmka, COXpaHEeHHble MakKCMMarbHble 3Ha4YeHus1 CKOpocTM OyayT
yaaneHobl.

Mpumep

B OaHHOM npuMepe nokKa3aHo, Kak U3MEeHUTb euHULY noacHeTa CKOPOCTU BXoadulero
Tpaduka ana nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-ifj# storm-control counting-mode kbps

storm-control counting-mode kbps

After changing counting mode all traffic thresholds for this port will be erased. You will need to reconfigure
them. Proceed? (y/n)

DGS-1250(config-if }#
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23.5 storm-control polling

,D,aHHaFI KOMaHOda WCNornb3yeTca nOn4d HaCTpOﬁKM MHTEepBalria npoBepKn Ha Halin4vymne
wTopMa Ha noptax un anda naMmeHeHma KosimndecTtsa npoBepoOK. I'Ipm NCrnornb3oBaHNN q)OprI
Nno KOMaHOa BepHET HaCTpOﬁKM no yMOJIT4aHuio.

storm-control polling {interval SECONDS | retries NUMBER}

no storm-control polling {interval | retries}

MapameTpbl

Ykaxunte nepuog BpeMeHu Mexny npoBepkamMn Ha Hanunydme

interval SECONDS o
lwTopMa Ha noptax. [loctynHein guanasoH: ot 3 go 300.

YKaxuTe, nocre Kakoro Konmuyectsa NPOBEPOK MOPT AOSMKEH
retries NUMBER OblTb aBapuUMHO OTKIKOYEH, €CMM LUTOPM HE 3aKaH4YMBaETCH.
HocTynHbin ananasoH: ot 1 go 360.

Mo ymonyaHuto
Mo ymonyaHuio MHTepBan NPOBEPKM Ha HanMyue LUTOpMa Ha nopTax paBeH 3HAYeHuHo 5,
KONMYeCTBO NPOBEPOK — 3.

Pexxnm BBoaa komaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
,D,aHHaFl KOMaHaa no3BOoNiAe€T U3MEeHWUTb 3Ha4dYeHune WHTepBaria MNpoBEepKM Ha Hanun4dune
LUITOPMa Ha rnopTtax U KONnnM4yecTBO NPOBEPOK.

[Mpn ncnonb3oBaHun komaHabl action shutdown gaHHble 3HayYeHUs onpenensoT nepuog
BpemeHn (interval SECONDS * retries NUMBER), no uCTe€Y4E€HMM KOTOPOro nopT
aBapuIHO OTKITOYaEeTCs NpU HenpekpawarLweMcs LUToOpMe.
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Mpumep

B naHHOM npumepe nokasaHo, Kak HaCTPOUTb MHTEpBaI NPOBEPKN, paBHbIN 15 cekyHaam.
DGS-1250# configure terminal

DGS-1250(config)# storm-control polling interval 15

storm-control polling interval 15

DGS-1250(config)#

B cnegyowem npumepe nokasaHo, kKak HacTtpouTb 10 npoBepok [0 asapuMHOro
OTKITHOYEeHUA nopTa.

DGS-1250# configure terminal

DGS-1250(config)# storm-control polling retries 10

storm-control polling retries 10

DGS-1250(config)#
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23.6 storm-control protostorm

[aHHas KomaHga wucnonb3yeTcs Ana orpaHuydeHusi ckopoctu npuema ARP-3anpocos,
coobweHun BPDU, a takke naketoB DHCP u IGMP. lNMpn ncnonb3oBaHun opmbl ho
KOMaHOa OTKMHYUT OrpaHMyYeHne CKOPOCTM nNpuvemMa MakeToB COOTBETCTBYHOLLEro
npoTokona.

storm-control protostorm {arp | bpdu | dhcp | igmp} level pps PPS

no storm-control protostorm {arp | bpdu | dhcp | igmp}

MapameTpbl

ar YKkaxuTte, 4ToObl OrpaHuMuYnTb CKOpoCTb npuema ARP-
P 3anpocos.

bodu YKaxuTte, 4ToObl OrpaHM4UTb CKOPOCTb MpMemMa CoolLeHWN
P BPDU.

dhe Ykaxute, 4TOObl OrpaHMyYnTb CKOPOCTb MpUMEMa MNakeToB
P DHCP.

igmp YKaxuTe, 4Tobbl OrpaHMYnTb CKOPOCTb Npuema naketos IGMP.

Ykaxute MakcMManbHoe KONMYecTBO nakeToB
level pps PPS COOTBETCTBYIOLLEro MpPOTOKOMNa, MNPUHMMaeMbIX 3a OAHY

cekyHay. [locTynHbin ananasoH: ot 0 go 511.

Mo ymonyaHuto
Mo ymonuaHutio ckopoctb npuema ARP-3anpocos, coobwennn BPDU, naketoB DHCP u
IGMP He orpaHu4eHa.

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue koMmaHAbI
[ns ucnonb3oBaHWS OaHHOW KOMaHAbl HEOBGXOAMMO MeperTU B PEXMM KOHurypauum
nopTta unu guanasoHa noptos (interface).

[aHHaa kKomaHga wucnonb3yeTcs Ana orpaHudeHusa ckopoctn npuema ARP-3anpocos,
coobweHnn BPDU, a Takke naketoB DHCP n IGMP.
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Mpumep

B paHHOM npumepe nokasaHo, Kak orpaHuynMTb ckopocTb npuema ARP-3anpocos ans
nopta Ethernet 1/0/5 no 500 nakeToB B cekyHAy.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if)# storm-control protostorm arp level pps 500

storm-control protostorm arp level pps 500

DGS-1250(config-if #
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23.7 show storm-control

[aHHas komaHga vcnonb3yetca AN oTOOpaXeHust TeKyLmMx HacTtpoek dyHKuum Storm
Control.

show storm-control [interface ethernet PORTLIST [, | -]]1 [broadcast]
[counting-mode] [multicast] [unicast]

MapameTpbl

interface ethernet (OnuunoHaneHo) Ykaxnte Homep nopta Ethernet.

PORTLIST
(OnuunoHanbHO) Heckonbko MHTEPGENCOB WU  OTAENEHne
, OnanasoHa nHTepdencoB OT npegblaywiero. Mcnonb3osaHue
npobena go v nocne 3ansaTon HeaonyCTUMO.
(OnuuoHanbHo) [uana3oH wuHTepdencoB. Kcnonb3oBaHue
npobena go v nocne geduca HeaoNyCcTUMO.
OnuunoHanbHo)  YkaxuTe, 4TOObl OTOOpa3uTb Tekywme
broadcast ( ) P y

HacTporkn coyHkummn Storm Control ansa broadcast-tpacduika.

(OnumoHanbHo)  Ykaxute, 4Tobbl OTOGpPasnTb  eguHuLy

counting-mode
noacyeTa CKOpoCTU BxoasLero Tpadumka.

(OnuuoHaneHo) Ykaxute, 4TObbl OTOOpasUTb Tekyline

Iticast - )
rmutticas HacTporkn yHkummn Storm Control gna multicast-tpacdwuka.

(OnuunoHanebHo) Ykaxute, 4TOObl OTOOpPa3nTb Tekylume

unicast - .
HacTporikn yHkumn Storm Control ans unicast-Tpadguka.

Mo ymonuyanuto
Her.

Pexnm BBoaa komaHAbI
Monb3oBaTenbCckm Unu npusmunernpoBaHHbin pexmm (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
Ecnn He ykasbiBaeTca Tun Tpadmka, Tekywme HacTporku dyHkumm Storm Control
oTobpaxatoTca Ansa Bcex TMNoB Tpaduka.

Ana Toro 4To6bLI OTOGpPa3nMTbL HacTpomkm yHkumMmM Storm Control gna Bcex NOpTOB,
ncnonb3ynTe AaHHy komaHay 6e3 kntodeBoro cnoea interface.
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Mpumep
B gmaHHOM npumepe nokasaHo, Kak oTobpasuTb MHPOPMaUMIO O TEKYLUMX HaCTpoWKax
dyHkumn Storm Control ona guanasoHa noptoB Ethernet 1/0/4—1/0/6.

show storm-control interface ethernet 1/0/4-1/0/6
Polling interval : 5 (sec)
Polling retries : 3 (times)

Interface : Storm :Action : Threshold : Current: State

+ + + + +
Eth1/0/4 : Broadcast :Drop :- D - : Link Down
Eth1/0/4 : Multicast (unknown) : Drop  : - i- : Link Down
Eth1/0/4 : Unicast (unknown) :Drop :- - : Link Down
Eth1/0/5 : Broadcast : Shutdown : 200000 kbps : 0 kbps : Link Down
Eth1/0/5 : Multicast (unknown) : Shutdown : - - : Link Down
Eth1/0/5 : Unicast (all) : Shutdown : - D - : Link Down
Eth1/0/6 : Broadcast :Drop - - : Link Down
Eth1/0/6 : Multicast (unknown) : Drop  : - - : Link Down
Eth1/0/6 : Unicast (unknown) :Drop :- i- : Link Down

Total Entries : 9

OTobpaxaemble napamMmeTpbl

Interface Howmep noprta.

Storm Tvn Tpacdumka.

Action HactpanBaemble pgenctBusa: drop (otbpocutb), shutdown
(OTKNIOYMTBL NOPT), hone (NPonyCcTUTb).

Threshhold MakcumarnbHoe 3Ha4YeHne CKoOpoCTU BXoasiLero Tpaduka.

Current Tekywas cKkopocCTb Tpaduka.
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TekyLlee COCTOosiHME NS yKasaHHOoro Tuna Tpaduka.
Forwarding: wuTopm He 06GHapyXeH.
Dropped: wropm obHapyxeH, Tpaduk oTbpacbiBaeTcs.

State Error  Disabled: nopT  aBapuMHO  OTKIHOYEH npu
HernpekpaLlaroLemMcs LWTopMe.

Link Down: kabenb He NOAKITO4YEH.

Inactive: gyHkums Storm Control oTkntoveHa.
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24. KOMAHObI XXYPHATA COBbITUM
24.1 clear logging all

[aHHas KomaHga wucnonb3yeTcs AN yAaneHus BceX 3anucen XypHana cobbiTvi 13
onepaTtnBHOM NaMATU.

clear logging all

MapameTpbl
Her.

Mo ymonyaHuto
Her.

Pexum BBOAa KoMaHAbI
MpuBunernpoaHHbin pexum (Privileged EXEC Mode).

ypOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 12.

Ucnonb3oBaHne KomaHAabl
Ncnonb3ynte OaHHy0 KOMaHOy ANd ydaneHus BCeX 3anucen >XypHana cobbiTun u3
onepaTMBHOW NaMSATW.

Mpumep

B paHHOM npumepe nokasaHo, Kak yganuTb BCE 3anncu XXypHana coObiTunh u3
onepartnBHOU NMNamMmATn.

DGS-1250# clear logging all

clear logging all

Clear logging all? (y/n)

DGS-1250#
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24.2 copy destination-url

NaHHas KoMaHga wcnonb3yeTcs Ans nepejadn KoHdurypauum (Bcex napameTpoB
KOMMYyTaTopa) Unu XypHara cobblTUIN Ha yaaneHHbIn y3ern.

copy destination-url {http | tftp | ftp} URL {config | log}

MapameTpbl

http Ykaxunte ona nepegadn dpavna no npotokony HTTP.

tftp Ykaxunte ansa nepegadn danna no npotokony TFTP.

ftp Ykaxunte onsa nepegadn danna no npotokony FTP.

URL Ykaxunte URL-agpec cnegytowum o6pasom: |IP-agpec
yaaneHHoro ysna/vmma canna.

config YkaxuTe ana nepegadn anna koHgurypauuu.

log YKaxuTe ansa sanucu xxypHana cobbituin B chann.

Mo ymonyaHuto
Her.

Pexum BBOoAa KomaHAbI
MpmBunernposaHHbin pexum (Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[laHHaa komaHZa ucnonb3yeTcs Ans nepedadnm KoHdurypauum (Bcex napamMeTpoB
KOMMyTaTopa) Unu xxypHana cobbITUIN Ha yaaneHHbIn y3ern.

Mpumep
B naHHOM npumepe nokasaHo, Kak nepegartb XXypHan coObiTuin ¢ umeHem dhanna 123.txt
Ha yaaneHHbin y3en 10.90.90.98 no npotokony TFTP.
# copy destination-url tftp 10.90.90.98/123.txt log
copy destination-url tftp log
File uploaded successfuly
#

Ctpannua 300 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHAbl XXypHana co6bITum
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

24.3 logging buffered
[aHHasi koMaHga wMcnonb3yeTcs AN HacTpoWKM XypHana cobbitun. Komanga default
logging buffered Bo3BpalLaeT HaCTPONKN NO YMOMYaHUIO.

logging buffered severity {LEVEL | alerts | critical | debugging | emergencies |
errors | informational | notifications | warnings} | discriminator WORD | journal-size
JOURNAL_SIZE | on

no logging buffered {discriminator | on}

default logging buffered

MapameTpbl

Ykaxute, 4toObl onpegennuTb  TUM  COOOLWEHUA U
severity npenynpexaeHuin, KoTopble OyayT 3aHOCUTBLCS B KypHan
COObITUN.

YKaXuTe YpOBEHb BaXXHOCTU CoO0OLieHun, KoTopble OyayT
3aHOCUTbCSA B XXypHan cobbiTui.

[wanasoH gonyctumbix 3HadyeHun: ot 0 go 7 (0 — cuctema He
paboTtocrnocobHa, 1 — aBapulHble coobueHns, 2 —

LEVEL KpuTMyeckne cobbituss, 3 — cooblieHnss o6 owmbkax, 4 —
BCEBO3MOXHbI€ npeaynpexaeHus, 5 — Ba)Hble
yBeooMreHnsi, 6 — MHGOPMaLUMOHHble coobLeHns, 7 —
OTNnagoyHble coobuieHust), rae 0 — cambll BaXHbI YPOBEHb
COOOLLIEHUNIA.

YKkaxute, 4TOoObl B KypHanm 3aHOCUNUCb  aBapuiHbIE
coobLeHuns (cooTBeTCTBYET 3HaYeHuto 1 napametpa LEVEL).

alerts

YkaxuTte, 4ToObl B KypHanm 3aHOCUNUCb COOBLEeHna o
critical KPUTMYECKMX  COObITMAX  (COOTBETCTBYET  3HAyYeHuo 2
napametpa LEVEL).

YkaxuTe, 4YTOObl B KypHanm 3aHOCUNUCb  OTNafouHble

debuggin
99ing coobLeHns (COOTBETCTBYET 3Ha4YeHuto 7 napametpa LEVEL).

YkaxuTe, 4ToObl B XKypHan 3aHOCUMIMCb COOBLLIEHMS O TOM, YTO
emergencies cuctema He pabortocnocobHa (cooTrBeTrcTBYeT 3HadeHuto 0
napametpa LEVEL).

YkaxuTe, 4tobbl B KypHan 3aHocunucb cooblieHns o6
owmbkax (CooTBETCTBYET 3Ha4YeHuto 3 napametpa LEVEL).

errors

YkaxuTe, 4ToObl B >XypHan 3aHOCUMNUCb WHGOPMAaLUOHHbIE
coobLeHns (COOTBETCTBYET 3Ha4YeHuto 6 napametpa LEVEL).

informational

YkaxuTe, 4Tobbl B XXypHan 3aHOCUITUCb BaXXHble YBELOMIIEHUS
(cooTBETCTBYET 3Ha4YeHuto 5 napametpa LEVEL).

notifications
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Ykaxunte, 4Ttobbl B >KypHanm 3aHOCUINUCb BCEBO3MOXHbIE
warnings npegynpexaeHns (COoTBETCTBYeT 3HadeHuio 4 napametpa
LEVEL).

Ykaxnte, 4TOoObl 3adaTb CyLleCcTBywLWlee npaBuio Ans
duneTpaunn cooblieHun. MNpu ncnonb3oBaHun ¢ opmMon no
Mcnonb3oBaHne uneTpaumm Npu 3anncu XxypHana cobbituim B
onepaTuBHYO NamMATb ByaeT 3anpeLleHo.

discriminator

YKkaxnte HasBaHMe CyLecTBylLWero npasuna unsTpaymm
WORD coobweHnn (He Gonee 32 cumponos). CuMMBOMbI JaHHOrO
napameTpa YyBCTBUTENbHbI K PETUCTPY.

journal-size YkaxuTe, 4Tobbl 3agatb 06bEM onepaTUBHON NaMSTMW.

Ykaxute o6bem onepatuBHom namaTn (B kunobauTax),
JOURNAL_SIZE BblAENEHHbIN ANs XypHana cobbiTni. [uanasoH AonyCTUMbIX
3HayeHun: oT 16 go 8192, kpaTHble 4.

Ykaxnte, 4TtoObl paspelmnTb 3anucb XypHana cobbiTuin B
onepaTuBHY NamaTb KommyTaTtopa. [lpum mcnonb3oBaHun C
dopMOM NO 3anuMcb XypHana cobbiTuA B OnNepaTUBHYIO
namsaTb ByaeTt 3anpeLleHa.

on

Mo ymonyaHuto

Mo ymonyaHuio napameTp ypoOBEeHb BaXHOCTW coobLleHun (severity) cOOTBeTCTByeT
3HayeHMto 6  (MHOPMaUMOHHbIE  COOOLWEeHNs), 0O0bem onepaTtUBHOW  MaAMSATU
(journal-size), BblgeneHHbI Ans XypHana cobbituin, — 128 Kb6awT; 3anucb XypHana
cobbiTMn paspeweHa (on), UCMNONb3OBaHWE npaBui Ana  unbTpauun coobLieHnn
3anpeLleHo.

Pexum BBOoAa KoMmaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KoMmaHAbI

[ns koppekTHoW paboTbl KOMaHAbl BeAeHUe XypHana cobbiTuii AOIMKHO ObiTb BKMOYEHO
rnobansbHo (komaHaa logging on).

B XypHan COObITUA  3anUCbiBalOTCS  COOOLLIEHUS, YpPOBEHb Ba)XXHOCTU  KOTOPbIX
CoOoTBETCTBYET Bbl6paHHOMy YPOBHKO U BbiLLI€ HETO.

|_|pl/| nepenosiIHeEHUN XXypHaria CcobbITUIN camble paHHKME 3anncun XypHana yoanaroTcA.
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Mpumep

B pgaHHOM npumepe noka3aHO, KakK paspewunTb 3anucb >XypHana cobbiTui c
ncnonb3oBaHnem npasuna dunetpaumm WORD, obbemom onepaTuBHOM nNamaTH
200 K6anT, ypoBHEM BaXXHOCTM COOOLLEHNI 5.

DGS-1250%# configure terminal

DGS-1250(config)# logging buffered severity 5 discriminator WORD journal-size 200 on

logging buffered severity 5 discriminator WORD journal-size 200 on

DGS-1250(config)#

B cnegyiowem npumepe nokasaHO, Kak BEPHYTb HACTPOMKM >XypHana cobbiTuin K
HacTpouKkam rno yMon4aHuio.

DGS-1250# configure terminal

DGS-1250# default logging buffered

default logging buffered

DGS-1250(config)#
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24.4 logging console

[aHHaa komaHOa ucnonb3yeTcd Ans HACTPOMKM BblBO4A CUCTEMHbIX COObITUA Ha
YCTPOMCTBE, MOAKITIOYEHHOM K KOHconbHoMy rnopty. KomaHga default logging console
BO3BpaLLaeT HAaCTPONKM MO YMOMYaHUIo.

logging console severity {LEVEL | alerts | critical | debugging | emergencies |
errors | informational | notifications | warnings} | discriminator WORD | on

no logging console {discriminator | on}

default logging console

MapameTpbl

Ykaxute, 4ToObl  onpegenuTb  TUM  COOOLUEHUA U
severity npeaynpexneHuin, kotopble OyayT BbIBOAUTLCS B KOHCOMbHbIN
MopT.

YKaXuTe YpOBEHb BaXXHOCTU CoO0OLieHun, KoTopble OyayT
BbIBOAUTLCS B KOHCOSbHbIN NOPT.

[wanasoH gonyctumbix 3HadyeHun: ot 0 go 7 (0 — cuctema He
paboTtocrnocobHa, 1 — aBapulHble coobueHns, 2 —

LEVEL KpuTMyeckne cobbituss, 3 — cooblieHnss o6 owmbkax, 4 —
BCEBO3MOXHbI€ npeaynpexaeHus, 5 — Ba)Hble
yBeooMreHnsi, 6 — MHGOPMaLUMOHHble coobLeHns, 7 —
OTNnagoyHble coobuieHust), rae 0 — cambll BaXHbI YPOBEHb
COOOLLIEHUNIA.

YkaxuTe, u4ToObl BbIBOAUIUCH aBapuiHble COOOLLEHMS

alerts
(cooTBeTCTBYET 3Ha4YeHuto 1 napameTtpa LEVEL).

YKaxuTte, 4ToObl BbIBOOMMIUCL COOOLLEHUS O KPUTUHECKNX

critical
cobbITMAX (COOTBETCTBYET 3Ha4YeHuto 2 napameTpa LEVEL).

Ykaxunte, 4toObl BbLIBOOWNUCH OTNadouvHble COOOLLEHUs

debuggin
99ing (cooTBeTCTBYET 3Ha4YeHuto 7 napameTtpa LEVEL).

YkaxuTe, 4ToObl BbIBOOUITUCH COOBLLIEHMS O TOM, YTO cUcTema
emergencies He paboTtocnocobHa (cooTBeTcTBYET 3HayYeHuo 0 napametpa
LEVEL).

YKkaxute, 4ToObl BbIBOOUIIUCE CcoOOLEeHNa 00 owwmbkax

errors
(cooTBeTCTBYET 3Ha4YeHuto 3 napameTtpa LEVEL).

Ykaxnte, 4tobbl BbIBOAUIINCE MHAOPMALMOHHbLIE COOOLLIEHUS

informational
(cooTBeTCTBYET 3Ha4YeHUto 6 napameTtpa LEVEL).

Ykaxure, 4YTOObI BbIBOOUITUCDH BaXHble yBeaoMI1eHUA

notifications
(cooTBeTCTBYET 3Ha4YeHuto 5 napameTtpa LEVEL).
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YkaxuTe, 4yTObbI BbIBOAWUIUCH BCEBO3MOXHblE
warnings npegynpexaeHns (COoTBETCTBYeT 3HadeHuio 4 napametpa
LEVEL).

YkaxuTte, u4TOobbl  3agaTb  CcyllecTBylllee  NpaBumo
Gunetpaumn.  pn  ucnonb3oBaHun C  ¢opmon  no
ncnonb3oBaHve unbTpauuMm coobleHnn npu  BbiBOAE
COBLITUI B KOHCOMbHLIW NOPT ByAeT 3anpeLLeHo.

discriminator

YKkaxnte HasBaHMe CyLecTBylLWero npasuna unsTpaymm
WORD coobweHnn (He Gonee 32 cumponos). CuMMBOMbI JaHHOrO
napameTpa YyBCTBUTENbHbI K PETUCTPY.

YKaxuTte, 4ToObl paspelunTb BbiBO4 COObLITUIA B KOHCOSbHbIN
on nopt. lMNMpn ncnonb3oBaHUM ¢ POpPMOM NO BbLIBOL COOLITUN B
KOHCOIbHbIN NOPT ByaeT 3anpeLyeH.

Mo ymonyaxuto

Mo ymonyaHuio napamMeTp YpPOBEHb BaXXHOCTU coobuieHun (severity) cooTBeTCcTBYET
3Ha4YeHu 6 (MHGOPMALMOHHLIE COOOLLEHNS), BbIBOA4 COObLITUN B KOHCOSMbHbLIA MOPT
paspeLleH (on), cnosnb3oBaHWe Npasun AN punsTpaumm coodLeHni 3anpeLLeHo.

Pexxum BBoga komaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHne KomaHAabl
[ns koppekTHon paboTbl KOMaHAbl BeAeHue XypHarna cobblTUin JOMKHO ObiTb BKITHOYEHO
rnobanbHo (komaHaa logging on).

B KOHCOMbHbIN NOPT BbIBOAATCS COOBLLUEHUS, YPOBEHb BaXKHOCTU KOTOPbIX COOTBETCTBYET
BbIBpaHHOMY YPOBHIO U BblILLE HETO.

Mpumep
B gaHHOM npumepe nokasaHo, Kak paspelnTb BbIBOA4 COObLITUM B KOHCOSbHbLIA NOPT C
ncnonb3oBaHnem npasuna gunstpauun SAVE n ypoBHeM BaxxHOCTM coobLueHui 5.

logging console severity 5 discriminator SAVE on

logging console severity 5 discriminator SAVE on
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24.5 logging discriminator

[laHHas koMaHAa ucnonb3yeTcs ANs Co3AaHus NpaBun Ans punbTpauumn coobLueHuii. Mpu
Mcnonb3oBaHMn popMbl NO KOMaHAa yaanuT Npasuno unsTpaumm.

logging discriminator NAME {severity {drops | includes } LIST [, | -] | service
{drops | includes} all | cli | storm-control | cpu-protect | errdisable | loopback-
detection | port-security | impb}

no logging discriminator NAME

MapameTpbl

NAME YKaxuTe HasBaHuMe npaswuna unstpaumm coobleHnn (He
bonee 32 cMMBOIIOB).

severit YkaxuTe, 4Tobbl MneTpoBaTh COOOLLEHNS] HA OCHOBE YPOBHS

y Ba>XHOCTU COOOLLEHUI.
drops YkaxuTte, 4TOObl OTOpacbiBaTb 3afaHHble CoolWEeHUs U
P 3anucbiBaTb BCe OCTarlbHbIE.

includes YKaxute, 4ToObl 3anucbiBaTb 3afdaHHble COOOLLUEeHMA W
oTGpacbiBaTb BCE OCTaslbHbIE.
YKaxnte ypoBeHb Ba)XKHOCTU COOBLLEHWI.
[nana3oH gonyctumbix 3HadeHnn: ot 0 go 7 (0 — cucrtema He
pabotocrnocobHa, 1 — aBapulHble coobueHus, 2 —

LIST Kputndeckne cobbitns, 3 — coobueHns o6 owmnbkax, 4 —
BCEBO3MOXHble npeaynpexaeHus, 5 — Ba)KHble
yBeooMneHnss, 6 — unHPOPMaUMOHHbIE coobuweHnsa, 7 —
OTNnagoyHble coobueHust), rae 0 — camblil BaXKHbI YPOBEHb
COOOLLEHUN.
(OnuuoHanbHO) Heckonbko  3HaA4YeHW WNKU  OTAENEHUe

, AnanasoHa 3HadeHuMr OT npeablgywero. KMcnonb3oBaHue
npobena 4o 1 nocne 3ansiTtoM Hea4oMnycTUMO.
(OnunoHanbHo)  [OmanasoH  3HayeHun.  Wcnomnb3oBaHue
npobena go n nocne geduca He4ONyCTUMO.

service Ykaxute, 4ToObl unbTpoBaTh COOOLIEHMA Ha OCHOBE
yKa3aHHOW Cryxo6bil.

all YKaxuTte, 4Tobbl yunmTbiBaTb COOOLIEHUA O COObITUSAX BCEX
cnyx6.

cli Ykaxute, 4T0Obl y4UTbIBaTb COOOLWEHUS O COObLITUAX

nHTepdenca komaHaHom ctpoku (CLI).
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YKkaxuTe, 4ToObl y4nTbIBaTh COOOLLEHNST O COOLITUAX dYHKLMN

storm-control Storm Control.

YKkaxuTe, 4ToObl y4nTbIBaTh COOOLLEHMST O COOLITUAX YHKLMN

cpu-protect 3awmtbl LY.

YKkaxuTte, u4TOObI YYUTbIBATb coobuweHnss o cobbITusx,

errdisable
CBSI3aHHbIX C BOCCTAHOBMNEeHneM paboTbl MOPTOB.

YkaxuTe, 4ToObl y4nTbIBATb COOOLLEHMST O COOBITUSAX OYHKLMN

loopback-detection Loopback Detection.

Ykaxunte, 4TobbI YYUTbIBATb cooOLLeHnst 0 cobbITUAX beHKLI,VII/I

port-security Port Security.

YKkaxuTe, 4ToObl y4nTbIBaTh COOOLLEHMST O COOBITUAX GOYHKLMI

impb IP Source Guard n DHCP Snooping.

Mo ymonuyaxuto
Mo ymonyaHuio He co3gaHO HU OL4HOro nNpasuna unsTpaunn.

Pexxum BBoaa KomaHAbI
Pexxvm rmobanbHon koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[aHHas komaHaa ucnonb3yeTcs Ans co3gaHnsa npasvn gna dpunsrpaymm CoodLeHNA.

UToObl NpMMEeHUTb CO34aHHble npaBwuna, ucnonb3ynte komangbl logging buffered,
logging console 1 logging server.

Mpumep
B paHHOM npumepe nokasaHo, Kak co3gaTb npasuno cunstpaumm ¢ nmeHem WORD,
KoTopoe byaet 3anucbiBatb CobbITUA doyHKLMM Storm Control.

logging discriminator WORD service includes storm-control

logging discriminator WORD service includes storm-control
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24.6 logging on

[aHHas koMaHga UCnonb3yeTcsa ANS BKYEHUS/BbIKNIOYEHU BEAEHWS XXypHana cobbiTum
rnobaneHo (Anga Bcero yctponctea). Npu ncnonb3oBaHun OpMbl NO KOMaHA4a OTKNKYNUT
BefieHune XypHarna cobbiTum rnobansHo.

logging on
no logging on

MapameTpbl
Hert.

Mo ymonyaHuto
Mo ymonyaHuio BegeHme XypHana cobblTuin BKOYEHO rnobarnbHo.

Pexxum BBoga kKomaHAbI
Pexxnm rmobanbHomn koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KoMaHAabI
[aHHasa koMaHga ncnonb3yeTcs Ans BKNIOYEHUS/BbIKITIOYEHUSA BeAEHWS XXypHana cobbiTui
rnobarnbHo (451s BCEro yCTpomucTaa).

Mpumep

B oaHHOM npuMepe nokasaHo, Kak OTKIHYNTb BeAeHMe XypHana cobbiTuin rnodanbHo.
DGS-1250# configure terminal

DGS-1250(config)# no logging on

no logging on

DGS-1250(config)#
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24.7 logging server

NaHHas koMaHZa uUcnomnb3yeTcs AN Co3AaHusa NpaBun AN nepegaqn XypHana cobbiTui
Ha ydoaneHHbln cepsep. [lpyv ucnonmb3oBaHMM OPMbI  NO  KOMaHga yaoanut
COOTBETCTBYIOLLEE NPABUIIO.

logging server {IPV4-ADDRESS | IPV6-ADDRESS} [severity {LEVEL | alerts |
critical | debugging | emergencies | errors | informational | notifications | warnings} |
facility FACILITY | discriminator WORD | port PORT | prefix {ip | model-name} | on]

no logging server {IPV4-ADDRESS | IPV6-ADDRESS} [prefix | discriminator |

on]

MapameTpbl

IPV4-ADDRESS Ykaxute IPv4-agpec cepBepa 13 nokanbHOW nnu rnodanbHom
ceTu.

IPV6-ADDRESS Ykaxute IPv6-agpec cepBepa 13 nokanbHOn nnu rnodanbHom

ceTn.

(OnumoHaneHo) Ykaxute, 4Tobbl onpeaenuTb TMn CoobLLEeHMI
severity W npegynpexgeHun, Kotopble OyaoyT nepegaBatbCcA  Ha
yOaneHHbIn cepeep.

YKaxuTe ypOBEHb BaXXHOCTU CoOoOLieHu, KoTopble OyayT
nepegasaTbCA Ha yaaneHHbIN cepsep.

[wnanasoH pgonyctumblix 3HadeHnn: ot 0 go 7 (0 — cucrtema He
pabotocnocobHa, 1 — aBapunHble CcoOoOLleHns, 2 —

LEVEL Kputnyeckne cobbitns, 3 — coobuweHus ob owmnbkax, 4 —
BCEBO3MOXHbI€ npeaynpexaeHus, 5 — BaXkHble
yBeooMreHusi, 6 — MHGOPMaUMOHHblIE coobLeHns, 7 —
OTNnagoyHble coobueHust), rae 0 — camblil BaXKHbIA YPOBEHb
COOOLLIEHUNIA.

Ykaxute, 4TOobbl nepegaBanncb aBapuiHble COOOLLEHUS
(cooTBETCTBYET 3Ha4YeHuto 1 napameTtpa LEVEL).

alerts

Ykaxnte, 4ytobbl nepegaBanucb COOOLLEHUST O KPUTUYECKUX
CcobbITUAX (COOTBETCTBYET 3Ha4YEeHMIO 2 napameTpa LEVEL).

critical

YKkaxuTte, 4TOObI nepegaBarnimcCb OTJ1aO4YHbIe coobLeHus

debuggin
99ing (cooTBeTCTBYET 3Ha4YeHuto 7 napameTtpa LEVEL).

YkaxuTte, 4TOOblI nepefaBanucb COOOLLEHWA O TOM, 4TO
emergencies cuctema He pabotocrnocobHa (cooTBeTCTBYET 3HadveHuio 0
napameTpa LEVEL).

Ykaxunte, 4toObl nepegaBanncb coobuieHns o6 owmnbkax
(cooTBeTCTBYET 3Ha4YeHuto 3 napametpa LEVEL).

errors
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informational

YkaxuTe, YyTOObI nepegasasnucb MHGOPMaLMOHHbIE
coobLeHuns (CooTBETCTBYET 3HaYeHuto 6 napameTtpa LEVEL).

notifications

Ykaxute, 4TOObl NepedaBanuUCb BaXHble YBeOOMIIEHUS
(cooTBeTCTBYET 3Ha4YeHuto 5 napameTtpa LEVEL).

YkaxuTe, 4YTOObI nepegasanucb BCEBO3MOXHblE
warnings npeaynpexaeHns (CooTBETCTBYET 3HadyeHutio 4 napameTtpa
LEVEL).
facilit (OnuunoHaneHo) Ykaxute, 4TOObl MNPUCBOUTL COOOBLLEHUIO
y onpeaeneHHy KaTteropuio.
Ykaxute kaTteropuio coobuieHun. [OuanasoH [AonyCTUMbIX
FACILITY P H A fony

3Ha4yeHun: ot 0 go 23.

discriminator

(OnumoHaneHo) Ykaxute, 4ToObl 3agaTh CyllecTByloLlee
npasuno ans dunetpaunmn coodieHnn. MNMpun ncnonb3oBaHum ¢
dopMon no ucnonb3oBaHuve uneTpauum npu nepegade
XXypHana cobbITuin Ha yaaneHHbI cepBep OyaeT 3anpeLleHo.

YKaxute HasBaHMe CYLIECTBYIOLWEro npaBuna uisTpaumm

WORD coobweHnn (He 6Gonee 32 cumponos). CuMMBOMbI JaHHOrO
napameTpa YyBCTBUTENbHbI K PETUCTPY.
port (OnuunoHaneHo) Ykaxute, 4Tobbl 3agaTb NOPT.
YKaxuTe nopT cepBepa, Ha KoTopblh Byaer nepenaBaTbecs
PORT XypHan cobbiTnin. [lnana3oH AONyCTUMbIX 3Ha4YeHu: oT 1 oo
65535.
(OnumoHaneHo) Ykaxute, 4TOOblI 3agatb MHGOpPMaUUO O
prefix KOMMyTatope npu nepegade >XypHana cobblTun  Ha
yAaneHHbI cepeep.
ip Ykaxunte, 4tobbl oTOb6pasuTb |IP-agpec wuHTepdenca, c

KOTOPOro OTNPAaBMsieTCs XypHan CoObITUNA.

model-name

YkaxuTe, 4Tobbl 0TOBpa3nTbL Mogenb KoMMmyTaTopa.

on

(OnuunoHanbHO) YKaxuTe, 4ToObl aKTMBMPOBATL NPaBUIo A4
nepegayn XxypHana cobbiTuin Ha yganeHHbin cepsep. [pu
MCNONb30BaHUM C (POpPMON NO nNpaBuno Ana nepegaym
XypHana cobbITuii Ha yaaneHHbI cepBep ByoeT OTKITHYEHO.

Ctpannua 310 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHAbl XXypHana co6bITum
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mo ymonyaHuro
Mo ymonuaHuio He co3daHO HM OOHOro MpaBuna Ans nepegayun XypHana coObiTui Ha
yOaneHHbIn cepeep.

Mpwn cospaHnn npaBuna c ykasaHuem Tornbko |IP-agpeca cepsepa gna napametpa port
3agjaetca 3HadyeHne 514, ana severity — 4 (BCeBO3MOXHble NpenynpexaeHus), Ons
facility — 23, B kadectBe [OMONMHUTENBLHOW WHpoOpMaumm o kommyTatope (prefix)
ykasbiBaeTcs IP-agpec nHtepderica, ¢ KOTOporo oTnpaBnaeTCs XXypHan CobbITUN.

Pexxnm BBoaga komaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KomaHAbI
,D,aHHaFI KOMaHOa no3BOJIdE€T CO34aBaTb MpaBuia nepegayun >|<ypHar|a CO6bITI/II?I Ha
yOaneHHbIn cepeep.

Ha ynaneHHbli cepBep OyayT nepedaBaTbCs COOOLLEHMSI, YPOBEHb BaXXHOCTM KOTOPbIX
COOTBETCTBYET BbIOPAaHHOMY YPOBHIO U BbILLE HETO.

3HaveHns kaTteropun (facility)

Homep Umna Onucanwne
0 kern CoobueHuns agpa
CoobLweHuns Nnonb30BaTENbCKNX
1 user
nporpamMmm
2 mail Coob6LLEeHNst MOYTOBOM CUCTEMbI
CoobuieHus CUCTEMHBIX
3 daemon »
cny>xeBHbIX Nnporpamm
4 auth CoobuweHuns CUCTEMBI
BGesonacHocTu/aBTopmsauum
5 syslog CoobueHuns xypHana cobbiTui
CoobueHunsa cuctemol nedatun (Line
6 lpr .
Printer)
7 news Coo0LeHnsa cuctemMmbl HOBOCTEN
8 uuC Coo0bLeHus CUCTEMBI UUCP
P (UNIX-TO-UNIX Copy Protocol)
CoobLeHus cny6 cMHXpoHM3aLmn
9 clock1 4 y P 4

BPEMEHM
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10

auth2

CoobLweHuns CUCTEMBI
6e3onacHocTu/aBTOopM3aumm

11

ftp

CoobuieHunsa cnyxebHbix nporpamm
FTP

12

ntp

CoobLueHust cepeepa BpeMeHM

13

logaudit

CoobueHna xXypHana coObITui
(nposepka)

14

logalert

CoobueHna xypHana coObiTui
(npepynpexaeHuns)

15

clock2

CoobLweHuns JOMNONHUTESNbHbIX
Cny>6 CUHXPOHU3ALNN BPEMEHU

16

localO

3apesepBrpoBaHHas KaTteropusi
ans MCMonb30BaHMs
aAMWHNCTPATOPOM CUCTEMbI

17

local1

3apesepBrpoBaHHas KaTteropusi
ans NCNONb30BaHWUS
aAMWHNCTPATOPOM CUCTEMbI

18

local2

3apesepBupoBaHHas KaTeropus
ana MCMonb30BaHMsA
aJMUHUCTPATOPOM CUCTEMBI

19

local3

3apesepBupoBaHHas KaTeropus
ana MCMonb30BaHWs
aJMUHUCTPATOPOM CUCTEMBI

20

local4

3apesepBupoBaHHas KaTeropus
ans MCNONb30BaHUS
aJMVHMUCTPaTOPOM CUCTEMBI

21

local5

3apesepBupoBaHHas KaTeropus
ans MCMoONb30BaHMs
aJMVHMCTPaTOPOM CUCTEMBI

22

local6

3apesepBupoBaHHas KaTeropus
ana MCMoNb30BaHUA
aAMUHUCTPATOPOM CUCTEMBI

23

local7

3apesepBupoBaHHas KaTeropus
ans MCMoNnb30BaHMsA
aAMUHUCTPATOPOM CUCTEMBI
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Mpumep

B maHHOM npumepe nokasaHO, Kak cosfdaTb NpaBuio nepegadun xypHana Ha nopt 500
yaaneHHoro cepeepa 192.168.161.33 ¢ ypoBHEM BaXHOCTK coobLieHnn 5.

DGS-1250# configure terminal

DGS-1250(config)# logging server 192.168.161.33 port 500 severity 5

logging server 192.168.161.33 port 500 severity 5

DGS-1250(config)#
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24.8 show logging

,D,aHHaFI KOMaHAa Ucnosnb3dyeTcda And OTO6pa)KeHW)'-I 3anucen ua XypHana cobbITni.

show logging [{all | configuration | discriminator | sequence {REFSEQ |
REFSEQ({+, -} NN | {+, -} NN} | service {cli | storm-control | cpu-protect | errdisable |
loopback-detection | port-security | impb | dhcp-relay}}]

MapameTpbl

(OnuunoHanbHO) YkaxuTe Ans otobpaxeHusi Bcex cobbITui,
BKNtoYasi caMble nocnegHue.

all

(OnuuoHanbHO) VYkaxute, 4TOObI O0TOGPa3snTb HaACTPONKK

configuration y
XypHana cobbITui.

(OnumoHanbHo)  Ykaxute, 4T0bbl OTOGpPas3uTb npaBuna

discriminator
domneTpaunn.

(OnumoHanbHo) YkaxuTe, 4ToObl 0TOO6pPas3nTb coobLieHns 13

sequence o o
XypHana cobbITnin B onpegeneHHoOM nocnegoBaTesibHOCTH.

YKkaxnte nopsgkoBbid HOMEP CTPOKM XKypHana, C KOTOpoWn
HeobxoaMmo HadaTb oToOpaxeHue cobbiTuin. [lepBbiMM B
cnncke ©OyayTt oToOpaxaTtbCA camble no3gHue CcobbiTus.
[wnanasoH gonyctumblx 3HavyeHuin: ot 1 go 99999.

REFSEQ

YKaxunte KonmyecTBo CTPOK.

Ecnn nopsigkoBbI HOMEP CTPOKM >KypHana He YyKkasaH,
0oTOOpPasATCA camble paHHUE CoBbITUSA XypHana.

+ NN Ecnn  nopagkoBbi  HOMEp  CTPOKM  XKypHana  ykasaH,
oTobpassarcs cobbITnA nocne yKa3aHHOW CTPOKM
BKITHOYMTENBHO.

MepBbiMM B cnucke 6yayT oTobpaxaTbCs camble MNO3gHME
cobbITusA. [lnanasoH 4onycTMMbIX 3Ha4eHun: ot 1 0o 99999.

YKaxute Konm4ecTBo CTpPOK.

Ecnn nopsagkoBbli HOMEpP CTPOKM XypHana He YyKasaH,
oTobpasaTcs camble NO3gHUE cobbiTUA XKypHana.

- NN Ecnu  nopsigkoBbIi HOMEp CTPOKM  XypHama  yKasaH,
oTO6pasATcs CobbITUA OO0 YKa3aHHOW CTPOKM BKIOYMTESBbHO.

MepBbiMn B cnncke 6yayT oTobpakaTbCa camble Mo3gHue
cobbITusA. [InanasoH 4onycTMMbIX 3Ha4eHun: ot 1 0o 99999.

(OnuuoHanbHo) Ykaxute, 4TObbl OTOOpPasnTb COBGLITUSA

service N
onpeaeneHHon cnyxooi.

Ctpanuua 314 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHAbl XXypHana co6bITum
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Ykaxute, 4tobbl OTOGpasuTb  CcobbITMA  MHTepdenca

cli y
komaHgHow cTpoku (CLI).

Ykaxute, 4Ttobbl OTOGpasnTe cobbiTMa yHKuMKM  Storm

storm-control
Control.

cpu-protect Ykaxunte, 4Tobbl 0TOGpa3nTb cobbITUS YHKUMK 3awwmTbl LY.

Ykaxunte, 4TOObI OTO6pa3l/ITb cobbITVs, CBsi3aHHble C
BOCCTaHOBJ1IEHMEM TMOPTOB.

errdisable

loopback-detection YkaxuTte, 4tobbl oTObpasnTb cobbiTna dyHKumn Loopback

Detection.
port-security YkaxuTe, 4Tobbl 0TObpasnTb cobbiTns yHKkuumn Port Security.
impb YKkaxuTe, 4TOobbI 0To§pa3MTb cobbiTna dyHkumn IP Source
Guard n DHCP Snooping.
dhcp-relay YkaxuTe, 4Tobbl 0TO6pa3nTb cobbiTna pyHkumm DHCP Relay.

Mo ymonuyaxuto
Her.

Pexxum BBoaa KomaHAbI
Monb3oBaTenbckmMn Unu NpusmunernpoBaHHbin pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 1.

Mcnonb3oBaHue KOMaHAbI
,D,aHHaFI KOMaHAa Ucnosmnb3yeTcda And OTO6pa)KeHWi-I 3anucen n3 XypHana COObITUN.

Mpn ncnonb3oBaHnn KoMaHabl 6€3 KNYEBLIX COB OTOOpaXKarTCs CTPOKKN, coaepalime
Tern (<CLI>, <LinkStatus> n 1.4.).

Ctpannua 315 n3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
KomaHpbl xypHana cobbiTuin
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B naHHOM npuMepe nokasaHo, Kak 0Tobpa3nTb HAaCTPOKMKK XXypHarna CoObITUMA.
DGS-1250# show logging configuration

show logging configuration

Logging global state : Enabled

Name : Level : Discriminator : JournalSize : ServerFacility : Message prefix : Status
+ + + + + +

System buffer :info : - :128KB - i - : Enabled

System console : notice : SAVE - - - : Enabled

Total Entries : 2

DGS-1250#
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24.9 show logging |

[aHHasa komaHOa ncnonb3yeTcs Ans NoMcka U BblBOA4A UHOpMaLun 13 xXypHana cobbiTui
Mo KMYeBbIM CroBaMm.

show logging | {begin "TEXT"| exclude "TEXT" | include "TEXT"}

show logging all | {begin "TEXT" | exclude "TEXT" | include "TEXT"}

show logging service {cli | storm-control | cpu-protect | errdisable |
loopback-detection | port-security | impb | dhcp-relay} | {begin "TEXT" | exclude
"TEXT"| include "TEXT"}

MapameTpbl

YkaxuTe, YTOObI BbIBOA HangeHHou NHopMaLnn
begin OCYLLECTBMANCA C MNepBON CTPOKW, codepXaller yKasaHHbIN
TEKCT, 1 40 nocrneaHen.

YKkaxuTe, 4TtoObl BbIBO4, HaNOEHHOW WHAOPMaLMKU MUCKIoYan

exclude y
BCE CTPOKMU, coaepallme yKasaHHbIN TEeKCT.

include YKkaxuTte, 4ToObl BbIBO4 HaWAEHHOW WH(OpMauun BKYan
TOSbKO Te CTPOKU, KOTOPble coaepaT yKa3aHHbIN TEKCT.

TEXT" Ykaxute kntoyeBoe CrioBo unu ¢pasy B kaBblykax. CMMBOSbI
AAaHHOro napameTpa YyBCTBUTENbHbI K PErUCTPY.

all Ykaxnte, 4tobbl NONCK MHCpOPMAaLMKN OCYLLIECTBIIANCA NO BCEM
CTpOKaMm XypHana coObITW.

service Ykaxute, 4toObl MO KMOYeBbIM CrioBaM 0To6pasnTb CobbITUS
onpeneneHHomn crnyxosol.

cli Ykaxute, 4tobbl OTOBpasuTbL  CcobbITUA  MHTepdenca

komaHgHow cTpoku (CLI).

Ykaxute, 4ToObl 0TOGpasuTb cobbiTna yHKUMM Storm

storm-control
Control.

cpu-protect YkaxuTe, 4Tobbl 0TO6pasnTb cobbiTnst yHKUMKM 3awmnTbl LY.

YKkaxuTte, 4TOoObl OTOGpa3nMTb COOLITUSA, CBSI3aHHblIE C
BOCCTaHOBIIEHMEM MOPTOB.

errdisable

YkaxuTte, 4tobbl oTObBpasnTb cobbiTna dyHKumn Loopback

loopback-detection Detection.

port-security Ykaxunte, 4tTobbl 0TO6pasnTb cobbiTus yHKuun Port Security.
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YkaxuTte, 4tobbl 0TOGpa3uTb cobbiTmsa dyHkumn |IP Source

impb Guard n DHCP Snooping.

dhcp-relay YkaxunTte, 4Tobbl 0TO6pasnTe cobbiTna dyHkunn DHCP Relay.

Mo ymonuyaxuto
Her.

Pexxnm BBoaa komaHAbI
Monb3oBaTenbckmn Unu NpusmunernpoBaHHbin pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Mcnonb3oBaHMe KomaHAbI
,D,aHHaFI KOMaHOa I/ICI'IOJ'Ib3yeTCFI anga BbiBOAA I/IHCbOpMaLI,I/II/I n3 >|<ypHaJ'|a CO6bITI/II71 no
KNnw4yeBbIM CJ10BaM.

Mpn wncnone3oBaHun komaHabl show logging | nounck uHgopmauumn ocyllecTBrsieTca
TONbKO Cpeaun CTPoK, cogepxaiwmx Tern (<CLI>, <LinkStatus> un 1.4.).

Ecnun ykasaHHbIM TEKCT HE HAWAEH, BbIBOAUTCS NycTasi CTpokKa.

Mpumep
B paHHOM npumepe nokasaHo, Kak OCYLIEeCTBMTb MOUCK M BbIBOA WHQOpMauuun Mo
kntoyesomy cnosy DHCP.

show logging | include DHCP
CTRL+C ESC q - Quit, SPACE n - Next Page, ENTER - Next Entry, a - All

#00293 Jan 13 11:45:26 [NOTE] <CLI> : User 'admin’ : show logging | include "DHCP"
#00278 Jan 13 11:40:21 [INFO] <IMPB> : DHCPSnooping service enabled
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25. KOMAHObI YMNPABJIEHUA BPEMEHEM WU SNTP-
CEPBEPOM

25.1 clock set

[laHHaa koMaHAa ucnonb3yeTcs Ana YCTaHOBKN CUCTEMHOIrO BPEMEHU BPYYHYIO.
clock set HH:MM:SS DAY MONTH YEAR

MapameTpbl

HH-MM-SS YKkaxuTe Tekyuiee Bpemsi B yacax (B 24-yacoBom dhopmare),
MUHYTax U CekyHaax.

DAY YKaxuTe TekyLmMn aeHb mecsaua (41cro).

MONTH YKkaxuTe Tekywmn mecay (jan ansa aHesaps, feb ana gespans n
T.4.).

YEAR Ykaxute Tekywmmn roq (6e3 cokpalleHus).

Mo ymonuyaxuio
Her.

Pexxnm BBoaga komaHAbI
MpuBunernpoaHHbIn pexunm (Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI

Ecnn cucremHoe BpemMsA yCTaHaBlnimBaeTcAa C NOMOLLbHO noboro ,D,GI7ICTBWOLLI,€FO BHeLUHero
MeXxaHn3Ma CUHXpOHU3auun, HanpumMmep, SNTP-I‘IpOTOKOJ‘Ia, ncnomnb3oBaTtb AdaHHYHO
KOMaHOy He HYXHO. OHa ncnonb3dyeTcad, ecnn apyrme NCTo4HMKM BpeMEeHU HEOOCTYMHbI.
HactpoeHHoe Bpemsa He ByaeT coxpaHeHo B charne KOHurypaumm n He CoOXpaHuTca npu
nepesarpyske yCTpoucrtaa.

Ecnn cnctemHoe Bpemsi ycTaHOBMEHO BpyYHYy, HO oT SNTP-cepsepa nonyyeHo gpyroe
CUCTEMHOE BpeMsi, ByaeT ncnonbL3oBaHO HOBOE 3HAYeHue.

Mpumep
B maHHOM npumepe nokasaHo, Kak BPYYHYH YCTaHOBUTb cuctemHoe Bpems Ha 18:00,
13 ceHTAbpsa 2022 .

DGS-1250# clock set 18:00:00 13 sep 2022
clock set 18:00:00 13 sep 2022
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25.2 clock summer-time

,D,aHHaFI KOMaHAa ncnonb3yeTca And HaCTpOVIKM aBTOMaTN4eCKOro nepexoga Ha netHee
BpeM4. npl/l MCMNosb30BaHNN (bOprI No KOMaH4a OTKMYUT aBTOMAaTUYECKNN nepexon Ha
JIeTHEE BpeMA.

clock summer-time recurring STARTWEEK STARTDAY STARTMONTH
STARTTIME ENDWEEK ENDDAY ENDMONTH ENDTIME OFFSET

no clock summer-time

MapameTpbl
STARTWEEK/ YkaxuTe Homep Hegenu mecsaua (ot 1 go 5) unu cnoso «firsty
ENDWEEK (nepsasi) unu «last» (nocrnedHss).

Ykaxute [pOeHb Hedenu (sun — BOCKPECEHbe, mon —
STARTDAY/ENDDAY noHenenbHuK, tue — BTOpHUK, wed — cpeaa, thu — yetsepr, fri —
naTHUUa, sat — cybboTa>.

STARTMONTH/

ENDMONTH Ykaxute mecsu (jan ans aHeaps, feb ans despana n 1.4.).

STARTTIME/ENDTIME YkaxuTte BpemMs B Yacax.

Ykaxute konudectBo MuHyT (oT 30 go 120), KOTOpPOEe HY>XHO

OFFSET
[06aBUTb NPV Nepexofe Ha neTHee BpeMsi.

Mo ymonuyaxuto
Mo ymonyaHuio gaHHaa yHKUUSA OTKYEeHa.

Pexxnm BBOoAa KomaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Ucnonb3oBaHue KOMaHAObl

[laHHas komaHZa ucrnonb3yeTcsi AN aBTOMATUYecKoro nepexoda Ha reTHee BpeMsi B
onpedeneHHbI AeHb Hedenu onpeneneHHoro mecsua. lNepsBas YacTb AaHHbIX KOMaHA
yKa3blBaeT Ha Ha4yano rieTHero BpeMeHU, a BTopasi — Ha ero OKOH4YaHue.
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Mpumep

B maHHOM npumepe nokasaHo, Kak Ha3Ha4uTb Hayarno NETHEro BPEMEHM Ha 2 Yaca Ho4um
nepBoOro BOCKpeceHbs aripend n KoHewl Ha 2 Yaca Ho4u nocrieaHero BoCKpeceHbs OKTFI6pFI
co casurom 60 MUHYT.

DGS-1250%# configure terminal

DGS-1250(config)# clock summer-time recurring 1 sun apr 2 1 sun oct 2 60

clock summer-time recurring 1 sun apr 2 1 sun oct 2 60

DGS-1250(config)#
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25.3 clock timezone

[aHHaa komaHOda ucnonb3yeTca A1 HacTPOMKM YacoBoro nosca. lNpu ucnonb3oBaHUn
dopmbl no ByaeTr HacTpoeHo Bpemda B dopmate UTC (BcemMupHoe KOOPAWHUPOBAHHOE
Bpems).

clock timezone {+ | -} HOURS MINUTES

no clock timezone

MapameTpbl

. YKaxute KonmyecTBo 4acoB, KOTOpoe HeobxoanMo nNpubaBuTb
kK UTC.
YKaxute KOnm4ecTBo 4acoB, KOTOPOE HEOOXOANMO BbIHYECTb U3
UTC.

HOURS YkaxuTe pasHuuy Bo Bpemenu ¢ UTC B vyacax (ot 0 go 11).

MINUTES Ykaxunte pasHuuy Bo BpemeHn ¢ UTC B muHyTax (o1 0 go 59).

Mo ymonuyaxuio
Yacosown nodac no ymonyanumo — UTC.

Pexxnm BBoaga komaHAbI
Pexxnm rmobanbHom koHdurypauum (Global Configuration Mode).

YpOBeHb KOMaHAbl MO YMONTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAbI
Bpewmsa, nonyyeHHoe ot SNTP-cepBepa, otobpaxaetca ¢ ydetom UTC, yacoBoro nosica u
HaCTPOEK nepexoaa Ha neTHee Bpems.

Mpumep

B paHHOM npumepe nokasaHO, Kak HacTpOUTb 4acoBOW MOSAC, KOTOpbIN Ha 8 4acos
onepexaet Bpemst UTC.

DGS-1250# configure terminal

DGS-1250(config)# clock timezone -8 0

clock timezone - 8 0

DGS-1250(config)#
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25.4 show clock

,D,aHHaFI KOMaHAa Ucnosnb3dyeTcda And OTO6pa)KeHW)'-I I/IH(bOpMaLl,I/II/I O oate n BpeMeHN.

show clock

MapameTpbl
Her.

Mo ymonuyaxuio
Her.

Pexxum BBoga komaHAbI
Monb3oBaTenbcknn unu npusmnernpoBaHHbii pexum (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Mcnonb3oBaHMe KoMmaHAbI
TaK>Ke OaHHaA KOMaHOda I/ICI'IOJ'II:SyeTCFI and 0To6pa>|<eH|/|9| NCTOYHNKA BpPEMEHN.

Mpumep
B AJaHHOM npuMepe nokasaHo, Kak OTO6pa3I/ITb TeKyllee BpemMA.
DGS-1250> show clock
show clock
Current Time Source : System Clock
Current Time : 18:10:52, 2023-09-22
Time Zone : Europe/Moscow

Daylight Saving Time : Disabled
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25.5 show sntp

[aHHas komaHaa ncnonb3yerca Ans otobpaxeHus nHopmaumm o6 SNTP-cepsepe.

show sntp

MapameTpbl
Her.

Mo ymonuyaxuio
Her.

Pexxum BBoga komaHAbI
Monb3oBaTenbcknn unu npusmnernpoBaHHbii pexum (User/Privileged EXEC Mode).

YpOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 1.

Ucnonb3oBaHue KomaHAbI
[aHHasa komaHda ucnone3yetcs Ans otobpaxeHna nHgpopmaunm o6 SNTP-cepsepe.

Mpumep
B naHHOM npumMepe nokasaHo, kak otobpasntb nHgpopmaumo o6 SNTP-cepsepe.

DGS-1250> show sntp

show sntp
SNTP Status : Disabled
SNTP Poll Interval 1512

Obtain NTP servers from DHCP server : Disabled

SNTP Server : Type

-+

194.190.168.1 : Static

Total Entries : 1
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25.6 sntp server

[aHHaa komaHga wucnonb3dyetcsa Ans ykasaHus SNTP-cepsepa. [Mpyn umcnonb3oBaHuu
dopMbl no KOMaHAa yaanuT cepBep U3 Cruncka.

sntp server {dhcp | address NTP-ADDRESS | NTP-URL}
no sntp server {dhcp | address NTP-ADDRESS | NTP-URL}

MapameTpbl
dd NTP-ADDRESS
r N;;_SZR ! Ykaxute |IPv4- unn URL-agpec cepsepa BpeMeHW.
dhcp Ykaxute, 4toObl YCTPOWMCTBO MOMyyano agpec cepeepa

BpemeHn no DHCP-npoTtokony.

Mo ymonuyanuto
Her.

Pexxnm BBoaga komaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

MUcnonb3oBaHue KOMaHAbI

UToObl ykasaTb Heckonbko SNTP-cepBepoB, BBeaUTe OaHHY KOMaHAy HECKOMbKO pas,
ncrnonb3ys pasHole IP- nnn URL-agpeca SNTP-cepBepoB. MakcumaribHoe KOnnM4ecTBo
agpecoB — 4.

Ncnonb3ynte gopmy no, 4tobbl yaganutb agpec SNTP-cepBepa unm oTMEHUTb NOnyYeHne
agpeca cepBepa BpemeHu no DHCP-npoTtokony.

Mpumep

B paHHOM npumepe nokasaHo, Kak CUHXPOHM3MPOBaTb CUCTEMHOE BPEMSI C CEpPBEPOM
SNTP c IP-agpecom 129.132.2.21.

DGS-1250(config)# sntp server 129.132.2.21

sntp server 129.132.2.21

DGS-1250(config)#
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25.7 sntp enable

[aHHas KkoMaHda Mcnonb3yeTca As BKAYEHUS CUHXPOHU3aUUNU CUCTEMHOIO BPEMEHU C
SNTP-cepsepom. Mpu ncnonb3oBaHnn opMbl NO CUHXPOHM3aUNAa ByaeT oTKNoYeHa.
sntp enable
no sntp enable

MapameTpbl
Her.

Mo ymonuyanuto
Mo ymonyaHuto gaHHaa yHKUMSA BKITHOYEHA.

Pexxnm BBoaa KomaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
|/|CI'IOJ'Ib3yIZTe OaHHYH0 KOMaHL4Y, YTOObI BKITHOYUTb CUHXPOHN3aLUNKO CUCTEMHOIO BpEMEHN C
SNTP-cepBepom.

Mpumep

B OaHHOM TrpuMepe MnokKa3aHo, KakK BKITIOYUTb CUHXPOHU3aAUUNKO CUCTEMHOINO BPEMEHUN C
SNTP-cepBepom.

DGS-1250(config)# sntp enable

sntp enable

DGS-1250(config)#
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25.8 snitp interval

[aHHasa komaHOa ucnonb3yeTcs Ans HAaCTPOMKM MHTepBana CUHXpoHu3auum Yacos SNTP-
KnueHTa ¢ cepaepoM. [pu ncnonb3oBaHmMm opmbl No ByaeT BOCCTAHOBMEHO 3HAYeHME Mo
YMOSTHaHWMI0.

sntp interval SECONDS

no sntp interval

MapameTpbl

3agaet nHTepBan cuHxpoHunsauum (16, 32, 64, 128, 256, 512,
SECONDS 1024, 2048, 4096, 8192, 16384, 32768, 65536 unn 131072

CEeKyH[).

Mo ymonuyaxuio
3HadeHue rno ymonyaHuio — 512 cekyHa.

Pexum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAbI
[laHHaa KomaHOa wucnonb3yeTcs [ONA HaCTpPOMKM WHTepBana BpemeHun mexay NTP-
3anpocamu.

Mpumep
B naHHOM npumepe nokasaHo, Kak HacTpouTb nHTepBarn 1024 cekyHabl.

DGS-1250(config)# sntp interval 1024
sntp interval 1024
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26. KOMAHObI VLAN

26.1 ingress-checking

[aHHas KomaHga wucnonb3yeTcd [Ons  BKMAYEHUS NPOBEPKM BXOOAWMX Kaapos,
nony4aembix uHTepdencom. [lpyn wucnonb3oBaHUM OPMbI hO KOMaHAa OTKIHOYUT
NpOBEPKY.

ingress-checking

no ingress-checking

MapameTpbl
Hert.

Mo ymonyaHuto
Mo YMONM4YaHMo AaHHaA (‘byHKLl,I/IFI OTKIHO4eHa.

Pexum BBOAa KoMmaHAbI
Pexxum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI

[Ana ncnonb3oBaHMs aHHOM KOMaHObl HEOOXOAMMO MEpPenTV B PEXUM KoHdUrypaumm
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHaa KomMaHOga WuCnonb3yeTca AN BKAKYEHUS MNPOBEPKM  BXOAALWMX Kagpos,
nony4aemblx nHTepdgencom. Mpu BKNOYEHHOW NpoBepKe NakeT Oyaer oTOpoweH B TOM
cnyyae, ecnv npuHUMarwWmn uHTepdenc He sandetca udneHom VLAN, K KoTopow
OTHOCUTCS NOSTyYaeMbIil NaKeT.

Mpumep

B maHHOM npumMmepe nokasaHo, Kak OTKMHYUTb MPOBEPKY BXOASALWMX KagpoB AN nopTta
Ethernet 1/0/1.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-ifj# no ingress-checking

no ingress-checking

DGS-1250(config-if y#
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26.2 mac-vian

[aHHaa komaHga wucnonb3yetca Ond npuBaskM Bxogawero Tpadgpuka k VLAN Ha
ocHoBaHun MAC-agpecos (MAC-based VLAN). Npu ncnonb3oBaHun hopMbl N0 KOMaH4a
yaanut 3anucbk o npmesaske K VLAN.

mac-vlan MAC_ADDR MAC_ADDR vid VLAN_ID [priority PRIO]
no mac-vlan {all | MAC_ADDR | vid VLAN_ID}

MapameTpbl

MAC _ADDR Ykaxnte MAC-agpec.
Ykaxute, kakaa 4yacte MAC-agpeca gormkHa COOTBETCTBOBATb
ykaszaHHoMy agpecy (rae F — nonHoe coBnageHue cumBona,

MAC MASK

C_MAS 0 — nobon apyron cumeon). 3agante FF:FF.FF.FF.FF:FF ansa

nonHoro cosnageHna ¢ MAC-agpecom.

vid VLAN_ID NoeHtndpukatop VLAN gna ncxogswiero tpadguka.

(OnuunoHanbHO) 3HadeHne BHYTpeHHero npuoputeta CoS.
priority PRIO Honyctumbiin gruanasoH: ot 0 go 7. Ecnn He ykasaHo, byaet
ncnosb3oBaTbcs 3HadveHue 0.

Ykaxnte npn ncnoJjib3oBaHmMn CbOprI no A5A yaaneHua Bcex

all -
3anucen o npussaske K VLAN Ha ocHoBaHun MAC-agpeca.

Mo ymonyaHuto
Her.

Pexxum BBoga komaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Ucnonb3oBaHue KomaHAbI
Ncnonb3ynte gaHHyto komaHagy ans npueaskm kK VLAN Ha ocHoBaHun MAC-agpecos.

[Ana co3pgaHuna 3anucu o npmeaske ykasbiBaemas VLAN gormkHa cywecTBoBaTh B CUCTEME.
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Mpumep

B paHHOM npumepe nokasaHo, kak co3gatb npueBasky k VLAN 3 ans MAC-appecos
50:46:5D:6E:XX:XX.

DGS-1250# configure terminal

DGS-1250(config)# mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3

mac-vlan 50:46:5D:6E:34:52 FF:FF:FF:FF:00:00 vid 3

DGS-1250(config)#

B cnepytowem npumepe nokasaHo, kak yaanutb Bce 3anucy gna VLAN 3.

DGS-1250# configure terminal
DGS-1250(config)# no mac-vlan vid 3
no mac-vlan vid 3

DGS-1250(config)#
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26.3 mac-vlan (interface)

[aHHas komaHga ucnonb3yeTcs [AOMS  BKITYEHUS/BBIKMIOYEHUA NPUBA3KN BXOASLLErO
Tpadmka Kk VLAN Ha ocHoBaHum MAC-agpecos (MAC-based VLAN) gns ykasaHHOro
nopta kommyTtaTtopa. pun ncnonb3oBaHMM GopMbl NO KOMaHZa OTKITHOYUT NPUBA3KY A1
yKasaHHOro ropra.

mac-vian

no mac-vian

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymonuyaHuio npuesska kK VLAN Ha ocHoBaHum MAC-agpecoB BKk4YeHa AONst BCEX
NnopToOB.

Pexum BBOAa KoMmaHAbI
Pexum koHdurypauum nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWSA OaHHOW KOMaHAbl HEOBXOAMMO MNepenTn B PeXMM KOHurypauum
nopta unu guanasoHa noptos (interface).

[aHHas komaHOa wucrnonb3yeTcss Ans BKNHOYeHus/BbikntoveHnss npusaskn K VLAN Ha
ocHoBaHun MAC-agpecoB A51s yKka3aHHOro nopta kKoMmmyTartopa.

Mpumep

B gaHHOM npumepe nokasaHo, kak oTkmounTb npuBasky kK VLAN Ha ocHoBaHum MAC-
agpecos ans nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if# no mac-vlan

no mac-vilan

DGS-1250(config-if y#
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26.4 show vlan mac-vian

[aHHass komaHga ucnonb3yeTrcsa ana oTtobpaxeHusa 3anucen o npuesske kK VLAN Ha

ocHoBaHun MAC-agpecos.

show vian mac-vlan {interface [ethernet /FACELIST [, | -]] | entries [{vid
VLAN_ID | mac MAC_ADDR}]}

MapameTpbl

interface

Ykaxute, 4Tobbl 0TO6pa3nTb COCTOSIHUE NPUBSA3KM 41151 MOPTOB
kKoMMyTaTopa.

ethernet IFACELIST

(OnuuoHanbHO)  YKaxute HOMep WHTepdenca (noprta
Ethernet).

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKW  OTAENeHue
AnanasoHa nopTtoB OT npegbigywero. Vcnonb3oBaHue
npobena Ao v nocne 3anaTon He[onycTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHune npobena
A0 1 nocrie gedgwvca HegonycTumo.

entries

YKaxuTe, 4TobbI OTO6p83I/ITb 3arncu o nNpuBA3Ke.

vid VLAN_ID

(OnuunoHanbHO) YKaxuTe, 4TOObI OTOOpPa3vMTbL 3anucu Ans
onpeageneHHon VLAN.

mac MAC_ADDR

(OnuunoHanbHO) YKaxuTe, 4TOObI OTOOpPa3vMTb 3anucu Ans
onpegeneHHoro MAC-agpeca.

Mo ymonyaHuto
Her.

Pexum BBoaa KomaHAbI
[Monb3oBaTenbckuin nnu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMOJTYaHUIO

YposeHb 1.

Mcnonb3oBaHue KOMaHAObl

[aHHas komaHaa ucnonb3yetca Ans otobpaxeHust 3anucen o npuBdAske kK VLAN Ha
ocHoBaHun MAC-agpecoB. KomaHga no3sonsiet otobpasnTb COCTOSIHME MPUBA3KU ON4
onpegeneHHoro nopra wunM guanasoHa MnopToB KOMMyTaTopa, a Takke 3anucu gns
onpenenexHHon VLAN unn onpegenenHHoro MAC-agpeca.
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Mpumep
B paHHOM npumepe nokasaHoO, Kak oTobpa3uTb Bce 3anmcn o npuBdAske K VLAN Ha

ocHoBaHun MAC-agpecos.

DGS-1250# show vlan mac-vilan entries
show vlan mac-vlan entries
MAC address : MAC mask : VLAN ID : Priority

+ + +

00:26:57:00:1F:03 : FF:FF:FF:FF:FF:00 : 3 :0

Total Entries : 1

DGS-1250#
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26.5 protocol-vian frame-type

[aHHaa komaHga wucnonb3yetca Ond npuBaskM Bxogawero Tpadgpuka k VLAN Ha
OCHoBaHMM Tuna npotokona (protocol-based VLAN). lpu ucnonb3oBaHun (opmbl no
KomMaHga yganuTt 3anucb o npuesaske kK VLAN.

protocol-vlan frame-type ethernet2 ether-type PROTO_VALUE vian VLAN_ID
[priority PRIO]

no protocol-vlan frame-type ethernet2 ether-type PROTO_VALUE

MapameTpbl
MpuBaska pna Ttvna kagpos Ethernet 1l Ykaxute Tun
ethernet2 ether-type npotokona 2 ypoBHsA. Heobxogumo ykasatb 2 6Ganta B 16-
PROTO_VALUE pudyHom dopmate (Hanpumep, OxF1A2 wnn F1A2).
Honyctumbin ananasoH: ot 0001 go FFFF.
vlan VLAN_ID NoeHtndpukatop VLAN gna ncxogswiero tpadguka.

(OnumoHanbHO) 3HayeHue BHyTpeHHero npuoputeta CoS.
priority PRIO Honyctumbin gruanasoH: ot 0 go 7. Ecnn He ykasaHo, byaet
ncnorb3oBaTbcs 3HadveHue 0.

Mo ymonuyanuto
Her.

Pexxnm BBoaa komaHAbI
Pexum rnobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
Ncnonb3ynTte gaHHyto komaHgy ans npueaskm kK VLAN Ha ocHoBaHMM Tuna NpoTokona.

[ns cosgaHusa 3anncu o npuBaske ykasbiBaemas VLAN gomkHa cywectBoBaTtb B CUCTEME.
Mpumep

B naHHOM npumepe nokasaHo, kak co3gatb npmeasky K VLAN 3 ana npotokona IPv6 (Tun
kagpos — Ethernet Il, Tun npotokona — 86DD).

DGS-1250# configure terminal
DGS-1250(config)# protocol-vlan frame-type ethernet2 ether-type 86DD vilan 3
protocol-vlan frame-type ethernet2 ether-type 86DD vlan 3

DGS-1250(config)#
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26.6 protocol-vilan (interface)

[aHHaa komaHOa wucnonb3yeTcs ONA  BKIHOYEHUSA/BbIKMIOYEHUS MNPUBA3KUA  BXOAALLErO
Tpadumka k VLAN Ha ocHoBaHum Tuna npotokona (protocol-based VLAN) onga ykasaHHOro
nopta kommyTtatopa. Npu ncnonb3oBaHnn OpMbl hO KOMaHAa OTKIIOYUT NPUBA3KY ANA
yKasaHHOro nopra.

protocol-vlan

no protocol-vian

MapameTpbl
Her.

Mo ymonuyaxuto
Mo ymonyaHuto npuesska K VLAN Ha OcCHOBaHMM Tuna NPOTOKOMa BKMAOYEHa ANs BCeX
NnopToOB.

Pexum BBOAa KoMmaHAbI
Pexum koHdurypauum nHtepdencos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Ucnonb3oBaHne KomaHAabl
[Ans ucnonb3oBaHWSA OaHHOW KOMaHAbl HEOBXOAMMO MNepenTn B PeXMM KOHurypauum
nopta unu guanasoHa noptos (interface).

[aHHas komaHOa wucrnonb3yeTcss Ans BKNHOYeHus/BbikntoveHnss npusaskn K VLAN Ha
OCHOBaHWM TUNa NPOTOKOMa 4151 YKa3aHHOro nopta KoMMmyTaTopa.

Mpumep

B maHHOM npumepe nokasaHo, Kak OTknounTb NpuBasky K VLAN Ha ocHoBaHuM Tuna
npoTokona anga nopta Ethernet 1/0/5.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/5

DGS-1250(config-if}# no protocol-vlan

no protocol-vlan

DGS-1250(config-if y#
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26.7 show vlan protocol-vian

[aHHass komaHga ucnonb3yeTrcsa ana oTtobpaxeHusa 3anucen o npuesske kK VLAN Ha
OCHOBaHMM TUNa NpoToKona.

show vlan protocol-vlan {interface [ethernet IFACELIST [, | ]]1 | entries
[{vid VLAN_ID | ether-type PROTO_VALUE}]}

MapameTpbl

Ykaxute, 4Tobbl 0TO6pa3nTb COCTOSIHUE NPUBSA3KM 41151 MOPTOB
kKoMMyTaTopa.

interface

(OnuuoHanbHO)  YKaxute HOMep WHTepdenca (noprta

ethernet IFACELIST Ethernet).

(OnumoHanbHO)  Heckonbko  NOPTOB  WNKW  OTAENeHue
, AnanasoHa nopTtoB OT npegbigywero. Vcnonb3oBaHue
npobena Ao v nocne 3anaTon He[onycTUMO.

(OnuunoHaneHo) AnanasoH noptoB. Mcnonb3oBaHune npobena
A0 1 nocrie gedgwvca HegonycTumo.

entries Ykaxnte, 4Tobbl 0TOGPa3nTb 3anucy O NPUBS3KE.
vid VLAN ID (OI‘ILI,VIOHEU'II:H?) YKaxuTte, 4TOoObl OTOOpa3vMTb 3anucu Ans
- onpeageneHHon VLAN.
(OnuunoHanbHO) YKaxuTe, 4TOObI OTOOpPa3vMTb 3anucu Ans
ether-type onpefeneHHoro Tuna npoTokona 2 ypoBHA. Heobxoaumo
PROTO_VALUE ykasatb 2 6anta B 16-pudHom copmate (Hanpumep, OxF1A2

unun F1A2). Jonyctumbin guanasoH: ot 0001 go FFFF.

Mo ymonyaHuto
Her.

Pexxnm BBOAa KOMaHAbI
[Monb3oBaTenbckunin nnu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 1.

Mcnonb3oBaHue KoOMaHAOblI

HaHHas komaHnga ucnonb3yetca ana oTtobpaxeHusa 3anucen o npuesske kK VLAN Ha
OCHOBaHWWM Tuna npoTokona. KomaHaa no3sonsieT otobpasntb COCTOSHUE MPUBA3KM A5
ornpegeneHHoOro nopra wWnu fuanasoHa MNOpTOB KOMMYyTATtopa, a Takke 3anucu ans
onpegeneHHon VLAN vnnu onpegeneHHoro tmuna npoTokona.
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Mpumep

B paHHOM npumepe nokasaHoO, Kak oTobpa3uTb Bce 3anmcn o npuBdAske K VLAN Ha
OCHOBaHWM Tuna npotokona ans noptos Ethernet 1/0/5 n 1/0/6.

DGS-1250# show vlan protocol-vlan interface ethernet 1/0/5-1/0/6

show vlan protocol-vlan interface ethernet 1/0/5-1/0/6

Interface : State

+.

Eth1/0/5 : Enabled
Eth1/0/6 : Enabled

Total Entries : 2
DGS-1250#
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26.8 private-vian
[aHHaa komaHOa ucnonb3yeTcs Ans u3onauuMm noptoB BHYTpu AuanasoHa VLAN. [Mpwu
Mcnonb3oBaHnn opMbl NO KOMaHA4a yaanuT npasuio U30onsLnmn NopToB.

private-vlan ENTRY_ID VLAN_UPPER VLAN_LOWER trusted port {none |
interface ethernet /IFLIST [, | -]}

no private-vlan ENTRY _ID

MapameTpbl
ENTRY ID YkaxuTte VI/I,D,eHTI/I(*)I/IKaTOp CcO31aBaemMoro npasuna.
- Honyctnmein guanasoH: ot 1 go 16.
Ykaxute gunanasoH VLAN, onga KOTopbix co3gaeTcs npasusio.
VLAN_UPPER [onycTuMblii AvanasoH: ot 1 Ao 4094. Ecnv Heobxoaumo
VLAN LOWER co3gatb npasuno Tonbko Ana opHonm VLAN, 3HauveHusA
JOIMKHbI COBMagaTh.
none Ykaxute, 4Tobbl BCce nopTbl Ethernet 6binn nsonnposaHHbIMMK.
interface ethernet Ykaxunte Homep nopta Ethernet, koTopbin GygeTr AoBEPEHHbIM
IFLIST noptom atoro ananasoHa VLAN.

(OnumoHanbHo) Heckonbko WHTEpdENCoB WNW OTAeneHune
, AnanasoHa uHTepdencoB oOT npegbigyllero. cnonb3oBaHue
npoberna 4o v nocne 3anaTon HeAOMyCTUMO.

(OnuuoHanebHO) [OuanasoH wuHTepdencos. Kcnonb3oBaHue
npobena 0o v nocrne geduca HegonycTUmo.

Mo ymonyaHuto
Her.

Pexum BBOoAa KomaHAbI
Pexum rmobansHon koHdurypaumm (Global Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl

[aHHasa koMaHga ucnonb3yeTca Ans N30NAUUn NOPTOB BHYTPU ONpedeneHHoro ganasoHa
VLAN. lMopT, onpeaeneHHbin Kak aoBepeHHbln (trusted), moxeT nepenaBaTb TpaduK Ha
nobon gpyron nopt atoro gnanasoHa VLAN. lMopT, He onpefeneHHbin Kak JOBEPEHHbIN,
MOXeT nepefasaTtb TpadoMK TOMbKO Ha LOBEPEHHbIe NopThbl aToro AnanasoHa VLAN. Ecnu
B aAnanasoHe VLAN Bce nopTbl M30nnpoBaHHble, TpaduK MEXOY HUMWN He nepenaeTcs.
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Mpumep

B pgaHHOM npumepe nokasaHo, kKak co3gaTtb npasuno ans noptos Ethernet 1/0/5 n 1/0/6
BHYTpy VLAN 3.

DGS-1250# configure terminal

DGS-1250(config)# private-vlan 1 3 3 trusted-port interface ethernet 1/0/5-1/0/6
private-vlan 1 3 3 trusted-port interface ethernet 1/0/5-1/0/6

DGS-1250(config)#
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26.9 show private-vian

[aHHasi koMaHga ucnonb3yeTcs Onsi OToOpaxeHus npaBun M30NALUKM NMOPTOB BHYTPU
ananasoHa VLAN.

show private-vlan [vlan-id VLAN_ID | ENTRY _ID]

MapameTpbl

(OnumoHanbHO) Ykaxute, 4TOobbl OTOOpPa3nTL Mpaswuna Ans

vian-id VLAN_ID onpepneneHHon VLAN.

ENTRY _ID (OnumoHanbHO) YKkaxute HOMep npasuna.

Mo ymonyaHuto
Her.

Pexxnm BBOAa KOMaHAbI
[Monb3oBaTenbckuin unu npusunernposaHHbii pexum (User/Privileged EXEC Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 1.

Mcnonb3oBaHue KOMaHAOblI

[aHHas kOMaHga ucnonb3yeTcsa Ons OTOOpaxeHus npaBuin M30NAUUK NMOPTOB BHYTPU
VLAN. KomaHga nosBonsieT otobpasuTb BCe MpasBuna, MNpaBuio C OnpeaeneHHbIM
HOMepOoM unu npasuna anga onpegeneHHon VLAN.

Mpumep
B gaHHOM npumMepe nokasaHo, Kak oTobpasnTb npasuna nsonsauum noptos gna VLAN 3.
DGS-1250# show private-vlan vlan-id 3
show private-vlan vian-id 3
Entry ID : Lower VLAN ID : Upper VLAN ID : Trusted ports
——————————— e et o e e e
1 3 3 3 3 : 1/0/5-1/0/6
Total Entries : 1

DGS-1250#
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26.10 show vian

[aHHasa koMaHga ucnonb3yeTcs A51s 0TOOpaXKeHUss onNncaHus UnNu napamMeTpoB A11S BCeX
HacTpoeHHbIX VLAN nnn ogHon VLAN kommyTaTopa.

show vlan [VLANLIST [, | -]] [{description | interface {ethernet IFACELIST [, | -] |
port-channel CHANNO}}]

MapameTpbl

(OnuunoHanebHO) YkaxuTe ogHy wunu Heckonbko VLAN ansa
oTobpaxeHns onucaHus wnn  KUHopmauum o nopTax-
ydyacTHukax. Ecnm VLAN He ykasaHa, TO oToOpaxatTcs Bce
VLAN. [Jonyctumbin gnanasoH: ot 1 go 4094.

VLANLIST

(OnuunoHaneHo) Heckonbko VLAN unu otgeneHve gnanasoHa
, VLAN ot npeablaywero. Ncnonb3oBaHue npobena 4o u nocne
3ansaTon HeJoMnyCcTUMO.

(OnuuoHaneHo) [OuanasoH VLAN. Mcnonb3oBaHue npobena
40 v nocrie gecgumca HegonycTUmo.

(OnuunoHanbHO) YkaxuTte, 4Tobbl 0TOOpPa3nTb onucaHue ans

description VLAN.

(OnuunoHanbHO) Ykaxute, 4TObbl OTOBpPa3UTb HaCTPOWKK
interface VLAN pgna Bcex WHTepdencoB wunm onpegeneHHoro nopta
Ethernet unun port-channel.

Ykaxute, 4tobbl oTOb6pasutb HacTtpomkn VLAN gnsa

ethernet IFACELIST
dm3mnyeckoro nopra.

(OnuunoHanbHO) Heckonbko MHTEPKENCOB WNU  OTAENEHUE
, AnanasoHa uHTepdencoB oT npegbigyliero. KMcnonb3oBaHue
npobena 4o v nocne 3ansaTon HeA4oMyCTUMO.

(OnuunoHanbHo) [OuanasoH wuHTepdgencos. KMcnonb3oBaHue
npobena go v nocne gedguca HegonycTUMO.

Ykaxute, 4toObl OTOOpa3uTb HacTtpomkn VLAN gns port-

port-channel CHANNO
channel.

Mo ymonuyaxuio
Her.

Pexxum BBoga komaHAbI
[Monb3oBaTenbckunin nnu npmsunernposaHHbii pexum (User/Privileged EXEC Mode).

YPOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 1.
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Ucnonb3oBaHue KomaHAbI

[aHHas komaHOa ucnonb3yeTcs Ans otobpaxeHus onncaHms unu napametpos ans VLAN
kommyTatopa. KomaHga nossonsetr oTobpasute napametpbl VLAN  ana  Bcex
NHTepdencoB, rsmyeckoro nopTa, guanasoHa nopTos unun port-channel.

Mpumep
B gaHHOM npuMepe nokasaHo, Kak oTobpasunTb Bce Tekywme 3anmcu no VLAN.
DGS-1250> show vlan
show vlan
VLAN 1:
Name : VLAN1
Tagged member ports
Untagged member ports : 1/0/1-1/0/28

VLAN 3:
Name : VLANS
Tagged member ports
Untagged member ports :

Total Entries : 2

DGS-1250>
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B paHHOM npumepe nokasaHo, Kak otobpasuTb uHdopmaumo o PVID (Port VLAN ID),

npoBepKe BXOAALLMX MAKETOB M AOMYyCTUMBIX TUNax kagpos ans noptoB Ethernet 1/0/1 u
1/0/4.

DGS-1250# show vlan interface ethernet 1/0/1,1/0/4
show vlan interface ethernet 1/0/1,1/0/4
1/0/1:

Native VLAN 1

Hybrid tagged VLAN

Hybrid untagged VLAN : 1
Ingress checking : Enabled

Acceptable frame type : Admit-All

1/0/4:
Native VLAN 1
Hybrid tagged VLAN
Hybrid untagged VLAN : 1
Ingress checking : Enabled

Acceptable frame type : Admit-All

DGS-1250#
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26.11 switchport access vian

[aHHaa komaHga wucnonb3dyetca Ans ykasanHust access VLAN ans uHtepdenca. [Mpu
Mcnornb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPOWKU MO YMONYaHUIO.

switchport access vian VLANID

no switchport access vian

MapameTpbl

Access VLAN uHTepdenca. Jonyctumbli gmanasoH: ot 1 go

VLANID 4094,

Mo ymonuyaxuio
Mo ymonyaHutio access VLAN sasngaetca VLAN 1.

Pexxum BBoaga komaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpOBeHb KOMaHAbl MO YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KoMmaHAbI
[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PeXmnM KoHdUrypauuu
nopta, guanasoHa noptos unu port-channel (interface).

[aHHass KomaHga BCTynaeT B CWiy, Korga WMHTEpPdENC HaCTpPOeH B pexume JocTtyna
(access mode). Ecnn VLAN, ykasaHHasa B kadectBe access VLAN, He cyullecTByeT, OHa
ByaeT co3gaHa aBTOMaTUYECKN.

MoxeT ObITb yKka3zaHa Tonbko ogHa access VLAN. Crnegytowlaa komaHga nepesanvcbiBaeT
npegbIayLLyo KOMaHay.

Mpumep

B paHHOM npumepe nokasaHo, Kak HactpouTb nopt Ethernet 1/0/10 B pexume goctyna
(access mode) ¢ access VLAN 1000.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/10

DGS-1250(config-if)# switchport mode access

switchport mode access

DGS-1250(config-ifj# switchport access vlan 1000

switchport access vlan 1000

DGS-1250(config-if #
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26.12 switchport hybrid acceptable-frame

[aHHas KomaHga wucnonb3yeTcsa [And HAcTPOMKUM [OMYyCTUMOro Tuna KagpoB Afis
rmbpuaHoro nHtepgenca. MNMpun ncnonb3oBaHMM opMbl NO KOMaHA4a BEPHET HACTPOMKM MO
YMOM4YaHuio.

switchport hybrid acceptable-frame {all | tagged-only | untagged only}

no switchport hybrid acceptable-frame

MapameTpbl

all Ykaxute, 4toObl  nponyckaTb U TermpoBaHHble U
HeTerMpoBaHHbIe Kagpbl.

tagged-only Ykaxute, 4Tobbl MPONycKaTb TONMbKO TErMPOBaHHbIE Kaapbl.

untagged only YKaxuTe, 4To6bl NponyckaTb TONbKO HETErMPOBaHHbLIE Kaapbl.

Mo ymonuyanuto
Mo ymMon4yaHumio 4onyctMbl BCE TUMbI KaapoOB.

Pexxnm BBoaa kKomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YpoBeHb KOMaHAbl MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOBXOAMMO MEpenTn B PEXUM KOHGMUrypauuu
nopTa, AvanasoHa noptos unu port-channel (interface).

[aHHaa kKomaHga wucnonb3yeTcs ANA HACTPOMKM AOMyCTMMOro Tuna KagpoB Angd
rmbpuaHoro nHtepdemnca.

Mpumep

B OaHHOM rnpumMepe nokKkasaHo, Kak HaCTpouTb ,EI,OI'IyCTMMbIIZ TN KagpoB tagged-only ana
AnanasoHa rmbpuaHbix noptos Ethernet 1/0/4-1/0/6.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/4-1/0/6

DGS-1250(config-if# switchport hybrid acceptable-frame tagged-only

switchport hybrid acceptable-frame tagged-only

DGS-1250(config-if }#
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26.13 switchport hybrid allowed vian

[laHHasa KoMmaHOa UCcnosb3yeTca AN yKasaHna TermpoBaHHbIX UK HeTermpoBaHHbix VLAN
ana  rmbpugHoro wuHTepdoenca. [pu mcnonb3oBaHMM OPMbl RO KOMaHAa BeEPHET
HACTPOWKM MO YMOIYaHUIO.

switchport hybrid allowed vian {[add] {tagged | untagged} | remove}
VLANLIST [, | -]

no switchport hybrid allowed vian

MapameTpbl

(OnuuoHanbHO) [obGaBnsaetr wuHTepdenc B YykasaHHyH(-ble)
add

VLAN.
remove Ynansaet untepdenic ns ykasaHHou(-bix) VLAN.

Yka3blBaeT uHTepdenc B KayecTBe TermpoBaHHOIMoO Ans
tagged y

ykaszaHHoW(-bix) VLAN.

Yka3blBaeT WHTEpPENC B KayecTBe HETEermpoBaHHOro Ans
untagged PP P A

ykasaHHoON(-bix) VLAN.

Cnucok paspeleHHbix VLAN gns 3amMeHbl CyLECTBYHOLLENO
cnucka unun cnucok VLAN, kotopble Heobxoanmo gobasuTb B

VLANLIST cnncok paspelweHHblx VLAN wnu yganute u3 Hero. Ecnu
HUKakad onuuMsa He 3ajaHa, YykasanHbin cnucok VLAN
nepesanuiieT CnUcok paspeLueHHbix VLAN.

(OnuunoHanbHo) Heckonbko VLAN mnnu otaeneHue gnanasoHa
, VLAN ot npegbigyLiero. icnonb3oBaHne npobena oo v nocne
3ansaTon HeJoMnyCcTUMO.

(OnuunoHanbHo) OunanasoH VLAN. Wcnonb3oBaHue npobena
00 v nocne geduca HegonycTUMO.

Mo ymonuyaxuio
Mo ymonyaHuio rmbpuaHbin nHTEpdENC ABnNseTcs HeTermpoBaHHbIM YrieHom VLAN 1.

Pexxum BBoga komaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl MO YMOJNTYaHUIO
YposeHb 15.

Mcnonb3oBaHMe KomaHAbI
[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXnM KoHdUrypauuu
nopta, guanasoHa noptos unu port-channel (interface).
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Korga paspewenHaa VLAN ykaszaHa Tonbko kak VLAN ID, cnepywowass komaHga
nepesanuwieTr npegbigywyro  KomaHay. Ecnu HOBbIM  CNMCOK  HETermpoBaHHbIX
paspelleHHblXx VLAN nepekpbiBaeTca C TEKYLWUM CMUCKOM TEerMpoBaHHbIX pa3peLleHHbIX
VLAN, TOo nepekpbiBatoLasica Yactb Oyger namMeHeHa Ha HETErMpPoBaHHbIE pPa3peLLEHHbIe
VLAN. Ecnu HOBbIM CNUCOK TermpoBaHHbIX paspeweHHbix VLAN nepekpbiBaetca c
TEKYLLUMM CMUCKOM HeTerMpoBaHHbIX paspelueHHbix VLAN, TO nepekpbiBaloLLasca 4acTb
OyoeTt nameHeHa Ha TermpoBaHHble paspelleHHble VLAN. NMocneaHsss komaHaa BCTYNUT B
cuny. Ecnn VLAN He cywecTtByeT, oHa ByaeT co3gaHa aBTOMaTUYeCKu.

Mpumep

B paHHOM npumepe nokasaHo, Kkak HacTpouTb nopT Ethernet 1/0/1 B kayectBe
TermposaHHoro nopta VLAN 1000 n HetermposaHHoro nopta VLAN 2000 n 3000.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/1

DGS-1250(config-ifj# switchport mode hybrid

switchport mode hybrid

DGS-1250(config-ifj# switchport hybrid allowed vlan add tagged 1000

switchport hybrid allowed vlan add tagged 1000

DGS-1250(config-ifj# switchport hybrid allowed vlan add untagged 2000,3000

switchport hybrid allowed vlan add untagged 2000,3000

DGS-1250(config-if y#
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26.14 switchport hybrid native vian

HaHHas komaHga mcnonb3yetcsa anga ykasanus native VLAN ID rubpugHoro uHTtepderica.
Mpn ncnonb3oBaHnn PopMbl NO KOMaHAA BEPHET HACTPONKMN MO YMOSYaHMIO.

switchport hybrid native vilan VLANID

no switchport hybrid native vian

MapameTpbl
VLANID Native VLAN rmbpugHoro nHtepdgenca.

Mo ymonuyaxuto
Mo ymonyanuto native VLAN rubpuaHoro nHtepdperica asnserca VLAN 1.

Pexxum BBoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
[ns ucnonb3oBaHWs OaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXMM KOHurypauum
nopra, guanasoHa noptos unu port-channel (interface).

YkasaHHasa VLAN He pomkHa obsa3atenbHO CywecTBoBaTb AN MNPUMEHEHUS 3TOW
kKomaHabl. KomaHga BcTynaeT B cuny, korga MHTepdenc HacTpoeH B rMbpuaHOM pexmme.

Mpumep

B paHHOM npumepe nokasaHo, kak HacTtpouTb nopT Ethernet 1/0/3, 4ToObI OH cTan
rmbpuaHbiM nHTEepdgencom, n Hactpoutb PVID (Port VLAN ID) 20.
DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/3

DGS-1250(config-if}# switchport mode hybrid

switchport mode hybrid

DGS-1250(config-ifj# switchport hybrid allowed vlan add untagged 20
switchport hybrid allowed vlan add untagged 20

DGS-1250(config-ifj# switchport hybrid native vlan 20

switchport hybrid native vlan 20

DGS-1250(config-if}#
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26.15 switchport mode

HaHHas komaHga wucnonb3yetcsa Ana ykasaHua pexuma VLAN (VLAN mode) gns
nHTepdenca. [lpun wucnonb3oBaHUM OPMbI NO KOMaHAA BepHET HaCTPOMKM Mo
YMOSMYaHuIo.

switchport mode {access | hybrid | trunk}

no switchport mode

MapameTpbl

access HacTtpauBaeT nHtepdenc B kayectse nHTepdgerca gocTyna.

hybrid HactpamBaer  wuHTepenc B KadectBe  rmbpmgHoro
nHTEpdenca.

trunk HacTtpauBaeT nHTepdenc B kadectse trunk-nHtepdenca.

Mo ymonuyanuto
Mo ymonyaHuilo MOpPT HAcTpoeH B KadecTBe rmMbpuaHoro uHTepdgenca, PVID paseH 1,
napameTp untagged range paBseH 1.

Pexxnm BBOoAa KoMmaHAbI
Pexum koHdurypauumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIo
YposeHb 15.

Mcnonb3oBaHue KOMaHAObl
[Ana ncnonb3oBaHWs OaHHOW KOMaHObl HEOOXOAMMO MEeperTV B PEXUM KOHdUrypaumm
nopra, AgnanasoHa noptoB unu port-channel (interface).

Koraa mHTEepdenc HacTpoeH B KadecTBe MHTepderica goctyna (access mode), oH byaet
HeTermpoBaHHbIM YrieHoM access VLAN, HacTpoeHHOM ons Hero.

Koroa uHTepdenc HacTpoeH B kadectBe rmbpuagHoro (hybrid mode), oH MOXeT 6biTb
HETEerMpoBaHHbIM UK TErMPOBaHHbLIM YNIEHOM BCeX HacTpoeHHbIX VLAN.

Korpa wHTepdenc HactpoeH B KadecTtBe trunk-uHTepdoenca, oH saBndetcss nnbo
TerMpoBaHHbIM, MO0 HeTermpoBaHHbiM 4neHoMm ero native VLAN n mMmoxeT ObiTb
TErMpoBaHHbIM 4rieHOM Apyrnx HacTpoeHHbix VLAN. HasHadeHue trunk- mHTepdenca —
nogaepxka coeguHeHuns switch-to-switch.

Ecnn pexum VLAN gnsa uHTepdenca meHsietcs, Hactpouku VLAN, obycrnoBneHHble
npeabiaywmm pexxmmom, yayT yTepsHbl.

Ctpanuua 349 ns3 359



DGS-1250 Ynpasnsiemble L3 kommyTaTopsbl
Komanab! VLAN
PykoBoacTBO No ncnonb3oBaHuio MHTepdeica komaHaHowm cTpokm (CLI)

Mpumep

B maHHOM npumMmepe nokasaHo, kak HacTtpouTb nopt Ethernet 1/0/10 B kayecTtBe trunk-
nHTepdenca.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/10

DGS-1250(config-ifj# switchport mode trunk

switchport mode trunk

DGS-1250(config-if y#
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26.16 switchport trunk acceptable-frame

[aHHas komaHOa Mcnonb3yeTca ANs HacTPOMKUM OONYCTUMMOro Tuna Kagpos Ans trunk-
nHTepdenca. [lpu wucnonb3oBaHMM OPMbI hO KOMaHAa BEpHET HaCTPOMKM Mo
YMOM4YaHuio.

switchport trunk acceptable-frame {all | tagged-only}

no switchport trunk acceptable-frame

MapameTpbl

all Ykaxute, YyTOObI nponyckaTb N  TerMpoBaHHblE 7]
HeTerMpoBaHHbIE Kaapbl.

tagged-only YKaxuTe, 4To6bl NponyckaTb TONbKO TEMMPOBAHHbIE Kagpbl.

Mo ymonyaHuto
Mo ymonyaHuio JonycTUMbl BCE TUMbI KaapoB.

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm nHtepdencos (Interface Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

MUcnonb3oBaHue KOMaHAObl
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauum
nopta, AnanasoHa noptoB unu port-channel (interface).

[aHHas KomaHnga ucnonb3yeTrca And HacTPOMKM AOMYyCTMMOro Tuna kagpos Ans trunk-
NHTepdenca.

Mpumep

B maHHOM npumepe nokasaHo, Kak HacTpouTb AonycTUMbIA Tun kagpos tagged-only ons
trunk-nopta Ethernet 1/0/3.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/3

DGS-1250(config-if}# switchport hybrid acceptable-frame tagged-only

switchport hybrid acceptable-frame tagged-only

DGS-1250(config-if #
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26.17 switchport trunk allowed vian

HaHHaa komaHga ucnonb3yetcsa Ans HacTponkn VLAN, KOTOpbIM paspeLlleHo nonyyaTb u
oTnpaBnATbL Tpaduk B TerMpoBaHHoOM dopmaTe ANa YykasaHHOro uHTtepdgeunca. [lpwu
MCnonb3oBaHNN opMbl NO KOMaHAa BEPHET HACTPOWKU MO YMOMYaAHUIO.

switchport trunk allowed vian {all | [add | remove | except] VLANLIST [, | -1}

no switchport trunk allowed vian

MapameTpbl
all YKasbIBaeT, YTO Ha nHTepence paspewleHsl Bce VLAN.
(OnuuoHanbHo) [obGaBnsetr ykasaHHble VLAN B cnvcok
add
paspewleHHbIX VLAN.
(OnuuoHanbHO) Yoandetr ykasanHble VLAN 13 cnvcka
remove
paspeLueHHbIx VLAN.
except (OnumoHanbHo) Paspewaet Bce VLAN, Kpome Tex, KOTopble

YKa3aHbl B CIMUCKeE.

REPLACE_VLANLIST

Cnuncok paspewweHHblx VLAN gns 3amMeHbl CyLecTBYHOLLEro
cnucka nnu cnucok VLAN, koTopble Heobxoanmo [obasutb B
cnucok paspelleHHbix VLAN nnu yaanuTtb U3 Hero.

(OnuunoHanbHo) Heckonbko VLAN wunu otgeneHve ananasoHa
VLAN ot npeablgywero. Vcnonb3oBaHue npobena go u nocne
3ansaTon HegonycTUMO.

(OnuunoHanbHo) OuanasoH VLAN. Wcnonb3oBaHune npobena
[0 v nocre gedrca HegonycTumo.

Mo ymonyaHuro

Mo ymonyaHuio Bce VLAN paspelueHbi.

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm nHtepdericos (Interface Configuration Mode).

ypOBeHb KOMaHAbl N0 YMON4YaHUIO

YpoBeHb 15.
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Ucnonb3oBaHue KomaHAbI
[na vucnonb3oBaHUA OaHHOW KOMaHAbl HEOOXOAMMO MEPEnTU B PEXUM KOHGMUrypauuu
nopta, AnanasoHa noptoB unu port-channel (interface).

[laHHasa komaHga BCTynaeT B CUMY, TONbKO Korga uHTepdgenc HacTpoeH B pexnme trunk
mode. Ecrnn VLAN paspeweHa gns trunk-uHtepdpenca, To0 OH CTaHET TerMpoBaHHbIM
yneHoMm VLAN. Korga ans paspeweHHon VLAN yctaHosrneHa onuus all, To nHtepcdenc
Oynet aBTomaTndeckm gobasneH Bo Bce VLAN, co3gaHHble CUCTEMOMN.

Mpumep

B paHHOM npumepe nokasaHo, kak HacTpouTb nopT Ethernet 1/0/9 B kayectBe
TernposaHHoro yneHa VLAN 1000.

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/9

DGS-1250(config-if)# switchport mode trunk

switchport mode trunk

DGS-1250(config-ifj# switchport trunk allowed vlan add 1000

switchport trunk allowed vlan add 1000

DGS-1250(config-if #
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26.18 switchport trunk native vian

HaHHaa komaHga mucnonbadyeTca anga ykasaHusa native VLAN ID trunk-uHtepdpenica. Mpu
ncnonb3oBaHnn opMbl NO KOMaHAa BEPHET HACTPONKU NO YMOSYAHUIO.

switchport trunk native vian VLANID

no switchport trunk native vian

MapameTpbl
VLANID Native VLAN trunk-nHtepdeinca.

Mo ymonuyaxuto
Mo ymonyaHuio ykasaHa native VLAN 1.

Pexxum BBoAa KomaHAbI
Pexum koHdurypauum nHtepdericos (Interface Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YposeHb 15.

Mcnonb3oBaHue KOMaHAbI
[ns ucnonb3oBaHWs OaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXMM KOHurypauum
nopra, guanasoHa noptos unu port-channel (interface).

KomaHga BcTynaet B cury TOSbKO Korga uMHTepdenc HacTpoeH B pexume trunk mode.
YkaszaHHas VLAN He pomkHa o6da3atenbHO CywecTBoBaTb AN MPUMEHEHUS 3TON
KOMaHAb!.

Mpumep

DGS-1250# configure terminal

DGS-1250(config)# interface ethernet 1/0/6
DGS-1250(config-if)# switchport mode trunk
switchport mode trunk

DGS-1250(config-ifj# switchport trunk native vlan 22
switchport trunk native vlan 22

DGS-1250(config-if }#
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26.19 vian

HaHHas komaHga ncnonbdyetca anga gobasnenna VLAN n Bxoga B pexmnm KOHGUrypaumm
VLAN (VLAN Configuration Mode). Mpu ucnonb3oBaHun opmbl no KomaHZa yaanut
VLAN.

vlan VLANLIST[, | -]
no vlan VLANLIST [, | -]

MapameTpbl

NoeHtudgukatop VLAN, koTopas OOrmkHbl 6bITb gobasneHa,
VLANLIST yaaneHa unu HactpoeHa. KoppekTHbin ananasoH VLAN ID: ot
1 0o 4094. VLAN ID 1 yganutb Henb3s.

(OnuunoHaneHo) Heckonbko VLAN unu otgeneHve gnanasoHa
, VLAN ot npeablgywero. Ncnonb3oBaHue npobena 4o u nocne
3ansaTon HegoMyCTUMO.

(OnuuoHaneHo) [OuanasoH VLAN. Mcnonb3oBaHue npobena
40 v nocrie gedgmca HegonycTUmo.

Mo ymonyaxuto
VLAN ID 1 cywectByet B cucteme B kayectse VLAN no ymonyaHuio.

Pexxum BBoAa KomaHAbI
Pexxvm rmobanbHon koHdurypauum (Global Configuration Mode).

YPOBeHb KOMaHAbl N0 YMONTYaHUIO
YpoBeHb 15.

Mcnonb3oBaHue KOMaHAbI

HaHHaa komaHga rnobanbHon koHdurypauum mcnonblyetrca ana cosgaHna VLAN. Mpwu
BBoae komaHabl vlan ¢ VLAN ID nonb3oBaTens nepexogut B pexum kKoHdurypaumm VLAN
(VLAN Configuration Mode).

Beog maeHTtudumkatopa cyuwectsytowen VLAN He cosgaet HoByto VLAN, HO paspeluaet
nosib3oBaTesnto U3MeHUTb napameTpbl Ansa ykazaHHon VLAN. Korga nonbsoBatens BBOOUT
naeHTudgukatop Hoeon VLAN, oHa co3gaeTca aBTOMaTUYECKM.

Wcnonesynte komaHay no vlan gna ypanenms VLAN. VLAN no ymonyaHuioo yganutb
Henb3sa. Ecnn ypanenHHaa VLAN ykasaHa B kadectBe access VLAN gna kakoro-nmbo
nopta, To ans access VLAN aTtoro nopta 6yaet ykasaHa VLAN 1.
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Mpumep

B naHHOM npumepe nokasaHo, kak nob6asutb HoBble VLAN ¢ VLAN ID ot 1000 go 1005.
DGS-1250# configure terminal

DGS-1250(config)# vian 1000-1005

DGS-1250(config-vlan)#
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26.20 name

HaHHasa komaHga ncnonb3yetcsa ansa ykasanna umedn VLAN. Mpu ncnonb3oBaHun oopmebl
Nno KOMaH4a BEPHET UMS MO YMOSTHAHWUIO.

name [VLAN-NAME]
no name

MapameTpbl
VLAN-NAME Mma VLAN (He 6onee 64 cMmBOnoB).

Mo ymonyaHuro
Mo ymonuaHuio nmerHem VLAN sensietca VLANX, rie X — ofHa UMM HECKOMbKO Lmdp,
cooteetcTBytowmx VLAN ID.

Pexum BBOoAa KomaHAbI
Pexum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.
Ucnonb3oBaHue KomaHAabl

[Ana ucnonb3oBaHUA SaHHOW KOMaHAbl HEOBXOAMMO MepenTn B PEeXnM KOoHdUrypauuu
VLAN (vlan).

Ncnonb3ynTte gaHHyto KomaHay, 4tobbl 3agatb ums VLAN.
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Mpumep

B paHHOM npumepe nokasaHo, Kak 3agatb nms test-vian ans VLAN 3.
DGS-1250# configure terminal

DGS-1250(config)# vlan 3

DGS-1250(config-vlan)# name test-vlan

name test-vlan

DGS-1250(config-vlan)# do show vlan 3
VLAN 3:
Name : test-vlan
Tagged member ports  : 1/0/3
Untagged member ports :

Total Entries : 1

DGS-1250(config-vlan)#
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26.21 description (vlan)

[aHHaa komaHga wvcnonb3yetrca ana ykasanusa onucaHuss VLAN. [pu mncnonb3oBaHun
dopMbl NO KOMaHAa BEPHET ONMCaHME MO YMOSYaHUIO.

description STR

no description

MapameTpbl

STR Onucanue VLAN (He 6onee 128 cumBonos 6e3 npobena).

Mo ymonyaHuto
Her.

Pexum BBOoAa KomaHAbI
Pexxum koHdurypaumm VLAN (VLAN Configuration Mode).

YpoBeHb KOMaHAbI MO YMOMYaHUIO
YpoBeHb 15.

Mcnonb3oBaHMe KOMaHAbI

[Ana ncnonb3oBaHWs SaHHOW KOMaHAbl HEOOXOAMMO MEpPerTV B PEXUM KOHdUrypaumm
VLAN (vlan).

Ncnonb3ynTte gaHHyo KomaHay, YTobbl 3agatb onncaHne VLAN.

Mpumep

B paHHOM npumepe nokasaHo, kak 3agatb onucanue ans VLAN 3.
DGS-1250%# configure terminal

DGS-1250(config)# vlan 3

DGS-1250(config-vlan)# description VLAN_ans_TtecTtoB

description VLAN_ans_TtectoB

DGS-1250(config-vlan)# do show vlan 3 description

VLAN ID : Description

+

3 : VLAN_panga_Ttectos

Total Entries : 1

DGS-1250(config-vlan)#
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