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OCHOBHbIe XapaKTepucTukun

MHorodyHKLUMOHanbLHOe NporpaMmMHoe
obecneyeHune

LLinpokuin Habop hyHKUMA ANa NPeanpusTAA Maroro
n cpegHero 6usHeca (SMB). [lpumeHsemble
TexHomnorum no3BonsT NoBbICUTb YPOBEHb
6esonacHocTn ceTu.

OKOHOMMYECKMN BbIrOAHOE pelleHue
Macwrabupyemasi apxutektypa cetu. bnarogaps
nogaepXke nporpammHoro obecneveHuns Routed
Image (RI) ¢  pacwumpeHHbIMU  DYHKLMSMM,
KOMMYTaTopbl cepum DGS-3120 ABNAOTCH
ONTUMarnbHbIM  pELIEHNEM Cpeau  ynpaensieMblX
KOMMYTaTOPOB YPOBHS 3.

KomnnekcHasa 6e3onacHocTb

Mcnonb3oBaHMe CNMCKOB ynpaBneHusi 4OCTYNOM
(ACL) n npumeHeHne MeToa0B ayTeHTUdUKaLnm
nonb3oBarenen, Hanpumep, IP-MAC-Port Binding,
obecneynBaloT KOMMMEKCHYIO 3aLLUTY CETU.

Cepusa DGS-3120 c nporpammHbIM obecneyeHnem Routed Image (RI)
YnpaBnsiemble rurabutHble KOMMyTaTopbl YpoBHA 3 cepum xStack

LLInpokuit cnekTp BO3MOXHOCTEN

e 24 nopta 10/100/1000 M6ut/c unun 16
SFP-nopToB (B 3aBUCMMOCTH OT MOAENN)

e 4 vmm 8 rrabuntHbix kombo-nopTtoB (RJ-
45/SFP) ons opraHnsauun coeguHeHnin
BHYTPU OD1COB 1 B CETSIX NPOBaNgepoB

DYHKUUMN YPOBHSA 2

e 802.1D/802.1w/802.1s Spanning Tree

. Ethernet Ring Protection Switching
(ERPS)

. IGMP/MLD Snooping

®DyHKUUMN YPOBHSA 3

e RIP

e OSPF

e IGMP/MLD

. Moppepxka PIM DM/SM/SSM/Sparse-
Dense

¢ DVMRPvV3

OAM

e 802.3ah Link OAM
e 802.1ag, ITU-T Y.1731 Service OAM

Cepusi kommyTaTtopoB DGS-3120 ¢ nporpammHbiM obecneyeHmem Routed Image (RI) Bkniovaet B
cebs kommyTatopbl 3-r0 YpoBHsi, obecrneumBallime 3alULEHHOE MOAKMIOYEHNE KOHEYHbIX
nonb3oBaTenen K CETU KPYNHbIX NpeanpuaTUii n NpeanpusTUiA Manoro u cpegHero busHeca (SMB).
KommyTaTtopel obecneunBaioT noAdepX Ky MHOrOaApecHbiX TFpynn W pacluMpeHHble  yHKLUM
6esonacHOCTM, 4YTO AenaeT AaHHOe YCTPOMCTBO uAeanbHbIM TUrabuTHbIM peLleHNeM YPOBHS
arperaummn. Kommytatop DGS-3120-24TC ocHaweH 20 noptamu 10/100/1000 Mé6ut/c Gigabit
Ethernet n 4 kom6o-noptamn 1000BASE-T/SFP Gigabit Ethernet. Kommytatop DGS-3120-24SC
ocHaweH 16 noptamu SFP Gigabit Ethernet n 8 kom6o-noptamu 1000BASE-T/SFP Gigabit.
KommyTaTtopel nogaepxusatoT CardReader ans yteHus kapT namatu dopmata SD, nossonsowmia
OCYLUECTBUTb  3arpy3ky NporpaMMHOro  obecrnevyeHnss U KOHUrypauMOHHbIX  hannos
HenocpeacTBeHHO ¢ SD-kapTel. Bomee Toro, dawinbl CUCTEMHOrO XypHana MoryT ObiTb Takke
COXpaHeHbl Ha kapTe.

MporpammHoe o6ecneyeHne Standard Image (Sl), Enhanced Image (El) u
Routed Image (RI)

B «komnnekt noctaBkm kommyTtatopoB cepum DGS-3120 BxoAgaT Tpu  pasnuuHbie  Bepcun
nporpammHoro obecnevenus: Standard Image (Sl), Enhanced Image (El) n Routed Image (RI).
KommyTatopel co ctaHgapTHon Bepcuen MO (SI) nogaepxusaloT yCoBEpLUEHCTBOBAHHbIE PYHKLINM
ANsi NOCTPOEHUsI ceTeln MacwTaba kamnyca vnu nNpeanpusTUsi, BKIOYas pacluMpeHHble HacTPOWKM
Quality of Service (QoS), orpaHnyeHve Tpaduka, MHOroagpecHyo pacchliky YPOBHS 2, pas3nuyHblie
dyHKuun 6esonacHocTn 1 dyHKUMM IPV6, MpuMeHsiemble B CETSX HOBOTO MOKOMEHNS C NOAAEPXKKON
IPv6 unu gna npunoxexun Triple play B ceTsix Metro Ethernet.

Bepcus nporpammHoro obecnedeHus Enhanced Image (El) nogaoepxusaet ERPS, Double VLAN (Q-
in-Q), Ethernet OAM, Static Route, IMPB n sFlow.

Routed Image (RI) Bkniovaetr nopgaepxky DHCP-cepsepa, VRRP, TyHHenupoBaHusa IPv6, RIP,
OSPF, IGMP, MLD, PIM n DVMRPv3.
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Bbicokasn HaAeXHOCTb

KommyTtaTtopbl cepun  DGS-3120 npepgHasHaveHbl Onsg  ceTew
npegnpusaTuil/kamnyca, a TaKkke Ans  nonb3oBarenen, KOTOpbIM
TpebyeTcs BbLICOKMA YPOBEHb OTKa30yCTOMYMBOCTM U MaKCUMManbHbIN
nepuoa pabotocnocobHocTn. Bce mogenu kommyTtatopoB cepum DGS-
3120 nopmepxvBalOT MOAKMIOYEHNE BHELIHEro pe3epBHOTO0 WMCTOYHWMKA
nuTaHus, obecneymBas, Takum obpasom, HenpepbIBHYIO
paboTtocnocobHocTb. KoMmyTatopbl Takke MNOAAEPXKMBAOT  YHKUUN
802.1D Spanning Tree (STP), 802.1w Rapid Spanning Tree (RSTP) u
802.1s Multiple Spanning Tree (MSTP), Loopback Detection (LBD) u
3alMTy OT LUMPOKOBELaTeNbHOro LUTOPMa, KOTOpble MOBbIWAT
oTkasoycTonumBocTb cetn. bnarogaps dyHkuum G.8032 Ethernet Ring
Protection Switching (ERPS) obecneuvBaeTcsi BpemMsi BOCCTaHOBMNEHMWS
nocne cbosi okoro 50 mc. [Ina pacnpegeneHnss Harpy3ku M NOBbILLEHUS
OTKa30yCTOMYMBOCTU MPU WCMOSb30BAHUN HECKOSIbKUX KOMMYTaTOpOB,
cepus DGS-3120 noppepxuBaeT dyHkumio dynamic 802.3ad Link
Aggregation Port Trunking.

PacwupeHHble hyHKUMM 6e3onacHocTU

KommyTtaTopbl cepun DGS-3120 ¢ nporpammHbiM obecneyeHmem Routed
Image (RI) nogaepxvBatoT HoBenwwmne PyHKUMN 6€30NacHOCTH, Takme Kak
MHoroypoBHeBble cnucku ynpaeneHuss goctynom (ACL), 3awmTta oOT
wropMa un IP-MAC-Port Binding (IMPB) ¢ DHCP Snooping. ®yHkuuns IP-
MAC-Port Binding obecneunBaetr npwmBsasky |P-agpeca uCTOYHMKA WM
MAC-agpeca nonb3oBaTtensi Kk oOnpedeneHHOMY HOMepy nopTa Ha
KOMMyTaTope, 3anpeliasi TeM CaMbiM NOMNb30BaTENO CaMOCTOATENbHO
MeHATb ceTeBble HacTpowku. bonee Toro, 6narogaps dyHkuum DHCP
Snooping, kommyTatop aBToMaTuyecku onpegensetr napbl IP/MAC-
appecos, BblAaHHbIX cepBepoM, orcnexuBass DHCP-nakeTbl u coxpaHsisa
nx B «benom» crnucke IMPB. Kpome Toro, dpyHkumsi D-Link Safeguard
Engine obGecneunBaeTr wnaeHTMdMKALMIO M MNpUOpUTE3aLMIO MaKeToB,
npegHasHayeHHbIx Ans obpabotkn CPU, ons npegoTBpalleHusi CeTeBbIX
aTak 1 3aWmnTbl yNpaensoLwero uHTepdenca kKommyraropa.

Monutuku Identity Driven Network

KommyTtaTtopbl cepun DGS-3120 noggepxvBaloT TakMe MexaHU3Mbl
ayTeHTUdukaumm kak 802.1X, YnpasreHue gocTynom Ha ocHoBe \Web-
nHtepderca (WAC) n YnpaeneHue goctynom Ha ocHoBe MAC-agpecos,
obecneymBas NPOCTOTY pa3BepTbiBaHWsA ceTu. [locne ayTeHTudumKaumm
VHOMBMAYanbHblEe MOMUTWKW, TakuMe Kak npuHagnexHoctb k VLAN,
nonutukn QoS n npasuna ACL moryT BbiTb K Ha3Ha4YeHbl KaxaoMy XOCTY.
Kpome Toro, kommyrtatop nogaepxwvBaeT Microsoft® NAP (Network
Access Protection). TexHonorus NAP nossonsieT nonb3oBaTensm
3anpeTuTb AOCTyN B CETb KOMMbIOTEPAM, KOTOpble He COOTBETCTBYIOT
yCTaHOBNEHHbIM TpeboBaHusAM Be3onacHocTU.

YnpaeneHue Tpadukom ansa ycnyr Triple Play

Cepuss DGS-3120 npepocTaBnsieT Habop MHOrOypoBHEBbIX (OYHKLUI
QoS/CoS, rapaHTMpylLWNX, YTO KPUTUYHbIE K 3adepxKam CeTeBble
cepBucbl, Takue kak VolP, Bugeo-koHdepeHuun, IPTV un IP-
BMAeoHabnaeHne 6yayT obcnykmBaTbCsl C HaAnexalum nNpuopuTeToM.
dyHkummn  Traffic Shaping obecneunBalT rapaHTUpPOBaHHYK MOMNoCy
nponyckaHusi Ans AaHHbIX CEpBUCOB B Crydae BbICOKOW 3arpy3ku CeTw.
Bnaropaps nopggepxke  MHOroaflpecHOM  pacCbifikM  YPOBHA 2,
kommytatop DGS-3120 peanusyer obpabotky IPTV-npunoxeHun,
NoMb3YHLUMXCA PacTyLUM CnpocoM Ha pbiHke. IGMP/MLD Snooping Ha
OocHOBe xocTa obecneuvBaeT MNOAKMOYEHUE HECKOMbKUX KINEHTOB
MHOroafipecHon rpynnbl K ogHoMy wuHTepdency. Npyu ncnonb3oBaHum
dpyHkuum ISM VLAN MHoroagpecHbin Tpadmk ¢ uenbto 3ddekTuBHOro
pacxofoBaHUs MOMOChl NPOMYCKaHWst U NOBbILEHUs 6e3onacHocTU ceTn
nepegaetca B otgensHom VLAN. [Mpodwunu ISM VLAN nossonsitoT
nonb3oBaTensm 6bICTPO " nerko Ha3Ha4nTb/3aMeHUTb
npeaycTaHOBMEHHbIe HacTpowku Ha noprax noAnuCYMKOB
MHOroafipecHon pacChbISiKu.

Cepua DGS-3120 c nporpaMmMHbIM obecneyeHuem

Routed Image (RI)

YnpaBnsieMble rurabutHble KOMMyTaTOpPbl YPOBHSA 3

AddhekTBHOE YynpaBneHue

[nsa BbinonHeHusi CornaweHusi 06 ypoBHe KkadecTBa obcnyxmBaHms SLA
(Service Level Agreement), npoBangepam HeobxoguMO CTPEMUTbCS K
COKpaLLeHWio CpeaHero BpemMeHW BOCCTaHOBMeHUst paboTtocnocobHoCTM
yctpovictBa (Mean Time to Repair - MTTR) # noBbIlLeHUO AOCTYNMHOCTH
ycnyr. ®yHkumoHan Ethernet OAM cnocobcTByeT pelleHulo  3Tux
npobnem u nosBonsieT nposavigepaMm obecneynTb Haumydllee KavyecTBO
npepoctaensiemblx ycnyr. Kommytatopbl DGS-3120 nopaepxuBatoT
cTaHgapTManpoBaHHble  dyHkumn  OAM, Bkmovas |EEE  802.3ah,
IEEE802.1ag u ITU-T Y.1731. Connectivity Fault Management (CFM)

npepocTaBnsieT  yHKUMM  HabnogeHws, noucka W - ycTpaHeHus
HeucnpaBHocTeh B ceTsix Ethernet, no3sonas  KoHTponupoBaTb
coevHeHue, usonuposaTb  npobnemHble  y4acTkm  ceTm U

I/IﬂeHTI/I(bVIU,I/IpOBaTb KIMWEHTOB, K KOTOPbIM MNPUMEHANUNCL OrpaHU4yeHnsa B
CceTun.

TexHonorus IPv6

KommyTtaTopbl cepum DGS-3120 aBNsit0TCSA NOMHOCTbIO COBMECTUMbBIMU C
ceTaAMM cregyloulero rmnokoneHus Ha 6a3e nportokona IPv6 wu
noaaepXkuBaloT yaaneHHoe ynpaenenue IPv6 uvepes telnet, HTTP wnu
SNMP. Ons opraHusaumm 3awmileHHbix IPvB-ceTen KoMMmyTaTopbl cepum
DGS-3120 wucnomnb3yiot IPv6 ACL, DHCPv6 Snooping u dyHKuum
Neighbor Discovery (ND) onsa 3awmTbl CETM OT HeaBTOPM30BaHHbIX |Pv6-
KIMNEHTOB. KommyTaTopbl ~ A4aHHOW  CepuM  yCMEewWwHO  MNpoLnv
ceptudmkaumio IPv6 Logo Phase 2 ot IPv6 Forum, rmobanbHoro anbsiHca
oTpacnu, OCHOBHbIM HanpaBfieHWeM [esiTeNbHOCTU KOTOPOro sIBMSIETCs
obecneveHne BHeapeHuss u pa3BuTus TexHonorunm IPv6. [Mporpamma
ceptndmkaumm IPv6 Ready Logo obecneuuBaeTr TecTUpoBaHue
obopygoBaHusi  IPv6 Ha  QyHKUMOHaNbHYHO  COBMECTMMOCTb M
COOTBETCTBME NPOTOKOMaM.

TexHonorusa Green

Komnanuma D-Link 3aHumaeT Begywue nosvuum B pasBUTMM
MHHOBAUMOHHON 3Heprocbeperarwllern TEeXHOMOrnW, He CHWKaloLwewn
NpouU3BOAMTENBHOCTL WM (PYHKLMOHAmNbHbIE BO3MOXHOCTM YCTPOICTBA.
KommyTtaTtopbl cepun DGS-3120 nopgepxuaioT TexHomnormo D-Link
Green, KoTOpasi NO3BOMSIET UCMOMb30BaTb PEXUM COXPAHEHUSI SHEPTUU,

CHW3WTb TennoBblAeneHne, a Takke aBTOMaTUYeCKM YMeHbluaTb
aHepronoTpebrneHve B 3aBUCUMOCTM OT AnWHbI Kabensi. PyHkuus
aHeprocbepexxeHuss  obecneyvBaeT  aBTOMaTU4eCKoe  OTKMOYeHUe
NUTaHMA HeakTMBHbIX nopToB. ®PyHkumsa Smart Fan obecneumBaet
aBTOMaTMyeckoe  BKMIOYEHME  BCTPOEHHbIX  BEHTUMSTOPOB  Mpu
onpegeneHHon  Temnepatype, obecrneuvMBas — NPOOOIMKUTENbHYIO,
HaoexHyl U1 9Jkorormdecks ©OesBpegHylo paboTy kommyTaTopa.

KommyTaTop Takke noggepxwuBaeT cTaHgapT Energy Efficient Ethernet
(EEE), cHmxatoLwmin akcnnyaTaumoHHble pacxoapbl.

YnpaBneHue
®dyHkumsa D-Link Single IP Management (SIM) ynpowaeT u yckopsiet
yrnpaeneHne, MOCKOMNbKY CyLecTByeT BO3MOXHOCTb HacTpavBaTb,

ocyLlecTBNsATL HabnoaeHne n obcnyxuBaTb HECKONBbKO KOMMYTaTopOB,
nogknoumBLLIMCE K opgHomy IP-agpecy ¢ nmwobGoro komnbioTepa c
nogaepxkon Web-6paysepa. bnarogapss npMMeHeHWUI0 3TON TEXHOMOrnm
npy OCYLLECTBNEHUN YNpaBneHnsi BCe YCTPOWCTBA B BUPTYarnbHOM CTeke
paccmaTtpuBaloTCA Kak eduHbIl OObeKT 1 ynpaBnsalTca vepe3 oauH IP-

appec. KommyTtaTopbl cepun DGS-3120 noaaepXvuBatoT
CTaH4apTU3NPOBaHHbIE MPOTOKONblI  ynpaBrneHus, Bkmoyas SNMP,
RMON, Telnet, Console, Web-untepderic, a Takke npoOTOKONbI

ayTeHTUdukaumm SSH/SSL.



TexHnyeckme XapaKTePUCTUKN

WHTepdenichl DGS-3120-24TC/B1ARI DGS-3120-24SC/B1ARI

MopThl e 20 nopTos 10/100/1000BASE-T e 16 SFP-nopTOB
¢ 4 xom6o-nopta 10/100/1000BASE-T/SFP ¢ 8 kom6o-nopTtoe 10/100/1000BASE-T/SFP
e 2 nopta 10G c pasbemom CX4 e 2 nopta 10G c pasbemom CX4
Pe3epBHbIN UCTOYHWK NUTaHUS DPS-200
KoHconbHbIn nopT RJ-45
Cnot gnsa SD-kapThbl 1
KommyTauunoHHas matpuua 88 Iéut/c
CkopocTb nepeHanpaBneHuns 64- 65,48 Mpps
OanTHbIX NakeToB
Bydep naketos 2 Mb
Flash-namatb 32 Mb
MTBF (4acbt) 344511,586 433404,414
YpoBeHb wyma Makc.: 44,2 nb; MuH.: 28,1 ob Makc.: 46,7 ab; MuH.: 30,2 b
TennosblaeneHne 121,055 BTU/M 114,235 BTU/M
MuTtaHue Ha Bxoge 100-240 B nepemeHHoro Toka, 50-60 'y
Makc. notpebnsemas MoLHOCTb 35,5BT 33,5BT
Pa3smepbl 440 x 210 x 44 mm 440 x 210 x 44 mm
Bec 2568 r 2643 r
BeHTunsitopbl Smart Fan' (> 40°C: Bbicokasi cCKopocTb; < 35°: Hu3kasi ckopocTb)
Pab6ouas Temnepatypa OT10° o 50° C
TemnepaTypa xpaHeHus OT1-40°no 70° C
Paboyas BnaxHocTb Ot 10% Ao 90% 6e3 koHaeHcaTa
BnaxHocTb xpaHeHus OT1 5% A#o 90% 6e3 koHaeHcaTa
EMI FCC Class A, CE Class A, VCCI Class A, IC, FCC Class A, CE Class A, VCCI Class A, IC,
C-Tick, BSMI C-Tick
BesonacHocTb CB, cUL, LVD, BSMI CB, cUL, LVD
CepTudukarsl IPv6 Ready Logo Phase 2
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Cepusa DGS-3120 c nporpaMMHbIM obecnevyeHuem
Routed Image (RI)
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[MporpammHoe obecne4venune Bepcumn Routed Image (RI)

DYHKLMN YPOBHSA 2

MHoroagpecHasi paccbinka
YypOBHS 2

VLAN

KauecTtBO 06CcnyxuBaHus (QoS)

Cnuckm ynpaBreHyst AOCTYNom
(ACL)

BesonacHocTb

e Tabnuua MAC-agpecos: 16K
3anvcen
¢ YnpaBneHue noToKoM
— YnpaeneHune notokom 802.3x
— MNpenoTBpalyeHne 6rMoKNpoBOK
HOL
e Jumbo-cpenm go 13 Kbant
¢ 802.3ad Link Aggregation
— Makc. 32 rpynnbl Ha
YCTPOWCTBO, 8 rurabuTHbIX
ropToB Ha rpynny
¢ IGMP Snooping
— IGMP v1/v2/v3 Snooping
— Noppepxka 1024 IGMP-rpynn
— Fast Leave Ha ocHoBe nopta/
y3na

e [pynnbl VLAN
— Makc. 4K VLAN rpynn
e GVRP
— MNoppepxka oo 255
anHamunyeckux VLAN rpynn
¢ 802.1Q Tagged VLAN

e 802.1p
e 8 ouepepgeint Ha nopT
o MexaHn3mbl 06paboTkm
ovepenen
— Strict Priority
— Weighted Round Robin (WRR)
— Strict + WRR
o [logaepxka cnegyrowmx
NEeNcTBUIA AN NOTOKOB
— [NobaBneHve Tera npuoputeTa
802.1p
— [NobaBneHue Tera npnoputeTa
TOS/DSCP
— YnpaeneHue nornocow
nponyckaHusi

e ACL Ha ocHose:
— MNpnoputeta 802.1p
— VLAN ID
— MAC-agpeca
— Ether Type
— IPv4-agpeca
- DSCP
— Tuna npoTtokona
e Port Security
— [o 64 MAC-agpecoB Ha
nopt/VLAN
¢ |IP-MAC-Port Binding
— MNpoBepka ARP-nakeToB
— MNpoBepka IP-nakeToB
— DHCP Snooping
— IPv6 ND Snooping
— o 510 3anucem Ha
YCTPOWCTBO

e Spanning Tree Protocols
—802.1D STP
- 802.1w RSTP
- 802.1s MSTP
— BPDU Filtering
— Root Restriction
o ®yHkuus Loopback Detection
¢ Ethernet Ring Protection
Switching (ERPS)

o OrpaHnyeHne MHOroagpecHowm
paccbinku no IP-agpecam
— 0o 24 npodwunen
dunbTpaunn IGMP, 32
AnanasoHa afipecoB Ha
npodurnb

¢ VLAN Ha ocHoBe nopTa
e 802.1v Protocol VLAN
e Voice VLAN
¢ VLAN Ha ocHoBe MAC-agpecos
e Double VLAN (Q-in-Q)
— Port-based Q-in-Q
— Selective Q-in-Q
e CoS Ha ocHoBe
— lNMopTa kommyTaTopa
— VLAN ID
— Ouepepei npnopuTeToB
802.1p
— MAC-agpeca
— IPv4-agpeca
- DSCP
— Tvna npotokona
— TCP/UDP-nopta
— Copgepxumoro nakeTta,
onpeaensiemMoro
nonb3oBaTtenemM
— IPv6-agpeca
— Knacca IPv6-Tpadumka
— MeTku notoka IPv6
— Homepa TCP/UDP-nopta

o 3epkanupoBaHue NopToB
— One-to-One
— Many-to-One
— Ha ocHoBe notoka
— RSPAN

e MLD Snooping
— MLD v1/v2 Snooping
— Noppepxka go 1024 rpynn
— Fast Leave Ha ocHoBe y3na

¢ ISM VLAN

o Asymmetric VLAN
¢ Private VLAN

e VLAN Trunking

¢ YnpaBneHue nonocomn
nponyckaHusi

— Ha ocHoBe nopta
(Bxopsiwee/ Ucxopsiuee,
MUH. Wwar o 8 Kéut/c)

— Ha ocHoBe notoka
(Bxopsiwee/ Ucxopsiuee,
MUH. Wwar o 8 Kéut/c)

— CoaepxvMoro nakeTa, onpeaernsiemMoro nosb3osarenemM

— IPv6-agpeca
— MeTku notoka IPv6
— Knacca IPv6-Tpadmka

o [Mopaepxka Ao 512 npasun goctyna

o ACL Ha ocHOBe BpemMeHu

e CPU Interface Filtering

e 3awuTa or
LUMpOKOBELLaTeNbHOro/MHOro-
afpecHoro/ogHoaApECcHoro
LwTopma

e CermeHTaums Tpaduka

e D-Link Safeguard Engine

o dunbTpauns NetBIOS/NetBEUI

e DHCP Server Screening

¢ [pepoTBpalleHne atak ARP
Spoofing

¢ [pepoTBpalyeHne atak DoS

e 3awuTa ot aTak BPDU

e SSH v2

e SSL vi1/v2/v3
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DyYHKLMN YPOBHA 3
yHKUMM MapLUpyTM3aLmn
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®dyHkumm D-Link Green

OAM

Ynpasnexve

MIB

CoorBetcTtBue ctaHgaptam RFC

Cepusa DGS-3120 c nporpaMMHbIM obecnevyeHuem

Routed Image (RI)

YnpaBnsieMble rurabutHble KOMMyTaTOpPbl YPOBHSA 3

e 802.1X:
— YnpaBneHve JoCTynoM Ha
OCHOBe nopTa
— YnpaBneHve JoCTynoM Ha
OCHOBe y3na
— MNonuTtuka ldentity-driven
(VLAN, ACL nnmn QoS)
— Authentication Database
Failover
¢ YnpaBneHue 4OCTYNOM Ha
ocHoBe Web (WAC):
— YnpaBneHve JoCTynoM Ha
OCHOBe nopTa
— YnpaBneHve JOCTynoM Ha
OCHOBeE y3na
— MNonuTtuka ldentity-driven
(VLAN, ACL nnn QoS)
— Authentication Database
Failover
e Makc. konunuecTtBo IP-
nHTepdelicos: 16
o ARP Proxy
e CTaTnyeckas MapLipyTm3auus
— 512 3anucei o cTaTuieckomn
MapuwpyTusauuu ans IPv4/IPve
e IGMP
e MLD
e IGMP/MLD Proxy
e CootBetcTBue anpektuee RoHS
o CHWxXeHue aHepronoTpebneHus
Ha OCHOBE cTaTyca CoeMHeHNs
¢ 802.3ah Ethernet Link OAM
e 802.3ah D-Link Extension: D-link
Unidirectional Link Detection
(DULD)
o Web-nHtepdeiic
o VIHTepdenc KomaHaHOWM CTPOKM
(CLI)
e Telnet-cepBep
o Telnet-knueHT
o TFTP-knueHt
e ZModem
e SNMP v1/v2c/v3
o SNMP Traps
o CMCTEeMHBbIV XXypHan
¢ RMON v1:
— MNoppepxka 1,2,3,9 rpynn

¢ RFC 1213 MIB Il

e RFC 4188 Bridge MIB

e RFC 1157, 2571-2576 SNMP
MIB

e RFC 1907 SNMPv2 MIB

e RFC 1757, 2819 RMON MIB

e RFC 2021 RMONv2 MIB

¢ RFC 768 UDP

e RFC 791 IP

e RFC 792, 2463, 4443 ICMP

e RFC 793 TCP

e RFC 826 ARP

e RFC 3513, 4291, IPv6
Addressing Architecture

o RFC 2893, 4213 IPv4/IPv6 dual
stack function

o RFC 2463, 4443 ICMPv6

¢ YnpaBneHue 4OCTYNOM Ha
ocHoBe MAC-agpecoB (MAC):
— YnpaeneHune JocTynom Ha
OCHOBe nopTa
— YnpaeneHune JocTynom Ha
OCHOBe y3na
— MNonwutuka Identity-driven
(VLAN, ACL nnmn QoS)
— Authentication Database
Failover
¢ YnpaBneHue 4OCTYNOM Ha
ocHoBe sinoHckoro Web-
nHTepdenca
e Guest VLAN

¢ VRRP
¢ |Pv6 Neighbour Discovery (ND)

* RIP
« OSPF

e Multicast Duplication

e PIM DM

e PIM SM

o CHWxXeHue aHepronoTpebneHus
B 3aBMCMMOCTU OT ASMHbI kabens

¢ 802.1ag Connectivity Fault
Management (CFM)

¢ RMON v2:

— MNoppepxka rpynnbl
ProbeConfig

o LLDP

o BootP/DHCP-knuneHT

o ABTOKOHGMrypaums no DHCP

e DHCP Relay

e DHCP Client Option 12

e DHCP Relay Option 82

o dainosas cuctema Flash

o [logaepxka HECKOMNbKNX BEPCUN
no

o sFlow

e RFC 1398, 1643, 1650, 2358,
2665

e Ether-like MIB

e RFC 2674 802.1p MIB

e RFC 2233, 2863 IF MIB

e RFC 2618 RADIUS
Authentication Client MIB

o RFC 2462, 4862 IPv6 Stateless
Address Auto Configuration

e RFC 2464 |Pv6 Ethernet and
definition

¢ RFC 1981 Path MTU Discovery
for IPv6

e RFC 2460 IPv6

e RFC 2461, 4861 Neighbor
Discovery for IPv6

e RFC 783 TFTP

e RFC 951, 1542 BootP

¢ Microsoft® NAP
— Moppepxka 802.1X NAP
— Moppepxka DHCP NAP

e RADIUS Accounting

e TACACS+ Accounting

o AyteHTndukauma RADIUS un
TACACS pnsi gocTyna K
KOMMYyTaTopy

e YyeTHble 3anucu ¢ 4 ypoBHAMMU
npas goctyna

e Compound Authentication

e TyHHenupoBaHue IPv6

o |P Directed Broadcast

e PIM SSM

e PIM Spare-Dense Mode

e DVMRPV3

o |[EEE 802.3az Energy Efficient
Ethernet (EEE)

o ITU-TY.1731
o [lnarHocTuka kabens

o [logaepxka HECKOMNbKNX BEPCUN
KOHburypaummn

e CPU Monitoring

o KomaHga otnagku (Debug
Command)

e SNTP

e BoccTaHoBneHve napons

o LlincbpoBaHune naponsi

e Trusted Host

o Microsoft® NLB (banaHcupoBka
Harpysku ceTm)

¢ ICMPV6

o [lo6aBneHne meTtkn PPPoE
Circuit-ID

¢ RFC 2620 RADIUS Accounting

e Client MIB

e RFC 2925 PING u
TRACEROUTE MIB

e RFC 2674, 4363 802.1p MIB

¢ RFC 1215 MIB Traps Convention

e RFC 2068 HTTP

e RFC 1492 TACACS

¢ RFC 2866 RADIUS Accounting

o RFC 2474, 3260 DiffServ

o RFC 1321, 2284, 2865, 3580,
3748 Extensible

¢ Authentication Protocol (EAP)

e RFC 2571, 2572, 2573, 2574,
SNMP

¢ |IPv6 Ready Logo Phase 2

e RFC 854 Telnet
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D'Llnk Cepusi DGS-3120 ¢ nporpamMmMHbIM o6ecnedeHnem
Building Networks for People Routed Image (RI)

YnpaBnsieMble rurabutHble KOMMyTaTOpPbl YPOBHSA 3

MHdpopmaumns gns 3akasa
DGS-3120-24TC/B1ARI 20 nopTtoB 10/100/1000BASE-T u 4 kom60o-nopta 10/100/1000BASE-T/SFP B komnnekT noctasku BxoauT MO Rl image

DGS-3120-24SC/B1ARI 16 SFP n 8 kom60-noptoB 10/100/1000BASE-T/SFP B komnnekT noctaeku Bxoaut MO Rl image

[ononHutensHoe nporpaMMHoe obecrnedyeHune

DV-600S MporpammHoe obecneyvenune ans ynpaenenuns D-View 6.0 (ctaHgapTHas Bepcust)

DV-600P [MporpammHoe obecnevenne ans ynpasneHuns D-View 6.0 (npodeccrnoHanbHas Bepcus)

[lononHutenbHble akceccyapbl

DEM-CB50 Kabenb ¢ CX4 paz3beMom (BUHTOBOE KpenneHue ¢ Kaxaon n3 cTopoH), 50 cm

DEM-CB100 Kabenb ¢ CX4 pazbeMom (BUHTOBOE KpenneHue ¢ kaxaon n3 ctopoH), 100 cm

DEM-CB50ICX Kabenb ¢ CX4 pazbeMoM (C ogHou CTOpoHbl kabens ICX ncnonb3yeTcsa pa3beM C 3allenkon Ans KpenneHus, ¢ opyron

CTOPOHbI — BUHTOBOE KpenneHne), 50 cm
Pe3epBHbIE UCTOYHUKN MUTaHUS

DPS-200 Pe3epBHbIN MICTOYHUK NUTaHus 60 BT

DPS-800 LLlaccn ans pesepBHbIX UCTOMHWKOB MUTaHUS C 2 crnoTaMu

DPS-900 LLlaccy ans pesepBHbIX UCTOMHWKOB MUTaHUS ¢ 8 cnotamu
[ononHutenbHble TpaHcusepbl SFP

DGS-712 Mogynb SFP ¢ 1 noptom 1000Base-T ans Butow napbl

DEM-310GT 1000BASE-LX, ogHOMO40BOE ONTOBOMOKHO, Makc. pacctosiHme 10 kv
DEM-311GT 1000BASE-SX, MHOroMoZ10BOE ONTOBOMOKHO, Makc. pacctosiHne 550 m
DEM-312GT2 1000BASE-SX, MHOroM0o0BO€E ONTOBOMOKHO, MAKC. PacCTOsiHUe 2 KM
DEM-314GT 1000BASE-LH, ogHOMOO0BOE OMTOBOMOKHO, Makc. pacctosHue 50 km
DEM-315GT 1000BASE-ZX, ogHOMOJ0BO€E ONTOBOSOKHO, Makc. paccTosiHne 80 km
DEM-210 100BASE-FX, o 15 km ogHOMOAOBOE ONTOBOOKHO, Makc. pacctosiHue 15 km
DEM-211 100BASE-FX, MHOromogoBoe ONTOBOMOKHO, Makc. pacCTosiHne 2 kM

[ononHurenbHblie TpaHcueepsbl WDM SFP

DEM-330T 1000BASE-LX, anvHa BonHbl Tx:1550HM Rx:1310HM, 04HOMOAOBOE OMTOBOMOKHO, 10 KM
DEM-330R 1000BASE-LX, anvHa BonHbl Tx:1310HM Rx:1550HM, ogHOMOAOBOE ONTOBOMNOKHO, 10 KM
DEM-331T 1000BASE-LX, anvHa BonHbl Tx:1550HM Rx:1310HM, 04HOMOAOBOE ONTOBOMNOKHO, 40 KM
DEM-331R 1000BASE-LX, anvHa BonHbl Tx:1310HM Rx:1550HM, ogHOMOAOBOE ONTOBOMNOKHO, 40 KM
DEM-220T 100BASE-BX, anuna BonHbl Tx:1550HM Rx:1310HM, 0ogHOMOZOBOE ONTOBOMOKHO, 20 KM
DEM-220R 100BASE-BX, anuna BonHbl Tx:1310HM Rx:1550HM, ogHOMOZ0BOE ONTOBOMOKHO, 20 KM
! [o ymonuanuio yemanoenena nuskas ckopocmo opa. llpu pamype eviuie 40° C ckopocmp 7% A U OCMAEMCs 6bICOKOL 00 NOHUNCEHUS MEMNEPAMypbl

0035°C.
2 Kaben ¢ CX4 pasvemom u SD-kapma ne 6X005im 6 KoMnA€KN NOCMAsKu

O6HoBnenns ot 12/03/2013
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D-Link
Building Networks for People

Xapakmepucmuku mo2ym 6bimb U3MeHeHb! 6e3 yeedoMIeHUs.
D-Link sisnsiemcs 3apeaucmpuposaHHol mopaoeol mapkol D-Link Corporation/D-Link System Inc.
Bce dpyaue mopzosbie MapKu s81510mcsi CO6CM8eHHOCMbI0 UX 81a0efbyes.




