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Chapter 1 Using Command Line
Interface

The DGS-3420 Layer 2+ stackable Gigabit Ethernet switch series are members of the D-Link xStack®
family. Ranging from 10/100/2000Mbps edge switches to core gigabit switches, the xStack® switch
family has been future-proof designed to provide a stacking architecture with fault tolerance, flexibility,
port density, robust security and maximum throughput with a user-friendly management interface for
the networking professional.

The Switch can be managed through the Switch'’s serial port, Telnet, SNMP or the Web-based
management agent. The Command Line Interface (CLI) can be used to configure and manage the
Switch via the serial port or Telnet interfaces.

This manual provides a reference for all of the commands contained in the CLI. Every command will
be introduced in terms of purpose, format, description, parameters, and examples. Configuration and
management of the Switch via the Web-based management agent are discussed in the Web Ul
Reference Guide. For detailed information on installing hardware please also refer to the Harware
Installation Guide.

1-1 Accessing the Switch via the Serial Port
The Switch’s serial port’s default settings are as follows:

e 115200 baud

e  no parity
e 8 data bits
e 1 stop hit

A computer running a terminal emulation program capable of emulating a VT-100 terminal and a serial
port configured as above is then connected to the Switch’s serial port via an RJ-45 to RS-232 DB-9
convertor cable.

With the serial port properly connected to a management computer, the following screen should be
visible.

DGS-3420-28SC Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 1.50.010
Copyright(C) 2013 D-Link Corporation. All rights reserved.

UserName:
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There is no initial username or password. Just press the Enter key twice to display the CLI input
cursor — DGS-3420-28SC:admin#. This is the command line where all commands are input.

1-2 Setting the Switch’s IP Address

Each Switch must be assigned its own IP Address, which is used for communication with an SNMP
network manager or other TCP/IP application (for example BOOTP, TFTP). The Switch’s default IP
address is 10.90.90.90 (for normal port). You can change the default Switch IP address to meet the
specification of your networking address scheme.

The Switch is also assigned a unique MAC address by the factory. This MAC address cannot be
changed, and can be found on the initial boot console screen — shown below.

Boot Procedure V1.00.003
Power On Self Test ... .. .t iea e e e 100 %
MAC Address : 00-01-02-03-04-00

H/W Version I B1

Please Wait, Loading V1.50.010 Runtime Image .............. 100 %
UART NIt ... ittt cecccecaccaaeaaaaaaaann 100 %
Starting runtime image

DEVICE DIESCOVENY .o ii e e e e e e e e e e e eeeaeaaceaaaann 100 %
Configuration NIt ... ... ... ... .. i aaaaaaaann 100 %

Press any key to login...

The Switch’s MAC address can also be found in the Web management program on the Device
Information (Basic Settings) window on the Configuration menu.

The IP address for the Switch must be set before it can be managed with the Web-based manager.
The Switch IP address can be automatically set using BOOTP or DHCP protocols, in which case the
actual address assigned to the Switch must be known.

Starting at the command line prompt, enter the commands config ipif System ipaddress
XXX XXX XXX XXXIYYY.YYY.yyy.yyy. Where the x’s represent the IP address to be assigned to the IP
interface named System and the y’s represent the corresponding subnet mask.

Alternatively, you can enter config ipif System ipaddress xxx.xxx.xxx.xxx/z. Where the x's
represent the IP address to be assigned to the IP interface named System and the z represents the
corresponding number of subnets in CIDR notation.

The IP interface named System on the Switch can be assigned an IP address and subnet mask which
can then be used to connect a management station to the Switch’s Telnet or Web-based management
agent.
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DGS-3420-28SC:admin# config ipif System ipaddress 10.24.22.100/255.0.0.0
Command: config ipif System ipaddress 10.24.22.100/8

Success.

DGS-3420-28SC:admin#

In the above example, the Switch was assigned an IP address of 10.24.22.100 with a subnet mask of
255.0.0.0. The system message Success indicates that the command was executed successfully.
The Switch can now be configured and managed via Telnet, SNMP MIB browser and the CLI or via
the Web-based management agent using the above IP address to connect to the Switch.

There are a number of helpful features included in the CLI. Entering the ? command will display a list
of all of the top-level commands.

DGS-3420-28SC:admin#?
Command: ?

?
cable_diag ports

cd

cfm linktrace

cfm lock md

cfm loopback

change drive

clear

clear address_binding dhcp_snoop binding_entry ports
clear address_binding nd_snoop binding_entry ports
clear arptable

clear attack_log

clear cfm pkt_cnt

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear dhcpv6 binding

clear ethernet_oam ports

clear fdb

clear igmp_snooping data_driven_group

clear igmp_snooping statistics counter

CTRL+C B Quit FJY¥S [ Next Page [ENIIER Next Entry B All

When entering a command without its required parameters, the CLI will prompt you with a Next
possible completions: message.
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DGS-3420-28SC:admin#config account
Command: config account

Next possible completions:
<username>

DGS-3420-28SC:admin#

In this case, the command config account was entered with the parameter <username>. The CLI will
then prompt to enter the <username> with the message, Next possible completions:. Every
command in the CLI has this feature, and complex commands have several layers of parameter
prompting.

In addition, after typing any given command plus one space, users can see all of the next possible
sub-commands, in sequential order, by repeatedly pressing the Tab key.

To re-enter the previous command at the command prompt, press the up arrow cursor key. The
previous command will appear at the command prompt.

DGS-3420-28SC:admin#config account
Command: config account

Next possible completions:
<username 15>

DGS-3420-28SC:admin#

In the above example, the command config account was entered without the required parameter
<username>, the CLI returned the Next possible completions: <username> prompt. The up arrow
cursor control key was pressed to re-enter the previous command (config account) at the command
prompt. Now the appropriate username can be entered and the config account command re-
executed.

All commands in the CLI function in this way. In addition, the syntax of the help prompts are the same
as presented in this manual — angle brackets < > indicate a numerical value or character string, braces
{ } indicate optional parameters or a choice of parameters, and brackets [ ] indicate required
parameters.

If a command is entered that is unrecognized by the CLlI, the top-level commands will be displayed
under the Available commands: prompt.
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DGS-3420-28SC:admin#the
Available commands:

? cable_diag cd
cfm change clear config
copy create debug del
delete dir disable download
enable erase format login
logout md move no
ping ping6 rd reboot
reconfig rename reset save
show smtp telnet traceroute
traceroute6 upload

DGS-3420-28SC:admin#

The top-level commands consist of commands such as show or config. Most of these commands
require one or more parameters to narrow the top-level command. This is equivalent to show what? or
config what? Where the what? is the next parameter.

For example, entering the show command with no additional parameters, the CLI will then display all
of the possible next parameters.

DGS-3420-28SC:admin#show
Command: show
Next possible completions:

802.1p 802.1x aaa access_profile
account accounting acct_client address_binding
arp_spoofing_prevention arpentry asymmetric_vlan
attack_log auth_client auth_diagnostics
auth_session_statistics auth_statistics authen
authen_enable authen_login authen_policy authentication
authorization autoconfig bandwidth_control boot_file
bpdu_protection broadcast_ping_reply cfm

command command_history community_encryption

config cpu current_config ddm
device_status dhcp dhcp_local_relay dhcp_relay
dhcp_server dhcpv6 dhcpv6_relay dhcpv6_server
dnsr dos_prevention dotlv_protocol_group

dscp duld eee

egress_access_profile egress_flow_meter environment
erps error ethernet_oam external_alarm
fdb filter flow_meter gratuitous_arp
greeting_message gvrp hol_prevention host_name

igmp igmp_proxy igmp_snooping ip_tunnel
ipfdb ipif ipif_ipv6_link_local_auto
ipmc_vlan_replication ipmc_vlan_replication_entry
iproute ipv6 ipvbroute Jumbo_frame
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Jwac 12protocol_tunnel lacp_port led
limited_multicast_addr link_aggregation 11dp
11dp_med log log_save_timing
log_software_module loopback loopdetect

mac_based_access_control

mac_based_vlan

mac_notification max_mcast_group

mac_based_access_control_local

mcast_filter_profile mirror mld_proxy
mld_snooping multicast multicast_fdb name_server

nlb out_band_ipif packet password_recovery
per_queue poe policy_route port

port_group port_security port_security_entry

port_vlan ports power_saving private_vlan

ptp pvid qinq radius

rcp rip ripng rmon

route router_ports rspan safeguard_engine
scheduling scheduling_mechanism serial_port
session sflow sftp sim

smtp snmp sntp ssh

ssl stack_device stack_information stacking_mode
storage_media_info stp subnet_vlan
switch syslog system_severity tacacs
tech_support telnet terminal tftp

time time_range traffic

traffic_segmentation trap trusted_host
udp_helper utilization vlan vlan_precedence

vian_trunk
wred

vlan_translation_profile
vrrp wac

vlan_translation
voice_vlan

DGS-3420-28SC:-admin#

In the above example, all of the possible next parameters for the show command are displayed. At the
next command prompt, the up arrow was used to re-enter the show command, followed by the
account parameter. The CLI then displays the user accounts configured on the Switch.

1-3

The following symbols are used to describe how command entries are made and values and
arguments are specified in this manual. The online help contained in the CLI and available through the
console interface uses the same syntax.

Command Syntax Symbols

< Note: All commands are case-sensitive. Be sure to disable Caps Lock or any other
) unwanted function that changes text case.

Syntax Description

Encloses a variable or value. Users must specify the variable or value.
For example, in the syntax

angle brackets < >

create ipif <ipif_name 12> {<network_address>} <vlan_name 32>
{secondary | state [enable | disable] | proxy_arp [enable | disable]

6
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{local [enable | disable]}}

users must supply an IP interface name for <ipif_name 12> and a VLAN
name for <vlan_name 32> when entering the command. DO NOT TYPE
THE ANGLE BRACKETS.

square brackets [ ]

Encloses a required value or list of required arguments. Only one value or
argument must be specified. For example, in the syntax

create account [admin | operator | power_user | user] <username
15> {encrypt [plain_text | sha_1] <password>}

users must specify either the admin-, operator-, power_user-level or user-
level account when entering the command. DO NOT TYPE THE
SQUARE BRACKETS.

vertical bar | Separates mutually exclusive items in a list. For example, in the syntax
reset {[config |system]} {force_agree}
users may choose config or system in the command. DO NOT TYPE THE
VERTICAL BAR.

braces { } Encloses an optional value or a list of optional arguments. One or more

values or arguments can be specified. For example, in the syntax
reset {[config | system]} {force_agree}

users may choose config or system in the command. DO NOT TYPE THE
BRACES.

parentheses ()

Indicates at least one or more of the values or arguments in the preceding
syntax enclosed by braces must be specified. For example, in the syntax

config dhcp_relay {hops <int 1-16> | time <sec 0-65535>}(1)

users have the option to specify hops or time or both of them. The "(1)"
following the set of braces indicates at least one argument or value within
the braces must be specified. DO NOT TYPE THE PARENTHESES.

ipif <ipif_name 12>

metric <value 1-31>

12 means the maximum length of the IP interface name.

1-31 means the legal range of the metric value.

1-4 Line Editing Keys

Keys Description

Delete Delete character under cursor and shift remainder of line to left.

Backspace Delete character to left of cursor and shift remainder of line to left.

CTRL+R Toggle on and off. When toggled on, inserts text and shifts previous
text to right.

Up Arrow Repeats the previously entered command. Each time the up arrow is

pressed, the command previous to that displayed appears. This way it is

7
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possible to review the command history for the current session. Use the
down arrow to progress sequentially forward through the command
history list.

Down Arrow The down arrow will display the next command in the command history
entered in the current session. This displays each command sequentially
as it was entered. Use the up arrow to review previous commands.

Left Arrow Move cursor to left.

Right Arrow Move cursor to right

Tab Help user to select appropriate token.

The screen display pauses when the show command output reaches the end of the page.

1-5 Multiple Page Display Control Keys

Keys Description

Space Displays the next page.

CTRL+C Stops the display of remaining pages when multiple pages are to be
displayed.

ESC Stops the display of remaining pages when multiple pages are to be
displayed.

n Displays the next page.

p Displays the previous page.

q Stops the display of remaining pages when multiple pages are to be
displayed.

r Refreshes the pages currently displayed.

a Displays the remaining pages without pausing between pages.

Enter Displays the next line or table entry.
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Chapter 2 Basic Management
Commands

create account [admin | operator | power_user | user] <username 15> {encrypt [plain_text | sha_1]
<password>}

enable password encryption

disable password encryption

config account <username 15> {encrypt [plain_text | sha_1] <password>}

show account

delete account <username 15>

show session

show switch

show environment

config temperature [trap | log] state [enable | disable]

config temperature threshold {high <temperature -500-500> | low <temperature -500-500>}(1)

show serial_port

config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |
5 minutes | 10_minutes | 15 minutes]}(1)

enable clipaging

disable clipaging

enable telnet {<tcp_port number 1-65535>}

disable telnet

enable web {<tcp port number 1-65535>}

disable web

save {[config <pathname> | log | all]}

reboot {force agree}

reset {[config | system]} {force agree}

login

logout

clear

config terminal width [default | <value 80-200>]

show terminal width

show device_status

2-1 create account

Description

This command creates user accounts. The username is between 1 and 15 characters, the password is
between 0 and 15 characters. The number of accounts (including admin, operator, power-user and
user) is up to eight.

Format

create account [admin | operator | power_user | user] <username 15> {encrypt [plain_text |
sha_1] <password>}
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Parameters

admin - Specify the name of the admin account.

operator - Specify the name of the operator account.

power_user - Specify a power user level account. The power user level is lower than the operator
level and higher than the user level.

user - Specify the name of the user account.

<username 15> - Specify a username of up to 15 characters.

encrypt - Specifies the encryption used.
plain_text - Specify the password in plain text form.
sha_1 - Specify the password in SHA-1 encrypted form.
<password> - The password for the user account. The length of a password in plain-text form
and encrypted form are different. For a plain-text form password, the password must be a
minimum of O characters and a maximum of 15 characters. For an encrypted form password,
the length is fixed to 35 bytes long. The password is case-sensitive.

Restrictions

Only Administrator-level users can issue this command.

Example

To create the Administrator-level user “dlink”:

DGS-3420-28SC:admin#create account admin dlink
Command: create account admin dlink

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3420-28SC:admin#

To create the Operator-level user “Sales”:

DGS-3420-28SC:admin##create account operator Sales
Command: create account operator Sales

Enter a case-sensitive new password:****
Enter the new password again for confirmation:****

Success.

DGS-3420-28SC:-admin#

To create the User-level user “System”:

DGS-3420-28SC:admin##create account user System
Command: create account user System

10
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Enter a case-sensitive new password:****
Enter the new password again for confirmation:****
Success.

DGS-3420-28SC:admin#

2-2 enable password encryption

Description

The user account configuration information will be stored in the configuration file, and can be applied
to the system later. If the password encryption is enabled, the password will be in encrypted form
when it is stored in the configuration file. When password encryption is disabled, the password will be
in plain text form when it is stored in the configuration file. However, if the created user account
directly uses the encrypted password, the password will still be in the encrypted form.

Format

enable password encryption

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable password encryption:

DGS-3420-28SC:admin#enable password encryption
Command: enable password encryption

Success.

DGS-3420-28SC:-admin#

2-3 disable password encryption

Description

The user account configuration information will be stored in the configuration file, and can be applied
to the system later. If the password encryption is enabled, the password will be in encrypted form
when it is stored in the configuration file. When password encryption is disabled, the password will be
in plain text form when it is stored in the configuration file. However, if the created user account
directly uses the encrypted password, the password will still be in the encrypted form.

11
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Format

disable password encryption

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable password encryption:

DGS-3420-28SC:admin#disable password encryption
Command: disable password encryption

Success.

DGS-3420-28SC:admin#

2-4 config account

Description

When the password information is not specified in the command, the system will prompt the user to
input the password interactively. For this case, the user can only input the plain text password.

If the password is present in the command, the user can select to input the password in the plain text
form or in the encrypted form. The encryption algorithm is based on SHA-1.

Format

config account <username 15> {encrypt [plain_text | sha_1] <password>}

Parameters

<username 15> - Specify the name of the account. The account must already be defined. This name
can be up to 15 characters long.

encrypt - (Optional) Specify the encryption type, plain_text or sha_1.
plain_text - Specify the password in plain text form. For the plain text form, passwords must have
a minimum of 0 and a maximum of 15 characters. The password is case-sensitive
sha_1 - Specify the password in the SHA-1 encrypted form. For the encrypted form password, the
length is fixed to 35 bytes long. The password is case-sensitive.

<password> - Specify the password.

12
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Restrictions

Only Administrator-level users can issue this command.

Example

To configure the user password of the “dlink” account:

DGS-3420-28SC:admin#config account dlink
Command: config account dlink

Enter a old password:****

Enter a case-sensitive new password:****

Enter the new password again for confirmation:****
Success.

DGS-3420-28SC:-admin#

To configure the user password of the “administrator” account:

DGS-3420-28SC:admin#config account administrator encrypt sha_1
*@&NWoZK3KTsExUVO0Ywo1G5j TUKKv+toYg

Command: config account administrator encrypt sha_1
*@&NWoZK3KTsSExUVOOYwo1G5j IUKKv+toYg

Success.

DGS-3420-28SC:admin#

2-5 show account

Description

This command is used to display user accounts that have been created.

Format

show account

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display accounts that have been created:
13
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DGS-3420-28SC:admin#show account
Command: show account

Current Accounts:

Username Access Level
System User

Sales Operator
dlink Admin

DGS-3420-28SC:admin#

2-6 delete account

Description

This command is used to delete an existing account.

Format

delete account <username 15>

Parameters

<username 15> - Specify the name of the user who will be deleted.

Restrictions

Only Administrator-level users can issue this command. One active admin user must exist.

Example

To delete the user account “System”:

DGS-3420-28SC:admin#delete account System
Command: delete account System

Success.

DGS-3420-28SC:-admin#

2-7 show session

Description

This command is used to display a list of current users which are logged in to CLI sessions.
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Format

show session

Parameters

None.

Restrictions
Only Administrator and Operator-level users can issue this command.

Example

To display accounts a list of currently logged-in users:

DGS-3420-28SC:admin#show session
Command: show session

8 23:37:42_.270 Serial Port admin Anonymous

Total Entries: 1

GIEEe =6 6§ Quit FZX¥S [ Next Page [§ Previous Page [§j Refresh

2-8 show switch

Description

This command is used to display the switch information.

Format

show switch

Parameters

None.

Restrictions

None.

Example

To display the switch information:
15
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DGS-3420-28SC:admin#show switch
Command: show switch

Device Type : DGS-3420-28SC Gigabit Ethernet Switch
MAC Address - 00-01-02-03-04-00

IP Address : 10.90.90.90 (Manual)

VLAN Name : default

Subnet Mask : 255.0.0.0

Default Gateway : 0.0.0.0

Boot PROM Version : Build 1.00.003

Firmware Version : Build 1.50.010

Hardware Version : Bl

Serial Number : D1234567890

System Name
System Location

System Uptime : 0 days, 0 hours, 38 minutes, 12 seconds
System Contact

Spanning Tree : Disabled

GVRP : Disabled

IGMP Snooping : Disabled

MLD Snooping : Disabled

RIP : Disabled

RI1PNng : Disabled

VLAN Trunk : Disabled

Telnet : Enabled (TCP 23)
Web : Enabled (TCP 80)
SNMP : Disabled

SSL Status : Disabled

SSH Status : Disabled

802.1X : Disabled

Jumbo Frame : OfFF

CLI Paging : Enabled

MAC Notification : Disabled

Port Mirror : Disabled

SNTP : Disabled

HOL Prevention State : Enabled

Syslog Global State : Disabled

Single IP Management : Disabled
Password Encryption Status : Disabled

DNS Resolver : Disabled

DGS-3420-28SC:-admin#

2-9 show environment

Description

This command is used to display the device’s internal and external power and internal temperature
status.
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Format

show environment

Parameters

None.

Restrictions

None.

Example

To display the switch hardware status:

DGS-3420-28SC:admin#show environment
Command: show environment

Internal Power > Active

External Power > Fail

Right Fan 1 : Speed Low (3000 RPM)

Right Fan 2 : Speed Low (3000 RPM)

Current Temperature(Celsius) : 30

Fan High Temperature Threshold(Celsius) : 40
Fan Low Temperature Threshold(Celsius) : 35
High Warning Temperature Threshold(Celsius) : 79
Low Warning Temperature Threshold(Celsius) : 11

DGS-3420-28SC:-admin#

2-10 config temperature
Description

This command is used to configure the warning trap or log state of the system internal temperature.

Format

config temperature [trap | log] state [enable | disable]

Parameters

trap - Specify to configure the warning temperature trap.

log - Specify to configure the warning temperature log.

state - Enable or disable either the trap or log state for a warning temperature event. The default is
enable.
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enable - Enable either the trap or log state for a warning temperature event.
disable - Disable either the trap or log state for a warning temperature event.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable the warning temperature trap state:

DGS-3420-28SC:admin#config temperature trap state enable
Command: config temperature trap state enable

Success.

DGS-3420-28SC:admin#

To enable the warning temperature log state:

DGS-3420-28SC:admin#config temperature log state enable
Command: config temperature log state enable

Success.

DGS-3420-28SC:-admin#

2-11 config temperature threshold

Description

This command is used to configure the warning temperature high threshold or low threshold. When
temperature is above the high threshold or below the low threshold, SW will send alarm traps or keep
the logs.

Format
config temperature threshold {high <temperature -500-500> | low <temperature -500-500>}(1)

Parameters

high - Specify the high threshold value. The high threshold must bigger than the low threshold.
<temperature -500-500> - Specify the high threshold value. This value must be between -500

and 500.

low - Specify the low threshold value.
<temperature -500-500> - Specify the low threshold value. This value must be between -500 and

500.
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Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To configure a warming temperature threshold high of 80:

DGS-3420-28SC:admin#config temperature threshold high 80
Command: config temperature threshold high 80

Success.

DGS-3420-28SC:admin#

2-12 show serial_port

Description

This command is used to display the current console port setting.

Format

show serial_port

Parameters

None.

Restrictions

None.

Example

To display the console port setting:

DGS-3420-28SC:admin#show serial_port
Command: show serial_port

Baud Rate : 115200
Data Bits -8
Parity Bits : None
Stop Bits -1
Auto-Logout : 10 mins

DGS-3420-28SC:admin#
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2-13 config serial_port

Description

This command is used to configure the serial bit rate that will be used to communicate with the
management host and the auto logout time for idle connections.

Format

config serial_port {baud_rate [9600 | 19200 | 38400 | 115200] | auto_logout [never | 2_minutes |
5 minutes | 10_minutes | 15_minutes]}(1)

Parameters

baud_rate - Specify the baud rate value. The default baud rate is 115200.
9600 - Specify a baud rate of 9600.
19200 - Specify a baud rate of 19200.
38400 - Specify a baud rate of 38400.
115200 - Specify a baud rate of 115200.

auto_logout - Specify the timeout value. The default timeout is 10_minutes.
never - Specify to never timeout.
2_minutes - Specify when the idle value is over 2 minutes, the device will auto logout.
5_minutes - Specify when the idle value over 5 minutes, the device will auto logout.
10_minutes - Specify when the idle value is over 10 minutes, the device will auto logout.
15 minutes - Specify when the idle value is over 15 minutes, the device will auto logout.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To configure the baud rate:

DGS-3420-28SC:admin# config serial_port baud_rate 9600
Command: config serial_port baud_rate 9600

Success.

DGS-3420-28SC:-admin#

2-14 enable clipaging

Description

This command is used to enable pausing of the screen display when show command output reaches
the end of the page. The default setting is enabled.

20



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Format

enable clipaging

Parameters
None.
Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable pausing of the screen display when show command output reaches the end of the page:

DGS-3420-28SC:admin#enable clipaging
Command: enable clipaging

Success.

DGS-3420-28SC:-admin#

2-15 disable clipaging
Description

This command is used to disable pausing of the screen display when show command output reaches
the end of the page. The default setting is enabled.

Format
disable clipaging

Parameters

None.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To disable pausing of the screen display when show command output reaches the end of the page:

DGS-3420-28SC:-admin#disable clipaging
Command: disable clipaging

Success.
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DGS-3420-28SC:admin#

2-16 enable telnet

Description

This command is used to enable Telnet and configure a port number. The default setting is enabled
and the port number is 23.

Format
enable telnet {<tcp_port_number 1-65535>}

Parameters

<tcp_port_number 1-65535> - (Optional) Specify the TCP port number. TCP ports are numbered
between 1 and 65535. The “well-known” TCP port for the Telnet protocol is 23.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable Telnet and configure a port number:

DGS-3420-28SC:admin#enable telnet 23
Command: enable telnet 23

Success.

DGS-3420-28SC:-admin#

2-17 disable telnet

Description

This command is used to disable Telnet.

Format

disable telnet

Parameters

None.
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Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To disable Telnet:

DGS-3420-28SC:admin#disable telnet
Command: disable telnet

Success.

DGS-3420-28SC:-admin#

2-18 enable web

Description

This command is used to enable Web Ul and configure the port number. The default setting is enabled
and the port number is 80.

Format
enable web {<tcp_port_number 1-65535>}

Parameters

<tcp_port_number 1-65535> - (Optional) Specify the TCP port number. TCP ports are numbered
between 1 and 65535. The “well-know” TCP port for the Web protocol is 80.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable HTTP and configure port number:

DGS-3420-28SC:admin#enable web 80
Command: enable web 80

Note: SSL will be disabled if web is enabled.
Success.

DGS-3420-28SC:admin#
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2-19 disable web

Description

This command is used to disable Web Ul.

Format

disable web

Parameters

None.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example
To disable HTTP:

DGS-3420-28SC:admin#disable web
Command: disable web

Success.

DGS-3420-28SC:admin#

2-20 save

Description

This command is used to save the current configuration or log in non-volatile RAM.

Format

save {[config <pathname> | log | all]}

Parameters

config - (Optional) Specify to save configuration.
<pathname> - Specify the path name of the indicated configuration

log - (Optional) Specify to save log.

all - (Optional) Specify to save changes to currently active configuration and save logs.

< Note: If no keyword is specified, all changes will be saved to bootup configuration file.
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Restrictions

Only Administrator and Operator-level users can issue this command.

Example
To save the current configuration to the bootup configuration file:

DGS-3420-28SC:admin#save
Command: save

Saving all configurations to NV-RAM.......... Done.

DGS-3420-28SC:admin#

To save the current configuration to destination file, named 1:

DGS-3420-28SC:admin#save config 1
Command: save config 1

Saving all configurations to NV-RAM.......... Done.

DGS-3420-28SC:admin#

To save a log to NV-RAM:

DGS-3420-28SC:admin#save log
Command: save log

Saving all system logs to NV-RAM._.___._._._.._.._. Done.

DGS-3420-28SC:-admin#

To save all the configurations and logs to NV-RAM:

DGS-3420-28SC:admin#save all
Command: save all

Saving configuration and logs to NV-RAM....._. Done.

DGS-3420-28SC:-admin#

2-21 reboot

Description

This command is used to restart the switch.
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Format

reboot {force_agree}

Parameters

force_agree — (Optional) Specify to immediately execute the reboot command without further
confirmation.

Restrictions

Only Administrator-level users can issue this command.

Example

To restart the switch:

DGS-3420-28SC:admin#reboot
Command: reboot

Are you sure you want to proceed with the system reboot?(y/n)
Please wait, the switch is rebooting..

2-22 reset

Description

This command is used to reset all switch parameters to the factory defaults.

Format

reset {[config | system]} {force_agree}

Parameters

config - (Optional) Specify this keyword and all parameters are reset to default settings. However,
the device will neither save nor reboot.

system - (Optional) Specify this keyword and all parameters are reset to default settings. Then the
switch will do factory reset, save, and reboot.

force_agree - (Optional) Specify and the reset command will be executed immediately without
further confirmation.

<. Note: If no keyword is specified, all parameters will be reset to default settings except IP
' address, user account, and history log, but the device will neither save nor reboot.

Restrictions

Only Administrator-level users can issue this command.
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Example

To reset all the switch parameters except the IP address:

DGS-3420-28SC:admin#reset
Command: reset

Are you sure you want to proceed with system reset
except IP address, log, user account and banner?(y/n) y

Success.

DGS-3420-28SC:-admin#

To reset the system configuration settings:

DGS-3420-28SC:admin#reset config
Command: reset config

Are you sure to proceed with system reset?(y/n)
Success.

DGS-3420-28SC:admin#

To reset all system parameters, save, and restart the switch:

DGS-3420-28SC:admin#reset system
Command: reset system

Are you sure to proceed with system reset, save and reboot?(y/n)
Loading factory default configuration.. Done.

Saving all configuration to NV-RAM.. Done.

Please wait, the switch is rebooting..

2-23 login
Description

This command is used to log in to the switch.

Format

login

Parameters

None.
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Restrictions

None.

Example

To login to the switch:

DGS-3420-28SC:-admin#login
Command: login

UserName:

2-24 logout

Description

This command is used to log out of the switch.

Format

logout

Parameters

None.

Restrictions

None.

Example

To logout of the switch:

DGS-3420-28SC:admin#logout
Command: logout

R R o e e e

* Logout *

EACR R R R o e e

DGS-3420-28SC Gigabit Ethernet Switch
Command Line Interface

Firmware: Build 1.50.010
Copyright(C) 2011 D-Link Corporation. All rights reserved.
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UserName:

2-25 clear

Description

This command is used to clear the terminal screen.

Format

clear

Parameters

None.

Restrictions

None.

Example

To clear the terminal screan:

DGS-3420-28SC:admin#clear
Command: clear

2-26 config terminal width

Description

This command is used to configure the terminal width.

Format

config terminal width [default | <value 80-200>]

Parameters

default - Specify the default terminal width value.

<value 80-200> - Specify a terminal width value between 80 and 200 characters. The default value is
80.

Restrictions

None.
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Example

To configure the terminal width:

DGS-3420-28SC:admin#config terminal width 90
Command: config terminal width 90

Success.

DGS-3420-28SC:admin#

2-27 show terminal width

Description

This command is used to display the configuration of the current terminal width.

Format

show terminal width

Parameters

None.

Restrictions

None.

Example

To display the configuration of the current terminal width:

DGS-3420-28SC:admin#show terminal width
Command: show terminal width

Global terminal width : 80
Current terminal width : 80

DGS-3420-28SC:admin#

2-28 show device_status

Description

This command displays current status of power(s) and fan(s) on the system.
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Within fan(s) status display, for example, there are three fans on the left of the switch, if three fans is
working normally, there will display “OK” in the Left Fan field. If some fans work failed, such as fan 1,3,
there will only display the failed fans in the Left Fan field, such as “1,3 Fail”.

In the same way, the Right Fan, Back Fan is same to Left Fan. Because there is only one CPU Fan, if
it is working failed, display “Fail”, otherwise display “OK”.

Format

show device_status

Parameters

None.

Restrictions

None.

Example

To show device status, the number 1, 2, 3 etc represent the fan number:

DGS-3420-28SC:admin#show device_status
Command: show device_status

unit 1:
Internal Power: Active
External Power: Fail
Right Fan : OK

DGS-3420-28SC:admin#
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Chapter 3 802.1X Commands

enable 802.1x

disable 802.1x

create 802.1x user <username 15>

delete 802.1x user <username 15>

show 802.1x user

config 802.1x auth_protocol [local | radius_eap]

show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}

config 802.1x capability ports [<portlist> | all] [authenticator | none]

config 802.1x fwd_pdu ports [<portlist> | all] [enable | disable]

config 802.1x fwd_pdu system [enable | disable]

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both | in] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> |
supp_timeout <sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |
reauth_period <sec 1-65535> | max_users [<value 1-448> | no_limit] | enable_reauth [enable
| disable]}(1)]

config 802.1x authorization attributes radius [enable | disable]

config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]
{mac_address <macaddr>}]

config 802.1x max_users [<value 1-448> | no_limit]

config 802.1x reauth [port_based ports [<portlist> | all] [mac_based ports [<portlist> | all]
{mac_address <macaddr>}]

create 802.1x guest_vlan <vlan_name 32>

delete 802.1x guest_vlan <vlan_name 32>

config 802.1x guest_vlan ports [<portlist> | all] state [enable | disable]

show 802.1x guest_vlan

config radius add <server_index 1-3> [<server_ip> | <ipv6addr>] [key <password 32> |
encryption_key <password 56>] [default | {auth_port <udp_port_number 1-65535> | acct_port
<udp_port_number 1-65535> | timeout <sec 1-255> | retransmit<int 1-20>}(1)]

config radius delete <server_index 1-3>

config radius <server_index 1-3> {ipaddress [<server_ip> | <ipv6addr>] | [key <password 32> |
encryption_key <password 56>] | auth_port [<udp_port_number 1-65535> | default] |
acct_port [<udp_port_number 1-65535> | default] | timeout [<sec 1-255> | default] | retransmit
[<int 1-20> | default]}(1)

show radius

show auth_statistics {ports <portlist>}

show auth_diagnostics {ports <portlist>}

show auth _session_statistics {ports <portlist>}

show auth_client

show acct_client

3-1 enable 802.1x

Description

This command is used to enable the 802.1X function.
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Format
enable 802.1x

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the 802.1X function:

DGS-3420-28SC:admin#enable 802.1x
Command: enable 802.1x

Success.

DGS-3420-28SC:-admin#

3-2 disable 802.1x

Description

This command is used to disable the 802.1X function.

Format
disable 802.1x

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable the 802.1X function:

DGS-3420-28SC:admin#disable 802.1x
Command: disable 802.1x
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Success.

DGS-3420-28SC:admin#

3-3 create 802.1x user

Description

This command is used to create an 802.1X user.

Format

create 802.1x user <username 15>

Parameters

<username 15> - Specify to add a user name.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create a user named “ctsnow”:

DGS-3420-28SC:admin#create 802.1x user ctsnow
Command: create 802.1x user ctsnow

Enter a case-sensitive new password:
Enter the new password again for confirmation:

Success.

DGS-3420-28SC:-admin#

3-4 delete 802.1x user
Description

This command is used to delete a specified user.

Format

delete 802.1x user <username 15>
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Parameters

<username 15> - Specify to delete a user name.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete the user named “Tiberius”:

DGS-3420-28SC:admin#delete 802.1x user Tiberius
Command: delete 802.1x user Tiberius

Success.

DGS-3420-28SC:admin#

3-5 show 802.1x user

Description

This command is used to display 802.1X local user account information.

Format

show 802.1x user

Parameters

None.

Restrictions

None.

Example

To display 802.1X user information:

DGS-3420-28SC:admin#show 802.1x user
Command: show 802.1x user

Current Accounts:
Username Password

ctsnow gallinari
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Total Entries : 1

DGS-3420-28SC:admin#

3-6 config 802.1x auth_protocol

Description

This command is used to configure the 802.1X authentication protocol.

Format

config 802.1x auth_protocol [local | radius_eap]

Parameters

local - Specifiy the authentication protocol as local.

radius_eap - Specify the authentication protocol as RADIUS EAP.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the 802.1X RADIUS EAP:

DGS-3420-28SC:admin#config 802.1x auth_protocol radius_eap
Command: config 802.1x auth_protocol radius_eap

Success.

DGS-3420-28SC:-admin#

3-7 show 802.1x

Description

This command is used to display the 802.1X state or configurations.

Format

show 802.1x {[auth_state | auth_configuration] ports {<portlist>}}

Parameters

auth_state - (Optional) Specify to display the 802.1X authentication state of some or all ports.

auth_configuration - (Optional) Specify to display 802.1X configuration of some or all ports.
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ports - (Optional) Specify a range of ports to be displayed.
<portlist> - Specify a range of ports to be displayed.

Restrictions

None.

Example
To display 802.1X information:

DGS-3420-28SC:admin#show 802.1x
Command: show 802.1x

802.1X : Disabled
Authentication Protocol : RADIUS_EAP
Forward EAPOL PDU : Disabled
Max User . 448
RADIUS Authorization : Enabled

DGS-3420-28SC:admin#

To display the 802.1x state for ports 1 to 5:

DGS-3420-28SC:-admin# show 802.1x auth_state ports 1-4
Command: show 802.1x auth_state ports 1-4

Status: A — Authorized; U — Unauthorized; (P): Port-Based 802.1X Pri: Priority

Port MAC Address Auth PAE State Backend Status VID Pri
VID State
1 00-00-00-00-00-01 10 Authenticated Idle A 4004 3
1 00-00-00-00-00-02 10 Authenticated Idle A 1234 -
1 00-00-00-00-00-04 30 Authenticating Response U - -
2 - (P) - Authenticating Request U - -
3 - (P) - Connecting Idle U - -
4 - (P) - Held Fail U - -

Total Authenticating Hosts: 3
Total Authenticated Hosts : 2

DGS-3420-28SC:admin#

To display the 802.1x configuration for port 1:

DGS-3420-28SC:-admin# show 802.1x auth_configuration ports 1:1
Command: show 802.1x auth_configuration ports 1:1

Port number o 1:1
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Capability : None
AdminCriDir : Both
OpenCrlIDir : Both

Port Control : Auto
QuietPeriod : 60 Seconds
TxPeriod : 30 Seconds
SuppTimeout : 30 Seconds
ServerTimeout : 30 Seconds
MaxReq : 2 Times
ReAuthPeriod : 3600 Seconds
ReAuthenticate : Disabled
Forward EAPOL PDU On Port : Enabled
Max User On Port - 10

DGS-3420-28SC:admin#

3-8 config 802.1x capability ports

Description

This command is used to configure port capability.

Format

config 802.1x capability ports [<portlist> | all] [authenticator | none]

Parameters

<portlist> - Specify a range of ports to be configured.

all - Specify to configure all ports.

authenticator - The port that wishes to enforce authentication before allowing access to services
that are accessible via that port adopts the authenticator role.

none — Disable authentication on specified port.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure port capability for ports 1 to 10:

DGS-3420-28SC:admin#config 802.1x capability ports 1-10 authenticator
Command: config 802.1x capability ports 1-10 authenticator

Success.
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|DGS—3420—285C:admin#

3-9 config 802.1x fwd_pdu ports

Description

This command is used to configure the 802.1X PDU forwarding state on specific ports of the switch.

Format
config 802.1x fwd_pdu ports [<portlist> | all] [enable | disable]

Parameters

<portlist> - Specify a range of ports to be configured.

all - Specify all ports.

enable - Enable the 802.1X PDU forwarding state.

disable - Disable the 802.1X PDU forwarding state.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the 802.1X PDU forwarding state on ports 1 to 2:

DGS-3420-28SC:admin#config 802.1x fwd_pdu ports 1-2 enable
Command: config 802.1x fwd_pdu ports 1-2 enable

Success.

DGS-3420-28SC:admin#

3-10 config 802.1x fwd_pdu system

Description

This command is used to configure the 802.1X PDU forwarding state.

Format
config 802.1x fwd_pdu system [enable | disable]

Parameters

enable - Enable the 802.1X PDU forwarding state.

disable - Disable the 802.1X PDU forwarding state.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the 802.1X PDU forwarding state:

DGS-3420-28SC:admin#config 802.1x fwd_pdu system enable
Command: config 802.1x fwd_pdu system enable

Success.

DGS-3420-28SC:-admin#

3-11 config 802.1x auth_parameter ports

Description

This command is used to configure the parameters that control the operation of the authenticator
associated with a port.

Format

config 802.1x auth_parameter ports [<portlist> | all] [default | {direction [both | in] | port_control
[force_unauth | auto | force_auth] | quiet_period <sec 0-65535> | tx_period <sec 1-65535> |
supp_timeout <sec 1-65535> | server_timeout <sec 1-65535> | max_req <value 1-10> |
reauth_period <sec 1-65535> | max_users [<value 1-448> | no_limit] | enable_reauth [enable |
disable]}(1)]

Parameters

<portlist> - Specify a range of ports to be configured.

all - Specify to configure all ports.

default - Set all parameters to the default value.

direction - (Optional) Set the direction of access control.
both - For bidirectional access control.
in - For ingress access control.

port_control - (Optional) Force a specific port to be unconditionally authorized or unauthorized by

setting the parameter of port_control to be force_authorized or force_unauthorized. Besides, the

controlled port will reflect the outcome of authentication if port_control is auto.

force_authorized - The port transmits and receives normal traffic without 802.1X-based
authentication of the client.

auto - The port begins in the unauthorized state, and relays authentication messages between the
client and the authentication server.

force_unauthorized - The port will remain in the unauthorized state, ignoring all attempts by the
client to authenticate.

quiet_period - (Optional) The initialization value of the quietWhile timer. The default value is 60 s
and can be any value from 0 to 65535.
<sec 0-65535> - The quiet period value must be between 0 an 65535 seconds.

tx_period - (Optional) The initialization value of the txWhen timer. The default value is 30 s and can
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be any value from 1 to 65535.
<sec 1-65535> - The transmit period value must be between 1 an 65535 seconds.

supp_timeout - (Optional) The initialization value of the awWhile timer when timing out the supplicant.
Its default value is 30 s and can be any value from 1 to 65535.
<sec 1-65535> - The timeout value must be between 1 an 65535 seconds.

server_timeout - (Optional) The initialization value of the aWhile timer when timing out the
authentication server. Its default value is 30 and can be any value from 1 to 65535.
<sec 1-65535> - The server timeout value must be between 1 an 65535 seconds.

max_req - (Optional) The maximum number of times that the authenitcation PAE state machine will
retransmit an EAP Request packet to the supplicant. Its default value is 2 and can be any number
from 1 to 10.
<value 1-10> - The maximum require number must be between 1 and 10.

reauth_period - (Optional) It's a non-zero number of seconds, which is used to be the re-
authentication timer. The default value is 3600.
<sec 1-65535> - The reauthentication period value must be between 1 an 65535 seconds.

max_users - (Optional) Set the maximum number of users between 1 and 448.
<value 1-448> - The maximum users value must be between 1 and 448.
no_limit - Set an unlimited number of users.

enable_reauth - (Optional) Enable or disable the re-authentication mechanism for a specific port.
enable - Enable the re-authentication mechanism for a specific port.
disable - Disable the re-authentication mechanism for a specific port.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the parameters that control the operation of the authenticator associated with a port:

DGS-3420-28SC:admin# config 802.1x auth_parameter ports 1-20 direction both
Command: config 802.1x auth_parameter ports 1-20 direction both

Success.

DGS-3420-28SC:-admin#

3-12 config 802.1x authorization attributes radius

Description

This command is used to enable or disable the acceptation of an authorized configuration. (To
configure that attributes, regarding VLAN, 802.1p, ACL and Ingress/Egress Bandwidth, please refer to
the Appendix section at the end of this document.)

Format

config 802.1x authorization attributes radius [enable | disable]
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Parameters

enable - The authorization attributes such as VLAN, 802.1p default priority, and ACL assigned by the
RADUIS server will be accepted if the global authorization status is enabled. The default state is
enabled.

disable - The authorization attributes assigned by the RADUIS server will not be accepted.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the 802.1X state of acceptation of an authorized configuration:

DGS-3420-28SC:admin#config 802.1x authorization attributes radius enable
Command: config 802.1x authorization attributes radius enable

Success.

DGS-3420-28SC:-admin#

3-13 config 802.1x init

Description

This command is used to initialize the authentication state machine of some or all.

Format

config 802.1x init [port_based ports [<portlist> | all] | mac_based ports [<portlist> | all]
{mac_address <macaddr>}]

Parameters

port_based ports - Used to configure authentication in port-based mode.
<portlist> - Specify a range of ports to be configured.
all - Specify to configure all ports.

mac_based ports - To configure authentication in host-based 802.1X mode.
<portlist> - Specify a range of ports to be configured.
all - Specify to configure all ports.

mac_address - (Optional) Specify the MAC address of the host.
<macaddr> - Enter the MAC address here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To initialize the authentication state machine of some or all:

DGS-3420-28SC:admin# config 802.1x init port_based ports all
Command: config 802.1x init port_based ports all

Success.

DGS-3420-28SC:admin#

3-14 config 802.1x max_users

Description

This command is used to configure the 802.1X maximum number of users of the system.

Format

config 802.1x max_users [<value 1-448> | no_limit]

Parameters

<value 1-448> - Specify the maximum number of users.

no_limit - Specify an unlimited number of users.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the 820.1X maximum numbers of the system:

DGS-3420-28SC:admin# config 802.1x max_users 2
Command: config 802.1x max_users 2

Success.

DGS-3420-28SC:admin#

3-15 config 802.1x reauth

Description

This command is used to reauthenticate the device connected with the port. During the
reauthentication period, the port status remains authorized until failed reauthentication.
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Format

config 802.1x reauth [port_based ports [<portlist> | all] |[mac_based ports [<portlist> | all]
{mac_address <macaddr>}]

Parameters

port_based ports - The switch passes data based on its authenticated port.
<portlist> - Specify a range of ports to be configured.
all - Specify to configure all ports.

mac_based ports - The switch passes data based on the MAC address of authenticated RADIUS
client.
<portlist> - Specify a range of ports to be configured.
all - Specify to configure all ports.

mac_address - (Optional) Specify the MAC address of the authenticated RADIUS client.
<macaddr> - Enter the MAC address here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To reauthenticate the device connected with the port:

DGS-3420-28SC:-admin# config 802.1x reauth port_based ports all
Command: config 802.1x reauth port_based ports all

Success.

DGS-3420-28SC:-admin#

3-16 create 802.1x guest _vian

Description

This command is used to assign a static VLAN to be a guest VLAN. The specific VLAN which is
assigned to a guest VLAN must already exist. The specific VLAN which is assigned to the guest VLAN
can't be deleted.

Format

create 802.1x guest_vlan <vlan_name 32>

Parameters

<vlan_name 32> - Specify the static VLAN to be a guest VLAN.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To assign a static VLAN to be a guest VLAN:

DGS-3420-28SC:admin# create 802.1x guest_vlan guestVLAN
Command: create 802.1x guest_vlan guestVLAN

Success.

DGS-3420-28SC:-admin#

3-17 delete 802.1x guest_vlan

Description
This command is used to delete a guest VLAN setting, but not to delete the static VLAN itself.

Format

delete 802.1x guest_vlan <vlan_name 32>

Parameters

<vlan_name 32> - Specify the guest VLAN name.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete a guest VLAN configuration:

DGS-3420-28SC:admin# delete 802.1x guest_vlan guestVLAN
Command: delete 802.1x guest _vlan guestVLAN

Success.

DGS-3420-28SC:admin#

3-18 config 802.1x guest_vlan ports

Description

This command is used to configure a guest VLAN setting.
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Format

config 802.1x guest_vlan ports [<portlist> | all] state [enable | disable]

Parameters

<portlist> - Specify a range of ports to be configured.

all - Specify to configure all ports.

state - Specify the guest VLAN port state of the configured ports.
enable - Join the guest VLAN.
disable - Remove from guest VLAN.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure a guest VLAN setting for ports 1 to 8:

DGS-3420-28SC:-admin# config 802.1x guest_vlan ports 1-8 state enable
Command: config 802.1x guest_vlan ports 1-8 state enable

Warning, The ports are moved to Guest VLAN.

Success.

DGS-3420-28SC:-admin#

3-19 show 802.1x guest_vlan

Description

This command is used to display guest VLAN information.

Format

show 802.1x guest_vlan

Parameters

None.

Restrictions

None.
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Example
To display guest VLAN information:

DGS-3420-28SC:admin#show 802.1x guest_vlan
Command: show 802.1x guest_vlan

Guest Vlan Setting

Guest vlan : guest
Enable guest vlan ports : 1-10

DGS-3420-28SC:admin#

3-20 config radius add

Description

This command is used to add a new RADIUS server. The server with a lower index has higher
authenticative priority.

Format

config radius add <server_index 1-3> [<server_ip> | <ipv6addr>] [key <password 32> |
encryption_key <password 56>] [default | {auth_port <udp_port_number 1-65535> | acct_port
<udp_port_number 1-65535> | timeout <sec 1-255> | retransmit<int 1-20>}(1)]

Parameters

<server_index 1-3> - Specify the RADIUS server index.

<server_ip> - Specify the IP address of the RADIUS server.
<ipv6add> - Specifies the IPv6 address used.

key - Specify the key pre-negotiated between switch and the RADIUS server. It is used to encrypt
user’s authentication data before being transmitted over the Internet. The maximum length of the
key is 32.
<passwd 32> - The maximum length of the password is 32 characters long.

encryption_key - Specifies the key pre-negotiated between switch and the RADIUS server. It is
used to encrypt user’s authentication data before being transmitted over internet. The maximum
length of the key is 32.
<password 56> - Enter the encrypted form key string. The maximum length of the plain text key
is 56 bytes. The encryption algorithm is based on DES.

default - Sets the auth_port to be 1812 and acct_port to be 1813.

auth_port - Specify the UDP port number which is used to transmit RADIUS authentication data
between the switch and the RADIUS server.The range is 1 to 65535.
<udp_port_number 1-65535> - The authentication port value must be between 1 and 65535.

acct_port - Specify the UDP port number which is used to transmit RADIUS accounting statistics
between the switch and the RADIUS server. The range is 1 to 65535.
<udp_port_number 1-65535> - The accounting statistics value must be between 1 and 65535.

timeout - Specify the time, in seconds ,for waiting server reply. The default value is 5 seconds.
<int 1-255> - The timeout value must be between 1 and 255.

retransmit - Specify the count for re-transmit. The default value is 2.
<int 1-20> - The re-transmit value must be between 1 and 20.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To add a new RADIUS server:

DGS-3420-28SC:admin#config radius add 1 10.48.74.121 key dlink default
Command: config radius add 1 10.48.74.121 key dlink default

Success.

DGS-3420-28SC:admin#

3-21 config radius delete

Description

This command is used to delete a RADIUS server.

Format

config radius delete <server_index 1-3>

Parameters

<server_index 1-3> - Specify the RADIUS server index. The range is from 1 to 3.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a RADIUS server:

DGS-3420-28SC:admin#config radius delete 1
Command: config radius delete 1

Success.

DGS-3420-28SC:admin#
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3-22 config radius

Description

This command is used to configure a RADIUS server.

Format

config radius <server_index 1-3> {ipaddress [<server_ip> | <ipv6addr>] | [key <password 32> |
encryption_key <password 56>] | auth_port [<udp_port_number 1-65535> | default] | acct_port
[<udp_port_number 1-65535> | default] | timeout [<sec 1-255> | default] | retransmit [<int 1-20> |
default]}(1)

Parameters

<server_index 1-3> - Specify the RADIUS server index.

ipaddress - Specify the IP address of the RADIUS server.
<server_ip> - Enter the RADIUS server IP address here.
<ipv6addr> - Enter the IPv6 address here.

key - Specify the key pre-negotiated between the switch and the RADIUS server. It is used to encrypt
user’s authentication data before being transmitted over the Internet. The maximum length of the
key is 32.
<passwd 32> - Specify the key pre-negotiated between the switch and the RADIUS server. It is
used to encrypt user’s authentication data before being transmitted over the Internet. The
maximum length of the key is 32.

encryption_key - Specifies the key pre-negotiated between switch and the RADIUS server. It is
used to encrypt user’s authentication data before being transmitted over internet. The maximum
length of the key is 32.
<password 56> - Enter the encrypted form key string. The maximum length of the plain text key
is 56 bytes. The encryption algorithm is based on DES.

auth_port - Specify the UDP port number which is used to transmit RADIUS authentication data
between the switch and the RADIUS server. The default is 1812.
<udp_port_number 1-65535> - The authentication port value must be between 1 and 65535.
default - Specify to use the default value.

acct_port - Specify the UDP port number which is used to transmit RADIUS accounting statistics
between the switch and the RADIUS server. The default is 1813.
<udp_port_number 1-65535> - The accounting statistics value must be between 1 and 65535.
default - Specify to use the default value.

timeout - Specify the time in seconds for waiting for a server reply. The default value is 5 seconds.
<int 1-255> - Specify the time in seconds for waiting for a server reply. The timeout value must be
between 1 and 255. The default value is 5 seconds.
default - Specify to use the default value.

retransmit - Specify the count for re-transmission. The default value is 2.
<int 1-20> - The re-transmit value must be between 1 and 20.
default - Specify to use the default value.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example
To configure a RADIUS server:

DGS-3420-28SC:admin#config radius 1 ipaddress 10.48.74.121 key dlink
Command: config radius 1 ipaddress 10.48.74.121 key dlink

Success.

DGS-3420-28SC:admin#

3-23 show radius

Description

This command is used to display RADIUS server configurations.

Format

show radius

Parameters

None.

Restrictions

None.

Example
To display RADIUS server configurations:

DGS-3420-28SC:admin#show radius
Command: show radius

Index 1
IP Address : 192.168.69.1
Auth-Port - 1812
Acct-Port - 1813
Timeout : 5
Retransmit -2
Key - 123456

Total Entries : 1

DGS-3420-28SC:-admin#
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3-24 show auth_statistics

Description

This command is used to display authenticator statistics information

Format

show auth_statistics {ports <portlist>}

Parameters

ports - (Optional) Specify a range of ports to be displayed.
<portlist> - Specify a range of ports to be displayed.

Restrictions

None.

Example

To display authenticator statistics information for port 3:

DGS-3420-28SC:admin# show auth_statistics ports 3
Command: show auth_statistics ports 3

Auth VID :100
MAC Address :00-00-00-00-00-03
Port number : 3

EapolFramesRx
EapolFramesTx
EapolStartFramesRx
EapolReqgldFramesTx
EapolLogoffFramesRx
EapolRegFramesTx
EapolRespldFramesRx
EapolRespFramesRx
Inval idEapolFramesRx
EapLengthErrorFramesRx
LastEapolFrameVersion
LastEapolFrameSource 00-00-00-00-00-03

O OO OO0 O0Oo0oOOoO oo o

CTRL+( B Quit ¥ [ Next Page [§ Previous Page [§j Refresh
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3-25 show auth_diagnostics

Description

This command is used to display authenticator diagnostics information.

Format

show auth_diagnostics {ports <portlist>}

Parameters

ports - (Optional) Specify a range of ports to be displayed.
<portlist> - Specify a range of ports to be displayed.

Restrictions

None.

Example

To display authenticator diagnostics information for port 3:

DGS-3420-28SC:admin# show auth_diagnostics ports 3
Command: show auth_diagnostics ports 3

Auth VID 100
MAC Address 00-00-00-00-00-03
Port number : 1

N
o

EntersConnecting
EapLogoffsWhileConnecting
EntersAuthenticating

SuccessWhi leAuthenticating
TimeoutsWhi leAuthenticating
FailWhileAuthenticating
ReauthsWhileAuthenticating
EapStartsWhileAuthenticating
EapLogoffWhi leAuthenticating
ReauthsWhileAuthenticated
EapStartsWhileAuthenticated
EapLogoffWhileAuthenticated
BackendResponses
BackendAccessChal lenges
BackendOtherRequestsToSupplicant
BackendNonNakResponsesFromSupplicant
BackendAuthSuccesses
BackendAuthFails

O OO0 OO0 0000000 OoOOoOOoOOoOo
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3-26 show auth_session_statistics
Description

This command is used to display authenticator session statistics information.

Format

show auth_session_statistics {ports <portlist>}

Parameters

ports - (Optional) Specify a range of ports to be displayed.
<portlist> - Specify a range of ports to be displayed.

Restrictions

None.

Example

To display authenticator session statistics information for port 1:

DGS-3420-28SC:-admin# show auth_session_statistics ports 3
Command: show auth_session_statistics ports 3

Auth VID : 100
MAC Address : 00-00-00-00-00-03
Port number : 3

SessionOctetsRx
SessionOctetsTx
SessionFramesRx
SessionFramesTx
Sessionld
SessionAuthenticMethod Remote Authentication Server
SessionTime 0

SessionTerminateCause SupplicantLogoff
SessionUserName

O O O o
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3-27 show auth_client

Description
This command is used to display authentication client information.
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Format

show auth_client

Parameters

None.

Restrictions

None.

Example

To display authentication client information:

DGS-3420-28SC:-admin# show auth_client
Command: show auth_client

radiusAuthClient ==>
radiusAuthClientlnvalidServerAddresses 0
radiusAuthClientldentifier D-Link

radiusAuthServerEntry ==>
radiusAuthServerindex :1
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChal lenges
radiusAuthClientMalformedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts
radiusAuthClientUnknownTypes
radiusAuthClientPacketsDropped

O OO OO0 00000 OoOOoOOo

radiusAuthClient ==>
radiusAuthClientlnvalidServerAddresses 0
radiusAuthClientldentifier D-Link
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radiusAuthServerEntry ==>
radiusAuthServerindex :2
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChallenges
radiusAuthClientMalformedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts
radiusAuthClientUnknownTypes
radiusAuthClientPacketsDropped

O OO OO0 00000 OoOOoOOoOOo

radiusAuthClient ==>
radiusAuthClientlnvalidServerAddresses 0
radiusAuthClientldentifier D-Link

radiusAuthServerEntry ==>
radiusAuthServerindex :3
radiusAuthServerAddress .0.0.0
radiusAuthClientServerPortNumber
radiusAuthClientRoundTripTime
radiusAuthClientAccessRequests
radiusAuthClientAccessRetransmissions
radiusAuthClientAccessAccepts
radiusAuthClientAccessRejects
radiusAuthClientAccessChal lenges
radiusAuthClientMalformedAccessResponses
radiusAuthClientBadAuthenticators
radiusAuthClientPendingRequests
radiusAuthClientTimeouts
radiusAuthClientUnknownTypes
radiusAuthClientPacketsDropped

O OO OO0 00000 OoOOoOOoOOo

DGS-3420-28SC:-admin#

3-28 show acct client

Description

This command is used to display account client information
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Format

show acct_client

Parameters

None.

Restrictions

None.

Example

To display account client information:

DGS-3420-28SC:-admin# show acct_client
Command: show acct_client

radiusAcctClient ==>
radiusAcctClientlnvalidServerAddresses 0
radiusAcctClientldentifier D-Link

radiusAuthServerEntry ==>
radiusAccServerindex : 1
radiusAccServerAddress .0.0.0
radiusAccClientServerPortNumber
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMal formedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts
radiusAccClientUnknownTypes
radiusAccClientPacketsDropped

O OO OO 0000 OoO oo

radiusAcctClient ==>
radiusAcctClientlnvalidServerAddresses 0
radiusAcctClientldentifier D-Link

radiusAuthServerEntry ==>
radiusAccServerilndex : 2
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radiusAccServerAddress .0.0.0
radiusAccClientServerPortNumber
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMal formedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts
radiusAccClientUnknownTypes
radiusAccClientPacketsDropped

O OO OO OO0 OO OoOOo

radiusAcctClient ==>
radiusAcctClientlnvalidServerAddresses 0
radiusAcctClientldentifier D-Link

radiusAuthServerEntry ==>
radiusAccServerindex : 3
radiusAccServerAddress .0.0.0
radiusAccClientServerPortNumber
radiusAccClientRoundTripTime
radiusAccClientRequests
radiusAccClientRetransmissions
radiusAccClientResponses
radiusAccClientMal formedResponses
radiusAccClientBadAuthenticators
radiusAccClientPendingRequests
radiusAccClientTimeouts
radiusAccClientUnknownTypes
radiusAccClientPacketsDropped

O OO OO 00O O0oOOoOOoOo

DGS-3420-28SC:-admin#
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Chapter 4 Access Authentication
Control (AAC)
Commands

enable authen policy

disable authen_policy

show authen_ policy

enable authen _policy encryption

disable authen policy encryption

create authen login method_list name <string 15>

config authen_login [default | method_list_ name <string 15>] method {tacacs | xtacacs | tacacs+
| radius | server_group <string 15> | local | none}(1)

delete authen login method_list nhame <string 15>

show authen_login [default | method_list nhame <string 15> | all]

create authen_enable method_list name <string 15>

config authen_enable [default | method_list_name <string 15>] method {tacacs | xtacacs |
tacacs+ | radius | server_group <string 15> | local_enable | none}(1)

delete authen _enable method_list name <string 15>

show authen_enable [default | method_list name <string 15> | all]

config authen application [console | telnet | ssh | http | all] [login | enable] [default |
method_list name <string 15>]

show authen application

create authen server_group <string 15>

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete]
server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

delete authen server_group <string 15>

show authen server _group {<string 15>}

create authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int 1-
65535> | [key [<key_string 254> | none] | encryption_key <key_string 344>] | timeout <int 1-
255> | retransmit <int 1-20>}

config authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int 1-
65535> | [key [<key_string 254> | none] | encryption_key <key_string 344>] | timeout <int 1-
255> | retransmit <int 1-20>}

delete authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

show authen server_host

config authen parameter response_timeout <int 0-255>

config authen parameter attempt <int 1-255>

show authen parameter

enable admin

config admin local_enable {encrypt [plain_text | sha_1] <password>}

create aaa server_group <string 15>

config aaa server_group [tacacs | xtacacs | tacacs+ | radius | group_name <string 15>] [add |
delete] server host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

delete aaa server_group <string 15>

delete aaa server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

show aaa
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show aaa server_group {<string 15>}

show aaa server_host

enable aaa_server_password_encryption

disable aaa_server password_encryption

create radius server_host <ipaddr> {auth_port <int 1-65535> | acct_port <int 1-65535> | [key
[<key_string 254> | none] | encryption_key <key_string 344>] | timeout <int 1-255> |
retransmit <int 1-20>}

config radius server_host <ipaddr> {auth_port <int 1-65535> | acct_port <int 1-65535> | [key
[<key_string 254> | none] | encryption_key <key_string 344>] | timeout <int 1-255> |
retransmit <int 1-20>}

config radius source_ipif [<ipif name 12> {<ipaddr> | <ipv6addr>} | none]

show radius source _ipif

create tacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int 1-
20>}

config tacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int 1-
20>}

create tacacs+ server_host <ipaddr> {port <int 1-65535> | [key [<key_string 254> | none] |
encryption_key <key string 344>] | timeout <int 1-255>}

config tacacs+ server_host <ipaddr> {port <int 1-65535> | [key [<key_string 254> | none] |
encryption_key <key string 344>] | timeout <int 1-255>}

create xtacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int 1-
20>}

config xtacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int 1-
20>}

config tacacs source_ipif [<ipif name 12> {<ipaddr>} | none]

show tacacs source_ipif

config accounting [default | method_list_name <string 15>] method {tacacs+ | radius |
server_group <string 15> | none}

config accounting service [network | shell | system] state [enable {[radius_only |
method_list name <string 15> | default_method_list]} | disable]

config accounting service command {administrator | operator | power_user | user}
[method_list name <string> | none]

create accounting method_list hame <string 15>

delete accounting method_list name <string 15>

show accounting [default | method_list name <string 15> | all]

show accounting service

The TACACS / XTACACS / TACACS+ / RADIUS commands allows secure access to the Switch using
the TACACS / XTACACS / TACACS+ / RADIUS protocols. When a user logs in to the Switch or tries
to access the administrator level privilege, he or she is prompted for a password. If TACACS /
XTACACS / TACACS+ / RADIUS authentication is enabled on the Switch, it will contact a TACACS /
XTACACS / TACACS+ / RADIUS server to verify the user. If the user is verified, he or she is granted
access to the Switch.

There are currently three versions of the TACACS security protocol, each a separate entity. The
Switch’s software supports the following versions of TACACS:

e TACACS (Terminal Access Controller Access Control System) —Provides password
checking and authentication, and notification of user actions for security purposes utilizing via
one or more centralized TACACS servers, utilizing the UDP protocol for packet transmission.
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e Extended TACACS (XTACACS) — An extension of the TACACS protocol with the ability to
provide more types of authentication requests and more types of response codes than
TACACS. This protocol also uses UDP to transmit packets.

e TACACS+ (Terminal Access Controller Access Control System plus) — Provides detailed
access control for authentication for network devices. TACACS+ is facilitated through
Authentication commands via one or more centralized servers. The TACACS+ protocol
encrypts all traffic between the Switch and the TACACS+ daemon, using the TCP protocol to
ensure reliable delivery.

The Switch also supports the RADIUS protocol for authentication using the Access Authentication
Control commands. RADIUS or Remote Authentication Dial In User Server also uses a remote server
for authentication and can be responsible for receiving user connection requests, authenticating the
user and returning all configuration information necessary for the client to deliver service through the
user. RADIUS may be facilitated on this Switch using the commands listed in this section.

In order for the TACACS / XTACACS / TACACS+ / RADIUS security function to work properly, a
TACACS / XTACACS / TACACS+ / RADIUS server must be configured on a device other than the
Switch, called a server host and it must include usernames and passwords for authentication. When
the user is prompted by the Switch to enter usernames and passwords for authentication, the Switch
contacts the TACACS / XTACACS / TACACS+ / RADIUS server to verify, and the server will respond
with one of three messages:

The server verifies the username and password, and the user is granted normal user privileges on the
Switch. The server will not accept the username and password and the user is denied access to the
Switch.

The server doesn’t respond to the verification query. At this point, the Switch receives the timeout from
the server and then moves to the next method of verification configured in the method list.

The Switch has four built-in server groups, one for each of the TACACS, XTACACS, TACACS+ and
RADIUS protocols. These built-in server groups are used to authenticate users trying to access the
Switch. The users will set server hosts in a preferable order in the built-in server group and when a
user tries to gain access to the Switch, the Switch will ask the first server host for authentication. If no
authentication is made, the second server host in the list will be queried, and so on. The built-in server
group can only have hosts that are running the specified protocol. For example, the TACACS server
group can only have TACACS server hosts.

The administrator for the Switch may set up five different authentication techniques per user-defined
method list (TACACS / XTACACS / TACACS+ / RADIUS / local / none) for authentication. These
techniques will be listed in an order preferable, and defined by the user for normal user authentication
on the Switch, and may contain up to eight authentication techniques. When a user attempts to access
the Switch, the Switch will select the first technique listed for authentication. If the first technique goes
through its server hosts and no authentication is returned, the Switch will then go to the next technique
listed in the server group for authentication, until the authentication has been verified or denied, or the
list is exhausted.

)

<. Note: User granted access to the Switch will be granted normal user privileges on the

‘ Switch. To gain access to admin level privileges, the user must enter the enable
admin command and then enter a password, which was previously configured by
the administrator of the Switch.
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)

<. Note: This Switch also support the assignment of user privilege by a TACACS+ server.

<. Note: TACACS, XTACACS and TACACS+ are separate entities and are not compatible.
' The Switch and the server must be configured exactly the same, using the same
protocol. (For example, if the Switch is set up for TACACS authentication, so must
be the host server.)

4-1 enable authen_policy
Description

This command is used to enable system access authentication policy. When enabled, the device will
adopt the login authentication method list to authenticate the user for login, and adopt the enable
authentication mothod list to authenticate the enable password for promoting the user's privilege to
Administrator level.

Format

enable authen_policy

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable system access authentication policy:

DGS-3420-28SC:admin#enable authen_policy
Command: enable authen_policy

Success.

DGS-3420-28SC:-admin#

4-2 disable authen_policy

Description

This command is used to disable system access authentication policy. When authentication is
disabled, the device will adopt the local user account database to authenticate the user for login, and
adopt the local enable password to authenticate the enable password for promoting the user's
privilege to Administrator level.
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Format

disable authen_policy

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable system access authentication policy:

DGS-3420-28SC:-admin#disable authen_policy
Command: disable authen_policy

Success.

DGS-3420-28SC:-admin#

4-3 show authen_policy
Description

This command is used to display whether system access authentication policy is enabled or disabled.

Format

show authen_policy

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display system access authentication policy:
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DGS-3420-28SC:admin#show authen_policy
Command: show authen_policy

Authentication Policy : Enabled
Authentication Policy Encryption : Enabled

DGS-3420-28SC:admin#

4-4 enable authen_policy_encryption
Description

This command is used to enable the authentication policy encryption. When enabled, TACACS+ and
RADIUS key will be in the encrypted form.

Format

enable authen_policy_encryption

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable the authentication policy encryption:

DGS-3420-28SC:admin#enable authen_policy_encryption
Command: enable authen_policy_encryption

Success.

DGS-3420-28SC:admin#

4-5 disable authen_policy_encryption
Description

This command is used to disable the authentication policy encryption. When disabled, TACACS+ and
RADIUS key will be in the plain text form.

Format

disable authen_policy_encryption
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Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable the authentication policy encryption:

DGS-3420-28SC:admin#disable authen_policy_encryption
Command: disable authen_policy_encryption

Success.

DGS-3420-28SC:-admin#

4-6 create authen_login method_list_name

Description

This command is used to create a user-defined method list of authentication methods for user login.
The maximum supported number of the login method lists is eight.

Format

create authen_login method_list_name <string 15>

Parameters

<string 15> - Specify the user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a user-defined method list for user login:

DGS-3420-28SC:admin#create authen_login method_list _name login_list_1
Command: create authen_login method_list_name login_list_ 1

Success.
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| DGS-3420-28SC:admin#

4-7 config authen_login
Description

This command is used to configure a user-defined or default method list of authentication methods for
user login. The sequence of methods will affect the authentication result. For example, if the sequence
is TACACS+ first, then TACACS and local, when a user trys to login, the authentication request will be
sent to the first server host in the TACACS+ built-in server group. If the first server host in the
TACACS+ group is missing, the authentication request will be sent to the second server host in the
TACACS+ group, and so on. If all server hosts in the TACACS+ group are missing, the authentication
request will be sent to the first server host in the TACACS group. If all server hosts in a TACACS
group are missing, the local account database in the device is used to authenticate this user. When a
user logs in to the device successfully while using methods like
TACACS/XTACACS/TACACS+/RADIUS built-in or user-defined server groups or none, the “user”
privilege level is assigned only. If a user wants to get admin privilege level, the user must use the
“enable admin” command to promote his privilege level. But when the local method is used, the
privilege level will depend on this account privilege level stored in the local device.

Format

config authen_login [default | method_list_name <string 15>] method {tacacs | xtacacs
tacacs+ | radius | server_group <string 15> | local | none}(1)

Parameters

default — Specify the default method list of authentication methods.

method_list_name - Specify the user-defined method list of authentication methods.
<string 15> - Specify the user-defined method list of authentication methods. The method list
name can be up to 15 characters long.

method - Choose the desired authentication method:
tacacs - Specify authentication by the built-in server group TACACS.
xtacacs - Specify authentication by the built-in server group XTACACS.
tacacs+ - Specify authentication by the built-in server group TACACS+.
radius - Specify authentication by the built-in server group RADIUS.
server_group - Specify authentication by the user-defined server group.
<string 15> - Specify authentication by the user-defined server group. The server group value
can be up to 15 characters long.
local - Specify authentication by local user account database in the device.
none - Specify no authentication.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure a user-defined method list for user login:
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DGS-3420-28SC:admin#config authen_login method_list_name login_list_1 method
tacacs+ tacacs local

Command: config authen_login method_list _name login_list_1 method tacacs+ tacacs
local

Success.

DGS-3420-28SC:admin#

4-8 delete authen_login method_list_ name
Description

This command is used to delete a user-defined method list of authentication methods for user login.

Format

delete authen_login method_list_ name <string 15>

Parameters

<string 15> - Specify the user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a user-defined method list for user login:

DGS-3420-28SC:admin#delete authen_login method_list _name login_list_1
Command: delete authen_login method_list_name login_list_ 1

Success.

DGS-3420-28SC:-admin#

4-9 show authen_login
Description

This command is used to display the method list of authentication methods for user login.

Format

show authen_login [default | method_list_name <string 15> | all]

66



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Parameters

default — Specify to display the default method list for user login.

method_list_name - Specify the user-defined method list for user login.
<string 15> - Specify the user-defined method list for user login. The method list name can be up
to 15 characters long.

all — Specify to display all method lists for user login.

Restrictions

Only Administrator-level users can issue this command.

Example

To display a user-defined method list for user login:

DGS-3420-28SC:admin#show authen_login method_list_name login_list_1
Command: show authen_login method_list_name login_list_ 1

Method List Name Priority Method Name Comment
login_list_1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User-defined Group
4 local Keyword

DGS-3420-28SC:-admin#

4-10 create authen_enable method list name
Description

This command is used to create a user-defined method list of authentication methods for promoting a
user's privilege to Admin level. The maximum supported number of the enable method lists is eight.

Format

create authen_enable method_list_name <string 15>

Parameters

<string 15> - Specify the user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.
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Example

To create a user-defined method list for promoting a user's privilege to Admin level:

DGS-3420-28SC:admin#create authen_enable method_list _name enable_list 1
Command: create authen_enable method_list_name enable_list_1

Success.

DGS-3420-28SC:admin#

4-11 config authen_enable
Description

This command is used to configure a user-defined or default method list of authentication methods for
promoting a user's privilege to Admin level. The sequence of methods will effect the authencation
result. For example, if the sequence is TACACS+ first, then TACACS and local_enable, when a user
tries to promote a user's privilege to Admin level, the authentication request will be sent to the first
server host in the TACACS+ built-in server group. If the first server host in the TACACS+ group is
missing, the authentication request will be sent to the second server host in the TACACS+ group, and
so on. If all server hosts in the TACACS+ group are missing, the authentication request will be sent to
the first server host in the TACACS group. If all server hosts in the TACACS group are missing, the
local enable password in the device is used to authenticate this user’s password. The local enable
password in the device can be configured by the CLI command config admin local_enable.

Format

config authen_enable [default | method_list_name <string 15>] method {tacacs | xtacacs |
tacacs+ | radius | server_group <string 15> | local_enable | none}(1)

Parameters

default - Specify the default method list of authentication methods.

method_list_name - Specify the user-defined method list of authentication methods.
<string 15> - Specify the user-defined method list of authentication methods. The method list
name can be up to 15 characters long.

method - Choose the desired authentication method:
tacacs - Specify authentication by the built-in server group TACACS.
xtacacs - Specify authentication by the built-in server group XTACACS.
tacacs+ - Specify authentication by the built-in server group TACACS+.
radius - Specify authentication by the built-in server group RADIUS.
server_group - Specify authentication by the user-defined server group.
<string 15> - Specify authentication by the user-defined server group. The server group value
can be up to 15 characters long.
local_enable - Specify authentication by local enable password in the device.
none - Specify no authentication.

Restrictions
Only Administrator-level users can issue this command.
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Example

To configure a user-defined method list for promoting a user's privilege to Admin level:

DGS-3420-28SC:admin#config authen_enable method_list_name enable_list_1 method
tacacs+ tacacs local_enable

Command: config authen_ enable method_list_name enable_list_1 method tacacs+ tacacs
local_enable

Success.

DGS-3420-28SC:admin#

4-12 delete authen_enable method_list hame
Description

This command is used to delete a user-defined method list of authentication methods for promoting a
user's privilege to Administrator level.

Format

delete authen_enable method_list_ name <string 15>

Parameters

<string 15> - Specify the user-defined method list name.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a user-defined method list for promoting a user's privilege to Admin level:

DGS-3420-28SC:admin#delete authen_enable method_list_name enable_list 1
Command: delete authen_enable method_list_name enable_list_1

Success.

DGS-3420-28SC:-admin#

4-13 show authen_enable
Description

This command is used to display the method list of authentication methods for promoting a user's
privilege to Administrator level.
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Format

show authen_enable [default | method_list name <string 15> | all]

Parameters

default - Specify to display the default method list for promoting a user's privilege to Administrator
level.

method_list_name - Specify the user-defined method list for promoting a user's privilege to
Administrator level.
<string 15> - Specify the user-defined method list for a promoting a user's privilege to
Administrator level . The method list name value can be up to 15 characters long.

all - Specify to display all method lists for promoting a user's privilege to Administrator level.

Restrictions

Only Administrator-level users can issue this command.

Example

To display all method lists for promoting a user's privilege to Administrator level:

DGS-3420-28SC:admin#show authen_enable all
Command: show authen_enable all

Method List Name Priority Method Name Comment
default 1 local_enable Keyword
enable_list_1 1 tacacs+ Built-in Group
2 tacacs Built-in Group
3 mix_1 User-defined Group
4 loca_enable Keyword
enable_list_2 1 tacacs+ Built-in Group
2 radius Built-in Group

Total Entries : 3

DGS-3420-28SC:-admin#

4-14 config authen application

Description

This command is used to configure login or enable method list for all or the specified application.
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Format

config authen application [console | telnet | ssh | http | all] [login | enable] [default |
method_list_ name <string 15>]

Parameters

console - Specify an application: console.

telnet - Specify an application: Telnet.

ssh - Specify an application: SSH.

http - Specify an application: Web.

all - Specify all applications: console, Telnet, SSH, and Web.

login - Specify the method list of authentication methods for user login.
enable - Specify the method list of authentication methods for promoting user privilege to
Administrator level.

default - Specify the default method list.
method_list_name - Specify the user-defined method list name.
<string 15> - Specify the user-defined method list name. The method list name value can be up
to 15 characters long.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the login method list for Telnet:

DGS-3420-28SC:admin#config authen application telnet login method_list_name
login_list_1

Command: config authen application telnet login method_list_name login_list 1

Success.

DGS-3420-28SC:-admin#

4-15 show authen application

Description

This command is used to display the login/enable method list for all applications.

Format

show authen application

Parameters

None.
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Restrictions

Only Administrator-level users can issue this command.

Example

To display the login and enable method list for all applications:

DGS-3420-28SC:admin#show authen application
Command: show authen application

Application Login Method List Enable Method List

Console default default
Telnet login_list_1 default
SSH default default
HTTP default default

DGS-3420-28SC:admin#

4-16 create authen server_group

Description

This command is used to create a user-defined authentication server group. The maximum supported
number of server groups including built-in server groups is eight. Each group consists of eight server
hosts as maximum.

Format

create authen server_group <string 15>

Parameters

<string 15> - Specify the user-defined server group name.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a user-defined authentication server group:

DGS-3420-28SC:admin#create authen server_group mix_1
Command: create authen server_group mix_1

Success.
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|DGS—3420—285C:admin#

4-17 config authen server_group
Description

This command is used to add or remove an authentication server host to or from the specified server
group. Built-in server group tacacs, xtacacs, tacacs+, and RADIUS accept the server host with the
same protocol only, but user-defined server group can accept server hosts with different protocols.
The server host must be created first by using the CLI command create authen server_host.

Format

config authen server_group [tacacs | xtacacs | tacacs+ | radius | <string 15>] [add | delete]
server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

Parameters

tacacs - Specify the built-in server group TACACS.
xtacacs - Specify the built-in server group XTACACS.
tacacs+ - Specify the built-in server group TACACS+.
radius — Specify the built-in server group RADIUS.
<string 15> - Specify a user-defined server group.

add - Specify to add a server host to a server group.
delete - Specify to remove a server host from a server group.

server_host - Specify the server host’s IP address.
<ipaddr> - Specify the server host's IP address.

protocol - Specify the server host’s type of authentication protocol.
tacacs - Specify the server host’s authentication protocol TACACS.
xtacacs - Specify the server host’'s authentication protocol XTACACS.
tacacs+ - Specify the server host’s authentication protocol TACACS+.
radius - Specify the server host’s authentication protocol RADIUS.

Restrictions

Only Administrator-level users can issue this command.

Example

To add an authentication server host to a server group:

DGS-3420-28SC:admin#config authen server_group mix_1 add server_host 10.1.1.222
protocol tacacs+

Command: config authen server_group mix_1 add server_host 10.1.1.222 protocol
tacacs+

Success.

DGS-3420-28SC:admin#
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4-18 delete authen server_group
Description

This command is used to delete a user-defined authentication server group.

Format

delete authen server_group <string 15>

Parameters

<string 15> - Specify the user-defined server group name.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete a user-defined authentication server group:

DGS-3420-28SC:admin#delete authen server_group mix_1
Command: delete authen server_group mix_1

Success.

DGS-3420-28SC:admin#

4-19 show authen server_group
Description

This command is used to display the authentication server groups.

Format

show authen server_group {<string 15>}

Parameters

<string 15> - (Optional) Specify the built-in or user-defined server group name.

Restrictions

Only Administrator-level users can issue this command.
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Example

To display all authentication server groups:

DGS-3420-28SC:admin#show authen server_group
Command: show authen server_group

Group Name IP Address Protocol
mix_1 10.1.1.222 TACACS+
radius 10.1.1.224 RADIUS
tacacs 10.1.1.225 TACACS
tacacs+ 10.1.1.226 TACACS+
xtacacs 10.1.1.227 XTACACS

Total Entries : 5

DGS-3420-28SC:-admin#

4-20 create authen server_host

Description

This command is used to create an authentication server host. When an authentication server host is
created, the IP address and protocol are the index. That means more than one authentication protocol
service can be run on the same physical host. The maximum supported number of server hosts is 16.

Format

create authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int 1-
65535> | [key [<key_string 254> | none] | encryption_key <key string 344>] | timeout <int 1-255>
| retransmit <int 1-20>}

Parameters

<ipaddr> - Specify the server host’s IP address.

protocol - Specify the server host’s type of authentication protocol.
tacacs - Specify the server host’s authentication protocol TACACS.
xtacacs - Specify the server host’s authentication protocol XTACACS.
tacacs+ - Specify the server host’s authentication protocol TACACS+.
radius - Specify the server host’s authentication protocol RADIUS.

port - (Optional) Specify the port number of the authentication protocol for the server host. The
default value for TACACS/XTACACS/TACACSH+ is 49. The default value for RADIUS is 1812.
<int 1-65535> - Specify the port number of the authentication protocol for the server host. The
default value for TACACS/XTACACS/TACACSH+ is 49. The default value for RADIUS is 1812.
The port number must be between 1 and 65535.

key - (Optional) Specify the key for TACACS+ and RADIUS authentication.
<key_string 254> - Specify the key for TACACS+ and RADIUS authenticaiton. If the value is null,
no encryption will apply. This value is meaningless for TACACS and XTACACS.
none - No encryption for TACACS+ and RADIUS authenticaiton. This value is meaningless for
TACACS and XTACACS.
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encryption_key - Specifies the encrypted form key string for TACACS+ and RADIUS authentication.
This value is meaningless for TACACS and XTACACS. The encryption algorithm is based on
DES.
<key_string 344> - Enter the encrypted form key string for TACACS+ and RADIUS
authentication here.

timeout - (Optional) Specify the time in seconds for waiting for a server reply. The default value is 5
seconds.
<int 1-255> - Specify the time in seconds for waiting for a server reply. The default value is 5
seconds. The timeout value must be between 1 and 255 seconds.

retransmit - (Optional) Specify the count for re-transmit. This value is meaningless for TACACS+.
The default value is 2.
<int 1-20> - Specify the count for re-transmit. This value is meaningless for TACACS+. The
default value is 2. The re-transmit value must be between 1 and 20.

Restrictions

Only Administrator-level users can issue this command.

Example

To create a TACACS+ authentication server host with a listening port number of 15555 and a timeout
value of 10 seconds:

DGS-3420-28SC:admin#create authen server_host 10.1.1.222 protocol tacacs+ port
15555 key "'123" timeout 10

Command: create authen server_host 10.1.1.222 protocol tacacs+ port 15555 key
"123" timeout 10

Success.

DGS-3420-28SC:-admin#

4-21 config authen server_host

Description

This command is used to configure an authentication server host.

Format

config authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius] {port <int 1-
65535> | [key [<key_string 254> | none] | encryption_key <key string 344>] | timeout <int 1-255>
| retransmit <int 1-20>}(1)

Parameters

<ipaddr> - Specify the server host’s IP address.

protocol - Specify the server host’s type of authentication protocol.
tacacs - Specify the server host’s authentication protocol TACACS.
xtacacs - Specify the server host's authentication protocol XTACACS.
tacacs+ - Specify the server host’s authentication protocol TACACS+.
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radius - Specify the server host’s authentication protocol RADIUS.

port - Specify the port number of the authentication protocol for the server host. The default value for
TACACS/XTACACS/TACACSH+ is 49. The default value for RADIUS is 1812.
<int 1-65535> - Specify the port number of the authentication protocol for the server host. The
default value for TACACS/XTACACS/TACACSH+ is 49. The default value for RADIUS is 1812.
The port number must be between 1 and 65535.

key - Specify the key for TACACS+ and RADIUS authentication.
<key_string 254> - Specify the key for TACACS+ and RADIUS authentication. If the value is null,
no encryption will apply. This value is meaningless for TACACS and XTACACS.
none - Specify no encryption for TACACS+ and RADIUS authentication. This value is
meaningless for TACACS and XTACACS.

encryption_key - Specifies the encrypted form key string for TACACS+ and RADIUS authentication.
This value is meaningless for TACACS and XTACACS. The encryption algorithm is based on
DES.
<key_string 344> - Enter the encrypted form key string for TACACS+ and RADIUS
authentication here.

timeout - Specify the time in seconds for waiting for a server reply. The default value is 5 seconds.
<int 1-255> - Specify the time in seconds for waiting for a server reply. The default value is 5
seconds. The timeout value must be between 1 and 255 seconds.

retransmit - Specify the count for re-transmit. This value is meaningless for TACACS+. The default
value is 2.
<int 1-20> - Specify the count for re-transmit. This value is meaningless for TACACS+. The
default value is 2. The re-transmit value must be between 1 and 20.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure a TACACS+ authentication server host’s key value:

DGS-3420-28SC:admin#config authen server_host 10.1.1.222 protocol tacacs+ key
"abc123"

Command: config authen server_host 10.1.1.222 protocol tacacs+ key "abcl123"
Success.

DGS-3420-28SC:admin#

4-22 delete authen server_host

Description

This command is used to delete an authentication server host.

Format

delete authen server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

77



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Parameters

<ipaddr> - Specify the server host’s IP address.

protocol - Specify the server host’s type of authentication protocol.
tacacs - Specify the server host’s authentication protocol TACACS.
xtacacs - Specify the server host's authentication protocol XTACACS.
tacacs+ - Specify the server host’s authentication protocol TACACS+.
radius - Specify the server host’s authentication protocol RADIUS.

Restrictions

Only Administrator-level users can issue this command.

Example

To delete an authentication server host:

DGS-3420-28SC:admin#delete authen server_host 10.1.1.222 protocol tacacs+
Command: delete authen server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3420-28SC:-admin#

4-23 show authen server_host

Description

This command is used to display authentication server hosts.

Format

show authen server_host

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display all authentication server hosts:
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DGS-3420-28SC:admin#show authen server_host
Command: show authen server_host

IP Address Protocol Port Timeout Retransmit Key

10.1.1.222 TACACS+ 15555 10 @ @ -—————- 123

Total Entries : 1

DGS-3420-28SC:admin#

4-24 config authen parameter response_timeout
Description

This command is used to configure the amount of time waiting for user to input on console, Telnet, and
SSH applications.

Format

config authen parameter response_timeout <int 0-255>

Parameters

<int 0-255> - Specify the amount of time for user input on console or Telnet or SSH. 0 means there
is no time out. The default value is 30 seconds.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure 60 seconds for user to input:

DGS-3420-28SC:admin#config authen parameter response_timeout 60
Command: config authen parameter response_timeout 60

Success.

DGS-3420-28SC:admin#

4-25 config authen parameter attempt
Description

This command is used to configure the maximum attempts for users trying to login or promote the
privilege on console, Telnet, or SSH applications. If the failure value is exceeded, connection or
access will be locked.
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Format

config authen parameter attempt <int 1-255>

Parameters

<int 1-255> - Specify the amount of attempts for users trying to login or promote the privilege on
console, Telnet, or SSH. The default value is 3.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the maximum attempts for users trying to login or promote the privilege to be 9:

DGS-3420-28SC:admin#config authen parameter attempt 9
Command: config authen parameter attempt 9

Success.

DGS-3420-28SC:admin#

4-26 show authen parameter

Description

This command is used to display the authentication parameters.

Format

show authen parameter

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To display the authentication parameters:

| DGS-3420-28SC:admin# show authen parameter
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Command: show authen parameter

Response Timeout : 60 seconds
User Attempts -9

DGS-3420-28SC:admin#

4-27 enable admin
Description

This command is used to promote the "user" privilege level to "admin" level. When the user enters this
command, the authentication method TACACS, XTACAS, TACACS+, user-defined server groups,
local enable, or none will be used to authenticate the user. Because TACACS, XTACACS and
RADIUS don't support the enable function by themselves, if a user wants to use either one of these
three protocols to enable authentication, the user must create a special account on the server host first,
which has a username enable and then configure its password as the enable password to support the
"enable" function. This command cannot be used when authentication policy is disabled.

Format

enable admin

Parameters

None.

Restrictions

None.

Example

To enable administrator lever privilege:

DGS-3420-28SC:admin# enable admin
Password : *x kst

DGS-3420-28SC:-admin#

4-28 config admin local_enable

Description

This command is used to configure the local enable password for the enable command. When the
user chooses the local_enable method to promote the privilege level, the enable password of the local
device is needed.
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Format

config admin local_enable {encrypt [plain_text | sha_1] <password>}

Parameters

encrypt - (Optional) Specifies the encryption type to be used for the password.
plain_text - Specifies that the password entered should be in plain text form.
sha_1 - Specifies that the password entered should be in SHA-1 encrypted form.

<password> - (Optional) Enter the password value used here. Note that for plain_text passwords,
the password can be up to 15 characters long. Note that for SHA-1 encrypted passwords, the
password must be 35 bytes long.

Restrictions

Only Administrator-level users can issue this command.

Example

To configure the administrator password:

DGS-3420-28SC:admin#config admin local_enable
Command: config admin local_enable

Enter the old password:

Enter the case-sensitive new password:******

Enter the new password again for confirmation:******
Success.

DGS-3420-28SC:admin#

To configure the administrator password, specifying an SHA-1 encrypted password of
“*@&CRDtpNCeBig15KOQsKVyrAOsAICIZQw(”:

DGS-3420-28SC:admin# config admin local_enable encrypt sha 1
*@&cRDtpNCeBi1g15K0QsKVyrAOsAiICIZQwq

Command: config admin local_enable encrypt sha_1
*@&cRDtpNCeBi1g15K0QsKVyrAOsAiICIZQwq

Success.

DGS-3420-28SC:-admin#

4-29 create aaa server_group

Description

This command is used to create a group of user-defined AAA servers. The maximum number of
supported server groups, including the built-in server groups, is 8. Each group can have a maximum of
8 server hosts.
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Format

create aaa server_group <string 15>

Parameters

<string 15> - Specify the user-defined server group name.

Restrictions

Only Administrator level can issue this command.

Example

To create a user-defined AAA server group called “mix_1":

DGS-3420-28SC:admin#create aaa server_group mix_1
Command: create aaa server_group mix_1

Success.

DGS-3420-28SC:admin#

4-30 config aaa server_group

Description

This command is used to add or remove an AAA server host to or from the specified server group. The
built-in TACACS, XTACACS, TACACS+, and RADIUS server groups only accept server hosts with the
same protocol, but a user-defined server group can accept server hosts with different protocols.

Format

config aaa server_group [tacacs | xtacacs | tacacs+ | radius | group_name <string 15>] [add |
delete] server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

Parameters

tacacs - Specify the built-in TACACS server group.

xtacacs - Specify the built-in XTACACS server group.

tacacs+ - Specify the built-in TACACS+ server group.

radius - Specify the built-in RADIUS server group.

group_name - Specify a user-defined server group.
<string 15> - Enter the name of the server group.

add - Add a server host to the server group.

delete - Remove a server host to the server group.

server_host - Specify the server host.
<ipaddr> - Enter the IP address of the server host.
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protocol - Specify the server host protocol.
tacacs - Specify the server host using TACACS protocol.
xtacacs - Specify the server host using XTACACS protocol.
tacacs+ - Specify the server host using TACACS+ protocol.
radius - Specify the server host using RADIUS protocol.

Restrictions

Only Administrator level can issue this command.

Example

To To add an AAA server host with an IP address of 10.1.1.222 to server group “mix_1", specifying the
TACACS+ protocol:

DGS-3420-28SC:admin#config aaa server_group group_name mix_1 add server_host
10.1.1.222 protocol tacacs+

Command: config aaa server_group group_name mix_1 add server_host 10.1.1.222
protocol tacacs+

Success.

DGS-3420-28SC:admin#

4-31 delete aaa server_group

Description

This command is used to delete a group of user-defined AAA servers.

Format

delete aaa server_group <string 15>

Parameters

<string 15> - Specify the server group name to be deleted.

Restrictions

Only Administrator level can issue this command.

Example

To delete a user-defined AAA server group called “mix_1":
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DGS-3420-28SC:admin#delete aaa server_group mix_1
Command: delete aaa server_group mix_1

Success.

DGS-3420-28SC:admin#

4-32 delete aaa server_host

Description

This command is used to delete an AAA server host.

Format

delete aaa server_host <ipaddr> protocol [tacacs | xtacacs | tacacs+ | radius]

Parameters

<ipaddr> - Enter the IP address of the server host.

protocol — Specify the protocol.
tacacs — Specify TACACS server host.
xtacacs - Specify XTACACS server host.
tacacs+ - Specify TACACS+ server host.
radius - Specify RADIUS server host.

Restrictions

Only Administrator level can issue this command.

Example

To tacacs | xtacacs | tacacs+| delete an AAA server host, with an IP address of 10.1.1.222, that is
running the TACACS+ protocol:

DGS-3420-28SC:admin#delete aaa server_host 10.1.1.222 protocol tacacs+
Command: delete aaa server_host 10.1.1.222 protocol tacacs+

Success.

DGS-3420-28SC:admin#

4-33 show aaa

Description

This command is used to display AAA global configuration.
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Format

show aaa

Parameters

None.

Restrictions

None.

Example
To display AAA global configuration:

DGS-3420-28SC:admin#show aaa
Command: show aaa

Authentication Policy: Enabled

Accounting Network Service State: AAA Method
Accounting Network Service Method: acc_telnet
Accounting Shell Service State: RADIUS Only
Accounting Shell Service Method:

Accounting System Service State: Disabled
Accounting System Service Method:

Accounting Admin Command Service Method:
Accounting Operator Command Service Method:
Accounting PowerUser Command Service Method:
Accounting User Command Service Method:
Authentication Policy Encryption: Enabled

DGS-3420-28SC:-admin#

4-34 show aaa server_group

Description

This command is used to display the groups of AAA servers groups.

Format

show aaa server_group {<string 15>}

Parameters

<string 15> - (Optional) Specify the built-in or user-defined server group name.
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Restrictions

Only Administrator level can issue this command.

Example
To display all AAA server groups:

DGS-3420-28SC:admin#show aaa server_group
Command: show aaa server_group

Group Name IP Address Protocol

tacacs 00— -
tacacs+ == m——— e -
XtacaCsS = = — e -

Total Entries : 5

DGS-3420-28SC:-admin#

4-35 show aaa server_host

Description

This command is used to display the AAA server hosts.

Format

show aaa server_host

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example
To display all AAA server hosts:
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DGS-3420-28SC:admin#show aaa server_host
Command: show aaa server_host

IP Address Protocl Port Acct Time Retry Key
Port out
10.1.1.222 RADIUS 15555 1813 10 2 K

Total Entries : 1

DGS-3420-28SC:admin#

4-36 enable aaa_server_password_encryption
Description

This command is used to enable AAA server password encryption.

Format

enable aaa_server_password_encryption

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example

To enable AAA server password encryption:

DGS-3420-28SC:admin#enable aaa_server_password_encryption
Command: enable aaa_server_password_encryption

Success.

DGS-3420-28SC:admin#

4-37 disable aaa_server_password_encryption
Description

This command is used to disable AAA server password encryption.
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Format

disable aaa_server_password_encryption

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example

To disable AAA server password encryption:

DGS-3420-28SC:-admin#disable aaa_server_password_encryption
Command: disable aaa_server_password_encryption

Success.

DGS-3420-28SC:-admin#

4-38 create radius server_host

Description

This command is used to create an RADIUS server host.

Format

create radius server_host <ipaddr> {auth_port <int 1-65535> | acct_port <int 1-65535> | [key
[<key_string 254> | none] | encryption_key <key string 344>] | timeout <int 1-255> | retransmit
<int 1-20>}

Parameters

<ipaddr> - Enter the IP address of the server host.

auth_port - (Optional) Specify the port of the RADIUS authentication.
<int 1-65535> - Enter the value between 1 and 65535. The default value is 1812.

acct_port - (Optional) Specify the port of the RAIDUS accounting.
<int 1-65535> - Enter the value between 1 and 65535. The default value is 1813.

key - (Optional) Specify the key for RADIUS.
<key_string 254> - Enter the plain text key string for RADIUS.
none - No encryption for RADIUS.

encryption_key - (Optional) The encrypted form key string for RADIUS. The encryption algorithm is
based on DES.
<key_string 344> - Etner the string with maximum 344 characters.

timeout - (Optional) Specify the time in second to wait for the server to reply.
<int 1-255> - Enter the value between 1 and 255. The default value is 5.
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retransmit - (Optional) Specify the count for re-transmissions.
<int 1-20> - Enter the value between 1 and 20. The default value is 2.

Restrictions

Only Administrator level can issue this command.

Example

To create an RADIUS server host:

DGS-3420-28SC:admin#create radius server_host 10.1.1.222 auth_port 15555 timeout 10
Command: create radius server_host 10.1.1.222 auth_port 15555 timeout 10

Key is empty for TACACS+ or RADIUS.
Success.

DGS-3420-28SC:admin#

4-39 config radius server_host

Description

This command is used to configure the RADIUS server host.

Format

config radius server_host <ipaddr> {auth_port <int 1-65535> | acct_port <int 1-65535> | [key
[<key_string 254> | none] | encryption_key <key string 344>] | timeout <int 1-255> | retransmit
<int 1-20>}

Parameters

<ipaddr> - Enter the IP address of the server host.
auth_port - (Optional) Specify the port of the RADIUS authentication.
<int 1-65535> - Enter the value between 1 and 65535. The default value is 1812.
acct_port - (Optional) Specify the port of the RAIDUS accounting.
<int 1-65535> - Enter the value between 1 and 65535. The default value is 1813.
key - (Optional) Specify the key for RADIUS.
<key_string 254> - Enter the plain text key string for RADIUS.
none - No encryption for RADIUS.
encryption_key - (Optional) The encrypted form key string for RADIUS. The encryption
algorithm is based on DES.
<key_string 344> - Etner the string with maximum 344 characters.
timeout - (Optional) Specify the time in second to wait for the server to reply.
<int 1-255> - Enter the value between 1 and 255. The default value is 5.
retransmit - (Optional) Specify the count for re-transmissions.
<int 1-20> - Enter the value between 1 and 20. The default value is 2.
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Restrictions

Only Administrator level can issue this command.

Example
To configure the RADIUS server host:

DGS-3420-28SC:admin#config radius server_host 10.1.1.222 key "abcl123"
Command: config radius server_host 10.1.1.222 key '"abcl123"

Success.

DGS-3420-28SC:-admin#

4-40 config radius source_ipif

Description

This command is used to specify source interface for all outgoing RADIUS packets.

Format

config radius source_ipif [<ipif_name 12> {<ipaddr> | <ipv6addr>} | none]

Parameters

<ipif_name 12> - Enter the IP interface name used here.

<ipaddr> - Enter the IPv4 address used here.

<ipv6addr> - Enter the IPv6 address used here.

none - Specifies to revert to the default route table for all outgoing RADIUS packet.

Restrictions

Only Administrator level can issue this command.

Example

To specify an interface as the source interface for all outgoing RADIUS packets.

DGS-3420-28SC:admin#config radius source_ipif if_v200
Command: config radius source_ipif if_v200

Success.

DGS-3420-28SC:admin#
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4-41 show radius source_ipif
Description

This command is used to display specified source interface for all outgoing RADIUS packets.

Format

show radius source_ipif

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example

To display specified source interface for all outgoing RADIUS packets.

DGS-3420-28SC:admin#show radius source_ipif
Command: show radius source_ipif

IP Interface : i1f_v200
I1Pv4 Address : None
IPv6 Address : None

DGS-3420-28SC:admin#

4-42 create tacacs server_host
Description

This command is used to create a TACACS server host.

Format

create tacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int 1-
20>}

Parameters

<ipaddr> - Enter the IP address of the server host.
port - (Optional) The port number of the TACACS server host.

<int 1-65535> - Enter the value between 1 and 65535. The default value is 49.
timeout - (Optional) Specify the time in second to wait for the server to reply.

<int 1-255> - Enter the value between 1 and 255. The default value is 5.
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retransmit - (Optional) Specify the count for re-transmissions.
<int 1-20> - Enter the value between 1 and 20. The default value is 2.

Restrictions

Only Administrator level can issue this command.

Example
To create a TACACS server host:

DGS-3420-28SC:admin#create tacacs server_host 10.1.1.223 port 15555 timeout 10
Command: create tacacs server_host 10.1.1.223 port 15555 timeout 10

Success.

DGS-3420-28SC:admin#

4-43 config tacacs server_host

Description

This command is used to configure a TACACS server host.

Format

config tacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int 1-
20>}

Parameters

<ipaddr> - Enter the IP address of the server host.
port - (Optional) The port number of the TACACS server host.

<int 1-65535> - Enter the value between 1 and 65535. The default value is 49.
timeout - (Optional) Specify the time in second to wait for the server to reply.

<int 1-255> - Enter the value between 1 and 255. The default value is 5.
retransmit - (Optional) Specify the count for re-transmissions.

<int 1-20> - Enter the value between 1 and 20. The default value is 2.

Restrictions

Only Administrator level can issue this command.

Example
To configure the TACACS server host:
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DGS-3420-28SC:admin#config tacacs server_host 10.1.1.223 retransmit 5
Command: config tacacs server_host 10.1.1.223 retransmit 5

Key is meaningless for TACACS and XTACACS.
Success.

DGS-3420-28SC:admin#

4-44 create tacacs+ server_host

Description

This command is used to create a TACACS+ server host.

Format

create tacacs+ server_host <ipaddr> {port <int 1-65535> | [key [<key_string 254> | none] |
encryption_key <key_string 344>] | timeout <int 1-255>}

Parameters

<ipaddr> - Enter the IP address of the server host.

port - (Optional) The port number of the TACACS+ server host.
<int 1-65535> - Enter the value between 1 and 65535. The default value is 49.

key - (Optional) Specify the key for TACACS+.
<key_string 254> - Enter the plain text key string for TACACS+.
none - No encryption for RADIUS.

encryption_key - (Optional) The encrypted form key string for TACACS+. The encryption
algorithm is based on DES.
<key_string 344> - Etner the string with maximum 344 characters.

timeout - (Optional) Specify the time in second to wait for the server to reply.
<int 1-255> - Enter the value between 1 and 255. The default value is 5.

Restrictions

Only Administrator level can issue this command.

Example

To create a TACACS+ server host:

DGS-3420-28SC:admin#create tacacs+ server_host 10.1.1.211 port 15555 timeout 10
key "abc123"

Success.

DGS-3420-28SC:-admin#

Command: create tacacs+ server_host 10.1.1.211 port 15555 timeout 10 key "abcl123"
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4-45 config tacacs+ server_host

Description

This command is used to configure the TACACS+ server host.

Format

config tacacs+ server_host <ipaddr> {port <int 1-65535> | [key [<key_string 254> | none] |
encryption_key <key_string 344>] | timeout <int 1-255>}

Parameters

<ipaddr> - Enter the IP address of the server host.
port - (Optional) The port number of the TACACS+ server host.
<int 1-65535> - Enter the value between 1 and 65535. The default value is 49.
key - (Optional) Specify the key for TACACS+.
<key_string 254> - Enter the plain text key string for TACACS+.
none - No encryption for RADIUS.
encryption_key - (Optional) The encrypted form key string for TACACS+. The encryption
algorithm is based on DES.
<key_string 344> - Etner the string with maximum 344 characters.
timeout - (Optional) Specify the time in second to wait for the server to reply.
<int 1-255> - Enter the value between 1 and 255. The default value is 5.

Restrictions

Only Administrator level can issue this command.

Example
To configure the TACACS+ server host:

DGS-3420-28SC:admin#config tacacs+ server_host 10.1.1.211 key "abcd123"
Command: config tacacs+ server_host 10.1.1.211 key "abcd123"

Success.

DGS-3420-28SC:-admin#

4-46 create xtacacs server_host

Description

This command is used to

Format

create xtacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int
1-20>}
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Parameters

<ipaddr> - Enter the IP address of the server host.
port - (Optional) The port number of the XTACACS server host.

<int 1-65535> - Enter the value between 1 and 65535. The default value is 49.
timeout - (Optional) Specify the time in second to wait for the server to reply.

<int 1-255> - Enter the value between 1 and 255. The default value is 5.
retransmit - (Optional) Specify the count for re-transmissions.

<int 1-20> - Enter the value between 1 and 20. The default value is 2.

Restrictions

Only Administrator level can issue this command.

Example
To create a XTACACS server host:

DGS-3420-28SC:admin#create xtacacs server_host 10.1.1.224 port 15555 timeout 10
Command: create xtacacs server_host 10.1.1.224 port 15555 timeout 10

Success.

DGS-3420-28SC:admin#

4-47 config xtacacs server_host

Description

This command is used to configure a XTACACS server host.

Format

config xtacacs server_host <ipaddr> {port <int 1-65535> | timeout <int 1-255> | retransmit <int
1-20>}

Parameters

<ipaddr> - Enter the IP address of the server host.
port - (Optional) The port number of the XTACACS server host.

<int 1-65535> - Enter the value between 1 and 65535. The default value is 49.
timeout - (Optional) Specify the time in second to wait for the server to reply.

<int 1-255> - Enter the value between 1 and 255. The default value is 5.
retransmit - (Optional) Specify the count for re-transmissions.

<int 1-20> - Enter the value between 1 and 20. The default value is 2.

Restrictions
Only Administrator level can issue this command.
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Example
To configure the XTACACS server host:

DGS-3420-28SC:admin#config xtacacs server_host 10.1.1.224 retransmit 5
Command: config xtacacs server_host 10.1.1.224 retransmit 5

Key is meaningless for TACACS and XTACACS.

Success.

DGS-3420-28SC:admin#

4-48 config tacacs source_ipif

Description

This command is used to specify the source interface for all outgoing TACACS packets.

Format

config tacacs source_ipif [<ipif_name 12> {<ipaddr>} | none]

Parameters

<ipif_name 12> - Enter the interface name as source interface for all outgoing TACACS packets.
<ipaddr> - (Optional) Enter the IP address as source IPv4 address for all outgoing TACACS
packets.

none - Specifies to revert to the default route table for all outgoing TACACS packet.

Restrictions

Only Administrator level can issue this command.

Example

To specify a source interface for all outgoing TACACS packets:

DGS-3420-28SC:admin#config tacacs source_ipif if_v200
Command: config tacacs source_ipif if_v200

Success.

DGS-3420-28SC:admin#
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4-49 show tacacs source_ipif
Description

This command is used to display the specified source interface for all outgoing TACACS packets.

Format

show tacacs source_ipif

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example

To display the specified source interface for all outgoing TACACS packets.

DGS-3420-28SC:admin#show tacacs source_ipif
Command: show tacacs source_ipif

IP Interface : i1f_v200
I1Pv4 Address : None

DGS-3420-28SC:admin#

4-50 config accounting
Description

This command is used to configure a user-defined or default method list of accounting methods.

Format

config accounting [default | method_list name <string 15>] method {tacacs+ | radius |
server_group <string 15> | none}

Parameters

default - Specifies the default method list of accounting methods.

method_list_name - Specifies the user-defined method list of accounting methods.
<string 15> - Enter the user-defined method list name here. This name can be up to 15
characters long.

method - Specifies the accounting method used.
tacacs+ - Specifies to use the built-in server group 'tacacs+'.
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radius - Specifies to use the built-in server group 'radius’.
server_group - Specifies the user-defined server group. If the group contains 'tacacs' or
'xtacacs' server, it will be skipped in accounting.
<string 15> - Enter the user-defined server group name here. This name can be up to 15
characters long.
none - Specifies no accounting.

Restrictions

Only Administrator level users can issue this command.

Example

To configure a user-defined method list called “shell_acct”, that specifies a sequence of the built-in
“tacacs+” server group, followed by the “radius” server group for accounting service on switch:

DGS-3420-28SC:admin#config accounting method_list_name shell_acct method tacacs+
radius

Command: config accounting method_list_name shell_acct method tacacs+ radius
Success.

DGS-3420-28SC:admin#

4-51 config accounting service

Description

This command is used to configure the state of the specified RADIUS accounting service.

Format

config accounting service [network | shell | system] state [enable {[radius_only |
method_list_name <string 15> | default_method_list]} | disable]

Parameters

network - Specifies that when enabled, the Switch will send informational packets to a remote
RADIUS server when 802.1X, WAC and JWAC port access control events occur on the Switch.
By default, the service is disabled.

shell - Specifies that when enabled, the Switch will send informational packets to a remote RADIUS
server when a user either logs in, logs out or times out on the Switch, using the console, Telnet, or
SSH. By default, the service is disabled.

system - Specifies that when enabled, the Switch will send informational packets to a remote
RADIUS server when system events occur on the Switch, such as a system reset or system boot.
By default, the service is disabled.

state - Specify the state of the accounting service.
enable - Enable the specified accounting service.
radius_only - Specifies that the accounting service should only use the RADIUS group
specified by the config radius add <server_index 1-3> [<server_ip> | <ipv6addr>]"
command.
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method_list_name - Specifies that the accounting service should use the AAA user-defined
method list specified by the “create accounting method_list_name <string 15>" command.
<string 15> - Enter the method list name used here. This name can be up to 15 characters
long.
default_method_list - Specifies that the accounting service should use the AAA default
method list.
disable - Disable the specified accounting service.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the state of the RADIUS accounting service shell to enable:

DGS-3420-28SC:admin# config accounting service shell state enable
Command: config accounting service shell state enable

Success

DGS-3420-28SC:admin#

4-52 config accounting service command

Description

This command is used to configure the state of the specified accounting service.

Format

config accounting service command {administrator | operator | power_user | user}
[method_list_name <string> | none]

Parameters

administrator - (Optional) Specifies the accounting service for all administrator level commands.
operator - (Optional) Specifies the accounting service for all operator level commands.
power_user - (Optional) Specifies the accounting service for all power-user level commands.
user - (Optional) Specifies the accounting service for all user level commands.
method_list_name - Specifies the accounting service by the AAA user-defined method list.
<string> - Enter the method list name used here.
none - Specifies to disable accounting services for the specified command level.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To configure the AAA accounting methodlist “admin_acct” for accounting to all administrator
commands:

DGS-3420-28SC:admin#config accounting service command administrator
method_list_name admin_acct

Command: config accounting service command administrator method_list_name
admin_acct

Success.

DGS-3420-28SC:admin#

4-53 create accounting method_list_name

Description

This command is used to create a user-defined method list of accounting methods.

Format

create accounting method_list_name <string 15>

Parameters

<string 15> - Enter the name of the user-defined method list here. This name can be up to 15
characters long.

Restrictions

Only Administrator level users can issue this command.

Example

To create a user-defined accounting method list called “shell_acct”:

DGS-3420-28SC:admin#create accounting method_list_name shell_acct
Command: create accounting method_list_name shell_acct

Success.

DGS-3420-28SC:admin#

4-54 delete accounting method_list_ name
Description

This command is used to delete a user-defined method list of accounting methods.
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Format

delete accounting method_list_name <string 15>

Parameters

<string 15> - Enter the name of the user-defined method list here. This name can be up to 15
characters long.

Restrictions

Only Administrator level users can issue this command.

Example

To delete the user-defined accounting method list called “shell_acct” from switch:

DGS-3420-28SC:admin#delete accounting method_list_name shell_acct
Command: delete accounting method_list_name shell_acct

Success.

DGS-3420-28SC:-admin#

4-55 show accounting

Description

This command is used to display the method list of accounting methods on switch.

Format

show accounting [default | method_list_name <string 15> | all]

Parameters

default - Displays the user-defined list of default accounting methods.

method_list_name - Displays the user-defined list of specific accounting methods.
<string 15> - Enter the user-defined method list name here. This name can be up to 15
characters long.
all - Displays all accounting method lists on switch.

Restrictions

Only Administrator level users can issue this command.

Example
To display the user-defined accounting method list called “shell_acct”:
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DGS-3420-28SC:admin#show accounting method_list_name shell_acct
Command: show accounting method_list_name shell_acct

Method List Name Priority Method Name Comment

shell_acct 1 none Keyword

DGS-3420-28SC:admin#

4-56 show accounting service

Description

This command is used to display RADIUS accounting service information.

Format

show accounting service

Parameters

None.

Restrictions

None.

Example

To display accounting service information:

DGS-3420-28SC:admin#show accounting service
Command: show accounting service

Accounting State

Network : Disabled
Shell : Disabled
System : Disabled

DGS-3420-28SC:admin#
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Chapter 5 Access Control List
(ACL) Commands

create access_profile profile_id <value 1-6> profile_name <name 1-32> [ethernet {vlan {<hex 0x0-
0xOfff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac <macmask
000000000000-ffffffffffff> | 802.1p | ethernet_type}(1) | ip {vlan {<hex Ox0-0x0fff>} |
source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp
{type} | tcp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask [all |
{urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0O-
Oxffff>} | protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex 0x0-Oxffffffff>}]}(1) |
packet_content_mask {offset_chunk_1 <value 0-31> <hex 0x0-Oxffffffff> | offset_chunk_2 <value
0-31> <hex Ox0-Oxffffffff> | offset_chunk_3 <value 0-31> <hex Ox0-Oxffffffff> | offset _chunk_4
<value 0-31> <hex 0x0-0xffffffff>}(1) | ipv6 {class | flowlabel | source_ipv6_mask <ipvémask> |
destination_ipv6_mask <ipvémask> | [tcp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex
0x0-0xffff>} | udp {src_port_mask <hex Ox0-0xffff> | dst_port_mask <hex 0x0-0xffff>} | icmp {type

| code}}(1)]

delete access_profile [profile_id <value 1-6> | profile_name <name 1-32> | all]

config access_profile [profile_id <value 1-6> | profile_name <name 1-32>] [add access_id
[auto_assign | <value 1-256>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask
<hex 0x0-0x0fff>} | source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr>
{mask <macmask>} | 802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>}(1) | ip {[vlan
<vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-0xO0fff>} | source_ip <ipaddr> {mask
<netmask>} | destination_ip <ipaddr> {mask <netmask>} | dscp <value 0-63> | [icmp {type <value
0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp {src_port <value 0-65535> {mask
<hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>} | flag [all | {urg | ack | psh |
rst | syn | fin}]} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-
65535> {mask <hex 0x0-0xffff>}} | protocol_id <value 0-255> {user_define <hex 0x0-0xffffffff>
{mask <hex 0x0-Oxffffffff>}}]}(1) | packet_content {offset_chunk_1 <hex 0x0-0xffffffff> {mask <hex
0x0-0xffffffff>} | offset_chunk_2 <hex Ox0-Oxffffffff> {mask <hex Ox0-0xffffffff>} | offset_chunk_3
<hex 0Ox0-0xffffffff> {mask <hex 0x0-O0xffffffff>} | offset_chunk_4 <hex 0x0-0xffffffff> {mask <hex
0x0-0xffffffff>}}(1) | ipv6 {class <value 0-255> | flowlabel <hex 0x0-0xfffff> | source_ipv6
<ipv6addr> {mask <ipvémask>} | destination_ipv6 <ipv6addr> {mask <ipvémask>} | [tcp {src_port
<value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>}} |
udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex
0x0-0xffff>}} | icmp {type <value 0-255> | code <value 0-255>}]}(1)] [port [<portlist> | all] |
vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>]] [permit {priority <value 0-7>
{replace_priority} | [replace_dscp_with <value 0-63> | replace_tos_precedence_with <value 0-7>]
| counter [enable | disable]} | mirror {group_id <value 1-4>} | deny] {time_range <range_name
32>} | delete access id <value 1-256>]

show access_profile {[profile_id <value 1-6> | profile_name <name 1-32>]}

config time_range <range_name 32> [hours start_time <time hh:mm:ss> end_time <time hh:mm:ss>
weekdays <daylist> | delete]

show time_range

show current_config access_profile

delete cpu access_profile [profile_id <value 1-5> | all]

create cpu access_profile profile_id <value 1-5> [ethernet {vlan | source_mac <macmask
000000000000-ffffffffffff> | destination_mac <macmask 000000000000-ffffffffffff> | 802.1p |
ethernet_type}(1) | ip {vlan | source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp
icmp {type | code} | igmp {type} | tcp {src_port mask <hex 0x0-0xffff> | dst port mask <hex
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0x0-0xffff> | flag_mask [all | {urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex 0x0-Oxffff>
| dst_port_mask <hex 0x0-0xffff>} | protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex
0x0-Oxffffffff>}]}(1) | packet_content_mask {offset_0-15 <hex 0x0-0xffffffff> <hex 0x0-Oxffffffff>
<hex OxO0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_16-31 <hex OxO-Oxffffffff> <hex OxO-Oxffffffff> <hex
Ox0-0xffffffff> <hex Ox0-Oxffffffff> | offset_32-47 <hex Ox0-Oxffffffff> <hex Ox0-0xffffffff> <hex 0x0-
Oxffffffff> <hex Ox0-Oxffffffff> | offset_48-63 <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex 0xO-
Oxffffffff> <hex Ox0-Oxffffffff> | offset_64-79 <hex Ox0-0xffffffff> <hex Ox0-0xffffffff> <hex OxO0-
Oxffffffff> <hex Ox0-0xffffffff>}(1) | ipv6 {class | flowlabel | source_ipv6_mask <ipvémask> |
destination_ipv6_mask <ipvémask>}(1)]

config cpu access_profile profile_id <value 1-5> [add access_id [auto_assign | <value 1-100>]
[ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] | source_mac <macaddr> |
destination_mac <macaddr> | 802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vlan
<vlan_name 32> | vlan_id <vlanid 1-4094>] | source_ip <ipaddr> | destination_ip <ipaddr> | dscp
<value 0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> | dst_port <value 0-65535> | flag [all | {urg | ack | psh | rst | syn | fin}]} |
udp {src_port <value 0-65535> | dst_port <value 0-65535>} | protocol_id <value 0-255>
{user_define <hex Ox0-0xffffffff>}]} | packet_content {offset_0-15 <hex 0x0-Oxffffffff> <hex 0xO-
Oxffffffff> <hex OxO0-0xffffffff> <hex Ox0-Oxffffffff> | offset_16-31 <hex 0x0-0xffffffff> <hex Ox0-
Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_32-47 <hex Ox0-Oxffffffff> <hex OxO0-
OXxFfffffff> <hex OxO0-Oxffffffff> <hex OxO-Oxffffffff> | offset_48-63 <hex Ox0-Oxffffffff> <hex 0xO0-
OXxFfffffff> <hex OxO0-Oxffffffff> <hex OxO-Oxffffffff> | offset_64-79 <hex OxO-Oxffffffff> <hex 0xO0-
OXxffffffff> <hex OxO-Oxffffffff> <hex Ox0-Oxffffffff>} | ipv6 {class <value 0-255> | flowlabel <hex 0x0-
Oxfffff> | source_ipv6 <ipv6addr> | destination_ipv6 <ipv6addr>}] port [<portlist> | all] [permit |
deny] {time_range <range name 32>} | delete access id <value 1-100>]

show cpu access_profile {profile_id <value 1-5>}

enable cpu_interface_filtering

disable cpu_interface_filtering

config flow_meter [profile_id <value 1-6> | profile_name <name 1-32>] access_id <value 1-256>
[rate [<value 0-1048576>] {burst_size [<value 0-131072>]} rate_exceed [drop_packet |
remark_dscp <value 0-63>] | tr_tcm cir <value 0-1048576> {cbs <value 0-131072>} pir <value 0-
1048576> {pbs <value 0-131072>} {[color_blind | color_aware]} {conform [permit | replace_dscp
<value 0-63>] {counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop]
{counter [enable | disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable |
disable]} | sr_tcm cir <value 0-1048576> cbs <value 0-131072> ebs <value 0-131072>
{[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>] {counter [enable |
disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} violate
[permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | delete]

show flow_meter {[profile_id <value 1-6> | profile_name <name 1-32>] {access_id <value 1-256>}}

5-1 create access_profile profile_id

Description

This command is used to create access list profiles.

<. Note: Please see the “Error! Reference source not found. Error! Reference source not
' found.” section for a configuration example and further information.

Format

create access_profile profile_id <value 1-6> profile_name <name 1-32> [ethernet {vlan {<hex
0x0-0x0fff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac <macmask
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000000000000-ffffffffffff> | 802.1p | ethernet_type}(1) | ip {vlan {<hex 0x0-0xOfff>} |
source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} |
igmp {type} | tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask
[all [{urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex 0x0-Oxffff>| dst_port_mask
<hex 0x0-0xffff>} | protocol_id_mask <hex 0x0-0Oxff> {user_define_mask <hex 0x0-0xffffffff>}]}(1)
| packet_content_mask {offset_chunk_1 <value 0-31> <hex 0x0-0xffffffff> | offset_chunk_2
<value 0-31> <hex 0x0-Oxffffffff> | offset_chunk_3 <value 0-31> <hex 0x0-Oxffffffff> |
offset_chunk_4 <value 0-31> <hex Ox0-0xffffffff>}(1) | ipv6 {class | flowlabel | source_ipv6_mask
<ipvbémask> | destination_ipv6_mask <ipvémask> | [tcp {src_port_mask <hex 0x0-0xffff> |
dst_port_mask <hex 0x0-Oxffff>} | udp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex
0x0-0xffff>} | icmp {type | code}]}(1)]

Parameters

<value 1-6> - Specify the profile ID between 1 and 6. The lower the profile ID, the higher the
priority.
profile_name - Specify a profile name.
<name 1-32> - The maximum length is 32 characters.
ethernet - Specify an Ethernet access control list rule.
vlan - Specify a VLAN mask. Only the last 12 bits of the mask will be considered.
<hex 0x0-0xO0fff> - (Optional) Specify a VLAN mask.
source_mac - Specify the source MAC mask.
<macmask 000000000000-ffffffffffff> - Specify the source MAC mask.
destination_mac - Specify the destination MAC mask.
<macmask 000000000000-ffffffffffff> - Specify the destination MAC mask.
802.1p - Speciy the 802.1p priority tag mask.
ethernet_type - Specify the Ethernet type.
ip - Specify an IP access control list rule.
vlan - Specify a VLAN mask. Only the last 12 bits of the mask will be considered.
<hex 0x0-0xO0fff> - (Optional) Specify a VLAN mask.
source_ip_mask - Specify an IP source submask.
<netmask> - Specify an IP source submask.
destination_ip_mask - Specify an IP destination submask.
<netmask> - Specify an IP destination submask.
dscp - Specify the DSCP mask.
icmp - Specify that the rule applies to ICMP traffic.
type - (Optional) Specify the ICMP packet type.
code - (Optional) Specify the ICMP code.
igmp - Specify that the rule applies to IGMP traffic.
type - (Optional) Specify the IGMP packet type.
tcp - Specify that the rule applies to TCP traffic.
src_port_mask - (Optional) Specify the TCP source port mask.
<hex 0x0-0xffff> - Specify the TCP source port mask.
dst_port_mask - (Optional) Specify the TCP destination port mask.
<hex 0x0-0xffff> - Specify the TCP destination port mask.
flag_mask - (Optional) Specify the TCP flag field mask.
all — Specify to check all paramenters below.
urg - (Optional) Specify Urgent Pointer field significant.
ack - (Optional) Specify Acknowledgment field significant.
psh - (Optional) Specify Push Function.
rst - (Optional) Specify to reset the connection.
syn - (Optional) Specify to synchronize sequence numbers.
fin - (Optional) No more data from sender.
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udp - Specify that the rule applies to UDP traffic.
src_port_mask - (Optional) Specify the TCP source port mask.
<hex 0x0-0xffff> - Specify the TCP source port mask.
dst_port_mask - (Optional) Specify the TCP destination port mask.
<hex 0x0-0xffff> - Specify the TCP destination port mask.
protocol_id_mask - Specify that the rule applies to the IP protocol ID traffic.
<hex 0x0-0xff> - Specify that the rule applies to the IP protocol ID traffic.
user_define_mask - (Optional) Specify the L4 part mask.
<hex Ox0-Oxffffffff> - Specify the L4 part mask.

packet_content_mask - A maximum of six offsets can be specified. Each offset defines one byte

of data which is identified as a single UDF field. The offset reference is also configurable. It

can be defined to start at the end of the tag, the end of the Ethernet type, or the end of the IP

header.

offset_chunk_1 - Specifies the offset chunk 1 that allows users to examine the specified
offset_chunks within a packet at one time and specifies the frame content offset and mask.
<value 0-31> - Enter the offset chunk 1 value here. This value must be between 0 and 31.
<hex 0x0-Oxffffffff> - Enter the offset chunk 1 mask value here.

offset_chunk_2 - Specifies the offset chunk 2 that allows users to examine the specified
offset_chunks within a packet at one time and specifies the frame content offset and mask.
<value 0-31> - Enter the offset chunk 2 value here. This value must be between 0 and 31.
<hex 0x0-Oxffffffff> - Enter the offset chunk 2 mask value here.

offset_chunk_3 - Specifies the offset chunk 3 that allows users to examine the specified
offset_chunks within a packet at one time and specifies the frame content offset and mask.
<value 0-31> - Enter the offset chunk 3 value here. This value must be between 0 and 31.
<hex 0x0-Oxffffffff> - Enter the offset chunk 3 mask value here.

offset_chunk_4 - Specifies the offset chunk 4 that allows users to examine the specified
offset_chunks within a packet at one time and specifies the frame content offset and mask.
<value 0-31> - Enter the offset chunk 4 value here. This value must be between 0 and 31.
<hex Ox0-Oxffffffff> - Enter the offset chunk 4 mask value here.

ipv6 - Specify the IPv6 filtering mask.
class - Specify the IPv6 class mask.
flowlabel - Specify the IPv6 flow label mask.
source_ipv6_mask - Specify the IPv6 source IP mask.
<ipvémask> - Specify the IPv6 source IP mask.
destination_ipv6_mask - Specify the IPv6 destination IP mask.
<ipvémask> - Specify the IPv6 destination IP mask.
tcp - Specify that the rule applies to TCP traffic.
src_port_mask - (Optional) Specify the TCP source port mask.
<hex Ox0-0xffff> - Specify the TCP source port mask.
dst_port_mask - (Optional) Specify the TCP destination port mask.
<hex Ox0-0xffff> - Specify the TCP destination port mask.
udp - Specify that the rule applies to UDP traffic.
src_port_mask - (Optional) Specify the TCP source port mask.
<hex 0x0-0xffff> - Specify the TCP source port mask.
dst_port_mask - (Optional) Specify the TCP destination port mask.
<hex 0x0-0xffff> - Specify the TCP destination port mask.
icmp - Specify that the rule applies to ICMP traffic.
type - (Optional) Specify the ICMP packet type.
code - (Optional) Specify the ICMP code.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To create access list profiles:

DGS-3420-28SC:admin#create access_profile profile_id 1 profile_name 1 ethernet
vlan source_mac FF-FF-FF-FF-FF-FF destination_mac 00-00-00-FF-FF-FF 802.1p
ethernet_type

Command: create access_profile profile_id 1 profile_name 1 ethernet vlan
source_mac FF-FF-FF-FF-FF-FF destination_mac 00-00-00-FF-FF-FF 802.1p
ethernet_type

Success.
DGS-3420-28SC:admin#

DGS-3420-28SC:admin#create access_profile profile_id 2 profile_name 2 ip vlan
source_ip_mask 255.255.255.255 destination_ip_mask 255.255.255.0 dscp icmp

Command: create access_profile profile_id 2 profile_name 2 ip vlan
source_ip_mask 255.255.255.255 destination_ip_mask 255.255.255.0 dscp icmp

Success.

DGS-3420-28SC:-admin#

5-2 delete access_profile

Description

This command is used to delete access list profiles.

Format

delete access_profile [profile_id <value 1-6> | profile_name <name 1-32> | all]

Parameters

profile_id - Specify the index of the access list profile.
<value 1-6> - Specify the index of the access list profile. Enter a value between 1 and 6.

profile_name - Specify the profile name.
<name 1-32> - Specify the profile name. The maximum length is 32 characters.

all - Specify the whole access list profile to delete.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete access list profiles:

|DGS—3420—285C:admin#delete access_profile profile_id 1
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Command: delete access_profile profile_id 1

Success.

DGS-3420-28SC:admin#

5-3 config access_profile

Description

This command is used to configure access list entries.

)

<. Note: Please see the “Error! Reference source not found. Error! Reference source not
‘ found.” section for a configuration example and further information.

Format

config access_profile [profile_id <value 1-6> | profile_name <name 1-32>] [add access_id
[auto_assign | <value 1-256>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask
<hex 0x0-0x0fff>} | source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr>
{mask <macmask>} | 802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>}(1) | ip {[vlan
<vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-0x0fff>} | source_ip <ipaddr>{mask
<netmask>} | destination_ip <ipaddr>{mask <netmask>} | dscp <value 0-63> | [icmp {type
<value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp {src_port <value 0-65535>
{mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>} | flag [all | {urg | ack
| psh | rst|syn | fin}]} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value
0-65535> {mask <hex 0x0-0xffff>}} | protocol_id <value 0-255> {user_define <hex 0x0-0xffffffff>
{mask <hex 0x0-Oxffffffff>}}]}(1) | packet_content {offset_chunk_1 <hex Ox0-Oxffffffff> {mask
<hex Ox0-Oxffffffff>} | offset_chunk_2 <hex Ox0-Oxffffffff> {mask <hex Ox0-Oxffffffff>} |
offset_chunk_3 <hex 0x0-0xffffffff> {mask <hex Ox0-Oxffffffff>} | offset_chunk_4 <hex 0x0-
Oxffffffff> {mask <hex Ox0-Oxffffffff>}}(1) | ipv6 {class <value 0-255> | flowlabel <hex 0x0-Oxfffff>
| source_ipv6 <ipvbaddr> {mask <ipvémask>} | destination_ipv6 <ipv6addr> {mask <ipvémask>}
| [tcp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex
0x0-0xffff>}} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-
65535> {mask <hex Ox0-0xffff>}} | icmp {type <value 0-255> | code <value 0-255>}]}(1)] [port
[<portlist> | all] | vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>]] [permit {priority
<value 0-7> {replace_priority} | [replace_dscp_with <value 0-63> |
replace_tos_precedence_with <value 0-7>] | counter [enable | disable]} | mirror {group_id
<value 1-4>} | deny] {time_range <range_name 32>} | delete access_id <value 1-256>]

Parameters

profile_id - Specify the index of the access list profile.
<value 1-6> - Specify the value between 1 and 6.

profile_name - Specify the profile name.
<name 1-32> - Specify the profile name. The maximum length is 32 characters.

add access_id - Specify the index of the access list entry. The lower the access ID, the higher the
priority.
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auto_assign - Specify to automatically assign the access ID.
<value 1-256> - Specify a value between 1 and 256.

ethernet - Specify an Ethernet access control list rule.
vlan - Specify the VLAN name.
<vlan_name 32> -Specify the VLAN name. The maximum length is 32 characters.
vlanid - Specify the VLAN ID.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.
mask - (Optional) Specify the mask.
<hex 0x0-0x0fff> - Specify the mask.
source_mac - Specify the source MAC address.
<macaddr> - Specify the source MAC address.
mask - (Optional) Specify the mask.
<macmask> - Specify the mask.
destination_mac - Specify the destination MAC address.
<macaddr> - Specify the destination MAC address.
mask - (Optional) Specify the mask.
<macmask> - Specify the mask.
802.1p - Specify the value of the 802.1p priority tag.
<value 0-7> - Specify the value of the 802.1p priority tag. The priority tag ranges from 1 to 7.
ethernet_type - Specify the Ethernet type.
<hex 0x0-0xffff> - Specify the Ethernet type.

ip - Specify an IP access control list rule.
vlan - Specify the VLAN name.
<vlan_name 32> -Specify the VLAN name. The maximum length is 32 characters.
vlanid - Specify the VLAN ID.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.
mask - (Optional)Specify the mask.
<hex 0x0-0x0fff> - Specify the mask.
source_ip - Specify an IP source address.
<ipaddr> - Specify an IP source address.
mask - (Optional) Specify the mask.
<netmask> - Specify the mask.
destination_ip - Specify an IP destination address.
<ipaddr> - Specify an IP destination address.
mask - (Optional) Specify the mask.
<netmask> - Specify the mask.
dscp - Specify the value of DSCP.
<value 0-63> - Specify the value of DSCP. The DSCP value ranges from 0 to 63.
icmp - Specify the ICMP.
type - (Optional) Specify that the rule will apply to the ICMP Type traffic value.
<value 0-255> - Specify the value between 0 and 255.
code - (Optional) Specify that the rule will apply to the ICMP Code traffic value.
<value 0-255> - Specify the value between 0 and 255.
igmp - Specify the IGMP.
type - (Optional) Specify that the rule will apply to the IGMP Type traffic value.
<value 0-255> - Specify the value between 0 and 255.
tcp - Specify TCP.
src_port - (Optional) Specify that the rule will apply to a range of TCP source ports.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex 0x0-0xffff> - Specify the mask.
dst_port - (Optional) Specify that the rule will apply to a range of TCP destination ports.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex Ox0-0xffff> - Specify the mask.

110



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

flag - Specify the TCP flag field value.
all — Specify to check all paramenters below.
urg - (Optional) Specify Urgent Pointer field significant.
ack - (Optional) Specify Acknowledgment field significant.
psh - (Optional) Specify Push Function.
rst - (Optional) Specify to reset the connection.
syn - (Optional) Specify to synchronize sequence numbers.
fin - (Optional) No more data from sender.
udp - Specify UDP.
src_port - (Optional) Specify the UDP source port range.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex 0x0-0xffff> - Specify the mask.
dst_port - (Optional) Specify the UDP destination port range.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex 0x0-0xffff> - Specify the mask.
protocol_id - Specify that the rule will apply to the value of IP protocol ID traffic.
<value 0-255> - Specify the value between 0 and 255.
user_define - (Optional) Specify that the rule will apply to the IP protocol ID and that the mask
options behind the IP header, which has a length of 4 bytes.
<hex 0x0-Oxffffffff> - Specify that the rule will apply to the IP protocol ID and that the mask
options behind the IP header, which has a length of 4 bytes.
mask - (Optional) Specify the mask.
<hex 0x0-Oxffffffff> - Specify the mask.

packet_content - Specify the packet content for the user defined mask.
offset_chunk_1 - Specifies the contents of the offset trunk 1 to be monitored.
<hex 0x0-0xffffffff> - Enter the contents of the offset trunk 1 to be monitored here.
mask - Specifies an additional mask for each field.
<hex 0x0-Oxffffffff> - Enter the additional mask value used here.
offset_chunk_2 - Specifies the contents of the offset trunk 2 to be monitored.
<hex Ox0-Oxffffffff> - Enter the contents of the offset trunk 2 to be monitored here.
mask - Specifies an additional mask for each field.
<hex Ox0-Oxffffffff> - Enter the additional mask value used here.
offset_chunk_3 - Specifies the contents of the offset trunk 3 to be monitored.
<hex Ox0-Oxffffffff> - Enter the contents of the offset trunk 3 to be monitored here.
mask - Specifies an additional mask for each field.
<hex Ox0-Oxffffffff> - Enter the additional mask value used here.
offset_chunk_4 - Specifies the contents of the offset trunk 4 to be monitored.
<hex Ox0-Oxffffffff> - Enter the contents of the offset trunk 4 to be monitored here.
mask - Specifies an additional mask for each field.
<hex Ox0-Oxffffffff> - Enter the additional mask value used here.

ipv6 - Specify that the rule applies to IPv6 fields.
class - Specify the value of the IPv6 class.
<value 0-255> - Specify the value between 0 and 255.
flowlabel - Specify the value of the IPv6 flow label.
<hex 0x0-0xfffff> - Specify the value of the IPv6 flow label.
source_ipv6 - Specify the value of the IPv6 source address.
<ipv6addr> - Specify the value of the IPv6 source address.
mask - (Optional) Specify the mask.
<ipvémask> - Specify the mask.
destination_ipv6 - Specify the value of the IPv6 destination address.
<ipv6addr> - Specify the value of the IPv6 destination address.
mask - (Optional) Specify the mask.
<ipvémask> - Specify the mask.
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tcp - Specify TCP.
src_port - (Optional) Specify the TCP source port range.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex Ox0-0xffff> - Specify the mask.
dst_port - (Optional) Specify the TCP destination port range.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex 0x0-0xffff> - Specify the mask.
udp - Specify UDP.
src_port - (Optional) Specify the UDP source port range.
<value 0-65535> - Specify the value between 0 and 65535.
mask - (Optional) Specify the mask.
<hex 0x0-0xffff> - Specify the mask.
dst_port - (Optional) Specify the UDP destination port range.
<value 0-65535> - Specify the value between 0 and 65535.
mask - Specify the mask.
<hex 0x0-0xffff> - Specify the mask.
icmp - Specifies that the rule applies to the value of ICMP traffic.
type - Specifies that the rule applies to the value of ICMP type traffic.
<value 0-255> - Enter the ICMP type value used here. This value must be between 0 and
255.
code - Specifies that the rule applies to the value of ICMP code traffic.
<value 0-255> - Enter the ICMP code value used here. This value must be between 0 and
255.

port - The access profile rule may be defined for each port on the switch. The port list is specified by
listing the lowest switch number and the beginning port number on that switch, separated by a
colon.
<portlist> - Specify a list of ports.
all - Specify that the access rule will apply to all ports.

vlan_based - Specify the VLAN-based ACL rule. There are two conditions: this rule will apply to all
ports and packets must belong to the configured VLAN. It can be specified by VLAN name or
VLAN ID.
vlan - Specify the VLAN name.
<vlan_name 32> - Specify the VLAN name. The maximum length is 32 characters.
vlan_id - Specify the VLAN ID.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.

permit - Specify the packets that match the access profile are permit by the switch.

priority - (Optional) Specify the packets that match the access profile are remap the 802.1p priority
tag field by the switch.
<value 0-7> - Specify the value between 0 and 7.

replace_priority - (Optional) Specify the packets that match the access profile remarking the 802.1p
priority tag field by the switch.

replace_dscp_with - (Optional) Specify the DSCP of the packets that match the access profile are
modified according to the value.
<value 0-63> - Specify the value between 0 and 63.

replace_tos_precedence_with - (Optional) Specify that the IP precedence of the outgoing packet is
changed with the new value. If used without an action priority, the packet is sent to the default TC.
<value 0-7> - Specify the value between 0 and 7.

counter - (Optional) Specifies whether the ACL counter feature will be enabled or disabled.
enable - Specify whether the ACL counter feature is enabled. If the rule is not bound with the flow
meter, all matching packets are counted. If the rule is bound with the flow meter, then the
“counter” is overridden.
disable - Specify whether the ACL counter feature is disabled. The default option is disabled.

mirror - Specify that packets matching the access profile are copied to the mirror port.
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group_id - Specifies the group ID used.
<value 1-4> - Enter the group ID used here. This value must be between 1 and 4.

deny - Specify the packets that match the access profile are filtered by the switch.

time_range - (Optional) Specify the name of this time range entry.
<range_name 32> - Specify the name of this time range entry. The maximum length is 32
characters.

delete access_id - Specify to delete the access ID.
<value 1-256> - Specify the value between 1 and 256.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure an access list entry:

DGS-3420-28SC:admin#config access_profile profile_id 1 add access_id 1 ip vlan
default source_ip 20.2.2.3 destination_ip 10.1.1.252 dscp 3 icmp port 1 permit

Command: config access_profile profile_id 1 add access_id 1 ip vlan default
source_ip 20.2.2.3 destination_ip 10.1.1.252 dscp 3 icmp port 1 permit

Success.

DGS-3420-28SC:admin#

5-4 show access_profile

Description

This command is used to display the current access list table.

Format

show access_profile {[profile_id <value 1-6> | profile_name <name 1-32>]}

Parameters

profile_id - (Optional) Specify the index of the access list profile.
<value 1-6> - Specify the profile ID between 1 and 6.

profile_name - (Optional) Specify the name of the access list profile.
<name 1-32> - Specify the profile name between 1 and 32.

Restrictions

None.
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Example

To display the current access list table:

DGS-3420-28SC:admin#show access_profile
Command: show access_profile

Access Profile Table
Total User Set Rule Entries : 3

Total Used HW Entries - 19
Total Available HW Entries : 1005

Profile ID: 1 Profile Name: 1 Type: Ethernet
Mask on

VLAN 1D > OxFF

Source MAC: FF-FF-FF-FF-FF-00

802.1p

Available HW Entries: 254

Rule ID : 1 Ports: 1-10
Match on:

VLAN 1D -2 Mask : OxFFF

Source MAC : 00-01-02-03-04-00
Action:

Permit

Replaced Priority to 2
Replace DSCP to 33

Matched Count: O packets
Rule ID : 256 (auto assign) Ports: -
Match on:
VLAN ID : 8
Source MAC : 00-01-02-03-04-00
802.1p
Action:
Deny

Profile ID: 3 Profile Name: 3 Type: 1PV4
Mask on

Source IP - 255.255.255.0

TCP

Source Port : OxO0FF
Available HW Entries: 254

Rule ID : 4 Ports: 1-28
Match on:
Source IP : 192.168.1.0
TCP
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Source Port: 210 Mask : OxOFFF
Action:
Mirror

Profile ID: 2 Profile Name: IMPBv4

Mask
Source MAC : FF-FF-FF-FF-FF-FF
Source IP : 255.255.255.255
Consumed HW Entries: 2

Rule ID : 1 Ports: 1
Match on
Source MAC : 00-05-04-03-02-01 Mask : FF-FF-FF-FF-FF-FF
Source Ip : 10.10.10.1 Mask : 255.255.255.255
Action:
Permit

Rule ID : 2 Ports: 1
Match on

Any
Action:

Deny

Profile I1D: 3 Profile Name: VLAN Counter
Consumed HW Entries: 9

Profile ID: 4 Profile Name: System
Consumed HW Entries: 4

DGS-3420-28SC:-admin#

)

<. Note: “Total User Set Entries” indicates the total number of ACL rules created by the user.

) “Total Used HW Entries” indicates the total number of hardware entries used in the
device. “Available HW Entries” indicates the total number of available hardware entries
in the device.

To display an access profile that supports an entry mask for each rule:

DGS-3420-28SC:admin#show access_profile profile_id 2
Command: show access_profile profile_id 2

Access Profile Table

Profile ID: 2 Profile Name: 2 Type: Ethernet
Mask on
VLAN : OxF
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Source MAC : FF-FF-FF-00-00-00
Destination MAC : 00-00-00-FF-FF-FF
Available HW Entries: 255

Rule ID : 22 Ports: 1-7
Match on:
VLAN 1D - 8 Mask : OxFFF
Source MAC : 00-01-02-03-04-05 Mask : FF-FF-FF-FF-FF-FF

Destination MAC : 00-05-04-03-02-00 Mask : FF-FF-FF-FF-FF-00
Action:
Deny

DGS-3420-28SC:admin#

To display the packet content mask profile for the profile with an ID of 5:

DGS-3420-28SC:admin#show access_profile profile_id 5
Command: show access_profile profile_id 5

Access Profile Table

Profile ID: 5 Profile name: 5 Type: User Defined
MASK on
offset_chunk_1 : O value : Ox0000FFFF

Available HW Entries : 256

DGS-3420-28SC:admin#

5-5 config time_range
Description

This command is used to define a specific range of time to activate a function on the Switch by
specifying which time range in a day and which days in a week are covered in the time range. Note
that the specified time range is based on SNTP time or configured time. If this time is not available,
then the time range will not be met.

Format

config time_range <range_name 32> [ hours start_time < hh:mm:ss> end_time< hh:mm:ss>
weekdays <daylist> | delete]
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Parameters

<range_name 32> - Specify the name of the time range settings.

hours start_time - Specify the starting time in a day. (24-hr time). For example, 19:00 means 7PM.
19 is also acceptable. The start_time must be smaller than the end_time.
< hh:mm:ss> - Specify the time.

end_time - Specify the ending time in a day. (24-hr time)
< hh:mm:ss> - Specify the time.

weekdays - Specify the list of days contained in the time range. Use a dash to define a period of
days. Use a comma to separate specific days. For example, mon-fri (Monday to Friday)

sun, mon, fri (Sunday, Monday, and Friday)
<daylist> - Specify a list of days.

delete - Delete a time range profile. When a time range profile has been associated with ACL entries,
the deletion of this time range profile will fail.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the range of time to activate a function on the switch:

DGS-3420-28SC:admin#config time_range testdaily hours start_time 12:0:0 end_time
13:0:0 weekdays mon,fri

Command: config time_range testdaily hours start_time 12:0:0 end_time 13:0:0
weekdays mon,fri

Success.

DGS-3420-28SC:admin#

5-6 show time_range

Description

This command is used to display current time range settings.

Format

show time_range

Parameters

None.

Restrictions

None.
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Example

To display current time range setting:

DGS-3420-28SC:admin#show time_range
Command: show time_range

Time Range Information

Range Name :  testdaily
Weekdays :  Mon,Fri
Start Time - 12:00:00
End Time - 13:00:00

Total Entries :1

DGS-3420-28SC:admin#

5-7 show current_config access_profile

Description

This command is used to display the ACL part of the current configuration, when logged in with user
level privileges. The overall current configuration can be displayed by using the show config command,
which is accessible with administrator level privileges.

Format

show current_config access_profile

Parameters

None.

Restrictions

None.

Example
To display the ACL part of the current configuration:

DGS-3420-28SC:admin#show current_config access_profile
Command: show current_config access_profile

# ACL
create access_profile Ethernet vlan profile_id 1
config access_profile profile_id 1 add access_id 1 ethernet vlan default port 1
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permit

create access_profile ip source_ip_mask 255.255.255 profile_id 2

config access_profile profile_id 2 add access_id 1 ip source_ip 10.10.10.10
port 2 deny

DGS-3420-28SC:-admin#

5-8 delete cpu access profile

Description

This command is used to delete CPU access list profiles.

Format

delete cpu access_profile [profile_id <value 1-5> | all]

Parameters

profile_id - Specify the index of the access list profile.
<value 1-5> - Specify the value between 1 and 5.

all - Specify to delete all the access list profiles.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete access list rules:

DGS-3420-28SC:admin#delete cpu access_profile profile_id 3
Command: delete cpu access_profile profile_id 3

Success.

DGS-3420-28SC:-admin#

5-9 create cpu access_profile profile_id

Description

This command is used to create CPU access list profiles.
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Format

create cpu access_profile profile_id <value 1-5> [ethernet {vlan | source_mac <macmask
000000000000-ffffffffffff> | destination_mac <macmask 000000000000-ffffffffffff> | 802.1p |
ethernet_type}(1) | ip {vlan | source_ip_mask <netmask> | destination_ip_mask <netmask> |
dscp | [icmp {type | code} | igmp {type} | tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask
<hex Ox0-0xffff> | flag_mask [all | {urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex
0x0-0xffff> | dst_port_mask <hex 0x0-Oxffff>} | protocol_id_mask <hex 0x0-0xff>
{user_define_mask <hex 0x0-Oxffffffff>}]}(1) | packet_content_mask {offset_0-15 <hex 0x0-
Oxfffffff> <hex Ox0-Oxffffffff> <hex 0x0-Oxffffffff> <hex OxO0-Oxffffffff> | offset_16-31 <hex OxO-
Oxfffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_32-47 <hex 0xO-
Oxfffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_48-63 <hex 0xO-
Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_64-79 <hex 0xO-
Oxffffffff> <hex 0x0-Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff>}(1) | ipv6 {class | flowlabel |
source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask>}(1)]

Parameters

<value 1-5> - Specify a value between 1 and 5.

ethernet - Specify an Ethernet CPU access control list rule.
vlan - Specify a VLAN mask.
source_mac - Specify the source MAC mask.
<macmask000000000000-ffffffffffff> - Specify the source MAC mask.
destination_mac - Specify the destination MAC mask.
<macmask 000000000000-ffffffffffff> - Specify the destination MAC mask.
802.1p - Specify the 802.1p priority tag mask.
ethernet_type - Specify the Ethernet type mask.

ip - Specify an IP CPU access control list rule.
vlan - Specify a VLAN mask.
source_ip_mask - Specify an IP source submask.
<netmask> - Specify an IP source submask.
destination_ip_mask - Specify an IP destination submask.
<netmask> - Specify an IP destination submask.
dscp - Specify the DSCP mask.
icmp - Specify that the rule applies to ICMP traffic.
type - (Optional) Specify the ICMP packet type.
code - (Optional) Specify the ICMP code.
igmp - Specify that the rule applies to IGMP traffic.
type - (Optional) Specify the IGMP packet type.
tcp - Specify that the rule applies to TCP traffic.
src_port_mask - (Optional) Specify the TCP source port mask.
<hex Ox0-0xffff> - Specify the TCP source port mask.
dst_port_mask - (Optional) Specify the TCP destination port mask.
<hex Ox0-0xffff> - Specify the TCP destination port mask.
flag_mask - (Optional) Specify the TCP flag field mask.
all — Specify to check all paramenters below.
urg - (Optional) Specify Urgent Pointer field significant.
ack - (Optional) Specify Acknowledgment field significant.
psh - (Optional) Specify Push Function.
rst - (Optional) Specify to reset the connection.
syn - (Optional) Specify to synchronize sequence numbers.
fin - (Optional) No more data from sender.
udp - Specify that the rule applies to UDP traffic.
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src_port_mask - (Optional) Specify the UDP source port mask.
<hex 0x0-0xffff> - Specify the UDP source port mask.
dst_port_mask - (Optional) Specify the UDP destination port mask.
<hex 0x0-0xffff> - Specify the UDP destination port mask.
protocol_id_mask - Specify that the rule applies to the IP protocol ID traffic.
<hex 0x0-0xff> - Specify that the rule applies to the IP protocol ID traffic.
user_define_mask - (Optional) Specify the L4 part mask
<hex Ox0-Oxffffffff> - Specify the L4 part mask

packet_content_mask - Specify the packet content mask.
offset_0-15 - Specify the mask for packet bytes 0-15.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 0-3.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 4-7.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 8-11.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 12-15.
offset_16-31 - Specify the mask for packet bytes 16-31.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 16-19.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 20-23.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 24-27.
<hex 0x0-0xffffffff> - Specify the mask for packet bytes 28-31.
offset_32-47 - Specify the mask for packet bytes 32-47
<hex 0x0-0xffffffff> - Specify the mask for packet bytes 32-35.
<hex 0x0-0Oxffffffff> - Specify the mask for packet bytes 36-39.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 40-43.
<hex 0x0-0xffffffff> - Specify the mask for packet bytes 44-47.
offset_48-63 - Specify the mask for packet bytes 48-63.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 48-51.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 52-55.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 56-59.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 60-63.
offset_64-79 - Specify the mask for packet bytes 64-79.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 64-67.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 68-71.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 72-75.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 76-79.

ipv6 - Specify the IPv6 mask.
class - Specify the IPv6 class mask.
flowlabel - Specify the IPv6 flow label mask.
source_ipv6_mask - Specify the IPv6 source IP mask.
<ipvémask> - Specify the IPv6 source IP mask.
destination_ipv6_mask - Specify the IPv6 destination IP mask.
<ipvémask> - Specify the IPv6 destination IP mask.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create CPU access list profiles:

DGS-3420-28SC:admin#create cpu access_profile profile_id 1 ethernet vlan
Command: create cpu access_profile profile_id 1 ethernet vlan

Success.
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DGS-3420-28SC:admin#create cpu access_profile profile_id 2 ip source_ip_mask
255.255.255.255

Command: create cpu access_profile profile_id 2 ip source_ip_mask 255.255.255.25
5

Success.

DGS-3420-28SC:-admin#

5-10 config cpu access_profile profile_id

Description

This command is used to configure CPU access list entries.

Format

config cpu access_profile profile_id <value 1-5>[add access_id [auto_assign | <value 1-100>]
[ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] | source_mac <macaddr> |
destination_mac <macaddr> | 802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vlan
<vlan_name 32> | vlan_id <vlanid 1-4094>] | source_ip <ipaddr> | destination_ip <ipaddr> |
dscp <value 0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>}
| tcp {src_port <value 0-65535> | dst_port <value 0-65535> | flag [all | {urg | ack | psh | rst | syn |
fin}]} | udp {src_port <value 0-65535> | dst_port <value 0-65535>} | protocol_id <value 0-255>
{user_define <hex Ox0-Oxffffffff>}]} | packet_content {offset_0-15 <hex O0x0-Oxffffffff> <hex 0x0-
Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_16-31 <hex 0x0-Oxffffffff> <hex 0xO0-
Oxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_32-47 <hex Ox0-0xffffffff> <hex 0xO0-
Oxffffffff> <hex OxO-Oxffffffff> <hex Ox0-Oxffffffff> | offset_48-63 <hex Ox0-Oxffffffff> <hex 0xO0-
Ooxffffffff> <hex Ox0-Oxffffffff> <hex Ox0-Oxffffffff> | offset_64-79 <hex 0x0-Oxffffffff> <hex 0x0-
Oxffffffff> <hex Ox0-0xffffffff> <hex Ox0-Oxffffffff>} | ipv6 {class <value 0-255> | flowlabel <hex
0x0-0xfffff> | source_ipv6 <ipv6addr> | destination_ipv6 <ipv6addr>}] port [<portlist> | all]
[permit | deny] {time_range <range_name 32>} | delete access_id <value 1-100>]

Parameters

<value 1-5> - Specify the index of the CPU access list profile.

add access_id - Specify the index of an access list entry to add. The range of this value is 1 to 100.
auto_assign - Specify to automatically assign the access ID.
<value 1-100> - Specify an access ID between 1 and 100.

ethernet - Specify an Ethernet CPU access control list rule.
vlan - Specify the VLAN name.
<vlan_name 32> -Specify the VLAN name. The maximum length is 32 characters.
vlanid - Specify the VLAN ID.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.
source_mac - Specify the source MAC address.
<macaddr> - Specify the source MAC address.
destination_mac - Specify the destination MAC address.
<macaddr> - Specify the destination MAC address.
802.1p - Specify the value of the 802.1p priority tag.
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<value 0-7> - Specify the value of the 802.1p priority tag. The priority tag ranges from 1 to 7.
ethernet_type - Specify the Ethernet type.
<hex 0x0-0xffff> - Specify the Ethernet type.

ip - Specify an IP access control list rule.
vlan - Specify the VLAN name.
<vlan_name 32> -Specify the VLAN name. The maximum length is 32 characters.
vlanid - Specify the VLAN ID.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.
source_ip - Specify an IP source address.
<ipaddr> - Specify an IP source address.
destination_ip - Specify an IP destination address.
<ipaddr> - Specify an IP destination address.
dscp - Specify the value of DSCP.
<value 0-63> - Specify the value of DSCP. The DSCP value ranges from 0 to 63.
icmp - Specify the ICMP.
type - (Optional) Specify that the rule will apply to the ICMP Type traffic value.
<value 0-255> - Specify the value between 0 and 255.
code - (Optional) Specify that the rule will apply to the ICMP Code traffic value.
<value 0-255> - Specify the value between 0 and 255.
igmp - Specify the IGMP.
type - (Optional) Specify that the rule will apply to the IGMP Type traffic value.
<value 0-255> - Specify the value between 0 and 255.
tcp - Specify TCP.
src_port - (Optional) Specify that the rule will apply to a range of TCP source ports.
<value 0-65535> - Specify the value between 0 and 65535.
dst_port - (Optional) Specify that the rule will apply to a range of TCP destination ports.
<value 0-65535> - Specify the value between 0 and 65535.
flag - Specify the TCP flag field value.
all — Specify to check all paramenters below.
urg - (Optional) Specify Urgent Pointer field significant.
ack - (Optional) Specify Acknowledgment field significant.
psh - (Optional) Specify Push Function.
rst - (Optional) Specify to reset the connection.
syn - (Optional) Specify to synchronize sequence numbers.
fin - (Optional) No more data from sender.
udp - Specify UDP.
src_port - (Optional) Specify the UDP source port range.
<value 0-65535> - Specify the value between 0 and 65535.
dst_port - (Optional) Specify the UDP destination port range.
<value 0-65535> - Specify the value between 0 and 65535.
protocol_id - Specify that the rule will apply to the value of IP protocol ID traffic.
<value 0-255> - Specify the value between 0 and 255.
user_define - (Optional) Specify that the rule will apply to the IP protocol ID and that the mask
options behind the IP header, which has a length of 4 bytes.
<hex Ox0-Oxffffffff> - Specify that the rule will apply to the IP protocol ID and that the mask
options behind the IP header , which has a length of 4 bytes.

packet_content - Specifies that the access control list rule will be set to packet content.
offset_0-15 - Specify the mask for packet bytes 0-15.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 0-3.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 4-7.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 8-11.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 12-15.
offset_16-31 - Specify the mask for packet bytes 16-31.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 16-19.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 20-23.
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<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 24-27.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 28-31.
offset_32-47 - Specify the mask for packet bytes 32-47
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 32-35.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 36-39.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 40-43.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 44-47.
offset_48-63 - Specify the mask for packet bytes 48-63.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 48-51.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 52-55.
<hex 0x0-0xffffffff> - Specify the mask for packet bytes 56-59.
<hex 0x0-0xffffffff> - Specify the mask for packet bytes 60-63.
offset_64-79 - Specify the mask for packet bytes 64-79.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 64-67.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 68-71.
<hex 0x0-Oxffffffff> - Specify the mask for packet bytes 72-75.
<hex Ox0-Oxffffffff> - Specify the mask for packet bytes 76-79.

ipv6 - Specify that the rule applies to IPv6 fields.
class - Specify the value of the IPv6 class.
<value 0-255> - Specify the value between 0 and 255.
flowlabel - Specify the value of the IPv6 flow label.
<hex 0x0-0xfffff> - Specify the value of the IPv6 flow label.
source_ipv6 - Specify the value of the IPv6 source address.
<ipv6addr> - Specify the value of the IPv6 source address.
destination_ipv6 - Specify the value of the IPv6 destination address.
<ipv6addr> - Specify the value of the IPv6 destination address.

port - Specify the port number to configure.
<portlist> - Specify a list of ports.
all - Specify to configure all ports.

permit - Specify the packets that match the access profile are permitted by the switch.
deny - Specify the packets that match the access profile are filtered by the switch.

time_range - (Optional) Specify the name of this time range entry.
<range_name 32> - Specify the name of this time range entry. The maximum length is 32
characters.

delete access_id - Specify to delete the access ID.
<value 1-100> - Specify the value between 1 and 100.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure access list entry:

DGS-3420-28SC:admin#config cpu access_profile profile_id 1 add access_id 1 ethernet
vlan default port 1-3 deny

Command: config cpu access_profile profile_id 1 add access_id 1 ethernet vlan
default port 1-3 deny

Success.

DGS-3420-28SC:-admin#
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5-11 show cpu access _profile

Description

This command is used to display the current CPU access list table.

Format

show cpu access_profile {profile_id <value 1-5>}

Parameters

profile_id - (Optional) Specify the index of an access list profile.
<value 1-5> - Specify value between 1 and 5.

Restrictions

None.

Example

To display the current CPU access list table:

DGS-3420-28SC:admin#show cpu access_profile
Command: show cpu access_profile

CPU Interface Filtering State: Disabled

CPU Interface Access Profile Table

Total Unused Rule Entries : 93

Total Used Rule Entries -7
Profile ID: 1 Type: IPv4
MASK on
Dest IP : 255.255.255.255
1GMP

Unused Rule Entries: 93

Rule ID : 1 Ports: 2

Match on
IGMP

Action:
Deny
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Profile ID: 2 Type: 1Pv4
MASK on
Dest IP : 255.255.0.0

Unused Rule Entries: 93

Rule ID : 1 Ports: 1-28
Time Range: ben

Match on
Dest IP : 10.90.90.12 Mask : 255.255.255.255

Action:
Deny

Profile ID: 4 Type: 1PVv6

MASK on
UbDP
Source Port : OXFFFF

Unused Rulle Entries: 93

Rule ID : 99 (auto assign) Ports: 1

Match on
UDP
Source Port : 1234

Action:
Permit

Rule ID : 100 (auto assign) Ports: 1

Match on
UDP
Source Port : O Mask : 0OxO

Action:
Permit
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Profile ID: 5 Type: IPv6
MASK on
Class
Flow Label
Source IPv6 Addr : FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
Dest IPv6 Addr : FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF:FFFF
TCP
Source Port . OXFFFF
Dest Port . OXFFFF

Unused Rule Entries: 93

Rule ID : 1 Ports: 1
Match on
Class 123

Flow Label : 0x12345
Source I1Pv6 : 2001::

Mask : FFFF::
Dest IPv6 - 2002::
Mask - FFFF::
TCP
Source Port : 1024
Dest Port -0 Mask : 0OxO
Action:
Permit

Rule ID : 100 (auto assign) Ports: 1

Match on
Class 127
Flow Label : 0x67890

Action:
Deny

Profile ID: 6 Type: User Defined

MASK on
Offset 0-15 : OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF OxFFFFFFFF

Unused Rulle Entries: 93
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Rule ID : 1 Ports: 1

Match on
Offset 0-15 : 0x12345678 0x12345678 0x12345678 0x12345678

Action:
Permit

DGS-3420-28SC:admin#

5-12 enable cpu_interface_filtering

Description

This command is used to enable CPU interface filtering.

Format

enable cpu_interface_filtering

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable CPU interface filtering:

DGS-3420-28SC:admin#enable cpu_interface_filtering
Command: enable cpu_interface_filtering

Success.

DGS-3420-28SC:admin#

5-13 disable cpu_interface_filtering

Description

This command is used to disable CPU interface filtering.
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Format

disable cpu_interface_filtering

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable CPU interface filtering:

DGS-3420-28SC:-admin#disable cpu_interface_filtering
Command: disable cpu_interface_filtering

Success.

DGS-3420-28SC:-admin#

5-14 config flow_meter

Description

This command is used to configure the flow-based metering function. The metering function supports
three modes: single rate two color, single rate three color, and two rate three color. The access rule
must be created before the parameters of this function can be applied. For the single rate two color
mode, users may set the preferred bandwidth for this rule, in Kbps, and once the bandwidth has been
exceeded, overflowing packets will either be dropped or remarked DSCP, depending on the user
configuration. For single rate three color mode, users need to specify the committed rate, in Kbps, the
committed burst size, and the excess burst size. For the two rate three color mode, users need to
specify the committed rate in Kbps, the committed burst size, the peak rate and the peak burst size.
The green color packet will be treated as the conforming action, the yellow color packet will be treated
as the exceeding action, and the red color packet will be treated as the violating action.

The replace DSCP action can be performed on packets that conform (GREEN) and packets that do
not conform (YELLOW and RED). If drop YELLOW/RED is selected, the action to replace the DSCP
will not take effect. The color mapping for both “single rate three color” and “two rate three color” mode
follow RFC 2697 and RFC 2698 in the color-blind situation.

Format

config flow_meter [profile_id <value 1-6> | profile_name <name 1-32>] access_id <value 1-256>
[rate [<value 0-1048576>] {burst_size [<value 0-131072>]} rate_exceed [drop_packet |

remark_dscp <value 0-63>] | tr_tcm cir <value 0-1048576> {cbs <value 0-131072>} pir <value 0-
1048576> {pbs <value 0-131072>} {[color_blind | color_aware]} {conform [permit | replace_dscp
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<value 0-63>] {counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop]
{counter [enable | disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable
| disable]} | sr_tcm cir <value 0-1048576> cbs <value 0-131072> ebs <value 0-131072>
{[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>] {counter [enable |
disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]}
violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | delete]

Parameters

profile_id - Specify the index of the access list profile.
<value 1-6> - Specify the value between 1 and 6.

profile_name - Specify the name of the profile.
<name 1-32> - Specify the name of the profile. The maximum length is 32 characters.

access_id - Specify the index of the access list entry.
<value 1-256> - Specify the value between 1 and 256.

rate - Specify the rate for single rate two color mode. Specify the committed bandwidth in Kbps for
the flow.
<value 0-1048576>- Specify the value between 0 and 1048576.

burst_size - (Optional) Specify the burst size for the single rate two color mode. The unit is Kbyte.
<value 0-131072> - Specify the value between 0 and 131072.

rate_exceed - Specify the action for packets that exceed the committed rate in single rate two color
mode. The action can be specified as one of the following:
drop_packet - Drop the packet immediately.
remark_dscp - Mark the packet with a specified DSCP. The packet is set to drop for packets with
a high precedence.
<value 0-63> - Specify the value between 0 and 63.

tr_tcm - Specify the “two-rate three-color mode.”

cir -Specify the Committed Information Rate. The unit is Kbps. CIR should always be equal or
less than PIR.
<value 0-1048576> - Specify the value between 0 and 1048576.

cbs - (Optional) Specify the Committed Burst Size. The unit is Kbyte.
<value 0-131072> - Specify the value between 0 and 131072.

pir - Specify the Peak information Rate. The unit is Kbps. PIR should always be equal to or
greater than CIR.
<value 0-1048576> - Specify the value between 0 and 1048576.

pbs - (Optional) Specify the Peak Burst Size. The unit is Kbyte.
<value 0-131072> - Specify the value between 0 and 131072.

color_blind - Specifies the meter mode as color-blind. The default is color-blind mode.
color_aware - Specifies the meter mode as color-aware. The final color of the packet is determined
by the initial color of the packet and the metering result.

conform - (Optional) This field denotes the green packet flow. Green packet flows may have their
DSCP field rewritten to a value stated in this field. Users may also choose to count green packets
by using counter parameter.
permit - Enter this parameter to allow packet flows that are in the green flow.
replace_dscp - Packets that are in the green flow may have their DSCP field rewritten using this
parameter and entering the DSCP value to replace.
<value 0-63> - Specify the value between 0 and 63.
counter - (Optional) Use this parameter to enable or disable the packet counter for the specified
ACL entry in the green flow.
enable - Enable the packet counter for the specified ACL entry in the green flow.
disable - Disable the packet counter for the specified ACL entry in the green flow.

exceed - This field denotes the yellow packet flow. Yellow packet flows may have excess packets
permitted through or dropped. Users may replace the DSCP field of these packets by checking its
radio button and entering a new DSCP value in the allotted field.
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permit - Enter this parameter to allow packet flows that are in the yellow flow.
replace_dscp - Specifies to change the DSCP of the packet.
<value 0-63> - Enter the replacement DSCP of the packet here. This value must be between 0
and 63.
drop - Enter this parameter to drop packets that are in the yellow flow.
counter - (Optional) Use this parameter to enable or disable the packet counter for the specified
ACL entry in the green flow.
enable - Enable the packet counter for the specified ACL entry in the green flow.
disable - Disable the packet counter for the specified ACL entry in the green flow.

violate - This field denotes the red packet flow. Red packet flows may have excess packets
permitted through or dropped. Users may replace the DSCP field of these packets by checking its
radio button and entering a new DSCP value in the allotted field.
permit - Enter this parameter to allow packet flows that are in the red flow.
replace_dscp - Specifies to change the DSCP of the packet.
<value 0-63> - Enter the replacement DSCP of the packet here. This value must be between 0
and 63.
drop - Enter this parameter to drop packets that are in the red flow.
counter - (Optional) Use this parameter to enable or disable the packet counter for the specified
ACL entry in the green flow.
enable - Enable the packet counter for the specified ACL entry in the green flow.
disable - Disable the packet counter for the specified ACL entry in the green flow.

sr_tcm - Specify the “single-rate three-color mode”.
cir -Specify the Committed Information Rate. The unit is in Kbps.
<value 0-1048576> - Specify the value between 0 and 1048576.
cbs - Specify the Committed Burst Size. The unit is in Kbyte.
<value 0-131072> - Specify the value between 0 and 131072.
ebs - Specify the Excess Burst Size. The unit is Kbyte.
<value 0-131072> - Specify the value between 0 and 131072.

color_blind - Specifies the meter mode as color-blind. The default is color-blind mode.
color_aware - Specifies the meter mode as color-aware. The final color of the packet is determined
by the initial color of the packet and the metering result.

conform - (Optional) This field denotes the green packet flow. Green packet flows may have their
DSCP field rewritten to a value stated in this field. Users may also choose to count green packets
by using counter parameter.
permit - Enter this parameter to allow packet flows that are in the green flow.
replace_dscp - Packets that are in the green flow may have their DSCP field rewritten using this
parameter and entering the DSCP value to replace.
<value 0-63> - Specify the value between 0 and 63.
counter - (Optional) Use this parameter to enable or disable the packet counter for the specified
ACL entry in the green flow.
enable - Enable the packet counter for the specified ACL entry in the green flow.
disable - Disable the packet counter for the specified ACL entry in the green flow.

exceed - This field denotes the yellow packet flow. Yellow packet flows may have excess packets
permitted through or dropped. Users may replace the DSCP field of these packets by checking its
radio button and entering a new DSCP value in the allotted field.
permit - Enter this parameter to allow packet flows that are in the yellow flow.
replace_dscp - Specifies to change the DSCP of the packet.
<value 0-63> - Enter the replacement DSCP of the packet here. This value must be between 0
and 63.
drop - Enter this parameter to drop packets that are in the yellow flow.
counter - (Optional) Use this parameter to enable or disable the packet counter for the specified
ACL entry in the green flow.
enable - Enable the packet counter for the specified ACL entry in the green flow.
disable - Disable the packet counter for the specified ACL entry in the green flow.

violate - This field denotes the red packet flow. Red packet flows may have excess packets
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permitted through or dropped. Users may replace the DSCP field of these packets by checking its
radio button and entering a new DSCP value in the allotted field.
permit - Enter this parameter to allow packet flows that are in the red flow.
replace_dscp - Specifies to change the DSCP of the packet.
<value 0-63> - Enter the replacement DSCP of the packet here. This value must be between 0
and 63.
drop - Enter this parameter to drop packets that are in the red flow.
counter - (Optional) Use this parameter to enable or disable the packet counter for the specified
ACL entry in the green flow.
enable - Enable the packet counter for the specified ACL entry in the green flow.
disable - Disable the packet counter for the specified ACL entry in the green flow.
delete - Use this parameter to delete the specified flow meter.

Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure a two rate, three color flow meter:

DGS-3420-28SC:admin#config Flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 cbs
200 pir 2000 pbs 200 conform replace_dscp 21 exceed drop violate permit

Command: config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 cbs 200 pir
2000 pbs 200 conform replace_dscp 21 exceed drop violate permit

Success.

DGS-3420-28SC:admin#

To replace DSCP action changed to perform on conform (green) and unconform (yellow and red)
packets:

DGS-3420-28SC:-admin# config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 cbs
200 pir 2000 pbs 200 exceed permit replace_dscp 21 violate permit replace_dscp 21

Command: config flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 cbs 200 pir
2000 pbs 200 exceed permit replace_dscp 21 violate permit replace_dscp 21

Success.

DGS-3420-28SC:-admin#

5-15 show flow _meter

Description

This command is used to display the flow meter table.
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Format

show flow_meter {[profile_id <value 1-6> | profile_name <name 1-32>] {access_id <value 1-
256>}}

Parameters

profile_id - (Optional) Specify the profile ID.
<value 1-6> - Specify the profile ID. Enter a value between 1 and 6.

profile_name - (Optional) Specify the name of the profile.
<name 1-32> - Specify the name of the profile. The maximum length is 32 characters.

access_id - (Optional) Specify the access ID.
<value 1-256> - Specify the access ID. Enter a value between 1 and 256.

Restrictions

None.

Example

To display the flow meter configuration:

DGS-3420-28SC:admin#show flow_meter
Command: show flow_meter

Flow Meter Information

Profile ID:1 Aceess ID:1 Mode : trTCM / ColorBlind
CIR(Kbps) :1000 CBS(Kbyte) :200 PIR(Kbps) :2000 PBS(Kbyte) :200
Action:
Conform : Permit Counter: Disabled
Exceed : Permit Replace DSCP: 21 Counter: Disabled
Violate : Permit Replace DSCP: 21  Counter: Disabled

Total Entries: 1

DGS-3420-28SC:-admin#
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Chapter 6 Access Control List
(ACL) Egress Command
List

create egress_access_profile profile_id <value 1-4> profile_name <name 1-32> [ethernet {vlan
{<hex 0x0-0xO0fff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac
<macmask 000000000000-ffffffffffff> | 802.1p | ethernet_type} | ip {vlan {<hex 0x0-0xOfff>} |
source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} | igmp
{type} | tcp {src_port_mask <hex 0x0-0xffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask [all |
{urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex 0x0-0xffff> | dst_port_mask<hex 0xO-
Oxffff>} | protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex 0x0-0Oxffffffff>}]} | ipv6 {class |
source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask> | [tcp {src_port_mask <hex
0x0-0xffff> | dst_port_mask <hex 0x0-0xffff>} | udp {src_port_mask <hex 0x0-0xffff> |
dst port mask <hex 0x0-0xffff>} | icmp {type | code}]}]

delete egress_access_profile [profile_id <value 1-4> | profile_name <name 1-32> | all]

config egress_access_profile [profile_id <value 1-4> | profile_name <name 1-32>] [add access_id
[auto_assign | <value 1-128>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask
<hex 0x0-0x0fff>} | source_mac <macaddr> {mask <macmask>} | destination_mac <macaddr>
{mask <macmask>} | 802.1p <value 0-7> | ethernet_type <hex 0x0-0xffff>} | ip {[vlan <vlan_name
32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-0xO0fff>} | source_ip <ipaddr> {mask <netmask>} |
destination_ip <ipaddr> {mask <netmask>} | dscp <value 0-63> | [icmp {type <value 0-255> |
code <value 0-255>} | igmp {type <value 0-255>} | tcp {src_port <value 0-65535> {mask <hex
0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>} | flag [all | {urg | ack | psh | rst |
syn | fin}]} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-65535>
{mask <hex 0x0-0xffff>}} | protocol_id <value 0-255> {user_define <hex 0x0-0xffffffff> {mask <hex
0x0-0xffffffff>}}]} | ipv6 {class <value 0-255> | source_ipv6 <ipv6addr> {mask <ipvémask>} |
destination_ipv6 <ipv6addr> {mask <ipvémask>} | [tcp {src_port <value 0-65535> {mask <hex
0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>}} | udp {src_port <value 0-65535>
{mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>}} | icmp {type <value
0-255> | code <value 0-255>}]}] [vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] |
port_group [id <value 1-64> | name <name 16>] | port <port>] [permit {replace_priority_with
<value 0-7> | replace_dscp_with <value 0-63> | counter [enable | disable]} | deny] {time_range
<range name 32>} | delete access_id <value 1-128>]

show egress_access_profile {[profile_id <value 1-4> | profile_name <name 1-32>]}

show current_config egress_access_profile

config egress_flow_meter [profile_id <value 1-4> | profile_name <name 1-32>] access_id <value 1-
128> [rate <value 0-1048576> {burst_size <value 0-131072>} rate_exceed [drop_packet |
remark_dscp <value 0-63>] | tr_tcm cir <value 0-1048576> {cbs <value 0-131072>} pir <value 0-
1048576> {pbs <value 0-131072>} {[color_blind | color_aware]} {conform [permit | replace_dscp
<value 0-63>] {counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop]
{counter [enable | disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable |
disable]} | sr_tcm cir <value 0-1048576> cbhs <value 0-131072> ebs <value 0-131072>
{[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>] {counter [enable |
disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} violate
[permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | delete]

show egress_flow_meter {[profile_id <value 1-4> | profile_name <name 1-32>] {access_id <valuel-

128>}}
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create port_group id <value 1-64> name <name 16>

config port_group [id <value 1-64> | name <name 16>] [add | delete] [<portlist> | all]

delete port_group [id <value 1-64> | name <name 16>]

show port_group {id <value 1-64> | name <name 16>}

6-1 create egress_access_profile

Description

This command is used to create an egress access list profile. For example, for some hardware, it may
be invalid to specify destination IPv6 address and source IPv6 address at the same time. The user will
be prompted for these limitations.

Format

create egress_access_profile profile_id <value 1-4> profile_name <name 1-32> [ethernet {vlan
{<hex 0x0-0x0fff>} | source_mac <macmask 000000000000-ffffffffffff> | destination_mac
<macmask 000000000000-ffffffffffff> | 802.1p | ethernet_type} | ip {vlan {<hex 0x0-OxOfff>} |
source_ip_mask <netmask> | destination_ip_mask <netmask> | dscp | [icmp {type | code} |
igmp {type} | tcp {src_port_mask <hex 0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff> | flag_mask
[all [{urg | ack | psh | rst | syn | fin}]} | udp {src_port_mask <hex 0x0-Oxffff>| dst_port_mask
<hex Ox0-0xffff>} | protocol_id_mask <hex 0x0-0xff> {user_define_mask <hex Ox0-Oxffffffff>}]} |
ipv6 {class | source_ipv6_mask <ipvémask> | destination_ipv6_mask <ipvémask> | [tcp
{src_port_mask <hex O0x0-Oxffff> | dst_port_mask <hex 0x0-0xffff>} | udp {src_port_mask <hex
0x0-0Oxffff> | dst_port_mask <hex 0x0-0xffff>} | icmp {type | code}]}]

Parameters

profile_id - Specifies the index of the egress access list profile. The lower the profile ID, the higher
the priority.
<value 1-4> - Enter the profile ID used here. This value must be between 1 and 4.

profile_name - The name of the profile must be specified. The maximum length is 32 characters.
<name 1-32> - Enter the profile name used here. This name can be up to 32 characters long.

ethernet - Specifies this is an Ethernet mask.
vlan - (Optional) Specifies a VLAN mask.
<hex 0x0-0xOfff> - Enter the VLAN mask used here.
source_mac - (Optional) Specifies the source MAC mask.
<macmask 000000000000-ffffffffffff> - Enter the source MAC mask used here.
destination_mac - (Optional) Specifies the destination MAC mask.
<macmask 000000000000-ffffffffffff> - Enter the destination MAC mask used here.
802.1p - (Optional) Specifies 802.1p priority tag mask.
ethernet_type - (Optional) Specifies the Ethernet type mask.

ip - Specifies this is an IPv4 mask.

vlan - (Optional) Specifies a VLAN mask.
<hex 0x0-0xOfff> - Enter the VLAN mask used here.

source_ip_mask - (Optional) Specifies a source IP address mask.
<netmask> - Enter the source network mask used here.

destination_ip_mask - (Optional) Specifies a destination IP address mask.
<netmask> - Enter the destination network mask used here.

dscp - (Optional) Specifies the DSCP mask.

icmp - (Optional) Specifies that the rule applies to ICMP traffic.
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type - Specifies the type of ICMP traffic.
code - Specifies the code of ICMP traffic.
igmp - (Optional) Specifies that the rule applies to IGMP traffic.
type - Specifies the type of IGMP traffic.
tcp - (Optional) Specifies that the rule applies to TCP traffic.
src_port_mask - Specifies the TCP source port mask.
<hex 0x0-0xffff> - Enter the TCP source port mask value here.
dst_port_mask - Specifies the TCP destination port mask.
<hex 0x0-0xffff> - Enter the TCP source port mask value here.
flag_mask - (Optional) Specifies the TCP flag field mask.
all - Specifies that the TCP flag field mask will be set to "all'.
urg - Specifies that the TCP flag field mask will be set to 'urg'.
ack - Specifies that the TCP flag field mask will be set to 'ack'.
psh - Specifies that the TCP flag field mask will be set to 'psh'.
rst - Specifies that the TCP flag field mask will be set to 'rst'.
syn - Specifies that the TCP flag field mask will be set to 'syn'.
fin - Specifies that the TCP flag field mask will be set to ‘fin".
udp - (Optional) Specifies that the rule applies to UDP traffic.
src_port_mask - Specifies the UDP source port mask.
<hex 0x0-0xffff> - Enter the UDP source port mask value here.
dst_port_mask - Specifies the UDP destination port mask.
<hex 0x0-0xffff> - Enter the UDP destination port mask value here.
protocod_id_mask - (Optional) Specifies that the rule applies to IP protocol ID traffic.
<hex 0x0-0xff> - Enter the protocol ID mask value here.
user_define_mask - (Optional) Specifies that the rule applies to the IP protocol ID, and that the
mask option behind the IP header length is 20 bytes.
<hex Ox0-Oxffffffff> - Enter the user-defined mask value here.

ipv6 - (Optional) Specifies this is an IPv6 mask.
class - (Optional) Specifies the IPv6 class.
source_ipv6_mask - (Optional) Specifies an IPv6 source sub-mask.
<ipvémask> - Enter the IPv6 source sub-mask value here.
destination_ipv6_mask - Specifies an IPv6 destination sub-mask.
<ipvémask> - Enter the IPv6 destination sub-mask value here.
tcp - (Optional) Specifies that the following parameter are application to the TCP configuration.
src_port_mask - Specifies an IPv6 Layer 4 TCP source port mask.
<hex 0x0-0xffff> - Enter the Ipv6 TCP source port mask value here.
dst_port_mask - Specifies an IPv6 Layer 4 TCP destination port mask.
<hex 0x0-0xffff> - Enter the Ipv6 TCP destination port mask value here.
udp - (Optional) Specifies that the following parameter are application to the UDP configuration.
src_port_mask - Specifies an IPv6 Layer 4 UDP source port mask.
<hex 0x0-0xffff> - Enter the Ipv6 UDP source port mask value here.
dst_port_mask - Specifies an IPv6 Layer 4 UDP destination port mask.
<hex 0x0-0xffff> - Enter the Ipv6 UDP destination port mask value here.
icmp - (Optional) Specifies that the rule applies to ICMP traffic.
type - Specifies the type of ICMP traffic.
code - Specifies the code of ICMP traffic.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create an egress access list profile with the name “eap-eth-bc” and assign the profile ID to be 1:
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DGS-3420-28SC:-admin# create egress_access_profile profile_id 1 profile_name eap-
eth-bc ethernet source_mac FF-FF-FF-FF-FF-FF

Command: create egress_access_profile profile_id 1 profile_name eap-eth-bc ethernet
source_mac FF-FF-FF-FF-FF-FF

DGS-3420-28SC:admin#

6-2 delete egress_access_profile

Description

Delete egress access profile command can only delete the profile which is created by egress ACL
module.

Format

delete egress_access_profile [profile_id <value 1-4> | profile_name <name 1-32> | all]

Parameters

profile_id - Specifies the index of the egress access list profile.
<value 1-4> - Enter the profile ID used here. This value must be between 1 and 4.

profile_name - Specifies the name of the profile. The maximum length is 32 characters.
<name 1-32> - Enter the profile name used here. This name can be up to 32 characters long.
all - Specifies that the whole egress access list profile will be deleted.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete egress access list profile ID 1:

DGS-3420-28SC:-admin# delete egress_access_profile profile_id 1
Command: delete egress_access_profile profile_id 1

Success.

DGS-3420-28SC:admin#

6-3 config egress_access_profile

Description

This command is used to configure egress access list entries.
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Format

config egress_access_profile [profile_id <value 1-4> | profile_name <name 1-32>] [add
access_id [auto_assign | <value 1-128>] [ethernet {[vlan <vlan_name 32> | vlan_id <vlanid 1-
4094>] {mask <hex 0x0-0x0fff>} | source_mac <macaddr> {mask <macmask>} |
destination_mac <macaddr> {mask <macmask>} | 802.1p <value 0-7> | ethernet_type <hex 0x0-
Oxffff>} | ip {[vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] {mask <hex 0x0-0x0fff>} |
source_ip <ipaddr>{mask <netmask>} | destination_ip <ipaddr> {mask <netmask>} | dscp
<value 0-63> | [icmp {type <value 0-255> | code <value 0-255>} | igmp {type <value 0-255>} | tcp
{src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-
Oxffff>} | flag [all | {urg | ack | psh | rst | syn | fin}]} | udp {src_port <value 0-65535> {mask <hex
0x0-0xffff>} | dst_port <value 0-65535> {mask <hex 0x0-0xffff>}} | protocol_id <value 0-255>
{user_define <hex Ox0-Oxffffffff> {mask <hex Ox0-0xffffffff>}}]} | ipv6 {class <value 0-255> |
source_ipv6 <ipvbaddr>{mask <ipvémask>} | destination_ipv6 <ipv6addr> {mask <ipvémask>}
| [tcp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-65535> {mask <hex
0x0-0xffff>}} | udp {src_port <value 0-65535> {mask <hex 0x0-0xffff>} | dst_port <value 0-
65535> {mask <hex 0x0-0xffff>}} | icmp {type <value 0-255> | code <value 0-255>}]}]
[vlan_based [vlan <vlan_name 32> | vlan_id <vlanid 1-4094>] | port_group [id <value 1-64> |
name <name 16>] | port <port>] [permit {replace_priority_with <value 0-7> | replace_dscp_with
<value 0-63> | counter [enable | disable]} | deny] {time_range <range_name 32>} | delete
access_id <value 1-128>]

Parameters

profile_id - Specifies the index of the egress access list profile.
<value 1-4> - Enter the profile ID used here. This value must be between 1 and 4.

profile_name - Specifies the name of the profile.
<name 1-32> - Enter the profile name here. This name can be up to 32 characters long.

add - Specifies to add a profile or rule.

access_id - Specifies the index of the access list entry. If the auto_assign option is selected, the
access ID is automatically assigned. The lower the access ID, the higher the priority.
auto assign - Specifies that the access ID will be configured automatically.
<value 1-128> - Enter the access ID used here. This value must be between 1 and 128.

ethernet - Specifies an Ethernet egress ACL rule.
vlan - (Optional) Specifies the VLAN name.
<vlan_name 32> - Enter the VLAN name used for this configuration here. This name can be
up to 32 characters long.
vlanid - Specifies a VLAN ID.
<vlanid 1-4094> - Enter the VLAN ID used for this congfiguration here. This value must be
between 1 and 4094.
mask - (Optional) Specifies the mask used.
<hex 0x0-x0fff> - Enter the mask value used here.
source_mac - (Optional) Specifies the source MAC address.
<macaddr> - Enter the source MAC address used here.
mask - Specifies that source MAC mask used.
<macmask> - Enter the source MAC mask value here.
destination_mac - Specifies the destination MAC address.
<macaddr> - Enter the destination MAC address used here.
mask - Specifies that destination MAC mask used.
<macmask> - Enter the destination MAC mask value here.
802.1p - (Optional) Specifies the value of the 802.1p priority tag. The priority tag ranges from 1 to
7.
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<value 0-7> - Enter the 802.1p priority tag used here.
ethernet_type - (Optional) Specifies the Ethernet type.
<hex 0x0-0xffff> - Enter the Ethernet type mask used here.

ip - Specifies an IP egress ACL rule.
vlan - (Optional) Specifies the VLAN name.
<vlan_name 32> - Enter the VLAN name used for this configuration here. This name can be
up to 32 characters long.
vlanid - Specifies a VLAN ID.
<vlanid 1-4094> - Enter the VLAN ID used for this congfiguration here. This value must be
between 1 and 4094.
mask - (Optional) Specifies the mask used.
<hex 0x0-x0fff> - Enter the mask value used here.
source_ip - (Optional) Specifies an IP source address.
<ipaddr> - Enter the source IP address used here.
mask - Specifies the source IP address used here.
<netmask> - Enter the source network mask here.
destination_ip - (Optional) Specifies an IP destination address.
<ipaddr> - Enter the destination IP address used here.
mask - Specifies the destination IP address used here.
<netmask> - Enter the destination network mask here.
dscp - (Optional) Specifies the value of DSCP. The DSCP value ranges from 0 to 63.
<value 0-63> - Enter the DSCP value used here. This value must be between 0 and 63.
icmp - (Optional) Specifies that the following parameters configured will apply to the ICMP
configuration.
type - Specifies that the rule will apply to the ICMP type traffic value.
<value 0-255> - Enter the ICMP traffic type value here. This value must be between 0 and
255,
code - Specifies that the rule will apply to the ICMP code traffic value.
<value 0-255> - Enter the ICMP code traffic value here. This value must be between 0 and
255,
igmp - (Optional) Specifies that the following parameters configured will apply to the IGMP
configuration.
type - Specifies that the rule will apply to the IGMP type traffic value.
<value 0-255> - Enter the IGMP type traffic value here. This value must be between 0 and
255,
tcp - (Optional) Specifies that the following parameters configured will apply to the TCP
configuration.
src_port - Specifies that the rule will apply to a range of TCP source ports.
<value 0-65535> - Enter the source port value here. This value must be between 0 and
65535.
mask - Specifies the TCP source port mask here.
<hex 0x0-0xffff> - Enter the TCP source port mask value here.
dst_port - Specifies that the rule will apply to a range of TCP destination ports.
<value 0-65535> - Enter the destination port value here. This value must be between 0 and
65535.
mask - Specifies the TCP destination port mask here.
<hex Ox0-0xffff> - Enter the TCP destination port mask value here.
flag - (Optional) Specifies the TCP flag fields.
all - Specifies that the TCP flag field will be set to 'all'.
urg - Specifies that the TCP flag field will be set to 'urg'.
ack - Specifies that the TCP flag field will be set to 'ack’.
psh - Specifies that the TCP flag field will be set to 'psh'.
rst - Specifies that the TCP flag field will be set to 'rst'.
syn - Specifies that the TCP flag field will be set to 'syn'.
fin - Specifies that the TCP flag field will be set to 'fin'.
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udp - (Optional) Specifies that the following parameters configured will apply to the UDP
configuration.
src_port - Specifies the UDP source port range.
<value 0-65535> - Enter the UDP source port range value here.
mask - Specifies the UDP source port mask here.
<hex 0x0-0xffff> - Enter the UDP source port mask value here.
dst_port - Specifies the UDP destination port range.
<value 0-65535> - Enter the UDP destination port range value here.
mask - Specifies the UDP destination port mask here.
<hex 0x0-0xffff> - Enter the UDP destination port mask value here.
protocol_id - (Optional) Specifies that the rule will apply to the value of IP protocol ID traffic.
<value 0-255> - Enter the protocol ID used here. This value must be between 0 and 255.
user_define - (Optional) Specifies that the rule will apply to the IP protocol ID and that the mask
options behind the IP header, which has a length of 20 bytes.
<hex 0x0-Oxffffffff> - Enter the user-defined mask value here.
mask - Specifies the user-defined mask here.
<hex 0x0-Oxffffffff> - Enter the user-defined mask value here.

ipv6 - Specifies the rule applies to IPv6 fields.
class - (Optional) Specifies the value of IPv6 class.
<value 0-255> - Enter the IPv6 class value here. This value must be between 0 and 255.
source_ipv6 - (Optional) Specifies the value of IPv6 source address.
<ipv6addr> - Enter the source IPv6 source address here.
mask - Specifies the IPv6 source address mask here.
<ipvémask> - Enter the IPv6 source address mask value here.
destination_ipv6 - (Optional) Specifies the value of IPv6 destination address.
<ipv6addr> - Enter the source IPv6 destination address here.
mask - Specifies the IPv6 destination address mask here.
<ipvémask> - Enter the IPv6 destination address mask value here.
tcp - (Optional) Specifies the TCP protocol
src_port - Specifies the value of the IPv6 layer 4 TCP source port.
<value 0-65535> - Enter the IPv6 TCP source port value here. This value must be between
0 and 65535.
mask - Specifies the IPv6 TCP source port mask here.
<hex 0x0-0xffff> - Enter the IPv6 TCP source port mask value here.
dst_port - Specifies the value of the IPv6 layer 4 TCP destination port.
<value 0-65535> - Enter the IPv6 TCP destination port value here. This value must be
between 0 and 65535.
mask - Specifies the IPv6 TCP destination port mask here.
<hex 0x0-0xffff> - Enter the IPv6 TCP destination port mask value here.
udp - (Optional) Specifies the UDP protocol.
src_port - Specifies the value of the IPv6 layer 4 UDP source port.
<value 0-65535> - Enter the IPv6 UDP source port value here. This value must be between
0 and 65535.
mask - Specifies the IPv6 UDP source port mask here.
<hex 0x0-0xffff> - Enter the IPv6 UDP source port mask value here.
dst_port - Specifies the value of the IPv6 layer 4 UDP destination port.
<value 0-65535> - Enter the IPv6 UDP destination port value here. This value must be
between 0 and 65535.
mask - Specifies the IPv6 UDP destination port mask here.
<hex 0x0-0xffff> - Enter the IPv6 UDP destination port mask value here.
icmp - (Optional) Specifies that the following parameters configured will apply to the ICMP
configuration.
type - Specifies that the rule will apply to the ICMP type traffic value.
<value 0-255> - Enter the ICMP traffic type value here. This value must be between 0 and
255.
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code - Specifies that the rule will apply to the ICMP code traffic value.
<value 0-255> - Enter the ICMP code traffic value here. This value must be between 0 and
255.
vlan_based - The rule applies on the specified VLAN.
vlan - Specifies the VLAN name.
<vlan_name 32> - Enter the VLAN name used for this configuration here. This name can
be up to 32 characters long.
vlanid - Specifies a VLAN ID.
<vlanid 1-4094> - Enter the VLAN ID used for this congfiguration here. This value must be
between 1 and 4094.

port_group - Specifies the port group value here.
id - Specifies the ID of the port group which the rule applies.
<value 1-64> - Enter the group ID value here. This value must be between 1 and 64.

name - Specifies the name of the port group which the rule applies.
<name 16> - Enter the port group name here. This name can be up to 16 characters long.

port - Specifies the port in the port group used.
<port> - Enter the port number used here.

permit - Specifies that packets matching the egress access rule are permitted by the switch.

replace_priority_with - (Optional) Specifies the packets that match the egress access rule are
changed the 802.1p priority tag field by the switch.
<value 0-7> - Enter the replace priority with value here. This value must be between 0 and 7.

replace_dscp_with - (Optional) Specifies the packets that match the egress access rule are
changed the DSCP value by the switch.
<value 0-63> - Enter the replace DSCP with value here. This value must be between 0 and 63.

counter - (Optional) Specifies whether the ACL counter feature is enabled or disabled. This
parameter is optional. The default option is disabled. If the rule is not bound with the flow_meter,
all matching packets are counted. If the rule is bound with the flow_meter, then the “counter” is
overridden.
enable - Specifies that the ACL counter feature will be enabled.
disable - Specifies that the ACL counter feature will be disabled.

deny - Specifies the packets that match the egress access rule are filtered by the switch.

time_range - (Optional) Specifies the name of the time range entry.
<range_name 32> - Enter the time range value here. This name can be up to 32 characters long.

delete - Specifies to delete a profile or rule.

access_id - Specifies the index of the access list entry. If the auto_assign option is selected, the
access ID is automatically assigned.
<value 1-128> - Enter the access ID used here. This value must be between 1 and 128.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure a port-base egress access rule that when the packet go out switch which match the
specified source IP, DSCP and destination IP field, it will not be dropped:
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DGS-3420-28SC:-admin# config egress_access_profile profile_id 2 add access_id
auto_assign ip source_ip 10.0.0.1 dscp 25 destination_ip 10.90.90.90 port_group id
1 permit

Command: config egress_access_profile profile_id 2 add access_id auto_assign ip
source_ip 10.0.0.1 dscp 25 destination_ip 10.90.90.90 port_group id 1 permit

Success.

DGS-3420-28SC:-admin#

To configure a vlan-base egress access rule that when the packet go out switch which match the
specified source MAC field, it will be dropped:

DGS-3420-28SC:-admin# config egress_access_profile profile_id 2 add access_id 1
ethernet source_mac 11-22-33-44-55-66 vlan_based vlan_id 1 deny

Command: config egress_access_profile profile_id 2 add access_id 1 ethernet
source_mac 11-22-33-44-55-66 vlan_based vlan_id 1 deny

Success.

DGS-3420-28SC:-admin#

6-4 show egress_access _profile

Description

This command is used to display current egress access list table.

Format

show egress_access_profile {[profile_id <value 1-4> | profile_name <name 1-32>]}

Parameters

profile_id - (Optional) Specifies the index of the egress access list profile.
<value 1-4> - Enter the profile ID here. This value must be between 1 and 4.

profile_name - (Optional) Specifies the name of the profile. The maximum length is 32 characters.
<name 1-32> - Enter the profile name here. This name can be up to 32 characters long.

If no parameter is specified, will show the all egress access profile.

Restrictions

None.

Example

To display current egress access list table:

DGS-3420-28SC:admin# show egress_access_profile
Command: show access_profile
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Egress Access Profile Table

Total User Set Rule Entries : 3
Total Used Hardware Entries -3
Total Available Hardware Entries : 253

Profile ID: 1 Profile name: 1 Type: Ethernet
Mask on
Source MAC : FF-FF-FF-FF-FF-FF

Available Hardware Entries : 127

Rule ID : 1 Port group: -
Match on
VLAN 1D -1
Source MAC : 00-00-00-00-00-01
Action:
Permit
Profile ID: 2 Profile name: 2 Type: IPv4
Mask on
Source IP - 255.255.255.255
Destination IP - 255.255.255.255
DSCP

Available Hardware Entries : 126

Rule ID : 1 (auto assign) Port group: 1

Match on
Source IP : 10.0.0.2
Destination IP : 10.90.90.90
DSCP - 25

Action:
Permit
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Rule ID :© 2 (auto assign) Port group: 1

Match on
Source IP : 10.0.0.1
Destination IP : 10.90.90.90
DSCP - 25

Action:
Permit

Matched Count : O packets

DGS-3420-28SC:admin#

The following example displays an egress access profile that supports an entry mask for each rule:

DGS-3420-28SC:admin# show egress_access_profile profile_id 1
Command: show egress_access_profile profile_id 1

Egress Access Profile Table

Profile ID: 1 Profile name: 1 Type: Ethernet
Mask on
Source MAC : FF-FF-FF-FF-FF-FF

Available Hardware Entries : 127

Rule ID : 1 Port group: -
Match on

VLAN 1D o1

Source MAC : 00-00-00-00-00-01
Action:

Permit

DGS-3420-28SC:-admin#

6-5 show current_config egress_access_profile

Description

This command is used to display the egress ACL part of current configuration in user level of privilege.
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The overall current configuration can be displayed by “show config” command which is accessible in
administrator level of privilege.

Format

show current_config egress_access_profile

Parameters

None.

Restrictions

None.

Example

To display current configuration of egress access list table:

DGS-3420-28SC:admin# show current_config egress_access_profile
Command: show current_config egress_access_profile

# Egress ACL

create egress_access_profile profile_id 1 profile_name 1 ethernet source_mac FF-
FF-FF-FF-FF-FF

config egress_access_profile profile_id 1 add access_id 1 ethernet source_mac 00
-00-00-00-00-01 vlan_based vlan_id 1 permit

create egress_access_profile profile_id 2 profile_name 2 ip source_ip_mask 255.2

55.255.255 destination_ip_mask 255.255.255.255 dscp

config egress_access_profile profile_id 2 add access_id auto_assign ip source_ip
10.0.0.2 destination_ip 10.90.90.90 dscp 25 port_group id 1 permit counter enable

config egress_access_profile profile_id 2 add access_id auto_assign ip source_ip
10.0.0.1 destination_ip 10.90.90.90 dscp 25 port_group id 1 permit

DGS-3420-28SC:admin#

6-6 config egress_flow_meter

Description

This command is used to configure the packet flow-based metering based on an egress access profile
and rule.
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Format

config egress_flow_meter [profile_id <value 1-4> | profile_name <name 1-32>] access_id
<value 1-128> [rate <value 0-1048576> {burst_size <value 0-131072>} rate_exceed [drop_packet
| remark_dscp <value 0-63>] | tr_tcm cir <value 0-1048576> {cbs <value 0-131072>} pir <value 0-
1048576> {pbs <value 0-131072>} {[color_blind | color_aware]} {conform [permit | replace_dscp
<value 0-63>] {counter [enable | disable]}} exceed [permit {replace_dscp <value 0-63>} | drop]
{counter [enable | disable]} violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable
| disable]} | sr_tem cir <value 0-1048576> cbs <value 0-131072> ebs <value 0-131072>
{[color_blind | color_aware]} {conform [permit | replace_dscp <value 0-63>] {counter [enable |
disable]}} exceed [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]}
violate [permit {replace_dscp <value 0-63>} | drop] {counter [enable | disable]} | delete]

Parameters

profile_id - Specifies the profile ID.
<value 1-4> - Enter the profile ID used here. This value must be between 1 and 4.

profile_name - Specifies the name of the profile.
<name 1-32> - Enter the profile name used here. This name can be up to 32 characters long.

access_id - Specifies the access ID.
<value 1-128> - Enter the access ID used here. This value must be between 1 and 128.

rate - This specifies the rate for single rate two-color mode. Specify the committed bandwidth in Kbps
for the flow. The value m and n are determined by the project.
<value 0-1048576> - Enter the rate for single rate two-color mode here. This value must be
between 0 and 1048576.

burst_size - (Optional) This specifies the burst size for the single rate “two color” mode. The unit is

Kbytes.
<value 0-131072> - Enter the burst size value here. This value must be between 0 and 131072.

rate_exceed - This specifies the action for packets that exceed the committed rate in single rate “two
color” mode. The action can be specified as one of the following:
drop_packet - Drop the packet immediately.
remark_dscp - Mark the packet with a specified DSCP. The packet is set to have the higher drop
precedence.
<value 0-63> - Enter the remark DSCP value here. This value must be between 0 and 63.

tr_tcm - Specify the “two rate three color mode”.
cir - Specifies the two rate three color mode used.
<value 0-1048576> - Enter the two rate three color mode value here. This value must be
between 0 and 1048576.
cbs - (Optional) Specifies the “Committed Burst Size”. The unit is Kbytes. That is to say, 1 means
1Kbytes. This parameter is an optional parameter. The default value is 4*1024.
<value 0-131072> - Enter the comitted burst size value here. This value must be between 0
and 131072.
pir - Specifies the “Peak Information Rate”. The unit is in Kbps. PIR should always be equal to or
greater than CIR.
<value 0-1048576> - Enter the peak information rate value here. This value must be between
0 and 1048576.
pbs - (Optional) Specifies the “Peak Burst Size”. The unit is in Kbytes.
<value 0-131072> - Enter the peak burst size value here. This value must be between 0 and
131072.
color_blind - (Optional) Specify the meter mode to be color-blind. The default is color-blind mode.
color_aware - (Optional) Specify the meter mode to be color-aware. When this code is specified,
user could set the “in-coming packet color” by using command “config color_aware”. The final
color of packet is determined by the initial color of packet and the metering result.
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conform - (Optional) Specify the action when packet is in “green color”.

permit - Permit the packet.

replace_dscp - Changes the DSCP of the packet.
<value 0-63> - Enter the replace DSCP value here. This value must be between 0 and 63.

counter - (Optional) Specifies the ACL counter. This is optional. The default is “disable”. The
resource may be limited so that a counter cannot be turned on. Counters will be cleared when
the function is disabled.
enable - Specifies that the ACL counter parameter will be enabled.
disable - Specifies that the ACL counter parameter will be disabled.

exceed - Specify the action when packet is in “yellow color”.

permit - (Optional) Permit the packet.

replace_dscp - Changes the DSCP of the packet.
<value 0-63> - Enter the DSCP replace value here. This value must be between 0 and 63.

drop - Drops the packet.

counter - (Optional) Specifies the ACL counter. This is optional. The default is “disable”. The
resource may be limited so that a counter cannot be turned on. Counters will be cleared when
the function is disabled.
enable - Specifies that the ACL counter parameter will be enabled.
disable - Specifies that the ACL counter parameter will be disabled.

violate - Specify the action when packet is in “red color”.

permit - Permit the packet.

replace_dscp - (Optional) Changes the DSCP of the packet.
<value 0-63> - Enter the DSCP replace value here. This value must be between 0 and 63.

drop - Drops the packet.

counter - (Optional) Specifies the ACL counter. This is optional. The default is “disable”. The
resource may be limited so that a counter cannot be turned on. Counters will be cleared when
the function is disabled.
enable - Specifies that the ACL counter parameter will be enabled.
disable - Specifies that the ACL counter parameter will be disabled.

sr_tcm - Specify the “single rate three color mode”.
cir - Specifies the single rate three color mode used.
<value 0-1048576> - Enter the single rate three color mode value here. This value must be
between 0 and 1048576.
chs - Specify the “committed burst size”. The unit is Kbytes.
<value 0-131072> - Enter the committed burst size value here. This value must be between 0
and 131072.
ebs - Specify the “Excess Burst Size”. The unit is Kbytes.
<value 0-131072> - Enter the excess burst size value here. This value must be between 0 and
131072.
color_blind - (Optional) Specify the meter mode to be color-blind. The default is color-blind mode.
color_aware - (Optional) Specify the meter mode to be color-aware. When this code is specified,
user could set the “in-coming packet color” by using command “config color_aware”. The final
color of packet is determined by the initial color of packet and the metering result.

conform - (Optional) Specify the action when packet is in “green color”.

permit - (Optional) Permit the packet.

replace_dscp - Changes the DSCP of the packet.
<value 0-63> - Enter the replace DSCP value here. This value must be between 0 and 63.

counter - (Optional) Specifies the ACL counter. This is optional. The default is “disable”. The
resource may be limited so that a counter cannot be turned on. Counters will be cleared when
the function is disabled.
enable - Specifies that the ACL counter parameter will be enabled.
disable - Specifies that the ACL counter parameter will be disabled.

exceed - Specify the action when packet is in “yellow color”.
permit - Permit the packet.
replace_dscp - (Optional) Changes the DSCP of the packet.
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<value 0-63> - Enter the DSCP replace value here. This value must be between 0 and 63.
drop - Drops the packet.
counter - (Optional) Specifies the ACL counter. This is optional. The default is “disable”. The
resource may be limited so that a counter cannot be turned on. Counters will be cleared when
the function is disabled.
enable - Specifies that the ACL counter parameter will be enabled.
disable - Specifies that the ACL counter parameter will be disabled.

violate - Specify the action when packet is in “red color”.

permit - Permit the packet.

replace_dscp - (Optional) Changes the DSCP of the packet.
<value 0-63> - Enter the DSCP replace value here. This value must be between 0 and 63.

drop - Drops the packet.

counter - (Optional) Specifies the ACL counter. This is optional. The default is “disable”. The
resource may be limited so that a counter cannot be turned on. Counters will be cleared when
the function is disabled.
enable - Specifies that the ACL counter parameter will be enabled.
disable - Specifies that the ACL counter parameter will be disabled.

delete - Delete the specified “flow_meter”.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure a “two rates three color” flow meter:

DGS-3420-28SC:admin# config egress_flow_meter profile_id 1 access_id 1 tr_tcm cir
1000 cbs 200 pir 2000 pbs 200 exceed permit replace_dscp 21 violate drop

Command: config egress_flow_meter profile_id 1 access_id 1 tr_tcm cir 1000 cbs 200
pir 2000 pbs 200 exceed permit replace_dscp 21 violate drop

Success.

DGS-3420-28SC:admin#

6-7 show egress_flow_meter

Description

This command is used to display the egress flow-based metering configuration.

Format

show egress_flow_meter {[profile_id <value 1-4> | profile_name <name 1-32>] {access_id
<valuel-128>}}

Parameters

profile_id - (Optional) Specifies the index of access list profile.
<value 1-4> - Enter the profile ID used here. This value must be between 1 and 4.

148



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

profile_name - (Optional) Specifies the name of the profile.
<name 1-32> - Enter the profile name used here. This name can be up to 32 characters long.

access_id - (Optional) Specifies the access ID.
<value 1-128> - Enter the access ID used here. This value must be between 1 and 128.

Restrictions

None.

Example

To display current egress flow meter table:

DGS-3420-28SC:admin# show egress_flow_meter
Command: show egress_flow_meter

Flow Meter Information:

Profile ID : 1 Access ID : 1 Mode : trTcm / color-blind
CIR:1000(Kbps) CBS:2000(Kbyte) PIR:2000(Kbps) PBS:2000(Kbyte)
Actions:

Conform : Permit Replace DSCP : 11 Counter : enable

Exceed : Permit Replace DSCP : 22 Counter : enable

Violate : Drop

Profile ID : 1 Access ID : 1 Mode : srTcm / color-blind
CIR:2500(Kbps) CBS:2000(Kbyte) EBS:3500(Kbyte)

Actions:

Conform : Permit Counter : enable
Exceed : Permit Replace DSCP: 33 Counter : enable

Violate : Drop

Total Entries: 2

DGS-3420-28SC:-admin#

6-8 create port_group id

Description

This command is used to create a port group.

Format

create port_group id <value 1-64> name <name 16>

Parameters

id - Specifies the port group ID.

149



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

<value 1-64> - Enter the port group ID here. This value must be between 1 and 64.

name - Specifies the port group name.
<name 16> - Enter the port group name here. This hame can be up to 16 characters long.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To create a port group:

DGS-3420-28SC:admin# create port_group id 2 name group2
Command: create port_group id 2 name group2

Success.

DGS-3420-28SC:admin#

6-9 config port_group

Description

This command is used to add or delete a port list to a port group.

Format

config port_group [id <value 1-64> | name <name 16>] [add | delete] [<portlist> | all]

Parameters

id - Specifies the port group ID.
<value 1-64> - Enter the port group ID used here. This value must be between 1 and 64.

name - Specifies the port group name.
<name 16> - Enter the port group name here. This name can be up to 16 characters long.

add - Add a port list to this port group.
delete - Delete a port list from this port group.

<portlist> - Enter a list of ports used for the configuration here.
all - Specifies that all the ports will be used for this configuration.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example
Add port list “1-3" to the port group which ID is “2":
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DGS-3420-28SC:admin# config port_group id 2 add 1-3
Command: config port_group id 2 add 1-3

Success.

DGS-3420-28SC:admin#

6-10 delete port_group

Description

This command is used to delete port group.

Format

delete port_group [id <value 1-64> | name <name 16>]

Parameters

id - Specifies the port group ID.
<value 1-64> - Enter the port group ID used here. This value must be between 1 and 64.

name - Specifies the port group name.
<name 16> - Enter the port group name here. This name can be up to 16 characters long.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example
To delete the port group which ID is “2":

DGS-3420-28SC:admin# delete port_group id 2
Command: delete port_group id 2

Success.

DGS-3420-28SC:admin#

6-11 show port_group

Description

This command is used to display the port group information.

Format

show port_group {id <value 1-64> | name <name 16>}
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Parameters

id - (Optional) Specifies the port group ID.
<value 1-64> - Enter the port group ID used here. This value must be between 1 and 64.

name - (Optional) Specifies the port group name.
<name 16> - Enter the port group name here. This name can be up to 16 characters long.

If not specified parameter, will show all the port group.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To show all the port group information:

DGS-3420-28SC:admin# show port_group
Command: show port_group

Port Group Table

Port Group 1D Port Group Name Ports

1 groupl 1-2,5

2 group2 4-5,7,9,11,13,15,17,19-25
4 group3 5-7

Total Entries :3

DGS-3420-28SC:-admin#
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Chapter 7 ARP Commands

create arpentry <ipaddr> <macaddr>

delete arpentry [<ipaddr> | all]

config arpentry <ipaddr> <macaddr>

config arp_aging time <min 0-65535>

show arpentry {ipif <ipif hame 12> | ipaddress <ipaddr> | static | mac_address <macaddr>}

clear arptable

show ipfdb {[ip_address <ipaddr> | interface <ipif name 12> | port <port>]}

7-1 create arpentry
Description

This command is used to enter an IP address and the corresponding MAC address into the switch’s
ARP table.

Format

create arpentry <ipaddr> <macaddr>

Parameters

<ipaddr> - The IP address of the end node or station.

<macaddr> - The MAC address corresponding to the IP address above.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To create a static ARP entry for the IP address 10.48.74.121 and MAC address 00:50:BA:00:07:36:

DGS-3420-28SC:admin#create arpentry 10.48.74.121 00-50-BA-00-07-36
Command: create arpentry 10.48.74.121 00-50-BA-00-07-36

Success.

DGS-3420-28SC:-admin#
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7-2 delete arpentry

Description

This command is used to delete a static ARP entry, made using the create arpentry command above,
by specifying either the IP address of the entry or all. Specifying all deletes the switch’s ARP table.

Format

delete arpentry [<ipaddr> | all]

Parameters

<ipaddr> - The IP address of the end node or station.

all - Delete all ARP entries

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete an entry of IP address 10.48.74.121 from the ARP table:

DGS-3420-28SC:admin#delete arpentry 10.48.74.121
Command: delete arpentry 10.48.74.121

Success.

DGS-3420-28SC:-admin#

7-3 config arpentry

Description

This command is used to configure a static entry in the ARP table. Specify the IP address and MAC
address of the entry.

Format

config arpentry <ipaddr> <macaddr>

Parameters

<ipaddr> - The IP address of the end node or station.

<macaddr> - The MAC address corresponding to the IP address above.

154



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure a static ARP entry for the IP address 10.48.74.121 and MAC address 00:50:BA:00:07:36:

DGS-3420-28SC:admin#config arpentry 10.48.74.121 00-50-BA-00-07-36
Command: config arpentry 10.48.74.121 00-50-BA-00-07-36

Success.

DGS-3420-28SC:-admin#

7-4 config arp_aging time
Description

This command is used to set the maximum amount of time, in minutes, that an ARP entry can remain
in the switch’s ARP table, without being accessed, before it is dropped from the table.

Format

config arp_aging time <min 0-65535>

Parameters

<min 0-65535> - The ARP age-out time, in minutes. The default is 20 minutes. The range is 0 to
65535 minutes.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the ARP aging time:

DGS-3420-28SC:admin#config arp_aging time 30
Command: config arp_aging time 30

Success.

DGS-3420-28SC:admin#
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7-5

Description

show arpentry

This command is used to display the Address Resolution Protocol (ARP) table. Filter the display by IP
address, interface name, or static entries.

Format

show arpentry {ipif <ipif _name 12> | ipaddress <ipaddr> | static | mac_address <macaddr>}

Parameters

ipif - The name of the IP interface the end node or station for which the ARP table entry was made,
resides on.
<ipif_name 12> - Specify the IP interface name. The maximum length is 12 characters.

ipaddress - The IP address of the end node or station.
<ipaddr> - Specify the IP address.

static - Displays the static entries to the ARP table.

mac_address - Displays the ARP entry by MAC address.
<macaddr> - Specify the MAC address.

<. Note: If no parameter is specified, all ARP entries will be displayed.

Restrictions

None.

Example
To display the ARP table:

DGS-3420-28SC:admin# show arpentry

Command: show arpentry

ARP Aging Time : 20

Interface IP Address MAC Address Type

System 10.0.0.0 FF-FF-FF-FF-FF-FF Local/Broadcast
System 10.90.90.90 00-01-02-03-04-00 Local

System 10.255.255.255 FF-FF-FF-FF-FF-FF Local/Broadcast
Total Entries: 3

DGS-3420-28SC:admin#

156




xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

7-6 clear arptable

Description

This command is used to remove dynamic entries from the ARP table. Static ARP entries are not
affected.

Format

clear arptable

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To remove the dynamic entries from the ARP table:

DGS-3420-28SC:admin#clear arptable
Command: clear arptable

Success.

DGS-3420-28SC:admin#

7-7 show ipfdb
Description

This command is used to display the IP address forwarding table on the Switch.

Format

show ipfdb {[ip_address <ipaddr> | interface <ipif_name 12> | port <port>]}

Parameters

ip_address - (Optional) Specifies the IP address of the forwarding table.
<ipaddr> - Enter the IP address to be displayed.

interface - (Optional) Specifies the interface name of the forwarding table.
<ipif_name 12> - Enter the interface name here. This name can be up to 12 characters long.

port - (Optional) Specifies the port to be displayed.
<port> - Enter the port number to be displayed.
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Restrictions

None.

Example
To display the IP address forwarding table on the Switch:

DGS-3420-28SC:-admin# show ipfdb
Command: show ipfdb

Interface IP Address Port Learned

Total Entries: O

DGS-3420-28SC:-admin#
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Chapter 8 ARP Spoofing
Prevention Commands

config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway mac <macaddr> ports
[<portlist> | all] | delete gateway ip <ipaddr>]
show arp_spoofing_prevention

8-1 config arp_spoofing_prevention

Description

The user can configure the spoofing prevention entry to prevent spoofing of MAC for the protected
gateway. When an entry is created, those ARP packets whose sender IP matches the gateway IP of
an entry, but either its sender MAC field or source MAC field does not match the gateway MAC of the
entry will be dropped by the system.

Format

config arp_spoofing_prevention [add gateway_ip <ipaddr> gateway _mac <macaddr> ports
[<portlist> | all] | delete gateway_ip <ipaddr>]

Parameters

add gateway_ip - Specify a gateway IP to be added.
<ipaddr> - Specify the IP address.
gateway_mac - Specify a gateway MAC to be configured.
<macaddr> - Specify the MAC address.
ports — Specify the ports.
<portlist> - Specify a range of ports to be configured.
all - Specify all ports to be configured.
delete gateway_ip - Specify a gateway IP to be deleted.
<ipaddr> - Specify the IP address.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the prevent IP spoofing attack:

DGS-3420-28SC:admin#config arp_spoofing_prevention add gateway ip
10.254.254_.251 gateway_mac 00-00-00-11-11-11 ports 1-2

Command: config arp_spoofing_prevention add gateway_ip 10.254.254_.251
gateway mac 00-00-00-11-11-11 ports 1-2
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Success.

DGS-3420-28SC:admin#

8-2 show arp_spoofing _prevention

Description

This command is used to display the ARP spoofing prevention status.

Format

show arp_spoofing_prevention

Parameters

None.

Restrictions

None.

Example
To display the ARP spoofing prevention status:

DGS-3420-28SC:admin#show arp_spoofing_prevention
Command: show arp_spoofing_prevention

Gateway IP Gateway MAC Ports
192.168.0.1 00-00-00-00-00-01 1-28

Total Entries: 1

DGS-3420-28SC:admin#
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Chapter 9 Asymmetric VLAN
Commands

enable asymmetric_vlan

disable asymmetric_vlan

show asymmetric_vlan

9-1 enable asymmetric_vlan

Description

This command is used to enable the asymmetric VLAN function.

Format

enable asymmetric_vlan

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable asymmetric VLAN setting:

DGS-3420-28SC:-admin# enable asymmetric_vlan
Command: enable asymmetric_vlan

Success.

DGS-3420-28SC:-admin#

9-2 disable asymmetric_vlan

Description

This command is used to disable the asymmetric VLAN function.
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Format

disable asymmetric_vlan

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable asymmetric VLAN setting:

DGS-3420-28SC:-admin# disable asymmetric_vlan
Command: disable asymmetric_vlan

Success.

DGS-3420-28SC:-admin#

9-3 show asymmetric_vlan

Description

This command is used to display the asymmetric VLAN function.

Format

show asymmetric_vlan

Parameters

None.

Restrictions

None.

Example
To display asymmetric VLAN:
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DGS-3420-28SC:admin# show asymmetric_vlan
Command: show asymmetric_vlan

Asymmetric Vlan : Disabled

DGS-3420-28SC:admin#
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Chapter 10 Auto Configuration
Commands

show autoconfig

enable autoconfig

disable autoconfig

10-1 show autoconfig

Description
This command is used to display the status of automatically getting configuration from a TFTP server.

Format

show autoconfig

Parameters

None.

Restrictions

None.

Example

To display the DHCP auto configuration status:

DGS-3420-28SC:admin#show autoconfig
Command: show autoconfig

Autoconfig State: Disabled

DGS-3420-28SC:-admin#

10-2 enable autoconfig

Description

This command is used to enable automatically to get configuration from a TFTP server according to
the options in the DHCP reply packet. To employ this method, the DHCP server must be set up to
deliver the TFTP server IP address and configuration file name information first.
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Format

enable autoconfig

Parameters

None.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To enable DHCP auto configuration status:

DGS-3420-28SC:admin#enable autoconfig
Command: enable autoconfig

Success.

DGS-3420-28SC:admin#

10-3 disable autoconfig

Description

This command is used to disable automatically to get configuration from a TFTP server.

Format

disable autoconfig

Parameters

None.

Restrictions

Only Administrator and Operator-level users can issue this command.

Example

To disable the DHCP auto configuration status:
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DGS-3420-28SC:admin#disable autoconfig
Command: disable autoconfig

Success.

DGS-3420-28SC:admin#
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Chapter 11 Basic IP Commands

config ipif <ipif_name 12> [{ipaddress <network _address> | vlan <vlan_name 32> | state [enable |
disable]} | proxy_arp [enable | disable] {local [enable | disable]} | bootp | dhcp | ipv6 [ipv6address
{prefix_name <string 1-12>} <ipvb6networkaddr> | state [enable | disable]] | ip_mtu <value 512-
1712> | ipv4 state [enable | disable] | dhcpv6_client [enable | disable] | ip_directed_broadcast
[enable | disable] | dhcp_option12 [hostname <hostname 63> | clear_hostname | state [enable |
disable]] | dhcpv6_client pd [enable prefix name <string 1-12> | disable]]

create ipif <ipif_name 12> {<network_address>} <vlan_name 32> {secondary | state [enable |
disable] | proxy arp [enable | disable] {local [enable | disable]}}

delete ipif [<ipif_name 12> {ipv6address {prefix_name <string 1-12>} <ipv6networkaddr>} | all]

enable ipif [<ipif_name 12> | all]

disable ipif [<ipif_name 12> | all]

show ipif {<ipif_name 12>}

config out_band_ipif {ipaddress <network_address> | state [enable | disable] | gateway <ipaddr>}

show out_band_ipif

enable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

disable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

show ipif_ipv6_link_local_auto {<ipif name 12>}

11-1 config ipif
Description

Configure the parameters for an L3 interface. For IPv4, only the system interface can be specified for
the way to get the IP address. If the mode is set to BOOTP or DHCP, then the IPv4 address will be
obtained through the operation of protocols. The manual configuration of the IP address will be of no
use. If the mode is configured to BOOTP or DHCP first, and then the user configures IP address later,
the mode will be changed to manual configured mode. For IPv6, multiple addresses can be defined on
the same L3 interface. For IPv4, multi-netting must be done by creation of a secondary interface. Note
that an IPv6 address is not allowed to be configured on a secondary interface.

Format

config ipif <ipif_name 12> [{ipaddress <network_address> | vlan <vlan_name 32> | state
[enable | disable]} | proxy_arp [enable | disable] {local [enable | disable]} | bootp | dhcp | ipv6
[ipvbaddress {prefix_name <string 1-12>} <ipv6networkaddr> | state [enable | disable]] | ip_mtu
<value 512-1712> | ipv4 state [enable | disable] | dhcpv6_client [enable | disable] |
ip_directed_broadcast [enable | disable] | dhcp_option12 [hostname <hostname 63> |
clear_hostname | state [enable | disable]] | dhcpv6_client_pd [enable prefix_name <string 1-12>
| disable]]

Parameters

ipif - Specifies the IP interface configured.
<ipif_name 12> - Enter the name of the IP interface used here. This name can be up to 12
characters long. The default interface is 'System'.
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ipaddress - (Optional) The IP address and netmask of the IP interface to be created.
<network_address> - Specify the address and mask information using the traditional format
(for example, 10.1.2.3/255.0.0.0 or in CIDR format, 10.1.2.3/8).

vlan - (Optional) The name of the VLAN corresponding to the IP interface.
<vlan_name 32> - Specify the VLAN name. The maximum length is 32 characters.

state - Enable or disable the IP interface.
enable - Enable the IP interface.
disable - Disable the IP interface.

proxy_arp - (Optional) Enable or disable the proxy ARP. This is for the IPv4 function. The default
is disabled.
enable - Enable the proxy ARP.
disable - Disable the proxy ARP.

local - (Optional) This setting controls whether the system provides the proxy reply for the ARP
packets destined for IP addresses located in the same interface as the received interface.
When proxy ARP is enabled for an interface, the system will do the proxy reply for the ARP
packets destined for IP addresses located on a different interface. For ARP packets destined
for IP address located on the same interface, the system will check this setting to determine
whether to reply. The default is disabled.
enable - Enable the local proxy ARP function.
disable - Disable the local proxy ARP function.

bootp - Allows the selection of the BOOTP protocol for the assignment of an IP address to the
switch’s System IP interface.

dhcp - Allows the selection of the DHCP protocol for the assignment of an IP address to the
switch’s System.

ipv6 - The following are IPv6-related parameters.
ipv6address - The IPv6 address and subnet prefix of the IPV6 address to be created.
prefix_name - Specifies the IPv6 prefix name used here.
<string 1-12> - Enter the IPv6 prefix name used here. This name can be up to 12
characters long.
<ipv6networkaddr> - The IPv6 address and subnet prefix of the IPv6 address to be
created.
state - Enable or disable the IPv6 state of the IP interface.
enable - Enable the IPv6 state of the IP interface.
disable - Disable the IPv6 state of the IP interface.

ip_mtu - Specifies the IP Layer MTU value used.
<value 512-1712> - Enter the IP Layer MTU value used here. The value must be between
512 and 1712.

ipv4 state - The state of the IPv4 interface.
enable - Enable the IPv4 state of the IP interface.
disable - Disable the IPv4 state of the IP interface.

dhcpv6_client - Specifies the DHCPV6 client state of the interface.
enable - Specifies that the DHCPV6 client state of the interface will be enabled.
disable - Specifies that the DHCPV6 client state of the interface will be disabled.

ip_directed_broadcast - Specifies to enabled or disabled the IP directed-broadcast state of a
specified interface.
enable - Specifies to enabled the IP directed-broadcast state of a specified interface.
disable - Specifies to disabled the IP directed-broadcast state of a specified interface.

dhcp_option12 - Specifies to clear the DHCP Option 12 hostname setting. If host name is
empty, system name will be used to encode Option 12.
hostname - Specifies the DHCP Option 12 hostname used.
<hostname 63> - Enter the DHCP Option 12 hostname used here. This name can be up
to 63 characters long.
clear_hostname - Specifies to clear the DHCP Option 12 hostname setting.
state - Specifies the state of this function.
enable - Specifies that the clear DHCP Option 12 hostname setting will be enabled.
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disable - Specifies that the clear DHCP Option 12 hostname setting will be disabled.

dhcpv6_client_pd - Specifies the DHCPV6 client PD state of the interface.
enable - Specifies to enable the DHCPV6 client PD state of the interface.
prefix_name - Specifies an alias name for the prefix requested from the delegation router. If
disabled, the DHCPV6 client PD name will automatically be cleared.
<string 1-12> - Enter the prefix alias name used here. This name can be up to 12

characters long.
disable - Specifies to disable the DHCPvV6 client PD state of the interface.

Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the System IP interface:

DGS-3420-28SC:-admin#config ipif System vlan vl
Command: config ipif System vlan vl

Success.

DGS-3420-28SC:-admin#

To configure the DHCPV6 client PD state of the System interface to enabled:

DGS-3420-28SC:admin#config ipif System dhcpv6_client_pd enable prefix prefixl
Command: config ipif System dhcpv6_client_pd enable prefix_name prefixl

Success.

DGS-3420-28SC:admin#

To configure the IPv6 address for IP2 interface:

Command: config ipif ip2 ipv6 ipvb6address prefix_name alpha 2:2:2::1/64

Success.

DGS-3420-28SC:admin#

DGS-3420-28SC:admin#config ipif ip2 ipv6 ipvb6address prefix_name alpha 2:2:2::1/64

11-2 create ipif

Description

This command is used to create an L3 interface. This interface can be configured with IPv4 or IPv6

addresses. Currently, it has a restriction: an interface can have only one IPv4 address defined. But it
can have multiple IPv6 addresses defined. Thus, the multinetting configuration of IPv4 must be done
through creation of a secondary interface on the same VLAN, instead of directly configuring multiple
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IPv4 addresses on the same interface. Configuration of IPv6 addresses must be done through the
command config ipif.

Format

create ipif <ipif_name 12> {<network_address>} <vlan_name 32> {secondary | state [enable |
disable] | proxy_arp [enable | disable] {local [enable | disable]}}

Parameters

<ipif name 12> - Specify the name of the interface.

<network_address> - (Optional) Specify a host address and length of network mask.

<vlan_name 32> - Specify the name of the VLAN corresponding to the IP interface. The maximum
length is 32 characters.

secondary - The IPv4 secondary interface to be created.

state - The state of the IP interface.
enable - Enable the state setting.
disable - Disable the state setting.

proxy_arp - Enable or disable the proxy ARP function. It is for IPv4 function. The default is disabled.
enable - Enable the proxy ARP function.
disable - Disable the proxy ARP function.

local - (Optional) This setting controls whether the system provides the proxy reply for the ARP
packets destined for IP address located on the same interface as the received interface. When
proxy ARP is enabled for an interface, the system will do the proxy reply for the ARP packets
destined for an IP address located on a different interface. For ARP packets destined for an IP
address located on the same interface, the system will check this setting to determine whether to
reply. The default is disabled.
enable - Enable the local setting.
disable - Disable the local setting.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create an IP interface petrovicl:

DGS-3420-28SC:admin#create ipif petrovicl 100.1.1.2/16 VLAN598
Command: create ipif petrovicl 100.1.1.2/16 VLAN598

Success.

DGS-3420-28SC:admin#

11-3 delete ipif

Description

This command is used to delete an interface or an IPv6 address.
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Format
delete ipif [<ipif_name 12> {ipv6address {prefix_name <string 1-12>} <ipv6networkaddr>} | all]

Parameters

<ipif_name 12> - The name of the interface.
ipvb6address - (Optional) The IPv6 network address to be deleted.
prefix_name - (Optional) Specifies the IPv6 network address prefix name used.
<string 1-12> - Enter the IPv6 network address prefix name used.
<ipv6énetworkaddr> - The IPv6 network address to be deleted.

all - All IP interfaces except the System IP interface will be deleted.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete interface petrovicl:

DGS-3420-28SC:admin#delete ipif petrovicl
Command: delete ipif petrovicl

Success.

DGS-3420-28SC:-admin#

11-4 enable ipif

Description

This command is used to enable the state for an IPIF. When the state is enabled, the IPv4 processing
will be started when an IPv4 address is configured on the IPIF. The IPv6 processing will be started
when an IPv6 address is explicitly configured on the IPIF.

Format

enable ipif [<ipif_name 12> | all]

Parameters

<ipif_name 12> - The name of the interface.

all - All of the IP interfaces.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To enable the state for interface petrovicl:

DGS-3420-28SC:admin#enable ipif petrovicl
Command: enable ipif petrovicl

Success.

DGS-3420-28SC:admin#

11-5 disable ipif
Description

This command is used to disable the state of an interface.

Format
disable ipif [<ipif_name 12> | all]

Parameters

<ipif name 12> - The name of the interface.

all - All of the IP interfaces.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To disable the state for an interface:

DGS-3420-28SC:-admin#disable ipif petrovicl
Command: disable ipif petrovicl

Success.

DGS-3420-28SC:-admin#

11-6 show ipif
Description

This command is used to display IP interface settings.
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Format

show ipif {<ipif_name 12>}

Parameters

<ipif _name 12> - (Optional) The name of the interface.

Restrictions

None.

Example

To display IP interface settings:

DGS-3420-28SC:admin#show ipif
Command: show ipif

IP Interface

VLAN Name

Interface Admin State
Link Status

IPv4 Address

Proxy ARP

IP Directed Broadcast
I1Pv4 State

DHCPv6 Client State
DHCPv6 Client PD State
DHCPv6 Client PD Prefix Name:
IPv6 Link-Local Address
IPv6 State

IP MTU

DHCP Optionl2 State
DHCP Optionl2 Host Name

IP Interface
Status

IP Address
Subnet Mask
Gateway

Total Entries: 2

DGS-3420-28SC:-admin#

. System

: default

: Enabled

: LinkDown

: 10.90.90.90/8 (Manual) Primary
: Disabled
: Disabled
: Enabled
: Disabled
: Enabled

(Local : Disabled)

prefixl

: FE80::201:2FF:FE03:400/128
: Enabled

- 1500

: Disabled

> mgmt_ipif

: Enabled

: 192.168.0.1

: 255.255.255.0
: 0.0.0.0

173




xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

11-7 config out_band_ipif
Description

This command is used to configure the out of band management port settings.

Format

config out_band_ipif {ipaddress <network_address> | state [enable | disable] | gateway
<ipaddr>} (1)

Parameters

ipaddress - Specify the IP address of the interface. The parameter must include the mask.
<network_address> - Specify the IP address of the interface. The parameter must include the
mask.

state — Specify the interface status.
enable - Specify to enable the interface.
disable - Specify to disable the interface.

gateway - Specify the gateway IP address of the out-of-band management network.
<ipaddr> - Specify the gateway IP address.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To disable the out-of-band management state:

DGS-3420-28SC:admin#config out_band_ipif state disable
Command: config out_band_ipif state disable

Success.

DGS-3420-28SC:admin#

11-8 show out_band_ipif

Description

This command is used to display the current configurations of special out-of-band management
interfaces.

Format

show out_band_ipif
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Parameters

None.

Restrictions

None.

Example

To display the configuration of out-of-band management interfaces:

DGS-3420-28SC:admin#show out_band_ipif
Command: show out_band_ipif

Status : Enable

IP Address : 192.168.0.1
Subnet Mask : 255.255.255.0
Gateway : 0.0.0.0

Link Status - LinkDown

DGS-3420-28SC:-admin#

11-9 enable ipif_ipv6_link _local_auto
Description

This command is used to enable the auto configuration of link local address when there are no IPv6
addresses explicitly configured. When an IPv6 address is explicitly configured, the link local address
will be automatically configured, and the IPv6 processing will be started. When there is no IPv6
address explicitly configured, by default, link local address is not configured and the IPv6 processing
will be disabled. By enabling this automatic configuration, the link local address will be automatically
configured and IPv6 processing will be started.

Format

enable ipif_ipv6_link_local_auto [<ipif_name 12> | all]

Parameters

<ipif name 12> - The name of the interface.

all - All of the IP interfaces.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To enable the automatic configuration of link local address for an interface:

DGS-3420-28SC:admin#enable ipif_ipv6_link _local_auto interfacel
Command: enable ipif_ipv6_link_local_auto interfacel

Success.

DGS-3420-28SC:admin#

11-10 disable ipif_ipv6_link_local_auto
Description

This command is used to disable the auto configuration of link local address when no IPv6 address is
explicitly configured.

Format

disable ipif_ipv6_link _local_auto [<ipif_name 12> | all]

Parameters

<ipif name 12> - The name of the interface.

all - All of the IP interfaces.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To disable the automatic configuration of link local address for an interface:

DGS-3420-28SC:-admin#disable ipif_ipv6_link_local_auto interfacel
Command: disable ipif_ipv6_link _local_auto interfacel

Success.

DGS-3420-28SC:admin#

11-11 show ipif_ipv6_link_local_auto
Description

This command is used to display the link local address automatic configuration state.
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Format

show ipif_ipv6_link_local_auto {<ipif_name 12>}

Parameters

<ipif _name 12> - (Optional) The name of the interface.

Restrictions

None.

Example

To display the link local address automatic configuration state:

DGS-3420-28SC:admin#show ipif_ipv6_link_local_auto
Command: show ipif_ipv6_link _local_auto

IPIF: System Automatic Link Local Address: Disabled

DGS-3420-28SC:admin#
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Chapter 12 BPDU Attack
Protection Commands

config bpdu_protection ports [<portlist> | all] {state [enable | disable] | mode [drop | block |
shutdown]}(1)

config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

config bpdu_protection [trap | log] [none | attack detected | attack cleared | both]

enable bpdu_protection

disable bpdu_protection

show bpdu_protection {ports {<portlist>}}

12-1 config bpdu_protection ports
Description
This command is used to configure port state and mode for BPDU protection.

)

<. Note: Only in the shutdown mode will the port link be forced down. If the port status is Err-
) disabled but the port link is up, check the show ports err-disabled command for the
reason.

Format

config bpdu_protection ports [<portlist> | all] {state [enable | disable] | mode [drop | block |
shutdown]} (1)

Parameters

<portlist> - Specify a range of ports to be configured.

all - Specify to set all ports in the system.

state - Specify the BPDU protection state. The default state is disabled.
enable - Enable the BPDU protection state.
disable - Disable the BPDU protection state.

mode - Specify the BPDU protection mode. The default mode is shutdown.
drop - Specify to drop all received BPDU packets when the port enters the under attack state.
block - Specify to drop all packets (include BPDU and normal packets) when the port enters the
under attack state.
shutdown- Specify to shut down the port when the port enters the under attack state.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To configure port state to enable and drop mode:

DGS-3420-28SC:admin#config bpdu_protection ports 1 state enable mode drop
Command: config bpdu_protection ports 1 state enable mode drop

Success.
DGS-3420-28SC:admin#

12-2 config bpdu_protection recovery_timer

Description

When a port enters the under attack state, it can be disabled or blocked based on the configuration.
The state can be recovered manually or by the auto recovery mechanism. This command is used to
configure the auto-recovery timer. To manually recover the port, the user needs to disable and re-
enable the port.

Format

config bpdu_protection recovery_timer [<sec 60-1000000> | infinite]

Parameters

<sec 60-1000000> - Specify the timer (in seconds) used by the Auto-recovery mechanism to recover
the port. The valid range is 60 to 1000000. Auto-recovery time is 60 seconds by default.

infinite - Specify the port will not be auto recovered.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the BPDU protection recovery timer to 120 seconds for the entire switch:

DGS-3420-28SC:admin#config bpdu_protection recovery_timer 120
Command: config bpdu_protection recovery_timer 120

Success.

DGS-3420-28SC:-admin#
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12-3 config bpdu_protection

Description

This command is used to configure the BPDU protection trap state or log state.

Format

config bpdu_protection [trap | log] [none | attack_detected | attack_cleared | both]

Parameters

trap - Specify the trap state.

log - Specify the log state.

none - Specify neither attack_detected nor attack_cleared is trapped or logged.

attack_detected - Specify events will be logged or trapped when the BPDU attacks is detected.

attack_cleared - Specify events will be logged or trapped when the BPDU attacks is cleared.

both - Specify the events of attack _detected and attack cleared shall be trapped or logged.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the BPDU protection trap state as both for the entire switch:

DGS-3420-28SC:admin#config bpdu_protection trap both
Command: config bpdu_protection trap both

Success.

DGS-3420-28SC:admin#

12-4 enable bpdu_protection

Description

This command is used to enable BPDU protection globally for the entire switch.

Format

enable bpdu_protection

Parameters

None.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable BPDU protection for the entire switch:

DGS-3420-28SC:admin#enable bpdu_protection
Command: enable bpdu_protection

Success.

DGS-3420-28SC:admin#

12-5 disable bpdu_protection

Description

This command is used to disable BPDU protection globally for the entire switch.

Format
disable bpdu_protection

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable BPDU protection:

DGS-3420-28SC:admin#disable bpdu_protection
Command: disable bpdu_protection

Success.

DGS-3420-28SC:admin#
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12-6 show bpdu_protection

Description

This command is used to display BPDU protection global configuration or per port configuration and
current status.

Format

show bpdu_protection {ports {<portlist>}}

Parameters

ports - (Optional) Specify all ports to be displayed.
<portlist> - (Optional) Specify a range of ports to be displayed.

Restrictions

None.

Example

To display BPDU protection information for the entire switch:

DGS-3420-28SC:admin#show bpdu_protection
Command: show bpdu_protection

BPDU Protection Global Settings

BPDU Protection Status : Disabled
BPDU Protection Recover Time : 60 seconds
BPDU Protection Trap State > None

BPDU Protection Log State : Both

DGS-3420-28SC:admin#

To display BPDU protection status for ports 1 to 3:

DGS-3420-28SC:admin#show bpdu_protection ports 1-3
Command: show bpdu_protection ports 1-3

Port State Mode Status
1 Disabled Shutdown Normal
2 Disabled Shutdown Normal
3 Disabled Shutdown Normal

DGS-3420-28SC:-admin#
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Chapter 13 Cable Diagnostics
Commands

cable diag ports [<portlist> | all]

13-1 cable_diag ports

Description

This command is used to test copper cabling.

For 10/100Based-TX link speed RJ45 cables, two pairs of cables will be diagnosed.
For 1000Base-T link speed RJ45 cables, four pairs of cables will be diagnosed.

The type of cable errors can be open, short, or crosstalk.

e Open means that the cable in the error pair does not have a connection at the specified
position.

e Short means that the cables in the error pair has a short problem at the specified position.

o Crosstalk means that the cable in the error pair has a crosstalk problem at the specified
position.

For Fast Ethernet ports:

1. Where the link partner is powered on with no errors and the link is up, this command
cannot detect the cable length.

2. Where the link partner is powered on with errors, this command can detect whether the
error is open, short, or crosstalk. In this case this command can also detect the distance of the
error.

3. Where the link partner is powered down with no errors and the link is down, this command
cannot detect the cable length.

4. When the link partner is powered down with errors, this command can detect whether the
error is open, short, or crosstalk. In this case this command can also detect the distance of the
error.

5. When there is no link partner with no errors and the link is up, this command can detect the
cable length.

6. When there is no link partner with errors, this command can detect whether the error is open,
short, or crosstalk. In this case this command can also detect the distance of the error.

For Gigabit Ethernet ports:
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7. Where the link partner is powered on with no errors and the link is up, this command
cannot detect the cable length.

8. Where the link partner is powered on with errors, this command can detect whether the
error is open, short, or crosstalk. In this case this command can also detect the distance of the
error.

9. Where the link partner is powered down with no errors and the link is down, this command
cannot detect the cable length.

10. When the link partner is powered down with errors, this command can detect whether the
error is open, short, or crosstalk. In this case this command can also detect the distance of the
error.

11. When there is no link partner with no errors and the link is up, this command can detect the
cable length.

12. When there is no link partner with errors, this command can detect whether the error is open,
short, or crosstalk. In this case this command can also detect the distance of the error.

The Cable length range that can be detected is as follows:
e Smaller than 50m (<50m)
e Between 50m and 80m (50m~80m)
e Between 80m and 100m (80m~100m)
e Greate than 100m (>100m)

The cable length deviation value is 5m, therefore if the cable length is lest than 5m, ‘No Cable’ may be
displayed under the ‘Test Result’ column.

)

<. Note: This test will consume a low number of packets. Since this test is for copper cable, the
‘ port with fiber cable will be skipped from the test.

Format

cable_diag ports [<portlist> | all]

Parameters

<portlist> - Specify a range of ports to be configured.

all — Specify to set all ports in the system.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To test the cable on ports 1 to 4, and 8:

DGS-3420-28TC:admin# cable_diag ports 1:1-1:10,1:21
Command: cable_diag ports 1:1-1:10,1:21
Perform Cable Diagnostics ...

Port Type

1:1 1000BASE-T
1:2 1000BASE-T
1:3 1000BASE-T
1:4 1000BASE-T
1:5 1000BASE-T
1:6 1000BASE-T
1:7 1000BASE-T
1:8 1000BASE-T
1:9 1000BASE-T

1:10 1000BASE-T

1:21 1000BASE-X

DGS-3420-28TC:admin#

Link Status

Link

Link

Link

Down
Down
Down
Down

Down
Down

Down

Down

Up

Test Result

OK

Shutdown
Shutdown

Unknown

Pair 1 Crosstalk
Pair 2 Crosstalk
Pair 3 OK

Pair 4 OK

NO Cable

Pair 1 Open

Pair 2 Open
Pair 3 OK
Pair 4 OK
Pair 1 Short
Pair 2 Short
Pair 3 OK

Pair 4 OK

Pair 1 Unknown
Pair 2 Short
Pair 3 OK

Pair 4 OK
Unknown

at
at
at
at

at
at
at
at
at
at
at
at

at
at
at

30M
30M
110M
110M

16M
16M
50M
50M
5M
5M
110M
110M

5M
110M
110M

Cable Length (M)
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Chapter 14 CFM Commands

create cfm md <string 22> {md_index <uint 1-4294967295>} level <int 0-7>

config cfm md [<string 22> | md_index <uint 1-4294967295>] {mip [none | auto | explicit] |
sender_id [none | chassis | manage | chassis_manage]}(1)

create cfm ma <string 22> {ma_index <uint 1-4294967295>} md [<string 22> | md_index <uint 1-
4294967295>]

config cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>] {vlanid <vlanid 1-4094> | mip [none | auto | explicit | defer] | sender_id [none |
chassis | manage | chassis_manage | defer] | ccm_interval [100ms | 1sec | 10sec | 1min |
10min] | mepid_list [add | delete] <mepid_list1-8191>}(1)

create cfm mep <string 32> mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>] direction [inward | outward]
port <port>

config cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {state [enable | disable] |
ccm [enable | disable] | pdu_priority <int 0-7> | fault_alarm [all | mac_status | remote_ccm |
error_ccm | xcon_ccm | none] | alarm_time <centisecond 250-1000> | alarm_reset_time
<centisecond 250-1000>}(1)

delete cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]]

delete cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint 1-
4294967295>]

delete cfm md [<string 22> | md_index <uint 1-4294967295>]

enable cfm

disable cfm

config cfm ports <portlist> state [enable | disable]

show cfm ports <portlist>

show cfm {[md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint
1-4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

show cfm fault {md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index
<uint 1-4294967295>]}}

show cfm port <port> {level <int 0-7> | direction [inward | outward] | vlanid <vlanid 1-4094>}

cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> remote_mepid <int 1-8191> action [start | stop]

cfm loopback <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> |
md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {num
<int 1-65535> | [length <int 0-1500> | pattern <string 1500>] | pdu_priority <int 0-7>}

cfm linktrace <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index
<uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {ttl <int 2-255> |
pdu_priority <int 0-7>}

show cfm linktrace [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint
1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {trans_id <uint>}

delete cfm linktrace {{md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> |
ma_index <uint 1-4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

config cfm mp_ltr_all [enable | disable]

show cfm mipccm

show cfm mp_ltr_all

show cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tX] | ccm]}

clear cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tx] | ccm]}
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show cfm remote_mep [mepname <string 32> | md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>] mepid <int 1-8191>]
remote_mepid <int 1-8191>

config cfm ais md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index
<uint 1-4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state
[enable | disable]}

config cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index
<uint 1-4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state
[enable | disable]}

config cfm trap [ais | lock] state [enable | disable]

14-1 create cfm md

Description

This command is used to create a CFM maintenance domain.

Format
create cfm md <string 22> {md_index <uint 1-4294967295>} level <int 0-7>

Parameters

<string 22> - Enter the maintenance domain name used here. This name can be up to 22
characters long.
md_index - Specifies the maintenance domain index used.
<uint 1-4294967295> - Enter the maintenace domain index value used here. This value must
be between 1 and 4294967295.
level - Specify the maintenance domain level.
<int 0-7> - Specify the maintenance domain level from 0 to 7.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create a CFM maintenance domain called “op_domain” and assign a maintenance domain level of
HZH:

DGS-3420-28SC:admin#create cfm md op_domain level 2
Command: create cfm md op_domain level 2

Success.

DGS-3420-28SC:admin#
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14-2 config cfm md

Description

This command is used to configure the parameters of a maintenance domain. The creation of MIPs on
an MA is useful to trace the link, MIP by MIP. It also allows the user to perform a loopback from an
MEP to an MIP.

Format

config cfm md [<string 22> | md_index <uint 1-4294967295>] {mip [none | auto | explicit] |
sender_id [none | chassis | manage | chassis_manage]}(1)

Parameters

<string 22> - Enter the maintenance domain name used here. This name can be up to 22 characters
long.

md_index - Specifies the maintenance domain index used.
<uint 1-4294967295> - Enter the maintenace domain index value used here. This value must be
between 1 and 4294967295.

mip - (Optional) This is the control creations of MIPs.
none - Do not create MIPs. This is the default value.
auto - MIPs can always be created on any port in this MD if the port is not configured with an
MEP of this MD.
explicit - MIPs can only be created on any port in this MD if the next existing lower level has an
MEP configured on that port, and that port is not configured with an MEP of this MD.

sender_id - (Optional) This is the control transmission of the sender ID TLV.
none - Do not transmit the sender ID TLV. This is the default value.
chassis - Transmit the sender ID TLV with the chassis ID information.
manage - Transmit the sender ID TLV with the managed address information.
chassis_manage - Transmit the sender ID TLV with chassis ID information and manage address
information.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the maintenance domain called “op_domain” and specify the explicit option for creating
MIPs:

DGS-3420-28SC:-admin#config cfm md op_domain mip explicit
Command: config cfm md op_domain mip explicit

Success.

DGS-3420-28SC:-admin#
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14-3 create cfm ma

Description

This command is used to create a maintenance association. Different MAs in an MD must have
different MA Names. Different MAs in different MDs may have the same MA Name.

Format

create cfm ma <string 22> {ma_index <uint 1-4294967295>} md [<string 22> | md_index <uint 1-
4294967295>]

Parameters

<string 22> - Enter the maintenance association name used here. This name can be up to 22
characters long.
ma_index - Specifies the maintenance association index used.
<uint 1-4294967295> - Enter the maintenance association index value used here. This value
must be between 1 and 4294967295.
md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specifies the maintenance domain index used.
<uint 1-4294967295> - Enter the maintenance domain index value used here. This value
must be between 1 and 4294967295.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create a maintenance association called “op1” and assign it to the maintenance domain
“op_domain”:

DGS-3420-28SC:admin#create cfm ma opl md op_domain
Command: create cfm ma opl md op_domain

Success.

DGS-3420-28SC:admin#

14-4 config cfm ma

Description

This command is used to configure the parameters of a maintenance association. The MEP list
specified for an MA can be located in different devices. MEPs must be created on the ports of these
devices explicitly. An MEP will transmit a CCM packet periodically across the MA. The receiving MEP
will verify these received CCM packets from the other MEPs against this MEP list for the configuration
integrity check.
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Format

config cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint
1-4294967295>] {vlanid <vlanid 1-4094> | mip [none | auto | explicit | defer] | sender_id [none |
chassis | manage | chassis_manage | defer] | ccm_interval [100ms | 1sec | 10sec | 1min | 10min]
| mepid_list [add | delete] <mepid_list1-8191>}(1)

Parameters

<string 22> - Specify the maintenance association name. The maximum length is 22 characters.
ma_index - Specifies the maintenance association index used.
<uint 1-4294967295> - Enter the maintenance association index value used here. This value
must be between 1 and 4294967295.
md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specifies the maintenance domain index used.
<uint 1-4294967295> - Enter the maintenance domain index value used here. This value
must be between 1 and 4294967295.
vlanid - (Optional) Specify the VLAN Identifier. Different MAs must be associated with different
VLANS.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.
mip - (Optional) This is the control creation of MIPs.
none - Do not create MIPs.
auto - MIPs can always be created on any port in this MA if that port is not configured with an
MEP of that MA.
explicit - MIPs can be created on any ports in this MA only if the next existing lower level has
an MEP configured on that port, and that port is not configured with an MEP of this MA.
defer - Inherit the setting configured for the maintenance domain that this MA is associated
with. This is the default value.
sender_id - (Optional) This is the control transmission of the sender ID TLV.
none - Do not transmit the sender ID TLV. This is the default value.
chassis - Transmit the sender ID TLV with the chassis ID information.
manage - Transmit the sender ID TLV with the manage address information.
chassis_manage - Transmit the sender ID TLV with the chassis ID information and the
manage address information.
defer - Inherit the setting configured for the maintenance domain that this MA is associated
with. This is the default value.
ccm_interval - (Optional) Specify the CCM interval.
100ms - 100 milliseconds. Not recommended in CFM software mode.
1sec - One second.
10sec - Ten seconds. This is the default value.
1min - One minute.
10min - Ten minutes.
mepid_list - (Optional) Specify the MEPIDs contained in the maintenance association.
add - Add MEPID(s).
delete - Delete MEPID(s).
<mepid_list 1-8191> - Specify the MEPIDs contained in the maintenance association. The
range of the MEPID is 1 to 8191.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To configure the parameters of a maintenance association:

DGS-3420-28SC:admin#config cfm ma opl md op_domain vlanid 1 ccm_interval 1lsec
Command: config cfm ma opl md op_domain vlanid 1 ccm_interval lsec

Success.

DGS-3420-28SC:admin#

14-5 create cfm mep

Description

This command is used to create an MEP entry. Different MEPs in the same MA must have a different
MEPID. To put MD name, MA name, and MEPID together identifies an MEP. Different MEPs on the
same device must have a different MEP name. Before creating an MEP, its MEPID should be
configured in the MA’s MEPID list.

Format

create cfm mep <string 32> mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>] direction [inward | outward]
port <port>

Parameters

<string 32> - Enter the MEP name used here. It is unique among all MEPs configured on the
device. The name can be up to 32 characters long.
mepid - Specify the MEP MEPID. It should be configured in the MA’s MEPID list.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.
md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must
be between 1 and 4294967295.
ma - Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value
must be between 1 and 4294967295.
direction - Specify the MEP direction.
inward - Inward facing (up) MEP.
outward - Outward facing (down) MEP.
port - Specify the port number. This port should be a member of the MA'’s associated VLAN.
<port> - Specify a port.
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gaa A W N P

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create an MEP:

DGS-3420-28SC:admin#create cfm mep mepl mepid 1 md op_domain ma opl direction
inward port 2

Command: create cfm mep mepl mepid 1 md op_domain ma opl direction inward port 2
Success.

DGS-3420-28SC:admin#

14-6 config cfm mep

Description

This command is used to configure the parameters of an MEP. An MEP may generate five types of
Fault Alarms, as shown below by their priorities from high to low:

Cross-connect CCM Received: priority 5

Error CCM Received: priority 4

Some Remote MEPs Down: priority 3

Some Remote MEP MAC Status Errors: priority 2
Some Remote MEP Defect Indications: priority 1

If multiple types of the fault occur on an MEP, only the fault with the highest priority will be alarmed.

Format

config cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {state [enable | disable] | ccm
[enable | disable] | pdu_priority <int 0-7> | fault_alarm [all | mac_status | remote_ccm |
error_ccm | xcon_ccm | none] | alarm_time <centisecond 250-1000> | alarm_reset_time
<centisecond 250-1000>}(1)

Parameters

mepname - Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

mepid - Specify the MEP MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.

md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must be
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between 1 and 4294967295.

ma - Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22 characters.

ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value must

be between 1 and 4294967295.

state - Specify the MEP administrative state. The default is disable.
enable - Enable MEP.
disable - Disable MEP.

ccm - Specify the CCM transmission state. The default is disable.
enable - Enable the CCM transmission.
disable - Disable the CCM transmission.

pdu_priority - The 802.1p priority is set in the CCM and the LTM messages transmitted by the MEP.

The default value is 7.
<int 0-7> - Specify the value between 0 and 7.

fault_alarm - This is the control types of the fault alarms sent by the MEP. The default value is none.

all - All types of fault alarms will be sent.

mac_status - Only the fault alarms whose priority is equal to or higher than “Some Remote MEP
MAC Status Errors” are sent.

remote_ccm - Only the fault alarms whose priority is equal to or higher than “Some Remote
MEPs Down” are sent.

error_ccm - Only the fault alarms whose priority is equal to or higher than “Error CCM Received”
are sent.

xcon_ccm - Only the fault alarms whose priority is equal to or higher than “Cross-connect CCM
Received” are sent.

none - No fault alarm is sent.

alarm_time - Specify the time that a defect must exceed before the fault alarm can be sent. The unit

is centiseconds. The default value is 250.
<centisecond 250-1000> - Specify the time that a defect must exceed before the fault alarm can

be sent. The unit is centiseconds. The range is 250 to 1000.

alarm_reset_time - Specify the dormant duration time before a defect is triggered before the fault
can be re-alarmed. The unit is centiseconds. The default value is 1000.
<centisecond 250-1000> - Specify the dormant duration time before a defect is triggered before
the fault can be re-alarmed. The unit is centiseconds. The range is 250 to 1000.

Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the parameters of an MEP:

DGS-3420-28SC:admin#config cfm mep mepname mepl state enable ccm enable
Command: config cfm mep mepname mepl state enable ccm enable

Success.

DGS-3420-28SC:-admin#
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14-7 delete cfm mep

Description

This command is used to delete a previously created MEP.

Format

delete cfm mep [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]]

Parameters

mepname - Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

mepid - Specify the MEP MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.
md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must
be between 1 and 4294967295.
ma - Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value
must be between 1 and 4294967295.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete a previously created MEP:

DGS-3420-28SC:admin#delete cfm mep mepname mepl
Command: delete cfm mep mepname mepl

Success.

DGS-3420-28SC:admin#

14-8 delete cfm ma

Description
This command is used to delete a created maintenance association.
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Format

delete cfm ma [<string 22> | ma_index <uint 1-4294967295>] md [<string 22> | md_index <uint
1-4294967295>]

Parameters

<string 22> - Specify the maintenance association name. The maximum length is 22 characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value must be
between 1 and 4294967295.

md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must be
between 1 and 4294967295.

Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete a created maintenance association:

DGS-3420-28SC:admin#delete cfm ma opl md op_domain
Command: delete cfm ma opl md op_domain

Success.

DGS-3420-28SC:-admin#

14-9 delete cfm md

Description

This command is used to delete a previously created maintenance domain. When the command is
executing, all the MEPs and maintenance associations created in the maintenance domain will be
deleted automatically.

Format
delete cfm md [<string 22> | md_index <uint 1-4294967295>]

Parameters

<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must be
between 1 and 4294967295.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete a previously created maintenance domain:

DGS-3420-28SC:admin#delete cfm md op_domain
Command: delete cfm md op_domain

Success.

DGS-3420-28SC:admin#

14-10 enable cfm

Description

This command is used to enable the CFM globally.

Format

enable cfm

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the CFM globally:

DGS-3420-28SC:admin#enable cfm
Command: enable cfm

Success.

DGS-3420-28SC:admin#
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14-11 disable cfm

Description
This command is used to disable the CFM globally.

Format

disable cfm

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable the CFM globally:

DGS-3420-28SC:admin#disable cfm
Command: disable cfm

Success.

DGS-3420-28SC:admin#

14-12 config cfm ports

Description

This command is used to enable or disable the CFM function on a per-port basis. By default, the CFM
function is disabled on all ports. If the CFM is disabled on a port:

MIPs are never created on that port.
MEPs can still be created on that port, and the configuration can be saved.

MEPs created on that port can never generate or process CFM PDUs. If the user issues a Loopback
or Link trace test on those MEPs, it will prompt the user to inform them that the CFM function is
disabled on that port

Format

config cfm ports <portlist> state [enable | disable]
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Parameters

<portlist> - Specify the logical port list.

state - Specify the CFM function status.
enable - Specify to enable the CFM function.
disable - Specify to disable the CFM function.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the CFM function on ports 2 to 5:

DGS-3420-28SC:admin#config cfm ports 2-5 state enable
Command: config cfm ports 2-5 state enable

Success.

DGS-3420-28SC:-admin#

14-13 show cfm ports

Description

This command is used to display the CFM state of specified ports.

Format

show cfm ports <portlist>

Parameters

<portlist> - Specify the logical port list.

Restrictions

None.

Example
To display the CFM state for ports 3 to 6:

DGS-3420-28SC:admin#show cfm ports 3-6
Command: show cfm ports 3-6

Port State

199



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

4 Enabled
5 Enabled
6 Enabled

DGS-3420-28SC:admin#

14-14 show cfm

Description

This command is used to display the CFM configuration.

Format

show cfm {[md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index <uint
1-4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

Parameters

md - (Optional) Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must be
between 1 and 4294967295.

ma - (Optional) Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22 characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value must
be between 1 and 4294967295.

mepid - (Optional) Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.

mepname - (Optional) Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

Restrictions

None.

Example
To display the CFM configuration:

DGS-3420-28SC:admin#show cfm
Command: show cfm

CFM State: Enabled
MD Index MD Name Level

1 op_domain 2
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DGS-3420-28SC:admin#

14-15 show cfm fault

Description

This command is used to display all the fault conditions detected by the MEPs contained in the
specified MA or MD. The display provides the overview of the fault status by MEPs.

Format
show cfm fault {md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> | ma_index
<uint 1-4294967295>]}}

Parameters

md - (Optional) Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must be
between 1 and 4294967295.

ma - (Optional) Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22 characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value must
be between 1 and 4294967295.

Restrictions

None.

Example
To display the MEPs that have faults:

DGS-3420-28SC:admin#show cfm fault
Command: show cfm fault

MD Name MA Name MEPID Status AIS Status LCK Status

op_domain opl 1 Error CCM Received Normal Normal

DGS-3420-28SC:admin#

14-16 show cfm port

Description
This command is used to display MEPs and MIPs created on a port.
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Format
show cfm port <port> {level <int 0-7> | direction [inward | outward] | vlanid <vlanid 1-4094>}

Parameters

<port> - Specify the port number.

level - (Optional) Specify the maintenance domain level. If not specified, all levels are shown.
<int 0-7> - Specify the value between 0 and 7.

direction - (Optional) Specify the MEP direction.
inward - Specify inward facing MEP.
outward - Specify outward facing MEP.

vlanid - (Optional) Specify the VLAN identifier. If not specified, all VLANs are displayed.
<vlanid 1-4094> - Specify the VLAN ID between 1 and 4094.

Restrictions

None.

Example
To display a CFM port:

DGS-3420-28SC:admin#show cfm port 1
Command: show cfm port 1

MAC Address: 00-05-78-82-32-01

MD Name MA Name MEPID Level Direction VID
op_domain opl 1 2 inward 2
cust_domain custl 8 4 inward 2
serv_domain serv2 MIP 3 2

DGS-3420-28SC:-admin#

14-17 cfm lock md

Description

This command is used to start/stop cfm management lock. This command will result in the MEP sends
a LCK PDU to client level MEP.

Format

cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-
4294967295>] mepid <int 1-8191> remote_mepid <int 1-8191> action [start | stop]
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Parameters

md - Specifies the maintenance domain name.
<string 22> - Enter the maintenance domain name here. This name can be up to 22
characters long.
md_index — Specifies the MD index value used.
<uint 1-4294967295> - Enter the MD index value used here. This value must be between
1 and 4294967295.
ma - Specifies the maintenance association name.
<string 22> - Enter the maintenance association name here. This name can be up to 22
characters long.
ma_index — Specifies the MA index value used.
<uint 1-4294967295> - Enter the MA index value used here. This value must be between
1 and 4294967295.
mepid - The MEP ID in the MD which sends LCK frame.
<int 1-8191> - Enter the MEP ID value here. This value must be between 1 and 8191.
remote_mepid - The peer MEP is the target of management action.
<int 1-8191> - Enter the remote MEP ID used here. This value must be between 1 and 8191.
action - Specifies to start or to stop the management lock function.
start - Specifies to start the management lock function.
stop - Specifies to stop the management lock function.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To start management lock:

DGS-3420-28SC:-admin# cfm lock md op-domain ma op-ma mepid 1 remote_mepid 2 action
start

Command: cfm lock md op-domain ma op-ma mepid 1 remote_mepid 2 action start
Success.

DGS-3420-28SC:admin#

14-18 cfm loopback

Description

This command is used to start a CFM loopback test. Press Ctrl+C to exit the loopback test. The MAC
address represents the destination MEP or MIP that can be reached by this MAC address. The MEP
represents the source MEP to initiate the loopback message.

Format

cfm loopback <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> |
md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {num <int 1-
65535> | [length <int 0-1500> | pattern <string 1500>] | pdu_priority <int 0-7>}
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Parameters

<macaddr> - Specify the destination MAC address.

mepname - Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

mepid - (Optional) Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.
md - (Optional) Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index — Specifies the MD index value used.
<uint 1-4294967295> - Enter the MD index value used here. This value must be between 1
and 4294967295.
ma - (Optional) Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index — Specifies the MA index value used.
<uint 1-4294967295> - Enter the MA index value used here. This value must be between 1
and 4294967295.

num - (Optional) Specify the number of LBMs to be sent. The default value is 4.
<int 1-65535> - Specify the value between 1 and 65535.

length - (Optional) Specify the payload length of the LBM to be sent. The default is 0.
<int 0-1500> - Specify the value between 0 and 1500.

pattern - (Optional) Specify an amount of data to be included in a Data TLV, along with an indication
whether the Data TLV is to be included.
<string 1500> - Enter the pattern value used here. This value can be up to 1500 characters long.

pdu_priority - (Optional) Specify the 802.1p priority to be set in the transmitted LBMs. If not
specified, it uses the same priority as CCMs and LTMs sent by the MA
<int 0-7> - Specify the value between 0 and 7.

Restrictions

None.

Example
To start a CFM loopback test:

DGS-3420-28SC:admin#cfm loopback 00-01-02-03-04-05 mepname mepl
Command: cfm loopback 00-01-02-03-04-05 mepname mepl

Request timed out.
Request timed out.
Reply from MPID 52: bytes=xxx time=xxxms
Request timed out.

CFM loopback statistics for 00-01-02-03-04-05:
Packets: Sent=4, Received=1, Lost=3(75% loss)

DGS-3420-28SC:admin#
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14-19 cfm linktrace

Description

This command is used to issue a CFM link track message.

Format

cfm linktrace <macaddr> [mepname <string 32> | mepid <int 1-8191> md [<string 22> |
md_index <uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {ttl <int 2-
255> | pdu_priority <int 0-7>}

Parameters

<macaddr> - Specify the destination MAC address.

mepname - Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

mepid - (Optional) Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.
md - (Optional) Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index — Specifies the MD index value used.
<uint 1-4294967295> - Enter the MD index value used here. This value must be between 1
and 4294967295.
ma - (Optional) Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index — Specifies the MA index value used.
<uint 1-4294967295> - Enter the MA index value used here. This value must be between 1
and 4294967295.

ttl - (Optional) Specify the link trace message TTL value. The default value is 64.
<int 2-255> - Specify the link trace message TTL value. Enter a value between 2 and 255.

pdu_priority - (Optional) Specify the 802.1p priority to be set in the transmitted LBMs. If not
specified, it uses the same priority as CCMs and LTMs sent by the MA.
<int 0-7> - Specify the 802.1p priority to be set in the transmitted LBMs. If not specified, it uses
the same priority as CCMs and LTMs sent by the MA. Enter a value between 0 and 7.

Restrictions

None.

Example
To transmit a LTM:

DGS-3420-28SC:admin#cfm linktrace 00-01-02-03-04-05 mepname mepl
Command: cfm linktrace 00-01-02-03-04-05 mepname mepl

Transaction ID: 26
Success.
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|DGS—3420—285C:admin#

14-20 show cfm linktrace
Description

This command is used to display the link trace responses. The maximum linktrace responses a device
can hold is 128.

Format

show cfm linktrace [mepname <string 32> | mepid <int 1-8191> md [<string 22> | md_index
<uint 1-4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>]] {trans_id <uint>}

Parameters

mepname - Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

mepid - (Optional) Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.
md - (Optional) Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must
be between 1 and 4294967295.
ma - (Optional) Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value
must be between 1 and 4294967295.

trans_id - (Optional) The identifier of the transaction to be displayed.
<uint> - The identifier of the transaction to be displayed.

Restrictions

None.

Example
To display a CFM linktrace reply:

DGS-3420-28SC:admin#show cfm linktrace mepname mepl
Command: show cfm linktrace mepname mepl

Trans ID Source MEP Destination

26 mepl XX=XX=XX=XX=XX-XX

DGS-3420-28SC:-admin#
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To display a CFM linktrace reply:

DGS-3420-28SC:-admin# show cfm linktrace mepname mep trans_id O
Command: show cfm linktrace mepname mep trans_id O

Transaction ID: 0O
From MEP mep to 00-15-72-20-91-09
Start Time : 2010-12-31 00:51:49

Hop MEPID Ingress MAC Address Egress MAC Address Forwarded Relay Action

1 - 00-00-00-00-00-00 00-01-02-00-01-14 Yes FDB
2 2 00-15-72-20-91-14 00-15-72-20-91-09 No Hit

DGS-3420-28SC:admin#

14-21 delete cfm linktrace

Description

This command is used to delete the stored link trace response data that have been initiated by the
specified MEP.

Format

delete cfm linktrace {{md [<string 22> | md_index <uint 1-4294967295>] {ma [<string 22> |
ma_index <uint 1-4294967295>] {mepid <int 1-8191>}} | mepname <string 32>]}

Parameters

md - (Optional) Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index — Specifies the MD index value used.
<uint 1-4294967295> - Enter the MD index value used here. This value must be between 1
and 4294967295.
ma - (Optional) Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index — Specifies the MA index value used.
<uint 1-4294967295> - Enter the MA index value used here. This value must be between 1
and 4294967295.
mepid - (Optional) Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.

mepname - (Optional) Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

Restrictions

None.
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Example
To delete the CFM link trace reply:

DGS-3420-28SC:admin#delete cfm linktrace mepname mepl
Command: delete cfm linktrace mepname mepl

Success.

DGS-3420-28SC:admin#

14-22 config cfm mp_Itr_all

Description

This command is to enable or disable the "all MPs reply LTRs" function. This function is for test
purposes. According to IEEE 802.1ag, a Bridge replies with one LTR to an LTM. This command can
make all MPs on the LTM’s forwarding path reply with LTRs, no matter whether they are on a Bridge
or not.

Format

config cfm mp_ltr_all [enable | disable]

Parameters

enable - Enable this feature.

disable - Disable this feature.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the all-MPs-reply-to-LTR function:

DGS-3420-28SC:admin#config cfm mp_ltr_all enable
Command: config cfm mp_ltr_all enable

Success.

DGS-3420-28SC:-admin#
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14-23 show cfm mipccm

Description

This command is used to display the MIP CCM database entries. All entries in the MIP CCM database
will be displayed. An MIP CCM entry is similar to an FDB which keeps the forwarding port information
of a MAC entry.

Format

show cfm mipccm

Parameters

None.

Restrictions

None.

Example
To display the MIP CCM database entries:

DGS-3420-28SC:admin#show cfm mipccm
Command: show cfm mipccm

MA VID MAC Address Port
opma 1 XX =XX=XX=XX=XX=-XX-XX 2
opma 1 XX=XX=XX=XX=XX=-XX-XX 3
Total 2

DGS-3420-28SC:admin#

14-24 show cfm mp_Itr_all

Description

This command is used to display the current configuration of the "all MPs reply LTRs" function. This
command is for test purposes.

Format

show cfm mp_ltr_all
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Parameters

None.

Restrictions

None.

Example
To display the configuration of the all-MPs-reply-to-LTR function:

DGS-3420-28SC:admin#show cfm mp_ltr_all
Command: show cfm mp_Itr_all

All MPs reply LTRs: Disabled

DGS-3420-28SC:-admin#

14-25 show cfm pkt_cnt

Description
This command is used to display the CFM packet's RX/TX counters.

Format

show cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tx] | ccm]}

Parameters

ports - (Optional) Specify the port counters to display. If not specified, all ports will be displayed.
<portlist> - Specify a list of ports.
rx - (Optional) Display the RX counter. If not specified, both the RX and TX counters will be
displayed.
tx - (Optional) Display the TX counter. If not specified, both the RX and TX counters will be
displayed.

rx - (Optional) Display the RX counter. If not specified, both the RX and TX counters will be
displayed.

tx - (Optional) Display the TX counter. If not specified, both the RX and TX counters will be
displayed.

ccm - (Optional) Display the CCM RX counters.

Restrictions

None.

Example

To display CFM packet RX/TX counters for ports 1 to 2:
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DGS-3420-28SC:admin#show cfm pkt_cnt ports 1-2
Command: show cfm pkt_cnt ports 1-2

CFM RX Statistics

Port AlIPkt CCM LBR LBM LTR LTM VidDrop OpcoDrop
All 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0

Port AlIPkt CCM LBR LBM LTR LTM
All 0 0 0 0 0 0
1 0 0] 0 0 0 0
2 0 0] 0 0 0 0

DGS-3420-28SC:-admin#

14-26 clear cfm pkt_cnt

Description

This command is used to clear the CFM packet's RX/TX counters.

Format

clear cfm pkt_cnt {[ports <portlist> {[rx | tx]} | [rx | tX] | ccm]}

Parameters

ports - (Optional) Specify the port counters to clear. If not specified, all ports will be cleared.
<portlist> - Specify a list of ports.
rx - (Optional) Clear the RX counter. If not specified, both the RX and TX counters will be cleared.
tx - (Optional) Clear the TX counter. If not specified, both the RX and TX counters will be cleared.

rx - (Optional) Clear the RX counter. If not specified, both the RX and TX counters will be cleared.

tx - (Optional) Clear the TX counter. If not specified, both the RX and TX counters will be cleared.

ccm - (Optional) Clear The CCM RX counters.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To clear all the CFM packet RX/TX counters:
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DGS-3420-28SC:admin#clear cfm pkt_cnt
Command: clear cfm pkt_cnt

Success.

DGS-3420-28SC:admin#

To clear the CFM packet CCM counters:

DGS-3420-28SC:admin#clear cfm pkt_cnt ccm
Command: clear cfm pkt_cnt ccm

Success.

DGS-3420-28SC:admin#

14-27 show cfm remote_mep

Description

This command is used to display CFM remote MEP information.

Format

show cfm remote_mep [mepname <string 32> | md [<string 22> | md_index <uint 1-
4294967295>] ma [<string 22> | ma_index <uint 1-4294967295>] mepid <int 1-8191>]
remote_mepid <int 1-8191>

Parameters

mepname - Specify the MEP name.
<string 32> - Specify the MEP name. The maximum length is 32 characters.

md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must be
between 1 and 4294967295.

ma - Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22 characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value must
be between 1 and 4294967295.

mepid - Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.

remote_mepid - Specify the remote MEPID.
<int 1-8191> - Specify the remote MEPID between 1 and 8191.

Restrictions
None.
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Example

To display CFM remote MEP information:

DGS-3420-28SC:admin#show cfm remote_mep mepname mepl remote_mepid 2
Command: show cfm remote_mep mepname mepl remote_mepid 2

Remote MEPID : 2

MAC Address : 00-11-22-33-44-02

Status - 0K

RDI : Yes

Port State : Blocked

Interface Name : Down

Last CCM Serial Number : 1000

Send Chassis 1D : 00-11-22-33-44-00

Sender Management Address: SNMP-UDP-IPv4 10.90.90.90:161
Detect Time : 2008-01-01

DGS-3420-28SC:admin#

14-28 config cfm ais md

Description

This command is used to configure the parameters of the AIS function on an MEP.

Format

config cfm ais md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index
<uint 1-4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state [enable |
disable]}

Parameters

md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must
be between 1 and 4294967295.

ma - Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value
must be between 1 and 4294967295.

mepid - Specify the MEPID.
<int 1-8191> - Specify the MEP MEPID between 1 and 8191.

period - (Optional) Specifies the transmitting interval of the AlIS PDU.
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1sec - Specifies that the transmitting interval period will be set to 1 second.
1min - Specifies that the transmitting interval period will be set to 1 minute.

level - (Optional) Specifies the client level ID to which the MEP sends AIS PDU. The default
client MD level is the MD level that the most immediate client layer MIPs and MEPs exist on.
<int 0-7> - Enter the client level ID used here. This value must be between 0 and 7.

state - (Optional) Specifies the AIS function state used.
enable - Specifies that AlS function state will be enabled.
disable - Specifies that AlS function state will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the AIS function so that it is enabled and has a client level of 5:

DGS-3420-28SC:admin# config cfm ais md op-domain ma op-ma mepid 1 state enable
level 5

Command: config cfm ais md op-domain ma op-ma mepid 1 state enable level 5
Success.

DGS-3420-28SC:admin#

14-29 config cfm lock md

Description

This command is used to configure the parameters of the LCK function on an MEP.

Format

config cfm lock md [<string 22> | md_index <uint 1-4294967295>] ma [<string 22> | ma_index
<uint 1-4294967295>] mepid <int 1-8191> {period [1sec | 1min] | level <int 0-7> | state [enable |
disable]}

Parameters

md - Specify the maintenance domain name.
<string 22> - Specify the maintenance domain name. The maximum length is 22 characters.
md_index - Specify the maintenance domain index.
<uint 1-4294967295> - Enter the maintenance domain index value here. This value must
be between 1 and 4294967295.

ma - Specify the maintenance association name.
<string 22> - Specify the maintenance association name. The maximum length is 22
characters.
ma_index - Specify the maintenance association index.
<uint 1-4294967295> - Enter the maintenance association index value here. This value
must be between 1 and 4294967295.

mepid - Specify the MEPID.
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<int 1-8191> - Specify the MEP MEPID between 1 and 8191.

period - (Optional) Specifies the transmitting interval of the LCK PDU.
1sec - Specifies that the transmitting interval period will be set to 1 second.
1min - Specifies that the transmitting interval period will be set to 1 minute.

level - (Optional) Specifies the client level ID to which the MEP sends LCK PDU. The default
client MD level is the MD level that the most immediate client layer MIPs and MEPs exist on.
<int 0-7> - Enter the client level ID used here. This value must be between 0 and 7.

state - (Optional) Specifies the LCK function state used.
enable - Specifies that LCK function state will be enabled.
disable - Specifies that LCK function state will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the LCK function state as enabled and specify a client level of 5:

DGS-3420-28SC:-admin# config cfm lock md op-domain ma op-ma mepid 1 state enable
level 5

Command: config cfm lock md op-domain ma op-ma mepid 1 state enable level 5
Success.

DGS-3420-28SC:admin#

14-30 config cfm trap

Description

This command is used to configure the state of the CFM trap.

Format

config cfm trap [ais | lock] state [enable | disable]

Parameters

ais - Specify the AIS trap status to be configured. If the trap status of AIS is enabled, a trap will
be sent out when an ETH-AIS event occurs or clears.

lock - Specify the LCK trap status that to be configured. If the trap status of LCK is enabled, a
trap will be sent out wnen an ETH-LCK event occurs or clears.

state — Specify the state of the CFM trap.
enable — Enable the CFM trap state. This is the default.
disable — Disable the CFM trap state.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

DGS-3420-28SC:admin#config cfm trap ais state enable
Command: config cfm trap ais state enable

Success.

DGS-3420-28SC:admin#

216



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Chapter 15 Command List
History Commands

? {<Command>}

show command_history

config command_history <value 1-40>

15-1 ?
Description

This command is used to display all of the commands available, on the current login account level,
through the Command Line Interface (CLI).

Format

? {<Command>}

Parameters

<Command> — (Optional) Specify a command.

<« Note: If no command is specified, the system will display all commands of the
' corresponding user level.

Restrictions

None.

Example

To display all commands:

DGS-3420-28SC:admin#?
Command: ?

?

cable_diag ports
cd

cfm linktrace
cfm loopback
clear
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clear address_binding dhcp_snoop binding_entry ports
clear arptable

clear attack_log

clear cfm pkt_cnt

clear counters

clear dhcp binding

clear dhcp conflict_ip

clear ethernet_oam ports

clear fdb

clear historical_counters ports

clear igmp_snooping data_driven_group
clear igmp_snooping statistic counter
clear jwac auth_state

clear log

clear mac_based_access_control auth_state

CIERe e 6 Quit FZX¥sE [ Next Page HNIER Next Entry B All

To display the syntax for “config account”:

DGS-3420-28SC:admin#? config account
Command: ? config account

Command: config account
Usage: <username> {encrypt [plain_text]| sha_1] <password>}

Description: Used to configure user accounts.

DGS-3420-28SC:admin#

15-2 show command_history

Description

This command is used to display the command history.

Format

show command_history

Parameters

None.

Restrictions

None.
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Example

To display the command history:

DGS-3420-28SC:admin# show command_history
Command: show command_history

?

?

show traffic_segmentation 1-6

config traffic_segmentation 1-6 forward_list 7-8
config radius delete 1

config radius add 1 10.48.74.121 key dlink default
config 802.1x reauth port_based ports all

config 802.1x init port_based ports all

config 802.1x auth_mode port_based

config 802.1x auth_parameter ports 1-50 direction both
config 802.1x capability ports 1-5 authenticator
show 802.1x auth_configuration ports 1

show 802.1x auth_state ports 1-5

enable 802.1x

show 802.1x auth_state ports 1-5

show igmp_snooping

enable igmp_snooping

DGS-3420-28SC:admin#

15-3 config command_history

Description

This command is used to configure the number of commands that the switch can record. The switch
can keep records for the last 40 (maximum) commands you entered.

Format

config command_history <value 1-40>

Parameters

<value 1-40> — Specify the number of commands (1 to 40) that the switch can record. The default
value is 25.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To configure the number of commands the switch can record to the last 20 commands:

DGS-3420-28SC:admin#config command_history 20
Command: config command_history 20

Success.

DGS-3420-28SC:admin#
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Chapter 16 Command Logging
Command List

enable command logging

disable command logging

show command logging

16-1 enable command logging
Description
The enable command logging command is used to enable the command logging function.

Note: When the switch is under the booting procedure and the procedure of downloading the
< configuration to execute immediately, all configuration commands should not be
) logged. When the user is under AAA authentication, the user name should not
changed if user uses “enable admin” command to replace its privilege.

Format

enable command logging

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To enable the command logging function:

DGS-3420-28SC:admin# enable command logging
Command: enable command logging

Success.

DGS-3420-28SC:admin#
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16-2 disable command logging

Description

The disable command logging command is used to disable the command logging function.

Format

disable command logging

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example

To disable the command logging:

DGS-3420-28SC:admin# disable command logging
Command: disable command logging

Success.

DGS-3420-28SC:admin#

16-3 show command logging

Description

This command displays the switch’s general command logging configuration status.

Format

show command logging

Parameters

None.

Restrictions

Only Administrator and Operator-level users can issue this command.
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Example

To show the command logging configuration status:

DGS-3420-28SC:admin# show command logging
Command: show command logging

Command Logging State : Disabled

DGS-3420-28SC:admin#
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Chapter 17 Common Unicast
Routing Command List

config route preference [static | default | rip] <value 1-999>

show route preference {[local | static | default | rip]}

create route redistribute dst rip src [local | static] {metric <value 0-16>}
config route redistribute dst rip src [local | static] {metric <value 0-16>}
delete route redistribute dst rip src [local | static]

show route redistribute dst rip {src [local | static]}

show route redistribute

17-1 config route preference

Description

This command is used to configure the route type preference. The route with smaller preference has
higher priority. The preference for local routes is fixed to 0.

Format

config route preference [static | default | rip] <value 1-999>

Parameters

static - Configure the preference of static route.

default - Configure the preference of default route.

rip - Configure the preference of RIP route.

<value 1-999> - Enter the route preference value here. This value must be between 1 and 999.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the route preference for static routes to 70:

DGS-3420-28SC:-admin# config route preference static 70
Command: config route preference static 70

Success.

DGS-3420-28SC:-admin#
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17-2 show route preference

Description

This command is used to display the route preference of each route type.

Format

show route preference {[local | static | default | rip]}

Parameters

local - (Optional) Display the preference of local route.
static - (Optional) Display the preference of static route.
default - (Optional) Display the preference of default route.
rip - (Optional) Display the preference of RIP route.

Restrictions

None.

Example

To display the route preference for all route types:

DGS-3420-28SC:admin#show route preference
Command: show route preference

Route Preference Settings

Protocol Preference
RIP 100

Static 60

Default 1

Local 0

DGS-3420-28SC:admin#

17-3 create route redistribute dst rip src

Description

This command is used to redistribute routing information from other routing protocols to RIP. When the
metric is specified as 0, the metric in the original route will become the metric of the redistributing RIP
routes transparently. If the metric of the original routes is greater than 16, the route will be not
redistributed.
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Format

create route redistribute dst rip src [local | static] {metric <value 0-16>}

Parameters

dst - Specifies the target protocol.

src - Specifies the source protocol.

local - To redistribute local routes to RIP.

static - To redistribute static routes to RIP.

metric - (Optional) Specifies the RIP route metric value for the redistributed routes.
<value 0-16> - Enter the metric value used here. This value must be between 0 and 16.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To add route redistribution settings:

DGS-3420-28SC:-admin# create route redistribute dst rip src static metric 2
Command: create route redistribute dst rip src static metric 2

Success.

DGS-3420-28SC:-admin#

17-4 config route redistribute dst rip src

Description

This command is used to update the metric to be associated with the redistributed routes from a
specific protocol to RIP protocol.

Format

config route redistribute dst rip src [local | static] {metric <value 0-16>}

Parameters

dst - Specifies the target protocol.

src - Specifies the source protocol.

local - To redistribute local routes to RIP.

static - To redistribute static routes to RIP.

metric - (Optional) Specifies the RIP metric value for the redistributed routes.
<value 0-16> - Enter the metric value used here. This value must be between 0 and 16.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure route redistributions:

DGS-3420-28SC:admin# config route redistribute dst rip src local metric 1
Command: config route redistribute dst rip src local metric 1

Success.

DGS-3420-28SC:-admin#

17-5 delete route redistribute dst rip src

Description

This command is used to delete the route redistribute configuration on the Switch. It specifies to not
redistribute other routing protocols to RIP.

Format

delete route redistribute dst rip src [local | static]

Parameters

src - Specifies the source protocol.
static - To not redistribute static routes.
local - To not redistribute local routes.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete route redistribution settings:

DGS-3420-28SC:admin# delete route redistribute dst rip src static
Command: delete route redistribute dst rip src static

Success.

DGS-3420-28SC:admin#
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17-6 show route redistribute dst rip

Description

This command is used to display the route redistribution settings on the Switch. It displays the
redistribution with the target protocol RIP.

Format

show route redistribute dst rip {src [local | static]}

Parameters

src - (Optional) Specifies the source protocol.
static - Display the redistribution with the source static.
local - Display the redistribution with the source local.

If no parameter is specified, the system will display all route redistributions.

Restrictions

None.

Example

To display route redistributions:

DGS-3420-28SC:admin# show route redistribute dst rip
Command: show route redistribute dst rip

Route Redistribution Settings

Source Destination Type Metric
Protocol Protocol

STATIC RIP All Transparency
LOCAL RIP All 1

Total Entries : 2

DGS-3420-28SC:admin#

17-7 show route redistribute

Description

This command is used to display the route redistribution settings on the Switch.
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Format

show route redistribute

Parameters

None.

Restrictions

None.

Example

To display route redistributions:

DGS-3420-28SC:admin#show route redistribute
Command: show route redistribute

Route Redistribution Settings

Source Destination Type Metric
Protocol Protocol

STATIC RIP All 2
LOCAL RIP All 1

Total Entries : 2

DGS-3420-28SC:-admin#
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Chapter 18 Compound
Authentication
Commands

create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete]
ports [<portlist> | all]

config authentication mac_format {case [lowercase | uppercase] | delimiter {{hyphen | colon | dot |
none] | number [1 ] 2 | 5]HD)}(1)

config authentication ports [<portlist> | all] {auth_mode [port_based | host_based {vlanid <vid_list>
state [enable | disable]}] | multi_authen_methods [none | any | dotlx_impb | impb_jwac |
impb_wac | mac_impb]}(1)

show authentication

show authentication guest_vlan

show authentication mac_format

show authentication ports {<portlist>}

enable authorization attributes

disable authorization attributes

show authorization

config authentication server failover [local | permit | block]

18-1 create authentication guest_vlan

Description

This command is used to assign a static VLAN to be a guest VLAN. The specific VLAN which is
assigned to be a guest VLAN must already exist. The specific VLAN which is assigned to be a guest
VLAN can't be deleted.

Format

create authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

Parameters

vlan - Specify the guest VLAN by VLAN name.
<vlan_name 32> - Specify the guest VLAN by VLAN name. The VLAN name can be up to 32
characters long.

vlanid - Specify the guest VLAN by VLAN ID.
<vlanid 1-4094> - Specify the guest VLAN by VLAN ID. The VLAN ID value must be between 1
and 4094.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To assign a static VLAN to be a guest VLAN:

DGS-3420-28SC:admin#create authentication guest_vlan vlan guestVLAN
Command: create authentication guest_vlan vlan guestVLAN

Success.

DGS-3420-28SC:-admin#

18-2 delete authentication guest_vlan

Description

This command is used to delete a guest VLAN setting, but not a static VLAN. All ports which are
enabled as guest VLANs will move to the original VLAN after deleting the guest VLAN.

Format
delete authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>]

Parameters

vlan - Specify the guest VLAN by VLAN name.
<vlan_name 32> - Specify the guest VLAN by VLAN name. The VLAN name can be up to 32

characters long.

vlanid - Specify the guest VLAN by VLAN ID.
<vlanid 1-4094> - Specify the guest VLAN by VLAN ID. The VLAN ID value must be between 1

and 4094.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a guest VLAN setting:

DGS-3420-28SC:admin#delete authentication guest _vlan vlan guestVLAN
Command: delete authentication guest_vlan vlan guestVLAN

Success.

DGS-3420-28SC:admin#
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18-3 config authentication guest_vian

Description

This command is used to assign or remove ports to or from a guest VLAN.

Format

config authentication guest_vlan [vlan <vlan_name 32> | vlanid <vlanid 1-4094>] [add | delete]
ports [<portlist>| all ]

Parameters

vlan - Specify the guest VLAN name.
<vlan_name 32> - Specify the guest VLAN name. The VLAN name can be up to 32 characters
long.

vlanid - Specify the guest VLAN VID.
<vlanid 1-4094> - Specify the guest VLAN VID. The VLAN ID value must be between 1 and 4094.

add - Specify to add a port list to the guest VLAN.
delete - Specify to delete a port list from the guest VLAN.

ports - Specify a port or range of ports to configure.
<portlist> - Specify a range of ports to configure.
all - Specify to configure all ports.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure authentication for all ports for a guest VLAN called “gv”:

DGS-3420-28SC:admin#config authentication guest _vlan vlan gv add ports all
Command: config authentication guest _vlan vlan gv add ports all

Success.

DGS-3420-28SC:-admin#

18-4 config authentication mac_format

Description

This command will set the MAC address format that will be used for authentication username via the
RADIUS server.

Format

config authentication mac_format {case [lowercase | uppercase] | delimiter {[hyphen | colon |
dot | none] | number [1| 2| 5]}(1)}2)
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Parameters

case - (Optional) Specifies the case format used.
lowercase - Specifies using the lowercase format, the RADIUS authentication username will
be formatted as: aa-bb-cc-dd-ee-ff.
uppercase - Specifies using the uppercase format, the RADIUS authentication username will
be formatted as: AA-BB-CC-DD-EE-FF.
delimiter - (Optional) Specifies the delimiter format used.
hyphen - Specifies using the “-“ as delimiter, the format is: AA-BB-CC-DD-EE-FF
colon - Specifies using the “:* as delimiter, the format is: AA:BB:CC:DD:EE:FF
dot - Specifies using the “.“ as delimiter, the format is: AA.BB.CC.DD.EE.FF
none - Specifies not using any delimiter, the format is: AABBCCDDEEFF
number - (Optional) Specifies the delimiter number used.
1 - Single delimiter, the format is: AABBCC.DDEEFF
2 - Double delimiter, the format is: AABB.CCDD.EEFF
5 - Multiple delimiter, the format is: AA.BB.CC.DD.EE.FF

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the MAC address format to IETF style:

DGS-3420-28SC:admin#config authentication mac_format case uppercase delimiter
hyphen number 5

Command: config authentication mac_format case uppercase delimiter hyphen number 5

Success.

DGS-3420-28SC:-admin#

18-5 config authentication ports

Description

This command is used to configure authorization mode and authentication method on ports.

Format

config authentication ports [<portlist> | all] {auth_mode [port_based | host_based {vlanid
<vid_list> state [enable | disable]}] | multi_authen_methods [none | any | dotlx_impb |
impb_jwac | impb_wac | mac_impb]}(1)

Parameters

<portlist> - Specify a port or range of ports to configure.
all - Specify to configure all ports.

auth_mode - (Optional) The authorization mode is port-based or host-based.
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port-based - If one of the attached hosts pass the authentication, all hosts on the same port will
be granted access to the network. If the user fails the authorization, this port will keep trying
the next authentication.
host-based - Specify to allow every user to be authenticated individually.
vlanid - (Optional) Specifies the VLAN ID used for this configuration.
<vid_list> - Enter the VLAN ID used for this configuration here.

state - (Optional) Specifies whether the authorization mode will be enabled or disabled.
enable - Specifies that the authorization mode will be enabled.
disable - Specifies that the authorization mode will be disabled.

multi_authen_methods - (Optional) Specify the method for compound authentication.
none - Specify that compound authentication is not enabled.
any - Specify if any of the authentication methods (802.1X, MAC, and JWAC/WAC) pass, then

pass.
dotlx_impb - Dotlx will be verified first, and then IMPB will be verified. Both authentications need

to be passed.
impb_jwac - JWAC will be verified first, and then IMPB will be verified. Both authentications need

to be passed.
impb_wac - WAC will be verified first, and then IMPB will be verified. Both authentications need

to be passed.
mac_impb - MAC will be verified first, and then IMPB will be verified. Both authentications need

to be passed.

Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example
The following example sets the authentication mode of all ports to host-based:

DGS-3420-28SC:admin#config authentication ports all auth_mode host_based
Command: config authentication ports all auth_mode host_based

Success.

DGS-3420-28SC:admin#

The following example sets the compound authentication method of all ports to “any”:

DGS-3420-28SC:admin#config authentication ports all multi_authen_methods any
Command: config authentication ports all multi_authen_methods any

Success.

DGS-3420-28SC:admin#
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18-6 show authentication

Description

This command is used to display the global authentication configuration.

Format

show authentication

Parameters

None.

Restrictions

None.

Example

To display the global authentication configuration:

DGS-3420-28SC:admin#show authentication
Command: show authentication

Authentication Server Failover: Block.

DGS-3420-28SC:admin#

18-7 show authentication guest_vlan

Description

This command is used to display guest VLAN information.

Format

show authentication guest_vlan

Parameters

None.

Restrictions

None.
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Example
To display the guest VLAN setting:

DGS-3420-28SC:admin#show authentication guest_vlan
Command: show authentication guest_vlan

Guest VLAN VID :
Guest VLAN Member Ports:

Total Entries: O

DGS-3420-28SC:admin#

18-8 show authentication mac_format

Description

This command is used to display the authentication MAC format setting.

Format

show authentication mac_format

Parameters

None.

Restrictions

None.

Example
To display the authentication MAC format setting:

DGS-3420-28SC:admin#show authentication mac_format
Command: show authentication mac_format

Case : Uppercase
Delimiter : None
Delimiter Number : 5

DGS-3420-28SC:admin#

18-9 show authentication ports

Description

This command is used to display the authentication method and authorization mode on ports.
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Format

show authentication ports {<portlist>}

Parameters

<portlist> - (Optional) Specify to display compound authentication on specific port(s).

Restrictions

None.

Example

To display the authentication settings for ports 1 to 3:

DGS-3420-28SC:admin#show authentication ports 1-3
Command: show authentication ports 1-3

Port Methods Auth Mode Authentication VLAN(S)
1 None Host-based
2 None Host-based
3 None Host-based

DGS-3420-28SC:admin#

18-10 enable authorization attributes

Description

This command is used to enable the authorization global state.

Format

enable authorization attributes

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To enable the authorization global state:

DGS-3420-28SC:admin#enable authorization attributes
Command: enable authorization attributes

Success.

DGS-3420-28SC:admin#

18-11 disable authorization attributes

Description

This command is used to disable the authorization global state.

Format

disable authorization attributes

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To disable the authorization global state:

DGS-3420-28SC:admin#disable authorization attributes
Command: disable authorization attributes

Success.

DGS-3420-28SC:admin#

18-12 show authorization

Description

This command is used to display the authorization status.

Format

show authorization
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Parameters

None.

Restrictions

None.

Example

To display the authorization status:

DGS-3420-28SC:admin#show authorization
Command: show authorization
Authorization for Atributes: Enabled

DGS-3420-28SC:-admin#

18-13 config authentication server failover

Description

This command is used to configure the authentication server failover function. When authentication
server fails, administrator can configure to:

* Use the local database to authenticate the client. The switch will resort to using the local database to
authenticate the client. If the client fails on local authentication, the client is regarded as un-
authenticated, otherwise, it authenticated.

* Pass authentication. The client is always regarded as authenticated. If guest VLAN is enabled,
clients will stay on the guest VLAN, otherwise, they will stay on the original VLAN.

* Block the client (default setting). The client is always regarded as un-authenticated.

Format

config authentication server failover [local | permit | block]

Parameters

local - Specify to use the local database to authenticate the client.

permit - Specify that the client is always regarded as authenticated.

block - Specify to block the client. This is the default setting.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To set the authentication server failover state:

DGS-3420-28SC:admin#config authentication server failover local
Command: config authentication server failover local

Success.

DGS-3420-28SC:admin#
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Chapter 19 Debug Software
Command List

debug address_binding [event | dhcp | all] state [enable | disable]

no debug address_bhinding

debug error_log [dump | clear | upload toTFTP <ipaddr> <path_filename 64>]

debug buffer [utilization | dump | clear | upload toTFTP <ipaddr> <path_filename 64>]

debug output [module <module_list> | all] [buffer | console]

debug config error_reboot [enable | disable]

debug config state [enable | disable]

debug show error_reboot state

debug stp clear counter {ports [<portlist> | all]}

debug stp config ports [<portlist> | all] [event | bpdu | state_machine | all] state [disable | brief |
detail]

debug stp show counter {ports [<portlist> | all]}

debug stp show flag {ports <portlist>}

debug stp show information

debug stp state [disable | enable]

debug dhcpv6 client state enable

debug dhcpv6 client state disable

debug dhcpv6_client output [buffer | console]

debug dhcpv6 client packet {all | receiving | sending} state [enable | disable]

debug dhcpv6 relay state enable

debug dhcpv6 relay state disable

debug dhcpv6 relay hop count state [enable | disable]

debug dhcpv6 relay output [buffer | console]

debug dhcpv6 relay packet {all | receiving | sending} state [enable | disable]

debug dhcpv6_server packet [all | receiving | sending] state [enable | disable]

debug dhcpv6_server state disable

debug dhcpv6 _server state enable

debug ripng flag [{interface | packet [all | rx | tx] | route} | all] state [enable | disable]

debug ripng show flag

debug ripng state disable

debug ripng state enable

debug show status {module <module_list>}

debug show address_binding binding state table [nd_snooping | dhcpv6_snooping]

debug show error ports box_id [<value 1-12> | all] {siol | sio2}

debug show jwac auth_info

debug show packet ports box_id [<value 1-12> | all] {siol | sio2}

debug vrrp [vr_state_change | packet [all | {receiving | sending}] | mac_addr_update |
interface_change | timers] state [enable | disable]

debug vrrp clear counter

debug vrrp log state [enable | disable]

debug vrrp show counter

debug vrrp show flag

debug vrrp show log state

debug vrrp state [enable | disable]
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19-1 debug address_binding

Description

This command is used to start the IMPB debug when the IMPB module receives an ARP/IP packet or
a DHCP packet.

Format
debug address_binding [event | dhcp | all] state [enable | disable]

Parameters

event - To print out the debug messages when IMPB module receives ARP/IP packets.
dhcp - To print out the debug messages when the IMPB module receives the DHCP packets.
all - Print out all debug messages.

state - Specifies the state of the address binding debugging option.
enable - Specifies that the address binding debugging option will be enabled.
disable - Specifies that the address binding debugging option will be disabled.

Restrictions

Only Administrator level users can issue this command.

Example
To print out all debug IMPB messages:

DGS-3420-28SC:admin# debug address_binding all state enable
Command: debug address_binding all state enable

Success.

DGS-3420-28SC:admin#

19-2 no debug address_binding

Description

This command is used to stop the IMPB debug starting when the IMPB module receives an ARP/IP
packet or a DHCP packet.

Format

no debug address_binding

Parameters

None.
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Restrictions

Only Administrator level users can issue this command.

Example
To stop IMPB debug: starting when the IMPB module receives an ARP/IP or DHCP packet:

DGS-3420-28SC:admin# no debug address_binding
Command: no debug address_binding

Success.

DGS-3420-28SC:admin#

19-3 debug error_log

Description

Use this command to dump, clear or upload the software error log to a TFTP server.

Format
debug error_log [dump | clear | upload_toTFTP <ipaddr> <path_filename 64>]

Parameters

dump - Display the debug message of the debug log.

clear - Clear the debug log.

upload_toTFTP - Upload the debug log to a TFTP server specified by IP address.
<ipaddr> - Specifies the IPv4 address of the TFTP server.
<path_filename 64> - The pathname specifies the DOS pathname on the TFTP server. It can be
a relative pathname or an absolute pathname. This value can be up to 64 characters long.

Restrictions

Only Administrator level users can issue this command.

Example

To dump the error log:

DGS-3420-28SC:admin# debug error_log dump
Command: debug error_log dump

# debug log: 1
# Firmware version: 1.00.011
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# level: CPU exception
# clock: 437453880 ms
# time : 2000-01-08 05:55:40

CPU EXCEPTION
Current Task = IP-Tic Stack Pointer = 4CFEA7AQ0

Status : 1000FCO1 Interrupt enable Normal level

Cause : 00000008 TLB exception (load or instruction fetch)
EPC = 80A0297C Addr : 00000008

Stack : 4CFEA7AO Return : 80A02938

$0( $0) : 00000000 at( $1) : FFFFFFFE vO( $2) : 00000000 v1( $3) : 00000001
a0( $4) : 00000000 al( $5) : 4825B4A8 a2( $6) : 00000001 a3( $7) : 00000001
t0( $8) : 814D7FCC t1( $9) : OOOOFCOO t2($10) : 828100C4 t3($11) : 00000017
t4($12) : 828100BC t5($13) : 4CFEA430 t6($14) : 82810048 t7($15) : 00000000
SO($16) : 4825D94A s1($17) : 4825D890 s2($18) : 4825D949 s3($19) : 4825D946
s4($20) : 00000000 s5($21) : 00000008 s6($22) : 81800000 s7($23) : 00090000
t8($24) : 00000000 t9($25) : FFFFFFCO kO($26) : 00000000 k1($27) : 00000000
gp($28) : 8180ADAO sp($29) : 4CFEA7AO0 Fp($30) : 00000001 ra($31) : 80A02938

->81150A58
->809B346C
->809E1DEC
->809D7E6GC
->80A038CC
->80A033B0
->80A0297C

To clear the error log:

DGS-3420-28SC:-admin# debug error_log clear
Command: debug error_log clear

Success.

DGS-3420-28SC:admin#

To upload the error log to TFTP server:
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DGS-3420-28SC:admin# debug error_log upload_toTFTP 10.0.0.90 debug-log.txt
Command: debug error_log upload_toTFTP 10.0.0.90 debug-log.txt

Connecting t0O Server.........coeeeeaaan Done.
Upload configuration................... Done.

DGS-3420-28SC:admin#

19-4 debug buffer

Description

Use this command to show the debug buffer’s state, or dump, clear, or upload the debug buffer to a
TFTP server.

Note: When selecting to output to the debug buffer and there are debug messages being
outputted, the system memory pool will be used as the debug buffer. The functions
< which will use the system memory pool resource may fail to execute command such
) as download and upload firmware, or save configuration. If you want to execute these
commands successfully, please use the command “debug buffer clear” to release the
system’s memory pool resources manually first.

Format
debug buffer [utilization | dump | clear | upload _toTFTP <ipaddr> <path_filename 64>]

Parameters

utilization - Display the debug buffer’'s state.

dump - Display the debug message in the debug buffer.

clear - Clear the debug buffer.

upload_toTFTP - Upload the debug buffer to a TFTP server specified by IP address.
<ipaddr> - Specifies the IPv4 address of the TFTP server.
<path_filename 64> - The pathname specifies the DOS pathname on the TFTP server. It can be
a relative pathname or an absolute pathname. This value can be up to 64 characters long.

Restrictions

Only Administrator level users can issue this command.

Example
To show the debug buffer’s state:
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DGS-3420-28SC:admin# debug buffer utilization
Command: debug buffer utilization

Allocate from : System memory
Total size : 2 MB
Utilization rate : 30%

DGS-3420-28SC:admin#

To clear the debug buffer:

DGS-3420-28SC:admin# debug buffer clear
Command: debug buffer clear

Success.

DGS-3420-28SC:admin#

To upload the messages stored in debug buffer to TFTP server:

DGS-3420-28SC:-admin# debug buffer upload_toTFTP 10.0.0.90 debugcontent.txt
Command: debug buffer upload_toTFTP 10.0.0.90 debugcontent.txt

Connecting to server.. ... ... ... ... .... Done.
Upload configuration. ... ._._.__.._._.._.._. Done.

DGS-3420-28SC:-admin#

19-5 debug output

Description

Use the command to set a specified module’s debug message output to debug buffer or local console.
If the user uses the command in a Telnet session, the error message also is output to the local
console.

Note: When selecting to output to the debug buffer and there are debug messages being
outputted, the system memory pool will be used as the debug buffer. The functions
< which will use the system memory pool resource may fail to execute command such
) as download and upload firmware, or save configuration. If you want to execute these
commands successfully, please use the command “debug buffer clear” to release the
system’s memory pool resources manually first.

Format

debug output [module <module_list> | all] [buffer | console]
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Parameters

module - Specifies the module list.
<module_list> - Enter the module list here.
all - Control output method of all modules.

buffer - Direct the debug message of the module output to debug buffer(default).

console - Direct the debug message of the module output to local console.

Restrictions

Only Administrator level users can issue this command.

Example

To set all module debug message outputs to local console:

DGS-3420-28SC:-admin# debug output all console
Command: debug output all console

Success.

DGS-3420-28SC:-admin#

19-6 debug config error_reboot

Description

This command is used to set if the switch needs to be rebooted when a fatal error occurs. When the
error occurs, the watchdog timer will be disabled by the system first, and then all debug information
will be saved in NVRAM. If the error_reboot is enabled, the watchdog shall be enabled after all
information is stored into NVRAM.

Format

debug config error_reboot [enable | disable]

Parameters

enable - Need reboot switch when fatal error happens.(if the project do not define the default setting,
enable for default).

disable - Do not need reboot switch when fatal error happens, system will hang-up for debug and
enter the debug shell mode for debug.

Restrictions

Only Administrator level users can issue this command.

Example

To set the switch to not need a reboot when a fatal error occurs:
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DGS-3420-28SC:admin# debug config error_reboot disable
Command: debug config error_reboot disable

Success.

DGS-3420-28SC:admin#

19-7 debug config state

Description

Use the command to set the state of the debug.

Format

debug config state [enable | disable]

Parameters

enable - Enable the debug state.
disable - Disable the debug state.

Restrictions

Only Administrator level users can issue this command.

Example
To set the debug state to disabled:

DGS-3420-28SC:-admin# debug config state disable
Command: debug config state disable

Success.

DGS-3420-28SC:-admin#

19-8 debug show error_reboot state

Description

Use the command to show the error reboot status.

Format

debug show error_reboot state

248



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Parameters

None.

Restrictions

Only Administrator level users can issue this command.

Example

To show the error reboot status:

DGS-3420-28SC:admin#debug show error_reboot state
Command: debug show error_reboot state

Error Reboot: Enabled

DGS-3420-28SC:-admin#

19-9 debug stp clear counter

Description

This command used to clear the STP counters.

Format

debug stp clear counter {ports [<portlist> | all]}

Parameters

ports - Specifies the port range.
<portlist> - Enter the list of port used for this configuration here.
all - Clears all port counters.

Restrictions

Only Administrator level users can issue this command.

Example

To clear all STP counters on the switch:

DGS-3420-28SC:admin# debug stp clear counter ports all
Command : debug stp clear counter ports all

Success.

DGS-3420-28SC:admin#
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19-10 debug stp config ports

Description

This command used to configure per-port STP debug level on the specified ports.

Format

debug stp config ports [<portlist> | all] [event | bpdu | state_machine | all] state [disable | brief |
detail]

Parameters

ports - Specifies the STP port range to debug.
<portlist> - Enter the list of port used for this configuration here.
all - Specifies to debug all ports on the switch.

event - Debug the external operation and event processing.

bpdu - Debug the BPDU's that have been received and transmitted.
state_machine - Debug the state change of the STP state machine.
all - Debug all of the above.

state - Specifies the state of the debug mechanism.
disable - Disables the debug mechanism.
brief - Sets the debug level to brief.
detail - Sets the debug level to detail.

Restrictions

Only Administrator level users can issue this command.

Example

To configure all STP debug flags to brief level on all ports:

DGS-3420-28SC:admin# debug stp config ports all all state brief
Command: debug stp config ports all all state brief

Success.

DGS-3420-28SC:-admin#

19-11 debug stp show counter

Description

This command used to display the STP counters.

Format

debug stp show counter {ports [<portlist> | all]}
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Parameters

ports - (Optional) Specifies the STP ports for display.
<portlist> - Enter the list of port used for this configuration here.
all - Display all port’s counters.

If no parameter is specified, display the global counters.

Restrictions

Only Administrator level users can issue this command.

Example

To show the STP counters for port 9:

DGS-3420-28SC:admin# debug stp show counter ports 9
Command: debug stp show counter ports 9

STP Counters
Port 9 :
Receive: Transmit:
Total STP Packets :32 Total STP Packets
Configuration BPDU :0 Configuration BPDU
TCN BPDU :0 TCN BPDU
RSTP TC-Flag :15 RSTP TC-Flag

RST BPDU :32 RST BPDU
32

Discard:
Total Discarded BPDU :0
Global STP Disabled
Port STP Disabled
Invalid Packet Format
Invalid Protocol
Configuration BPDU Length :0
TCN BPDU Length
RST BPDU Length

Invalid Type

Invalid Timers

O O O o

O O O o

DGS-3420-28SC:admin#

32
:0

:0
t7

19-12 debug stp show flag

Description

This command used to display the STP debug level on specified ports.
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Format
debug stp show flag {ports <portlist>}

Parameters

ports - (Optional) Specifies the STP ports to display.
<portlist> - (Optional) Enter the list of port used for this configuration here.

If no parameter is specified, all ports on the switch will be displayed.

Restrictions

Only Administrator level users can issue this command.

Example
To display the debug STP levels on all ports:

DGS-3420-28SC:admin# debug stp show flag
Command: debug stp show flag

Global State: Enabled

Port Index Event flag BPDU Flag State Machine Flag

1 Detail Brief Disable
2 Detail Brief Disable
3 Detail Brief Disable
4 Detail Brief Disable
5 Detail Brief Disable
6 Detail Brief Disable
7 Detail Brief Disable
8 Detail Brief Disable
9 Detail Brief Disable
10 Detail Brief Disable
11 Detail Brief Disable
12 Detail Brief Disable

DGS-3420-28SC:-admin#

19-13 debug stp show information

Description

This command used to display STP detailed information, such as the hardware tables, the STP state
machine, etc.
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Format

debug stp show information

Parameters

None.

Restrictions

Only Administrator level users can issue this command.

Example

To show STP debug information:
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DGS-3420-28SC:admin# debug stp show information
Command: debug stp show information

Spanning Tree Debug Information:

Port Status
Instance 0:
Port 1 :BLK
Port 7 :FOR
Instance 1:
Port 1 :BLK
Port 7 :FOR

Root Priority And Times :
Instance O:

Designated Root Bridge
External Root Cost
Regional Root Bridge
Internal Root Cost
Designated Bridge
Designated Port
Message Age

Max Age

Forward Delay

Hello Time

Instance 1:

Regional Root Bridge
Internal Root Cost
Designated Bridge
Designated Port
Remaining Hops

Port 2 :BLK Port 3
Port 8 :BLK Port 9

Port 2 :BLK Port 3
Port 8 :BLK Port 9

In Hardware Table:

Port 4 :BLK
Port 10:BLK

Port 4 :BLK
Port 10:BLK

: 32768/00-01-02-03-04-00
0

: 32768/00-01-02-03-04-00
-0
32768/00-01-02-03-04-00
-0

-0

- 15
: 2

- 32769/00-01-02-03-04-00
-0

: 32769/00-01-02-03-04-00
-0

- 20

Designated Priority And Times:

Instance O:

Port 1 :

Designated Root Bridge
External Root Cost
Regional Root Bridge
Internal Root Cost
Designated Bridge
Designated Port
Message Age

Max Age

Forward Delay

Hello Time

Instance 1:

Port 1 :

Regional Root Bridge
Internal Root Cost
Designated Bridge
Designated Port
Remaining Hops

-0 /00-00-00-00-00-00
-0

-0 /00-00-00-00-00-00
-0

-0 /00-00-00-00-00-00
-0

-0

- 20

- 15

: 2

-0 /00-00-00-00-00-00
:0 254

-0 /00-00-00-00-00-00
-0

- 20

Port 5 :BLK
Port 11:BLK

Port 5 :BLK
Port 11:BLK

Port 6 :BLK
Port 12:BLK

Port 6 :BLK
Port 12:BLK
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19-14 debug stp state

Description

This command is used to enable or disable the STP debug state.

Format
debug stp state [enable | disable]

Parameters

state - Specifies the STP debug state.
enable - Enable the STP debug state.
disable - Disable the STP debug state.

Restrictions

Only Administrator level users can issue this command.

Example
To configure the STP debug state to enable, and then disable the STP debug state:

DGS-3420-28SC:admin# debug stp state enable
Command: debug stp state enable

Success.

DGS-3420-28SC:admin# debug stp state disable
Command: debug stp state disable

Success.

DGS-3420-28SC:admin#

19-15 debug dhcpv6_client state enable

Description

This command is used to enable the DHCPV6 client Debug function.

Format

debug dhcpv6_client state enable
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Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To enabled DHCPV6 client debug function:

DGS-3420-28SC:admin# debug dhcpv6_client state enable
Command: debug dhcpv6_client state enable

Success.

DGS-3420-28SC:-admin#

19-16 debug dhcpv6_client state disable

Description

This command is used to disable the DHCPV6 client Debug function.

Format
debug dhcpv6_client state enable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To disabled DHCPV6 client debug function:

DGS-3420-28SC:admin# debug dhcpv6_client state disable
Command: debug dhcpv6_client state disable

Success.

DGS-3420-28SC:-admin#
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19-17 debug dhcpv6_client output

Description

Used to set debug message to output to buffer or console.

Format
debug dhcpv6_client output [buffer | console]

Parameters

buffer - Let the debug message output to buffer.

console - Let the debug message output to console.

Restrictions

Only Administrator-level users can issue this command.

Example

To set debug information to output to console:

DGS-3420-28SC:-admin# debug dhcpv6_client output console
Command: debug dhcpv6_client output console

Success.

DGS-3420-28SC:admin#

19-18 debug dhcpv6_client packet

Description

Used to enable or disable debug information flag for DHCPV6 client packet, including packet receiving
and sending.

Format

debug dhcpv6_client packet {all | receiving | sending} state [enable | disable]

Parameters

all - (Optional) Set packet receiving and sending debug flags.
receiving - (Optional) Set packet receiving debug flag.
sending - (Optional) Set packet sending debug flag.

state - Specifies that the designated flags will be enabled or disabled.
enable - Enable the designated flags.
disable - Disable the designated flags.
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Restrictions

Only Administrator-level users can issue this command.

Example
To enable dhcpv6_client packet sending debug:

DGS-3420-28SC:admin# debug dhcpv6_client packet sending state enable
Command: debug dhcpv6_client packet sending state enable

Success.

DGS-3420-28SC:admin#

19-19 debug dhcpv6_relay state enable

Description

This command is used to enable the DHCPV6 relay Debug function.

Format
debug dhcpv6_relay state enable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To enabled DHCPV6 relay debug function:

DGS-3420-28SC:admin# debug dhcpv6_relay state enable
Command: debug dhcpv6_relay state enable

Success.

DGS-3420-28SC:admin#
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19-20 debug dhcpv6_relay state disable

Description

This command is used to disable the DHCPV6 relay Debug function.

Format
debug dhcpv6_relay state disable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To disabled DHCPV6 relay debug function:

DGS-3420-28SC:-admin# debug dhcpv6_relay state disable
Command: debug dhcpv6_relay state disable

Success.

DGS-3420-28SC:admin#

19-21 debug dhcpv6 _relay hop count state

Description

This command is used to enable or disable debug information flag about the hop count.

Format
debug dhcpv6_relay hop_count state [enable | disable]

Parameters

state - Specifies the hop count debugging state.
enable - Specifies that the hop count state will be enabled.
disable - Specifies that the hop count state will be disabled.

Restrictions

Only Administrator-level users can issue this command.
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Example

To enable debug information flag about the hop count:

DGS-3420-28SC:admin# debug dhcpv6_relay hop_count state enable
Command: debug dhcpv6_relay hop_count state enable

Success.

DGS-3420-28SC:admin#

19-22 debug dhcpv6_relay output

Description

Used to set debug message to output to buffer or console.

Format
debug dhcpv6_relay output [buffer | console]

Parameters

output - Specifies the location of the debug message output.
buffer - Let the debug message output to buffer.
console - Let the debug message output to console.

Restrictions

Only Administrator-level users can issue this command.

Example

To set debug information to output to console:

DGS-3420-28SC:-admin# debug dhcpv6_relay output console
Command: debug dhcpv6_relay output console

Success.

DGS-3420-28SC:admin#

19-23 debug dhcpv6_relay packet

Description

Used to enable or disable debug information flag for DHCPV6 relay packet, including packet receiving
and sending.
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Format

debug dhcpv6_relay packet {all | receiving | sending} state [enable | disable]

Parameters

all - (Optional) Set packet receiving and sending debug flags.
receiving - (Optional) Set packet receiving debug flag.
sending - (Optional) Set packet sending debug flag.

state - Specifies if the designated flags function will be enabled or disabled.
enable - Enable the designated flags.
disable - Disable the designated flags.

Restrictions

Only Administrator-level users can issue this command.

Example
To enabled DHCPV6 relay packet sending debug:

DGS-3420-28SC:-admin# debug dhcpv6_relay packet sending state enable
Command: debug dhcpv6_relay packet sending state enable

Success.

DGS-3420-28SC:-admin#

19-24 debug dhcpv6_server packet

Description

This command is used to enable or disable the debug information flag of the DHCPv6 server packet,
including packets receiving and sending.

Format

debug dhcpv6_server packet [all | receiving | sending] state [enable | disable]

Parameters

all - Set packet receiving and sending debug flags.
receiving - Set packet receiving debug flag.
sending - Set packet sending debug flag.

state - Specifies the state of the designated flags.
enable - Enable the designated flags.
disable - Disable the designated flags.
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Restrictions

Only Administrator-level users can issue this command.

Example
To enabled the DHCPV6 server packet sending debug:

DGS-3420-28SC:admin# debug dhcpv6_server packet sending state enable
Command: debug dhcpv6_server packet sending state enable

Success.

DGS-3420-28SC:-admin#

19-25 debug dhcpv6_server state disable

Description

This command is used to disable the DHCPv6 server debug functions.

Format

debug dhcpv6_server state disable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To disabled the DHCPV6 server debug function:

DGS-3420-28SC:admin# debug dhcpv6_server state disable
Command: debug dhcpv6_server state disable

Success.

DGS-3420-28SC:admin#

19-26 debug dhcpv6_server state enable

Description

This command is used to enable the DHCPvV6 server debug functions.
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Format

debug dhcpv6_server state enable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To enabled the DHCPV6 server debug function:

DGS-3420-28SC:admin# debug dhcpv6_server state enable
Command: debug dhcpv6_server state enable

Success.

DGS-3420-28SC:admin#

19-27 debug ripng flag
Description

This command is used to enable or disable the RIPng debug flag.

Format

debug ripng flag [{interface | packet [all | rx | tx] | route} | all] state [enable | disable]

Parameters

interface - (Optional) Specifies the state of the RIPng interface debug. The default setting is
disabled.
packet - (Optional) Specifies which packets should be set with debug flags.
all - Specifies to set all packets with debug flags.
rx - Specifies to set inbound packets with debug flag.
tx - Specifies to set outbound packets with debug flag.
route - (Optional) Specifies the state of the RIPng route debug. The default setting is disabled.
all - Specifies to set all debug flags.

state - Specifies the designated flags state.
enable - Specifies that the designated flags state will be enabled.
disable - Specifies that the designated flags state will be disabled.

263



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Restrictions

Only Administrator-level users can issue this command.

Example

To enable the RIPng interface debug:

DGS-3420-28SC:admin# debug ripng flag interface state enable
Command: debug ripng flag interface state enable

Success.

DGS-3420-28SC:-admin#

After enabling RIPng on an interface, the following information may appear when the interface state
changes.

The RIPng interface System has changed the link state to down.

19-28 debug ripng show flag

Description
This command is used to display the RIPng debug flag setting.

Format
debug ripng show flag

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To show the current RIPng debug flag setting:
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DGS-3420-28SC:admin# debug ripng show flag
Command: debug ripng show flag

Current Enabled RIPng Flags:
Interface State Change
Packet Receiving

Packet Sending

Route

DGS-3420-28SC:admin#

19-29 debug ripng state disable

Description

This command is used to disable the RIPng debugging state.

Format
debug ripng state disable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To disable RIPng debug globally:

DGS-3420-28SC:admin# debug ripng state disable
Command: debug ripng state disable

Success.

DGS-3420-28SC:admin#

19-30 debug ripng state enable

Description

This command is used to enable the RIPng debugging state.
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Format

debug ripng state enable

Parameters

None.

Restrictions

Only Administrator-level users can issue this command.

Example
To enable RIPng debug globally:

DGS-3420-28SC:-admin# debug ripng state enable
Command: debug ripng state enable

Success.

DGS-3420-28SC:-admin#

19-31 debug show status

Description

Show the debug handler state and the specified module’s debug status.

If the input module list is empty, the states of all registered modules which support debug module will
be shown.

Format

debug show status {module <module_list>}

Parameters

module — (Optional) Specifies the module list.
<module_list> - Enter the module list here.

Restrictions

Only Administrator-level users can issue this command.

Example

To show the specified module’s debug state:
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Prompt# debug show status module MSTP
Command: debug show status module MSTP

Debug Global State : Enable

MSTP : Enable

Prompt#

To show the debug state:

Prompt# debug show status
Command: debug show status

Debug Global State: Enable

SYS : Enable
0s : Enable
MSTP : Enable
ACL : Disable
CcLI : Enable
SNMP : Disable
1GMP : Enable
Prompt#

19-32 debug show address_binding binding_state_table

Description

This command is used to display the binding state of the entries in the binding state table.

Format
debug show address_binding binding_state_table [nd_snooping | dhcpv6_snooping]

Parameters

nd_snooping - Specifies to debug ND Snooping bound addresses in the binding state table.

dhcpv6_snooping - Specifies to debug DHCPv6 Snooping bound addresses in the binding state
table.

Restrictions

Only Administrator-level users can issue this command.
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Example
To display the DHCPvV6 snooping binding state of entries:

DGS-3420-28SC:admin# debug show address_binding binding_state_ table dhcpv6_snooping
Command: debug show address_binding binding_state_table dhcpv6_snooping

S (State) - S: Start, L: Live, D :Detection, R: Renew, B: Bound
Time - Expiry Time (sec)

IP Address MAC Address S Time Port
2001:2222:1111:7777-5555:6666:7777-8888 00-00-00-00-00-02 S 50 5
2001::1 00-00-00-00-03-02 B 100 6

Total Entries : 2

DGS-3420-28SC:-admin#

To display the ND Snooping binding state of entries:

DGS-3420-28SC:admin# debug show address_binding binding_state_ table nd_snooping
Command: debug show address_binding binding_state_table nd_snooping

S (State) - S: Start, Q: Query, B: Bound
Time - Expiry Time (sec)

IP Address MAC Address S Time Port
2001:2222:1111:7777:5555:6666:7777-8888 00-00-00-00-00-02 S 50 5
2001::1 00-00-00-00-03-02 B 100 6

Total Entries : 2

DGS-3420-28SC:-admin#

19-33 debug show error ports box_id

Description

This command is used to show the error statistics information of the SIO ports

Format

debug show error ports box_id [<value 1-12> | all] {siol | sio2}

Parameters

<value 1-12> - Enter the box ID used here. This value must be between 1 and 12.
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all - Specifies that all the box IDs will be used.

siol - Specifies that the first stacking port will be used.
sio2 - Specifies that the second stacking port will be used.

Restrictions

Only Administrator-level users can issue this command.

Example

To show error statistics information of the SIO port:

DGS-3420-28SC:admin#debug show error ports box_id all siol
Command: debug show error ports box_id all siol

Box ID 1 SI0 1:

RX Frames TX Frames
CRC Error 0 Excessive Deferral 0
Undersize 0 CRC Error 0
Oversize 0 Late Collision 0
Fragment 0 Excessive Collision 0
Jabber 0 Single Collision 0
Buffer Full Drop 0 Collision 0
Symbol Error 0 STP Drop 0
Multicast Drop 0 HOL DROP 0
VLAN Ingress Drop 0 COSO HOL DROP 0
STP Drop 0 COS1 HOL DROP 0
MTU Drop 0 C0S2 HOL DROP 0
COS3 HOL DROP 0
COS4 HOL DROP 0
COS5 HOL DROP 0
COS6 HOL DROP 0
COS7 HOL DROP 0

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

19-34 debug show jwac auth_info

Description

This command is used to show debug information of JWAC.

Format

debug show jwac auth_info
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Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To display debug information of JWAC:

DGS-3420-28SC:admin#debug show jwac auth_info
Command: debug show jwac auth_info

ACL Index Bitmap DB (Jwac_db_acl_bmp):

OO0 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO0 OO0
OO 00O OO OO OO OO OO OO OO OO OO OO OO OO OO OO0 OO0
OO0 00O OO OO OO OO OO OO OO OO0 OO0

Internal TCP Port Number (Jwac_internal_port_bitmap):

FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF
FF FF FF FF FF FF FF FF

Connection DB:

No Host

Current AUTH DB (_jwac_db_nodes):

No Host
Ports AUTH Info: (_jwac_db_nodes)
port mac state last_bytes authing_cnt authed_cnt

JWAC Web data (Jwac_web_auth_result_list):

[ Quit Next Page Next Entry B All

00
00

FF
FF
FF
FF
FF
FF

00
00

FF
FF
FF
FF
FF
FF

00
00

FF
FF
FF
FF
FF
FF

19-35 debug show packet ports box_id

Description

This command is used to show the packet statistics information of the SIO ports.

Format

debug show packet ports box_id [<value 1-12> | all] {siol | sio2}
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Parameters

<value 1-12> - Enter the box ID used here. This value must be between 1 and 12.
all - Specifies that all the box IDs will be used.

siol - Specifies that the first stacking port will be used.
sio2 - Specifies that the second stacking port will be used.

Restrictions

Only Administrator-level users can issue this command.

Example

To show packet statistics information of the SIO port:

DGS-3420-28SC:admin#debug show packet ports box_id all siol
Command: debug show packet ports box_id all siol

Box ID 1 SIO 1:

Frame Size/Type Frame Counts Frames/sec
64 0 0
65-127 0 0
128-255 0 0
256-511 0 0
512-1023 0 0
1024-1518 0 0]
1519-2047 0 0
2048-4095 0] 0]
4096-9216 0 0
Unicast RX 0 0
Multicast RX 0 0
Broadcast RX 0 0

CTRL+C ESC q Quit SPACE n Next Page p Previous Page r Refresh

19-36 debug vrrp

Description
This command is used to set VRRP debug flags.

Format

debug vrrp [vr_state_change | packet [all | {receiving | sending}] | mac_addr_update |
interface_change | timers] state [enable | disable]
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Parameters

vr_state _change - Specify the VRRP virtual router state change debug flag.

packet - Specify to set the VRRP packet flags.
all - Sets VRRP all packet debug flags.
receiving - Set the VRRP packet receiving flag.
sending - Set the VRRP packet sending flag.

mac_addr_update - Specify the VRRP MAC address update debug flag.

interface_change - Specify the VRRP interface state change debug flag.

timers - Specify the state of the VRRP timers debug flag.

state - Specify the state of the configured VRRP debug flag.
enable - Specify that the configured VRRP debug flag will be enabled.
disable - Specify that the configured VRRP debug flag will be disabled.

Restrictions

Only Administrator level can issue this command.

Example

To enable the VRRP virtual router state change debug flag:

DGS-3420-28SC:admin#debug vrrp vr_state_change state enable
Command: debug vrrp vr_state _change state enable

Success.

DGS-3420-28SC:admin#

To enable all VRRP packet debug flags:

DGS-3420-28SC:admin#debug vrrp packet all state enable
Command: debug vrrp packet all state enable

Success.

DGS-3420-28SC:-admin#

To enable the VRRP virtual MAC address update debug flag:

DGS-3420-28SC:admin#debug vrrp mac_addr_update state enable
Command: debug vrrp mac_addr_update state enable

Success.

DGS-3420-28SC:-admin#

To enable the VRRP interface state change debug flag:
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DGS-3420-28SC:admin#debug vrrp interface_change state enable
Command: debug vrrp interface_change state enable

Success.

DGS-3420-28SC:admin#

To enable the VRRP timers debug flag:

DGS-3420-28SC:admin#debug vrrp timers state enable
Command: debug vrrp timers state enable

Success.

DGS-3420-28SC:admin#

19-37 debug vrrp clear counter

Description

This command is used to reset the VRRP debug statistic counters.

Format

debug vrrp clear counter

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example

To clear VRRP statistic counters:

DGS-3420-28SC:admin#debug vrrp clear counter
Command: debug vrrp clear counter

Success.

DGS-3420-28SC:-admin#
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19-38 debug vrrp log state

Description

This command is used to enable or disable the VRRP debug log state.

Format

debug vrrp log state [enable | disable]

Parameters

enable - Specify that the VRRP debug log state will be enabled.

disable - Specify that the VRRP debug log state will be disabled.

Restrictions

Only Administrator level can issue this command.

Example
To enable the VRRP debug log state:

DGS-3420-28SC:admin#debug vrrp log state enable
Command: debug vrrp log state enable

Success.

DGS-3420-28SC:admin#

19-39 debug vrrp show counter

Description

This command is used to display the VRRP debug statistic counters.

Format

debug vrrp show counter

Parameters

None.

Restrictions

Only Administrator level can issue this command.
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Example
To display VRRP statistic counters:

DGS-3420-28SC:admin#debug vrrp show counter
Command: debug vrrp show counter

VRRP debug statistic counters
Received ADV : 9

Drop - 52
Auth fail -0
Sent ADV -0

DGS-3420-28SC:-admin#

19-40 debug vrrp show flag

Description
This command is used to display VRRP debug flag settings.

Format
debug vrrp show flag

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example
To display VRRP debug flag settings:
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DGS-3420-28SC:admin#debug vrrp show flag
Command: debug vrrp show flag

Global State: Disabled
Current VRRP debug level setting:

virtual router state change
packet receiving

packet sending

mac address update
interface change

timer

DGS-3420-28SC:admin#

19-41 debug vrrp show log state

Description
The command is used to display the VRRP debug log state.

Format

debug vrrp show log state

Parameters

None.

Restrictions

Only Administrator level can issue this command.

Example
To display the VRRP debug log state:

DGS-3420-28SC:admin#debug vrrp show log state
Command: debug vrrp show log state

VRRP Debug Log State : Enabled

DGS-3420-28SC:admin#
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19-42 debug vrrp state

Description

The command is used to enable or disable the VRRP debug state.

Format

debug vrrp state [enable | disable]

Parameters

enable - Specify that the VRRP debug state will be enabled.

disable - Specify that the VRRP debug state will be disabled.

Restrictions

Only Administrator level can issue this command.

Example
To enable the VRRP debug state:

DGS-3420-28SC:-admin#debug vrrp state enable
Command: debug vrrp state enable

Success.

DGS-3420-28SC:admin#
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Chapter 20 DHCP Local Relay
Commands

config dhcp _local relay vlan <vlan_name 32> state [enable | disable]

config dhcp_local relay vlan vlanid <vlan_id 1-4094> state [enable | disable]

enable dhcp_local relay

disable dhcp_local relay

show dhcp_local relay

20-1 config dhcp_local_relay vian

Description

This command is used to configure the DHCP local relay option for this Switch. The Switch will not, by
default, broadcast DHCP packets on any VLAN for which a DHCP relay is configured. DHCP packets
will be intercepted, and only be relayed to the servers specified in the dhcp_relay command. This is
done to minimise the risk with rogue DHCP servers.

Enabling the dhcp_local_relay feature will restore the broadcast behaviour, and cause DHCP
packets to also be broadcasted on the specified VLAN.

Note: When dhcp_local_relay is enabled, the Switch will automatically add a DHCP Option
« 82 and the source MAC address and gateway address in the packet will remain
unchanged.

Format

config dhcp_local_relay vlan <vlan_name 32> state [enable | disable]

Parameters

<vlan_name 32> - Specify the name of the VLAN to be enabled for DHCP local relay.

state - Enable or disable DHCP local relay for a specified VLAN.
enable - Enable DHCP local relay for a specified VLAN.
disable - Disable DHCP local relay for a specified VLAN.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable DHCP local relay for the default VLAN:
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DGS-3420-28SC:admin#config dhcp_local_relay vlan default state enable
Command: config dhcp_local_relay vlan default state enable

Success.

DGS-3420-28SC:admin#

20-2 config dhcp_local _relay vlan vianid

Description

This command is used to enable or disable the DHCP local relay function for a specified VLAN ID.

Format

config dhcp_local_relay vlan vlanid <vlan_id 1-4094> state [enable | disable]

Parameters

vlanid - Specifies the VLAN ID used to enabled DHCP local relay.
<vlan_id 1-4094> - Enter the VLAN ID used here.

state - Enable or disable DHCP local relay for a specified VLAN.
enable - Enable DHCP local relay for a specified VLAN.
disable - Disable DHCP local relay for a specified VLAN.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable DHCP local relay for the default VLAN:

DGS-3420-28SC:admin#config dhcp_local_relay vlan vlanid 1 state enable
Command: config dhcp_local_relay vlan vlanid 1 state enable

Success.

DGS-3420-28SC:admin#

20-3 enable dhcp_local _relay

Description

This command is used to globally enable the DHCP local relay function on the switch.

Format
enable dhcp_local_relay
279



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the DHCP local relay function:

DGS-3420-28SC:admin#enable dhcp_local_relay
Command: enable dhcp_local_relay

Success.

DGS-3420-28SC:-admin#

20-4 disable dhcp_local_relay

Description

This command is used to globally disable the DHCP local relay function on the switch.

Format

disable dhcp_local_relay

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable the DHCP local relay function:

DGS-3420-28SC:admin#disable dhcp_local_relay
Command: disable dhcp_local_relay

Success.

DGS-3420-28SC:-admin#
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20-5 show dhcp_local relay

Description

This command is used to display the current DHCP local relay configuration on the switch.

Format

show dhcp_local_relay

Parameters

None.

Restrictions

None.

Example

To display the local DHCP relay status:

DGS-3420-28SC:admin#show dhcp_local_relay
Command: show dhcp_local_relay

DHCP/BOOTP Local Relay Status : Disabled
DHCP/BOOTP Local Relay VID List :1,3-4

DGS-3420-28SC:admin#
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Chapter 21 DHCP Relay
Commands

config dhcp_relay {hops <int 1-16> | time <sec 0-65535>}(1)

config dhcp_relay add ipif <ipif nhame 12> <ipaddr>

config dhcp_relay delete ipif <ipif name 12> <ipaddr>

config dhcp_relay option_60 add string <multiword 255> relay <ipaddr> [exact-match | partial-
match]

config dhcp_relay option_ 60 default [relay <ipaddr> | mode [relay | drop]]

config dhcp_relay option_60 delete [string <multiword 255> {relay <ipaddr>} | ipaddress <ipaddr> |
all | default {<ipaddr>}]

config dhcp_relay option_60 state [enable | disable]

config dhcp_relay option_61 add [mac_address <macaddr> | string <desc_long 255>] [relay
<ipaddr> | drop]

config dhcp_relay option_61 default [relay <ipaddr> | drop]

config dhcp_relay option_61 delete [mac_address <macaddr> | string <desc_long 255> | all]

config dhcp_relay option_61 state [enable | disable]

config dhcp_relay option_82 check [enable | disable]

config dhcp_relay option_82 policy [replace | drop | keep]

config dhcp_relay option 82 remote_id [default | user define <desc 32>]

config dhcp_relay option_82 state [enable | disable]

enable dhcp_relay

disable dhcp_relay

show dhcp_relay {ipif <ipif name 12>}

show dhcp_relay option 60 {[string <multiword 255> | ipaddress <ipaddr> | default]}

show dhcp_relay option 61

config dhcp_relay ports [<portlist> | all] state [enable | disable]

show dhcp_relay ports {<portlist>}

Note: The DHCP relay commands include all the commands defined in the BOOTP relay
« command section. If this DHCP relay command set is supported in your system, the
BOOTP relay commands can be ignored.

Note: The system supporting DHCP relay will accept BOOTP relay commands in the config
g\ file but not allow input from the console screen, and these BOOTP relay commands
) setting from the config file will be saved as DHCP relay commands while the save
command is performed.

21-1 config dhcp_relay

Description

This command is used to configure the DHCP relay feature of the switch.
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Format
config dhcp_relay {hops <int 1-16> | time <sec 0-65535>}(1)

Parameters

hops - Specify the maximum number of router hops that the DHCP/BOOTP packets can cross. The

range is 1 to 16. The default value is 4.
<int 1-16> - Specify the maximum number of router hops that the DHCP/BOOTP packets can

cross. The maximum number of hops value must be between 1 and 16.

time - Specify the minimum time in seconds within which the switch must relay the DHCP/BOOTP
request. If this time is larger than the DHCP packet’s time, the switch will drop the DHCP/BOOTP
packet. The range is 0 to 65535. The default value is 0.
<sec 0-65535> - Specify the minimum time in seconds within which the switch must relay the
DHCP/BOOTP request. The minimum time value must be between 0 and 65535 seconds.

Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the DHCP relay:

DGS-3420-28SC:admin#config dhcp_relay hops 4 time 2
Command: config dhcp_relay hops 4 time 2

Success.

DGS-3420-28SC:admin#

21-2 config dhcp_relay add ipif

Description
This command is used to add an IP destination address to the switch’s DHCP relay table.

Note: Adding a server, to which DHCP packets will be relayed, will cause the switch to
) intercept DHCP packets on the specified VLAN, and relay them directly to the specified
server. DHCP packets will not be broadcast on the VLAN. To restore the broadcast

functionality, see the dhcp_local_relay command.

Format
config dhcp_relay add ipif <ipif_name 12> <ipaddr>

Parameters

<ipif _name 12> - Specify the name of the IP interface which contains the IP address below.
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<ipaddr> - Specify the DHCP/BOOTP server IP address.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To add an IP destination address to the switch’s DHCP relay table:

DGS-3420-28SC:admin#config dhcp_relay add ipif System 10.43.21.12
Command: config dhcp_relay add ipif System 10.43.21.12

Success.

DGS-3420-28SC:admin#

21-3 config dhcp_relay delete ipif

Description

This command is used to delete an IP destination address from the switch’s DHCP relay table.

Format

config dhcp_relay delete ipif <ipif_name 12> <ipaddr>

Parameters

<ipif _name 12> - Specify the name of the IP interface which contains the IP address below.

<ipaddr> - Specify the DHCP/BOOTP server IP address.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete an IP destination address from the switch’s DHCP relay table:

DGS-3420-28SC:admin#config dhcp_relay delete ipif System 10.43.21.12
Command: config dhcp_relay delete ipif System 10.43.21.12

Success.

DGS-3420-28SC:-admin#
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21-4 config dhcp_relay option_60 add string

Description

This command is used to configure the Option 60 relay rules. Note that different strings can be
specified with the same relay server, and the same string can be specified with multiple relay servers.
The system will relay the packet to all the matching servers.

Format

config dhcp_relay option_60 add string <multiword 255> relay <ipaddr> [exact-match | partial-
match]

Parameters

<multiword 255> - Specify a string.

relay - Specify a relay server IP address.
<ipaddr> - Enter the IP address here.

exact-match - The Option 60 string in the packet must fully match the specified string.
partial-match - The Option 60 string in the packet only need partially match the specified string.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure DHCP Option 60 to decide to relay which DHCP server:

DGS-3420-28SC:admin#config dhcp_relay option_60 add string “abc” relay 10.90.90.1
exact-match

Command: config dhcp_relay option_60 add string “abc” relay 10.90.90.1 exact-match
Success.

DGS-3420-28SC:-admin#

21-5 config dhcp_relay option_60 default

Description

This command is used to configure DHCP relay Option 60 default relay servers. When there are no
match servers found for the packet based on Option 60, the relay servers will be determined by the
default relay server setting. When drop is specified, the packet with no matching rules found will be
dropped without further processing. If the setting is no- drop, then the packet will be processed further
based on Option 61. The final relay servers will be the union of Option 60 default relay servers and the
relay servers determined by Option 61.
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Format
config dhcp_relay option_60 default [relay <ipaddr> | mode [relay | drop]]

Parameters

relay - Specify a relay server IP for the packet that has matching Option 60 rules.
<ipaddr> - Enter the server IP address here.

mode - Specify the mode to relay or drop packets.
relay - The packet will be relayed based on the relay rules.
drop - Specify to drop the packet that has no matching Option 60 rules.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure a DHCP Option 60 default drop action:

DGS-3420-28SC:admin#config dhcp_relay option_60 default mode drop
Command: config dhcp_relay option_60 default mode drop

Success.

DGS-3420-28SC:-admin#

21-6 config dhcp_relay option_60 delete

Description

This command is used to delete a DHCP Option 60 entry. When all is specified, all rules excluding the
default rules are deleted.

Format

config dhcp_relay option_60 delete [string <multiword 255> {relay <ipaddr>} | ipaddress
<ipaddr>| all | default {<ipaddr>}]

Parameters

string - Delete all the entries whose string is equal to the string specified if the IP address is not
specified.
<multiword 255> - The string value can be up to 255 characters long.

relay - (Optional) Delete one entry, whose string and IP address are equal to the string and IP
address specified by the user.
<ipaddr> - Enter the IP address here.

ipaddress - Delete all the entries whose IP address are equal to the specified IP address.
<ipaddr> - Enter the IP address here.

all - Specify to have all rules, excluding the default rules, deleted.
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default - Delete the default relay IP address that is specified by the user.
<ipaddr> - (Optional) Enter the IP address here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a DHCP Option 60 entry:

DGS-3420-28SC:admin# config dhcp_relay option_60 delete string "abc" relay
10.90.90.1

Command: config dhcp_relay option_60 delete string "abc™ relay 10.90.90.1

Success.

DGS-3420-28SC:-admin#

21-7 config dhcp_relay option_60 state

Description

This command is used to decide whether DHCP relay will process the DHCP Option 60 or not. When
Option 60 is enabled, if the packet does not have Option 60, then the relay servers cannot be
determined based on Option 60. The relay servers will be determined based on either Option 61 or per
IPIF configured servers.

Format

config dhcp_relay option_60 state [enable | disable]

Parameters

enable - Specify to enable the DHCP relay function to use option 60 rules to relay DHCP packets.

disable - Specify to disable the DHCP relay function from using option 60 rules to relay DHCP
packets.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the DHCP Option 60 state:

DGS-3420-28SC:admin#config dhcp_relay option_60 state enable
Command: config dhcp_relay option_60 state enable
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Success.

DGS-3420-28SC:admin#

21-8 config dhcp_relay option_61 add

Description

This command adds a rule to determine the relay server based on Option 61. The match rule can be
based on either MAC address or a user-specified string. Only one relay server can be specified for a
MAC address or a string. If relay servers are determined based on Option 60, and one relay server is
determined based on Option 61, the final relay servers will be the union of these two sets of the
servers.

Format

config dhcp_relay option_61 add [mac_address <macaddr> | string <desc_long 255>] [relay
<ipaddr> | drop]

Parameters

mac_address - Specify the client’s client-1D, which is the hardware address of the client.
<macaddr> - Specify the client’s client-ID, which is the MAC address of the client.

string - Specify the client’s client-ID, which is specified by administrator.
<desc_long 255> - Specify the client’s client-ID, which is specified by administrator. The client-1D
string can be up to 255 characters long.

relay - Specify to relay the packet to an IP address.
<ipaddr> - Specify to relay the packet to an IP address by entering the IP address here.

drop - Specify to drop the packet.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure DHCP Option 61 to decide how to process DHCP packets:

DGS-3420-28SC:admin#config dhcp_relay option_61 add mac_address 00-11-22-33-44-55
drop
Command: config dhcp_relay option_61 add mac_address 00-11-22-33-44-55 drop

Success.

DGS-3420-28SC:admin#
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21-9 config dhcp_relay option_61 default

Description

This command is used to determine the rule to process those packets that have no Option 61
matching rules. The default default-rule is drop.

Format
config dhcp_relay option_61 default [relay <ipaddr>| drop]

Parameters

relay - Specify to relay the packet that has no option matching 61 matching rules to an IP address.
<ipaddr> - Enter the IP address here.

drop - Specify to drop the packet that have no Option 61 matching rules.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the DHCP Option 61 default action to drop:

DGS-3420-28SC:admin#config dhcp_relay option_61 default drop
Command: config dhcp_relay option_61 default drop

Success.

DGS-3420-28SC:admin#

21-10 config dhcp_relay option_61 delete

Description

This command is used to delete Option 61 rules.

Format

config dhcp_relay option_61 delete [mac_address <macaddr> | string <desc_long 255> | all]

Parameters

mac_address - The entry with the specified MAC address will be deleted
<macaddr> - Enter the MAC address here.

string - The entry with the specified string will be deleted.
<desc_long 255> - The string value can be up to 255 characters long.

all - All rules excluding the default rule will be deleted.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a DHCP Option 61 entry:

DGS-3420-28SC:admin#config dhcp_relay option_61 delete mac_address 00-11-22-33-44-
55

Command: config dhcp_relay option_61 delete mac_address 00-11-22-33-44-55
Success.

DGS-3420-28SC:-admin#

21-11 config dhcp_relay option_61 state

Description

This command is used to decide whether DHCP relay will process the DHCP Option 61 or not. When
Option 61 is enabled, if the packet does not have Option 61, then the relay servers cannot be
determined based on Option 61. If the relay servers are determined based on Option 60 or Option 61,
then per IPIF configured servers will be ignored. If the relay servers are not determined either by
Option 60 or Option 61, then per IPIF configured servers will be used to determine the relay servers.

Format

config dhcp_relay option_61 state [enable | disable]

Parameters

enable - Specify to enable the DHCP relay function to use option 61 rules to relay DHCP packets.

disable - Specify to disable the DHCP relay function to use option 61 rules to relay DHCP packets.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the state of DHCP relay Option 61:

DGS-3420-28SC:admin#config dhcp_relay option_61 state enable
Command: config dhcp_relay option_61 state enable

Success.
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|DGS—3420—285C:admin#

21-12 config dhcp_relay option_82 check

Description

This command is used to configure the checking mechanism of the DHCP relay agent information
Option 82 of the switch.

Format
config dhcp_relay option_82 check [enable | disable]

Parameters

enable - When the state is enabled, for a packet coming from the client side, the packet should not
have the Option 82 field. If the packet has this option field, it will be dropped.

disable - The default setting is disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the checking mechanism of the DHCP relay agent information Option 82:

DGS-3420-28SC:admin#config dhcp_relay option_82 check disable
Command: config dhcp_relay option_82 check disable

Success.

DGS-3420-28SC:-admin#

21-13 config dhcp_relay option_82 policy
Description

This option takes effect only when the check status is disabled. The relay agent does this operation
because the packet cannot contain two Option 82s. The default setting is replace.

Format

config dhcp_relay option_82 policy [replace | drop | keep]

Parameters

replace - Replace the existing option 82 field in the packet.
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drop - Specifies to discard if the packet has the Option 82 field. If the packet, that comes from the
client side, contains an Option 82 value, then the packet will be dropped. If the packet, that comes
from the client side doesn’t contain an Option 82 value, then insert it's own Option 82 value into
the packet.

keep - Specifies to retain the existing Option 82 field in the packet. The default setting is replace. If
the packet, that comes from the client side, and contains an Option 82 value, then keep the old
Option 82 value. If the packet, that comes from the client side, doesn't contain an Option 82 value,
then insert it's own Option 82 value into the packet.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the policy of DHCP relay agent information Option 82:

DGS-3420-28SC:admin#config dhcp_relay option_82 policy replace
Command: config dhcp_relay option_82 policy replace

Success

DGS-3420-28SC:-admin#

21-14 config dhcp_relay option_82 remote _id

Description

This command is used to configure the remote ID string of the DHCP relay agent information Option
82 of the Switch.

Format

config dhcp_relay option_82 remote_id [default | user_define <desc 32>]

Parameters

default - Use the switch’s system MAC address as remote ID.
user_define - Use the user-defined string as remote ID. Space characters are allowed in the string.
<desc 32> - The user-defined string can be up to 32 characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the remote ID string of the DHCP relay agent information Option 82:

| DGS-3420-28SC:admin#config dhcp_relay option_82 remote_id user_define D-Link Switch
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Command: config dhcp_relay option_82 remote_id user_define D-Link Switch
Success.

DGS-3420-28SC:admin#

21-15 config dhcp_relay option_82 state

Description

This command is used to configure the state of the DHCP relay agent information Option 82 of the
switch. The default settings is disabled.

Format

config dhcp_relay option_82 state [enable | disable]

Parameters

enable - When the state is enabled, the DHCP packet will be inserted with the Option 82 field before
being relayed to server. The DHCP packet will be processed based on the behavior defined in the
check and policy setting.

disable - When the state is disabled, the DHCP packet will be relayed directly to the server without
further check and processing of the packet.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the state of the DHCP relay agent information Option 82:

DGS-3420-28SC:admin#config dhcp_relay option_82 state enable
Command: config dhcp_relay option_82 state enable

Success.

DGS-3420-28SC:admin#

21-16 enable dhcp_relay

Description

This command is used to enable the DHCP relay function on the switch.

Format
enable dhcp _relay
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Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the DHCP relay function:

DGS-3420-28SC:admin#enable dhcp_relay
Command: enable dhcp_relay

Success.

DGS-3420-28SC:-admin#

21-17 disable dhcp_relay

Description

This command is used to disable the DHCP relay function on the switch.

Format
disable dhcp _relay

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable the DHCP relay function:

DGS-3420-28SC:admin#disable dhcp_relay
Command: disable dhcp_relay

Success.

DGS-3420-28SC:admin#
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21-18 show dhcp_relay

Description

This command is used to display the current DHCP relay configuration.

Format
show dhcp_relay {ipif <ipif_name 12>}

Parameters

ipif — (Optional) Specify the IP interface name.
<ipif_name 12> - Specify the IP interface name. The IP interface name can be up to 12
characters long.

Y

““. Note: If no parameter is specified, the system will display all DHCP relay configurations.

Restrictions

None.

Example
To display the DHCP relay status:

DGS-3420-28SC:admin#show dhcp_relay
Command: show dhcp_relay

DHCP/BOOTP Relay Status : Disabled

DHCP/BOOTP Hops Count Limit 4

DHCP/BOOTP Relay Time Threshold : O

DHCP Vendor Class ldentifier Option 60 State: Disabled

DHCP Client Identifier Option 61 State: Disabled

DHCP Relay Agent Information Option 82 State : Disabled

DHCP Relay Agent Information Option 82 Check : Disabled

DHCP Relay Agent Information Option 82 Policy : Replace

DHCP Relay Agent Information Option 82 Remote ID : D-Link Switch

Interface Server 1 Server 2 Server 3 Server 4

DGS-3420-28SC:admin#
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21-19 show dhcp_relay option_60

Description

This command is used to display the DHCP relay option 60 entries.

Format
show dhcp_relay option_60 {[string <multiword 255> | ipaddress <ipaddr> | default]}

Parameters

string - (Optional) Display the entry whose string equals the string specified.
<multiword 255> - The string can be up to 255 characters long.

ipaddress - (Optional) Display the entry whose IP ipaddress equals the specified IP address.
<ipaddr> - Enter the IP address here.

default - (Optional) Display the default behaviour of DHCP relay option 60.

)

W, Note: If no parameter is specified, all DHCP option 60 entries will be displayed.

Restrictions

None.

Example
To display the DHCP option 60 entries:

DGS-3420-28SC:admin#show dhcp_relay option_60
Command: show dhcp_relay option_60

Default Processing Mode: Drop
Default Servers:

10.90.90.100

10.90.90.101

10.90.90.102

Matching Rules:

String Match Type IP Address
abc Exact Match 10.90.90.1
abcde Partial Match 10.90.90.2
abcdefg Exact Match 10.90.90.3

Total Entries: 3
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|DGS—3420—285C:admin#

21-20 show dhcp_relay option_61

Description

This command is used to display all the DHCP relay option 61 rules.

Format
show dhcp_relay option_61

Parameters

None.

Restrictions

None.

Example
To display the DHCP option 61 entries:

DGS-3420-28SC:admin#show dhcp_relay option_61
Command: show dhcp_relay option_61

Default Relay Rule:Drop

Matching Rules:

Client-ID Type Relay Rule
abc String Drop
abcde String 10.90.90.1
00-11-22-33-44-55 MAC Address Drop

Total Entries: 3

DGS-3420-28SC:admin#

21-21 config dhcp_relay ports

Description

This command is used to configure the state of the DHCP relay function for each port.
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Format

config dhcp_relay ports [<portlist> | all] state [enable | disable]

Parameters

<portlist> - Enter the list of ports, used for this configuration, here.

all - Specifies that all the ports will be used for this configuration.

state - Specifies the state of the DHCP relay function for each port.
enable - Specifies that the DHCP relay function, for the specified port(s), will be enabled.
disable - Specifies that the DHCP relay function, for the specified port(s), will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the DHCP relay function on ports 1 to 3:

DGS-3420-28SC:admin#config dhcp_relay ports 1:1-1:3 state enable
Command: config dhcp_relay ports 1:1-1:3 state enable

Success.

DGS-3420-28SC:-admin#

21-22 show dhcp_relay ports

Description

This command is used to show the DHCP relay port configuration.

Format
show dhcp_relay ports {<portlist>}

Parameters

<portlist> - (Optional) Enter the list of ports, used for this display, here.

If no parameter is specified, information for all ports will be displayed.

Restrictions

None.

Example
To display the DHCP relay state of ports 1 to 10:
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DGS-3420-28SC:admin#show dhcp_relay ports 1:1-1:10
Command: show dhcp_relay ports 1:1-1:10

Port DHCP Relay State
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
Enabled
:10 Enabled

[

PR R RPRRRPRRRPRPR
© 0N 0N WN

Total Entries : 10

DGS-3420-28SC:-admin#
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Chapter 22 DHCP Server
Commands

create dhcp excluded address begin_address <ipaddr> end_address <ipaddr>

delete dhcp excluded address [begin address <ipaddr> end_address <ipaddr> | all]

show dhcp excluded address

create dhcp pool <pool name 12>

delete dhcp pool [<pool_name 12> | all]

config dhcp pool network addr <pool name 12> <network _address>

config dhcp pool domain_name <pool name 12> {<domain_name 64>}

config dhcp pool dns_server <pool name 12> {<ipaddr> {<ipaddr> {<ipaddr>}}}

config dhcp pool netbios_name_server <pool _name 12> {<ipaddr> {<ipaddr> {<ipaddr>}}}

config dhcp pool netbios_node_type <pool_name 12> [broadcast | peer_to_peer | mixed |
hybrid]

config dhcp pool default_router <pool name 12> {<ipaddr> {<ipaddr> {<ipaddr>}}}

config dhcp pool lease <pool name 12> [<day 0-365> <hour 0-23> <minute 0-59> | infinite]

config dhcp pool boot file <pool name 12> {<file name 64>}

config dhcp pool next_server <pool name 12> {<ipaddr>}

config dhcp pool class <pool_name 12> [add | delete] <class_name 12> {begin_address
<ipaddr> end_address <ipaddr>}

config dhcp pool option 43 <pool_name 12> [add string <multiword 255> | delete]

enable dhcp class

disable dhcp class

create dhcp class <class_name 12>

config dhcp class <class_name 12> [add option <int> [string <multiword 255> | hex <string 255>]
| delete option <int>]

delete dhcp class <class _name 12>

show dhcp class {<class name 12>}

config dhcp ping_packets <number 0-10>

config dhcp ping_timeout <millisecond 10-2000>

create dhcp pool manual_binding <pool_name 12> <ipaddr> hardware_address <macaddr>
{type [ethernet | ieee802]}

delete dhcp pool manual_binding <pool_name 12> [<ipaddr> | all]

clear dhcp binding [<pool_name 12> [<ipaddr> | all] | all]

show dhcp binding {<pool_name 12>}

show dhcp pool {<pool_name 12>}

show dhcp pool manual_binding {<pool_name 12>}

enable dhcp_server

disable dhcp_server

show dhcp_server

clear dhcp conflict_ip [<ipaddr> | all]

show dhcp conflict_ip {<ipaddr>}

create dhcp option_profile <profile_name 12>

config dhcp option_profile <profile_name 12> [add option <value 1-254> [string <multiword
255> | hex <string 254>] | delete option <value 1-254>]

delete dhcp option_profile <profile_name 12>

show dhcp option_profile {<profile_name 12>}

config dhcp pool option_profile <pool_name 12> [add | delete] <profile_name 12>
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22-1 create dhcp excluded_address

Description

This command is used to create a DHCP server exclude address. The DHCP server assumes that all
IP addresses in a DHCP pool subnet are available for assigning to DHCP clients. Use this command
to specify the IP address that the DHCP server should not assign to clients. This command can be
used multiple times in order to define multiple groups of excluded addresses.

Format

create dhcp excluded_address begin_address <ipaddr> end_address <ipaddr>

Parameters

begin_address - Specify the starting address of the IP address range.
<ipaddr> - Specify the starting address of the IP address range.

end_address - Specify the ending address of the IP address range.
<ipaddr> - Specify the ending address of the IP address range.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To specify the IP address that DHCP server should not assign to clients:

DGS-3420-28SC:admin#create dhcp excluded_address begin_address 10.10.10.1
end_address 10.10.10.10

Command: create dhcp excluded_address begin_address 10.10.10.1 end_address
10.10.10.10

Success.

DGS-3420-28SC:-admin#

22-2 delete dhcp excluded_address

Description

This command is used to delete a DHCP server exclude address.

Format

delete dhcp excluded_address [begin_address <ipaddr> end_address <ipaddr> | all]

301



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Parameters

begin_address - Specify the starting address of the IP address range.
<ipaddr> - Specify the starting address of the IP address range.

end_address - Specify the ending address of the IP address range.
<ipaddr> - Specify the ending address of the IP address range.

all - Specify to delete all excluded IP addresses.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete a DHCP server exclude address:

DGS-3420-28SC:admin#delete dhcp excluded_address begin_address 10.10.10.1
end_address 10.10.10.10

Command: delete dhcp excluded_address begin_address 10.10.10.1 end_address
10.10.10.10

Success.

DGS-3420-28SC:-admin#

22-3 show dhcp excluded_address

Description

This command is used to display the groups of IP addresses which are excluded from being a legal
assigned IP address.

Format

show dhcp excluded_address

Parameters

None.

Restrictions

None.

Example

To display the DHCP server excluded addresses:
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DGS-3420-28SC:admin#show dhcp excluded_address
Command: show dhcp excluded_address

Index Begin Address End Address

1 192.168.0.1 192.168.0.100
2 10.10.10.10 10.10.10.11

Total Entries : 2

DGS-3420-28SC:admin#

22-4 create dhcp pool

Description

This command is used to create a DHCP pool by specifying a name. After creating a DHCP pool, use
other DHCP pool configuration commands to configure parameters for the pool.

Format

create dhcp pool <pool_name 12>

Parameters

<pool name 12> - Specify the name of the DHCP pool.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To create a DHCP pool:

DGS-3420-28SC:admin#create dhcp pool nyknicks
Command: create dhcp pool nyknicks

Success.

DGS-3420-28SC:-admin#

22-5 delete dhcp pool

Description

This command is used to delete a DHCP pool.
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Format

delete dhcp pool [<pool_name 12> | all]

Parameters

<pool_name 12> - Specify the name of the DHCP pool.

all - Specify to delete all the DHCP pools.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a DHCP pool:

DGS-3420-28SC:admin#delete dhcp pool nyknicks
Command: delete dhcp pool nyknicks

Success.

DGS-3420-28SC:admin#

22-6 config dhcp pool network_addr

Description

This command is used to specify the network for the DHCP pool. The addresses in the network are
free to be assigned to the DHCP client. The prefix length specifies the number of bits that comprise

the address prefix. The prefix is an alternative way of specifying the network mask of the client. The
prefix length must be preceded by a forward slash (/). When the DHCP server receives a request from
the client, the server will automatically find a pool to allocate the address. If the request is relayed to
the server by the intermediate device, the server will match the gateway IP address carried in the
packet against the network of each DHCP pool. The pool which has the longest match will be selected.
If the request packet is not through relay, then the server will match the IP address of the IPIF that
received the request packet against the network of each DHCP pool.

Format

config dhcp pool network_addr <pool_name 12> <network_address>

Parameters

<pool_name 12> - Specify the DHCP pool nhame.

<network_address> - Specify the IP address that the DHCP server may assign to clients.
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Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the address range of the DHCP address pool:

DGS-3420-28SC:admin#config dhcp pool network addr nyknicks 10.10.10.0/24
Command: config dhcp pool network_addr nyknicks 10.10.10.0/24

Success.

DGS-3420-28SC:-admin#

22-7 config dhcp pool domain_name

Description

This command is used to specify the domain name for the client if the server allocates the address for
the client from this pool. The domain hame configured here will be used as the default domain name
by the client. By default, the domain name is empty. If the domain name is empty, the domain nhame
information will not be provided to the client.

Format

config dhcp pool domain_name <pool_name 12> {<domain_name 64>}

Parameters

<pool_name 12> - Specify the DHCP pool name.

<domain_name 64> - (Optional) Specify the domain name of the client.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the domain name option of the DHCP pool:

DGS-3420-28SC:admin#config dhcp pool domain_name nyknicks nba.com
Command: config dhcp pool domain_name nyknicks nba.com

Success.

DGS-3420-28SC:-admin#
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22-8 config dhcp pool dns_server

Description

This command is used to specify the IP address of a DNS server that is available to a DHCP client. Up
to three IP addresses can be specified on one command line. If DNS server is not specified, the DNS
server information will not be provided to the client. If this command is input twice for the same pool,
the second command will overwrite the first command.

Format

config dhcp pool dns_server <pool_name 12> {<ipaddr> {<ipaddr> {<ipaddr>}}}

Parameters

<pool_name 12> - Specify the DHCP poll name.

<ipaddr> - (Optional) Specify the IP address of the DNS server. Up to three IP addresses can be
specified on one command line.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the DNS server’s IP address:

DGS-3420-28SC:admin#config dhcp pool dns_server nyknicks 10.10.10.1
Command: config dhcp pool dns_server nyknicks 10.10.10.1

Success.

DGS-3420-28SC:-admin#

22-9 config dhcp pool netbios_name_server

Description

This command is used to specify the NetBIOS WINS server that is available to a Microsoft DHCP
client. Up to three IP addresses can be specified on one command line.

Windows Internet Naming Service (WINS) is a name resolution service that Microsoft DHCP clients
use to correlate host names to IP addresses within a general grouping of networks. If a NetBIOS name
server is not specified, the NetBIOS name server information will not be provided to the client. If this
command is input twice for the same pool, the second command will overwrite the first command.

Format

config dhcp pool netbios_name_server <pool_name 12> {<ipaddr> {<ipaddr> {<ipaddr>}}}
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Parameters

<pool_name 12> - Specify the DHCP pool nhame.

<ipaddr> - (Optional) Specify the IP address of the WINS server. Up to three IP addresses can be
specified on one command line.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure a WINS server IP address:

DGS-3420-28SC:admin#config dhcp pool netbios_name_server knicks 10.10.10.1
Command: config dhcp pool netbios_name_server knicks 10.10.10.1

Success.

DGS-3420-28SC:admin#

22-10 config dhcp pool netbios_node_type
Description
This command is used to specify the NetBIOS node type for a Microsoft DHCP client.

The NetBIOS node type for Microsoft DHCP clients can be one of four settings: broadcast, peer-to-
peer, mixed, or hybrid. Use this command to configure a NetBIOS over TCP/IP device that is
described in RFC 1001/1002. By default, the NetBIOS node type is broadcast.

Format

config dhcp pool netbios_node_type <pool_name 12> [broadcast | peer_to_peer | mixed |
hybrid]

Parameters

<pool_name 12> - Specify the DHCP pool hame.

broadcast - Specify the NetBIOS node type for Microsoft DHCP clients as broadcast.

peer_to_peer - Specify the NetBIOS node type for Microsoft DHCP clients as peer_to_peer.

mixed - Specify the NetBIOS node type for Microsoft DHCP clients as mixed.

hybrid - Specify the NetBIOS node type for Microsoft DHCP clients as hybrid.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example
To configure the NetBIOS node type:

DGS-3420-28SC:admin#config dhcp pool netbios_node_type knicks hybrid
Command: config dhcp pool netbios_node_type knicks hybrid

Success.

DGS-3420-28SC:admin#

22-11 config dhcp pool default _router

Description

This command is used to specify the IP address of the default router for a DHCP client. Up to three IP
addresses can be specified on one command line.

After a DHCP client has booted, the client begins sending packets to its default router. The IP address
of the default router should be on the same subnet as the client. If the default router is not specified,
the default router information will not be provided to the client. If this command is input twice for the
same pool, the second command will overwrite the first command. The default router must be within
the range the network defined for the DHCP pool.

Format
config dhcp pool default_router <pool_name 12> {<ipaddr> {<ipaddr> {<ipaddr>}}}

Parameters

<pool_name 12> - Specify the DHCP pool nhame.

<ipaddr> - (Optional) Specify the IP address of the default router. Up to three IP addresses can be
specified on one command line.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the default router:

DGS-3420-28SC:admin#config dhcp pool default_router nyknicks 10.10.10.1
Command: config dhcp pool default_router nyknicks 10.10.10.1

Success.

DGS-3420-28SC:-admin#
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22-12 config dhcp pool lease

Description

This command is used to specify the duration of the DHCP pool lease.

By default, each IP address assigned by a DHCP server comes with a one-day lease, which is the
amount of time that the address is valid.

Format

config dhcp pool lease <pool_name 12> [<day 0-365> <hour 0-23> <minute 0-59> | infinite]

Parameters

<pool_name 12> - Specify the DHCP pool’s hame.

<day 0-365> - Specify the number of days of the lease.

<hour 0-23> - Specify the number of hours of the lease.

<minute 0-59> - Specify the number of minutes of the lease.

infinite - Specify a lease of unlimited duration.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the lease of a pool:

DGS-3420-28SC:admin#config dhcp pool lease nyknicks infinite
Command: config dhcp pool lease nyknicks infinite

Success.

DGS-3420-28SC:admin#

22-13 config dhcp pool boot file
Description
This command is used to specify the name of the file that is used as a boot image.

The boot file is used to store the boot image for the client. The boot image is generally the operating
system the client uses to load. If this command is input twice for the same pool, the second command
will overwrite the first command. If the bootfile is not specified, the boot file information will not be
provided to the client.

Format

config dhcp pool boot_file <pool_name 12> {<file_name 64>}
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Parameters

<pool_name 12> - Specify the DHCP pool nhame.

<file_name 64> - (Optional) Specify the file name of the boot image.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the boot file:

DGS-3420-28SC:admin#config dhcp pool boot file engineering boot.had
Command: config dhcp pool boot_file engineering boot.had

Success.

DGS-3420-28SC:admin#

22-14 config dhcp pool next_server

Description

This command is used by the DHCP client boot process, typically a TFTP server. If next server
information is not specified, it will not be provided to the client. If this command is input twice for the
same pool, the second command will overwrite the first command.

Format

config dhcp pool next_server <pool_name 12> {<ipaddr>}

Parameters

<pool_name 12> - Specify the DHCP pool hame.

<ipaddr> - (Optional) Specify the IP address of the next server.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the next server:

DGS-3420-28SC:admin#config dhcp pool next_server engineering 192.168.0.1
Command: config dhcp pool next_server engineering 192.168.0.1
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Success.

DGS-3420-28SC:admin#

22-15 config dhcp pool class

Description

This command is used to configure an address range for a specific DHCP pool class.

Format

config dhcp pool class <pool_name 12> [add | delete] <class_name 12> {begin_address
<ipaddr> end_address <ipaddr>}

Parameters

<pool_name 12> - Enter the DHCP pool name used here. This name can be up to 12 characters
long.

add - Specifies to add an address range to the Switch’s DHCP pool class table.
delete - Specifies to delete an address range from the Switch’s DHCP pool class table

<class_name 12> - Enter the DHCP class’s name used here. This name can be up to 12 characters
long.

begin_address - (Optional) Specifies the beginning address of IP address range.
<ipaddr> - Enter the beginning IP address used for the DHCP pool here.

end_address - (Optional) Specifies the ending address of IP address range.
<ipaddr> - Enter the ending IP address used for the DHCP pool here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure an address range for a specific DHCP pool class:

DGS-3420-28SC:admin#config dhcp pool class pooll add classl begin_address
192.168.69.10 end_address 192.168.69.20

Command: config dhcp pool class pooll add classl begin_address 192.168.69.10
end_address 192.168.69.20

Success.

DGS-3420-28SC:admin#
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22-16 config dhcp pool option_43

Description

This command is used to add or delete DHCP Option 43. The DHCP server may contain this option in
the DHCP reply according to Option 55 in the client’s request packet.

Format
config dhcp pool option_43 <pool_name 12> [add string <multiword 255> | delete]

Parameters

<pool_name 12> - Enter the DHCP pool name used here. This name can be up to 12 characters
long.

add - Specifies to add the DHCP Option 43.

string - Specifies the DHCP Option 43 string used.
<multiword 255> - Enter the DHCP Option 43 string used here. This string can be up to 255
characters long.

delete - Specifies to delete the DHCP Option 43.

Restrictions

Only Administrator, and Operator level users can issue this command.

Example
To add a DHCP Option 43 for a DHCP pool:

DGS-3420-28SC:admin#config dhcp pool option_43 pooll add string "abc"
Command: config dhcp pool option_43 pooll add string "abc"

Success.

DGS-3420-28SC:admin#

22-17 enable dhcp class

Description

This command is used to enable the DHCP class function on the Switch. The DHCP server uses a
DHCP class to further determine which IP addresses to allocate to clients.

Format

enable dhcp class
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Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable the DHCP class function:

DGS-3420-28SC:admin#enable dhcp class
Command: enable dhcp class

Success.

DGS-3420-28SC:-admin#

22-18 disable dhcp class

Description

This command is used to enable the DHCP class function on the Switch.

Format

disable dhcp class

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable the DHCP class function:

DGS-3420-28SC:-admin# disable dhcp class
Command: disable dhcp class

Success.

DGS-3420-28SC:-admin#
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22-19 create dhcp class

Description

This command is used to create a DHCP class. Administrators can create a DHCP class with a name
that is a symbolic string, like "class1”.

Format

create dhcp class <class_name 12>

Parameters

<class_name 12> - Enter the DHCP class’s name used here. This name can be up to 12
characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create a DHCP class:

DGS-3420-28SC:admin#create dhcp class class2
Command: create dhcp class class2

Success.

DGS-3420-28SC:admin#

22-20 config dhcp class

Description

This command is used to add or delete an option to or from DHCP server class. The user can use the
string or hex parameters to add a value for the option. The value of DHCP client packet’s option needs
exactly match it. The user can use a wildcard character “*” to use a partial match for the specified
string.

Format

config dhcp class <class_name 12> [add option <int> [string <multiword 255> | hex <string
255>] | delete option <int>]

Parameters

class - Specifies the DHCP class name used.
<class_name 12> - Enter the DHCP class name used here. This name can be up to 12
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characters long.

add - Specifies to add an option to the DHCP server class.

option - Specifies the Option index that will be added.
<int> - Enter the Option index value used here.

string - Specifies the character string used with the DHCP class options.
<multiword 255> - Enter the character string used here. This string can be up to 255 characters
long.

hex - Specifies the hexadecimal of the string used with the DHCP class options.
<string 255> - Enter the hexadecimal value of the string used here. This value can be up to 255
characters long.

delete - Specifies to delete an option from the DHCP server class.

option - Specifies the Option index that will be deleted.
<int> - Enter the Option index value used here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To add option 60 using hex format and not using wildcard character “*”, DHCP client packet’'s option
60 should have 8 bytes matching the specified hex pattern:

DGS-3420-28SC:-admin#config dhcp class classl add option 60 hex 4d53465420352e30
Command: config dhcp class classl add option 60 hex 4d53465420352e30

Success.

DGS-3420-28SC:-admin#

To add option 60 using hex format and using wildcard character “*", DHCP client packet’s option 60
should have at least 3 bytes, with the first 3 bytes matching the specified hex pattern:

DGS-3420-28SC:admin#config dhcp class classl add option 60 hex 4d5346*
Command: config dhcp class classl add option 60 hex 4d5346*

Success.

DGS-3420-28SC:admin#

To add option 82 using string format, the value of DHCP client packet's option needs exactly match
the specified string:

DGS-3420-28SC:admin#config dhcp class classl add option 82 string
*010600040001000602080006000102030400"

Command: config dhcp class classl add option 82 string
**010600040001000602080006000102030400"

Success.

DGS-3420-28SC:admin#
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22-21 delete dhcp class

Description

This command is used to delete a DHCP class.

Format

delete dhcp class <class_name 12>

Parameters

class - Specifies the DHCP class name used.
<class_name 12> - Enter the DHCP class name used here. This name can be up to 12
characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a DHCP class:

DGS-3420-28SC:admin#delete dhcp class class2
Command: delete dhcp class class2

Success.

DGS-3420-28SC:admin#

22-22 show dhcp class

Description

This command is used to display the current DHCP class configuration.

Format

show dhcp class {<class_name 12>}

Parameters

class - Specifies the DHCP class name used.
<class_name 12> - (Optional) Enter the DHCP class name used here. This name can be up
to 12 characters long.
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Restrictions

None.

Example

To display the current DHCP class configuration:

DGS-3420-28SC:admin#show dhcp class
Command: show dhcp class

DHCP Class Status : Disabled

DHCP Class Name : classl

Option Type Value

60 hex 4d5346*

82 string 010600040001000602
080006000102030400

Total Entries: 1

DGS-3420-28SC:-admin#

22-23 config dhcp ping_packets

Description

This command is used to specify the number of ping packets the DHCP server sends to an IP address
before assigning this address to a requesting client.

By default, the DHCP server pings a pool address twice before assigning the address to a DHCP
client. If the ping is unanswered, the DHCP server assumes (with a high probability) that the address
is not in use and assigns the address to the requesting client. If the ping is answered, the server will
discard the current IP address and try another IP address.

Format
config dhcp ping_packets <number 0-10>

Parameters

<number 0-10> - Specify the number of ping packets. 0 means there is no ping test. The default
value is 2.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To configure ping packets:

DGS-3420-28SC:admin#config dhcp ping_packets 4
Command: config dhcp ping_packets 4

Success.

DGS-3420-28SC:admin#

22-24 config dhcp ping_timeout

Description

This command is used to specify the amount of time the DHCP server must wait before timing out a
ping packet.

By default, the DHCP server waits 100 milliseconds before timing out a ping packet.

Format
config dhcp ping_timeout <millisecond 10-2000>

Parameters

<millisecond 10-2000> - Specify the amount of time the DHCP server must wait before timing out a
ping packet. The default value is 100.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the time out value for ping packets:

DGS-3420-28SC:admin#config dhcp ping_timeout 500
Command: config dhcp ping_timeout 500

Success.

DGS-3420-28SC:-admin#

22-25 create dhcp pool manual_binding

Description

This command is used to specify the distinct identification of the client in dotted-hexadecimal notation
or hardware address.
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An address binding is a mapping between the IP address and MAC address of a client. The IP
address of a client can be assigned manually by an administrator or assigned automatically from a
pool by a DHCP server.

The IP address specified in the manual binding entry must be in a range within that the network uses
for the DHCP pool. If the user specifies a conflict IP address, an error message will be returned. If a
number of manual binding entries are created, and the network address for the pool is changed such
that conflicts are generated, those manual binding entries which conflict with the new network address
will be automatically deleted.

Format

create dhcp pool manual_binding <pool_name 12> <ipaddr> hardware_address <macaddr>
{type [ethernet | ieee802]}

Parameters

<pool_name 12> - Specify the DHCP pool nhame.

<ipaddr> - Specify the IP address which will be assigned to a specified client.

hardware_address - Specify the hardware MAC address.
<macaddr> - Enter the MAC address here.

type - (Optional) Specify the DHCP pool manual binding type.
ethernet - Specify Ethernet type.
ieee802 -Specify IEEEB02 type.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure manual bindings:

DGS-3420-28SC:admin#create dhcp pool manual_binding engineering 10.10.10.1
hardware_address 00-80-C8-02-02-02 type ethernet

Command: create dhcp pool manual_binding engineering 10.10.10.1 hardware_address
00-80-C8-02-02-02 type ethernet

Success.

DGS-3420-28SC:-admin#

22-26 delete dhcp pool manual_binding

Description

This command is used to delete DHCP server manual binding.
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Format

delete dhcp pool manual_binding <pool_name 12> [<ipaddr>| all]

Parameters

<pool_name 12> - Specify the DHCP pool nhame.

<ipaddr> - Specify the IP address which will be assigned to a specified client.
all - Specify to delete all manual binding IP addresses from the specified pool.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete DHCP server manual binding:

DGS-3420-28SC:admin#delete dhcp pool manual_binding engineering 10.10.10.1
Command: delete dhcp pool manual_binding engineering 10.10.10.1

Success.

DGS-3420-28SC:-admin#

22-27 clear dhcp binding

Description

This command is used to clear a binding entry or all binding entries in a pool or clears all binding
entries in all pools. Note that this command will not clear the dynamic binding entry which matches a
manual binding entry.

Format
clear dhcp binding [<pool_name 12> [<ipaddr> | all] | all]

Parameters

<pool_name 12> - Specify the DHCP pool name to clear.
<ipaddr> - Specify the IP address to clear.
all - Specify to clear all IP addresses for the specified pool.

all - Specify to clear all binding entries in all pools

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To clear dynamic binding entries in the pool named “engineering”:

DGS-3420-28SC:admin#clear dhcp binding engineering 10.20.3.4
Command: clear dhcp binding engineering 10.20.3.4

Success.

DGS-3420-28SC:admin#

22-28 show dhcp binding

Description

This command is used to display dynamic binding entries.

Format
show dhcp binding {<pool_name 12>}

Parameters

<pool_name 12> - (Optional) Specify a DHCP pool name.

Restrictions

None.

Example

To display dynamic binding entries for “engineering”:

DGS-3420-28SC:admin#show dhcp binding engineering
Command: show dhcp binding engineering

Pool Name IP Addresss Hardware Address Type Status Lifetime

engineering 192.168.0.1 00-80-C8-08-13-88 Ethernet Manual 86400
engineering 192.168.0.2 00-80-C8-08-13-99 Ethernet Automatic 86400
engineering 192.168.0.3 00-80-C8-08-13-A0 Ethernet Automatic 86400
engineering 192.168.0.4 00-80-C8-08-13-B0 Ethernet Automatic 86400

Total Entries: 4

DGS-3420-28SC:admin#
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22-29 show dhcp pool

Description

This command is used to display the information for DHCP pool. If pool name is not specified,
information for all pools will be displayed.

Format

show dhcp pool {<pool_name 12>}

Parameters

<pool name 12> - (Optional) Specify the DHCP pool name.

Restrictions

None.

Example

”

To display the current DHCP pool information for “engineering”:

DGS-3420-28SC:admin# show dhcp pool engineering
Command: show dhcp pool engineering

Pool Name zengineering
Network Address :10.10.10.0/24
Domain Name :dlink.com

DNS Server :10.10.10.1
NetBIOS Name Server :10.10.10.1
NetBIOS Node Type :Broadcast
Default Router :10.10.10.1
Pool Lease :10 Days, O Hours, 0 Minutes
Boot File zboot.bin

Next Server :10.10.10.2
Option 43

DHCP Class Begin Address End Address

Total Entries: 1

DGS-3420-28SC:admin#
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22-30 show dhcp pool manual_binding

Description

This command is used to display the configured manual binding entries.

Format

show dhcp pool manual_binding {<pool_name 12>}

Parameters

<pool name 12> - (Optional) Specify the DHCP pool name.

Restrictions

None.

Example

To display the configured manual binding entries:

DGS-3420-28SC:admin#show dhcp pool manual_binding
Command: show dhcp pool manual_binding

Pool Name IP Address Hardware Address Type
pl 192.168.0.1  00-80-C8-08-13-88 Ethernet
pl 192.168.0.2 00-80-C8-08-13-99 Ethernet

Total Entries : 2

DGS-3420-28SC:admin#

22-31 enable dhcp_server
Description
This command is used to enable the DHCP server function.

If DHCP relay is enabled, DHCP server cannot be enabled. The opposite is also true. For Layer 2
switches, if DHCP client is enabled on the only interface, then DHCP server cannot be enabled. For
layer 3 switches, when the System interface is the only interface then can DHCP client be enabled. If
the DHCP client is enabled, then the DHCP server cannot be enabled.

Format

enable dhcp_server
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Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable DHCP server:

DGS-3420-28SC:admin#enable dhcp_server
Command: enable dhcp_server

Success.

DGS-3420-28SC:-admin#

22-32 disable dhcp_server

Description

This command is used to disable the DHCP server function on the switch.

Format

disable dhcp_server

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To disable the Switch’s DHCP server:

DGS-3420-28SC:admin#disable dhcp_server
Command: disable dhcp_server

Success.

DGS-3420-28SC:-admin#

324



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

22-33 show dhcp_server

Description

This command is used to display the current DHCP server configuration.

Format

show dhcp_server

Parameters

None.

Restrictions

None.

Example
To display the DHCP server status:

DGS-3420-28SC:admin#show dhcp_server
Command: show dhcp_server

DHCP Server Global State: Disabled
Ping Packet Number 12
Ping Timeout : 100 ms

DGS-3420-28SC:admin#

22-34 clear dhcp conflict_ip

Description

This command is used to clear an entry or all entries from the conflict IP database.

Format

clear dhcp conflict_ip [<ipaddr> | all]

Parameters

<ipaddr> - Specify the IP address to be cleared.

all - Specify that all IP addresses will be cleared.
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Restrictions

None.

Example

To clear an IP address 10.20.3.4 from the conflict database:

DGS-3420-28SC:admin#clear dhcp conflict_ip 10.20.3.4
Command: clear dhcp conflict_ip 10.20.3.4

Success.

DGS-3420-28SC:-admin#

22-35 show dhcp conflict_ip
Description
This command is used to display the IP address that has been identified as being in conflict.

The DHCP server will use ping packet to determine whether an IP address is conflicting with other
hosts before binding this IP. The IP address which has been identified in conflict will be moved to the
conflict IP database. The system will not attempt to bind the IP address in the conflict IP database
unless the user clears it from the conflict IP database.

Format
show dhcp conflict_ip {<ipaddr>}

Parameters

<ipaddr> - (Optional) Specify the IP address to be displayed.

Restrictions

None.

Example
To display the entries in the DHCP conflict IP database:

DGS-3420-28SC:admin#show dhcp conflict_ip
Command: show dhcp conflict_ip

IP Address Detection Method Detection Time

172.16.1.32 Ping 2007/08/30 17:06:59
172.16.1.32 Gratuitous ARP 2007/09/10 19:38:01
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|DGS—3420—285C:admin#

22-36 create dhcp option_profile

Description

This command is used to create a DHCP option profile.

Format

create dhcp option_profile <profile_name 12>

Parameters

<profile_name 12> - Enter the DHCP option profile name here. This name can be up to 12
characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create a DHCP option profile:

DGS-3420-28SC:admin#create dhcp option_profile profilel
Command: create dhcp option_profile profilel

Success.

DGS-3420-28SC:-admin#

22-37 config dhcp option_profile

Description

This command is used to configure an option to and from a DHCP server option profile.

Format

config dhcp option_profile <profile_name 12> [add option <value 1-254> [string <multiword
255> | hex <string 254>] | delete option <value 1-254>]

Parameters

<profile_name 12> - Enter the DHCP server option profile name here. This name can be up to 12
characters long.

add - Specifies to add an option to the DHCP server option profile.
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option - Specifies the option value used.
<value 1-254> - Enter the option value used here. This must be between 1 and 254.

string - Specifies the character string associated with the option.
<multiword 255> - Enter the option association string here. This can be up to 255 characters
long.

hex - Specifies the hexadecimal value of the option string.
<string 254> - Enter the hexadecimal value of the option string here. This can be up to 254
hexadecimal characters long.

delete - Specifies to delete an option from the DHCP server option profile.

option - Specifies the option value used.
<value 1-254> - Enter the option value used here. This must be between 1 and 254.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To add option 69 using HEX format:

DGS-3420-28SC:admin#config dhcp option_profile profilel add option 69 hex
c0a800fe

Command: config dhcp option_profile profilel add option 69 hex c0a800fe

Success.

DGS-3420-28SC:admin#

To add option 72 using string format:

DGS-3420-28SC:admin#config dhcp option_profile profilel add option 72 string
"'192.168.0.254"

Command: config dhcp option_profile profilel add option 72 string
'"192.168.0.254"

Success.

DGS-3420-28SC:admin#

To delete DHCP option profile option 69:

DGS-3420-28SC:admin#config dhcp option_profile profilel delete option 69
Command: config dhcp option_profile profilel delete option 69

Success.

DGS-3420-28SC:-admin#
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22-38 delete dhcp option_profile

Description

This command is used to delete a DHCP option profile.

Format

delete dhcp option_profile <profile_name 12>

Parameters

<profile_name 12> - Enter the DHCP server option profile name here. This name can be up to
12 characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete a DHCP option profile.

DGS-3420-28SC:admin#delete dhcp option_profile profilel
Command: delete dhcp option_profile profilel

Success.

DGS-3420-28SC:admin#

22-39 show dhcp option_profile

Description

This command is used to display the current DHCP option profile configuration.

Format

show dhcp option_profile {<profile_name 12>}

Parameters

<profile_name 12> - (Optional) Enter the DHCP server option profile name here. This name can
be up to 12 characters long.

If no parameter is specified, the system will display all DHCP option profile configurations.

Restrictions
None.
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Example

To display the current DHCP option profile configuration.

DGS-3420-28SC:admin#show dhcp option_profile
Command: show dhcp option_profile

DHCP Option Profile Name : profilel
Option Type Value

69 hex c0a800fe
72 string 192.168.0.254

Total Entries: 1

DGS-3420-28SC:admin#

22-40 config dhcp pool option_profile

Description

This command is used to apply an option profile to a specific DHCP pool.

Format

config dhcp pool option_profile <pool_name 12> [add | delete] <profile_name 12>

Parameters

<pool_name 12> - Enter the DHCP pool name here. This hame can be up to 12 characters long.

add - Specifies to add an option profile to a DHCP pool, configured on this switch.

delete - Specifies to delete an option profile from a DHCP pool, configured on this switch.

<profile_name 12> - Enter the DHCP server option profile name here. This name can be up to 12
characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To add an option profile for DHCP profilel in pooll:

DGS-3420-28SC:admin#config dhcp pool option_profile pooll add profilel
Command: config dhcp pool option_profile pooll add profilel

Success.
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DGS-3420-28SC:admin#

To delete an option profile from a DHCP pool:

DGS-3420-28SC:admin#config dhcp pool option_profile pooll delete profilel
Command: config dhcp pool option_profile pooll delete profilel

Success.

DGS-3420-28SC:-admin#
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Chapter 23 DHCP Server
Screening Commands

config filter dhcp_server [add permit server_ip <ipaddr> {client_mac <macaddr>} ports
[<portlist> | all] | delete permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> |
all] | ports [<portlist> | all] state [enable | disable] | illegal_server_log_suppress_duration [1min
| 5min | 30min]]

config filter dhcp_server log [enable | disable]

config filter dhcp_server trap [enable | disable]

show filter dhcp_server

create filter dhcpv6_server permit sip <ipv6addr> ports [<portlist> | all]

config filter dhcpv6_server log [enable | disable]

config filter dhcpv6_server ports [<portlist> | all] state [enable | disable]

config filter dhcpv6_server trap [enable | disable]

show filter dhcpv6_server

delete filter dhcpv6_server permit sip <ipv6addr>

create filter icmpv6_ra all node permit sip <ipv6addr> ports [<portlist> | all]

config filter icmpv6_ra_all node log [enable | disable]

config filter icmpv6_ra_all node ports [<portlist> | all] state [enable | disable]

config filter icmpv6_ra_all node trap [enable | disable]

show filter icmpv6 ra all node

delete filter icmpv6 ra all node permit sip <ipv6addr>

23-1 config filter dhcp_server

Description

This command has two purposes: to specify to filter all DHCP server packets on the specific port and
to specify to allow some DHCP server packets with pre-defined server IP addresses and client MAC
addresses. With this function, we can restrict the DHCP server to service specific DHCP clients. This
is useful when two DHCP servers are present on the network; one of them can provide the private 1P
address and the other can provide the public IP address.

Enabling filter DHCP server port state will create one access profile and create one access rule per
port (UDP port = 67). Filter commands in this file will share the same access profile. Addition of a
permit DHCP entry will create one access profile and create one access rule. Filter commands in this
file will share the same access profile.

Format

config filter dhcp_server [add permit server_ip <ipaddr> {client._mac <macaddr>} ports
[<portlist> | all] | delete permit server_ip <ipaddr> {client_mac <macaddr>} ports [<portlist> | all]
| ports [<portlist> | all] state [enable | disable] | illegal_server_log_suppress_duration [1min |
5min | 30min]]
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Parameters

add permit server_ip - Specify the IP address of the DHCP server to be permitted.
<ipaddr> - Specify the IP address.
client_mac - (Optional) Specify the MAC address of the DHCP client.
<macaddr> - Specify the MAC address.
ports - Specify the ports.
<portlist> - Specify the range of ports to be configured.
all - Specify to configure all ports.
delete permit server_ip - Specify the delete permit server IP address.
<ipaddr> - Specify the IP address.
client_mac - (Optional) Specify the MAC address of the DHCP client.
<macaddr> - Specify the MAC address.
ports - Specify the ports.
<portlist> - Specify the range of ports to be configured.
all - Specify to configure all ports.
ports - Specify the ports.
<portlist> - Specify the range of ports to be configured.
all - Specify to configure all ports.
state - Specify the port status.
enable - Enable the state.
disable - Disable the state.
illegal_server_log_suppress_duration - Specify the illegal server log suppression duration.
1min - Specify an illegal server log suppression duration of 1 minute.
5min - Specify an illegal server log suppression duration of 5 minutes.
30min - Specify an illegal server log suppression duration of 30 minutes.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To add an entry from the DHCP server/client filter list in the switch’s database:

DGS-3420-28SC:admin#config Filter dhcp_server add permit server_ip 10.1.1.1
client_mac 00-00-00-00-00-01 port 1-26

Command: config Filter dhcp_server add permit server_ip 10.1.1.1 client_mac 00-00-
00-00-00-01 port 1-26

Success.

DGS-3420-28SC:admin#

To configure the filter DHCP server state:

DGS-3420-28SC:admin#config Filter dhcp_server ports 1-10 state enable
Command: config Filter dhcp_server ports 1-10 state enable

Success.

DGS-3420-28SC:admin#
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23-2 config filter dhcp_server log

Description

This command is used to enable or disable the log for a DHCP server filter event.

Format

config filter dhcp_server log [enable | disable]

Parameters

enable — Specifies to enable the log for a DHCP server filter event.

disable — Specifies to disable the log for a DHCP server filter event.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable the log for a DHCP server filter event:

DGS-3420-28SC:admin#config Filter dhcp_server log enable
Command: config filter dhcp_server log enable

Success.

DGS-3420-28SC:admin#

23-3 config filter dhcp_server trap

Description

This command is used to enable or disable the trap for a DHCP server filter event.

Format

config filter dhcp_server trap [enable | disable]

Parameters

enable — Specifies to enable the trap for a DHCP server filter event.

disable — Specifies to disable the trap for a DHCP server filter event.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example

To enable the trap for a DHCP server filter event:

DGS-3420-28SC:admin#config Filter dhcp_server trap enable
Command: config Filter dhcp_server trap enable

Success.

DGS-3420-28SC:admin#

23-4 show filter dhcp_server

Description

This command is used to display the DHCP server/client filter list created on the switch.

Format

show filter dhcp_server

Parameters

None.

Restrictions

None.

Example

To display the DHCP server/client filter list created on the switch:

DGS-3420-28SC:admin#show filter dhcp_server
Command: show filter dhcp_server

Enabled Ports: 1,28
Trap State: Enabled
Log State: Enabled
I1legal Server Log Suppress Duration:1 minutes

Permit DHCP Server/Client Table:
Server IP Address Client MAC Address Port

Total Entries: O

DGS-3420-28SC:admin#
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23-5 create filter dhcpv6_server permit sip

Description

This command used to create a permit entry. The specific DHCPv6 server packets, with the source
IPv6 address, will be forwarded on the specified port(s).

Format

create filter dhcpv6_server permit sip <ipv6addr> ports [<portlist> | all]

Parameters

<ipv6addr> - Specifies the source address of the entry which will be created into the Filter
DHCPvV6 server forward list.

ports - Specifies the list of ports used for this configuration.
<portlist> - Enter the list of ports, used for this configuration, here.
all - Specifies that all ports will be used for this configuration.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To create a Filter DHCPV6 server permit entry on port 5:

DGS-3420-28SC:admin#create Ffilter dhcpv6_server permit sip 2200::5 ports 1:5
Command: create filter dhcpv6_server permit sip 2200::5 ports 1:5

Success.

DGS-3420-28SC:admin#

23-6 config filter dhcpv6_server log

Description

This command is used to enable or disable the Filter DHCPvV6 server log state.

Format

config filter dhcpv6_server log [enable | disable]

Parameters

enable - Specifies that the log for the Filter DHCPv6 server will be enabled. The log for Filter
DHCPv6 server will be generated.
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disable - Specifies that the log for the Filter DHCPv6 server will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the Filter DHCPvV6 Server log state:

DGS-3420-28SC:admin#config Filter dhcpv6_server log enable
Command: config filter dhcpv6_server log enable

Success.

DGS-3420-28SC:admin#

23-7 config filter dhcpv6_server ports

Description

This command is used to configure the state of filter DHCPV6 server packets on the switch. The filter
DHCPv6 server function is used to filter the DHCPV6 server packets on the specific port(s) and receive
the trust packets from the specific source. This feature can be protected network usable when a
malicious host sends the DHCPV6 server packets.

Format

config filter dhcpv6_server ports [<portlist> | all] state [enable | disable]

Parameters

<portlist> - Enter the list of ports, used for this configuration, here.

all - Specifies that all ports will be used for this configuration.

state - Specifies whether the port’s filter DHCPv6 server function is enabled or disabled.
enable - Specifies that the filter option is enabled.
disable - Specifies that the filter option is disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the filter DHCPvV6 server state to enabled for ports 1 to 8:

DGS-3420-28SC:admin#config Filter dhcpv6_server ports 1:1-1:8 state enable
Command: config Ffilter dhcpv6_server ports 1:1-1:8 state enable
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Success.

DGS-3420-28SC:admin#

23-8 config filter dhcpv6_server trap

Description

This command is used to enable or disable the filter DHCPv6 server trap state.

Format

config filter dhcpv6_server trap [enable | disable]

Parameters

enable - Specifies that the trap for the filter DHCPv6 server will be enabled. The trap for filter
DHCPv6 server will be sent out.
disable - Specifies that the trap for the filter DHCPv6 server will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To enable the filter DHCPV6 server trap state:

DGS-3420-28SC:admin#config Filter dhcpv6_server trap enable
Command: config filter dhcpv6_server trap enable

Success.

DGS-3420-28SC:-admin#

23-9 show filter dhcpv6_server

Description

This command is used to display the filter DHCPv6 server information.

Format

show filter dhcpv6_server

Parameters

None.

338



xStack® DGS-3420 Series Layer 2 Managed Stackable Gigabit Switch CLI Reference Guide

Restrictions

None.

Example

To display filter DHCPv6 server information:

DGS-3420-28SC:admin#show Filter dhcpv6_server
Command: show filter dhcpv6_server

Enabled ports:1:1-1:8
Trap State: Enabled
Log State: Enabled

Permit Source Address Table:
Source IP Address Port

Total Entries:1

DGS-3420-28SC:-admin#

23-10 delete filter dhcpv6_server permit sip

Description

This command is used to delete a filter DHCPV6 server permit entry.

Format

delete filter dhcpv6_server permit sip <ipv6addr>

Parameters

<ipv6addr> - Enter the source IPv6 address of the entry here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To delete permit entry from the filter DHCPv6 server forward list:

DGS-3420-28SC:admin#delete Filter dhcpv6_server permit sip 2200::4
Command: delete filter dhcpv6_server permit sip 2200::4
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Success.

DGS-3420-28SC:admin#

23-11 create filter icmpv6_ra_all node permit sip

Description

This command is used to create a filter ICMPv6 RA All-nodes permit entry.

Format

create filter icmpv6_ra_all_node permit sip <ipv6addr> ports [<portlist> | all]

Parameters

<ipv6addr> - Enter the source address of entry which will be created into the Filter ICMPv6 RA
All-nodes forward list here.

state - Specifies whether the port’s filter DHCPv6 server function is enabled or disabled.
enable - Specifies that the filter option is enabled.
disable - Specifies that the filter option is disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To create a filter ICMPv6 RA All-nodes permit entry on port 5:

DGS-3420-28SC:admin#create Ffilter icmpv6_ra_all_node permit sip 2200::5 ports 1:5
Command: create filter icmpv6_ra _all_node permit sip 2200::5 ports 1:5

Success.

DGS-3420-28SC:admin#

23-12 config filter icmpv6_ra_all_node log

Description

This command is used to enable or disable the filter ICMPv6 RA All-nodes log state.

Format

config filter icmpv6_ra_all_node log [enable | disable]
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Parameters

enable - Specifies that the log for the filter ICMPv6 RA will be enabled. The log for filter ICMPv6

RA all-nodes will be generated.
disable - Specifies that the log for the filter ICMPv6 RA will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the filter ICMPVv6 RA all-nodes log state:

DGS-3420-28SC:admin#config Filter icmpv6_ra _all_node log enable
Command: config filter icmpv6_ra _all_node log enable

Success.

DGS-3420-28SC:-admin#

23-13 config filter icmpv6_ra_all node ports

Description

This command is used to configure the state of the filter ICMPv6 RA all-nodes packets on the switch.
The filter ICMPv6 RA all-nodes function is used to filter the ICMPv6 RA all-nodes packets on the
specific port(s) and receive the trust packets from the specific source. This feature can be protected
network usable when a malicious host sends ICMPVv6 RA all-nodes packets.

< Note: It only needs to filter the packet of which the destination address is the all-nodes
) multicast address (FF02::1).

Format

config filter icmpv6_ra_all_node ports [<portlist> | all] state [enable | disable]

Parameters

<portlist> - Enter the list of ports, used for this configuration, here.

all - Specifies that all ports will be used for this configuration.

state - Specifies whether the port’s filter ICMPVv6 RA all-nodes packets function is enabled or
disabled.
enable - Specifies that the filter ICMPVv6 RA all-nodes packets function is be enabled.
disable - Specifies that the filter ICMPv6 RA all-nodes packets function is be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example
To configure the filter ICMPv6 RA all-nodes state to enabled for ports 1 to 8:

DGS-3420-28SC:admin#config Filter icmpv6_ra_all_node ports 1:1-1:8 state enable
Command: config filter icmpv6_ra all_node ports 1:1-1:8 state enable

Success.

DGS-3420-28SC:admin#

23-14 config filter icmpv6_ra_all node trap

Description

This command is used to enable or disable the filter ICMPv6 RA all-nodes trap state. If the ICMPv6
RA all-nodes server trap state is disabled, no trap will be sent out.

Format

config filter icmpv6_ra_all_node trap [enable | disable]

Parameters

enable - Specifies that the trap for the filter ICMPv6 RA all-nodes will be enabled. The trap for
filter ICMPv6 RA all-nodes will be sent out.
disable - Specifies that the trap for the filter ICMPv6 RA all-nodes will be disabled.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To enable the filter ICMPVv6 RA all-nodes trap state:

DGS-3420-28SC:admin#config Filter icmpv6_ra_all_node trap enable
Command: config filter icmpv6_ra all_node trap enable

Success.

DGS-3420-28SC:admin#

23-15 show filter icmpv6_ra_all node

Description

This command is used to display the filter ICMPv6 RA all-nodes information.
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Format

show filter icmpv6_ra_all_node

Parameters

None.

Restrictions

None.

Example
To display filter ICMPv6 RA all-nodes information:

DGS-3420-28SC:admin#show filter icmpv6_ra_all_node
Command: show filter icmpv6_ra_all_node

Enabled ports:1:1-1:8
Trap State: Enabled
Log State: Enabled

Permit Source Address Table:
Source IP Address Port

Total Entries:1

DGS-3420-28SC:-admin#

23-16 delete filter icmpv6_ra_all node permit sip

Description

This command is used to delete a filter ICMPv6 RA all-nodes permit entry.

Format

delete filter icmpv6_ra_all_node permit sip <ipv6addr>

Parameters

<ipv6addr> - Enter the source IPv6 address of the entry which will be deleted in the filter ICMPv6
RA all-nodes forward list.
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Restrictions
Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete permit entry from the filter ICMPv6 RA all-nodes forward list:

DGS-3420-28SC:admin#delete Ffilter icmpv6_ra_all_node permit sip 2200::4
Command: delete filter icmpv6_ra all_node permit sip 2200::4

Success.

DGS-3420-28SC:-admin#
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Chapter 24 DHCPv6 Relay
Command List

enable dhcpv6_relay

disable dhcpv6_relay

config dhcpv6 relay hop count <value 1-32>

config dhcpv6 relay [add | delete] ipif <ipif name 12> <ipv6addr>

config dhcpv6 relay ipif [<ipif name 12> | all] state [enable | disable]

show dhcpv6_relay {ipif <ipif name 12>}

24-1 enable dhcpv6_relay

Description

This command is used to enable the DHCPV6 relay function on the Switch.

Format

enable dhcpv6_relay

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the DHCPV6 relay global state to enable:

DGS-3420-28SC:-admin# enable dhcpv6_relay
Command: enable dhcpv6_relay

Success.

DGS-3420-28SC:admin#

24-2 disable dhcpv6_relay
Description
This command is used to disable the DHCPv6 relay function on the Switch.
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Format
disable dhcpv6_relay

Parameters

None.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To configure the DHCPV6 relay global state to disable:

DGS-3420-28SC:-admin# disable dhcpv6_relay
Command: disable dhcpv6_relay

Success.

DGS-3420-28SC:admin#

24-3 config dhcpv6_relay hop count

Description
Configure the DHCPV6 relay hop_count of the switch.

Format

config dhcpv6_relay hop_count <value 1-32>

Parameters

hop_count - Specifies the number of relay agents that have relayed this message. The default value
is 4.
<value 1-32> - Enter the hop count number here. This value must be between 1 and 32.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the maximum hops of a DHCPV6 relay packet could be transferred to 4:
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DGS-3420-28SC:admin# config dhcpv6_relay hop_count 4
Command: config dhcpv6_relay hop_count 4

Success.

DGS-3420-28SC:admin#

24-4 config dhcpv6_relay

Description

The command could add/delete an IPv6 address which is a destination to forward (relay) DHCPv6
packets.

Format
config dhcpv6_relay [add | delete] ipif <ipif_name 12> <ipv6addr>

Parameters

add - Add an IPv6 destination to the DHCPV6 relay table.
delete - Delete an IPv6 destination from the DHCPV6 relay table

ipif - The name of the IP interface in which DHCPV6 relay is to be enabled.
<ipif name 12> - Enter the IP interface name here. This name can be up to 12 characters long.

<ipv6addr> - The DHCPv6 server IP address.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To add a DHCPV6 server to the relay table:

DGS-3420-28SC:-admin# config dhcpv6_relay add ipif System
2001:DB8:1234:0:218:FEFF:FEFB:CCOE

Command: config dhcpv6_relay add ipif System 2001:DB8:1234:0:218:FEFF:FEFB:CCOE
Success.

DGS-3420-28SC:-admin#

24-5 config dhcpv6_relay ipif
Description

The command is used to configure the DHCPV6 relay state of one specific interface or all interfaces.
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Format

config dhcpv6_relay ipif [<ipif_name 12> | all] state [enable | disable]

Parameters

ipif - Specifies the name of the IP interface.
<ipif_name 12> - Enter the IP interface name used here. This name can be up to 12 characters
long.
all - Specifies that all the configured IP interfaces wil be used..

state - Specifies if the DHCPvV6 relay state will be enabled or disabled.
enable - Choose this parameter to enable the DHCPV6 relay state of the interface.
disable - Choose this parameter to disable the DHCPV6 relay state of the interface.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the DHCPV6 relay state of the System interface to enable:

DGS-3420-28SC:-admin# config dhcpv6_relay ipif System state enable
Command: config dhcpv6_relay ipif System state enable

Success.

DGS-3420-28SC:admin#

24-6 show dhcpv6_relay

Description

This command will display the current DHCPvV6 relay configuration of all interfaces, or if an IP interface
name is specified, the DHCPV6 relay configuration for that IP interface.

Format
show dhcpv6_relay {ipif <ipif_name 12>}

Parameters

ipif - (Optional) The name of the IP interface for which to display the current DHCPV6 relay

configuration.
<ipif_name 12> - Enter the IP interface name used here. This name can be up to 12 characters

long.

If no IP interface is specified, all configured DHCPv6 relay interfaces are displayed.
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Restrictions

None.

Example

To show the DHCPV6 relay configuration of all interfaces:

DGS-3420-28SC:admin# show dhcpv6_relay
Command: show dhcpv6_relay

DHCPv6 Relay Global State : Disabled

DHCPv6 Hops Count Limit 4
IP Interface 1 n81
DHCPv6 Relay Status : Enabled

Server Address

IP Interface : n90
DHCPv6 Relay Status : Enabled
Server Address :

IP Interface : n1000
DHCPv6 Relay Status : Enabled
Server Address

Total Entries : 3

DGS-3420-28SC:-admin#

To show the DHCPV6 relay configuration of System interface:

DGS-3420-28SC:admin# show dhcpv6_relay ipif System
Command: show dhcpv6_relay ipif System

DHCPv6 Relay Global State : Disabled

DHCPv6 Hops Count Limit 4

IP Interface - System

DHCPv6 Relay Status : Enabled

Server Address : 2001:DB8:1234::218:FEFF:FEFB:CCOE
Server Address : 3000:90:1::6

DGS-3420-28SC:-admin#
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Chapter 25 DHCPvV6 Server
Commands

create dhcpv6 pool <pool name 12>

delete dhcpv6 pool [<pool _name 12> | all]

show dhcpv6 pool {<pool name 12>}

config dhcpv6 pool ipvbnetwork_addr <pool_name 12> begin <ipv6énetworkaddr> end
<ipv6networkaddr>

config dhcpv6 pool domain_name <pool_name 12> <domain_name 255>

config dhcpv6 pool dns_server <pool name 12> <ipv6addr> {<ipv6addr>}

config dhcpv6 pool lifetime <pool_name 12> preferred_lifetime <sec 60-4294967295>
valid_lifetime <sec 60-4294967295>

config dhcpv6 pool manual_binding <pool_name 12> [add [<ipv6addr> | <ipv6networkaddr>]
client_duid <string 28> | delete [<ipv6addr> | <ipvénetworkaddr> | all]]

config dhcpv6 pool prefix_delegation <pool_name 12> <ipv6networkaddr> <value 1-128>
<ipif nhame 12>

show dhcpv6 manual_binding {<pool name 12>}

show dhcpv6 binding {<pool name 12>}

clear dhcpv6 binding {<pool_name 12>}

enable dhcpv6_server

disable dhcpv6_server

show dhcpv6_server {ipif <ipif name 12>}

config dhcpv6 pool excluded_address <pool_name 12> [add begin <ipv6addr> end <ipv6addr>
| delete [begin <ipv6addr> end <ipv6addr> | all]]

show dhcpv6 excluded_address {<pool_name 12>}

config dhcpv6_server ipif [<ipif nhame 12> | all] state [enable | disable]
25-1 create dhcpv6 pool
Description

This command is used to create a DHCPV6 pool for the DHCPV6 server.

Format

create dhcpv6 pool <pool_name 12>

Parameters

pool - Specifies the pool to be created with this command.
<pool_name 12> - Enter the pool name here. This name can be up to 12 characters long.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.
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Example
To create a DHCPV6 pool pooll:

DGS-3420-28SC:admin# create dhcpv6 pool pooll
Command : create dhcpv6 pool pooll

success

DGS-3420-28SC:admin#

25-2 delete dhcpv6 pool

Description

This command is used to delete one or all DHCPV6 pools.

Format

delete dhcpv6 pool [<pool_name 12> | all]

Parameters

pool - Specifies the DHCPv6 pool to be removed.
<pool_name 12> - Enter the DHCPv6 pool name to be removed here. This name can be up
to 12 characters long.
all - Specifies that all the DHCPv6 pools will be removed.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example
To delete the DHCPV6 pool by specifying the pool name pooll:

DGS-3420-28SC:admin# delete dhcpv6 pool pooll
Command: delete dhcpv6é pool pooll

Success.

DGS-3420-28SC:admin#

25-3 show dhcpv6 pool

Description

This command is used to display one or all DHCPvV6 pools configuration.
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Format

show dhcpv6 pool {<pool_name 12>}

Parameters

pool — Specifies the DHCPv6 pool to be displayed.
<pool_name 12> - (Optional) Enter the DHCPVv6 pool name to be displayed here. This name
can be up to 12 characters long.
If no parameters are specified, all the DHCPv6 pools will be displayed.

Restrictions

None.

Example
To show the DHCPvV6 pool by specifying the pool name pooll:

DGS-3420-28SC:admin# show dhcpv6 pool pooll
Command: show dhcpv6 pool pooll

Pool Name : pooll
Begin Network Address : 2000::1/64
End Network Address - 2000::200/64
Domain Name : domain.com
DNS Server Address - 2000::fF

- 2000::fe
Preferred Lifetime : 604800 (sec)
Valid Lifetime : 2592000 (sec)

Total Pool Entry: 1

DGS-3420-28SC:admin#

25-4 config dhcpv6 pool ipvenetwork_addr

Description

This command is used to configure the range of IPv6 network addresses for the DHCPV6 pool. The
IPv6 addresses in the range are free to be assigned to any DHCPvV6 client. When the DHCPV6 server
receives a request from the client, the server will automatically find an available pool to allocate an
IPv6 address.

The begin_networkaddr and end_networkaddr must observer some rules as followed:

The prefix of the begin_networkaddr and end_networkaddr are not consistence, otherwise, the switch
will print an error message: The prefix of begin_networkaddr and end_networkaddr must be
consistence.(e.g.: the begin_networkaddr is 2000::1/64, and the end_networkaddr is 3000::100/64)
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The begin address must not be large than end address, otherwise, the switch will print an error
message: The begin IPv6 address must be lower than or equal to the end IPv6 address.(e.g.: the
begin_networkaddr is 2000::200/64, and the end_networkaddr is 2000::100/64)

There must not be intersection between the IPv6 address ranges of two pools, otherwise, the Switch
will print an error message: IPvénetwork address collision. (e.g.: pooll: 2000::1/64 --- 2000::100/64,
pool2: 2000::50/64 --- 2000::200/64)

The IPv6 network address can't be Link-local address and Multicast address, otherwise, the Switch
will print an error message: “The IPv6 network address can't be Link-local address or Multicast
address. “ (e.g.:: pooll: FE80::1/64 --- FE80::100/64, pool2: FE80::200/64 --- FE80::300/64

Format

config dhcpv6 pool ipvénetwork_addr <pool_name 12> begin <ipv6networkaddr> end
<ipv6networkaddr>

Parameters

<pool_name 12> - Enter the DHCPv6 pool name used here. This name can be up to 12
characters long.

begin - Specifies the beginning IPv6 network address of the DHCPv6 pool.
<ipvénetworkaddr> - Enter the beginning IPv6 network address of the DHCPv6 pool here.

end - Specifies the ending IPv6 network address of the DHCPv6 pool.
<ipv6networkaddr> - Enter the ending IPv6 network address of the DHCPv6 pool here.

Restrictions

Only Administrator, Operator and Power-User level users can issue this command.

Example

To configure the range of ipvénetwork address for the DHCPVv6 pool pooll:

DGS-3420-28SC:-admin# config dhcpv6 pool ipv6