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1. Introduction

This manual’'s command descriptions are based on the software release 1.51. The commands listed here
are the subset of commands that are supported by the DGS-3620 Series switch.

Audience

This reference manual is intended for network administrators and other IT networking professionals
responsible for managing the switch by using the Command Line Interface (CLI). The CLI is the primary
management interface to the DGS-3620 Series switch, which will be generally be referred to simply as
the “switch” within this manual. This manual is written in a way that assumes that you already have the
experience and knowledge of Ethernet and modern networking principles for Local Area Networks.

Other Documentation

The documents below are a further source of information in regards to configuring and troubleshooting
the switch. All the documents are available either from the CD, bundled with this switch, or from the D-
Link website. Other documents related to this switch are:

e DGS-3620 Series Hardware Installation Guide

Conventions

Convention Description

Boldface Font Commands, command options and keywords are printed in boldface.
Keywords, in the command line, are to be entered exactly as they are
displayed.

UPPERCASE ITALICS Font Parameters or values that must be specified are printed in
UPPERCASE ITALICS. Parameters in the command line are to be
replaced with the actual values that are desired to be used with the
command.

Square Brackets [ ] Square brackets enclose an optional value or set of optional
arguments.

Braces { } Braces enclose alternative keywords separated by vertical bars.
Generally, one of the keywords in the separated list can be chosen.

Vertical Bar | Optional values or arguments are enclosed in square brackets and
separated by vertical bars. Generally, one or more of the vales or
arguments in the separated list can be chosen.

Blue Courier Font This convention is used to represent an example of a screen console

display including example entries of CLI command input with the
corresponding output. All examples used in this manual are based on
the DGS-3620-28PC switch in the DGS-3620 Series.

Notes, Notices, and Cautions

Below are examples of the 3 types of indicators used in this manual. When administering your switch
using the information in this document, you should pay special attention to these indicators. Each
example below provides an explanatory remark regarding each type of indicator.
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o

NOTE: A note indicates important information that helps you make better use of your device.

I]%D NOTICE: A notice indicates either potential damage to hardware or loss of data and tells you

how to avoid the problem.

i ! E CAUTION: A caution indicates a potential for property damage, personal injury, or death.

Command Descriptions

The information pertaining to each command in this reference guide is presented using a number of
template fields. The fields are:

Description - This is a short and concise statement describing the commands functionality.
Syntax - The precise form to use when entering and issuing the command.

Parameters - A table where each row describes the optional or required parameters, and their
use, that can be issued with the command.

Default - If the command sets a configuration value or administrative state of the switch then any
default settings (i.e. without issuing the command) of the configuration is shown here.

Command Mode - The mode in which the command can be issued. These modes are described
in the section titled “Command Modes” below.

Command Default Level — The user privilege level in which the command can be issued.
Usage Guideline - If necessary, a detailed description of the command and its various utilization
scenarios is given here.

Example(s) - Each command is accompanied by a practical example of the command being
issued in a suitable scenario.

Command Modes

There are several command modes available in the command-line interface (CLI). The set of commands
available to the user depends on both the mode the user is currently in and their privilege level. For each
case, the user can see all the commands that are available in a particular command mode by entering a
guestion mark (?) at the system prompt.

The command-line interface has four pre-defined privilege levels:

Basic User - Privilege Level 1. This user account level has the lowest priority of the user
accounts. The purpose of this type of user account level is for basic system checking.

Advanced User - Privilege Level 3. This user account level is allowed to configure the terminal
control setting. This user account can only show limited information that is not related to security.
Operator - Privilege Level 12. This user account level is used to grant system configuration rights
for users who need to change or monitor system configuration, except for security related
information such as user accounts and SNMP account settings, etc.

Administrator - Privilege Level 15. This administrator user account level can monitor all system
information and change any of the system configuration settings expressed in this configuration
guide.

The command-line interface has a number of command modes. There are three basic command modes:
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e User EXEC Mode
e Privileged EXEC Mode
e Global Configuration Mode

All other sub-configuration modes can be accessed via the Global Configuration Mode.

When a user logs in to the switch, the privilege level of the user determines the command mode the user
will enter after initially logging in. The user will either log into User EXEC Mode or the Privileged EXEC
Mode.

e Users with a basic user level will log into the switch in the User EXEC Mode.
e Users with advanced user, operator or administrator level accounts will log into the switch in the
Privileged EXEC Mode.

Therefore, the User EXEC Mode can operate at a basic user level and the Privileged EXEC Mode can
operate at the advanced user, operator, or administrator levels. The user can only enter the Global
Configuration Mode from the Privileged EXEC Mode. Therefore, the Global Configuration Mode can be
accessed by users who have operator or administrator level user accounts.

As for sub-configuration modes, a subset of those can only be accessed by users who have the highest
secure administrator level privileges.

The following table briefly lists the available command modes. Only the basic command modes and some
of the sub-configuration modes are enumerated. The basic command modes and basic sub-configuration
modes are further described in the following chapters. Descriptions for the rest of the sub-configuration
modes are not provided in this section. For more information on the additional sub-configuration modes,
the user should refer to the chapters relating to these functions.

The available command modes and privilege levels are described below:

Command Mode/ Purpose

Privilege Level

User EXEC Mode /
Basic User level

This level has the lowest priority of the user accounts. It is provided only
to check basic system settings.

Privileged EXEC Mode / This level is allowed to configure the terminal control setting. This user

Advanced User level

account can only show limited information that is not related to security.

Privileged EXEC Mode /
Operator level

For changing both local and global terminal settings, monitoring, and
performing certain system administration tasks. The system
administration tasks that can be performed at this level includes the
clearing of system configuration settings, except for any security related
information, such as user accounts, SNMP account settings etc.

Privileged EXEC Mode /
Administrator level

This level is identical to privileged EXEC mode at power user level,
except that a user at the administrator level can monitor and clear
security related settings.

Global Configuration Mode /
Operator level

For applying global settings, except for security related settings, on the
entire switch. In addition to applying global settings on the entire switch,
the user can access other sub-configuration modes from global
configuration mode.

Global Configuration Mode /

For applying global settings on the entire switch. In addition to applying
global settings on the entire switch, the user can access other sub-

3
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Administrator level configuration modes from global configuration mode.

Interface Configuration Mode  For applying interface related settings.
/ Administrator level

VLAN Interface Configuration  For applying VLAN interface related settings.
Mode

VLAN Configuration Mode For applying settings to a VLAN.

IP Access-List Configuration For specifying filtering criteria for an IP access list.
Mode

User EXEC Mode at Basic User Level

This command mode is mainly designed for checking basic system settings. This command mode can be
entered by logging in as a basic user.

Privileged EXEC Mode at Advanced User Level

This command mode is mainly designed for checking basic system settings, allowing users to change the
local terminal session settings and carrying out basic network connectivity verification. One limitation of
this command mode is that it cannot be used to display information related to security. This command
mode can be entered by logging in as an advanced user.

Privileged EXEC Mode at Operator Level

Users logged into the switch in privileged EXEC mode at this level can change both local and global
terminal settings, monitor, and perform system administration tasks like clearing configuration settings
(except for security related information such as user accounts, SNMP account settings etc.) The method
to enter privileged EXEC mode at operator level is to login to the switch with a user account that has a
privilege level of 12.

Privileged EXEC Mode at Administrator Level

This command mode has a privilege level of 15. Users logged in with this command mode can monitor all
system information and change any system configuration settings mentioned in this Configuration Guide.
The method to enter privileged EXEC mode at administrator level is to login to the switch with a user
account that has a privilege level of 15.

Global Configuration Mode

The primary purpose of the global configuration mode is to apply global settings on the entire switch.
Global configuration mode can be accessed at operator or administrator level user accounts. However,
security related settings are not accessible at operator user accounts. In addition to applying global
settings on the entire switch, the user can also access other sub-configuration modes. In order to access
the global configuration mode, the user must be logged in with the corresponding account level and use
the configure terminal command in the privileged EXEC mode.

In the following example, the user is logged in as an Administrator in the Privileged EXEC Mode and uses
the configure terminal command to access the Global Configuration Mode:

Switch# configure terminal
Switch(config)#

The exit command is used to exit the global configuration mode and return to the privileged EXEC mode.

Switch(config)# exit
Switch#

The procedures to enter the different sub-configuration modes can be found in the related chapters in this
Configuration Guide. The command modes are used to configure the individual functions.

Interface Configuration Mode
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Interface configuration mode is used to configure the parameters for an interface or a range of interfaces.
An interface can be a physical port, VLAN, or other virtual interface. Thus, interface configuration mode is
distinguished further according to the type of interface. The command prompt for each type of interface is
slightly different.

VLAN Interface Configuration Mode

VLAN interface configuration mode is one of the available interface modes and is used to configure the
parameters of a VLAN interface.

To access VLAN interface configuration mode, use the following command in global configuration mode:

Switch(config)# interface vlan 1
Switch(config-if)#

Creating a User Account

By default, there is no user account created on this switch. For security reasons, it is highly recommended
to create user accounts to manage and control access to this switch’s interface. This section will assist a
user with creating a user account by means of the Command Line Interface.

Observe the following example.

Switch#enable

Switch# configure terminal

Switch(config)# username admin password 12345
Switch(config)# username admin privilege 15
Switch(config)# line console
Switch(config-line)#login local
Switch(config-line)#

In the above example we had to navigate and access the username command.

e Starting in the User EXEC Mode we enter the command enable to access the Privileged EXEC
Mode.

e After accessing the Privileged EXEC Mode, we entered the command configure terminal to
access the Global Configuration Mode. The username command can be used in the Global
Configuration Mode.

e The command username admin password admin creates a user account with the username of
admin and a password of 12345.

e The command username admin privilege 15 assigns a privilege level value of 15 to the user
account admin.

e The command line console allows us to access the console interface’s Line Configuration Mode.

e The command login local tell the switch that users need to enter locally configured login
credentials to access the console interface.

Save the running configuration to the start-up configuration. This means to save the changes made so
that when the switch is rebooted, the configuration will not be lost. The following example shows how to
save the running configuration to the start-up configuration.

Switch# copy running-config startup-config

Destination filename startup-config? [y/n]: vy

Saving all configurations to NV-RAM...__._..__.. Done.
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Switch#

After the switch was rebooted, or when the users logs out and back in, the newly created username and
password must be entered to access the CLI interface again, as seen below.

DGS-3620-28SC Gigabit Ethernet Switch

Command Line Interface
Firmware: Build 1.51.R008
Copyright(C) 2014 D-Link Corporation. All rights reserved.

User Access Verification

Username:admin
Password :*****

Switch#

Interface Notation

When configuration the physical ports available on this switch, a specific interface notation is used. The
following will explain the layout, terminology and use of this notation.

In the following example, we'll enter the Global Configuration Mode and then enter the Interface
Configuration Mode, using the notation 1/0/1. After entering the Interface Configuration Mode for port 1,
we’'ll change the speed to 1 Gbps, using the speed 1000 command.

Switch# configure terminal

Switch(config)# interface Ethernet 1/0/1

Switch(config-if)# speed 1000

Switch(config-if)#

In the above example the notation 1/0/1 was used. The terminology for each parameter is as follows:

e Interface Unit's ID / Open Slot’s ID / Port’s ID

The Interface Unit's ID is the ID of the stacking unit without the physical stack. If stacking is disabled or
this unit is a stand-alone unit, then this parameter is irrelevant. The Open Slot’s ID is the ID of the module
plugged into the open module slot of the switch. The DGS-3620 Series switch doesn’t support any open
modules slots, thus this parameters will always by zero for this switch series. Lastly, the Port's ID is the
physical port number of the port being configured.

In summary the above example will configure the stacked switch with the ID of 1, with the open slot ID of
0, and the physical port number 1.

Error Messages

When the users issue a command that the switch does not recognize, error messages will be generated
to assist users with basic information about the mistake that was made. A list of possible error messages
are found in the table below.
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Error Message Meaning

Ambiguous command Not enough keywords were entered for the switch to recognize the
command.

Incomplete command The command was not entered with all the required keyword.

Invalid input detected at The command was entered incorrectly.

“marker

The following example shows how an ambiguous command error message is generated.

Switch# show v
Ambiguous command
Switch#

The following example shows how an incomplete command error message is generated.

Switch# show
Incomplete command
Switch#

The following example shows how an invalid input error message is generated.

Switch# show verb
N

Invalid input detected at “marker
Switch#

Editing Features

The command line interface of this switch supports to following keyboard keystroke editing features.

Keystroke Description

Delete Deletes the character under the cursor and shifts the remainder of the
line to the left.

Backspace Deletes the character to the left of the cursor and shifts the remainder
of the line to the left.

Left Arrow Moves the cursor to the left.

Right Arrow Moves the cursor to the right.

CTRL+R Toggles the insert text function on and off. When on, text can be

inserted in the line and the remainder of the text will be shifted to the
right. When off, text can be inserted in the line and old text will
automatically be replaced with the new text.

Enter Scrolls down to display the next line or used to issue a command.
Space Scrolls down to display the next page.
ESC Escapes from the displaying page.
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2. Basic CLI Commands

2-1 help

This command is used to display a brief description of the help system. Use the help command in any
command mode.

help
Parameters
None.
Default
None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

The help command provides a brief description for the help system, which includes the following functions:

e To list all commands available for a particular command mode, enter a question mark (?) at the
system prompt.

e To obtain a list of commands that begin with a particular character string, enter the abbreviated
command entry immediately followed by a question mark (?). This form of help is called word
help, because it lists only the keywords or arguments that begin with the abbreviation entered.

e To list the keywords and arguments associated with a command, enter a question mark (?) in
place of a keyword or argument on the command line. This form of help is called the command
syntax help, because it lists the keywords or arguments that apply based on the command,
keywords, and arguments already entered.

This example shows how the help command is used to display a brief description of the help system.

Switch# help
The switch CLI provides advanced help feature.
1. Help is available when you are ready to enter a
command argument (e.g. "show ?") and want to know each possible
argument.
2. Helpis provided when an abbreviated argument is entered
and you want to know what arguments match the input(e.g. "show ve?".).
IT¥ nothing matches, the help list will be empty and you must backup
until entering a "?" shows the available options.
3. For completing a partial command name could enter the abbreviated
command name immediately followed by a <Tab> key.

Note:

Since the character *#” is used for help purpose, to enter the character "?" in a
string argument, press ctrl+v immediately followed by the character "?-.

Switch#
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The following example shows how to use the word help to display all the Privileged EXEC Mode
commands that begin with the letters “re”. The letters entered before the question mark (?) are reprinted
on the next command line to allow the user to continue entering the command.

Switch# re?
reboot rename renew reset

Switch# re

The following example shows how to use the command syntax help to display the next argument of a
partially complete ip access-list command. The characters entered before the question mark (?) is
reprinted on the next command line to allow the user to continue entering the command.

Switch# configure terminal
Switch(config)# ip access-list ?

WORD Access-list name(the first character must be a letter)
extended Extended Access List

Switch(config)# ip access-list

2-2 enable

This command is used to enter the Privileged EXEC Mode.

enable [PRIVILEGE-LEVEL]

Parameters
PRIVILEGE-LEVEL (Optional) Specifies to set the privilege level for the user. The privilege
level is between 1 and 15. If not specified, level 15 will be used.
Default
None.

Command Mode

User EXEC Mode.
Privilege EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

Execute this command if the current level is lower than the command level. If the privileged level requires
a password, enter it in the field provided. However, only three attempts are allowed. Failure to access this
level returns the user to the current level.

This example shows how to enter the Privileged EXEC Mode.
Switch# enable 15
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password:***
Switch#

2-3 disable

This command is used to downgrade to a level lower user level than the privileged level.

disable [PRIVILEGE-LEVEL]

Parameters

PRIVILEGE LEVEL Specifies the privilege level to enter. If not specified, level 1 is used.
Default

None.

Command Mode
User EXEC Mode.
Privilege EXEC Mode.
Command Default Level

Level: 1.

Usage Guideline

Use this command to enter the privilege level, which is lower than the current level. When using this
command to enter the privilege level, that has a password configured, no password is needed.

Example

This example shows how to logout.

Switch# disable
Switch# logout

2-4 configure terminal

This command is used to enter the Global Configuration Mode.

configure terminal

Parameters
None.
Default
None

Command Mode
Privilege EXEC Mode.

Command Default Level

10
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Level: 12.
Usage Guideline

This command is used to enter the Global Configuration Mode.
Example

This example shows how to enter into Global Configuration Mode.

Switch# configure terminal
Switch(config)#

2-5 login (EXEC)

This command is used to configure a login username.

login
Parameters
None.
Default
None.

Command Mode
User EXEC Mode.
Privileged EXEC Mode.

Command Default Level
Level: 1.

Usage Guideline

Use this command to change the login account. Three attempts are allowed to login to the switch’s
interface. When using Telnet, if all attempts fail, access will return to the command prompt. If no
information is entered within 60 seconds, the session will return to the state when logged out.

Example

This example shows how to login with username “userl”.
Switch# login

Username: userl
Password: xxxxx

Switch#

2-6 login (Line)

This command is used to set the line login method. Use the no form of the command to disable the login.

login [local]

11
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no login
Parameters
login Specifies that the line login method will be login.
local Specifies that the line login method will be local.
Default

By default, there is no login details configured for the console line.
By default, the login method is by password and a password needs to be entered for the Telnet line.

By default, the login method is by account and a username and password needs to be entered for the
SSH line.

Command Mode

Line Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

For Console and Telnet access, when AAA is enabled, the line uses rules configured by the AAA module.
When AAA is disabled, the line uses the following authentication rules:

e When login is disabled, the user can enter the line at Level 1.

e When the by password option is selected, enter the same password as the command password
at Level 1. If the password wasn'’t previously configured an error message will be displayed and
the session will be closed.

e When the username and password option is selected, enter the username and password
configured by the username command.

For SSH access, there are three authentication types:

e SSH public key,
e Host-based authentication, and
e Password authentication.

The SSH public key and host-based authentication types are independent from the login command in the
line mode. If the authentication type is password, the following rules apply:

¢ When AAA is enabled, the AAA module is used.
e When AAA is disabled, the following rules are used:

o When login is disabled, the username and password is ignored. Enter the details at Level
1.

o When the username and password option is selected, use the username and password
setup by the username command.

0 When the password option is selected, the username is ignored but a password is
required using the password command to enter the line at that level.

This example shows how to enter the Line Configuration Mode and to create a password for the line user.
This password only takes effect once the corresponding line is set to login.

Switch# configure terminal

Switch(config)# line console

Switch(config-line)# password loginpassword

Switch(config-line)#

This example shows how to configure the line console login method as “login”.

12
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Switch# configure terminal
Switch(config)# line console
Switch(config-line)# login
Switch(config-line)#

This example shows how to enter the login command. The device will check the validity of the user from
the password create command. If correct, the user will have access at the particular level.

Switch#login

Switch#

This example shows how to create a username “useraccount” with the password of “pass123” and use
Privilege 12.

Switch# configure terminal

Switch(config)# username useraccount privilege 12 password 0 passl23
Switch(config)#

This example shows how to configure the login method as login local.

Switch# configure terminal
Switch(config)# line console
Switch(config-line)# login local
Switch(config-line)#

2-7 logout

This command is used to close an active terminal session by logging off the switch.

logout
Parameters
None.
Default
None.

Command Mode

User EXEC Mode.
Privilege EXEC Mode.

Command Default Level

Level:1 to 15.

Usage Guideline

Example

Use this command to close an active terminal session by logging out of the device.

13
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This example shows how to logout

Switch# disable
Switch# logout

2-8 end

This command is used to end the current configuration mode and return to the highest mode in the CLI
mode hierarchy which is either the User EXEC Mode or the Privileged EXEC Mode.

end
Parameters
None.
Default
None.

Command Mode
Any Configurable Mode.
Command Default Level
Level: 1.
Usage Guideline

Executing this command will return access to the highest mode in the CLI hierarchy regardless of what
configuration mode or configuration sub-mode currently located at.

Example

This example shows how to end the Interface Configuration Mode and go back to the Privileged EXEC
Mode.

Switch# configure terminal

Switch(config)# interface ethl/1

Switch(config-if)#end

Switch#

2-9 exit

This command is used to end the configuration mode and go back to the last mode. If the current mode is
the User EXEC Mode or the Privilege EXEC Mode, executing the exit command logs you out of the
current session.

exit
Parameters
None.
Default
None.

14
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Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level:1 to 15.
Usage Guideline

Use this command to exit the current configuration mode and go back to the last mode. When the user is
in the User EXEC Mode or the Privilege EXEC Mode, this command will logout the session.

Example
This example shows how to exit from the Interface Configuration Mode and return to the Global
Configuration Mode.

Switch# configure terminal
Switch(config) interface ethl/0/1
Switch(config-if)#exit
Switch(config)#

2-10 show history

This command is used to list the commands entered in the current EXEC Mode session.

show history

Parameters
None.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

Commands entered are recorded by the system. A recorded command can be recalled by pressing
CTRL+P or the Up Arrow key which will recall previous commands in sequence. The history buffer size is
fixed at 20 commands.

The function key instructions, below, displays how to navigate the command in the history buffer.

e CTRL+P or the Up Arrow key - Recalls commands in the history buffer, beginning with the most
recent command. Repeat the key sequence to recall successively older commands.

e CTRL+N or the Down Arrow key - Returns to more recent commands in the history buffer after
recalling commands with Ctrl-P or the Up Arrow key. Repeat the key sequence to recall
successively more recent commands.

Example

This example shows how to display the command buffer history.
Switch# show history

15
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help
history

Switch#

2-11 password-recovery

This command is used to recover the password related settings. Use the password recovery command in
the reset configuration mode.

password-recovery

Parameters
None.
Default
None.

Command Mode

Reset Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

Under certain circumstances, the administrator may have the need to update a user’'s account because
the password of the account was forgotten. To do this, the administrator has to enter the Reset
Configuration Mode. For assistance on how to enter the reset configuration mode, please contact the
technical support personnel.

After entering the reset configuration mode, use the password-recovery command and follow the
confirmation prompt message to recover the password related settings.

Password recovery basically does the following three things:

e Update an existing user account by entering the username of an existing user and its new
password or add a new user account with a privileged level of 15. The new user account cannot
be created if the maximum number of user accounts is exceeded.

e Update the enabled password for the administrator-privileged level.

o Disable the AAA function to let the system do local authentication.

The updated setting will be saved in the running configuration file. Before the reload is executed, the
switch will prompt the administrator to approve saving the running configuration as the startup
configuration.

This example shows how to use the password recovery feature.

Switch(reset-config)# password-recovery

This command will guide you to do the password recovery procedure.

Do you want to update the user account? (y/n) [nly

Please input user account: userl

Please input user password:

Do you want to update the enable password for privilege level 15? (y/n) [n]ly
Please input privilege level 15 enable password:

16
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Do you want to disable AAA function to let the system do the local authentication?
G/n) [nly

Switch(reset-config)#

2-12 show environment

This command is used to display fan, temperature, power availability and status information.

show environment [fan | power | temperature]

Parameters
fan (Optional) Specifies to display the switch fan detailed status.
power (Optional) Specifies to display the switch power detailed status.
temperature (Optional) Specifies to display the switch temperature detailed status.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
If a specific type is not specified, all types of environment information will be displayed.
Example

This example shows how to display fan, temperature, power availability and status information.
Switch#show environment

Detail Temperature Status:
Unit Temperature Descr/I1D Current/Threshold Range

1 Central Temperature/1l 43C/11~79C
Status code: * temperature is out of threshold range

Detail Fan Status:

Right Fan 1 (Fault) Right Fan 2 (Fault)

Detail Power Status:

unit Power Module Power Status
1 Internal Power in-operation
1 External Power empty
Switch#

17
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Display Parameters

Power status in-operation: The power rectifier is in normal operation.
failed: The power rectifier not working normally.
empty: The power rectifier is not installed.

2-13 show unit

This command is used to display information about system units.

show unit [UNIT-ID]

Parameters

UNIT-ID (Optional) Specify the unit to display.
Default

None.

Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

This command displays information about the system modules. If no option is specified, then all of units’
information will be displayed.

Example

This example shows how to display the information about units on a system.
Switch#show unit

unit Model Descr Model Name

1 20p SFP with 4P Combo, 4P SFP+ DGS-3620-285C-DC
Unit Serial-Number Status Up Time
PR a ooTa2LNGES
Unit Memory Total Used Free

1 DRAN 262144 K 258079 K 9065 K.

1 FLASH 126253 K 12200 K 114053 K

Switch#
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2-14  show cpu utilization

This command is used to display the CPU utilization information.

show cpu utilization

Parameters
None.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

This command displays the system’s CPU utilization information in 5 second, 1 minute, and 5 minute
intervals.

Example

This example shows how to display the information about CPU utilization.

Switch# show cpu utilization
CPU Utilization
Five seconds - 8 % One minute - 8 % Five minutes - 8 %

Switch#

2-15 show version

This command is used to display the switch’s software version information.

show version

Parameters
None.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.

19
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Usage Guideline
This command displays version information about the switch.
Example

This example shows how to displays version information about the switch.
Switch# show version

System MAC Address: 00-01-02-03-04-00

Unit ID Module Name Versions

1 DGS-3620-28SC H/W:B1
Bootloader:1.00.016
Runtime:1.51.R008

Switch#

2-16 environment temperature threshold

This command is used to configure the environment temperature thresholds. Use the no form of the
command to reset to the default setting.

environment temperature threshold unit UNIT-ID thermal THREMAL-ID [high VALUE] [low
VALUE]

no environment temperature threshold unit UNIT-ID thermal THREMAL-ID [high] [low]

Parameters
unit UNIT-ID Specifies the unit ID.
thermal THERMAL-ID Specifies the thermal sensor’s ID.
high (Optional) Specifies the high threshold of the temperature in Celsius.
The range is from -100 to 200.
low (Optional) Specifies the low threshold of the temperature in Celsius.
The range is from -100 to 200. The low threshold must be smaller than
the high threshold.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is used to configure the environment temperature threshold which corresponds to the
normal range of the temperature defined for the sensor. The low threshold must be smaller than the high
threshold. The configured range must fall within the operational range which corresponds to the minimum
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and maximum allowed temperatures defined for the sensor. When the configured threshold is crossed, a
notification will be sent.

Example
This example shows how to configure the environment temperature thresholds for thermal sensor ID 1 on
unit 1.

Switch# configure terminal

Switch(config)# environment temperature threshold unit 1 thermal 1 high 100 low 20
Switch(config)#

21
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3. 802.1 X Commands

3-1 clear dotlx counters

This command is used to clear 802.1X counters (diagnostics, statistics and session statistics).

clear dot1x counters {all | interface INTERFACE-ID [, | -]}

Parameters

all Specifies to clears 802.1X counters (diagnostics, statistics and session
statistics) on all interfaces.

interface INTERFACE-ID Specifies to clears 802.1X counters (diagnostics, statistics and session
statistics) on the specified interface. Valid interfaces are physical ports
(including type, stack member, and port number).

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

- (Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

Default
None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is used to clear 802.1X counters (diagnostics, statistics and session statistics).
Example

This example shows how to clear 802.1X counters (diagnostics, statistics and session statistics) on the
Ethernet port 6/0/1.

Switch# clear dotlx counters interface eth6/0/1
Switch#

3-2 dotlx control-direction

This command is used to configure the direction of the traffic on a controlled port as unidirectional (in) or
bidirectional (both). Use the no form of the command to reset to the default setting.

dotlx control-direction {both | in}

no dotlx control-direction

Parameters
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both Specifies to enable bidirectional control for the port.

in Specifies to enable in direction control for the port.

Default

By default, this option is bidirectional mode.
Command Mode

Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

This command is only available for physical port interface configuration. If the port control is set to force-
authorized, then the port is not controlled in both directions. If the port control is set to auto, then the
access to the port for the controlled direction needs to be authenticated. If the port control is set to force-
unauthorized, then the access to the port for the controlled direction is blocked.

Suppose that port control is set to auto. If the control direction is set to both, then the port can receive
and transmit EAPOL packets only. All user traffic is blocked before authentication. If the control direction
is set to in, then in addition to receiving and transmitting EAPOL packets, the port can transmit user traffic
but not receive user traffic before authentication.

Example
This example shows how to configure the controlled direction of the traffic through Ethernet eth6/0/1 as
unidirectional.

Switch# configure terminal

Switch(config)# interface eth6/0/1
Switch(config-if)# dotlx control-direction in
Switch(config-if)#

3-3 dotlx default

This command is used to reset the IEEE 802.1X parameters on a specific port to their default settings.

dotlx default

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is used to reset all the IEEE 802.1X parameters on a specific port to their default settings.
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Example

This example shows how to reset the 802.1X parameters on port 1/0/1.

Switch# configure terminal
Switch(config)# interface ethl/0/1
Switch(config-if)# dotlx default
Switch(config-if)#

3-4 dotlx port-control

This command is used to control the authorization state of a port. Use the no command to revert to the
default setting.

dotlx port-control {auto | force-authorized | force-unauthorized}

no dotlx port-control

Parameters
auto Specifies to enable IEEE 802.1X authentication for the port.
force-authorized Specifies the port to the force authorized state.
force-unauthorized Specifies the port to the force unauthorized state.

Default

By default, this option is set as auto.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command takes effect only when IEEE 802.1X PAE authenticator is globally enabled by the dotlx
system-auth-control command and is enabled for a specific port by using the dot1x PAE authenticator.

This command is only available for physical port interface configuration.

If the port control is set to force-authorized, then the port is not controlled in both directions. If the port
control is set to auto, then the access to the port for the controlled direction needs to be authenticated. If
the port control is set to force-unauthorized, then the access to the port for the controlled direction is
blocked.

Example

This example shows how to deny all access on Ethernet port 6 /0/1.
Switch# configure terminal

Switch(config)# interface eth6/0/1

Switch(config-if)# dotlx port-control force-unauthorized
Switch(config-if)#

3-5 dotlx forward-pdu
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This command is used to enable the forwarding of the dotlx PDU. Use the no form of the command to
disable the forwarding of the dotlx PDU.

dotlx forward-pdu

no dotlx forward-pdu

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is only available for physical port interface configuration. This command only takes effect
when the dotlx authentication function is disabled on the receipt port. The received PDU will be
forwarded in either the tagged or untagged form based on the VLAN setting.

Example

This example shows how to configure the forwarding of the dotlx PDU.

Switch# configure terminal
Switch(config)# interface eth6/0/1
Switch(config-if)# dotlx forward-pdu
Switch(config-if)#

3-6 dotlx initialize

This command is used to initialize the authenticator state machine on a specific port or associated with a
specific MAC address.

dotlx initialize {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}

Parameters

interface INTERFACE-ID Specifies the port on which the authenticator state machine will be
initialized. Valid interfaces are physical ports.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

- (Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

mac-address MAC-ADDRESS  Specifies the MAC address to be initialized.

Default
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None.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
Under the multi-host mode, specify an interface ID to initialize a specific port.
Under the multi-auth mode, specify a MAC address to initialize a specific MAC address.
Example

This example shows how to initialize the authenticator state machine on Ethernet port 1/0/1.

Switch# dotlx initialize interface ethl1/0/1
Switch#

3-7 dotlx max-req

This command is used to configure the maximum number of times that the backend authentication state
machine will retransmit an Extensible Authentication Protocol (EAP) request frame to the supplicant
before restarting the authentication process. Use the no form of the command to reset to the default
setting.

dotlx max-req TIMES

no dotlx max-req

Parameters
TIMES Specifies the number of times that the switch retransmits an EAP
frame to the supplicant before restarting the authentication process.
The range is 1 to 10.
Default

By default, this value is 2.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The command is only available for physical port interface configuration. If no response to an
authentication request from the supplicant within the timeout period (specified by the dot1x timeout tx-
period SECONDS command) the switch will retransmit the request. This command is used to specify the
number of retransmissions.

Example

This example shows how to configure the maximum number of retries on Ethernet port 6/0/1 to be 3.

Switch# configure terminal
Switch(config)# interface eth6/0/1
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Switch(config-if)# dotlx max-req 3
Switch(config-if)#

3-8 dotlx pae authenticator

This command is used to configure a specific port as an IEEE 802.1X port access entity (PAE)
authenticator. Use the no form of this command to disable the port as an IEEE 802.1X authenticator.

dotlx pae authenticator

no dotlx pae authenticator

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

This command is only available for physical port interface configuration. Globally enable IEEE 802.1X
authentication on the switch by using the dot1x system-auth-control command. When IEEE 802.1X
authentication is enabled, the system will authenticate the 802.1X user based on the method list
configured by the aaa authentication dotlx default command.

Example

This example shows how to configure Ethernet port 6/0/1 as an IEEE 802.1X PAE authenticator.

Switch# configure terminal

Switch(config)# interface eth6/0/1
Switch(config-if)# dotlx pae authenticator
Switch(config-if)#

This example shows how to disable IEEE 802.1X authentication on Ethernet port 6/0/1.

Switch# configure terminal
Switch(config)# interface eth6/0/1
Switch(config-if)# no dotlx pae
Switch(config-if)#

3-9 dotlx re-authenticate

This command is used to re-authenticate a specific port or a specific MAC address.

dotlx re-authenticate {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS}
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Parameters

interface INTERFACE-ID

Specifies the port to re-authenticate. Valid interfaces are physical
ports.

(Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

(Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

mac-address MAC-ADDRESS

Specifies the MAC address to re-authenticate.

Default

None.

Command Mode
Privileged EXEC Mode.

Command Default Level
Level: 12.

Usage Guideline

This command is used to re-authenticate a specific port or a specific MAC address.

Example

This example shows how to re-authenticate Ethernet port 1/0/1.
Switch# dotlx re-authenticate interface ethl/0/1

Switch#

3-10 dotlx system-auth-control

This command is used to globally enable IEEE 802.1X authentication on a switch. Use the no form of this
command to return to disable IEEE 802.1X authentication function.

dotlx system-auth-control

no dotlx system-auth-control

Parameters

None.

Default

By default, this option is disabled.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline
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Example

The 802.1X authentication function restricts unauthorized hosts from accessing the network. Use the
dotlx system-auth-control command to globally enable the 802.1X authentication control. When
802.1X authentication is enabled, the system will authenticate the 802.1X user based on the method list
configured by the aaa authentication dotlx default command.

This example shows how to enable IEEE 802.1X authentication globally on a switch.
Switch# configure terminal

Switch(config)# dotlx system-auth-control

Switch(config)#

3-11 dotlx timeout

This command is used to configure IEEE 802.1X timers. Use the no form of the command to revert a
specific timer setting to the default value.

dotlx timeout {server-timeout SECONDS | supp-timeout SECONDS | tx-period SECONDS}

no dotlx timeout {server-timeout | supp-timeout | tx-period}

Parameters

Default

server-timeout SECONDS Specifies the number of seconds that the switch will wait for the
request from the authentication server before timing out the server. On
timeout, authenticator will send EAP-Request packet to client. The
range is 1 to 65535.

supp-timeout SECONDS Specifies the number of seconds that the switch will wait for the
response from the supplicant before timing out the supplicant
messages other than EAP request ID. The range is 1 to 65535

tx-period SECONDS Specifies the number of seconds that the switch will wait for a
response to an EAP-Request/Identity frame from the supplicant before
retransmitting the request. The range is 1 to 65535

The server-timeout is 30 seconds.
The supp-timeout is 30 seconds.

The tx-period is 30 seconds.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

This command is only available for physical port interface configuration.

This example shows how to configure the server timeout value, supplicant timeout value, and the TX
period on Ethernet port 6.1 to bel5, 15, and 10 seconds, respectively.

Switch# configure terminal
Switch(config)# interface eth6/0/1
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Switch(config-if)# dotlx timeout server-timeout 15
Switch(config-if)# dotlx timeout supp-timeout 15
Switch(config-if)# dotlx timeout tx-period 10
Switch(config-if)#

3-12 show dotlx

This command is used to display the IEEE 802.1X global configuration or interface configuration.

show dotlx [interface INTERFACE-ID [, | -]]

Parameters

Default

interface INTERFACE-ID (Optional) Specifies to display the dot1x configuration on the specified
interface or range of interfaces. If not specified, the global
configuration will be displayed.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

- (Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This command can be used to display the global configuration or interface configuration. If the
configuration command is entered without parameters, the global configuration will be displayed.
Otherwise, the configuration on the specified interface will be displayed.

This example shows how to display the dot1X global configuration.

Switch# show dotlx

802.1X : Enabled

Switch#

This example shows how to display the dot1X configuration on Ethernet port 1.
Switch#show dotlx interface ethernet 1

Interface : ethl/0/1

PAE - None
Control Direction : Both
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Port Control : Auto

Tx Period : 30 sec
Supp Timeout : 30 sec
Server Timeout : 30 sec
Max-req 12 times
Forward PDU : Disabled
Switch#

3-13 show dotlx diagnhostics

This command is used to display IEEE 802.1X diagnostics. If no interface is specified, information about
all interfaces will be displayed.

show dotlx diagnostics [interface INTERFACE-ID [, | -]]

Parameters

interface INTERFACE-ID (Optional) Specifies to display the dotlx diagnostics on the specified
interface or range of interfaces. If not specified, information about all
interfaces will be displayed.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

- (Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

This command can be used to display 802.1X diagnostics. Using this command without parameters will
display information about all interfaces. Otherwise, the diagnostics on the specified interface will be
displayed.

Example
This example shows how to display the dot1X diagnostics on Ethernet port 6/0/1.

Switch#show dotlx diagnostics interface ethernet 6

eth6/0/1 dotlx diagnostic information are following:

EntersConnecting - 20
EAP-LogoffsWhileConnecting : 0
EntersAuthenticating : 0
SuccessesWhi leAuthenticating : 0
TimeoutsWhi leAuthenticating : 0
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FailsWhileAuthenticating
ReauthsWhi leAuthenticating
EAP-StartsWhi leAuthenticating
EAP-LogoffsWhileAuthenticating
ReauthsWhi leAuthenticated
EAP-StartsWhi leAuthenticated
EAP-LogoffsWhi leAuthenticated
BackendResponses
BackendAccessChal lenges
BackendOtherRequestsToSupplicant
BackendNonNakResponsesFromSupplicant
BackendAuthSuccesses
BackendAuthFails

O OO OO OO0 O0oOOoOOoOOoOo

Switch#

3-14 show dotlx statistics

This command is used to display IEEE 802.1X statistics. If no interface is specified, information about all
interfaces will be displayed.

show dotlx statistics [interface INTERFACE-ID [, | -]]

Parameters

interface INTERFACE-ID (Optional) Specifies to display the dotlx diagnostics on the specified
interface or range of interfaces. If not specified, information about all
interfaces will be displayed.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

- (Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

This command can be used to display 802.1X statistics. Using this command without parameters will
display information about all interfaces. Otherwise, the statistics on the specified interface will be
displayed.

Example
This example shows how to display dot1X statistics on Ethernet port 6/0/1.
Switch# show dotlx statistics interface eth6/0/1
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eth6/0/1 dotlx statistics information:
EAPOL Frames RX -1
EAPOL Frames TX
EAPOL-Start Frames RX
EAPOL-Req/1d Frames TX
EAPOL-Logoff Frames RX
EAPOL-Req Frames TX
EAPOL-Resp/1d Frames RX
EAPOL-Resp Frames RX
Invalid EAPOL Frames RX
EAP-Length Error Frames RX
Last EAPOL Frame Version
Last EAPOL Frame Source : 00-10-28-00-19-78

O O O OO OO0 o O b

Switch#

3-15 show dotlx session-statistics

This command is used to display IEEE 802.1X session statistics. If no interface specified, information
about all interfaces will be displayed.

show dotlx session-statistics [interface INTERFACE-ID [, | -]]

Parameters

interface INTERFACE-ID (Optional) Specifies to display the dotlx diagnostics on the specified
interface or range of interfaces. If not specified, information about all
interfaces will be displayed.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space is allowed before and after
the comma.

- (Optional) Specifies a range of interfaces. No space is allowed before
and after the hyphen.

Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

This command can be used to display 802.1X session statistics. Using this command without parameters
will display information about all interfaces. Otherwise, the session statistics on the specified interface will
be displayed.

Example

This example shows how to display dot1X session statistics on Ethernet port 6/0/1.
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Switch# show dotlx session-statistics interface eth6/0/1

eth6/0/1 session statistic counters are following:

SessionOctetsRX -0

SessionOctetsTX -0

SessionFramesRX -0

SessionFramesTX -0

Sessionld :

SessionAuthenticationMethod : Remote Authentication Server
SessionTime -0

SessionTerminateCause :SupplicantLogoff
SessionUserName :

Switch#
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4. Access Control List (ACL) Commands

4-1 access-list resequence

This command is used to re-sequence the sequence number of the access list entries in an access list.
Use the no form of the command to reset to the default setting.

access-list resequence NAME STARTING-SEQUENCE-NUMBER INCREMENT

no access-list resequence

Parameters

NAME Specifies the name of the access list to be configured. It can be a
maximum of 32 characters.

STARTING-SEQUENCE- Specifies that the access list entries will be re-sequenced using this

NUMBER initial value. The default value is 10. The range of possible sequence
numbers is 1 through 65535.

INCREMENT Specifies the number that the sequence numbers step. The default
value is 10. For example, if the increment (step) value is 5 and the
beginning sequence number is 20, the subsequent sequence numbers
are 25, 30, 35, 40, and so on. The range of valid values is from 1 to 32.

Default

The default start sequence number is 10.

The default increment is 10.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

This feature allows the user to re-sequence the entries of a specified access list with an initial sequence
number determined by the STARTING-SEQUENCE-NUMBER parameter and continuing in the
increments determined by the INCREMENT parameter. If the highest sequence number exceeds the
maximum possible sequence number, then there will be no re-sequencing.

If a rule entry is created without specifying the sequence number, the sequence number will be
automatically assigned. If it is the first entry, a start sequence number is assigned. Subsequent rule
entries are assigned a sequence number that is increment value greater than the largest sequence
number in that access list and the entry is placed at the end of the list.

After the start sequence number or increment change, the sequence number of all previous rules (include
the rules that assigned sequence by user) will change according to the new sequence setting.

This example shows how to re-sequence the sequence number of an IP access-list, named R&D.

Switch# configure terminal
Switch(config)# show access-list ip R&D
10 permit tcp any 10.20.0.0 255.255.0.0
20 permit tcp any host 10.100.1.2

30 permit icmp any any
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Switch(config)# ip extended access-list R&D
Switch(config-ip-ext-acl)# 5 permit tcp any 10.30.0.0 255.255.0.0
Switch(config-ip-ext-acl)# exit
Switch(config)# show access-list ip R&D

5 permit tcp any 10.30.0.0 255.255.0.0

10 permit tcp any 10.20.0.0 255.255.0.0

20 permit tcp any host 10.100.1.2

30 permit icmp any any

Switch(config)# access-list resequence R&D 1 2
Switch(config)# show access-list ip R&D

1 permit tcp any 10.30.0.0 255.255.0.0

3 permit tcp any 10.20.0.0 255.255.0.0

5 permit tcp any host 10.100.1.2

7 permit icmp any any

Switch(config)#

4-2 action

This command is used to configure the forward, drop, or redirect action of the sub-map in the VLAN
access-map sub-map configuration mode. Use the no command to reset to the default action.

action {forward | drop | redirect INTERFACE-ID}

no action
Parameters
forward Specifies to forward the packet when matched.
drop Specifies to drop the packet when matched.
redirect INTERFACE-ID Specifies the interface ID for the redirection action. Only physical ports
are allowed to be specified.
Default

By default, the action is forward.
Command Mode

VLAN Access-map Sub-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

One sub-map has only one action. The action configured later overwrites the previous action. A VLAN

access map can contain multiple sub-maps. The packet that matches a sub-map (a packet permitted by
the associated access-list) will take the action specified for the sub-map. No further checking against the
next sub-maps is done. If the packet does not match a sub-map, then the next sub-map will be checked.

Example

This example shows how to configure the action in the sub-map.

Switch# show vlan access-map
VLAN access-map vlan-map 20
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match mac address: ext _mac
action: forward
Switch# configure terminal
Switch(config)# vlan access-map vlan-map 20
Switch(config-access-map)# action redirect ethl1l/0/5
Switch(config-access-map)# end
Switch# show vlan access-map
VLAN access-map vlan-map 20
match mac address: ext _mac
action: redirect ethl1/0/5
Switch#

4-3 expert access-group

This command is used to apply a specific expert ACL to an interface. Use the no command to cancel the
application.

expert access-group NAME [in | out]

no expert access-group [NAME] [in | out]

Parameters
NAME Specifies the name of the expert access-list to be configured. The
name can be up to 32 characters.
in (Optional) Specifies to filter the incoming packets of the interface. If the
direction is not specified, in is used.
out (Optional) Specifies to filter the outgoing packets to transmit to the
interface.
Default
None.

Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

If expert access group is already configured on the interface, the command applied later will overwrite the
previous setting. Only one access-list of the same type can be applied to the same interface; but access-
lists of different types can be applied to the same interface.

Example
This example shows how to apply an expert ACL to an interface. The purpose is to apply the ACL
exp_acl on the Ethernet port 1/0/2 to filter the incoming packets.

Switch# configure terminal

Switch(config)# interface ethl/0/2
Switch(config-if)# expert access-group exp_acl in
Switch(config-if)#
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4-4  expert access-list

This command is used to create or modify an extended expert ACL. This command will enter into the
extended expert access-list configuration mode. Use the no command to remove an extended expert
access-list.

expert access-list extended NAME

no expert access-list extended NAME

Parameters
NAME Specifies the name of the extended expert access-list to be configured.
The name can be up to 32 characters.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The name must be uniqgue among all (including Expert, MAC, IP, IPv6, and ARP) access lists. The
characters used in the name are case sensitive.

Example

This example shows how to create an extended expert ACL.

Switch# configure terminal
Switch(config)# expert access-list extended exp_acl
Switch(config-exp-nacl)#

4-5 ip access-group

This command is used to specify the IP access list to be applied to an interface. Use the no form of this
command to remove an IP access list.

ip access-group NAME [in | out]
no ip access-group [NAME] [in | out]

Parameters
NAME Specifies the name of the IP access list to be applied. The maximum
length is 32 characters.
in Specifies that the IP access list will be applied to check packets in the

ingress direction. If the direction is not specified, in is used.
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out Specifies that the IP access list will be applied to check packets in the
egress direction.

Default

None.

Command Mode
Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

If an IP access group is already configured on the interface, the command applied later will overwrite the
previous setting. Only one access list of the same type can be applied to the same interface; but access-
lists of different types can be applied to the same interface.

The association of an access group with an interface will consume the filtering entry resource in the
switch controller. If the resources are insufficient to commit the command, then an error message will be
displayed. There is a limitation on the number of port operator resources. If applying the command
exhausts the available port selectors, then an error message will be displayed.

Example

This example shows how to specify the IP access list “Strict-Control” as an IP access group for an
Ethernet port 6/0/2.

Switch# configure terminal

Switch(config)# interface eth6/0/2

Switch(config-if-gi)#ip access-group Strict-Control

The remaining applicable IP related access entries are 511
Switch(config-if-gi)#

4-6 ip access-list

This command is used to create or modify an IP access list. This command will enter into the IP access
list configuration mode. Use the no command to remove an IP access list.

ip access-list [extended] NAME

no ip access-list [extended] NAME

Parameters
extended (Optional) Specifies that without this option the IP access list is a
standard IP access list. When using the extended option, more fields
can be chosen for the filter.
NAME Specifies the name of the IP access list to be configured. The
maximum length is 32 characters.
Default
None.

Command Mode
Global Configuration Mode.
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Command Default Level

Level: 12.

Usage Guideline

Example

The name must be unigue among all access lists. The characters used in the name are case sensitive.

This example shows how to configure an extended IP access list, named “Strict-Control” and an IP
access-list, named “pim-srcfilter”.

Switch# configure terminal

Switch(config)# ip access-list extended Strict-Control
Swtich(config-ip-ext-acl)# permit tcp any 10.20.0.0 255.255.0.0
Swtich(config-ip-ext-acl)# exit

Swtich(config)# ip access-list pim-srcfilter

Switch(config-ip-acl)# permit host 172.16.65.193 any

Switch(config-ip-acl)#

4-7 ipv6 access-group

This command is used to specify the IPv6 access list to be applied to an interface. Use the no command
to remove an IPv6 access list.

ipv6 access-group NAME [in | out]
no ipv6 access-group [NAME] [in | out]

Parameters
NAME Specifies the name of the IPv6 access list to be applied.
in Specifies that the IPv6 access list will be applied to check in the
ingress direction. If the direction is not specified, in is used.
out Specifies that the IPv6 access list will be applied to check in the egress
direction.
Default
None.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Only one access list of the same type can be applied to the same interface; but access lists of different
types can be applied to the same interface. The association of an access group with an interface will
consume the filtering entry resource in the switch controller. If the resource is insufficient to commit the
command, then an error message will be displayed.

There is a limitation on the number of port operator resources. If applying the command exhausts the
available port selectors, then an error message will be displayed.
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This example shows how to specify the IPv6 access list “ip6-control” as an IP access group for eth3/0/3.

Switch# configure terminal

Switch(config)# interface eth3/0/3

Switch(config-if)# ipv6 access-group ip6-control in

The remaining applicable IPv6 related access entries are 255
Switch(config-if)#

4-8 ipv6 access-list

This command is used to create or modify an IPv6 access list. This command will enter into IPv6 access-
list configuration mode. Use the no form of this command to remove an IPv6 access list.

ipv6 access-list [extended] NAME
no ipv6 access-list [extended] NAME

Parameters
NAME Specifies the name of the IPv6 access list to be configured. The
maximum length is 32 characters.
extended (Optional) Specifies that without this option the IPv6 access list is a
standard IPv6 access list. When using the extended option, the IPv6
access list is an extended IPv6 access list and more fields can be
chosen for the filter.
Default
None.

Command Mode
Global Configuration Mode.

Command Default Level

Level: 12.
Usage Guideline

The name must be unigue among all access lists. The characters used in the name are case sensitive.
Example

This example shows how to configure an IPv6 extended access list, named ip6-control.

Switch# configure terminal

Switch(config)# ipv6 access-list extended ip6-control
Swtich(config-ipv6-ext-acl)# permit tcp any 2002:f03::1/16
Switch(config-ipv6-ext-acl)#

This example shows how to configure an IPv6 standard access list, named ip6-std-control.

Switch# configure terminal

Switch(config)# ipv6 access-list ip6-std-control
Swtich(config-ipv6-acl)# permit any fe80::101:1/54
Switch(config-ipv6-acl)#
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4-9  mac access-group

This command is used to specify a MAC access list to be applied to an interface. Use the no command to
remove the access group control from the interface.

mac access-group NAME [in | out]

no mac access-group [NAME] [in | out]

Parameters
NAME Specifies the name of the MAC access list to be applied.
in (Optional) Specifies that the MAC access list will be applied to check in
the ingress direction. If direction is not specified, in is used.
out (Optional) Specifies that the MAC access list will be applied to check in
the egress direction.
Default
None.

Command Mode

Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

If MAC access group is already configured on the interface, the command applied later will overwrite the
previous setting. MAC access-groups will only check non-IP packets.

Only one access list of the same type can be applied to the same interface; but access lists of different
types can be applied to the same interface.

The association of an access group with an interface will consume the filtering entry resource in the
switch controller. If the resource is insufficient to commit the command, then an error message will be
displayed.

Example
This example shows how to apply the MAC access list daily-profile to Ethernet port 5/0/1.

Switch# configure terminal

Switch(config)# interface eth5/0/1
Switch(config-if-gi)# mac access-group daily-profile in
The remaining applicable MAC access entries are 204
Switch(config-if-gi)#

4-10 mac access-list

This command is used to create or modify an MAC access list and this command will enter the MAC
access list configuration mode. Use the no command to delete a MAC access list.

mac access-list extended NAME
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no mac acces-list extended NAME

Parameters
NAME Specifies the name of the MAC access-list to be configured. The
maximum length is 32 characters.
Default
None.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to enter the MAC access-list configuration mode and use the permit or deny command
to specify the entries. The name must be unique among all access lists. The characters of the name are
case sensitive.

Example

This example shows how to enter the MAC access list configuration mode for a MAC access list named
“daily profile”.

Switch# configure terminal

Switch(config)# mac access-list extended daily-profile

Switch(config-mac-ext-acl)#

4-11 match ip address

This command is used to associate an IP access list for the configured sub-map. The no form of this
command removes the match entry.

match ip address ACL-NAME

no match ip address

Parameters
ACL-NAME Specifies the name of ACL access list to be configured. The name can
be up to 32 characters.
Default
None.

Command Mode

VLAN Access-map Sub-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline
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Use this command to associate an IP access list with the configured sub-map. One sub-map can only be
associated with one access list (IP access list, IPv6 access list or MAC access list). IP sub-map just
checks IP packets. The newer command overwrites the previous setting.

Example

This example shows how to configure the match content in the sub-map.

Switch# configure terminal

Switch(config)# vlan access-map vlan-map 20
Switch(config-access-map)# match ip address spl
Switch(config-access-map)#

4-12 match ipv6 address

This command is used to associate IPv6 access lists for the configured sub-maps. The no form of this
command removes the match entry.

match ipv6 address ACL-NAME

no match ipv6 address

Parameters
ACL-NAME Specifies the name of ACL access list to be configured. The name can
be up to 32 characters.
Default
None.

Command Mode

VLAN Access-map Sub-map Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

Use this command to associate an IPv6 access list with the configured sub-map. One sub-map can only
be associated with one access list (IP access list, IPv6 access list or MAC access list). IPv6 sub-map just
checks IPv6 packets. The later command overwrites the previous setting.

Example

This example shows how to set the match content in the sub-map.

Switch# configure terminal

Switch(config)# vlan access-map vlan-map 20
Switch(config-access-map)# match ipv6 address spl
Switch(config-access-map)#

4-13 match mac address

This command is used to associate MAC access lists for the configured sub-maps. The no form of this
command removes the match entry.
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match mac address ACL-NAME

no match mac address

Parameters
ACL-NAME Specifies the name of ACL access-list to be configured. The name can
be up to 32 characters.
Default
None.

Command Mode
VLAN Access-map Sub-map Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to associate a MAC access list with the configured sub-map. One sub-map can only
be associated with one access list (IP access list, IPv6 access list or MAC access list). MAC sub-map just
check non-IP packets. The later command overwrites the previous setting.

Example

This example shows how to set the match content in the sub-map.

Switch# configure terminal

Switch(config)# vlan access-map vlan-map 30
Switch(config-access-map)# match mac address ext_mac
Switch(config-access-map)#

4-14 permit | deny | deny-cpu (expert access-list)

This command is used to add a permit or deny entry. Use the no command to remove an entry.

Extended Expert ACL:

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} PROTOCOL {SRC-IP-ADDR SRC-IP-
WILDCARD | host SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-
MAC-ADDR | any} {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-
ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS [inner INNER-COS]]
[vlan OUTER-VLAN [inner INNER-VLAN]] [fragments] [[precedence PRECEDENCE] [tos TOS] |
dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} tcp {SRC-IP-ADDR SRC-IP-WILDCARD | host
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-
IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt
| neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]]
[vlan OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]
[time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} udp {SRC-IP-ADDR SRC-IP-WILDCARD | host
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq |
It | gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-
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IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | It | gt
| neq} PORT | range MIN-PORT MAX-PORT] [cos OUTER-COS [inner INNER-COS]] [vlan
OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-

range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} icmp {SRC-IP-ADDR SRC-IP-WILDCARD |
host SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any}
{DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [cos
OUTER-COS [inner INNER-COS]] [vlan OUTER-VLAN [inner INNER-VLAN]] [[precedence
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER

Specifies the sequence number. The range is from 1 to 65535. The
lower the number is, the higher the priority of the permit/deny rule.

vlan OUTER-VLAN

(Optional) Specifies the outer VLAN ID.

inner INNER-VLAN

(Optional) Specifies the inner VLAN ID.

any

Specifies to use any source MAC address, any destination MAC
address, any source IP address, or any destination IP address.

host SRC-MAC-ADDR

Specifies a specific source host MAC address.

SRC-MAC-ADDR SRC-MAC-
WILDCARD

Specifies a group of source MAC addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to bit value 0 will be checked.

host DST-MAC-ADDR

Specifies a specific destination host MAC address.

DST-MAC-ADDR DST-MAC-
WILDCARD

Specifies a group of destination MAC addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

PROTOCOL

(Optional) Specifies the IP protocol ID or one of the following names:
eigrp, esp, gre, igmp, ospf, pim, or vrrp.

host SRC-IP-ADDR

Specifies a specific source host IP address.

SRC-IP-ADDR SRC-IP-
WILDCARD

Specifies a group of source IP addresses by using a wildcard bitmap.
The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

host DST-IP-ADDR

Specifies a specific destination host IP address.

DST-IP-ADDR DST-IP-
WILDCARD

Specifies a group of destination IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

precedence PRECEDENCE

(Optional) Specifies that packets can be filtered by precedence level,
as specified by a number from 0 to 7.

tos TOS (Optional) Specifies that packets can be filtered by type of service
level, as specified by a number from 0 to 15.
dscp DSCP (Optional) Specifies the matching DSCP code in IP header. The range

is from O to 63, or select the following DSCP name: af11 - 001010,
af12 -001100, af13 - 001110, af21 - 010010, af22 - 010100, af23 -
010110, af31 - 011010, af32 - 011100, af33 - 011110, af41 - 100010,
af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000, cs3 -
011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000,
default - 000000, ef — 101110.
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Default

It PORT (Optional) Specifies to match if less than the specified port number.

gt PORT (Optional) Specifies to match if greater than the specified port number.
eq PORT (Optional) Specifies to match if equal to the specified port number.
neq PORT (Optional) Specifies to match if not equal to the specified port number.

range MIN-PORT MAX-PORT (Optional) Specifies to match if fall within the range of ports.

time-range PROFILE-NAME (Optional) Specifies the name of time period profile associated with the
access list delineating its activation period.

ICMP-TYPE (Optional) Specifies the ICMP message type. The valid number for the
message type is from 0 to 255.

ICMP-CODE (Optional) Specifies the ICMP message code. The valid number for the
message code is from 0 to 255.

ICMP-MESSAGE (Optional) Specifies the ICMP message. The following pre-defined

parameters are available for selection: beyond-scope, destination-
unreachable, echo-reply, echo-request, header, hop-limit, mid-query,
mld-reduction, mld-report, nd-na, nd-ns, next-header, no-admin, no-
route, packet-too-big, parameter-option, parameter-problem, port-
unreachable, reassembly-timeout, redirect, renum-command, renum-
result, renum-seg-number, router-advertisement, router-renumbering,
router-solicitation, time-exceeded, unreachable.

None.

Command Mode

Extended Expert Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

If a rule entry is created without a sequence number, a sequence number will be automatically assigned.
If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be assigned a
sequence number that is 10 greater than the largest sequence number in that access list and is placed at
the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future lower
sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower sequence
number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence number
that is already present, an error message will be shown.

The action deny-cpu will prevent the packet that is matches the specific ACL to be copied to the CPU
and redirected to the CPU. This should not affect the hardware forwarding behavior. If an access list is
applied to any egress interface, all its rules with the action deny-cpu will be ignored. If the rule is used as
software ACL, the deny-cpu action has the same meaning as the deny action.

This example shows how to use the extended expert ACL. The purpose is to deny all the TCP packets
with the source IP address 192.168.4.12 and the source MAC address 00:13:00:49:82:72.

Switch# configure terminal
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Switch(config)# expert access-list extended exp_acl
Switch(config-exp-nacl)# deny tcp host 192.168.4.12 host 0013.0049.8272 any any

Switch(config-exp-nacl)#

4-15 permit | deny | deny-cpu (ip access-list)

This command is used to add a permit or a deny entry. Use the no form of the command to remove an

entry.

Extended Access List:

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} tcp {any | host SRC-IP-ADDR | SRC-IP-ADDR
SRC-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-
PORT] [TCP-FLAG] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-
NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} udp {any | host SRC-IP-ADDR | SRC-IP-ADDR
SRC-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-
PORT] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} icmp {any | host SRC-IP-ADDR | SRC-IP-
ADDR SRC-IP-WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-
TYPE [ICMP-CODE] | ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP]
[time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {gre | esp | eigrp | igmp | ipinip | ospf | pcp |

pim | vrrp | protocol-id PROTOCOL-ID} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {any | host SRC-IP-ADDR | SRC-IP-ADDR
SRC-IP-WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [fragments]
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME]

Standard IP Access List:

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {any | host SRC-IP-ADDR | SRC-IP-ADDR
SRC-IP-WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [time-range

PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER

Specifies the sequence number. The range is from 1 to 65535. The
lower the number is, the higher the priority of the permit/deny rule.

any

Specifies any source IP address or any destination IP address.

host SRC-IP-ADDR

Specifies a specific source host IP address.

SRC-IP-ADDR SRC-IP-
WILDCARD

Specifies a group of source IP addresses by using a wildcard bitmap.
The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

host DST-IP-ADDR

Specifies a specific destination host IP address.

DST-IP-ADDR DST-IP-
WILDCARD

Specifies a group of destination IP addresses by using a wildcard
bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.
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precedence PRECEDENCE

(Optional) Specifies that packets can be filtered by precedence level,
as specified by a number from O to 7.

dscp DSCP

(Optional) Specifies the matching DSCP code in IP header. The range
is from 0 to 63, or select the following DSCP name: af11 - 001010,
af12 -001100, af13 - 001110, af21 - 010010, af22 - 010100, af23 -
010110, af31 - 011010, af32 - 011100, af33 - 011110, af41 - 100010,
af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000, cs3 -
011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000,
default - 000000, ef —101110.

tos TOS

(Optional) Specifies that packets can be filtered by type of service
level, as specified by a number from 0 to 15.

It PORT

(Optional) Specifies to match if less than the specified port number or
protocol name. The following options are supported.

For TCP ports: bgp(179), chargen(19), daytime(13), discard(9),
domain(53), echo(7), rexec(rsh, 512), finger(79), ftp(21), ftp-data(20),
gopher(70), hostname(101), ident(113), irc(194), klogin(543),
kshell(544), login(rlogin,513), Ipd(515), nntp(119), snpp(444),
pop2(109), pop3(110), smtp(25), sunrpc(111),
shell(RemoteShell,rsh,remsh,514), tacacs (49), telnet(23), time(37),
uucp(540), whois(43), http(80).

For UDP ports: biff(512), bootpc(68), bootps(67), discard(9), irc(194),
domain(53), echo(7), isakmp(500), mobile-ip(434), nameserver(42),
netbios-dgm(138), netbios-ns(137), netbios-ss(139), nat-t(4500),
ntp(123), snpp(444), rip(520), snmp(161), snmptrap(162), sunrpc(111),
syslog(514), tacacs(49), talk(517), tftp(69), time(37), who(513),
xdmep(177).

gt PORT

(Optional) Specifies to match if greater than the specified port number
or protocol name.

eq PORT

(Optional) Specifies to match if equal to the specified port number or
protocol name.

neq PORT

(Optional) Specifies to match if not equal to the specified port number
or protocol name.

range MIN-PORT MAX-PORT

(Optional) Specifies to match if fall within the range of ports.

time-range PROFILE-NAME

(Optional) Specifies the name of the time period profile associated with
the access list delineating its activation period.

tcp, udp, igmp, gre, esp,
eigrp, ospf, pim, vrrp

Specifies Layer 4 protocols.

PROTOCOL-ID (Optional) Specifies the protocol ID. The valid value is from 0 to 255.

ICMP-TYPE (Optional) Specifies the ICMP message type. The valid number for the
message type is from 0 to 255.

ICMP-CODE (Optional) Specifies the ICMP message code. The valid number for the

message code is from 0 to 255.

ICMP-MESSAGE

(Optional) Specifies the ICMP message. The pre-defined parameters
are available for selection: administratively-prohibited,alternate-
address,conversion-error,host-prohibited,net-prohibited,echo,echo-
reply,pointer-indicates-error,host-isolated,host-precedence-
violation,host-redirect,host-tos-redirect,host-tos-unreachable,host-
unknown,host-unreachable, information-reply,information-
request,mask-reply,mask-request,mobile-redirect,net-redirect,net-tos-
redirect,net-tos-unreachable, net-unreachable,net-unknown,bad-
length,option-missing,packet-fragment,parameter-problem,port-
unreachable,precedence-cutoff, protocol-unreachable,reassembly-
timeout,redirect-message,router-advertisement,router-
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Default

solicitation,source-quench,source-route-failed, time-
exceeded,timestamp-reply,timestamp-request,traceroute,ttl-
expired,unreachable.

None.

Command Mode

IP Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

If a rule entry is created without a sequence number, a sequence number will be automatically assigned.
If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be assigned a
sequence number that is 10 greater than the largest sequence number in that access list and is placed at
the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future lower
sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower sequence
number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence number
that is already present, an error message will be shown.

To create a matching rule for an IP standard access list, only the source IP address or destination IP
address fields can be specified.

The action deny-cpu will prevent the packet that matches the specific ACL to be copied to the CPU and
redirected to the CPU. The hardware forwarding behavior should not be affected. The rule with the action
deny-cpu will be ignored if the access list that the rule resided in was applied to the egress interface.
Otherwise, the rule is applied to the software ACL and the behavior for the deny-cpu action is the same
as the deny action.

This example shows how to create four entries for an IP extended access list, named Strict-Control.
These entries are: permit TCP packets destined to network 10.20.0.0, permit TCP packets destined to
host 10.100.1.2, permit all TCP packets go to TCP destination port 80 and permit all ICMP packets.
Switch# configure terminal

Switch(config)# ip extended access-list Strict-Control

Switch(config-ip-ext-acl)# permit tcp any 10.20.0.0 0.0.255.255
Switch(config-ip-ext-acl)# permit tcp any host 10.100.1.2
Switch(config-ip-ext-acl)# permit tcp any any eq 80

Switch(config-ip-ext-acl)# permit icmp any any

Switch(config-ip-ext-acl)#

This example shows how to create two entries for an IP standard access-list, named “std-ip”. These
entries are: permit IP packets destined to network 10.20.0.0, permit IP packets destined to host
10.100.1.2.

Switch# configure terminal

Switch(config)# ip access-list std-acl

Switch(config-ip-acl)# permit any 10.20.0.0 0.0.255.255
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Switch(config-ip- acl)# permit any host 10.100.1.2

Switch(config-ip- acl)#

4-16 permit | deny | deny-cpu (ipv6 access-list)

This command is used to add a permit entry or deny entry to the IPv6 access list. Use the no form of this
command to remove an entry from the IPv6 access list.

Extended IPv6 Access List:

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} tcp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT
MAX-PORT] [TCP-FLAG] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} udp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host
DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | It | gt | neq} PORT | range MIN-PORT
MAX-PORT] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH}
[ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [dscp VALUE] [flow-label FLOW-LABEL] [time-
range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {esp | pcp | sctp | protocol-id PROTOCOL-ID}
{any | host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR |
DST-IPV6-ADDR/PREFIX-LENGTH} [fragments] [dscp VALUE] [flow-label FLOW-LABEL] [time-
range PROFILE-NAME]

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH]} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH]
[fragments] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME]

Standard IPv6 Access List:

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH]} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [time-
range PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER

Specifies the sequence number. The range is from 1 to 65535. The
lower the number is, the higher the priority of the permit/deny rule.

any

Specifies any source IPv6 address or any destination IPv6 address.

host SRC-IPV6-ADDR

Specifies a specific source host IPv6 address.

SRC-IPV6-ADDR/PREFIX-
LENGTH

Specifies a source IPv6 network.

host DST-IPV6-ADDR

Specifies a specific destination host IPv6 address.

DST-IPV6-ADDR/PREFIX-
LENGTH

Specifies a destination IPv6 network.

tcp, udp, icmp

Specifies the Layer 4 protocol type.
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dscp VALUE (Optional) Specifies the matching traffic class value in IPv6 header.
The range is from 0 to 63, or select the following DSCP name: afl1l -
001010, af12 -001100, af13 - 001110, af21 - 010010, af22 - 010100,
af23 - 010110, af31 - 011010, af32 - 011100, af33 - 011110, af41 -
100010, af42 - 100100, af43 - 100110, cs1 - 001000, cs2 - 010000,
cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 - 110000, cs7 - 111000,
default - 000000, ef —101110.

It PORT (Optional) Specifies to match if less than the specified port number.

gt PORT (Optional) Specifies to match if greater than the specified port number.
eq PORT (Optional) Specifies to match if equal to the specified port number.
neq PORT (Optional) Specifies to match if not equal to the specified port number.

range MIN-PORT MAX-PORT (Optional) Specifies to match if fall within the range of ports.

PROTOCOL-ID (Optional) Specifies the protocol ID. The valid value is from 0 to 255.

ICMP-TYPE (Optional) Specifies the ICMP message type. The valid number of the
message type is from 0 to 255.

ICMP-CODE (Optional)Specifies the ICMP message code. The valid number of the
code type is from 0 to 255.

ICMP-MESSAGE (Optional) Specifies the ICMP message. The following pre-defined

parameters are available for selection: beyond-scope, destination-
unreachable, echo-reply, echo-request, erroneous_header, hop-limit,
multicast-listener-query, multicast-listener-done, multicast-listener-
report, nd-na, nd-ns, next-header, no-admin, no-route, packet-too-big,
parameter-option, parameter-problem, port-unreachable, reassembly-
timeout, redirect, renum-command, renum-result, renum-seq-number,
router-advertisement, router-renumbering, router-solicitation, time-
exceeded, unreachable.

time-range PROFILE-NAME (Optional) Specifies the name of time period profile associated with the
access list delineating its activation period.

Default

None.

Command Mode

IPv6 Access-list Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

If a rule entry is created without a sequence number, a sequence number will be automatically assigned.
If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be assigned a
sequence number that is 10 greater than the largest sequence number in that access list and is placed at
the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future lower
sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower sequence
number.

The sequence number must be unigue in the domain of an access-list. If you enter a sequence number
that is already present, an error message will be shown.
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The action deny-cpu will prevent the packet that matches the specific ACL to be copied to the CPU and
redirected to the CPU.The hardware forwarding behavior should not be affected. If an access list is
applied to any egress interface, all its rules with the action deny-cpu will be ignored. If the rule is used as
a software ACL, the deny-cpu action has the same function as the deny action.

Example

This example shows how to create four entries for an IPv6 extended access list named “ipv6-control”.
These entries are: permit TCP packets destined to network ff02::0:2/16, permit TCP packets destined to
host ff02::1:2, permit all TCP packets go to port 80 and permit all ICMP packets.

Switch# configure terminal

Switch(config)# ipv6 access-list extended ipv6-control

Switch(config-ipv6-ext-acl)# permit tcp any ff02::0:2/16
Switch(config-ipv6-ext-acl)# permit tcp any host ff02::1:2
Switch(config-ipv6-ext-acl)# permit tcp any any eq 80

Switch(config-ipv6-ext-acl)# permit icmp any any

Switch(config-ipv6-ext-acl)#

This example shows how to create two entries for an IPv6 standard access-list named “ipv6-std-control”.
These entries are: permit IP packets destined to network ff02::0:2/16, and permit IP packets destined to
host ff02::1:2.

Switch# configure terminal

Switch(config)# ipv6 access-list ipv6-std-control

Switch(config-ipv6-acl)# permit any ff02::0:2/16

Switch(config-ipv6-acl)# permit any host ff02::1:2

Switch(config-ipv6-acl)#

4-17 permit | deny | deny-cpu (mac access-list)

This command is used to define the rule for packets that will be permitted or denied. Use the no form
command to remove an entry

[SEQUENCE-NUMBER] {permit | deny | deny-cpu} {any | host SRC-MAC-ADDR | SRC-MAC-
ADDR SRC-MAC-WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-
WILDCARD]} [ethernet-type TYPE MASK] [cos VALUE [inner INNER-CQOS]] [vlan VLAN-ID [inner
INNER-VLAN]] [time-range PROFILE-NAME]

no SEQUENCE-NUMBER

Parameters

SEQUENCE-NUMBER Specifies the sequence number. The range is from 1 to 65535. The
lower the number is, the higher the priority of the permit/deny rule.

any Specifies any source MAC address or any destination MAC address.

host SRC-MAC-ADDR Specifies a specific source host MAC address.

SRC-MAC-ADDR SRC-MAC- Specifies a group of source MAC addresses by using a wildcard

WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
corresponding to the bit value 0 will be checked.

host DST-MAC-ADDR Specifies a specific destination host MAC address.

DST-MAC-ADDR DST-MAC- Specifies a group of destination MAC addresses by using a wildcard

WILDCARD bitmap. The bit corresponding to the bit value 1 will be ignored. The bit
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Default

corresponding to the bit value 0 will be checked.

ethernet-type TYPE MASK (Optional) Specifies that the Ethernet type which is a hexidecimal
number from 0 to FFFF or the name of an Ethernet type which can be
one of the following: aarp, appletalk, decnet-iv, etype-6000, etype-
8042, lat, lavc-sca, mop-console, mop-dump, vines-echo, vines-ip,

xns-idp, arp.
cos VALUE (Optional) Specifies the priority value of 0 to 7.
inner INNER-COS (Optional) Specifies the inner priority value. The range is from 0 to 7.
vlan VLAN-ID (Optional) Specifies the VLAN-ID.
inner INNER-VLAN (Optional) Specifies the inner VLAN ID.

time-range PROFILE-NAME (Optional) Specifies the name of time period profile associated with the
access list delineating its activation period

None.

Command Mode

MAC Access-list Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

If a rule entry is created without a sequence number, a sequence number will be automatically assigned.
If it is the first entry, the sequence number 10 is assigned. A subsequent rule entry will be assigned a
sequence number that is 10 greater than the largest sequence number in that access list and is placed at
the end of the list.

The user can use the command access-list sequence to change the start sequence number and
increment number for the specified access list. After the command is applied, the new rule without
specified sequence number will be assigned sequence based new sequence setting of the specified
access list.

When you manually assign the sequence number, it is better to have a reserved interval for future lower
sequence number entries. Otherwise, it will create extra effort to insert an entry with a lower sequence
number.

The sequence number must be unique in the domain of an access-list. If you enter a sequence number
that is already present, an error message will be displayed.

Multiple entries can be added to the list, and you can use permit for one entry and use deny for the other
entry. Different permit and deny commands can match different fields available for setting.

The action deny-cpu will prevent the packet that matches the specific ACL to be copied to the CPU and
redirected to the CPU. The hardware forwarding behavior should not be affected. If an access list is
applied to any egress interface, all its rules with the action deny-cpu will be ignored. If the rule is used as
a software ACL, the deny-cpu action has the same function as the deny action.

This example shows how to configure MAC access entries in the profile daily-profile to allow two sets of
source MAC addresses.

Switch# configure terminal

Switch(config)# mac access-list extended daily-profile

Switch(config-mac-ext-acl)# permit 00:80:33:00:00:00 00:00:00:ff:ff:ff any
Switch(config-mac-ext-acl)# permit 00:f4:57:00:00:00 00:00:00:ff:ff:ff any
Switch(config-mac-ext-acl)#
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4-18 show access-group

This command is used to display access group information for interface(s).

show access-group [interface INTERFACE-ID]

Parameters

interface INTERFACE-ID (Optional) Specifies the interface to be displayed.
Default

None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
If interface is not specified, all of the interfaces that have access list configured will be displayed.
Example

This example shows how to display access lists that are applied to all of the interfaces.

Switch# show access-group

ethl/0/1:
Inbound mac access-list : simple-mac-acl
Inbound ip access-list : simple-ip-acl
Switch#

4-19 show access-list

This command is used to display the access list configuration information.

show access-list [ip [NAME] | mac [NAME] | ipv6 [NAME] | expert [NAME] | arp [NAME]]

Parameters
ip (Optional) Specifies to display a listing of all IP access lists.
mac (Optional) Specifies to display a listing of all MAC access lists.
ipvé (Optional) Specifies to display a listing of all IPv6 access lists.
expert (Optional) Specifies to display a listing of all expert access lists.
NAME Specifies to display the contents of the specified access list.
arp Specifies to display the ARP access list.
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Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

This command displays access list information. If no option is specified, a listing of all configured access
lists is displayed. If the type of access list is specified, detailed information of the access list will be

displayed.

Example
This example shows how to display all access lists.
Switch#show access-list
Access-List-Name Type
simple-ip-acl ip ext-acl
simple-rd-acl ip ext-acl
rd-mac-acl mac ext-acl
rd-ip-acl ip acl
ip6-acl ipv6 ext-acl
park-arp-acl arp acl

Total Entries: 6

Switch#

This example shows how to display the IP access list called R&D.
Switch# show access-list ip R&D

IP access list R&D

10 permit tcp any 10.20.0.0 0.0.255.255

20 permit tcp any host 10.100.1.2

30 permit icmp any any

Switch#

4-20 show vlan access-map

This command is used to display the VLAN access-map configuration information.

show vlan access-map [MAP-NAME]

Parameters

56



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

MAP-NAME (Optional) Specifies the name of the VLAN access map being
configured. The name can be up to 32 characters.

Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
If no access-map name is specified, all VLAN access-map information will be displayed.
Example

This example shows how to display the VLAN access-map.

Switch# show vlan access-map

VLAN access-map vlan-map 10
match ip access list: stp_ipl
action: forward
VLAN access-map vlan-map 20
match mac access list: ext_mac
action: redirect ethl/0/5

Switch#

4-21 show vlan filter

This command is used to display the VLAN filter configuration of VLAN interfaces.

show vlan filter [access-map MAP-NAME | vlan VLAN-ID]

Parameters
MAP-NAME (Optional) Specifies the name of the VLAN access map. The name can
be up to 32 characters.
VLAN-ID (Optional) Specifies the VLAN ID.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.

Usage Guideline
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The show vlan filter access-map command is used to display the VLAN filter information by access map.
The command show vlan filter vlan is used to display the VLAN filter information by VLAN.

Example

This example shows how to display VLAN filter information.

Switch# show vlan Ffilter
VLAN Map aa

Configured on VLANs: 5-127,221-333
VLAN Map bb

Configured on VLANs: 1111-1222
Switch#

Switch# show vlan filter vlan 5

VLAN ID 5
VLAN Access Map: aa

Switch#

4-22 vlan access-map

This command is used to create a sub-map of a VLAN access map and enter the VLAN access-map sub-
map configure mode. The no form of this command used to delete an access-map or its sub-map.

vlan access-map MAP-NAME [SEQUENCE-NUM]
no vlan access-map MAP-NAME [SEQUENCE-NUM]

Parameters
MAP-NAME Specifies the name of the VLAN access map to be configured. The
name can be up to 32 characters.
SEQUENCE-NUM (Optional) Specifies the sequence number of the sub-map. The valid
range is from 1 to 65535.
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

A VLAN access map can contain multiple sub-maps. For each sub-map, one access list (IP access list,
IPv6 access list or MAC access list) can be specified and one action can be specified. After a VLAN
access map is created, the user can use the vlan filter command to apply the access map to VLAN(S).

A sequence number will be assigned automatically if the user does not assign it manually, and the
automatically assigned sequence number starts from 10, and increase 10 per new entry.
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The packet that matches the sub-map (that is packet permitted by the associated access-list) will take the
action specified for the sub-map. No further check against the next sub-maps is done. If the packet does
not match a sub-map, then the next sub-map will be checked.

Using the no form of this command without specify sequence numbers, will delete all sub-map
information of the specified access-map.

Example

This example shows how to create a VLAN access map.

Switch# configure terminal
Switch(config)# vlan access-map vlan-map 20
Switch(config-access-map)#

4-23 vlan filter

This command is used to apply a VLAN access map in a VLAN. Use the no command to remove a VLAN
access map from the VLAN.

vlan filter MAP-NAME vlan-list VLAN-ID-LIST
no vlan filter MAP-NAME vlan-list VLAN-ID-LIST

Parameters
MAP-NAME Specifies the name of the VLAN access map.
VLAN-ID-LIST Specifies the VLAN ID list.

Default
None.

Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
A VLAN can only be associated with one VLAN access map.
Example

This example shows how to apply the VLAN access-map “vlan-map” in VLAN 5.
Switch# configure terminal

Switch(config)# vlan filter vlan-map vlan-list 5
Switch(config-access-map)#
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5. Access Management Commands

5-1 access class

This command is used to specify an access list to restrict the access via a line. Use the no form of the
command to remove the specified access list check.

access-class IP-ACL

no access-class IP-ACL

Parameters
IP-ACL Specifies a standard IP access list. The source address field of the
permit or deny entry define the valid or invalid host.
Default
None.

Command Mode
Line Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

This command specifies access lists to restrict the access via a line. At most two access lists can be
applied to a line. If two access lists are already applied, an attempt to apply a new access list will be
rejected until an applied access list is removed by the no form of this command.

Example

This example shows how a standard IP access list is created and is specified as the access list to restrict
access via Telnet. Only the host 226.1.1.1 is allowed to access the server.

Switch# configure terminal

Switch(config)# ip access-list vty-filter

Switch(config-ip-ach)# permit 226.1.1.1 0.0.0.0

Switch(config-ip-acl)# exit

Switch(config)# line telnet

Switch(config-line)# access-class vty-filter

Switch(config-line)#

5-2 banner login

This command is used to enter banner login mode to configure the banner login message. Use the no
command to revert to the factory default the login banner.

banner login cMESSAGECc

no banner login
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Parameters
c Specifies the separator of the login banner message, for example a
pound sign (#). The delimiting character is not allowed in the login
banner message.
MESSAGE Specifies the contents of a login banner which will be displayed before
the username and password login prompts.
Default
None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to define a customized banner to be displayed after the user successfully logs into the
system. Follow the banner login command with one or more blank spaces and a delimiting character of
your choice. Then enter one or more lines of text, terminating the message with the second occurrence of
the delimiting character. For example with a pound sign (#) being the delimiting character, after inputting
the delimiting character, press the enter key, then the login banner contents can be typed. The delimiting
character need to be input then press enter to complete the type. To configure the login banner contents
to default, use no banner login command in global configuration mode.

Note: The typed additional characters after the end delimiting character are invalid. These characters will
be discarded by the system. The delimiting character cannot be used in the login banner text.

This example shows how to configure a login banner. The hash sign (#) is used as the delimiting
character. The start delimiting character, banner contents and end delimiting character will be input
before press first enter key:

Switch# configure terminal

Switch(config)# banner login #Enter Command Line Interface#

Switch(config)#

This example shows how to configure a login banner. The hash sign (#) is used as the delimiting
character. Just the start delimiting character will be input before press first enter key.

Switch# configure terminal

Switch(config)# banner login #

LINE c banner-text c, where "c® is a delimiting character

Enter Command Line Interface

#

Switch(config)#

5-3 prompt

This command is used to customize the CLI prompt. Use the no form of the command to reset the prompt
to default setting.

prompt STRING
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no prompt
Parameters
STRING Specifies a string to define the customized prompt. The prompt will be
based on the specified characters or the following control characters.
The space character in the string is ignored.
% h — encode the SNMP server name.
%s — space
%% - encode the % symbol
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use the prompt command to customize the CLI prompt. If the user selects to encode the SNMP server
name as the prompt, only the first 15 characters are encoded. The privileged level character will appear
as the last character of the prompt.

The character is defined as follows.

e >’ Represents user level.
e ‘# Represents privileged user level.

Example

This example shows how to change the prompt to "BRANCH A" using administrator.
Switch# configure terminal

Switch(config)# prompt BRANCH%SA

BRANCH A(config)#

5-4 enable password

This command is used to setup enable password to enter different privileged levels and use the no to
return the password to the empty string.

enable password [level PRIVILEGE-LEVEL] [0] 7] PASSWORD
no enable password [level PRIVILEGE-LEVEL]

Parameters
level PRIVILEGE-LEVEL Specifies the privilege level for the user. The privilege level is between
1 and 15. If this argument is not specified in the command or the no
form of the command, the privilege level defaults to 15 (traditional
enable privileges).
0 PASSWORD Specifies the password the user must enter to gain access to the
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Default

switch. The password can contain embedded spaces. The password is
case-sensitive. This is the default option. The plain-text password
maximum length is 32. (The range is 1-32)

7 PASSWORD Specifies the password in the encrypted form based on SHA-I. For the
encrypted form password, the length is fixed to 35 bytes long. The
password is case-sensitive. The syntax is Encrypted Password.

By default, no password is set. It is an empty string.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

The exact password for a specific level needs to be used to enter the privilege level. Each level has only
one password to enter the level.

This example shows how to create an enable password at the privilege level 15 of “MyEnablePassword”.

Switch# configure terminal

Switch(config) #enable password MyEnablePassword
Switch# disable

Switch# enable

Password:
Switch# show privilege
Current privilege level is 15
Switch#

5-5 ip telnet server

This command is used to enable a Telnet server. And use the no command to disable the Telnet server
function

ip telnet server

no ip telnet server

Parameters

Default

None.

By default, this option is enabled.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.
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Usage Guideline

This command enables or disables the Telnet server. The SSH access interface is separately controlled
by SSH commands.

Example

This example shows how to enable the Telnet server.

Switch# configure terminal
Switch(config)# ip telnet server
Switch(config)#

5-6 ip telnet service-port

This command is used to specify the service port for Telnet. Use the no command to return the service
port to 23.

ip telnet service-port TCP-PORT

no ip telnet service-port

Parameters

TCP-PORT Specifies the TCP port number. TCP ports are numbered between 1
and 65535. The “well-known” TCP port for the TELNET protocol is 23.

Default
By default, this value is 23.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This command configures the TCP port number for Telnet access
Example

This example shows how to change the Telnet service port number to 3000.
Switch# configure terminal

Switch(config)# ip telnet service-port 3000

Switch(config)#

5-7 ip telnet source-interface

This command is used to specify the interface whose IP address will be used as the source address of
Telnet packets that initiates a Telnet connection. To remove the specification, use the no form of this
command.

ip telnet source-interface INTERFACE-ID
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no ip telnet source-interface

Parameters

INTERFACE-ID Specifies the interface whose IP address will be used as the source
address of packets that initiates a Telnet connection.

Default
The IP address of the closest interface will be used.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command to specify the interface IP address source address packets that initiates a Telnet

connection.
Example
This example shows how to configure VLAN 100 as the source interface for Telnet packets to initiate a
Telnet connection.
Switch# configure terminal
Switch(config)# ip telnet source-interface vlianl100
Switch(config)#
5-8 line
This command is used to identify a line type for configuration and enter line configuration mode.
line {console | telnet | ssh}
Parameters
console Specifies the local console terminal line.
telnet Specifies the Telnet terminal line
ssh Specifies the SSH terminal line
Default
None.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The line command is used to enter the Line Configuration Mode.
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Example

This example shows how to enter the Line Configuration Mode for the SSH terminal line and configures
its access class as "vty-filter”.

Switch# configure terminal

Switch(config)# line ssh
Switch(config-line)# access-class vty-filter
Switch(config-line)#

5-9 service password-recovery

This command is used to enable or disable the backdoor password recovery feature. Use the no form of
the command to disable the backdoor password recovery feature.

service password-recovery

no service password-recovery

Parameters

None.
Default

By default, this option is enabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to configure the backdoor password recovery feature which is open by default.
Example

This example shows how to disable the password recovery backdoor feature.

Switch# configure terminal
Switch(config)# no service password-recovery
Switch(config)#

5-10 service password-encryption

This command is used to enable the encryption of the password before stored in the configuration file.
The no command will disable the encryption.

service password-encryption

no service password-encryption

Parameters

None.
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Default

By default, this option is disabled.
Command Mode

Global Configuration Mode.

Command Default Level
Level:15.

Usage Guideline

The user account configuration information is stored in the running configuration file and can be applied to
the system later. If the service password-encryption command is enabled, the password will be stored
in the encrypted form.

When the service password encryption option is disabled and the password is specified in the plain text
form, the password will be in plain text form. However, if the password is specified in the encrypted form
or if the password has been converted to the encrypted form by the last service password-encryption
command, the password will still be in the encrypted form. It cannot be reverted back to plain text.

The password affected by this command includes the user account password, enable password, and the
authentication password.

Example

This example shows how to enable the encryption of the password before stored in the configuration file.
Switch# configure terminal

Switch(config)# service password encryption
Switch(config)#

5-11 show terminal

This command is used to obtain information about the terminal configuration parameter settings for the
current terminal line. Use this command in any EXEC mode or User EXEC or Any Configuration Mode.

show terminal

Parameters
None.
Default
None.

Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display information about the terminal configuration parameters for the current
terminal line

Example
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This example shows how to display information about the terminal configuration parameter settings for
the current terminal line.

Switch#show terminal

Terminal Settings:
Length: O lines
width: 80 columns
Default Length: O lines
Default Width: 80 columns
Baud Rate: 115200 bps

Switch#

5-12 show users

This command is used to display information about the active lines on the switch.

show users
Parameters
None.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
This command displays information about the active lines on the switch.
Example

This example shows how to display all session information.
Switch#show users

Type User-Name Privilege Login-Time IP address
* console Anonymous 15 2H54M47S

Total Entries: 1

Switch#

5-13 telnet

This command is used to login another device that supports Telnet.
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telnet [vrf VRF-NAME] [IP-ADDRESS | IPV6-ADDRESS] [TCP-PORT]

Parameters
VRF-NAME Specifies the name of the routing forwarding instance.
IP-ADDRESS Specifies the IPv4 address of the host.
IPV6-ADDRESS Specifies the IPv6 address of the host.
TCP-PORT Specifies the TCP port number. TCP ports are numbered between 1
and 65535. The “well-known” TCP port for the Telnet protocol is 23
Default
None.

Command Mode

EXEC Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This is the Telnet client function and can be used to communicate with another device using the Telnet
feature. The Telnet software supports special Telnet commands in the form of Telnet sequences that map
generic terminal control functions to operating system-specific functions. To issue a special Telnet
command, enter the escape sequence and then a command character. The default escape sequence is
CTRL+_ (press and hold the CTRL and Shift keys and the underscore ‘ ' key). The special Telnet
commands will be displayed as follows:

e e — Exits the Telnet connection. Either an uppercase or lowercase letter ‘e’ can exit the Telnet
connection.

If another key is pressed, the terminal will return to the original active Telnet session.

Multiple Telnet sessions can be opened on the switch system and each open Telnet session can have its
own Telnet client software supported at the same time

This example shows how to Telnet to the IP address 10.90.90.91 using the default port 23. The IP
address, 10.90.90.91 is the DGS-3620-28PC management interface which allows a user to login.

Switch# telnet 10.90.90.91
DGS-3620-28PC Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.51.R008
Copyright(C) 2014 D-Link Corporation. All rights reserved.

Password required, but none set

Switch#

This example shows how to Telnet through port 23 to 10.90.90.91 and the connection failed. Try using
port 3500 instead to login into the management interface.

Switch# telnet 10.90.90.91
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ERROR: Could not open a connection to host on server port 23.
Switch# telnet 10.90.90.91 3500
DGS-3620-28PC Gigabit Ethernet Switch
Command Line Interface
Firmware: Build 1.51.R008
Copyright(C) 2014 D-Link Corporation. All rights reserved.

Password required, but none set

Switch#

5-14 terminal length

The command is used to configure the number of lines displayed on the screen. The terminal length
command will only affect the current session. The default terminal length command will set the default
value but it doesn’t affect the current session. The newly created, saved session terminal length will use
the default value. Use no form of this command to revert back to the default settings.

terminal length default NUMBER

no terminal length default

Parameters
NUMBER Specifies the number of lines to display on the screen. This value must
be between 0 and 512.When the terminal length is 0, the display will
not stop until it reaches the end of the display.
Default

By default, this value is 24.
Command Mode

Use the EXEC Mode or Privilege EXEC Mode for the terminal length command.

Use the Global Configuration Mode for the terminal length default command.
Command Default Level

Level: 1 (for the terminal length command).

Level: 12 (for the terminal length default command).
Usage Guideline

When the terminal length is 0, the display will not stop until it reaches the end of the display.

If the terminal length is specified to a value other than 0, for example 50, then the display will stop after
every 50 lines. The terminal length is used to set the number of lines displayed on the current terminal
screen. This command also applies to Telnet and SSH sessions. Valid entries are from 0 to 512. The
default is 24 lines. A selection of 0's instructs the Switch to scroll continuously (no pausing).

Output from a single command that overflows a single display screen is followed by the prompt. At the
prompt, press CTRL+C, g, Q, or ESC to interrupt the output and return to the prompt. Press the Spacebar
to display an additional screen of output, or press Return to display one more line of output. Setting the
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Example

screen length to 0 turns off the scrolling feature and causes the entire output to display at once. Unless
the default keyword is used, a change to the terminal length value applies only to the current session.
When using the no form of this command, the number of lines in the terminal display screen is reset to 24.

The terminal length default command is available in the global configuration mode. The command
setting does not affect the current existing terminal sessions but affects the new terminal sessions that
are activated later. Only the default terminal length value can be saved.

This example shows how to change the lines to be displayed on a screen to 60.

Switch# terminal length 60
Switch#

5-15 terminal speed

This command is used to setup the terminal speed. Use the no form of the command to reset to the
default setting.

terminal speed BPS

no terminal speed

Parameters

Default

BPS Specifies the console rate in bits per second (bps).

By default, this value is 115200.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to configure the terminal connection speed. Some baud rates available on the devices
connected to the port might not be supported on the switch.

This example shows how to configure the serial port baud rate to 9600 bps.

Switch# configure terminal
Switch(config)# terminal speed 9600
Switch(config)#

5-16 session timeout

This command is used to configure the line session timeout value. Use the no form of the command to
reset it to the default settings.

session-timeout MINUTES
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no session-timeout

Parameters

MINUTES Specifies the timeout length in minutes. 0 represents never timeout.

Default
By default, this value is 3 minutes.
Command Mode
Line Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
This timer specifies the timeout for auto-logout sessions established by the line that is being configured.
Example

This example shows how to configure the console session to never timeout.

Switch# configure terminal
Switch(config)# line console
Switch(config-line)# session-timeout O
Switch(config-line)#

5-17 terminal width

The command is used to set the number of character columns on the terminal screen for the current
session line. The terminal width command will only affect the current session. The terminal width default
command will set the default value, but it doesn’t affect any current sessions.

terminal width default NUMBER

no terminal width default

Parameters

NUMBER Specifies the number of characters to display on the screen. Valid
values are from 40 to 255.

Default
By default, this value is 80 characters.
Command Mode
Use the EXEC Mode or Privilege EXEC Mode for the terminal width command.
Use the Global Configuration Mode for the terminal width default command.
Command Default Level
Level: 1 (for the terminal width command).

Level: 12 (for the terminal width default command).
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Usage Guideline

By default, the switch’s system terminal provides a screen display width of 80 characters. The terminal
width command changes the terminal width value which applies only to the current session. When
changing the value in a session, the value applies only to that session. When the no form of this
command is used, the number of lines in the terminal display screen is reset to the default, which is 80
characters.

The terminal width default command is available in the global configuration mode. The command
setting does not affect the current existing terminal sessions but affect the new terminal sessions that are
activated later and just the global terminal width value can be saved.

However, for remote CLI session access such as Telnet, the auto-negotiation terminal width result will
take precedence over the default setting if the negotiation is successful. Otherwise, the default settings
take effect.

Example

This example shows how to adjust the current session terminal width to 120 characters.

Switch# show terminal

Length: 24 lines

Width: 80 columns
Default Length: 24 lines
Default Width: 80 columns
Baud rate: 9600

Switch# terminal width 120
Switch# show terminal

Length: 24 lines

Width: 120 columns
Default Length: 24 lines
Default Width: 80 columns
Baud rate: 9600

Switch #

5-18 username

This command is used to create a user account. Use the no command to delete the user account.

username NAME [privilege LEVEL] [nopassword | password [0 | 7] PASSWORD]

no username [NAME]

Parameters
NAME Specifies the user name with a maximum of 32 characters.
privilege LEVEL Specifies the privilege level for each user. The privilege level must be
between 1 and 15.
nopassword Specifies that there will be no password associated with this account.
password Specifies the password for the user.
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Default

0 Specifies the password in clear, plain text. The password length is
between 1 and 32 characters and can contain embedded spaces. It is
case-sensitive. If the password syntax cannot be specified, the syntax
remains plain text.

7 Specifies the encrypted password based on SHA-1. The password
length is fixed at 35 bytes. It is case-sensitive. The password is
encrypted. If the password syntax is not specified, the syntax is plain
text.

PASSWORD Specifies the password string based on the type.

By default, no username-based authentication system is established.

If not specified, use 1.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

This command creates user accounts with different access levels. Level 1 users are allowed access to
the EXEC mode. Level 1 users need to further use the enable command to enter the privileged EXEC
mode.

Users who login into a level equal to or higher than 2, can use the Privileged EXEC Mode. Users logging
in to Levels 2 to 15 have access to Privileged EXEC Mode. Users can specify the password in the
encrypted form or the plain text form. When the service password encryption option is enabled, plain
text is encrypted. If the no username command is used without a username specified, all users are
removed.

The factory default user account setting is empty. When the user account is empty, the user will be
directly placed into the User EXEC Mode, at Level 1. To enter the Privileged EXEC Mode enter the
enable command.

This example shows how to create an administrative username, called admin, and a password, called
“mypassword”.

Switch# configure terminal

Switch(config)# username admin privilege 15 password O mypassword

Switch(config)#

This example shows how to remove the user account with the username admin.

Switch# configure terminal
Switch(config)# no username admin
Switch(config)#

5-19 password

This command is used to create a new password. Use the no form of the command to remove the
password.
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password [0 | 7] PASSWORD

no password

Parameters

0 Specifies the password in clear, plain text. The password length is
between 1 and 32 characters and can contain embedded spaces. It is
case-sensitive. If the password syntax cannot be specified, the syntax
remains plain text.

7 Specifies the encrypted password based on SHA-1. The password
length is fixed at 35 bytes. It is case-sensitive. The password is
encrypted. If the password syntax is not specified, the syntax is plain
text.

PASSWORD Specifies the password for the user.

Default
None.

Command Mode

Line Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

This command is used to create a new user password. Only one password can be used for each type of

line.

Example

This example shows how to create a password for the console line.

Switch# configure terminal
Switch(config)# line console

Switch(config-line)# password 123

Switch(config-line)#
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6. ARP Spoofing Prevention Commands

6-1 ip arp spoofing-prevention

This command is used to configure an ARP Spoofing Prevention (ASP) entry of the gateway used for
preventing ARP poisoning attacks. Use the no form of the command to delete an ARP spoofing

prevention entry.

ip arp spoofing-prevention GATEWAY-IP GATEWAY-MAC interface INTERFACE-ID [,|-]
no ip arp spoofing-prevention GATEWAY-IP [interface INTERFACE-ID [,|-] ]

Parameters

GATEWAY-IP

Specifies the IP address of the gateway.

GATEWAY-MAC

Specifies the MAC address of the gateway. The MAC address setting
will replace the last configuration for the same gateway IP address.

INTERFACE-ID

Specifies the interface of the entry that will be active or removed from
the active interface list (in the no form of this command). An ARP entry
won't be checked, if the receiving port is not included in the specified
interface list.

(Optional) Specifies a number of interfaces or separate a range of
interfaces from a previous range. No space before and after the
comma.

(Optional) Specifies a range of interfaces. No space before and after
the hyphen.

Default

By default, no entries exist.

Command Mode

Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

This command is used to configure the ARP spoofing prevention (ASP) entry to prevent spoofing of the
MAC address of the protected gateway. When an entry is created, ARP packets whose sender IP
address matches the gateway IP address, of an entry, but its sender MAC address field does not match
the gateway MAC address, of the entry, will be dropped by the system. The ASP will bypass the ARP
packets whose sender IP address doesn’'t match the configured gateway IP address.

If an ARP address matches a configured gateway’s IP address, MAC address, and port list, then bypass
the Dynamic ARP Inspection (DAI) check no matter if the receiving port is ARP ‘trusted’ or ‘untrusted’.

Only physical ports and port channel interfaces are valid interface to be specified.

Example

This example shows how to configure an ARP spoofing prevention entry with an IP address of
10.254.254.251 and MAC address of 00-00-00-11-11-11 and activate the entry at port eth2/0/10 and port

channel 3.

Switch#configure terminal
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Switch(config)# ip arp spoofing-prevention 10.254.254.251 00-00-00-11-11-11 interface
eth2/0/10

Switch(config)# ip arp spoofing-prevention 10.254.254_251 00-00-00-11-11-11 interface
port-channel 3

Switch(config)#

6-2 show ip arp spoofing-prevention

This command is used to display the configuration of ARP spoofing prevention.

show ip arp spoofing-prevention

Parameters
None.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display all ARP spoofing prevention entries.
Example

This example shows how to display all ARP spoofing prevention entries.

Switch#show ip arp spoofing-prevention
1P MAC Interfaces
10.90.90.1 00-11-22-33-44-55 eth1/0/1

Total Entries: 1

Switch#

Display Parameters

P The IP address of the gateway.
MAC The MAC address of the gateway.
Interfaces The interfaces on which the ARP spoofing prevention is active.
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7. Asymmetric VLAN Commands

7-1 asymmetric-vlan

This command is used to enable the asymmetric VLAN function. Use the no form of this command to
disable the asymmetric VLAN function.

asymmetric-vlan

no asymmetric-vlan

Parameters

None.
Default

By default, this feature is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable or disable the asymmetric VLAN function.
Example

This example shows how to enable asymmetric VLAN.

Switch# configure terminal
Switch(config)# asymmetric-vlan

This example shows how to disable asymmetric VLAN.

Switch# configure terminal
Switch(config)# no asymmetric-vlan
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8. Authentication, Authorization, and
Accounting (AAA) Commands

8-1 aaa accounting commands

This command is used to configure the method list used for accounting commands at the specified
privilege level Use the no command to remove an accounting method list.

aaa accounting commands LEVEL {default | LIST-NAME} start-stop METHOD1 [METHOD?2...]
no aaa accounting commands LEVEL {default | LIST-NAME}

Parameters

LEVEL Specifies to do accounting for all configure commands at the specified
privilege level. Valid privilege level entries are 1 to 15.

default Specifies to configure the default method list for accounting.

LIST-NAME Specifies the name of the method list. This name can be up to 32
characters long.

METHOD1 [METHOD?2...] Specifies the list of methods that the accounting algorithm tries in the
given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.
group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.
group GROUP-NAME — Specifies to use the server groups defined by
the aaa group server tacacs+ command.

none — Specifies no to perform accounting.

Default
No AAA accounting method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to configure the method list for accounting of commands.
Example

This example shows how to create a method list for accounting of the privilege level of 15 using
TACACS+ and sends the accounting messages at the start and end time of access.

Switch#configure terminal
Switch(config)#aaa accounting commands 15 list-1 start-stop group tacacs+

8-2 aaa accounting exec
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This command is used to authorize the users logged in the NAS CLI and assign the authority level. The
no form of this command is used to disable the AAA authorization EXEC function.

aaa accounting exec {default | LIST-NAME} start-stop METHOD1 [METHOD?2...]

no aaa accounting exec {default | LIST-NAME}

Parameters

default Specifies to configure the default method list for EXEC accounting.

LIST-NAME Specifies the name of the method list. This name can be up to 32
characters long.

METHOD1 [METHOD?2...] Specifies the list of methods that the accounting algorithm tries in the
given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME - Specifies to use the server groups defined by
the AAA group server command.

none — Specifies not to perform accounting.

Default
No AAA accounting method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to configure the method list for EXEC accounting.
Example

This example shows how to create a method list for accounting of user activities using RADIUS, which will
send accounting messages at the start and end time of access.

Switch#configure terminal
Switch(config)#aaa accounting exec list-1 start-stop group radius

8-3 aaa accounting network

This command is used to account user activity in accessing the network. Use the no command to remove
the accounting method list.

aaa accounting network default start-stop METHOD1 [METHOD?2...]

no aaa accounting network default
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Parameters

network Specifies to perform accounting of network related service requests.

start-stop Specifies to send accounting messages at both the start time and the
end time of access. Users are allowed of access the network
regardless of whether the start accounting message enables the
accounting successfully.

default Specifies to configure the default method list for network accounting.

METHOD1 [METHOD2...] Specifies the list of methods that the accounting algorithm tries in the
given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME - Specifies to use the server groups defined by
the AAA group server command.

none — Specifies no to perform accounting.

Default
No AAA accounting method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the accounting method list for network access fees. For the default
method list to take effect, enable AAA first by using the aaa new-model command. The accounting
system is disabled if the default method list is not configured.

Example

This example shows how to enable accounting of the network access fees using RADIUS and sends the
accounting messages at the start and end time of access:

Switch#configure terminal
Switch(config)#aaa accounting network default start-stop group radius

8-4 aaa accounting system

This command is used to account system events. Use the no command to remove the accounting
method list.

aaa accounting system default start-stop METHOD1 [METHOD?2...]

no aaa accounting system default

Parameters
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system Specifies to perform accounting for system-level events.

start-stop Specifies to send accounting messages at both the start time and the
end time of access. Users are allowed to access the network
regardless of whether the start accounting message enables the
accounting successfully.

default Specifies to configure the default method list for system accounting.

METHOD1 [METHOD?2...]

Specifies the list of methods that the accounting algorithm tries in the
given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME - Specifies to use the server groups defined by
the AAA group server command.

none — Specifies no to perform accounting.

Default

No AAA accounting method is configured.

Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to configure the accounting method list for system-events such as reboot, reset events.
For the default method list to take effect, enable AAA first by using the aaa new-model command. The
accounting system is disabled if the default method list is not configured.

Example

This example shows how to enable accounting of the system events using RADIUS and sends the
accounting messages while system event occurs:

Switch#configure terminal

Switch(config)# aaa accounting system default start-stop group radius

8-5 aaa authentication enable

This command is used to configure the default method list used for determining access to the privileged
EXEC level. Use the no command to remove the default method list.

aaa authentication enable default METHOD1 [METHOD?2...]

no aaa authentication enable default

Parameters

METHOD1 [METHOD?2...]

Specifies the list of methods that the authentication algorithm tries in
the given sequence. Enter at least one method or enter up to four
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methods. The following are keywords that can be used to specify a
method.

enable — Specifies to use the local enable password for authentication.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME — Specifies to use the server groups defined by
the AAA group server command.

none - Normally, the method is listed as the last method. The user will
pass the authentication if it is not denied by previous method
authentication.

Default

No AAA authentication method is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

Use this command to configure the default authentication method list for determining access to the
privileged EXEC level when users issue the enable [privilege LEVEL] command. The authentication with
the RADIUS server will be based on the privilege level and take either “enable12” or “enable15” as the
user name.

Example

This example shows how to set the default method list for authenticating. The method tries the server
group “group?2”.

Switch#configure terminal

Switch(config)# aaa authentication enable default group group2

8-6 aaa authentication dotlx

This command is used to configure the default method list used for 802.1X authentication. Use the no
command to remove the default method list.

aaa authentication dotlx default METHOD1 [METHOD?2...]

no aaa authentication dotlx default

Parameters

METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.
local — Specifies to use the local database for authentication.

group radius — Specifies to use the servers defined by the RADIUS
server host command.
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group GROUP-NAME — Specifies to use the server groups defined by
the AAA group server.

none - Normally, the method is listed as the last method. The user will
pass authentication if it is not denied by previous method
authentication.

Default
No AAA authentication method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for 802.1X authentication. Initially,
the default method list is not configured. The authentication of 802.1X requests will be performed based
on the local database.

Example

This example shows how to set the default methods list for authenticating dot1X users.

Switch#configure terminal
Switch(config)# aaa authentication dotlx default group radius

8-7 aaa authentication igmp-auth

This command is used to configure the default method list used for IGMP authentication. Use the no
command to remove the default method list.

aaa authentication igmp-auth default group radius

no aaa authentication igmp-auth default

Parameters

None.
Default

No AAA authentication method is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for IGMP authentication.
Example

This example shows how to set the default methods list for IGMP authenticating.

Switch#configure terminal
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Switch(config)# aaa authentication igmp-auth default group radius

8-8 aaa authentication jwac

This command is used to configure the default method list used for JWAC authentication. Use the no
command to remove the default method list.

aaa authentication jwac default METHOD1 [METHOD?2...]

no aaa authentication jwac default

Parameters

METHOD1 [METHOD2...] Specifies the list of methods that the authentication algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

local — Specifies to use the local database for authentication.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group GROUP-NAME - Specifies to use the server groups defined by
the AAA group server.
none - Normally, the method is listed as the last method. The user will

pass authentication if it is not denied by previous method
authentication.

Default
No AAA authentication method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for IWAC authentication. Initially,
the default method list is not configured. The authentication of JIWAC request will be performed based on
the local database.

Example

This example shows how to set the default method list for authenticating JWAC users.

Switch#configure terminal
Switch(config)# aaa authentication jwac default group radius

8-9 aaa authentication login

This command is used to configure the method list used for login authentication. Use the no command to
remove a login method list.
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aaa authentication login {default | LIST-NAME} METHOD1 [METHOD?2...]
no aaa authentication login {default | LIST-NAME}

Parameters

default Specifies to configure the default method list for login authentication.

LIST-NAME Specifies the name of the method list other than the default method
list. This name can be up to 32 characters long.

METHOD1 [METHOD2...] Specifies the list of methods that the authentication algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

local — Specifies to use the local database for authentication.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group tacacs+ - Specifies to use the servers defined by the
TACACS+ server host command.

group GROUP-NAME — Specifies to use the server groups defined by
the AAA group server command.

none - Normally, the method is listed as the last method. The user will
pass authentication if it is not denied by previous method’s
authentication.

Default

No AAA authentication method list is configured.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

Use this command to configure the authentication method list used for login authentication. Multiple
method lists can be configured. The default keyword is used to define the default method list.

If authentication uses the default method list but the default method list does not exist, then the
authentication will be performed via the local database.

The login authentication authenticates the login user name and password, and also assigns the privilege
level to the user based on the database.

A method list is a sequential list describing the authentication methods to be queried in order to
authenticate a user. Method lists enable you to designate one or more security protocols to be used for
authentication, thus ensuring a backup system for authentication in case the initial method fails. The
switch system uses the first listed method to authenticate users. If that method fails to respond, the switch
system selects the next authentication method listed in the method list. This process continues until there
is successful communication with a listed authentication method or all methods defined in the method list
are exhausted.

It is important to note that the switch system attempts authentication with the next listed authentication
method only when there is no response from the previous method. If authentication fails at any point in
this cycle, meaning that the security server or local username database responds by denying the user
access, the authentication process stops and no other authentication methods are attempted.

Example

This example shows how to set the default login methods list for authenticating of login attempts.
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Switch#configure terminal
Switch(config)# aaa authentication login default group group2 local

8-10 aaa authentication mac-auth

This command is used to configure the default method list used for MAC authentication. Use the no
command to remove the default method list.

aaa authentication mac-auth default METHOD1 [METHOD?2...]

no aaa authentication mac-auth default

Parameters

METHOD1 [METHOD?2...] Specifies the list of methods that the authentication algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

local — Specifies to use the local database for authentication.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group GROUP-NAME - Specifies to use the server groups defined by
the AAA group server.
none - Normally, the method is listed as the last method. The user will

pass authentication if it is not denied by previous method
authentication.

Default
No AAA authentication method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for MAC authentication. Initially, the
default method list is not configured. The authentication of MAC request will be performed based on the
local database.

Example

This example shows how to set the default methods list for authenticating mac-auth users.

Switch#configure terminal
Switch(config)# aaa authentication mac-auth default group radius

8-11 aaa authentication web-auth

This command is used to configure the default method list used for Web authentication. Use the no
command to remove the default method list.
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aaa authentication web-auth default METHOD1 [METHOD?2...]

no aaa authentication web-auth default

Parameters

METHOD1 [METHOD2...] Specifies the list of methods that the authentication algorithm tries in
the given sequence. Enter at least one method or enter up to four
methods. The following are keywords that can be used to specify a
method.

local — Specifies to use the local database for authentication.

group radius — Specifies to use the servers defined by the RADIUS
server host command.

group GROUP-NAME - Specifies to use the server groups defined by
the AAA group server.

none - Normally, the method is listed as the last method. The user will
pass authentication if it is not denied by previous method
authentication.

Default
No AAA authentication method is configured.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to configure the default authentication method list for Web authentication. Initially, the
default method list is not configured. The authentication of the web-auth request will be performed based
on the local database.

Example

This example shows how to set the default method list for authenticating web-auth users.

Switch#configure terminal
Switch(config)# aaa authentication web-auth default group radius

8-12 aaa group server radius

This command is used to enter the RADIUS group server configuration mode to associate server hosts
with the group. Use the no form of the command to remove a RADIUS server group

aaa group server radius GROUP-NAME
no aaa group server radius GROUP-NAME

Parameters
GROUP-NAME Specifies the name of the server group. This hame can be up to 32
characters long. The syntax is a general string that does not allow
spaces.
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Default

There is no AAA group server.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

Use this command to define a RADIUS server group. The created server group is used in the definition of
method lists used for authentication, or accounting by using AAA authentication and AAA accounting
command. Also use this command to enter the RADIUS group server configuration mode. Use the server
command to associate the RADIUS server hosts with the RADIUS server group.

Example

This example shows how to create a RADIUS server group with two entries. The second host entry acts
as backup to the first entry.

Switch#configure terminal

Switch(config)#aaa group server radius groupl

Switch(config-sg-radius)# server 172.19.10.100 auth-port 1500
Switch(config-sg-radius)# server 172.19.10.100 auth-port 1600
Switch(config-sg-radius)# exit

Switch(config)#

8-13 aaa group server tacacs+

This command is used to enter the TACACS+ group server configuration mode to associate server hosts
with the group. Use the no form of the command to remove a TACACS+ server group

aaa group server tacacs+ GROUP-NAME

no aaa group server tacacs+ GROUP-NAME

Parameters
GROUP-NAME Specifies the name of the server group. This name can be up to 32
characters long. The syntax is a general string that does not allow
spaces.
Default

There is no AAA group server.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to enter the TACACS+ group server configuration mode. Use the server command to
associate the TACACS+ server hosts with the TACACS+ server group. The defined server group can be
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specified as the method list for authentication, or accounting by using the AAA authentication and AAA
accounting command.

Example

This example shows how to create a TACACS+ server group with two entries.

Switch#configure terminal

Switch(config)#aaa group server tacacs+ groupl

Switch(config-sg-tacacs+)# server 172.19.10.100
Switch(config-sg-tacacs+)# server 172.19.11.20

Switch(config-sg-tacacs+)# exit

Switch(config)#

8-14 aaa new-model

This command is used to enable AAA for the authentication or accounting function. Use the no form of
the command to disable the AAA function.

aaa new-model

no aaa new-model

Parameters

None.
Default

By default, this feature is disabled.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

The user should use the aaa new-model command to enable AAA before the authentication and
accounting via the AAA method lists take effect. If AAA is disabled, the login user will be authenticated via
the local user account table created by the username command. The enable password will be
authenticated via the local table which is defined via the enable password command.

Example

This example shows how to enable the AAA function.

Switch#configure terminal
Switch(config)# aaa new-model

8-15 accounting command

This command is used to configure the method list used for command accounting via a specific line. Use
the no form of the command to disable the accounting command.

accounting command LEVEL {default | METHOD-LIST}
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no accounting command LEVEL

Parameters
LEVEL Specifies to do accounting for all configured commands at the
specified privilege level. Valid privilege level entries are 1 to 15.
default Specifies to do accounting based on the default method list.
METHOD-LIST Specifies the name of the method list to use.
Default

By default, accounting is disabled.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

For accounting via the method list to take effect, enable AAA first by using the aaa new-model command.
Create the method list first by using the aaa accounting command command. If the method list does not
exist, the command does not take effect. The user can specify different method lists to account
commands at different levels. A level can only have one method list specified.

Example

This example shows how to enable the command accounting level 15 configure command, issued via the
console using the accounting method list named “cmd-15" on the console.

Switch#configure terminal

Switch(config)# aaa accounting commands 15 cmd-15 start-stop group tacacs+
switch(config)# line console

switch(config-line)# accounting commands 15 cmd-15

8-16 accounting exec

This command is used to configure the method list used for EXEC accounting for a specific line. Use the
no form of the command to disable the accounting EXEC option.

accounting exec {default | METHOD-LIST}

no accounting exec

Parameters
default Specifies to use the default method list.
METHOD-LIST Specifies the name of the method list to use.
Default

By default, this option is disabled.
Command Mode
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Global Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

For accounting via the method list to take effect, enable AAA first by using the aaa new-model command.
Create the method list first by using the aaa accounting exec command. If the method list does not exist,

the command does not take effect.

Example

This example shows how to configure the EXEC accounting method list with the name of “list-1". It uses
the RADIUS server. If the security server does not response, it does not perform accounting. After the
configuration, the EXEC accounting is applied to the console.

Switch#configure terminal

Switch(config)# aaa accounting exec list-1 start-stop group radius

switch(config)# line console

switch(config-line)# accounting exec list-1

8-17 clear aaa counters servers

This command is used to clear the authentication and accounting (AAA) server statistic counters.

clear aaa counters servers {all | radius {IP-ADDRESS]| IPV6-ADDRESS | all} | tacacs {IP-

ADDRESS | all} | sg NAME}

Parameters

all

Specifies to clear server counter information related to all server hosts.

radius IP-ADDRESS

Specifies to clear server counter information related to a RADIUS IPv4
host.

radius IPV6-ADDRESS

Specifies to clear server counter information related to a RADIUS IPv6
host.

radius all

Specifies to clear server counter information related to all RADIUS
hosts.

tacacs IP-ADDRESS

Specifies to clear server counter information related to a TACACS IPv4
host.

tacacs all Specifies to clear server counter information related to all TACACS
hosts.
sg NAME Specifies to clear server counter information related to all hosts in a
server group.
Default
None.

Command Mode
Privilege EXEC Mode.
Command Default Level
Level: 15.
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Usage Guideline

Use this command to clear the statistics counter related to AAA servers.

Example

This example shows how to clear AAA server counters.

Switch# clear aaa counters servers all
Switch#

This example shows how to clear AAA server counters information for all hosts in the server group
“server-farm”.

Switch# clear aaa counters servers sg server-farm
Switch#

8-18 ip radius source-interface

This command is used to specify the interface whose IP address will be used as the source IP address
for sending RADIUS packets. To revert back to the default setting, use the no form of this command.

ip radius source-interface INTERFACE-ID

no ip radius source-interface

Parameters

INTERFACE-ID Specifies the interface whose IP address will be used as the source IP
address for sending RADIUS packets.

Default

The IP address of the closest interface will be used.
Command Mode

Global Configuration Mode or Server Group Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

This command can be used to specify the interface whose IP address will be used as the source IP
address for sending RADIUS packets. If the source interface is specified in both the global configuration
mode and group server configuration mode, the source interface specified in group server configuration
mode take precedence.

When the server is located on the Out-Of-Band Management Port, the user should specify the interface
ID of Out-Of-Band Management Port as the source interface in order to send the request packet to the
management port

Example

This example shows how to set VLAN100, whose IP address will be used as the source IP address, for
sending RADIUS packets.

Switch#configure terminal
Switch(config)# ip radius source-interface vlanl100
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8-19 ip tacacs source-interface

This command is used to specify the interface whose IP address will be used as the source IP address
for sending TACACS packets. To revert to the default setting, use the no form of this command.

ip tacacs source-interface INTERFACE-ID

no ip tacacs source-interface

Parameters

INTERFACE_ID Specifies the interface whose IP address will be used as the source IP
address for sending TACACS packets.

Default

The IP address of the closest interface will be used.
Command Mode

Global Configuration Mode or Server Group Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

This command can be used to specify the interface whose IP address will be used as the source IP
address for sending TACACS packets. If the source interface is specified in both the global configuration
mode and group server configuration mode, the source interface specified in group server configuration
mode take precedence.

When the server is located at the Out-Of-Band Management Port, the user should specify the interface 1D
of Out-Of-Band Management Port as the source interface in order to send the request packet to the
management port

Example

This example shows how to set VLAN100, whose IP address will be used as the source IP address, for
sending TACACS packets.

Switch#configure terminal
Switch(config)# ip tacacs source-interface vlanl100

8-20 ip vrf forwarding (server-group)

This command is used to configure the VRF reference of an authentication, authorization, and accounting
(AAA) RADIUS or TACACS+ server group, use the ip vrf forwarding command in the server group
configuration mode. To enable server groups to use the global (default) routing table, use the no form of
this command.

ip vrf forwarding VRF-NAME

no ip vrf forwarding
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Parameters

VRF-NAME Specifies the name of the Virtual Routing and Forwarding (VRF) entry.

Default

Server groups use the global routing table.

Command Mode

Server Group Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

Use this command to specify a VRF for an AAA RADIUS or TACACS+ server group. This command
enables access users to utilize AAA servers in different routing domains.

Example
This example shows how to specify the VRF for a RADIUS server group.

Switch#configure terminal

Switch(config)#aaa group server radius _global
Switch(config-sg-radius)#server 172.16.10.254
Switch(config-sg-radius)#exit

Switch(config)#

Switch(config)#aaa group server radius _sales
Switch(config-sg-radius)#server 10.10.0.1
Switch(config-sg-radius)#ip vrf forwarding sales
Switch(config-sg-radius)#exit

Switch(config)#

8-21 ipv6 radius source-interface

This command is used to specify the interface whose IPv6 address will be used as the source IPv6
address for sending RADIUS packets. To revert back to the default setting, use the no form of this
command.

ipv6 radius source-interface INTERFACE-ID

no ipv6 radius source-interface

Parameters

INTERFACE-ID Specifies the interface whose IPv6 address will be used as the source
IPv6 address for sending RADIUS packets.

Default

The IPv6 address of the closest interface will be used.
Command Mode

Global Configuration Mode or Server Group Configuration Mode.

Command Default Level
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Level: 15.
Usage Guideline

This command is used to specify the interface whose IPv6 address will be used as the source IPv6
address for sending RADIUS packets. If the source interface is specified in both the global configuration
mode and group server configuration mode, the source interface specified in group server configuration
mode take precedence.

When the server is located at the Out-Of-Band Management Port, the user should specify the interface 1D
of Out-Of-Band Management Port as the source interface in order to send the request packet to the
management port.

Example

This example shows how to set VLAN100, whose IPv6 address will be used as the source IPv6 address,
for sending RADIUS packets.

Switch#configure terminal
Switch(config)# ipv6 radius source-interface vlanl00

8-22 login authentication

This command is used to configure the method list used for login authentication via a specific line. Use
the no form of the command to reset back to the default method list.

login authentication {default | METHOD-LIST}

no login authentication

Parameters
default Specifies to authenticate based on the default method list.
METHOD-LIST Specifies the name of the method list to use.

Default

By default, the default method list is used.
Command Mode

Line Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

For authentication via the method list to take effect, enable AAA first by using the aaa new-model
command. Create the method list first by using the aaa authentication login command. If the method list
does not exist, the command does not take effect and the authentication will be done via the default login
method list.

When aaa new-model is enabled, the default method list is used for authentication.

Example

This example shows how to set the local console line to use the method list “CONSOLE-LINE-METHOD”
for login authentication.

Switch#configure terminal
Switch(config)# aaa authentication login CONSOLE-LINE-METHOD group group2 local
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Switch(config)# line console
Switch(config-line)# login authentication CONSOLE-LINE-METHOD
Switch(config-line)#

8-23 radius-server deadtime

This command is used to specify the default duration of the time to skip the unresponsive server. Use the
no form of the command to revert back to the default setting.

radius-server deadtime MINUTES

no radius-server deadtime

Parameters

MINUTES Specifies the dead time. The valid range is 0 to 1440 (24 hours). When
the setting is 0, the unresponsive server will not be marked as dead.

Default

By default, this value is O.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

This command can be used to improve the authentication processing time by setting the dead time to skip
the unresponsive server host entries.

When the system performs authentication with the authentication server, it attempts one server at a time.
If the attempted server does not respond, the system will attempt the next server. When the system finds
a server does not respond, it will mark the server as down, start a dead time timer, and skip them in
authentication of the following requests until expiration of the dead time.

Example

This example shows how to set the dead time to ten minutes.

Switch#configure terminal
Switch(config)# radius-server deadtime 10

8-24 radius-server host

This command is used to create a RADIUS server host. Use the no form of this command to delete a
server host.

radius-server host {IP-ADDRESS | IPV6-ADDRESS} [auth-port PORT] [acct-port PORT] [timeout
SECONDS] [retransmit COUNT] key [0 | 7] KEY-STRING

no radius-server host {IP-ADDRESS | IPV6-ADDRESS}
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Parameters

IP-ADDRESS Specifies the IP address of the RADIUS server.

IPV6-ADDRESS Specifies the IPv6 address of the RADIUS server.

auth-port PORT-NUMBER (Optional) Specifies the UDP destination port number for sending
authentication packets. The range is 0 to 65535. Set the port number
to zero if the server host is not for authentication purposes. The default
value is 1812.

acct-port PORT-NUMBER (Optional) Specifies the UDP destination port number for sending
accounting packets. The range is 0 to 65535. Set the port number to
zero if the server host is not for accounting purposes. The default
value is 1813.

timeout SECONDS Specifies the server time-out value. The range of timeout is between 1
and 255 seconds. If not specified, the default value is 5 seconds.

retransmit COUNT (Optional) Specifies the retransmit times of requests to the server
when no response is received. The value is from 0 to 20. Use 0 to
disable the retransmission. If not specified, the default value is 2

0 (Optional) Specifies the password in clear text form. This is the default
option.

7 (Optional) Specifies the password in the encrypted form.

key KEY-STRING Specifies the key used to communicate with the server. The key can
between 1 and 32 clear text characters.

Default

By default, no server is configured.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to create RADIUS server hosts before it can be associated with the RADIUS server
group using the server command.

Example

This example shows how to create two RADIUS server hosts with the different IP address.

Switch#configure terminal

Switch(config)# radius-server host 172.19.10.100 auth-port 1500 acct-port 1501 timeout
8 retransmit 3 key ABCDE

Switch(config)# radius-server host 172.19.10.101 auth-port 1600 acct-port 1601 timeout
3 retransmit 1 key ABCDE

8-25 server (RADIUS)

This command is used to associate a RADIUS server host with a RADIUS server group. Use the no form
of the command to remove a server host from the server group.

server {IP-ADDRESS | IPV6-ADDRESS}
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no server {IP-ADDRESS]| IPV6-ADDRESS}

Parameters
IP-ADDRESS Specifies the IPv4 address of the authentication server.
IPV6-ADDRESS Specifies the IPv6 address of the authentication server.
Default

By default, no server is configured.
Command Mode

RADIUS Group Server Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

Use this command to enter the RADIUS group server configuration mode. Use the server command to
associate the RADIUS server hosts with the RADIUS server group. The defined server group can be
specified as the method list for authentication, or accounting via the AAA authentication and AAA
accounting command. Use the radius-server host command to create a server host entry. A host entry is
identified by IP Address.

Example

This example shows how to create two RADIUS server hosts with the different IP addresses. A server
group is then created with the two server hosts.
Switch#configure terminal

Switch(config)# radius-server host 172.19.10.100 auth-port 1500 timeout 8 retransmit 3
key ABCDE

Switch(config)# radius-server host 172.19.10.101 auth-port 1600 timeout 3 retransmit 1
key ABCDE

Switch(config)#aaa group server radius groupl
Switch(config-sg-radius)# server 172.19.10.100
Switch(config-sg-radius)# server 172.19.10.101
Switch(config-sg-radius)# exit
Switch(config)#

8-26 server (TACACSH+)

This command is used to associate a TACACS+ server with a server group. Use the no form of the
command to remove a server from the server group.

server IP-ADDRESS
no server IP-ADDRESS

Parameters

IP-ADDRESS Specifies the IPv4 address of the authentication server.

Default
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By default, no host is in the server group.

Command Mode

TACACS+ Group Server Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

Use the aaa group server tacacs+ command to enter the TACACS+ group server configuration mode.
Use the server command to associate the TACACS+ server hosts with the TACACS+ server group. The
defined server group can be specified as the method list for authentication, or accounting via the aaa
authentication and aaa accounting command. The configured servers in the group will be attempted in
the configured order. Use the tacacs-server host command to create a server host entry. A host entry is
identified by the IP Address.

This example shows how to create two TACACS+ server hosts. A server group is then created with the
two server hosts.

Switch#configure terminal

Switch(config)# tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
Switch(config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE
Switch(config)#aaa group server tacacs+ group2

Switch(config-sg-tacacs+)# server 172.19.10.100

Switch(config-sg-tacacs+)# server 172.19.122.3

Switch(config-sg-tacacs+)# exit

Switch(config)#

8-27 show aaa

This command is used to display the AAA global state.

show aaa
Parameters
None.
Default
None.

Command Mode

Privilege User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

Use this command to display the AAA global state.

This example shows how to display the AAA global state.

Switch# show aaa
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AAA is enabled

Switch#

8-28 tacacs-server host

This command is used to create a TACACS+ server host. Use the no form of this command to remove a

server host.

tacacs-server host IP-ADDRESS [port PORT] [timeout SECONDS] key [0 | 7] KEY-STRING
no tacacs-server host IP-ADDRESS

Parameters

IP-ADDRESS

Specifies the IP address of the TACACS+ server.

port PORT-NUMBER

(Optional) Specifies the UDP destination port number for sending
request packets. The default port number is 49. The range is 1 to
65535.

timeout SECONDS

(Optional) Specifies the time-out value. This value must be between 1
and 255 seconds. The default value is 5 seconds.

0 (Optional) Specifies the password in the clear text form. This is the
default option.
7 (Optional) Specifies the password in the encrypted form.

key KEY-STRING

Specifies the key used to communicate with the server. The key can
be from 1 to 254 clear text characters.

Default

No TACACS+ server host is configured.

Command Mode

Global Configuration Mode.

Command Default Level
Level: 15.

Usage Guideline

Use the tacacs-server host command to create TACACS+ server hosts before it can be associated with
the TACACS+ server group using the server command.

Example

This example shows how to create two TACACS+ server hosts with the different IP addresses.

Switch#configure terminal

Switch(config)# tacacs-server host 172.19.10.100 port 1500 timeout 8 key ABCDE
Switch(config)# tacacs-server host 172.19.122.3 port 1600 timeout 3 key ABCDE

Switch(config)#
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8-29 show radius statistics

This command is used to display RADIUS statistics for accounting and authentication packets.

show radius statistics

Parameters
None.
Default
None.

Command Mode

Privilege User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display statistics counters related to servers.

Example

This example shows how to display the server related statistics counters.

Switch#show radius statistics

RADIUS Server:

State is UP

Round Trip Time:
Access Requests:
Access Accepts:
Access Rejects:
Access Challenges:
Acct Request:
Acct Response:
Retransmissions:
Malformed Responses:
Bad Authenticators:
Pending Requests:
Timeouts:
Unknown Types:
Packets Dropped:

Display Parameters

172.19.192.80: Auth-Port 1645, Acct-Port 1646

Auth. Acct.

10 10
4 NA
0 NA
4 NA
0 NA

NA &

NA &
0 0
0 0
0 0
0 0
0 0
0 0
0 0

Auth.

Statistics for authentication packets.

Acct.

Statistics for accounting packets.

Round Trip Time

The time interval (in hundredths of a second) between the most recent
Response and the Request that matched it from this RADIUS server.

Access Requests

The number of RADIUS Access-Request packets sent to this server.
This does not include retransmissions.
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Access Accepts

The number of RADIUS Access-Accept packets (valid or invalid)
received from this server.

Access Rejects

The number of RADIUS Access-Reject packets (valid or invalid)
received from this server.

Access Challenges

The number of RADIUS Access-Challenge packets (valid or invalid)
received from this server.

Acct Request

The number of RADIUS Accounting-Request packets sent. This does
not include retransmissions.

Acct Response

The number of RADIUS packets received on the accounting port from
this server.

Retransmissions

The number of RADIUS Request packets retransmitted to this RADIUS
server. Retransmissions include retries where the Identifier and Acct-
Delay have been updated, as well as those in which they remain the
same.

Malformed Responses

The number of malformed RADIUS Response packets received from
this server. Malformed packets include packets with an invalid length.
Bad authenticators or Signature attributes or unknown types are not
included as malformed responses.

Bad Authenticators

The number of RADIUS Response packets containing invalid
authenticators or Signature attributes received from this server.

Pending Requests

The number of RADIUS Request packets destined for this server that
have not yet timed out or received a response. This variable is
incremented when a Request is sent and decremented due to receipt
of a Response, a timeout or retransmission.

Timeouts

The number of timeouts to this server. After a timeout the client may
retry to the same server, send to a different server, or give up. A retry
to the same server is counted as a retransmit as well as a timeout. A
send to a different server is counted as a Request as well as a timeout.

Unknown Types

The number of RADIUS packets of unknown type which were received
from this server.

Packets Dropped

The number of RADIUS packets of which were received from this
server and dropped for some other reason.

8-30 show tacacs statistics

This command is used to display the interoperation condition with each TACACS+ server.

show tacacs statistics

Parameters
None.
Default
None.

Command Mode

Privilege EXEC Mode or and configuration mode.

Command Default Level
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Level: 1.

Usage Guideline

Example

Use this command to display statistics counters related to servers.

This example shows how to display the server related statistics counters.

Switch# show tacacs statistics

TACACS+ Server: 172.19.192.80/49, State is UP
Socket Opens: 0O

Socket Closes: 0

Total Packets Sent: 0O

Total Packets Recv: 0O

Reference Count: O

Display Parameters

TACACS+ Server IP address of the TACACS+ server.

Socket Opens Number of successful TCP socket connections to the TACACS+
server.

Socket Closes Number of successfully closed TCP socket attempts.

Total Packets Sent Number of packets sent to the TACACS+ server.

Total Packets Recv Number of packets received from the TACACS+ server.

Reference Count Number of authentication requests from the TACACS+ server.
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0. Basic IPv4 Commands

9-1 arp

This command is used to add a static entry in the Address Resolution Protocol (ARP) cache. Use the no
command to remove a static entry in the ARP cache.

arp [vrf VRF-NAME] IP-ADDRESS HARDWARE-ADDRESS
no arp [vrf VRF-NAME] IP-ADDRESS HARDWARE-ADDRESS

Parameters
VRF-NAME (Optional) Specifies the name of the VRF instance.
IP-ADDRESS Specifies the network layer IP address.
HARDWARE-ADDRESS Specifies the local data-link Media Access (MAC) address (a 48-bit
address).
Default

No static entries are installed in the ARP cache.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The ARP table keeps the network layer IP address to local data-link MAC address association. The
association is kept so that the addresses will not have to be repeatedly resolved. Use this command to
add static ARP entries.

Example

This example shows how to add a static ARP entry for a typical Ethernet host.

Switch# configure terminal
Switch(config)# arp 10.31.7.19 0800.0900.1834

9-2 arp timeout

This command is used to set the ARP aging time for the ARP table. Use the no command to revert to
default setting.

arp timeout MINUTES

no arp timeout

Parameters

MINUTES Specifies the dynamic entry that will be aged-out if it has no traffic
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activity within the timeout period. The valid values are from 0 to 65535.

Default
The default value is 240 minutes.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Used to set the ARP aging time for the ARP table. Use the no command to revert to default setting.
Example

This example shows how to set the ARP timeout to 60 minutes to allow entries to time out more quickly
than the default setting.

Switch# configure terminal

Switch(config)# interface vlanl

Switch(config-if)# arp timeout 60

9-3 clear arp-cache

This command is used to clear the dynamic ARP entries from the table.

clear arp-cache [vrf VRF-NAME] {all | interface INTERFACE-ID | IP-ADDRESS}

Parameters
VRF-NAME (Optional) Specifies the name of the VRF instance.
all Specifies to clear the dynamic ARP cache entries associated with all
interfaces.
INTERFACE-ID Specifies the interface ID.
IP-ADDRESS Specifies the IP address of the specified dynamic ARP cache entry
that will be cleared.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline

This command is used to delete dynamic entries from the ARP table. The user can select to delete all
dynamic entries, specific dynamic entries, or all of the dynamic entries that are associated with a specific
interface.

Example
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This example shows how to remove all dynamic entries from the ARP cache.

Switch# clear arp-cache all
Switch#

9-4 ip address

This command is used to set a primary or secondary IPv4 address for an interface, or acquire an IP
address on an interface from the DHCP. Use the no command to remove the configuration of an IP
address or disable DHCP on the interface.

ip address {IP-ADDRESS SUBNET-MASK [secondary] | dhcp}
no ip address [IP-ADDRESS SUBNET-MASK | dhcp]

Parameters
IP-ADDRESS Specifies the IP address.
SUBNET-MASK Specifies the subnet mask for the associated IP address.
secondary (Optional) Specifies that the configured address is a secondary IP
address. If this keyword is not specified, the configured address is the
primary IP address.
dhcp Specifies to acquire an IP address configuration on an interface from
the DHCP protocol.
Default

The default IP address for VLAN 1 is 10.90.90.90/8.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

The IPv4 address of an interface can be either manually assigned by the user or dynamically assigned by
the DHCP server. For manual assignment, the user can assign multiple networks to a VLAN, each with an
IP address. Among these multiple IP addresses, one of them must be the primary IP address and the rest
are secondary IP address. The primary address will be used as the source IP address for SNMP trap
messages or SYSLOG messages that are sent out from the interface. Use the no ip address command
to delete the configured IP address entry.

This example shows how to set 10.108.1.27 is the primary address and 192.31.7.17 and 192.31.8.17 are
secondary addresses for VLAN 100.

Switch# configure terminal

Switch(config)# interface vlanl00

Switch(config-if)# ip address 10.108.1.27 255.255.255.0

Switch(config-if)# ip address 192.31.7.17 255.255.255.0 secondary

Switch(config-if)# ip address 192.31.8.17 255.255.255.0 secondary

Switch(config-if)#
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9-5 ip proxy-arp

This command is used to enable the proxy ARP option for an interface. Use the no command to revert to
the default setting.

ip proxy-arp
no ip proxy-arp

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to configure the proxy ARP state for an interface. When proxy ARP is enabled, the
system will respond to ARP requests for IP addresses within the local connected subnets. Proxy ARP can
be used in the network where hosts have no default gateway configured.

Example

This example shows how to enable proxy the ARP feature on the interface of VLAN 100.

Switch# configure terminal
Switch(config)# interface vlanl00
Switch(config-if)# Ip proxy-arp
Switch(config-if)#

9-6 ip local-proxy-arp

This command is used to enable the local proxy ARP feature on an interface. Use the no form of the
command to revert to the default setting.

ip local-proxy-arp

no ip local-proxy-arp

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
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Command Default Level
Level: 12,15.
Usage Guideline

Use this command to enable the local proxy ARP function on an interface. This command is used in the
primary VLAN of a private VLAN domain to enable routing of packets among secondary VLANSs or
isolated ports within the domain. The command only take effects when ip proxy arp is enabled.

Example
This example shows how to enable local proxy ARP on VLAN100.

Switch# configure terminal
Switch(config)# interface vlanl00
switch(config-if)# ip local-proxy-arp
switch(config-if)#

9-7 ip mtu

This command is used to set the MTU value. Use the no form to revert to the default setting.

ip mtu BYTES
no ip mtu
Parameters
BYTES Specifies to set the IP MTU value. The range is 512 to 16383 bytes.
Default

By default, the MTU value is 1500 bytes.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Some routing protocols, such as OSPF, will advertise this setting in the routing updates.
Example
This example shows how to set the IP MTU value as 6000 bytes for VLAN 4.

Switch# configure terminal
Switch(config)# interface vlan4
Switch(config-if) ip mtu 6000
Switch(config-if)# exit
Switch(config)#

9-8 show arp

This command is used to display the Address Resolution Protocol (ARP) cache.
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show arp [vrf VRF-NAME] [ARP-TYPE] [IP-ADDRESS [MASK]] [INTERFACE-ID] [HARDWARE-

ADDRESS]
Parameters
VRF-NAME (Optional) Specifies the VRF instance name.
ARP-TYPE (Optional) Specifies the ARP type.
dynamic — Specifies to display only dynamic ARP entries.
static —Specifies to display only static ARP entries.
IP-ADDRESS [MASK] (Optional) Specifies to display a specific entry or entries that belong to
a specific network.
INTERFACE-ID (Optional) Specifies to display ARP entries that are associated with a
specific network.
HARDWARE-ADDRESS (Optional) Specifies to display ARP entries whose hardware address
equal to this address
Default
None.

Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

Used to display a specific ARP entry, all ARP entries, dynamic entries, or static entries, or entries
associated with an IP interface.

Example

This example shows how to display the ARP cache.

Switch# show arp

S — Static Entry

IP Address Hardware Addr IP Interface Age (min)
S 10.108.42.112 00-00-a7-10-4b-af vianl100 forever
10.108.42.114 00-00-a7-10-85-9b vian200 forever
10.108.42.121 00-00-a7-10-68-cd v1an300 125

Total Entries: 3

Switch#

9-9 show arp timeout

This command is used to display the aging time of Address Resolution Protocol (ARP) cache.

show arp timeout [interface INTERFACE-ID]
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Parameters

INTERFACE-ID Specifies the interface ID.
Default

None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
This command is used to display the configured ARP aging time.
Example

This example shows how to display the ARP aging time.

Switch# show arp timeout

Interface Timeout (minutes)
vian100 30
vian200 40

Total Entries: 2

Switch#

9-10 show ip interface

This command is used to display the IP interface information.

show ip interface [INTERFACE-ID] [brief]

Parameters
INTERFACE-ID (Optional) Specifies to display information for the specified IP interface.
brief (Optional) Specifies to display a summary of the IP interface
information.
Default
None.

Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.

Usage Guideline
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If no parameter is specified, information for all the interfaces will be displayed.
Example

This example shows how to display the brief information of the IP interface.

Switch#show ip interface brief

Interface IP Address Link Status
vlanl 10.90.90.90 up
mgmt_ipif 192.168.0.1 down

Total Entries: 2

Switch#

This example shows how to display the IP interface information for VLAN 1.

Switch#show ip interface vlan 1

Interface vlanl is enabled, Link status is up
IP address is 10.90.90.90/8 (Manual)
ARP timeout is 240 minutes.
IP MTU is 1500 bytes
Helper Address is not set
Proxy ARP is disabled
IP Local Proxy ARP is disabled
IP Directed Broadcast is disabled
gratuitous-send is disabled, interval is 0 seconds

Total Entries: 1

Switch#

This example shows how to display the IP interface information for loopback 1.
Switch# show ip interface loopbackl

Interface Loopbackl is enabled, link status is up,
IP address is 10.0.0.4/24

Total Entries: 1

Switch#

9-11 ip directed-broadcast

This command is used to enable the conversion of IP directed broadcasts received by the interface to
physical broadcasts when the destination network is directly connected to the switch. Use the no
command to disable the conversion or remove the access list association.

ip directed-broadcast
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no ip directed-broadcast

Parameters

None.

Default
By default, this option is disabled.

Command Mode

Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Use this command to configure the IP directed broadcast state for an interface. This command does not
affect unicast routing of the IP directed broadcast, forwarding of the IP directed broadcast packet whose
destination networks are not subnets local to the switch.

This command only affects the forwarding of IP directed broadcast packets whose destination networks
are subnets local to the switch. If the IP directed broadcast option is enabled, then these packets are
translated to broadcast and forwarded to all the hosts in the destination subnet. The forwarded interface
can be the receiving interface or other interfaces of the switch.

Example
This example shows how to enable the IP directed broadcast feature on the interface of VLAN 100.

Switch# configure terminal
Switch(config)# interface vlanl00
Switch(config-if)# ip directed-broadcast
Switch(config-if)# exit

Switch(config)#
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10. Basic IPv6 Commands

10-1 clear ipv6 neighbors

This command is used to clear IPv6 neighbor cache dynamic entries.

clear ipv6 neighbors {all | INTERFACE-ID}

Parameters
all Specifies to clear the dynamic neighbor cache entries associated with
all interfaces.
INTERFACE-ID Specifies to clear dynamic neighbor cache entries associated with the
specified interface will be cleared.
Default
None.

Command Mode
User EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline
This command will only clear dynamic neighbor cache entries.
Example

This example shows how to clear IPv6 neighbor cache entries associated with interface VLAN 1:

Switch# enable
Switch# clear ipv6 neighbors vlanl
Switch#

10-2 ipv6 address

This command is used to manually configure an IPv6 addresses on the interface. Use the no form of the
command to delete a manually configured IPv6 address.

ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-LENGTH |
IPV6-ADDRESS link-local}

no ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-LENGTH |
IPV6-ADDRESS link-local}

Parameters
IPV6-ADDRESS Specifies the IPv6 address and the length of prefix for the subnet.
PREFIX-LENGTH Specifies the length of the prefix. The prefix of the IPv6 address is also

a local subnet on the interface.
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Default

PREFIX-NAME Specifies the name of the prefix with a maximum of 32 characters. The
syntax allows characters for general strings, but does not allow
spaces.

SUB-BITS Specifies the sub-prefix part and host part of the IPv6 address.

link-local Specifies a link-local address to be configured.

None.

Command Mode

Interface Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

The IPv6 address can directly be specified by the user or configured based on a general prefix. The
general prefix can be acquired by the DHCPV6 client. The general prefix does not need to exist before it
can be used in the ipv6 address command. The IPv6 address will not be configured until the general
prefix is acquired. The configured IPv6 address will be removed when the general prefix is timeout or
removed. The general prefix IPv6 address is formed by the general prefix in the leading part of bits and
the sub-bits excluding the general prefix part in the remaining part of bits.

An interface can have multiple IPv6 addresses assigned using a variety of mechanisms, including manual
configuration, stateless address configuration, and stateful address configuration. However, within the
same prefix, only one IPv6 address can be configured.

When the IPv6 address is configured on an interface, IPv6 processing is enabled for the interface. The
prefix of the configured IPv6 address will automatically be advertised as prefix in the RA messages
transmitted on the interface.

This example shows how to configure an IPv6 address.

Switch# configure terminal
Switch(config)# interface vlan2
Switch(config-if)# ipv6 address 3ffe:22:33:44::55/64

This example shows how to remove an IPv6 address.

Switch# configure terminal
Switch(config)# interface vlan2
Switch(config-if)# no Ipv6 address 3ffe:22:33:44::55/64

This example shows how to configure an IPv6 address based on a general prefix obtained by the
DHCPv6 client. The global address will be configured after the general prefix is obtained via the DHCPv6
client. Suppose the obtained general prefix is 2001:2:3/48 and the final constructed IPv6 address is
2001:2:3:4:5::3/64.

Switch# configure terminal

Switch(config)# interface vlan2

Switch(config-if)# Ipv6 address dhcp-prefix 1:2:3:4:5::3/64

This example shows how to remove a generation of IPv6 address based on the DHCPVv6 obtained prefix.

Switch# configure terminal
Switch(config)# interface vlan2
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Switch(config-if)# no ipv6 address dhcp-prefix 0:0:0:2::3/64

10-3 ipv6 address eui-64

This command is used to configure an IPv6 address on the interface using the EUI-64 interface ID. Use
the no form of the command to delete an IPv6 address formed by the EUI-64 interface ID.

ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64
no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64

Parameters
IPV6-PREFIX Specifies the IPv6 prefix part for the configured IPv6 address.
PREFIX-LENGTH Specifies the length of the prefix. The prefix of the IPv6 address is also
a local subnet on the interface. The prefix length must be smaller than
64.
Default
None.

Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

If the command is configured on an IPv6 ISTAP tunnel, the last 32 bits of the interface ID are constructed
using the source IPv4 address of the tunnel.

Example

This example shows how to add an IPv6 address incidence.

Switch# configure terminal

Switch(config)# interface vlanl

Switch(config-if)# ipv6 address 3ffe:501:FfFff:0::/64 eui-64
Switch(config-if)#

10-4 ipv6 address dhcp

This command is used to configure an interface using DHCPV6 to get an IPv6 address. Use the no form
of the command to disable the using of DHCPV6 to get an IPv6 address.

ipv6 address dhcp [rapid-commit]
no ipv6 address dhcp

Parameters
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rapid-commit (Optional) Specifies to proceed with two-message exchange for
address delegation. The rapid-commit option will be filled in the Solicit
message to request two messages handshake.

Default

By default, this feature is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to configure the interface to use DHCPV6 to get an IPv6 address. When the no ipv6
address dhcp command is used, the previous DHCPv6 obtained IP address will be removed. If the rapid
commit keyword is specified for the command, the rapid commit option will be included in the solicit
message to request for the two-message exchange for address delegation.

Example

This example shows how to configure VLAN 1 to use DHCPV6 to get an IPv6 address.

Switch# configure terminal
Switch(config)# interface vlanl
Switch(config-if)# Ipv6 address dhcp
Switch(config-if)#

10-5 ipv6 enable

This command is used to enable IPv6 processing on interfaces that have no IPv6 address explicitly
configured. Use the no form of the command to disable IPv6 processing on interfaces that have no IPv6
address explicitly configured.

ipv6 enable

no ipv6 enable

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When the IPv6 address is explicitly configured on the interface, the IPv6 link-local address is
automatically generated and the IPv6 processing is started. When the interface has no IPv6 address
explicitly configured, the IPv6 link-local address is not generated and the IPv6 processing is not started.
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Use the ipv6 enable command to auto-generate the IPv6 link-local address and start the IPv6 processing
on the interface.

Example
This example shows how to enable IPv6 on interface VLAN 1, which has no IPv6 address explicitly
configured.

Switch# configure terminal
Switch(config)# interface vlanl
Switch(config-if)# ipv6 enable
Switch(config-if)#

10-6 ipv6 hop-limit

This command is used to configure the IPv6 hop limit on the switch. Use the no form of this command to
revert to the default setting.

ipv6 hop-limit VALUE
no ipv6 hop-limit

Parameters

VALUE Specifies the IPv6 hop limit range. Using the value 0 means to use the
default value to send packets. The valid range is 0 to 255.

Default

The default value is 64.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to configure the hop limit to be advertised in RA messages. The IPv6 packet
originated at the system will also use this value as the initial hop limit.

Example

This example shows how to configure the IPv6 hop limit value.

Switch# configure terminal
Switch(config)# interface vlanl
Switch(config-if)# ipv6 hop-limit 255
Switch(config-if)#

10-7 ipv6 mtu

This command is used to configure the MTU value for IPv6. Use the no form to revert to the default
setting.
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ipvé mtu BYTES

no ipvé mtu

Parameters

BYTES Specifies to set the IPv6 MTU value. The range is 1280 to 65534
bytes.

Default

By default, the IPv6 MTU value is 1500 bytes.
Command Mode

Interface Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

The command is available for Layer 3 capable interface configuration. Use this command to configure the
MTU to be advertised in RA messages. The IPv6 packet originated at the system will be transmitted
based on this value. The check is done in the egress direction. Oversized packets will be sent to the
supervisor blade for further processing.

Example

This example shows how to set the IPv6 MTU value as 6000 bytes at VLAN 4.

Switch# configure terminal
Switch(config)# interface vlan4
Switch(config-if)# ipv6 mtu 6000
Switch(config-if)# exit
Switch(config)#

This example shows how to restore the default IPv6 MTU value.

Switch# configure terminal
Switch(config)# interface vlan4
Switch(config-if)# no ipv6 mtu
Switch(config-if)#

10-8 ipv6 nd managed-config-flag

This command is used to turn on the management configuration flag in the advertised RA message. Use
the no form of the command to turn off the flag.

ipv6 nd managed-config-flag

no ipv6 nd managed-config-flag

Parameters

None.

Default
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By default, this feature is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

When the neighbor host receives the RA which has flag turned on, the host should use a stateful
configuration protocol to obtain IPv6 addresses.

Example

This example shows how to turn on the IPv6 management configure flag in RA advertised on VLAN 1.
Switch# configure terminal

Switch(config)# interface vlanl

Switch(config-if)# Ipv6 nd managed-config-flag

Switch(config-if)#

10-9 ipv6 nd other-config-flag

This command is used to turn on the other configuration flag in the advertised RA message. Use the no
form of the command to turn off the flag.

ipv6 nd other-config-flag

no ipv6 nd other-config-flag

Parameters

None.
Default

By default, this feature is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

By setting the other configuration flag on, the router instructs the connected hosts to use a stateful
configuration protocol to obtain auto-configuration information other than the IPv6 address.

Example

This example shows how to turn on the other configuration flag.

Switch# configure terminal

Switch(config)# interface vlanl
Switch(config-if)# ipv6 nd other-config-flag
Switch(config-if)#
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10-10 ipv6 nd prefix

This command is used to configure an IPv6 prefix to be advertised in RA messages. Use the no form of
the command to remove the prefix.

ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH [VALID-LIFETIME PREFERRED-LIFETIME] [off-link
| no-autoconfig]

no ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH

Parameters
IPV6-PREFIX/PREFIX- Specifies the IPv6 prefix to be created or advertised in the RA on the
LENGTH interface.
VALID-LIFETIME (Optional) Specifies the valid lifetime in seconds. This value must be

between 0 and 4294967295. If not specified, the default valid lifetime
value is 2592000 seconds (30 days).

PREFERRED-LIFETIME (Optional) Specifies the preferred lifetime in seconds. This value must
be between 0 and 4294967295. If not specified, the default preferred
lifetime value is 604,800 seconds (7 days)

off-link (Optional) Specifies to turn off the on-link flag. If not specified, the
default off-link flag is ON.

no-autoconfig (Optional) Specifies to turn off the auto-configure flag. If not specified,
the default auto-configure flag is ON

Default

None.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
The status of a prefix can be in one of the following combinations:

e Combination 1:Both the off-link and no-autoconfig options are not specified.
0 The prefix is inserted in the routing table. L bit =1, A bit = 1.

e Combination 2: The no-autoconfig option is specified.
0 The prefix is inserted in the routing table. L bit =1, A bit = 0.

e Combination 3: The off-link option is specified.
0 The prefix is not inserted in the routing table. L bit = 0, A bit = 1.

For a prefix, the valid lifetime should be greater than the preferred lifetime. They are meaningful for a
prefix that has the A bit ON. The received host will do the stateless address configuration based on the
prefix. If the lifetime of a prefix has exceeded the preferred life time, then the IPv6 address configured
based on this prefix will change to the deprecated state. If the lifetime of a prefix has exceeded the valid
lifetime, then the IPv6 address configured based on this prefix will be removed.

Example

This example shows how to configure an IPv6 prefix of 3ffe:501:ffff:100::/64 with a valid lifetime of 30000
seconds and the preferred lifetime 20000 seconds.

Switch# configure terminal
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Switch(config)# interface vlanl
Switch(config-if)# ipv6 nd prefix 3ffe:501:fFff:100::/64 30000 20000
Switch(config-if)#

10-11 ipv6 nd rainterval

This command is used to configure the IPv6 RA interval for an interface. Use the no form of the command
to reset the RA interval to the default setting.

ipv6 nd ra interval MAX-SECS [MIN-SECS]

no ipv6 nd ra interval

Parameters
MAX-SECS Specifies the maximum interval between retransmission of RA
messages in seconds. The valid range is from 4 to 1800 seconds.
MIN-SECS (Optional) Specifies the minimum interval between retransmission of
RA messages in seconds. This value must be smaller than 0.75 times
the maximum value. The valid range is from 3 to 1350 seconds.
Default

The default maximum interval is 200 seconds.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

The minimum interval time will never be less than 3 seconds. If the minimum interval time is not specified,
the minimum interval is determined based on the following rules:

o If the maximum time is equal or greater than 9 seconds, then the maximum value will be third of
its own value.

e If the maximum time is less than 9 seconds, then that maximum value is used.
Example

This example shows how to configure the IPv6 RA interval timer value.

Switch# configure terminal

Switch(config)# interface vlanl
Switch(config-if)# ipv6 nd ra interval 1500 1000
Switch(config-if)#

10-12 ipv6 nd ra lifetime

This command is used to specify the lifetime value in the advertised RA. Use the no form of the command
to revert to the default setting.
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ipv6 nd ra lifetime SECONDS

no ipv6 nd ra lifetime

Parameters

SECONDS Specifies the lifetime in seconds of the router as the default router. The
valid range is 0-9000.

Default

By default, this value is 1800 seconds.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

The lifetime value in RA instructs the received host the lifetime value for taking the router as the default
router.

Example

This example shows how to specify the lifetime value in the advertised RA.

Switch# configure terminal

Switch(config)# interface vlanl
Switch(config-if)# ipv6 nd ra lifetime 9000
Switch(config-if)#

10-13 ipv6 nd suppress-ra

This command is used to disable the sending of RA messages on the interface. Use the no command to
enable sending of RA messages.

ipv6 nd suppress-ra

no ipv6 nd suppress-ra

Parameters
None.
Default
RA is not disabled on the VLAN interface.
RA is disabled on the tunnel interface.
Command Mode
Interface Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
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Use the ipv6 nd suppress-ra command to disable sending of RA messages on the interface. Use the no
ipv6 nd suppress-ra command to re-enable sending of RA messages on the ISATAP tunnel interface.

Example

This example shows how to suppress the sending of RA on VLAN 1.

Switch# configure terminal
Switch(config)# interface vlanl
Switch(config-if)# Ipv6 nd suppress-ra
Switch(config-if)#

10-14 ipv6 nd reachable-time

This command is used to configure the reachable time used in the ND protocol. Use the no form of the
command to revert to the default setting.

ipv6 nd reachable-time MILLI-SECONDS

no ipv6 nd reachable-time

Parameters
MILLI-SECONDS Specifies the IPv6 router advertisement reachable time range in
milliseconds. This value must be between 0 and 3600000 milliseconds,
in multiples of 1000.
Default

The default value advertised in RA is 1200000.

The default value used by the router is 1200000 (1200 seconds).
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.

Usage Guideline

The configured time is used by the router on the interface and is also advertised in the RA message. If
the specified time is 0, the router will use 1200 seconds on the interface and advertise 1200 (unspecified)
in the RA message. The reachable time is used by the IPv6 node in determining the reachability of the
neighbor nodes.

Example

This example shows how to configure the reachable time on VLAN 1 to 3600 seconds.

Switch# configure terminal

Switch(config)# interface vlanl

Switch (config-if)# ipv6 nd reachable-time 3600000
Switch (config-if)#

10-15 ipv6 nd ns-interval
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This command is used to specify the interval between retransmissions of NS messages. Use the no form
of the command to revert to the default setting.

ipv6 nd ns-interval MILLI-SECONDS

no ipv6 nd ns-interval

Parameters
MILLI-SECONDS Specifies the amount of time between retransmissions of NS message
in milliseconds. This value must be between 0 and 3600000
milliseconds, in multiples of 1000.
Default

The default value advertised in RA is 0.

The default value used by the router is 1000 (one second).
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

The configured time is used by the router on the interface and is also advertised in the RA message. If
the specified time is 0, the router will use 1 second on the interface and advertise 0 (unspecified) in the
RA message.

Example

This example shows how to configure the IPv6 NS message retransmission interval to 6 seconds.

Switch# configure terminal

Switch(config)# interface vlanl

Switch (config-if)# ipv6 nd ns-interval 6000
Switch (config-if)#

10-16 ipv6 neighbor

This command is used to create a static ipv6 neighbor entry. Use the no form of this command to delete a
static IPv6 neighbor entry.

ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS
no ipv6 neighbor IPV6-ADDRESS INTERFACE-ID

Parameters
IPV6-ADDRESS Specifies the IPv6 address of the IPv6 neighbor cache entry.
INTERFACE-ID Specifies the interface for creating the static IPv6 neighbor cache
entry.
MAC-ADDRESS Specifies the MAC address of the IPv6 neighbor cache entry.

125



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

Default

None.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

Use this command to create a static IPv6 neighbor cache entry on an interface. The static entry will be
either in the REACHABLE state, if the interface is UP, or in the INCOMPLETE state if the interface is
down. The reachable detection process will not be applied to the static entries.

The clear ipv6 neighbors command will clear the dynamic neighbor cache entries. Use the no ipv6
neighbor command to delete a static neighbor entry.

Example

This example shows how to create a static ipv6 neighbor cache entry.
Switch# configure terminal

Switch(config)# ipv6 neighbor fe80::1 vlanl 00-01-80-11-22-99
Switch(config)#

10-17 show ipv6 general-prefix

This command is used to display IPv6 general prefix information.

show ipv6 general-prefix [PREFIX-NAME]

Parameters
PREFIX-NAME (Optional) Specifies the name of the general prefix to be displayed. If
the general prefix name is not specified, all general prefixes will be
displayed. The general prefix name can be up to 32 characters.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display information of IPv6 general prefixes.
Example

This example shows how to display all IPv6 general prefix on the system.

Switch# show ipv6 general-prefix

IPv6 prefix yy
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Acquired via DHCPv6 PD
vlanl: 200::/48
Valid lifetime 2592000, preferred lifetime 604800
Apply to interfaces
vlan2: ::2/64

Total Entries: 1

Switch#

10-18 show ipv6 interface

This command is used to display IPv6 interface information.

show ipv6 interface [INTERFACE-ID] [brief]

Parameters
INTERFACE-ID (Optional) Specifies the interface for display.
brief (Optional) Specifies to display brief information.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display IPv6 interface related configurations. For IPv6 tunnel interface, only the
ISATAP tunnel will be displayed.

Example

This example shows how to display IPv6 interface information.

Switch# show ipv6 interface vlan2

vlan2 is up, Link status is down
IPv6 is enabled,
link-local address:
FE80::201:1FF:FE02:305
Global unicast address:
200::2/64 (DHCPv6 PD)
IP MTU is 1500 bytes
RA messages are sent between 66 to 200 seconds
RA advertised reachable time is 1200000 milliseconds
RA advertised retransmit interval is 0 milliseconds
RA advertised life time is 1800 seconds
RA advertised O flag is OFF, M flag is OFF
RA advertised prefixes
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200::/64
valid lifetime is 2592000, preferred lifetime is 604800

Switch#

This example shows how to display brief IPv6 interface information.

Switch# show ipv6 interface brief

vlanl is up, Link status is up
FE8B0::201:1FF:FE02:304

vlan2 is up, Link status is down
FE80::201:1FF:FE02:305
200::2

vlan3 is up, Link status is down
FE80::201:1FF:FE02:306

Total Entries: 3

Switch#

10-19 show ipv6 neighbors

This command is used to display IPv6 neighbor information.

show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]

Parameters
IPV6-ADDRESS (Optional) Specifies the IPv6 address to display its IPv6 neighbor
cache entry.
INTERFACE-ID (Optional) Specifies the interface to display IPv6 neighbor cache entry.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the IPv6 neighbor cache entry.
Example

This example shows how to display the IPv6 neighbor cache entry.
Switch# show ipv6 neighbors
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IPv6 Address Link-Layer Addr Interface Type State
FE80::200:11FF:FE22:3344 00-00-11-22-33-44 vlanl D REACH
Total Entries: 1

Switch#

Display Parameters

Type D — Dynamic learning entry.
S — Static neighbor entry.

State INCMP (Incomplete) - Address resolution is being performed on the
entry, but the corresponding neighbor advertisement message has not

yet been received.
REACH (Reachable) - Corresponding neighbor advertisement

message was received and the reachable time (in milliseconds) has
not elapsed yet. It indicates that the neighbor was functioning properly.

STALE - More than the reachable time (in milliseconds) have elapsed

since the last confirmation was received.

PROBE - Sending the neighbor solicitation message to confirm the

reachability.

129



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

11. Border Gateway Protocol (BGP) Commands
(El Mode Only)

11-1 address-family ipv4 (BGP)

This command is used to enter the address family configuration mode to configure the setting specific to
the address family. Use the no form of the command to revert the setting of the specified address family

address-family ipv4 [unicast | vif VRF-NAME | multicast]
no address-family ipv4 [unicast | vif VRF-NAME | multicast]

Parameters
unicast (Optional) Specifies the IPv4 unicast address prefixes.
vrf VRF-NAME Specifies the name of the VRF instance to enter IPv4 VRF address
family configuration mode.
multicast (Optional) Specifies the IPv4 multicast address prefixes.
Default
None.

Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

To specify the command setting specific to different address family, enter the address family configuration
mode to configure the command.

For all command settings that are configured in the IPv4 unicast address family mode is equivalent to the
command settings configured in the router configuration mode.

Use the exit command to leave the address family configuration mode and return to router configuration
mode without removing the existing configuration.

Example
This example shows how to enter and exit the address family configuration mode for the IPv4 address
family.
Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router)# address-family ipv4

Switch(config-router-af)# exit
Switch(config-router)#

This example shows how to enter VRF address family and create a BGP peer.

Switch# configure terminal
Switch(config)# router bgp 10
Switch(config-router)# address-family ipv4 vrf VPN-A
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Switch(config-router-af)# neighbor 5.5.5.5 remote-as 20
Switch(config-router-af)# exit
Switch(config-router)#

11-2 address-family 12vpn

This command is used to configure a routing session using Layer 2 Virtual Private Network (L2VPN)
endpoint provisioning address information. Use the no form of this command to remove the configuration
of the L2VPN address family.

address-family 12vpn [vpls]

no address-family [2vpn [vpls]

Parameters
vpls (Optional) Specifies the L2VPN VPLS endpoint provisioning address
information.
Default
None.

Command Mode
Router Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

BGP support for the L2VPN address family introduces a BGP-based auto-discovery mechanism to
distribute L2VPN endpoint provisioning information. When BGP distributes the endpoint provisioning
information to all its neighbors, the endpoint information is used to set up a pseudowire mesh to support
L2VPN-based services. Use the exit command to leave the address family configuration mode and return
to router configuration mode without removing the existing configuration.

Example

This example shows how to enter the L2VPN VPLS address family and activate a BGP peer.

Switch# configure terminal

Switch(config)# router bgp 120

Switch(config-router)# address-family 12vpn vpls
Switch(config-router-af)# neighbor 10.2.2_.5 activate
Switch(config-router-af)# neighbor 10.2.2_.5 send-community extended
Switch(config-router-af)#

11-3 address-family vpnv4

This command is used to enter the IPv4 VPN address family mode. Use the no form of this command to
delete the configuration of the VPNv4 address family.

address-family vpnv4
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no address-family vpnv4

Parameters
None.
Default
None.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

To specify the command setting specific to a different address family, enter the address family
configuration mode to configure the command.

Use the exit command to leave the address family configuration mode and return to the router
configuration mode without removing the existing configuration.

This example shows how to enter the VPN4 address family and activate a BGP peer.

Switch# configure terminal

Switch(config)# router bgp 120

Switch(config-router)# address-family vpnv4
Switch(config-router-af)# neighbor 10.2.2.5 activate
Switch(config-router-af)# neighbor 10.2.2.5 send-community extended
Switch(config-router-af)# exit

Switch(config-router)#

11-4 aggregate-address

This command is used to create a BGP aggregated route. Use the no command to remove the
aggregated route.

aggregate-address NETWORK-NUMBER/SUBNET-LENGTH [summary-only] [as-set]
no aggregate-address NETWORK-NUMBER/SUBNET-LENGTH

Parameters
NETWORK-NUMBER/ Specifies the aggregate address and mask.
SUBNET-LENGTH
summary-only (Optional) Specifies to filter those routes that are more specific than
the aggregated route.
as-set (Optional) Specifies to generate autonomous system set path
information.

Default

By default, this option is disabled.
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Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast and VRF).

Command Default Level

Level: 12.

Usage Guideline

Example

Route aggregation is a mechanism used to reduce the number of routing entries.

Use the aggregate command to create an aggregate entry. The aggregated route will be created in the
routing table if there is any more specific route entry than the aggregated route and the characteristic of
the aggregated route is the combined characteristic of the more specific routes. The aggregated route is
sent as coming from the local AS. The atomic aggregation flag is set to indicate that the AS path
information of the more specific route information might be lost from the aggregated entry.

If the summary-only option is not specified, the aggregated route, together with its more specific routes, is
advertised. If specified, the more specific routes are not advertised.

When the as-set option is specified, the AS number information of those more-specific routes will be put
in the AS set attribute of the aggregated route entry. An AS number is only listed once in the AS set even
though it appear in the AS path of multiple paths. The atomic aggregator flag of the aggregated route
entry is off to inform the neighbor that the AS path information of the aggregated path is not lost.

This example shows how to propagate network 172.0.0.0 and suppresses the more specific route
172.10.0.0.

Switch# configure terminal

Switch(config)# router bgp 65534

Switch(config-router)# aggregate-address 172.0.0.0/8 summary-only

11-5 bgp aggregate-next-hop-check

This command is used to enable the checking of the next hop of the BGP aggregated routes. Use the no
form of this command to disable the BGP aggregate-next-hop-check.

bgp aggregate-next-hop-check
no bgp aggregate-next-hop-check

Parameters

Default

None.

By default, this option is disabled.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline
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Example

This command is used to enable the checking of next hop of the BGP aggregated routes. Only the routes
with the same next hop attribute can be aggregated if the BGP aggregate next hop check is enabled.
Using the no form of this command is to disable the BGP aggregate-next-hop-check.

This example shows how to configure the BGP aggregate-next-hop-check state.

Switch# configure terminal
Switch(config)# router bgp 100
Switch(config-router)# bgp aggregate-next-hop-check

11-6 bgp always-compare-med

This command is used to configure the Multi Exit Discriminator (MED) in best path selection for paths that
are advertised from neighbors in either the same or different autonomous systems. Use the no command
to use MED only for paths that are advertised from neighbors in the same autonomous system.

bgp always-compare-med

no bgp always-compare-med

Parameters

Default

None.

By default, this option is disabled.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

MED is an attribute that is exchanged between of eBGP neighbors. MED is an attribute specified by a
local peer, and advertised to the remote peer to affect the best path selection result in the remote peer.
The remote peer will not pass the MED value with routes for further path advertisement. The lower MED
value is preferred than the larger MED value.

By default, the MED attribute only affects the selection of paths that are advertised by the same AS. To
use MED to further affects the selection of routes advertised from different AS, enable the always-
compare-med command setting.

This example shows how to apply the always-compare-med option to enable the comparison of the Multi
Exit Discriminator (MED) for paths from neighbors in different autonomous systems.

Switch# configure terminal

Switch(config)# router bgp 65534

Switch(config-router)# bgp always-compare-med

11-7 bgp bestpath as-path ignore
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This command is used to ignore the AS path as a discriminating factor in selection of the best path. Use
the no command to restore using of the AS path in selection of the best path.

bgp bestpath as-path ighore

no bgp bestpath as-path ignore

Parameters

Default

Command Mode

None.

By default, the AS path is used in the selection of the best path.

Router Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

Example

The best path is selected based on the following algorithm. The paths are evaluated in sequence of the
following rules.

The path with the highest weight is preferred.

The path with the highest local preference is preferred.

The local routes generated by network command, redistribute command and aggregate
command is preferred over other routes. The routes generated by network and redistribute
command has higher preference than aggregate route.

The path with shorter AS path is preferred.

The origin attribute is compared. IGP is preferred over EGP, EGP is preferred over incomplete.
The path with lower MED is preferred.

The eBGP path is preferred over the iBGP path.

The path which has the lowest IGP metric to the next hop is preferred.

The path with the lowest router ID is preferred.

When two paths are both external, the older path is preferred.

Prefer the path from the neighbor with lowest IP address.

You can use the commands, bgp bestpath as-path ignore, bgp bestpath compare-routerid or bgp
bestpath med missing-as-worst to customize the path selection process.

This example shows how to configure to ignore the AS-PATH for the best path for autonomous system

65534.

Switch# configure terminal
Switch(config)# router bgp 65534
Switch(config-router)# bgp bestpath as-path ignore

11-8 bgp bestpath compare-confed-aspath

This command is used to configure a BGP routing process to compare the confederation AS path length
of the routes received. To return the BGP routing process to the default operation, use the no form of this
command.

bgp bestpath compare-confed-aspath
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no bgp bestpath compare-confed-aspath

Parameters

None.
Default

By default, this option is disabled.
Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

If enabled, the BGP process will compare the confederation AS path length of the routes received. The
shorter the confederation AS path length, the better the route is.

Example

This example shows how to enable BGP process to compare the AS path which contains some
confederation as numbers.

Switch# configure terminal

Switch(config)# router bgp 100

Switch(config-router)# bgp bestpath compare-confed-aspath

11-9 bgp bestpath compare-routerid

This command is used to compare the router ID when comparing paths that have identical comparing
factors. Use the no command to revert to the default behavior.

bgp bestpath compare-routerid

no bgp bestpath compare-routerid

Parameters
None.
Default

BGP selects the first route received as the best path when comparing paths that have identical comparing
factors.

Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

By default, the BGP router does not consider router ID of the routes when comparing paths that have
identical comparing factors. Use this command to include router ID in comparison of paths that have
identical comparing factors.
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Example
This example shows how to configure to compare router-id for identical eBGP paths for autonomous
system 65534.

Switch# configure terminal
Switch(config)# router bgp 65534
Switch(config-router)# bgp bestpath compare-routerid

11-10 bgp bestpath med confed

This command is used to configure a BGP routing process to compare the Multi Exit Discriminator (MED)
between paths learned from confederation peers. Use the no form of the command to disable MED
comparison of paths received from confederation peers.

bgp bestpath med confed
no bgp bestpath med confed

Parameters
None.
Default
By default, MEDs are not compared between paths from confederation peers.
Command Mode
Router Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

If enabled, the BGP process will compare the MED for the routes that are received from confederation
peers. For routes that have an external AS in the path, the comparison does not occur.

Example

This example shows how to configure the BGP process 10000 to compare MED values for paths learned
from confederation peers.

Switch# configure terminal

Switch(config)# router bgp 10000

Switch(config-router)# bgp bestpath med confed

11-11 bgp bestpath med missing-as-worst

This command is used to configure the router to assign a infinite value the route if missing MED. Use the
no form of the command to restore the default setting.

bgp bestpath med missing-as-worst

no bgp bestpath med missing-as-worst
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Parameters

Default

None.

MED 0 is assigned to the route if MED missed. MED 0 is treated as the best route.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

MED is an attribute that is exchanged between of eBGP neighbors. MED is an attribute specified by a
local peer, and advertised to the remote peer to affect the best path selection result in the remote peer.
The remote peer will not pass the MED value with routes for further path advertisement. The lower MED
value is preferred than the larger MED value.

By default, MED O is assigned to a route if missing MED missing. Use the bgp bestpath med missing-
as-worst command to configure the BGP router to assign a largest MED value to a route if missing MED.

This example shows how to configure the BGP process 10000 to assign a largest MED value to a route if
missing MED.

Switch# configure terminal

Switch(config)# router bgp 10000

Switch(config-router)# bgp bestpath med missing-as-worst

11-12 bgp client-to-client reflection

This command is used to enable route reflection from a BGP route reflector to clients. To disable client-to-
client route reflection, use the no form of this command.

bgp client-to-client reflection

no bgp client-to-client reflection

Parameters

Default

None.

By default, this option is enabled.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

In a large scale BGP network, route reflection is a mechanism used to reduce the needs of fully mesh of
iBGP sessions. With route reflection, an autonomous system can be partitioned into a number of clusters;
each cluster is formed by the route reflector and its client. The connection between clusters is still fully
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Example

meshed. However, in a cluster, the reflector needs to maintain connections with all clients, but the client
does not need to maintain connections with other clients. The route reflector is responsible to reflect
routes received from one client to other clients.

Use the bgp client-to-client reflection command on the route reflector to enable reflection of routes
received from the clients to other clients. If the clients are already fully meshed, then use the no bgp
client-to-client reflection command to disable client-to-client reflection because route reflection is not
required.

This example shows how to configure the local router is a route reflector with three neighbors as the
clients. The client to client reflection is enabled to enable the route reflection.

Switch# configure terminal

Switch(config)# router bgp 100

Switch(config-router)#neighbor 10.20.0.1 route-reflector-client
Switch(config-router)#neighbor 10.20.0.2 route-reflector-client
Switch(config-router)#neighbor 10.20.0.3 route-reflector-client
Switch(config-router)# bgp client-to-client reflection

Switch(config-router)#

11-13 bgp cluster-id

This command is used to set the cluster ID in a route reflector cluster. To remove the cluster ID, use the
no form of this command.

bgp cluster-id CLUSTER-ID

no bgp cluster-id

Parameters

Default

CLUSTER-ID Specifies to configure the cluster ID in the IPv4 address format

The local router ID of the route reflector is used as the cluster ID when no ID is specified

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

In a large scale BGP network, route reflection is a mechanism used to reduce the needs of fully mesh of
iBGP sessions. With route reflection, an autonomous system can be partitioned into a number of clusters;
each cluster is formed by the route reflector and its client. The connection between clusters is still fully
meshed. However, in a cluster, the reflector needs to maintain connections with all clients, but the client
does not need to maintain connections with other clients. The route reflector is responsible to reflect
routes received from one client to other clients.

Each cluster is distinguished by a cluster ID. The cluster ID configured on the route reflector is the ID of
the cluster. When cluster ID is not configured on the route reflector, the router ID of the reflector will be
the cluster ID.
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In a cluster, the user can define multiple route reflectors to provide redundancy and avoid the single point
of failure, but these route reflectors must be configured with the same cluster ID. Use the bgp cluster-id
command on the route reflector to configure the cluster ID on these route reflectors.

Example
This example shows how to configure the cluster has multiple route reflectors, and the local router as one
of the route reflectors. It is configured with cluster ID 10.1.10.1.

Switch# configure terminal
Switch(config)# router bgp 100
Switch(config-router)# bgp cluster-id 10.1.10.1

11-14 bgp confederation identifier

This command is used to specify a BGP confederation identifier. Use the no form of this command to
remove the confederation identifier.

bgp confederation identifier AS-NUMBER

no bgp confederation identifier

Parameters
AS-NUMBER Specifies an Autonomous System number as a BGP confederation ID.
The value is from 1 to 4294967295.
Default
None.

Command Mode
Router Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

In a large scale BGP network, confederation is a mechanism used to reduce the needs of fully mesh of
iBGP sessions. With confederation, an autonomous system can be partitioned into a number of a sub-AS.
To the routers outside, the group of sub-AS appear as a single AS identified by the confederation ID.

Each sub-AS is fully meshed within the sub-AS itself and is connected to other sub-AS within the
confederation. Route reflection can be used within the sub-AS to reduce the fully mesh. ,

Although peers in different sub-AS are connected by eBGP sessions, they exchange routing information
as if they were iBGP peers. The next-hop, MED, and local preference information is preserved within the
confederation.

Use the bgp confederation identifier command the specify the confederation ID, and use the bgp
confederation peer command to configure the neighbor session for connection to another sub-AS within
the same confederation.

Example

This example shows how to create a confederation in which the AS number is 20.

Switch# configure terminal
Switch(config)# router bgp 20
Switch(config-router)# bgp confederation identifier 20
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11-15 bgp confederation peers

This command is used to configure sub-autonomous systems to belong to a single confederation. Use the
no form of this command to remove an autonomous system (AS) from the confederation.

bgp confederation peers AS-NUMBER [...AS-NUMBER]
no bgp confederation peers AS-NUMBER [...AS-NUMBER]

Parameters

Default

AS-NUMBER [...AS-NUMBER]  Specifies one or multiple AS numbers for BGP peers. The specified AS
is in the same confederation. The valid values are from 1 to 65535.

By default, no confederation peer is configured.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

In a large scale BGP network, confederation is a mechanism used to reduce the needs of fully mesh of
iBGP sessions. With confederation, an autonomous system can be partitioned into a number of a sub-AS.
To the routers outside, the group of sub-AS appear as a single AS identified by the confederation ID.

Each sub-AS is fully meshed within the sub-AS and is connected to another sub-AS within the
confederation. Route reflection can be used within the sub-AS to reduce the fully mesh. Although peers in
different sub-AS are connected by eBGP sessions, they exchange routing information as if they were
iBGP peers. The next-hop, MED, and local preference information is preserved within the confederation.

Use the bgp confederation identifier command to specify the confederation ID and use the bgp
confederation peer command to configure the neighbor session for connection to another sub-AS within
the same confederation.

This example shows how to configure the AS 21, 22, 23 as sub-ASs of a single confederation with
confederation identifier 20.

Switch# configure terminal

Switch(config)# router bgp 20

Switch(config-router)# bgp confederation identifier 20

Switch(config-router)# bgp confederation peers 21,22,23

11-16 bgp dampening

This command is used to configure the route dampening function. Use the no form of the command to
restore the default setting.
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bgp dampening [HALF-LIFE REUSE SUPPRESS MAX-SUPPRESS-TIME UN-REACHABILTY-
HALF-TIME | route-map MAP-NAME]

no bgp dampening [route-map]

Parameters

HALF-LIFE (Optional) Specifies the time (in minutes) after which the accumulated
penalty of the route is decreased by half. The range of the half-life
period is 1 to 45 minutes.

REUSE (Optional) Specifies the penalty that is decreased and falls below the
reuse threshold, the route will be re-entered the routing table as a
normal route. The range of the reuse value is from 1 to 20000.

SUPPRESS (Optional) Specifies the penalty that is increased and cross the

suppress threshold, the route will become a dampening route and will
not be advertised. The range is from 1 to 20000

MAX-SUPPRESS-TIME

(Optional) Specifies the maximum time (in minutes) that a route can be
in the dampened state. The range is from 1 to 255. The default is 4
times the half-life.

UN-REACHABILITY-HALF-
LIFE

Specifies the time (in minutes) after which the penalty of the
unreachable routes is decreased by half. The range is 1 to 45.

route-map MAP-NAME

(Optional) Specifies the name of route map to control the routes for
dampening.

Default
Half-life: 15 minutes.
Reuse: 750.
Suppress: 2000.

Max-suppress-time: 4 times half-life.

Un-reachability-half-life: 15 minutes.

Command Mode

Router Configuration Mode.

Address Family Mode (IPv4 unicast, IPv4 multicast and VRF).

Command Default Level
Level: 12.

Usage Guideline

The purpose of this command is to eliminate the advertising of the unstable routes and thus to avoid
unstable of the network caused by flapping routes.

When a prefix is removed or is added, BGP increases the penalty of the route by 1000. When the
attribute of a received route has changes, BGP increases the penalty of the route by 500.

Supposed that half-life is configured as 15 min, reuse is 800, and suppress is 1500.

When a route flaps (from up to down), 1000 is added to the penalty of the route. Since the penalty is
smaller than the suppress value, the route works normally. A withdraw message (an update message) is

sent to the neighbors.

As the half-life timer expired, the penalty of the route becomes 500. If another flaps occur, the penalty of
the route keep being increased. If it is larger than the suppress value, then the route will be dampened.
BGP will not advertise message for the dampened route.
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As the time passed, the penalty of the route decreased. If the penalty of the route falls below the reuse
threshold, the route will be restored as a normal route and update message will be sent for the route.

If a route map is configured but the route map doesn’t exist, it acts as all routes are enabled for
dampening.

Example

This example shows how to configure the BGP process 10000. The BGP dampening values are set to 20
minutes for the half-life, 2500 for the reuse value, 8000 for the suppress value, and 80 minutes for the
maximum suppress time.

Switch# configure terminal

Switch(config)# router bgp 10000

Switch(config-router)# bgp dampening 20 2500 8000 80 20

11-17 bgp default ipv4-unicast

This command is used to enable the exchange of IPv4 unicast routing information. Use the no command
to disable the exchange of IPv4 unicast prefixes.

bgp default ipv4-unicast

no bgp default ipv4-unicast

Parameters
None.
Default
IPv4 unicast routing information exchange is enabled.
Command Mode
Router Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command in the router configuration mode to enable the exchange of IPv4 unicast routing
information for all the subsequently created neighbor sessions. Use the no bgp default ipv4-unicast
command to disable the automatic exchange of IPv4 unicast routing information.

Use the neighbor activate in address family configuration to activate the exchange of routing information
of specific address family with a BGP neighbor.

Example

This example shows how to disable the exchange of IPv4 unicast address prefixes.

Switch# configure terminal
Switch(config)# router bgp 65534
Switch(config-router)# no bgp default ipv4-unicast

11-18 bgp default local-preference
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This command is used to specify the default local preference value for the router. Use the no command
to revert to the setting to default.

bgp default local-preference NUMBER

no bgp default local-preference

Parameters

NUMBER Specifies the default local preference to apply to the routes received by
this router. The range of the local reference is 0 to 4294967295.

Default

By default, this value is 100.
Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The local preference number is used to control the preferred exit point from the local AS to the same
destination network. The local preference will be sent with the route advertised to the iBGP peers. If an
external route is both reachable via the local router and an iBGP peer router, the local preference value
determines the preferred exit point to reach the external route.

Use the bgp default local-preference command to specify the default local preference to be associated
with the routes received by the router from external BGP peers.

Example

This example shows how to configure the default local preference of the router to be 200.

Switch# configure terminal
Switch(config)# router bgp 65534
Switch(config-router)# bgp default local-preference 200

11-19 bgp deterministic-med

This command is used to include the Multi Exit Discriminator (MED) value between all paths received
from within the same autonomous system in the selection of the best route selection. Use the no
command to prevent BGP from considering the MED attribute in comparing paths.

bgp deterministic-med

no bgp deterministic-med

Parameters

None.
Default

By default, this option is disabled.
Command Mode
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Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

All routers in a local AS must have the same setting of this command. When the bgp always-compare-
med command is enabled, the Multi Exit Discriminator (MED) will be compared for paths from neighbors
in different autonomous systems. When the bgp deterministic-med command is enabled, all paths
destined for the same network that are received from neighbors in the same autonomous system , will be
grouped together and sorted based on the ascending MED value. The sorting is performed right after the
command is entered. The best path selection algorithm will then pick the best paths using the existing
rules; the comparison is made on a per-neighbor autonomous system basis and then global basis.

If the bgp deterministic-med command is disabled, the paths will not be grouped and sorted.

This example shows how to enable the compare MED value for autonomous system 65534.

Switch# configure terminal
Switch(config)# router bgp 65534
Switch(config-router)# bgp deterministic-med

11-20 bgp enforce-first-as

This command is used to enforce that the routes received from an eBGP peer must have the peer’'s AS
number as the first AS in the AS path. Use the no command to disable this enforcement

bgp enforce-first-as

no bgp enforce-first-as

Parameters

Default

None.

By default, this option is disabled.

Command Mode

Router Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to enforce that the routes received from an eBGP peer must have the peer's AS
number as the first AS in the AS path. This feature is used to avoid the local router from spoofing by a
misconfigured peer.

This example shows how to enable the security of the BGP network for autonomous system 65534. All
incoming updates from eBGP peers are examined to ensure that the first AS number in the AS-path is the
local AS number of the transmitting peer:

Switch# configure terminal
Switch(config)# router bgp 65534
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Switch(config-router)# bgp enforce-first-as

11-21 bgp fast-external-failover

This command is used to immediately reset an external BGP peering session if the link directly connected
to the peer goes down. Use the no form of the command to disable BGP fast external failover.

bgp fast-external-failover

no bgp fast-external-failover

Parameters

None.
Default

By default, this option is enabled.
Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

This command is used to globally disable or enable fast external failover of BGP sessions for the directly

connected external peers. When fast-external-failover is enabled, the session is immediately reset if the
link goes down. When fast external failover is disabled, the session will not be reset until the default hold

timer expires (3 keep alive times).

Example

This example shows how to configure the BGP fast external failover feature as disabled. If the link
through which the session is carried flaps, the session will not be reset.

Switch# configure terminal

Switch(config)# router bgp 65534

Switch(config-router)# no bgp fast-external-failover

11-22 bgp router-id

This command is used to configure a router ID for the local Border Gateway Protocol (BGP) routing
process. Use the no form of this command to remove the fixed router ID setting.

bgp router-id IP-ADDRESS

no bgp router-id

Parameters

IP-ADDRESS Specifies the router ID in the IPv4 address format as the identifier of
the local BGP router.
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Default
A default router-1D will be assigned.
If loopback interfaces are not configured, the router ID is set to the highest IP address of interfaces.
If loopback interfaces are configured, the router ID is set to the highest IP address of loopback interfaces.
Command Mode
Router Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

Use this command to configure the router ID for the local BGP routing process. The router ID must be a
uniquely assigned within the network.

Example
This example shows how to change the router ID to 192.168.1.1.

Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router)# bgp router-id 192.168.1.1

11-23 bgp scan-time

This command is used to configure the BGP scan timer value. The BGP router will periodically check
whether the next hop is reachable from the BGP route. Use the no form of command to reset to default
setting.

bgp scan-time SCAN-INTERVAL

no bgp scan-time

Parameters

SCAN-INTERVAL Specifies the BGP scan timer value from 5 to 60 seconds.

Default

By default, this value is 60 seconds.
Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

When the router is enabled for scanning next hop of BGP routes, the router will periodically check
whether there is a route to reach the next hop in the routing table.

Example

This example shows how to sets the scan-timer to 30 seconds.

Switch# configure terminal
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Switch(config)# router bgp 100
Switch(config-router)# bgp scan-time 30

Switch(config-router)#

11-24 clear ip bgp

This command is used to reset Border Gateway Protocol (BGP) connections using hard or soft

reconfiguration.

clear ip bgp [ipv4 {unicast | multicast} | vpnv4 {vrf VRF-NAME | unicast}] {all | AS-NUMBER |
peer-group PEER-GROUP-NAME | NEIGHBOR-ADDRESS} [soft [in [prefix-filter] | out]]

Parameters
ipv4 (Optional) Specifies to reset BGP peer sessions of the IPv4 address
family.
unicast Specifies to reset BGP connections of the IPv4 unicast address family.
multicast Specifies to reset BGP connections of the IPv4 multicast address

Default

family.

vrf VRF-NAME

Specifies the VRF address family routing entry.

vpnv4 Specifies the IPv4 VPN address family routing entry.
all Specifies to issue reset of all sessions in the specified address family.
AS-NUMBER Specifies to issue reset of sessions with peers in the specified AS will

be reset.

NEIGHBOR-ADDRESS

Specifies to issue reset of the specified neighbor session.

PEER_GROUP-NAME

Specifies to issue reset of the peer group sessions.

in (Optional) Specifies to issue the inbound reconfiguration. If neither in
nor out keyword is specified, both inbound and outbound sessions are
reconfigured.

prefix-filter (Optional) Specifies to clear the existing outbound route filter (ORF)
prefix list to trigger a new route refresh to update the ORF prefix list
from the peer router.

out (Optional) Specifies to issue the outbound reconfiguration. If neither in
nor out keyword is specified, both inbound and outbound sessions are
reconfigured.

soft (Optional) Specifies to issue a soft reset without tearing down the
session.

None.

Command Mode

Privileged EXEC Mode.

Command Default Level

Level: 12.

Usage Guideline
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Example

This command is used to initiate a hard reset or a soft reset for a BGP session. If a soft reset is applied to
outbound session, the router will re-transmit all the routes previously advertised to the specified neighbor

to refresh the routing entries in the neighbor peer. If a soft reset is applied to inbound session, the session
will not be terminated but the local inbound routing table will be cleared and need to be rebuilt.

If soft reconfiguration inbound is enabled (use the command neighbor soft-reconfiguration in router
configuration mode), then the routing table can be rebuilt based on the stored route updates information.
If soft reconfiguration inbound is disabled, then the local router will send the route refresh request to the
neighbor to ask for the route refresh. The user can use the show ip bgp neighbors command to check, if
the peer router does not support the route refresh capability, then storing inbound route update
information must be enabled to complete the inbound soft reconfiguration.

Whenever the following setting, which is applied to inbound session, is changed, the inbound routing
table can be reconfigured by the inbound soft reset.

e BGP-related access lists
e BGP-related weights

o BGP-related prefix lists
e BGP-related route maps

When the inbound session is soft reset with the prefix filter option, if the capability ORF prefix list is
enabled, in the receive mode, the local BGP will notify the remote neighbor to send the updated prefix
filter.

This example shows how to configure a soft reconfiguration that is initiated for the inbound sessions with
the neighbor 10.100.0.1 and the outbound session is unaffected.

Switch# clear ip bgp 10.100.0.1 soft in
Switch#

This example show how to configure all member sessions in BGP peer group named INTERNAL to hard
reset.

Switch# clear ip bgp peer-group INTERNAL
Switch#

This example shows how to configure a soft reconfiguration that is initiated for the inbound session with
members of the peer group INTERNAL and the outbound session is unaffected.

Switch# clear ip bgp peer-group INTERNAL soft in
Switch#

11-25 clear ip bgp dampening

This command is used to clear BGP route dampening information.

clear ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] dampening [IP-ADDRESS
[/MASK-LENGTH]]

Parameters
ipv4 Specifies the IPv4 address family routing entry. If not specified, the
IPv4 unicast address family is the default address family.
unicast Specifies to clear unicast address family sessions.
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multicast Specifies to clear multicast address family sessions

vpnv4 Specifies the IPv4 VPN address family routing entry.

vrf VRF-NAME Specifies the VRF address family routing entry.

IP-ADDRESS (Optional) Specifies the routing prefix to clear the dampening

information.

MASK-LENGTH (Optional) Specifies the mask length for the IP address.
Default

None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline

This command is used to clear dampening information in the routing table. If no arguments or keywords
are specified, dampening information for the IPv4 unicast address family prefixes are cleared.

Example

This example shows how to clear route dampening information for the route prefix 192.168.10.0/24.

Switch# clear ip bgp dampening 192.168.10.0/24
Switch#

This example shows how to clear route dampening information for all IPv4 unicast address family prefixes.

Switch# clear ip bgp dampening
Switch#

11-26 clear ip bgp external

This command is used to reset external Border Gateway Protocol (eBGP) peering sessions using hard or
soft reconfiguration.

clear ip bgp [ipv4 {unicast | multicast}] external [soft [in [prefix-filter] | out]]

Parameters

ipv4 Specifies to issue the reset of eBGP peering sessions for IPv4 address
family.

unicast Specifies to reset eBGP peering sessions for unicast address family
sessions.

multicast Specifies to reset eBGP peering sessions for multicast address family
sessions.

in (Optional) Specifies to issue inbound reconfiguration. If neither in nor
out keywords are specified, both inbound and outbound sessions are
reset.
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prefix-filter (Optional) Specifies to clear the existing outbound route filter (ORF)
prefix list to trigger a new route refresh to update the ORF prefix list
from the peer router.

out (Optional) Specifies to issue outbound reconfiguration. If neither the in
nor out keywords are specified, both inbound and outbound sessions
are reset.
soft (Optional) Specifies to issue a soft reset without tearing down the
session.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline
This command is used to initiate a hard reset or a soft reset for external BGP sessions.
Example

This example shows how to initiate a soft reconfiguration configured for all inbound eBGP peering
sessions.

Switch# clear ip bgp external soft in
Switch#

11-27 clear ip bgp flap-statistics

This command is used to clear BGP route dampening flap statistics.

clear ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] flap-statistics [IP-ADDRESS
[/MASK-LENGTH]]

Parameters
ipv4 Specifies to clear an IPv4 address family routing entry.
unicast Specifies to clear flap statistics for unicast address family sessions.
multicast Specifies to clear flap statistics for multicast address family sessions.
vpnv4 Specifies the IPv4 VPN address family routing entry.
vrf VRF-NAME Specifies the VRF address family routing entry.
IP-ADDRESS (Op_tio_nal) Specifies the IPv4 address of the network to clear the flap
statistics.
MASK-LENGTH (Optional) Specifies the mask length for the IP address.
Default
None.

Command Mode
Privileged EXEC Mode.
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Command Default Level
Level: 12.

Usage Guideline

This command is used to clear the accumulated penalties for routes that have been received on a router
which has BGP dampening enabled. If no arguments or keywords are specified, flap statistics of IPv4
unicast address family prefixes are cleared.

Example

This example shows how to clear flap statistics for all IPv4 unicast address prefixes.

Switch# clear ip bgp flap-statistics
Switch#

11-28 clear ip bgp 12vpn

This command is used to reset BGP neighbor session information for the L2VPN address family.

clear ip bgp 12vpn vpls {all | peer-group PEER_GROUP-NAME | NEIGHBOR-ADDRESS} [soft [{in

| out}]]
Parameters
all Specifies to reset all sessions in the specified address family.
PEER_GROUP-NAME Specifies to reset the specified peer group sessions.
NEIGHBOR-ADDRESS Specifies to reset the specified neighbor (IPv4 address only) session.
soft (Optional) Specifies to initiate a soft reset without tearing down the
session.
in (Optional) Specifies to initiate the inbound reconfiguration. If neither
the in nor out keyword is specified, both inbound and outbound
sessions are reconfigured.
out (Optional) Specifies to initiate the outbound reconfiguration. If neither
the in nor out keyword is specified, both inbound and outbound
sessions are reconfigured.
Default
None.

Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 12.
Usage Guideline

This command is used to reset BGP neighbor session information for the L2VPN address family. If no
arguments or keywords are specified, all BGP L2VPN VPLS neighbor session information is cleared.

Example

This example shows how to reset all BGP neighbor sessions for the L2VPN address family.
Switch# clear ip bgp 12vpn vpls all
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Switch#

11-29 distance bgp

This command is used to configure the distance for BGP routes. Use the no form of the command to
restore to the default setting.

distance bgp EXTERNAL-DISTANCE INTERNAL-DISTANCE

no distance bgp

Parameters
EXTERNAL-DISTANCE Specifies the distance for routes learned from external peers. The valid
range is 1 to 999.
INTERNAL-DISTANCE Specifies the distance for routes learned from internal peers. The valid
range is 1 to 999.
Default

External distance is 70.

Internal distance is 130.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.

Usage Guideline

User can use the distance bgp command to set the administrative distance for routes learned from
eBGP peers and iBGP peers. The distance bgp command acts as the distance command for other
routing protocol, determines which routes will be installed in routing information base.

Numerically, an administrative distance is an integer from 1 to 999. In general, the higher the value is, the
lower the rating of trustworthiness is.

Example

This example shows how to set the distance of external routes and internal routes in to 50, 100,
respectively.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# distance bgp 50 100

11-30 ip as-path access-list

This command is used to define a rule entry for a BGP Autonomous System (AS) path access list. Use
the no form of this command to remove the definition of an AS path access-list.

ip as-path access-list ACCESS-LIST-NAME [{permit | deny} REGEXP]
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no ip as-path access-list ACCESS-LIST-NAME

Parameters
ACCESS-LIST-NAME Specifies the name of an AS path access list. The maximum length is
16 bytes
permit Specifies that routes that match the rule entry are permitted.
deny Specifies that routes that match the rule entry are denied.
REGEXP Specifies a regular expression for the matching pattern.
Default
None.

Command Mode

Global Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

Use this command to define an AS path access list entry. An AS path access list can contain multiple rule
entries, either as a deny entry or a permit entry.

Use the neighbor filter-list command to apply an AS path access list to a neighbor session as an ingress
filter or an egress filter. If an access list is applied, if the route matches an access list entry, then no
further check will be done against other rules. If the match rule is a permit rule, then the route is permitted.
If the matched rule is a deny rule, then the route is denied.

Use the match as-path command to match an access list in a route map entry definition. To match a
route map entry, all match statements must be satisfied. To match an AS path access list, if an entry in
the access list matches the route, then no further check will be done against the remaining entries in the
access list. If the matched entry is a permit entry, then the AS path access list is matched. If the matched
entry is a deny entry, then the AS path access list is not matched. If none of the rule entries in the AS
path access list match the route, then the AS path access list is not matched.

This example shows how to define an AS-path access-list called “mylist” to deny neighbors with the AS
number 65535.

Switch# configure terminal
Switch(config)# ip as-path access-list mylist deny "65535%

11-31 ip community-list

This command is used to add a community list entry. Use the no form of this command to delete the
community list entry.

ip community-list standard COMMUNITY-LIST-NAME {deny | permit} [COMMUNITY-NUMBER]
[internet] [local-as] [no-advertise] [no-export]

no ip community-list standard COMMUNITY-LIST-NAME
ip community-list expanded COMMUNITY-LIST-NAME {deny | permit} REGULAR-EXPRESSION
no ip community-list expanded COMMUNITY-LIST-NAME
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Parameters

standard

Specifies to configure a named standard community list.

expanded

Specifies to configure a named expanded community list.

COMMUNITY-LIST-NAME

Specifies the community list name. The maximum length is 16 bytes.

permit

Specifies that routes that match the rule entry are permitted.

deny

Specifies that routes that match the rule entry are denied.

COMMUNITY-NUMBER

(Optional) Specifies the community is a 32-bits integer. It can be a

user-specified number represented by AA:NN, where AA (AS number)
is the upper part of the word and NN (community number, user-
specified) is the lower part of the word. Multiple numbers (separated by
comma) can be specified.

internet (Optional) Specifies the Internet community. Routes with this
community are advertised to all peers.

local-as (Optional) Specifies the local-as community. Routes with this
community are not sent out of the local AS or sub-autonomous system
of a confederation.

no-advertise (Optional) Specifies the no-advertise community. Routes with this

community are not advertised to other BGP peers.

no-export (Optional) Specifies the no-export community. Routes with this

community are not advertised to external peers.

REGULAR-EXPRESSION Specifies to configure a regular expression that is used to specify a
pattern to match against an input string. Note: Regular expressions

can be used only with expanded community lists.

Default

None.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

The community attribute is used for implementing policy routing. It is an optional, transitive attribute and
facilitates transfer of local policies through different autonomous systems. A community attribute is
represented by a 32 bits integer. If no community value is associated with a path, by default, the Internet
community is associated with the path.

A community list can contain multiple rule entries, either as a deny entry or a permit entry. Use the
command to define a community list rule entry.

A community list can be either a standard community list or an expanded community list. The rule entry
defined in a standard community list contains a string formed by a number of communities, separated by
space. The rule entry defined in an expanded community list contains a regular expression.

Use the match community command to match a community list in a route map entry definition. To match
a route map entry, all match statements must be satisfied. To match a community list, if an entry in the
community list matches the route, then no further check will be done against the remaining entries in the
access list. If the matched entry is a permit entry, then the community list is matched. If the matched entry
is a deny entry, then the community list is not matched. If none of the rule entries in the community list
match the route, then the community list is not matched.
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Example

This example shows how to configure a rule entry for a community list “mycommlist” that permits routes
that from network 10 in autonomous system 50000.

Switch# configure terminal
Switch(config)# ip community-list standard mycommlist permit 50000:10

11-32 ip extcommunity-list

This command is used to add an extended community entry for VPN route filtering. Use the no form of
this command to delete the extended community list entry.

ip extcommunity-list standard EXTCOMMUNITY-LIST-NAME [{permit | deny} EXTCOMMUNITY]
no ip extcommunity-list standard EXTCOMMUNITY-LIST-NAME

ip extcommunity-list expanded EXTCOMMUNITY-LIST-NAME [{permit | deny} REGEXP]

no ip extcommunity-list expanded EXTCOMMUNITY-LIST-NAME

Parameters

EXTCOMMUNITY-LIST-NAME  Specifies the extended community list name. The maximum length is
16 bytes. The syntax is general string that does not allow spaces.

permit Specifies the extended community to accept.
deny Specifies the extended community to reject.
EXTCOMMUNITY Specifies the EXT-COMMUNITY. This consists of an RT value or an

SOO value. It can accept 12 values for one entry. There are two
different types for the RT value or SOO value:

IP address: number - The IP address should be a global IP address
that is assigned to the user and the number is assigned from a
numbering space that is administered by the user. The number can be
1-65535.

AS Number: number - The AS Number should be a public AS
Number (Both 2-bytes AS number and 4-bytes AS number works) that
is assigned to the user and the number is assigned from a numbering
space that is administered by the user. The number can be 1 to
4294967295 for 2-bytes AS number and 1 to 65535 for 4-bytes AS
number.

REGEXP Specifies to configure a regular expression that is used to specify a
pattern to match against an input string. Regular expressions can be
used only with expanded community lists. The maximum length is 80
characters.

Default
None.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
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The extended community attribute is used for implementing policy routing. It is an optional, transitive
attribute and facilitates transfer of local policies through different autonomous systems. All the names of
the standard extcommunity list and expended extcommunity list must not be the same.

This command can be applied multiple times. BGP extended community attributes exchanged between
BGP peers are controlled by the neighbor send-community command.

If permit rules exist in an extended community list, routes with extended community that does not match
any rule in the list will be denied. If there are no rules or only deny rules to be configured in the extended
community list, all routes will be denied.

Example

This example shows how to define a standard extended community list named “myecom” with an entry.

Switch# configure terminal
Switch(config)# ip extcommunity-list standard myecom permit rt 1:1 soo 1.1.1.1:1

This example shows how to create an expanded extended community list named “myexpcom” with an
entry.

Switch# configure terminal
Switch(config# ip extcommunity-list expanded myexpcom permit _20[0-9]

11-33 match as-path

This command is used to define a BGP AS-path access list match condition in a route map rule. To delete
a match statement, use the no form of this command.

match as-path ACCESS-LIST-NAME

no match as-path

Parameters

ACCESS-LIST-NAME Specifies an AS path access list name.

Default

No match statements in the route map.
Command Mode

Route-map Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

A route map can contain multiple route map entries, which is either a permit entry or a deny entry. When

a route is checked against a route map, the entry in the route map will be checked whether match the
route based on its sequence number in the route map. If an entry is found matched, the action associated
with the entry will be taken and no further check will be done against the remaining entry in the route map.

A route map entry can contain multiple match and set statements. To match a route against a route map
entry, all of the match statements in the route map rule must be satisfied. When a route map entry is
matched, all the set statements in the rule will be performed.

Use the match as-path command to match an access list in a route map entry. To match a route map
entry, all match statements must be satisfied. To match an AS path access list, if an entry in the access
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list matches the route, then no further check will be done against the remaining entries in the access list.
If the matched entry is a permit entry, then the AS path access list is matched. If the matched entry is a

deny entry, then the AS path access list is not matched. If none of the rule entries match the route, then
the AS path access list is not matched.

Example

This example shows how to add a match statement to the policy routing entry named “myPolicy”.

Switch# configure terminal
Switch(config)# route-map myPolicy permit 1
Switch(config-route-map)# match as-path PATH_ACL

11-34 match community

This command is used to define a BGP community access list match condition in a route map rule. To
delete the match statement, use the no form of this command.

match community COMMUNITY-LIST-NAME [exact]

no match community

Parameters
COMMUNITY-LIST-NAME Specifies a BGP community access list.
exact (Optional) Specifies that an exact match is required. All of the
communities and only those communities specified must be present.
Default

No match statements in the route map.

Command Mode

Route-map Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

A route map can contain multiple route map entries, which is either a permit entry or a deny entry. When

a route is checked against a route map, the entry in the route map will be checked whether match the
route based on its sequence number in the route map. If an entry is found matched, the action associated
with the entry will be taken and no further check will be done against the remaining entry in the route map.

A route map entry can contain multiple match and set statements. To match a route map entry, all of the
match statements in the route map rule must be satisfied. When a route map entry is matched, all the set
statements in the rule will be performed.

Use the match community command to match a community list in a route map entry definition. To match
a route against a route map entry, all match statements must be satisfied. To match a community list, if
an entry in the community list matches the route, then no further check will be done against the remaining
entries in the access list. If the matched entry is a permit entry, then the community list is matched. If the
matched entry is a deny entry, then the community list is not matched. If none of the rule entries in the
community list match the route, then the community list is not matched.

The exact keyword is used for matching a standard community list. When exact is specified, the
communities of the route must be exactly the same as the communities specified in the community list
entry.
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When exact is not specified, to match a community list rule entry, the communities specified in the rule
entry must be a subset of the communities specified in the community string of the route.

Example

This example shows how to configure the routes that match the community list “IT-COMMUNITY”, which
permit 101:1, and the weight set to 100. Any route that has the community 101:1 alone (exact match) will
have the weight set to 100.The route map is hamed “myPolicy”.

Switch# configure terminal

Switch(config)# ip community-list standard IT-COMMUNITY permit 101:1

Switch(config)# route-map myPolicy permit 1

Switch(config-route-map)# match community IT-COMMUNITY exact
Switch(config-route-map)# set weight 100

11-35 neighbor activate

This command is used to activate the exchange of routing information with a specified BGP neighbor.
Use the no form of this command to deactivate the exchange with a specified BGP neighbor.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} activate
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} activate

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
Default

The exchange of the IPv4 unicast address family is enabled by default.

The exchange for all other address families is disabled.

Command Mode
Router Configuration Mode.
Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).

Command Default Level
Level: 12.

Usage Guideline

If a BGP peer group is specified for the command, all the members of the peer group will inherit the
setting configured with this command. The exchange of IPv4 unicast routing information with neighbors is
enabled by default unless this default behavior is changed by the no bgp default ipv4-unicast command.
Use the no neighbor activate command to disable the exchange of IPv4 unicast routing information with
specific neighbors.

The exchange address family routing information other than IPv4 unicast with neighbors is disabled by
default. Use the neighbor activate command to enable the exchange of a specific address family routing
information with a specific neighbor.

Example

This example shows how to enable address exchange for the address family IPv4 multicast for neighbor
10.4.4.4.
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Switch# configure terminal

Switch(config)# router bgp 65100
Switch(config-router)# address-family ipv4 multicast
Switch(config-router-af)# neighbor 10.4.4.4 activate

11-36 neighbor advertisement-interval

This command is used to configure the minimum interval between two BGP routing UPDATE messages.
Use the no command to revert to the default setting.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} advertisement-interval SECONDS
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} advertisement-interval

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
SECONDS Specifies the minimum interval, in seconds, between the sending of
update messages. This value must be between 0 and 600.
Default

30 seconds for external peers.

5 seconds for internal peers.

Command Mode

Router Configuration Mode.
Address Family Configuration Mode (VRF).

Command Default Level

Level: 12.

Usage Guideline

Example

If a BGP peer group is specified for the command, all the members of the peer group will inherit the
setting configured with this command.

This example shows how to set the minimum time between sending BGP routing updates to 15 seconds.

Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router=)# neighbor 10.4.4_.4 advertisement-interval 15

11-37 neighbor allowas-in

This command is used to enable routers to allow their own AS appearing in the received BGP update
packets. To disable a duplicate AS number, use the no form of this command.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} allowas-in [NUMBER]
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no neighbor {IP-ADDRESS | PEER-GROUP-NAME} allowas-in

Parameters
IP-ADDRESS Specifies the IP address of a BGP peer.
PEER-GROUP-NAME Specifies the name of a Border Gateway Protocol (BGP) peer group.
The maximum length is 16 characters.
NUMBER (Optional) Specifies the maximum number of local AS, allowed to
appear in the AS-path attribute of update packets. The value is from 1
to 10. If no number is supplied, the default value of 3 times is used.
Default

By default, this option is disabled.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).
Command Default Level

Level: 12.

Usage Guideline

The BGP router will do AS path loop checks for the received BGP update packets. If the BGP router’s
own AS appears in the AS path list, it is identified as a loop and the packets will be discarded. If the
allowas-in setting is enabled, the BGP router's own AS is allowed in the AS path list.

Example

This example shows how to set the number of times that the local router's own AS is allowed to appear in
the update packets received from the neighbors 100.16.5.4 to 5.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)#neighbor 100.16.5.4 remote-as 65101
Switch(config-router)#neighbor 100.16.5.4 allowas-in 5

This example shows how to set the allowas-in to 3 without the NUMBER parameter.

Switch# configure terminal

Switch(config)# router bgp 65100
Switch(config-router)#neighbor 100.16.5.4 remote-as 65101
Switch(config-router)#neighbor 100.16.5.4 allowas-in

11-38 neighbor as-origination-interval

This command is used to configure the minimum interval between the sending of AS origination routing
updates. Use the no command to revert to the default setting.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} as-origination-interval SECONDS
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} as-origination-interval

Parameters
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IP-ADDRESS Specifies the IP address of the neighbor peer.

PEER-GROUP-NAME Specifies the name of the BGP peer group.

SECONDS Specifies the minimum interval, in seconds, between the sending of AS
origination routing update messages. This value must be between 1
and 600.

Default

By default, the interval value is 15 seconds.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.
Usage Guideline

AS origination routes can be generated by network, aggregate and redistribute commands. Use this
command to configure the minimum interval value when sending these routes.

Example

This example shows how to set the AS origination interval of 15.1.1.52 to 100.

Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router=)# neighbor 15.1.1.52 as-origination-interval 100

11-39 neighbor as-override

This command is used to enable to override the AS number of a site with the provider's AS number on a
PE router. Use the no form of the command to disable this function.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} as-override
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} as-override

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
Default

By default, this option is disabled.
Command Mode

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.

Usage Guideline
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The command is used to prevent routing loops between routers within a VPN.

In the VPN, the most typical application lies in that the two CE ends have the same AS number. Normally,
these two CE routers can't receive the other from the other party, because the BGP protocol will not
receive the route information with the same AS number in AS path attribute as the AS of BGP instance
itself. After the above command is configured on the PE router, you can let the PE replace the AS number
of the CE to AS number of PE self, so that the CE from the other end can receive the route information.
Only set this function for the EBGP peer.

Example

This example shows how to enable the AS override flag of BGP peer 3.3.3.3 in VRF “vpnl”.

Switch# configure terminal

Switch(config)# router bgp 10

Switch(config-router)# address-family ipv4 vrf vpnl
Switch(config-router-af)# neighbor 3.3.3.3 remote-as 20
Switch(config-router-af)# neighbor 3.3.3.3 as-override

11-40 neighbor capability orf prefix-list

This command is used to enable the advertisement of the ORF to a neighbor. Use the no form of the
command to disable ORF.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} capability orf prefix-list {receive | send | both}
no no neighbor {IP-ADDRESS | PEER-GROUP-NAME} capability orf prefix-list {receive | send |

both}

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of a Border Gateway Protocol (BGP) peer group.
receive (Optional) Specifies to enable the receive mode of the ORF capability.
send (Optional) Specifies to enable the send mode of the ORF capability.
both (Optional) Specifies to enable both the send and receive mode of the

ORF capability.
Default

By default, this option is disabled.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, and VRF).
Command Default Level

Level: 12.
Usage Guideline

The user can use the BGP ORF (Outbound Route Filtering) capability to reduce the number of prefixes
exchanged with the peer. Typically, the command must be configured in pair on the local router and the
remote router. The function can operate in one direction or in both directions. When it operates in one
direction, the prefix list used as for the ingress filtering on one router will be sent to the peer router and
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act as the egress prefix list filtering applied to routes to be sent out from the peer router. The first router
should be configured as send mode and the peer router should be configured as receive mode.

When the ingress prefix list on the first router is changed, to reflect the change to the peer router, the user
should issue the clear bgp in prefix-list command on the peer router.

Example

In the following example, router A (10.20.30.5) is configured with ingress prefix list and is enabled for
send mode and router B is enabled for receive mode. Router B (10.20.40.10) installs the egress prefix list
from router by the clear bgp in prefix-filter command for the neighbor session.

Router A:

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# neighbor 10.20.40.10 remote-as 65200
Switch(config-router)# neighbor 10.20.40.10 prefix-list CUSTOMER in
Switch(config-router)# neighbor 10.20.40.10 capability orf prefix-list send

Router B:

Switch# configure terminal

Switch(config)# router bgp 65200

Switch(config-router)# neighbor 10.20.30.5 remote-as 65100
Switch(config-router)# neighbor 10.20.30.5 capability orf prefix-list receive
Switch(config-router)# exit

Switch(config)# exit

Switch# clear ip bgp 10.20.30.5 soft in prefix-filter

11-41 neighbor default-originate

This command is used to generate a default route to a neighbor. Use the no form of the command to
disable generating the default route or disable the conditional injection.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} default-originate [route-map MAP-NAME]
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} default-originate

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
route-map MAP-NAME (Optional) Specifies the name of a route map to achieve conditional
injection of default route.
Default

No default route is sent to the neighbor.
Command Mode

Router Configuration Mode.
Address Family Configuration Mode (IPv4 Unicast and VRF).

Command Default Level
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Level: 12.
Usage Guideline

Use this command to inject the default route to a neighbor. The injection of a default route does not
require the presence of 0.0.0.0 in the routing table. When the user specify the route map with the
command, the default route will not be injected unless there is a route in the routing table that is permitted
by the route map. If a route map is configured but the route map doesn't exist, it acts if the route map is
not specified.

Example

This example shows how to configure the local router to inject the route 0.0.0.0 to the neighbor
172.16.2.3 unconditionally.

Switch# configure terminal

Switch(config)# router bgp 109

Switch(config-router)# network 172.16.0.0/16

Switch(config-router)# neighbor 172.16.2.3 remote-as 200
Switch(config-router)# neighbor 172.16.2.3 default-originate

11-42 neighbor description

This command is used to associate a description with a BGP neighbor. Use the no command to remove
the description

neighbor {IP-ADDRESS | PEER-GROUP-NAME} description TEXT
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} description

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
TEXT Specifies a descriptive string for the neighbor with a maximum of 80
characters. The syntax is a general string that allows spaces.
Default
None.

Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.
Usage Guideline

If you specify a BGP peer group for the command, all the members of the peer group will inherit the
setting configured with this command.

Example

This example shows how to configure a description for the neighbor session with peer 172.16.10.10.

Switch# configure terminal
Switch(config)# router bgp 65100
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Switch(config-router)# neighbor 172.16.10.10 description ABC in China

11-43 neighbor ebgp-multihop

This command is used to allow the router to establish a BGP session with an eBGP peer that is not
directly connected to the local peer. Use the no command to revert to the default behavior.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} ebgp-multihop [TTL]
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} ebgp-multihop

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
TTL (Optional) Specifies the TTL value used for the BGP session.
Default

The eBGP peer must be directly connected to the router.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.

Usage Guideline

Use this command to allow the router to establish a BGP session with an eBGP peer that is not directly
connected to the local peer. The user can specify the desired TTL value or not to specify to use the
maximum TTL.

Example

This example shows how to allow the router to establish a BGP session with an eBGP peer 172.16.10.10
that is not directly connected to the local peer.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# network 10.108.0.0

Switch(config-router)# neighbor 172.16.1.1 ebgp-multihop

11-44 neighbor filter-list

This command is used to set up a BGP filter for the exchange of routing information with the specified
neighbor. Use the no command to disable this function.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} filter-list AS-LIST-NAME {in | out}
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} filter-list AS-LIST-NAME {in | out}
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Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
AS-LIST-NAME Specifies the name of an AS path access list. An AS path access list is
defined by the ip as-path access-list command.
in Specifies to apply the check for access lists in the ingress direction.
out Specifies to apply the check for access lists in the egress direction.
Default

By default, no filter is used.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable AS path filtering based on a specified AS path access list. Use the ip as-
path access-list command to create an AS path access list.

The neighbor filter-list command can be specified per address family. When specified, in the router
configuration mode, the filter list is applied to the IPv4 unicast address family only.

The user can specify one filter list per address family for outbound routes to a BGP neighbor and one
filter list for inbound routes from a BGP neighbor.

Example

This example shows how to define an AS path access list and applies it to filter the routes to be
advertised to the neighbor 172.16.1.1.

Switch# configure terminal

Switch(config)# ip as-path access-list myacl deny 123

Switch(config)# ip as-path access-list myacl deny ~123%

Switch(config)# ip as-path access-list myacl permit .*

Switch(config)# router bgp 65100

Switch(config-router)# neighbor 192.168.6.6 remote-as 123
Switch(config-router)# neighbor 172.16.1.1 remote-as 47
Switch(config-router)# neighbor 172.16.1.1 filter-list myacl out

11-45 neighbor maximum-prefix

This command is used to specify the maximum number of prefixes that can be accepted from a neighbor.
To disable the limitation, use the no form of this command.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} maximum-prefix MAXIMUM [THRESHOLD]
[warning-only]

no neighbor {IP-ADDRESS | PEER-GROUP-NAME} maximum-prefix

Parameters
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Default

IP-ADDRESS Specifies the IP address of the neighbor.

PEER-GROUP-NAME Specifies the name of a Border Gateway Protocol (BGP) peer group.

MAXIMUM Specifies the maximum number of prefixes acceptable from the
specified neighbor. This value must be between 1 and 12000.

THRESHOLD (Optional) Specifies the percentage of the maximum prefix limit to
generate a warning message. The range is from 1 to 100. The default
value is 75.

warning-only (Optional) Specifies only to generate a system log message when the

threshold is exceeded. If not specified, the peering session will be
terminated when the threshold is exceeded.

The maximum number of prefixes is 12000.

The threshold value is 75 percent.

Command Mode

Router Configuration Mode.
Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).

Command Default Level

Level: 12.

Usage Guideline

Example

The user can use the maximum-prefix command to configure a maximum number to restrict the number
of routing prefixes that can be accepted from the specified peer. To use the command, the user should
determine the maximum number of prefixes based on the amount of available system resources.

When the maximum number is defined for a session, the system will monitor whether the current prefix
number exceed the threshold. When the threshold is exceeded, if the option warning-only is not
specified, the session will be terminated and a system message will be generated to notify the user of the
event. If the warning-only option is specified, a system message will be generated to notify the user of
the event. If a session is terminated due to exceeding of the maximum prefixes, the session will not be
rebuilt unless the clear ip bgp command is issued to do a hard reset on the session.

This example shows how to set the maximum prefixes that will be accepted from the neighbor,
192.168.1.1 to 1000.

Switch# configure terminal

Switch(config)# router bgp 40000

Router (config-router)# network 192.168.0.0/16

Router (config-router)# neighbor 192.168.1.1 maximum-prefix 1000

11-46 neighbor next-hop-self

This command is used to configure the router as the next hop for a BGP-speaking neighbor or peer-group.
To disable this feature, use the no form of this command.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} next-hop-self
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} next-hop-self
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Parameters
IP-ADDRESS Specifies the IP address of the BGP-speaking neighbor.
PEER-GROUP-NAME Specifies the name of a BGP peer group.

Default

By default, this option is disabled.
Command Mode
Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, and VRF).

Command Default Level
Level: 12.

Usage Guideline

To advertise a route to an eBGP peer, the BGP router will use the original next hop of the advertised
route as the next hop if the original next hop is in the same subnet as the router’s advertising interface.
This will create problem if the attaching interface is an unmeshed network where BGP neighbors may not
have direct access to all other neighbors on the same IP subnet. Use the neighbor next-hop-self
command to use the router’s self IP address as the next-hop of the routes for this case.

Example
This example shows how to force all updates destined for 10.108.1.1 to advertise this router as the next
hop.
Switch# configure terminal
Switch(config)# router bgp 40000

Router(config-router)# neighbor 10.108.1.1 next-hop-self
Router (config-router)#

11-47 neighbor password

This command is used to enable Message Digest 5 (MD5) authentication and set the password on a TCP
connection between two BGP peers. Use the no command to disable this function.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} password PASSWORD
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} password

Parameters
IP-ADDRESS Specifies the IP address of the BGP peer.
PEER-GROUP-NAME Specifies the name of a Border Gateway Protocol (BGP) peer group.
The maximum length is 16 characters.
PASSWORD Specifies the clear text password. The password is used when the
TCP connection between BGP neighbors is established. This
password can be up to 25 characters long.
Default

By default, this option is disabled.

169



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

Command Mode
Router Configuration Mode.
Address Family Configuration Mode (VRF).

Command Default Level
Level: 12.

Usage Guideline

This command is used to configure the password for a BGP neighbor or BGP peer group. The password
setting will cause TCP connections between the peers to restart with MD5 authentication. The same
password need be configured between peers; otherwise the TCP connection will fail.

When using this command, the BGP connection will be torn down. After a while, the connection will be
rebuilt if both the BGP speakers are configured with the same password.

Example

This example shows how to set the password of the BGP neighbor 10.2.2.2 to “abc”.

Switch# configure terminal

Switch(config)# router bgp 40000

Switch(config-router)# neighbor 10.2.2.2 remote-as 30000
Switch(config-router)# neighbor 10.2.2_.2 password abc
Switch(config-router)#

11-48 neighbor peer-group (create group)

This command is used to create a peer group. Use the no command to remove a peer group.

neighbor PEER-GROUP-NAME peer-group
no neighbor PEER-GROUP-NAME peer-group

Parameters

PEER-GROUP-NAME Specifies the name of the BGP peer group

Default

By default, no peer group is created.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.
Usage Guideline

In many cases, multiple remote neighbors may share the same attribute settings. To simplify the task of
configuration, it is useful to group a number of neighbors into a peer group and configure the command
on the peer group.

Example

This example shows how to create a peer group, named NEW-GROUP.
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Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router)# neighbor NEW-GROUP peer-group

11-49 neighbor peer-group (add group member)

This command is used to add a neighbor in a peer group. Use the no command to remove a neighbor
from a peer group.

neighbor IPV4-ADDRESS peer-group PEER-GROUP-NAME
no neighbor IPV4-ADDRESS peer-group PEER-GROUP-NAME

Parameters
IPV4-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
Default
None.

Command Mode
Router Configuration Mode.
Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).

Command Default Level
Level: 12.

Usage Guideline
The neighbor at the specified IPv4/IPv6 address inherits all the configured options of the peer group.

In many cases, multiple remote neighbors may share the same attribute settings. To simplify the task of
configuration, it is useful to group a number of neighbors into peer group and configure the command on
the peer group.

If a group has the remote-as setting, if a group member joined that peer group, the group member will
have that remote AS or change to that remote AS if the member neighbor already has connection. After a
neighbor joined that peer group, the group member’s remote AS cannot be changed.

If a peer group has no remote AS setting, then a member that has no remote AS configured is not
allowed to join this peer group. The group member can have its own configured remote AS. If remote AS
is set for the peer group later, all group member’s remote AS will be changed to the same remote AS.

After a neighbor joined a peer group, the following command will be prohibited to be configured on the
individual neighbor: neighbor timers, neighbor filter-list, neighbor route-map.

If the user configures a neighbor command on a peer group, all the members of the peer group will inherit
the characteristic configured with this command. If later the user configures the command on member of
the peer group (if the command is allowed), the command setting configured for the group member takes
effect.

If the user configures the command setting on member of the group, and later configures the command
setting on the peer group again, the setting for the group member will disappear and thus the setting for
the peer group takes effect.

Example
This example shows how to add a group member 10.1.1.254 to the peer group, named NEW-GROUP.
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Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# neighbor NEW-GROUP peer-group
Switch(config-router)# neighbor 10.1.1.254 remote-as 100
Switch(config-router)# neighbor 10.1.1.254 peer-group NEW-GROUP

11-50 neighbor prefix-list

This command is used to prevent the distribution of the Border Gateway Protocol (BGP) neighbor
information as specified in a prefix list, a Connectionless Network Service (CLNS) filter expression, or a
CLNS filter set. To remove a filter list, use the no form of this command.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} prefix-list PREFIX-LIST-NAME {in | out}
no neighbor {IP-ADDRESS | PEER-GROUP-NAME]} prefix-list PREFIX-LIST-NAME {in | out}

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
PREFIX-LIST-NAME Specifies the name of a prefix list.
in Specifies the filter list applied to paths advertised from the neighbor.
out Specifies the filter list applied to paths to be advertised to the neighbor.
Default

All external and advertised address prefixes are distributed to BGP neighbor.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, and VRF).
Command Default Level

Level: 12.
Usage Guideline

The neighbor prefix-list command can be specified per address family. When specified in the router
configuration mode, the prefix-list is applied to the IPv4 unicast address family only.

The user can specify one prefix-list per address family for outbound routes to a BGP neighbor and one
prefix-list for inbound routes from a BGP neighbor.

Example

This example shows how to apply the prefix list named “MyACL” to incoming route advertisements from
the neighbor 10.1.1.240.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# network 172.10.1.0/24

Switch(config-router)# neighbor 10.1.1.240 prefix-list MyACL in
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11-51 neighbor remote-as

This command is used to add an entry to the Border Gateway Protocol (BGP) neighbor table. Use the no
form of this command to remove an entry from the table.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} remote-as AS-NUMBER
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} remote-as

Parameters
IP-ADDRESS Specifies the IP address of the neighbor.
PEER-GROUP-NAME Specifies the name of a BGP peer group.
AS-NUMBER Specifies the number of the autonomous system to which the neighbor
belongs. The range is from 1 to 4294967295.
Default

There are no BGP neighbor peers.

Command Mode

Router Configuration Mode.
Address Family Configuration Mode (VRF).

Command Default Level

Level: 12.

Usage Guideline

Example

This command can be used to create a BGP neighbor by specifying the IPv4 address of the neighbor and
the AS number where the neighbor is located. A local router can establish peer relation with multiple BGP
routers. The BGP peer can be an external peer or an internal peer. If the AS number specified for the
neighbor is the same as the local AS number, then the neighbor is an internal neighbor. Otherwise, the
neighbor is an external neighbor.

The remote AS command is fundamental to create a neighbor. A neighbor must have a remote AS
specified in order to configure other neighbor commands. The remote AS of a neighbor is specified by
either the remote as setting for the neighbor or by the remote as setting for the peer group that the
neighbor joined.

By default, neighbors that are defined using the neighbor remote-as command in router configuration
mode exchange only unicast address prefixes. To exchange other address prefix types, such as VPNv4
neighbors must also be activated using the neighbor activate command in address family configuration
mode.

This example shows how to specify that the router at the address 10.108.2.1 is a neighbor in the
autonomous system number 110.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# network 10.108.0.0/16

Switch(config-router)# neighbor 10.108.2.1 remote-as 110

11-52 neighbor remove-private-as
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This command is used to remove private autonomous system numbers in the AS path list of the outbound
update routes. To disable this function, use the no form of this command.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} remove-private-as
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} remove-private-as

Parameters
IP-ADDRESS Specifies the IP address of the neighbor.
PEER-GROUP-NAME Specifies the name of a BGP peer group.
Default

This command is disabled by default.
Command Mode
Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, and VRF).

Command Default Level
Level: 12.

Usage Guideline

This command can only be configured for external BGP (eBGP) neighbor sessions. The private
autonomous system values are from 64512 to 65535. If the setting is enabled, the BGP router will check
the AS path list for routes outbound to the specific neighbor and remove the private AS number if it is
present in the AS path list.

Example

This example shows how to remove the private autonomous system number for prefix sent to 10.108.1.1
and removes the private autonomous system number for the IPv4 unicast address family prefixes sent to
172.16.2.33.

Switch# configure terminal

Switch(config)# router bgp 100

Switch(config-router)# neighbor 10.108.1.1 remote-as 65001

Switch(config-router)# neighbor 10.108.1.1 description peer with private-as
switch(config-router)# neighbor 10.108.1.1 remove-private-as

switch(config-router)# neighbor 172.16.2.33 remote-as 2051

switch(config-router)# address-family ipv4 unicast

Switch(config-router-af)# neighbor 172.16.2_.33 activate

Switch(config-router-af)# neighbor 172.16.2.33 remove-private-as
switch(config-router-af)#

11-53 neighbor route-map

This command is used to apply a route map to incoming or outgoing routes. Use the no command to
remove the route map.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} route-map MAP-NAME {in | out}
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} route-map MAP-NAME {in | out}
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Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
MAP-NAME Specifies the name of a route map.
in Specifies that the route map is applied to paths advertised from the
neighbor.
out Specifies that the route map is applied to the paths advertised to the
neighbor.
Default
None.

Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).
Command Default Level

Level: 12.

Usage Guideline

The neighbor route-map command can be specified per address family. When specified in the router
configuration mode, the route map is applied to the IPv4 unicast address family only.

The user can specify one route map per address family for outbound routes to a BGP neighbor and one
route map for inbound routes from a BGP neighbor.

Example

This example shows how to apply a route map named internal-map to a BGP outgoing route from
172.16.70.24.

Switch# configure terminal

Switch(config)# router bgp 5

Switch(config-router)# neighbor 172.16.70.24 route-map internal-map out
Switch(config-router)# exit

Switch(config)# route-map internal-map permit 10

Switch(config-route-map)# match as-path 1

Switch(config-route-map)# set local-preference 100

Switch(config-route-map)#

11-54 neighbor route-reflector-client

This command is used to configure the router as a BGP route reflector and assign the specified neighbor
as its client. Use the no form of this command to remove the neighbor from the client list.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} route-reflector-client
no neighbor {IP-ADDRESS | PEER-GROUP-NAME]} route-reflector-client

Parameters
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IP-ADDRESS Specifies the IP address of the neighboring router.

PEER-GROUP-NAME Specifies the peer group to act as the route reflector client.

Default

No route reflector client is configured.

Command Mode
Router Configuration Mode.
Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, and L2VPN VPLS).

Command Default Level
Level: 12.

Usage Guideline

If a BGP peer group is specified for the command, all the members of the peer group will inherit the
setting configured with this command.

In a large scale BGP network, route reflection is a mechanism used to reduce the needs of full mesh of
iBGP sessions. With route reflection, an autonomous system can be partitioned into a number of clusters.
Each cluster is formed by the route reflector and its client. The connection between clusters is still fully
meshed. However, in a cluster, the reflector needs to maintain connections with all clients, but the client
does not need to maintain connections with other clients. The route reflector is responsible to reflect
routes received from one client to other clients.

Use the neighbor route-reflector-client command on the route reflector to configure the route reflection
client. When a router is configured with the route reflection clients, the router becomes the route reflector.
Use the bgp cluster-id command to configure the cluster ID when a cluster has more than on route
reflector. Use the no bgp client-to-client reflection command to disable the route reflection when the
connections between clients are already fully meshed.

Example

This example shows how to add a neighbor as the route reflector client.

Switch# configure terminal

Switch(config)# router bgp 50

Switch(config-router)# neighbor 10.20.10.2 remote-as 50
Switch(config-router)# address-family ipv4
Switch(config-router-af)# neighbor 10.20.10.2 route-reflector-client

11-55 neighbor send-community

This command is used to specify to send the specified type of community attributes to a BGP neighbor.
Use the no form of this command to disable sending of the specified type of community attributes.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} send-community [both | standard | extended]
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} send-community [both | standard | extended]

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
both Specifies to send or not to send both standard and extended

176



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

community.
standard Specifies to send or not to send the standard community.
extended Specifies to send or not to send the extended community.

Default

The community attributes will not be sent.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, VRF, and L2VPN VPLS).
Command Default Level

Level: 12.

Usage Guideline

The neighbor send-community command can be specified per address family. When specified in the
router configuration mode, the route map is applied to the IPv4 unicast address family only. If no
community value is associated with a path, by default, the Internet community is associated with the path.
The parameters, both and extended, are only supported in the VPNv4 address family.

Example
This example shows how to configure VPNv4 address family prefixes to the send-community with both
standard and extended.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# address-family vpnv4
Switch(config-router-af)# neighbor 10.4.4.4 send-community both

11-56 neighbor shutdown

This command is used to disable a neighbor or a peer group. Use the no form of this command to re-
enable a neighbor or a peer group.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} shutdown
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} shutdown

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
Default
None.

Command Mode
Router Configuration Mode.
Address Family Configuration Mode (VRF).

Command Default Level
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Level: 12.
Usage Guideline

The user can use this command to terminate the active session for the specified neighbor or to terminate
the active session for all members of a peer group. When a session is shutdown, all the associated
routing information will be removed.

Example

This example shows how to disable any active session for the neighbor 172.16.10.10.

Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router)# neighbor 172.16.10.10 shutdown

11-57 neighbor soft-reconfiguration

This command is used to enable the storing of the route information update from the neighbor peer. Use
the no form of the command to disable the storing of the route update information.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} soft-reconfiguration inbound
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} soft-reconfiguration inbound

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
Default

By default, this option is disabled.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, and VRF).
Command Default Level

Level: 12.

Usage Guideline

If a soft reset is applied to inbound sessions. The session will not be terminated, but the local inbound
routing table will be cleared and it needs to be rebuilt.

If soft reconfiguration inbound is disabled, then the local router will send the route refresh request to the

neighbor to ask for the route refresh. If soft reconfiguration inbound is enabled, then the routing table can
be rebuilt based on the stored route updates information. Enabling of the soft reconfiguration feature will
consume extra system resource to store the route.

The user can use the show ip bgp neighbors command to see whether the neighbor supports the route
refresh capability. If the neighbor supports the refresh capability, the inbound routing table can be rebuilt
by refresh of the routing information.

Example

This example shows how to enable the storing of route update information for the neighbor peer session
10.100.0.1 since the peer does not support route refresh function.
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Switch(config-router)# neighbor 10.100.0.1 soft-reconfiguration inbound
Switch(config-router)#

11-58 neighbor soo

This command is used to configure the Site-of-Origin (So0) value of a peer or a peer group. Use the no
form of this command to remove the SoO value configured.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} soo SOO-VALUE
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} soo

Parameters

IP-ADDRESS Specifies the address of the peer.

PEER-GROUP-NAME Specifies the name of the peer group,

SOO-VALUE Specifies that the Site-of-Origin attribute will be encoded as a Route
Origin Extended Community. There are two different types of
attributes:

IP address:number: The IP address should be a global IP address
that is assigned to the user and the number is assigned from a
numbering space that is administered by the user. This number must
be between 1 and 65535.

AS Number:number: The AS Number should be a public AS Number
(Both 2-bytes AS number and 4-bytes AS number works) that is
assigned to the user and the number is assigned from a numbering
space that is administered by the user. The number can be between 1
and 4294967295 for a 2-bytes AS number and 1 and 65535 for a 4-
bytes AS number.

Default
No SoO value is set.
Command Mode
Address Family Configuration Mode (VRF).

Command Default Level
Level: 12.

Usage Guideline

Use this command to set the SoO value for a BGP neighbor or a peer group. The SoO extended
community is BGP extended communities attribute that is used to identify routes that have originated from
a site so that the re-advertisement of that prefix back to the source site can be prevented. The SoO
extended community uniquely identifies the site from which a router has learned a route. BGP can use
the SoO value associated with a route to prevent routing loops.

Example
This example shows how to set the SoO value of BGP peer 3.3.3.3 in VRF vpnl.

Switch# configure terminal

Switch(config)# router bgp 10

Switch(config-router)# address-family ipv4 vrf vpnl
Switch(config-router-af)# neighbor 3.3.3.3 remote-as 20
Switch(config-router-af)# neighbor 3.3.3.3 soo 10:100
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Switch(config-router-af)# exit

11-59 neighbor tcp-reconnect

This command is used to set the minimum interval that BGP tries another TCP connection to the peer
after a TCP connection fail happens. Use the no command to revert to the default setting.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} tcp-reconnect SECONDS
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} tcp-reconnect

Parameters
IP-ADDRESS Specifies the IP address of the neighbor.
PEER-GROUP-NAME Specifies the name of a BGP peer group.
SECONDS Specifies the minimum interval value that BGP tries another TCP
connection. This value must be between 1 and 65535 seconds.
Default

By default, this value is 120 seconds.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.
Usage Guideline

If the TCP connection to the neighbor fails, BGP will try another TCP connection to the neighbor after the
TCP reconnect time. This command is used to configure the time interval of the TCP reconnect time.

Example

This example shows how to set the connect time of 14.1.1.52 to 90 seconds.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# neighbor 14.1.1.52 tcp-reconnect 90
Switch(config-router)#

11-60 neighbor timers

This command is used to configure the BGP timers for a specific BGP peer or a peer group. Use the no
form of this command to remove the timers setting.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} timers KEEP-ALIVE HOLD-TIME
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} timers

Parameters
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IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
KEEP-ALIVE Specifies the time interval for sending keep-alive messages to the

specified peer. The range is from 0 to 65535.

HOLD-TIME Specifies the time interval to declare a pear dead if the keep-alive
messages is timeout. The range is from 0 to 65535.

Default

KEEPALIVE: 60 seconds.

HOLDTIME: 180 seconds.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.

Usage Guideline

The timers configured for a specific neighbor or peer group override the timers configured for all BGP
neighbors using the timers bgp command. If the minimum acceptable hold time is configured, the BGP
session will only be established when the remote peer is equal to or greater than the minimum hold time.

Example

This example shows how to configure the KEEP-ALIVE timer to 120 seconds and HOLD-TIME timer to
360 seconds for the neighbor 172.16.10.10.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# neighbor 172.16.10.10 timers 120 360

11-61 neighbor unsuppress-map

This command is used to selectively advertise routes that are previously suppressed by the aggregate-
address command. Use the no form of this command to remove the unsuppressed route map.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} unsuppress-map MAP-NAME
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} unsuppress-map

Parameters
IP-ADDRESS Specifies the IP address of the neighbor router.
PEER-GROUP-NAME Specifies the neighbor peer group.
MAP-NAME Specifies the route map to selectively unsuppress the routes
suppressed by the aggregate-address command.
Default

No routes are unsuppressed.

Command Mode
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Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, VPNv4, and VRF).
Command Default Level

Level: 12.

Usage Guideline

When a route map is applied by the neighbor unsuppress-map command, the suppressed route that
matches the permit rule will be unsuppressed. It provides manipulation of routes per neighbor.

Example
This example shows how to show the routes specified by a route map named internal-map being
unsuppressed for neighbor 172.16.10.10.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# address-family ipv4

Switch(config-router-af)# neighbor 172.16.10.10 unsuppress-map internal-map

11-62 neighbor update-source

This command is used to allow a BGP session to use any operational interface’s IP address as the
source address to initiate the TCP connections. Use the no form of this command to restore the interface
assignment to the closest interface.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} update-source INTERFACE-ID
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} update-source

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
INTERFACE-ID Specifies the interface ID.

Default

The best local address is used.
Command Mode

Router Configuration Mode.

Address Family Configuration Mode (VRF).
Command Default Level

Level: 12.
Usage Guideline

Use this command to specify any operating interface as the source interface for the BGP session. By
default, the BGP router will choose an interface closest to the remote peer. The loopback interface is
most commonly used with this command. The use of the loopback interface eliminates the dependency
on the availability of a particular interface for making TCP connections.

Example
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This example shows how to configure the internal BGP sessions to use VLAN 1 for the neighbor
172.16.10.10.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# neighbor 172.16.10.10 update-source vlan 1

11-63 neighbor weight

This command is used to specify the weight assigned to the routes that are received from a specific
neighbor. Use the no form of this command to revert to the default setting.

neighbor {IP-ADDRESS | PEER-GROUP-NAME} weight NUMBER
no neighbor {IP-ADDRESS | PEER-GROUP-NAME} weight

Parameters
IP-ADDRESS Specifies the IP address of the neighbor peer.
PEER-GROUP-NAME Specifies the name of the BGP peer group.
NUMBER Specifies the weight number. The range is from 0 to 65535.
Default

The default weight assigned to routes received from a BGP peer is 0.
The default weight assigned to routes sourced by the local route is 32768.
Command Mode

Router Configuration Mode.
Address Family Configuration Mode (VRF).

Command Default Level
Level: 12.

Usage Guideline

BPG weight is an attribute that is assigned by the local router to affect the best path selection on the local
router. Use this command to specify the weight to be associated the routes learned from the specified
neighbor. The route with highest weight will be chosen as the preferred route. If route map set weight to a
route, then the route map specified weight will override the weight specified by the neighbor weight
command. Weight is an attribute which is specified in ingress direction, and is not an attribute to be
advertised with route, it is used to specify preference to routes received from a neighbor over another
neighbor.

Example
This example shows how to set the weight of the neighbor 10.4.4.4 to 10000.

Switch# configure terminal
Switch(config)# router bgp 65100
Switch(config-router)# neighbor 10.4.4_4 weight 10000

11-64 network (BGP)
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This command is used to configure the networks to be advertised by the Border Gateway Protocol (BGP)
process. To remove an entry from the routing table, use the no form of this command.

network NETWORK-NUMBER/SUBNET-LENGTH [route-map MAP-NAME]
no network NETWORK-NUMBER/SUBNET-LENGTH [route-map]

Parameters
NETWORK-NUMBER Specifies the network number that BGP will advertise.
SUBNET-LENGTH Specifies the length of the network or sub-network.
route-map MAP-NAME (Optional) Specifies the identifier of a route map. The configured
network must be permitted by the specified route map to be
advertised.
Default
None.

Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, and VRF).
Command Default Level

Level: 12.

Usage Guideline

This command can be used to specify a network in the local AS. The network is added in the routing table,
and will be advertised to the external neighbor peer. BGP networks can be learned from connected routes,
from dynamic routing, and from static route sources.

Use this command to specify a network as local to this autonomous system and adds it to the BGP
routing table. For exterior protocols the network command controls which networks are advertised. Interior
protocols use the network command to determine where to send updates.

Example

This example shows how to set up network 10.108.0.0 to be included in the BGP updates for AS number
is 65100.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# network 10.108.0.0/16

11-65 redistribute

This command is used to redistribute routes from one routing domain into BGP. Use the no command to
disable route redistribution.

redistribute {connected | static | rip | ospf {all | internal | external | type-1 | type-2 | inter+el |
inter+e2}} [metric METRIC-VALUE | route-map MAP-NAME]

no redistribute {connected | static | rip | ospf} [metric | route-map]

Parameters
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connected Specifies to redistribute connected routes to BGP.
static Specifies to redistribute static routes to BGP.

rip Specifies to redistribute RIP routes to BGP.

ospf Specifies to redistribute OSPF routes to BGP.

all - Specifies to redistribute both OSPF AS-internal and OSPF AS-
external routes to BGP.

internal - Specifies to redistribute only the OSPF AS-internal routes.

external - Specifies to redistribute only the OSPF AS-external routes,
including type-1 and type-2 routes.

type-1 - Specifies to redistribute only the OSPF AS-external type-1
routes.

type-2 - Specifies to redistribute only the OSPF AS-external type-2
routes.

inter+el - Specifies to redistribute only the OSPF AS-external type-1
and OSPF AS-internal routes.

inter+e2 - Specifies to redistribute only the OSPF AS-external type-2
and OSPF AS-internal routes.

metric METRIC-VALUE

(Optional) Specifies the BGP metric value for the redistributed routes.
Enter the metric value used here. This value must be between 0 and
4294967295.

route-map MAP-NAME

(Optional) Specifies the identifier of a route map used to filter the
networks to be redistributed. If not specified, all networks are
redistributed.

Default

By default, route redistribution is disabled.

Command Mode

Router Configuration Mode.

Address Family Configuration Mode (IPv4 unicast, IPv4 multicast, and VRF).

Command Default Level
Level: 12.

Usage Guideline

This command can be used to redistribute the prefix from different sources to the BGP protocol. If the
specified route map does not exist, the command acts as if the route map is not specified.

Example

This example shows how to redistribute the OSPF routes into the BGP process.

Switch# configure terminal

Switch(config)# router bgp 65100
Switch(config-router)# redistribute ospf all

Switch(config-router)#

11-66 router bgp

This command is used to configure and enable the BGP routing process and enter the BGP router
configuration mode. Use the no command to remove a BGP routing process.
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router bgp AS-NUMBER
no router bgp AS-NUMBER

Parameters
AS-NUMBER Specifies the number of an autonomous system that identifies the
router to other BGP routers. This value must be between 1 and
4294967295.
Default

No BGP routing process is enabled by default.
Command Mode

Global Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

A BGP router can only have one BGP routing process. Each BGP routing process needs to be associated
with an autonomous system number.

The AS Number is defined as a 2 byte number in RFC1771 and RFC4271. In RFC 4893, the autonomous
number is expanded to 4 bytes in order to support larger number of autonomous number.

Each public autonomous system that directly connects to the Internet needs to have a public assigned
unique number (a number from 1 to 64511). Private autonomous system numbers are in the range from
64512 to 65534 (65535 is reserved for special use).

Private autonomous system numbers can be used for internal routing domains but must be translated for
traffic that is routed out to the Internet. BGP routers should not be configured to advertise private
autonomous system numbers to external networks.

Use this command to enter BGP router configuration mode for the specified routing process.
Example

This example shows how to configure a BGP process for autonomous system 65534.

Switch# configure terminal
Switch(config)# router bgp 65534
Switch(config-router)#

11-67 set as-path

This command is used to specify a statement in a route map to modify an autonomous system path for
BGP routes. To delete an entry, use the no form of this command.

set as-path prepend AS-PATH-STRING

no set as-path prepend

Parameters

AS-PATH-STRING Specifies an AS path string which will be prepended to the path list of
the matched routes. An AS number or a list of AS numbers separated
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by comma can be specified.

Default

There is no set AS-path statement.
Command Mode

Route-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The AS path length is an important factor, that affects the best path selection. When the as-path is not
modified by the route map the local AS is prepended to the existing AS path list. By using set as-path
prepend to “prepend” an additional autonomous system path string to the AS path of the BGP routes
(This is usually done by prepending the local autonomous system number multiple times to increase the
autonomous system path length), a BGP router can influence the best path selection by the peer.

You can verify your settings by entering the show route-map command.
Example
This example shows how to set the as-path list 1, 10, 100, 200 with route map entry myPolicy.

Switch# configure terminal
Switch(config)# route-map myPolicy permit 1
Switch(config-route-map)#set as-path prepend 1,10,100,200

11-68 set community

This command is used to set the BGP communities attribute. To delete an entry, use the no form of this
command.

set community COMMUNITY-NUMBER [WELL-KNOWN-COMMUNITY] [additive]

no set community

Parameters

COMMUNITY-NUMBER Specifies the community number is a four bytes integer. It is presented
in a “AA:NN" format and the AA and the NN both are numbers from 1
to 65535. Multiple community numbers can be specified.

WELL-KNOWN-COMMUNITY (Optional) Specifies the well-known community by using the following
keywords:

internet: Specifies routes free to be advertised to all peers.

local-as: Specifies not to send out of the local AS or sub-autonomous
system of a confederation.

no-advertise: Specifies not to advertise the route to other BGP peers.
no-export: Specifies not advertise to external peers.
Multiple number (separated by space) can be specified

additive (Optional) Specifies to add the specified community to the existing
communities.

Default
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There is no set community statement.

Command Mode

Route-map Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

BGP community exchange is not enabled by default. It is enabled on a per-neighbor basis with the
neighbor send-community command. The community will be sent out in the BGP packet only when set
community is specified in the route map, and if all match criteria are met, all set actions are performed.

If additive is not specified, the user-defined communities in the route will be replaced.
This command is useful for routes received from eBGP and to be transmitted to iBGP.

You can verify your settings by entering the show route-map command.

This example shows how to create a route map “myPolicy” which sets the community of routes that pass
the AS path list, ACL1 to 0:1.

Switch# configure terminal

Switch(config)# route-map myPolicy permit 1

Switch(config-route-map)# match as-path ACL1

Switch(config-route-map)# set community 1:1

Switch(config-route-map)#

11-69 set dampening

This command is used to specify the dampening parameters of routes. Use the no form of this command
to delete this set command.

set dampening HALF-LIFE REUSE SUPPRESS MAX-SUPPRESS-TIME UN-REACHABILITY-
HALFLIFE

no set dampening

Parameters

HALF-LIFE Specifies the time (in minutes) after which the penalty of the reachable
routes is decreased by half. The range is 1 to 45.

REUSE Specifies that if the penalty of a route is lower than this value, the route
is unsuppressed. The range is 1 to 20000

SUPPRESS Specifies that if the penalty of a route is higher than this value, the
route is suppressed. The range is 1 to 20000.

MAX-SUPPRESS-TIME Specifies the maximum time (in minutes) a route can be suppressed.

Default

The range is 1 to 255.

UN-REACHABILITY-HALFLIFE  Specifies the time (in minutes) after which the penalty of the
unreachable routes is decreased by half. The range is 1 to 45.

HALF-LIFE: 15 minutes.
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REUSE: 750.

SUPPRESS: 2000.
MAX-SUPPRESS-TIME: 60 minutes.
UN-REACHABILITY-HALFLIFE: 15 minutes.

Command Mode

Route-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to modify the dampening parameters of routes when match conditions are met.
Example

This example shows how to add a set command to modify the dampening parameters of route
120.1.1.0/24.

Switch# configure terminal

Switch(config)# ip access-list Strict-Control

Switch(config-ip-acl)# permit 120.1.1.0 0.0.0.255

Switch(config-ip-acl)# exit

Switch(config)# route-map rmapl permit 10

Switch(config-route-map)# match ip address Strict-Control
Switch(config-route-map)# set dampening 14 500 900 60 15
Switch(config-route-map)#

11-70 set local-preference

This command is used to set the local preference for the routes matched by the route map. Use the no
form of this command to remove the set entry.

set local-preference VALUE

no set local-preference

Parameters

VALUE Specifies to set the local preference for the matched route.

Default

There is no set statement.
Command Mode

Route-map Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

The local preference number is used to control the preferred exit point from the local AS to the same
destination network. The local preference will be sent with the route advertised to the iBGP peers. If an
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Example

external route is both learned via the local router and an iBGP peer router, the local preference value
determines the preferred exit point to reach the external route.

Use the bgp default local-preference command to specify the default local preference to be associated
with the routes received by the router from eBGP peers.

This example shows how to set the local preference of routes that passes the AS path list, PATH_ACL in
the route map, named myPolicy, to 80.

Switch# configure terminal

Switch(config)# route-map myPolicy permit 1

Switch(config-route-map)# match as-path PATH_ACL

Switch(config-route-map)# set local-preference 80

11-71 set metric

This command is used to set the MED value for the route matched by the route map. Use the no form of
this command to remove setting of the MED value.

set metric VALUE

no set metric

Parameters

Default

VALUE Specifies the MED value, set for the matched route.

There is no set metric statement.

Command Mode

Route-map Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

MED is an attribute specified by a local peer, and advertised to the remote peer to affect the best path
selection result in the remote peer. The remote peer will not pass the MED value with routes for further
path advertisement. The lower MED value is preferred than the larger MED value.

By default, the MED attribute only affects the selection of paths that are advertised by the same AS. Use
the command bgp always-compare-med to enable the mechanism that uses the Multi Exit Discriminator
(MED) in best path selection for paths that are advertised from neighbors in either the same or different
AS.

To set the MED for a route advertised to a remote eBGP peer, specify the set metric command in a route
map and apply the route map to the corresponding peer session. You can verify your settings by entering
the show route-map command.

This example shows how to set the metric of routes that pass the AS path list, PATH_ACL in the route
map, hamed myPolicy, to 100.

Switch# configure terminal
Switch(config)# route-map myPolicy permit 1
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Switch(config-route-map)# match as-path PATH_ACL
Switch(config-route-map)# set metric 100
Switch(config-route-map)#

11-72 set origin

This command is used to set the BGP origin code. To delete an entry, use the no form of this command.

set origin {igp | egp | incomplete}

no set origin

Parameters
igp Specifies that the prefix is originated from an Interior Gateway
Protocol.
egp Specifies that the prefix is originated from an Exterior Gateway
Protocol.
incomplete Specifies that the prefix is originated from an unknown source.
Default

The default origin follows the value in the main IP routing table.
Command Mode
Route-map Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

The route redistribute to BGP has the origin code “INCOMPLETE". The main purpose of this command is
to set origin code for the redistributed route. The origin code (ORIGIN) is a well-known mandatory
attribute that indicates the origin of the prefix.

The origin code has three values:

e |GP, indicates that the prefix is originated from an Interior Gateway Protocol.
e EGP, indicates that the prefix is originated from an Exterior Gateway Protocol.
e INCOMPLETE, indicates that the prefix is originated from unknown source.

You can verify your settings by entering the show route-map command.

Example
This example shows how to set the origin of routes that pass the AS path list, PATH_ACL in the route
map, hamed myPolicy, to EGP.

Switch# configure terminal

Switch(config)# route-map myPolicy permit 1
Switch(config-route-map)# match as-path PATH_ACL
Switch(config-route-map)# set origin egp

11-73 set weight
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This command is used to set the BGP weight for the matched routes. Use the no form of the command to
remove the command statement.

set weight NUMBER

no set weight

Parameters

NUMBER Specifies the weight for the matched routes. This value must be
between 0 and 65535.

Default

There is no set weight statement.

Command Mode
Route-map Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

BPG weight is an attribute that is assigned by the local router to affect the best path selection on the local
router among eBGP routes. The specified weight is associated with the inbound paths. The weight
attribute will not be propagated with the route.

Weight can be specified per neighbor session by the neighbor weight command. The routes received
from this session will be associated with this weight. The weight can also be set in route map to associate
the weight with the ingress route. When a route’s weight is set by both the neighbor weight command
and the set weight command, the setting set by the set weight command will override the setting set by
the neighbor weight command.

You can verify your settings by entering the show route-map command.

Example

This example shows how to define a route map myPolicy rule entry 1 to set the weight to 30 for the routes
match the as-path access list PATH_ACL.

Switch# configure terminal

Switch(config)# route-map myPolicy permit 1

Switch(config-route-map)# match as-path PATH_ACL

Switch(config-route-map)# set weight 30

11-74 show ip as-path access-list

This command is used to display the configured AS-path access-lists.

show ip as-path access-list [ACCESS-LIST-NAME]

Parameters

ACCESS-LIST-NAME (Optional) Specifies the AS path access list to be displayed.

Default
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None.
Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display the configured AS-path access-lists. If the access list name is not specified,
all as-path access-lists are displayed.

Example

This example shows how to display all of the configured AS path access list.

Switch#show ip as-path access-list

AS path access list Al
permit _*

AS path access list A2
permit _*

Total Entries: 2

Switch#

11-75 show ip bgp

This command is used to display entries in the Border Gateway Protocol (BGP) routing table.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vif VRF-NAME}] [IP-
ADDRESS [/PREFIX-LENGTH [longer-prefixes]] | route-map NAME]

Parameters

ipv4 (Optional) Specifies to display the IPv4 address family routing entries.

unicast Specifies to display unicast address family routing entries.

multicast Specifies to display multicast address family routing entries.

vpnv4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries

all Specifies to display all the VPNv4 routing entries.

rd RD-VALUE Specifies to display the VPNv4 routing entries that match the specified
RD.

vrf VRF_NAME Specifies to display the VPNv4 routing entries associated with the
VRF.

IP-ADDRESS (Optional) Specifies the IP network to display only a particular network
in the BGP routing table.

PREFIX-LENGTH (Optional) Specifies the length of prefix of the specified network.
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Default

longer-prefixes (Optional) Specifies to display the specified route and all more specific
routes.

route-map NAME (Optional) Specifies to filter the output based on the specified route
map.

None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Example

This command is used to display the routing entry information in BGP routing table. If a specific network is
specified for the command, all the paths able to reach the network will be displayed. If a network is not
specified for the command, all routes will be displayed. If no option is specified for the command, the
entire routing table for IPv4 unicast address family is displayed.

This example shows how to display the BGP routing table of IPv4 unicast address family.
Switch# show ip bgp

BGP table version is 2, local router ID is 20.1.1.1
Status codes: s suppressed,d damped,h history,* valid,> best,i - internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 89.1.1.0/24 10.1.1.4 0 0 51
*> 89.1.2.0/24 10.1.1.4 0 0 51
*> 89.1.3.0/24 10.1.1.4 0 0 51
*> 89.1.4.0/24 10.1.1.4 0 0 51
*> 89.1.5.0/24 10.1.1.4 0 0 51
*> 99.1.1.0/24 10.1.1.4 1 100 32768 1
Switch#

In the following example, all paths able to reach the specified route are displayed.
Switch# show ip bgp 10.1.1.0/24

BGP routing table entry for 89.1.1.0/24
Paths: (1 available, best #1, table: Default_ IP_Routing Table.)
Advertised to non peer-group peer: 10.1.1.3

AS path is:5
Next hop 1s:10.1.1.4 (40.217.0.2)

Origin IGP, metric 0, localpref 100, external, best

Switch#
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This example shows how to output from the show ip bgp command entered with the route-map keyword.
Switch(config)# show ip bgp route-map RMAS1

BGP table version is 2, local router ID is 20.1.1.1
Status codes: s suppressed,d damped,h history,* valid,> best,i - internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf \Weight Path
*> 89.1.1.0/24 10.1.1.4 0 0 5 i
*> 89.1.2.0/24 10.1.1.4 0 0 51
*> 89.1.3.0/24 10.1.1.4 0 0 51
*> 89.1.4.0/24 10.1.1.4 0 0 5 i
*> 89.1.5.0/24 10.1.1.4 0 0 5 i
*> 99.1.1.0/24 10.1.1.4 1 100 32768 i
Switch(config)#

Display Parameters

BGP table version The version number of the table. This number is incremented
whenever the table changes.

local router ID The IP address of the router.

Status codes The status of the path. It can be one of the following values:

s - The path is suppressed.

d - The path is dampened.

h - The entry is a history path.

* - The path is valid.

> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes The origin of the path. It can be one of the following values:
i - Path originated from IGP.
e - Entry originated from EGP.
? - Origin of the path is not clear.

Network The IP address of a network.

Next Hop The IP address of the next router to forward the packet.
Metric The value of the inter-autonomous system metric.
LocPrf The local preference value.

Weight The weight of the route.

Path The AS path to the destination network.

11-76 show ip bgp aggregate

This command is used to display aggregate entries in the BGP database.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] aggregate [NETWORK-ADDRESS]
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Parameters
ipv4 unicast (Optional) Specifies to display the aggregate entry of the IPv4 address
family.
unicast Specifies to display the aggregate entry of the unicast address family.
multicast Specifies to display the aggregate entry of the multicast address
family.
vpnv4 vrf VRF-NAME (Optional) Specifies a VRF name. The length of the VRF name is 12
characters.
NETWORK-ADDRESS (Optional) Specifies the network address and the sub-network mask.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use the show ip bgp aggregate command to display aggregate entries created.
Example

This example shows how to display aggregate entries.
Switch# show ip bgp aggregate

Network Address Options

100.0.0.0/8 -
200.0.0.0/10 summary-only

Total Aggregate Address Number: 2
Switch#show ip bgp vpnv4 vrf VPN-A aggregate
Network Address VRF-Name Options

5.5.5.0/24 VPN-A -
100.0.0.0/8 VPN-A summary-only

Total Aggregate Address Number: 2

Switch#

11-77 show ip bgp cidr-only

This command is used to display the CIDR (classless inter-domain routing) routes.
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show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vrf VRF-NAME}] cidr-only

Parameters
ipv4 (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpn4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries.
all (Optional) Specifies to display all the VPNv4 routing entries.
rd RD-VALUE (Optional) Specifies to display the VPNv4 routing entries that match

the specified RD.

vrf VRF-NAME

(Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.

Default

None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display the CIDR routing entry information in the BGP routing table.

Example

This example shows how to display the CIDR routing entry information the BGP routing table.

Switch# show ip bgp cidr-only

BGP table version is 13, local router ID is 10.1.1.99
Status codes:s suppressed,d damped,h history,* valid,> best,i — internal
Origin codes: 1 — IGP, e — EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 172.16.10.1 0 300 10 i
*> 10.10.20.0/24 172.16.10.1 0 300 10 i
* 10.20.10.0/24 172.16.10.1 0 0 300 10 i
*dh 30.10.1.1/24 172.3.3.2 100 50 200 20 i
Switch#

Display Parameters

BGP table version

The version number of the table. This number is incremented
whenever the table changes.

local router ID

The IP address of the router.

Status codes

The status of the path. It can be one of the following values:
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s - The path is suppressed.

d - The path is dampened.

h - The entry is a history path.

* - The path is valid.

> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes

The origin of the path. It can be one of the following values:
i - Path originated from IGP.

e - Path originated from EGP.

? - Origin of the path is not clear.

Network The IP address of a network.

Next Hop The IP address of the next router to forward the packet.
Metric The value of the inter-autonomous system metric.
LocPrf The local preference value.

Weight The weight of the route.

Path The AS path to the destination network.

11-78 show ip bgp community

This command is used to display routes that belong to specified Border Gateway Protocol (BGP)

communities.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vif VRF-NAME}] community

COMMUNITY [exact]

Parameters
ipv4 (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries.
all (Optional) Specifies to display all the VPNv4 routing entries.
rd RD-VALUE (Optional) Specifies to display the VPNv4 routing entries that match

the specified RD.

vrf VRF-NAME

(Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.

COMMUNITY

Specifies the community as a 32-bit integer. It can be a user-specified
number represented by AA:NN, where AA (AS number) is the upper
part of the word and NN (community number, user-specified) is the
lower part of the word. Multiple numbers (separated by space) can be
specified.

It can also be one of the following reserved community:

internet: Specifies routes free to be advertised to all peers.

local-as: Specifies not to send out of the local AS or sub autonomous
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system of a confederation.
no-advertise: Specifies not to advertise the route to other BGP peers.
no-export: Specifies not advertise to external peers.

exact (Optional) Specifies that an exact match is required. All of the
communities and only those communities specified must be present.

Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

Use this command to display the routes that match the specified community string. If no option is
specified for the command, the information for IPv4 unicast address family will be displayed.

Example

This example shows how to display the display the routes that match the 111:12345 community string.
Switch#show Ip bgp Ipv4 unicast community 111:12345

BGP table version is 716977, local router ID is 192.168.32.1
Status codes:s suppressed,d damped,h history,* valid,> best,i — internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*> 10.10.10.0/24 172.16.10.1 O 300 10 i
*> 10.10.20.0/24 172.16.10.1 O 300 10 i
* 10.20.10.0/24 172.16.10.1 O 300 10 i
Switch#

Display Parameters

BGP table version The version number of the table. This number is incremented
whenever the table changes.

local router ID The IP address of the router.

Status codes The status of the path. It can be one of the following values:

s - The path is suppressed.

d - The path is dampened.

h - The entry is a history path.

* - The path is valid.

> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes The origin of the path. It can be one of the following values:
i - Path originated from IGP.
e - Path originated from EGP.
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? - Origin of the path is not clear.

Network The IP address of a network.

Next Hop The IP address of the next router IP address of the next router to
forward the packet.

Metric The value of the inter-autonomous system metric.

LocPrf The local preference value.

Weight The weight of the route.

Path The AS path to the destination network.

11-79 show ip bgp confederation

This command is used to display the confederation configuration of BGP.

show ip bgp confederation

Parameters
None.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the detail of the confederation configured.
Example

This example shows how to display the detail of the confederation configured.
Switch# show ip bgp confederation

BGP AS Number : 65501
Confederation ldentifier : 10
Confederation Peer : 65502, 65503
Neighbor List:

IP Address Remote AS Number
10.1.1.1 65501

172.18.1.1 65503

192.168.1.1 65502
Switch#
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11-80 show ip bgp community-list

This command is used to display routes that are permitted by the Border Gateway Protocol (BGP)

community list.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vif VRF-NAME}] community-
list COMMUNITY-LIST-NAME [exact-match]

Parameters
ipv4 (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display the unicast routing entries.
multicast Specifies to display the multicast routing entries.
vpnv4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries.
all (Optional) Specifies to display all the VPNv4 routing entries.
rd RD-VALUE (Optional) Specifies to display the VPNv4 routing entries that match

the specified RD.

vrf VRF-NAME

(Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.

COMMUNITY-LIST-NAME

Specifies the name of community list.

exact-match

(Optional) Specifies to display only routes that are exact match.

Default
None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display the routes that match the specified community list. If no option is specified
for the command, the information for IPv4 unicast address family will be displayed.

Example

This example shows how to display the routes that match the Marketing community list.

Switch# show ip bgp community-list Marketing

BGP table version is 716977,

local router ID is 192.168.32.1

Status codes:s suppressed,d damped,h history,* valid,> best,i — internal

Origin codes:

Network

* §110.20.0.0
*>j
* 110.26.0.0
*>j
* 110.17.0.0

Next

10.0.
10.0.
10.0.
10.0.
10.0.

22.1
16.1
22.1
16.1
22.1

i - IGP, e - EGP, ? — incomplete

Metric LocPrf Weight Path

0 100 0O 750 ?
0 100 0O 750 ?
0 100 0O 790 768 ?
0 100 0O 790 768 ?
0 100 0O 200 11 ?
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*>q 10.0.16.1 0 100 0 201 11 ?

a3 10.92.72.24 0 1878 201 11 ?

* §10.23.0.0 10.0.22.1 0 100 0 790 100 ?

*>ji 10.0.16.1 0 100 0 790 100 ?

a3 10.92.72.24 0 1878 200 100 ?

* §10.12.0.0 10.0.22.1 0 100 0O 200 1

*>ji 10.0.16.1 0 100 0O 200 1

a3 10.92.72.24 0 1878 200 i

Switch#

Display Parameters

BGP table version The version number of the table. This number is incremented
whenever the table changes.

local router ID The IP address of the router.

Status codes The status of the path. It can be one of the following values:

s - The path is suppressed.

d - The path is dampened.

h - The entry is a history path.

* - The path is valid.

> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes The origin of the path. It can be one of the following values:
i - Path originated from IGP.
e - Path originated from EGP.
? - Origin of the path is not clear.

Network The IP address of a network.

Next Hop The IP address of the next router IP address of the next router to
forward the packet.

Metric The value of the inter-autonomous system metric.

LocPrf The local preference value.

Weight The weight of the route.

Path The AS path to the destination network.

11-81 show ip bgp dampening dampened-paths

This command is used to display the dampened paths in the routing table.

show ip bgp [ipv4 {unicast | multicast} | | vpnv4 vrf VRF-NAME] dampening dampened-paths

Parameters
ipvd (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display the unicast routing entries.
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multicast Specifies to display the multicast routing entries.

vpnv4 Specifies to display the IPv4 VPN address family routing entries.

vrf VRF-NAME Specifies to display the VRF address family routing entries.
Default

None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
If no option is specified for the command, the information for IPv4 unicast address family will be displayed.
Example

This example shows how to display the dampened paths.
Switch# show ip bgp dampening dampened-paths

BGP table version is 13, local router ID is 10.1.1.99
Status codes:s suppressed,d damped,h history,* valid,> best,i - internal
Origin codes: 1 - IGP, e - EGP, ? — incomplete

Network From Reuse Path
*d 10.10.21.0/24 192.168.1.1 00:02:35 32768 i
*d 168.22.2.0/24 192.168.1.1 00:03:01 45000 i
Switch#

Display Parameters

BGP table version The version number of the table. This number is incremented
whenever the table changes.

local router ID The IP address of the router.

Status codes The status of the path. It can be one of the following values:

s - The path is suppressed.

d - The path is dampened.

h - The entry is a history path.

* - The path is valid.

> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes The origin of the path. It can be one of the following values:
i - Path originated from IGP.
e - Entry originated from EGP.
? - Origin of the path is not clear.

Network The IP address of a network.

From The router that advertise this dampened path
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Reuse The time after which the path will be recovered as normal.

Path The AS path to the destination network.

11-82 show ip bgp dampening flap-statistics

This command is used to display BGP flap statistics.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] dampening flap-statistics

Parameters
ipvd (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display the unicast routing entries.
multicast Specifies to display the multicast routing entries.
vpnv4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries.
vrf VRF-NAME (Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to show flap entries in the BGP routing table. If no option is specified for the command,

the information for IPv4 unicast address family will be displayed.

Example

This example shows how to show flap entries in the BGP routing table.
Switch# show ip bgp dampening flap-statistics

BGP table version is 1538, local router ID is 172.29.232.182
Status codes: s suppressed, d damped, h history, * valid, > best,
Origin codes: 1 - IGP, e - EGP, ? — incomplete

Network From Flaps Duration Reuse
*d 10.10.0.0/8 172.33.22.77 6 00:15:41 00:28:10
*d 10.20.0.0/16  172.339.22.77 6 00:02:43 00:23:20
Switch#

Display Parameters

i —internal

Path

1001
1001
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BGP table version The internal version number of the table. This number is incremented
whenever the table changes.

local router ID The IP address of the router.

Status codes The status of the path. It can be one of the following values:

s - The path is suppressed.

d - The path is dampened.

h - The entry is a history path.

* - The path is valid.

> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes The origin of the entry. It can be one of the following values:
i - Entry originated from IGP.
e - Path originated from EGP.
? - Origin of the path is not clear.

Network The IP address of a network entity.

From The IP address of the peer that advertised this path.

Flaps The number of times the route has flapped.

Duration The time since the router noticed the first flap.

Reuse The time after which the path will be made available.

Path The autonomous system path of the route that is being dampened.

11-83 show ip bgp dampening parameters

This command is used to display BGP dampening configurations.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] dampening parameters

Parameters
ipv4 (Optional) Specifies to display settings for the IPv4 address family.
unicast Specifies to display settings for the unicast address family.
multicast Specifies to display settings for the multicast address family.
vpnv4 (Optional) Specifies to display setting for the VPNv4 address family.
vrf VRF-NAME Specify to display setting for the VRF address family.

Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.

Usage Guideline
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Use this command to display BPG dampening related setting. If no option is specified for the command,
the information for IPv4 unicast address family will be displayed.

Example

This example shows how to display the dampening configuration information for the IPv4 unicast address
family.

Switch# show ip bgp dampening parameters
BGP Dampening for IPv4 Unicast

BGP Dampening State : Enabled

BGP Dampening Route Map

Half-life Time : 15 mins
Reuse Value = 750
Suppress Value = 2000
MAX Suppress Time : 60 mins
Unreachable route®s Half-life : 15 mins
Switch#

11-84 show ip bgp filter-list

This command is used to display routes that conform to a specified AS path access list.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vrf VRF-NAME}] filter-list
ACCESS-LIST-NAME

Parameters
ipvd (Optional) Specifies the IPv4 address family. The type of address
family determines the routing table that is displayed.
unicast Specifies to display unicast routing information.
multicast Specifies to display multicast routing information.
vpnv4 (Optional) Specifies to display the VPNv4 address family routing
entries.
all (Optional) Specifies to display all the VPNv4 routing entries.
rd RD-VALUE (Optional) Specifies to display the VPNv4 routing entries that match
the specified RD.
vrf VRF-NAME (Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.
ACCESS-LIST-NAME Specifies an AS path access list and only the routes match the access
list are displayed.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
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Command Default Level
Level: 1.
Usage Guideline

This command is used to display the BGP routes that conform to a specific access list. If no option is
specified for the command, the information for IPv4 unicast address family will be displayed.

Example

This example shows how to displays the BGP routes that conform to the AS path access-list, as-ACL-HQ.
Switch# show ip bgp filter-list as-ACL-HQ

BGP table version is 1738, local router ID is 172.16.72.24
Status codes: s suppressed,d damped,h history,* valid,> best,i - internal
Origin codes: 1 - IGP, e - EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path

* 172.16.0.0 172.16.72.30 0 108 ?
* 172.16.1.0 172.16.72.30 0 108 ?
* 172.16.11.0 172.16.72.30 0 108 ?
* 172.16.14.0 172.16.72.30 0 108 ?
* 172.16.15.0 172.16.72.30 0 108 ?
* 172.16.16.0 172.16.72.30 0 108 ?
* 172.16.17.0 172.16.72.30 0 108 ?
* 172.16.18.0 172.16.72.30 0 108 ?
* 172.16.19.0 172.16.72.30 0 108 ?
* 172.16.24.0 172.16.72.30 0 108 ?
* 172.16.29.0 172.16.72.30 0 108 ?
* 172.16.30.0 172.16.72.30 0 108 ?
* 172.16.33.0 172.16.72.30 0 108 ?
* 172.16.35.0 172.16.72.30 0 108 ?
* 172.16.36.0 172.16.72.30 0 108 ?
* 172.16.37.0 172.16.72.30 0 108 ?
* 172.16.38.0 172.16.72.30 0 108 ?
* 172.16.39.0 172.16.72.30 0 108 ?
Switch#

Display Parameters

BGP table version The version number of the table. This number is incremented
whenever the table changes.

local router ID The IP address of the router.

Status codes The status of the path. It can be one of the following values:
s - The path is suppressed.
d - The path is dampened.
h - The entry is a history path.
* - The path is valid.
> - The entry is the best path to that network.
i - The path was learned via an iBGP session.

Origin codes The origin of the path. It can be one of the following values:
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i - Path originated from IGP.
e - Entry originated from EGP.
? - Origin of the path is not clear.

Network The IP address of a network.

Next Hop The IP address of the next router that is used in forwarding a packet to
the destination network.

Metric The value of the inter-autonomous system metric.

LocPrf The local preference value.

Weight The weight of the route.

Path The AS path to the destination network.

11-85 show ip bgp inconsistent-as

This command is used to display the routes which have the same prefix and different AS path origins.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vrf VRF-NAME}]
inconsistent-as

Parameters
ipvd (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries.
all (Optional) Specifies to display all the VPNv4 routing entries.
rd RD-VALUE (Optional) Specifies to display the VPNv4 routing entries that match
the specified RD.
vrf VRF-NAME (Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the routes which have inconsistent-as originating autonomous systems.
Example

This example shows how to display the routes which have inconsistent-as originating autonomous
systems.
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Switch# show ip bgp inconsistent-as

BGP table version is 1738, BGP Local Router ID is 10.90.90.10
Status codes:s suppressed,d damped,h history,* valid,> best,i - internal
Origin codes: 1 - IGP, e - EGP, ? — incomplete

Network Next Hop Metric LocPrf Weight Path
* 172.16.1.0/24 172.16.72.30 0 109 108 i
172.16.72.21 0 110 101 i
* 172.16.11.0/24 172.16.72.30 0 109 108 i
172.16.72.10 0 104 105 i
172.16.72.10 0 104 103 i

Switch#

11-86 show ip bgp 12vpn

This command is used to display the Layer 2 Virtual Private Network (L2VPN) endpoint provisioning

address information.

show ip bgp 12vpn vpls {{all | rd RD-VALUE | vfi VFI-NAME} [{route-map RMAP-NAME |
inconsistent-as | quote-regexp REGEXP | community-list COMMUNITY-LIST-NAME [exact-
match] | community COMMUNITY [exact] | filter-list ACCESS-LIST-NAME | PREFIX [[LENGTH]}] |
summary | neighbors [IP-ADDRESS [{advertised-routes | received-routes | routes}]] | reflection}

Parameters
all Specifies to display all the L2VPN endpoint provisioning address
information.
rd RD-VALUE Specifies to display the L2VPN endpoint provisioning address
information that matches the specified RD.
vfi VFI-NAME Specifies to display the L2VPN endpoint provisioning address

information associated with the VFI.

route-map RMAP-NAME

(Optional) Specifies to filter the output based on the specified route
map.

inconsistent-as

(Optional) Specifies to display the L2VPN endpoint provisioning
address information which have the same prefix and different AS path
origins.

quote-regexp REGEXP

(Optional) Specifies to display the L2VPN endpoint provisioning
address information that matches the regular expression.

community-list COMMUNITY-
LIST-NAME

(Optional) Specifies to display the L2VPN endpoint provisioning
address information that are permitted by the BGP community list.

exact-match

(Optional) Specifies to display only L2VPN endpoint provisioning
address information that matches exactly.

community COMMUNITY

(Optional) Specifies to display only L2VPN endpoint provisioning
address information that belong to the specified BGP communities.
The COMMUNITY parameters is a 32-bit integer. It can be a user-
specified number represented by AA:NN, where AA (AS number) is the
upper part of the word and NN (community number, user-specified) is
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Default

the lower part of the word. Multiple numbers (separated by spaces)
can be specified.

It can also be one of the following reserved community keywords:
internet - Specifies routes free to be advertised to all peers.

local-as - Specifies not to send out of the local AS or the sub-
autonomous system of a confederation.

no-advertise - Specifies not to advertise the route to other BGP peers.
no-export - Specifies not advertise to external peers.

exact

(Optional) Specifies that an exact match is required.

filter-list ACCESS-LIST-NAME

(Optional) Specifies to display only L2VPN endpoint provisioning
address information that conform to a specified AS path access list.

PREFIX (Optional) Specifies to display only a particular L2VPN endpoint
provisioning address information in the BGP routing table. The format
of the parameter is RD:VE-ID:VE-Block-Offset.

LENGTH (Optional) Specifies the length of the specified prefix.

summary (Optional) Specifies to display BGP summary information for the
L2VPN address family.

neighbors (Optional) Specifies to display information about the TCP and BGP
connections to neighbors.

IP-ADDRESS (Optional) Specifies the IP address of a neighbor to be displayed. If not

specified, all neighbors are displayed.

advertised-routes

(Optional) Specifies to display the L2VPN endpoint provisioning
address information advertised to a BGP neighbor.

received-routes

(Optional) Specifies to display the L2VPN endpoint provisioning
address information received from a BGP neighbor.

routes (Optional) Specifies to display the L2VPN endpoint provisioning
address information that are received and accepted from a neighbor.
The accepted routes are a subset of the received routes.

reflection (Optional) Specifies to display the route reflection configuration of BGP
for the L2VPN address family.

None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display Layer 2 Virtual Private Network (L2VPN) endpoint provisioning address
information. The format of the output of the L2VPN endpoint provisioning address information is RD:VE-

Example

ID:VE-Block-Offset.

This example shows how to display Layer 2 Virtual Private Network (L2VPN) endpoint provisioning

address information.

Switch# show ip bgp 12vpn vpls all

BGP table version is 2,

local router ID

is 1.0.0.2
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Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop

Route Distinguisher: 1:1
*>j 1:1:5:0/96 1.0.0.1

Route Distinguisher: 1:2 (default for VFI 1)

*>j§ 1:2:5:0/96 1.0.0.1
*> 1:2:6:0/96 0.0.0.0

Switch#

Metric LocPrf Weight Path
0 100 0 i
0 100 0 i
0 100 32768 i

11-87 show ip bgp neighbors

This command is used to display information about the TCP and Border Gateway Protocol (BGP)

connections to neighbors.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] neighbors [IP-ADDRESS
[advertised-routes | received prefix-filter | received-routes | routes]]]

Parameters
ipv4 (Optional) Specifies the IPv4 address family. The type of address
family determines the routing table that is displayed.
unicast Specifies to display the unicast routing information.
multicast Specifies to display the multicast routing information.
vpnv4 (Optional) Specifies the VPNv4 address family. The type of address

family determines the routing table that is displayed.

vrf VRF-NAME

(Optional) Specifies to display the VPNv4 neighbors that match the
specified VRF.

IP-ADDRESS

(Optional) Specifies the IP address of a neighbor to be displayed. If not
specified, all neighbors are displayed.

advertised-routes

(Optional) Specifies to display the routes advertised to a BGP
neighbor.

received prefix-filter

(Optional) Specifies to display the prefix-list received from the specified
neighbor.

received-routes

(Optional) Specifies to display the routes received from a BGP
neighbor.

routes (Optional) Specifies to display the routes that are received and
accepted from a neighbor. The accepted routes are a subset of the
received routes.
Default
None.

Command Mode

User EXEC or Any Configuration Mode.
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Command Default Level

Level: 1.

Usage Guideline

Example

Use this command to display BGP and TCP connection information for neighbor sessions. You can
specify the IPv4 address of a neighbor to display information about the specific neighbor. If no option is
specified for the command, the BGP neighbor information for IPv4 unicast address family is displayed. To
display the received routes from a neighbor, the BGP soft reconfigure command setting must be enabled
first.

This example shows how to display the general neighbor information using the show ip bgp neighbors
command.

Switch# show ip bgp neighbors

BGP neighbor: 10.1.1.3, remote AS 1, internal link
BGP version: 4, remote router ID: 40.217.0.1
BGP state = Established, up for 00:24:52
Last read: 00:00:08, last write: 00:00:08, hold time: 90,
keepalive interval: 30
Configured hold time: 180, keepalive interval: 60
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-Byte AS number: advertised
Address family IPv4 Unicast: advertised and received
Address family VPNv4 Unicast: advertised and received
Received 52 messages, 0 notifications, O in queue
Sent 56 messages, 0 notifications, O in queue
Route refresh request: received 0, sent O
Minimum time between advertisement runs is 5 seconds
Minimum time between AS origination advertisement runs is 15 seconds

For address family: IPv4 Unicast
BGP table version 12, neighbor version 12
Index 1, Offset 0, Mask 0x2
0 accepted prefixes, maximum limit 12000
Threshold for warning message 75%
1 announced prefixes

For address family: VPNv4 Unicast

BGP table version 1, neighbor version 1

Index 1, Offset 0, Mask 0x2

Community attribute sent to this neighbor (extended)
0 accepted prefixes, maximum limit 12000

Threshold for warning message 75%

1 announced prefixes

Connections established 1; dropped O

Local host: 10.90.90.90, Local port: 179
Foreign host: 10.1.1.3, Foreign port: 33334
Nexthop: 10.90.90.90

BGP neighbor: 10.1.1.4, remote AS 5, external link
Member of peer-group my for session parameters
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BGP version: 4, remote router ID: 40.217.0.2
BGP state = Established, up for 00:24:47
Last read: 00:00:09, last write: 00:00:09, hold time: 90,
keepalive interval: 30
Configured hold time: 180, keepalive interval: 60
Neighbor capabilities:
Route refresh: advertised and received (old and new)
4-Byte AS number: advertised
Address family IPv4 Unicast: advertised and received
Address family VPNv4 Unicast: received
Received 64 messages, 0 notifications, O in queue
Sent 53 messages, 0 notifications, O in queue
Route refresh request: received 0, sent 0O
Minimum time between advertisement runs is 30 seconds
Minimum time between AS origination advertisement runs is 15 seconds

For address family: IPv4 Unicast

BGP table version 12, neighbor version 12
Index 2, Offset 0, Mask Ox4

my peer-group member

5 accepted prefixes, maximum limit 12000
Threshold for warning message 75%

1 announced prefixes

Connections established 1; dropped 0O
Local host: 10.90.90.90, Local port: 1025
Foreign host: 10.1.1.4, Foreign port: 179
Nexthop: 10.90.90.90

Switch#

This example shows how to display routes advertised to the 172.16.232.178 neighbor.
Switch# show ip bgp neighbors 172.16.232.178 advertised-routes

BGP table version is 27, local router ID is 172.16.232.181

Status codes: s suppressed,d damped,h history,* valid,> best,i — internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network Next Hop Metric LocPrf Weight Path
*>§10.0.0.0 172.16.232.179 0 100 0 ?
*> 10.20.2.0 10.0.0.0 0 32768 i
Switch#

This example shows how to display a prefix-list that filters all routes in the 10.0.0.0 network has been

received from the 192.168.20.72 neighbor.
Switch# show ip bgp neighbors 192.168.20.72 received prefix-filter

Address family:1Pv4 Unicast
1 entries
seq 5 deny 10.0.0.0/8 le 32
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Switch#

11-88 show ip bgp network

This command is used to display networks created by BGP network.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME] network [NETWORK-ADDRESS]

Parameters
ipv4 (Optional) Specifies to display the network of the IPv4 address family.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 vrf VRF-NAME (Optional) Specifies a VRF name. The length of the VRF name is 12
characters.
NETWORK-ADDRESS Specifies the IP network address. If a specific network address is not
specified, all IP addresses will be displayed.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the networks advertised by BGP.
Example

This example shows how to display the networks advertised by BGP.
Switch# show ip bgp network

Network Address Route Map
20.0.0.02 -

Total Network Number: 1

Switch# show ip bgp vpnv4d vrf VPN-A network
Network Address VRF-Name Route Map

Total Network Number: 1

Switch#
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11-89 show ip bgp parameters

This command is used to display the parameters of BGP.

show ip bgp parameters

Parameters
None.
Default
None.

Command Mode

User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.
Usage Guideline

Use this command to display the parameters of BGP.
Example

This example shows how to display the parameters of BGP.

Switch# show ip bgp parameters

BGP Global State : Enabled
Version "

BGP Router Ildentifier :20.1.1.1
Synchronization : Disabled
Enforce First AS : Disabled
Local AS Number o1

Scan Time : 60 Seconds
Hold Time : 180 Seconds
Keepalive Interval : 60 Seconds
Always Compare MED : Disabled
Deterministics MED : Disabled
Med Confed : Disabled
Default Local Preference : 100

AS Path Ignore : Disabled
Compare Router ID : Disabled
MED Missing as Worst : Disabled
Compare Confederation Path : Disabled
Fast External Failover : Enabled
Aggregate Next Hop Check : Disabled
Default IPv4 Unicast : Enabled
Switch#
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11-90 show ip bgp peer-group

This command is used to display information about the peer group of BGP.

show ip bgp [vpnv4 vrf VRF-NAME] peer-group [PEERGROUP-NAME]

Parameters
vpnv4 (Optional) Specifies the VPNv4 unicast address family.
vrf VRF-NAME (Optional) Specifies to display the VPNv4 peer-groups that match the
specified VRF. The length of VRF-NAME is 12 characters.
PEER-GROUP-NAME Specifies the name of a Border Gateway Protocol (BGP) peer group.
The maximum length is 16 characters.
Default
None.

Command Mode
EXEC Mode or any configuration.

Command Default Level

Level: 1.

Usage Guideline
Use this command to display the contents of the BGP peer group.

Example
This example shows how to display the information of the peer group named mygroup.

Switch# show ip bgp peer-group mygroup

BGP peer-group is mygroup
Configured hold time: 180, keepalive interval: 60
BGP version 4
Default minimum time between advertisement runs is 30 seconds
Minimum time between AS origination advertisement runs is 15 seconds

For address family: IPv4 Unicast
BGP neighbor is mygroup, peer-group external, members:
10.1.1.4
Index 0, Offset 0, Mask 0OxO
Maximum-Prefix Iimit 12000
Threshold for warning message 75%

Switch#

11-91 show ip bgp quote-regexp

This command is used to display routes matching the regular expression.
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show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | virf VRF-NAME}] quote-

regexp REGEXP

Parameters
ipv4 (Optional) Specifies to display the IPv4 address family routing entries.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 (Op'FionaI) Specifies to display the VPNv4 address family routing
entries.
all (Optional) Specifies to display all the VPNv4 routing entries.
rd RD-VALUE (Optional) Specifies to display the VPNv4 routing entries that match

the specified RD.

vrf VRF-NAME

(Optional) Specifies to display the VPNv4 routing entries associated
with the VRF.

REGEXP

Specifies to display routes matching the AS path regular expression.
The maximum length is 80 characters.

Default

None.

Command Mode

EXEC Mode or any configuration.

Command Default Level

Level: 1.

Usage Guideline

Use this command displays the routes which matching the AS path regular expression.

Example

This example shows how to display the routes which matching the AS path regular expression.

Switch# show ip bgp quote-regexp “100”

BGP table version is 1738, BGP Local Router ID is 10.90.90.10
Status codes:s suppressed,d damped,h history,* valid,> best,i - internal
Origin codes: 1 - IGP, e - EGP, ? — incomplete

Network

s 172.
s 172.
> 172.
> 172.
> 172.
> 172.
> 172.

Switch#

16.
16.
16.
16.
16.
16.
16.

0.0/24
0.0/24
1.0/24
11.0/24
14.0/24
15.0/24
16.0/24

Next Hop Metric LocPrf Weight Path
172.16.72.30 0 100 108 100 ?
172.16.72.30 0 100 108 100 ?
172.16.72.30 0 100 108 100 ?
172.16.72.30 0 100 108 100 ?
172.16.72.30 0 100 108 100 ?
172.16.72.30 0 100 108 100 ?
172.16.72.30 0 100 108 100 ?
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11-92 show ip bgp redistribute

This command is used to display the route redistribution configuration of BGP.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 vif VRF-NAME] redistribute

Parameters
ipvd (Optional) Specifies the IPv4 unicast address family.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 vrf VRF-NAME (Optional) Specifies the VRF family. The type of address family
determines the routing redistribution information that is displayed.
Default
None.

Command Mode

EXEC Mode or any configuration.
Command Default Level

Level: 1.
Usage Guideline

Use this command to check the route redistribution configuration about BGP. If no option is specified for
the command, the route redistribution information for IPv4 unicast address family is displayed.

Example

This example shows how to check the route redistribution configuration about BGP.
Switch# show ip bgp redistribute

Route Redistribution Settings

Source Destination Type Metric RouteMapName
Protocol Protocol

Connected BGP All 0 N/A
Total Entries : 1
Switch#show ip bgp vpnv4 vrf VPN-A redistribute

Route Redistribution Settings (For VRF VPN-A)

Source Destination Type Metric RouteMapName
Protocol Protocol

Connected BGP All 0 N/A

Total Entries : 1
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Switch#

11-93 show ip bgp reflection

This command is used to display the route reflection configuration of BGP.

show ip bgp [ipv4 {unicast | multicast} | vpnv4 unicast] reflection

Parameters
ipv4 (Optional) Specifies to display reflection information of the 1Pv4
address family.
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 (Optional) Specifies to display reflection information of the VPNv4
address family.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level

Level: 1.

Usage Guideline

Use this command to display what have been already configured to the local BGP about the route
reflection.

Example

This example shows how to display what have been already configured to the local BGP about the route
reflection.

Switch# show ip bgp reflection

Client to Client Reflection State : Disabled
Cluster ID : 0.0.0.0
Route Reflector Client :
peer group : inter (172.18.10.1)
172.18.10.3
172.18.10.4
172.18.10.5

Switch#

11-94 show ip bgp summary

This command is used to display BGP summary information.
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show ip bgp [ipv4 {unicast | multicast} | vpnv4 {all | rd RD-VALUE | vrf VRF-NAME}] summary

Parameters

ipv4 (Optional) Specifies the IPv4 address family. The type of address
family determines the routing table that is displayed.

unicast Specifies to display the unicast address family.

multicast Specifies to display the multicast address family.

vpnv4 (Optional) Specifies the IPv4 VRF family. The type of address family
determines the routing table that is displayed.

all (Optional) Specifies to display summary information for all the VPNv4
address family.

rd RD-VALUE (Optional) Specifies to display summary information associated with

the RD.

vrf VRF-NAME

(Optional) Specifies the VRF family. The type of address family
determines the routing table that is displayed.

Default

None.

Command Mode

User EXEC or Any Configuration Mode.

Command Default Level

Level: 1.

Usage Guideline

Use this command to display the BGP information by summary. If no option is specified for the command,
the BGP summary information for IPv4 unicast address family is displayed.

Example

This example shows how to display BGP summary information.

Switch# show ip bgp summary

BGP router identifier 20.1.1.1, local AS number 1
BGP table version is 2, main routing table version 2

10.1.1.3 4
10.1.1.4 4

Neighbor Ver AS MsgRcvd MsgSent Up/Down State/PfxRcd
1 27 30 00:12:28 0
5 28 27 00:12:21 5
1 0 0 never Connect

10.10.10.10 4

Total Number of Neighbors: 3

Switch#

Display Parameters
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Neighbor The IPv4 address of the neighbor.

Ver The version of BGP used to talk to the neighbor.

AS The neighbor’s autonomous number.

MsgRcvd The number of received messages.

MsgSent The number of sent messages.

Up/Down The length of time that the neighbor session is in the state.
State/PfxRcd This will display “Idle” if the session is terminated due to reaching the

maximum prefix. It will display “Idle (Admin)” if the session is shutdown
by the command. Otherwise, it display the number of received
prefixes.

11-95 show ip bgp vpnv4 labels

This command is used to display the BGP private labels of the routes, which are assigned from MPLS.

show ip bgp vpnv4 {all | rd RD-VALUE | vrf VRF-NAME} labels

Parameters
all Specifies to display all the VPNv4 routes labels.
rd RD-VALUE Specifies to display the VPNv4 routes labels that match the specified
RD.
vrf VRF-NAME Specifies to display the VPNv4 routes labels associated with the VRF.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display the BGP private labels of the routes.
Example

This example shows how to display the BGP private labels of the routes that match the RD 1:1.
Switch# show ip bgp vpnv4 rd 1:1 labels

BGP Local Router ID is 11.11.11.11
Status codes: s suppressed, d damped, h history, * valid, > best, 1 - internal
Origin codes: 1 - IGP, e - EGP, ? - incomplete

Network From In Label/0Out Label

Route Distinguisher: 1:1 (default for VRF my)
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*> 88.1.2.0/24 100.1.1.2 1000/no
*> 88.1.5.0/24 100.1.1.2 1000/no
*> 89.1.1.0/24 10.1.1.3 no/16
*> 89.1.2.0/24 10.1.1.3 no/17
*> 09.1.1.0/24 Self Peer 1000/no
Route Distinguisher: 1:1 (VPN route(s))

*> 89.1.1.0/24 10.1.1.3 no/16
*> 89.1.2.0/24 10.1.1.3 no/17
Switch#

11-96 show ip community-list

This command is used to display the configured community lists.

show ip community-list [COMMUNITY-LIST-NAME]

Parameters
COMMUNITY-LIST-NAME (Optional) Specifies the community list name. The community list
name can be standard or expanded.
Default
None.

Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline
Use this command to display a specific community list or all configured community lists.
Example

This example shows how to display all of the configured IP community lists.

Switch# show ip community-list

Standard community list C1
permit internet

Standard community list C2
permit internet

Total Entries: 2

Switch#

11-97 show ip extcommunity-list
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This command is used to display the configured extended community lists.

show ip extcommunity-list [ EXTCOMMUNITY-LIST-NAME]

Parameters

EXTCOMMUNITY-LIST-NAME  (Optional) Specifies the extended community list name. The
community list name can be standard or expanded.

Default
None.
Command Mode
User EXEC or Any Configuration Mode.
Command Default Level
Level: 1.
Usage Guideline

Use this command to display a specific extended community list or all configured extended community
lists.

Example
This example shows how to display all of the configured IP extended community lists.

Switch# show ip extcommunity-list

Expanded extended community list el
permit : 23

Standard extended community list sl
permit : RT 1:1

So0 1.1.1.1:1
permit : So0 2:3 3.2.1.1:10

Total Entries: 2

Switch#

11-98 snmp-server enable traps bgp

This command is used to enable Border Gateway Protocol (BGP) support for Simple Network
Management Protocol (SNMP) operations. Use the no form of this command to disable it.

snmp-server enable traps bgp {established | backward-trans}

no snmp-server enable traps bgp {established | backward-trans}

Parameters

established Specifies to enable or disable the sending of the peer established trap.
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backward-trans Specifies to enable or disable the sending of the peer idle trap.

Default
By default, this option is disabled.
Command Mode
Global Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline
Use this command to configure the BGP trap state.
Example

This example shows how to enable the sending of the BGP peer established trap.

Switch# configure terminal
Switch(config)# snmp-server enable traps bgp established
Switch(config)#

11-99 synchronization

This command is used to enable the advertisement of a route to an external neighbor by the BGP
speaker unless the route is a local router or the BGP speaker has learned the route by IGP. Use the no
form of this command to disable the option.

synchronization

no synchronization

Parameters
None.
Default
By default, this option is disabled.
Command Mode
Router Configuration Mode.
Address Family Configuration Mode.
Command Default Level
Level: 12.
Usage Guideline

When synchronization is enabled, the BGP speaker will not advertise a route to an external neighbor
unless the route is a local route or the BGP speaker has learned the route by IGP.

Example

This example shows how to enable synchronization for the BGP process.

Switch# configure terminal
Switch(config)# router bgp 65121
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Switch(config-router)# synchronization
Switch(config-router)#

11-100timers bgp

This command is used to configure BGP network timers. Use the no form of this command to restore the
default setting.

timers bgp KEEP-ALIVE HOLD-TIME

no timers bgp

Parameters
KEEP-ALIVE Specifies the interval that the software sends keep-alive messages to
its BGP peer. The range is from 0 to 65535.
HOLD-TIME Specifies the length of the time-out value of the keep-alive message.
The software will declare a BGP peer dead after the timeout. The
range is from 0 to 65535.
Default

KEEP-ALIVE: 60 seconds.
HOLD-TIME: 180 seconds.

Command Mode

Router Configuration Mode.
Command Default Level

Level: 12.

Usage Guideline

The suggested default value for the keep-alive value is a third of the hold-time value. The user can
configure the timers for all BGP neighbors using the timers bgp command or configure the timers for a
specific neighbor or peer group using the neighbor timers command. The timer configured for a specific
neighbor overrides the timers configured for all BGP neighbors. If the minimum acceptable hold-time is
configured, the BGP session will only be established when the remote peer is equal to or greater than the
minimum hold time.

Example

This example shows how to change the keep-alive timer value to 50 seconds, the hold-time timer value to
150 seconds and the minimum acceptable hold-time value is 20 seconds.

Switch# configure terminal

Switch(config)# router bgp 65100

Switch(config-router)# timers bgp 50 150

11-101debug ip bgp

This command is used to turn on the BGP debug function. Use the no form of this command to turn off
the BGP debug function.
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debug ip bgp
no debug ip bgp

Parameters
None.
Default
By default, BGP debug function is turned off.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to turn on the BGP debug function while the global debug function has been turned on
before.

Example

This example shows how to turn on the BGP debug function.

Switch# debug ip bgp
Switch#

11-102debug ip bgp fsm-event

This command is used to turn on the BGP FSM event debug switch option. Use the no form of this
command to turn off the BGP FSM event debug switch option.

debug ip bgp fsm-event
no debug ip bgp fsm-event

Parameters
None.
Default
By default, the BGP FSM event debug switch is turned off.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to turn on the BGP FSM event debug switch option. When the BGP FSM event
happens, debug information will be print if the BGP debug function is turned on. Use the command
debug ip bgp to turn on BGP debug function.

Example
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This example shows how to turn on the BGP FSM event debug switch option.

Switch# debug ip bgp fsm-event

Switch#

10.1.1.4-Outgoing [FSM] AS-Origination Timer Expiry
33.33.33.33-0utgoing [FSM] Routeadv Timer Expiry
10.1.1.3-0Outgoing [FSM] Routeadv Timer Expiry
100.1.1.2-0Outgoing [FSM] Routeadv Timer Expiry
100.1.1.2-Outgoing [FSM] Keep-alive-Timer Expiry
100.1.1.2-0Outgoing [FSM] AS-Origination Timer Expiry
100.1.1.4-Outgoing [FSM] AS-Origination Timer Expiry
33.33.33.33-0utgoing [FSM] AS-Origination Timer Expiry
33.33.33.33-0utgoing [FSM] Routeadv Timer Expiry

11-103debug ip bgp packet

This command is used to turn on the BGP packet debug switch option. Use the no form of this command

to turn off the BGP packet debug switch option.

debug ip bgp packet {receive | send}
no debug ip bgp packet {receive | send}

Parameters
receive Specifies to turn on the BGP received packet debug switch option.
send Specifies to turn on the BGP sent packet debug switch option.
Default

By default, the BGP packet debug switch is turned off.
Command Mode
Privileged EXEC Mode.

Command Default Level
Level: 15.

Usage Guideline

Use this command to turn on the BGP packet debug switch option. When BGP protocol packets are
received or transmitted, debug information will be print if the BGP debug function is turned on. Use the
command debug ip bgp to turn on the BGP debug function.

Example

This example shows how to turn on the BGP received packet debug switch option.

Switch# debug ip bgp packet receive

Switch#

BGP:Peer:<100.1.1.2>,RCV UPDATE,withdraw,NLRI:<88.1.1.0/24>,<88.1.2.0/24>,<88.1.
3.0/24>,<88.1.4.0/24>,<88.1.5.0/24>

100.1.1.2-Outgoing [DECODE] Update: Withdrawn Len(20)

100.1.1.2-Outgoing [RIB] Withdraw: Prefix 88.1.1.0

BGP:Peer:<10.1.1.3>,RCV KEEPAVLIVE

10.1.1.3-Outgoing [DECODE] KAlive: Received!
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BGP:Peer:<100.1.1.2>,RCV UPDATE,attr:<Orign:i,As-path:(null),Next-hop:100.1.1.2>
,NLRI:<88.1.1.0/24>,<88.1.2.0/24>,<88.1.3.0/24>,<88.1.4.0/24>,<88.1.5.0/24>
100.1.1.2-Outgoing [DECODE] Update: NLRI Len(20)

100.1.1.2-0Outgoing [RIB] Update: Received Prefix 88.1.1.0

11-104 debug ip bgp route-map

This command is used to turn on the BGP route map debug switch option. Use the no form of this
command to turn off the BGP route map debug switch option.

debug ip bgp route-map
no debug ip bgp route-map

Parameters
None.
Default
By default, the BGP route map debug switch option is turned off.
Command Mode
Privileged EXEC Mode.
Command Default Level
Level: 15.
Usage Guideline

Use this command to turn on the BGP route map debug switch option. When the route map matches the
BGP route information, debug information will be printed if the BGP debug function is turned on. Use the
command debug ip bgp to turn on the BGP debug function.

Example

This example shows how to turn on the BGP route map debug switch option.

Switch# debug ip bgp route-map
Switch#

Route-Map:<you>, Apply Suppressed Route, Neighbor <100.1.1.4, AFI/SAFI 1/1>,
Prefix:<67.1.1.0/24> <Permit>

Route-Map:<my>, Apply Received route, Neighbor <100.1.1.2, AFI/SAFI 1/1>,Prefix:
<88.1.1.0/24> <Deny>

11-105debug ip bgp prefix-list

This command is used to turn on the BGP IP prefix list debug switch option. Use the no form of this
command to turn off the BGP IP prefix list debug switch option.

debug ip bgp prefix-list
no debug ip bgp prefix-list

Parameters
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None.
Default

By default, the BGP IP prefix list debug switch option is turned off.
Command Mode

Privileged EXEC Mode.

Command Default Level
Level: 15.

Usage Guideline

Use this command to turn on the BGP IP prefix list debug switch option. When the IP prefix list matches
the BGP information, debug information will be printed if the BGP debug function is turned on. Use the
command debug ip bgp to turn on the BGP debug function.

Example

This example shows how to turn on the BGP IP prefix list debug switch option.

Switch# debug ip bgp prefix-list
Switch#

Prefix-List:<my>, Apply Received route, Neighbor <100.1.1.2, AFI/SAFI 1/1>,
Prefix:<88.1.1.0/24> <Permit>

Prefix-List: ORF Apply Sent route, Neighbor <100.1.1.4, AFI/SAFI 1/1>,
Prefix:<88.1.1.0/24> <Deny>

Prefix-List:<my>, Apply Received route, Neighbor <100.1.1.2, AFI/SAFI 1/1>,
Prefix:<88.1.2.0/24> <Deny>

Prefix-List: ORF Apply Sent route, Neighbor <100.1.1.4, AFI/SAFI 1/1>,
Prefix:<67.1.1.0/24> <Permit>

Prefix-List: ORF Apply Sent route, Neighbor <100.1.1.4, AFI/SAFI 1/1>,
Prefix:<67.1.2.0/24> <Deny>

11-106 debug ip bgp show global

This command is used to display internal detailed information about BGP.

debug ip bgp show global

Parameters
None.
Default
None.

Command Mode

Privileged EXEC or Any Configuration Mode.
Command Default Level

Level: 15.
Usage Guideline

Use this command to check internal status and detailed information of BGP. If there is no parameter
specified, then IPv4 global information will be displayed. If the parameter is VRF, followed by a VRF
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Example

name, VRF global information will be displayed. If the parameter is VPNv4, then VPNv4 address family
global information will be displayed.

This example shows how to display detailed internal information about the IPv4 address family BGP.
Switch#debug ip bgp show global

Following is the information for global debugging:

AS Number: 1

Router ID: 10.90.90.90

Cluster ID: 0.0.0.0

Confed ID: O

Confederation Peers:

Fast External Failover: Enabled
Client to Client Ability: Enabled
Aggregate Next Hop Check: Disabled
Default Local Preference: 100
Default Holdtime: 180

Default Keepalive: 60

Scan Time: 60

Always Compare Med: Disabled
Deterministic Med: Disabled

Med Missing as Worst: Disabled
Med Confed: Disabled

Enforce First As: Disabled
Compare Router ID: Disabled

As Path Ignore: Disabled

Compare Confed As Path: Disabled
Default IPv4 Unicast: Enabled
Synchronization: Disabled

Switch#

11-107 debug ip bgp show neighbors

This command is used to display internal detailed information about BGP neighbors.

debug ip bgp show neighbors [vpnv4 vrf VRF-NAME] [IP-ADDRESS]

Parameters
vpnv4 vrf VRF-NAME (Optional) Specifies to display information of neighbors in the specified
VRF. The length of VRF-NAME is 12 characters.
IP-ADDRESS (Optional) Specifies the IP address of a neighbor to be displayed. If not
specified, all neighbors are displayed.
Default
None.
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Command Mode

Privileged EXEC or Any Configuration Mode.

Command Default Level

Level: 15.

Usage Guideline

Example

Use this command to check the internal status and detailed information of BGP neighbors.

This example shows how to display internal detailed information about BGP neighbors.
Switch# debug ip bgp show neighbors

BGP neighbor: 20.1.1.50 (Internel Peer)

Session State: Enabled

Peer Group:

Remote AS: 1

Local AS: 1

Remote Router ID: 0.0.0.0

BGP State: Active

Hold Time (Configured): 180 Seconds

Hold Time (Current Used): 180 Seconds

Keepalive Interval (Configured): 60 Seconds
Keepalive Interval (Current Used): 60 Seconds
Advertisement Interval (Configured): 5 Seconds
Advertisement Interval (Current Used): 5 Seconds
AS Origination Interval (Configured): 15 Seconds
AS Origination Interval (Current Used): 15 Seconds
Connect Retry Interval (Configured): 120 Seconds
Connect Retry Interval (Current Used): 120 Seconds
EBGP Multihop: 255

Weight: O

Password:

For Address Family IPv4 Unicast
IPv4 Unicast: None

Prefix Count: O

Send Prefix Count: O

Prefix Max Count: 12000

Prefix Warning Threshold: 75
Prefix Max Warning: Disabled

For Address Family L2VPN VPLS

L2VPN VPLS: None

Community Sent to this Neighbor: Extended
Prefix Count: O

Send Prefix Count: O

Prefix Max Count: 12000

Prefix Warning Threshold: 75

Prefix Max Warning: Disabled

Switch#
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11-108 debug ip bgp show peer-group

This command is used to display internal detailed information about the BGP peer group.

debug ip bgp show peer-group [vpnv4 vrf VRF-NAME] [PEER-GROUP-NAME]

Parameters
vpnv4 vrf VRF-NAME (Optional) Specifies to display information of neighbors in the specified
VRF. The length of VRF-NAME is 12 characters.
PEER-GROUP-NAME Specifies the name of the BGP peer group. The maximum length is 16
characters.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of a BGP peer group.

Example

This example shows how to display internal detailed information about a BGP peer group:
Switch# debug ip bgp show peer-group

BGP Peer Group: group

Session State: Enabled

Remote AS: Not Set

Holdtime Interval: 180 seconds
Keepalive Interval: 60 seconds
Advertisement Interval: 30 seconds
AS Origination Interval: 15 Seconds
Connect Retry Interval: 120 Seconds
EBGP Multihop: 1

Weight: O

Password:

For Address Family IPv4 Unicast
Members: None

Prefix Max Count: 12000

Prefix Warning Threshold: 75
Prefix Max Warning: Disabled

For Address Family IPv4 Multicast
Members: None
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Prefix Max Count: 12000
Prefix Warning Threshold: 75
Prefix Max Warning: Disabled

Switch#

11-109debug ip bgp show network

This command is used to display internal detailed information about the BGP network.

debug ip bgp show network [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME]

Parameters
ipv4 (Optional) Specifies to display the network entry of the IPv4 address
family
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vpnv4 vrf VRF-NAME (Optional) Specifies a VRF name. The length of VRF-NAME is 12
characters.
Default
None.

Command Mode
Privileged EXEC Mode or any configuration mode/
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of the BGP network.
Example

This example shows how to display internal detailed information about the BGP network of the address
family of 1Pv4.

Switch# debug ip bgp show network

Network Route Map

192.168.0.0/16 -
172.16.0.0/16 mapl

Total Entries :2
Switch# debug ip bgp show network vpnv4 vrf vrf-1
Network Route Map

172.16.0.0/16 mapl
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Total Entries :1

Switch#

11-110debug ip bgp show aggregate

This command is used to display internal detailed information about BGP route aggregation.

debug ip bgp show aggregate [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME]

Parameters
ipv4 (Optional) Specifies to display aggregation entries of the IPv4 address
family
unicast Specifies to display unicast address family routing entries.
multicast Specifies to display multicast address family routing entries.
vrf VRF-NAME (Optional) Specifies the VRF name. This name can be up to 12
characters long.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of BGP route aggregation.
Example

This example shows how to display internal detailed information about BGP route aggregation.
Switch# debug ip bgp show aggregate

Network Summary Only AS Set SuppressCount
192.168.0.0/16 YES NO 0
172.16.0.0/16 NO NO 0

Total Entries :2

Switch# debug ip bgp show aggregate vpnv4 vrf vrf-1

Network Summary Only AS Set SuppressCount
50.0.0.0/8 NO NO 0
60.0.0.0/8 NO NO 0
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Total Entries :2

Switch#

11-111 debug ip bgp show damp

This command is used to display internal detailed information about BGP route damping.

debug ip bgp show damp [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME]

Parameters
ipv4 (Optional) Specifies to display dampening information of the 1Pv4
address family
unicast (Optional) Specifies to display dampening information of the unicast
address family.
multicast (Optional) Specifies to display dampening information of the multicast
address family.
vpnv4 (Optional) Specifies to display dampening information of the VPNv4
address family
vrf VRF-NAME (Optional) Specifies the VRF name. This name can be up to 12
characters long.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of BGP route damping.

Example

This example shows how to display internal detailed information about BGP route damping of the address
family of 1Pv4.

Switch# debug ip bgp show damp

Route Map :

Reach Half Life Time : 900 seconds
Reuse Value : 750

Suppress Value : 2000

Max Suppress Time : 3600 seconds
Unreach Half Life Time : 900 seconds
Reuse Index Size : 1024

Reuse List Size : 256

Reuse Offset : 19

235



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

Current dampened routes:
Damp Hinfo: 484d9be8
index ptr event penalty binfo rn
f5  484d9be8 1 1392 484d9ad8 484d9a90
f5  484d9b98 1 1392 484d9a00 484d99b8
f5  484d8080 1 1392 484d9928 484d98e0
f5  484d7fe8 1 1392 484d9808 484d9738
Damp Reuse List Info:
reuse_index index ptr penalty flap start_time t_updated suppress_time evt

245 1 484d9be8 5010 6 428 448 437 1
245 2 484d9b98 5010 6 428 448 437 1
245 3 484d8080 5010 6 428 448 437 1
245 4 484d7fe8 5010 6 428 448 437 1

show BGP Damp no reuse list info: O
index ptr penalty flap start _time t updated suppress_time evt

BGP Damp Decay List Info:
decay array size is 90.
Index value

1 1

2 0.969663
3 0.940247
4 0.911722
5 0.884064
6 0.857244
7 0.831238

Output truncated...

Switch#

11-112 debug ip bgp show interface

This command is used to display internal detailed information about the BGP interface.

debug ip bgp show interface

Parameters
None.
Default
None.

Command Mode

Privileged EXEC or Any Configuration Mode.
Command Default Level

Level: 15.
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Usage Guideline
Use this command to check the internal status and detailed information of the BGP interface.
Example

This example shows how to display internal detailed information about the BGP interface.
Switch# debug ip bgp show interface

Interface Information:

Name index network Flags Status VRF

System 0001 10.1.1.2/24 5 Up None
if3 0002 30.1.1.5/8 5 Up None
ifl10 0003 100.1.1.1/8 5 Up VPNA
ifll 0004 10.1.1.1/8 5 Up VPNB
if2 0005 44.1.1.21/8 5 Down None
loopbackl 0267 11.11.11.11/732 d Up None

Switch#

11-113debug ip bgp show timer

This command is used to display internal detailed information about the BGP timer.

debug ip bgp show timer

Parameters
None.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of the BGP timer.
Example

This example shows how to display internal detailed information about the BGP timer.
Switch# debug ip bgp show timer

BGP timer Link:

Node Time Func
481f9%ef8 1 80ca052c
480f4410 1 80ca052c
48135368 1 80ca052c
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481760c8 1 80cal052c

481b6e28 1 80ca052c
481f7b88 1 80cal052c
481fdf14 1 80c98f34
481f9f14 1 80ca0710
480f442c 1 80ca0710
48135384 1 80ca0710
481760e4 1 80ca0710
Switch#

11-114 debug ip bgp show redistribution

This command is used to display internal detailed information about BGP route redistribution.

debug ip bgp show redistribution [ipv4 {unicast | multicast} | vpnv4 vrf VRF-NAME]

Parameters
ipv4 (Optional) Specifies to display redistribution information of the 1Pv4
address family.
unicast (Optional) Specifies to display redistribution information of the unicast
address family.
multicast (Optional) Specifies to display redistribution information of the
multicast address family.
vpnv4 (Optional) Specifies to display redistribution information of the VPNv4
address family
vrf VRF-NAME (Optional) Specifies the VRF name. This name can be up to 12
characters long.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of BGP route redistribution.
Example

This example shows how to display internal detailed information about BGP route redistribution.
Switch# debug ip bgp show redistribution

Redistributed routes summary:
Network Type Next_hop

10.0.0.0/8 LOCAL 0.0.0.0
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21.0.0.0724 RIP 10.2.2.2
21.0.1.0/724 RIP 10.2.2.2
21.0.2.0/724 RIP 10.2.2.2
21.0.3.0/724 RIP 10.2.2.2
21.0.4.0/724 RIP 10.2.2.2

Total Entries: 6

Redist list information:
No redist list exist!

Switch#

11-115debug ip bgp show as-path-access-list

This command is used to display internal detailed information about the BGP path access list.

debug ip bgp show as-path-access-list

Parameters
None.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of the BGP path access list.
Example

This example shows how to display internal detailed information about the BGP path access list.
Switch# debug ip bgp show as-path-access-list

BGP AS Path Access List 1
deny (_64[6-9][0-9][0-9] | _65[0-9][0-9][0-9] )
permit 33

Total Entries: 1

Switch#

11-116debug ip bgp show community-list

This command is used to display internal detailed information about the BGP community list.
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debug ip bgp show community-list

Parameters
None.
Default
None.

Command Mode
Privileged EXEC or Any Configuration Mode.
Command Default Level
Level: 15.
Usage Guideline
Use this command to check the internal status and detailed information of the BGP community list.
Example

This example shows how to display internal detailed information about the BGP community list.
Switch# debug ip bgp show community-list

Community list:listl standard
permit 5000:100

Switch#

240



xStack® DGS-3620 Series Layer 3 Managed Stackable Gigabit Ethernet Switch CLI Reference Guide

12. BPDU Protection Commands

12-1 spanning-tree bpdu-protection (global)

This command is used to enable the BPDU protection function globally. Use the no form of this command
to return to the default setting.

spanning-tree bpdu-protection

no spanning-tree bpdu-protection

Parameters

None.

Default
By default, this option is disabled.

Command Mode
Global Configuration Mode.

Command Default Level
Level: 12.

Usage Guideline

In a network, customers do not want all ports of devices to receive STP packets, because some ports that
receive STP BPDU packets will cause system resources to be wasted.

If ports are not expected to receive BPDU packets, the BPDU protection function will prevent those ports
from receiving BPDU packets. The port where the BPDU protection function is enabled will enter a
protection state (drop/block/disable) when it receives a STP BPDU packet.

There are 3 mode behaviors when the switch detects BPDU attacks:

e Drop — The switch drops received STP BPDU packets only and the port is placed in the normal
state.

e Block — The switch drops all received BPDU packets and bock all data and the port is placed in
the normal state.

e Disable — The switch shuts down the port and the port is placed the error-disabled state.

Example
This example shows how to enable the BPDU protection function globally.

Switch# configure terminal
Switch(config)# spanning-tree bpdu-protection
Switch(config)#

12-2 spanning-tree bpdu-protection (interface)

This command is used to enable the BPDU protection function on a port. Use the no form of this
command to disable the BPDU protection function on the port.

spanning-tree bpdu-protection {drop | block | shutdown}

no spanning-tree bpdu-protection
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Parameters
drop Specifies to drop all received BPDU packets when the interface enters
the attacked state.
block Specifies to drop all packets (include BPDU and normal packets) when
the interface enters the attacked state.
shutdown Specifies to shut down the interface when the interface enters the
attacked state.
Default

By default, this option is disabled.
Command Mode

Interface Configuration Mode.
Command Default Level

Level: 12.
Usage Guideline

Use this command to enable and configure the BPDU protection operational mode. This command is
available for the port and port channel interface configuration.

Example

This example shows how to enable the BPDU Protection function with block mode on interface eth1/0/1.
Switch# configure terminal

Switch(config)# interface ethl/0/1

Switch(config-if)# spanning-tree bpdu-protection block

Switch(config-if)#

12-3 show spanning-tree bpdu-protection

This command is used to display BPDU protection information.

show spanning-tree bpdu-protection [interface INTERFACE-ID [, | -]]

Parameters

interface INTERFACE-ID Specifies the interface’s ID to be displayed.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and after
the hyphen.

Default
None.

Command Mode
User EXEC or Any Configuration Mode.
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Command Default Level

Level: 1.

Usage Guideline

Example

Use this command to display BPDU protection information. If no interface ID is specified, all interfaces
information will be displayed.

This example shows how to display the BPDU protection information and status of interfaces.

Switch# show spanning-tree bpdu-protection

Global State: Enabled

Interface State Mode Status
ethl1/0/1 Enabled Shutdown Under Attack
eth1/0/2 Enabled Drop Normal
ethl1l/0/3 Disabled Block -
port-channell Enabled Shutdown Under Attack
Switch#

This example shows how to display the BPDU protection status of interface eth1/0/1.
Switch# show bpdu-protection interface ethl/0/1

Interface State Mode Status
ethl1/0/1 Enabled Shutdown Under Attack
Switch#

This example shows how to display the BPDU protection status of interface port-channel 1.

Switch# show bpdu-protection interface port-channel 1

Interface State Mode Status
port-channell Enabled Shutdown Under Attack
Switch#

Display Parameters

Interface Indicates the interface that has BPDU protection enabled.
State Indicates the interface’s configuration state.

Mode Indicates the operation mode of the interface.

Status Indicates if the interface is under the protection state.
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13. Cable Diagnostics Commands

13-1 test cable-diagnostics

This command is used to start the cable diagnostics to test the status and length of copper cables.

test cable-diagnostics interface INTERFACE-ID [,|-]

Parameters

interface INTERFACE-ID Specifies the interface ID.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and after
the hyphen.

Default
None.

Command Mode
EXEC Mode.
Command Default Level

Level: 1.

Usage Guideline

The command is available for physical port configuration. Cable Diagnostics can help users to detect
whether the copper Ethernet port has connectivity problems. Use the test cable-diagnostics command
to start the test. The copper port can be in one of the following status:

e Open: The cable in the error pair does not have a connection at the specified position.

e Short: The cable in the error pair has a short problem at the specified position.

e Open or Short: The cable has an open or short problem, but the PHY has no capability to
distinguish between them.

Crosstalk: The cable in the error pair has a crosstalk problem at the specified position.
Shutdown: The remote partner is powered off.

Unknown: The test got an unknown status.

OK: The pair or cable has no error.

No cable: The port does not have any cable connection to the remote partner.

Example

This example shows how to start the cable diagnostics to test the status and length of copper cables.

Switch# test cable-diagnostics interface ethl/0/1
Switch#

13-2 show cable-diagnostics

This command is used to display the test results for the cable diagnostics.
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show cable-diagnostics [interface INTERFACE-ID [,|-]]

Parameters

interface INTERFACE-ID (Optional) Specifies the interface’s ID. The acceptable interface will be
a physical port.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and after
the hyphen.

Default
None.

Command Mode
EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline
This command is used to display the test results for the cable diagnostics.
Example

This example shows how to display the test results for the cable diagnostics.
Switch# show cable-diagnostics interface ethernet 1/0/1-10

Port Type Link Status Test Result Cable Length (M)
ethl/0/1 1000BASE-T Link Up OK 65
ethl/0/2 1000BASE-T Link Up OK -
eth1/0/3 1000BASE-T Link Down Shutdown 25
eth1/0/4 1000BASE-T Link Down Shutdown -
eth1/0/5 1000BASE-T Link Down Unknown -
eth1/0/6 1000BASE-T Link Down Pair 1 Crosstalk at 30M -
Pair 2 Crosstalk at 30M
Pair 3 OK at 110M
Pair 4 OK at 110M
ethl1/0/7 1000BASE-T Link Down NO Cable -
eth1/0/8 1000BASE-T Link Down Pair 1 Open at 16M -
Pair 2 Open at 16M
Pair 3 OK at 50M
Pair 4 OK at 50M
eth1/0/9 1000BASE-T Link Down Pair 1 Short at 5M -
Pair 2 Short at 5M
Pair 3 OK at 110M
Pair 4 OK at 110M
ethl1/0/10 1000BASE-T Link Down Pair 1 Unknown -
Pair 2 Short at 5M
Pair 3 OK at 110M
Pair 4 OK at 110M
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Switch#

13-3 clear cable-diagnostics

This command is used to clear the test results for the cable diagnostics.

clear cable-diagnostics {all | interface INTERFACE-ID [,|-]}

Parameters

all Specifies to clear cable diagnostics results for all interfaces.

interface INTERFACE-ID Specifies the interface’s ID. The acceptable interface will be a physical
port.

, (Optional) Specifies a series of interfaces, or separate a range of
interfaces from a previous range. No space before and after the
comma.

- (Optional) Specifies a range of interfaces. No space before and after
the hyphen.

Default
None.

Command Mode
EXEC Mode.
Command Default Level
Level: 1.
Usage Guideline

This command is used to clear the test results for the cable diagnostics. If the test is running on the
interface, an error message will be displayed.

Example

This example shows how to clear the test results for the cable diagnostics.

Switch# clear cable-diagnostics interface ethl/0/1
Switch#
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14. Connectivity Fault Management (CFM)
Commands (El Mode Only)

14-1 ais

This command is used to configure the parameters of the Alarm Indication Signal (AlS) function. To
disable the AIS function, use the no command.

ais [period PERIOD] [level LEVEL]

no ais [period | level]

Parameters

Default

period PERIOD (Optional) Specifies the transmitting interval of the AlS Protocol Data
Unit (PDU). The default period is 1 second. It can be either 1second or
1 minute.

level LEVEL (Optional)Specifies the client level ID to which the Maintenance
association End Point (MEP) sends the AIS PDU. The default client
Maintenance Domain (MD) level is that the most immediate client layer
Maintenance domain Intermediate Points (MIP) and MEPs exist on.
The range is from 0 to 7.

By default, this option is disabled.

The default period is 1 second.

Command Mode

CFM MEP Configuration Mode.

Command Default Level

Level: 12.

Usage Guideline

Example

This command is used to configure the parameters of the AIS function on a MEP. If no defined parameter,
it will enable the CFM AIS function. This default client maintenance domain level is not a fixed value. It
may change when creating or deleting a higher level maintenance domain and MA on the device.

Upon detecting a defect condition the MEP can immediately start transmitting periodic frames with ETH-
AIS information at a configured client level. A MEP continues to transmit periodic frames with ETH-AIS
information until the defect condition is removed. Upon receiving a frame with ETH-AIS information from
its server (sub) layer, a client (sub) layer MEP detects AlIS condition and suppresses alarms associated
with all peer MEPs. A MEP resumes alarm generation upon detecting defect conditions once AIS
condition is cleared

When the most immediate client layer MIPs and MEPs do not exist, the default client maintenance
domain level cannot be calculated. If the default client maintenance domain level cannot be calculated
and the user does not designate a client level, the AIS PDU cannot be transmitted.

This example shows how to configure the AIS function so that it has a client level of 5.

Switch# configure terminal
Switch(config)# interface ethl/0/1
Switch(config-if)# cfm mep mepid 1 ma name opl domain op-domain
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Switch(config-cfm-mep)# ais level 5
Switch(config-cfm-mep)#

14-2 alarm-time

This command is used to define the time period to control when a fault alarm will be sent if a defect is
reported continuously and the time period to control when a fault alarm will be reset. Use the no form of
the command to reset to the default setting.

alarm-time {delay CENTISECOND | reset CENTISECOND}

no alarm-time {delay | reset}

Parameters
delay CENTISECOND Specifies the time period to control when a fault alarm will be sent if a
defect is reported continuously. The unit is centiseconds. The range is
from 250 to 1000.
reset CENTISECOND Specifies the time period to reset the fault alarm if a defect has not
been reported since the last defect report. The unit is centiseconds.
The range is from 250 to 1000.
Default