D-Link

OCHOBHbIe XapakTepucTtukun

Bbicokas npousBoaUTeNbLHOCTb

[vrabutHele meaHble U 10-rurabutHele uplink-nopTel SFP+
obecrneymBaldT COedVMHEHVWE C BbICOKOW MPOMYCKHOMW
CNOCOBHOCTBIO A KIMEHTOB, CEPBEPOB W HAKOMUTEMEN.

KomnnekcHas 3awuta

COBOKYNHOCTb anmapaTtHblX W MpOrpamMMHbIX CPEeAcTB
obecrneymBaeT KOMMMEKCHYH 3aLUUTY CETU OT (PU3NYECKOTO
BO34EMCTBUSA N CKPbITbIX aTak.

OTKa30yCcTOM4YNBOCTb

B crek MoxHO 06beauHUTb OO0 9 YCTpPOWCTB, CO3AaB
€OVHbIN  BUPTYyanbHbIN  KOMMyTaTop, 4TO obecneunt
BbICOKYO 0TKa30yCTOWYMBOCTb " HageXHOCTb
MOAKITIOYEHMS.

DGS-3630-28TC

YnpaBnsembin cTeKMpyembin KommyTtaTtop 3 ypoBHA ¢ 20 noptamu 10/100/1000Base-T,
4 komb60-noptamu 100/1000Base-T/SFP un 4 noptammn 10GBase-X SFP+

XapaKTepucTuku

WHTepdpencol

e 20 noptoB 10/100/1000Base-T

¢ 4 kombo-nopta 10/100/1000Base-T/SFP
e 4 nopta 10GBase-X SFP+

HagexHocTb

¢ Bo3MOXHOCTb NuTaHust ot RPS

802.1D STP, 802.1w RSTP un 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Mopaepxka 3awmnTbl OT CTAaTUYECKOro
anekTpu4yecTBa Ao 6 kB Ha MeaHbIX nopTax

CTekuMpoBaHMe ¢ BbICOKOW NPONYCKHOW

CMOCOBHOCTLIO

¢ Bo3moxHOCTb 06beAMHEHNS B CTEK 40 9 YyCTpOWCTB
(432 rurabutHbix nopTa)

e YpaaneHHoe CTeKMpOBaHUE C UCMONb30BaHUEM
OMNTOBOMOKOHHOIO Kabens

¢ [onoca npomnyckaHusa Npu Usn4eckom
cTekmpoBaHun go 80 out/c Ha cTek

OAM
¢ |EEE 802.3ah Ethernet Link OAM
¢ |EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBneHus

e KoHconbHble nopThl ¢ pasbemamu RJ-45 n Mini-USB
MopT ynpaBneHns u curHanbHbIA NopT
Web-uHTepdeiic ynpaBnexus

WHTepdenc komangHonm ctpoku (CLI)

®yHkuma Switch Resource Management (SRM) ans
rMbKoro ynpaBneHusi pecypcaMmu CucTeMbl

YnpaBnsiemblii  CTEKMpyeMblii  KOMMyTaTtop  TpeTbero ypoBHs DGS-3630-28TC
npegHasHaveH Ansa ceTelr KPYMHbIX NpeanpusaTuiA, Marnoro n cpegHero 6usHeca, a Takke
ans  uHTepHeT-npoBangepoB. OH obecneumBaeT BbICOKYIO MNPOU3BOAUTENBHOCTD,
rMBKOCTb YNpaBreHUsi, OTKa30yCTONYMBOCTb U paclunpeHHble dyHkuum MO. KommyTtaTop
ocHaweH 20 noptammn 10/100/1000Base-T, 4 kombo-noptammu 100/1000Base-T/SFP, 4
noptamm 10GBase-X SFP+, nopaepxvBaeT yHKUMM Ge30MacHOCTM UM pacLUMpEHHble
HacTpoiiku Quality of Service (QoS) ana onTumaneHoW paboTbl Ha ypoBHe sApa,
pacnpegenenust unu goctyna. Beicokas NnoTHOCTb MNOPTOB, BO3MOXHOCTb CTEKMPOBAHMUS
M npocToe ynpaBneHve no3BonsT ucnonb3oBatb DGS-3630-28TC ans  pelueHus
pasnuyHbIX 3adady. 3awmuta OoT cTatuyeckoro anekTpuyectBa 6 kB obecneunBaer
YCTOMYMBOCTb ME[HbIX MOPTOB K HaBEAEHHOMY HanpshkeHWo U npegoTBpaliaeT
NoBpEXAEHNE KOMMYyTaTopa U NOAKIIOYEHHbIX K HEMY YCTPOWCTB.

MporpammHoe o6ecneuyeHune Standard Image (Sl)

KommyTatopbl cepun DGS-3630 ¢ nporpammHbiM obecnedenvem Sl nopaepxvisatoT
OCHOBHble (hYHKLUMM ANsi MOCTPOEHUSI ceTeil NpeanpusaTUn Manoro u cpegHero GusHeca
(SME/SMB), Bkntoyasi KOMMYTaLMIO 2 YPOBHS, CTAaTUYECKYIO MapLUpyTU3aLMio U NPOTOKO
RIP, MHoroagpecHyto paccbifiky 2 ypoBHS, paclumMpeHHble HacTponku Quality of Service
(QoS), OAM 1 pasnuyHble dyHKLMM 6GesonacHoCTU.

MporpammHoe o6ecnevyeHne Enhanced Image (EI)’

KommyTtatopbl cepum DGS-3630 ¢ nporpamMmmHbiM — obecnedyeHvem El,  nomwumo
dyHkumoHana Sl, nopgpepxwuBator npotokonel OSPF, BGP, dyHkumio VRF-Lite u
MapLUpyTU3aLMio MHOTOafpPeCHbIX NakeToB.

MporpammHoe obecneyeHne MPLS Image (MI)?

KommyTatopbl cepun DGS-3630 c nporpammHbiM  obecrneyeHnem MI, nomumo
dyHkumoHana S| u El, nopgepxuatoT ocHoBHble VPN-cepBucbl, Heobxoaumble Ans
apbpekTnBHOWM paboTbl MHTEPHET-NpoBaiaepos, Bkntodas IS-IS u MPLS L2/L3 VPN.
Bnarogaps mexaHnsmy MPLS nepepaya notoka Tpadwmka MO CETUM He3aBucuma oT
NPOTOKONMOB YNpPaBneHus, UCMosb3yeMblX ANnst npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE u 1. A.). Ucnonb3osaHne MPLS pgaeT BO3MOXHOCTb ONTUMMU3MPOBATHL MOTOKM
TpadvKa U MaHMMynuMpoBaTb TpaduKkoMm.
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10/100/1000Base-T, 4 kom60-noptamun 100/1000Base-T/SFP un 4

,U,OCTynHOCTb N rM6KoCTb noaknr4vyeHunsA

KommyTatop DGS-3630-28TC noaaepxveaet TEXHOMNOINI0
CTEKMpOBaHMs®, MO3BONAIOLLYI0 CO34aBaTb E€OWHBLIN OU3UYECKUIA Unn
BMPTYyanbHbIA CTEK NpU OObEAMHEHWN HECKONbKMX YCTPOMCTB, YTO
obecneumBaeT MacwTabupyemoctb cetu. [pu 3ToM ynpoliaeTcs
ynpaBneHne, TakK Kak BCe KOMMYTaTopbl B CTeKe JlOrM4ecKu
npeacTaBnsAlT cobovi eAMHoe YCTPOWCTBO M YNpaBrsoTCcs Yyepe3 OfuH
IP-agpec. MoxHO 06beanHUTE A0 9 KOMMYTaTOPOB U MOMYyYUTb, Takum
obpasom, Ao 432 noptoe Gigabit Ethernet. ®yHkuma Switch Resource
Management (SRM) no3BonseT onNTMMW3NPOBaTL pacnpegeneHne
pecypcoB koMMyTaTopa Ans peLlleHusi pasnuyHbIX ceTeBbiX 3afjady. B
3aBucMMocTu oT Bblbopa annapatHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3Mep OCHOBHbIX Tabnwuy
BTOPOr0 U TPETLEro YPOBHEN Afsi MakCUMarbHOW NPOU3BOAUTENbHOCTM
KOMMyTaTopa.

OTKa30yCTOMYMBOCTb

KommyTaTop DGS-3630-28TC nopgepxvBaeT npoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wu 802.1s. T[lpoTtokonbl STP nos3sonsoT
OopraHM3oBaTb pPe3epBHbIVi MapLUPYT Nepefayn AaHHbIX, UCNOSb3yeMbIi B
crnyyae BO3HWKHOBEHUS HewucnpaBHocTen B cetu. Kpome Toro, DGS-
3630-28TC noppepxuBaeT TexHonorun Ethernet Ring Protection
Switching (ERPS) n FlexLink. ERPS obecneunBaeT MMHMMansHoe BpeMsi
BOCCTaHOBMNEHUs1 paboTbl konbua nocrne c6os. FlexLink nossonsieT
NOBbLICUTb OTKA30YCTOMYMBOCTb COEAWHEHUS Ha YKasaHHbIX MopTax
KOMMyTaTopa, obecrneunBas pe3epBUpoBaHne kaHanoB 6e3 NpuMeHeHus
STP u cpyHkummn Loopback Detection.

Be3onacHocTb n npon3BoauUTesiIbHOCTb

KommyTatop DGS-3630-28TC npegoctaBnsieT LUMPOKUA Habop dyHKLuIA
6esonacHocTn, BKMYas MHOroypoBHeBble cnucku pgoctyna (ACL) wu
ayTeHTudukaumio nonb3osatenen (802.1X) yepea TACACS+ u RADIUS.
[na noBsbilieHWs NpoM3BOAMTENbHOCTM M Ge3onacHOCTM KOMMyTaTop
DGS-3630-28TC obecneunsaet noadepxky VLAN, Bkniodvas npoTokon
GVRP u crangapt 802.1Q. Ansa crtabwunbHoi paboTbl TakMx ceTeBbIX
cepeucoB, kak VoIP, a Tawkke npoBedeHUss BUAEOKOH(EpPEeHLUMN
KOMMyTaTop MoaAepXuBaeT WuMpokuin Habop dyHkumn QoS, KoTopble
rapaHTUpyIoT, YTO KPUTUYHbIE K 3afepXKam ceTeBble cepBuCbl OyayT
obcnyxmBaTbCs B NPUOPUTETHOM pexnme. [ns 3alwmTbl KOMMyTaTopa oT
BpedoHocHoro Tpaduvka B DGS-3630-28TC peanusoBaHa dyHkumsa D-
Link Safeguard Engine.

noptamu 10GBase-X SFP+

MbkocTb ynpaBneHus

YnpaBneHve kommytatopom DGS-3630-28TC MOXET OCyLUeCTBNSTbCH
npu nomowm uHtepdpenca komaHgHon ctpoku (CLI), Web-uHtepdeiica,
npotokona SNMP. Hanuuue koHconbHoro nopta c nHTepdericom Mini-
USB penaeT npouecc HacTpolku 6Gomnee yAoGHbIM, MOCKOMbKY Ans
NOAKMIOYEHNsT KOHCONMM He TpebyeTcss AOMOMHUTENbHBLIA NEepPexoaHUK.
Takke [OOCTyMHa BO3MOXHOCTb YMpPaBrieHUss KOMMyTaTopoMm 4epes
He3aBuUCUMMbIA BblgeneHHbin nopt Out-of-band. Hanuune USB-nopta
No3BONSET COXPaHATb CUCTEMHbIe XypHanbl, KOHdWrypauum n obpasbl
MO Ha BHewHue USB-Hocutenu. Moppepxkka dyHkumn DHCP  Auto-
configuration n Auto-image p[OaeT BO3MOXHOCTb 3arpyxaTb paHee
CO3[aHHYI0 KOH(PUIypaLmio Ha HECKOMbKO KOMMYTaTOpPOB aBTOMaTUYECKH.
Kpome Toro, DGS-3630-28TC nopaepxwusaeT npoTtokon OpenFlow 1.3,
4YTO NO3BONSIET YNPaBMsTb KOMMYyTaToOpamy C MOMOLLbIO KOHTpornepa
OpenFlow*.

TexHonorusa Green

DGS-3630-28TC noppepxwuBaetr TexHonoruto D-Link Green, kotopas
NMO3BOJISAET MCMOMNb30BaTb PEXMM COXPaHEHUs SHEPrMn 1 pyHKumo Smart
Fan®, cHW3uTb TennoBblAeneHve, a Takke aBTOMAaTUYEecKW yMeHbLUaTb
3HepronoTpebneHne B 3aBUCUMOCTM OT AnuHbl kabensa. DyHkums
3HeprocbepexeHuss obecrneyrBaeT aBTOMaTUYECKOE OTKITHOYEHNE MUTAHUS
HeaKTUBHbIX MOPTOB M uHaukaTopoB. OyHkuust Smart Fan obecneunBaet
aBTOMaTU4Yeckoe perynupoBaHNe CKOPOCTM BpalLeHUss BCTPOEHHbIX
BEHTUNISTOPOB B 3aBWCMMOCTU OT TeMnepaTypbl, YTO Takke MO3BONSeT
3KOHOMWTb 3MEKTPOIHEPIUIO U CHU3UTb YPOBEHD LLYMa.

" O6HoeneHuUe npoepammHo20 obecneyerusi ¢ Standard Image (SI) Ha Enhanced Image (EI) 051 kommymamopa DGS-3630-28TC ocyuiecmensiemcsi ¢ MOMOWbH TUUEH3UU

DGS-3630-28TC-SE-LIC.

2 O6HosneHUe npoepammHo20 obecrieyeHus ¢ Standard Image (SI) Ha MPLS Image (Ml) 0nsi kommymamopa DGS-3630-28TC ocyuwecmernsiemcsi ¢ oMo TUYeH3uU
DGS-3630-28TC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (M) - ¢ nomowbto nuyeH3auu DGS-3630-28TC-EM-LIC.

3 B cmek mo2ym 6bimb 06beduHeHbI moribko kommymamopsl DGS-3630 ¢ 0duHakosbiM rpospaMmmHbIM obecrieyeHuem. Hanpumep, kommymamopsi cepuu DGS-3630 ¢
npozpamMmHbIM obecriedeHuem S| Moeym 6bimb 06beOUHEHbLI 8 CMEK MOTbKO ¢ KoMMymamopamu DGS-3630 ¢ npozpammHbiv obecriedeHuem Sl.

4 [locmyrHo & eepcuu npoepammHozo obecrieqeHusi R2.10.

5 Mo ymonyaHuto ycmaHogneHa Hu3kas ckopocms eeHmunsmopa. [pu memnepamype ebiwe 36 °C cKopocmb 6eHMUNAMOpPa y8esnuqueaemes U 0Cmaemcsi 8bICoKoli 00

MoHWXeHust memnepamypsi 0o 33 °C.
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D'Lllll( YnpaBnsieMbi CTeKupyembin KommyTaTop 3 ypoBHs ¢ 20 nopTamu
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP un 4

noptamu 10GBase-X SFP+

TexHu4yeckue XapaKTepucTmkun
AnnapaTtHoe obecneyeHne

Mpoueccop * 1My
OnepaTuBHasi namsiTb *1Tb
Flash-namatb *1T7b
WHTepdeiichl * 20 nopTos 10/100/1000Base-T

* 4 kombo-nopta 10/100/1000Base-T/SFP

* 4 nopta 10GBase-X SFP+

* KoHconbHbIN nopT ¢ pa3bemom RJ-45

* KoHconbHbIn nopt Mini-USB

* Mopt ynpasneHus 10/100/1000Base-T ¢ pasbemoM RJ-45 (Out-of-band)
* CurHanbHbIn NopT ¢ pasbemom RJ-45

* Mopt USB 2.0 Tm A
MHankaTopbl * Power * USB
* Link/Activity/Speed (Ha nopT) * RPS
* Console * Fan Error
* MGMT * Stack ID
Pa3bem nutaHus * Pasbem ans nogknioyeHns nuTaHus (nepeMeHHbIN TOK)

* Pa3sbem ans nogknioyeHus pe3epBHOro MCTOYHMKa nuTaHus'

®yHKUMOHan
CraHpapTbl U pyHKUMM * |IEEE 802.3 10Base-T

* |IEEE 802.3u 100Base-TX

* |EEE 802.3ab 1000Base-T

* |IEEE 802.3z 1000Base-X

* |EEE 802.3ae 10GBase-X

* YnpasneHnue notokom |IEEE 802.3x B pexxume nonHoro gynnekca
* AsTomatuyeckoe onpeneneHne MDI/MDIX

[Npon3BognTENBHOCTD

KommyTauuoHHas * 128 I6ut/c
MaTpuua

MeTog komMmmyTaLum * Store-and-forward
Makc. ckopocTb * 95,24 Mpps

nepeHanpasneHus 64-
6arTHbIX NakeToB

Pasmep Tabnuubl MAC- * 68K 3anucen®
agpecos

Pa3smep Tabnuubl * 16K 3anucen
MapLupyTusauum IPv4

Pasmep Tabnuubl * 7K 3anucen
MapLpyTum3aumm IPve

Pasmep Tabnuubl * 32K 3anvcei?
koMmmyTauum L3 IPv4

Pasmep Tabnuupbl * 16K 3anucei?
kommyTauum L3 IPv6

Bydep naketos * 4 Mb
Jumbo-dperim * 12 Kb
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MporpammHoe obecneveHne Standard Image (SI)

CrteknpoBaHue

duanyeckoe cTekmpoBaHme

- Monoca nponyckanusi: go 80 éut/c
- o 9 ycTpoincTtB B cTeke

- Konbueasi/nuHeiiHas Tornonorus

* BupTyanbHoe cTekupoBaHue

- D-Link Single IP Management (SIM) (1.61)
- [lo 32 ycTponcTs B BUPTyanbHOM CTeke
- Monoca nponyckanus: go 20 Mut/c

®PyHKUMK 2 YPOBHSI

* Tabnuua MAC-agpecos: oo 68K 3anuceir?
* YnpaBneHue NoTokoM

- 802.3x B pexxume NonHoro gynnekca
- MpepoTBpalLeHne 6nokuposok HOL

* Spanning Tree Protocol

- 802.1D STP

- 802.1w RSTP

- 802.1s MSTP

- Root Guard (Restriction)
- Loop Guard

* Link Aggregation

- 802.1AX
- 802.3ad
- Makc. 32 rpynnbl Ha ycTpoicTBo/12 nopToB Ha rpynny

* ERPS (Ethernet Ring Protection Switching) version 2
* 3epkanupoBaHve NnopToB

- One-to-One

- Many-to-One

- MNoppepxka 3epkanupoBaHus Ans BxoasLyero/
ncxogsiero/Tpacuka B 060Mx HanpaBneHnsax

- Moppepxka 4 rpynn 3epkanMpoBaHus

* 3epkanvpoBaHue NOTOKOB

- Mopoaepkka 3epkanvpoBaHna Ans BXOAALLEro Tpaduka

* 3epkanupoBaHue VLAN

* RSPAN

* L2 Protocol Tunneling (L2PT)

* Multi-Chassis Link Aggregation Group (MLAG)?

paccebinka 2 ypoBHs

- MLD v1/v2

- Mopnepxka fo 4K rpynn? (coBmectHo ¢ IGMP Snooping)
- MLD Snooping Fast Leave Ha ocHoBe y3na

- Noppepxka 128 cTaTMyYeckMx MHOrOafAPECHbIX rpynmn
(coBmecTHO ¢ IGMP)

- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

VLAN © 802.1Q * pynnbl VLAN
* 802.1v VLAN Ha ocHOBe MpOTOKOoB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe nopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecos * VLAN Trunking
* VLAN Ha ocHoBe noaceten * GVRP: go 4K gnHamnyeckux VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroagpecHas * MLD Snooping * IGMP Snooping

- IGMP v1/v2/v3

- Mopaepkka fo 8K rpynn? (coBmectHo ¢ MLD Snooping)

- Moppepxka 128 ctaTM4ecknx MHOroagpecHbIX rpynmn (COBMECTHO
¢ MLD)

- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

* PIM Snooping

®PyHKUMKN 3 yPOBHS

* IPv4 ARP/IPv6 ND: nogaepxka oo 32K/16K?

- 512 cratnyeckumx 3anucen ARP

* Gratuitous ARP
* WHTepdeiic IP

- Noppepxka 256 nHTepdericos

* UNnuTepdenc Loopback
* Proxy ARP

- Moppepxka Local ARP Proxy

* TyHHenupoBaHue |Pv6

- Ctatuyeckoe
- ISATAP

- GRE

- 6to4

* VRRP v2/v3
* IP Helper

MapuwpyTusauus 3
YPOBHSI

* MNoppepxka 16K annapaTHbIX 3anncen MapLupyT3aumum no

IPv4/IPv6
- 1 3anncb Ha Kaxabii mapLupyT IPv4
- 2 3an1CKn Ha Kaxapli mappyT IPv6

* MNoppepxka Ao 32K annapatHbIx 3anucen kommyTaumm L3

no IPv4/IPv6?
- 1 3an1cb Ha kaxabln mappyT IPv4
- 2 3an1CK Ha Kaxapli mappyT IPv6

* CTaTundeckasi MapLupyTu3aums

- Makc. kon-Bo 3anucein IPv4: 512
- Makc. kon-Bo 3anucen IPv6: 256

* MapupyT IPv4/IPv6 no ymonyaxuto

* PBR (Policy-based Route)

* Null Route

* Route Preference

* Route Redistribution

* Graceful Restart (GR) Helper

* BFD (Bidirectional Forwarding Detection)

- CtaTtnyeckast mapLupytusaums IPv4/ve
-RIP
- VRRP

* RIP viiv2/ng

MHoroagpecHas
paccblinka 3 ypoBHs

* dunbTpaumsa IGMP/MLD
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KauectBo obcnyxumBaHus
(QoS)

* 802.1p
* 8 ouepenewn Ha nopt
* ObpaboTka oyepenen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

* KoHTponb neperpysku

- Weighted Random Early Detection (WRED)

* 802.1Qbb Priority-based Flow Control (PFC) ans nopta

10GBase-X

* YnpasneHue nonocoun nponyckaHus

- Ha ocHoBe nopta (Bxogsiiee/ucxogsiiee, C MUH.
3Ha4eHnem 8 Kout/c)

- Ha ocHoBe noToka (Bxoasiuee/ucxogsiiee, C MUH.
3HayeHueMm 8 Kout/c)

- YnpaBneHvue nonocov nponyckaHus no o4yepeam (C MuH.
3HaveHuem 8 Kéut/c)

* MNoppepsxka cnepyowwyx EeUCTBU Asi TOTOKOB

- MeTka npuoputeta 802.1p
- MeTka npegnoytenns IP/DSCP
- QoS Ha ocHOBE BpeMeHHM

* CoS Ha ocHoBe:

- MopTta kommyTaTopa

- Oyepepen npuoputetos 802.1p
- BHyTpeHHero/BHewwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

-ToS

- IP Precedence

-DSCP

- Tuna npoTokona

- Nopta TCP/UDP

- Knacca IPv6-Tpadhmka

- MeTku notoka IPv6

* Tpw uBeTa MapKMpOBKM

-trTCM
-srTCM

Cnickun ynpaeneHus
poctynom (ACL)

* ACL Ha ocHoBe:

- Mpnoputeta 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- |IP-agpeca

- ToS

- IP Precedence

- Mackn DSCP

- Tuna npoTokona

- Homepa TCP/UDP-nopTta
- Knacca IPv6-Tpadhmka

- MeTkn noTtoka IPv6

* Makc. kon-Bo 3anucen ACL:

- Bxogsawwmx (annapatHbix): 4K
- Nexopsawmx (annapatHbix): 1K
- Kaprta goctyna VLAN: 3K

* ACL no pacnucanuio

TexHonorust Green

* OkoHoMUSI ONIEKTPO3HEPIrnn 3a CcYeT:

- OnpepeneHus ctaTtyca CoeaMHEHNSI
- Onpegenenus anvHel kabens

- BbikntoueHus NHOUKaTopoB
- BbIkrtoveHus noptos
- Ncnonb3oBaHus cnsiero pexuma

BesonacHocTb

* Port Security

- Moppepxka go 12K MAC-agpecos Ha nopT/VLAN/cuctemy

* BawwuTa ot LIJVIpOKOBeLIJ,aTeJ'IbHOFO/MHoroa,D,peCHOFO/

oAHoOaapecHoro wrtopmMa

* D-Link Safeguard Engine

* ®yHkunss DHCP Server Screening

* Dynamic ARP Inspection

* IP Source Guard

* DHCP Snooping

* IPv6 Snooping

* DHCPv6 Guard

* IPv6 Route Advertisement (RA) Guard

* IPv6 ND Inspection

* OGHapyxeHue npobrem, CBA3aHHbIX C COBNaaeHNeM

ceTeBbIX agpecos

* lMpepoTBpalteHme atak ARP Spoofing

- Makc. konnyecTBo 3anucen: 64

* L3 Control Packet Filtering

* Unicast Reverse Path Forwarding (URPF)
* CermeHTauus Tpaduka

* SSL

- NMoppepxka TLS 1.0/1.1/1.2
- Noppepxka gocryna IPv4/IPv6

* SSH

- Noppepxka SSH v2
- Noppepxka goctyna IPv4/IPv6

* lNpepoTBpalleHre atak BPDU
* lMpepoTBpalleHre atak DoS
* GunbTpaumsa NetBIOS/NetBEUI
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VLAN

* Precision Time Protocol (PTPV2)
* Web-nHTtepdenc

- Mopaepxka goctyna IPv4/IPv6
- Moppepxka SSL (HTTPS)

* WHTepdenc komaHaHom ctpoku (CLI)
* Telnet-cepsep ansa poctyna IPv4/IPv6
° Telnet-knueHT ans IPv4/IPv6

* SNMP

- Moppepxka v1/v2c/v3
- Moppepxka goctyna IPv4/IPv6

* SNMP Trap

* TFTP-knueHT gns IPv4/IPv6

* FTP-knueHT ans IPv4/IPv6

* IPv4 SFTP-cepBep

* RCP

* CuctemHbIn XypHan ans cepsepa |Pv4/IPv6
* SMTP

* RMON v1

- Moppepxka 1, 2, 3, 9 rpynn

* RMON v2

- Noppepsxka rpynnbl ProbeConfig

* XypHanupoBaHue BBOAVMMbIX KOMaHA

Super VLAN

AAA * AyteHTndmkaums 802.1X: * YnpaeneHnue goctyrnom Ha ocHoBe MAC-agpecoB (MAC):
- YnpaBsneHue JOCTYNOM Ha OCHOBe nopralyana - YnpaBsneHue JOCTYNoOM Ha OCHoBe nopTalyana
- HasnaveHve nonutukn Identity-driven - HasnauveHve nonutukum ldentity-driven
- OnHamunueckoe HasHaveHne VLAN - OnHamnyeckoe HasHaveHne VLAN
- YnpaBsneHue nomnocon nponyckaHus - YnpaBneHue nonocow nponyckaHus
- HasnaueHnvne ACL - Haznauenve ACL
* YnpaeneHue goctynom Ha ocHoBe Web (WAC): * Guest VLAN
- YnpaBneHue J4OCTyNoM Ha OCHOBe nopTaly3na * Microsoft® NAP
- HasnaueHne nonutukm ldentity-driven - Moppepxka 802.1X NAP
- AnHamuyeckoe Ha3HaveHne VLAN - Noppepxxka DHCP NAP
- YnpaBneHue noriocon nponyckaHus * YpoBeHb NpuBMNErMn anst 4OCTyna K ynpaBrneHuno
- HasHayeHue ACL * AyTeHTudukaumsa Ha ocHoBe RADIUS n TACACS+
- Noppepxka goctyna IPv4/IPve * Authentication Database Failover
- Nopgpepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * [wnarHocTuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * ®yHKUMS UMPOBOro KOHTPOSS NapameTpoB NPON3BOAUTENBHOCTYN
* D-Link Unidirectional Link Detection (DULD) TpaHcueepa DDM (Digital Diagnosics Monitoring)
* Dying Gasp
* 802.1ag Connectivity Fault Management (CFM)
YnpaBneHue * NTP v3/iv4 * LLDP/LLDP-MED

* D-Link Discover Protocol (DDP)

* DHCP Client option 12

* DHCP Auto-configuration

* DHCP Auto-image

* DHCP Relay option 60/61/62/18/37/82/125
* DHCP/DHCPv6 Local Relay

* DHCP-cepBep

- Moppepxka HasHayeHust agpeca IPv4/IPv6

* DHCPv6 Prefix Delegation (PD)
* Mopaoepxka Heckonbkunx Bepcui MO / Mopaepikka HECKOMbKMX

BEpCUI KoHUrypauui

* DNS Relay ans IPv4/IPv6

* DNS-knuenTt gns IPv4/IPv6

* Komangbl otnagkm

* BoccraHoBneHue napons

* WndpposaHure naponsa

* Ping/Traceroute ans IPv4/IPv6

* Microsoft® Network Load Balancing (NLB)
* Switch Resource Management (SRM)

* sFlow

* D-Link License Management System (DLMS)
* PD Alive

®yHkumm Enhanced Image (El)

MapuwpyTumsauus 3
YPOBHSI

* BFD (Bidirectional Forwarding Detection)

- OSPF

* BGP

- BGP v4/v4+
- 4bytes AS
- TextMD5 ans BGP v4

* VRF-Lite

- CtaTnyeckas mapLupytusauums IPv4
-RIP vi/v2

- OSPF v2

- BGP v4

* OSPF v2/v3

- Makc. konnyectBo OSPF areas: 16

- Stub area

- NSSA area ansa OSPF v2

- MaccmBHbIN MHTEpderic

- Text/MD5 Authentication gnsa OSPF v2
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CrtangapTel MIB/IETF

MHoroappecHas * IGMP vi/v2/iv3 * PIM-DM/SM/SSM/SDM
paccbinka 3 ypoBHs * MLD viiv2 * SSM Mapping ans IPv4/IPv6
* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3
®yHkumm MPLS Image (MI)
MapuwpyTusauus 3 * IS-IS v4/v6
YPOBHS
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble paclumpenus ana BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/MPLS Ping/Traceroute
CtaHgapThl

* RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure

* RFC 1212 Concise MIB Definitions

* RFC 1213 MIBII

* RFC 1215 MIB Traps Convention

* RFC 1493, RFC 4188 Bridge MIB

* RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB

* RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418, RFC

3636 SNMPv2 MIB

* RFC 271, RFC 1757, RFC 2819 RMON MIB
* RFC 2021 RMONv2 MIB

* RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB
* RFC 2668 802.3 MAU MIB

* RFC 2674, RFC 4363 802.1p MIB

* Interface Group MIB

* RFC 2618 RADIUS Authentication Client MIB
* RFC 4022 MIB for TCP

* RFC 4113 MIB for UDP

* RFC 2620 RADIUS Accounting Client MIB

* RFC 2925 Ping & TRACEROUTE MIB

* TFTP uploads and downloads (D-Link MIB)

* Trap MIB (D-Link MIB)

* RFC 4293 IPv6 MIB

* RFC 4293 ICMPv6 MIB

* Entity MIB

* RIPv2 MIB

* OSPF MIB

* IPv4 Multicast Routing MIB

* PIM MIB for IPv4

* IP Forwarding Table MIB

* RFC 4884 Extended ICMP to support Multi-Part Messages
* RFC 4293 IPv6 SNMP Mgmt Interface MIB

* DDM MIB (D-Link MIB)

* Private MIB

* MIB for D-Link Zone Defense

* DDP MIB

* LLDP-MED MIB

* RFC7911IP

* RFC 768 UDP

* RFC 793 TCP

* RFC 792 ICMPv4

* RFC 2463, RFC 4443 ICMPv6

* RFC 826 ARP

* RFC 1338, RFC 1519 CIDR

* RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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* RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
* RFC 2571 SNMP Framework

* RFC 2572 SNMP Message Processing and Dispatching

* RFC 2573 SNMP Applications

* RFC 2574 User-based Security Model for SNMPv3

* RFC 1981 Path MTU Discovery for IPv6

* RFC 2460 IPv6

* RFC 2461, RFC 4861 Neighbor Discovery for IPv6

* RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

* RFC 2464 I1Pv6 over Ethernet and definition

* RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
* RFC 3513, RFC 4291 IPv6 Addressing Architecture

* RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

* RFC 3484 Default Address Selection for Internet Protocol version 6

* RFC 3621 Power Ethernet MIB

* RFC 5176

dusnyeckune napameTpbl
* 441 x 259,8 x 44 mm

Bec

MutaHue Ha Bxoge

Ycnosus AKcnnyartauu

* 3,74 kr

* OT1 100 po 240 B nepemeHHoro Toka, 50/60 Iy

MOLLHOCTb B peXume
oXungaHua

Makc. notpebnsiemas * 42,4 Bt
MOLLHOCTb
MoTpebnsemas * 28,1Bt1

TennoBblgenexHne

~ 42,35 BT (144,58 BTE/uac)

MTBF (4acel)

* 300 190,46

YpoBseHb wyma

* Mpw BbICOKOW CKOpPOCTW BeHTuNsTopa: 52,7 ob
* Tpu HM3KOM ckopocTu BeHTUNsATopa: 45,3 ob

3almTa oT CTaTUYecKoro
3MeKTpUYecTea

* Moppepkka 3almUThbl OT CTaTUYECKOro anekTpuyectsa Ao 6 kKB Ha megHbIx nopTax (ctaHgapt IEC61000-4-5)

CuvcTema BeHTMNALUM

* 2 BeHTunaTopa*

TemnepaTtypa

* Pabouyas: ot -5 0o 50 °C

* XpaHeHust: oT -40 o 70 °C

BnaxHocTb

* Mpw akcnnyatauum: ot 10% po 95% 6e3 koHaeHcaTa

* Mpu xpaHeHuu: oT 5% no 95% 6e3 koHaeHcaTa
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KomnnekT noctaBku

* Kabenb nutaHus

‘4 PEe3NHOBbIE HOXKU

10/100/1000Base-T, 4 kom60-noptamun 100/1000Base-T/SFP un 4
noptamu 10GBase-X SFP+

* KommyTtatop DGS-3630-28TC

* ®ukcatop onga kabens nutaHus

* KoHconbHbI kabenb (c pasbemamu RJ-45 n RS-232)

* KoHconbHbI kabernb (¢ pasbemamn USB n Mini-USB)

* 2 KpenexHbIX KPOHLUTEeHa Anst yCTaHoBKN B 19-A0MMOBYIO CTOMKY
* Komnnekt Ana MoHTaxa

* Kpatkoe PYKOBOACTBO MO yCTaHOBKe

Modesnb

MHdopmauma ons 3akasa

BesonacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCC Class A * BSMI
* C-Tick * CCC

OnucaHue

DGS-3630-28TC/*SI

DGS-3630-28TC-SE-LIC

[ononHutenbHbIe NULEH3UN OOHOBNEHUS

YnpaBnsiemblli cTekupyeMbii kKommyTaTop 3 ypoBHsl ¢ 20 noptamu 10/100/1000Base-T, 4 komb6o-noptamm 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ 1 nporpammHbIM o6ecnevyeHnem Standard Image (SI)°

JlnueHsunsa Ha o6HoBNeHWe nporpamMmmHoro obecneveHus ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommyTtaTtopa DGS-
3630-28TC

(ITuyeH3uoHHbIU KOO akmugayuu rnocmaesssiemcs Ha MamepuanabHOM Hocumere)

DGS-3630-28TC-EM-LIC

JIvueHsus Ha o6HoBMNeHWe nporpaMmmHoro obecneverus ¢ Enhanced Image (El) Ha MPLS Image (MI) ans kommyTatopa DGS-3630-
28TC

(TluyeH3uoHHbIl KOO aKkmueayuu NocmasJisiemcs Ha MamepuaabHOM Hocumere)

DGS-3630-28TC-SM-LIC

HononHutensHble SFP-TpaHcuBepbl

JlnueHsmns Ha obHoBneHne nporpammHoro obecneyenus ¢ Standard Image (SI) Ha MPLS Image (Ml) ans kommyTtatopa DGS-3630-
28TC

(NTuyeH3uoHHbIlU KOO akmueayuu Nocmaesrsisiemcst Ha MamepuanbHOM Hocumerne)

DGS-712 SFP-tpaHcusep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX ans ogHoMofoBoro ontuyeckoro kabens (4o 15 km)
DEM-211 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX ons MHOromofoBoro ontuyeckoro kabens (4o 2 km)
DEM-310GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX ans ogHoMogoBoro onTuyeckoro kabens (go 10 km)
DEM-311GT SFP-tpaHcusep ¢ 1 noptom 1000Base-SX Anst MHOroMofoBoro ontuyeckoro kabens (go 550 m)
DEM-312GT2 SFP-tpaHcuBep ¢ 1 noptom 1000Base-SX+ ans MHOroMoA0BOro onTM4eckoro kabens (8o 2 kv)
DEM-314GT SFP-TpaHcueep ¢ 1 noptom 1000Base-LHX ans ogHomMogoBoro ontuyeckoro kabens (ao 50 km®)
DEM-315GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX ans o4HOMOZOBOro ontuyeckoro kabens (4o 80 km®)
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HononHutensHble WDM SFP-TpaHcuBepbl

DEM-220T WDM SFP-tpaHcusep ¢ 1 noptom 100Base-BX-D (Tx:1550 Hm, Rx:1310 HM) ans ogHomMogoBoro ontuyeckoro kabens (go 20 km)
DEM-220R WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHomofoBoro ontuyeckoro kabens (go 20 kv)
DEM-330T/3KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans o4HOMOZOBOro onTnyeckoro kabens (4o 3 kv)
DEM-330R/3KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ansi ogHOMoZ0BOro onTuyeckoro kabens (4o 3 kv)
DEM-330T/10KM WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) aAnsi ogHomodoBoro onTuyeckoro kabens (ao 10 km)
DEM-330R/10KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) ans ogHomogoBoro onTtuyeckoro kabens (ao 10 km)
DEM-331T/20KM WDM SFP-tpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHoModoBOro ontuyeckoro kabens (o 20 km)
DEM-331R/20KM WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHoMo[o0Boro ontudeckoro kabens (4o 20 km)
DEM-331T/40KM WDM SFP-TpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans 04HOMOZAOBOrO onThyeckoro kabens (go 40 km®)
DEM-331R/40KM WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ansi 0AHOMOZAOBOrO onTuyeckoro kabens (go 40 km®)
DEM-410T TpaHcuep SFP+ ¢ 1 noptom 10GBase-T (go 30 m)

DEM-431XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-SR ansi mHoromogosoro ontuyeckoro kabensi (go 300 m)

DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR ansi onHomogoBoro ontuyeckoro kabens (ao 10 km)

DEM-433XT TpaHcusep SFP+ ¢ 1 noptom 10GBase-ER ansi ogHoMogoBoro ontuyeckoro kabens (ao 40 km®)

DEM-434XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-ZR anst ogHoMogosoro ontuyeckoro kabens (4o 80 km®)

DEM-435XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-LRM ansi mHoromogosoro ontuyeckoro kabensi (4o 200 m)

HononHutensHole WDM SFP+ TpaHcuBepsbl
DEM-436XT-BXD/40KM WDM TtpaHcueep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 HM) Ans 04HOMOAOBOIO onTuyeckoro kabenst (o 40 km®)

DEM-436XT-BXU/40KM WDM TtpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans 04HOMOAOBOrO onTuyeckoro kabenst (2o 40 km®)

DEM-436XT-BXD/20KM WDM TtpaHcmBep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 HM, Rx: 1270 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (4o 20 km)

DEM-436XT-BXU/20KM WDM TtpaHcmBep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans ogHOMOA0BOro ontuyeckoro kabens (4o 20 km)

HononHutenbHble kabenu 10G SFP+

DEM-CB100S MaccuBHbI kKabenb 10GBase-X SFP+ anuHoi 1 M ans npsimMoro noaxmnoyeHns
DEM-CB300S MaccuBHbIl kabens 10GBase-X SFP+ gnuHoii 3 M Anst npsiMoro NoAknoveHus
DEM-CB700S MaccuBHbIN kabenb 10GBase-X SFP+ anuHoi 7 M Anst npsiMoro NoAknoveHus

PesepBHbIN UCTOYHUK NUTaHWA'
DPS-500A Pe3epBHbI UCTOYHMK NUTaHUS ans kommyTtaTopos (140 BT)

DPS-500DC/B Pe3epBHbIN nctovHnk nutaqusa DC ansa kommyTtatopos (140 BT)




- : DGS-3630-28TC
D'Lllll( YnpaBnsieMbi CTeKupyembin KommyTaTop 3 ypoBHs ¢ 20 nopTamu
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP un 4

noptamu 10GBase-X SFP+

JononHuTtensHoe nporpaMmmHoe obecrnedeHne

DV-800S-LIC JnueHsua D-View 8 Standard
DV-800E-LIC JnueHsus D-View 8 Enterprise
DV-800-SE-LIC O6Hoenexve nuueHsun D-View 8 Standard no Bepcun Enterprise

" He 8xo0um & KoMrsieKm nocmaeku.

2 [laHHbIE OCHOBaHbI Ha MAKCUMASTbHbIX 3HaYeHUsiX nokasamened ¢yHkyuu Switch Resource Management (SRM).

3 [locmyrHo e eepcuu npozpamMmHoeo obecneqeHusi R2.10.

* Mo yMon4aHuIo ycmaHosrneHa HU3Kasl CKopocms seHmunsimopa. lpu memnepamype ebiwe 36 °C ckopocms 8eHMUNAMopa y8enu4yueaemcs U 0cmaemcsl 8sICokoli 3o
noHuxeHust memnepamypsi 9o 33 °C.

°Kabesnb dnsi cmekupogaHusi u eHewHuti USB-Hocumers He 8x005im 8 KOMII/IeKm ocmagKu.

% Paboma Ha KOPOMKUX pacCmOosIHUSIX 803MOXHa MOJILKO C UCIMOIb308aHUEM ammeHioamopa (He 8Xxo0um & KOMIIIEKM MocmaskKu,).

O6HosneHo 10/03/2026

D-Link
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