D-Link

OCHOBHbIEe XapaKTePUCTUKMN

Bbicokas npou3BoAUTENbLHOCTb

[vrabutHele meaHblie n 10-rurabutHele uplink-nopTtel SFP+
obecneymBaloT COEAMHEHVWE C  BbICOKOW MPOMYCKHON
CNOCOBHOCTLIO AS KNMEHTOB, CEPBEPOB W HAaKOMUTENEN.

KomnnekcHas 3awmra

COBOKYMHOCTb  annapaTtHbiX W MpOrpaMMHbIX CPeacTB
06ecneymBaeT KOMMIIEKCHYIO 3alLUUTY CETU OT (OM3UYECKOTrO
BO3JENCTBUSA U CKPbITbIX aTak.

OTKa30yCcTOM4YNBOCTb

B crek MoxHO 06beguHUTb A0 9 YyCTpoWCTB, CO34aB
eOVHbI  BUPTyamnbHbI  KOMMyTatop, 4To obecneunt
BbICOKYHO OTKa30yCTONYMBOCTb " HaJEXHOCTb
NOAKIOYEHUS.

DGS-3630-28TC

YnpaBnsewmbin cTeKMpyembin KommyTtaTtop 3 ypoBHA ¢ 20 noptamu 10/100/1000Base-T,
4 xomb60-noptamu 100/1000Base-T/SFP u 4 noptammn 10GBase-X SFP+

XapaKTepucTuku

WHTepdpeinchl

¢ 20 noptoB 10/100/1000Base-T

¢ 4 xombo-nopta 10/100/1000Base-T/SFP
e 4 nopta 10GBase-X SFP+

HapexHocTb

* Bo3MOXHOCTb NuTaHusa ot RPS

802.1D STP, 802.1w RSTP n 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Moppepxka 3aLmnTbl OT CTAaTUYECKOTO
anekTpu4ecTBa Ao 6 kB Ha MeHbIX nopTax

CTekmpoBaHMe ¢ BbICOKOW NPONYCKHOW

CNOCOGHOCTbIO

* Bo3moxHOCTb 06beAMHEHNS B CTEK A0 9 YCTPOWCTB
(432 rvrabuTHbIX NopTa)

* YaaneHHoe CTeKMpoBaHWe C UCMOoSIb30BaHMEM
ONTOBOOKOHHOTO Kabens

¢ [Nonoca nponyckaHusi Npu U3N4ECKOM
cTekupoBaHum fo 80 M6ut/c Ha cTek

OAM
¢ |EEE 802.3ah Ethernet Link OAM
¢ |EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBneHus

¢ KoHcornbHble NopThl ¢ pasbemamu RJ-45 n Mini-USB
MopT ynpaBneHusi n curHanbHbI NOpT
Web-uHTepderic ynpasneHus

UHTepdeinc komaHgHom ctpoku (CLI)

®yHkumsa Switch Resource Management (SRM) ans
rMbKoro ynpaBneHusi pecypcamu CucTeMbl

YnpaBnsiemblii  CTEKMpyeMblii  kOMMyTaTop  TpeTbero ypoBHs  DGS-3630-28TC
npegHasHayeH Ans ceTen KPynHbIX NPeanpusiTUiA, Manoro u cpeaHero 6usHeca, a TaKkke
ans  uHTepHeTt-npoBangepoB. OH obecneumBaeT BbICOKYID MNPOU3BOAUTENBHOCT,
rMBKOCTb YNpaBreHUsi, OTKa30yCTOMYNBOCTb U paclunpeHHble dyHkuum MO. KommyTtaTtop
ocHaweH 20 noptammu 10/100/1000Base-T, 4 kombo-noptammu 100/1000Base-T/SFP, 4
noptamm 10GBase-X SFP+, nopaepxvBaeT yHKUMM 6e30MacHOCTM U paclUMpeHHble
HacTpoiiku Quality of Service (QoS) ana onTumaneHoW paboTbl Ha ypoBHe sApa,
pacnpegenenusi unu goctyna. Beicokas NnoTHOCTb NOPTOB, BO3MOXHOCTb CTEKMPOBAHMUS
M npocToe ynpaBneHve no3BonsaT ucnonb3oBatb DGS-3630-28TC ansa  pelueHus
pa3nuyHbiX 3ajady. 3awmta OT cTaTudeckoro anekTpudectBa 6 kB obecneunBaet
YCTOMYMBOCTb ME[HbIX MOPTOB K HaBEAEHHOMY HanpshkeHWo U npegoTepaliaeT
NoBpeXAeHne KoMMyTaTopa Y NOAKIIOYEHHbIX K HEMY YCTPOMCTB.

MporpammHoe o6ecneuyeHune Standard Image (Sl)

KommyTaTtopbl cepun DGS-3630 c nporpammHbiM obecnedyeHvem S| nopaepxuBatoT
OCHOBHble (hYHKLMM NSt MOCTPOEHUSI ceTei NpeanpusaTUn Manoro u cpegHero GusHeca
(SME/SMB), Bkntoyasi KOMMYTaLMIO 2 YPOBHS, CTaTUYECKYIO MapLUpyTU3aLMio U NPOTOKOI
RIP, MHoroagpecHyto paccbifiiky 2 ypoBHS, paclumMpeHHble HacTponku Quality of Service
(QoS), OAM 1 pasnuyHble yHKLMM 6e3onacHoCTU.

MporpammHoe o6ecneyeHne Enhanced Image (El)’

KommyTtatopbl cepum DGS-3630 ¢ nporpamMmmHbiM  obecnedeHvem El,  nomumo
dyHkumoHana Sl, nopgpepxwusatoT npotokonel OSPF, BGP, dyHkumio VRF-Lite u
MapLLpyTU3aLMI0 MHOFOaAPECHbIX NaKkeToB.

MporpammHoe ob6ecnevyeHne MPLS Image (Ml)?

KommyTatopbl cepun DGS-3630 c nporpammHbiM  obecneyennem MI,  nomumo
dyHkumoHana S| u El, nopgepxuatoT ocHoBHble VPN-cepBuchbl, Heobxoaumble Ans
addeKkTnBHON paboTbl UHTEepHeT-npoBangepoB, Bkmovas 1S-IS u MPLS L2/L3 VPN.
Bnarogaps mexaHnsmy MPLS nepepaya notoka Tpadwmka MO CETUM He3aBucuma oT
NPOTOKOMOB YNpPaBneHns, UCMosb3yeMblX ANns npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE u 1. A.). Ucnonb3oBanne MPLS pgaeT BO3MOXHOCTb ONTUMU3UPOBATbL MOTOKM
TpadvKa u MaHMMynMpoBaTb TpaduKoMm.
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DGS-3630-28TC

YnpaBnsieMbi CTeKupyembin KommyTaTop 3 ypoBHs ¢ 20 nopTamu

10/100/1000Base-T, 4 kom60-noptamun 100/1000Base-T/SFP un 4

,U,OCTynHOCTb N rM6KoCTb noaknr4vyeHunsA

KommyTatop DGS-3630-28TC noaaepxveaet TEXHOMNOINI0
CTEKMpOBaHMs®, MO3BONAIOLLYI0 CO34aBaTb E€OWHBLIN OU3UYECKUIA Unn
BMPTYyanbHbIA CTEK NpU OObEAMHEHWN HECKONbKMX YCTPOMCTB, YTO
obecneumBaeT MacwTabupyemoctb cetu. [pu 3ToM ynpoliaeTcs
ynpaBneHne, TakK Kak BCe KOMMYTaTopbl B CTeKe JlOrM4ecKu
npeacTaBnsAlT cobovi eAMHoe YCTPOWCTBO M YNpaBrsoTCcs Yyepe3 OfuH
IP-agpec. MoxHO 06beanHUTE A0 9 KOMMYTaTOPOB U MOMYyYUTb, Takum
obpasom, Ao 432 noptoe Gigabit Ethernet. ®yHkuma Switch Resource
Management (SRM) no3BonseT onNTMMW3NPOBaTL pacnpegeneHne
pecypcoB koMMyTaTopa Ans peLlleHusi pasnuyHbIX ceTeBbiX 3afjady. B
3aBucMMocTu oT Bblbopa annapatHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pa3Mep OCHOBHbIX Tabnwuy
BTOPOr0 U TPETLEro YPOBHEN Afsi MakCUMarbHOW NPOU3BOAUTENbHOCTM
KOMMyTaTopa.

OTKa30yCTOMYMBOCTb

KommyTaTop DGS-3630-28TC nopgepxvBaeT npoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wu 802.1s. T[lpoTtokonbl STP nos3sonsoT
OopraHM3oBaTb pPe3epBHbIVi MapLUPYT Nepefayn AaHHbIX, UCNOSb3yeMbIi B
crnyyae BO3HWKHOBEHUS HewucnpaBHocTen B cetu. Kpome Toro, DGS-
3630-28TC noppepxuBaeT TexHonorun Ethernet Ring Protection
Switching (ERPS) n FlexLink. ERPS obecneunBaeT MMHMMansHoe BpeMsi
BOCCTaHOBMNEHUs1 paboTbl konbua nocrne c6os. FlexLink nossonsieT
NOBbLICUTb OTKA30YCTOMYMBOCTb COEAWHEHUS Ha YKasaHHbIX MopTax
KOMMyTaTopa, obecrneunBas pe3epBUpoBaHne kaHanoB 6e3 NpuMeHeHus
STP u cpyHkummn Loopback Detection.

Be3onacHocTb n npon3BoauUTesiIbHOCTb

KommyTatop DGS-3630-28TC npegoctaBnsieT LUMPOKUA Habop dyHKLuIA
6esonacHocTn, BKMYas MHOroypoBHeBble cnucku pgoctyna (ACL) wu
ayTeHTudukaumio nonb3osatenen (802.1X) yepea TACACS+ u RADIUS.
[na noBsbilieHWs NpoM3BOAMTENbHOCTM M Ge3onacHOCTM KOMMyTaTop
DGS-3630-28TC obecneunsaet noadepxky VLAN, Bkniodvas npoTokon
GVRP u crangapt 802.1Q. Ansa crtabwunbHoi paboTbl TakMx ceTeBbIX
cepeucoB, kak VoIP, a Tawkke npoBedeHUss BUAEOKOH(EpPEeHLUMN
KOMMyTaTop MoaAepXuBaeT WuMpokuin Habop dyHkumn QoS, KoTopble
rapaHTUpyIoT, YTO KPUTUYHbIE K 3afepXKam ceTeBble cepBuCbl OyayT
obcnyxmBaTbCs B NPUOPUTETHOM pexnme. [ns 3alwmTbl KOMMyTaTopa oT
BpedoHocHoro Tpaduvka B DGS-3630-28TC peanusoBaHa dyHkumsa D-
Link Safeguard Engine.

noptamu 10GBase-X SFP+

MbkocTb ynpaBneHus

YnpaBneHve kommytatopom DGS-3630-28TC MOXET OCyLUeCTBNSTbCH
npu nomowm uHtepdpenca komaHgHon ctpoku (CLI), Web-uHtepdeiica,
npotokona SNMP. Hanuuue koHconbHoro nopta c nHTepdericom Mini-
USB penaeT npouecc HacTpolku 6Gomnee yAoGHbIM, MOCKOMbKY Ans
NOAKMIOYEHNsT KOHCONMM He TpebyeTcss AOMOMHUTENbHBLIA NEepPexoaHUK.
Takke [OOCTyMHa BO3MOXHOCTb YMpPaBrieHUss KOMMyTaTopoMm 4epes
He3aBuUCUMMbIA BblgeneHHbin nopt Out-of-band. Hanuune USB-nopta
No3BONSET COXPaHATb CUCTEMHbIe XypHanbl, KOHdWrypauum n obpasbl
MO Ha BHewHue USB-Hocutenu. Moppepxkka dyHkumn DHCP  Auto-
configuration n Auto-image p[OaeT BO3MOXHOCTb 3arpyxaTb paHee
CO3[aHHYI0 KOH(PUIypaLmio Ha HECKOMbKO KOMMYTaTOpPOB aBTOMaTUYECKH.
Kpome Toro, DGS-3630-28TC nopaepxwusaeT npoTtokon OpenFlow 1.3,
4YTO NO3BONSIET YNPaBMsTb KOMMYyTaToOpamy C MOMOLLbIO KOHTpornepa
OpenFlow*.

TexHonorusa Green

DGS-3630-28TC noppepxwuBaetr TexHonoruto D-Link Green, kotopas
NMO3BOJISAET MCMOMNb30BaTb PEXMM COXPaHEHUs SHEPrMn 1 pyHKumo Smart
Fan®, cHW3uTb TennoBblAeneHve, a Takke aBTOMAaTUYEecKW yMeHbLUaTb
3HepronoTpebneHne B 3aBUCUMOCTM OT AnuHbl kabensa. DyHkums
3HeprocbepexeHuss obecrneyrBaeT aBTOMaTUYECKOE OTKITHOYEHNE MUTAHUS
HeaKTUBHbIX MOPTOB M uHaukaTopoB. OyHkuust Smart Fan obecneunBaet
aBTOMaTU4Yeckoe perynupoBaHNe CKOPOCTM BpalLeHUss BCTPOEHHbIX
BEHTUNISTOPOB B 3aBWCMMOCTU OT TeMnepaTypbl, YTO Takke MO3BONSeT
3KOHOMWTb 3MEKTPOIHEPIUIO U CHU3UTb YPOBEHD LLYMa.

" O6HoeneHuUe npoepammHo20 obecneyerusi ¢ Standard Image (SI) Ha Enhanced Image (EI) 051 kommymamopa DGS-3630-28TC ocyuiecmensiemcsi ¢ MOMOWbH TUUEH3UU

DGS-3630-28TC-SE-LIC.

2 O6HosneHUe npoepammHo20 obecrieyeHus ¢ Standard Image (SI) Ha MPLS Image (Ml) 0nsi kommymamopa DGS-3630-28TC ocyuwecmernsiemcsi ¢ oMo TUYeH3uU
DGS-3630-28TC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (M) - ¢ nomowbto nuyeH3auu DGS-3630-28TC-EM-LIC.

3 B cmek mo2ym 6bimb 06beduHeHbI moribko kommymamopsl DGS-3630 ¢ 0duHakosbiM rpospaMmmHbIM obecrieyeHuem. Hanpumep, kommymamopsi cepuu DGS-3630 ¢
npozpamMmHbIM obecriedeHuem S| Moeym 6bimb 06beOUHEHbLI 8 CMEK MOTbKO ¢ KoMMymamopamu DGS-3630 ¢ npozpammHbiv obecriedeHuem Sl.

4 [locmyrHo & eepcuu npoepammHozo obecrieqeHusi R2.10.

5 Mo ymonyaHuto ycmaHogneHa Hu3kas ckopocms eeHmunsmopa. [pu memnepamype ebiwe 36 °C cKopocmb 6eHMUNAMOpPa y8esnuqueaemes U 0Cmaemcsi 8bICoKoli 00

MoHWXeHust memnepamypsi 0o 33 °C.



o . DGS-3630-28TC
D'Lllll( YnpaBnsieMbl CTeKMpyeMbln KoMMmyTaTop 3 ypoBHS ¢ 20 noptamu
10/100/1000Base-T, 4 kom60-noptamu 100/1000Base-T/SFP un 4

noptamu 10GBase-X SFP+

TexHUYeckue XapaKTepucTukumn
AnnapaTHoe obecneyeHne

Mpoueccop * 10Ty
OnepaTuBHasi NamsiTb *17Tb
Flash-namaTb *17b
WHTepdeiichl * 20 noptoB 10/100/1000Base-T

* 4 xombo-nopta 10/100/1000Base-T/SFP

* 4 nopta 10GBase-X SFP+

* KoHconbHbI nopT ¢ pa3bemom RJ-45

* KoHconbHbi nopt Mini-USB

* Mopt ynpasnenus 10/100/1000Base-T ¢ pasbemom RJ-45 (Out-of-band)
* CurHanbHbIN nopT ¢ pa3bemom RJ-45

* Mopt USB 2.0 Tn A
MHpunkaTopsl * Power )
* Link/Activity/Speed (Ha nopT) - RPS
* Console * Fan Error
" MGMT * Stack ID
Pasbem nutanuns * Pasbem ons nogknioyeHns NUTaHns (NepemMeHHbI TOK)

* Pa3bem ons nogknioyeHus pe3epBHOro UCTOYHUKa nuTaHus’

DyHKUMOHanN
CraHpapTbl 1 pyHKLMM * |IEEE 802.3 10Base-T

* |IEEE 802.3u 100Base-TX

* |IEEE 802.3ab 1000Base-T

* |IEEE 802.3z 1000Base-X

* |IEEE 802.3ae 10GBase-X

* Ynpaenenue notokom |IEEE 802.3x B pexume nonHoro gynnekca
* ABTOoMaTu4yeckoe onpeaeneHne MDI/MDIX

lMponsBoanTENbHOCTD

KommyTauuoHHas * 128 Ibut/c
mMartpuua

MeTopg komMmmyTaLmm * Store-and-forward
Makc. ckopocTb * 95,24 Mpps

nepeHanpasneHunsi 64-
DOaviTHbIX NakeToB

Pasmep Tabnuubl MAC- * 68K 3anuceit?
agpecos

Pa3smep Tabnuvupl * 16K 3anucen
mMapLupyTtusaumm IPv4

Pa3mep Tabnuubl * 7K 3anucen
MapuwpyTtusauuu IPv6

Pa3mep Tabnuubl * 32K sanucei®
KommyTauuu L3 IPv4

Pasmep Tabnuupl * 16K 3anuceir?
KommyTauum L3 IPv6

Bydep naketos * 4 Mb
Jumbo-dpeiim * 12 Kb
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DGS-3630-28TC

YnpaBnsieMbi CTeKupyembin KommyTaTop 3 ypoBHs ¢ 20 nopTamu

10/100/1000Base-T, 4 kom60-noptamun 100/1000Base-T/SFP u 4
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MporpammHoe obecneyveHne Standard Image (SI)

CrtekunpoBaHue

dusnyeckoe CTeKMpoBaHme

- Monoca nponyckaxus: go 80 6ut/c
- 0o 9 ycTponctB B cTeke

- KonbueBasi/nuHeiiHaa Tononorus

* BupTyanbHoe cTekupoBaHune

- D-Link Single IP Management
- [lo 32 ycTponcTe B BUPTyanbHOM CTeke
- Monoca nponyckanusa: go 20 Mout/c

PyHKUMMN 2 YPOBHSA

* Tabnuua MAC-agpecos: o 68K 3anuceir?
* YnpaBneHue NOTOKOM

- 802.3x B pexume NonHoro gynnekca
- MNpepoTBpaLyeHre 6noknposok HOL

* Spanning Tree Protocol

- 802.1D STP

- 802.1w RSTP

- 802.1s MSTP

- Root Guard (Restriction)
- Loop Guard

* Link Aggregation

- 802.1AX
- 802.3ad
- Makc. 32 rpynnbl Ha ycTpoicTBo/12 nopToB Ha rpynmny

* ERPS (Ethernet Ring Protection Switching) version 2
* 3epkanvpoBaHve NopToB

- One-to-One

- Many-to-One

- MNoppepxka 3epkanupoBaHnsa Ans Bxoasiyero/
nexopsiero/Tpacuka B 060mx HanpaeneHnax

- NMoppepxka 4 rpynn 3epkanupoBaHus

* 3epkanvpoBaHue NOTOKOB

- Moaoaepxka 3epkanvpoBaHus Ans BXoAALLEro Tpaduka

* 3epkanupoBanue VLAN

* RSPAN

* L2 Protocol Tunneling (L2PT)

* Multi-Chassis Link Aggregation Group (MLAG)?

- Mopaepxka fo 4K rpynn? (coemectHo ¢ IGMP Snooping)
- MLD Snooping Fast Leave Ha ocHoBe y3na

- MNoppepxka 128 cTaT4eckMx MHOroaApecHbIX rpynn
(coBmecTHO ¢ IGMP)

- MLD Snooping Querier

- MLD Snooping Ha VLAN

- MLD Proxy Reporting

VLAN + 802.1Q * Ipynnel VLAN
* 802.1v VLAN Ha ocHOBE NpOTOKONOB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe nopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-agpecos * VLAN Trunking
* VLAN Ha ocHoBe nogceTei * GVRP: po 4K gunHamnyeckux VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroagpecHas * MLD Snooping * IGMP Snooping
pacchblinka 2 ypoBHs - MLD v1/iv2 - IGMP viiv2/v3

- NMopaepxka go 8K rpynn? (coBmectHo ¢ MLD Snooping)

- NMoppepxka 128 craTuyeckMx MHOroagpecHbix rpynn (COBMECTHO
¢ MLD)

- IGMP Snooping Ha VLAN

- IGMP Snooping Querier

- IGMP Snooping Fast Leave Ha ocHoBe y3na

* PIM Snooping

PyHKUMMN 3 YPOBHSA

* IPv4 ARP/IPv6 ND: noaaepxka o 32K/16K?

- 512 cratuyeckunx 3anucen ARP

* Gratuitous ARP
* Untepdenc IP

- MNoppepxka 256 nHTepderncos

* WNutepderic Loopback
* Proxy ARP

- Mopaepxka Local ARP Proxy

* TyHHenuposaHue IPv6

- Ctatuyeckoe
- ISATAP

- GRE

- 6to4

* VRRP v2/v3
* IP Helper

MapuwpyTtusauus 3
YPOBHSI

* MNoppepxka 16K annapaTHbIX 3anvcer MapLupyT13aumm no

IPv4/IPv6
- 1 3anuck Ha kaxabii mapLupyT IPv4
- 2 3anucu Ha kaxaeln mapLupyT IPv6

* MNoppepxka Ao 32K annapatHbIxX 3anucen kommyTtauum L3

no IPv4/IPv6?
- 1 3anuck Ha kaxabii mappyT IPv4
- 2 3anucu Ha kaxabln mapLupyT IPv6

+ CraTtunyeckas MapLipyTu3auusi

- Makc. kon-Bo 3anucen IPv4: 512
- Makc. kon-Bo 3anucen IPv6: 256

* MapupyT IPv4/IPv6 no ymonyanuto

* PBR (Policy-based Route)

* Null Route

* Route Preference

* Route Redistribution

* Graceful Restart (GR) Helper

* BFD (Bidirectional Forwarding Detection)

- CraTtnyeckas mapwpyTtunsaumns IPv4/ve
-RIP
- VRRP

* RIP vi/v2/ng

MHoroagpecHas
pacchblinka 3 ypoBHs

* dunbrpauus IGMP/MLD
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KauyecTtBo obcnyxumBaHus
(QoS)

+ 802.1p
* 8 ouepepnen Ha nopt
* ObpaboTka ovepenen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)

* KoHTponb neperpy3sku

- Weighted Random Early Detection (WRED)

* 802.1Qbb Priority-based Flow Control (PFC) ans nopta

10GBase-X

* YnpasneHue nonocon nponyckaHus

- Ha ocHoBe nopta (Bxoasiiee/nucxopgsiiee, ¢ MyH.
3HayveHuneMm 8 Kéur/c)

- Ha ocHoBe noToka (Bxogsiiee/ucxogsiiee, C MUH.
3Ha4yeHuem 8 Kéut/c)

- YnpaBneHvie Nonocorn nponyckaHusi no o4epeam (C MuH.
3HadeHvem 8 Kéut/c)

* MNoppepkka cnepyoLmx AeNCTBUN AN NOTOKOB

- MeTtka npuoputeta 802.1p
- MeTka npegnoytenns IP/DSCP
- QoS Ha ocHoBE BpeMeHu

* CoS Ha ocHoBe:

- MopTta kommyTaTopa

- Ouepepen npuoputeTos 802.1p
- BHyTpeHHero/BHewwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

-ToS

- IP Precedence

-DSCP

- Tvna npoTokona

- Nopta TCP/UDP

- Knacca IPv6-Tpadhmka

- MeTku notoka IPv6

* Tpw uBeTa MapKNpPOBKK

-trTCM
-srTCM

Cnucku ynpasneHus
poctynom (ACL)

* ACL Ha ocHoBe:

- Mpuoputeta 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- IP-agpeca

-ToS

- IP Precedence

- Mackn DSCP

- Tvna npoTokona

- Homepa TCP/UDP-nopta
- Knacca IPv6-Tpadhmka

- MeTku notoka IPv6

* Makc. kon-Bo 3anucen ACL:

- Bxogsawwmx (annapatHbix): 4K
- Nexopgsawmx (annapatHbix): 1K
- Kapra goctyna VLAN: 3K

* ACL no pacnucaHuio

TexHonorus Green

* OkoHoMUSI ONEKTPO3HEPrnun 3a cyer:

- Onpepenexus cTaTyca CoeMHEHMsI
- Onpegenenvsi AnvHbI kKabens

- BbikntoueHus MHOUKaTopoB
- BolkrtoveHus noptos
- Ncnonb3oBaHus cnsiero pexuma

BesonacHocTb

* Port Security

- Moppepxka go 12K MAC-agpecoB Ha nopT/VLAN/cuctemy

* 3awwmTa ot LIJVIpOKOBeLLl,aTeJ'IbHOFO/MHOFOE,EI,peCHOI’O/

oAHOaApecHOoro wropma

* D-Link Safeguard Engine

* ®yHkuma DHCP Server Screening

* Dynamic ARP Inspection

* IP Source Guard

* DHCP Snooping

* IPv6 Snooping

* DHCPv6 Guard

* IPv6 Route Advertisement (RA) Guard

* IPv6 ND Inspection

* OGHapyxeHue npobrnem, CBA3aHHbIX C COBNageHNeM

ceTeBbIX aapecos

* lNpepoTBpalteHme atak ARP Spoofing

- Makc. konuyecTBo 3anuceit: 64

* L3 Control Packet Filtering

* Unicast Reverse Path Forwarding (URPF)
* CermeHTauus Tpaduka

* SSL

- NMoppepxka TLS 1.0/1.1/1.2
- Noppepxka goctyna IPv4/IPv6

* SSH

- Noppepxka SSH v2
- Moppepxka poctyna IPv4/IPv6

* lNpepoTBpalleHre atak BPDU
* lMpepoTBpaleHre atak DoS
* GunbTpauma NetBIOS/NetBEUI
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VLAN

* Precision Time Protocol (PTPV2)

- One-Step Clock
- Pexxum Boundary Clock
- Pexxum Transparent Clock

* Web-untepdenc

- Moppepxka goctyna IPv4/IPv6
- Moppepxka SSL (HTTPS)

* WHTepderic komangHown ctpokm (CLI)
* Telnet-cepBep onsa goctyna IPv4/IPv6
* Telnet-knuenT ana IPv4/IPv6

* SNMP

- Mopnepxka vi/v2c/iv3
- Moppepxka goctyna IPv4/IPv6

* SNMP Trap

* TFTP-knueHT gns IPv4/IPv6e

* FTP-knueHT ansa IPv4/IPv6

* IPv4 SFTP-cepBep

* RCP

* CucTemHbIn XypHan ans cepeepa IPv4/IPv6
* SMTP

* RMON v1

- Moppepxka 1, 2, 3, 9 rpynn

* RMON v2

- Moppepxka rpynnbl ProbeConfig

* OpenFlow*

- OcHoBHble cpeacTea OpenFlow 1.3
- OavH KoHBelep/Tabnuua noTokos
- Pexxum: Pure/Hybrid

- Makc. konmyecTBo npaBumn NOTOKoB: 2048 (pexum

Pure),1920 (pexum Hybrid)

Super VLAN

AAA * AyTteHTudukaumsa 802.1X: * YnpasneHnue goctyrnom Ha ocHoBe MAC-agpecos (MAC):
- YnpaBsneHue JOCTYNoMm Ha ocHoBe nopralyana - YnpaBsneHue JOCTYNOM Ha OCHoBe nopTalyana
- HaznaueHve nonutukum ldentity-driven - HasnauveHve nonutuku ldentity-driven
- OnHamnyeckoe HasHaveHve VLAN - OuHamunyeckoe HasHaveHne VLAN
- YnpaBneHue nonoco nponyckaHns - YnpaBsneHue nonoco nponyckaHus
- Hasnavenue ACL - HasHauenne ACL
* Ynpaenenue goctynom Ha ocHoBe Web (WAC): * Guest VLAN
- YnpaBneHue 4OCTyNOM Ha OCHOBe nopTalysna * Microsoft® NAP
- HasnaueHve nonutukm ldentity-driven - Moppepxka 802.1X NAP
- OnHamunyeckoe HasHa4vyeHue VLAN - Moppepxka DHCP NAP
- YnpaBneHue nonocow nponyckaHusi * YpoBeHb NpuBMneryn Ansa 4octyna K ynpasrneHuo
- HasHauyeHune ACL * AyteHTudmkaumsa Ha ocHoBe RADIUS n TACACS+
- Moppepxka poctyna IPv4/IPv6 * Authentication Database Failover
- Noppepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * [marHocTuka kabens * Y.1731 OAM
* 802.3ah Ethernet Link OAM * ®yHKUMS LMPOBOro KOHTPONS NapameTpoB NPOU3BOAUTENBHOCTU
* D-Link Unidirectional Link Detection (DULD) TpaHcueepa DDM (Digital Diagnosics Monitoring)
* Dying Gasp
* 802.1ag Connectivity Fault Management (CFM)
Ynpaenenune * NTP v3/v4 * JKypHanvpoBaHve BBOAMMbIX KOMaHz,

* LLDP/LLDP-MED

* D-Link Discover Protocol (DDP)

* DHCP Client option 12

* DHCP Auto-configuration

* DHCP Auto-image

* DHCP Relay option 60/61/62/18/37/82/125
* DHCP/DHCPV6 Local Relay

* DHCP-cepBep

- Moppepxka HasHayeHus agpeca IPv4/IPv6

* DHCPv6 Prefix Delegation (PD)
* MNoppepxka Heckonbkux Bepcui MO / Mopaepxkka HECKONbKMX

BEPCUIN KOHUrypauum

* DNS Relay ans IPv4/IPv6

* DNS-knueHT ans IPv4/IPv6

* KomaHabl oTnagku

* BoccraHoBneHve napons

* LlndposaHne naponsi

* Ping/Traceroute ans IPv4/IPv6

* Microsoft® Network Load Balancing (NLB)
* Switch Resource Management (SRM)

* sFlow

* D-Link License Management System (DLMS)
* PD Alive

®yHkumm Enhanced Image (El)

MapuwpyTtnsauus 3
YPOBHS

* BFD (Bidirectional Forwarding Detection)

- OSPF

* BGP

- BGP v4/v4+
- 4bytes AS
- Text/MD5 aons BGP v4

* VRF-Lite

- Cratuyeckas mappyTtusaums IPv4
- RIP viiv2

- OSPF v2

- BGP v4

* OSPF v2/v3

- Makc. konnyectso OSPF areas: 16

- Stub area

- NSSA area gnsi OSPF v2

- MaccuBHbIN UHTEPdENC

- Text/MD5 Authentication gns OSPF v2
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Crtangaptbl MIB/IETF

MHoroaapecHas * IGMP v1/v2/v3 * PIM-DM/SM/SSM/SDM
pacchblinka 3 ypoBHs * MLD vii2 * SSM Mapping ans IPv4/IPv6
* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3
dyHkumm MPLS Image (MI)
MapuwpyTtnsaumus 3 * IS-IS v4/v6
YPOBHS
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble paclumpeHus ans BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)
* Virtual Private LAN Service (VPLS) * LSP/VCCV/MPLS Ping/Traceroute
CraHgapThl

* RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure

* RFC 1212 Concise MIB Definitions

* RFC 1213 MIBII

* RFC 1215 MIB Traps Convention

* RFC 1493, RFC 4188 Bridge MIB

* RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB

* RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418, RFC

3636 SNMPv2 MIB

* RFC 271, RFC 1757, RFC 2819 RMON MIB
* RFC 2021 RMONv2 MIB

* RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB
* RFC 2668 802.3 MAU MIB

* RFC 2674, RFC 4363 802.1p MIB

* Interface Group MIB

* RFC 2618 RADIUS Authentication Client MIB
* RFC 4022 MIB for TCP

* RFC 4113 MIB for UDP

* RFC 2620 RADIUS Accounting Client MIB

* RFC 2925 Ping & TRACEROUTE MIB

* TFTP uploads and downloads (D-Link MIB)

* Trap MIB (D-Link MIB)

* RFC 4293 IPv6 MIB

* RFC 4293 ICMPv6 MIB

* Entity MIB

* RIPv2 MIB

* OSPF MIB

* IPv4 Multicast Routing MIB

* PIM MIB for IPv4

* IP Forwarding Table MIB

* RFC 4884 Extended ICMP to support Multi-Part Messages
* RFC 4293 IPv6 SNMP Mgmt Interface MIB

* DDM MIB (D-Link MIB)

* Private MIB

* MIB for D-Link Zone Defense

* DDP MIB

* LLDP-MED MIB

* RFC 791 1P

* RFC 768 UDP

* RFC 793 TCP

* RFC 792 ICMPv4

* RFC 2463, RFC 4443 ICMPv6

* RFC 826 ARP

* RFC 1338, RFC 1519 CIDR

* RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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Pasmepsbi (0 x LU x B)

* RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
* RFC 2571 SNMP Framework

* RFC 2572 SNMP Message Processing and Dispatching

* RFC 2573 SNMP Applications

* RFC 2574 User-based Security Model for SNMPv3

* RFC 1981 Path MTU Discovery for IPv6

* RFC 2460 IPv6

* RFC 2461, RFC 4861 Neighbor Discovery for IPv6

* RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

* RFC 2464 IPv6 over Ethernet and definition

* RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
* RFC 3513, RFC 4291 IPv6 Addressing Architecture

* RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

* RFC 3484 Default Address Selection for Internet Protocol version 6

* RFC 3621 Power Ethernet MIB

dusmyeckne napameTpbl

* 441 x 259,8 x 44 Mmm

Bec

MuTanHve Ha Bxoae

* 3,74 kr

YcnoBus akcnnyaraumm

* OT1 100 po 240 B nepemeHHoro Toka, 50/60 'y

MOLLHOCTb B pexvme
oXuaaHus

Makc. notpebnsiemas * 42,4 Bt
MOLLIHOCTb
MoTpebnsemas * 28,1 Bt

TennoBbigeneHve

* 42,35 BT (144,58 BTE/4ac)

MTBF (4acbl)

* 300 190,46

YpoBeHb Wwyma

* Mpwn BbICOKOW CKOPOCTM BeHTUNATOpa: 52,7 b
* [pwn HM3KoM ckopocTn BeHTUnATopa: 45,3 ob

3awumTa oT cTaTu4ecKoro
dNeKTpnyecTea

* MNoppepkka 3awnThl OT CTaTUYECKOro anekTpuyecTsa Ao 6 kB Ha MegHbIx noptax (cTtaHgapt IEC61000-4-5)

Cuctema BeHTUNALNN

* 2 BeHTUNsITOpa®

TemnepaTtypa

* Pa6ouyas: ot -5 0o 50 °C

* XpaHeHus: ot -40 go 70 °C

BnaxHocTb

* Mpwm akcnnyatauum: ot 10% o 95% 6e3 koHpeHcaTa

* Mpu xpaHeHun: oT 5% o 95% 6e3 koHaeHcaTa
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KomMnnekT nocraeku

* Kabenb nutaHusa

* KomnnekT ans MoHTaxa
* 4 PEe3NHOBbIE HOXKU

DGS-3630-28TC

YnpaBnsieMbi CTeKupyembin KommyTaTop 3 ypoBHs ¢ 20 nopTamu
10/100/1000Base-T, 4 kom60-noptamun 100/1000Base-T/SFP un 4
noptamu 10GBase-X SFP+

KommyTaTtop DGS-3630-28TC

* ®ukcatop onsa kabens nutaHns

* KoHconbHbI kabenb (c pasbemamun RJ-45 n RS-232)

* KoHconbHebI kabenb (¢ pasbemamu USB n Mini-USB)

* 2 KpenexXHbIX KPOHLUTEWHa ANs yCTaHOBKN B 19-A10MIMOBYIO CTOWKY

* Kpatkoe PYKOBOACTBO NO YCTAHOBKe

Modenb

WHdopmaLma onsa 3aka

BesonacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCCClass A * BSMI
* C-Tick + CCC

3a
OnucaHue

DGS-3630-28TC/A2ASI

JononHuTenbHble nuLy
DGS-3630-28TC-SE-LIC

Ynpaensiembl cTeknpyemblii kKommyTaTop 3 ypoBHs ¢ 20 noptamu 10/100/1000Base-T, 4 kom60-noptamm 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ 1 nporpammMmHbiM o6ecnedyennem Standard Image (SI)®

€H31Kn 0bHOBMEHMUS
JIueHsusa Ha obHoBNeHWe nporpamMmmHoro obecnevenus ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommyTtaTtopa DGS-
3630-28TC

(ITuyeH3uoHHbIU KOO akmueayuu rnocmaessnsiemcss Ha MamepuasnbHOM Hocumerse)

DGS-3630-28TC-EM-LIC

JInueHsust Ha oGHoBNeHWe nporpamMmmMHoro obecneyverusi ¢ Enhanced Image (El) Ha MPLS Image (MI) ansi kommytaTopa DGS-3630-
28TC

(TTuyeH3uoHHBbIU KOO akmueayuu rnocmaesnsiemcss Ha MamepuasnbHOM Hocumerne)

DGS-3630-28TC-SM-LIC

INvueHnsuns Ha obHoBReHne nporpammHoro obecnevenus ¢ Standard Image (SI) Ha MPLS Image (Ml) ans kommyTtatopa DGS-3630-
28TC

(JluyeH3UoHHbIU KOO akmueayuu nocmassisiemcs Ha MamepuarnbHOM Hocumerie)

DGS-712 SFP-tpaHcueep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX anst ogHomozgoBoro ontuyeckoro kabens (ao 15 km)
DEM-211 SFP-tpaHcuBep ¢ 1 noptom 100Base-FX ans MHOromoaoBoro ontuyeckoro kabens (4o 2 km)
DEM-310GT SFP-tpaHcueep ¢ 1 noptom 1000Base-LX anst ogHomogoBoro ontuyeckoro kabens (go 10 km)
DEM-311GT SFP-tpancusep ¢ 1 noptom 1000Base-SX ans MHOromofoBoro ontuyeckoro kabens (go 550 m)
DEM-312GT2 SFP-tpaHcuBep ¢ 1 noptom 1000Base-SX+ Ans MHOromogoBOro onTuyeckoro kabens (4o 2 kv)
DEM-314GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-LHX ans ogHomogoBoro ontuyeckoro kabens (go 50 km’)
DEM-315GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-ZX ans o4HOMOAO0BOro onTuyeckoro kabens (4o 80 kv’)
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HononHutensHble WDM SFP-TpaHcuBepsl

DEM-220T WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHoMoaoBoro ontuyeckoro kabens (go 20 kv)
DEM-220R WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHoMopoBoro ontuyeckoro kabens (go 20 kv)
DEM-330T/3KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans o4HOMOZOBOrO onTuyeckoro kabens (4o 3 kv)
DEM-330R/3KM WDM SFP-tpaxcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ansi ogHOMOA0BOro ontuyeckoro kabens (4o 3 kv)
DEM-330T/10KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ansi ogHomodoBoro ontuyeckoro kabens (8o 10 km)
DEM-330R/10KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) aAns ogHomogoBoro ontuyeckoro kabens (4o 10 km)
DEM-331T/20KM WDM SFP-tpaHcmBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOZ0BOro ontuyeckoro kabens (4o 20 km)
DEM-331R/20KM WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHoMoaoBoro ontudeckoro kabens (4o 20 k)
DEM-331T/40KM WDM SFP-TpaHcusep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ansi o4HOMOZAOBOrO onTHyeckoro kabens (go 40 km’)
DEM-331R/40KM WDM SFP-TpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ansi 0AHOMOZAOBOrO onTMYeckoro kabens (go 40 km?)
DEM-410T TpaHcuep SFP+ ¢ 1 noptom 10GBase-T (o 30 m)

DEM-431XT TpaHcueep SFP+ ¢ 1 nopTom 10GBase-SR ans mHoromogosoro ontuyeckoro kabens (go 300 m)

DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR gnsi ogHomogoBoro ontuyeckoro kabens (8o 10 km)

DEM-433XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-ER ansa ogHoMogosoro ontudyeckoro kaGens (4o 40 km?)

DEM-434XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-ZR Ans oAHOMOZOBOro onTuyeckoro kabens (ao 80 km’)

DEM-435XT TpaHcueep SFP+ ¢ 1 noptom 10GBase-LRM ana mHoromogoBoro ontuyeckoro kabens (go 200 m)

HononnutensHele WDM SFP+ TpaHcuBepbl
DEM-436XT-BXD/40KM | WDM TpaHcueep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 HM, Rx: 1270 HM) Ansi ogHOMOZAOBOTrO onTuyeckoro kadens (oo 40 km’)

DEM-436XT-BXU/40KM | WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans o4HOMOAO0BOrO onTuiyeckoro kabens (4o 40 km’)

DEM-436XT-BXD/20KM | WDM TtpaHcusep SFP+ c 1 noptom 10GBase-LR (Tx: 1330 HM, Rx: 1270 HM) Ans oaHOMogoBOro onTtuyeckoro kabens (oo 20 km)

DEM-436XT-BXU/20KM | WDM TtpaHcusep SFP+ c 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) Ans ogHoModoBoro onTtuyeckoro kabens (ao 20 km)

HononHutenbHble kabenu 10G SFP+

DEM-CB100S MaccuBHbI kabenb 10GBase-X SFP+ anvHoi 1 M Anst npsiMoro noaxmnoyeHnst
DEM-CB300S MaccuBHbIl kabenb 10GBase-X SFP+ gnuHoli 3 M Anst npsiMoro NoAkmnoveHus
DEM-CB700S MaccuBHbIl kabenb 10GBase-X SFP+ anuHol 7 M Anst npsiMoro NoAkmnoveHns

Pe3epBHblil UICTOYHUK NUTaHWS'
DPS-500A Pe3epBHbIN MCTOYHUK NUTaHUS Ans kommyTtaTopos (140 BT)

DPS-500DC/B PesepBHbil nctoyHnk nutanmsa DC anga kommyTtatopos (140 BT)
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JononHuTensHoe nporpaMmmHoe obecnedyeHme

DV-800S-LIC InueHsusa D-View 8 Standard
DV-800E-LIC JnueHsus D-View 8 Enterprise
DV-800-SE-LIC O6Hoenexne nuueHsun D-View 8 Standard no Bepcun Enterprise

" He 8xo0um & KoMrsieKm nocmaeku.

2 [laHHbIE OCHOBaHbI Ha MAKCUMASTbHbIX 3HaYeHUsiX nokasamened ¢yHkyuu Switch Resource Management (SRM).

3 [locmyrHo e eepcuu npozpamMmHoeo obecneqeHusi R2.10.

* Pexum Pure OpenFlow docmyneH 8 eepcuu npoapammHozo obecrieyerHusi R2.10, pexum Hybrid OpenFlow docmyreH & eepcuu rpozpamMmmHo20 obecrieyeHus R2.20.

% Mo ymonuaHuto ycmaHoeneHa Hu3kasi ckopocms eeHmunsmopa. IMpu memnepamype ebiwe 36 °C cKopocmb 6eHMUSMopa yeenuyusaemcsi U 0cmaemcs bICokol 0o
MoHuUXeHus memnepamypsi do 33 °C.

% Kabenb 0ns cmekuposaHusi u eHewHuli USB-Hocumerb He 8x005im e KOMIMIeKm rocmasKu.

7 Paboma Ha KOPOMKUX PaccmMOsIHUSIX 803MOXHa MOJILKO € UCTOMb308aHUEM ammeHamopa (He exo0um & KOMIMIEKM Mocmasku).

O6HoeneHo 25/01/2018

D-Link

Xapakmepucmuku mo2ym bbimb U3MeHeHb! 6e3 yeedoMIeHUsl.
D-Link siensiemcsi 3apeaucmpuposaHHol mopeosol mapkoli D-Link Corporation/D-Link System Inc.
Bce dpyaue mopzosbie MapKu S8ns1t0mcsi cCobCmeeHHOCMbI0 UX 8r1aderibyes.




