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OCHOBHbIe XapaKTepucTuku

Bbicokas Npou3BoAUTENLHOCTL

[vrabutHele MmegHble 1 10-rurabutHble uplink-nopTel SFP+
obecneyvBaloT COeAMHEHME C  BbICOKOW MPOMYCKHOW
CNOCOBHOCTLIO ANS KNUEHTOB, CEPBEPOB M HAKOMUTENEW.

KomnnekcHas 3awuTta

COBOKYNHOCTb anmnapaTtHbiX W MpPOrpaMMHbIX CPeacTB
obecrneynBaeT KOMMMEKCHYH 3aLUmUTy ceTu OT hn3n4ecKoro
BO3ENCTBUSI N CKPbITbIX aTak.

OTKa30yCTOMYMBOCTb

B crek MOXHO 06beauHWTb OO0 9 YCTPOMCTB, CO3daB
€OVHbIN  BMPTyamnbHbIN  KOMMYTatop, 4To obecneyut
BbICOKYO OTKa30yCTOWYMBOCTb " HafEeXHOCTb
MOAKITOYEHNS.

DGS-3630-52PC

YnpaBnsieMbl cTeKupyemMbin KommyTaTtop 3 ypoBHA ¢ 44 noptamu 10/100/1000Base-T,
4 kom60-noptamu 100/1000Base-T/SFP n 4 nopramun 10GBase-X SFP+ (48 nopToB ¢
nopaepxkon PoE 802.3af/at (30 Bt), PoE-6roaxeT 370 BT; 740 BT npn ncnonb3oBaHnu
BHELWHero uctoyHuka nutanua DPS-700)

XapaKkTepucTuku

UHTepdeicol

e 44 nopta 10/100/1000Base-T ¢ nogaepxkon PoE

e 4 xombo-nopta 10/100/1000Base-T/SFP (nopThl
10/100/1000Base-T c noaaepxkon PoE)

e 4 nopta 10GBase-X SFP+

HapgexHocTb

e BoamoxHocTb nutaHusa oT RPS

802.1D STP, 802.1w RSTP un 802.1s MSTP
Loopback Detection

Ethernet Ring Protection Switching (ERPS)
Mopaepxka 3awnThl OT CTATUYECKOro
anekTpuyecTBa Ao 6 kB Ha megHbIX nopTax

CTeknMpoBaHue C BbICOKOW NMPONyCKHOMN

CNocoBHOCTLIO

e B03MOXHOCTb 06 beANHEHUS B CTEK A0 9 YCTPOWCTB
(432 rurabuTHbIX NopTa)

e Y[aneHHoe CTEKMpPOBaHWUE C UCMONb30BaHNEM
ONTOBOMOKOHHOTIO kabens

e [lonoca nponyckaHus Npu usny4eckom
creknpoBaHum o 80 Mbut/c Ha cTek

OAM
e |[EEE 802.3ah Ethernet Link OAM
e |EEE 802.1ag/ITU-T Y.1731 OAM

MpocToTa ynpaBneHus

o KoHconbHble nopThl ¢ padbemamu RJ-45 n Mini-USB
MopT ynpaBneHns v curHanbHbI NOpT
Web-nHTepdenc ynpaBneHusi

WHTepdelic komanaHow ctpokm (CLI)

dyHkuma Switch Resource Management (SRM) ons
rMBKOro yrnpaBneHns pecypcamu CUCTEMbI

YnpaBnsiemblii  CTEKMpyeMblii  koMMmyTaTop  TpeTbero  ypoBHs  DGS-3630-52PC
npegHasHayeH Ansa ceTen KpynHbIX NpeanpusaTuii, Manoro n cpegHero busHeca, a Takke
ans  vHTepHeT-npoBangepoB. OH obecneuvBaeT BbICOKYHO MNPOU3BOAUTENBHOCTb,
rMBKOCTb ynpaBrieHnsi, 0TKa30yCTONYNBOCTb U pactumpeHHble dyHkumm MO. KommyTtatop
ocHaleH 44 noptamu 10/100/1000Base-T, 4 kombo-noptamu 100/1000Base-T/SFP (Bce
noptbl 10/100/1000Base-T nogaepxwusatoT TexHonoruo Power over Ethernet (PoE)), 4
noptamm 10GBase-X SFP+, nogaepxvBaeT ¢yHKUMM 6e30macHOCTU U pacLUMpeHHble
HacTponkn Quality of Service (QoS) gns ontumanbHoW paboTbl Ha ypoBHE s4pa,
pacnpegenexHus unu goctyna. Beicokas nnoTHOCTb MOPTOB, BO3MOXHOCTb CTEKMPOBaHWSA
MU MpOCTOe ynpaerieHWe Mno3BONsoT wucnonb3oBatb DGS-3630-52PC ans pelueHus
pa3nuuHbIX 3agad. 3awmTa OT cTaTnyeckoro anektpuyectsa 6 kB obecneunBaer
YCTOMYMBOCTb MEAHbIX MOPTOB K HAaBEOAEHHOMY HampsKeHWlo W npegoTspaliaet
noBpexaeHne KOMMyTaTopa U NOAKMIOYEHHBIX K HEMY YCTPOMCTB.

MporpammHoe o6ecneyeHue Standard Image (Sl)

KommyTaTtopbl cepum DGS-3630 c nporpamMmHbiM obecnedeHnem Sl nogaepxusaloT
OCHOBHble (PYHKLMM AN NOCTPOEHWUS CeTell NPeanpusiTuiA Manoro u cpeaHero 6usHeca
(SME/SMB), Bkrto4asi KOMMyTaLMIO 2 YPOBHSI, CTaTUYECKY0 MapLUpPyTU3aLMio 1 NPOTOKON
RIP, MHoroagpecHyto pacchbinky 2 ypoBHS, paclumMpeHHble HacTponku Quality of Service
(QoS), OAM w1 pasnuyHble yHKLMM Be3onacHoCTK.

MporpammHoe o6ecneyeHne Enhanced Image (El)!

KommyTaTtopbl cepun DGS-3630 c nporpammHbiM - obecnedeHvem El,  nomumo
dyHkumoHana S, noggepxwusatoT npoTtokonbl OSPF, BGP, dyHkumio VRF-Lite wn
MapLUpyTM3aLmMi0 MHOroaapecHbIX NakeToB.

MporpammHoe o6ecneyeHne MPLS Image (MI)?

KommyTatopbl cepun DGS-3630 c nporpammHbiM - obecneveHnem MI,  nomumo
dyHkumoHana Sl un El, nogaepxwusatT ocHoBHble VPN-cepBuchl, Heobxoaumbie Ans
apdekTBHON paboTbl MHTepHeT-NpoBanaepoB, Bkmodas 1S-IS u MPLS L2/L3 VPN.
Bnaropapa mexanmsmy MPLS nepepava notoka Tpaduka no cetu HesaBucvMma OT
NPOTOKOJIOB yNpaBreHusl, UCMonb3yeMblX Ans npoknagku TyHHens MPLS (PPTP, L2TP,
PPPoE u T. A.). Ucnonb3oBaHne MPLS paeT BO3MOXHOCTb OMTMMW3MPOBATb MOTOKU
TpadvKa 1 MaHMMynMpoBaTb TpauKoMm.
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DGS-3630-52PC

YnpaBnsiembl cTekupyembi KommyTaTop 3 ypoBHs ¢ 44 noptamu 10/100/1000Base-T,
4 kom60-noptamu 100/1000Base-T/SFP un 4 noptamu 10GBase-X SFP+ (48 nopTtoB ¢

noapepxkon PoE 802.3af/at (30 Bt), PoE-6romxeTt 370 BT; 740 BT npn ucnonb3oBaHum

,U,OCTynHOCTb M rubKocTb nogknrw4veHuna

KommyTatop DGS-3630-52PC nogaepxveaet TEXHOSOrN0
CTEeKMpOBaHMs®, MO3BOMAILLYI0 CO34aBaTh EAMHLIN UIUYECKUI UNn
BMPTyalnbHbIA CTEK NpUM OObEAMHEHWN HECKOMbKUX YCTPOWCTB, YTO
obecneumBaeT MacwTabupyemoctb cetu. [lpy 3tom ynpoliaetcs
yrnpaBreHve, TaK Kak BCE KOMMYTaTopbl B CTEKE JIOMMYECKU
npeacTaBnsaT cobovi eaMHoe YCTPOWCTBO M yNpaBnsioTCA Yyepe3 OAMH
IP-agpec. MoxHO 06beauHWUTE 40 9 KOMMYTaTOpPOB M MOMYyYUTb, Takum
obpasom, go 432 noptoB Gigabit Ethernet. ®yHkums Switch Resource
Management (SRM) nosBonsieT ONTMMW3MPOBATbL pacnpegeneHne
pecypcoB KOMMyTaTopa Ans pelleHVs pasnunyHbIX ceTeBbiX 3agay. B
3aBucMMOCTU OT Bblbopa annapartHoro pexuma SRM (IP Mode / LAN
Mode / L2 VPN Mode) MOXHO HacTpouTb pasMep OCHOBHbLIX Tabnuu
BTOPOro U TPETLEro YPOBHEN ANsi MakCMMarbHOW NPou3BOAUTENBHOCTU
KOMMyTaTopa.

OTKa30yCTONYMBOCTb

KommyTatop DGS-3630-52PC nogaepxusaeT npoTokonbl Spanning Tree
(STP): 802.1D, 802.1w wun 802.1s. [poTtokonbl STP nossonsT
OpraHn3oBaTb Pe3epBHbI MapLUPYT Nepeaayn AaHHbIX, UCNOSb3yeMblvi B
cnyyae BO3HWKHOBEHMS HeucnpasHocTen B ceTu. Kpome Ttoro, DGS-
3630-52PC nopgpepxusaeT TexHonorvm Ethernet Ring Protection
Switching (ERPS) n FlexLink. ERPS obecneunBaeT MMHMManbLHOe BpeMs
BOCCTaHOBNeHUs1 paboTbl konbua nocrne cb6osi. FlexLink nossonsieT
NOBLICUTb OTKA30YCTOMYMBOCTb COEAMHEHMSI Ha YyKa3aHHbIX MopTax
KomMMmyTaTopa, obecneymBas pe3epBypoBaHNe kaHanoB 6e3 NpuMeHeHns
STP u pyHkumm Loopback Detection.

Be3onacHoOCTb U NPOM3BOAUTENBLHOCTb

KommyTatop DGS-3630-52PC npegocTtaBnsieT LWMPOKUin Habop dyHKLMIA
6e3onacHoCcT, BKMOYasi MHOroypoBHeBble cnvcku goctyna (ACL) um
ayTeHTudukaumo nonb3osartenen (802.1X) yepes TACACS+ n RADIUS.
Onsa noBbILEHWS MPOU3BOAMTENBLHOCTU UM Oe30MmacHOCTU KOMMyTaTop
DGS-3630-52PC obecneunBaet nogaepxky VLAN, Bknouyasi NpoTokon
GVRP u crangapt 802.1Q. Ona ctabunbHOW paboTbl TakMx CETEBbIX
cepsucoB, kak VolP, a Takke npoBedeHVUs BUOEOKOHMEPEHLMN
KOMMYyTaTop MnoAAepXvBaeT LUMPOKUIA Habop dyHkumii QOS, koTopble
rapaHTUpyIOT, YTO KPUTUYHbIE K 3aAepXkKkam ceTeBble cepBuchbl ByayT
obcnyxmBaTbCs B NPUOPUTETHOM pexume. [ns 3awmtbl KOMMyTaTopa ot
BpefoHocHoro Tpadgmka B DGS-3630-52PC peanusoBaHa cyHkums D-
Link Safeguard Engine.

BHellHero uctoyHuka nuraiua DPS-700)

FMbkocTb ynpaBneHus

YnpaenexHume kommytatopoMm DGS-3630-52PC MOXeT OCyLLeCTBNSATLCS
npu nomoLun mnHTepdenca komangHon ctpokm (CLI), Web-uHTepdernica,
npotokona SNMP. [Ons nepBoHayanbHOM HACTPOMKM UCMOMb3yeTcs
ytunuta D-Link Network Assistant. Hanuuve koHconbHoro nopta c
uHTepdericom Mini-USB genaet npouecc HacTpoiiku Gonee ynobHbIM,
MOCKONbKY AN MOAKMIOYEHUS KOHCONW He TpebyeTcs AOMOMHUTENbHbIN
nepexodHuK. Takke OOCTyNMHA BO3MOXHOCTb yrpaBrneHUs KOMMyTaTopoM
Yepe3 HesaBUCKMMbIN BblgeneHHbln nopt Out-of-band. Hanuwune USB-
nopta MO3BONSAET COXPaHATb CUCTEMHbIE XXypHanbl, KOHUrypaumm u
06pasbl MO Ha BHewHue USB-Hocutenu. Mogaepxka dyHkumii DHCP
Auto-configuration n Auto-image gaeT BO3MOXHOCTb 3arpyxaTb paHee
CO3[aHHYH KOH(Urypaumio Ha HECKOSIbKO KOMMYTaToOpOB aBTOMaTUYEeCKH.
Kpome Toro, DGS-3630-52PC noppepxmeaeT npotokon OpenFlow 1.3,
YTO NO3BONSET YNPaBnsATb KOMMYyTaTOpamu C MOMOLLBIO KOHTponnepa
OpenFlow*.

Power over Ethernet

48 nopToB AaHHOrO KOMMyTaTopa noaaepxmearT ctaHgapT IEEE 802.3at
PoE. Kaxgbwi nopt PoE nopaetr nutanme mowHocTbto go 30 BT npum
obwem 6Grogpkete kommyTatopa 370 BTt (740 BT npu ucnonb3oBaHuu
BHELUHEro UCToYHUKA NuTaHus DPS-700°), 4To NosBonsieT nosb3oBarensm
nogkntoyate  k  DGS-3630-52PC  ycTpoicTBa, COBMECTUMbIE  CO
ctaHgaptom 802.3at. 310 nosBonsieT pasMewatb obopydoBaHue B
TPYAHOAOCTYMHbLIX MEeCTax BHE 3aBMCMMOCTM OT  PacronoXeHus
3MEKTPUYECKUX PO3ETOK M MMHUMM3NPOBATL NPOKNaaKy kabens.

TexHonorua Green

DGS-3630-52PC noppaepxuBaeTr TexHonornio D-Link Green, kotopas
NMO3BOSISIET UCMOMNb30BaTb PEXMM COXPaHEHWUST SHEPTU U dyHKUMo Smart
Fan®, cHMaUTb TennoBsbldeneHve, a Takke aBTOMaTMYECKM yMeHbLuaTb
3HepronoTpebneHne B 3aBUCMMOCTM OT AnWHbl  Kabensi. PyHKumsA
aHeprocbepexeHuss obecrneynBaeT aBTOMaTUYECKOE OTKITIOYEHNE NUTAHKSA
HeaKTUBHbIX MOPTOB U uHAukaTopoB. OyHkuust Smart Fan obecneunBaet
aBTOMaTUYECKOE perynupoBaHWe CKOPOCTM BpaLLUEHUs! BCTPOEHHbIX
BEHTUNISTOPOB B 3aBUCMMOCTU OT TeMrepatypbl, YTO Takke Mo3BoNsSeT
3KOHOMUTb 3MIEKTPOIHEPTUIO U CHU3UTL YPOBEHD LUYMa.
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TexHMYecKne XxapakKTepUCTUKKN
AnnapaTtHoe obecneyeHune

Mpoueccop * BCM56340 (1 Mwu)

OnepaTunBHas NnamMaTb *1T7b

Flash-namsaTb *1Tb

MHTepdelich * 44 nopta 10/100/1000Base-T ¢ nogaepxkon PoE

4 xom6o-nopTa 10/100/1000Base-T/SFP (noptbl 10/100/1000Base-T ¢ nogaepxkon PoE)
4 nopta 10GBase-X SFP+

KoHconbHbIN NopT ¢ pasbemom RJ-45

KoHconbHbI nopT Mini-USB

MopT ynpaeneHus 10/100/1000Base-T ¢ paz3bemom RJ-45 (Out-of-band)

CurHanbHbIV NOpT ¢ pasbeMom RJ-45

Mopt USB 2.0 Tum A

MHaunkaTopsl * Power * RPS
* Link/Activity/Speed (Ha nopT) * PoE
* Console * Fan Error
* MGMT * Stack ID
* USB

Pasbem nutanus Pasbem ans noaknoYeHns nutanns (nepeMeHHbINn TOK)

PasbeM 4ns NoaKMHYEHNs: PE3EePBHOTO UCTOYHMKA NuTaHus DPS-700°

CTtaHpapTbl U PyHKUMK |IEEE 802.3 10Base-T

IEEE 802.3u 100Base-TX

IEEE 802.3ab 1000Base-T

IEEE 802.3z 1000Base-X

IEEE 802.3ae 10GBase-X

Ynpaenexue notokom |IEEE 802.3x B pexxvume nonHoro gynnekca
* ABTOoMaTuyeckoe onpegenexHne MDI/MDIX

[Mpoun3BoaNTENBHOCTb

KommyTauunoHHas * 176 lowt/c
martpuua
MeToga komMmyTaumm

Store-and-forward

Makc. ckopocTb
nepeHanpasneHuns 64-
6aNTHbIX NakeToB
Paamep Tabnmubl MAC-
agpecoB

Pasmep Tabnuupl
mapLupyTusaumm IPv4
Pasmep Tabnuupl
MapLipyTu3aumu IPve
Pa3mep Tabnuubl * 32K 3anucein’
KommyTauum L3 IPv4
Pa3mep Tabnuubl
KoMmmyTauum L3 IPv6
Bydep naketoB * 4 Mb

130,95 Mpps

68K 3anucen’

16K 3anucen

7K 3anucen

16K 3anucen’

Jumbo-gpenm * 12Kb
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[NporpammHoe obecnevyeHune Standard Image (S|

CrekupoBaHue * ®usunyeckoe cTekmpoBaHue * BupTyanbHoe cTekmpoBaHue
- Monoca nponyckanus: go 80 Mout/c - D-Link Single IP Management
- o 9 ycTponcTB B cTeke - [lo 32 ycTpoWcTB B BUPTYyarbHOM CTeke
- KonbueBasi/nuHerHas Tononorus - Monoca nponyckaxus: go 20 6ut/c
PyHKUMM 2 YPOBHSA * Ta6nuua MAC-agpecos: ao 68K sanucen’ * ERPS (Ethernet Ring Protection Switching) version 2
* YnpaBneHue noTokom * 3epkanvpoBaHve NopToB
- 802.3x B pexxume NosiHOro gynnekca - One-to-One
- MpepoTBpalleHne brokuposok HOL - Many-to-One
* Spanning Tree Protocol - Mopoepxka 3epkanupoBaHnsa Ans Bxoasiero/
-802.1D STP ucxopasiero/Tpadurka B 060Mx HanpaBneHnsx
- 802.1w RSTP - Noppepxka 4 rpynn 3epkanupoBaHusi
- 802.1s MSTP * 3epkanvpoBaHue NOTOKOB
- Root Guard (Restriction) - Mopaepxka 3epkanupoBaHnsa Ans BXOAsALEro Tpaduka
- Loop Guard * 3epkanvpoBaxue VLAN
* Link Aggregation * RSPAN
- 802.1AX * L2 Protocol Tunneling (L2PT)
- 802.3ad * Multi-Chassis Link Aggregation Group (MLAG)*
- Makc. 32 rpynnbl Ha yCTPONCTBO/8 NOPTOB Ha rpynny
VLAN * 802.1Q * Ipynnel VLAN
* 802.1v VLAN Ha ocHOBE NpOTOKOSOB - Makc. 4K VLAN-rpynn
* Double VLAN (Q-in-Q) - Makc. VID: 4094
- Q-in-Q Ha ocHoBe nopToB * ISM VLAN ans IPv4/IPv6 (Multicast VLAN)
- Selective Q-in-Q * Voice VLAN
* VLAN Ha ocHoBe nopToB * Auto Surveillance VLAN
* VLAN Ha ocHoBe MAC-aapecos * VLAN Trunking
* VLAN Ha ocHoBe noaceten * GVRP: po 4K gnHamunyeckux VLAN-rpynn
* Private VLAN * Asymmetric VLAN
MHoroaapecHas * MLD Snooping * IGMP Snooping
paccbinka 2 ypoBHS - MLD vin2 - IGMP v1i2/v3
- Mopnepxka no 4K rpynn’ - NMopaepxka no 8K rpynn’
- MLD Snooping Fast Leave Ha ocHoBe y3na - Noppepxka 64 cTaTU4ECKNX MHOrOaAPECHbIX rpynmn
- Mopaepxka 64 cTaTUHECKUX MHOroaApeCHbIX rpynn - IGMP Snooping Ha VLAN
- MLD Snooping Querier - IGMP Snooping Querier
- MLD Snooping Ha VLAN - IGMP Snooping Fast Leave Ha ocHoBe y3na
- MLD Proxy Reporting * PIM Snooping
®yHKUMM 3 YpOBHSA * IPv4 ARP/IPv6 ND: noagepxka go 32K/16K” * TyHHenupoBaHue IPv6
- 512 ctatuyeckux 3anucert ARP - Cratnyeckoe
* Gratuitous ARP - ISATAP
* UnTepdpeiic IP -GRE
- Mopaepxka 256 MHTepdenco - 6to4
* Wntepdpeiic Loopback * VRRP v2/v3
* Proxy ARP * IP Helper
- Moppepxka Local ARP Proxy
MapwpyTtunsaums 3 * MNoppepxka 16K annapaTHbIX 3anvMcen MapLupyTusauum no * MapupyT IPv4/IPv6 no ymonuyaHuto
YPOBHS IPv4/IPv6 * PBR (Policy-based Route)
- 1 3anucb Ha kaxablin MapLupyT IPv4 * Null Route
- 2 3an1cu Ha Kaxabln mapLupyT IPve * Route Preference
* MNoppepxka oo 32K annapatHbIx 3anucent kKoMMmyTaumm L3 * Route Redistribution
no [Pv4/IPve’ . * Graceful Restart (GR) Helper
- 1 3anuce Ha kaxblii MapwpyT IPv4 * BFD (Bidirectional Forwarding Detection)
- 2 3anM1cu Ha Kaxnablit MapLpyT IPv6 - Ctatnueckasi MapLupytusaums IPv4/v6
* CraTnueckasi MapLupyTusaums -RIP
- Makc. kon-Bo 3anuceit IPv4: 512 -VRRP
- Makc. kon-Bo 3anucen IPv6: 256 * RIP viiv2/ng
MHoroaapecHas * dunbtpauus IGMP/MLD
pacceblifika 3 ypoBHs
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KauectBo obcnyxumBaHus

(Qos)

802.1p

8 ouepepnen Ha nopT

O6paboTka ouepegen

- Strict Priority (SP)

- Weighted Round Robin (WRR)

- Strict + WRR

- Weighted Deficit Round Robin (WDRR)
KoHTponb neperpysku

- Weighted Random Early Detection (WRED)

* 802.1Qbb Priority-based Flow Control (PFC) ans nopta

10GBase-X

* YnpaBneHve nonocomn nponyckaHus

- Ha ocHoBe nopta (Bxogsiee/ucxogsiiee, C MUH.
3HauyeHvem 8 Kbut/c)

- Ha ocHoBe noToka (Bxogsiiee/vcxoasiiee, C MyH.
3HayeHuem 8 Kout/c)

- YnpaeneHve nonocow nponyckaHus no o4epeau (C MyH.
3HayeHvem 8 Kbut/c)

* MNopaepxka criegyoWwmx AeNCTBUN AN NOTOKOB

- Metka npuoputeta 802.1p
- Metka npegnoytexusi IP/DSCP
- QoS Ha ocHoBe BpeMEHM

* CoS Ha ocHoBe:

- MNopTta kommyTaTopa

- Ouepepent npuoputeTos 802.1p
- BHyTpeHHero/BHeLwHero VID
- MAC-agpeca

- EtherType

- IP-agpeca

-ToS

- IP Precedence

- DSCP

- Tvna npoTokona

- Nopta TCP/UDP

- Knacca IPv6-Tpachmka

- MeTku notoka IPv6

Tpu LBeTa MapKMpOBKK
-trTCM

-sITCM

Cnucku ynpasneHus
poctynom (ACL)

* ACL Ha ocHose:

- MpunoputeTa 802.1p
-VID

- MAC-agpeca

- Ether Type

-LLC

- VLAN

- IP-agpeca

-ToS

- IP Precedence

- Mackn DSCP

- Tvna npoTtokona

- Homepa TCP/UDP-nopTta

- Knacca IPv6-Tpaduka

- MeTku notoka IPv6

Makc. kon-so 3anucent ACL:

- Bxogsawmx (annapatHbix): 4K
- Nexopawmx (annapatHbix): 1K
- Kapta goctyna VLAN: 3K

* ACL no pacnucaHnuio

TexHonorus Green

* OKoHOMUS QNEKTPO3HEepPrun 3a cHeT:

- OnpepeneHusi ctaTyca coeanHeHus
- Onpegenexust onvHbl kabens
- BbIKnio4eHUs MHANKaTopoB

- BbikntoveHusi noptos

- Ncnonb3oBaHus cnswero pexvma

- PoE no pacnucaHuio: BbIKMOYeHNE/BKIOYEHE NOPTOB C
nogaepxkon PoE no pacnucaHuio

BesonacHocTb

* Port Security

- Noppepxka oo 12K MAC-agpecos Ha nopt/VLAN/cuctemy

* 3awwura oT LLII/IpOKOBeLIJ,aTeJ'IbHOI'O/MHOFoa,D,peCHOFO/

0[HOaAPECHOTO LTOPMA

* D-Link Safeguard Engine

dyHkumna DHCP Server Screening

* Dynamic ARP Inspection

IP Source Guard

* DHCP Snooping
* IPv6 Snooping

DHCPv6 Guard

* IPv6 Route Advertisement (RA) Guard

IPv6 ND Inspection

* OGHapyxeHue npobrnem, CBsi3aHHbIX C COBMaAeHNEM

ceTeBblX agpecoB

MpepotBpalyeHne atak ARP Spoofing
- Makc. konn4yecTBo 3anucen: 64
* L3 Control Packet Filtering
* Unicast Reverse Path Forwarding (URPF)
CermeHTauums Tpadmka
* SSL

- MNoppepxka TLS 1.0/1.1/1.2

- Noppepxka goctyna IPv4/IPve
* SSH
- NMoppepxxka SSH v2
- Noppepxka goctyna IPv4/IPve
MpepoTBpalleHue atak BPDU
MpepoTBpalleHne atak DoS
* dunbrpaumns NetBIOS/NetBEUI
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VLAN

Precision Time Protocol (PTP)
Web-uHTepdenc

- Noppepxka poctyna IPv4/IPv6

- Noppepxka SSL (HTTPS)
NHTepdenc komanaHou ctpokn (CLI)
Telnet-cepep ans goctyna IPv4/IPv6
Telnet-knueHT ans IPv4/IPv6

* SNMP

- Moppepxka v1/v2c/v3

- Noppepxka poctyna IPv4/IPv6
SNMP Trap

* TFTP-knueHT ans IPv4/IPv6e
FTP-knuenT ana IPv4/IPve

IPv4 SFTP-cepBep

* RCP

CucTeMHbIN xypHan ansa cepsepa IPv4/IPv6
* SMTP

RMON v1

- Moppepxka 1, 2, 3, 9 rpynn

RMON v2

- Noppepxka rpynnbl ProbeConfig
KypHanupoBaHue BBOANMbIX KOMaHA

* Super VLAN

AAA * AyTeHTudukaums 802.1X: * YnpaBneHue goctynom Ha ocHoBe MAC-agpecoB (MAC):
- YnpaBsneHue JOCTyNom Ha OCHoBe nopralyana - YnpaBrneHue JOCTYNOM Ha OCHOBe nopTalyana
- HasHavenve nonutuku Identity-driven - Hasnavenune nonutukn ldentity-driven
- OnHamun4deckoe HasHaveHne VLAN - OnHamunyeckoe HasHayeHne VLAN
- YnpaBneHue nonocow nponyckaHus - YnpaBrneHne nonocown nponyckaHus
- Hasnavenne ACL - Hasnavenne ACL
* YnpaeneHue goctynom Ha ocHoBe Web (WAC): * Guest VLAN
- YnpaBneHue 4OCTyNnOM Ha OCHOBe nopTta/ysna * Microsoft® NAP
- HasHauenve nonutuku ldentity-driven - MNoppepxka 802.1X NAP
- DnHammnyeckoe HasHaveHne VLAN - Nognepxxka DHCP NAP
- YnpasrneHve rosiocon nponyckaHus * YpoBeHb nNpuBunernin ans Joctyna K ynpasneHuo
- Hasnauerune ACL * AyTeHTudukaums Ha ocHose RADIUS n TACACS+
- MNoaaepxka pocryna IPv4/IPv6 * Authentication Database Failover
- NMopnepxka HTTPS * RADIUS/TACACS+ Accounting
* Compound Authentication
OAM * [vnarHocTuka kabens ° Y.1731 OAM
* 802.3ah Ethernet Link OAM * PyHKUMSA LMPOBOro KOHTPOMSA NapameTpoB
* D-Link Unidirectional Link Detection (DULD) npoussoanTensHocTu TpaHcmeepa DDM (Digital Diagnosics
* Dying Gasp Monitoring)
* 802.1ag Connectivity Fault Management (CFM)
Ynpaenexue * NTP v3/v4 * LLDP/LLDP-MED

D-Link Discover Protocol (DDP)

DHCP Client option 12

DHCP Auto-configuration

DHCP Auto-image

DHCP Relay option 60/61/62/18/37/82/125
DHCP/DHCPV6 Local Relay

DHCP-cepBep

- NMoppepxka HasHayeHus agpeca IPv4/IPv6
DHCPV6 Prefix Delegation (PD)
Moppepxka Heckonbkux Bepcuii MO / Mopaepkka HECKOMbKUX
BepCcun KoHdUrypauum

DNS Relay ans IPv4/IPv6

DNS-knueHT ans IPv4/IPv6

KomaHnael otnagkm

BoccraHoBnenune napons

LLincbposaHue napons

Ping/Traceroute gns IPv4/IPv6

Microsoft® Network Load Balancing (NLB)
Switch Resource Management (SRM)
sFlow

D-Link License Management System (DLMS)
PD Alive

®dyHkumu Enhanced Image (EI)

MapwpyTtusaums 3
YPOBHS

* BFD (Bidirectional Forwarding Detection)
- OSPF
* BGP
- BGP v4/v4+
- 4bytes AS
- Text/MD5 ansa BGP v4
* VRF-Lite
- CraTtnyeckas mapLupytusaums |Pv4
- RIP v1iiv2
- OSPF v2
-BGP v4

* OSPFv2/iv3
- Makc. konnyectso OSPF areas: 16
- Stub area
- NSSA area ana OSPF v2
- MaccuBHbIN NHTEPdENC
- Text/MD5 Authentication gnsa OSPF v2
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MHoroagpecHasi * IGMP v1/v2/v3 * PIM-DM/SM/SSM/SDM
paccbifika 3 YpoBHA * MLD v1/v2 * SSM Mapping ans IPv4/IPv6
* IGMP/MLD Proxy * Multicast Source Discovery Protocol (MSDP)
* DVMRP v3
®yHkumm MPLS Image (MI)
MapuwpyTtusaums 3 * 1S-IS v4/v6
YPOBHS1
MPLS * Label Distribution Protocol (LDP) * BGP/MPLS VPN
* PHP - MHoronpoTokonbHble pacumnpenus ans BGP4
* Virtual Private Wire Service (VPWS) - Virtual Routing Forwarding (VRF)

* Virtual Private LAN Service (VPLS) LSP/VCCV/MPLS Ping/Traceroute

Crangaptel MIB/IETF * RFC 1065, RFC 1066, RFC 1155, RFC 1156, RFC 2578 MIB Structure
RFC 1212 Concise MIB Definitions

RFC 1213 MIBII

RFC 1215 MIB Traps Convention

RFC 1493, RFC 4188 Bridge MIB

RFC 1157, RFC 2571, RFC 2572, RFC 2573, RFC 2574, RFC 2575, RFC 2576 SNMP MIB
RFC 1442, RFC 1901, RFC 1902, RFC 1903, RFC 1904, RFC 1905, RFC 1906, RFC 1907, RFC 1908, RFC 2578, RFC 3418,
RFC 3636 SNMPv2 MIB

RFC 271, RFC 1757, RFC 2819 RMON MIB

RFC 2021 RMONv2 MIB

RFC 1398, RFC 1643, RFC 1650, RFC 2358, RFC 2665, RFC 3635 Ether-like MIB
RFC 2668 802.3 MAU MIB

RFC 2674, RFC 4363 802.1p MIB

Interface Group MIB

RFC 2618 RADIUS Authentication Client MIB

RFC 4022 MIB for TCP

RFC 4113 MIB for UDP

RFC 2620 RADIUS Accounting Client MIB

RFC 2925 Ping & TRACEROUTE MIB

TFTP uploads and downloads (D-Link MIB)

Trap MIB (D-Link MIB)

RFC 4293 IPv6 MIB

RFC 4293 ICMPv6 MIB

Entity MIB

RIPv2 MIB

OSPF MIB

IPv4 Multicast Routing MIB

PIM MIB for IPv4

IP Forwarding Table MIB

RFC 4884 Extended ICMP to support Multi-Part Messages

RFC 4293 |IPv6 SNMP Mgmt Interface MIB

DDM MIB (D-Link MIB)

Private MIB

MIB for D-Link Zone Defense

DDP MIB

LLDP-MED MIB

* RFC 791 1P

RFC 768 UDP

* RFC 793 TCP

RFC 792 ICMPv4

* RFC 2463, RFC 4443 ICMPV6

RFC 826 ARP

RFC 1338, RFC 1519 CIDR

* RFC 2474, RFC 3168, RFC 3260 Definition of the DS Field in the IPv4 and IPv6 Headers
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PoE
CraHpapt PoE

* RFC 1321, RFC 2284, RFC 2865, RFC 2716, RFC 1759, RFC 3580, RFC 3748 Extensible Authentication Protocol (EAP)
RFC 2571 SNMP Framework

* RFC 2572 SNMP Message Processing and Dispatching

RFC 2573 SNMP Applications

* RFC 2574 User-based Security Model for SNMPv3

RFC 1981 Path MTU Discovery for IPv6

RFC 2460 IPv6

RFC 2461, RFC 4861 Neighbor Discovery for IPv6

RFC 2462, RFC 4862 IPv6 Stateless Address Auto-configuration

RFC 2464 |Pv6 over Ethernet and definition

RFC 2767 Dual Stack Hosts using the ‘Bump-In-the-Stack’ Technology
RFC 3513, RFC 4291 IPv6 Addressing Architecture

RFC 2893, RFC 4213 IPv4/IPv6 dual stack function

* RFC 3484 Default Address Selection for Internet Protocol version 6

* PoE MIB

* RFC 3621 Power Ethernet MIB

* |IEEE 802.3af
* |EEE 802.3at

[MopTbl ¢ NogAepKKon
PoE

* MopTbl 1-48

BrogxeT mowHocTn PoE

Pa3mepsbl (O x LU x B)

* 370 BT (npu ncnonb3oBaHWM BHeLLHero nctoyHuka nutanmus DPS-700 6roaxeT PoE coctaBnsiet 740 BT; makc. 30 BT Ha nopT
PoE)

dunsnyeckne napameTpbl

* 441 x 380 x 44 mm

Bec

MuTaHne Ha Bxoae

* 6,3 kr

YenoBua akcnmyaTaLmuM

OT1 100 o 240 B nepemeHHoro Toka, 50/60 Iy,

Makc. noTpebnsemas
MOLLHOCTb

485 BT (dbyHKuMa PoOE BkrioveHa)
54,1 BT (cpyHkumsa PoE BbikntoyeHa)

MoTpebnsiemas
MOLLHOCTb B pexume
OXngaHus

44,6 BT

TennoBblgeneHne

1 653,85 BTE/4ac

MTBF (4acbl)

199 929,76

YpoBeHb Wwyma

Mpu BbICOKOW ckopocTu BeHTUnaTopa: 51,9 ob
Mpwn HK3KoW ckopocTu BeHTUnaTopa: 47,9 ab

3alumTa oT cTatu4eckoro
aneKTpnyecTBa

Moppepxka 3alMTbl OT CTAaTMYECKOrO SMEKTpMYeCcTBa Ha MeAHbIx nopTtax (ctaHaapT IEC61000-4-5)

Cuctema BeHTUNALMN

4 BeHTUNATOPA®

Temnepatypa

Pabouas: ot -5 o 50 °C * XpaHenus: ot -40 no 70 °C

BnaxHocTb

* Mpwu akcnnyataumu: ot 10% go 95% 6e3 koHaeHcaTa * Mpu xpaHeHun: ot 5% o 95% 6e3 koHaeHcaTa
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noapepxkon PoE 802.3af/at (30 Bt), PoE-6romxeTt 370 BT; 740 BT npn ucnonb3oBaHum
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KomnnekT noctaskw |

* KaGenb nutaHus

KomnnekT ons MoHTaxa
4 pe3nHOBbIE HOXKMN

* KommyTtaTtop DGS-3630-52PC
KoHconbHbI kabenb (¢ pasbemamm RJ-45 n RS-232)

KoHconbHbIN kabenb (¢ pasbemamun USB 1 Mini-USB)
2 KpenexXHblX KPOHLUTEHA Anst yCTaHOBKW B 19-A101AMOBYHO CTOMKY

KpaTkoe pyKoBOACTBO MO yCTaHOBKe

Modersb

Mpouee

BesonacHocTb * cUL * CCC
* CB * BSMI
* CE

EMI/EMC * CE * VCCI
* FCC Class A * BsSwmI
* C-Tick * Ccc

MHdopmauusa ans sakasa

OnucaHue

DGS-3630-52PC/*SI

[ononHuUTENbHbIE NULI
DGS-3630-52PC-SE-LIC

Ynpasnsiemblin CTEKMpPyEMbIi KOMMyTaTop 3 YpoBHsi ¢ 44 noptamu 10/100/1000Base-T, 4 komGo-noptamu 100/1000Base-T/SFP, 4
noptamu 10GBase-X SFP+ 1 nporpammHbiM o6ecneyeHvem Standard Image (SI) (48 nopToB ¢ nogaepxkon PoE 802.3af/at (30
BT), PoE-6togxeT 370 BT; 740 BT npu MCnonb3oBaHWM BHELLHEro UCTOYHMKA nuTaHus DPS-700)

€H31n 0OHOBMNEHUS

JInueHsuns Ha obHoBNeHNe nporpammHoro obecneyeHns ¢ Standard Image (Sl) Ha Enhanced Image (El) ans kommytaTtopa DGS-
3630-52PC

DGS-3630-52PC-EM-LIC

JlnueHsus Ha obHoBNeHNe nporpammHoro obecneyeHus ¢ Enhanced Image (El) Ha MPLS Image (M) ans kommyTtatopa DGS-3630-
52PC

DGS-3630-52PC-SM-LIC

DV-700-N25-LIC

[ononHuTensHoe nporpaMMHoe oGecneyeHne |

JIvueHsnsa Ha obHoBneHne nporpammHoro obecneyenns ¢ Standard Image (Sl) Ha MPLS Image (MI) ans kommyTtaTtopa DGS-3630-
52PC

D-View 7 ¢ nuueHsunen Ha 25 y3nos

DV-700-N50-LIC

D-View 7 ¢ nuueHsunen Ha 50 y3nos

DV-700-N100-LIC

D-View 7 ¢ nuueHsmer Ha 100 ysnoB

DV-700-N250-LIC

D-View 7 ¢ nuueHsunen Ha 250 ysnos

DV-700-N500-LIC

D-View 7 ¢ nuueHsunen Ha 500 ysnos

DV-700-N1000-LIC

D-View 7 ¢ nuueHsunen Ha 1000 y3nos

DV-700-P5-LIC

D-View 7 ¢ 5 nuueH3nsaMmn ans npomMexyToUHbIX CEpBEPOB

DV-700-P10-LIC

D-View 7 ¢ 10 nuueH3nsaMn 4ns NpoMeXXyTO4YHbIX cepBepoB

DV-700-P25-LIC

D-View 7 ¢ 25 nuueH3nsamu 4ns NnpoMexXyTOo4YHbIX cepBepoB

DV-700-P50-LIC

D-View 7 ¢ 50 nuueH3namu ans npoMexyToYHbIX CEpBEPOB

DV-700-P100-LIC

D-View 7 co 100 nuueH3nsmu Ans NpoMeXyTOYHbIX CEPBEPOB
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HononHutensHble SFP+ TpaHcmBepbl

DEM-431XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-SR ans MHoromogoBoro onTtuyeckoro kabens (o 300 m)
DEM-432XT TpaHcuep SFP+ ¢ 1 noptom 10GBase-LR gns ogHomogoBoro ontuyeckoro kabens (ao 10 km)
DEM-433XT Tpaxcuep SFP+ ¢ 1 noptom 10GBase-ER ansi ogHomogoBoro ontudeckoro kabens (4o 40 km)
DEM-434XT Tpaxcuep SFP+ ¢ 1 noptom 10GBase-ZR anst ogHoMogoBoro ontudeckoro kabens (4o 80 km)

DEM-436XT-BXD

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1330 Hm, Rx: 1270 Hm) ans ogHomogoBoro onTtuyeckoro kabens (ao 40 km)

DEM-436XT-BXU

WDM TpaHcusep SFP+ ¢ 1 noptom 10GBase-LR (Tx: 1270 Hm, Rx: 1330 HM) ans ogHomogoBoro onTtuyeckoro kabens (ao 40 km)

JononHuteneHble SFP-TpaHCcUBeEpsI

DGS-712 SFP-tpaHcmBep ¢ 1 noptom 1000Base-T (go 100 m)

DEM-210 SFP-tpaHcusep ¢ 1 noptom 100Base-FX ansi ogHoMo40BOro ontuyeckoro kabens (ao 15 km)

DEM-302S-LX SFP-tpaHcuBep ¢ 1 noptom 1000Base-LX gns ogHoMogoBoro ontuyeckoro kabens (4o 2 km)

DEM-310GT SFP-TpaHcuBep ¢ 1 noptom 1000Base-LX anst ogHomogoBoro onTudeckoro kabens (go 10 km)

DEM-311GT SFP-tpaHcusep ¢ 1 noptom 1000Base-SX ansi MHoromofoBoro ontuyeckoro kabens (4o 550 m)

DEM-312GT2 SFP-TpaHcuBep ¢ 1 noptom 1000Base-SX+ ansi MHOroMo4OBOro ONTMYeckoro kabens (4o 2 km)

DEM-314GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-LHX gns ogHomopoBoro ontuyeckoro kabens (4o 50 km)

DEM-315GT SFP-tpaHcuBep ¢ 1 noptom 1000Base-ZX ans ogHomMoaoBoro ontuyeckoro kabens (go 80 km)

DEM-220T WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ansi o4HOMOAOBOrO onTudeckoro kabens (ao 20 km)
DEM-220R WDM SFP-tpaHcuBep ¢ 1 noptom 100Base-BX-U (Tx:1310 Hm, Rx:1550 HM) ans ogHomogoBoro ontuyeckoro kabens (go 20 km)

DEM-302S-BXD

WDM SFP-tpaHcuep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Anst 0AHOMOAOBOrO ONTUYECKOro kabens (8o 2 km)

DEM-302S-BXU

WDM SFP-tpaHcuep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Anst ogHOMOZAOBOrO ONTUYECKOro kabenst (4o 2 km)

DEM-330T WDM SFP-tpaHcuep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHOMOAO0BOro onTuyeckoro kabens (8o 10 kv)
DEM-330R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHoMoaoBoro ontuyeckoro kabens (8o 10 km)
DEM-331T WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-D (Tx:1550 HM, Rx:1310 HM) Ans ogHOMOAOBOro onTuyeckoro kabens (8o 40 kv)
DEM-331R WDM SFP-tpaHcuBep ¢ 1 noptom 1000Base-BX-U (Tx:1310 Hm, Rx:1550 HM) Ans ogHOMOAOBOro ontuyeckoro kabens (8o 40 kv)

DEM-331T/20KM

WDM SFP-tpaHcuep ¢ 1 noptom 1000Base-BX-D (Tx:1550 Hm, Rx:1310 HM) Ans ogHOMOAOBOrO onTuyeckoro kabens (8o 20 kv)

DEM-331R/20KM

WDM SFP-tpaHcuep ¢ 1 noptom 1000Base-BX-U (Tx:1310 HM, Rx:1550 HM) Ans ogHoMoAoBoro ontuyeckoro kabens (8o 20 km)

[ononHutenbHble kabenn 10G SFP+

DEM-CB100S MaccuBHbIl kabenb 10GBase-X SFP+ anuHoi 1 M Ansi NpsiMOro NoAKMoYeHus!
DEM-CB300S MaccuBHbIV kKabenb 10GBase-X SFP+ gnvHon 3 M Ans npsiMoro NoAKmMioYeHns
DEM-CB700S MaccuBHbIV kKabenb 10GBase-X SFP+ gnvHon 7 M ons npsiMoro NOAKMioYeHns
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Pe3epBHbIN NICTOYHMK NUTaHUS
DPS-700 Pe3epBHbIN UCTOYHWK NUTaHMS anst kommyTtaTopos (589 BT)

1 O6HoeneHue npoepammHozo obecrieyerus ¢ Standard Image (SI) Ha Enhanced Image (El) dnsi kommymamopa DGS-3630-52PC ocyuiecmensiemcsi ¢ MOMOWbIO TUUEeH3UU
DGS-3630-52PC-SE-LIC.

2 O6HoereHUe npoepamMmMHo20 obecneqeHus ¢ Standard Image (SI) Ha MPLS Image (MI) dnsi kommymamopa DGS-3630-52PC ocywecmensemcsi ¢ MoMowbko nuyeHsuu DGS-
3630-52PC-SM-LIC, ¢ Enhanced Image (El) Ha MPLS Image (MI) - ¢ nomouwbto nuyeHsuu DGS-3630-52PC-EM-LIC.

3 B cmek moaym 6bimb 06be0UHeHbI Mosibko kKommymamopb! DGS-3630 ¢ o0uHakosebiM npoepamMmHbIM obecriedeHueM. Hanpumep, kommymamopsi cepuu DGS-3630 ¢
npoepamMmHbiM obecriedeHuem S| mo2ym 6bimb 06beOUHEHbI 8 cmeK moribKo ¢ Kommymamopamu DGS-3630 ¢ npozpammHbim obecrieyeHuem Sl.

4 locmynHo & eepcuu npoepammHo2o obecreyerus R2.10.

5 He exodum & KoMriekm rnocmasKu.

8 [o ymonuaHuro ycmaHoerneHa HU3Kasi ckopocms eeHmunamopa. Mpu memnepamype ebiwe 37 T ckopocmb seHmunissmopa ysenudusaemcs. [pu memnepamype om 22 0o 27
T seHmunsimop pabomaem Ha cpedHel ckopocmu. lNpu memnepamype Huxe 22 T CKOPOCMb 8eHMUIISIMOPA YMEHbWAEMmCs.

7 [laHHbIEe OCHOBaHbI Ha MaKCUMarlbHbIX 3HauyeHuUsIx nokazamenel ¢yHkyuu Switch Resource Management (SRM).

O6HoBneHo 25/01/2018

D-Link

Building Networks for People

Xapakmepucmuku mo2ym 6bimb UsMeHeHb! 6e3 yeedoMIeHUs.
D-Link siensiemcs 3apeaucmpupogaHHoli mopaoegoli mapkol D-Link Corporation/D-Link System Inc.




