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1. Scenario 1 - Basic L2 Edge Setup: 1 Unified
Switch + 2 APs

The diagram in this scenario shows a very basic L2 edge network configuration with one
Unified Switch and two access points. All devices are in the same L2 domain.

The objectives in this setup are as follows:

SSID:
Guest

Set up the minimum configuration for multiple APs.

Configure an AP with a static IP.

Configure an ACL to prevent wireless clients from accessing the Unified Switch1
management interface.

Configure DHCP on the Unified Switch for wireless client address assignment.
Understand some of the D-LINK Wireless Access Point features.

wsi1
10.90.90.90/8

Network i
|
| SSID:
Guest Network
AP1 10.90.90.91/8
- ‘
AP2 10.90.90.92/8
Seamless Roaming
CL1

An overview of the configuration steps needed for Unified Switch and APs are as
follows:

NousrwnNe

Disable DHCP on the APs and assign a static IP address to AP2.

Configure the Unified Switchl DHCP server & address pool for Guest Network clients.
Configure an ACL to restrict access from clients on the Guest Network.

Attach the APs to Unified Switchl.

Validate the APs to add them to the Valid AP database.

Save the configuration.

Perform tests.
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Table 1 gives the IP addresses used in this scenario. The following steps guide you
through the configuration of the Unified Switch and the Access Point.

Table 1 Scenario 1 IP Addresses

Device Subnet

Unified Switch 10.90.90.90/8 (default)
AP1 10.90.90.91/8 (default)
AP2 10.90.90.92/8

Client Address Pool 10.0.0.1 - 10.0.0.255

To begin the Unified Switch configuration, connect to port 12 (or any other unused port)
from a PC that is on the same subnet (10.0.0.0/8) and launch the web browser using this
IP address: 10.90.90.90. The Unified Switches and the APs will be connected after
completing the entire configuration.

Note: Do not power down the switch before saving the configuration.
Note: The default username is “admin” and there is no password.

1.1 Configure AP Network Settings

DHCP is enabled by default on the APs. However, for this scenario the APs use static IP
addresses. For AP1, you can use the default static IP address of 10.90.90.91, but you
must access the AP CLI to disable DHCP (otherwise, the AP would receive an address
from the switch DHCP server, which you configure in section 1.2). For AP2, you must
access the CLI to disable DHCP and to set a new static IP address so that it does not use
the same IP address as AP1.

To access and configure AP1 and AP2 by using the access point CLI, use the following
steps (Note: You will only have CLI access to the APs prior to them becoming managed
by the Unified Switch. Once they reach managed state, the switch will disable CLI access
to the APs such that a user cannot modify the configuration of the AP while in managed
mode, since in this mode the switch provides configuration information to the AP. It is
possible to place a managed AP in “debug” mode in order to temporarily allow CLI
access to the AP for configuration changes).

1. Physically connect a PCin the 10.0.0.0 subnet to AP1.

2. Telnet to the AP using the default IP address of 10.90.90.91. Use the default username
and password, “admin” and “admin”.

3. Enter the following command to disable DHCP:
set management dhcp-status down
4. Enter the command save-running to save the current AP configuration.
Physically connect a PC in the 10.0.0.0 subnet to AP2.
6. Telnet to the AP using the default IP address of 10.90.90.91.

b
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7. Enter the following command to change the IP address:
set management static-ip 10.90.90.92
8. Telnet to the AP again using the IP address of 10.90.90.92 since your initial session
will be dropped upon changing the address.
9. Enter the following command to disable DHCP:
set management dhcp-status down
10. Enter the command save-running to save the current AP configuration.
11. Enter the command Exit to log out of the AP.

1.2 Configure the DHCP Server

The Unified Switch can function as a DHCP server to assign addresses to wireless (or
wired) clients that connect to each AP. To configure the DHCP Server, you must
configure global settings and the address pool for the clients.

1.2.1 Global DHCP Configuration
Use the following procedures to configure the global DHCP settings.
1. Select the LAN tab from the navigation panel and access Administration > DHCP

Server > Global Configuration.
2. Enable the Admin Mode

1.2.2 Pool Configuration
This section describes how to configure the address pool for the wireless clients.
1. Select Pool Configuration in the Navigation tree.

2. Select Create and specify the following settings:
a. Pool Name — GuestPool

b. Type of Binding - Automatic
c. Network Number —10.0.0.0
d. Network Mask - 255.0.0.0
e. Days-1day

f. Hours-0

g. Minutes -0

h.

Default Router Addresses — 10.90.90.90
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DHCP Server Pool Configuration

Pool Hame GuestPaal v

Type of Binding Automatic v

Network Numher 10.0.0.0

Network Mask 255.000

Prefix Length Dta32) Prefix Length Option Enable l
Lease Time Specified Duration %

Days 1 (0 ta 59)

Hours o {0t 23)

Minutes 0 (0 to 55)

Default Router Addresses
10.90.90.90
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

DNS Senver Addresses
0.0.0.0
0.0.0.0
0.0.0.0

00.0.0 v

1.3 ACL Configuration

The ACL in this scenario prevents wireless clients from accessing the web management
interface of the switch. All other types of traffic are allowed.

The client IP addresses will be in the range 10.0.0.1 to 10.0.0.255, so the ACL needs to
prevent HTTP access from that IP address range.

1. From the LAN menu, navigate to the Access Control Lists > IP Access Control Lists >
Configuration page.

2. From the IP ACL field, select Create New Extended IP ACL from the dropdown menu.

3. Enter 100 in the IP ACL ID field, and then click Submit.

4. From the Rule Configuration page, enter 1 as the Rule ID, Deny as the Action, and
False for Match Every, then click Submit.

5. The screen refreshes with additional fields. Click the Configure button associated
with the appropriate fields and enter the following criteria to deny HTTP traffic from
clients on the Guest Network to the Switch and APs:

=  Protocol Keyword: IP

= Source IP Address: 10.0.0.1

= Source IP Mask: 0.0.0.255 (This is a wildcard mask.)
= Destination IP Address: 10.90.90.1

= Destination IP Mask: 0.0.0.255

= Destination L4 Port: http
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IP ACL Rule Configuration
IP ACL 100
Rule 1 w
Action -
Logaing Fake
Match Every Fale
Protocol Keyword 255 (IF)
Source IP Address 10.90.91.1 -_Confi ure
Source IP Mask 0.0.0.255 .
Source L4 Port
Destination IP Address 10.90.90.1 -_Confi ure
Destination IP Mask 0.0.0.255 .
Destination L4 Port B0 (it
Service Type

6. Create a new rule, enter 2 as the Rule ID, Permit as the Action, and True for Match
Every, then click Submit. The reason for this second rule is that an ACL has an
implicit “deny all” rule at the end. ACL rules are checked in order and the action of
the first to match the flow is taken. If no match occurs, the packet will be dropped.

Rule 2
IP ACL Rule Configuration
IP ACL 100 [v]
Rule Create Rule [V]
Rule ID |2 (1t012)
Action Permit [+
Match Every True [v]

Next, you must attach the ACL to port 0/3 and port 0/13 (the physical ports to which the
APs will be connected) so that the rules are applied to the appropriate wireless client
traffic that goes through the APs connected to the switch.

From the ACL > Interface Configuration page

Select port 0/3 from the Slot/Port dropdown menu.
Select IP ACL as the ACL Type.

Enter 1 as the sequence number, and click Submit.
Repeat the steps to associate ACL 100 with port 0/13.

uhwnN e
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B Lagest . Help

ACL Interface Configuration

SlotPant W3
Direction Inbaund |
ACL Type IPACL »
IF ACL 100 |»
Sequence Mumber 1 (110 4294067295)
List of Assigned ACLs
[SlotPort ________Direction _______ JACLType |ACLIdemtifier |SequenceMumber |

1.4 Wireless Configuration

You configure and monitor all wireless settings from the WLAN tab on the navigation
panel. Since the deployment is an L2 Edge and there are no subnet boundaries to
cross, the switch can use the network management IP address for the wireless
functions.

Note: The Unified Switch component uses an IP address to manage the APs and peer-
switches. In an L2 environment like this scenario no inter-subnet routing is required.
If, however, the scenario involves an L3 environment where wireless components
(including APs and peer-switches) cross subnet boundaries, a routing interface must
be used, such as a loopback interface, to allow routing of control traffic between the
Unified Switch and the APs and peer switches.

It is important to set the correct country code on the switch so that the APs operate in
the correct regulatory domain.

1. To configure wireless features, select the WLAN tab from the left pane and
traverse down the navigation tree to Administration > Basic Setup.

2. Select the Global tab in the right pane and make sure Wireless Switch Operational
Status is enabled.

3. Select the appropriate country code then click Submit to submit the request.

Note: This scenario uses the default AP profile configuration, so you do not need to
configure any AAA/RADIUS, Radio, or SSID settings.

Note: The IP address on the Wireless Global Configuration page is the default
management IP address of the switch (10.90.90.90). This address is “chosen” by the
system for use by the wireless component for communication with the APs and Peer
Switches. If a loopback interface is available, that interface will be selected first.
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B Logovt B Help

| Discovery | Profile | Radio | ssiD | Valid AP | oul |

Wireless Global Configuration

Enable WLAN Switch

Auto IP Assign Mode

WLAN Switch Operational Status Enabled

IP Address 10.90.90.90

Switch Static IP Address ’W

AP Validation
AP MAC Validation ® Local ORADIUS
Require Authentication Passphrase F]

RADIUS Server Configuration

RADIUS Authentication Server Name ‘Default-RADIUS-Server
RADIUS Authentication Server Status Mot Configured
RADIUS Accounting Server Name ‘Default—RADlUS—Sewer
RADIUS Accounting Server Status Mot Configured
RADIUS Accounting F]
Country Code | US - United States b’
Network Mutual Authentication Status Mot Started
Regenerate X.509 Certificate Status Mot In Progress
Manage AP with Previous Release Code F]]

1.5 Device Connections

At this point, all the devices are ready to be connected. After the switch discovers the
APs, they will appear on the Failed list because the MAC addresses of the APs are not
configured in the Valid AP database (i.e. the switch has not been configured to accept
any valid APs).

10.90.90.90
1. Connect AP1 to port 3 of the switch.
2. Connect AP2 to port 13 of the switch.
3. Wait about 60 seconds and click Monitoring > Access Point > AP Authentication
Failure

B Logest B Help

AP Authentication Failure Status

*)-Peer Reporied IF Address Last Failure Type g
O 0004 02-03:06:50 10.27 65141 Mo Database Entry 0d:03:53:29
] 0001 :02:-03-07-10 1027 65170 Mo Database Enlry 0d:02:51:49

| Dilete All ][ Manage || Refresh | [#] Aute Refresh

4. Select the APs to be managed and click Manage to add them to the valid AP
database.

5. Enter the appropriate location and change any other configuration items, such as
the profile ID for the AP, and click Submit.

Page 11



6. To verify the status of APs, click Monitoring > Access Point > Managed Access

Points.

I Statistics |

Summary I Detail | Radio Summary | Radio Detail | Meighbor APs | Neighbor Clients | VAP |

Managed Access Point Status

Switch IP Software Configuration Authenticated
MAC Address Location Port Address Version Age Status Status Profile Radio Channel Clients
00:11:95:35:02:00 04 10.90.90.92 21.0.10 O0d:00:00:04 Managed Success 1-Default 80211y B
00:19:5h:6f:0b:eD 0/ 10.90.90.81 21.09 0d:00:00:05 Managed Success 1-Default 80211y B 8]

7. Toview the local Valid AP database, click Administration > Basic Setup, then click
the Valid AP tab.

Note: The APs get into Failed Access Point list in about 60 seconds. After you select APs
to be managed, the APs enter to fully managed state in about 60 seconds.

1.6 Save Configuration

To save the switch configuration, select Save Changes from the tool bar.

1.7 Verify the Configuration

1. From a wireless client, verify that you can see the “dlink1” SSID.

2. Using a wireless client, connect to dlink1.

3. Check the IP address that the switch DHCP server assigned.

4. Try pinging from a client on the dlink1 network to the switch or AP IP address. The
ping should pass. Try web browsing to the switch IP address. The browse should fail
because of the ACL.

1.8 Feature Tests

This section has some recommended tests you can perform to demonstrate some of the
Unified Access System features. Note that the images in this section show IP address
and other configuration information that is different than the configuration used in
Scenario 1. These images are provide for reference and are not intended to be an exact
match of what you see on your switch.

1.8.1 L2 Start Roaming Test

Try roaming between the two APs (you can simulate this by disconnecting an AP from
the switch port that you are currently associated with, assuming you are utilizing PoE to
power the AP). Check the associated client status to see which AP the client associates
with, and to observe that the client has roamed to be associated with the other AP. If
you start a Ping between the client and the Unified Switch, you will also observe
minimal packet loss during a roam.
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1.8.2 Auto channel adjustment after associating with AP2

To check the current operating channel and to see if any channel adjustment is
required, select the WLAN tab from the navigation panel and traverse down to
Monitoring > Access Point > Managed AP Status.

When an AP is powered up, the Initial Channel Selection (ICS) algorithm is used to select
the best operating channel. The algorithm scans all the available channels (based on the
country code) by counting the number of packets received on each channel and selects
the channel with the lowest packet count.

A second algorithm, Auto Channel Adjustment (ACA) is used to periodically evaluate the
operating channel. The radio must be configured for Auto Channel Adjustment. This can
be done by selecting the Automatic Channel check box in the Radio tab of the Basic
Setup page. By default this parameter is enabled.

Note: Any changes made to the profile configuration must be explicitly applied to the
AP. To apply the profile, navigate to Administration > Advanced Configuration > AP
Profile, select the profile to apply, and click Apply. This will temporarily disable the
radios as the new configuration is applied to the access points that use the profile. In
other words, you can make and submit one or many changes to an AP profile; however,
these configuration modifications will not be applied to the AP until you manually apply
the profile or an AP comes online into managed state after the profile changes are
submitted.

Progovt B Hep

Global | Discovery | Profile | | ssID | Valid AP | oul |

Wireless Default Radio Configuration

AP Profile 1-Default

*1-802 11a/n O 2-802 11bigin

State ®on Ooff Mode IEEE 802.11a/n v
RTS Threshold {bytes) IW (0 to 2347) DTIM Period (# beacons) lm— (1 to 255) .
Load Balancing O Beacon Interval (msecs) W (20 to 2000)
Load Utilization (%) lsg_ {1ta 100)

Maximum Clients 200 (0 to 200) Automatic Power

RF Scan Other Channels Initial Power (%) 100 (1to 100)
RF Scan Sentry
Supported Channels
Auto Eligible

Rate Sets (Mbps)
Basic

44 52 60 100 108 116 124 132 149 157
9 12 18 24 36 48 54
O O o o o

<
REe @g 0 E

Supported

[ Refresh H Clear H Submit ” Next ]
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The Channel adjustment algorithm may be triggered periodically or manually.

To manually adjust the channel plan, use the following steps:

1. Select the WLAN tab from the navigation panel and navigate to Administration > AP
Management > RF Management.

2. Select the Manual Channel Plan tab.

3. Choose 2.4 GHz 802.11 b/g/n and click the Start button to start the process. Use the
Refresh button to check the results of the channel plan.

4. Apply the suggested channel plan by clicking on “Apply” button.

Note: Before manually triggering the adjustment, the Channel Plan History Depth must
be set to 0 or 1. This can be done by changing the Channel Plan History Depth in the
Configuration tab of the RF Management. By default this parameter is set to 5.

B egouvt B wep

Channel Plan History | Manual Channel Plan | Manual Power Adjustments

RF Configuration

Channel Plan (35 GHz (802 11 ain) & 2 4 GHz (802 11 bigin)
Channel Plan Made Z Fioved Time & Manual O intenal

Channel Plan Histary Depth 0 (otei0)

Channel Plan Interval {hours) 6 (sway

Channel Plan Fixed Time [hhomm) ln_ ||:._

Power Adjustment Mode ® Manual O Intaneal

Power Adjustment Interval (minuwtes) |15_ (15 to 1440)

B regest B Hep

Configuration | Channel Plan History | Manual Power Adjustments

Manual Channel Plan

15 GHz (80211 afn) 2.4 GHz (802.11 bigin)
Current Status Algorahm Complete © Ne Change Reguined

Ho proposad channel plan entries exist.

Refrash

You may also manually change the operational channel from the Administration > AP
Management > Advanced page. Select the appropriate channel of the AP radio and
change it to the desired channel on the next screen.
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1.8.3 Rogue AP Detection

To check the rogue AP list, select the WLAN tab from the navigation panel and navigate
to Monitoring > Access Point > Rogue/AP RF Scan Status.

B regovt B wep

AP RF Scan Status

MAC Address Physical Mode Channel Status
[ 00:09 :02:03:07:90 dink 1 802.11a &0 Rogue 0d-02-06-16
[ 00:02:bc:00:13:80 dehiicptestl 802.11h'g 2 Uinkniswn 0d-18:42:20
[ D002 be:00:1 T - ALT-V0LAN-A 802 11big 1 Uinkriown 0d 000716
I 0002 b o001 T oel ALT-VLAN-8 802.11a 157 Unkricssn 0d-08:28-20
[ M:0c:41:dT ea:al b3tcranewapsdgell A02.17b/g 1 Uinknoewn d-01:12:16
[ M0 B 119: 5 becmwpa #0210y 1 Unknown  0d-03:33:00
[ a0t f5:f2:dl becmwpa 802 11big [ Uinkniown 0d-00:01:16
[ 00z 10: 18:82:d 20 Broadcom VAP 802.11a dd Unknown O-01-36:36
[ 00:11:22-33:44:5¢ bbbbbbbbbbbbgn 802.17h'g & Uinkniown 0d-02:59:37
[ a0 15: 3929z a0 becmwpa 802 11bdg 1 Uinkniown 0d 000716
O M7 :9a:d2:02:18 dink1 8302 11b/g 1 Rogue Od-02-22-37
[ 0:1%:Te:08:62:91 WWWifiRouter B02.11b'g 1 Unknown 0d-07:16:23
(] 00: 10:24:30:02: 50 802 11big 1 Rogue Od-00:07-16
[ 00 A ke : 162 2 2 80 Guest Netwark 802 11bdg ] Uinkriown 0d-00-01:37
[0 00 D 1 6 22 N Guest Metwork 802.11a 145 Unkniown 0u-04:09:43
[ e T 26 0 Broadcom VAP 80211k 10 Uinkngwn 0d-00:00:1E
[ a0 Amee: 16: 26:01 Vinual Access Paint 1 802 11bdig 1 Uinkriown 0d 10-02-55
01k G 26:02 Vinual Access Paint 2 802.11hg 1 Unknioswn Od-10:02:55
7041 R 26:03 Virual Access Paint 3 B02.11bdp 1 Unknoswn 0d-10:02:55
[ 0a: 1t 2604 Vidual Access Point 4 802 11b'g 1 Unkpown  Od:10:02:55
123435
| Dedeta Al || Manage || Acknowledge || Acknowledge All Rogues || Refiesh | 2] Auto Refresh

1.8.4 Power Adjustment

The Automatic Power Adjustment algorithm works by setting the initial power of the AP
to the value specified in the AP profile. The power is then periodically adjusted to a level
based on presence or absence of packet transmission errors. The power is changed in
increments of 10%. Automatic adjustment can be done by selecting the Automatic
Power in the Radio tab of the Basic Setup. By default this parameter is enabled. The
algorithm may be triggered by a periodic timer or manually.

Note: The algorithm never reduces the AP power below the initial power setting as

specified in the profile and since the default power level in the default profile is 100
percent, the power would never be reduced unless this value is first changed.
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Global | Discovery | Profile ‘ | SSID | Valid AP | oul ‘

Wireless Default Radio Configuration

AP Profile 1-Default

©1-802.11a/n © 2-802.11big/n

State ®on Oof Mode IEEE 802.11aln ||
RTS Threshold (bytes) W {0 to 2347) DTIM Period (# beacons) Im— (1 to 255)
Load Balancing O Beacon Interval (msecs) 100 (20 to 2000)
Load Utilization (%) Isg— {1to 100) Automatic Channel

Maximum Clients 200 {0 to 200) Automatic Power

RF Scan Other Channels Initial Power (%) 100 {1to 100)
RF Scan Sentry O

Supported Channels 36 44 52 60 100 108 116 124 132 149 157

Auto Eligible

Rate Sets (Mbps) 6 9 12 18 24 36 48 54

Basic ] ] O O o

Supported

’ Refresh ” Clear ” Submit H MNext ]

The power adjustment may be manually triggered by selecting the WLAN tab from the
navigation panel and traversing down to Administration > AP Management > RF
Management. Select the Manual Power Adjustments tab and then click Start to start
the process. Click Apply to apply new power adjustment.

You may change the power of the AP radio from selecting the Radio tab of the Basic
Setup. Change the Initial Power to the desired setting and click Submit.

Note: Any changes to the radio setting must be applied to the AP. To do this, click
Administration > Advanced Configuration > AP Profile. Select the profile to apply, and
then click Apply to update all APs that use the selected profile.

1.8.4.1 Self Healing Cell Recovery

When a Managed AP is powered down, the power of its neighboring AP(s) managed by
the same switch is immediately increased by 20%. Power Adjustment Mode should be
Interval to see an increase in power of neighboring AP. By default, Initial Power is 100%,
so decrease the power of APs to 80% or less to see a 20% increase before powering
down one AP.
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To check the power level, select the WLAN tab from the navigation panel and click
Monitoring > Access Point > Managed AP Status. Select the Radio Detail tab to check
the power level.

Note: A maximum of 3 neighboring APs are adjusted.

L Tool .Lo_ out e Help
9

Statistics

]|

Summary | Detail | Radio Summary | Radio Detail | Neighbor APs | Neighbor Clients | VAP | Distributed Tunneling |

Managed Access Point Radio Status

00-11:22:44:55°60 - | v| ©1-802.11a/in ©2-802.11bigin

Channel 36 Authenticated Clients 0
Channel Bandwidth 40 MHz Transmit Power 100 %
Fixed Channel Indicator Mo Fixed Power Indicator Mo
1] 1 Ch 1 Adj t Status  Mone M | Power Adj t Status  None
WLAN Utilization 12 % Total Neighbors 0

Supported Channel Radar Detection Required Radar Detected Time Since Radar Last Detected

36 No No 0d:00:00:00

44 No No 0d:00:00:00

52 Yes No 0d:00:00:00

60 Yes No 0d:00:00:00

100 Yes No 0d:00:00:00

108 Yes No 0d:00:00:00

116 Yes No 0d:00:00:00

124 Yes No 0d:00:00:00

132 Yes No 0d:00:00:00

149 No No 0d:00:00:00

157 No No 0d:00:00:00

1.8.,5 Load Balancing

The Unified Switch performs can be configured to perform load balancing on a per radio
basis by tracking the wireless bandwidth utilization. Load balancing is disabled by
default. To enable it, select the Load Balancing checkbox on the Radio tab in
Administration > Basic Setup. Then, configure the Load Utilization percentage. If the
utilization reaches the configured threshold, then new client associations are rejected.
The default bandwidth utilization threshold is 60%. You can monitor the WLAN
utilization rate in the Radio Detail tab of Monitoring > Access Point > Managed AP
Status.
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1.9 Switch and AP Cleanup

You will not need any of the settings you configured in this scenario for the other three
scenarios, so it is a good idea to reset the switch and the APs to the factory defaults.

To reset the switch configuration, click the Tool menu and select Reset Configuration.
To reset the AP configuration, you will need to telnet into the AP CLI and use the

factory-reset command. To gain access to the Ul, you can place the AP into debug
mode from the switch if the AP is currently managed.
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2. Scenario 2 —-L2/L3 Edge: 1 Unified Switch + 2 APs

The following diagram shows a L2/L3 edge/overlay setup. In this scenario, a Unified
Switch acts as an L3 device. Although the two APs are directly connected to the switch,
they are in different subnets. Both the APs are managed by the D-LINK Unified Switch
(Unified Switch1). Since the Unified Switch supports VLAN routing, L2 paths can be
established between the AP switch ports, although they are on different IP subnets such
that L3 Tunneling is not required.

This scenario has the following objectives:

= Understand how to implement a real plug & play deployment.

= Configure VLAN routing interfaces to simulate a L3 network with multiple
subnets.

= Create an ACL to block IP traffic between clients on different SSIDs.

= Assign IP addresses of APs & wireless clients through the Unified Switch DHCP
server.

= Configure multiple SSIDs with different VLANs.

= Enable wireless encryption.

Unified Switch1l
Network: 10.90.90.90/8

Port 0/13

Loopback: 192.168.10.254 L
Port 0/3  VLAN 30
VLAN 20
SSID:
DL-SC2-NET1: VLAN 100
DL-SC2-NET2: VLAN 200 i
Guest Network | | SSID:
DL-SC2-NET1: VLAN 100
AP1 192.168.20.x . . DL-SC2-NET2: VLAN 200

Guest Network

" N

AP2 192.168.30.x

Seamless Roaming

.
cL1

An overview of the configuration steps needed to complete this scenario is as follows:

Configure VLANS.

Configure VLAN routing interfaces.

Enable routing.

Create loopback interface for WLAN functions.

Set up DHCP server and address pools for VLANSs.
Configure ACL.

Configure the AP profile, including new SSIDs and security.

NoukwNpRE
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8. Add VLANs to L2 discovery list.

9. Attach, discover, and validate APs.

10. Save configuration.
To begin the Unified Switch configuration, connect to the port 12 from a PC on the
10.0.0.0 network and launch the web browser using the default IP address:
10.90.90.90/8. You connect the APs after you complete the entire switch configuration.

The IP address information for this scenario is shown in Table 2.

Table 2 Scenario 2 IP Address Information

Device IP Address

Unified Switch Management Interface 10.90.90.0/8
Unified Switch Loopback Interface 192.168.10.254/32
AP1 192.168.20.x/24
AP2 192.168.30.x/24
Wireless Clients on DL-SC2-NET1 192.168.100.x/24
Wireless Clients on DL-SC2-NET2 192.168.200.x/24

2.1 Configuring LAN Settings

All of the features you configure in this section are within the LAN tab on the D-LINK
Wireless Switch.

In this scenario, the switch is a L3 device with a total of four VLAN routing interfaces.
Each connected AP is in a different subnet, so you need to configure two separate VLAN
routing interfaces and configure an IP address for each interface. Each AP has three
different VAPs enabled, and each VAP uses a different SSID and VLAN. You create an ACL
to block IP traffic between clients on VAP1 and clients on VAP2, so you also need to
configure VLAN routing interfaces for the two VAPs. The third VAP is the Guest Network,
which is not used in this scenario.

When wireless clients connect to the AP, all traffic from the client is tagged with the
VLAN ID associated with the SSID that the client uses to connect. You must configure the
VLAN information on the switch so that client traffic is accepted on the ports. (Note: if
the VLAN ID of the SSID Network is equal to the untagged-VLAN configured on the AP,
which by default is 1, traffic on that Network will be untagged when injected into the
network. A Radius server could also be used to assign per-client VLAN assignment.)
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2.1.1 Create VLANSs

AP1 is connected to port 0/3, and AP2 is connected to port 0/13. The summary
information for the VLAN configuration is shown in Table 3.

Table 3 Summary Information for VLAN Configuration

VLAN ID VLAN Name Include Ports IP Address

20 (Interface 4/1) AP1 Port 0/3 192.168.20.254
(Untagged)

30 (Interface 4/2) AP2 Port 0/13 192.168.30.254
(Untagged)

100 (Interface 4/3) D-LINK-NET1 Ports 0/3 and 0/13 | 192.168.100.254
(Tagged)

200 (Interface 4/4) D-LINK-NET2 Ports 0/3 and 0/13 | 192.168.200.254
(Tagged)

Use the following steps to create and configure each VLAN. Repeat the steps to
configure all four VLANSs. Refer to the table for information about what value to
configure for each VLAN.

1.

Nk wWwN

From the LAN tab on the switch Web interface, click L2 Features > VLAN > VLAN
Configuration.

Select the Create checkbox next to VLAN.

Select VLAN-ID Individual, and enter the VLAN ID.

Click Submit.

Select the VLAN ID from the VLAN ID and Name List.

Select VLAN Name, and enter VLAN Name, and click Submit.

Select the VLAN ID from the VLAN ID and Name List.

Select Participate. Then, on the Slot/Port row for the port to include in the
VLAN, select Include from the Participation dropdown menu.

For VLAN 100 and VLAN 200, select Tagged from the Tagging dropdown menu
for port 0/3 and 0/13. This configuration tells the switch to add an 802.1Q VLAN
tag to the packets that egress the port on those VLANs. This is so that the AP
knows which Network (or SSID) to forward the traffic on.

10. Click Submit.
11. Repeat for each of the VLANs in the above table.
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VLAN ID and Name List 200 - D-LINK-NET2 [ v|
VLAN [ICreate [IDelete [1Participate
VLAN ID-Individual | (1 through 3965, separated by a comma.)
VLAN ID-Range | To|

] VLAN Name |D—LINK—NET2 (0 to 32 Alphanumeric Characters)
VLAN Type Static
All [v] ]
01 Exclude Autodetect M Untagged M
0/2 Exclude Autadstect [v] Untagged
0/3 Include Include M Tagged M
0/4 Exclude Autodetect[¥] Untagged
0/5 Exclude Autodetect M Untagged M
0/6 Exclude Autodetect M Untagged M
07 Exclude Autodetect M Untagged M
0/8 Exclude Autodetect M Untagged M 3
0/9 Exclude Autodetect M Untagged M
0/10 Exclude Autodetect M Untagged M
011 Exclude Autodetect M Untagged M
012 Exclude
0/13 Include Include M Tagged M

Configure the Port VLAN ID for ports 0/3 and 0/13.

1. From the LAN tab on the switch Web interface, click L2 Features > VLAN > Port
Configuration.
2. Select port 0/3 from the Slot/Port dropdown menu.
3. Enter 20 in the Port VLAN ID field.
4. Click Submit.
5. Select port 0/13 from the Slot/Port dropdown menu.
6. Enter 30 in the Port VLAN ID field.
7. Click Submit.
Slot/Port 013 |v]
Port VLAN ID [207 (1t03965)
Acceptable Frame Types Admit All M
Ingress Filtering Disable M
Port Priority [0 (0to7)
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After you have repeated the steps to configure all four VLANs, use the Monitoring >
VLAN Summary> VLAN Status and VLAN Port Status pages to verify that the VLANs and
the ports are configured properly.

VLAN Status
VLAN Status

VLAN ID VLAN Name VLAN Type
1 Default Default

20 AP1 Static

30 AP2 Static

100 D-LINK-META Static

200 D-LINK-MET2 Static

VLAN Port Status

Listing of all Ports on the Switch

Slot/Port |Configured Current Types Configured Current Priority
01 1 1 Admit All Disabled Disabled 0
0/2 1 1 Admit All Disabled Disabled 0
0/3 20 20 Admit All Disabled Disabled 0
0/4 1 1 Admit All Disabled Disabled 0
0/5 1 1 Admit All Disabled Disabled 0
0/6 1 1 Admit All Disabled Disabled 0
07 1 1 Admit All Disabled Disabled 0
078 1 1 Admit All Disabled Disabled 0
0/9 1 1 Admit All Disabled Disabled 0
0/10 1 1 Admit All Disabled Disabled 0
0 1 1 Admit All Disabled Disabled 0
012 1 1 Admit All Disabled Disabled 0
013 30 30 Admit All Disabled Disabled 0
014 1 1 Admit All Disabled Disabled 0
0/15 1 1 Admit All Disabled Disabled 0
016 1 1 Admit All Disabled Disabled 0
017 1 1 Admit All Disabled Disabled 0
0/18 1 1 Admit All Disabled Disabled 0
019 1 1 Admit All Disabled Disabled 0
0/20 1 1 Admit All Disabled Disabled 0
021 1 1 Admit All Disabled Disabled 0
0722 1 1 Admit All Disabled Disabled 0
0/23 1 1 Admit All Disabled Disabled 0
0/24 1 1 Admit All Disabled Disabled 0
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2.1.2 Configure VLAN Routing

To configure the VLAN routing interfaces for AP1, AP2, and the two DL-SC2-NET
networks, use the following steps.
1. Select the LAN tab from the navigation panel and click L3 Features > VLAN
Routing Configuration.
2. Enter 20 in the VLAN ID field and click Create to create a VLAN routing interface

for VLAN 20.
B Logovt B Help
VLAN ID [207 (1103965)
Slot/Port 41
MAC address 00:17:92:95:00:62
IP Address 0.0.00
Subnet Mask 0.0.00
This creates a logical routing interface with the slot/port designation of 4/1 for
VLAN 20.
3. Repeat the previous step to create the VLAN routing interfaces for VLAN 30, 100,
and 200.

4. Navigate to L3 Features > IP > Interface Configuration.
5. Select interface 4/1 from the Slot/Port dropdown menu and enter the following
information:
a. IP Address: 192.168.20.254
b. Subnet Mask: 255.255.255.0
c. Routing Mode: Enable
6. Click Submit.

B Legovt B Help

Slot/Port 41 [v]
IP Address [192168 20254 (XXXX)
Subnet Mask IW
Routing Mode Enable [v]
Administrative Mode Enabled
Forward Net Directed Broadcasts Disable [V]
Active State Inactive
MAC address 00:17-9A:95:00:62
Encapsulation Type Ethernet [V]
Proxy ARP Enable [v|
Local Proxy ARP Disable [+ |
IP MTU [t500 (6810 9198)
Bandwidth [too00  (1to 10000000)
Destination Unreachables Enable [V]
ICMP Redirects Enable [v|
[ Submit ” Delete IP Address H Helper-IP Address H Secondary IP Address
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7. Repeat the steps for interface 4/2 (VLAN 30), 4/3 (VLAN 100), and 4/4 (VLAN
200). Refer to Table 4 below for IP address information.

Table 4 Scenario 2.1.2 IP Address Information

Interface IP Address Subnet Mask

Interface 4/1 192.168.20.254 255.255.255.0
Interface 4/2 192.168.30.254 255.255.255.0
Interface 4/3 192.168.100.254 255.255.255.0
Interface 4/4 192.168.200.254 255.255.255.0

8. Verify the VLAN Routing information on the Monitoring > L3 Status > VLAN
Routing Summary page.

VLAN Routing Summary
um ID MAC address IP Address
00-17-9A:95-00:62 192.168.20 254 255 255 255 0)
30 :uz 00-17-9A-95-00-62 192.168.30 254 255 255 255 1)
100 473 00-17:9A:95-00:62 192.168.100.254 255 255 255 ()
200 474 00-17-9A:95-00:62 192.168.200.254 255 255 255 ()

2.1.3 Enable Global Routing

You need to enable the routing mode to allow the switch to operate as a L3 device in
this scenario. To do this, navigate to the L3 Features > IP > Configuration page. Select
Enable from the Routing Mode dropdown menu and click Submit.

":1: Tasl ' Logeut B Help
IP Configuration
Default Time to Live G4
Routing Mode {Enable
ICMP Echo Replies Enable |=
ICMP Redirects Enable |+
ICMP Rate Limit Interval 1000 (0 to 2147483647 msecs)
ICMP Rate Limit Burst Size 100 {1 to 200)
Maximum Next Hops 4
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2.1.4 Configure Static Routing

Since all routes are local to the switch, you do not need to configure any static routes
for this scenario.

2.1.5 Configure the Loopback Interface

When routing is enabled, you should create a Loopback interface for the wireless
functions. The loopback interface isolates the wireless functions from other switching
and routing functions that the switch might use. A key benefit to the loopback interface
is that it stays up independent of the physical port status. The loopback interface is
created on its own subnet and static routes must be configured to allow the rest of the
network to get to it.

1. Click L3 Features > Loopbacks > Configuration.
2. If they are not already selected, select Create from the Loopback field and 0 in
the Loopback Interface field.
Click Submit.
4. After the screen refreshes, enter the following information for the new interface:
a. Loopback Interface: 0
b. IP Address: 192.168.10.254
c. Mask: 255.255.255.0
5. Click Submit.

w

.Lt;u-t " Help

Loopback Configuration

Loophack i} w
1Pvd Address 192.168.10 254
IPwd Subnet Mask 255285 255.0

Dielete Loopback | Submit |
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2.1.6 DHCP Server

You need to configure IP address pools for each AP and for the clients that connect to
the APs through the DL-SC2-NET1 and DL-SC2-NET2 SSIDs.

1. From the LAN menu, click Administration > DHCP Server > Global Configuration.
2. Inthe Admin Mode field, select Enable, then click Submit to enable the DHCP
server.

3. Select Pool Configuration in the Navigation tree.
4. For each of the four pools to create, select create and specify the settings shown
in Table 5.

Table 5 IP Address Pool Configuration Settings
Pool Name AP1 AP2 VLAN 100 VLAN 200
Type of Binding | Dynamic Dynamic Dynamic Dynamic
Network 192.168.20.0 192.168.30.0 192.168.100.0 192.168.200.0
Number
Network Mask 255.255.255.0 255.255.255.0 255.255.255.0 255.255.255.0
Days 1 day 1 day 1 day 1 day
Hours 0 0 0 0
Minutes 0 0 0 0
Default Router 192.168.20.254 | 192.168.30.254 | 192.168.100.254 | 192.168.200.254
Address

5. Click Submit to create the address pool.

i
Pool Hame AP s
Type of Binding Crynarmic | »
Hetwork Humber IW
HNetwork Mask W
Prefix Length |—¢0-32}
Lease Time Specified Duration »
Days [+ i0to59)
Howurs [o (0 to 22)
Minutes lﬂi (0 to BE399)
Default Router Addresses

192 168 20 254

| ——
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2.1.7 ACL Configuration

The ACL in this scenario blocks IP traffic between wireless clients who access the
network through DL-SC2-NET1 and DL-SC2-NET2.

1. From the LAN menu, navigate to the Access Control Lists > IP Access Control Lists >
Configuration page.

2. From the IP ACL field, select Create New Extended IP ACL from the dropdown menu.

3. Enter 100 in the ACL ID field, and then click Submit.

4. From the Rule Configuration page, enter 1 as the Rule ID, Deny as the Action, and
click Submit.

5. The screen refreshes with additional fields. Click the Configure button associated

with the appropriate fields and enter the following criteria to deny IP traffic from
clients on the DL-SC2-NET1 network to clients on the DL-SC2-NET2 network:

= Protocol Keyword: IP

= Source IP Address: 192.168.100.0

= Source IP Mask: 0.0.0.255 (This is a wildcard mask.)

= Destination IP Address: 192.168.200.0

= Destination IP Mask: 0.0.0.255 (This is a wildcard mask.)

Rule 1
(<o Pyt & wew |

IP ACL Rule Configuration

1P ACL 100«

Rule i w

Action Dany Configure
Logging Falsa |_ Conhgure ]
Match Every False Configure
Pratocal Keyword 255 (IP) Configure
Source IP Address 192 168.100.0 Configure
Source IP Mask 0.0.0.255 E
Source L4 Port [ Configurs
Destination P Address 192 168 200.0 Canfigune
Destination P Mask 0.0.0.25E Pagur
Destination L4 Port Configure
Service Type

6. From the Rule dropdown menu, select Create Rule, and enter 2 into the Rule ID
field, then click Submit.
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7. The screen refreshes with additional fields. Click the Configure button associated
with the appropriate fields and enter the following criteria to deny IP traffic from
clients on the DL-SC2-NET2 network to clients on the DL-SC2-NET1 network:

= Protocol Keyword: IP

=  Source IP Address: 192.168.200.0

= Source IP Mask: 0.0.0.255 (This is a wildcard mask.)

= Destination IP Address: 192.168.100.0

= Destination IP Mask: 0.0.0.255 (This is a wildcard mask.)

B regort B wep

IP ACL Rule Configuration

1P ACL 100 |

Rule 2 L]

Action Dany Caonfigura
Logging False Cc-nl'liuu
Match Every False Configure
Protocal Keyword 255 IP) Configure
Source IP Address 152 168 2000 Caonfigura
Source IP Mask 0.0.0.255 -
Sourcae L4 Port C;-::.nhiu:a
Destination 1P Address 152 1681000 Configure
Destination IP Mask 0.0.0.255 -
Destination L4 Port Configure
Service Type Canfigura ]

8. Create Rule 3 to allow all other type of traffic between any source and any
destination since as mentioned earlier, there is an implicit “deny all” rule at the end
of every ACL.

9. From the Rule dropdown menu, select Create Rule.

10. Enter 3 into the Rule ID field, Permit into the Action field, and True in the Match

Every field, and then click Submit.
B Legovt B Hep

IP ACL Rule Configuration

1P ACL 100 |

Rule 3 v

Actlon Permmit

Assign Queus ID

Mirror Interface

Match Every True
Dislite
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Next, you must attach the ACL to port 0/3 and port 0/13 so that the rules are applied to
the appropriate wireless client traffic that goes through the APs connected to the
switch.

From the ACL > Interface Configuration page,

Select port 0/3 from the Slot/Port dropdown menu.
Select IP ACL as the ACL Type.

Enter 1 as the sequence number, and click Submit.
Repeat the steps to associate ACL 100 with port 0/13.

uhwWwNE

B ragewt & wenp

ACL Interface Configuration

Slot'Port 13 s

Direction Inbound |

ACL Type IPACL

1P ACL 100 | =

Sequence Number li {1 to 4294967295)

Submit

List of Assigned ACLs
[SlotiPort____|Diroction ___JACL Type _JACL Identifior ___________________|Sequence Number |
w13 Inbigund P ACL 100 1

2.2 Configuring WLAN Settings

All of the features you configure in this section are within the WLAN tab on the D-LINK
Unified Switch.

Use the following steps to configure the Unified Switch and the APs.

1. On the Global tab of the Administration > Basic Setup page, make sure the switch IP
address is the Loopback interface address (192.168.10.254), the country code is
correct, and that the WLAN Switch Operational Status is Enabled.

2. Click Next to go to the Discovery tab on the Basic Setup page.

3. Add VLAN 20 and VLAN 30 to the L2/VLAN Discovery list (to allow automatic
discovery of the APs connected to ports on VLANs 20 and 30), then click Submit.
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B Lsgort § werp

Global | Profile | Radio | 55D | Valid AP | oum
Wireless Discovery Configuration
L¥IP Discovery L2VLAN Discovery
IP List <ampty list> VLAN List 1 - Default
20
30
IP Address Range Fruml Tul VLAN {1-4094)
Note: The discoversd acoess ponis will fal fo gel managed by fhis winless swifich i their MAC addresses are nof added fo the Local or
RADIUS AP Dalabase. To add them fo the local AP database, eilher navigale fo the Monitoring->Access Points ->AN Access Points
page or fo the Valld AP fab on this page. Before doing that make sure you complete the default profile configumabion in the next 3 tebs.
That profile will be sent fo the AP
| Refesh || Submit |[ mex |

Click the SSID tab to configure the VAP and Network settings for the APs.
Select the 802.11b/g/n radio.
Select the check box next to 2 dlink2 and click Edit.
Change the following Network parameters and click Submit:
a. SSID - DL-SC2-NET1
b. VLAN -100
c. Security — WEP
= Select Static WEP
= Authentication — Open System
=  WEP Key Type — ASCII
= WEP Key Length — 64
= WEP Key 1-98765
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Global | Discovery | Profile | Radia | Valid AP | oul

Wireless Metwork Configuration

551D

Hide 5510

Ignore Broadcast

VLAN

L3 Tunnel

L3 Tunnel Status

L3 Tunnel Subnet

L3 Tunnel Mask

MAL Authentication

Redirect

Redirect URL

Wireless ARP Suppression Mode
L2 Distributed Tunneling Mode

RADUS Authentication Server Hame
RAMNUS Authentication Server Status
RADUS Aeccounting Server Hame
RADUS Accounting Server Status
RADUS Use Netwaork Configuration
RAMUS Accounting

Security

Authentication

WEP Key Type

WEP Key Length [bits)
WEFP Keys

|DL-SC2-HET1
a

Il
[0 {1toa094)
|

Hane

Joooo

C'local CRADIUS & Disable
= Mone O HTTP
S

Desable | »

Dezable | w

|Defauh-RADILS-Server
Hat Configured

| Dedaut-RADILS-Senves
Hat Corfigured

Enable |»

O

CiNona BWEP C'WRAWPAZ
& Static WEP CIWEP IEEES02 1x
[¥]open Systern ] Shared Key
@ AsCH CHEX
@64 0128
T (Characters required: §)

Brogeut 8 neip (3

= 1 [sa7es

alk]|

k|

Note: For convenience, the SSID created under one radio is propagated to the second
radio. The SSID parameters on the second radio may then be modified.

5.

To repeat the procedure and add a second secure network, return to the SSID page

by clicking on the SSID tab.

Select the check box next to 3 — dlink3 and click Edit.
Change the following parameters and click Submit:

a. SSID —DL-SC2-NET2
b. VLAN -200
c. Security — WEP
= Select Static WEP
= Authentication — Open System
=  WEP Key Type — ASCII
=  WEP Key Length — 64
= WEP Key 1-98765
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2.3 Save Configuration

Use the Tool menu to save the switch configuration.

2.4 Device Connections

This section outlines the connections needed between the Unified Switches and the APs.
At this point, all the devices are ready to be connected.

Note: Section 1.9, “Switch and AP Cleanup” includes a step to reset the APs to the
factory default settings. Make sure the APs have been reset to the default settings
before you connect them to the switch. The DHCP client on the AP is enabled by default.

After the switch discovers the APs, they will become managed since the MAC addresses
of the APs were added to the Valid AP database in Scenario 1 (unless you reset the
configuration between scenarios in which case you would have to re-add the MAC
addresses of the APs to the local database). The updated AP profile is applied to the APs
upon validation.

1. Connect AP1 to port 3 of the switch.

Connect AP2 to port 13 of the switch.

3. Wait about 60 seconds and click Monitoring > Access Point > Managed Access
Points (Note: you might find the APs in the AP Authentication Failure page if you
have not added the MAC addresses of the APs to your local database).

N

2.5 Verifying the Configuration

1. From a wireless client, verify that you can see the SSIDs for the following:

= dlinkl
= DL-SC2-NET1
=  DL-SC2-NET2

2. Connect to one of the DL-SC2-NET SSIDs to verify that WEP security is enforced.

After connecting, check the IP address that the switch DHCP server assigned.

4. Try pinging from a client on DL-SC2-NET1 to DL-SC2-NET2. The ping should fail
because of the ACL.

5. Perform a “fast roam” from one AP to the other on one of the DL-SC2-NET SSIDs
(this can be simulated by pulling power on the AP you are currently associated with)
and observe that your IP address does not change even though you have now
associated with an AP on a different subnet. Fast roams will not function on the
Guest Network SSID because the client will be forced to acquire a new IP address.

w
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3. Scenario 3 -L3 Overlay: 1 Unified Switch+ 1AP +1
Remote AP

The diagram in this section shows a network configuration with a D-LINK Unified Switch
connected to an L3 Device/Router. One AP is connected to the D-LINK Unified Switch,
and the other is connected to the L3 device. Both APs are managed by the D-LINK
Unified Switch (Unified Switch1).

This scenario uses L3 tunneling so that a client that associated with AP1 initiates an
audio conversation and roams to a different subnet. In the process, the client is
disassociated with AP1 and gets associated with AP2 maintaining the audio
conversation.

Note: If both of the APs used in this scenario are DWL-8500AP models, you may want to
repeat the scenario execution for the 802.11a/n radio.

This scenario is especially useful for you to setup a demo in customers’ existing network
with little change to customers’ network configuration.

The objectives for this scenario include the following:
= To know how to setup the L3 tunneling (L3 Tunneling must be used since the APs
are on different IP subnets and there is not a L2 path between the APs for the
WLAN Network data).
= To know how to manage the remote AP and the most practical deployment into
customers’ existing networks.

Across L3 Network )
Network IP: 10.90.90.90 L3 Device

Loopback: 192.168.10.254 |
L3 Tunnel: 192.168.250.254 172.17.5.0/24 —  —~_ [
172.17.6.0/24 = |
Unified Switch1 / AP2
172.17.6.x

SSID:
DL-SC3-Tunnel 192.168.250.x

. FTP Server
Audio/Video Server

192.168.250.x

P Seamless Roaming

AP1
192.168.20.x

CL1
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In this scenario, the L3 device is part of the customer network. The L3 device must meet
the following minimum requirements:
= One network to connect to the Unified Switch (in this scenario, the network is
172.17.5.0/24)
= One network to connect to AP2 (in this scenario, the network is 172.17.6.0/24)
= DHCP server in the AP2 network for AP and wireless client addresses

This scenario builds on the configuration from Scenario 2. Although some of the
information configured in Scenario 2 does not apply to Scenario 3, you do not need to
delete any of the pre-existing configurations.

Note: The SSIDs for network 2 and network 3 have changed to DL-SC3-NET1 and DL-SC3-
NET2. To update the SSID names, use the following steps:
1. From the Basic Setup page, click the SSID tab.
Select the 802.11b/g/n radio.
Select the check box next to Managed SSID 2 and click Edit.
Change the SSID to DL-SC3-NET1.
Click Update and return to the SSID page.
Select the check box next to Managed SSID 3 and click Edit.
Change the SSID to DL-SC3-NET2.
Click Update and return to the SSID page.

Nk wWwN

In addition to the VLAN, DHCP, ACL and Unified Switch configuration performed in
Scenario 2, the configuration for this scenario involves the following steps:

1. Assign a static IP address to AP2 or use a DHCP server on the customer L3 device,
or configure DHCP Relay on the L3 customer device to point to a DHCP Server
configured on the Unified Switch.

Configure two additional VLANs and VLAN routing interfaces.
Configure a default route.

Add the IP address of AP2 to the L3 discovery list.

Configure and enable the L3 Tunnel network on the Unified Switch.
Apply the updated profile to the APs.

Save the configuration.

NouswN

Note: The MTU configuration for any Ethernet interface is no longer required because of
the PATH MTU Discovery support and the TCP MSS Reduction support in Release 2.1.

Table 6 shows a summary of the interfaces or devices you configure, along with their IP
addresses and port information. You configure the entries in bold in this scenario. All
other entries were configured in previous scenarios.

Table 6 Scenario 3 Summary of Interfaces

\ Interface/Device \ IP Address Port
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Unified Switch Management Interface 10.90.90.90/8 Any unused
Unified Switch Loopback Interface 192.168.10.254/32 | Logical only
Unified Switch L3 Tunnel Interface 192.168.250.254/24 | Logical only
Unified Switch Interface to L3 Device 172.17.5.253/24 0/24

L3 Device Interface to Unified Switch

172.17.5.254/24

L3 device port

FTP Server

192.168.250.x/24

0/21

Audio/Video Server 192.168.250.x/24 0/22

AP1 192.168.20.x/24 0/3

AP2 172.17.6.1/24 L3 device port
Clients on DL-SC3-NET1 192.168.100.x/24 Wireless
Clients on DL-SC3-NET2 192.168.200.x/24 Wireless
Clients on DL-SC3-Tunnel 192.168.250.x/24 Wireless

3.1 Configuring LAN Settings
All of the features you configure in this section are within the LAN tab on the D-LINK

Unified Switch.

3.1.1 Configure the VLANs

The summary information for the VLAN configuration is shown in Table 7 (the bold
entries are new for this scenario, and the grey entries were configured in Scenario 2).

Table 7 VLAN Configuration Summary Information

VLAN ID VLAN Name Include Ports IP Address
VLAN 20 (Interface 4/1) AP1 Port 0/3 192.168.20.254
VLAN 30 (Interface 4/2) AP2 Port 0/13 192.168.30.254
VLAN 100 (Interface 4/3) D-LINK-NET1 Ports 0/3 and 0/13 192.168.100.254
VLAN 200 (Interface 4/4) D-LINK-NET2 Ports 0/3 and 0/13 192.168.200.254

VLAN 5 (Interface 4/5) Customer-NET Port 0/24 (Untagged) 172.17.5.253
VLAN 250 (Interface 4/6) L3-Tunnel-NET Ports 0/21 and 0/22 192.168.250.254
(Untagged)

Also, the default VLAN (PVID) for port 0/24 is 5, and the default VLAN for ports 0/21 and

0/22is 250.
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Use the following steps to create and configure VLAN 5, and then repeat them to
configure VLAN 250. Refer to the table for information about what value to configure
for each VLAN.

1. From the LAN tab on the switch Web interface, click L2 Features > VLAN > VLAN
Configuration.

Select Create from VLAN ID and Name dropdown menu.

Enter the VLAN ID.

Enter VLAN Name.

On the Slot/Port row for the port to include in the VLAN, select Include from the
Participation dropdown menu for the ports listed in the table.

6. Click Submit.

v wN

Configure the Port VLAN ID for ports 0/21, 0/22, and 0/24.
1. From the LAN tab on the switch Web interface, click L2 Features > VLAN > Port
Configuration.
Select port 0/21 from the Slot/Port dropdown menu.
Enter 250 in the Port VLAN ID field.
Click Submit.
Select port 0/22 from the Slot/Port dropdown menu.
Enter 250 in the Port VLAN ID field.
Click Submit.
Select port 0/24 from the Slot/Port dropdown menu.
Enter 5 in the Port VLAN ID field.
. Click Submit.

WoNU kA wWwN

e
= O

. After you have repeated the steps to configure all four VLANs, use the Monitoring >

VLAN Summary > VLAN Status and VLAN Port Status pages to verify that the VLANs

and the ports are configured properly.

3.1.2 Configure VLAN Routing

You need to configure two VLAN routing interfaces:
= An interface for the FTP/Audio/Video server that is attached to the L3 Tunnel
subnet and is used for WLAN clients on the Tunneled SSID Network.
= An interface that connects to the customer network (simulated here by the L3
device).

To configure the new VLAN routing interfaces, use the following steps.

1. Select the LAN tab from the navigation panel and click L3 Features > VLAN Routing
Configuration.

2. To create a routing interface for VLAN 5, enter 5 into the VLAN ID field and select

Create.
This creates a logical routing interface with the slot/port designation of 4/5 for VLAN 5.

3. To create a routing interface for VLAN 250, enter 250 into the VLAN ID field and

select Create.
This creates a logical routing interface with the slot/port designation of 4/6 for VLAN 250.
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4. Navigate to L3 Features > IP > Interface Configuration.
5. Select interface 4/5 from the Slot/Port dropdown menu and enter the following
information:
a. IP Address: 172.17.5.253
b. Subnet Mask: 255.255.255.0
c. Routing Mode: Enable
6. Click Submit.
7. Select interface 4/6 from the Slot/Port dropdown menu and enter the following
information:
a. IP Address: 192.168.250.254
b. Subnet Mask: 255.255.255.0
c. Routing Mode: Enable
8. Click Submit.
9. Verify the VLAN Routing information on the Monitoring > L3 Status > VLAN
Routing Summary page.

3.1.3 Configure Static Routing

You must configure routes on the Unified Switch for integration with the simulated
customer network. You can either configure static routes for each network you need
access to at the Unified Switch, or you can configure a default route. The Unified Switch
at a minimum requires IP access to the “remote” AP that is connected via the L3 router
to allow the Unified Access System to manage that remote AP. Other routes (or a
default route) provide access for clients to reach other networks.

The static route shown in Table 8 can be added on the Unified Switch.

Table 8 Static Route

Customer Network Address Mask Next Hop IP Address

172.17.6.0 255.255.255.0 | 172.17.5.254

Note: Interface 172.17.5.254 is a counterpart router interface on the L3 device attached
to port 0/24 on the Unified Switch. Port 0/24 is associated with the VLAN routing
interface 5, which has an IP address of 172.17.5.253.

Use the following procedures to create the default route.

1. From the LAN tab, navigate to L3 Features > Router > Route Entry Configuration.

2. Click Add Route.

3. Select Static from the Route Type dropdown menu.

4. Inthe Network Address field, enter 172.17.6.0, and in the Subnet Mask field, enter
255.255.255.0

5. Inthe Next Hop IP Address field, enter 172.17.5.254, which is the IP address of the
interface on the “customer” L3 device that is connected to port 0/24.
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Router Route Entry Create

Route Type Static e

Network Address [f7z1780

Subinet Mask [265 2852850

Naxt Hop [P Address 172 17 5254

Preference T (1to255)

Proper static routes to Unified Switch (Unified Switch1) must be also configured on the
“customer” L3 device as well. In a customer environment, you would need to configure
the static routes listed in Table 9 on the customer’s L3 device.

Table 9 Static Routes

Network Address Mask Next Hop IP Address
192.168.10.0 255.255.255.0 172.17.5.253
192.168.250.0 255.255.255.0 172.17.5.253

Note: The above static route to 192.168.10.0 provides an IP path back to the loopback
interface on the Unified Switch for the remote AP to access and become managed by
the Unified Access System. The route to 192.168.250.0 is needed for the client
connectivity to the FTP server when the client is associated with the AP2. Without
additional routes, wired clients on the customer’s L3 device will not be able to reach
other subnets on the Unified Switch. This includes connectivity between wireless clients
on AP1 and AP2 if they associate with a non-Tunneled SSID.

3.1.3.1 Setting Example

Settings for L3 Switch:
V5 (Connect to Unified Switch)
#config vlan default delete 1-16
#create vlan v5 tag 5
#config vlan v5 add untagged 1-8
#create ipif net2 172.17.5.254/24 v5
V6 (Connect to AP2)
#create vlan v6 tag 6
#config vlan v6 add untagged 9-16
#create ipif net3 172.17.6.254/24 v6
Set static route
#create iproute 192.168.10.0/24 172.17.5.253
#create iproute 192.168.250.0/24 172.17.5.253
Settings for AP2 via Telnet:
#set management dhcp-status down
#set management static-ip 172.17.6.1
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(Telnet again with new IP)
#set management static-mask 255.255.255.0
#set static-ip-route gateway 172.17.6.254
#save-running

3.1.4 DHCP Server

You need to configure a new IP address pool for the clients that connect to the L3
Tunnel network (the FTP/Audio/Video server and the wireless clients that connect to
the L3 Tunnel SSID). The DHCP server should already be enabled from Scenario 2.

1. From the LAN menu, click Administration > DHCP Server > Global Configuration

2. In the Admin Mode field, select Enable, then click Submit to enable the DHCP
server.

3. Select Pool Configuration in the Navigation tree.

4. For the new address pool, select create and specify the settings in Table 10.

Table 10 DHCP Server IP Address Pool

Pool Name Tunnel

Type of Binding Dynamic
Network Number 192.168.250.0
Network Mask 255.255.255.0
Days 1 day

Hours 0

Minutes 0

Default Router Address 192.168.250.254

5. Click Submit to create the address pool.

3.1.4.1 DHCP on the Customer Network

For this scenario, AP2 resides in the “customer” network. Configure the L3 device in the
customer network to assign the IP address 172.17.6.1 to AP2. You will use this IP
address to add to the L3/IP discovery list.

Page 40




3.2

Configuring WLAN Settings

All of the features you configure in this section are within the WLAN tab on the D-LINK
Unified Switch.

3.2.1 Configure the Basic Settings

Use the following steps to configure the Unified Switch and the APs.

1.

No vk

On the Global tab of the Administration > Basic Setup page, make sure the
switch IP address is the Loopback interface address (192.168.10.254), the
country code is correct, and that the WLAN Switch Operational Status is
Enabled.

Click Next to go to the Discovery tab on the Basic Setup page.

Add the IP address for AP2 (172.17.6.1, which is on the “customer” network) to the
L3/IP Discovery list, and then click Submit (Note: Since you do not know for sure which
IP address the DHCP Server on the “customer” network will provide to AP2, you can
configure a range of IP addresses to add to the L3 Discovery list).

Click the SSID tab to configure the VAP and Network settings for the L3-Tunnel network.
Select the 802.11b/g/n radio.

Select the check box next to 4 - dlink4 and click Edit.

Change the following Network parameters and click Submit:

SSID — DL-SC3-Tunnel

L3 Tunnel Check Box: Enabled

L3 Tunnel Subnet: 192.168.250.0

L3 Tunnel Mask: 255.255.255.0

Security: WPA/WPA2 — WPA Personal

WPA Versions: WPA & WPA2

WPA Ciphers: TKIP & CCMP

Passphrase: 1234567890

S 0 Q0 oo
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5 X7 LT~

Global | Discovery | Profile | Radio

Wireless Metwork Configuration

Valid AP | ou

551D [OL-SC3Tunnel
Hide 551D ]

Ignore Broadoast 1

VLAN [ (1104094
L3 Tunmnel |

L3 Tunnel Status MNone

L3 Tunnel Subnat [192 16825010

L3 Tunnel Mask [255. 285 2550
MAC Authentication Olocal ORADIUS ® Disable
Rediract @ Mone O HTTP
Redirect URL [
Wireless ARP Suppression Mode Chsable |

L2 Distributed Tunneling Mode Dizable |»

RAMUS Authentication Server Mame

[Defautt-RADIUS-Senver

RADIUS Authentication Server Status Mat Configured
RAMUS Accounting Server Name |Defaun.M|US.Smr
RAMUS Accounting Sarver Status Mat Configured
RAMUS Use Netwaork Configuration Enabla |»

RADIUS Accounting

O

Security CiNone COWEP EWPAWPAZ
EIWPA Personal CVWPA Enterprise

WPA Versions Flwea Flwea2

WPA Clphers FITKIP [ CCMPIAES)

WPA Key Type ASCI

Passphrase IW

Beast Key Refresh Rate [300 (010 B5400)

3.2.2 Apply the AP Profile

Because the AP profile that the APs use has changed and you have not disconnected
AP1, you can manually reapply the AP profile settings in order to update it with the new
DL-SC3-Tunnel network. The new profile will automatically be applied to AP2 after you
connect it to the L3 device and the D-LINK Unified Switch discovers and validates it.

1. To apply the updated AP profile, access the Administration > Advanced
Configuration > AP Profiles page under the WLAN tab.

2. Select the check box next to Profilel — Default.

3. Click Apply to apply the new profile to AP1.
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3.3 Save Configuration

Save the switch configuration.

3.4 Device Connections

This section outlines the connections needed between the Unified Switches and the APs.
At this point, all the devices are ready to be connected. After the switch discovers the
APs, they will become managed since the MAC addresses of the APs were added to the
Valid AP database in Scenario 1.

1. Make sure AP1 is connected to port 1 of the switch

2. Connect port 0/24 to a port on the “customer” L3 device in the 172.17.5.0

network.

Connect ports 0/22 and 0/21 to the FTP/Audio/Video devices.

Connect AP2 to a port in the 172.168.6.0 network on the “customer” L3 device.

5. Wait about 60 seconds and click Monitoring > Access Point > Managed Access
Points to make sure that both APs are managed by the switch.

P w

3.5 Verifying the Configuration

1. Make sure that the L3 Tunnel Status is “Configured” for the DL-SC3-Tunnel
network (on the Wireless Network Configuration page of the DL-SC3-Tunnel
network Administration > Basic Setup > SSID)

2. From a wireless client, verify that you can see the SSIDs for the following:

= Guest Network
= DL-SC3-NET1
=  DL-SC3-NET2
=  DL-SC3-Tunnel

3. Connect to the DL-SC3-Tunnel SSID with WPA2-PSK security configured on the
client.

4. After connecting, check the IP address that the switch DHCP server assigned.

5. Start the Roaming Test.
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3.6 Testing the L3 Roaming Feature

3.6.1 Simulated Roam via Power Down of AP

The following procedure shows how to perform an L3 Tunnel roaming test.

1. Use your laptop to test wireless connection by associating to the DL-SC3-Tunnel SSID
Network, and check if you’re getting the IP address correctly from the Unified
Switch’s DHCP server on the Tunnel subnet.

2. Once wireless connectivity is confirmed, you can check which AP your laptop
connects to [ WLAN/ Monitoring/ Client/ Associated Clients ].

3. Ping one the LAN interfaces (172.17.5.253 or .254) or its loopback interface
(192.168.10.254).

4. Perform a file transfer (~100MB file) from the wired FTP server to the wireless client.
Verify that it works for both the APs.

5. Cause the client to roam to another AP by using one of the following two methods:

= Put the AP that the client is connecting to in an RF chamber, close the
chamber door, and make sure the client roams to another AP. Then, open
the chamber door.
= Lower the transmission power of the AP that the client is connecting to until
the signal is too weak for the client to detect.
Normally one ping loss is observed when roaming. (Note: See section 3.6.2 below for an
alternative mechanism for simulating a roam.)

6. You can repeat steps 2-4 and observe your laptop roam from AP to AP with limited

packet loss without changing the IP or requiring re-authentication..

Note: You will not be able to seamlessly roam between AP1 and AP2 using the other
SSIDs since these are not configured for L3 Tunneling and are on different IP subnets,
which requires the client to obtain new IP addresses on a non-tunneled SSID.

3.6.2 Simulated Roam via Disabling Radios

The following procedure shows how to simulate a roam by disabling the radio the client is
currently associated with. By using this method, the link between the AP and the Unified Switch
will not go down, and therefore the local route will not be removed and the routing loop issue,
mentioned in section 4.2.2, will not happen.

1. Use your laptop to test wireless connection by associating to the DL-SC3-Tunnel SSID
Network, and check if you are getting the IP address correctly from the Unified Switch’s
DHCP server on the Tunnel subnet.

2. Once wireless connectivity is confirmed, you can check which AP your laptop connects to
[WLAN > Monitoring > Client > Associated Clients].

3. Pingone of the LAN interfaces (172.17.5.253 or .254) or its loopback interface
(192.168.10.254).

4. Enable AP “debug” mode to allow direct Telnet access to the APs CLI [WLAN >
Administration > AP Management > Advanced].
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5. Open a Telnet session to the IP address of the AP which your client has associated with and
login.

6. Disable the radios with this command: set radio all status down. You will observe
the client roam to the other AP with minimal ping loss.

3.6.3 Real Roam

A real-world roam involves physically moving from near one AP to the other such that your
client will automatically associate with the closer AP of stronger signal strength. This is best
shown when the APs are adequately separated to allow signal strength decrease as you move
away one AP and signal strength increase from the other AP as you move nearer. Wireless VolP
phones are the best clients to use since they are tuned to roam if a stronger signal is detected
from another nearby AP. PC clients are not tuned for these rapid roams and therefore will often
allow the signal strength to decrease significantly before selecting a stronger signal AP to
associate with — this can cause traffic loss simply associated with a weak signal. To facilitate the
client’s decision to roam, an antenna can be connected to one of the APs after you have already
associated with the other.

3.7 Debug

This section outlines information required for engineering debugging. Connect your
laptop/PC to Unified Switch’s serial console or telnet to the IP address of the switch and
capture the following information:

1. show running-config

2. show logging traplogs
3. show logging buffered
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4. Scenario 4 — L3 Edge: 2 Switches + 2 APs

This scenario involves a larger Unified Switch managed network, which consists of
multiple Unified Switches (in this example there are two) connected over a L3 core
network.

Also, in this scenario, the L3-Tunnel network is updated to require WPA2 authentication
for “fast authenticated roaming.” The security is WPA Enterprise, which requires a
RADIUS server.

Scenario 4 has the following objectives:
= To know how to setup the multiple Unified Switch deployment as peer switches
across a L3 core.
= To know how to setup WPA2-EAP Authentication
Note: The MTU configuration for any Ethernet interface is no longer required because of
the PATH MTU Discovery support and TCP MSS Reduction support in Release 2.1.

Unified Switch2

Network IP: 10.90.90.91
Loopback: 192.168.20.250
L3 Tunnels: 192.168.2.253

192.168.3.253
192.168.100.253

Unified Switch1

Network IP: 10.90.90.90

Loopback: 192.168.10.250 A

L3 Tunnels: 192.168.2.254 L3 Device
192.168.3.254

192.168.100.254 M /\ I |

172.17.5.0/24 .

Across L3 Network
172.17.6.0/24

192.168.102.x/24

/

RADIUS Server
192.168.4.0/24

. FTP Server

- Audio/Video Server Seamless Roaming
‘ 192.168.5.x/24
<
AP1
192.168.101.x/24 SSIDs:
. DL-SC4-Guest: 192.168.100.x/24

p DL-SC4-NET1: 192.168.2.x/24

Client DL-SC4-NET2: 192.168.3.x/24
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4.1 Overview

Table 11 shows a summary of the interfaces on the devices you configure, along with
their IP address and port information as well as the VLANs, DHCP pools, etc. This
configuration starts from scratch and therefore you should clear the configuration on

the Unified Switches from the previous scenarios.

Table 11 Summary of Device Interfaces

Interface/Device VLAN ID/Name | IP Address Port
Switch1l Management NA 10.90.90.90/8 Any unused L2
Interface port
Switchl Loopback Interface | NA 192.168.10.250/32 | Logical only
Switch1 L3 Tunnel Interface | 2-RD 192.168.2.254/24 Logical only
Switch1 L3 Tunnel Interface | 3 - Sales 192.168.3.254/24 Logical only
Switch1 L3 Tunnel Interface | 100 - Guest 192.168.100.254/24 | Logical only
Switch1 Interface to L3 10 - Core 172.17.5.253/24 0/24
Device

L3 Device Interface to NA 172.17.5.254/24 L3 device port
Switchl

Switch2 Management NA 10.90.90.91/24 Any unused
Interface

Switch2 Loopback Interface | NA 192.168.20.250/32 | Logical only
Switch2 L3 Tunnel Interface | 2-RD 192.168.2.253/24 Logical only
Switch2 L3 Tunnel Interface | 3 - Sales 192.168.3.253/24 Logical only
Switch2 L3 Tunnel Interface | 100 - Guest 192.168.100.253/24 | Logical only
Switch2 Interface to L3 10 - Core 172.17.6.253/24 0/24
Device

L3 Device Interface to NA 172.17.6.254/24 L3 device port
Switch2

DHCP for Clients on Guest NA 192.168.100.x/24 Wireless
SSID

DHCP for Clients on NA 192.168.2.x/24 Wireless
DL-SC4-NET1 SSID

DHCP for Clients on NA 192.168.3.x/24 Wireless
DL-SC4-NET2 SSID

DHCP for FTP or other Server | NA 192.168.5.x/24 -

on Switchl

DHCP for RADIUS or other NA 192.168.4.x/24 -

Server on Switch2

DHCP for APs on Switch1 NA 192.168.101.x/24 -

DHCP for APs on Switch2 NA 192.168.102.x/24 -
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4.2 Switchl & Switch2 LAN Configuration

The configuration in this section takes place on Unified Switch1 and Unified Switch2,
and all features are under the LAN tab on the navigation panel. Please follow the steps
you have learned from previous scenarios to configure the VLANS, interfaces, and
addresses on the systems.

4.2.1 DHCP

Configure DHCP Server parameters and pools on Unified Switch1 to provide addresses
for AP1, Guest, Sales, RD Tunneled WLAN Clients, and the FTP server. Configure Unified
Switch2 to provide addresses for AP2 and the RADIUS server.

4.2.2 Configure Routes on Switchl, Switch2, and L3 device

You must configure routes on the Unified Switch and L3 core device to provide IP
connectivity between the Unified Switches, APs, and servers. You can either configure
static routes for each network you need access to at the Unified Switch or you can
configure a default route. The Unified Switch at a minimum requires IP access to the
other Unified Switch to allow peering to occur as well as IP access to the RADIUS server
for WPA2-Enterprise. Other routes (or a default route) provide access for clients to
reach other networks.

Table 12 lists default and static routes that should be configured.

Table 12 Default and Static Routes to be Configured

Device Network Address Mask Next Hop IP
Address

Unified 0.0.0.0 0.0.0.0 172.17.5.254
Switch1

Unified 0.0.0.0 0.0.0.0 172.17.6.254
Switch2

L3 Device 192.168.101.0 255.255.255.0 172.17.5.253
L3 Device 192.168.102.0 255.255.255.0 172.17.6.253
L3 Device 192.168.4.0 255.255.255.0 172.17.6.253
L3 Device | 192.168.10.0 255.255.255.0 172.17.5.253
L3 Device | 192.168.20.0 255.255.255.0 172.17.6.253
L3 Device | 192.168.5.0 255.255.255.0 172.17.5.253

Note: The static route toward the RADIUS server is needed only for WPA2-EAP
authentication.
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4.3 Configure WLAN Settings

Configure the WLAN parameters to support the three Tunneled SSID Networks on both
Unified Switch1 and Unified Switch2. Update networks 1, 2, and 3 with the following
settings:

Network 1:
e SSID: DL-SC4-Guest
e Security: None
e L3 Tunnel: Enabled
e L3 Tunnel Subnet: 192.168.100.0

Network 2
e SSID: DL-SC4-NET1
e Security: WPA2 (see below)
e L3 Tunnel: Enabled
e |3 Tunnel Subnet: 192.168.2.0

Network 3:
e SSID: DL-SC4-NET2
e Security: Static-WEP
e L3 Tunnel: Enabled
e L3 Tunnel Subnet: 192.168.3.0

4.3.1 WPAZ2 Configuration

To support WPA2, enable “wpa-enterprise” security mode, configure the WPA Ciphers

to use TKIP and CCMP, and include WPA version WPA2. Make sure the VAP is configured

to use the RADIUS server with the name "Default-RADIUS-Server". You will also need to

appropriately configure your client to support WPA2 which might require a client OS

update. Additionally, both Unified Switches must be configured to support RADIUS.

To configure the Unified Switch to support RADIUS:

1. Browse to the LAN > Security > RADIUS > RADIUS Authentication Server
Configuration page.

2. Enter the address of the RADIUS server, 192.168.4.1, in the RADIUS Server Host
Address field. Notice that the RADIUS Server Name is "Default-RADIUS-Server", as
configured in the VAP.

RADIUS Authentication Server Configuration

RADIUS Server Host Address Add
RADIUS Server Host Address 192.165.4.1] [hlax 255 characters/EX. K %)
RADIUS Server Name Default-RADIUS-Server | (1 tn 32 characters)
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3. Click Submit.
Additional fields appear on the RADIUS Authentication Server Configuration page.
4. Select the Apply check box and enter the word "secret" in the Secret field.

RADIUS Authentication Server Configuration
RADIUS Server Host Address 192 168.41 &
Port 1812 (1 to B5535)
Secret | eesee Apply
Primary Server Mo »
Message Authenticator Enshle
Secret Configured Mo
Current Yes
RADIUS Server Name Default- RADIUS-Server | (1 to 32 characters)
[ Submit ][ Remove ][ Refresh ]

5. Click Submit.

4.3.2 Configure Discovery

Configure WLAN Discovery parameters on Unified Switch1 and Unified Switch2. Use
IP/L3 Discovery on Unified Switch1 and/or Unified Switch2 to discover the other peer
switch across subnets. (In other words, add the loopback address of Unified Switch2
into the IP discovery list for Unified Switch1.) Use L2/VLAN Discovery on Unified
Switch1 and Unified Switch2 to discover the APs on VLANs 101 and 102, respectively.
(In other words, add VLAN 101 to the L2 discover list on Unified Switch1l and VLAN 102
to the discovery list on Unified Switch2.)

4.3.3 Connections

Connect devices and verify that APs move to managed state. You will need to add the
APs MAC addresses into your local AP database.

4.4 Configure the RADIUS Server

Since WPA Enterprise (WPA2) uses a RADIUS server to authenticate clients, you must
configure a client entry for the AP, which makes requests to the RADIUS server on
behalf of the clients, and an entry for each of the users. In this example, you only add
one user entry to the RADIUS database.
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This configuration is applicable to the FreeRADIUS for Windows RADIUS server, version 1.
The configurations in this section involve the following two files:

= C:\Program Files\FreeRADIUS.net\etc\raddb\client.conf

= C:\Program Files\FreeRADIUS.net\etc\raddb\users

1. Add a client entry for AP1 to the clients.conf file:

client 192.168.0.0/16 {
secret secret
shortname my-apl

}

Note: The secret is the same as the one added to the RADIUS Secret field in the DL-
SC4-NET1 Wireless Network Configuration.

Similarly add a client entry for AP2.

2. Add the user dlink with password admin to the users file as:

dlink Auth-Type := EAP, User-Password == "admin"

3. Restart the RADIUS server (you must restart it after you make any changes to the
configuration file).

4.5 Verifying the Configuration

1. On Unified Switch2, click Monitoring > Access Point > AP Authentication Failure and
add AP2 to the Valid AP database on Unified Switch2.
2. From a wireless client, connect to AP1 and verify that you can see the SSIDs for the
following:
=  DL-SC4-Guest
=  DL-SC4-NET1
= DL-SC4-NET2
3. Connect to DL-SC4-NET1 from a wireless client to verify that WPA2 authentication is
required.
4. After connecting, check the IP address that the switch DHCP server assigned.
5. Perform a file transfer (~100MB) from the wired FTP server to the wireless client.
Verify it works for both the APs.
6. Start the Roaming Test.

Page 51



4.6 Testing the L3 Authenticated Roaming Feature

4.6.1 Simulated Roam via Power Down of AP

The following procedure shows how to perform an L3 Tunnel roaming test.

7.

10.

Use your laptop to test the wireless connection by associating to the DL-SC4-NET1
SSID Network, and check if you are getting the IP address correctly from the Unified
Switch’s DHCP server on the Tunnel subnet after properly authenticating via WPA2.
Once wireless connectivity is confirmed, you can check which AP your laptop
connects to [WLAN > Monitoring > Client > Associated Clients].
Start to ping one of the LAN interfaces (172.17.5.253 or .254) or its loopback
interface (192.168.10.254).
Cause the client to roam to another AP by using one of the following two methods:
= Put the AP that the client is connecting to in an RF chamber, close the
chamber door, and make sure the client roams to another AP. Then, open
the chamber door.
= Lower the transmission power of the AP that the client is connecting to until

the signal is too weak for the client to detect.
Normally one ping loss is observed when roaming. You will also observe that the
client will not re-authenticate with the RADIUS server, further decreasing the
necessary roam delay (Note: This action requires client support).
Note: The default route on the Unified Switch will direct all unknown IP traffic from
the Unified Switch to the “customer” L3 switch. A routing loop will occur when you
pull power on the AP connected to the Unified Switch. This occurs because when
you pull power to the AP, the link to the switch goes down, and if this was the only
link on the AP1 subnet, the local route will also go down. The Unified Switch
continues to attempt communications with the AP for approximately a minute until
it decides that the AP has failed. However, since the Unified Switch no longer has an
IP route to the APs subnet, it will forward the traffic to the configured default
gateway which is on the “customer” L3 device which in turn might have a route
pointing back to the Unified Switch — causing a routing loop. The loop will saturate
the link between the Unified Switch and the L3 device and can cause the Unified
Switch to lose communications with the “remote” AP causing the wireless demo
network to go down. This issue will resolve itself after the Unified Switch declares
AP1 failed. In a real-world environment most likely the AP will not fail, and a roam
will occur because of client movement. If an AP does fail and the routes are
configured in the manner described above, a short interruption of service could be
observed. (See section 4.6.2 below for a description of how to demonstrate a roam
without the chance of a routing loop).
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11. You can repeat step 2-4 and observe your laptop roam from AP to AP without
changing IP, and with limited packet loss. (Note: If you use this method for
simulating a roam, a reauthentication with the RADIUS server will be required when
you roam back to the original AP the client was associated with, because power-
cycling the AP will cause it to lose its security key cache.)

4.6.2 Simulated Roam via Disabling Radios

The following procedure shows how to simulate a roam by disabling the radio the client
is currently associated with. By using this method, the link between the AP and the
Unified Switch will not go down and therefore the local route will not be removed and
the above mentioned routing loop issue will not happen.

1. Use your laptop to test the wireless connection by associating to the DL-SC4-NET1
SSID Network, and check if you’re getting the IP address correctly from the Unified
Switch’s DHCP server on the Tunnel subnet after properly authenticating via WPA2.

2. Once wireless connectivity is confirmed, you can check which AP your laptop
connects to [WLAN > Monitoring > Client > Associated Clients].

3. Start to Ping one of the LAN interfaces (172.17.5.253 or .254) or its loopback
interface (192.168.10.254).

4. Enable AP “debug” mode to allow direct Telnet access to the APs CLI [WLAN
>Administration >AP Management >Advanced].

5. Open atelnet session to the IP address of the AP that your client has associated with
and login.

6. Disable the radios with this command: set radio all status down. You will observe
the client roam to the other AP with minimal ping loss.

4.6.3 Real Roam

A real-world roam involves physically moving from near one AP to the other AP such
that your client will automatically associate with the closer AP of stronger signal
strength. This is best shown when the APs are adequately separated to allow signal
strength decrease as you move away one AP and signal strength increase from the other
AP as you move nearer. Wireless VolP phones are the best clients to use since they are
tuned to roam if a stronger signal is detected from another nearby AP. PC clients are
not tuned for these rapid roams and therefore will often allow the signal strength to
decrease significantly before selecting a stronger signal AP to associate with — this can
cause traffic loss simply associated with a weak signal. To facilitate the client’s decision
to roam, an antenna can be connected to one of the APs after you have already
associated with the other AP.
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4.7 WLAN Visualization

The WLAN Visualization component is an optional feature that graphically shows
information about the wireless network. WLAN Visualization uses a Java applet to
display D- Link WLAN Controller Switches, D- Link Access Points, other access points, and
associated wireless clients. The WLAN Visualization tool can help you visualize where
the APs are in relationship to the building.

You can upload one or more custom images to create a background for the graph. Then,
you place the WLAN components discovered by the switch on the graph to help provide
a realistic representation of your wireless network. From each object on the WLAN
Visualization graph, you can access information about the object and links to
configuration pages on the Web interface.

WLAN Visualization can help administrators do the following:
= Track how managed APs are deployed graphically
= Monitor the wireless network status via the dynamic updated diagram.
= Access visual information, such as how APs are placed, how many clients are
associated to a certain AP, and where rogue APs are located graphically.
= Discover the probable location of an AP on the grid by triggering the location
detection algorithm.
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Before launching the WLAN visualization tool, you need to upload a floor plan image file
to the Unified Switch first. It can be done by selecting the WLAN tab from the navigation
panel and traversing down to Administration > WLAN Visualization > Download Image.
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Note:

1. There is a sample floor plan image file called ‘test-floorplan.jpg’ on the CD for your

test.

2. When you try to upload your own floor plan image file to Unified Switch, it is

recommended the file size be smaller than 150KB.

3. The RF power display in this tool is only for reference, and it is not intended to
reflect the real RF status because that requires the input of materials of office blocks

and walls or ceilings and complex computing and simulation accordingly.

The network visualization can be launched by selecting the WLAN tab from the

navigation panel and traversing down to Administration > WLAN Visualization > WLAN.

When you first launch this tool, you'll see a blank window as shown below.

| | http:/f10.27.65. 200/nv_launch.html

- | v
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Then go to Edit and select New Graph. Complete the fields then click on the Save

button.
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After completing the steps above, you should be able to see an image similar to the
following.
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Drag and drop items from the left side tab including Switches, Managed APs, RF Scan
APs, and Detected Clients. Then go to View > AP Power Display and select Show 2.4
GHz Band. You will then see an image similar to the following.
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Move your cursor to any of the objects and, with a right mouse click, you can see more
detail information of that object, for example device/RF information.
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5. Scenario 5 — Captive Portal

This scenario involves a wireless client and a wired client associating with a Captive
Portal-enabled Unified Switch.

Scenario 5 has the following objectives:

= To understand how to setup and use the Captive Portal on the Unified Switch.

= To understand the authentication process for captive portal clients and verify

roaming.

Note: For FTP transfer to continue across ‘real’ roaming, you might want to adjust the
‘Roaming Aggressiveness’ (Intel) or corresponding fast roaming feature on the client NIC.
For simulated roams, it should not matter. But it might be a good idea to adjust it
nevertheless.

Unified Switchl “ 3
10.90.90.90/8

FTP Server
10.90.91.x

SSID: -
—li | . RADIU erver

D-Link_CP l : 10.90.90.100

SSID:
AP1 10.90.90.91/8 i s D-Link_CP
|
Z .
- AP2 10.90.90.92/8

Seamless Roaming

CL1
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5.1

Base Configuration

Use configuration steps 1.1 to 1.7 from Scenario 1 for the switch and 2 APs, then
continue the configuration steps below.

1.

10.
11.

From the WLAN > Administration > Advanced Configuration > Networks page,
configure network 2 with an SSID of D-Link_CP wireless network and security
method “None”.

From the WLAN > Administration > Advanced Configuration > Networks page,
configure network 3 with an SSID of Configure D-Link_CP_Secure wireless
network with WPA2-PSK security:

= Security: WPA/WPA2, WPA Personal

= WPA Versions: WPA2

= WPA Ciphers: CCMP(AES)

=  WPA Key: 1234567890123

Configure the D-Link_CP_RADIUS wireless network with WPA2-Enterprise
Security:

= Security: WPA/WPA2: WPA Enterprise

= WPA Versions: WPA2

=  WPA Ciphers: CCMP (AES)

Navigate to Administration > Basic Setup > SSID and select the check boxes
associated with VAPs 2, 3, and 4 to enable the VAPs.

Click Submit.

On the SSID page, select the radio button for the second radio and select the
check boxes associated with VAPs 2, 3, and 4 to enable these VAPs on Radio 2.
Click Submit.

Apply the profile by selecting “1-Default” on the Administration > Advanced
Configuration > AP Profiles page and clicking Apply.

Remove ACL 100 from the AP interfaces. Navigate to the LAN > Access Control
Lists > Interface Configuration page, select interface 0/3, ACL Type IP ACL, and IP
ACL 100. Click the Remove button.

Repeat Step 9 for interface 0/13.

Add a client entry to the FreeRADIUS server (defined in Section 4.4) in the
clients.conf file for the 10.0.0.0/8 network:

client 10.0.0.0/8 {
secret=secret
shortname = my_apl

}

Note: Be sure to remove or replace any other entries that may exist for the
10.0.0.0/8 network in the clients.conf file.
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12. Include the following line in the dictionary file,
C:\FreeRADIUS.net\share\freeradius\dictionary, at the top:

$INCLUDE dictionary.D-Link

13. Make sure you have the following lines in the dictionary.D-Link file that is
created in the same directory as the dictionary file
(C:\FreeRADIUS.net\share\freeradius).

VENDOR D-Link 171

## D-Link Vendor Specific Extensions ##
ATTRIBUTE D-Link-Captive-Portal-Groups 127 string D-Link

14. Add the following lines to the FreeRADIUS users.conf file, and restart the
FreeRADIUS service:

cpuser Auth-Type:=Local, User-Password == "pass"
D-Link-Captive-Portal-Groups = "groupl”

dlink Auth-Type := EAP, User-Password == "admin"

15. Statically configure the FreeRADIUS server IP address to 10.90.90.100 and
directly attach it to the switch.

16. Configure the switch RADIUS server for captive portal by browsing to the LAN >
Security > RADIUS > RADIUS Authentication Server Configuration page. Select
Add from the dropdown box and enter 10.90.90.100 in the address field. Click
Submit.

17. Select the Apply check box and enter “secret” in the Secret field.

18. Select “Yes” from the Primary Server dropdown.

19. Click Submit to activate the configuration.
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5.2

Captive Portal Configuration

5.2.1 Enable Captive Portal

Enable captive portal by browsing to the WLAN > Security > Captive Portal > Global
Configuration page and selecting the Enable Captive Portal checkbox. Click the Submit

button.
(<o Pt & new]

Global Configuration

Enable Captive Poral [+
CP Global Operational Status Disabled
CP Global Disable Reason Adminsstrator Disabled
Additional HTTP Port IEI— (0 to G5535, 0 - Disable)
Additional HTTP Secure Port [0 (0to@5535, 0 - Disable)
Peer Switch Statistics Reporting Interval [secs) 120 {15 to 3600, 0 - Disable)
Authentication Timeouwt (secs) |3[:{] (&0 to G00)

Submit Refresh

5.2.2 Configure Captive Portal

Configure the default configuration to use local users and create a ‘CP-config’
configuration to use guest users. Additionally, create a CP-radius configuration to use
RADIUS verification.

1.

©®ONO U A WN

Navigate to the Security > Captive Portal > CP Configuration page and select the
Default tab.

Change the Verification Mode to “Local” and click Submit.

Display the CP Summary tab.

Enter “CP-config” in the Configuration Name text box and click Add.

Make sure that the Verification mode is set to “Guest” and click Submit.
Navigate to the Security > Captive Portal > CP Configuration page.

Enter “CP-radius” in the Configuration Name text box, and click Add.

Set the Verification Mode to “RADIUS”.

In the User Group text field, enter “group1” and click Add.

10 From the User Group menu, select “groupl”.
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CP Summary | Default | CP-config | |

CP Configuration [ (English) |

CP Configuration

CP Configuration 3-CP-radius

Enable Captive Portal  [7] Idle Timeout (secs) o (ntw3on
Configuration Name  [CP sadu= Session Timeout fsecs) [0 (010 96400
Protocal Made EHTTP OHTTPS Max Up Rate {bytes/sec) [0 (0 = unlimited)
Verification Mode ) Guest C'Local ERADIUS Max Down Rate (bytesisec) |o (0 = unlimited)
User Logaut Made | Max Receive (bytes) [0 (0= unlimited)
Enable Redirect Mode [ Max Transmit [bytes) 0 (0= ulimited)
Redirect LIRL [ Max Total {bytes) 0 (0 = unlimdted)
RADIUS Auth Server  [Defaut RADILS- Sener (-]
User Group [Zgoup! | [ Add || Delete | [ Mediy |
Code Language

|ar| [{Enghsh) C Clear

[ [ : Clear

— | =

] () tear ]

| | C Clear

| Cloar || Delete || Submit || Refesh |

11. Click Submit.

5.2.3 Local User Configuration

Configure a user ‘userl’ in the local user database.
1. Navigate to the Security > Captive Portal > Local User page.

2. Click Add.
3. Enter the user name “userl” and the password “12345678"”, and click the Add
button.

Bragowt B wep

Local User Summary |

Local User Configuration

Usar Hame |u59r1 {1to 32)
Passwaord |........ (B to B4}

User Group  1-Default
2-group
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524

Interface Association

Associate the appropriate wired and wireless network interfaces to the configured
Captive Portal configurations.

1.
2.

w

Navigate to the Security > Captive Portal > Interface Association page.
Select Default from the CP Configuration menu and select the following
interfaces from the interface list (CTRL + Click to select multiple interfaces):
e Wireless Network 2 — D-Link_CP

e Slot: 0 Port: 10 Gigabit — Level (0/10)

e Slot: 0 Port: 11 Gigabit — Level (0/11).

Click the Add button.

Select CP-config from the CP Configuration menu and select the following
interfaces from the interface list:

e Wireless Network 3 - D-Link_CP_Secure

e Slot: 0 Port: 2 Gigabit — Level (0/2).

Click the Add button.

Select CP-radius from the CP Configuration menu, and select the following
interfaces from the interface list:

e Wireless Network 4 — D-Link_CP_RADIUS

e Slot: 0 Port: 4 Gigabit — Level (0/4)

Click the Add button.

= Tool 1B Logovt B Help

Interface Association
CP Configuration 3 - CPradius v

Associated Interfaces |[0/4-Slot: O Port: 4 Gigabit - Level
5/4-Wireless Network 4 - D-Link_CP_RADIUS

Interface List [0/1-Siot- O Port: 1 Gigahit - Level  ~
(0/3-Slot: O Port: 3 Gigabit -
0/5-Slot: 0 Port: 5 Gigab

05 Gig Ve
0/7-Slot: O Port: 7 Gigabit - Lewsl
0/8-Slot: 0 Port: 8 Gigabit - Lewel
0/9-Slot: O Port: 9 Gigabit - Level
0/12-Slot: 0 Part: 12 Gigabit - Level »
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5.3
531

oo

10.
11.
12.

13.

Captive Portal Authentication

Authenticated Access to an Open WLAN Network

Associate a wireless station to the D-Link_CP network.

Verify the station obtains an IP address from the DHCP server on the switch.
Verify the station traffic is blocked (excluding DHCP related traffic, ARP and DNS)
by starting a ping to the switch (10.90.90.90). The ping should fail/time out.
Open a web browser with the switch IP address.

Verify the switch web server requests user credentials and the Acceptance Use
Policy is displayed.

Enter the configured username and password, “userl” and “12345678”. Check
the AUP checkbox and click Connect.

Verify the web server replies that it is “Connecting” in the browser.

Verify the web server displays the welcome message in the browser.

Verify you can now access the switch IP address by re-entering it in the address
bar.

Verify the ping is successful now.

Start a ~100MB file transfer from the FTP server to the client.

Power cycle the managed AP to which the station is associated or use the reboot
command from the AP CLI. Verify the station roams to the other managed AP
and the web session is still accessible with no further authentication. Also verify
the FTP continues and there are minimal ping timeouts.

After the first AP has reconnected, reboot the other managed AP. Make sure the
station roams back to the managed AP and the web session remains intact. Also
verify FTP and ping as in 12 above.
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5.3.2

10.
11.

12.
13.

14.

Guest Access to a Secure WLAN Network

Navigate to the WLAN > Security > Captive Portal > Client Connection Status
page and click the Delete All button.

Associate a wireless station to a D-Link_CP_Secure wireless network.

Verify the station obtains an IP address from the DHCP server on the switch.
Verify the station traffic is blocked (excluding DHCP related traffic, ARP and DNS)
by starting a ping to the switch. The ping should fail/time out.

Open a web browser with the switch IP address.

Verify the switch web server requests user credentials.

Enter and submit an arbitrary username, for example userl. Note: There is no
password field.

Verify the web server replies that it is “Connecting” in the browser.

Verify the web server displays the welcome message in the browser.

Verify you can now access the switch IP address by re-entering it in the address
bar.

Verify the ping is successful now.

Start a ~100MB file transfer from the FTP server to the client.

Power cycle the managed AP to which the station is associated or use the reboot
command from the AP CLI. Verify the station roams to the other managed AP
and the web session is still accessible with no further authentication. Also verify
the FTP continues and there are minimal ping timeouts.

Bring up the managed AP and then shutdown the other managed AP. Make sure
the station roams back to the managed AP and the web session remains intact.
Also verify FTP and ping as in 13 above.
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5.3.3

10.
11.

12.
13.

14.

RADIUS-Authenticated Access to a Secure WLAN Network

Navigate to the WLAN > Security > Captive Portal > Client Connection Status
page and click the Delete All button.

Associate a wireless station to the D-Link_CP_RADIUS wireless network. Login
using the configured EAP username and password “dlink” and “admin”.

Verify the station obtains an IP address from the DHCP server on the switch.
Verify the station traffic is blocked (excluding DHCP related traffic, ARP and DNS)
by starting a ping to the switch. The ping should fail/time out.

Open a web browser with the switch IP address.

Verify the switch web server requests user credentials.

Enter and submit the configured captive portal username and password,
“cpuser” and “pass”.

Verify the web server replies that it is “Connecting” in the browser.

Verify the web server displays the welcome message in the browser.

Verify you can now access the switch IP address by re-entering it in the address
bar.

Verify the ping is successful now.

Start a ~100MB file transfer from the FTP server to the client.

Power cycle the managed AP to which the station is associated or use the reboot
command from the AP CLI. Verify the station roams to the other managed AP
and the web session is still accessible with no further authentication. Also verify
the FTP continues and there are minimal ping timeouts.

Bring up the first managed AP and then shutdown the other managed AP. Make
sure the station roams back to the first managed AP and the web session
remains intact. Also verify FTP and ping as in the previous steps.
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5.34

10.
11.
12.

5.35

10.

11

Authenticated Access to a Physical Interface

Navigate to the WLAN > Security > Captive Portal > Client Connection Status
page and click Delete All.

Connect a wired station to port 0/10 of the Unified Switch.

Verify the station obtains an IP address from the DHCP server on the switch.
Verify the station traffic is blocked (excluding DHCP related traffic, ARP and DNS)
by starting a ping to the switch. The ping should fail/time out.

Open a web browser with the switch IP address.

Verify the switch web server requests user credentials and the AUP is present.
Enter the configured username and password, “userl” and “12345678”. Check
the AUP checkbox and click Connect.

Verify the web server replies that it is “Connecting” in the browser.

Verify the web server displays the welcome message in the browser.

Verify you can now access the switch IP address by re-entering it in the address bar.
Verify the ping is successful now.

Move the station to port 0/11 and repeat steps 5 and 6. Verify the server requests
credentials again.

Guest Access to a Physical Interface

Navigate to the WLAN > Security > Captive Portal > Client Connection Status
page and click Delete All.

Connect a wired station to port 0/2 of the Unified Switch.

Verify the station obtains an IP address from the DHCP server on the switch.
Verify the station traffic is blocked (excluding DHCP related traffic, ARP and DNS)
by starting a ping to the switch. The ping should fail/time out.

Open a web browser with the switch IP address.

Verify the switch web server requests user credentials.

Enter and submit an arbitrary username, for example userl”. Note: There is no
password field.

Verify the web server replies that it is “Connecting” in the browser.

Verify the web server displays the welcome message in the browser.

Verify you can now access the switch IP address by re-entering it in the address
bar.

. Verify the ping is successful now.
12.

Move the station to port 0/10 and repeat steps 5 and 6. Verify the server requests
credentials again.
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5.3.6

10.

11.
12.

RADIUS-Authenticated Access to a Physical Interface

Navigate to the WLAN > Security > Captive Portal > Client Connection Status
page and click Delete All.

Connect a wired station to port 0/4 of the Unified Switch.

Verify the station obtains an IP address from the DHCP server on the switch.
Verify the station traffic is blocked (excluding DHCP related traffic, ARP and DNS)
by starting a ping to the switch. The ping should fail/time out.

Open a web browser with the switch IP address.

Verify the switch web server requests user credentials.

Enter and submit the configured captive portal username and password,
“cpuser” and “pass”.

Verify the web server replies that it is “Connecting” in the browser.

Verify the web server displays the welcome message in the browser.

Verify you can now access the switch IP address by re-entering it in the address
bar.

Verify the ping is successful now.

Move the station to port 0/10 and repeat steps 5 and 6. Verify the server
requests credentials again.
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6. Scenario 6 — Switch Cluster and AP-AP Tunneling

Scenario 6 has the following objectives:
= To understand how to set up and use clustering and configuration push on the
Unified Switch.
=  To understand how to set up AP-AP tunneling, also known as L2 Distributed
Tunneling, and verify roaming.
Note: For FTP transfer to continue across ‘real’ roaming, you might want to adjust the
‘Roaming Aggressiveness’ (Intel) or corresponding fast roaming feature on the client NIC.
For simulated roams, it should not matter. But it might be a good idea to adjust it
nevertheless.

Unified Switch2
Network IP: 10.90.90.91

Loopback: 192.168.20.250
Across L3 Network

Unified Switch1 L3 Device
Network IP: 10.90.90.90

Loopback: 192.168.10.250 M /\ | |
/ 172.17.5.0/24 .

172.17.6.0/24

192.168.102.x/24

RADIUS Server
192.168.4.0/24

. FTP Server

- Audio/Video Server Seamless Roaming
‘ 192.168.5.x/24
AP1
192.168.101.x/24 SSIDs:
> DL-SC6-Guest: 192.168.100.x/24
DL-SC6-NET1: 192.168.2.x/24
Client DL-SC6-NET2: 192.168.3.x/24

6.1 Overview

Table 13 shows a summary of the interfaces on the devices you configure, along with
their IP addresses, port information, VLANs, DHCP pools, etc. This configuration starts
from scratch; therefore, you should clear the configuration on the Unified Switches from
the previous scenarios.

Table 13 Summary of Device Interfaces

Interface/Device VLAN ID/Name IP Address Port

Switch1l Management NA 10.90.90.90/8 Any unused L2
Interface port

Switch1 Loopback NA 192.168.10.250/32 | Logical only
Interface

Switch1 Interface to L3 10 - Core 172.17.5.253/24 0/24

Device
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Interface/Device

VLAN ID/Name

IP Address

Port

L3 Device Interface to
Switch1l

NA

172.17.5.254/24

L3 device port

Switch2 Management NA 10.90.90.91/24 Any unused
Interface

Switch2 Loopback NA 192.168.20.250/32 | Logical only
Interface

Switch2 Interface to L3 10 - Core 172.17.6.253/24 0/24
Device

L3 Device Interface to NA 172.17.6.254/24 L3 device port
Switch2

DHCP for Clients on Guest | NA 192.168.100.x/24 Wireless
SSID

DHCP for Clients on NA 192.168.2.x/24 Wireless
DL-SC6-NET1 SSID

DHCP Clients on NA 192.168.3.x/24 Wireless
DL-SC6-NET2 SSID

DHCP for FTP or other NA 192.168.5.x/24 -

Server on Switch1

DHCP for RADIUS or other | NA 192.168.4.x/24 -

Server on Switch2

DHCP for APs on Switch1 NA 192.168.101.x/24 -

DHCP for APs on Switch2 NA 192.168.102.x/24 -

6.2 Switchl and Switch2 LAN Configuration

The configuration in this section takes place on Unified Switchl and Unified Switch2. All
features are configurable under the LAN tab on the navigation panel. Please follow the
steps you have learned from previous scenarios to configure the VLANSs, interfaces, and

addresses on the systems.

6.2.1 DHCP

Configure DHCP Server parameters and pools on Unified Switch1 to provide addresses
for AP1, Guest, Sales, the FTP server, and RD WLAN Clients. Configure Unified Switch2 to
provide addresses for AP2 and the RADIUS server.

6.2.2 Configure Routes on Switchl, Switch2, and L3 Device

You must configure routes on the Unified Switch and L3 core device to provide IP
connectivity between the Unified Switches, APs, and servers. You can either configure
static routes for each network you need access to at the Unified Switch or you can
configure a default route. The Unified Switch at a minimum requires IP access to the
other Unified Switch to allow peering to occur and the APs must have IP access to the
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RADIUS server for WPA2. Other routes (or a default route) provide access for clients to

reach other networks.

Table 14 lists default and static routes that should be configured.

Table 14. Default and Static Routes to be Configured

Device Network Mask Next Hop IP Address
Address
Unified Switch1l | 0.0.0.0 0.0.0.0 172.17.5.254
Unified Switch2 | 0.0.0.0 0.0.0.0 172.17.6.254
L3 Device 192.168.101.0 | 255.255.255.0 | 172.17.5.253
L3 Device 192.168.102.0 | 255.255.255.0 | 172.17.6.253
L3 Device 192.168.4.0 255.255.255.0 | 172.17.6.253
L3 Device 192.168.10.0 | 255.255.255.0 | 172.17.5.253
L3 Device 192.168.20.0 | 255.255.255.0 | 172.17.6.253
L3 Device 192.168.5.0 255.255.255.0 | 172.17.5.253

Note: The static route toward AP1, AP2, and the Radius server is needed only for WPA2-

EAP authentication.
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6.3 Configure WLAN Settings

Configure the WLAN parameters to support the 3 Tunneled SSID Networks only on
Unified Switch1. We will push that configuration to Unified Switch2. Update networks
1, 2, and 3 with the following settings:

Network 1:
e SSID: DL-SC6-Guest
e Security: None
e L2 Distributed Tunneling Mode: Enabled

Network 2
e SSID: DL-SC6-NET1
e Security: WPA2 (see below)
e L2 Distributed Tunneling Mode: Enabled

Network 3:
e SSID: DL-SC6-NET2
e Security: Static-WEP
e L2 Distributed Tunneling Mode: Enabled

6.3.1 WPA2 Configuration

To support WPA2, enable “wpa-enterprise” security mode, configure the WPA Ciphers
to use TKIP and CCMP, and include WPA version WPA2. Also configure the IP address
and configured secret for the Radius server in the AP Profile (192.168.4.1). You will also
need to appropriately configure your client to support WPA2, which might require a
client OS update.

6.3.2 Configure Discovery

Configure WLAN Discovery parameters on Unified Switch1 and Unified Switch2. Use
IP/L3 Discovery on Unified Switch1 and/or Unified Switch2 to discover the other peer
switch across subnets. (In other words, add the loopback address of Unified Switch2
into the IP discovery list for Unified Switch1.) Use L2/VLAN Discovery on Unified
Switch1 and Unified Switch2 to discover the APs on VLANs 101 and 102, respectively. (In
other words, add VLAN 101 to the L2 discover list on Unified Switch1 and VLAN 102 to
the discovery list on Unified Switch2.)

6.3.3 Connections

Connect devices and verify that APs move to managed state. You will need to add the
APs MAC addresses into your local AP database.
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6.4 Configure the RADIUS Server

Since WPA Enterprise (WPA2) uses a RADIUS server to authenticate clients, you must
configure a client entry for the AP, which makes requests to the RADIUS server on
behalf of the clients, and an entry for each of the users. In this example, you only add
one user entry to the RADIUS database.

This configuration is applicable to only FreeRadius (http://www.freeradius.net/ ) radius
server. The configurations in this section involve the following two files:

= C:\Program Files\FreeRADIUS.net-1.1.1-r0.0.1\etc\radd\client.conf

= C:\Program Files\FreeRADIUS.net-1.1.1-r0.0.1\etc\radd\users

1. Add a client entry for AP1 to the clients.conf file:
client 192.168.101.0/24 {
secret = secret

shortname =my-apl

}

Note: The secret is the same as the one added to the RADIUS Secret field in the
DL-SC6-NET1 Wireless Network Configuration.

2. Similarly, add a client entry for AP2.

3. Add the user dlink with password admin to the users file as:
dlink  Auth-Type := EAP, User-Password == "admin"

4. Restart the RADIUS server (you must restart it after you make any changes to the
configuration file).

Page 73


http://www.freeradius.net/

6.5 Verifying the Configuration

1. Verify that the switch 1 is the cluster controller (CC) on its WLAN > Monitoring >
Global web page. The switch wireless IP address must be lower than that of switch 2.

I Switch Status | IP Discovery | Configuration Received | AP Hardware Capability |
Wireless Global Status/Statistics
WLAN Switch Operational Status Enabled IP Address 1027 65121
Peer Switches 0
Cluster Controller Yes Cluster Controller IP Address 10.27.65.121
Total Access Points 0 Managed Access Points 0
Standalone Access Points 0 Rogue Access Points 0
Discovered Access Points 1] Connection Failed Access Points 0
Authentication Failed Access Points i Unknown Access Points 0
Rogue AP Mitigation Limit 16 Rogue AP Mitigation Count 0
Maximum Managed APs in Peer Group 256 WLAN Utilization 0%
Total Clients 0 Authenticated Clients 0
802.11a Clients 2 802.11b/g Clients 0
802.11n Clients 2 Maximum Associated Clients 8000
Detected Clients 0 Maximum Detected Clients 16000
Maximum Pre-authentication History Entries 500 Total Pre-authentication History Entries 0
Maximum Roam History Entries 500 Total Roam History Entries 0
WLAN Bytes Transmitted 0 WLAN Packets Transmitted 0
WLAN Bytes Received 0 WLAN Packets Received 0
WLAN Bytes Transmit Dropped 0 WLAN Packets Transmit Dropped 0
WLAN Bytes Receive Dropped 0 WLAN Packets Receive Dropped 0
Distributed Tunnel Packets Transmitted 0 Distributed Tunnel Roamed Clients
Distributed Tunnel Clients 0 Distributed Tunnel Client Denials 0
Refresh ] I Clear Statistics

2. Set the CC priority of switch 2 on WLAN > Administration > Advanced Configuration
> Global to 2 and verify it becomes the CC after a couple of minutes.

L Tool DLogout B Help
9

I SNMP Traps | Distributed Tunneling |

Wireless Global Configuration

Peer Group ID [ (1w2sg)
Client Roam Timeout (secs) [30° " (110 120)
Ad Hoc Client Status Timeout (hours) [247 " (010 168)
AP Failure Status Timeout (hours) |24— (0 to 168)
MAC Authentication Mode white-list |+

RF Scan Status Timeout (hours)

Detected Clients Status Timeout (hours)

24 {0 to 168)
24 {0 to 168)

Tunnel IP MTU Size 1500 v
Cluster Priority 2 (0 to 255, 0 - Disable)
AP Client QoS Disable [V]
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3. On switch 1 page WLAN > Administration > Advanced Configuration > Peer Switch
> Configuration Enable/Disable, keep the default selection of the configuration
items to be pushed. All items listed are enabled except discovery.

B Logewt B Help

Configuration Request |

Global
Discovery
Channel/Power
AP Database
AP Profiles
Known Client
Captive Portal
RADIUS Client
QoS ACL

QoS DiffServ

Peer Switch Configuration Enable/Disable

Enable [V]
Disable [V]
Enable [Vl
Enable [V]
Enable [Vl
Enable [Vl
Enable [V]
Enable [Vl
Enable [V]
Enable [V]

4. To initiate configuration update on switch 2, on WLAN > Administration > Advanced
Configuration > Peer Switch > Configuration Request page select the box next to its
IP address, and then click Start.

& Tool .Lo_ out e Help
9

I Configuration Enable/Disable |

Peer Switch Configuration Request Status

Configuration Request 5tatus  Not Started

Total Count 0
Success Count 0
Failure Count 0
Peer IP Address Configuration Request Status
vl 10.27.65.94 Mot Started

[ stat |[ staran | [ Refresh |

5. Verify the Configuration Request Status is Success on the page above.

6. From a wireless client, connect to AP1 and verify that you can see the SSIDs for the
following:
= DL-SC6-Guest
= DL-SC6-NET1
= DL-SC6-NET2

7. Connect to DL-SC6-NET1 from a wireless client to verify that WPA2 authentication is
required.
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8. After connecting, check the IP address that the switch DHCP server assigned.

9. Perform a file transfer (~100MB) from the wired FTP server to the wireless client.
Verify it works for both the APs.

10. Start the Roaming Test.

6.6 Testing the L3 Authenticated Roaming Feature

6.6.1 Simulated Roam via Power Down of AP

The following procedure shows how to perform an AP-AP Tunnel roaming test.

1. Use your laptop to test the wireless connection by associating to the DL-SC6-NET1
SSID Network, and check if you are getting the IP address correctly from the Unified
Switch’s DHCP server after properly authenticating via WPA2.

2. Once wireless connectivity is confirmed, you can check which AP your laptop
connects to [WLAN > Monitoring > Client > Associated Clients].

3. Start to ping one of the LAN interfaces (172.17.5.253 or .254) or its loopback
interface (192.168.10.254).

4. Cause the client to roam to another AP by using one of the following two methods:

= Put the AP that the client is connecting to in an RF chamber, close the
chamber door, and make sure the client roams to another AP. Then, open
the chamber door.
= Lower the transmission power of the AP that the client is connecting to until
the signal is too weak for the client to detect.
Normally one ping loss is observed when roaming. You will also observe that the
client will not re-authenticate with the RADIUS server, further decreasing the
necessary roam delay (Note: This action requires client support).

5. You can repeat step 2-4 and observe your laptop roam from AP to AP without

changing IP, and with limited packet loss. (Note: If you use this method for

simulating a roam, a re-authentication with the RADIUS server will be required when

you roam back to the original AP the client was associated with, because power-
cycling the AP will cause it to lose its security key cache.)
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6.6.2 Simulated Roam via Disabling Radios

The following procedure shows how to simulate a roam by disabling the radio the client
is currently associated with. By using this method, the link between the AP and the
Unified Switch will not go down; therefore, the local route will not be removed and the
above-mentioned routing loop issue will not happen.

1. Use your laptop to test the wireless connection by associating to the DL-SC4-NET1
SSID Network, and check if you’re getting the IP address correctly from the Unified
Switch’s DHCP server on the Tunnel subnet after properly authenticating via WPA2.

2. Once wireless connectivity is confirmed, you can check which AP your laptop
connects to [WLAN > Monitoring > Client > Associated Clients].

3. Start to ping one of the LAN interfaces (172.17.5.253 or .254) or its loopback
interface (192.168.10.254).

4. Enable AP “debug” mode to allow direct Telnet access to the APs CLI [WLAN >
Administration > AP Management > Advanced].

5. Open a telnet session to the IP address of the AP that your client has associated with
and log in.

6. Disable the radios with this command: set radio all status down. You will observe
the client roam to the other AP with minimal ping loss.

6.6.3 Real Roam

A real-world roam involves physically moving from near one AP to the other AP such
that your client will automatically associate with the closer AP of stronger signal
strength. This is best shown when the APs are adequately separated to allow signal
strength decrease as you move away one AP and signal strength increase as you move
nearer the other AP. Wireless VolP phones are the best clients to use since they are
tuned to roam if a stronger signal is detected from another nearby AP. PC clients are
not tuned for these rapid roams and therefore will often allow the signal strength to
decrease significantly before selecting a stronger signal AP to associate with — this can
cause traffic loss simply associated with a weak signal. To facilitate the client’s decision
to roam, an antenna can be connected to one of the APs after you have already
associated with the other AP.
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7. Scenario 7 — Configuring a Network with WDS-
Managed APs

In this scenario, a company has a main building that houses most of the employees and
contains the entire network infrastructure. The company has acquired some additional
office space in the building next door. The network administrator has determined that
the best and most cost-effective solution to allow employees in the new building to
connect to the network is to extend the WLAN to the new building by configuring the
network with WDS-Managed APs.

This example describes how to configure the WDS-Managed settings on the APs and
switch involved in the network shown in the following figure.

New Building (Annex) Main Building
Satellite AP Root AP
5¢:d9:98:2f:52:40 1c:af:f7:1f:27:40 DWS-4000

w | Tn &

The WDS group in the figure has the following characteristics:

e The WDS-Managed AP group name is annex, and it includes one root AP and one
satellite AP.

e The DWS-4000 switch manages both the root AP and the satellite AP.

e The group has one WDS AP link between the Root AP and the Satellite AP.

e The APs communicate over Radio 1 (IEEE 802.1a/n) on channel 36. The channel is
statically configured.

e The Ethernet port on Satellite AP1 is enabled to allow wired LAN access to office PCs
in the new building.
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To configure the WDS-managed AP group and its link, use the following steps:

1. Configure Satellite AP while it is in stand-alone mode.

a.

Connect to the web-based administration interface for Satellite AP.

If you know the IP address of the AP, enter it into a browser to access the
administration pages for the AP. If you do not know the IP address of the AP,
connect to the console port (Baud rate: 115200, Data: 8 bit, Parity: none, Stop: 1
bit, Flow control: none), and enter the get management command to view the
IP address of the AP.

Log on to Satellite AP. The default username is admin, and the default password is
admin.

On the home page (Basic Settings), note the MAC address of the AP. When you
configure the WDS Managed AP settings on the switch, you must provide the MAC
address of the AP.

Access the Manage > Managed Access Point page.

For the WDS Managed Mode option, select Satellite AP.

For the WDS Managed Ethernet Port option, select Enabled. This enables the LAN
port on the AP to allow wired access to the network.

In the WDS Group Password field, enter the password for the group, for example
password12345.

| Configure Managed AP Wireless Switch Parameters
Managed AP Adminstrative Mode ® Enabled O Disabled

Switch IP Address 1

Switch IP Address 2

Switch IP Address 3

Switch IP Address 4

Base IP port 57775

Pass Phrase [edit
WDS Managed Mode O root AP @ satellite AP

WDS Managed Ethernet Port ® Enabled O Disabled

WDS Group Password sescsssccssee

Click "Apply” to save the new settings.

Note: If AP Validation is enabled on the switch on the WLAN > Administration > Basic
Setup > Global page, the AP must authenticate with a RADIUS server or with the switch
before it can be managed. To set the password for AP validation on the AP, select the
Edit check box and enter the pass phrase in the Pass Phrase field. The pass phrase you
enter must match the pass phrase configured on the RADIUS server or in the
Authentication Password field on the WLAN > Administration > Basic Setup > Valid AP

page.
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g. Click Apply.
h. Access the Manage > Radio page.

i. Set the radio(s) that will participate in the WDS link to a static channel. In this
example, the APs in the WDS group use channel 36 on Radio 1 (IEEE 802.11a/n).

status @ on O off

Mode | IEEE 802.11a/n £3

Channel

Channel Bandwidth

Primary Channel Lower ¥ |
Short Guard Interval Supported Yes |v|
STBC Mode Oon (&

j. Click Apply.

k. Click Logout to log off of the AP.

Note: You do not need to configure any settings on the Root AP. By default, the WDS
Managed Mode for an AP is Root AP, and the Root AP obtains the WDS Group Password
from the switch when it becomes managed. However, you must know the MAC address of
the Root AP so you can add it to the Valid AP database and WDS Managed group. This
example assumes the IP address of the AP is assigned by a network DHCP server.

3. Connect to the web-based administration interface for the D-Link DWS-4000 Series
switch

If you know the IP address of the switch, enter it into a browser to access the
administration pages for the switch. If you do not know the IP address of the switch,
connect to the console port (Baud rate: 115200, Data: 8 bit, Parity: none, Stop: 1 bit,
Flow control: none), and enter the show network command to view the switch IP
address.
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4. On the WLAN > Administration > Basic Setup > Valid AP page, enter the MAC
address and (optionally) location of the Root AP in the appropriate fields and click
Add.

[ Global | Discovery | Profile [ Radio | SSID | | oul |
Valid Access Point Summary
AP Database 0/128
Managed AP 0
Rogue AP 0
Standalone AP 0

Note: No entries currently exist in the Local AP Validation Database. If desired, you can add Access Point entries here allowing switch management as
Access Points are discovered.

MACAddress 1C:AF-FT-1F:27:40 Location  [Root AP Add

1 - Default

The Valid Access Point Configuration page appears.
5. In the Radio 1 field, set the channel to 36 and click Submit.

Note: The Root AP and Satellite AP must use the same radio and channel to
communicate over the WDS link.

Global | Discovery | Profile | Radio | ssID | | oul ‘
Valid Access Point Configuration
MAC address 1C:AF:FT:1F:27:40 [v]
AP Mode IManaged [V]
Location |Ruul AP
Authentication Password | O Eqit
Profile 1- Default ||
Radio 1 - 802.11a/n Channel 36 Power (%) 0 [v]
Radio 2 - 802.11b/g/n Channel Auto [v| Power (%) 0 [~
Refresh H Delete H Submit ]
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6. Repeat steps 4 and 5 to add the Satellite AP to the Valid AP database.

‘ Global | Discovery I Profile I Radio I ssID ] oul |

Valid Access Point Summary

AP Database 3128

Managed AP 3

Rogue AP 0

Standalone AP 0

MAC address Location _______|AP Mode Profile |

[ 1c:aff7:1£27:40 Root AP Managed 1-Default

[] 5c:d9:98:2f52:40 Satellite AP Managed 1-Default

MACAddress |00:00:00:00:00:00 Location Add
1 - Default
Delete All H Refresh ]

7. From the WLAN > Administration > WDS Configuration > Group Configuration page,
enter the group name and click Add.

WDS Managed AP Group Configuration

Group Name annex Add

No WDS Group exists.

The WDS Managed AP Group Configuration page appears.

8. Select the Edit check box and enter the WDS group password in the appropriate field
(password12345).

WDS Managed AP Group Configuration
WDS Group Name annex
Spanning Tree O Enable ® Disable
WDS Group Password Oy Edit
9. Click Submit.

10. From the WLAN > Administration > WDS Configuration > AP Configuration page,
click Add to add the root AP to the selected group. If multiple WDS groups are
configured, make sure you select the appropriate group ID before you click Add.
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11. Select the MAC address of the Root AP from the Valid AP MAC Address menu to
populate the WDS AP MAC Address field with the MAC address of the Root AP.

The Valid AP MAC Address menu contains the MAC addresses of all APs that have
been added to the Valid AP Database on the WLAN > Administration > Basic Setup >
Valid AP page.

WDS Managed AP Configuration
Valid AP MAC Address 1C:AF:F7.1F:27:40 ||
WDS AP MAC Address 1C:AF:F7:1F:27:40
STP Priority (0 to 61440)

12. Click Submit.
13. Repeat steps 11 and 12 to add the MAC addresses for the Satellite AP to the group.

14. Click WLAN > Administration > WDS Configuration > AP Configuration to return to
the main AP Configuration page to verify the APs have been added to the group.

WDS Managed AP Configuration

WDS Group Id 1 ;_v\

AP MAC Address STP Priority
[] 1C:AF:FT:1F:27:40

[] 5C:D9:98:2F:52:40

[ Add || submit |[ Delete |[ Refresh |

15. From the WLAN > Administration > WDS Configuration > Link Configuration page,
click Add to add the link to the selected group. If multiple WDS groups are
configured, make sure you select the appropriate group ID before you click Add.

16. On the WDS Link Create page, configure the link between the Root AP and the
Satellite AP with the following settings:
e Source AP MAC Address: 1C:AF:F7:1F:27:40 (Root AP)
e Source AP Radio: 1
¢ Destination AP MAC Address: 5C:D9:98:2F:52:40 (Satellite AP)
¢ Destination AP Radio: 1

¢ Link Cost: You do not need to provide a value for this field because STP is disabled.
By default, the link cost is 40.
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Source AP MAC Address
Source AP Radio
Destination AP MAC Address

WDS Link Create

1CAFF7-1F27-40

1 (1to2)

5C:D9:98:2F:52:40

Destination AP Radio 1 (1t 2)
Link Cost (0 to 255)

17. Click Submit.

20. Return to the WLAN > Administration > WDS Configuration > Link Configuration
page to verify the link settings.

WDS AP Link Configuration

WDS Group Id [1]w]
Source AP MAC Address  Source Radio Dest AP MAC Address Dest AP Radio STP Link Cost
[0 1C:AF:FT7:1F:27:40 1 5C:D9:98:2F:52:40 1

[ Add |[ submit |[ Delete |[ Refresh |

21. Deploy the APs, if they have not already been deployed. After the Root AP is
discovered and has become managed, it will scan for the Satellite AP. When the
Satellite AP is discovered, it will become managed.

Note: It might take several minutes for the APs to establish a WDS link and to become
managed.

22.To verify that the WDS link and APs are operating as expected, navigate to WLAN >
Monitoring > WDS Managed APs.

| WDS AP Group Status | WDS AP Status | WDS Link Status Summary | WDS Link Statistics Summary |

WDS Group Status Summary

roup Id Configured AP Count Connected Root AP Count Connected Satellite AP Count  Configured WDS Link Count Detected WDS Links Count

1 2 1 1 1 1
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WDS AP Group Status Summary | I WDS AP Status | WDS Link Status Summary | WDS Link Statistics Summary |

WDS AP Group Status
[1(]

Configured AP Count 2 Connected AP Count 2

Root AP Count 1 Satellite AP Count 1

Root Bridge AP MAC 1C-AF:-FT-1F:27:40 Root Device Type MNone
Config WDS Link Count 1 Detect WDS Link Count 1

Blocked WDS Link Count 0 WDS Group Password Change Status Not Started
Mew WDS Group Password [ ] O Edit

[ Refresh ][ Apply Password

WDS AP Group Status Summary | WDS AP Group Status | I WDS Link Status Summary | WDS Link Statistics Summary

WDS Group AP Status Summary

1-annex v |
AP MAC AP Connection Satellite STP Root Root Path Ethernet Port STP Ethernet Port Ethernet Port Link
Address Status Mode Mode Cost State Mode State
1c:aff7:1f27:40  Connected Wired Not STP Root 0 Disabled Disabled Up
5c:d9:98:2f:52:40 Connected Satellite Not STP Root 0 Disabled Enabled Up

WDS AP Group Status Summary | WDS AP Group Status I WDS AP Status \ WDS Link Statistics Summary

WDS Group Link Status Summary

Source Destination
DS AP Source MAC Source  Destination MAC  Destination End-Point End-Point Aggregation  Source STP Destination
roup Id Address Radio Address Radio Detected Detected Mode State 0 STP Slat
1 1c:aff7:1f:27:40 1 5c:d9:98:2f.52:40 1 Yes Yes No Forwarding  Forwarding

WDS AP Group Status Summary | WDS AP Group Status | WDS AP Status [ WDS Link Status Summary

WDS Group Link Statistics Summary

Source Source Source

AP AP AP Source  Destination Destination Destination Destination

roup Source MAC Source Destination Destination Packets Bytes Packets AP Bytes AP Packets AP Bytes AP Packets AP Bytes
Id Address Radio MAC Address Radio Sent Sent Received Received Sent Sent Received Received

1 1c:aff7:1f27:40 1 5c:d9:98:252:40 1 16461 1728291 1901 1059726 1639 1021799 15561 1507996
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8. Scenario 8 — Configuring a Network to Use

WPAZ2-Enterprise and Dynamic VLANS

This scenario shows a company deploying a wireless network that uses WPA2-Enterprise
encryption and dynamic VLANs. To keep financial information separate from other
corporate data, the network administrator has configured a separate VLAN for
Accounting Department employees. Because some individuals may be granted access to
the Accounting VLAN for a short period, the administrator decides to use user-based
granular control over VLAN assignments. The administrator controls access to the
accounting VLAN by using a RADIUS server and Dynamic VLAN assignment.

This example includes two wireless networks (VAPs):

¢ The Visitor network provides Internet access to guests. Guests who connect to the
the Visitor network are assigned to VLAN 10, which provides limited access to
network resources.

¢ The Corporate network is for employees. An employee who connects to this network
must be authenticated by a network RADIUS server. By default, users on this network
are assigned to VLAN 20. However, when an Accounting Department user
authenticates to the Corporate network, the user is assigned to VLAN 30. The VLAN
assignment in the RADIUS profile for an Accounting Department employee takes
precedence over the default VLAN of the VAP.

The following table shows a summary of the VAP configuration in this scenario:

Table 15: VAP Information

Network (SSID) VLAN Security Redirect
Visitor 10 None http://www.dlink.com/tw
Corporate 20 WPA Enterprise None

In the following figure, when Client_1 initiates a connection to the Corporate network,
the authentication information is passed from the client to the AP, and from the AP to
the switch. Then, the switch forwards the information to the RADIUS server. If the
authentication is successful, the RADIUS server response includes the VLAN assignment
information This example includes only one AP, but the configuration is easily scalable

to multiple APs.

Client_1

48:60:BC:76:79:3E

kaP_l . Switch_1
10.27.65.178 10.27.65.79
1C:AF:F7:1F:27:40

W = A

Radius_1
10.27.65.120

This scenario requires configuring settings on the RADIUS server and on the switch.
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8.1 Configuring Client Information on the RADIUS Server

To use WPA-Enterprise and RADIUS-assigned VLANs, you must configure information
about the clients on the network RADIUS server. The configuration of your RADIUS
server will vary depending on the manufacturer of the RADIUS server, but the
parameters for dynamic VLAN tagging are the same, regardless of the RADIUS server
you use.

The following parameters should be set to allow for Dynamic VLAN Tagging where
<vlan-ID> is the VLAN to assign to each user.

e Tunnel-Type =13,

e Tunnel-Medium-Type =6,

e Tunnel-Private-Group-ID = <vlan-ID>

This example describes how to configure the FreeRADIUS server (available from
FreeRADIUS.org) with the users in the following table:

Table 16: RADIUS Users

Username Password Group VLAN
accountant accountant Accounting VLAN 30
engineer engineer Corporate None assigned

To configure the FreeRADIUS server:

1. Edit the etc/raddb/users.conf file, which contains the user account information, and
add the new users.

The following code shows an example entry for the accountant and engineer users:

accountant User-Password == "accountant”
Tunnel-Type = 13,
Tunnel-Medium-Type = 6,
Tunnel-Private-Group-ID = 30

engineer User-Password == "engineer"

2. Edit the etc/raddb/clients.conf file to allow the switch to act as a client for the
RADIUS server.

The following code shows an example of the entry in the clients file that allows the
switch to authenticate with the RADIUS server:

client 10.27.65.0/24 {
secret = secretl2345
shortname = private-network-1

}
The client network entry includes the IP address of the switch. The secret matches
the secret to be configured on the switch. The secret must match on both systems.
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8.2 Configuring RADIUS Information and AP Profiles on the
Switch

The procedures in this section describe how to configure the RADIUS information on the switch,
how to enable RADIUS-assigned VLANSs, and how to configure the AP profile to be applied to the
APs that the switch manages.

1. Connect to the web-based administration interface on the D-Link DWS-4000 Series switch. If
you know the IP address of the switch, enter it into a browser to access the administration
pages for the switch. If you do not know the IP address of the switch, connect to the console
port (Baud rate: 115200, Data: 8 bit, Parity: none, Stop: 1 bit, Flow control: none), and enter
the show network command to view the switch IP address.

2. Configure the RADIUS server information.

a. Go to the LAN > Security > RADIUS > RADIUS Authentication page.
b. Configure the RADIUS server host address, for example 10.27.64.120.

c. Configure the RADIUS server name, for example RADIUS.

RADIUS Authentication Server Configuration

RADIUS Server Host Address Add v
RADIUS Server Host Address 10.27.65.120 (Max 255 characters/X X X X)
RADIUS Server Name RADIUS (Max 31 characters)

|

d. Click Submit. Additional fields appear on the screen.

e. To configure the password (shared secret) that the switch uses to authenticate with the
RADIUS server, select the Apply option and type the password (for example secret12345)
in the Secret field. The secret you configure must match the secret configured in the
client entry for the switch on the RADIUS server.

f. From the Primary Server field, select Yes.

RADIUS Authentication Server Configuration
RADIUS Server Host Address 102765120 |»|
Port 1812 (1to 65535)
Secret  sssesssssss Apply
Primary Server Yes V
Message Authenticator Enable [v|
Secret Configured Mo
Current ‘Yes
RADIUS Server Name RADIUS (Max 31 characters)

Submit ] [ Remove ] [ Refresh ]
g. Click Submit.

3. Enable Dynamic VLAN creation mode to allow RADIUS-assigned VLANSs to be automatically
created on the switch if they do not already exist.

a. Access the LAN > Security > Port Access Control page
b. From the Dynamic VLAN Creation Mode menu, select Enable.
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Port Access Control Configuration
Administrative Mode Disable v
VLAN Assignment Mode | Disable LVJ
Dynamic VLAN Creation Mode | Enable [v|
Monitor Mode | Disable ||

c. Click Submit.
4. Configure the Wireless Network Information for the Visitor network.
a. Go to the WLAN > Administration > Basic Setup > SSID page.

b. Select the radio to configure. This example configures Radio 2 - 802.11b/g/n.
c. For Network 1 - dlink1, click Edit.

] Global | Discovery I Profile | Radio | | Valid AP | out |
Wireless Default VAP Configuration
AP Profile 1-Default
©1-802.11a/n © 2-802 11b/g/n
Network VLAN L3 Tunnel Hide SSID Securi Redirect
1-dink1  [v] 1-default Disabled Disabled None None
[ 2-diink2 R 1-default Disabled Disabled None None
[] 3-diink3 1-default Disabled Disabled None None
[ 4 -dlink4 1-default Disabled Disabled None None
[1 5-dlinks 1-default Disabled Disabled None None
1 &-dlink& 1-default Disabled Disabled None None
d. Configure the following information in the appropriate fields:
SSID = Visitor
VLAN =10

Redirect = HTTP
Redirect URL = http://www.dlink.com/tw

Page 89



‘ Global | Discovery | Profile I Radio |

| valid AP | ou! |

SSID

Hide SSID

Ignore Broadcast

VLAN

L3 Tunnel

L3 Tunnel Status

L3 Tunnel Subnet

L3 Tunnel Mask

MAC Authentication

Redirect

Redirect URL

Wireless ARP Suppression Mode
L2 Distributed Tunneling Mode

RADIUS Authentication Server Name
RADIUS Authentication Server Status
RADIUS Accounting Server Name
RADIUS Accounting Server Status
RADIUS Use Network Configuration
RADIUS Accounting

Security

Client QoS

Client QoS Access Control Down
Client QoS Access Control Up
Client QoS Diffserv Policy Down
Client QoS Diffserv Policy Up

m
[l
[0 (10 4094)
L]

None

0.0.0.0
255255 255.0

—lcal O RAQUIS. D Disable
O None ® HTTP

Client QoS Bandwidth Limit Down (bits-per-second)
Client QoS Bandwidth Limit Up (bits-per-second)

[ttp:/fwww.dlink.c
DISEB e \E;

Disable ||

| Default-RADIUS-Server
Not Configured
|Default-RADIUS-Server
Not Configured

Enable [v|

O

@ None OWEP O WPA/WPA2

Wireless Network Configuration

O
0 (0 to 4294967295, 0 - Disable)
0 (0 to 4294967295, 0 - Disable)

<none> \»v‘,
<none> v/
<none> v/

<none> v/

[ submit | [ Refresh |

[ Clear ]

e. Click Submit.

5. Configure the Wireless Network Information for the Corporate network.

a. Click the SSID tab (or click WLAN > Administration > Basic Setup > SSID) to return to the

Wireless Default VAP Configuration page.

Select the radio to configure. This example configures Radio 2 - 802.11b/g/n.
Select the option next to Network 2- dlink2, and click Edit.

Global | Discovery | Profile l Radio ‘

| valid AP | out |

Network VLAN

- Visitor ][ Edit | 10
- diink2 \:,i 1-default
- dlink3 = b5 1-default

oooo-

- dlink4 z 1-default
- dlink5 E 1-default
- dlink6 E 1-default

01-802.11a/n © 2-802.11b/g/n

L3 Tunnel
Disabled

Disabled
Disabled
Disabled
Disabled
Disabled
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Disabled None
Disabled None
Disabled None
Disabled None
Disabled None
Disabled None

Wireless Default VAP Configuration

AP Profile 1-Default

Redirect
HTTP

None
None
None
None

None




d. Configure the following information in the appropriate fields:
SSID = Corporate
VLAN =20
Radius Authentication Server Name = RADIUS
Security = WPA/WPA2, WPA Enterprise

Note: The WPA Enterprise option is available only after you select the WPA/WPA?2 option.

‘ Global | Discovery ] Profile ] Radio ‘ | valid AP | OUI |

Wireless Network Configuration

SSID

Hide SSID

Ignore Broadcast

VLAN

L3 Tunnel

L3 Tunnel Status

L3 Tunnel Subnet

L3 Tunnel Mask

MAC Authentication

Redirect

Redirect URL

Wireless ARP Suppression Mode
L2 Distributed Tunneling Mode

RADIUS Authentication Server Name
RADIUS Authentication Server Status
RADIUS Accounting Server Name
RADIUS Accounting Server Status
RADIUS Use Network Configuration
RADIUS Accounting

Security

WPA Versions

WPA Ciphers
Pre-Authentication
Pre-Authentication Limit
Key Caching Hold Time
Bcast Key Refresh Rate

Session Key Refresh Rate

Corporate
0O

O
20 (1to4094)
O

None

0.0.0.0

255 255 2550

OlLocal ORADIUS © Disable
® None O HTTP

Disable v/

Disable ||

|RADIUS

Not Configured
IDefauIt-RADIUS-Server
Not Configured

Enable |v|

O

OnNone OWEP © WPAWPA2

O WPA Personal & WPA Enterprise
WPA [FwPA2

MTKIP [¥]CCMP(AES)

[ oto192)

[ (110 1440)

[300 " (00 86400)

[0 (30t086400)

6. Add the AP to the Valid AP database so that it can become managed when the switch
discovers it.

a. Go to the WLAN > Administration > Basic Setup > Valid AP page.
b. Specify the MAC address of the AP in the appropriate field.
c. Optionally, specify the location or a name that identifies the AP, for example AP_1.
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‘ Global | Discovery I Profile | Radio I SSID ‘ oul ‘

Valid Access Point Summary

AP Database 0/128
Managed AP 0
Rogue AP 0
Standalone AP 0

Note: No entries currently exist in the Local AP Validation Database. If desired, you can add Access Point entries here allowing switch
management as Access Points are discovered.

MACAddress  |1C-AF-F7-1F:27:40 Location [ap 1 Add

1 - Default

d. Click Add.

When the AP becomes managed, the default profile is applied. If you make changes to
the default profile after the AP is managed, you must reapply the profile to push the
changes to the AP from the WLAN > Administration > Advanced Configuration > AP
Profiles page.

8.3 Verifying the Configuration

This section describes the pages available for monitoring information the managed AP and its
associated clients.

1. Verify that the AP is now managed by the switch.

Click WLAN > Monitoring > Access Point > Managed AP Status and verify that the AP_1
status is Managed and the Configuration status is Success.

l Statistics |

Summary | Detail I Radio Summary ‘ Radio Detail I Neighbor APs I Neighbor Clients | VAP | VAP TSPEC | Distributed Tunneling

Managed AP Status

Switch IP Software Configuration Authenticated
MAC address  Location Port Address Version Age Status Status Profile Radio Channel Clients
1c:af:f7:1£:27:40 AP_1 0/11 10.27.65.178 D.7.11.2 0d:00:00:01 Managed Success 1-Default 1-802.11a/n 149 0
2-802.11b/g/n 6 0
(B2

2. Verify that the engineer user can connect to the Corporate network and is assigned to VLAN
20.

a. Use a wireless client to access the wireless network with the Corporate SSID.

b. When prompted for the username and password, enter engineer for both fields.
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c. To verify the VLAN assigned to the engineer user, go to the WLAN > Monitoring > Client >
Associated Clients page and select the MAC address of the client Note the VLAN of the
engineer user is VLAN 20, the default VLAN for the VAP.

l SSID Status | VAP Status I Switch Status ‘ Statistics ’

Summary | Detail l Client QoS | Neighbor APs | Distributed Tunneling ] TSPEC I RRM |

Associated Client Status

f0:7b:cb:35:a0:33 v

SSID Corporate Associating Switch Local Switch
BSSID 1C:AF:F7-1F27:51 Switch MAC Address 00:17:9A:95:4E:C4
AP MAC Address 1C-AF-FT-1F-27:40 Switch IP Address 10.27.65.79
Status Authenticated Location AP_1
Channel 6 Radio 2
User Name VLAN
Inactive Period 04:00:00:00 Transmit Data Rate 270 Mbps
Age 04:00:00:04 Network Time 0d:00:02:14
Dot11n Capable Yes STBC Capable No
NetBIOS Name Detected IP Address 10.27.65.107
Tunnel IP Address

[ Disassociate ] [ Refresh ] [ Back ]

3. Verify that the accountant user can connect to the Corporate network and is assigned to
VLAN 30.

a. Use a wireless client to access the wireless network with the Corporate SSID.
b. When prompted for the username and password, enter accountant for both fields.

c. To verify the VLAN assigned to the engineer user, go to the WLAN > Monitoring > Client >
Associated Clients page and select the MAC address of the client Note the VLAN of the
accountant user is VLAN 30, which has been dynamically assigned by the RADIUS server.

l SSID Status | VAP Status | Switch Status | Statistics ‘

Summary | Detail | Client QoS | Neighbor APs ‘ Distributed Tunneling [ TSPEC I RRM |

Associated Client Status

f0:7b:cb:35:a0:33 ||

SSID Corporate Associating Switch Local Switch
BSSID 1C:AF:F7:1F:27:51 Switch MAC Address 00:17:9A:95:4E:C4
AP MAC Address 1C:AF:F7:1F-27:40 Switch IP Address 10.27.65.79
Status Authenticated Location AP_1
Channel 6 Radio 2
User Name VLAN
Inactive Period 0d:00:00:04 Transmit Data Rate 270 Mbps
Age 0d:00:00:04 Network Time 0d:00:02:14
Dot11n Capable Yes STBC Capable No
NetBIOS Name Detected IP Address 10.27.65.107
Tunnel IP Address

Disassociate ] [ Refresh ] I Back ]
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9. Scenario 9 — Optimizing WLAN Traffic

The Unified Wired and Wireless Access System includes features that automatically help
to optimize wireless traffic on the network. This section describes the following
features:

¢ Automatic channel selection and adjustment on access point radios
¢ Automatic power adjustment for access point RF transmission power levels
e Per-radio load balancing to set the maximum utilization threshold

By default, the automatic channel selection, automatic channel adjustment, and
automatic power adjustment features are enabled but require manual triggers to run.
Load balancing is disabled by default. This section describes ways to monitor the
channel and power of the AP and to make manual adjustments, if necessary. It also
describes how to enable the load balancing feature and monitor WLAN utilization. This
section assumes that the switch has been configured and is currently managing multiple
APs.

9.1 Monitoring and Managing Channel Information

Interference can occur when multiple access points within range of each other are
broadcasting on the same or overlapping channels. The impact of this interference on
network performance can intensify during busy times when a large amount of data and
media traffic is competing for bandwidth. When APs are within broadcast range of each
other, the radios must use different channels to avoid causing RF interference. For the
802.11b/g radio, neighboring APs must operate on channels that are at least five
channels apart. For example, if AP1 and AP2 are neighbors, AP1 can operate on channel
6 while AP2 operates on channel 11. Channels in the 5 GHz band (802.11a/n) do not
overlap, so these channels interfere only if neighboring APs operate on the same
channel.

To avoid interference with neighbor APs, the Unified Wired and Wireless Access System
uses an Initial Channel Selection (ICS) algorithm. When the AP is powered up the ISI
algorithm scans all the available channels and counts the number of packets received on
each channel. The best operating channel is considered to be the one with the lowest
packet count, and this channel is assigned to the AP radio.
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To view the channels that are assigned to managed APs, click WLAN > Monitoring >
Access Point > Managed AP Status. As the following figure shows, Radio 1 (802.11a/n)
on AP_1 is operating on channel 157, Radio 1 on AP_2 is operating on channel 44, and
Radio 1 on AP_3 is operating on channel 36. Radio 2 (802.11b/g/n) on AP_1 is operating
on channel 1, Radio 2 on AP_2 is operating on channel 6, and Radio 2 on AP_3 is
operating on channel 11. For both radios, the operating channels for AP_1 do not
interfere with the operating channels for AP_2.

Statistics 1

Summary l Detail | Radio Summary | Radio Detail | Neighbor APs | Neighbor Clients ] VAP I VAP TSPEC | Distributed Tunneling |

Managed AP Status

MAC Address
{*)-Peer Switch IP Software Configuration Authenticated
Managed Location Port Address Version Status Profile Radio Channel Clients
00:11:22:33:44:20 AP_2 01 10.27.65.196 4.0.0.1 0d:00:00:02 Managed Success 1-Default 1-802.11a/n 44

2-802.11b/g/n 6 0
00:11:22:33:44:40 AP_3 0/1 10.27.65.199 4.0.0.1 0d:00:00:04 Managed Success 1-Default 1-802.11a/n 36 0

2-802.11b/g/n 11 0
5c:d9:98:2f:4a:40 AP_1 01 10.27.65.76 D.5.16.1 0d:00:01:01 Managed Success 1-Default 1-802.11a/n 157 0

2-802.11b/g/n 1 0

[ Auto Refresh

A second algorithm, the Auto Channel Adjustment (ACA) can periodically evaluate the
operating channel and can automatically change the channel if the current operating
channel is noisy. The cluster controller runs the ACA algorithm for the whole cluster.
Non-cluster controller switches do not run the ACA algorithm. The setting to enable or
disable the ACA algorithm is on the WLAN > Administration > Basic Settings > Radio
page.

[ Global | Discovery | Profile | | ssiD | Valid AP | out |

AP Profile 1-Default
©1-802.11a/n O 2-802.11blg/n
State ®on Oof Mode IEEE 802.11a/n [v]
RTS Threshold (bytes) [W (0 to 2347) DTIM Period (# beacons) [10— (1 to 255)
Load Balancing O Beacon Interval (msecs) IW (20 to 2000)
Load Utilization (%) I—so— (1 to 100) Automatic Channel
Maximum Clients W (0 to 200) Automatic Power
RF Scan Other Channels Initial Power (%) I'mo— (1 to 100)
RF Scan Sentry O
Supported Channels 36 44 149 157
Auto Eligible
Available MCS Indices 0 1 2 3 4 5 6 7 8 9 0 M 12 13 14 15
Rate Sets (Mbps) 6 9 12 18 24 36 48 54
Basic O O EINNE S
Supported
[ Refresh ][ Clear ][ Submit ][ Next ]
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The ACA algorithm is enabled by default on each radio, but the default channel plan
mode is manual. This means by default, the administrator must manually trigger the
ACA algorithm. To configure the switch to run the ACA algorithm automatically, go to
the WLAN > Administration > AP Management > RF Management page and configure
the channel plan mode as Fixed Time (once per day) or Interval (once every 6—24 hours).

Note: D-Link recommends that you run the ACA algorithm (either manually or
periodically) when WLAN traffic is low because wireless clients must briefly disassociate
from any radio that changes its channel.

The following figure shows a channel plan that is configured to run at 3:15 AM every
day.

I Channel Plan History | Manual Channel Plan | Manual Power Adjustments |

RF Configuration
Channel Plan () 5 GHZ (802 11 a/n) O 24 GHz (802.11 big/n)
Channel Plan Mode @ Fixed Time O Manual O Interval
Channel Plan History Depth 5 (0to 10)
Channel Plan Interval (hours) 6 (6 to 24
Channel Plan Fixed Time (hh:mm) |3 - |15
Power Adjustment Mode @ Manual O Interval
Power Adjustment Interval (minutes) |15 (15 to 1440)

9.1.1 Running and Applying a Manual Channel Plan

The following procedures describe how to run and apply the channel plan manually.

1. Go to the WLAN > Administration > AP Management > RF Management page and
note the Channel Plan Mode setting.

The default mode is Manual. If the mode is Fixed Time or Interval, you cannot run the
ACA algorithm manually.

I Channel Plan History | Manual Channel Plan | Manual Power Adjustments |

RF Configuration
Channel Plan ® 5 GHz (802.11 a/n) O 2.4 GHz (802.11 big/n)
Channel Plan Mode O Fixed Timg @ Manuall O Interval
Channel Plan History Depth |5 (0 to 10}
Channel Plan Interval (hours) IG (6to 24)
Channel Plan Fixed Time (hh:mm) I[J ;I[]
Power Adjustment Mode @ Manual O Interval
Power Adjust t Interval (minutes) |15 (15 to 1440)
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. Click the Manual Channel Plan tab.

. Select the radio to run the channel plan on, and then click Start.

. To view the channel plan that the ACA algorithm recommends, click Refresh.
The following figure shows that the ACA algorithm determined that the best

operating channel for Radio 1 on AP_3 is channel 149, and not its current operating

channel.

Configuration | Channel Plan History | I Manual Power Adjustments |

Manual Channel Plan

()5 GHz (802.11 a/n) 2.4 GHz (802.11 big/n)

Current Status Algorithm Complete
AP MAC Address Location Radio Current Channel New Channel
00:11:22:33:44:40 AP_3 1-802.11a/n 36 149

[ Apply ][ Clear ][ Refresh ” Start ]

Note: If the ACA algorithm determines that the APs are currently operating on the best

channel, the Current Status field reports “Algorithm Complete: No Change Required.”

5. To apply the suggested channel plan, click Apply.

Note: D-Link recommends that you apply the channel plan when WLAN traffic is low.
When a radio changes to a different channel, any associated clients are forced to
disassociate and reassociate.

6. To view information about the channel plans that have been applied, click the

Channel Plan History tab.

Configuration I Manual Channel Plan | Manual Power Adjustments ‘

Channel Plan History

® 5 GHz (802.11 a/n) O 2.4 GHz (802.11 big/n)

Operational Status Active

Last Iteration 1

Last Algorithm Time JAN 14 23:25:12 1970
AP MAC Address Location Radio Iteration Channel
00:11:22:33:44:40 AP_3 1 1 149
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7. To view the operating channel for AP_3 and all managed APs, go to the WLAN >
Monitoring > Access Point > Managed AP Status page.

1 Statistics ‘

Summary ‘ Detail I Radio Summary [ Radio Detail | Neighbor APs I Neighbor Clients l VAP | VAP TSPEC I Distributed Tunneling \

Managed AP Status

MAC Address

{*)-Peer Switch IP Software Configuration Authenticated
Managed Location Port  Address Version Age Status Profile Radio Channel Clients
00:11:22:33:44:20 AP_2 01 10.27.65.196 4.0.0.1 0d:00:00:02 Managed Success 1-Default 1-802.11a/n 44 0
2-802.11b/g/n 6 0
00:11:22:33:44:40 AP_3 0/1 10.27.65.199 4.0.0.1 0d:00:00:04 Managed Success 1-Default 1-802.11a/n 149 0
2-802.11b/g/n 11 0
5c:d9:98:2f:4a:40 AP_1 01 10.27.65.76 D.5.161 0d:00:01:01 Managed Success 1-Default 1-802.11a/n 157 0
2-802.11b/g/n 1 0

9.2 Monitoring the RF Transmission Power Level

The RF signal transmission power level directly affects the broadcast range of the AP
signal. If the power level is too low, wireless clients will not detect the signal or
experience poor WLAN performance. If the power level is too high, the RF signal might
interfere with other APs within range. If the RF signal broadcasts beyond the physical
confines of your building or network, it increases the security threat to the network.

The Automatic Power Adjustment algorithm works by setting the initial power of the AP
to the value specified in the AP profile. The power is then periodically adjusted to a level
based on the presence or absence of packet transmission errors. The power is changed
in increments of 10%. The Automatic Power Adjustment feature is enabled by default.
However, by default the algorithm is triggered manually, and not at a fixed interval.

Note: The algorithm never reduces the AP power below the initial power setting as
specified in the profile, and since the default power level in the default profile is 100%,
the power would never be reduced unless this value is first changed.
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9.2.1 Configuring the Automatic Power Adjustment

This example describes how to run and apply the Automatic Power Adjustment (APA)
algorithm.

1. To adjust the initial power level setting on the AP profile, go to the WLAN >
Administration > Basic Settings > Radio page and set the Initial Power field to a
percentage lower than 100, for example 60%.

| Global | Discovery | Profile \ l ssID | Valid AP | oul |

Wireless Default Radio Configuration

AP Profile 1-Default

©1-802.11a/n O 2-802.11b/g/n

State ®on Ooff Mode |EEE 802.11a/n [»]
RTS Threshold (bytes) IW (0 to 2347) DTIM Period (# beacons) ’10— (1 to 255)
Load Balancing | Beacon Interval (msecs) ﬁog— (20 to 2000)
Load Utilization (%) [60— {1 to 100) Automatic Channel

Maximum Clients W (0 to 200) Automatic Power ]

RF Scan Other Channels Initial Power (%) [50— {1to 100)

RF Scan Sentry ]

Supported Channels 36 44 149 157

Auto Eligible

Available MCS Indices 0 1 2 3 4 5 6 7 8 9 10 " 12 13 14 15
Rate Sets (Mbps) 6 9 12 18 24 36 48 54

Basic O O [T ]

Supported

[ Refresh | Clear | [ Submit || Next |

2. Click Submit.

3. Optionally, select Radio 2 and configure the Initial Power setting, and then click
Submit.

4. If the APs are already managed, use the following steps to reapply the profile so the
new settings take effect:
a. Go to the WLAN > Administration > Advanced Configuration > AP Profiles page.
b. Select the check box next to the profile you modified.
c. Click Apply.

’ Default | 2-DWL8600 ‘

Access Point Profile List
Profile Profile Status
1-Default Associated - Modified
[12-DWL8600 Configured
I Add Copy

[ Delete H A;ijly J[ Refresh ]
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A message appears and indicates that the AP radios will be reset, which will
disassociate any associated wireless clients. Click OK to continue.

5. View the transmit power for the associated APs by clicking WLAN > Monitoring >
Access Points > Managed AP Status > Radio Summary.

1 Statistics

Summary | Detail I Radio Summary [ Radio Detail | Neighbor APs ] Neighbor Clients ] VAP | VAP TSPEC I Distributed Tunneling ‘

Managed Access Point Radio Status

Authenticated Clients

(*)-Peer Managed Location Channel Transmit Power
00:11:22:33:44:20 5 1-802 11a/n

2-802 11b/g/n
00:11:22:33:44:40 s 1-802 11a/n

2-802 11b/g/n
1c:aff7:1£:27:40 ! 1-802.11a/n

2-802 11b/g/n

oo wo

6. Go tothe WLAN > Administration > AP Management > RF Management page and
note the Power Adjustment Mode setting.

The default mode is Manual. If the mode is Interval, you cannot run the APA
algorithm manually.

I Channel Plan History | Manual Channel Plan | Manual Power Adjustments |

RF Configuration
Channel Plan ©5 GHz (802.11 a/m) O 2.4 GHz (802.11 big/n)
Channel Plan Mode O Fixed Time @ Manual O Interval
Channel Plan History Depth 3 (0 to 10)
Channel Plan Interval (hours) IG (6 to 24)
Channel Plan Fixed Time (hh:mm) In - IU
Power Adjustment Mode [ Interval
Power Adjustment Interval (minutes) 15 (15 to 1440)

7. Click the Manual Power Adjustment tab.

8. Click Start to allow the algorithm to run and determine whether any power
adjustments are appropriate.

9. To view the adjustments that the APA algorithm recommends, click Refresh.

Note: The APA recommends power adjustments based on the presence or absence of
packet transmission errors. A high number of packet transmission errors indicates that
the signal strength might be too low and that wireless clients are unable to successfully
transmit traffic. If no wireless clients are connected to the AP, no power adjustments
will be recommended.
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The following figure shows that the APA algorithm detected a high number of
transmission errors on AP_2, and that the power level should be increased by 10% to
increase the transmission area.

Cenfiguration | Channel Plan History | Manual Channel Plan ‘ ‘

Manual Power Adjustments

Current Status Algorithm Complete
AP MAC Address Location Radio Current Power New Power
00:11:22:33:44:40 AP_2 1-802.11a/n 60

[ Apply H Clear H Refresh ][ Start ]

10. To apply the recommendation and allow the AP to adjust its transmission power
level, click Apply.

11. Verify that the power level has been adjusted by viewing the WLAN > Monitoring >
Access Points > Managed AP Status > Radio Summary page.
IV Statistics ‘

Summary ] Detail l Radio Summary I Radio Detail I Neighbor APs ] Neighbor Clients | VAP l VAP TSPEC l Distributed Tunneling ‘

Managed Access Point Radio Status

(*)-Peer Managed Location Channel Transmit Power Authenticated Clients
00:11:22-:33:44:20 AP_2 1-802.11a/n 36 4
2-802 11b/g/n 1 0
00:11:22:33:44:40 AP_3 1-802 11a/n 149 60 9
2-802 11b/g/n 6 60 0
1c:aff7:1£.27:40 AP_1 1-802 11a/n 157 60 6
2-802.11b/g/n 1 60 0

9.3 Load Balancing and WLAN Utilization

When the power level on an access point is high and the RF broadcast area is large,
more wireless clients can detect the signal and associate with the AP than when the
power is low and the broadcast area is small. However, an increase in the number of
wireless clients that associate with the AP generally means that the amount of traffic
the AP receives and transmits increases as well, which can impact wireless network
speed and performance.

You can limit the network utilization level allowed on an AP to prevent wireless clients
from experiencing slower network speeds. Once the network utilization is reached, new
clients are unable to associate with the AP. However, the wireless client might be able
to associate with a neighboring AP if it is within range. If an AP frequently reaches the
network utilization limit, it might indicate that you should add another AP nearby. For
each AP profile, you can enable and configure load balancing on a per radio basis. You
can also monitor WLAN utilization for each AP and switch within the Unified Wired and
Wireless Access System.
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By monitoring the WLAN utilization information for the FASTPATH Unified Wireless
System and for specific switches and APs within the system, you can make informed
decisions about where to place additional APs or make adjustments in AP placement
and power transmission levels.

To configure load balancing and monitor WLAN utilization:

1. Go to the WLAN > Administration > Basic Setup > Radio page and select the radio to
configure.

2. Select the Load Balancing check box to enable load balancing.

3. Specify the threshold for the percentage of network bandwidth utilization allowed on
the radio. Once the level you specify is reached, the AP stops accepting new client
associations.

| Global ’ Discovery | Profile | I SsiD ] Valid AP | out |

Wireless Default Radio Configuration

AP Profile 1-Default

©1-802.11a/n O 2-802.11b/g/n

State ®on Oof Mode |IEEE 802.11a/n fy‘
RTS Threshold (bytes) 2347 (010 2347) DTIM Period (# beacons) W— (1 to 255)
Load Balancing Beacon Interval (msecs) W (20 to 2000)
Load Utilization (%) 60 (1to 100) Automatic Channel

Maximum Clients 200 (0 to 200) Automatic Power

RF Scan Other Channels Initial Power (%) [70—' {110 100)
RF Scan Sentry O

Supported Channels 36 44 149 157

Auto Eligible

Available MCS Indices 0 1 2 3 4 5 6 7 8 9 10 M 12 13 14 15
Rate Sets (Mbps) 6 9 12 18 24 36 48 54

Basic O O af Jap |4

Supported

[ Refresh ” Clear H Submit ][ Next I

4. Click Submit to apply the changes to the selected radio.

5. If the APs are already managed, use the following steps to reapply the profile so the
new settings take effect:

a. Go to the WLAN > Administration > Advanced Configuration > AP Profiles page.
b. Select the check box next to the profile you modified.

c. Click Apply.
l Default | 2-DWL8600
Access Point Profile List
Profile Profile Status
1-Default Associated - Modified
[12-DWL8600 Configured
| Add || Copy

[ Delete H Apply I[ Refresh
by
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A message appears and indicates that the AP radios will be reset, which will
disassociate any associated wireless clients. Click OK to continue.

6. To monitor the current WLAN utilization rate for a radio, go to the WLAN >
Monitoring > Access Point > Managed AP Status > Radio Detail page and select the
AP (listed by MAC address) and its radio.

The WLAN Utilization field displays the current traffic load that the radio is bearing
based on the total possible percentage of traffic that the radio can handle.

[ Statistics ‘

Summary ‘ Detail l Radio Summary | Radio Detail I Neighbor APs | Neighbor Clients ] VAP I VAP TSPEC | Distributed Tunneling

Managed Access Point Radio Status

00:11:22:33:44:40 - AP_3 [v| ©1-802.11a/n O 2-802.11b/g/n
Channel 149 Authenticated Clients 13
Channel Bandwidth 40 MHz Transmit Power 70 %
Fixed Channel Indicator No Fixed Power Indicator No
Manual Channel Adjustment Status None Manual Power Adjustment Status None
I WLAN Utilization 9% I Total Neighbors 34
Radio Resource Measurement Disabled

7. To monitor the current WLAN utilization rate for the FASTPATH Unified Wireless
System, go to the WLAN > Monitoring > Global page and view the WLAN Utilization
field.

’ Switch Status | IP Discovery ] Configuration Received | AP Hardware Capability ‘

Wireless Global Status/Statistics

WLAN Switch Operational Status Enabled IP Address 10.27.65.167
Peer Switches 0

Cluster Controller Yes Cluster Controller IP Address 10.27.65.167
Total Access Points 2 Managed Access Points 2
Standalone Access Points 0 Rogue Access Points il
Discovered Access Points 0 Connection Failed Access Points 0
Authentication Failed Access Points 2 Unknown Access Points 415

Rogue AP Mitigation Limit 16 Rogue AP Mitigation Count 0

Maximum Managed APs in Peer Group 256 I WLAN Utilization 46 % I

8. If the FASTPATH Unified Wireless System includes multiple switches in a cluster, click
the Switch Status tab to view WLAN Utilization information for an individual switch
within the cluster.

Global I IP Discovery | Configuration Received | AP Hardware Capability |

Switch Status/Statistics

10.27.65.167 - Local Switch [V}

Total Access Points 2 Total Clients 13

Managed Access Points 2 Authenticated Clients 0
Discovered Access Points 0 IP Address 10.27.65.167
Connection Failed Access Points 0 Cluster Priority 1

i i Distributed Tunnel Clients 0
WLAN Utilization 46 %
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10.Scenario 10 — Detecting and Preventing Wireless
Intrusion

This section describes how to use of some of the Wireless Intrusion Detection System
(WIDS) and Wireless Intrusion Prevention System (WIPS) functions on the D-Link Unified
Wireless Switch.

In this example, a company has configured a wireless network with the VAPs shown in
the following table:

Table 17: VAPs for Intrusion Prevention/Detection

Network (SSID) VLAN Security Redirect
Visitor 10 None http://www.dlink.com/tw
Corporate 20 WPA Enterprise None

As an additional security measure, the network administrator has decided to employ the
use of the WIDS/WIPS functionality to further protect the corporate network. The
examples in this section show how to configure the Unified Switch and how to monitor
the system as it mitigates potential security risks in the wireless domain.

10.1 Configuring a Radio in Sentry Mode

To implement the security policies of the company in this example, the second radio on
the Access Point DWL-8600 is configured in sentry mode to scan for violations of the
WIDS tests. Alternately, separate APs can be configured as dedicated sentry APs. When
a radio operates in sentry mode, the radio performs a continuous radio scan. In sentry
mode, no beacons are sent, and no clients are allowed to associate with the AP through
the sentry radio.

If a dedicated sentry radio or AP is not configured, the active radios still scan other
channels but will do so at a slower rate than a radio in sentry mode. The rate at which a
radio scans the RF traffic is important to WLAN security because slower scanning allows
Rogue APs to remain undetected for a longer period of time.

To enable sentry mode in the default profile on radio 1:

1. Click WLAN > Administration > Basic Setup > Radio to access the Wireless Default
Radio Configuration page.

2. Select Radio 1.
3. Select the RF Scan Sentry option.

Note: By default, the sentry radio scans 802.11a and 802.11 g/b channels. To configure
the sentry radio to scan only 802.11a or 802.11b/g channels, but not both, click WLAN >
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Administration > Advanced Configuration > AP Profiles > Profile Name > Radio to
access the Access Point Profile Radio Configuration page for the selected profile.

4. Click Submit to apply the changes to the running configuration on the switch. Note
that the label for radio 1 changes to Sentry.

clobal ‘ Discovery | Profile | ’ Ss;Di] Valid AP ‘ oul

Wireless Default Radio Configuration
AP Profile 1-Default
2-802.11b/g/n

State ®on Oof Mode IEEE 802.11a/n ¥
RTS Threshold (bytes) W (0 to 2347) DTIM Period (# beacons) [10__ (1 to 255)
Load Balancing O Beacon Interval (msecs) W (20 to 2000)
Load Utilization (%) [5()— {1 to 100) Automatic Channel
Maximum Clients W (0 to 200) Automatic Power
RF Scan Other Channels Initial Power (%) W (1 to 100)

I RF Scan Sentry I
Supported Channels 36 44 149 157
Auto Eligible

Available MCS Indices 0 1 2 3 4 5 6 7 8 9 10 M 12 13 14 15
Rate Sets (Mbps) 6 9 12 18 24 36 48 54
Basic O O O 0 O
Supported

[ Refresh J[ Clear ][ Submit ][ Next ]

5. If an AP is already managed, use the following steps to reapply the profile so the new
settings take effect:

a. Go to the WLAN > Administration > Advanced Configuration > AP Profiles page.
b. Select the check box next to the profile you modified.
c. Click Apply.

10.2 Configuring and Monitoring WIDS/WIPS to Detect Rogue
APs

All passive WIDS detection algorithms for APs are enabled by default on the Unified
Switch. The tests are passive because they can detect and report rogue APs and clients
but do not attempt to prevent these devices from interfering with the network. It the
responsibility of the administrator to monitor the WIDS test results and take action
against potential rogue devices.

To view and configure the WIDS and WIPS parameters click WLAN > Administration >
Advanced Configuration > WIDS Security.
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The following figure shows the default values on the WIDS configuration page for the
AP.

‘ Client Configuration

WIDS AP Configuration

Administrator configured rogue AP Enable v}

Managed SSID from an unknown AP Enable :ﬂ

Managed SSID from a fake managed AP Enable |v|

AP without an SSID Enable [v]

Fake ged AP on an invalid ch 1 Enable v\

Managed SSID detected with incorrect security Enable :}

Invalid SSID from a managed AP Enable ;‘

AP is operating on an illegal channel Enable v\

Standalone AP with unexpected configuration Enable :\

Unexpected WDS device detected on network Enable :}

U ged AP d d on wired k Enable .v}‘

Rogue Detected Trap Interval (seconds) ,r.(eo to 3600, 0 - Disable)
Wired Network Detection Interval (seconds) 1—60— (1 to 3600, 0 - Disable)
AP De-Authentication Attack Disable ﬂ

To demonstrate the WIDS and WIPS capabilities of the DWS-4000 Series switch, in this
scenario a hacker has set up a Honeypot AP in the parking lot of the company's building.
This AP is configured with the SSID Corporate to try to get valid clients from inside the
company to associate to it in an attempt to gather passwords and other confidential
information that will allow the hacker to gain further access to the company's resources.

Company Parking Lot Inside Company

Legitimate AP
55ID: Corporate

Honeypot AP
S51D: Corporate

(L 3] \
[{ -

As the figure shows, most clients have authenticated with the legitimate AP within the
company. However, one client within the company has unknowingly associated with the
honeypot AP that is physically located outside the walls of the company.
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In this situation, the WIDS system on the AP automatically tags the honeypot AP as a
Rogue on the WLAN > Monitoring > Access Point > All AP Status page.

All AP Status

Switch IP Software Authenticated
MAC address Location Port Address Version Status Profile Radio Channel Clients
5¢:d9:98:2f:4a:40 01 10.27.65.76 D.5.16.1 Oh:1m:27s  Managed 1-Default 1-Sentry 0
2-802.11b/g/n 0 0

[100:11:22:33:44:e0 N/A N/A N/A 4h:5m:27s N/A 802.11a 149 N/A

Click the MAC address of the rogue AP to view additional information about the AP.

l AP Triangulation Status I WIDS AP Rogue Classification ‘

MAC address 00:11:22:33:44:e0 BSSID 00:11:22:33:44:e0
SSID Corporate Physical Mode 802.11a
Channel 149 Security Mode Open

Status Rogue 802.11n Mode Supported

Initial Status Rogue Beacon Interval 100 msec
Transmit Rate 6 Mbps Highest Supported Rate 300 Mbps

WIDS Rogue AP Mitigation AP Attack is Disabled Peer Managed AP

Age 0d:00:02:53 Ad hoc Network Not Ad hoc
Discovered Age 0d:04:09:30 OUI Description CIMSYS Inc

Click the WIDS AP Rogue Classification tab to learn which WIDS test triggered the rogue
status.

| AP RF Scan Status | AP Triangulation Status ’ ’

WIDS AP Rogue Classification

MAC Address : 00:11:22:33:44:e0
Status : Rogue
Condition Reporting Test Test Time Since Time Since
Detected MAC Address R Config Result First Report
ini drooue AD Ealso Mone 0 Enpahlod 04-00-00-
Managed SSID from an unknown AP True 5c:d9:98:2f4a:40 1 Enabled Rogue 0d:04:10:48
anage: oM a 1ake manag alse one T Enabled “00-00: "00-00
AP without an SSID False None 0 Enabled 0d:00:00:00  0d:00:00:00
Fake managed AP on an invalid channel False None 0 Enabled 0d:00:00:00  0d:00:00:00
Managed SSID detected with incorrect security ~ False None 0 Enabled 0d:00:00:00  0d:00:00:00
Invalid SSID from a managed AP False None 0 Enabled 0d:00:00:00  0d:00:00:00
AP is operating on an illegal channel False None 0 Enabled 0d:00:00:00  0d:00:00:00
Standalone AP with unexpected configuration False None 0 Enabled 0d:00:00:00  0d:00:00:00
Unexpected WDS device detected on network False None 0 Enabled 0d:00:00:00  0d:00:00:00
Unmanaged AP detected on wired network False None 0 Enabled 0d:00:00:00  0d:00:00:00
[ Acknowledge ] [ Refresh ]

As the figure above shows, the honeypot AP is identified as a rogue because it triggered
the Managed SSID from an unknown AP test. In other words, the honeypot AP, which is
an unknown AP to the company, is using the same SSID as the legitimate AP inside the
building.

At this point, no further action is taken by the DWS-4000 Series switch because the AP
deauthentication attack feature is disabled. To enable the AP to take further action,
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enable the AP De-Authentication Attack option on the WLAN > Administration >
Advanced Configuration > WIDS Security tab.

I Client Configuration ’

Administrator configured rogue AP Enable

Managed SSID from an unknown AP Enable ;:]

Managed SSID from a fake managed AP Enable [v]

AP without an SSID Enable i:_[

Fake ged AP on an invalid ch 1 Enable [v|

Managed SSID detected with incorrect security Enable t’J

Invalid SSID from a managed AP Enable ,‘f]

AP is operating on an illegal channel Enable ‘vi

Standalone AP with unexpected configuration Enable \‘Zi

Unexpected WDS device detected on network Enable ‘Zl

Ui ged AP detected on wired k Enable [v|

Rogue Detected Trap Interval (seconds) 300 _(50 to 3600, 0 - Disable)
Wired Network Detection Interval ( ds) 60 (1 to 3600, 0 - Disable)
AP De-Authentication Attack

When the AP De-Authentication Attack is configured, the WIDS AP Rogue AP Mitigation
field on the AP RF Scan Status page shows that the mitigation is in progress.

I AP Triangulation Status l WIDS AP Rogue Classification |

MAC address 00:11:22:33:44:e0 BSSID 00:11:22:33:44:e0

SSID Corporate Physical Mode 802.11a

Channel 149 Security Mode Open

Status Rogue 802.11n Mode Supported

Initial Status Rogue Beacon Interval 100 msec

Transmit Rate 6 Mbps Highest Supported Rate 300 Mbps
IWIDS Rogue AP Mitigation In Progress I Peer Managed AP

Age 0d:00:02:53 Ad hoc Network Not Ad hoc

Discovered Age 0d:04:09:30 QUI Description CIMSYS Inc

You can also track the progress of the deauthentication attack on the WLAN >
Monitoring > Access Point > AP De-Authentication Attack Status page.

AP De-Authentication Attack Status

BSSID Channel Time Since Attack Started RF Scan Report Age
149 04:00.00:25 04.00.00:25
[ Rekesh
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The AP deauthentication attack causes deauthentication frames to be sent to the rogue
AP and to clients communicating with the rogue AP. All clients connected to the rogue
AP will experience poor connectivity. The intent of the attack is to serve as a temporary
measure until the rogue AP is located and disabled.

Note: Radios in non-sentry mode transmit deauthentication frames only on their active
channel. Therefore, D-Link recommends that you deploy radios in sentry mode to
effectively implement rogue AP deauthentication attacks.

Caution: The deauthentication attack interrupts communication between all APs
designated as rogue and their stations. Therefore, it is important to make sure all
rogue APs are truly rogue before initiating this attack.

10.3 Using WIDS/WIPS to Detect Rogue Clients

In addition to targeting Rogue APs, the DWS-4000 Series switch supports client-based
security detection algorithms to help monitor and control wireless clients on the
network.

To view and configure the WIDS and WIPS parameters for wireless clients, click WLAN >
Administration > Advanced Configuration > WIDS Security > Client Configuration.

The following figure shows the default values on the WIDS configuration page for the
client.

‘ AP Configuration ‘ ‘

Not Present in OUI Database Test Disable |v|

Known Client Database Test Disable |v

Configured Authentication Rate Test Enable |v

Configured Probe Req Rate Test Enable vV"

Configured De-Authentication Req Rate Test Enable |v

Maximum Authentication Failures Test Enable |v|
Authentication with Unknown AP Test Disable ||

Client Threat Mitigation Disable |v|

Known Client Database Lookup Method Local |»

Known Client Database Radius Server Name Default-RADIUS-Server
Rogue Detected Trap Interval (seconds) 300 (60 to 3600, 0 - Disable)
De-Authentication Requests Threshold Interval (seconds) 60 (1 to 3600)
De-Authentication Requests Threshold Value 10 (1 to 99999)
Authentication Requests Threshold Interval (seconds) 60 (1 to 3600)
Authentication Requests Threshold Value 10 (1to 99999)
Probe Requests Threshold Interval (seconds) 60 (1 to 3600)
Probe Requests Threshold Value 120 (1 to 99999)
Authentication Failure Threshold Value 5 (1to 99999)
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If a client exhibits suspicious behavior by triggering a test or exceeding the acceptable
threshold values configured on the page, it is marked as Rogue. To view information
about all detected clients, click WLAN > Monitoring > Client > Detected Clients. Click
the MAC address of the client to access additional information, including the client’s
rogue classification.

The following figure shows a client that is identified as a rogue because the
Authentication Failure Threshold Value configured on the WIDS Client Configuration
page shown in the figure is five, and the client has failed the authentication 12 times.

I Rogue Classification : Pre-Auth History l Triangutation | Roam History

Detected Client Status

MAC address 48.60:bc 76:79: 30 Auth Msgs Recorded 0
Client Status Rogue Auth Collection Interval 04:0000 34
Authentication Status Not Authenticated Highest Auth Msgs 3
Threat Detection Detected De-Auth Msgs Recorded 0
Threat Mitigation Status Not Done De-Auth Collection Interval 0d:00 0034
Time Since Entry Last Updated 04:00:00:03 Highest De-Auth Msgs 3
Time Since Entry Create 0d:0235:26 | Authentication Failures 12 |
Client Name UsersSmartphone Probes Detected k1)
RSS! 87 Broadcast BSSID Probes 17
Signal .29 Broadcast SSID Probes 17
Noise -78 Specific BSSID Probes 0
Probe Req Recorded 0 Specific SSID Probes 0
Probe Collection Interval 0d.-00:00:34 Last Directed Probe BSSID 00:00.00-00.00.00
Highest Probes Detected 40 Last Directed Probe SSID
Channel 6 Threat Mitigation Sent 0d:00.00-00
Ol Description Unknown

[ Refresh |[  Acknowledge Rogue |

Click the Rogue Classification tab to view information about why the client is classified
as a rogue.

Detected Client Status ’ Pre-Auth History ’ Triangulation ’ Roam History

WIDS Client Rogue Classification

AC Address : 48:60:bc:76:79:3e

Condition  Reporting Test Test Time Since Time Since
Test Description Detected MAC Address Radio  Conlfig Result  First Report Last Report
Known Client Database Test False 1caff7:1£27.40 2 Disabled 34:07:36 15 04:00:00.17
Chent exceeds configured rate for auth msgs False 1caffT:1127:40 2 Enabled 34:07:36:15 0d:00.00-17
Chent exceads configured rate for probe msgs False 1c.af 7412740 2 Enabled 3d:07:36:15 0d:00.00.17
ol axcaads confocod rog for do giah oo n g A0 2 Enahlad
Chent exceads max failing authentications Tive 1caf 7112740 2 Enabled 0d 00.00:17 0d:00:00.17
XROWTT CIETE SUMTETICINES VTN GIRIOW A Tone TC SR 2730 Z Uiaoies
Chient OUI not in the OUI Database Trve 1c af {7 12740 2 Disabled 0d:02 31:55 0d:00:00:17

The WIDS client rogue classification information indicates that either the user has
forgotten his password, or perhaps someone is trying to guess a password to gain access
to the network. The network administrator should investigate further. Implementing
features such as WLAN Visualization and the Device Locator can help locate the rogue
client.
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10.4 Mitigating a Rogue Client Threat

In this scenario, the network administrator for a retail store is implementing Rogue
Client Threat Mitigation to provide additional security in her store located in a shopping
mall. Several tablet PCs are used to track inventory within the establishment. The
network administrator decides to use Client Threat Mitigation to make sure that these
tablets are associated only with company-controlled APs.

This scenario uses Client Threat Mitigation rather than the AP De-Authentication Attack
for the following reasons:

¢ Using AP Mitigation would be difficult because the administrator has no control over
APs in adjoining stores, and keeping up with changes in APs located in other stores
might create too much overhead.

¢ [f the administrator were to accidentally classify a neighboring store's AP as Rogue
and jam the other store's traffic, she could potentially be liable for interrupting the
business of the adjacent store.

¢ Employees can be prevented from using the tablet PCs to access public networks for
non work-related functions or to circumvent corporate firewalls, which could expose
company data.

Note: Radios in non-sentry mode will not transmit Client Threat Mitigation frames.
Therefore, sentry radios must be deployed for the network administrator to use this
feature.

To add the clients that are allowed to access the network into the Known Client
Database and configure the Client Threat Mitigation feature:

1. Verify the MAC Authentication mode is white-list on the WLAN > Administration >
Advanced Configuration > Global page.

The white-list authentication mode means that wireless clients with MAC addresses
that are specified in the Known Client database, and are not explicitly denied access,
are granted access. If the MAC address is not in the database then the access to the
network is denied.

SNMP Traps | Distributed Tunneling | Device Location

Wireless Global Configuration

Peer Group ID 17 (1to 265)
Client Roam Timeout (secs) 30 (1to 120)
Ad Hoc Client Status Timeout (hours) 24 (0 to 168)
AP Failure Status Timeout (hours) 24 (0 to 168)
| MAC Authentication Mode white-list [v| |
RF Scan Status Timeout (hours) 24 (0 to 168)
Detected Clients Status Timeout (hours) 24 (0 to 168)
AP Provisioning Database Age Time(hours) 2 (0 to 240)
Tunnel IP MTU Size 1500 |+
Cluster Priority 1 (0 to 255.0-Disable)
AP Client QoS Disable [v|
TSPEC Violation Report Interval (secs) 300 (0 to 900, 0 - Disable)
Base IP Port 57775 (1to 65000}
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. On the WLAN > Administration > Advanced Configuration > Clients > Known Clients
page, type the MAC addresses of a tablet PC into the available field.

. Click Add.
The Known Client Configuration page appears.

Known Client Configuration
MAC Address 28:6A:BA:73:02.DF |v|
Name Tablet_1
Authentication Action ® Global Action O Grant O Deny

The default authentication action is Global Action, which means the switch uses the
white-list authentication mode as specified on the Wireless Global Configuration
page. Only the MAC addresses in the Known Client database are marked as Known
Clients.

. Specify a name to identify the client in the Name field
. Click Submit.

. Repeat On the —Click until all allowed clients are in the Known Clients database.

Known Client Summary

MAC Address Name Authentication Action
[128:6a:ba:73:02:df Tablet_1 Global Action
[140:a6:d9:28:e7-cf Tablet_3 Global Action
[148:60:bc:76:79:3e Tablet_5 Global Action
[158:1faa:57:9f.a3 Tablet_2 Global Action
[160:33:4b:a6:07:3c Tablet_4 Global Action

|00:00:00:00:00:00 Add
[ Delete || Delete All || Refresh |

. To configure the client-based WIDS security tests and enable the client threat
mitigation feature, go to the WLAN > Administration > Advanced Configuration >
WIDS Security > Client Configuration page and configure the following settings:

a. Set the Known Client Database Test to Enable
b. Set Authentication with Unknown AP Test to Enable
c. Set Client Threat Mitigation to Enable
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‘ AP Configuration ‘ ’

WIDS Client Configuration

Not Present in OUI Database Test Disable V
rmbase Test Enable |v| 1

Configured Authentication Rate Test Enable v

Configured Probe Requests Rate Test Enable ‘:"i

Configured De-Authentication Req Rate Test Enable |v|

Maximum Authentication Failures Test Enable VVFi

Authentication with Unknown AP Test Enable |v|

Client Threat Mitigation Enable |v|

Known Client Database Lookup Method Local Vf\

Known Client Database Radius Server Name DefaulttRADIUS-Server,

Rogue Detected Trap Interval (seconds) 300 (60 to 3600, 0 - Disable)

De-Authentication Req Threshold Interval (; ds) 60 (1 to 3600)

De-Authentication Req Threshold Value 10 (1 to 99999)

Authentication Requests Threshold Interval | ds) 60 (1 to 3600)

Authentication Requests Threshold Value 10 (1 to 99999)

Probe Requests Threshold Interval ( ds) 60 (1 to 3600)

Probe Requests Threshold Value 120 (1 to 99999)

Authentication Failure Threshold Value 5 (1to 99999)

8. View information about all detected clients on the WLAN > Monitoring > Client >
Detected Clients page.

In the following figure, the Known Client is shown as Authenticated while it is
associated to the Corporate SSID. Other detected clients have failed the Known
Clients Database test and are listed as Rogue.

Note: If the client status for some clients stays as Detected, check the age of the
connection. Rogue classification is performed only on current clients and only when the
Known Clients Database Test is enabled. Clients that existed in the Detected Clients
database prior to the activation of the Known Clients Database Test and are no longer
present will not be tagged as Rogue.
If an employee using Tablet_5 attempts to use an unknown AP with one of the
tablets, the DWS-4000 Series switch initiates a Client Threat Mitigation attack. The
WLAN > Monitoring > Client > Detected Clients page shows that the Tablet_5 client
now has a client status of Rogue.

: .
| Pre-Authentication History Summary ‘ Roam History Summary

Detected Client Status

Miart Statiee

[ Delets |[ Dedete Al | [ Acknowledge AllRogues ] [ Refresh |

Click the MAC address of the client to display the client’s Detected Client Status page.
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As the following figure shows, the client is detected as a threat, and the threat
mitigation feature caused the AP to send a deauthentication request to the client.
Traffic transmitted by the rogue tablet is interrupted, and it is not able to remain
associated with the unknown AP.

I Rogue Classification I Pre-Auth History | Triangulation i Roam History

Detected Client Status ‘

MAC address 4860bc.76:79 30 Auth Msgs Recorded 0
Client Status Known Auth Collection Interval 0d:00.00.01
Authentication Status Not Authenticated Highest Auth Msgs 6
Threat Detection Detected De-Auth Msgs Recorded 0
oot Done De-Auth Collection Interval 04:00.00.01
Time Since Entry Lost Updated 030000, 18 Highest De Auth Msgs 6
Time Since Entry Create 14.00:37:59 Authentication Failures 0
Cliont Name Tablet_5 Probes Detected 42
RSS! L Broadcast BSSID Probes 21
Signal 35 Broadcast SSID Probes 21
Noise 52 Specific BSSID Probes 0
Probe Req Recorded 4 Specific SSID Probes 0
Probe Collection Interval 0d-00:00:01 Last Directed Probe BSSID 00.00.00.00:00.00
Highest Probes Detected 50 Last Directed Probe SSID
Channel 6 | Threat Mitigation Sent 04.00.0621 |
OUI Description Unknown

Click the Rogue Classification tab to confirm the WIDS security test results for the
client.

Detected Client Status | l Pre-Auth History | Triangulation [ Roam History

WIDS Client Rogue Classification

MAC Address @ 48:60:bc:76:79:3e

Condition Reporting Time Since Time Since
i Detected MAC Address Radio First Report Last Report
Known Chent Database Test False 1c.aff7:4£27.40 1 nabled 44.0531.08 0d:00:03.08
Chent exceeds configured rate for auth msgs Falso 1caf f7.1£27 40 1 Enabled 44 05:31.08 04.00.03.08
Chent exceeds configured rate for probe msgs Faise teal 7. 12740 1 Enabled 44.05:31.08 04.00.03.08
Cleot sxresds confared arde.auth maos s 1 &
1

1caf f7:1£27.40
0 3

Ciiant OUI nat in the OU Database Troe IcafT 2740 1 Disabled 16002648 04000308
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11.Appendix

1. Use the following settings to make a console connection:
= Select the appropriate serial port (COM port 1 or COM port 2).
= Set the data rate to 115200 baud.
= Set the data format to 8 data bits, 1 stop bit, and no parity. Set flow control
to none.
= Under Properties, select VT100 for Emulation mode.

2. The CLI commands of DWS-4000 series are more Cisco-Like: Enter admin as the
default username. There is no default password; press Enter at the password
prompt.

3. The first level of system access is User EXEC mode. The User EXEC mode contains a
limited set of commands to view basic system information. See Table 18 on page
116 for the command prompt, mode access and exit. Enter a question mark (?) at
the command prompt to display the commands available in the current mode.

4. Command completion finishes spelling the command when you type enough letters
of a command to uniquely identify the command keyword. Once you have entered
enough letters, press the SPACEBAR or TAB key to complete the word.

5. From the User EXEC mode, enter enable to get into the second level of system
access - Privileged EXEC mode. There is no default password; just press Enter at the
password prompt.

The Privileged EXEC mode allows you to enter any EXEC command or enter the
Global Configuration mode. Following are some useful Privileged EXEC commands
for the listed scenarios:

= show network

= show vlan port all

= show ip interface brief

= show wireless ap status

= show wireless ap failure status

See Table 18 on page 116 for the command prompt, mode access and exit. Enter a
question mark (?) at the command prompt to display the commands available in the
current mode.

6. From the Privileged EXEC mode, enter configure to get into Global Config mode.
Global Config mode groups general setup commands and permits you to make
modifications to the running configuration. See Table 18 on page 116 for the
command prompt, mode access, and exit.
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Table 18 CLI Command Modes Access and Exit

Command Prompt Access Method Exit or Access Previous

Mode Mode

User EXEC (DWS-4024) > This is the first level of | To exit, enter logout.
access.

Privileged (DWS-4024) # From the User EXEC To exit to User EXEC

EXEC mode, enter enable. mode, enter exit or

press Ctrl-Z.

Global (DWS- From the Privileged To exit to the Privileged

Config 4024)(Config)# EXEC mode, enter EXEC mode, enter exit
configure or press Ctrl-Z.

7. You can log on to http://pmdap.dlink.com.tw/PMD and to Product Data/ Switch/

10.

Switch/ DWS-4000 Series, to find the latest firmware of Unified Switch as well as AP.
Also available is for reference is the manual of Web GUI & CLI commands.

When you upgrade the Unified Switch, you need to upgrade Access Point as well.
Refer to the upgrade instructions along with the firmware on PMD.

For more information regarding the deployment in the overlay structure, refer to
the coming white paper on PMD. The white paper will describe different
deployment topologies and items you need to notice.

In case you cannot achieve the ideal results through manual configuration, D-LINK
provides sample configuration files for all scenarios (file names are DWS-4024-SCN1-
1018, DWS-4024-SCN2-1018, DWS-4024-SCN3-1018, DWS-4024-1-SCN4-1018, DWS-
4024-2-SCN4-1018 respectively; two configurations for Scenario 4 for two Unified
Switches) so that you can still proceed to the tests. Download the configuration file
by selecting Download File in the tool bar list.

.Loglrr '.‘ Help £

Resat Configuration

[}

Resel Pagsward IP Discovery | Configuration Received | AP Hardware Capability

Rebaot System =
o atus/Statistics

]

Lol as onal Status Enablad 1P Address 10.27 4
H ad

Lipload File
Mulliple Image Sendce

|
|
[ Yas Cluster Controller IP Address 10274
|
|

Erase starup-config File
Autolnstall
T 3 Total Clients V]

Managed Access Points 2 Authenticated Clients i}
Discovered Access Points 0 Maximum Associated Clients 8000
Connectlon Failed Access Points 1 Rogue AP Mitigation Count 0
Maximum Managed APs in Peer Group L Rogue AP Mitigation Limit 16
Rogue Access Points I Detected Clients 43
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http://pmdap.dlink.com.tw/PMD

a. Select Configuration for the File Type.

b. Type your PC’s IP address in TFTP Server Address.
Type the filepath in TFTP File Path. (Note: This is not needed if in the root
directory of the TFTP Server.)

d. Type the filename in TFTP File Name.

e. Select the Start File Transfer option.

Bicgout B sinip

Download File To Switch

File Type Configuration b
Transfer Mode TFTP |

Server Address Type IPwd |

Server Address [10.90.90.100

Transfer File Path |

Transfer File Name |D'.‘.'S~dﬂE:1-SCI-H-I]ED1

1=} Start File Transher

f. Click the Submit button.
g. After successfully downloading, the configuration is automatically applied to

the switch.
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