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1. ɺʚʝʜʝʥʠʝ 

ʆʧʠʩʘʥʠʝ ʢʦʤʘʥʜ ʚ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʦʩʥʦʚʘʥʦ ʥʘ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʚʝʨʩʠʠ 2.40 ʩ 
ʦʙʨʘʟʦʤ Enhanced Image (EI). ʇʨʝʜʩʪʘʚʣʝʥʥʳʡ ʟʜʝʩʴ ʩʧʠʩʦʢ ʷʚʣʷʝʪʩʷ ʧʦʜʤʥʦʞʝʩʪʚʦʤ ʢʦʤʘʥʜ, 
ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʢʦʤʤʫʪʘʪʦʨʘʤʠ ʩʝʨʠʠ DXS-3600. 

1.1. ɸʫʜʠʪʦʨʠʷ 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʩʝʪʝʚʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʠ ʜʨʫʛʠʭ IT-ʩʧʝʮʠʘʣʠʩʪʦʚ, 
ʠʩʧʦʣʴʟʫʶʱʠʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʤʫʪʘʪʦʨʦʤ ʠʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (CLI). ʕʪʦ ʦʩʥʦʚʥʦʡ 
ʠʥʪʝʨʬʝʡʩ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʤʫʪʘʪʦʨʘʤʠ ʩʝʨʠʠ DXS-3600(ʜʘʣʝʝ "ʢʦʤʤʫʪʘʪʦʨ"). ʅʘʩʪʦʷʱʝʝ 
ʨʫʢʦʚʦʜʩʪʚʦ ʨʘʩʩʯʠʪʘʥʦ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʟʥʘʢʦʤʳʭ ʩ ʦʩʥʦʚʥʳʤʠ ʧʨʠʥʮʠʧʘʤʠ ʨʘʙʦʪʳ Ethernet ʠ 
ʦʨʛʘʥʠʟʘʮʠʝʡ ʩʦʚʨʝʤʝʥʥʳʭ ʣʦʢʘʣʴʥʦ-ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʩʝʪʝʡ (ʃɺʉ). 

1.2. ʋʩʣʦʚʥʳʝ ʦʙʦʟʥʘʯʝʥʠʷ 

ʋʩʣʦʚʥʦʝ ʦʙʦʟʥʘʯʝʥʠʝ ʆʧʠʩʘʥʠʝ 

ʇʦʣʫʞʠʨʥʳʡ ʰʨʠʬʪ ʂʦʤʘʥʜʳ, ʦʧʮʠʠ ʢʦʤʘʥʜ ʠ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ. ʂʣʶʯʝʚʳʝ ʩʣʦʚʘ ʚ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʥʝʦʙʭʦʜʠʤʦ ʚʚʦʜʠʪʴ ʠʤʝʥʥʦ ʪʘʢ, ʢʘʢ ʦʥʠ 
ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʜʘʥʥʦʤ ʜʦʢʫʤʝʥʪʝ. 

ʂʋʈʉʀɺ ɿɸɻʃɸɺʅʓʄʀ ʇʘʨʘʤʝʪʨʳ ʠʣʠ ʟʥʘʯʝʥʠʷ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ. ʇʨʠ ʚʚʦʜʝ 
ʧʘʨʘʤʝʪʨʦʚ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʩʪʘʚʠʪʴ 
ʬʘʢʪʠʯʝʩʢʠʝ ʟʥʘʯʝʥʠʷ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʨʝʙʫʝʪʩʷ ʚʳʧʦʣʥʝʥʠʝ ʜʘʥʥʦʡ 
ʢʦʤʘʥʜʳ. 

ʂʚʘʜʨʘʪʥʳʝ ʩʢʦʙʢʠ [ ] ɼʦʧʦʣʥʠʪʝʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʠʣʠ ʥʘʙʦʨ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʘʨʛʫʤʝʥʪʦʚ. 

ʌʠʛʫʨʥʳʝ ʩʢʦʙʢʠ { } ɸʣʴʪʝʨʥʘʪʠʚʥʳʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ ʟʘʢʣʶʯʘʶʪʩʷ ʚ ʬʠʛʫʨʥʳʝ ʩʢʦʙʢʠ ʠ 
ʨʘʟʜʝʣʷʶʪʩʷ ʚʝʨʪʠʢʘʣʴʥʦʡ ʯʝʨʪʦʡ. ʂʘʢ ʧʨʘʚʠʣʦ, ʥʝʦʙʭʦʜʠʤʦ 
ʚʳʙʨʘʪʴ ʦʜʠʥ ʠʟ ʚʘʨʠʘʥʪʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʚʝʨʪʠʢʘʣʴʥʦʡ ʯʝʨʪʦʡ. 

ɺʝʨʪʠʢʘʣʴʥʘʷ ʯʝʨʪʘ | ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʟʥʘʯʝʥʠʷ ʠʣʠ ʘʨʛʫʤʝʥʪʳ ʟʘʢʣʶʯʘʶʪʩʷ ʚ 
ʢʚʘʜʨʘʪʥʳʝ ʩʢʦʙʢʠ ʠ ʨʘʟʜʝʣʷʶʪʩʷ ʚʝʨʪʠʢʘʣʴʥʦʡ ʯʝʨʪʦʡ. ʂʘʢ 
ʧʨʘʚʠʣʦ, ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ 
ʟʥʘʯʝʥʠʡ/ʘʨʛʫʤʝʥʪʦʚ, ʨʘʟʜʝʣʝʥʥʳʭ ʚʝʨʪʠʢʘʣʴʥʦʡ ʯʝʨʪʦʡ. 

 ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʣʣʶʩʪʨʘʮʠʠ ʨʘʙʦʪʳ ʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʦʡ, 
ʚʢʣʶʯʘʷ ʧʨʠʤʝʨʳ ʢʦʤʘʥʜ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʚʳʚʦʜʦʤ.  

ʇʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʧʨʠʤʝʯʘʥʠʷ 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʘʥʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʦʤʤʫʪʘʪʦʨʦʤ ʦʙʨʘʱʘʡʪʝ ʚʥʠʤʘʥʠʝ ʥʘ 
ʩʣʝʜʫʶʱʠʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʚʘʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʧʦʤʦʯʴ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʫʩʪʨʦʡʩʪʚʘ. 

 

ɺʥʠʤʘʥʠʝ: ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʠʪʫʘʮʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʚʨʝʞʜʝʥʠʶ 
ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʧʦʪʝʨʝ ʜʘʥʥʳʭ, ʠ ʩʧʦʩʦʙʘʭ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ. 

 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ: ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʦʧʘʩʥʦʩʪʠ ʧʦʚʨʝʞʜʝʥʠʷ 
ʦʙʦʨʫʜʦʚʘʥʠʷ ʠʣʠ ʫʛʨʦʟʝ ʜʣʷ ʞʠʟʥʠ ʠ ʟʜʦʨʦʚʴʷ. 
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ʆʧʠʩʘʥʠʝ ʢʦʤʘʥʜ 

ʀʥʬʦʨʤʘʮʠʷ ʧʦ ʢʘʞʜʦʡ ʢʦʤʘʥʜʝ ʚ ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ ʧʨʝʜʩʪʘʚʣʝʥʘ ʚ ʩʣʝʜʫʶʱʝʤ ʚʠʜʝ: 

¶ ʆʧʠʩʘʥʠʝ ï ʢʨʘʪʢʦʝ ʦʧʠʩʘʥʠʝ ʬʫʥʢʮʠʦʥʘʣʘ ʢʦʤʘʥʜʳ. 

¶ ʉʠʥʪʘʢʩʠʩ ï ʪʦʯʥʘʷ ʬʦʨʤʘ ʢʦʤʘʥʜʳ ʠ ʧʨʘʚʠʣʘ ʝʝ ʥʘʧʠʩʘʥʠʷ. 

¶ ʇʘʨʘʤʝʪʨʳ ï ʪʘʙʣʠʮʘ ʩ ʢʨʘʪʢʠʤ ʦʧʠʩʘʥʠʝʤ ʥʝʦʙʷʟʘʪʝʣʴʥʳʭ ʠʣʠ ʦʙʷʟʘʪʝʣʴʥʳʭ ʜʣʷ 
ʚʚʦʜʘ ʧʘʨʘʤʝʪʨʦʚ ʠ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚ ʢʦʤʘʥʜʝ. 

¶ ʇʦ ʫʤʦʣʯʘʥʠʶ ï ʝʩʣʠ ʢʦʤʘʥʜʘ ʟʘʜʘʝʪ ʥʦʚʦʝ ʟʥʘʯʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʣʠ 
ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʝ ʩʦʩʪʦʷʥʠʝ ʢʦʤʤʫʪʘʪʦʨʘ, ʢʦʪʦʨʳʝ ʦʪʣʠʯʘʶʪʩʷ ʦʪ ʥʘʩʪʨʦʝʢ ʧʦ 
ʫʤʦʣʯʘʥʠʶ, ʪʦ ʵʪʦ ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʜʘʥʥʦʤ ʧʦʣʝ. 

¶ ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ ï ʨʝʞʠʤ, ʚ ʢʦʪʦʨʦʤ ʚʦʟʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ. ʈʝʞʠʤʳ 
ʦʧʠʩʘʥʳ ʚ ʨʘʟʜʝʣʝ çʈʝʞʠʤʳ ʚʚʦʜʘ ʢʦʤʘʥʜè.  

¶ ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ï ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʝʦʙʭʦʜʠʤʳʡ 
ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ. 

¶ ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ ï ʜʝʪʘʣʴʥʦʝ ʦʧʠʩʘʥʠʝ ʢʦʤʘʥʜʳ ʠ ʨʘʟʣʠʯʥʳʭ ʩʮʝʥʘʨʠʝʚ ʝʝ 
ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

¶ ʇʨʠʤʝʨ ï ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʦʤʘʥʜʳ ʚ ʧʦʜʭʦʜʷʱʝʤ ʩʮʝʥʘʨʠʠ. 

1.3. ʈʝʞʠʤʳ ʚʚʦʜʘ ʢʦʤʘʥʜ 

ɺ ʠʥʪʝʨʬʝʡʩʝ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (CLI) ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝʩʢʦʣʴʢʦ ʨʝʞʠʤʦʚ ʚʚʦʜʘ ʢʦʤʘʥʜ. ʅʘʙʦʨ 
ʜʦʩʪʫʧʥʳʭ ʢʦʤʘʥʜ ʟʘʚʠʩʠʪ ʦʪ ʨʝʞʠʤʘ ʠ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺʚʦʜ ʚʦʧʨʦʩʠʪʝʣʴʥʦʛʦ 
ʟʥʘʢʘ (?) ʧʦʩʣʝ ʧʨʠʛʣʘʰʝʥʠʷ ʩʠʩʪʝʤʳ ʧʦʟʚʦʣʷʝʪ ʚʳʚʝʩʪʠ ʩʧʠʩʦʢ ʢʦʤʘʥʜ, ʜʦʩʪʫʧʥʳʭ 
ʧʦʣʴʟʦʚʘʪʝʣʶ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʢʦʤʘʥʜʥʦʤ ʨʝʞʠʤʝ. 

ʀʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʷʪʴ ʫʨʦʚʥʝʡ ʧʨʠʚʠʣʝʛʠʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ:  

¶ Basic Userï 1-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ɼʘʥʥʳʡ ʫʨʦʚʝʥʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʦʙʣʘʜʘʝʪ ʩʘʤʳʤ 
ʥʠʟʢʠʤ ʧʨʠʦʨʠʪʝʪʦʤ ʩʨʝʜʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 
ʧʨʦʩʤʦʪʨʫ ʙʘʟʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʠʩʪʝʤʝ. 

¶ Advanced Userï 3-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ɼʘʥʥʳʡ ʫʨʦʚʝʥʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʟʚʦʣʷʝʪ 
ʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʫʧʨʘʚʣʝʥʠʷ ʪʝʨʤʠʥʘʣʦʤ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 
ʦʛʨʘʥʠʯʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʥʝ ʦʪʥʦʩʷʱʝʡʩʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

¶ Power Userï 8-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ʅʘ ʜʘʥʥʦʤ ʫʨʦʚʥʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʜʦʩʪʫʧʥʦ 
ʤʝʥʴʰʝ ʢʦʤʘʥʜ, ʯʝʤ ʥʘ ʫʨʦʚʥʝ Operator. ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʢʦʤʘʥʜʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ, ʟʘ 
ʠʩʢʣʶʯʝʥʠʝʤ ʢʦʤʘʥʜ ʫʨʦʚʥʷ Operator ʠ Administrator. 

¶ Operatorï 12-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ɼʘʥʥʳʡ ʫʨʦʚʝʥʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʟʚʦʣʷʝʪ ʤʝʥʷʪʴ 
ʣʦʢʘʣʴʥʳʝ ʠ ʛʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ, ʥʝ ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʧʨʠʤʝʨ, 
ʥʘʩʪʨʦʡʢʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ SNMP ʠ ʪ.ʜ. 

¶ Administratorï 15-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ʋʯʝʪʥʘʷ ʟʘʧʠʩʴ ʫʨʦʚʥʷ Administrator ʧʦʟʚʦʣʷʝʪ 
ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢʦ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʠʩʪʝʤʝ ʠ ʩʠʩʪʝʤʥʳʤ ʥʘʩʪʨʦʡʢʘʤ, ʜʦʩʪʫʧʥʳʤ ʚ 
ʜʘʥʥʦʤ ʨʫʢʦʚʦʜʩʪʚʝ. 

ʀʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ (CLI) ʠʩʧʦʣʴʟʫʝʪ ʥʝʩʢʦʣʴʢʦ ʨʝʞʠʤʦʚ ʚ ʩʣʝʜʫʶʱʝʤ ʠʝʨʘʨʭʠʯʝʩʢʦʤ 
ʧʦʨʷʜʢʝ. 

ɹʘʟʦʚʳʝ ʨʝʞʠʤʳ: 

¶ User EXEC Mode (ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʨʝʞʠʤ EXEC); 

¶ Privileged EXEC Mode (ʇʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC); 

¶ Global Configuration Mode (ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ). 

ʇʝʨʝʭʦʜ ʚ ʩʧʝʮʠʘʣʴʥʳʝ ʨʝʞʠʤʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʠʟ ʨʝʞʠʤʘ 
Global Configuration Mode. 
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜ ʥʘʟʥʘʯʘʝʪʩʷ ʩʨʘʟʫ ʧʨʠ ʚʭʦʜʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʫ ʠ ʟʘʚʠʩʠʪ ʦʪ ʫʨʦʚʥʷ 
ʧʨʠʚʠʣʝʛʠʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. ʉʝʘʥʩ ʥʘʯʠʥʘʝʪʩʷ ʣʠʙʦ ʚ ʨʝʞʠʤʝ User EXEC Mode, ʣʠʙʦ ʚ ʨʝʞʠʤʝ 
Privileged EXEC Mode. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ ʩ ʙʘʟʦʚʳʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ Basic User ʦʩʫʱʝʩʪʚʣʷʶʪ ʚʭʦʜ ʚ ʨʝʞʠʤʝ 
User EXEC Mode. 

¶ ʇʦʣʴʟʦʚʘʪʝʣʠ ʩ ʨʘʩʰʠʨʝʥʥʳʤ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ, ʚʢʣʶʯʘʷ Advanced User, Power 
User, Operator ʠ Administrator, ʦʩʫʱʝʩʪʚʣʷʶʪ ʚʭʦʜ ʚ ʨʝʞʠʤʝ Privileged EXEC Mode. 

ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʨʝʞʠʤ User EXEC Mode ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ Basic User, ʘ ʨʝʞʠʤ 
Privileged EXEC Mode ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʬʫʥʢʮʠʠ ʫʨʦʚʥʷ Advanced User, Power User, Operator ʠ 
Administrator. ʇʝʨʝʭʦʜ ʚ ʨʝʞʠʤ Global Configuration Mode ʜʦʩʪʫʧʝʥ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʫʨʦʚʥʷ 
Operator ʠʣʠ Administrator. 

ʅʝʢʦʪʦʨʳʝ ʩʧʝʮʠʘʣʴʥʳʝ ʨʝʞʠʤʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩ 
ʤʘʢʩʠʤʘʣʴʥʳʤ ʫʨʦʚʥʝʤ ʧʨʘʚ, ʦʙʣʘʜʘʶʱʠʤ ʧʨʠʚʠʣʝʛʠʷʤʠ ʩʘʤʦʛʦ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʥʘ ʫʨʦʚʥʝ Administrator.  

ɺ ʪʘʙʣʠʮʝ ʢʨʘʪʢʦ ʧʨʝʜʩʪʘʚʣʝʥʳ ʜʦʩʪʫʧʥʳʝ ʢʦʤʘʥʜʥʳʝ ʨʝʞʠʤʳ, ʚʢʣʶʯʘʷ ʙʘʟʦʚʳʝ ʠ ʥʝʩʢʦʣʴʢʦ 
ʩʧʝʮʠʘʣʴʥʳʭ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦ ʜʘʥʥʳʝ ʨʝʞʠʤʳ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚ ʩʣʝʜʫʶʱʠʭ ʛʣʘʚʘʭ 
ʨʫʢʦʚʦʜʩʪʚʘ. ʆʧʠʩʘʥʠʷ ʦʩʪʘʣʴʥʳʭ ʩʧʝʮʠʘʣʴʥʳʭ ʨʝʞʠʤʦʚ ʚ ʵʪʦʤ ʨʘʟʜʝʣʝ ʥʝ ʧʨʝʜʩʪʘʚʣʝʥʳ. ɼʣʷ 
ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʨʝʞʠʤʘʭ ʥʘʩʪʨʦʡʢʠ ʥʝʦʙʭʦʜʠʤʦ ʦʙʨʘʪʠʪʴʩʷ ʢ ʛʣʘʚʘʤ, 
ʦʪʥʦʩʷʱʠʤʩʷ ʢ ʵʪʠʤ ʬʫʥʢʮʠʷʤ. 

ʊʘʙʣʠʮʘ 1.1 ɼʦʩʪʫʧʥʳʝ ʢʦʤʘʥʜʥʳʝ ʨʝʞʠʤʳ ʠ ʫʨʦʚʥʠ ʧʨʠʚʠʣʝʛʠʡ: 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜ /  

ʋʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ 

ʆʧʠʩʘʥʠʝ 

User EXEC Mode / 

ʋʨʦʚʝʥʴ Basic User 

ʉʘʤʳʡ ʥʠʟʢʠʡ ʫʨʦʚʝʥʴ ʧʨʠʦʨʠʪʝʪʘ ʩʨʝʜʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ 
ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ɼʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʧʨʦʩʤʦʪʨʫ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʝʢ 
ʩʠʩʪʝʤʳ. 

Privileged EXEC Mode / 

ʋʨʦʚʝʥʴ Advanced User 

ʅʘ ʜʘʥʥʦʤ ʫʨʦʚʥʝ ʝʩʪʴ ʜʦʩʪʫʧ ʢ ʥʘʩʪʨʦʡʢʘʤ ʫʧʨʘʚʣʝʥʠʷ 
ʪʝʨʤʠʥʘʣʦʤ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʧʨʦʩʤʦʪʨʫ 
ʦʛʨʘʥʠʯʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʥʝ ʦʪʥʦʩʷʱʝʡʩʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Privileged EXEC Mode / 

ʋʨʦʚʝʥʴ Power User 

ʄʝʥʴʰʝ ʢʦʤʘʥʜ, ʯʝʤ ʥʘ ʫʨʦʚʥʝ Operator. ɼʦʩʪʫʧʥʳ ʢʦʤʘʥʜʳ 
ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʢʦʤʘʥʜ ʫʨʦʚʥʷ Operator ʠ 
Administrator. 

Privileged EXEC Mode / 

ʋʨʦʚʝʥʴ Operator 

ʀʟʤʝʥʝʥʠʝ ʣʦʢʘʣʴʥʳʭ ʠ ʛʣʦʙʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʪʝʨʤʠʥʘʣʘ, 
ʢʦʥʪʨʦʣʴ ʠ ʚʳʧʦʣʥʝʥʠʝ ʥʝʢʦʪʦʨʳʭ ʟʘʜʘʯ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ. 
ʀʩʢʣʶʯʝʥ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ, ʦʪʥʦʩʷʱʝʡʩʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

Privileged EXEC Mode / 

ʋʨʦʚʝʥʴ Administrator 

ʊʝ ʞʝ ʧʨʘʚʘ, ʯʪʦ ʠ ʜʣʷ ʫʨʦʚʥʷ Operator, ʧʨʠ ʵʪʦʤ ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʪʘʢʞʝ ʤʦʞʝʪ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʚʥʦʩʠʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʥʘʩʪʨʦʡʢʠ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Global Configuration Mode / 

ʋʨʦʚʝʥʴ Operator 

ʇʨʠʤʝʥʝʥʠʝ ʛʣʦʙʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʥʘʩʪʨʦʝʢ 
ʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʣʷ ʚʩʝʡ ʩʠʩʪʝʤʳ. ʊʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 
ʧʝʨʝʭʦʜʘ ʢ ʩʧʝʮʠʘʣʴʥʳʤ ʨʝʞʠʤʘʤ. 

Global Configuration Mode / 

ʋʨʦʚʝʥʴ Administrator 

ʇʨʠʤʝʥʝʥʠʝ ʛʣʦʙʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʜʣʷ ʚʩʝʡ ʩʠʩʪʝʤʳ. ʊʘʢʞʝ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʭʦʜʘ ʢ ʩʧʝʮʠʘʣʴʥʳʤ ʨʝʞʠʤʘʤ. 

Interface Configuration Mode / 
ʋʨʦʚʝʥʴ Administrator 

ʈʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ. 

VLAN Interface Configuration 
Mode 

ʈʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʦʚ ʚ VLAN. 

VLAN Configuration Mode ʈʝʞʠʤ ʥʘʩʪʨʦʡʢʠ VLAN. 
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IP Access-List Configuration 
Mode 

ʈʝʞʠʤ ʥʘʩʪʨʦʡʢʠ IP Access-List. 

User EXEC Mode ʩ ʙʘʟʦʚʳʤ ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ Basic User 

ɽʩʪʴ ʜʦʩʪʫʧ ʢ ʙʘʟʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ. ɺ ʜʘʥʥʳʡ ʨʝʞʠʤ ʤʦʞʥʦ ʚʦʡʪʠ ʩ ʫʯʝʪʥʦʡ 
ʟʘʧʠʩʴʶ Basic User. 

Privileged EXEC Mode ʩ ʨʘʩʰʠʨʝʥʥʳʤ ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ Advanced User 

ʈʝʞʠʤ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʙʘʟʦʚʳʭ ʥʘʩʪʨʦʝʢ ʩʠʩʪʝʤʳ ʠ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 
ʦʩʫʱʝʩʪʚʣʷʪʴ ʥʘʩʪʨʦʡʢʠ ʩʝʘʥʩʦʚ ʣʦʢʘʣʴʥʦʛʦ ʪʝʨʤʠʥʘʣʘ ʠ ʚʳʧʦʣʥʷʪʴ ʙʘʟʦʚʫʶ ʧʨʦʚʝʨʢʫ ʩʝʪʝʚʳʭ 
ʧʦʜʢʣʶʯʝʥʠʡ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ, ʦʪʥʦʩʷʱʝʡʩʷ ʢ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʜʘʥʥʳʡ ʨʝʞʠʤ ʤʦʞʥʦ ʚʦʡʪʠ ʩ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʫʨʦʚʥʷ Advanced User. 

Privileged EXEC Mode ʩ ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ Power User 

ɺ ʵʪʦʤ ʨʝʞʠʤʝ ʧʦʣʴʟʦʚʘʪʝʣʶ ʜʦʩʪʫʧʥʦ ʤʝʥʴʰʝ ʢʦʤʘʥʜ, ʯʝʤ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ 
ʫʨʦʚʥʷ Operator. ʇʦʜʜʝʨʞʠʚʘʶʪʩʷ ʢʦʤʘʥʜʳ 'config' ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʢʦʤʘʥʜ ʫʨʦʚʥʷ Operator ʠ 
ʫʨʦʚʥʷ Administrator. ɺʭʦʜ ʚ ʜʘʥʥʳʡ ʨʝʞʠʤ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ, ʠʤʝʷ 8-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. 

Privileged EXEC Mode ʩ ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ Operator 

ɼʘʥʥʳʡ ʨʝʞʠʤ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʛʣʦʙʘʣʴʥʳʤ ʥʘʩʪʨʦʡʢʘʤ ʠ ʥʘʩʪʨʦʡʢʘʤ ʣʦʢʘʣʴʥʦʛʦ 
ʪʝʨʤʠʥʘʣʘ, ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠ ʨʝʰʘʪʴ ʟʘʜʘʯʠ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʥʘʩʪʨʦʝʢ 
ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʭʦʜ ʚ ʜʘʥʥʳʡ ʨʝʞʠʤ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ, ʠʤʝʷ 12-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. 

Privileged EXEC Mode ʩ ʫʨʦʚʥʝʤ ʜʦʩʪʫʧʘ Administrator 

ɺʭʦʜ ʚ ʜʘʥʥʳʡ ʨʝʞʠʤ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ, ʠʤʝʷ 15-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ʇʦʜʜʝʨʞʠʚʘʝʪʩʷ ʢʦʥʪʨʦʣʴ 
ʠ ʫʧʨʘʚʣʝʥʠʝ ʚʩʝʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʠʩʪʝʤʝ ʠ ʥʘʩʪʨʦʡʢʘʭ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʪʘʢʞʝ ʤʦʞʝʪ 
ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʚʥʦʩʠʪʴ ʣʶʙʳʝ ʠʟʤʝʥʝʥʠʷ ʚ ʥʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʈʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ (Global Configuration Mode) 

ɼʘʥʥʳʡ ʨʝʞʠʤ ʧʦʟʚʦʣʷʝʪ ʚʥʦʩʠʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʛʣʦʙʘʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʚʩʝʡ ʩʠʩʪʝʤʳ. ɼʣʷ ʚʭʦʜʘ ʚ 
ʨʝʞʠʤ ʪʨʝʙʫʝʪʩʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʫʨʦʚʥʷ Advanced User, Power User, Operator ʠʣʠ Administrator. 
ʅʘʩʪʨʦʡʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʫʨʦʚʥʷ Administrator. 
ʇʦʤʠʤʦ ʧʨʠʤʝʥʝʥʠʷ ʛʣʦʙʘʣʴʥʳʭ ʥʘʩʪʨʦʝʢ ʜʣʷ ʚʩʝʡ ʩʠʩʪʝʤʳ, ʜʘʥʥʳʡ ʨʝʞʠʤ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʜʣʷ ʧʝʨʝʭʦʜʘ ʚ ʩʧʝʮʠʘʣʴʥʳʝ ʨʝʞʠʤʳ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. ɼʣʷ ʜʦʩʪʫʧʘ ʢ ʨʝʞʠʤʫ ʛʣʦʙʘʣʴʥʦʡ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʚʦʡʪʠ ʚ ʩʠʩʪʝʤʫ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʫʨʦʚʥʝʤ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 
ʠ ʚʚʝʩʪʠ ʢʦʤʘʥʜʫ configure terminal ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤ ʨʝʞʠʤʝ Privileged EXEC. 

ɺ ʩʣʝʜʫʶʱʝʤ ʧʨʠʤʝʨʝ ʚʳʧʦʣʥʷʝʪʩʷ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʩ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ʫʨʦʚʥʷ Administrator ʚ 
ʨʝʞʠʤʝ Privileged EXEC ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ configure terminal ʜʣʷ ʧʝʨʝʭʦʜʘ ʚ ʨʝʞʠʤ 
ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ:  

 

ʂʦʤʘʥʜʘ exit ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʨʝʞʠʤʘ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʚʦʟʚʨʘʱʝʥʠʷ ʚ 
ʨʝʞʠʤ Privileged EXEC. 

 

ʇʦʨʷʜʦʢ ʜʝʡʩʪʚʠʡ ʜʣʷ ʚʭʦʜʘ ʚ ʩʧʝʮʠʘʣʴʥʳʝ ʨʝʞʠʤʳ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʜʘʣʴʥʝʡʰʠʭ ʛʣʘʚʘʭ 
ʨʫʢʦʚʦʜʩʪʚʘ. ɼʘʥʥʳʝ ʢʦʤʘʥʜʥʳʝ ʨʝʞʠʤʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʦʪʜʝʣʴʥʳʭ 
ʬʫʥʢʮʠʡ. 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ (Interface Configuration Mode) 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ ʦʜʥʦʛʦ ʠʣʠ 
ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ. ɺ ʢʘʯʝʩʪʚʝ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʝʪ ʚʳʩʪʫʧʘʪʴ ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ, VLAN ʠʣʠ 
ʜʨʫʛʦʡ ʚʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ. ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʨʘʟʣʠʯʘʝʪʩʷ ʚ 
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ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʠʧʘ ʠʥʪʝʨʬʝʡʩʘ. ʂʦʤʘʥʜʳ ʜʣʷ ʢʘʞʜʦʛʦ ʠʟ ʪʠʧʦʚ ʠʥʪʝʨʬʝʡʩʦʚ ʥʝʤʥʦʛʦ 
ʦʪʣʠʯʘʶʪʩʷ. 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ VLAN (VLAN Interface Configuration Mode) 

ʈʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ VLAN ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʦʚ 
ʠʥʪʝʨʬʝʡʩʦʚ, ʥʘʟʥʘʯʝʥʥʳʭ VLAN. 

ɼʣʷ ʜʦʩʪʫʧʘ ʢ ʨʝʞʠʤʫ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ ʚ VLAN ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 
ʩʣʝʜʫʶʱʫʶ ʢʦʤʘʥʜʫ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ: 

 

1.4. ʉʦʟʜʘʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘ ʫʩʪʨʦʡʩʪʚʝ ʥʝʪ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺ ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ 
ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩʦʤ ʢʦʤʤʫʪʘʪʦʨʘ. ʕʪʦʪ ʨʘʟʜʝʣ 
ʧʦʤʦʞʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩ ʧʦʤʦʱʴʶ ʠʥʪʝʨʬʝʡʩʘ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. 

ʈʘʩʩʤʦʪʨʠʤ ʩʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʤʳ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʢʦʤʘʥʜʝ username. 

¶ ɺ ʨʝʞʠʤʝ User EXEC ʚʚʦʜʠʪʩʷ ʢʦʤʘʥʜʘ enable ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʨʝʞʠʤʫ Privileged EXEC. 

¶ ɼʘʣʝʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ configure terminal ʜʣʷ ʧʝʨʝʭʦʜʘ ʢ ʛʣʦʙʘʣʴʥʦʤʫ ʨʝʞʠʤʫ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ɼʘʥʥʳʡ ʨʝʞʠʤ ʧʦʟʚʦʣʷʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ username. 

¶ ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ username admin password admin ʩʦʟʜʘʝʪʩʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʠʤʝʥʝʤ admin ʠ ʧʘʨʦʣʝʤ admin. 

¶ ʂʦʤʘʥʜʘ username admin privilege 15 ʥʘʟʥʘʯʘʝʪ 15-ʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʜʣʷ ʫʯʝʪʥʦʡ 
ʟʘʧʠʩʠ admin. 

¶ ʂʦʤʘʥʜʘ line console ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʨʝʞʠʤʫ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʪʨʦʢʠ 
ʠʥʪʝʨʬʝʡʩʘ. 

¶ ʂʦʤʘʥʜʘ login local ʦʙʲʷʚʣʷʝʪ ʢʦʤʤʫʪʘʪʦʨʫ, ʯʪʦ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʢʦʥʩʦʣʠ 
ʧʦʣʴʟʦʚʘʪʝʣʶ ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠʟ ʣʦʢʘʣʴʥʦʡ ʙʘʟʳ. 

ʉʦʭʨʘʥʠʪʝ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ (running configuration) ʚ ʬʘʡʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʟʘʧʫʩʢʘ 
(start-up configuration), ʯʪʦʙʳ ʧʨʠ ʧʝʨʝʟʘʛʨʫʟʢʝ ʢʦʤʤʫʪʘʪʦʨʘ ʚʥʝʩʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʥʝ ʙʳʣʠ 
ʫʪʝʨʷʥʳ. ɺ ʩʣʝʜʫʶʱʝʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʭʨʘʥʠʪʴ ʪʝʢʫʱʫʶ ʢʦʥʬʠʛʫʨʘʮʠʶ ʚ ʬʘʡʣʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʟʘʧʫʩʢʘ.  

 

ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʥʪʝʨʬʝʡʩʫ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʧʦʩʣʝ ʧʝʨʝʟʘʛʨʫʟʢʠ ʢʦʤʤʫʪʘʪʦʨʘ ʠʣʠ 
ʚʳʭʦʜʘ ʠʟ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʥʝʦʙʭʦʜʠʤʦ ʚʚʝʩʪʠ ʥʦʚʦʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʚ 
ʧʨʠʤʝʨʝ ʥʠʞʝ. 
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1.5. ʂʦʥʬʠʛʫʨʠʨʦʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ 

ʇʨʠ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʠ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʩʦʙʦʝ ʦʙʦʟʥʘʯʝʥʠʝ. 

ɺ ʩʣʝʜʫʶʱʝʤ ʧʨʠʤʝʨʝ ʤʳ ʚʭʦʜʠʤ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʜʘʣʝʝ ʧʝʨʝʭʦʜʠʤ ʚ ʨʝʞʠʤ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ Interface Configuration Mode, ʠʩʧʦʣʴʟʫʷ ʦʙʦʟʥʘʯʝʥʠʝ 1/0/1. ʇʦʩʣʝ 
ʚʭʦʜʘ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ ʧʦʨʪʘ 1 ʤʳ ʠʟʤʝʥʠʤ ʩʢʦʨʦʩʪʴ ʥʘ 1 ɻʙʠʪ/ʩ, 
ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ speed 1000. 

 

ɺ ʧʨʠʤʝʨʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʙʦʟʥʘʯʝʥʠʝ 1/0/1. ʊʝʨʤʠʥʦʣʦʛʠʷ ʢʘʞʜʦʛʦ ʧʘʨʘʤʝʪʨʘ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ: 

¶ Unit ID / Slot ID / ID ʧʦʨʪʘ 

Unit ID ʠʥʪʝʨʬʝʡʩʘ ʫʢʘʟʳʚʘʝʪ ʥʘ ʥʦʤʝʨ ʢʦʤʤʫʪʘʪʦʨʘ ʚ ʩʪʝʢʝ. ɽʩʣʠ ʩʪʝʢʠʨʦʚʘʥʠʝ ʦʪʢʣʶʯʝʥʦ ʠʣʠ 
ʥʘʩʪʨʘʠʚʘʝʤʳʡ ʢʦʤʤʫʪʘʪʦʨ ʥʘ ʚʢʣʶʯʝʥ ʚ ʩʪʝʢ, ʪʦ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʥʝ ʠʤʝʝʪ ʟʥʘʯʝʥʠʷ. Slot ID 
ʠʥʪʝʨʬʝʡʩʘ ï ʵʪʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʤʦʜʫʣʷ, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ ʩʣʦʪʫ ʨʘʩʰʠʨʝʥʠʷ. ID ʧʦʨʪʘ 
ʠʥʪʝʨʬʝʡʩʘ ï ʵʪʦ ʥʦʤʝʨ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ.  

ʇʨʠʚʝʜʝʥʥʳʡ ʚʳʰʝ ʧʨʠʤʝʨ ʥʘʩʪʨʦʡʢʠ ʧʦʟʚʦʣʷʝʪ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʩʪʝʢʠʨʫʝʤʳʡ ʢʦʤʤʫʪʘʪʦʨ ʩ ID 
1, ʩʣʦʪʦʤ 0 (Slot ID) ʠ ʥʦʤʝʨʦʤ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ 1. 

1.6. ʉʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ 

ɽʩʣʠ ʢʦʤʤʫʪʘʪʦʨ ʥʝ ʨʘʩʧʦʟʥʘʝʪ ʚʚʝʜʝʥʥʫʶ ʢʦʤʘʥʜʫ, ʥʘ ʵʢʨʘʥʝ ʧʦʷʚʷʪʩʷ ʩʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʝ ʩ 
ʦʩʥʦʚʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʨʦʙʣʝʤʝ. 

ʊʘʙʣʠʮʘ 1.2 ʉʦʦʙʱʝʥʠʷ ʦʙ ʦʰʠʙʢʘʭ ʩ ʦʧʠʩʘʥʠʝʤ ʧʨʦʙʣʝʤʳ. 

ʉʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ ʆʧʠʩʘʥʠʝ 

Ambiguous command ɺʚʝʜʝʥʦ ʥʝʜʦʩʪʘʪʦʯʥʦ ʢʣʶʯʝʚʳʭ ʩʣʦʚ ʜʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ 
ʢʦʤʘʥʜʳ. 

Incomplete command ɺʚʝʜʝʥʳ ʥʝ ʚʩʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 
ʢʦʤʘʥʜʳ. 

Invalid input detected at 
^marker 

ʂʦʤʘʥʜʘ ʚʚʝʜʝʥʘ ʥʝʢʦʨʨʝʢʪʥʦ. 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʛʝʥʝʨʠʨʫʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ Ambiguous command. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

17 

 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʛʝʥʝʨʠʨʫʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ Incomplete command. 

 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʛʝʥʝʨʠʨʫʝʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ Invalid input detected. 

 

1.7. ʌʫʥʢʮʠʠ ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ 

ʀʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʢʦʤʤʫʪʘʪʦʨʘ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʣʝʜʫʶʱʠʝ ʢʣʘʚʠʰʠ ʜʣʷ 
ʨʝʜʘʢʪʠʨʦʚʘʥʠʷ. 

ʊʘʙʣʠʮʘ 1.3 ɼʦʩʪʫʧʥʳʝ ʢʣʘʚʠʰʠ ʩ ʦʧʠʩʘʥʠʝʤ ʚʦʟʤʦʞʥʦʩʪʝʡ. 

ʂʣʘʚʠʰʘ ʆʧʠʩʘʥʠʝ 

Backspace ʋʜʘʣʷʝʪ ʩʠʤʚʦʣ ʩʣʝʚʘ ʦʪ ʢʫʨʩʦʨʘ ʠ ʧʝʨʝʤʝʱʘʝʪ ʦʩʪʘʚʰʫʶʩʷ ʯʘʩʪʴ 
ʩʪʨʦʢʠ ʚʣʝʚʦ. 

ʉʪʨʝʣʢʘ ʚʣʝʚʦ ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʚʣʝʚʦ. 

ʉʪʨʝʣʢʘ ʚʧʨʘʚʦ ʇʝʨʝʤʝʱʘʝʪ ʢʫʨʩʦʨ ʚʧʨʘʚʦ. 

CTRL+R ɺʢʣʶʯʘʝʪ ʠ ʦʪʢʣʶʯʘʝʪ ʬʫʥʢʮʠʶ ʚʩʪʘʚʢʠ ʪʝʢʩʪʘ. ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʪʝʢʩʪ 
ʤʦʞʥʦ ʚʩʪʘʚʠʪʴ ʚ ʩʪʨʦʢʫ, ʘ ʦʩʪʘʚʰʘʷʩʷ ʯʘʩʪʴ ʪʝʢʩʪʘ ʙʫʜʝʪ ʧʝʨʝʤʝʱʝʥʘ 
ʚʧʨʘʚʦ. ʇʨʠ ʚʳʢʣʶʯʝʥʠʠ ʪʝʢʩʪ ʤʦʞʥʦ ʚʩʪʘʚʠʪʴ ʚ ʩʪʨʦʢʫ, ʘ ʩʪʘʨʳʡ ʪʝʢʩʪ 
ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʤʝʥʝʥ ʥʦʚʳʤ. 

Return ʇʨʦʢʨʫʯʠʚʘʝʪ ʚʥʠʟ ʢ ʩʣʝʜʫʶʱʝʡ ʩʪʨʦʢʝ ʠʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʚʦʜʘ 
ʢʦʤʘʥʜʳ. 

ʇʨʦʙʝʣ ʇʨʦʢʨʫʯʠʚʘʝʪ ʚʥʠʟ ʥʘ ʩʣʝʜʫʶʱʫʶ ʩʪʨʘʥʠʮʫ. 

ESC ɺʳʭʦʜ ʠʟ ʦʪʦʙʨʘʞʘʝʤʦʡ ʩʪʨʘʥʠʮʳ. 

1.8. ʌʠʣʴʪʨʘʮʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʚʦʜʘ ʢʦʤʘʥʜʳ show 

ɼʣʷ ʬʠʣʴʪʨʘʮʠʠ ʨʝʟʫʣʴʪʘʪʦʚ ʚʳʚʦʜʘ ʢʦʤʘʥʜʳ show ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʘʨʘʤʝʪʨʳ: 

¶ begin FILTER-STRING ï ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʝʨʚʦʡ ʩʪʨʦʢʠ, 
ʢʦʪʦʨʘʷ ʩʦʚʧʘʜʘʝʪ ʩʦ ʩʪʨʦʢʦʡ ʬʠʣʴʪʨʘ. 

¶ include FILTER-STRING ï ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʩʪʨʦʢ, 
ʩʦʚʧʘʜʘʶʱʠʭ ʩʦ ʩʪʨʦʢʦʡ ʬʠʣʴʪʨʘ. 

¶ exclude FILTER-STRING ï ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʩʢʣʶʯʝʥʠʷ ʚʩʝʭ ʩʪʨʦʢ, 
ʩʦʚʧʘʜʘʶʱʠʭ ʩʦ ʩʪʨʦʢʦʡ ʬʠʣʴʪʨʘ. 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʘ begin FILTER-STRING ʚ ʢʦʤʘʥʜʝ show. 
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ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʘ include FILTER-STRING ʚ ʢʦʤʘʥʜʝ show. 

 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʘʨʘʤʝʪʨʘ exclude FILTER-STRING ʚ ʢʦʤʘʥʜʝ show. 
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2. ɹʘʟʦʚʳʝ ʢʦʤʘʥʜʳ CLI 

2.1. help 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʢʨʘʪʢʦʡ ʩʧʨʘʚʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʀʩʧʦʣʴʟʫʡʪʝ 
ʢʦʤʘʥʜʫ help ʚ ʣʶʙʦʤ ʨʝʞʠʤʝ. 

 help 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ help ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʢʨʘʪʢʦʡ ʩʧʨʘʚʦʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʚʢʣʶʯʘʷ 
ʩʣʝʜʫʶʱʫʶ: 

¶ ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʩʧʠʩʦʢ ʢʦʤʘʥʜ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʨʝʞʠʤʘ, ʧʦʩʣʝ ʧʨʠʛʣʘʰʝʥʠʷ ʩʠʩʪʝʤʳ 
ʚʚʝʜʠʪʝ ʚʦʧʨʦʩʠʪʝʣʴʥʳʡ ʟʥʘʢ (?). 

¶ ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʩʧʠʩʦʢ ʢʦʤʘʥʜ, ʥʘʯʠʥʘʶʱʠʭʩʷ ʩ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʠʤʚʦʣʴʥʦʡ ʩʪʨʦʢʠ, 
ʚʚʝʜʠʪʝ ʩʦʢʨʘʱʝʥʥʫʶ ʢʦʤʘʥʜʫ ʠ ʩʣʝʜʫʶʱʠʡ ʟʘ ʥʝʡ ʚʦʧʨʦʩʠʪʝʣʴʥʳʡ ʟʥʘʢ (?). ʊʘʢʘʷ 
ʬʦʨʤʘ ʩʧʨʘʚʢʠ ʥʘʟʳʚʘʝʪʩʷ ʩʧʨʘʚʢʦʡ ʧʦ ʩʣʦʚʫ (word help), ʧʦʪʦʤʫ ʯʪʦ ʚ ʥʝʡ ʩʦʜʝʨʞʘʪʩʷ 
ʪʦʣʴʢʦ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ ʠʣʠ ʘʨʛʫʤʝʥʪʳ, ʥʘʯʠʥʘʶʱʠʝʩʷ ʩ ʚʚʝʜʝʥʥʦʛʦ ʩʦʢʨʘʱʝʥʠʷ. 

¶ ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʩʧʠʩʦʢ ʢʣʶʯʝʚʳʭ ʩʣʦʚ ʠ ʘʨʛʫʤʝʥʪʦʚ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ʢʦʤʘʥʜʳ, ʚʚʝʜʠʪʝ 
ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ ʚʦʧʨʦʩʠʪʝʣʴʥʳʡ ʟʥʘʢ (?) ʚʤʝʩʪʦ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ ʠʣʠ ʘʨʛʫʤʝʥʪʘ. 
ʊʘʢʘʷ ʬʦʨʤʘ ʩʧʨʘʚʢʠ ʥʘʟʳʚʘʝʪʩʷ ʩʧʨʘʚʢʦʡ ʧʦ ʩʠʥʪʘʢʩʠʩʫ ʢʦʤʘʥʜʳ 
(command syntax help), ʧʦʪʦʤʫ ʯʪʦ ʦʥʘ ʧʦʢʘʟʳʚʘʝʪ ʚʦʟʤʦʞʥʳʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ ʠʣʠ 
ʘʨʛʫʤʝʥʪʳ ʥʘ ʦʩʥʦʚʘʥʠʠ ʫʞʝ ʚʚʝʜʝʥʥʦʡ ʢʦʤʘʥʜʳ, ʢʣʶʯʝʚʳʭ ʩʣʦʚ ʠʣʠ ʘʨʛʫʤʝʥʪʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ help ʜʣʷ ʚʳʚʦʜʘ ʢʨʘʪʢʦʛʦ ʦʧʠʩʘʥʠʷ 
ʚʦʟʤʦʞʥʦʩʪʝʡ ʩʠʩʪʝʤʳ ʩʧʨʘʚʢʠ. 

 

 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

20 

 

 

ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ ʧʦʢʘʟʳʚʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʧʨʘʚʢʠ ʧʦ ʩʣʦʚʫ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʢʦʤʘʥʜ 
ʨʝʞʠʤʘ Privileged EXEC, ʥʘʯʠʥʘʶʱʠʭʩʷ ʩ çreè. ɹʫʢʚʳ, ʚʚʝʜʝʥʥʳʝ ʧʝʨʝʜ ʚʦʧʨʦʩʠʪʝʣʴʥʳʤ ʟʥʘʢʦʤ 
(?), ʪʘʢʞʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʥʘ ʩʣʝʜʫʶʱʝʡ ʩʪʨʦʢʝ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʦʜʦʣʞʠʪʴ ʚʚʦʜ 
ʢʦʤʘʥʜʳ. 

 

ʉʣʝʜʫʶʱʠʡ ʧʨʠʤʝʨ ʧʦʢʘʟʳʚʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʧʨʘʚʢʠ ʧʦ ʩʠʥʪʘʢʩʠʩʫ ʢʦʤʘʥʜʳ, ʧʦʟʚʦʣʷʶʱʝʡ 
ʧʦʣʫʯʠʪʴ ʥʝʜʦʩʪʘʶʱʠʡ ʘʨʛʫʤʝʥʪ ʜʣʷ ʯʘʩʪʠʯʥʦ ʚʚʝʜʝʥʥʦʡ ʢʦʤʘʥʜʳ IP access-list standard. 
ʉʠʤʚʦʣʳ, ʚʚʝʜʝʥʥʳʝ ʧʝʨʝʜ ʚʦʧʨʦʩʠʪʝʣʴʥʳʤ ʟʥʘʢʦʤ (?), ʪʘʢʞʝ ʦʪʦʙʨʘʞʘʶʪʩʷ ʥʘ ʩʣʝʜʫʶʱʝʡ 
ʩʪʨʦʢʝ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʦʜʦʣʞʠʪʴ ʚʚʦʜ ʢʦʤʘʥʜʳ. 

 

2.2. enable 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʨʝʞʠʤ EXEC (Privileged EXEC). 

 enable [PRIVILEGE-LEVEL] 

ʇʘʨʘʤʝʪʨʳ 

PRIVILEGE-LEVEL (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ ï ʦʪ 
1 ʜʦ 15. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʫʨʦʚʝʥʴ 15. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʝʩʣʠ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʥʠʞʝ ʫʨʦʚʥʷ, ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ 
ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ. ɽʩʣʠ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʫʨʦʚʝʥʴ ʪʨʝʙʫʝʪ ʧʘʨʦʣʷ, ʚʚʝʜʠʪʝ ʝʛʦ ʚ 
ʧʨʝʜʫʩʤʦʪʨʝʥʥʦʤ ʜʣʷ ʵʪʦʛʦ ʧʦʣʝ. ʈʘʟʨʝʰʝʥʦ ʪʦʣʴʢʦ 3 ʧʦʧʳʪʢʠ. ʇʨʠ ʥʝʫʜʘʯʥʦʤ ʚʚʦʜʝ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʚʦʟʚʨʘʱʝʥ ʢ ʪʝʢʫʱʝʤʫ ʫʨʦʚʥʶ. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʝʨʝʡʪʠ ʚ ʨʝʞʠʤ Privileged EXEC.  

 

2.3. disable 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʙʦʣʝʝ ʥʠʟʢʠʡ. 

 disable [PRIVILEGE-LEVEL] 

ʇʘʨʘʤʝʪʨʳ 

PRIVILEGE-LEVEL ʋʢʘʟʳʚʘʝʪʩʷ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʫʨʦʚʝʥʴ 1. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜ r

User EXEC Mode. 
Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʪʝʢʫʱʝʛʦ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ 
ʙʦʣʝʝ ʥʠʟʢʠʡ. ɽʩʣʠ ʥʘ ʜʘʥʥʦʤ ʫʨʦʚʥʝ ʫʩʪʘʥʦʚʣʝʥ ʧʘʨʦʣʴ, ʪʦ ʚʚʦʜʠʪʴ ʝʛʦ ʥʝ ʪʨʝʙʫʝʪʩʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʳʡʪʠ ʠʟ ʩʠʩʪʝʤʳ. 

 

2.4. configure terminal 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ (Global Configuration 
Mode). 

 configure terminal  

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

22 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

2.5. login (EXEC) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 login 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʤʝʥʳ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʩ ʥʦʚʦʡ ʫʯʝʪʥʦʡ 
ʟʘʧʠʩʴʶ. ʈʘʟʨʝʰʝʥʦ ʪʨʠ ʧʦʧʳʪʢʠ ʚʭʦʜʘ ʚ ʠʥʪʝʨʬʝʡʩ ʢʦʤʤʫʪʘʪʦʨʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ Telnet, 
ʝʩʣʠ ʚʩʝ ʧʦʧʳʪʢʠ ʙʫʜʫʪ ʥʝʫʜʘʯʥʳʤʠ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʝʨʥʝʪʩʷ ʢ ʧʨʠʛʣʘʰʝʥʠʶ ʥʘ ʚʚʦʜ ʢʦʤʘʥʜʳ. 
ɽʩʣʠ ʚ ʪʝʯʝʥʠʝ 60 ʩʝʢʫʥʜ ʥʝ ʚʚʦʜʠʪʩʷ ʥʠʢʘʢʠʭ ʜʘʥʥʳʭ, ʩʝʩʩʠʷ ʚʝʨʥʝʪʩʷ ʚ ʩʦʩʪʦʷʥʠʝ ʚʳʭʦʜʘ ʠʟ 
ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʭʦʜʘ ʚ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩ ʠʤʝʥʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷ çuser1è. 

 

2.6. login (Line) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʤʝʪʦʜʘ ʚʭʦʜʘ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʪʠʧʘ ʧʦʜʢʣʶʯʝʥʠʷ. 
ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʪʨʝʙʦʚʘʥʠʷ ʘʚʪʦʨʠʟʘʮʠʠ. 

 login [local] 

 no login 

ʇʘʨʘʤʝʪʨʳ 

login ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʪʨʝʙʦʚʘʥʠʝ ʘʚʪʦʨʠʟʘʮʠʠ ʧʨʠ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ.  

local (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʦʢʘʣʴʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ ʧʨʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʜʦʩʪʫʧʘ ʯʝʨʝʟ ʢʦʥʩʦʣʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʥʝ ʟʘʜʘʥʳ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘʩʪʨʦʝʥ ʤʝʪʦʜ ʚʭʦʜʘ ʜʣʷ ʜʦʩʪʫʧʘ ʧʦ Telnet (ʩ ʧʘʨʦʣʝʤ). 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘʩʪʨʦʝʥ ʤʝʪʦʜ ʚʭʦʜʘ ʜʣʷ ʜʦʩʪʫʧʘ ʧʦ SSH (ʩ ʧʘʨʦʣʝʤ). 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʣʷ ʜʦʩʪʫʧʘ ʯʝʨʝʟ ʢʦʥʩʦʣʴ ʠ ʧʦ Telnet ʧʨʠ ʚʢʣʶʯʝʥʠʠ ʬʫʥʢʮʠʠ ɸɸA ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʘʚʠʣʘ, 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʝ ʤʦʜʫʣʝʤ ɸɸɸ. ɽʩʣʠ ʬʫʥʢʮʠʷ AAA ʦʪʢʣʶʯʝʥʘ, ʧʨʠʤʝʥʷʶʪʩʷ ʩʣʝʜʫʶʱʠʝ 
ʧʨʘʚʠʣʘ: 

¶ ʇʨʠ ʚʳʢʣʶʯʝʥʠʠ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʦʡʜʝʪ ʚ ʩʠʩʪʝʤʫ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 1. 

¶ ʇʨʠ ʚʳʙʦʨʝ ʦʧʮʠʠ by password ʧʦʩʣʝ ʚʚʦʜʘ ʪʦʛʦ ʞʝ ʧʘʨʦʣʷ, ʯʪʦ ʚ ʢʦʤʘʥʜʝ password, 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʦʡʜʝʪ ʚ ʩʪʨʦʢʫ ʥʘ ʫʨʦʚʥʝ 1. ɽʩʣʠ ʧʘʨʦʣʴ ʥʝ ʙʳʣ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥ, ʥʘ 
ʵʢʨʘʥʝ ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ, ʠ ʩʝʩʩʠʷ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ. 

¶ ʇʨʠ ʚʳʙʦʨʝ ʦʧʮʠʠ username and password ʚʚʝʜʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʝ ʢʦʤʘʥʜʦʡ username. 

ɼʣʷ ʜʦʩʪʫʧʘ ʧʦ SSH ʠʩʧʦʣʴʟʫʝʪʩʷ 3 ʪʠʧʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ: 

¶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ SSH,  

¶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʫʟʣʘ, 

¶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷ. 

ʂ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʧʦʤʦʱʴʶ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʠ ʥʘ ʦʩʥʦʚʝ ʫʟʣʘ ʫʢʘʟʘʥʥʳʝ ʥʠʞʝ ʧʨʘʚʠʣʘ ʥʝ 
ʧʨʠʤʝʥʷʶʪʩʷ, ʚ ʦʪʣʠʯʠʝ ʦʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʧʦʤʦʱʴʶ ʧʘʨʦʣʷ, ʜʣʷ ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ 
ʫʯʠʪʳʚʘʪʴ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʠʣʘ: 

¶ ʇʨʠ ʚʢʣʶʯʝʥʠʠ ɸɸɸ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʦʜʫʣʴ ɸɸɸ. 

¶ ʇʨʠ ʚʳʢʣʶʯʝʥʠʠ ɸɸɸ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʧʨʘʚʠʣʘ: 

- ɽʩʣʠ ʘʚʪʦʨʠʟʘʮʠʷ ʦʪʢʣʶʯʝʥʘ, ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʠʛʥʦʨʠʨʫʶʪʩʷ. ɺʚʦʜ ʫʯʝʪʥʳʭ 
ʜʘʥʥʳʭ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʫʨʦʚʥʝ 1. 

- ɽʩʣʠ ʚʳʙʨʘʥʘ ʦʧʮʠʷ username and password, ʚʚʝʜʠʪʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʝ ʢʦʤʘʥʜʦʡ username. 

- ʇʨʠ ʚʳʙʦʨʝ ʦʧʮʠʠ password ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʛʥʦʨʠʨʫʝʪʩʷ, ʥʦ ʪʨʝʙʫʝʪʩʷ ʚʚʦʜ ʧʘʨʦʣʷ, 
ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʢʦʤʘʥʜʝ password, ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʥʘ ʫʨʦʚʥʝ 1 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʝʨʝʡʪʠ ʚ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʪʨʦʢʠ (Line Configuration Mode) 
ʠ ʩʦʟʜʘʪʴ ʧʘʨʦʣʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʣʷ ʚʭʦʜʘ ʥʘ ʢʦʤʤʫʪʘʪʦʨ. ʕʪʦʪ ʧʘʨʦʣʴ ʥʘʯʥʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʪʦʣʴʢʦ 
ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʩʪʨʦʢʘ ʙʫʜʝʪ ʥʘʩʪʨʦʝʥʘ ʥʘ ʘʚʪʦʨʠʟʘʮʠʶ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʘʚʪʦʨʠʟʘʮʠʶ ʚ ʢʘʯʝʩʪʚʝ ʤʝʪʦʜʘ ʚʭʦʜʘ ʥʘ ʢʦʤʤʫʪʘʪʦʨ. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʚʦʜʘ ʢʦʤʘʥʜʳ login. ʋʩʪʨʦʡʩʪʚʦ ʧʨʦʚʝʨʠʪ ʧʦʜʣʠʥʥʦʩʪʴ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʦʩʥʦʚʝ ʚʚʦʜʘ ʧʘʨʦʣʷ. ʇʨʠ ʢʦʨʨʝʢʪʥʦʤ ʚʚʦʜʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʣʫʯʠʪ ʜʦʩʪʫʧ 
ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʫʨʦʚʥʷ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ çuseraccountè ʩ ʧʘʨʦʣʝʤ 
çpass123è ʠ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 12. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʢʦʥʬʠʛʫʨʘʮʠʠ ʤʝʪʦʜʘ ʚʭʦʜʘ login local. 

 

2.7. logout  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʚʝʨʰʝʥʠʷ ʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠ ʠ ʚʳʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ 
ʩʠʩʪʝʤʳ. 

 logout 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 
Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʚʝʨʰʝʥʠʷ ʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠ ʠ ʚʳʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʟ 
ʩʠʩʪʝʤʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʳʭʦʜʘ ʠʟ ʩʠʩʪʝʤʳ. 

 

2.8. end  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʪʝʢʫʱʝʛʦ ʨʝʞʠʤʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʚʦʟʚʨʘʱʝʥʠʷ ʢ 
ʚʳʩʰʝʤʫ ʨʝʞʠʤʫ ʚ ʠʝʨʘʨʭʠʠ CLI, ʪ. ʝ. ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤʫ (User EXEC Mode) ʠʣʠ 
ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʨʝʞʠʤʫ (Privileged EXEC Mode). 

 end 
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ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʦʟʚʨʘʪʘ ʢ ʚʳʩʰʝʤʫ ʨʝʞʠʤʫ ʚ ʠʝʨʘʨʭʠʠ ʨʝʞʠʤʦʚ CLI 
ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʝʢʫʱʝʛʦ ʨʝʞʠʤʘ ʠʣʠ ʧʦʜʨʝʞʠʤʘ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʚʝʨʰʠʪʴ ʩʝʘʥʩ ʨʘʙʦʪʳ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ 
ʠʥʪʝʨʬʝʡʩʘ Interface Configuration Mode ʠ ʚʝʨʥʫʪʴʩʷ ʚ ʨʝʞʠʤ Privileged EXEC Mode. 

 

2.9. exit  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʪʝʢʫʱʝʛʦ ʨʝʞʠʤʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʚʦʟʚʨʘʱʝʥʠʷ ʢ 
ʧʨʝʜʳʜʫʱʝʤʫ ʨʝʞʠʤʫ. ɽʩʣʠ ʪʝʢʫʱʠʤ ʨʝʞʠʤʦʤ ʷʚʣʷʝʪʩʷ User EXEC Mode ʠʣʠ Privileged EXEC 
Mode, ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜʳ exit ʧʦʟʚʦʣʠʪ ʚʳʡʪʠ ʠʟ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. 

 exit 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʳʭʦʜʘ ʠʟ ʪʝʢʫʱʝʛʦ ʨʝʞʠʤʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʚʦʟʚʨʘʱʝʥʠʷ ʢ 
ʧʨʝʜʳʜʫʱʝʤʫ ʨʝʞʠʤʫ. ɽʩʣʠ ʪʝʢʫʱʠʤ ʨʝʞʠʤʦʤ ʷʚʣʷʝʪʩʷ User EXEC Mode ʠʣʠ Privileged EXEC 
Mode, ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜʳ exit ʧʦʟʚʦʣʠʪ ʚʳʡʪʠ ʠʟ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʦʟʚʨʘʱʝʥʠʷ ʠʟ ʨʝʞʠʤʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ 
Interface Configuration Mode ʚ ʨʝʞʠʤ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ Global Configuration Mode. 
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2.10. show history 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʧʠʩʢʘ ʢʦʤʘʥʜ, ʚʚʝʜʝʥʥʳʭ ʚ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ 
ʨʝʞʠʤʘ EXEC.  

 show history 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɺʩʝ ʚʚʝʜʝʥʥʳʝ ʢʦʤʘʥʜʳ ʩʦʭʨʘʥʷʶʪʩʷ ʚ ʩʠʩʪʝʤʝ. ɼʣʷ ʧʦʚʪʦʨʥʦʛʦ ʚʳʟʦʚʘ ʩʦʭʨʘʥʝʥʥʦʡ ʢʦʤʘʥʜʳ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʦʯʝʪʘʥʠʝ ʢʣʘʚʠʰ CTRL+P ʠʣʠ ʢʣʘʚʠʰʘ ɺʚʝʨʭ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʢʦʤʘʥʜʳ 
ʚʳʟʳʚʘʶʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʘʯʠʥʘʷ ʩ ʧʦʩʣʝʜʥʠʭ ʢʦʤʘʥʜ. ɹʫʬʝʨ ʠʩʪʦʨʠʠ ʨʘʩʩʯʠʪʘʥ ʥʘ 20 
ʢʦʤʘʥʜ. 

ʅʘʚʠʛʘʮʠʷ ʧʦ ʢʦʤʘʥʜʘʤ ʚ ʠʩʪʦʨʠʠ ʚʳʧʦʣʥʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤʠ ʢʦʤʙʠʥʘʮʠʷʤʠ ʢʣʘʚʠʰ: 

¶ CTRL+P ʠʣʠ ʢʣʘʚʠʰʘ ɺʚʝʨʭ ï ʜʣʷ ʧʦʚʪʦʨʥʦʛʦ ʚʳʟʦʚʘ ʢʦʤʘʥʜ ʠʟ ʙʫʬʝʨʘ ʠʩʪʦʨʠʠ, ʥʘʯʠʥʘʷ 
ʩ ʧʦʩʣʝʜʥʠʭ. ʇʦʚʪʦʨʠʪʝ ʥʘʞʘʪʠʝ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʙʦʣʝʝ ʨʘʥʥʠʭ ʢʦʤʘʥʜ.  

¶ CTRL+N ʠʣʠ ʢʣʘʚʠʰʘ ɺʥʠʟ ï ʜʣʷ ʚʦʟʚʨʘʪʘ ʢ ʙʦʣʝʝ ʧʦʟʜʥʠʤ ʢʦʤʘʥʜʘʤ ʚ ʙʫʬʝʨʝ ʠʩʪʦʨʠʠ 
ʧʦʩʣʝ ʧʦʚʪʦʨʥʦʛʦ ʚʳʟʦʚʘ ʢʦʤʘʥʜ ʩ ʧʦʤʦʱʴʶ ʢʣʘʚʠʰ ʉTRL+P ʠʣʠ ɺʚʝʨʭ. ʇʦʚʪʦʨʠʪʝ 
ʥʘʞʘʪʠʝ ʜʣʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʚʳʟʦʚʘ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʢʦʤʘʥʜ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʳʟʦʚʘ ʙʫʬʝʨʘ ʠʩʪʦʨʠʠ. 

 

2.11. password-recovery 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʥʘʩʪʨʦʝʢ ʧʘʨʦʣʷ. ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ 
ʢʦʤʘʥʜʫ ʚ ʨʝʞʠʤʝ ʩʙʨʦʩʘ ʢʦʥʬʠʛʫʨʘʮʠʠ (Reset Configuration Mode). 

 password-recovery 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Reset Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɺ ʥʝʢʦʪʦʨʳʭ ʩʠʪʫʘʮʠʷʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʦʚʠʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, 
ʧʦʪʦʤʫ ʯʪʦ ʧʘʨʦʣʴ ʦʪ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʙʳʣ ʫʪʝʨʷʥ. ɼʣʷ ʵʪʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʜʦʣʞʝʥ ʚʦʡʪʠ ʚ 
ʨʝʞʠʤ Reset Configuration Mode. ɼʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʚʭʦʜʝ ʚ ʜʘʥʥʳʡ 
ʨʝʞʠʤ ʩʚʷʞʠʪʝʩʴ ʩ ʧʨʝʜʩʪʘʚʠʪʝʣʝʤ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ. 

ʇʦʩʣʝ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʩʙʨʦʩʘ ʢʦʥʬʠʛʫʨʘʮʠʠ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ password-
recovery ʠ ʩʣʝʜʦʚʘʪʴ ʧʨʝʜʣʦʞʝʥʥʳʤ ʠʥʩʪʨʫʢʮʠʷʤ ʧʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʧʘʨʦʣʷ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ: 

¶ ʦʙʥʦʚʠʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʫʪʝʤ ʚʚʦʜʘ ʩʫʱʝʩʪʚʫʶʱʝʛʦ ʠʤʝʥʠ 
ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʦʚʦʛʦ ʧʘʨʦʣʷ ʠʣʠ ʜʦʙʘʚʠʪʴ ʥʦʚʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 
15. ʅʦʚʘʷ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʩʦʟʜʘʥʘ, ʝʩʣʠ ʧʨʝʚʳʰʝʥʦ ʤʘʢʩʠʤʘʣʴʥʦ 
ʚʦʟʤʦʞʥʦʝ ʯʠʩʣʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ; 

¶ ʦʙʥʦʚʠʪʴ ʜʝʡʩʪʚʫʶʱʠʡ ʧʘʨʦʣʴ ʜʣʷ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ Administrator; 

¶ ʦʪʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ ɸɸɸ ʜʣʷ ʚʦʟʤʦʞʥʦʩʪʠ ʣʦʢʘʣʴʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʩʠʩʪʝʤʝ. 

ʆʙʥʦʚʣʝʥʥʳʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʩʦʭʨʘʥʝʥʳ ʚ ʪʝʢʫʱʝʤ ʬʘʡʣʝ ʢʦʥʬʠʛʫʨʘʮʠʠ. ʇʝʨʝʜ ʧʝʨʝʟʘʛʨʫʟʢʦʡ 
ʢʦʤʤʫʪʘʪʦʨ ʧʨʝʜʣʦʞʠʪ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʧʦʜʪʚʝʨʜʠʪʴ ʩʦʭʨʘʥʝʥʠʝ ʪʝʢʫʱʝʡ ʢʦʥʬʠʛʫʨʘʮʠʠ (Running 
Configuration) ʚ ʢʘʯʝʩʪʚʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʠ ʟʘʛʨʫʟʢʝ (Startup Configuration). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʫʥʢʮʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʘʨʦʣʷ. 

 

2.12. show environment 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʭʣʘʞʜʝʥʠʠ, ʪʝʤʧʝʨʘʪʫʨʝ ʠ 
ʧʠʪʘʥʠʠ. 

 show environment [fan | power | temperature] 

ʇʘʨʘʤʝʪʨʳ 

fan (ʆʧʮʠʦʥʘʣʴʥʦ) ʆʪʦʙʨʘʞʝʥʠʝ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ 
ʚʝʥʪʠʣʷʪʦʨʦʚ. 

power  (ʆʧʮʠʦʥʘʣʴʥʦ) ʆʪʦʙʨʘʞʝʥʠʝ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʠʪʘʥʠʠ. 
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temperature (ʆʧʮʠʦʥʘʣʴʥʦ) ʆʪʦʙʨʘʞʝʥʠʝ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʝʤʧʝʨʘʪʫʨʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʟʘʜʘʥ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʫʪ ʚʩʝ ʪʠʧʳ ʠʥʬʦʨʤʘʮʠʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ ʚʝʥʪʠʣʷʪʦʨʦʚ, ʪʝʤʧʝʨʘʪʫʨʝ ʠ 
ʧʠʪʘʥʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

 

ʆʪʦʙʨʘʞʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ 

Power Status in-operation: ʠʩʪʦʯʥʠʢ ʧʠʪʘʥʠʷ ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

failed: ʠʩʪʦʯʥʠʢ ʧʠʪʘʥʠʷ ʥʝ ʨʘʙʦʪʘʝʪ ʥʦʨʤʘʣʴʥʦ. 

empty: ʠʩʪʦʯʥʠʢ ʧʠʪʘʥʠʷ ʥʝ ʧʦʜʢʣʶʯʝʥ. 

2.13. show unit 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʦʙʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʠʩʪʝʤʝ. 

 show unit [UNIT-ID] 

ʇʘʨʘʤʝʪʨʳ 

UNIT-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʪʝʢʝ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ 
ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʫʩʪʨʦʡʩʪʚʘʤ ʩʪʝʢʘ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ 
UNIT-ID ʥʝ ʫʢʘʟʘʥ, ʚʳʚʦʜʠʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʚʩʝʤ ʫʩʪʨʦʡʩʪʚʘʤ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʫʩʪʨʦʡʩʪʚʘʤ ʚ ʩʪʝʢʝ.  

 

2.14. show cpu utilization 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ CPU. 

 show cpu utilization 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʦʙʨʘʞʘʝʪ ʜʘʥʥʳʝ ʧʦ ʟʘʛʨʫʟʢʝ ʮʝʥʪʨʘʣʴʥʦʛʦ ʧʨʦʮʝʩʩʦʨʘ ʟʘ ʧʦʩʣʝʜʥʠʝ 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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5 ʩʝʢʫʥʜ, 1 ʤʠʥʫʪʫ ʠ 5 ʤʠʥʫʪ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ ʧʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʛʨʫʟʢʝ ʧʨʦʮʝʩʩʦʨʘ. 

 

2.15. show version 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ 
ʘʧʧʘʨʘʪʥʦʡ ʨʝʚʠʟʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

 show version 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʳʚʦʜʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʨʩʠʠ ʩʠʩʪʝʤʥʦʛʦ ʇʆ, ʟʘʛʨʫʟʦʯʥʦʛʦ ʇʆ ʠ ʘʧʧʘʨʘʪʥʦʡ 
ʨʝʚʠʟʠʠ ʫʩʪʨʦʡʩʪʚʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʦʤʤʫʪʘʪʦʨʝ. 

 

2.16. environment temperature threshold 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʦʨʦʛʦʚʳʝ ʟʥʘʯʝʥʠʷ ʪʝʤʧʝʨʘʪʫʨ ʜʣʷ ʩʨʘʙʘʪʳʚʘʥʠʷ 
ʪʝʨʤʦʜʘʪʯʠʢʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʩʠʩʪʝʤʘ ʚʝʨʥʝʪʩʷ ʢ ʥʘʩʪʨʦʡʢʘʤ ʧʦ ʫʤʦʣʯʘʥʠʶ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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 environment temperature threshold unit UNIT-ID thermal THERMAL-ID [high VALUE] [low 
VALUE] 

 no environment temperature threshold unit UNIT-ID thermal THERMAL-ID [high] [low] 

 

ʇʘʨʘʤʝʪʨʳ 

unit UNIT-ID ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʫʩʪʨʦʡʩʪʚʘ (UNIT-ID). 

thermal THERMAL-ID ʋʢʘʞʠʪʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʪʝʨʤʦʜʘʪʯʠʢʘ. 

high (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʚʝʨʭʥʷʷ ʛʨʘʥʠʮʘ ʪʝʤʧʝʨʘʪʫʨ ʚ ʛʨʘʜʫʩʘʭ 
ʎʝʣʴʩʠʷ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ -100 ʜʦ 200.  

low (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʥʠʞʥʷʷ ʛʨʘʥʠʮʘ ʪʝʤʧʝʨʘʪʫʨ ʚ ʛʨʘʜʫʩʘʭ 
ʎʝʣʴʩʠʷ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ -100 ʜʦ 200. ʅʠʞʥʷʷ ʛʨʘʥʠʮʘ ʥʝ ʤʦʞʝʪ 
ʙʳʪʴ ʚʳʰʝ ʚʝʨʭʥʝʡ ʛʨʘʥʠʮʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʦʨʦʛʦʚʳʝ ʟʥʘʯʝʥʠʷ ʪʝʤʧʝʨʘʪʫʨʳ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ 
ʚʥʫʪʨʠ ʫʩʪʨʦʡʩʪʚʘ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʥʦʨʤʘʣʴʥʦʤʫ ʜʠʘʧʘʟʦʥʫ ʨʘʙʦʯʠʭ ʪʝʤʧʝʨʘʪʫʨ, 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʜʣʷ ʜʘʪʯʠʢʘ. ʅʠʞʥʷʷ ʛʨʘʥʠʮʘ ʪʝʤʧʝʨʘʪʫʨʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʚʳʰʝ 
ʚʝʨʭʥʝʡ. ʅʘʩʪʨʦʝʥʥʳʡ ʜʠʘʧʘʟʦʥ ʜʦʣʞʝʥ ʙʳʪʴ ʚ ʧʨʝʜʝʣʘʭ ʤʠʥʠʤʫʤʘ ʠ ʤʘʢʩʠʤʫʤʘ ʨʘʟʨʝʰʝʥʥʳʭ 
ʪʝʤʧʝʨʘʪʫʨ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʜʣʷ ʜʘʪʯʠʢʘ. ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʧʦʨʦʛʘ ʙʫʜʝʪ ʦʪʧʨʘʚʣʝʥʦ 
ʫʚʝʜʦʤʣʝʥʠʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʜʠʘʧʘʟʦʥʘ ʪʝʤʧʝʨʘʪʫʨ ʜʣʷ ʪʝʨʤʦʜʘʪʯʠʢʘ ʩ ID 1 ʚ 
ʫʩʪʨʦʡʩʪʚʝ Unit 1. 

 

2.17. snmp-server enable traps environment 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʘʪʴ ʪʨʘʧʳ ʦ ʩʦʩʪʦʷʥʠʠ ʧʠʪʘʥʠʷ, ʪʝʤʧʝʨʘʪʫʨʝ ʠ ʨʘʙʦʪʝ 
ʚʝʥʪʠʣʷʪʦʨʦʚ.  

 snmp-server enable traps environment [fan] [power] [ temperature] 

 no snmp-server enable traps environment [fan | power | temperature] 

ʇʘʨʘʤʝʪʨʳ 

fan (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʪʨʘʧʦʚ ʦ ʩʦʩʪʦʷʥʠʠ ʚʝʥʪʠʣʷʪʦʨʦʚ, 
ʯʪʦʙʳ ʧʦʣʫʯʘʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ (ʦʩʪʘʥʦʚʢʘ ʚʝʥʪʠʣʷʪʦʨʘ ʠʣʠ 
ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʨʘʙʦʪʳ ʚʝʥʪʠʣʷʪʦʨʘ). 
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power (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʪʨʘʧʦʚ ʦ ʩʦʩʪʦʷʥʠʠ ʧʠʪʘʥʠʷ, ʯʪʦʙʳ 
ʧʦʣʫʯʘʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦ ʩʦʙʳʪʠʷʭ (ʦʪʢʘʟ ʧʠʪʘʥʠʷ ʠʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 
ʧʠʪʘʥʠʷ). 

temperature (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʪʨʘʧʦʚ ʦ ʪʝʤʧʝʨʘʪʫʨʝ, ʯʪʦʙʳ 
ʧʦʣʫʯʘʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʩʦʙʳʪʠʷʭ (ʧʨʝʚʳʰʝʥʠʝ ʧʦʨʦʛʦʚʳʭ ʟʥʘʯʝʥʠʡ 
ʪʝʤʧʝʨʘʪʫʨʳ ʠʣʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʪʝʤʧʝʨʘʪʫʨʳ). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʦʜʜʝʨʞʢʘ ʪʨʘʧʦʚ ʜʣʷ ʜʘʥʥʳʭ ʧʘʨʘʤʝʪʨʦʚ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʘʪʴ ʪʨʘʧʳ ʦ ʩʦʩʪʦʷʥʠʠ ʧʠʪʘʥʠʷ, ʪʝʤʧʝʨʘʪʫʨʝ ʠ ʨʘʙʦʪʝ 
ʚʝʥʪʠʣʷʪʦʨʦʚ. ɽʩʣʠ ʥʝ ʫʢʘʟʘʥ ʦʧʨʝʜʝʣʝʥʥʳʡ ʧʘʨʘʤʝʪʨ, ʚʢʣʶʯʘʝʪʩʷ ʧʦʜʜʝʨʞʢʘ ʪʨʘʧʦʚ ʜʣʷ ʚʩʝʭ 
ʧʘʨʘʤʝʪʨʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʪʨʘʧʦʚ. 
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3. ʂʦʤʘʥʜʳ 802.1ʍ 

3.1. clear dot1x counters 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʥʫʣʝʥʠʷ ʩʯʝʪʯʠʢʦʚ 802.1ʍ (ʜʠʘʛʥʦʩʪʠʢʘ, ʩʪʘʪʠʩʪʠʢʘ ʠ 
ʩʪʘʪʠʩʪʠʢʘ ʩʝʩʩʠʠ). 

 clear dot1x counters {all | interface INTERFACE-ID [, | -]} 

ʇʘʨʘʤʝʪʨʳ 

all ʆʙʥʫʣʝʥʠʝ ʩʯʝʪʯʠʢʦʚ 802.1ʍ (ʜʠʘʛʥʦʩʪʠʢʘ, ʩʪʘʪʠʩʪʠʢʘ ʠ ʩʪʘʪʠʩʪʠʢʘ 
ʩʝʩʩʠʠ) ʥʘ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʘʭ. 

interface INTERFACE-ID ʆʙʥʫʣʝʥʠʝ ʩʯʝʪʯʠʢʦʚ 802.1ʍ (ʜʠʘʛʥʦʩʪʠʢʘ, ʩʪʘʪʠʩʪʠʢʘ ʠ ʩʪʘʪʠʩʪʠʢʘ 
ʩʝʩʩʠʠ) ʥʘ ʦʧʨʝʜʝʣʝʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. ɼʦʧʫʩʪʠʤʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ 
ʷʚʣʷʶʪʩʷ ʬʠʟʠʯʝʩʢʠʝ ʧʦʨʪʳ (ʚʢʣʶʯʘʷ ʪʠʧ, ʥʦʤʝʨ ʚ ʩʪʝʢʝ ʠ ʥʦʤʝʨ 
ʧʦʨʪʘ). 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʥʫʣʝʥʠʷ ʩʯʝʪʯʠʢʦʚ 802.1ʍ (ʜʠʘʛʥʦʩʪʠʢʘ, ʩʪʘʪʠʩʪʠʢʘ ʠ 
ʩʪʘʪʠʩʪʠʢʘ ʩʝʩʩʠʠ). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʙʥʫʣʝʥʠʷ ʩʯʝʪʯʠʢʦʚ 802.1ʍ (ʜʠʘʛʥʦʩʪʠʢʘ, ʩʪʘʪʠʩʪʠʢʘ ʠ 
ʩʪʘʪʠʩʪʠʢʘ ʩʝʩʩʠʠ) ʥʘ ʠʥʪʝʨʬʝʡʩʝ Ethernet 1/0/1. 

 

3.2. dot1x control-direction 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʪʠʧʘ ʪʨʘʬʠʢʘ ʥʘ ʧʦʨʪʫ ʢʘʢ ʦʜʥʦʥʘʧʨʘʚʣʝʥʥʦʛʦ (in) 
ʠʣʠ ʜʚʫʥʘʧʨʘʚʣʝʥʥʦʛʦ (both). ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

 dot1x control-direction {both | in} 

 no dot1x control-direction 

ʇʘʨʘʤʝʪʨʳ 

both ɺʢʣʶʯʝʥʠʝ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ ʚ ʜʚʫʭ ʥʘʧʨʘʚʣʝʥʠʷʭ. 
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in ɺʢʣʶʯʝʥʠʝ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ ʚ ʦʜʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʚʫʥʘʧʨʘʚʣʝʥʥʳʡ ʨʝʞʠʤ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. 
ɽʩʣʠ ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ force-authorized, ʪʦ ʢʦʥʪʨʦʣʴ ʪʨʘʬʠʢʘ ʚ ʦʙʦʠʭ 
ʥʘʧʨʘʚʣʝʥʠʷʭ ʥʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ. ɽʩʣʠ ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ auto, ʪʦ ʜʣʷ ʢʦʥʪʨʦʣʷ 
ʪʨʘʬʠʢʘ ʚ ʟʘʜʘʥʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʡʪʠ ʧʨʦʮʝʜʫʨʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɽʩʣʠ 
ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ force-unauthorized, ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ ʥʘʧʨʘʚʣʝʥʠʝʤ 
ʟʘʙʣʦʢʠʨʦʚʘʥ. 

ʇʨʝʜʧʦʣʦʞʠʤ, ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ auto. ɽʩʣʠ ʥʘʧʨʘʚʣʝʥʠʝ ʟʘʜʘʥʦ ʢʘʢ both, ʧʦʨʪ 
ʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʠ ʧʝʨʝʜʘʚʘʪʴ ʪʦʣʴʢʦ ʧʘʢʝʪʳ EAPOL. ɺʝʩʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʪʨʘʬʠʢ 
ʟʘʙʣʦʢʠʨʦʚʘʥ ʜʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɽʩʣʠ ʥʘʧʨʘʚʣʝʥʠʝ ʟʘʜʘʥʦ ʢʘʢ in, ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ ʧʨʠʝʤʫ ʠ 
ʧʝʨʝʜʘʯʝ ʧʘʢʝʪʦʚ EAPOL, ʧʦʨʪ ʤʦʞʝʪ ʧʝʨʝʜʘʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʪʨʘʬʠʢ, ʥʦ ʥʝ ʤʦʞʝʪ 
ʧʦʣʫʯʘʪʴ ʝʛʦ ʜʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ Ethernet 1/0/1 
ʢʘʢ ʦʜʥʦʥʘʧʨʘʚʣʝʥʥʦʛʦ. 

 

3.3. dot1x default 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʦʟʚʨʘʪʘ ʧʘʨʘʤʝʪʨʦʚ IEEE 802.1X ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ ʢ 
ʥʘʩʪʨʦʡʢʘʤ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 dot1x default 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʦʟʚʨʘʪʘ ʧʘʨʘʤʝʪʨʦʚ IEEE 802.1X ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ ʢ 
ʥʘʩʪʨʦʡʢʘʤ ʧʦ ʫʤʦʣʯʘʥʠʶ.  
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʙʨʦʩʠʪʴ ʧʘʨʘʤʝʪʨʳ IEEE 802.1X ʥʘ ʧʦʨʪʫ 1/0/1. 

 

3.4. dot1x port-control 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʩʦʩʪʦʷʥʠʝʤ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʨʪʘ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 dot1x port-control {auto | force-authorized | force-unauthorized} 

 no dot1x port-control 

ʇʘʨʘʤʝʪʨʳ 

auto ɺʢʣʶʯʝʥʠʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X ʜʣʷ ʧʦʨʪʘ. 

force-authorized ʇʦʨʪ ʩʯʠʪʘʝʪʩʷ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤ. 

force-unauthorized ʇʦʨʪ ʩʯʠʪʘʝʪʩʷ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʥʘʩʪʨʦʝʥʘ ʢʘʢ auto. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ, ʪʦʣʴʢʦ ʝʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨ IEEE 802.1X PAE ʛʣʦʙʘʣʴʥʦ 
ʚʢʣʶʯʝʥ ʢʦʤʘʥʜʦʡ dot1x system-auth-control ʠ ʚʢʣʶʯʝʥ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ ʩ ʧʦʤʦʱʴʶ 
ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʘ dot1x PAE.  

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. 

ɽʩʣʠ ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ force-authorized, ʪʦ ʢʦʥʪʨʦʣʴ ʪʨʘʬʠʢʘ ʚ ʦʙʦʠʭ 
ʥʘʧʨʘʚʣʝʥʠʷʭ ʥʝ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ. 

ɽʩʣʠ ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ auto, ʪʦ ʜʣʷ ʢʦʥʪʨʦʣʷ ʪʨʘʬʠʢʘ ʚ ʟʘʜʘʥʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ 
ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʡʪʠ ʧʨʦʮʝʜʫʨʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ.  

ɽʩʣʠ ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʥʘʩʪʨʦʝʥʦ ʢʘʢ force-unauthorized, ʫʧʨʘʚʣʝʥʠʝ ʧʦʨʪʦʤ ʚ ʫʢʘʟʘʥʥʦʤ 
ʥʘʧʨʘʚʣʝʥʠʠ ʟʘʙʣʦʢʠʨʦʚʘʥʦ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʟʘʧʨʝʪʘ ʣʶʙʦʛʦ ʜʦʩʪʫʧʘ ʥʘ Ethernet-ʧʦʨʪ 1/0/1. 

 

3.5. dot1x forward-pdu 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʧʨʦʜʚʠʞʝʥʠʷ ʢʘʜʨʦʚ dot1x PDU. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʬʫʥʢʮʠʶ ʧʨʦʜʚʠʞʝʥʠʷ ʢʘʜʨʦʚ dot1x PDU. 
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 dot1x forward-pdu 

 no dot1x forward-pdu 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. ʂʦʤʘʥʜʘ 
ʨʘʙʦʪʘʝʪ, ʪʦʣʴʢʦ ʝʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ dot1x ʥʘ ʥʘʩʪʨʘʠʚʘʝʤʦʤ ʧʦʨʪʫ ʦʪʢʣʶʯʝʥʘ. ʇʨʠʥʷʪʳʝ PDU 
ʙʫʜʫʪ ʧʝʨʝʥʘʧʨʘʚʣʝʥʳ ʣʠʙʦ ʩ ʪʝʛʦʤ, ʣʠʙʦ ʙʝʟ ʪʝʛʘ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʥʘʩʪʨʦʝʢ VLAN. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʦʜʚʠʞʝʥʠʝ ʢʘʜʨʦʚ dot1x PDU. 

 

3.6. dot1x initialize 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʘ ʥʘ ʦʧʨʝʜʝʣʝʥʥʦʤ ʧʦʨʪʫ 
ʠʣʠ ʘʩʩʦʮʠʠʨʦʚʘʥʥʦʛʦ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤ MAC-ʘʜʨʝʩʦʤ.  

 dot1x initialize {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS} 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID ʇʦʨʪ, ʥʘ ʢʦʪʦʨʦʤ ʙʫʜʝʪ ʠʥʠʮʠʠʨʦʚʘʥʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 
ɼʦʩʪʫʧʥʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ ʷʚʣʷʶʪʩʷ ʬʠʟʠʯʝʩʢʠʝ ʧʦʨʪʳ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

mac-address MAC-ADDRESS ʋʢʘʟʳʚʘʝʪʩʷ MAC-ʘʜʨʝʩ ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɺ ʨʝʞʠʤʝ multi-host ʫʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ. 

ɺ ʨʝʞʠʤʝ multi-auth ʫʢʘʞʠʪʝ MAC-ʘʜʨʝʩ ʜʣʷ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ MAC-ʘʜʨʝʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʠʥʠʮʠʘʣʠʟʘʮʠʠ ʨʝʞʠʤʘ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʘ ʜʣʷ Ethernet 1/0/1. 

 

3.7. dot1x max-req 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʜʣʷ ʧʝʨʝʜʘʯʠ ʢʣʠʝʥʪʫ 
ʟʘʧʨʦʩʘ EAP (Extensive Authentication Protocol) ʦʪ ʚʥʫʪʨʝʥʥʝʛʦ ʩʝʨʚʝʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʧʨʝʞʜʝ 
ʯʝʤ ʠʥʠʮʠʠʨʦʚʘʪʴ ʧʦʚʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ 
ʚʝʨʥʝʪ  ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 dot1x max-req TIMES 

 no dot1x max-req 

ʇʘʨʘʤʝʪʨʳ 

TIMES ʏʠʩʣʦ ʟʘʧʨʦʩʦʚ, ʚ ʢʦʪʦʨʳʭ ʢʦʤʤʫʪʘʪʦʨ ʧʦʚʪʦʨʥʦ ʧʝʨʝʜʘʝʪ ʢʘʜʨ 
ɽɸʈ ʟʘʧʨʘʰʠʚʘʶʱʝʤʫ ʫʩʪʨʦʡʩʪʚʫ ʧʝʨʝʜ ʧʝʨʝʟʘʧʫʩʢʦʤ ʧʨʦʮʝʩʩʘ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɼʠʘʧʘʟʦʥ ʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ: ʦʪ 1 ʜʦ 10. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʟʥʘʯʝʥʠʝ 2. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. ɽʩʣʠ ʢʣʠʝʥʪ 
ʥʝ ʦʪʚʝʯʘʝʪ ʥʘ ʟʘʧʨʦʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʪʝʯʝʥʠʝ ʧʝʨʠʦʜʘ, ʟʘʜʘʥʥʦʛʦ ʢʦʤʘʥʜʦʡ dot1x timeout tx-
period SECONDS, ʢʦʤʤʫʪʘʪʦʨ ʦʪʧʨʘʚʠʪ ʧʦʚʪʦʨʥʳʡ ʟʘʧʨʦʩ. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ 
ʢʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʦʧʳʪʦʢ ʜʣʷ ʧʝʨʝʜʘʯʠ ʟʘʧʨʦʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʤʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʧʦʧʳʪʦʢ ʜʣʷ ʧʝʨʝʜʘʯʠ ʟʘʧʨʦʩʘ ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ Ethernet 1/0/1 ʨʘʚʥʦʝ 3. 

 

3.8. dot1x pae authenticator 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ ʚ ʢʘʯʝʩʪʚʝ 
ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʘ IEEE 802.1X PAE (Port Access Entity). ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ 
ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʦʨʪʘ ʚ ʢʘʯʝʩʪʚʝ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʘ IEEE 802.1X. 

 dot1x pae authenticator 

 no dot1x pae authenticator 
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ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. ʅʝʦʙʭʦʜʠʤʦ 
ʛʣʦʙʘʣʴʥʦ ʚʢʣʶʯʠʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ IEEE 802.1X ʥʘ ʢʦʤʤʫʪʘʪʦʨʝ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ dot1x 
system-auth-control. ɽʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X ʚʢʣʶʯʝʥʘ, ʩʠʩʪʝʤʘ ʙʫʜʝʪ 
ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ 802.1ʍ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʫʢʘʟʘʥʥʳʭ ʢʦʤʘʥʜʦʡ 
aaa authentication dot1x default. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ Ethernet 1/0/1 ʚ ʢʘʯʝʩʪʚʝ 
ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʘ IEEE 802.1X PAE. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʢʣʶʯʝʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ 
Ethernet 1/0/1. 

  

3.9. dot1x re-authenticate 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʚʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ ʠʣʠ MAC-
ʘʜʨʝʩʘ. 

 dot1x re-authenticate {interface INTERFACE-ID [, | -] | mac-address MAC-ADDRESS} 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID ʋʢʘʟʳʚʘʝʪʩʷ ʧʦʨʪ ʜʣʷ ʧʦʚʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɼʦʩʪʫʧʥʳʤʠ 
ʠʥʪʝʨʬʝʡʩʘʤʠ ʷʚʣʷʶʪʩʷ ʬʠʟʠʯʝʩʢʠʝ ʧʦʨʪʳ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

mac-address MAC-ADDRESS ʋʢʘʟʳʚʘʝʪʩʷ MAC-ʘʜʨʝʩ ʜʣʷ ʧʦʚʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʚʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʪʘ ʠʣʠ MAC-
ʘʜʨʝʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʧʦʚʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ 
Ethernet 1/0/1. 

 

3.10. dot1x system-auth-control 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʛʣʦʙʘʣʴʥʦʛʦ ʚʢʣʶʯʝʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X ʥʘ 
ʢʦʤʤʫʪʘʪʦʨʝ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 
IEEE802.1X. 

 dot1x system-auth-control 

 no dot1x system-auth-control 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʌʫʥʢʮʠʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X ʥʝ ʧʦʟʚʦʣʷʝʪ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʫʟʣʘʤ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ 
ʩʝʪʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ dot1x system-auth-control ʜʣʷ ʛʣʦʙʘʣʴʥʦʛʦ ʚʢʣʶʯʝʥʠʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X. ɽʩʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ IEEE 802.1X ʚʢʣʶʯʝʥʘ, ʩʠʩʪʝʤʘ ʙʫʜʝʪ 
ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ 802.1ʍ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʫʢʘʟʘʥʥʳʭ ʢʦʤʘʥʜʦʡ 
aaa authentication dot1x default. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʛʣʦʙʘʣʴʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ IEEE 802.1X. 
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3.11. dot1x timeout 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʪʘʡʤʝʨʦʚ IEEE 802.1X. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ 
no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 dot1x timeout {server-timeout SECONDS | supp-timeout SECONDS | tx-period 
SECONDS} 

 no dot1x timeout {server-timeout | supp-timeout | tx-period} 

ʇʘʨʘʤʝʪʨʳ 

server-timeout SECONDS ʇʝʨʠʦʜ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʢʦʤʤʫʪʘʪʦʨ 
ʦʞʠʜʘʝʪ ʟʘʧʨʦʩ ʦʪ ʩʝʨʚʝʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʇʦ ʠʩʪʝʯʝʥʠʠ 
ʚʨʝʤʝʥʠ ʦʞʠʜʘʥʠʷ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨ ʦʪʧʨʘʚʠʪ ʢʣʠʝʥʪʫ ʧʘʢʝʪ EAP-
Request. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 65535. 

supp-timeout SECONDS ʇʝʨʠʦʜ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʢʦʤʤʫʪʘʪʦʨ 
ʦʞʠʜʘʝʪ ʦʪʚʝʪ ʦʪ ʟʘʧʨʘʰʠʚʘʶʱʝʛʦ ʫʩʪʨʦʡʩʪʚʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ 
ʚʨʝʤʝʥʠ ʦʞʠʜʘʥʠʷ ʚʩʝ ʩʦʦʙʱʝʥʠʷ ʦʪ ʟʘʧʨʘʰʠʚʘʶʱʝʛʦ 
ʫʩʪʨʦʡʩʪʚʘ, ʢʨʦʤʝ ʟʘʧʨʦʩʘ EAP request ID, ʙʫʜʫʪ 
ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 65535. 

tx-period SECONDS ʇʝʨʠʦʜ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʢʦʤʤʫʪʘʪʦʨ 
ʦʞʠʜʘʝʪ ʦʪʚʝʪ ʥʘ ʟʘʧʨʦʩ EAP-Request/Identity ʦʪ ʢʣʠʝʥʪʘ ʧʝʨʝʜ 
ʧʦʚʪʦʨʥʦʡ ʦʪʧʨʘʚʢʦʡ ʟʘʧʨʦʩʘ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 
ʜʦ 65535. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ server-timeout ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 30 ʩʝʢʫʥʜ. 

ɿʥʘʯʝʥʠʝ supp-timeout ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 30 ʩʝʢʫʥʜ. 

ɿʥʘʯʝʥʠʝ tx-period ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 30 ʩʝʢʫʥʜ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʥʘ ʠʥʪʝʨʬʝʡʩʝ Ethernet 1/0/1 ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʦʪʚʝʪʘ ʦʪ 
ʩʝʨʚʝʨʘ (15 ʩʝʢʫʥʜ) ʠ ʟʘʧʨʘʰʠʚʘʶʱʝʛʦ ʫʩʪʨʦʡʩʪʚʘ (15 ʩʝʢʫʥʜ), ʘ ʪʘʢʞʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʧʝʨʝʜ 
ʧʦʚʪʦʨʥʦʡ ʦʪʧʨʘʚʢʦʡ ʟʘʧʨʦʩʘ ʢʣʠʝʥʪʫ (ʊʭ-period =10 ʩʝʢʫʥʜ). 
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3.12. show dot1x 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ IEEE 802.1X ʠʣʠ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ. 

 show dot1x [interface INTERFACE-ID [, | -]] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʥʪʝʨʬʝʡʩ ʠʣʠ ʛʨʫʧʧʘ ʠʥʪʝʨʬʝʡʩʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ 
ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʢʦʥʬʠʛʫʨʘʮʠʷ dot1x. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ 
ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʛʣʦʙʘʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʣʠ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʚʚʝʜʝʥʘ ʢʦʤʘʥʜʘ ʙʝʟ ʧʘʨʘʤʝʪʨʦʚ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʛʣʦʙʘʣʴʥʘʷ 
ʢʦʥʬʠʛʫʨʘʮʠʷ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʢʦʥʬʠʛʫʨʘʮʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ dot1X. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʢʦʥʬʠʛʫʨʘʮʠʠ dot1X ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ 
Ethernet 1/0/1. 
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3.13. show dot1x diagnostics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʨʝʟʫʣʴʪʘʪʦʚ ʜʠʘʛʥʦʩʪʠʢʠ IEEE 802.1X. ɽʩʣʠ ʥʝ 
ʟʘʜʘʥ ʦʧʨʝʜʝʣʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʩʠʩʪʝʤʘ ʚʳʚʦʜʠʪ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʚʩʝʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

 show dot1x diagnostics [interface INTERFACE-ID [, | -]] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʥʪʝʨʬʝʡʩ ʠʣʠ ʛʨʫʧʧʘ ʠʥʪʝʨʬʝʡʩʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ 
ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʜʘʥʥʳʝ ʜʠʘʛʥʦʩʪʠʢʠ dot1x. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ 
ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʚʩʝʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʜʠʘʛʥʦʩʪʠʢʠ IEEE 802.1X. ɽʩʣʠ 
ʟʥʘʯʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʫʪ ʜʘʥʥʳʝ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 
ʦʪʦʙʨʘʞʘʶʪʩʷ ʜʘʥʥʳʝ ʜʠʘʛʥʦʩʪʠʢʠ ʜʣʷ ʟʘʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʳʚʝʩʪʠ ʜʘʥʥʳʝ ʜʠʘʛʥʦʩʪʠʢʠ dot1X ʜʣʷ Ethernet-ʧʦʨʪʘ 1/0/1. 
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3.14. show dot1x statistics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʪʘʪʠʩʪʠʢʠ IEEE 802.1X. ɽʩʣʠ ʥʝ ʟʘʜʘʥ 
ʦʧʨʝʜʝʣʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʩʠʩʪʝʤʘ ʚʳʚʦʜʠʪ ʜʘʥʥʳʝ ʧʦ ʚʩʝʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

 show dot1x statistics [interface INTERFACE-ID [, | -]] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʥʪʝʨʬʝʡʩ ʠʣʠ ʛʨʫʧʧʘ ʠʥʪʝʨʬʝʡʩʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ 
ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʪʘʪʠʩʪʠʢʘ dot1x. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʠʘʧʘʟʦʥ ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ 
ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 
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ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ IEEE 802.1X. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ 
ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʩʪʘʪʠʩʪʠʢʘ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʙʫʜʝʪ 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʪʘʪʠʩʪʠʢʘ ʜʣʷ ʟʘʜʘʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ dot1X ʜʣʷ Ethernet-ʧʦʨʪʘ 
1/0/1. 

 

 

3.15. show dot1x session-statistics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʩʝʩʩʠʡ IEEE 802.1X. ɽʩʣʠ ʥʝ ʟʘʜʘʥ 
ʦʧʨʝʜʝʣʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʩʠʩʪʝʤʘ ʚʳʚʦʜʠʪ ʜʘʥʥʳʝ ʧʦ ʚʩʝʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

 show dot1x session-statistics [interface INTERFACE-ID [, | -]] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʥʪʝʨʬʝʡʩ ʠʣʠ ʛʨʫʧʧʘ ʠʥʪʝʨʬʝʡʩʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ 
ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʪʘʪʠʩʪʠʢʘ ʩʝʩʩʠʠ dot1x. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ 
ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 
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ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʪʘʪʠʩʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʩʝʩʩʠʷʤ 
IEEE 802.1X. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʳʚʝʩʪʠ ʩʪʘʪʠʩʪʠʢʫ ʧʦ ʩʝʩʩʠʷʤ dot1X ʜʣʷ Ethernet-ʧʦʨʪʘ 1/0/1. 

 

3.16. snmp-server enable traps dot1x 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʦʪʧʨʘʚʢʠ ʫʚʝʜʦʤʣʝʥʠʡ SNMP ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
802.1X. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʦʪʧʨʘʚʢʫ ʫʚʝʜʦʤʣʝʥʠʡ SNMP. 

 snmp-server enable traps dot1x 

 no snmp-server enable traps dot1x 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʅʝʪ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʦʪʧʨʘʚʢʠ ʪʨʘʧʦʚ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 802.1ʍ.  
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4. ʂʦʤʘʥʜʳ ACL (ʉʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ) 

4.1. access-list resequence 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʟʤʝʥʠʪʴ ʥʫʤʝʨʘʮʠʶ ʟʘʧʠʩʝʡ ʚ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ. 
ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 access-list resequence {NAME | NUMBER} STARTING-SEQUENCE-NUMBER INCREMENT 

 no access-list resequence 

ʇʘʨʘʤʝʪʨʳ 

NAME ʋʢʘʞʠʪʝ ʠʤʷ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 
ʄʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʦʚ ï 32. 

NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

STARTING-SEQUENCE-NUMBER ʋʢʘʞʠʪʝ ʥʘʯʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʢʦʪʦʨʳʤ ʙʫʜʫʪ 
ʧʝʨʝʛʨʫʧʧʠʨʦʚʘʥʳ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 
10. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 65535. 

INCREMENT ʋʢʘʞʠʪʝ ʰʘʛ ʜʣʷ ʧʨʠʩʚʦʝʥʠʷ ʧʦʨʷʜʢʦʚʳʭ ʥʦʤʝʨʦʚ. ɿʥʘʯʝʥʠʝ 
ʧʦ ʫʤʦʣʯʘʥʠʶ ï 10. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʰʘʛʘ ʨʘʚʥʦ 5, ʘ 
ʥʘʯʘʣʴʥʳʡ ʥʦʤʝʨ ï 20, ʪʦ ʧʦʩʣʝʜʫʶʱʠʤ ʟʘʧʠʩʷʤ ʙʫʜʫʪ 
ʧʨʠʩʚʦʝʥʳ ʥʦʤʝʨʘ 25, 30, 35, 40 ʠ ʪ. ʜ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ 
ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 32. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 10. 

ɿʥʘʯʝʥʠʝ ʰʘʛʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 10. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ ʧʦʟʚʦʣʷʝʪ ʠʟʤʝʥʠʪʴ ʥʫʤʝʨʘʮʠʶ ʟʘʧʠʩʝʡ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʚ 
ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʯʘʣʴʥʳʤ ʥʦʤʝʨʦʤ ʠʟ ʧʘʨʘʤʝʪʨʘ STARTING-SEQUENCE-NUMBER ʠ ʰʘʛʦʤ, 
ʟʘʜʘʥʥʳʤ ʩ ʧʦʤʦʱʴʶ ʧʘʨʘʤʝʪʨʘ INCREMENT. 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʩʦʟʜʘʥʦ ʙʝʟ ʫʢʘʟʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ, ʦʥ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ, ʘ ʢʘʞʜʘʷ 
ʥʦʚʘʷ ʟʘʧʠʩʴ ʧʦʣʫʯʘʝʪ ʧʦʩʣʝʜʫʶʱʠʡ ʥʦʤʝʨ ʩ ʫʯʝʪʦʤ ʟʘʜʘʥʥʦʛʦ ʰʘʛʘ ʠ ʧʦʤʝʱʘʝʪʩʷ ʚ ʢʦʥʝʮ 
ʩʧʠʩʢʘ.  

ʇʦʩʣʝ ʠʟʤʝʥʝʥʠʷ ʥʘʯʘʣʴʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʠʣʠ ʟʥʘʯʝʥʠʷ ʰʘʛʘ ʧʦʨʷʜʢʦʚʳʝ ʥʦʤʝʨʘ ʚʩʝʭ 
ʧʨʝʜʳʜʫʱʠʭ ʧʨʘʚʠʣ (ʚʢʣʶʯʘʷ ʧʨʘʚʠʣʘ, ʥʘʟʥʘʯʝʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʤ) ʙʫʜʫʪ ʠʟʤʝʥʝʥʳ ʩʦʛʣʘʩʥʦ 
ʥʦʚʳʤ ʥʘʩʪʨʦʡʢʘʤ. ɽʩʣʠ ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʧʨʝʚʳʰʘʝʪ ʤʘʢʩʠʤʘʣʴʥʦ 
ʜʦʧʫʩʪʠʤʦʝ ʟʥʘʯʝʥʠʝ, ʪʦ ʩʫʱʝʩʪʚʫʶʱʘʷ ʥʫʤʝʨʘʮʠʷ ʟʘʧʠʩʝʡ ʥʝ ʠʟʤʝʥʠʪʩʷ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʠʟʤʝʥʠʪʴ ʥʫʤʝʨʘʮʠʶ ʟʘʧʠʩʝʡ ʜʣʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ IP-
ʘʜʨʝʩʘʮʠʠ ʩ ʠʤʝʥʝʤ R&D. 
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4.2. acl-hardware-counter 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ ACL ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (access-list) ʜʣʷ ʬʫʥʢʮʠʡ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ (access group) ʠʣʠ access map ʜʣʷ 
ʬʠʣʴʪʨʘʮʠʠ ʥʘ ʦʩʥʦʚʝ VLAN. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʘʧʧʘʨʘʪʥʳʝ 
ʩʯʝʪʯʠʢʠ ʜʣʷ ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ. 

 acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-LIST-NUMBER} | 
vlan-filter ACCESS-MAP-NAME} 

 no acl-hardware-counter {access-group {ACCESS-LIST-NAME | ACCESS-LIST-NUMBER} | 
vlan-filter ACCESS-MAP-NAME} 

ʇʘʨʘʤʝʪʨʳ 

access-group ACCESS-LIST-NAME ʀʤʷ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

access-group ACCESS-LIST-
NUMBER 

ʅʦʤʝʨ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

vlan-filter ACCESS-MAP-NAME ʀʤʷ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʡ access map. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʩ ʧʘʨʘʤʝʪʨʦʤ access-group ʚʢʣʶʯʘʝʪ ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ ACL ʜʣʷ ʚʩʝʭ ʧʦʨʪʦʚ, ʢ 
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ʢʦʪʦʨʳʤ ʧʨʠʤʝʥʷʝʪʩʷ ʦʧʨʝʜʝʣʝʥʥʦʝ ʠʤʷ ʠʣʠ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ʇʦʜʩʯʠʪʳʚʘʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ 
ʧʘʢʝʪʦʚ, ʢ ʢʦʪʦʨʳʤ ʧʨʠʤʝʥʠʤʦ ʢʘʞʜʦʝ ʧʨʘʚʠʣʦ. 

ʂʦʤʘʥʜʘ ʩ ʧʘʨʘʤʝʪʨʦʤ vlan-filter ʚʢʣʶʯʘʝʪ ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ ACL ʜʣʷ ʚʩʝʭ VLAN, ʢ ʢʦʪʦʨʳʤ 
ʧʨʠʤʝʥʷʝʪʩʷ ʦʧʨʝʜʝʣʝʥʥʘʷ VLAN access map. ʏʠʩʣʦ ʧʘʢʝʪʦʚ, ʨʘʟʨʝʰʝʥʥʳʭ ʢʘʞʜʦʡ ʠʟ access 
map, ʧʦʜʩʯʠʪʳʚʘʝʪʩʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʘʧʧʘʨʘʪʥʦʛʦ ʩʯʝʪʯʠʢʘ ACL. 

 

4.3. action 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʜʝʡʩʪʚʠʡ ʧʨʦʜʚʠʞʝʥʠʷ, ʦʪʙʨʘʩʳʚʘʥʠʷ ʠʣʠ 
ʧʝʨʝʘʜʨʝʩʘʮʠʠ ʠʟ sub-map ʚ ʨʝʞʠʤʝ VLAN Access-map Sub-map Configuration Mode. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 action {forward | drop | redirect INTERFACE-ID}  

 no action 

ʇʘʨʘʤʝʪʨʳ 

forward ʋʢʘʞʠʪʝ ʜʣʷ ʧʨʦʜʚʠʞʝʥʠʷ ʧʘʢʝʪʘ ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ. 

drop ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʙʨʘʩʳʚʘʥʠʷ ʧʘʢʝʪʘ ʧʨʠ ʩʦʚʧʘʜʝʥʠʠ. 

redirect INTERFACE-ID ʋʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ. ʋʢʘʟʘʪʴ ʤʦʞʥʦ 
ʪʦʣʴʢʦ ʬʠʟʠʯʝʩʢʠʝ ʧʦʨʪʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʦʠʟʚʦʜʠʪʩʷ ʜʝʡʩʪʚʠʝ forward. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

VLAN Access-map Sub-map Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʣʷ ʦʜʥʦʡ sub-map ʜʦʩʪʫʧʥʦ ʪʦʣʴʢʦ ʦʜʥʦ ʜʝʡʩʪʚʠʝ. ɼʝʡʩʪʚʠʝ, ʟʘʜʘʥʥʦʝ ʧʦʟʞʝ, ʟʘʤʝʥʠʪ 
ʧʨʝʜʳʜʫʱʝʝ. VLAN access map ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʥʝʩʢʦʣʴʢʦ sub-map. ʇʘʢʝʪ, ʩʦʚʧʘʜʘʶʱʠʡ ʩ sub-
map (ʧʘʢʝʪ, ʨʘʟʨʝʰʝʥʥʳʡ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ) ʧʨʠʤʝʪ ʜʝʡʩʪʚʠʝ, ʫʢʘʟʘʥʥʦʝ ʜʣʷ 
sub-map. ɼʘʣʴʥʝʡʰʘʷ ʧʨʦʚʝʨʢʘ ʩʣʝʜʫʶʱʠʭ sub-map ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʥʝ ʙʫʜʝʪ. ɽʩʣʠ ʧʘʢʝʪ ʥʝ 
ʩʦʚʧʘʜʘʝʪ ʩ sub-map, ʧʨʦʚʝʨʷʪʴʩʷ ʙʫʜʝʪ ʩʣʝʜʫʶʱʘʷ sub-map. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʢʦʥʬʠʛʫʨʘʮʠʠ ʜʝʡʩʪʚʠʷ ʥʘ sub-map. 
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4.4. clear acl-hardware-counter 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʙʨʦʩʘ ʘʧʧʘʨʘʪʥʳʭ ʩʯʝʪʯʠʢʦʚ ACL. 

 clear acl-hardware-counter {access-group [ACCESS-LIST-NAME | ACCESS-LIST-NUMBER 
| vlan-filter [ACCESS-MAP-NAME]}  

ʇʘʨʘʤʝʪʨʳ 

access-group ACCESS-LIST-NAME ʀʤʷ ʫʜʘʣʷʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

access-group ACCESS-LIST-NUMBER ʅʦʤʝʨ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

vlan-filter ACCESS-MAP-NAME ʀʤʷ ʫʜʘʣʷʝʤʦʡ access map. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʚ ʧʘʨʘʤʝʪʨʝ access-group ʥʝ ʫʢʘʟʘʥʦ ʦʧʨʝʜʝʣʝʥʥʦʝ ʠʤʷ (access-list name) ʠʣʠ ʥʦʤʝʨ 
ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ (access-list number), ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʙʥʫʣʠʪ ʘʧʧʘʨʘʪʥʳʝ ʩʯʝʪʯʠʢʠ ʩʨʘʟʫ ʜʣʷ ʚʩʝʭ 
ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (access-group hardware counters). ɽʩʣʠ ʚ ʧʘʨʘʤʝʪʨʝ vlan-filter ʥʝ 
ʫʢʘʟʘʥʦ ʠʤʷ access map, ʙʫʜʫʪ ʩʙʨʦʰʝʥʳ ʚʩʝ ʘʧʧʘʨʘʪʥʳʝ ʩʯʝʪʯʠʢʠ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʥʘ ʦʩʥʦʚʝ 
VLAN. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʙʥʫʣʠʪʴ ʘʧʧʘʨʘʪʥʳʝ ʩʯʝʪʯʠʢʠ ʜʣʷ ʟʘʜʘʥʥʦʛʦ ʩʧʠʩʢʘ 
ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ. 

 

4.5. expert access-group 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ expert 
(expert ACL) ʢ ʠʥʪʝʨʬʝʡʩʫ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʤʝʥʠʪ ʧʨʠʤʝʥʝʥʠʝ. 

 expert access-group {NAME | NUMBER} [in | out] 

 no expert access-group [NAME | NUMBER] [in | out] 

ʇʘʨʘʤʝʪʨʳ 

NAME ʀʤʷ ʥʘʩʪʨʘʠʚʘʝʤʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ expert 
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(expert access-list). ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʜʦʧʫʩʪʠʤʳʭ 

ʩʠʤʚʦʣʦʚ ʚ ʠʤʝʥʠ - 32. 

NUMBER ʅʦʤʝʨ ʥʘʩʪʨʘʠʚʘʝʤʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 
expert (expert access-list). 

in (ʆʧʮʠʦʥʘʣʴʥʦ) ʌʠʣʴʪʨʘʮʠʷ ʚʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ʥʘ 
ʠʥʪʝʨʬʝʡʩ. ɽʩʣʠ ʥʘʧʨʘʚʣʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʟʥʘʯʝʥʠʝ in. 

out (ʆʧʮʠʦʥʘʣʴʥʦ) ʌʠʣʴʪʨʘʮʠʷ ʠʩʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ ʜʣʷ 
ʧʝʨʝʜʘʯʠ ʠʥʪʝʨʬʝʡʩʫ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʛʨʫʧʧʘ ʜʦʩʪʫʧʘ expert (expert access group) ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʫʞʝ ʥʘʩʪʨʦʝʥʘ, ʪʦ ʢʦʤʘʥʜʘ, 
ʧʨʠʤʝʥʷʝʤʘʷ ʧʦʟʞʝ, ʧʝʨʝʟʘʧʠʰʝʪ ʧʨʝʜʳʜʫʱʠʝ ʥʘʩʪʨʦʡʢʠ. ʂ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʠʥʪʝʨʬʝʡʩʫ 
ʥʝʣʴʟʷ ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʦʜʠʥʘʢʦʚʦʛʦ ʪʠʧʘ, ʧʨʠ ʵʪʦʤ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ 
ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʨʘʟʥʳʭ ʪʠʧʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʧʨʠʤʝʥʝʥʠʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ expert ʢ 
ʠʥʪʝʨʬʝʡʩʫ. ʇʨʠʤʝʥʷʝʪʩʷ ACL exp_acl ʥʘ ʧʦʨʪʫ 1/0/2 ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʚʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ. 

 

4.6. expert access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ expert (extended expert ACL). ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʭʦʜ ʚ 
ʨʝʞʠʤ Extended Expert Access-List Configuration Mode. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ 
ʫʜʘʣʠʪ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ Expert. 

 expert access-list extended NAME [NUMBER] 

 no expert access-list extended {NAME | NUMBER}  

ʇʘʨʘʤʝʪʨʳ 

NAME ʀʤʷ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ 
expert. ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʜʦʧʫʩʪʠʤʳʭ ʩʠʤʚʦʣʦʚ ʚ 

ʠʤʝʥʠ - 32. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

51 

 

NUMBER ʀʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ (ID number) ʵʢʩʧʝʨʪʥʦʛʦ 
ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɼʣʷ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ expert 
ʜʦʧʫʩʪʠʤʦ ʟʥʘʯʝʥʠʝ ʦʪ 8000 ʜʦ 9999. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʤʷ ʢʘʞʜʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ. ɺʩʝ ʩʠʤʚʦʣʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʠʤʝʥʠ, 
ʯʫʚʩʪʚʠʪʝʣʴʥʳ ʢ ʨʝʛʠʩʪʨʫ. ɽʩʣʠ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʥʝ ʫʢʘʟʘʥ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥ 
ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʥʝʠʩʧʦʣʴʟʫʝʤʳʡ ʥʦʤʝʨ ʠʟ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ expert (expert 
access list numbers). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ expert.  

 

4.7. ip access-group 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʢʘʟʘʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP (IP access list), ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʠʥʪʝʨʬʝʡʩʫ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. 

 ip access-group {NAME | NUMBER} [in | out] 

 no ip access-group [NAME | NUMBER] [in | out] 

ʇʘʨʘʤʝʪʨʳ 

NAME ʀʤʷ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP. ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʜʦʧʫʩʪʠʤʳʭ 
ʩʠʤʚʦʣʦʚ ʚ ʠʤʝʥʠ ï 32. 

NUMBER ʅʦʤʝʨ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP. 

in (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ ʜʣʷ 
ʧʨʦʚʝʨʢʠ ʧʘʢʝʪʦʚ ʚʦ ʚʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ. ɽʩʣʠ ʥʘʧʨʘʚʣʝʥʠʝ ʥʝ 
ʫʢʘʟʘʥʦ, ʠʩʧʦʣʴʟʫʝʪʩʷ in. 

out (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ ʜʣʷ 
ʧʨʦʚʝʨʢʠ ʧʘʢʝʪʦʚ ʚ ʠʩʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʛʨʫʧʧʘ ʜʦʩʪʫʧʘ IP (IP access group) ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʫʞʝ ʥʘʩʪʨʦʝʥʘ, ʪʦ ʢʦʤʘʥʜʘ, 
ʧʨʠʤʝʥʷʝʤʘʷ ʧʦʟʞʝ, ʟʘʤʝʥʠʪ ʧʨʝʜʳʜʫʱʠʝ ʥʘʩʪʨʦʡʢʠ. ʂ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʠʥʪʝʨʬʝʡʩʫ ʥʝʣʴʟʷ 
ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʦʜʠʥʘʢʦʚʦʛʦ ʪʠʧʘ, ʧʨʠ ʵʪʦʤ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʩʧʠʩʢʠ 
ʜʦʩʪʫʧʘ ʨʘʟʥʳʭ ʪʠʧʦʚ. 

ʇʨʠʚʷʟʢʘ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ (access group) ʢ ʠʥʪʝʨʬʝʡʩʫ ʙʫʜʝʪ ʨʘʩʭʦʜʦʚʘʪʴ ʨʝʩʫʨʩʳ ʢʦʤʤʫʪʘʪʦʨʘ 
ʜʣʷ ʟʘʧʠʩʝʡ ʬʠʣʴʪʨʘʮʠʠ. ɽʩʣʠ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʢʦʤʘʥʜʳ ʥʝ ʭʚʘʪʘʝʪ ʨʝʩʫʨʩʦʚ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ 
ʦʙ ʦʰʠʙʢʝ. ʏʠʩʣʦ ʧʦʨʪʦʚ ʦʛʨʘʥʠʯʝʥʦ. ɽʩʣʠ ʧʨʠʤʝʥʝʥʠʝ ʢʦʤʘʥʜʳ ʠʩʯʝʨʧʘʝʪ ʚʳʙʦʨ ʜʦʩʪʫʧʥʳʭ 
ʧʦʨʪʦʚ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP çStrict-Controlè ʚ ʢʘʯʝʩʪʚʝ 
ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ IP ʜʣʷ ʧʦʨʪʘ Ethernet 6/0/2. 

 

4.8. ip access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP (IP access list). ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜʳ ʧʨʦʠʟʦʡʜʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ IP Access List Configuration Mode. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP. 

 ip access-list [extended] NAME [NUMBER] 

 no ip access-list [extended] {NAME | NUMBER}  

ʇʘʨʘʤʝʪʨʳ 

extended (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʷʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʥʳʤ 
ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ IP (extended IP access list), ʠ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʤʝʥʠʪʴ 
ʙʦʣʴʰʝ ʦʧʮʠʡ ʬʠʣʴʪʨʘʮʠʠ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʙʫʜʝʪ 
ʩʯʠʪʘʪʴʩʷ ʩʪʘʥʜʘʨʪʥʳʤ. 

NAME ʅʘʟʥʘʯʘʝʤʦʝ ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP. ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʜʦʧʫʩʪʠʤʳʭ 

ʩʠʤʚʦʣʦʚ ʚ ʠʤʝʥʠ - 32. ʇʝʨʚʳʤ ʩʠʤʚʦʣʦʤ ʜʦʣʞʥʘ ʙʳʪʴ ʙʫʢʚʘ.  

NUMBER ID-ʥʦʤʝʨ (ID number) ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP. ɼʣʷ ʩʪʘʥʜʘʨʪʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IP 
ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 1999. ɼʣʷ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IP 
ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 2000 ʜʦ 3999. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʋʢʘʟʘʥʥʦʝ ʠʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʩʨʝʜʠ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ɺʩʝ ʩʠʤʚʦʣʳ, 
ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʠʤʝʥʠ, ʯʫʚʩʪʚʠʪʝʣʴʥʳ ʢ ʨʝʛʠʩʪʨʫ. ɽʩʣʠ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʥʝ ʫʢʘʟʘʥ, 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥ ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʥʝʠʩʧʦʣʴʟʫʝʤʳʡ ʥʦʤʝʨ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʩ ʠʤʝʥʝʤ çStrict-
Controlè ʠ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʩ ʠʤʝʥʝʤ çpim-srcfilterè. 

 

4.9. ipv6 access-group 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6 (IPv6 access list), ʢʦʪʦʨʳʡ 
ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʠʥʪʝʨʬʝʡʩʫ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ 
IPv6. 

 ipv6 access-group {NAME | NUMBER} [in | out] 

 no ipv6 access-group [NAME | NUMBER] [in | out] 

ʇʘʨʘʤʝʪʨʳ 

NAME ʋʢʘʞʠʪʝ ʠʤʷ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6. 

NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6. 

in (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ ʜʣʷ 
ʧʨʦʚʝʨʢʠ ʧʘʢʝʪʦʚ ʚʦ ʚʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ. ɽʩʣʠ ʥʘʧʨʘʚʣʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ in. 

out (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ ʜʣʷ 
ʧʨʦʚʝʨʢʠ ʧʘʢʝʪʦʚ ʚ ʠʩʭʦʜʷʱʝʤ ʥʘʧʨʘʚʣʝʥʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ. 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʠʥʪʝʨʬʝʡʩʫ ʥʝʣʴʟʷ ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʦʜʠʥʘʢʦʚʦʛʦ ʪʠʧʘ, 
ʧʨʠ ʵʪʦʤ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʨʘʟʥʳʭ ʪʠʧʦʚ. ʇʨʠʚʷʟʢʘ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ (access 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

54 

 

group) ʢ ʠʥʪʝʨʬʝʡʩʫ ʙʫʜʝʪ ʨʘʩʭʦʜʦʚʘʪʴ ʨʝʩʫʨʩʳ ʢʦʤʤʫʪʘʪʦʨʘ ʜʣʷ ʟʘʧʠʩʝʡ ʬʠʣʴʪʨʘʮʠʠ. ɽʩʣʠ ʜʣʷ 
ʘʢʪʠʚʘʮʠʠ ʢʦʤʘʥʜʳ ʥʝ ʭʚʘʪʘʝʪ ʨʝʩʫʨʩʦʚ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ.  

ʏʠʩʣʦ ʧʦʨʪʦʚ ʦʛʨʘʥʠʯʝʥʦ. ɽʩʣʠ ʧʨʠʤʝʥʝʥʠʝ ʢʦʤʘʥʜʳ ʠʩʯʝʨʧʘʝʪ ʚʳʙʦʨ ʜʦʩʪʫʧʥʳʭ ʧʦʨʪʦʚ, 
ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʨʠʤʝʥʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 çip6-controlè ʚ ʢʘʯʝʩʪʚʝ ʛʨʫʧʧʳ 
ʜʦʩʪʫʧʘ IP ʜʣʷ Ethernet 1/0/3. 

 

4.10. ipv6 access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜʳ ʧʨʦʠʟʦʡʜʝʪ ʚʭʦʜ ʚ ʨʝʞʠʤ IPv6 Access List Configuration Mode. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6. 

 ipv6 access-list [extended] NAME [NUMBER] 

 no ipv6 access-list [extended] {NAME | NUMBER}  

ʇʘʨʘʤʝʪʨʳ 

NAME ʅʘʟʥʘʯʘʝʤʦʝ ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6. ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʜʦʧʫʩʪʠʤʳʭ 

ʩʠʤʚʦʣʦʚ ʚ ʠʤʝʥʠ - 32. 

NUMBER (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʦʤʝʨ ID (ID number) ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6. ɼʣʷ ʩʪʘʥʜʘʨʪʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IPv6 ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 11000 ʜʦ 12999. ɼʣʷ ʨʘʩʰʠʨʝʥʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IPv6 ʜʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 13000 ʜʦ 14999. 

extended (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʷʚʣʷʝʪʩʷ ʨʘʩʰʠʨʝʥʥʳʤ 
ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ IPv6, ʠ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʠʤʝʥʠʪʴ ʙʦʣʴʰʝ ʦʧʮʠʡ 
ʬʠʣʴʪʨʘʮʠʠ.  

ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʙʫʜʝʪ ʩʯʠʪʘʪʴʩʷ ʩʪʘʥʜʘʨʪʥʳʤ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʋʢʘʟʘʥʥʦʝ ʠʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʩʨʝʜʠ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ɺʩʝ ʩʠʤʚʦʣʳ, 
ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʠʤʝʥʠ, ʯʫʚʩʪʚʠʪʝʣʴʥʳ ʢ ʨʝʛʠʩʪʨʫ. ɽʩʣʠ ʥʦʤʝʨ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʥʝ ʫʢʘʟʘʥ, 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥ ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʥʝʠʩʧʦʣʴʟʫʝʤʳʡ ʥʦʤʝʨ ʠʟ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IPv6. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʩ ʠʤʝʥʝʤ çip6-
controlè. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʩ ʠʤʝʥʝʤ çip6-std-
controlè. 

 

4.11. list-remark 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʢʦʤʤʝʥʪʘʨʠʝʚ ʢ ʫʢʘʟʘʥʥʳʤ ʩʧʠʩʢʘʤ ACL. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʢʦʤʤʝʥʪʘʨʠʠ. 

 list-remark TEXT 

 no list-remark 

ʇʘʨʘʤʝʪʨʳ 

TEXT ʊʝʢʩʪ ʢʦʤʤʝʥʪʘʨʠʷ (ʥʝ ʙʦʣʝʝ 256 ʩʠʤʚʦʣʦʚ). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Access-list Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʚ ʨʝʞʠʤʘʭ MAC, IP, IPv6 ʠ Expert Access-list Configure mode. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʜʦʙʘʚʠʪʴ ʢʦʤʤʝʥʪʘʨʠʡ ʢ ʩʧʠʩʢʫ ʜʦʩʪʫʧʘ. 

 

4.12. mac access-group 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ ʙʘʟʝ MAC-
ʘʜʨʝʩʘʮʠʠ (MAC access list), ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʠʥʪʝʨʬʝʡʩʫ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʛʨʫʧʧʫ ʜʦʩʪʫʧʘ ʩ ʠʥʪʝʨʬʝʡʩʘ. 
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 mac access-group {NAME | NUMBER} [in | out] 

 no mac access-group [NAME | NUMBER] [in | out] 

ʇʘʨʘʤʝʪʨʳ 

NAME ʋʢʘʞʠʪʝ ʠʤʷ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ 
MAC.  

NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ MAC. 

in (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ 
MAC ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʘʢʝʪʦʚ ʚʦ ʚʭʦʜʷʱʝʤ 
ʥʘʧʨʘʚʣʝʥʠʠ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʟʥʘʯʝʥʠʝ in. 

out (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ 
MAC ʙʫʜʝʪ ʧʨʠʤʝʥʝʥ ʜʣʷ ʧʨʦʚʝʨʢʠ ʧʘʢʝʪʦʚ ʚ ʠʩʭʦʜʷʱʝʤ 
ʥʘʧʨʘʚʣʝʥʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʛʨʫʧʧʘ ʜʦʩʪʫʧʘ ʥʘ ʙʘʟʝ MAC-ʘʜʨʝʩʘʮʠʠ ʫʞʝ ʥʘʩʪʨʦʝʥʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ, ʩʣʝʜʫʶʱʘʷ ʢʦʤʘʥʜʘ 
ʧʝʨʝʟʘʧʠʰʝʪ ʧʨʝʜʳʜʫʱʠʝ ʥʘʩʪʨʦʡʢʠ. ɻʨʫʧʧʳ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ MAC ʥʝ ʧʨʦʚʝʨʷʶʪ IP-ʧʘʢʝʪʳ. 

ʂ ʦʜʥʦʤʫ ʠ ʪʦʤʫ ʞʝ ʠʥʪʝʨʬʝʡʩʫ ʥʝʣʴʟʷ ʧʨʠʤʝʥʠʪʴ ʥʝʩʢʦʣʴʢʦ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʦʜʠʥʘʢʦʚʦʛʦ ʪʠʧʘ, 
ʧʨʠ ʵʪʦʤ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ. 

ʇʨʠʚʷʟʢʘ ʛʨʫʧʧʳ ʜʦʩʪʫʧʘ (access group) ʢ ʠʥʪʝʨʬʝʡʩʫ ʙʫʜʝʪ ʨʘʩʭʦʜʦʚʘʪʴ ʨʝʩʫʨʩʳ ʢʦʤʤʫʪʘʪʦʨʘ 
ʜʣʷ ʟʘʧʠʩʝʡ ʬʠʣʴʪʨʘʮʠʠ. ɽʩʣʠ ʜʣʷ ʘʢʪʠʚʘʮʠʠ ʢʦʤʘʥʜʳ ʥʝ ʭʚʘʪʘʝʪ ʨʝʩʫʨʩʦʚ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ 
ʦʙ ʦʰʠʙʢʝ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʨʠʤʝʥʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ ʄɸʉ çdaily-profileè ʢ 
Ethernet 5/0/1. 

 

4.13. mac access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ 
ʙʘʟʝ MAC-ʘʜʨʝʩʘʮʠʠ. ʂʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʦʡʪʠ ʚ ʨʝʞʠʤ MAC Access List Configuration Mode. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʄɸʉ.  

 mac access-list extended NAME [NUMBER] 

 no mac access-list extended {NAME | NUMBER} 
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ʇʘʨʘʤʝʪʨʳ 

NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ MAC (MAC access list). 

ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʘʷ ʜʣʠʥʘ - 32 ʩʠʤʚʦʣʘ. 

NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ID (ID number) ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ MAC. 
ɼʣʷ ʨʘʩʰʠʨʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʄɸʉ ʜʦʩʪʫʧʥʦ ʟʥʘʯʝʥʠʝ ʦʪ 6000 ʜʦ 
7999. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠ  ʁ

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʚʦʡʪʠ ʚ ʨʝʞʠʤ MAC Access-List Configuration Mode, ʠ 
ʚʚʝʜʠʪʝ ʢʦʤʘʥʜʫ permit ʠʣʠ deny, ʯʪʦʙʳ ʫʢʘʟʘʪʴ ʧʨʘʚʠʣʘ. ʋʢʘʟʘʥʥʦʝ ʠʤʷ ʜʦʣʞʥʦ ʙʳʪʴ 
ʫʥʠʢʘʣʴʥʳʤ ʩʨʝʜʠ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ʀʤʷ ʯʫʚʩʪʚʠʪʝʣʴʥʦ ʢ ʨʝʛʠʩʪʨʫ. ɽʩʣʠ ʥʦʤʝʨ ʩʧʠʩʢʘ 
ʜʦʩʪʫʧʘ ʥʝ ʟʘʜʘʥ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʙʫʜʝʪ ʥʘʟʥʘʯʝʥ ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʥʝʠʩʧʦʣʴʟʫʝʤʳʡ ʥʦʤʝʨ ʠʟ 
ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ MAC. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʦʡʪʠ ʚ ʨʝʞʠʤ MAC Access List Configuration Mode ʜʣʷ ʩʧʠʩʢʘ 
ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ ʄɸʉ ʩ ʠʤʝʥʝʤ çdaily-profileè. 

 

4.14. match ip address 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP ʩ ʥʘʩʪʨʘʠʚʘʝʤʦʡ sub-map. 
ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʦʚʧʘʜʘʶʱʫʶ ʟʘʧʠʩʴ.  

 match ip address {ACL-NAME | ACL-NUMBER} 

 no match ip address 

ʇʘʨʘʤʝʪʨʳ 

ACL-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL access list). ʄʘʢʩʠʤʘʣʴʥʦ 
ʜʦʧʫʩʪʠʤʘʷ ʜʣʠʥʘ ï 32 ʩʠʤʚʦʣʘ. 

ACL-NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ IP (IP ACL). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

VLAN Access-map Sub-map Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʩʦʧʦʩʪʘʚʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʩ ʥʘʩʪʨʦʝʥʥʦʡ sub-map. ʉ 
ʦʜʥʦʡ sub-map ʤʦʞʝʪ ʙʳʪʴ ʩʦʧʦʩʪʘʚʣʝʥ ʪʦʣʴʢʦ ʦʜʠʥ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ (IP access list, IPv6 access list 
ʠʣʠ ʄɸʉ access list). IP Sub-map ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ IP-ʧʘʢʝʪʳ. ʇʨʠ ʚʚʦʜʝ ʥʦʚʦʡ ʢʦʤʘʥʜʳ 
ʧʨʝʜʳʜʫʱʠʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʧʝʨʝʟʘʧʠʩʘʥʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ c sub-map. 

 

4.15. match ipv6 address 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IPv6 ʩ ʥʘʩʪʨʘʠʚʘʝʤʳʤʠ sub-
maps. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʟʘʧʠʩʴ. 

 match ipv6 address {ACL-NAME | ACL-NUMBER} 

 no match ipv6 address 

ʇʘʨʘʤʝʪʨʳ 

ACL-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ IPv6 (IPv6 ACL). ʄʘʢʩʠʤʘʣʴʥʦ 

ʜʦʧʫʩʪʠʤʘʷ ʜʣʠʥʘ - 32 ʩʠʤʚʦʣʘ. 

ACL-NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ IPv6 (IPv6 ACL). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

VLAN Access-map Sub-map Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʩʦʧʦʩʪʘʚʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʩ ʥʘʩʪʨʦʝʥʥʦʡ sub-map. ʉ 
ʦʜʥʦʡ sub-map ʤʦʞʝʪ ʙʳʪʴ ʩʦʧʦʩʪʘʚʣʝʥ ʪʦʣʴʢʦ ʦʜʠʥ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ (IP access list, IPv6 access list 
ʠʣʠ ʄɸʉ access list). IPv6 sub-map ʧʨʦʚʝʨʷʝʪ ʪʦʣʴʢʦ IPv6-ʧʘʢʝʪʳ. ʇʨʠ ʚʚʦʜʝ ʥʦʚʦʡ ʢʦʤʘʥʜʳ 
ʧʨʝʜʳʜʫʱʠʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʧʝʨʝʟʘʧʠʩʘʥʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ c sub-map. 
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4.16. match mac address 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ MAC (MAC access lists) ʩ 
ʥʘʩʪʨʘʠʚʘʝʤʳʤʠ sub-maps. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ 
ʟʘʧʠʩʴ. 

 match mac address {ACL-NAME | ACL-NUMBER} 

 no match mac address 

ʇʘʨʘʤʝʪʨʳ 

ACL-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ MAC (ACL MAC). ʄʘʢʩʠʤʘʣʴʥʦ 

ʜʦʧʫʩʪʠʤʘʷ ʜʣʠʥʘ - 32 ʩʠʤʚʦʣʘ. 

ACL-NUMBER ʋʢʘʞʠʪʝ ʥʦʤʝʨ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ MAC. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

VLAN Access-map Sub-map Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʩʦʧʦʩʪʘʚʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ MAC (MAC access list) ʩ 
ʥʘʩʪʨʘʠʚʘʝʤʦʡ sub-map. ʉ ʦʜʥʦʡ sub-map ʤʦʞʝʪ ʙʳʪʴ ʩʦʧʦʩʪʘʚʣʝʥ ʪʦʣʴʢʦ ʦʜʠʥ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ 
(IP access list, IPv6 access list ʠʣʠ ʄɸʉ access list). MAC Sub-map ʥʝ ʧʨʦʚʝʨʷʝʪ IP-ʧʘʢʝʪʳ. ʇʨʠ 
ʚʚʦʜʝ ʥʦʚʦʡ ʢʦʤʘʥʜʳ ʧʨʝʜʳʜʫʱʠʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʧʝʨʝʟʘʧʠʩʘʥʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ c sub-map. 
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4.17. permit | deny (expert access-list) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʨʘʟʨʝʰʘʶʱʠʭ ʠʣʠ ʟʘʧʨʝʱʘʶʱʠʭ ʧʨʘʚʠʣ 
ʬʠʣʴʪʨʘʮʠʠ ʚ ʩʧʠʩʢʝ ACL. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʟʘʧʠʩʴ. 

ʈʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ Expert (Extended Expert ACL): 

 [SEQUENCE-NUMBER] {permit | deny} PROTOCOL {SRC-IP-ADDR SRC-IP-WILDCARD | 
host SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} 
{DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-
WILDCARD | host DST-MAC-ADDR | any} [cos OUTER-COS [inner INNER-COS]] [{vlan OUTER-
VLAN} [inner INNER-VLAN]] [fragments] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] 
[time-range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} tcp {SRC-IP-ADDR SRC-IP-WILDCARD | host SRC-
IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | lt | gt 
| neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-IP-
ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | lt | gt | 
neq} PORT | range MIN-PORT MAX-PORT] [TCP-FLAG] [cos OUTER-COS [inner INNER-COS]] 
[vlan OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] 
[time-range PROFILE-NAME]  

 [SEQUENCE-NUMBER] {permit | deny} udp {SRC-IP-ADDR SRC-IP-WILDCARD | host 
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} [{eq | 
lt | gt | neq} PORT | range MIN-PORT MAX-PORT] {DST-IP-ADDR DST-IP-WILDCARD | host DST-
IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | host DST-MAC-ADDR | any} [{eq | lt | gt | 
neq} PORT | range MIN-PORT MAX-PORT] [cos OUTER-COS [inner INNER-COS]] [vlan OUTER-
VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range 
PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} icmp {SRC-IP-ADDR SRC-IP-WILDCARD | host 
SRC-IP-ADDR | any} {SRC-MAC-ADDR SRC-MAC-WILDCARD | host SRC-MAC-ADDR | any} {DST-
IP-ADDR DST-IP-WILDCARD | host DST-IP-ADDR | any} {DST-MAC-ADDR DST-MAC-WILDCARD | 
host DST-MAC-ADDR | any} [ICMP-TYPE [ICMP-CODE] | ICMP-MESSAGE] [cos OUTER-COS 
[inner INNER-COS]] [vlan OUTER-VLAN [inner INNER-VLAN]] [[precedence PRECEDENCE] [tos 
TOS] | dscp DSCP] [time-range PROFILE-NAME] 

 no SEQUENCE-NUMBER 

ʇʘʨʘʤʝʪʨʳ 

SEQUENCE-NUMBER ʋʢʘʞʠʪʝ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 65535. 
ʏʝʤ ʤʝʥʴʰʝ ʥʦʤʝʨ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣʘ permit/deny. 

cos OUTER-COS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʟʥʘʯʝʥʠʝ outer priority. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ 
ʟʥʘʯʝʥʠʡ ʦʪ 0 ʜʦ 7. 

inner INNER-COS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʟʥʘʯʝʥʠʝ ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʠʦʨʠʪʝʪʘ (inner 
priority). ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 0 ʜʦ 7. 

vlan OUTER-VLAN (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ outer VLAN ID. 

inner INNER-VLAN (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ inner VLAN ID. 

Any ʋʢʘʞʠʪʝ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʶʙʦʛʦ ʄɸʉ-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ, 
ʣʶʙʦʛʦ ʄɸʉ-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ, ʣʶʙʦʛʦ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠʣʠ 
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 ʣʶʙʦʛʦ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. 

host SRC-MAC-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ ʄɸʉ-ʘʜʨʝʩ ʫʟʣʘ ʠʩʪʦʯʥʠʢʘ.  

SRC-MAC-ADDR SRC-MAC-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ ʄɸʉ-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
ʙʠʪʦʚʦʡ ʤʘʩʢʠ (wildcard). ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, 
ʥʝ ʙʫʜʝʪ ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, 
ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ. 

host DST-MAC-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ ʄɸʉ-ʘʜʨʝʩ ʫʟʣʘ ʥʘʟʥʘʯʝʥʠʷ. 

DST-MAC-ADDR DST-MAC-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ ʄɸʉ-ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
wildcard. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, ʥʝ ʙʫʜʝʪ 
ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, ʙʫʜʝʪ 
ʧʨʦʚʝʨʷʪʴʩʷ. 

host SRC-IP-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ IP-ʘʜʨʝʩ ʫʟʣʘ ʠʩʪʦʯʥʠʢʘ. 

SRC-IP-ADDR SRC-IP-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ IP-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
wildcard. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, ʥʝ ʙʫʜʝʪ 
ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, ʙʫʜʝʪ 
ʧʨʦʚʝʨʷʪʴʩʷ. 

host DST-IP-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ IP-ʘʜʨʝʩ ʫʟʣʘ ʥʘʟʥʘʯʝʥʠʷ. 

DST-IP-ADDR DST-IP-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ IP-ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
wildcard. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, ʥʝ ʙʫʜʝʪ 
ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, ʙʫʜʝʪ 
ʧʨʦʚʝʨʷʪʴʩʷ. 

PROTOCOL (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ID IP-ʧʨʦʪʦʢʦʣʘ. 

precedence PRECEDENCE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʘʢʝʪʳ ʤʦʛʣʠ ʬʠʣʴʪʨʦʚʘʪʴʩʷ ʧʦ 
ʫʨʦʚʥʶ ʧʨʠʦʨʠʪʝʪʘ (precedence). ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 7. 

tos TOS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʘʢʝʪʳ ʤʦʛʣʠ ʬʠʣʴʪʨʦʚʘʪʴʩʷ ʧʦ 
ʫʨʦʚʥʶ type of service. ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 15. 

dscp DSCP (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ DSCP-ʢʦʜ ʜʣʷ ʩʦʚʧʘʜʝʥʠʡ ʩ ʟʘʛʦʣʦʚʢʦʤ 
IP. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 0 ʜʦ 63 ʠʣʠ ʚʳʙʦʨ ʠʟ 
ʩʣʝʜʫʶʱʠʭ ʠʤʝʥ DSCP: af11 - 001010, af12 - 001100, af13 -001110, 
af21 - 010010, af22 - 010100, af23 - 010110, af31 - 011010, af32 - 
011100, af33 - 011110, af41 - 100010, af42 - 100100, af43 - 100110, 
cs1 - 001000, cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 
101000, cs6 - 110000, cs7 - 111000, default (ʧʦ ʫʤʦʣʯʘʥʠʶ) - 
000000, ef - 101110. 

lt PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʤʝʥʴʰʝ ʫʢʘʟʘʥʥʦʛʦ. 

gt PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʙʦʣʴʰʝ ʫʢʘʟʘʥʥʦʛʦ. 

eq PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ. 

neq PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʥʝ ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ. 
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range MIN-PORT MAX-PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ 
ʧʦʧʘʜʘʝʪ ʚ ʫʢʘʟʘʥʥʳʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. 

TCP-FLAG (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʧʦʣʷ TCP flag ʠ ʫʢʘʟʘʥʥʳʝ ʙʠʪʳ 
ʟʘʛʦʣʦʚʢʘ TCP ʩ ʠʤʝʥʝʤ ack (acknowledge), fin (finish), psh (push), 
rst (reset), syn (synchronize) ʠʣʠ urg (urgent). 

fragments (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʬʨʘʛʤʝʥʪʦʚ ʧʘʢʝʪʘ. 

time-range PROFILE-NAME 

 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʧʨʦʬʠʣʷ ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ, 
ʩʚʷʟʘʥʥʦʛʦ ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ ʠ ʦʧʨʝʜʝʣʷʶʱʝʛʦ ʧʝʨʠʦʜ ʝʛʦ 
ʘʢʪʠʚʘʮʠʠ. 

ICMP-TYPE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʪʠʧ ʩʦʦʙʱʝʥʠʷ ICMP. ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ 
ʪʠʧʘ ʩʦʦʙʱʝʥʠʡ ʦʪ 0 ʜʦ 255. 

ICMP-CODE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʢʦʜ ʩʦʦʙʱʝʥʠʷ ICMP. ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ 
ʢʦʜʘ ʩʦʦʙʱʝʥʠʡ ʦʪ 0 ʜʦ 255. 

ICMP-MESSAGE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʩʦʦʙʱʝʥʠʝ ICMP. ɼʣ ̫ʚʳʙʦʨʘ ʜʦʩʪʫʧʥʳ 
ʩʣʝʜʫʶʱʠʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ: beyond-scope, 
destination-unreachable, echo-reply, echo-request, header, hop-limit, 
mld-query, mld-reduction, mld-report, nd-na, nd-ns, next-header, no-
admin, no-route, packet-too-big, parameter-option, parameter-
problem, port-unreachable, reassembly-timeout, redirect, renum-
command, renum-result, renum-seq-number, router-advertisement, 
router-renumbering, router-solicitation, time-exceeded 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Extended Expert Access-list Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʩʦʟʜʘʥʦ ʙʝʟ ʫʢʘʟʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ, ʦʥ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 10, ʘ 
ʢʘʞʜʘʷ ʥʦʚʘʷ ʟʘʧʠʩʴ ʧʦʣʫʯʘʝʪ ʧʦʩʣʝʜʫʶʱʠʡ ʥʦʤʝʨ ʩ ʰʘʛʦʤ 10 (ʪ. ʝ. 20, 30, 40 ʠ ʪ.ʜ.) ʠ 
ʧʦʤʝʱʘʝʪʩʷ ʚ ʢʦʥʝʮ ʩʧʠʩʢʘ.  

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ access-list resequence ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʠ 
ʟʥʘʯʝʥʠʝ ʰʘʛʘ ʜʣʷ ʥʫʤʝʨʘʮʠʠ ʟʘʧʠʩʝʡ ʚ ʫʢʘʟʘʥʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʢʦʤʘʥʜʳ 
ʥʦʚʳʤ ʟʘʧʠʩʷʤ ʙʝʟ ʧʨʠʩʚʦʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʙʫʜʝʪ ʟʘʜʘʥ ʥʦʤʝʨ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʥʦʚʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

ʇʨʠ ʥʘʟʥʘʯʝʥʠʠ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʚʨʫʯʥʫʶ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʨʘʥʝʝ ʟʘʨʝʟʝʨʚʠʨʦʚʘʪʴ ʠʥʪʝʨʚʘʣ 
ʟʥʘʯʝʥʠʡ ʥʘ ʩʣʫʯʘʡ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʟʘʧʠʩʝʡ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ. ɺ ʧʨʦʪʠʚʥʦʤ 
ʩʣʫʯʘʝ ʜʦʙʘʚʠʪʴ ʟʘʧʠʩʴ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʩʣʦʞʥʦ. 

ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʚ ʜʦʤʝʥʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʟʘʜʘʥʥʳʡ 
ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʫʞʝ ʟʘʥʷʪ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ɼʘʞʝ ʝʩʣʠ ʠʟ ʢʦʤʘʥʜʳ permit | deny (expert access-list) ʫʜʘʣʠʪʴ ʧʘʨʘʤʝʪʨ fragment ʜʣʷ 
ʧʘʨʘʤʝʪʨʦʚ tcp, udp ʠʣʠ icmp, ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʩʝ ʨʘʚʥʦ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʮʠʶ PROTOCOL ʚ 
ʢʦʤʘʥʜʝ permit | deny (expert access-list) ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʘ fragment. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ Expert 

(extended expert ACL). ʎʝʣʴ - ʟʘʧʨʝʪʠʪʴ (deny) ʚʩʝ TCP-ʧʘʢʝʪʳ ʩ IP-ʘʜʨʝʩʦʤ ʠʩʪʦʯʥʠʢʘ 
192.168.4.12 ʠ ʄɸʉ-ʘʜʨʝʩʦʤ ʠʩʪʦʯʥʠʢʘ 00:13:00:49:82:72. 

 

4.18. permit | deny (ip access-list) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʟʘʧʠʩʠ permit ʠʣʠ deny. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʟʘʧʠʩʴ. 

ʈʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (Extended Access List): 

 [SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-
IP-WILDCARD} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-ADDR | 
DST-IP-ADDR DST-IP-WILDCARD} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-PORT] [TCP-
FLAG] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IP-ADDR | SRC-IP-ADDR 
SRC-IP-WILDCARD} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-IP-
ADDR | DST-IP-ADDR DST-IP-WILDCARD} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-PORT] 
[[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IP-ADDR | SRC-IP-ADDR 
SRC-IP-WILDCARD} {any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [ICMP-TYPE 
[ICMP-CODE] | ICMP-MESSAGE] [[precedence PRECEDENCE] [tos TOS] | dscp DSCP] [time-
range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} {gre | esp | eigrp | igmp | ipinip | ospf | pcp | pim | 
vrrp | protocol-id PROTOCOL-ID} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-WILDCARD} 
{any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD} [[precedence PRECEDENCE] [tos 
TOS] | dscp DSCP] [time-range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] [[precedence 
PRECEDENCE] [tos TOS] | dscp DSCP] [time-range PROFILE-NAME] 

ʉʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP (Standard IP Access List): 

 [SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IP-ADDR | SRC-IP-ADDR SRC-IP-
WILDCARD} [any | host DST-IP-ADDR | DST-IP-ADDR DST-IP-WILDCARD] 

 no SEQUENCE-NUMBER 

ʇʘʨʘʤʝʪʨʳ 

SEQUENCE-NUMBER ʋʢʘʞʠʪʝ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 65535. 
ʏʝʤ ʤʝʥʴʰʝ ʥʦʤʝʨ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣʘ permit/deny. 

any ʋʢʘʞʠʪʝ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʶʙʦʛʦ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠʣʠ IP-
ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. 
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host SRC-IP-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ IP-ʘʜʨʝʩ ʫʟʣʘ ʠʩʪʦʯʥʠʢʘ. 

SRC-IP-ADDR SRC-IP-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ IP-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
ʙʠʪʦʚʦʡ ʤʘʩʢʠ (wildcard). ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, 
ʥʝ ʙʫʜʝʪ ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, 
ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ. 

host DST-IP-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ IP-ʘʜʨʝʩ ʫʟʣʘ ʥʘʟʥʘʯʝʥʠʷ. 

DST-IP-ADDR DST-IP-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ IP-ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
wildcard. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, ʥʝ ʙʫʜʝʪ 
ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, ʙʫʜʝʪ 
ʧʨʦʚʝʨʷʪʴʩʷ. 

precedence PRECEDENCE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʘʢʝʪʳ ʤʦʛʣʠ ʬʠʣʴʪʨʦʚʘʪʴʩʷ ʧʦ 
ʫʨʦʚʥʶ ʧʨʠʦʨʠʪʝʪʘ (precedence). ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 7.  

dscp DSCP (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ DSCP-ʢʦʜ ʜʣʷ ʩʦʚʧʘʜʝʥʠʡ ʩ ʟʘʛʦʣʦʚʢʦʤ 
IP. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 0 ʜʦ 63, ʠʣʠ ʚʳʙʦʨ ʠʟ ʩʣʝʜʫʶʱʠʭ ʠʤʝʥ 
DSCP: af11 - 001010, af12 - 001100, af13 - 001110, af21 - 010010, 
af22 - 010100, af23 - 010110, af31 - 011010, af32 - 011100, af33 - 
011110, af41 - 100010, af42 - 100100, af43 - 100110, cs1 - 001000, 
cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, cs6 - 
110000, cs7 - 111000, default (ʧʦ ʫʤʦʣʯʘʥʠʶ) - 000000, ef - 101110. 

tos TOS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʘʢʝʪʳ ʤʦʛʣʠ ʬʠʣʴʪʨʦʚʘʪʴʩʷ ʧʦ 
ʫʨʦʚʥʶ type of service. ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 15. 

lt PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʤʝʥʴʰʝ ʫʢʘʟʘʥʥʦʛʦ. 

gt PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʙʦʣʴʰʝ ʫʢʘʟʘʥʥʦʛʦ. 

eq PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ. 

neq PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʥʝ ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ. 

range MIN-PORT MAX-PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ 
ʧʦʧʘʜʘʝʪ ʚ ʫʢʘʟʘʥʥʳʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. 

time-range PROFILE-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʧʨʦʬʠʣʷ ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ 
time-range, ʩʚʷʟʘʥʥʦʛʦ ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ ʠ ʦʧʨʝʜʝʣʷʶʱʝʛʦ 
ʧʝʨʠʦʜ ʝʛʦ ʘʢʪʠʚʘʮʠʠ. 

TCP-FLAG (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʧʦʣʷ TCP flag ʠ ʫʢʘʟʘʥʥʳʝ ʙʠʪʳ 
ʟʘʛʦʣʦʚʢʘ TCP ʩ ʠʤʝʥʝʤ ack (acknowledge), fin (finish), psh 
(push), rst (reset), syn (synchronize) ʠʣʠ urg (urgent). 

tcp, udp, igmp, ipinip, gre, 

esp, eigrp, ospf, pcp, pim, 
vrrp 

ʋʢʘʞʠʪʝ ʧʨʦʪʦʢʦʣʳ 4 ʫʨʦʚʥʷ. 

PROTOCOL-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ Protocol ID. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 
ʦʪ 0 ʜʦ 255. 

ICMP-TYPE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʪʠʧ ʩʦʦʙʱʝʥʠʷ ICMP. ɼʦʩʪʫʧʥʳ ʥʦʤʝʨʘ 
ʜʣʷ ʪʠʧʘ ʩʦʦʙʱʝʥʠʡ ʦʪ 0 ʜʦ 255. 
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ICMP-CODE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʢʦʜ ʩʦʦʙʱʝʥʠʷ ICMP. ɼʦʩʪʫʧʥʳ ʥʦʤʝʨʘ 
ʜʣʷ ʢʦʜʘ ʩʦʦʙʱʝʥʠʡ ʦʪ 0 ʜʦ 255. 

ICMP-MESSAGE 

 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʩʦʦʙʱʝʥʠʝ ICMP. ɼʣʷ ʚʳʙʦʨʘ ʜʦʩʪʫʧʥʳ 
ʩʣʝʜʫʶʱʠʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ:  

administratively-prohibited, alternate-address, conversion-error, host-
prohibited, net-prohibited, echo, echo-reply, pointer-indicates-error, 
host-isolated, host-precedence-violation, host-redirect, host-tos-
redirect, host-tos-unreachable, host-unknown, host-unreachable, 
information-reply, information-request, mask-reply, mask-request, 
mobile-redirect, net-redirect, net-tos-redirect, net-tos-unreachable, 
net-unreachable, net-unknown, bad-length, option-missing, packet-
fragment, parameter-problem, port-unreachable, precedence-cutoff, 
protocol-unreachable, reassembly-timeout, redirect-message, router-
advertisement, router-solicitation, source-quench, source-route-failed, 
time-exceeded, timestamp-reply, timestamp-request, traceroute, ttl-
expired, unreachable. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

IP Access-list Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʩʦʟʜʘʥʦ ʙʝʟ ʫʢʘʟʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ, ʦʥ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 10, ʘ 
ʢʘʞʜʘʷ ʥʦʚʘʷ ʟʘʧʠʩʴ ʧʦʣʫʯʘʝʪ ʧʦʩʣʝʜʫʶʱʠʡ ʥʦʤʝʨ ʩ ʰʘʛʦʤ 10 (ʪ. ʝ. 20, 30, 40 ʠ ʪ.ʜ.) ʠ 
ʧʦʤʝʱʘʝʪʩʷ ʚ ʢʦʥʝʮ ʩʧʠʩʢʘ.  

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ access-list resequence ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʠ 
ʟʥʘʯʝʥʠʝ ʰʘʛʘ ʜʣʷ ʥʫʤʝʨʘʮʠʠ ʟʘʧʠʩʝʡ ʚ ʫʢʘʟʘʥʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʢʦʤʘʥʜʳ 
ʥʦʚʳʤ ʟʘʧʠʩʷʤ ʙʝʟ ʧʨʠʩʚʦʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʙʫʜʝʪ ʟʘʜʘʥ ʥʦʤʝʨ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʥʦʚʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

ʇʨʠ ʥʘʟʥʘʯʝʥʠʠ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʚʨʫʯʥʫʶ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʨʘʥʝʝ ʟʘʨʝʟʝʨʚʠʨʦʚʘʪʴ ʠʥʪʝʨʚʘʣ 
ʟʥʘʯʝʥʠʡ ʥʘ ʩʣʫʯʘʡ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʟʘʧʠʩʝʡ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ. ɺ ʧʨʦʪʠʚʥʦʤ 
ʩʣʫʯʘʝ ʜʦʙʘʚʠʪʴ ʟʘʧʠʩʴ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʩʣʦʞʥʦ. 

ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʚ ʜʦʤʝʥʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʟʘʜʘʥʥʳʡ 
ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʫʞʝ ʟʘʥʷʪ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ʇʨʠ ʩʦʟʜʘʥʠʠ ʧʨʘʚʠʣʘ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʜʣʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP (IP standard access list) 
ʫʢʘʟʳʚʘʶʪʩʷ ʪʦʣʴʢʦ ʧʦʣʷ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠ ʥʘʟʥʘʯʝʥʠʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ 4 ʟʘʧʠʩʠ ʜʣʷ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP ʩ ʠʤʝʥʝʤ 
Strict-Control. ʕʪʦ ʩʣʝʜʫʶʱʠʝ ʟʘʧʠʩʠ: ʨʘʟʨʝʰʠʪʴ TCP-ʧʘʢʝʪʳ ʜʣʷ ʩʝʪʠ 10.20.0.0, ʨʘʟʨʝʰʠʪʴ TCP-
ʧʘʢʝʪʳ ʜʣʷ ʫʟʣʘ 10.100.1.2, ʨʘʟʨʝʰʠʪʴ ʚʩʝ TCP-ʧʘʢʝʪʳ ʜʣʷ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ TCP 80 ʠ 
ʨʘʟʨʝʰʠʪʴ ʚʩʝ ICMP-ʧʘʢʝʪʳ. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ 2 ʟʘʧʠʩʠ ʜʣʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IP ʩ ʠʤʝʥʝʤ 
çstd-aclè. ʕʪʦ ʩʣʝʜʫʶʱʠʝ ʟʘʧʠʩʠ: ʨʘʟʨʝʰʠʪʴ IP-ʧʘʢʝʪʳ ʜʣʷ ʩʝʪʠ 10.20.0.0, ʨʘʟʨʝʰʠʪʴ IP-ʧʘʢʝʪʳ 
ʜʣʷ ʫʟʣʘ 10.100.1.2. 

 

4.19. permit | deny (ipv6 access-list) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʟʘʧʠʩʠ permit ʠʣʠ deny ʚ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʟʘʧʠʩʴ ʠʟ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6.  

ʈʘʩʰʠʨʝʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 (Extended IPv6 Access List): 

 [SEQUENCE-NUMBER] {permit | deny} tcp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-
IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT][TCP-FLAG] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} udp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-PORT] {any | host DST-
IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [{eq | lt | gt | neq} PORT | range MIN-PORT MAX-
PORT] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} icmp {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH} [ICMP-
TYPE [ICMP-CODE] | ICMP-MESSAGE] [dscp VALUE] [flow-label FLOW-LABEL] [time-range 
PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} {esp | pcp | sctp | protocol-id PROTOCOL-ID} {any 
| host SRC-IPV6-ADDR | SRC-IPV6-ADDR/PREFIX-LENGTH} {any | host DST-IPV6-ADDR | DST-
IPV6-ADDR/PREFIX-LENGTH} [fragments] [dscp VALUE] [flow-label FLOW-LABEL] [time-range 
PROFILE-NAME] 

 [SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] 
[fragments] [dscp VALUE] [flow-label FLOW-LABEL] [time-range PROFILE-NAME] 

ʉʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 (Standard IPv6 Access List): 

 [SEQUENCE-NUMBER] {permit | deny} {any | host SRC-IPV6-ADDR | SRC-IPV6-
ADDR/PREFIX-LENGTH} [any | host DST-IPV6-ADDR | DST-IPV6-ADDR/PREFIX-LENGTH] [time-
range PROFILE-NAME] 

 no SEQUENCE-NUMBER 

ʇʘʨʘʤʝʪʨʳ 

SEQUENCE-NUMBER ʋʢʘʞʠʪʝ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 65535. 
ʏʝʤ ʤʝʥʴʰʝ ʥʦʤʝʨ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣʘ permit/deny. 

any ʋʢʘʞʠʪʝ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʶʙʦʛʦ IPv6-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠʣʠ 
IPv6-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ. 
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host SRC-IPv6-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ IPv6-ʘʜʨʝʩ ʫʟʣʘ ʠʩʪʦʯʥʠʢʘ. 

SRC-IPV6-ADDR/PREFIX- 

LENGTH 

ʋʢʘʞʠʪʝ ʩʝʪʴ IPv6 ʠʩʪʦʯʥʠʢʘ. 

host DST-IPV6-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ IPv6-ʘʜʨʝʩ ʫʟʣʘ ʥʘʟʥʘʯʝʥʠʷ. 

DST-IPV6-ADDR/PREFIX- 

LENGTH 

ʋʢʘʞʠʪʝ ʩʝʪʴ IPv6 ʥʘʟʥʘʯʝʥʠʷ. 

tcp, udp, icmp, esp, pcp 
,sctp 

ʋʢʘʞʠʪʝ ʪʠʧ ʧʨʦʪʦʢʦʣʘ 4 ʫʨʦʚʥʷ. 

dscp VALUE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʩʦʚʧʘʜʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʢʣʘʩʩʘ ʪʨʘʬʠʢʘ 
ʚ IPv6-ʭʝʜʝʨʝ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 0 ʜʦ 63 ʠʣʠ ʩʣʝʜʫʶʱʠʝ 
DSCP-ʠʤʝʥʘ: af11 - 001010, af12 -001100, af13 - 001110, af21 - 
010010, af22 - 010100, af23 - 010110, af31 - 011010, af32 - 011100, 
af33 - 011110, af41 - 100010, af42 - 100100, af43 - 100110, cs1 - 
001000, cs2 - 010000, cs3 - 011000, cs4 - 100000, cs5 - 101000, 
cs6 - 110000, cs7 - 111000, default (ʧʦ ʫʤʦʣʯʘʥʠʶ) - 000000, ef - 
101110. 

lt PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʤʝʥʴʰʝ ʫʢʘʟʘʥʥʦʛʦ. 

gt PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʙʦʣʴʰʝ ʫʢʘʟʘʥʥʦʛʦ. 

eq PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ. 

neq PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ ʧʦʨʪʘ 
ʥʝ ʨʘʚʥʦ ʫʢʘʟʘʥʥʦʤʫ. 

range MIN-PORT MAX-PORT (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, ʝʩʣʠ ʟʥʘʯʝʥʠʝ 
ʧʦʧʘʜʘʝʪ ʚ ʫʢʘʟʘʥʥʳʡ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ. 

PROTOCOL-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ Protocol ID. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ 
ʦʪ 0 ʜʦ 255. 

ICMP-TYPE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʪʠʧ ʩʦʦʙʱʝʥʠʷ ICMP. ɼʦʩʪʫʧʥʳ ʥʦʤʝʨʘ 
ʪʠʧʘ ʩʦʦʙʱʝʥʠʡ ʦʪ 0 ʜʦ 255. 

ICMP-CODE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʢʦʜ ʩʦʦʙʱʝʥʠʷ ICMP. ɼʦʩʪʫʧʥʳ ʥʦʤʝʨʘ 
ʢʦʜʘ ʩʦʦʙʱʝʥʠʡ ʦʪ 0 ʜʦ 255. 

ICMP-MESSAGE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʩʦʦʙʱʝʥʠʝ ICMP. ɼʣ ̫ʚʳʙʦʨʘ ʜʦʩʪʫʧʥʳ 
ʩʣʝʜʫʶʱʠʝ ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʘʨʘʤʝʪʨʳ: beyond-scope, 
destination-unreachable, echo-reply, echo-request, 
erroneous_header, hop-limit, multicast-listener-query, multicast-
listener-done, multicast-listener-report, nd-na, nd-ns, next-header, 
no-admin, no-route, packet-too-big, parameter-option, parameter-
problem, port-unreachable, reassembly-timeout, redirect, renum-
command, renum-result, renum-seq-number,router-advertisement, 
router-renumbering, router-solicitation, time-exceeded, unreachable. 

TCP-FLAG (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʧʦʣʷ TCP flag ʠ ʫʢʘʟʘʥʥʳʝ ʙʠʪʳ 
ʟʘʛʦʣʦʚʢʘ TCP ʩ ʠʤʝʥʝʤ ack (acknowledge), fin (finish), psh 
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(push), rst (reset), syn (synchronize) ʠʣʠ urg (urgent). 

flow-label FLOW-LABEL (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʟʥʘʯʝʥʠʝ Flow Label. ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ 
ʦʪ 0 ʜʦ 1048575. 

fragments (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʬʨʘʛʤʝʥʪʦʚ ʧʘʢʝʪʘ. 

time-range PROFILE-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʧʨʦʬʠʣʷ ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ, 
ʩʚʷʟʘʥʥʦʛʦ ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ ʠ ʦʧʨʝʜʝʣʷʶʱʝʛʦ ʧʝʨʠʦʜ ʝʛʦ 
ʘʢʪʠʚʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

IPv6 Access-list Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʩʦʟʜʘʥʦ ʙʝʟ ʫʢʘʟʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ, ʦʥ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 10, ʘ 
ʢʘʞʜʘʷ ʥʦʚʘʷ ʟʘʧʠʩʴ ʧʦʣʫʯʘʝʪ ʧʦʩʣʝʜʫʶʱʠʡ ʥʦʤʝʨ ʩ ʰʘʛʦʤ 10 (ʪ. ʝ. 20, 30, 40 ʠ ʪ.ʜ.) ʠ 
ʧʦʤʝʱʘʝʪʩʷ ʚ ʢʦʥʝʮ ʩʧʠʩʢʘ.  

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ access-list resequence ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʠ 
ʟʥʘʯʝʥʠʝ ʰʘʛʘ ʜʣʷ ʥʫʤʝʨʘʮʠʠ ʟʘʧʠʩʝʡ ʚ ʫʢʘʟʘʥʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʢʦʤʘʥʜʳ 
ʥʦʚʳʤ ʟʘʧʠʩʷʤ ʙʝʟ ʧʨʠʩʚʦʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʙʫʜʝʪ ʟʘʜʘʥ ʥʦʤʝʨ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʥʦʚʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

ʇʨʠ ʥʘʟʥʘʯʝʥʠʠ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʚʨʫʯʥʫʶ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʨʘʥʝʝ ʟʘʨʝʟʝʨʚʠʨʦʚʘʪʴ ʠʥʪʝʨʚʘʣ 
ʟʥʘʯʝʥʠʡ ʥʘ ʩʣʫʯʘʡ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʟʘʧʠʩʝʡ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ. ɺ ʧʨʦʪʠʚʥʦʤ 
ʩʣʫʯʘʝ ʜʦʙʘʚʠʪʴ ʟʘʧʠʩʴ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʩʣʦʞʥʦ. 

ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʚ ʜʦʤʝʥʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʟʘʜʘʥʥʳʡ 
ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʫʞʝ ʟʘʥʷʪ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ 4 ʟʘʧʠʩʠ ʜʣʷ ʨʘʩʰʠʨʝʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6 ʩ 
ʠʤʝʥʝʤ çipv6-controlè. ʕʪʦ ʩʣʝʜʫʶʱʠʝ ʟʘʧʠʩʠ: ʨʘʟʨʝʰʠʪʴ TCP-ʧʘʢʝʪʳ ʜʣʷ ʩʝʪʠ ff02::0:2/16, 
ʨʘʟʨʝʰʠʪʴ TCP-ʧʘʢʝʪʳ ʜʣʷ ʫʟʣʘ ff02::1:2, ʨʘʟʨʝʰʠʪʴ ʚʩʝ TCP-ʧʘʢʝʪʳ ʜʣʷ ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ TCP 
80 ʠ ʨʘʟʨʝʰʠʪʴ ʚʩʝ ICMP-ʧʘʢʝʪʳ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ 2 ʟʘʧʠʩʠ ʜʣʷ ʩʪʘʥʜʘʨʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ IPv6 ʩ 
ʠʤʝʥʝʤ çipv6-std-controlè. ʕʪʦ ʩʣʝʜʫʶʱʠʝ ʟʘʧʠʩʠ: ʨʘʟʨʝʰʠʪʴ IP-ʧʘʢʝʪʳ ʜʣʷ ʩʝʪʠ ff02::0:2/16, 
ʨʘʟʨʝʰʠʪʴ IP-ʧʘʢʝʪʳ ʜʣʷ ʫʟʣʘ ff02::1:2. 
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4.20. permit | deny (mac access-list) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʧʨʘʚʠʣʘ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʨʘʟʨʝʰʘʪʴ ʠʣʠ ʟʘʧʨʝʱʘʪʴ 
ʧʨʦʜʚʠʞʝʥʠʝ ʧʘʢʝʪʦʚ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʟʘʧʠʩʴ. 

 [SEQUENCE-NUMBER] {permit | deny} {any | host SRC-MAC-ADDR | SRC-MAC-ADDR 
SRC-MAC-WILDCARD} {any | host DST-MAC-ADDR | DST-MAC-ADDR DST-MAC-WILDCARD} 
[ethernet-type TYPE MASK [cos VALUE [inner INNER-COS]] [vlan VLAN-ID [inner INNER-VLAN]] 
[time-range PROFILE-NAME] 

 no SEQUENCE-NUMBER 

ʇʘʨʘʤʝʪʨʳ 

SEQUENCE-NUMBER ʋʢʘʞʠʪʝ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 1 ʜʦ 65 535. 
ʏʝʤ ʤʝʥʴʰʝ ʥʦʤʝʨ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ ʧʨʘʚʠʣʘ permit/deny. 

any ʋʢʘʞʠʪʝ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʶʙʦʛʦ MAC-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠʣʠ 
MAC-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ.  

host SRC-MAC-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ MAC-ʘʜʨʝʩ ʫʟʣʘ ʠʩʪʦʯʥʠʢʘ. 

SRC-MAC-ADDR SRC-MAC-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ ʄɸʉ-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
ʙʠʪʦʚʦʡ ʤʘʩʢʠ (wildcard). ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, 
ʥʝ ʙʫʜʝʪ ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, 
ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ. 

host DST-MAC-ADDR ʋʢʘʞʠʪʝ ʦʧʨʝʜʝʣʝʥʥʳʡ MAC-ʘʜʨʝʩ ʫʟʣʘ ʥʘʟʥʘʯʝʥʠʷ. 

DST-MAC-ADDR DST-MAC-
WILDCARD 

ʋʢʘʞʠʪʝ ʛʨʫʧʧʫ ʄɸʉ-ʘʜʨʝʩʦʚ ʥʘʟʥʘʯʝʥʠʷ, ʠʩʧʦʣʴʟʫʷ ʟʥʘʯʝʥʠʝ 
ʙʠʪʦʚʦʡ ʤʘʩʢʠ (wildcard). ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1, 
ʥʝ ʙʫʜʝʪ ʫʯʠʪʳʚʘʪʴʩʷ. ɹʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 0, 
ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ. 

ethernet-type TYPE MASK (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ Ethernet-ʪʠʧ ʬʠʣʴʪʨʫʝʤʳʭ ʧʘʢʝʪʦʚ ʚ ʚʠʜʝ 
ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʛʦ ʯʠʩʣʘ ʩ ʜʠʘʧʘʟʦʥʦʤ ʟʥʘʯʝʥʠʡ ʦʪ 0 ʜʦ FFFF 
ʠʣʠ ʠʩʧʦʣʴʟʫʡʪʝ ʠʤʷ ʪʠʧʘ Ethernet. ɼʦʩʪʫʧʥʳ ʩʣʝʜʫʶʱʠʝ ʠʤʝʥʘ: 
aarp, appletalk, decnet-iv, etype-6000, etype-8042, lat, lavc-sca, mop-
console, mop-dump, vines-echo, vines-ip, xns-idp ʠʣʠ arp. 

cos VALUE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʟʥʘʯʝʥʠʝ priority (ʧʨʠʦʨʠʪʝʪʘ) ʦʪ 0 ʜʦ 7. 

inner INNER-COS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ inner priority. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʦʪ 0 ʜʦ 
7. 

vlan VLAN-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ VLAN-ID. 

inner INNER-VLAN (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ Inner VLAN ID. 

time-range PROFILE-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʧʨʦʬʠʣʷ ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ, 
ʩʚʷʟʘʥʥʦʛʦ ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ ʠ ʦʧʨʝʜʝʣʷʶʱʝʛʦ ʧʝʨʠʦʜ ʝʛʦ 
ʘʢʪʠʚʘʮʠʠ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

MAC Access-list Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʧʨʘʚʠʣʦ ʩʦʟʜʘʥʦ ʙʝʟ ʫʢʘʟʘʥʠʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ, ʦʥ ʙʫʜʝʪ ʧʨʠʩʚʦʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. ʇʝʨʚʦʡ ʟʘʧʠʩʠ ʚ ʩʧʠʩʢʝ ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 10, ʘ 
ʢʘʞʜʘʷ ʥʦʚʘʷ ʟʘʧʠʩʴ ʧʦʣʫʯʘʝʪ ʧʦʩʣʝʜʫʶʱʠʡ ʥʦʤʝʨ ʩ ʰʘʛʦʤ 10 (ʪ. ʝ. 20, 30, 40 ʠ ʪ.ʜ.) ʠ 
ʧʦʤʝʱʘʝʪʩʷ ʚ ʢʦʥʝʮ ʩʧʠʩʢʘ.  

ʉ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ access-list resequence ʤʦʞʥʦ ʠʟʤʝʥʠʪʴ ʥʘʯʘʣʴʥʳʡ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʠ 
ʟʥʘʯʝʥʠʝ ʰʘʛʘ ʜʣʷ ʥʫʤʝʨʘʮʠʠ ʟʘʧʠʩʝʡ ʚ ʫʢʘʟʘʥʥʦʤ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ. ʇʦʩʣʝ ʧʨʠʤʝʥʝʥʠʷ ʢʦʤʘʥʜʳ 
ʥʦʚʳʤ ʟʘʧʠʩʷʤ ʙʝʟ ʧʨʠʩʚʦʝʥʥʦʛʦ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʙʫʜʝʪ ʟʘʜʘʥ ʥʦʤʝʨ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 
ʥʦʚʳʤʠ ʥʘʩʪʨʦʡʢʘʤʠ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

ʇʨʠ ʥʘʟʥʘʯʝʥʠʠ ʧʦʨʷʜʢʦʚʦʛʦ ʥʦʤʝʨʘ ʚʨʫʯʥʫʶ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʨʘʥʝʝ ʟʘʨʝʟʝʨʚʠʨʦʚʘʪʴ ʠʥʪʝʨʚʘʣ 
ʟʥʘʯʝʥʠʡ ʥʘ ʩʣʫʯʘʡ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ ʟʘʧʠʩʝʡ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ. ɺ ʧʨʦʪʠʚʥʦʤ 
ʩʣʫʯʘʝ ʜʦʙʘʚʠʪʴ ʟʘʧʠʩʴ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʙʫʜʝʪ ʩʣʦʞʥʦ. 

ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʜʦʣʞʝʥ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʚ ʜʦʤʝʥʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʟʘʜʘʥʥʳʡ 
ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʫʞʝ ʟʘʥʷʪ, ʧʦʷʚʠʪʩʷ ʩʦʦʙʱʝʥʠʝ ʦʙ ʦʰʠʙʢʝ. 

ɺ ʩʧʠʩʦʢ ʤʦʞʝʪ ʙʳʪʴ ʜʦʙʘʚʣʝʥʦ ʥʝʩʢʦʣʴʢʦ ʟʘʧʠʩʝʡ. ɼʣʷ ʦʜʥʠʭ ʤʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʨʘʟʨʝʰʘʶʱʝʝ 

ʧʨʘʚʠʣʦ (permit), ʘ ʜʣʷ ʜʨʫʛʠʭ - ʟʘʧʨʝʱʘʶʱʝʝ (deny). ʂʦʤʘʥʜʳ permit ʠ deny ʤʦʛʫʪ 
ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʨʘʟʣʠʯʥʳʤ ʧʦʣʷʤ, ʜʦʩʪʫʧʥʳʤ ʧʨʠ ʥʘʩʪʨʦʡʢʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʧʠʩʠ MAC ʚ ʧʨʦʬʠʣʝ daily-profile, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ 
ʜʦʩʪʫʧ ʜʚʫʤ ʩʧʠʩʢʘʤ MAC-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ. 

 

4.21. show access-group 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʛʨʫʧʧʘʭ ʜʦʩʪʫʧʘ (access group) ʜʣʷ 
ʦʜʥʦʛʦ ʠʣʠ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

 show access-group [interface INTERFACE-ID] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʥʝʦʙʭʦʜʠʤʳʡ ʠʥʪʝʨʬʝʡʩ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʝ ʫʢʘʟʘʥ, ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙʦ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʘʭ ʩ 
ʥʘʩʪʨʦʝʥʥʳʤ ACL. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ, ʧʨʠʤʝʥʷʝʤʳʭ ʢʦ ʚʩʝʤ 
ʠʥʪʝʨʬʝʡʩʘʤ. 

 

4.22. show access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

 show access-list [ip [NAME | NUMBER] | mac [NAME | NUMBER] | ipv6 [NAME | NUMBER] 
| expert [NAME | NUMBER] | arp [NAME]] 

ʇʘʨʘʤʝʪʨʳ 

ip (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IP. 

mac (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ MAC. 

ipv6 (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IPv6. 

expert (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ Expert. 

NAME | NUMBER (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʢʦʥʢʨʝʪʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

arp (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ARP. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʦʪʦʙʨʘʞʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʧʠʩʢʘʭ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʥʝ ʫʢʘʟʘʥʘ ʢʦʥʢʨʝʪʥʘʷ ʦʧʮʠʷ, 
ʦʪʦʙʨʘʞʘʝʪʩʷ ʧʝʨʝʯʝʥʴ ʚʩʝʭ ʥʘʩʪʨʦʝʥʥʳʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʫʢʘʟʘʥ ʪʠʧ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, 
ʦʪʦʙʨʘʞʘʝʪʩʷ ʜʝʪʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤ ʝʤʫ ʩʧʠʩʢʝ ʜʦʩʪʫʧʘ. ɽʩʣʠ ʚʢʣʶʯʝʥ 
ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ ACL (ACL hardware counter) ʜʣʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ (access list) ʩʯʝʪʯʠʢ ʙʫʜʝʪ 
ʦʪʦʙʨʘʞʝʥ ʥʘ ʦʩʥʦʚʝ ʢʘʞʜʦʡ ʟʘʧʠʩʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. 

 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ IP ʩ ʠʤʝʥʝʤ R&D. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ, ʝʩʣʠ 
ʚʢʣʶʯʝʥ ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ. 

 

4.23. show vlan access-map 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ VLAN access map. 

 show vlan access-map [MAP-NAME] 

ʇʘʨʘʤʝʪʨ  r

MAP-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʥʘʩʪʨʘʠʚʘʝʤʦʡ VLAN access map. ʀʤʷ ʥʝ 
ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜ  r

ɽʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʠʤʷ access-map, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ VLAN access-map. ɽʩʣʠ 
ʚʢʣʶʯʝʥ ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ ACL (ACL hardware counter) ʜʣʷ access-map, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ 
ʩʯʝʪʯʠʢ ʜʣʷ ʢʘʞʜʦʡ sub-map.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ VLAN access-map. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ VLAN access-map, ʝʩʣʠ 
ʚʢʣʶʯʝʥ ʘʧʧʘʨʘʪʥʳʡ ʩʯʝʪʯʠʢ. 

 

4.24. show vlan filter 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ ʬʠʣʴʪʨʘʮʠʠ VLAN ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʦʚ VLAN. 

 show vlan filter [access-map MAP-NAME | vlan VLAN-ID] 

ʇʘʨʘʤʝʪʨʳ 

access-map MAP-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ VLAN access-map. ʀʤʷ ʥʝ ʤʦʞʝʪ 
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ʩʦʜʝʨʞʘʪʴ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ. 

vlan VLAN-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ VLAN ID. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ show vlan filter access-map ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʠʣʴʪʨʘʮʠʠ 
VLAN ʥʘ ʦʩʥʦʚʝ access map. ʂʦʤʘʥʜʘ show vlan filter vlan ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ 
ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʠʣʴʪʨʘʮʠʠ VLAN ʥʘ ʦʩʥʦʚʝ VLAN. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ  ʠʥʬʦʨʤʘʮʠʠ ʦ ʬʠʣʴʪʨʘʮʠʠ VLAN. 

 

4.25. vlan access-map 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ sub-map ʜʣʷ VLAN access-map ʠ ʚʭʦʜʘ ʚ ʨʝʞʠʤ 
VLAN Access-map Sub-map Configure Mode. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ 
access map ʠʣʠ ʝʝ sub-map. 

 vlan access-map MAP-NAME [SEQUENCE-NUM] 

 no vlan access-map MAP-NAME [SEQUENCE-NUM] 

ʇʘʨʘʤʝʪʨʳ 

MAP-NAME ʋʢʘʞʠʪʝ ʠʤ ̫ VLAN access-map. ʀʤʷ ʥʝ ʜʦʣʞʥʦ ʩʦʜʝʨʞʘʪʴ ʙʦʣʝʝ 32 
ʩʠʤʚʦʣʦʚ. 

SEQUENCE-NUM (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ sub-map. ɼʦʩʪʫʧʝʥ 
ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 65535. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

VLAN access map ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʥʝʩʢʦʣʴʢʦ sub-maps. ɼʣʷ ʢʘʞʜʦʡ sub-map ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥ 
ʦʜʠʥ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ (IP access list, IPv6 access list ʠʣʠ ʄɸʉ access list) ʠ ʦʜʥʦ ʜʝʡʩʪʚʠʝ. ʇʦʩʣʝ 
ʩʦʟʜʘʥʠʷ VLAN access map ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ vlan filter ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ 
access map ʢ VLAN. 

ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʥʘʟʥʘʯʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʥʘʟʥʘʯʠʪ ʝʛʦ ʚʨʫʯʥʫʶ. 
ɸʚʪʦʤʘʪʠʯʝʩʢʠ ʥʘʟʥʘʯʝʥʥʳʡ ʥʦʤʝʨ ʥʘʯʠʥʘʝʪʩʷ ʩ 10 ʠ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʥʘ 10 ʩ ʢʘʞʜʦʡ ʥʦʚʦʡ 
ʟʘʧʠʩʴʶ. 

ʂ ʧʘʢʝʪʫ, ʩʦʚʧʘʜʘʶʱʝʤʫ ʩ sub-map (ʪ. ʝ. ʧʘʢʝʪ ʨʘʟʨʝʰʝʥ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ), 
ʧʨʠʤʝʥʷʝʪʩʷ ʜʝʡʩʪʚʠʝ, ʦʧʨʝʜʝʣʝʥʥʦʝ ʜʣʷ ʜʘʥʥʦʡ sub-map. ʇʨʦʚʝʨʢʘ ʦʩʪʘʣʴʥʳʭ sub-maps 
ʧʨʦʚʦʜʠʪʴʩʷ ʥʝ ʙʫʜʝʪ. ɽʩʣʠ ʧʘʢʝʪ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʝʢʫʱʝʡ sub-map, ʧʨʦʚʝʨʷʪʴʩʷ ʙʫʜʝʪ 
ʩʣʝʜʫʶʱʘʷ sub-map. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʙʝʟ ʫʢʘʟʘʥʠʷ ʧʦʨʷʜʢʦʚʳʭ ʥʦʤʝʨʦʚ ʢʦʤʘʥʜʘ ʫʜʘʣʷʝʪ ʚʩʶ 
ʠʥʬʦʨʤʘʮʠʶ ʦ sub-map ʫʢʘʟʘʥʥʦʡ access map. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ VLAN access map. 

 

4.26. vlan filter 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʤʝʥʝʥʠʷ VLAN access map ʢ VLAN. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ 
no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ VLAN access map ʜʣʷ VLAN. 

 vlan filter MAP-NAME vlan-list VLAN-ID-LIST 

 no vlan filter MAP-NAME vlan-list VLAN-ID-LIST 

ʇʘʨʘʤʝʪʨʳ 

MAP-NAME ʋʢʘʞʠʪʝ ʠʤ ̫VLAN access map. 

vlan-list VLAN-ID-LIST ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ VLAN ID. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʉ ʦʜʥʦʡ VLAN ʤʦʞʝʪ ʙʳʪʴ ʩʚʷʟʘʥʘ ʪʦʣʴʢʦ ʦʜʥʘ VLAN access map. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʨʠʤʝʥʠʪʴ VLAN access map çvlan-mapè ʢ VLAN 5. 
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5. ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 

5.1. access class 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʩʧʠʩʦʢ, ʢʦʪʦʨʦʤʫ ʥʝʦʙʭʦʜʠʤʦ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʧʨʘʚʣʝʥʠʶ 
ʫʩʪʨʦʡʩʪʚʦʤ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʦʪʤʝʥʠʪʴ ʧʨʦʚʝʨʢʫ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

 access-class IP-ACL 

 no access-class IP-ACL 

ʇʘʨʘʤʝʪʨʳ 

IP-ACL ʋʢʘʟʳʚʘʝʪʩʷ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP-ʘʜʨʝʩʦʚ. ʇʦʣʝ ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ ʩ ʟʘʧʠʩʴʶ permit ʠʣʠ deny ʦʧʨʝʜʝʣʷʝʪ, ʷʚʣʷʝʪʩʷ ʣʠ ʫʟʝʣ 
ʜʦʚʝʨʝʥʥʳʤ ʠʣʠ ʥʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʩʧʠʩʢʠ, ʢʦʪʦʨʳʤ ʥʝʦʙʭʦʜʠʤʦ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʩʩʠʠ. 
ʄʘʢʩʠʤʘʣʴʥʦʝ ʯʠʩʣʦ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ - 2. ɽʩʣʠ ʜʚʘ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʫʞʝ ʧʨʠʤʝʥʝʥʳ, ʧʦʧʳʪʢʘ 
ʧʨʠʤʝʥʠʪʴ ʥʦʚʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʦʪʢʣʦʥʷʝʪʩʷ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʜʠʥ ʠʟ ʧʨʠʤʝʥʝʥʥʳʭ ʩʧʠʩʢʦʚ ʥʝ 
ʙʫʜʝʪ ʫʜʘʣʝʥ ʩ ʧʦʤʦʱʴʶ ʬʦʨʤʳ no. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP-ʘʜʨʝʩʦʚ ʠ ʟʘʜʘʪʴ ʝʛʦ 
ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʯʝʨʝʟ Telnet. ɼʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ ʨʘʟʨʝʰʝʥ ʪʦʣʴʢʦ ʫʟʣʫ 226.1.1.1. 

 

5.2. banner login 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ Banner Login Mode ʠ ʥʘʩʪʨʦʡʢʠ ʙʘʥʥʝʨʘ 
ʧʨʠʚʝʪʩʪʚʠʷ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 banner login cMESSAGEc 

 no banner login 

ʇʘʨʘʤʝʪʨʳ 

c ʈʘʟʜʝʣʠʪʝʣʴ ʪʝʢʩʪʘ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ, ʥʘʧʨʠʤʝʨ, ʟʥʘʢ ʨʝʰʝʪʢʠ (#). 
ɺ ʪʝʢʩʪʝ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ ʫʧʦʪʨʝʙʣʝʥʠʝ ʩʠʤʚʦʣʘ ʨʘʟʜʝʣʠʪʝʣʷ 
ʥʝʜʦʧʫʩʪʠʤʦ. 
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MESSAGE ʊʝʢʩʪ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ, ʦʪʦʙʨʘʞʘʝʤʳʡ ʜʦ ʧʦʷʚʣʝʥʠʷ ʧʨʠʛʣʘʰʝʥʠʷ 
ʥʘ ʚʚʦʜ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʙʘʥʥʝʨ-ʩʦʦʙʱʝʥʠʝ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʧʦʩʣʝ 
ʫʩʧʝʰʥʦʛʦ ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʩʠʩʪʝʤʫ. ʇʦʩʣʝ ʢʦʤʘʥʜʳ banner login ʚʚʝʜʠʪʝ ʢʘʢ ʤʠʥʠʤʫʤ 
ʦʜʠʥ ʧʨʦʙʝʣ ʠ ʣʶʙʦʡ ʩʠʤʚʦʣ-ʨʘʟʜʝʣʠʪʝʣʴ ʥʘ ʚʳʙʦʨ. ɼʘʣʝʝ ʚʚʝʜʠʪʝ ʦʜʥʫ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ 
ʪʝʢʩʪʘ, ʟʘʢʦʥʯʠʚ ʩʦʦʙʱʝʥʠʝ ʚʪʦʨʳʤ ʨʘʟʜʝʣʠʪʝʣʝʤ.  

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʨʘʟʜʝʣʠʪʝʣʝʤ ʷʚʣʷʝʪʩʷ ʩʠʤʚʦʣ ç#è, ʪʦ ʧʦʩʣʝ ʝʛʦ ʚʚʦʜʘ ʥʫʞʥʦ ʥʘʞʘʪʴ ʢʣʘʚʠʰʫ 
Enter ʠ ʚʚʝʩʪʠ ʩʦʜʝʨʞʠʤʦʝ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ. ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʩʥʦʚʘ ʚʚʝʩʪʠ ʨʘʟʜʝʣʠʪʝʣʴ ʠ 
ʥʘʞʘʪʴ Enter ʜʣʷ ʟʘʚʝʨʰʝʥʠʷ. ʏʪʦʙʳ ʚʝʨʥʫʪʴʩʷ ʢ ʥʘʩʪʨʦʡʢʘʤ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ 
no ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʚʩʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʠʤʚʦʣʳ, ʚʚʝʜʝʥʥʳʝ ʧʦʩʣʝ ʧʦʩʣʝʜʥʝʛʦ 
ʨʘʟʜʝʣʠʪʝʣʷ, ʩʯʠʪʘʶʪʩʷ ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʤʠ ʠ ʙʫʜʫʪ ʦʪʙʨʦʰʝʥʳ. ʉʠʤʚʦʣ-
ʨʘʟʜʝʣʠʪʝʣʴ ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʪʝʢʩʪʝ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʩʦʦʙʱʝʥʠʷ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ. ʉʠʤʚʦʣ ç#è 
ʷʚʣʷʝʪʩʷ ʨʘʟʜʝʣʠʪʝʣʝʤ. ʇʝʨʚʳʡ ʨʘʟʜʝʣʠʪʝʣʴ, ʩʦʦʙʱʝʥʠʝ ʙʘʥʥʝʨʘ ʠ ʧʦʩʣʝʜʥʠʡ ʨʘʟʜʝʣʠʪʝʣʴ 
ʚʚʦʜʷʪʩʷ ʜʦ ʧʝʨʚʦʛʦ ʥʘʞʘʪʠʷ ʢʣʘʚʠʰʠ Enter. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʩʦʦʙʱʝʥʠʷ ʙʘʥʥʝʨʘ ʧʨʠʚʝʪʩʪʚʠʷ. ʉʠʤʚʦʣ ç#è 
ʷʚʣʷʝʪʩʷ ʨʘʟʜʝʣʠʪʝʣʝʤ. ʊʦʣʴʢʦ ʧʝʨʚʳʡ ʨʘʟʜʝʣʠʪʝʣʴ ʚʚʦʜʠʪʩʷ ʜʦ ʧʝʨʚʦʛʦ ʥʘʞʘʪʠʷ ʢʣʘʚʠʰʠ 
Enter. 

 

5.3. prompt 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʧʨʠʛʣʘʰʝʥʠʷ ʥʘ ʚʚʦʜ ʢʦʤʘʥʜʳ ʚ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʝ 
CLI. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 prompt STRING 

 no prompt 

ʇʘʨʘʤʝʪʨʳ 
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STRING ʉʪʨʦʢʘ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʥʘʩʪʨʘʠʚʘʝʤʦʡ ʧʦʜʩʢʘʟʢʠ. ʇʦʜʩʢʘʟʢʘ ʙʫʜʝʪ 
ʦʩʥʦʚʳʚʘʪʴʩʷ ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʠʤʚʦʣʘʭ ʠʣʠ ʩʣʝʜʫʶʱʠʭ ʩʠʤʚʦʣʘʭ 
ʫʧʨʘʚʣʝʥʠʷ. ʇʨʦʙʝʣ ʚ ʩʪʨʦʢʝ ʠʛʥʦʨʠʨʫʝʪʩʷ. 

%h ï ʧʦʜʩʪʘʥʦʚʢʘ ʠʤʝʥʠ ʩʝʨʚʝʨʘ SNMP 

%s ï ʧʨʦʙʝʣ 

%% ï ʧʦʜʩʪʘʥʦʚʢʘ ʩʠʤʚʦʣʘ % 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʧʨʠʛʣʘʰʝʥʠʝ ʥʘ ʚʚʦʜ ʢʦʤʘʥʜʳ. ɽʩʣʠ ʚ ʢʘʯʝʩʪʚʝ 
ʧʨʠʛʣʘʰʝʥʠʷ ʚʳʙʨʘʪʴ ʟʘʰʠʬʨʦʚʘʥʥʦʝ ʠʤʷ ʩʝʨʚʝʨʘ SNMP, ʪʦ ʟʘʰʠʬʨʦʚʘʥʳ ʙʫʜʫʪ ʪʦʣʴʢʦ ʧʝʨʚʳʝ 
15 ʩʠʤʚʦʣʦʚ. ʇʦʜʩʢʘʟʢʘ ʤʦʞʝʪ ʦʪʦʙʨʘʟʠʪʴ ʪʦʣʴʢʦ 15 ʩʠʤʚʦʣʦʚ. ʉʠʤʚʦʣ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ ʚ 
ʧʨʠʛʣʘʰʝʥʠʠ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʧʦʩʣʝʜʥʠʤ. 

ʀʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʦʙʦʟʥʘʯʝʥʠʷ: 

 > - ʜʣʷ ʧʨʠʛʣʘʰʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʨʝʞʠʤʘ; 

 # - ʜʣʷ ʧʨʠʛʣʘʰʝʥʠʷ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʨʝʞʠʤʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʥʦʚʦʝ ʧʨʠʛʣʘʰʝʥʠʝ çBRANCH Aè, ʠʩʧʦʣʴʟʫʷ ʫʯʝʪʥʫʶ 
ʟʘʧʠʩʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

 

5.4. enable password 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʧʘʨʦʣʴ ʜʣʷ ʚʭʦʜʘ ʥʘ ʨʘʟʣʠʯʥʳʝ ʫʨʦʚʥʠ ʧʨʠʚʠʣʝʛʠʡ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʧʘʨʦʣʴ ʢ ʧʫʩʪʦʤʫ ʟʥʘʯʝʥʠʶ. 

 enable password [level PRIVILEGE-LEVEL] [0| 7] PASSWORD 

 no enable password [level PRIVILEGE-LEVEL] 

ʇʘʨʘʤʝʪʨʳ 

level PRIVILEGE-
LEVEL 

ʋʢʘʟʳʚʘʝʪʩʷ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ - ʦʪ 1 ʜʦ 15. ɽʩʣʠ 
ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, ʠʣʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʬʦʨʤʘ no, ʫʨʦʚʝʥʴ ʧʦ 

ʫʤʦʣʯʘʥʠʶ - 15. 

0 PASSWORD ʋʢʘʟʳʚʘʝʪʩʷ ʧʘʨʦʣʴ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʤʤʫʪʘʪʦʨʫ. ʇʘʨʦʣʴ ʤʦʞʝʪ 
ʩʦʜʝʨʞʘʪʴ ʧʨʦʙʝʣʳ. ʏʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. ʕʪʦ ʦʧʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʄʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʧʘʨʦʣʷ - 32 ʩʠʤʚʦʣʘ.  

(ɼʠʘʧʘʟʦʥ: 1 - 32) 

7 PASSWORD ʋʢʘʟʳʚʘʝʪʩʷ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʧʘʨʦʣʴ ʥʘ ʦʩʥʦʚʝ SHA-1. ɼʣʠʥʘ ʧʘʨʦʣʷ  
ʦʛʨʘʥʠʯʝʥʘ 35 ʙʘʡʪʘʤʠ. ʇʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ ʠ 
ʟʘʰʠʬʨʦʚʘʥ.  
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʘʨʦʣʴ ʥʝ ʟʘʜʘʥ. ɼʘʥʥʘʷ ʩʪʨʦʢʘ ʦʩʪʘʝʪʩʷ ʧʫʩʪʦʡ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɺ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤ ʨʝʞʠʤʝ ʜʣʷ ʚʭʦʜʘ ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʜʘʥʥʦʤʫ ʫʨʦʚʥʶ ʧʘʨʦʣʴ. ʂʘʞʜʳʡ ʫʨʦʚʝʥʴ ʠʤʝʝʪ ʪʦʣʴʢʦ ʦʜʠʥ ʧʘʨʦʣʴ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʟʥʘʯʝʥʠʷ ʧʘʨʦʣʷ çMyEnablePasswordè ʜʣʷ ʫʨʦʚʥʷ 
ʧʨʠʚʠʣʝʛʠʡ 15. 

 

5.5. ip http server 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʩʝʨʚʝʨ HTTP. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ 
ʦʪʢʣʶʯʠʪ ʩʝʨʚʝʨ HTTP. 

 ip http server 

 no ip http server 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʩʝʨʚʝʨ HTTP. ʀʥʪʝʨʬʝʡʩ ʜʦʩʪʫʧʘ HTTPS ʫʧʨʘʚʣʷʝʪʩʷ 
ʦʪʜʝʣʴʥʦ ʢʦʤʘʥʜʘʤʠ SSL. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʩʝʨʚʝʨ HTTP. 
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5.6. ip http secure-server 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʩʝʨʚʝʨ HTTPS. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜʳ ip http secure-
server ssl-service-policy ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʧʦʣʠʪʠʢʫ ʩʝʨʚʠʩʘ SSL ʜʣʷ HTTPS. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʩʝʨʚʝʨ HTTPS. 

 ip http secure-server [ssl-service-policy POLICY-NAME] 

 no ip http secure-server 

ʇʘʨʘʤʝʪʨʳ 

ssl-service-policy POLICY-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʤʷ ʧʦʣʠʪʠʢʠ ʩʝʨʚʠʩʘ SSL. ʀʩʧʦʣʴʟʫʡʪʝ 
ʧʘʨʘʤʝʪʨ ssl-service-policy, ʪʦʣʴʢʦ ʝʩʣʠ ʚʳ ʫʞʝ ʫʢʘʟʘʣʠ 
ʧʦʣʠʪʠʢʫ ʩʝʨʚʠʩʘ SSL ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ ssl-service-
policy. ɽʩʣʠ ʜʘʥʥʳʡ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚʩʪʨʦʝʥʥʳʡ ʣʦʢʘʣʴʥʳʡ ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ 
HTTPS. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʩʝʨʚʝʨ HTTPS ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʩʪʨʦʝʥʥʳʡ ʣʦʢʘʣʴʥʳʡ 
ʩʝʨʪʠʬʠʢʘʪ ʜʣʷ HTTPS. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ HTTPS-ʩʝʨʚʝʨ. 

 

5.7. ip http access-class 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʟʥʘʯʠʪʴ ʩʧʠʩʦʢ, ʢʦʪʦʨʦʤʫ ʥʝʦʙʭʦʜʠʤʦ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ HTTP-
ʩʝʨʚʝʨʫ.  ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʦʪʤʝʥʠʪʴ ʧʨʦʚʝʨʢʫ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 

 ip {http | https} access-class IP-ACL 

 no ip {http | https} access-class IP-ACL 

ʇʘʨʘʤʝʪʨʳ 

IP-ACL ʋʢʘʟʳʚʘʝʪʩʷ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP-ʘʜʨʝʩʦʚ. ʇʦʣʝ ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ ʚ ʧʨʘʚʠʣʝ ʦʧʨʝʜʝʣʷʝʪ, ʷʚʣʷʝʪʩʷ ʣʠ ʫʟʝʣ ʜʦʚʝʨʝʥʥʳʤ ʠʣʠ ʥʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʩʧʠʩʦʢ, ʢʦʪʦʨʦʤʫ ʥʝʦʙʭʦʜʠʤʦ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ HTTP-
ʩʝʨʚʝʨʫ. ɽʩʣʠ ʫʢʘʟʘʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʝ ʩʫʱʝʩʪʚʫʝʪ, ʢʦʤʘʥʜʘ ʥʝ ʙʫʜʝʪ ʚʳʧʦʣʥʝʥʘ, ʠ ʥʠ ʦʜʠʥ 
ʠʟ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ ʧʨʠ ʜʦʩʪʫʧʝ ʢ HTTP. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʩʪʘʥʜʘʨʪʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʠ ʥʘʟʥʘʯʠʪʴ ʝʛʦ ʜʣʷ 
ʜʦʩʪʫʧʘ ʢ HTTP-ʩʝʨʚʝʨʫ. ɼʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ ʨʘʟʨʝʰʝʥ ʪʦʣʴʢʦ ʫʟʣʫ 226.1.1.1. 

 

5.8. ip http service-port 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ ʧʦʨʪ ʜʣʷ HTTP-ʩʦʝʜʠʥʝʥʠʷ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʧʦʨʪ 80). 

 ip http service-port TCP-PORT 

 no ip http service-port 

ʇʘʨʘʤʝʪʨʳ 

TCP-PORT ʅʦʤʝʨ ʧʦʨʪʘ TCP. ɼʠʘʧʘʟʦʥ ʧʦʨʪʦʚ TCP ï ʦʪ 1 ʜʦ 65535. ʂʘʢ ʧʨʘʚʠʣʦ, ʜʣʷ 
ʧʨʦʪʦʢʦʣʘ HTTP ʥʘʟʥʘʯʘʝʪʩʷ TCP-ʧʦʨʪ 80. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦʨʪ 80. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʥʦʤʝʨ TCP-ʧʦʨʪʘ ʜʣʷ ʩʝʨʚʝʨʘ HTTP. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ TCP-ʧʦʨʪ ʩ ʥʦʤʝʨʦʤ 8080. 

 

5.9. ip http timeout-policy idle 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ ʪʘʡʤ-ʘʫʪʘ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ HTTP. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip http timeout-policy idle INT 

 no ip http timeout-policy idle 
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ʇʘʨʘʤʝʪʨʳ 

INT ɿʥʘʯʝʥʠʝ ʪʘʡʤʝʨʘ ʚ ʩʝʢʫʥʜʘʭ. ɼʦʧʫʩʪʠʤʳʡ ʜʠʘʧʘʟʦʥ ʦʪ 60 ʜʦ 36000. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʥʘʯʝʥʠʝ ʩʦʩʪʘʚʣʷʝʪ 180 ʩʝʢʫʥʜ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ ʪʘʡʤ-ʘʫʪʘ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʨʚʝʨʫ HTTP. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʪʘʡʤ-ʘʫʪʘ ʩʦ ʟʥʘʯʝʥʠʝʤ 100 ʩʝʢʫʥʜ. 

 

5.10. ip telnet server 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʩʝʨʚʝʨʘ Telnet. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʩʝʨʚʝʨ Telnet. 

 ip telnet server 

 no ip telnet server 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠʣʠ ʦʪʢʣʶʯʝʥʠʷ ʩʝʨʚʝʨʘ Telnet. ʀʥʪʝʨʬʝʡʩ 
ʜʦʩʪʫʧʘ SSH ʦʪʜʝʣʴʥʦ ʫʧʨʘʚʣʷʝʪʩʷ ʢʦʤʘʥʜʘʤʠ SSH. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʩʝʨʚʝʨʘ Telnet. 
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5.11. ip telnet service port 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʧʦʨʪ, ʠʩʧʦʣʴʟʫʝʤʳʡ Telnet-ʩʝʨʚʝʨʦʤ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip telnet service-port TCP-PORT 

 no ip telnet service-port 

ʇʘʨʘʤʝʪʨʳ 

TCP-PORT ʋʢʘʞʠʪʝ ʥʦʤʝʨ TCP-ʧʦʨʪʘ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ TCP ʦʪ 1 ʜʦ 65535. 
ʂʘʢ ʧʨʘʚʠʣʦ, ʜʣʷ Telnet ʥʘʟʥʘʯʘʝʪʩʷ TCP-ʧʦʨʪ 23. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦʨʪ 23. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ TCP-ʧʦʨʪ ʜʣʷ ʜʦʩʪʫʧʘ ʧʦ Telnet. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʩʝʨʚʠʩʥʦʛʦ ʧʦʨʪʘ 3000 ʜʣʷ Telnet. 

 

5.12. ip telnet source-interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ Telnet-ʧʘʢʝʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Telnet-ʩʦʝʜʠʥʝʥʠʷ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip telnet source-interface INTERFACE-ID 

 no ip telnet source-interface 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ ʧʘʢʝʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Telnet-ʩʦʝʜʠʥʝʥʠʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ IP-ʘʜʨʝʩ ʙʣʠʞʘʡʰʝʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʢʘʟʘʪʴ IP-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ ʧʘʢʝʪʦʚ ʧʨʠ ʫʩʪʘʥʦʚʢʝ Telnet-ʩʦʝʜʠʥʝʥʠʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ VLAN 100 ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ 
Telnet-ʧʘʢʝʪʦʚ ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ Telnet. 

 

5.13. line 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʪʠʧ ʩʝʩʩʠʠ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʚʦʡʪʠ ʚ ʨʝʞʠʤ Line 
Configuration Mode. 

 line {console | telnet | ssh} 

ʇʘʨʘʤʝʪʨʳ 

console ʃʦʢʘʣʴʥʘʷ ʢʦʥʩʦʣʴʥʘʷ ʩʝʩʩʠʷ ʪʝʨʤʠʥʘʣʘ. 

telnet ʉʝʩʩʠʷ ʪʝʨʤʠʥʘʣʘ Telnet. 

ssh ʉʝʩʩʠʷ ʪʝʨʤʠʥʘʣʘ SSH. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʦʡʪʠ ʚ ʨʝʞʠʤ Line Configuration Mode. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʭʦʜʘ ʚ ʨʝʞʠʤ Line Configuration Mode ʜʣʷ ʩʝʩʩʠʠ ʪʝʨʤʠʥʘʣʘ 
SSH ʠ ʥʘʩʪʨʦʡʢʠ ʢʣʘʩʩʘ ʜʦʩʪʫʧʘ çvty-filterè. 

 

5.14. service password-recovery 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʘʨʦʣʷ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʬʫʥʢʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʘʨʦʣʷ. 

 service password-recovery 

 no service password-recovery 
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ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʚʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʘʨʦʣʷ. ʌʫʥʢʮʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 
ʧʘʨʦʣʷ ʚʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʘʨʦʣʷ. 

5.15. service password-encryption 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʧʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʚ ʬʘʡʣʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʰʠʬʨʦʚʘʥʠʝ. 

 service password-encryption [7 | 15] 

 no service password-encryption 

ʇʘʨʘʤʝʪʨʳ 

7 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ SHA-1. 

15 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ MD5. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʢʦʥʬʠʛʫʨʘʮʠʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʭʨʘʥʠʪʩʷ ʚ ʪʝʢʫʱʝʤ ʬʘʡʣʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʧʦʟʜʥʝʝ. ɽʩʣʠ ʚʢʣʶʯʝʥʘ ʢʦʤʘʥʜʘ  service password-
encryption, ʧʘʨʦʣʴ ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. 

ɽʩʣʠ ʦʧʮʠʷ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʦʪʢʣʶʯʝʥʘ, ʘ ʧʘʨʦʣʴ ʫʢʘʟʘʥ ʚ ʧʨʦʩʪʦʡ ʪʝʢʩʪʦʚʦʡ ʬʦʨʤʝ, ʦʥ 
ʩʦʭʨʘʥʠʪʩʷ ʚ ʬʦʨʤʝ ʦʙʳʯʥʦʛʦ ʪʝʢʩʪʘ. ʅʦ ʝʩʣʠ ʧʘʨʦʣʴ ʫʢʘʟʘʥ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ, ʠʣʠ ʧʘʨʦʣʴ 
ʙʳʣ ʧʨʝʦʙʨʘʟʦʚʘʥ ʚ ʟʘʰʠʬʨʦʚʘʥʥʫʶ ʬʦʨʤʫ ʢʦʤʘʥʜʦʡ  service password-encryption, ʧʘʨʦʣʴ 
ʙʫʜʝʪ ʭʨʘʥʠʪʴʩʷ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʚʠʜʝ. ɽʛʦ ʥʝʣʴʟʷ ʙʫʜʝʪ ʧʝʨʝʚʝʩʪʠ ʦʙʨʘʪʥʦ ʚ ʧʨʦʩʪʫʶ 
ʪʝʢʩʪʦʚʫʶ ʬʦʨʤʫ. 
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ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʧʘʨʦʣʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʜʘʥʥʦʤʫ ʧʘʨʦʣʶ ʠ 
ʧʘʨʦʣʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ ʧʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʚ ʬʘʡʣʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

5.16. show terminal 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ ʧʘʨʘʤʝʪʨʦʚ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʪʝʨʤʠʥʘʣʘ ʜʣʷ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ ʪʝʨʤʠʥʘʣʘ. 

 show terminal 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠ.̫ 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ ʪʝʨʤʠʥʘʣʘ ʜʣʷ ʪʝʢʫʱʝʡ 
ʩʝʩʩʠʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ ʪʝʨʤʠʥʘʣʘ ʜʣʷ 
ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. 

 

5.17. show ip http server 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ HTTP-ʩʝʨʚʝʨʘ. 

 show ip http server 
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ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ HTTP-ʩʝʨʚʝʨʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ HTTP-ʩʝʨʚʝʨʘ. 

 

5.18. show ip http secure-server 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ SSL. 

 show ip http secure-server 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ SSL. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ SSL. 
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5.19. show users 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʢʪʠʚʥʳʭ ʩʝʩʩʠʷʭ ʥʘ 
ʢʦʤʤʫʪʘʪʦʨʝ. 

 show users 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

UserEXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʢʪʠʚʥʳʭ ʩʝʩʩʠʷʭ ʥʘ 
ʢʦʤʤʫʪʘʪʦʨʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙʦ ʚʩʝʭ ʩʝʩʩʠʷʭ. 

 

5.20. telnet 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʜʨʫʛʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʩ ʧʦʜʜʝʨʞʢʦʡ Telnet. 

 telnet [IP-ADDRESS | IPV6-ADDRESS] [TCP-PORT] 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS IPv4-ʘʜʨʝʩ ʫʟʣʘ. 

IPV6-ADDRESS IPv6-ʘʜʨʝʩ ʫʟʣʘ. 

TCP-PORT ʅʦʤʝʨ TCP-ʧʦʨʪʘ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʧʦʨʪʦʚ TCP ʦʪ 1 ʜʦ 65535. 
ʂʘʢ ʧʨʘʚʠʣʦ, ʜʣʷ Telnet ʥʘʟʥʘʯʘʝʪʩʷ TCP-ʧʦʨʪ 23. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

90 

 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʬʫʥʢʮʠʷ Telnet-ʢʣʠʝʥʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʚʷʟʠ ʩ ʜʨʫʛʠʤ ʫʩʪʨʦʡʩʪʚʦʤ ʩ ʧʦʤʦʱʴʶ Telnet. 

Telnet ʧʦʜʜʝʨʞʠʚʘʝʪ ʦʩʦʙʳʝ ʢʦʤʘʥʜʳ ʚ ʚʠʜʝ Telnet-ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʧʨʝʦʙʨʘʟʫʶʪ 
ʩʪʘʥʜʘʨʪʥʳʝ ʬʫʥʢʮʠʠ ʫʧʨʘʚʣʝʥʠʷ ʪʝʨʤʠʥʘʣʦʤ ʚ ʬʫʥʢʮʠʠ, ʩʧʝʮʠʬʠʯʝʩʢʠʝ ʜʣʷ ʩʠʩʪʝʤʳ. ɼʣʷ 
ʚʳʧʦʣʥʝʥʠʷ Telnet-ʢʦʤʘʥʜʳ ʚʚʝʜʠʪʝ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ escape, ʘ ʟʘʪʝʤ ʩʠʤʚʦʣ ʢʦʤʘʥʜʳ. 
ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ escape ʧʦ ʫʤʦʣʯʘʥʠʶ CTRL+_ (ʥʘʞʤʠʪʝ ʠ ʫʜʝʨʞʠʚʘʡʪʝ CTRL, Shift ʠ 
ʥʠʞʥʝʝ ʧʦʜʯʝʨʢʠʚʘʥʠʝ). ʉʧʝʮʠʬʠʯʝʩʢʠʝ ʢʦʤʘʥʜʳ Telnet ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʣʝʜʫʶʱʠʤ 
ʦʙʨʘʟʦʤ: 

ʝ - ʦʪʢʣʶʯʝʥʠʝ ʦʪ Telnet. ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ ʩʝʩʩʠʠ Telnet ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʧʨʦʧʠʩʥʘʷ, ʪʘʢ 
ʠ ʩʪʨʦʯʥʘʷ ʣʘʪʠʥʩʢʘʷ ʙʫʢʚʘ "e".  

ɽʩʣʠ ʥʘʞʘʪʴ ʜʨʫʛʫʶ ʢʣʘʚʠʰʫ, ʪʝʨʤʠʥʘʣ ʚʝʨʥʝʪʩʷ ʢ ʠʟʥʘʯʘʣʴʥʦ ʘʢʪʠʚʥʦʡ ʩʝʩʩʠʠ Telnet. 

ʅʘ ʢʦʤʤʫʪʘʪʦʨʝ ʤʦʞʝʪ ʙʳʪʴ ʦʪʢʨʳʪʦ ʥʝʩʢʦʣʴʢʦ Telnet-ʩʝʩʩʠʡ, ʠ ʢʘʞʜʘʷ ʦʪʢʨʳʪʘʷ Telnet-ʩʝʩʩʠʷ 
ʤʦʞʝʪ ʧʦʜʜʝʨʞʠʚʘʪʴ ʩʚʦʝ ʢʣʠʝʥʪʩʢʦʝ ʇʆ Telnet-ʢʣʠʝʥʪʘ ʦʜʥʦʚʨʝʤʝʥʥʦ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʧʦʜʢʣʶʯʝʥʠʷ ʢ IP-ʘʜʨʝʩʫ 10.90.90.91 ʩ ʧʦʤʦʱʴʶ ʧʦʨʪʘ 23. IP-
ʘʜʨʝʩ 10.90.90.91 ʷʚʣʷʝʪʩʷ ʠʥʪʝʨʬʝʡʩʦʤ ʫʧʨʘʚʣʝʥʠʷ DXS-3600-32S, ʧʦʟʚʦʣʷʶʱʠʤ 
ʧʦʣʴʟʦʚʘʪʝʣʶ ʚʦʡʪʠ ʚ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦ Telnet ʢ IP-ʘʜʨʝʩʫ 10.90.90.91 ʯʝʨʝʟ ʧʦʨʪ 23, 
ʝʩʣʠ ʧʦʜʢʣʶʯʝʥʠʝ ʥʝ ʫʜʘʣʦʩʴ. ʇʦʧʳʪʘʝʤʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦʨʪ 3500 ʜʣʷ ʚʭʦʜʘ ʚ ʠʥʪʝʨʬʝʡʩ 
ʫʧʨʘʚʣʝʥʠʷ. 
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5.21. terminal length 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʢʦʣʠʯʝʩʪʚʘ ʩʪʨʦʢ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʘ ʵʢʨʘʥʝ. 
ʂʦʤʘʥʜʘ terminal length ʚʣʠʷʝʪ ʪʦʣʴʢʦ ʥʘ ʪʝʢʫʱʫʶ ʩʝʩʩʠʶ. ʂʦʤʘʥʜʘ terminal default length 
ʫʩʪʘʥʦʚʠʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʦ ʥʝ ʧʦʚʣʠʷʝʪ ʥʘ ʪʝʢʫʱʫʶ ʩʝʩʩʠʶ. ʉʦʟʜʘʥʥʳʡ ʟʘʥʦʚʦ 
ʪʝʨʤʠʥʘʣ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ 
ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 terminal length NUMBER 

 no terminal length 

 terminal length default NUMBER 

 no terminal length default 

ʇʘʨʘʤʝʪʨʳ 

NUMBER ʂʦʣʠʯʝʩʪʚʦ ʩʪʨʦʢ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʘ ʵʢʨʘʥʝ. ɼʦʧʫʩʪʠʤʳ ʟʥʘʯʝʥʠʷ 
ʦʪ 0 ʜʦ 512. ʇʨʠ ʟʥʘʯʝʥʠʠ 0 ʦʪʦʙʨʘʞʝʥʠʝ ʥʝ ʧʨʝʢʨʘʪʠʪʩʷ, ʧʦʢʘ ʥʝ 
ʙʫʜʝʪ ʜʦʩʪʠʛʥʫʪ ʢʦʥʝʮ ʦʪʦʙʨʘʞʘʝʤʦʛʦ ʤʘʪʝʨʠʘʣʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠ ʁ- 24. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User/Privileged EXEC Mode ʜʣʷ ʢʦʤʘʥʜʳ terminal length. 

Global Configuration Mode ʜʣʷ ʢʦʤʘʥʜʳ terminal length default. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1 (ʜʣʷ ʢʦʤʘʥʜʳ terminal length). 

ʋʨʦʚʝʥʴ 12 (ʜʣʷ ʢʦʤʘʥʜʳ terminal length default). 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʇʨʠ ʟʥʘʯʝʥʠʠ 0 ʚʳʚʦʜ ʢʦʤʘʥʜ ʥʝ ʙʫʜʝʪ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴʩʷ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʜʦʩʪʠʛʥʫʪ ʢʦʥʝʮ 
ʦʪʦʙʨʘʞʘʝʤʦʛʦ ʤʘʪʝʨʠʘʣʘ. 

ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ terminal length ʫʢʘʟʘʥʦ ʟʥʘʯʝʥʠʝ, ʦʪʣʠʯʥʦʝ ʦʪ 0, ʥʘʧʨʠʤʝʨ 50, ʪʦ ʚʳʚʦʜ 
ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʧʦʩʣʝ ʢʘʞʜʳʭ 50 ʩʪʨʦʢ. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ 
ʢʦʣʠʯʝʩʪʚʘ ʦʪʦʙʨʘʞʘʝʤʳʭ ʩʪʨʦʢ ʚʦ ʚʨʝʤʷ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. ʂʦʤʘʥʜʘ ʪʘʢʞʝ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ 

ʩʝʩʩʠʡ Telnet ʠ SSH. ɼʦʩʪʫʧʥʳ ʟʥʘʯʝʥʠʷ ʦʪ 0 ʜʦ 512. ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 24. ʇʨʠ ʚʳʙʦʨʝ 0 
ʢʦʤʤʫʪʘʪʦʨ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʚʦʜʠʪʴ ʚʩʶ ʠʥʬʦʨʤʘʮʠʶ ʙʝʟ ʧʘʫʟ. 
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ɽʩʣʠ ʚʳʚʦʜ ʦʜʥʦʡ ʢʦʤʘʥʜʳ ʚʳʭʦʜʠʪ ʟʘ ʛʨʘʥʠʮʳ ʵʢʨʘʥʘ, ʪʦ ʪʘʢʦʡ ʚʳʚʦʜ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʠ ʚ 
ʥʠʞʥʝʡ ʯʘʩʪʠ ʵʢʨʘʥʘ ʧʦʷʚʣʷʝʪʩʷ ʧʨʠʛʣʘʰʝʥʠʝ -- More --. ʇʨʠ ʧʦʷʚʣʝʥʠʠ ʧʨʠʛʣʘʰʝʥʠʷ 
--More-- ʥʘʞʤʠʪʝ CTRL+C, q, Q ʠʣʠ ESC, ʯʪʦʙʳ ʧʨʝʨʚʘʪʴ ʚʳʚʦʜ ʠ ʚʝʨʥʫʪʴʩʷ ʢ ʧʨʠʛʣʘʰʝʥʠʶ. 
ʅʘʞʤʠʪʝ ʧʨʦʙʝʣ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʵʢʨʘʥʘ ʚʳʚʦʜʘ ʠʣʠ ʥʘʞʤʠʪʝ Return ʜʣʷ 
ʦʪʦʙʨʘʞʝʥʠʷ ʝʱʝ ʦʜʥʦʡ ʩʪʨʦʢʠ ʚʳʚʦʜʘ. ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʜʣʠʥʳ ʵʢʨʘʥʘ ʥʘ 0 ʦʪʢʣʶʯʘʝʪʩʷ ʬʫʥʢʮʠʷ 
ʧʨʦʢʨʫʯʠʚʘʥʠʷ, ʠʟ-ʟʘ ʯʝʛʦ ʚʝʩʴ ʚʳʚʦʜ ʵʢʨʘʥʘ ʦʪʦʙʨʘʞʘʝʪʩʷ ʩʨʘʟʫ. ʇʦʢʘ ʥʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʦ 
ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ default, ʠʟʤʝʥʝʥʠʷ ʟʥʘʯʝʥʠʷ terminal length ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʪʦʣʴʢʦ ʢ ʪʝʢʫʱʝʡ 
ʩʝʩʩʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʢʦʣʠʯʝʩʪʚʦ ʩʪʨʦʢ ʥʘ ʵʢʨʘʥʝ ʪʝʨʤʠʥʘʣʘ 
ʩʙʨʘʩʳʚʘʝʪʩʷ ʢ 24. 

ʂʦʤʘʥʜʘ terminal length default ʜʦʩʪʫʧʥʘ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ 
Global Configuration Mode. ʇʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʥʝ ʚʣʠʷʶʪ ʥʘ ʪʝʢʫʱʠʝ ʩʝʩʩʠʠ ʪʝʨʤʠʥʘʣʘ, ʥʦ 
ʙʫʜʫʪ ʚʣʠʷʪʴ ʥʘ ʩʝʩʩʠʠ, ʘʢʪʠʚʠʨʦʚʘʥʥʳʝ ʧʦʟʜʥʝʝ. ʉʦʭʨʘʥʠʪʴ ʤʦʞʥʦ ʪʦʣʴʢʦ ʟʥʘʯʝʥʠʝ ʜʣʠʥʳ 
ʪʝʨʤʠʥʘʣʘ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʠʟʤʝʥʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʩʪʨʦʢ ʥʘ 60. 

 

 

5.22. terminal speed 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʢʦʨʦʩʪʠ ʪʝʨʤʠʥʘʣʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 terminal speed BPS 

 no terminal speed 

ʇʘʨʘʤʝʪʨʳ 

BPS ʉʢʦʨʦʩʪʴ ʢʦʥʩʦʣʠ ʚ ʙʠʪ/ʩ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 115200. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʢʦʨʦʩʪʠ ʧʦʜʢʣʶʯʝʥʠʷ ʪʝʨʤʠʥʘʣʘ. ʅʝʢʦʪʦʨʳʝ 
ʩʢʦʨʦʩʪʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʜʦʩʪʫʧʥʳʝ ʥʘ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʥʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ 
ʢʦʤʤʫʪʘʪʦʨʦʤ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʠʟʤʝʥʝʥʠʷ ʩʢʦʨʦʩʪʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʛʦ ʧʦʨʪʘ ʥʘ 9600 ʙʠʪ/ʩ. 

 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

93 

 

5.23. session-timeout 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ ʪʘʡʤ-ʘʫʪʘ ʩʝʩʩʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ.   

 session-timeout MINUTES 

 no session-timeout 

ʇʘʨʘʤʝʪʨʳ 

MINUTES ʊʘʫʤ-ʘʫʪ ʚ ʤʠʥʫʪʘʭ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʟʥʘʯʝʥʠʷ 0 ʪʘʡʤ-ʘʫʪ ʥʝ ʠʩʪʝʢʘʝʪ 
ʥʠʢʦʛʜʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 3 ʤʠʥʫʪʳ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ ʪʘʡʤ-ʘʫʪʘ ʩʝʩʩʠʠ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ ʧʨʦʠʟʦʡʜʝʪ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʚʳʭʦʜ ʠʟ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʟʘʜʘʝʪʩʷ ʪʘʢʦʝ ʟʥʘʯʝʥʠʝ, ʧʨʠ ʢʦʪʦʨʦʤ ʪʘʡʤ-ʘʫʪ ʥʝ ʠʩʪʝʢʘʝʪ ʥʠʢʦʛʜʘ. 

 

5.24. terminal width 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʢʦʣʠʯʝʩʪʚʘ ʩʪʦʣʙʮʦʚ ʩʠʤʚʦʣʦʚ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʘ 
ʵʢʨʘʥʝ ʜʣʷ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. ʂʦʤʘʥʜʘ terminal width ʚʣʠʷʝʪ ʪʦʣʴʢʦ ʥʘ ʪʝʢʫʱʫʶ ʩʝʩʩʠʶ. ʂʦʤʘʥʜʘ 
terminal width default ʫʩʪʘʥʦʚʠʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʦ ʥʝ ʧʦʚʣʠʷʝʪ ʥʘ ʪʝʢʫʱʫʶ ʩʝʩʩʠʶ. 
ʉʦʟʜʘʥʥʳʡ ʟʘʥʦʚʦ ʪʝʨʤʠʥʘʣ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 
ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 terminal width NUMBER 

 no terminal width 

 terminal width default NUMBER 

 no terminal width default 

ʇʘʨʘʤʝʪʨʳ 

NUMBER ʂʦʣʠʯʝʩʪʚʦ ʩʠʤʚʦʣʦʚ, ʦʪʦʙʨʘʞʘʝʤʳʭ ʥʘ ʵʢʨʘʥʝ. ɼʦʧʫʩʪʠʤʳ 
ʟʥʘʯʝʥʠʷ ʦʪ 40 ʜʦ 255. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ ï 80. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 
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User/Privileged EXEC Mode ʜʣʷ ʢʦʤʘʥʜʳ terminal width. 

Global Configuration Mode ʜʣʷ ʢʦʤʘʥʜʳ terminal width default. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1 (ʜʣʷ ʢʦʤʘʥʜʳ terminal width). 

ʋʨʦʚʝʥʴ 12 (ʜʣʷ ʢʦʤʘʥʜʳ terminal width default). 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʰʠʨʠʥʘ ʪʝʨʤʠʥʘʣʘ ʩʦʩʪʘʚʣʷʝʪ 80 ʩʠʤʚʦʣʦʚ. ʂʦʤʘʥʜʘ terminal width ʧʦʟʚʦʣʷʝʪ 
ʠʟʤʝʥʠʪʴ ʰʠʨʠʥʫ ʪʝʨʤʠʥʘʣʘ ʠ ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʢ ʪʝʢʫʱʝʡ ʩʝʩʩʠʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ 
no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʦ ʝʩʪʴ 80 ʩʠʤʚʦʣʦʚ. 

ʂʦʤʘʥʜʘ terminal width default ʜʦʩʪʫʧʥʘ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ Global Configuration 
Mode. ʇʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʥʝ ʚʣʠʷʶʪ ʥʘ ʪʝʢʫʱʠʝ ʩʝʩʩʠʠ ʪʝʨʤʠʥʘʣʘ, ʥʦ ʦʥʠ ʙʫʜʫʪ ʚʣʠʷʪʴ ʥʘ 
ʩʝʩʩʠʠ, ʘʢʪʠʚʠʨʦʚʘʥʥʳʝ ʧʦʟʜʥʝʝ. ʉʦʭʨʘʥʠʪʴ ʤʦʞʥʦ ʪʦʣʴʢʦ ʟʥʘʯʝʥʠʝ ʰʠʨʠʥʳ ʪʝʨʤʠʥʘʣʘ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

ʆʜʥʘʢʦ ʧʨʠ ʫʜʘʣʝʥʥʦʤ ʜʦʩʪʫʧʝ ʢ ʩʝʩʩʠʠ CLI, ʥʘʧʨʠʤʝʨ, Telnet, ʰʠʨʠʥʘ ʪʝʨʤʠʥʘʣʘ 
ʘʚʪʦʩʦʛʣʘʩʦʚʘʥʠʷ ʙʫʜʝʪ ʠʤʝʪʴ ʧʨʝʠʤʫʱʝʩʪʚʦ ʥʘʜ ʥʘʩʪʨʦʡʢʘʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʝʩʣʠ ʩʦʛʣʘʩʦʚʘʥʠʝ 
ʧʨʦʰʣʦ ʫʩʧʝʰʥʦ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʠʟʤʝʥʝʥʠʷ ʪʝʢʫʱʝʡ ʰʠʨʠʥʳ ʪʝʨʤʠʥʘʣʘ ʥʘ 120. 

 

 

5.25. username 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

 username NAME [privilege LEVEL] [nopassword | password [0 | 7 | 15] PASSWORD] 

 no username [NAME] 

ʇʘʨʘʤʝʪʨʳ 

NAME ʀʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ (ʥʝ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ). 

privilege LEVEL (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 
ɼʠʘʧʘʟʦʥ ʜʦʩʪʫʧʥʳʭ ʫʨʦʚʥʝʡ: ʦʪ 1 ʜʦ 15. 
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nopassword (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʣʷ ʜʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʝ ʙʫʜʝʪ 
ʧʨʠʤʝʥʷʪʴʩʷ ʧʘʨʦʣʴ. 

password (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ, ʯʪʦ ʜʣʷ ʜʘʥʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʙʫʜʝʪ 
ʧʨʠʤʝʥʷʪʴʩʷ ʧʘʨʦʣʴ. 

0 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʚ ʦʙʳʯʥʦʤ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ. ɼʣʠʥʘ ʧʘʨʦʣʷ ʤʦʞʝʪ 
ʩʦʩʪʘʚʣʷʪʴ ʦʪ 1 ʜʦ 32 ʩʠʤʚʦʣʦʚ ʠ ʩʦʜʝʨʞʘʪʴ ʧʨʦʙʝʣʳ. ʇʘʨʦʣʴ 
ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. ɽʩʣʠ ʩʠʥʪʘʢʩʠʩ ʧʘʨʦʣʷ ʥʝ ʫʢʘʟʘʥ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʙʳʯʥʳʡ ʪʝʢʩʪ. 

7 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ SHA-1. ɼʣʠʥʘ 
ʧʘʨʦʣʷ ʦʛʨʘʥʠʯʝʥʘ 35 ʙʘʡʪʘʤʠ. ʇʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. 
ʇʘʨʦʣʴ ʟʘʰʠʬʨʦʚʘʥ. ɽʩʣʠ ʩʠʥʪʘʢʩʠʩ ʧʘʨʦʣʷ ʥʝ ʫʢʘʟʘʥ, ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʦʙʳʯʥʳʡ ʪʝʢʩʪ. 

15 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ MD5. ɼʣʠʥʘ ʧʘʨʦʣʷ 
ʦʛʨʘʥʠʯʝʥʘ 31 ʙʘʡʪʦʤ. ʇʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. ʇʘʨʦʣʴ 
ʟʘʰʠʬʨʦʚʘʥ. ɽʩʣʠ ʩʠʥʪʘʢʩʠʩ ʧʘʨʦʣʷ ʥʝ ʫʢʘʟʘʥ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʙʳʯʥʳʡ 
ʪʝʢʩʪ. 

PASSWORD (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʥʘ ʦʩʥʦʚʝ ʦʜʥʦʛʦ ʠʟ ʫʢʘʟʘʥʥʳʭ ʚʳʰʝ 
ʧʘʨʘʤʝʪʨʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʠʩʪʝʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʙʝʟ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ɽʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʜʨʫʛʦʝ, ʠʩʧʦʣʴʟʫʡʪʝ 1. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʨʘʟʣʠʯʥʳʤʠ ʫʨʦʚʥʷʤʠ 
ʜʦʩʪʫʧʘ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʪ ʚ ʩʠʩʪʝʤʫ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 1, ʦʥ ʧʦʧʘʜʘʝʪ ʚ ʨʝʞʠʤ User 
EXEC Mode. ɼʣʷ ʧʝʨʝʭʦʜʘ ʚ ʨʝʞʠʤ Privileged EXEC Mode ʝʤʫ ʥʝʦʙʭʦʜʠʤʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʤʘʥʜʫ 
enable. 

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʪ ʩ ʫʨʦʚʥʝʤ ʧʨʠʚʠʣʝʛʠʡ 2 ʠʣʠ ʚʳʰʝ, ʦʥ ʩʨʘʟʫ ʧʦʧʘʜʘʝʪ ʚ ʨʝʞʠʤ 
Privileged EXEC Mode. ɼʘʥʥʳʡ ʨʝʞʠʤ ʜʦʩʪʫʧʝʥ ʫʨʦʚʥʷʤ ʦʪ 2 ʜʦ 15. 

ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʢʘʟʘʪʴ ʧʘʨʦʣʴ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʡ ʬʦʨʤʝ ʠʣʠ ʚ ʚʠʜʝ ʦʙʳʯʥʦʛʦ ʪʝʢʩʪʘ. ɽʩʣʠ 
ʦʥ ʚ ʚʠʜʝ ʦʙʳʯʥʦʛʦ ʪʝʢʩʪʘ, ʥʦ ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ ʰʠʬʨʦʚʘʥʠʷ ʧʘʨʦʣʷ, ʪʦ ʧʘʨʦʣʴ ʙʫʜʝʪ ʠʟʤʝʥʝʥ 
ʥʘ ʟʘʰʠʬʨʦʚʘʥʥʳʡ. 

ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʘʥʜʳ no username ʙʝʟ ʫʢʘʟʘʥʠʷ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʫʜʘʣʷʪʩʷ ʚʩʝ 
ʧʦʣʴʟʦʚʘʪʝʣʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʫʩʪʘʷ. ɽʩʣʠ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʫʩʪʘʷ, 
ʝʤʫ ʙʫʜʝʪ ʩʨʘʟʫ ʥʘʟʥʘʯʝʥ ʨʝʞʠʤ User EXEC Mode ʠ ʫʨʦʚʝʥʴ 1. ʇʦʩʣʝ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ 
ʧʝʨʝʡʪʠ ʚ ʨʝʞʠʤ Privileged EXEC Mode ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ enable. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩ ʠʤʝʥʝʤ admin ʠ 
ʧʘʨʦʣʝʤ çmypasswordè. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʫʜʘʣʝʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʩ ʠʤʝʥʝʤ admin. 

 

5.26. password 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʧʘʨʦʣʴ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ 
ʧʘʨʦʣʴ. 

 password [0 | 7 | 15] PASSWORD 

 no password 

ʇʘʨʘʤʝʪʨʳ 

0 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʚ ʦʙʳʯʥʦʤ ʪʝʢʩʪʦʚʦʤ ʚʠʜʝ. ɼʣʠʥʘ ʧʘʨʦʣʷ 
ʤʦʞʝʪ ʩʦʩʪʘʚʣʷʪʴ ʦʪ 1 ʜʦ 32 ʩʠʤʚʦʣʦʚ ʠ ʩʦʜʝʨʞʘʪʴ ʧʨʦʙʝʣʳ. ʇʘʨʦʣʴ 
ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. ɽʩʣʠ ʩʠʥʪʘʢʩʠʩ ʧʘʨʦʣʷ ʥʝ ʫʢʘʟʘʥ, 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʙʳʯʥʳʡ ʪʝʢʩʪ. 

7 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ SHA-1. ɼʣʠʥʘ 
ʧʘʨʦʣʷ ʦʛʨʘʥʠʯʝʥʘ 35 ʙʘʡʪʘʤʠ. ʇʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. 
ʇʘʨʦʣʴ ʟʘʰʠʬʨʦʚʘʥ. ɽʩʣʠ ʩʠʥʪʘʢʩʠʩ ʧʘʨʦʣʷ ʥʝ ʫʢʘʟʘʥ, ʠʩʧʦʣʴʟʫʝʪʩʷ 
ʦʙʳʯʥʳʡ ʪʝʢʩʪ. 

15 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ, ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ MD5. ɼʣʠʥʘ ʧʘʨʦʣʷ 
ʩʦʩʪʘʚʣʷʝʪ 31 ʙʘʡʪ. ʇʘʨʦʣʴ ʯʫʚʩʪʚʠʪʝʣʝʥ ʢ ʨʝʛʠʩʪʨʫ. ʇʘʨʦʣʴ 
ʟʘʰʠʬʨʦʚʘʥ. ɽʩʣʠ ʩʠʥʪʘʢʩʠʩ ʧʘʨʦʣʷ ʥʝ ʫʢʘʟʘʥ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʙʳʯʥʳʡ 
ʪʝʢʩʪ. 

PASSWORD ɿʘʜʘʡʪʝ ʧʘʨʦʣʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʧʘʨʦʣʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɼʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ʩʝʩʩʠʠ 
ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʦʜʠʥ ʧʘʨʦʣʴ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʩʦʟʜʘʥʠʷ ʧʘʨʦʣʷ ʜʣʷ ʩʝʩʩʠʠ ʢʦʥʩʦʣʠ. 
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5.27. clear line 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʟʘʚʝʨʰʝʥʠʷ ʩʝʩʩʠʠ ʧʦʜʢʣʶʯʝʥʠʷ. 

 clear line LINE-ID 

ʇʘʨʘʤʝʪʨʳ 

LINE-ID line ID ʩʝʩʩʠʠ ʩʦʝʜʠʥʝʥʠʷ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʦʪʢʣʶʯʠʪʴ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

 

 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʦʪʢʣʶʯʠʪʴ ʘʢʪʠʚʥʫʶ ʩʝʩʩʠʶ ʢʦʤʤʫʪʘʪʦʨʘ. ʀʜʝʥʪʠʬʠʢʘʪʦʨ (Line ID) 
ʧʨʠʩʚʘʠʚʘʝʪʩʷ ʧʨʠ ʩʦʟʜʘʥʠʠ ʩʝʩʩʠʠ ʧʦʜʢʣʶʯʝʥʠʷ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ show users ʜʣʷ 
ʧʨʦʩʤʦʪʨʘ ʘʢʪʠʚʥʳʭ ʩʝʩʩʠʡ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʤʦʞʝʪ ʦʪʢʣʶʯʠʪʴ ʪʦʣʴʢʦ ʩʝʩʩʠʠ SSH ʠ Telnet. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʦʪʢʣʶʯʝʥʠʷ ʩʝʩʩʠʠ 1. 
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6. ʂʦʤʘʥʜʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ ARP Spoofing 

6.1. ip arp spoofing-prevention 

ʂʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʟʘʧʠʩʠ ARP Spoofing Prevention (ASP), ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ ARP Spoofing. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʟʘʧʠʩʴ ARP Spoofing 
Prevention. 

 ip arp spoofing-prevention GATEWAY-IP GATEWAY-MAC interface INTERFACE-ID [, | -] 

 no ip arp spoofing-prevention GATEWAY-IP [interface INTERFACE-ID [, | -] ] 

ʇʘʨʘʤʝʪʨʳ 

GATEWAY-IP IP-ʘʜʨʝʩ ʰʣʶʟʘ. 

GATEWAY-MAC MAC-ʘʜʨʝʩ ʰʣʶʟʘ. ʅʘʩʪʨʦʡʢʠ MAC-ʘʜʨʝʩʘ ʟʘʤʝʥʷʪ ʧʦʩʣʝʜʥʶʶ 
ʢʦʥʬʠʛʫʨʘʮʠʶ ʜʣʷ ʪʦʛʦ ʞʝ IP-ʘʜʨʝʩʘ ʰʣʶʟʘ. 

INTERFACE-ID ʀʥʪʝʨʬʝʡʩ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʘʢʪʠʚʠʨʦʚʘʥ ʠʣʠ ʫʜʘʣʝʥ ʠʟ ʯʠʩʣʘ 
ʘʢʪʠʚʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ (ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no). ɿʘʧʠʩʴ ARP 
ʥʝ ʙʫʜʝʪ ʧʨʦʚʝʨʷʪʴʩʷ, ʝʩʣʠ ʧʨʠʥʠʤʘʶʱʠʡ ʧʦʨʪ ʥʝ ʚʢʣʶʯʝʥ ʚ 
ʫʢʘʟʘʥʥʳʡ ʩʧʠʩʦʢ ʠʥʪʝʨʬʝʡʩʦʚ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ 
ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʟʘʧʠʩʝʡ ʥʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʧʠʩʠ ARP Spoofing Prevention (ASP), ʯʪʦʙʳ 
ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʩʧʫʬʠʥʛ MAC-ʘʜʨʝʩʘ ʟʘʱʠʱʝʥʥʦʛʦ ʰʣʶʟʘ. ʇʦʩʣʝ ʩʦʟʜʘʥʠ ̫ʟʘʧʠʩʠ ARP-ʧʘʢʝʪʳ, ʫ 
ʢʦʪʦʨʳʭ IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʩʦʚʧʘʜʘʝʪ ʩ IP-ʘʜʨʝʩʦʤ ʰʣʶʟʘ, ʘ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʥʝ 
ʩʦʚʧʘʜʘʝʪ c MAC-ʘʜʨʝʩʦʤ ʰʣʶʟʘ, ʙʫʜʫʪ ʦʪʙʨʘʩʳʚʘʪʴʩʷ. ASP ʠʛʥʦʨʠʨʫʝʪ ARP-ʧʘʢʝʪʳ, ʝʩʣʠ IP-
ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʥʝ ʩʦʚʧʘʜʘʝʪ ʩ ʥʘʩʪʨʦʝʥʥʳʤ IP-ʘʜʨʝʩʦʤ ʰʣʶʟʘ. 

ɽʩʣʠ ʘʜʨʝʩ ARP ʩʦʚʧʘʜʘʝʪ ʩ ʥʘʩʪʨʦʝʥʥʳʤ IP-ʘʜʨʝʩʦʤ ʰʣʶʟʘ, ʄɸʉ-ʘʜʨʝʩʦʤ ʠ ʩʧʠʩʢʦʤ ʧʦʨʪʦʚ, ʪʦ 
ʧʨʦʚʝʨʢʘ Dynamic ARP Inspection (DAI) ʙʫʜʝʪ ʠʛʥʦʨʠʨʦʚʘʪʴʩʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ ʷʚʣʷʝʪʩʷ ʣʠ 
ʧʦʨʪ ARP ʜʦʚʝʨʝʥʥʳʤ ʠʣʠ ʥʝʪ. 

ʋʢʘʟʘʪʴ ʤʦʞʥʦ ʪʦʣʴʢʦ ʬʠʟʠʯʝʩʢʠʝ ʧʦʨʪʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʥʘʩʪʨʦʡʢʠ ʟʘʧʠʩʠ ARP Spoofing Prevention ʩ IP-ʘʜʨʝʩʦʤ 
10.254.254.251 ʠ ʄɸʉ-ʘʜʨʝʩʦʤ 00-00-00-11-11-11 ʜʣʷ Ethernet-ʧʦʨʪʘ 1/0/1. 
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6.2. show ip arp spoofing-prevention 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʥʘʩʪʨʦʝʢ ARP Spoofing Prevention. 

 show ip arp spoofing-prevention 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʩʝʭ ʟʘʧʠʩʝʡ ARP Spoofing Prevention. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʚʩʝʭ ʟʘʧʠʩʝʡ ARP Spoofing Prevention. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

IP IP-ʘʜʨʝʩ ʰʣʶʟʘ. 

MAC ʄɸʉ-ʘʜʨʝʩ ʰʣʶʟʘ. 

Interfaces ʀʥʪʝʨʬʝʡʩʳ, ʥʘ ʢʦʪʦʨʳʭ ʘʢʪʠʚʥʘ ʬʫʥʢʮʠʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ 
ARP Spoofing. 
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7. ʂʦʤʘʥʜʳ Authentication, Authorization ʠ Accounting (AAA) 

7.1. aaa accounting commands 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
ʚʩʝʭ ʢʦʤʘʥʜ ʥʘ ʫʢʘʟʘʥʥʦʤ ʫʨʦʚʥʝ ʧʨʠʚʠʣʝʛʠʡ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ 
ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ. 

 aaa accounting commands LEVEL {default | LIST-NAME} start-stop METHOD1 
[METHOD2...] 

 no aaa accounting commands LEVEL {default | LIST-NAME} 

ʇʘʨʘʤʝʪʨʳ 

LEVEL ʋʢʘʞʠʪʝ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʥʘ ʢʦʪʦʨʦʤ ʥʝʦʙʭʦʜʠʤʦ ʘʢʪʠʚʠʨʦʚʘʪʴ 
ʘʢʢʘʫʥʪʠʥʛ ʜʣʷ ʚʩʝʭ ʢʦʤʘʥʜ configure. ɼʦʧʫʩʪʠʤʳʝ ʫʨʦʚʥʠ 
ʧʨʠʚʠʣʝʛʠʡ: ʦʪ 1 ʜʦ 15. 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

LIST-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ (ʥʝ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ). 

METHOD1 [METHOD2...] ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʢʢʘʫʥʪʠʥʛʘ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ ʜʦ 
ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ 
ʩʣʦʚʘ. 

group tacacs+ - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
TACACS+ server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, 
ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʦʤʘʥʜʦʡ aaa group server tacacs+. 

none - ʘʢʢʘʫʥʪʠʥʛ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʢʢʘʫʥʪʠʥʛʘ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʢʦʤʘʥʜ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʜʣʷ ʫʨʦʚʥʷ ʧʨʠʚʠʣʝʛʠʡ 15, 
ʠʩʧʦʣʴʟʫʷ TACACS+, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ accounting-ʩʦʦʙʱʝʥʠʷ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʚʭʦʜʠʪ ʠ ʚʳʭʦʜʠʪ ʠʟ ʩʠʩʪʝʤʳ.  
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7.2. aaa accounting exec 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ 
ʩʝʩʩʠʡ EXEC ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʪʝʨʤʠʥʘʣʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʘʢʢʘʫʥʪʠʥʛʘ 
EXEC. 

 aaa accounting exec {default | LIST-NAME} start-stop METHOD1 [METHOD2...] 

 no aaa accounting exec {default | LIST-NAME} 

ʇʘʨʘʤʝʪʨʳ 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ EXEC 
ʧʦ ʫʤʦʣʯʘʥʠʶ. 

LIST-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ (ʥʝ ʙʦʣʝʝ 32 ʩʠʤʚʦʣʦʚ). 

METHOD1 [METHOD2...] ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʢʢʘʫʥʪʠʥʛʘ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ ʜʦ 
ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ 
ʩʣʦʚʘ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group tacacs+ - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
TACACS+ server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, 
ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʘʢʢʘʫʥʪʠʥʛ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʢʢʘʫʥʪʠʥʛʘ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʩʝʩʩʠʡ EXEC. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ ʜʝʡʩʪʚʠʡ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʩʧʦʣʴʟʫʷ RADIUS, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ accounting-ʩʦʦʙʱʝʥʠʷ, ʢʦʛʜʘ 
ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʪ ʠ ʚʳʭʦʜʠʪ ʠʟ ʩʠʩʪʝʤʳ. 

 

7.3. aaa accounting network 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ ʜʝʡʩʪʚʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʠ ʧʦʣʫʯʝʥʠʠ ʜʦʩʪʫʧʘ ʢ 
ʩʝʪʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ. 

 aaa accounting network default start-stop METHOD1 [METHOD2...] 
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 no aaa accounting network default 

ʇʘʨʘʤʝʪʨʳ 

network ʋʢʘʞʠʪʝ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ ʩʝʨʚʠʩʥʳʭ ʟʘʧʨʦʩʦʚ, ʢʘʩʘʶʱʠʭʩʷ ʩʝʪʠ. 

start-stop ʋʢʘʟʳʚʘʝʪ ʥʘ ʦʪʧʨʘʚʢʫ accounting-ʩʦʦʙʱʝʥʠʡ ʢʘʢ ʧʨʠ ʚʭʦʜʝ, ʪʘʢ ʠ ʧʨʠ 
ʚʳʭʦʜʝ ʠʟ ʩʠʩʪʝʤʳ. ʇʦʣʴʟʦʚʘʪʝʣʷʤ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʥʝʟʘʚʠʩʠʤʦ 
ʦʪ ʪʦʛʦ, ʫʩʧʝʰʥʦ ʣʠ ʘʢʪʠʚʠʨʦʚʘʥ ʘʢʢʢʘʫʥʪʠʥʛ ʧʨʠ ʦʪʧʨʘʚʢʝ ʥʘʯʘʣʴʥʦʛʦ 
accounting-ʩʦʦʙʱʝʥʠʷ. 

default ʋʢʘʟʳʚʘʝʪ ʥʘ ʥʘʩʪʨʦʡʢʫ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʩʝʪʝʚʳʭ ʨʝʩʫʨʩʦʚ 
ʧʦ ʫʤʦʣʯʘʥʠʶ. 

METHOD1 
[METHOD2...] 

ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʢʢʘʫʥʪʠʥʛʘ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ ʜʦ 
ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group tacacs+ - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
TACACS+ server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʘʢʢʘʫʥʪʠʥʛ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʢʢʘʫʥʪʠʥʛʘ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʜʣʷ ʧʣʘʪʳ ʟʘ 
ʦʙʝʩʧʝʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ. ʏʪʦʙʳ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ, 
ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ AAA, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa new-model. ʉʠʩʪʝʤʘ ʘʢʢʘʫʥʪʠʥʛʘ 
ʚʳʢʣʶʯʝʥʘ, ʝʩʣʠ ʥʝ ʥʘʩʪʨʦʝʥ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʘʢʢʘʫʥʪʠʥʛ ʧʣʘʪʳ ʟʘ ʦʙʝʩʧʝʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ, 
ʠʩʧʦʣʴʟʫʷ RADIUS, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ accounting-ʩʦʦʙʱʝʥʠʷ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʪ 
ʠ ʦʪʢʣʶʯʘʝʪʩʷ ʦʪ ʩʠʩʪʝʤʳ. 

 

7.4. aaa accounting system 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ ʩʦʙʳʪʠʡ ʩʠʩʪʝʤʳ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ 
ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ. 

 aaa accounting system default start-stop METHOD1 [METHOD2...] 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

103 

 

 no aaa accounting system default 

ʇʘʨʘʤʝʪʨʳ 

system ʋʢʘʟʳʚʘʝʪ ʥʘ ʚʳʧʦʣʥʝʥʠʝ ʘʢʢʘʫʥʪʠʥʛʘ ʩʦʙʳʪʠʡ ʩʠʩʪʝʤʥʦʛʦ ʫʨʦʚʥʷ. 

start-stop ʋʢʘʟʳʚʘʝʪ ʥʘ ʦʪʧʨʘʚʢʫ accounting-ʩʦʦʙʱʝʥʠʡ ʢʘʢ ʧʨʠ ʚʭʦʜʝ, ʪʘʢ ʠ ʧʨʠ 
ʚʳʭʦʜʝ ʠʟ ʩʠʩʪʝʤʳ. ʇʦʣʴʟʦʚʘʪʝʣʷʤ ʨʘʟʨʝʰʝʥ ʜʦʩʪʫʧ ʢ ʩʝʪʠ 
ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʫʩʧʝʰʥʦ ʣʠ ʘʢʪʠʚʠʨʦʚʘʥ ʘʢʢʢʘʫʥʪʠʥʛ ʧʨʠ ʦʪʧʨʘʚʢʝ 
ʥʘʯʘʣʴʥʦʛʦ accounting-ʩʦʦʙʱʝʥʠʷ. 

default ʋʢʘʟʳʚʘʝʪ ʥʘ ʥʘʩʪʨʦʡʢʫ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʩʠʩʪʝʤʥʳʭ 
ʨʝʩʫʨʩʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

METHOD1 
[METHOD2...] 

ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ  
ʘʢʢʘʫʥʪʠʥʛʘ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ ʜʦ 
ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group tacacs+ - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
TACACS+ server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʘʢʢʘʫʥʪʠʥʛ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʢʢʘʫʥʪʠʥʛʘ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʜʣʷ ʩʦʙʳʪʠʡ ʩʠʩʪʝʤʳ, 
ʪʘʢʠʭ ʢʘʢ ʧʝʨʝʟʘʛʨʫʟʢʘ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʟʘʚʦʜʩʢʠʭ ʥʘʩʪʨʦʝʢ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʜʨ. ʏʪʦʙʳ ʩʧʠʩʦʢ 
ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ AAA, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa 
new-model. ʉʠʩʪʝʤʘ ʘʢʢʘʫʥʪʠʥʛʘ ʚʳʢʣʶʯʝʥʘ, ʝʩʣʠ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʥʘʩʪʨʦʝʥ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʘʢʢʘʫʥʪʠʥʛ ʩʦʙʳʪʠʡ ʩʠʩʪʝʤʳ, ʠʩʧʦʣʴʟʫʷ RADIUS, 
ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʪʧʨʘʚʣʷʪʴ accounting-ʩʦʦʙʱʝʥʠʷ. 

 

7.5. aaa authentication enable 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 
ʜʦʩʪʫʧʘ ʢ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʫʨʦʚʥʶ EXEC. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ 
ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 aaa authentication enable default METHOD1 [METHOD2...] 

 no aaa authentication enable default 
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ʇʘʨʘʤʝʪʨʳ 

METHOD1 
[METHOD2...] 

ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ ʜʦ 
ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ. 

enable - ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʦʢʘʣʴʥʳʡ ʧʘʨʦʣʴ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group tacacs+ - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
TACACS+ server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʢʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʳʡ ʤʝʪʦʜ ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʧʦʩʣʝʜʥʠʤ. 
ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʡʜʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʵʪʦ ʥʝ ʟʘʧʨʝʱʝʥʦ ʝʤʫ 
ʧʨʝʜʳʜʫʱʠʤ ʤʝʪʦʜʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, 
ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʜʦʩʪʫʧ ʢ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʤʫ ʫʨʦʚʥʶ EXEC ʧʨʠ ʚʚʦʜʝ ʢʦʤʘʥʜʳ enable 
[privilege LEVEL]. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ RADIUS-ʩʝʨʚʝʨʘ ʦʩʥʦʚʘʥʘ ʥʘ ʫʨʦʚʥʝ 
ʧʨʠʚʠʣʝʛʠʡ ʠ ʚ ʢʘʯʝʩʪʚʝ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʩʧʦʣʴʟʫʝʪ ñenable12ò ʠʣʠ ñenable15ò. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 
ʄʝʪʦʜ ʨʘʙʦʪʘʝʪ ʩ ʛʨʫʧʧʦʡ ʩʝʨʚʝʨʦʚ ñgroup2ò. 

 

7.6. aaa authentication dot1x 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 802.1X. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 aaa authentication dot1x default METHOD1 [METHOD2...] 

 no aaa authentication dot1x default 

ʇʘʨʘʤʝʪʨʳ 
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METHOD1 
[METHOD2...] 

ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ ʜʦ 
ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ. 

local - ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʦʢʘʣʴʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʢʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʳʡ ʤʝʪʦʜ ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʧʦʩʣʝʜʥʠʤ. 
ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʡʜʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʵʪʦ ʥʝ ʟʘʧʨʝʱʝʥʦ ʝʤʫ 
ʧʨʝʜʳʜʫʱʠʤ ʤʝʪʦʜʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
802.1X. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʟʘʧʨʦʩʦʚ 802.1X ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʥʘ ʦʩʥʦʚʝ ʣʦʢʘʣʴʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ dot1X. 

 

7.7. aaa authentication login 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʚʭʦʜʝ ʚ 
ʩʠʩʪʝʤʫ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ. 

 aaa authentication login {default | LIST-NAME} METHOD1 [METHOD2é] 

 no aaa authentication login {default | LIST-NAME} 

ʇʘʨʘʤʝʪʨʳ 

default ʋʢʘʟʳʚʘʝʪʩʷ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʧʠʩʦʢ 
ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

LIST-NAME ʋʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʦʪʣʠʯʥʦʛʦ ʦʪ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. ɼʣʠʥʘ ʠʤʝʥʠ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 32 ʩʠʤʚʦʣʦʚ. 

METHOD1 [METHOD2...] ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ 
ʜʦ ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ. 

local - ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʦʢʘʣʴʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
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RADIUS server host. 

group tacacs+ - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
TACACS+ server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʢʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʳʡ ʤʝʪʦʜ ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʧʦʩʣʝʜʥʠʤ. 
ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʡʜʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʵʪʦ ʥʝ ʟʘʧʨʝʱʝʥʦ ʝʤʫ 
ʧʨʝʜʳʜʫʱʠʤ ʤʝʪʦʜʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʧʨʠ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ. ʄʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʥʝʩʢʦʣʴʢʦ ʩʧʠʩʢʦʚ ʤʝʪʦʜʦʚ. ɼʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʩʧʠʩʢʘ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɽʩʣʠ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʟʘʜʘʥ ʥʝʩʫʱʝʩʪʚʫʶʱʠʡ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʪʦ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʚʳʧʦʣʥʷʝʪʩʷ ʥʘ ʦʩʥʦʚʝ ʣʦʢʘʣʴʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʇʨʠ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ ʩ ʜʘʥʥʳʤ ʪʠʧʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʦʚʝʨʷʝʪʩʷ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, ʘ 
ʪʘʢʞʝ ʥʘʟʥʘʯʘʝʪʩʷ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʦʩʥʦʚʝ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʉʧʠʩʦʢ ʤʝʪʦʜʦʚ ʷʚʣʷʝʪʩʷ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʳʤ ʩʧʠʩʢʦʤ, ʦʧʠʩʳʚʘʶʱʠʤ ʤʝʪʦʜʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, 
ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʟʘʧʨʘʰʠʚʘʪʴʩʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ. ʉʧʠʩʢʠ 
ʤʝʪʦʜʦʚ ʧʦʟʚʦʣʷʶʪ ʥʘʟʥʘʯʠʪʴ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʨʦʪʦʢʦʣʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʯʪʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʨʝʟʝʨʚʥʫʶ ʩʠʩʪʝʤʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ 
ʩʣʫʯʘʝ ʩʙʦʷ ʠʩʭʦʜʥʦʛʦ ʤʝʪʦʜʘ. ɼʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʝʨʚʳʡ ʤʝʪʦʜ 
ʚ ʩʧʠʩʢʝ. ɽʩʣʠ ʵʪʦʪ ʤʝʪʦʜ ʥʝ ʦʪʚʝʯʘʝʪ, ʩʠʩʪʝʤʘ ʧʝʨʝʭʦʜʠʪ ʢ ʩʣʝʜʫʶʱʝʤʫ ʤʝʪʦʜʫ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʩʧʠʩʢʝ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʧʨʦʜʦʣʞʘʝʪʩʷ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʥʝ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ 
ʫʩʧʝʰʥʦʝ ʩʦʝʜʠʥʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʤʝʪʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʟ ʩʧʠʩʢʘ, ʠʣʠ ʧʦʢʘ ʚʩʝ ʤʝʪʦʜʳ, 
ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚ ʩʧʠʩʢʝ, ʥʝ ʙʫʜʫʪ ʠʩʯʝʨʧʘʥʳ. 

ʉʠʩʪʝʤʘ ʧʝʨʝʭʦʜʠʪ ʢ ʩʣʝʜʫʶʱʝʤʫ ʤʝʪʦʜʫ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ ʩʧʠʩʢʫ, ʪʦʣʴʢʦ ʢʦʛʜʘ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ ʤʝʪʦʜʘ ʥʝ ʧʦʩʪʫʧʘʝʪ ʦʪʚʝʪʘ. ɽʩʣʠ ʚ ʣʶʙʦʡ ʤʦʤʝʥʪ ʜʘʥʥʦʛʦ ʮʠʢʣʘ ʧʨʦʠʩʭʦʜʠʪ ʩʙʦʡ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʪ.ʝ. ʩʝʨʚʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʣʦʢʘʣʴʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ ʦʪʚʝʯʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ 
ʦʪʢʘʟʦʤ ʚ ʜʦʩʪʫʧʝ, ʪʦ ʧʨʦʮʝʩʩ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ, ʠ ʜʨʫʛʠʝ ʤʝʪʦʜʳ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʘʣʴʰʝ ʥʝ ʧʨʠʤʝʥʷʶʪʩʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʧʨʠ ʧʦʧʳʪʢʝ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. 

 

7.8. aaa authentication mac-auth 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ MAC-ʘʜʨʝʩʘʤ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

107 

 

 aaa authentication mac-auth default METHOD1 [METHOD2...] 

 no aaa authentication mac-auth default 

 

ʇʘʨʘʤʝʪʨʳ 

METHOD1 
[METHOD2...] 

ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ 
ʜʦ ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ. 

local - ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʦʢʘʣʴʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʢʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʳʡ ʤʝʪʦʜ ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʧʦʩʣʝʜʥʠʤ.  
ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʡʜʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʵʪʦ ʥʝ ʟʘʧʨʝʱʝʥʦ ʝʤʫ 
ʧʨʝʜʳʜʫʱʠʤ ʤʝʪʦʜʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦ MAC-ʘʜʨʝʩʘʤ. ʀʟʥʘʯʘʣʴʥʦ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʥʘʩʪʨʦʝʥ. 
ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ ʟʘʧʨʦʩʦʚ MAC ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʥʘ ʦʩʥʦʚʝ ʣʦʢʘʣʴʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ mac-auth. 

 

7.9. aaa authentication web-auth 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
Web-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 aaa authentication web-auth default METHOD1 [METHOD2...] 

 no aaa authentication web-auth default 

ʇʘʨʘʤʝʪʨʳ 
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METHOD1 [METHOD2...] ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʘʣʛʦʨʠʪʤʫ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʟʘʜʘʥʥʦʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠ. ɺʚʝʜʠʪʝ ʦʪ ʦʜʥʦʛʦ 
ʜʦ ʯʝʪʳʨʝʭ ʤʝʪʦʜʦʚ. ɼʣʷ ʫʩʪʘʥʦʚʢʠ ʤʝʪʦʜʘ ʠʩʧʦʣʴʟʫʡʪʝ ʢʣʶʯʝʚʳʝ 
ʩʣʦʚʘ. 

local - ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʦʢʘʣʴʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ. 

group radius - ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʝʨʚʝʨʳ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʦʤʘʥʜʦʡ 
RADIUS server host. 

group GROUP-NAME - ʠʩʧʦʣʴʟʫʶʪʩʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʧʨʝʜʝʣʝʥʥʳʝ 
ʢʦʤʘʥʜʦʡ AAA group server. 

none - ʢʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʳʡ ʤʝʪʦʜ ʫʢʘʟʳʚʘʝʪʩʷ ʚ ʩʧʠʩʢʝ ʧʦʩʣʝʜʥʠʤ. 
ʇʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʡʜʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʝʩʣʠ ʵʪʦ ʥʝ ʟʘʧʨʝʱʝʥʦ ʝʤʫ 
ʧʨʝʜʳʜʫʱʠʤ ʤʝʪʦʜʦʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʝʪʦʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
Web-ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʀʟʥʘʯʘʣʴʥʦ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʝ ʥʘʩʪʨʦʝʥ. ɸʫʪʝʥʪʠʬʠʢʘʮʠʷ 
ʟʘʧʨʦʩʦʚ web-auth ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʥʘ ʦʩʥʦʚʝ ʣʦʢʘʣʴʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ web-auth. 

 

7.10. aaa group server radius 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ RADIUS ʠ ʧʨʠʚʷʟʢʠ 
ʩʝʨʚʝʨʦʚ ʢ ʛʨʫʧʧʝ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ RADIUS. 

 aaa group server radius GROUP-NAME 

 no aaa group server radius GROUP-NAME 

ʇʘʨʘʤʝʪʨʳ 

GROUP-NAME ʀʤʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ. ɼʣʠʥʘ ʠʤʝʥʠ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 32 ʩʠʤʚʦʣʦʚ. 
ʉʠʥʪʘʢʩʠʩʦʤ ʷʚʣʷʝʪʩʷ ʦʙʳʯʥʘʷ ʩʪʨʦʢʘ ʙʝʟ ʧʨʦʙʝʣʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɻʨʫʧʧʘ ʩʝʨʚʝʨʦʚ AAA ʥʝ ʥʘʩʪʨʦʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ RADIUS. ʉʦʟʜʘʥʥʘʷ ʛʨʫʧʧʘ 
ʩʝʨʚʝʨʦʚ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʩʧʠʩʢʦʚ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ 
ʘʢʢʘʫʥʪʠʥʛʘ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ aaa authentication ʠ aaa accounting. ʊʘʢʞʝ ʠʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ 
ʢʦʤʘʥʜʫ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ RADIUS (RADIUS Group Server 
Configuration Mode). ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ server ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʝʨʚʝʨʦʚ RADIUS ʢ ʛʨʫʧʧʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʛʨʫʧʧʫ ʩʝʨʚʝʨʦʚ RADIUS ʩ ʜʚʫʤʷ ʟʘʧʠʩʷʤʠ. ɺʪʦʨʘʷ 
ʟʘʧʠʩʴ ʚʳʩʪʫʧʘʝʪ ʚ ʢʘʯʝʩʪʚʝ ʨʝʟʝʨʚʥʦʡ ʜʣʷ ʧʝʨʚʦʡ ʟʘʧʠʩʠ. 

 

7.11. aaa group server tacacs+ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ TACACS+ ʠ 
ʧʨʠʚʷʟʢʠ ʩʝʨʚʝʨʦʚ ʢ ʛʨʫʧʧʝ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ TACACS+. 

 aaa group server tacacs+ GROUP-NAME 

 no aaa group server tacacs+ GROUP-NAME 

ʇʘʨʘʤʝʪʨʳ 

GROUP-NAME ʀʤʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ. ɼʣʠʥʘ ʠʤʝʥʠ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 32 ʩʠʤʚʦʣʦʚ. 
ʉʠʥʪʘʢʩʠʩʦʤ ʷʚʣʷʝʪʩʷ ʦʙʳʯʥʘʷ ʩʪʨʦʢʘ ʙʝʟ ʧʨʦʙʝʣʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɻʨʫʧʧʘ ʩʝʨʚʝʨʦʚ AAA ʥʝ ʥʘʩʪʨʦʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ TACACS+. 
ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ server ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʝʨʚʝʨʦʚ TACACS+ ʢ ʛʨʫʧʧʝ. ɿʘʜʘʥʥʘʷ ʛʨʫʧʧʘ 
ʩʝʨʚʝʨʦʚ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ ʘʢʢʘʫʥʪʠʥʛʘ ʩ 
ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ aaa authentication ʠ aaa accounting. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʛʨʫʧʧʫ ʩʝʨʚʝʨʦʚ TACACS+ ʩ ʜʚʫʤʷ ʟʘʧʠʩʷʤʠ. 
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7.12. aaa new-model 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ AAA ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʘʢʢʘʫʥʪʠʥʛʘ. 
ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ AAA. 

 aaa new-model 

no aaa new-model 

 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ  

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ aaa new-model ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ AAA. ʌʫʥʢʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ 
ʚʢʣʶʯʝʥʘ ʜʦ ʪʦʛʦ, ʢʘʢ ʥʘʯʥʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʘʢʢʘʫʥʪʠʥʛ ʧʦ ʩʧʠʩʢʘʤ ʤʝʪʦʜʦʚ AAA. 
ɽʩʣʠ ʬʫʥʢʮʠʷ AAA ʦʪʢʣʶʯʝʥʘ, ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʫʜʝʪ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥ ʯʝʨʝʟ ʣʦʢʘʣʴʥʫʶ ʪʘʙʣʠʮʫ 
ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʩʦʟʜʘʥʥʫʶ ʢʦʤʘʥʜʦʡ username. ʇʘʨʦʣʴ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʙʫʜʝʪ 
ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥ ʯʝʨʝʟ ʣʦʢʘʣʴʥʫʶ ʪʘʙʣʠʮʫ, ʢʦʪʦʨʘʷ ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʦʤʘʥʜʦʡ enable password. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ AAA. 

 

7.13. accounting commands 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ 
ʢʦʤʘʥʜ ʯʝʨʝʟ ʢʦʥʢʨʝʪʥʫʶ ʩʝʩʩʠʶ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʘʢʢʘʫʥʪʠʥʛʘ ʢʦʤʘʥʜ. 

 accounting commands LEVEL {default | METHOD-LIST} 

 no accounting commands LEVEL 

ʇʘʨʘʤʝʪʨʳ 

LEVEL ʋʢʘʞʠʪʝ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ, ʥʘ ʢʦʪʦʨʦʤ ʥʝʦʙʭʦʜʠʤ ʘʢʢʘʫʥʪʠʥʛ ʚʩʝʭ 
ʢʦʤʘʥʜ configure. ɼʦʧʫʩʪʠʤʳʝ ʫʨʦʚʥʠ ʧʨʠʚʠʣʝʛʠʡ: ʦʪ 1 ʜʦ 15. 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʚʝʜʝʥʠʷ ʘʢʢʘʫʥʪʠʥʛʘ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

METHOD-LIST ʀʤʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 
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Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜ r

ʏʪʦʙʳ ʘʢʢʘʫʥʪʠʥʛ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ AAA, 
ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa new-model. ɿʘʨʘʥʝʝ ʩʦʟʜʘʡʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 
aaa accounting commands. ɽʩʣʠ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ. 
ɼʦʩʪʫʧʥʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʘʟʥʳʭ ʩʧʠʩʢʦʚ ʤʝʪʦʜʦʚ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ ʢʦʤʘʥʜ ʥʘ ʨʘʟʥʳʭ ʫʨʦʚʥʷʭ. 
ɼʣʷ ʦʜʥʦʛʦ ʫʨʦʚʥʷ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥ ʪʦʣʴʢʦ ʦʜʠʥ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʘʢʢʘʫʥʪʠʥʛ ʢʦʤʘʥʜ, ʚʚʦʜʠʤʳʭ ʯʝʨʝʟ ʢʦʥʩʦʣʴ, ʥʘ 15 
ʫʨʦʚʥʝ ʧʨʠʚʠʣʝʛʠʡ, ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ñcmd-15ò. 

 

7.14. accounting exec 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ 
EXEC ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʩʝʩʩʠʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʜʘʥʥʦʡ ʦʧʮʠʠ. 

 accounting exec {default | METHOD-LIST} 

 no accounting exec 

ʇʘʨʘʤʝʪʨʳ 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

METHOD-LIST ʀʤʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʏʪʦʙʳ ʘʢʢʘʫʥʪʠʥʛ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ AAA, 
ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa new-model. ɿʘʨʘʥʝʝ ʩʦʟʜʘʡʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 
aaa accounting exec. ɽʩʣʠ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʘʢʢʘʫʥʪʠʥʛʘ EXEC ʩ ʠʤʝʥʝʤ ñlist-1ò, 
ʠʩʧʦʣʴʟʫʶʱʠʡ ʩʝʨʚʝʨ RADIUS. ɽʩʣʠ ʩʝʨʚʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʦʪʚʝʯʘʝʪ, ʘʢʢʘʫʥʪʠʥʛ ʥʝ 
ʚʳʧʦʣʥʷʝʪʩʷ. ʇʦʩʣʝ ʥʘʩʪʨʦʡʢʠ ʘʢʢʘʫʥʪʠʥʛ EXEC ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʢʦʥʩʦʣʠ. 
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7.15. clear aaa counters servers 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʙʨʦʩʘ ʩʯʝʪʯʠʢʦʚ ʩʪʘʪʠʩʪʠʢʠ ʩʝʨʚʝʨʦʚ AAA. 

 clear aaa counters servers {all | radius {IP-ADDRESS| IPV6-ADDRESS | all} | tacacs {IP-
ADDRESS | IPV6-ADDRESS | all} | sg NAME} 

ʇʘʨʘʤʝʪʨʳ 

all ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ ʩʝʨʚʝʨʦʚ. 

radius IP-ADDRESS ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʟʘʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ RADIUS IPv4. 

radius IPV6-ADDRESS ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʟʘʜʥʥʦʛʦ ʩʝʨʚʝʨʘ RADIUS IPv6. 

radius all ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ ʩʝʨʚʝʨʦʚ RADIUS. 

tacacs IP-ADDRESS ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʟʘʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ TACACS IPv4. 

tacacs IPV6-ADDRESS ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʟʘʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ TACACS IPv6. 

tacacs all ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ ʩʝʨʚʝʨʦʚ TACACS. 

sg NAME ʆʙʥʫʣʷʝʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ ʩʝʨʚʝʨʦʚ ʚ ʫʢʘʟʘʥʥʦʡ ʛʨʫʧʧʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʩʙʨʦʩʘ ʩʯʝʪʯʠʢʦʚ ʩʪʘʪʠʩʪʠʢʠ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʩʝʨʚʝʨʘʤ AAA. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʙʨʦʩʠʪʴ ʩʯʝʪʯʠʢʠ ʩʝʨʚʝʨʦʚ AAA. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʩʯʝʪʯʠʢʦʚ ʩʝʨʚʝʨʦʚ AAA ʜʣʷ ʚʩʝʭ ʫʟʣʦʚ ʚ 
ʛʨʫʧʧʝ ʩʝʨʚʝʨʦʚ ñserver-farmò. 

7.16. ip http authentication aaa login-authentication 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ AAA ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ HTTP-ʩʝʨʚʝʨʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʚʦʟʚʨʘʪʘ ʢ ʩʧʠʩʢʫ 
ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 
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 ip http authentication aaa login-authentication {default | METHOD-LIST} 

 no ip http authentication aaa login-authentication 

ʇʘʨʘʤʝʪʨʳ 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

METHOD-LIST ʋʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʦʧʨʝʜʝʣʥʥʦʛʦ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʦʧʮʠʷ default. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʏʪʦʙʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʚʩʪʫʧʠʣʘ ʚ ʩʠʣʫ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ 
AAA, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa new-model. ɿʘʨʘʥʝʝ ʩʦʟʜʘʡʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 
aaa authentication login. ɽʩʣʠ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ, ʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʩʦʟʜʘʥʥʦʤʫ ʢʦʤʘʥʜʦʡ 
aaa authentication login default.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʝʩʩʠʠ HTTP ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ 
ñWEB-METHODò ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʚʭʦʜʝ. 

 

7.17. ip http accounting exec 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʤʝʪʦʜʘ ʘʢʢʘʫʥʪʠʥʛʘ AAA ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 
HTTP-ʩʝʨʚʝʨʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip http accounting exec {default | METHOD-LIST} 

 no ip http accounting exec 

ʇʘʨʘʤʝʪʨʳ 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʚʝʜʝʥʠʷ ʘʢʢʘʫʥʪʠʥʛʘ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

METHOD-LIST ʋʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʏʪʦʙʳ ʘʢʢʘʫʥʪʠʥʛ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ AAA, 
ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa new-model. ɿʘʨʘʥʝʝ ʩʦʟʜʘʡʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 
aaa accounting exec. ɽʩʣʠ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʢʘʟʘʪʴ, ʯʪʦ ʤʝʪʦʜ, ʥʘʩʪʨʦʝʥʥʳʡ ʜʣʷ AAA, ʜʦʣʞʝʥ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ HTTP-ʩʝʨʚʝʨʘ. ʄʝʪʦʜ ʘʢʢʘʫʥʪʠʥʛʘ AAA ʥʘʩʪʨʦʝʥ 
ʢʘʢ ʤʝʪʦʜ ʘʢʢʘʫʥʪʠʥʛʘ RADIUS. 

 

7.18. ip radius source-interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ 
ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip radius source-interface INTERFACE-ID 

 no ip radius source-interface 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ʋʢʘʟʳʚʘʝʪʩʷ ʠʥʪʝʨʬʝʡʩ, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ IP-
ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʀʩʧʦʣʴʟʫʝʪʩʷ IP-ʘʜʨʝʩ ʙʣʠʞʘʡʰʝʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

Server Group Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜ rʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʠʩʪʦʯʥʠʢʘ ʫʢʘʟʘʥ 
ʢʘʢ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ (Global Configuration mode), ʪʘʢ ʠ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ (Group Server Configuration mode), ʪʦ ʠʥʪʝʨʬʝʡʩ ʠʩʪʦʯʥʠʢʘ, ʫʢʘʟʘʥʥʳʡ ʚ ʨʝʞʠʤʝ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʙʣʘʜʘʝʪ ʧʨʠʦʨʠʪʝʪʦʤ. 

ʂʦʛʜʘ ʩʝʨʚʝʨ ʥʘʭʦʜʠʪʩʷ ʥʘ ʧʦʨʪʫ ʫʧʨʘʚʣʝʥʠʷ Out-Of-Band, ʚ ʢʘʯʝʩʪʚʝ ʠʥʪʝʨʬʝʡʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ʟʘʧʨʦʩʦʚ ʥʘ ʧʦʨʪ ʫʧʨʘʚʣʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ (Interface 
ID) ʧʦʨʪʘ ʫʧʨʘʚʣʝʥʠʷ Out-Of-Band. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ VLAN100, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. 
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7.19. ip tacacs source-interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ TACACS. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ 
ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip tacacs source-interface INTERFACE-ID 

 no ip tacacs source-interface 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ʋʢʘʟʳʚʘʝʪʩʷ ʠʥʪʝʨʬʝʡʩ, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ IP-
ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ TACACS. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʀʩʧʦʣʴʟʫʝʪʩʷ IP-ʘʜʨʝʩ ʙʣʠʞʘʡʰʝʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

Server Group Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ TACACS. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ 
ʠʩʪʦʯʥʠʢʘ ʫʢʘʟʘʥ ʢʘʢ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʘʢ ʠ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʫʧʧʳ 
ʩʝʨʚʝʨʦʚ, ʪʦ ʠʥʪʝʨʬʝʡʩ ʠʩʪʦʯʥʠʢʘ, ʫʢʘʟʘʥʥʳʡ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, 
ʦʙʣʘʜʘʝʪ ʧʨʠʦʨʠʪʝʪʦʤ. 

ʂʦʛʜʘ ʩʝʨʚʝʨ ʥʘʭʦʜʠʪʩʷ ʥʘ ʧʦʨʪʫ ʫʧʨʘʚʣʝʥʠʷ Out-Of-Band, ʚ ʢʘʯʝʩʪʚʝ ʠʥʪʝʨʬʝʡʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʘ ʩ ʟʘʧʨʦʩʦʤ ʥʘ ʧʦʨʪ ʫʧʨʘʚʣʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ 
ʧʦʨʪʘ ʫʧʨʘʚʣʝʥʠʷ Out-Of-Band. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ VLAN100, ʯʝʡ IP-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ TACACS. 

7.20. ip vrf forwarding (server-group) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ VRF 
ʛʨʫʧʧʘʤ ʩʝʨʚʝʨʦʚ AAA RADIUS ʠʣʠ TACACS+. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ 
ʤʦʛʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʘʙʣʠʮʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip vrf forwarding VRF-NAME 

 no ip vrf forwarding 

ʇʘʨʘʤʝʪʨʳ 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

116 

 

VRF-NAME ʀʤ ̫VRF (Virtual Routing and Forwarding). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʛʣʦʙʘʣʴʥʘʷ ʪʘʙʣʠʮʘ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Server Group Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ VRF ʛʨʫʧʧʝ ʩʝʨʚʝʨʦʚ AAA RADIUS ʠʣʠ TACACS+. 
ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʝʨʚʝʨʳ AAA ʚ ʨʘʟʥʳʭ ʜʦʤʝʥʘʭ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʢʘʟʘʪʴ VRF ʜʣʷ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ RADIUS. 

 

7.21. ipv6 radius source-interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʯʝʡ IPv6-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʚ ʢʘʯʝʩʪʚʝ IPv6-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ 
ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ipv6 radius source-interface INTERFACE-ID 

 no ipv6 radius source-interface 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ʋʢʘʟʳʚʘʝʪʩʷ ʠʥʪʝʨʬʝʡʩ, ʯʝʡ IPv6-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ 
IPv6-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʀʩʧʦʣʴʟʫʝʪʩʷ IPv6-ʘʜʨʝʩ ʙʣʠʞʘʡʰʝʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

Server Group Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 
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ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ, ʯʝʡ IPv6-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 
ʚ ʢʘʯʝʩʪʚʝ IPv6-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʠʩʪʦʯʥʠʢʘ 
ʫʢʘʟʘʥ ʢʘʢ ʚ ʨʝʞʠʤʝ ʛʣʦʙʘʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʪʘʢ ʠ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, 
ʪʦ ʠʥʪʝʨʬʝʡʩ ʠʩʪʦʯʥʠʢʘ, ʫʢʘʟʘʥʥʳʡ ʚ ʨʝʞʠʤʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ, ʦʙʣʘʜʘʝʪ 
ʧʨʠʦʨʠʪʝʪʦʤ. 

ʂʦʛʜʘ ʩʝʨʚʝʨ ʥʘʭʦʜʠʪʩʷ ʥʘ ʧʦʨʪʫ ʫʧʨʘʚʣʝʥʠʷ Out-Of-Band, ʚ ʢʘʯʝʩʪʚʝ ʠʥʪʝʨʬʝʡʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ 
ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʘ ʩ ʟʘʧʨʦʩʦʤ ʥʘ ʧʦʨʪ ʫʧʨʘʚʣʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʫʢʘʟʘʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ 
(Interface ID) ʧʦʨʪʘ ʫʧʨʘʚʣʝʥʠʷ Out-Of-Band. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ VLAN100, ʯʝʡ IPv6-ʘʜʨʝʩ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ RADIUS. 

 

7.22. login authentication 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʚʭʦʜʝ ʜʣʷ ʢʦʥʢʨʝʪʥʦʡ ʩʝʩʩʠʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴʩʷ ʢ 
ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 login authentication {default | METHOD-LIST} 

 no login authentication 

ʇʘʨʘʤʝʪʨʳ 

default ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

METHOD-LIST ʋʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Line Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʏʪʦʙʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʚʩʪʫʧʠʣʘ ʚ ʩʠʣʫ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʚʢʣʶʯʠʪʝ ʬʫʥʢʮʠʶ 
AAA, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ aaa new-model. ɿʘʨʘʥʝʝ ʩʦʟʜʘʡʪʝ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ, ʠʩʧʦʣʴʟʫʷ ʢʦʤʘʥʜʫ 
aaa authentication login. ɽʩʣʠ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʦʪʩʫʪʩʪʚʫʝʪ, ʪʦ ʢʦʤʘʥʜʘ ʥʝ ʚʩʪʫʧʘʝʪ ʚ ʩʠʣʫ, ʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʧʦ ʩʧʠʩʢʫ ʤʝʪʦʜʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʩʦʟʜʘʥʥʦʤʫ ʢʦʤʘʥʜʦʡ aaa 
authentication login default. 

ʂʦʛʜʘ ʦʧʮʠʷ aaa new-model ʚʢʣʶʯʝʥʘ, ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʧʠʩʦʢ ʤʝʪʦʜʦʚ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʣʦʢʘʣʴʥʫʶ ʩʝʩʩʠʶ ʢʦʥʩʦʣʠ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ñCONSOLE-LINE-METHODò ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʨʠ ʚʭʦʜʝ. 
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7.23. radius-server attribute 4 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ IP-ʘʜʨʝʩʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ 
ʧʘʨʘʤʝʪʨʘ RADIUS attribute 4. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ IP-ʘʜʨʝʩʘ. 

 radius-server attribute 4 IP-ADDRESS 

 no radius-server attribute 4 IP-ADDRESS 

 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS IP-ʘʜʨʝʩ ʜʣʷ RADIUS attribute 4. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ IP-ʘʜʨʝʩʦʤ ʷʚʣʷʝʪʩʷ IP-ʘʜʨʝʩ ʥʘ ʠʥʪʝʨʬʝʡʩʝ, ʢʦʪʦʨʳʡ ʧʦʜʢʣʶʯʘʝʪ NAS ʢ ʩʝʨʚʝʨʫ 
RADIUS. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʆʙʳʯʥʦ, ʢʦʛʜʘ ʥʘʩʪʨʦʝʥʘ ʢʦʤʘʥʜʘ ip radius source-interface, ʫʢʘʟʘʥʥʳʡ IP-ʘʜʨʝʩ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ 
IP-ʟʘʛʦʣʦʚʢʘʭ ʧʘʢʝʪʦʚ RADIUS, ʘ ʪʘʢʞʝ ʚ ʢʘʯʝʩʪʚʝ ʟʥʘʯʝʥʠʷ RADIUS attribute 4 address. 

ʆʜʥʘʢʦ ʢʦʛʜʘ ʥʘʩʪʨʦʝʥʘ ʢʦʤʘʥʜʘ radius-server attribute 4, ʫʢʘʟʘʥʥʳʡ IP-ʘʜʨʝʩ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ 
ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ RADIUS attribute 4 ʚʥʫʪʨʠ ʧʘʢʝʪʦʚ RADIUS. ʅʝ ʚʣʠʷʝʪ ʥʘ IP-ʘʜʨʝʩ ʚ IP-
ʟʘʛʦʣʦʚʢʘʭ ʧʘʢʝʪʦʚ RADIUS. 

ɽʩʣʠ ʥʘʩʪʨʦʝʥʳ ʦʙʝ ʢʦʤʘʥʜʳ, ʫʢʘʟʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ radius-server attribute 4 IP-ʘʜʨʝʩ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʘʜʨʝʩʘ RADIUS attribute 4 ʚʥʫʪʨʠ ʧʘʢʝʪʘ RADIUS. IP-ʘʜʨʝʩ ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ, ʟʘʜʘʥʥʳʡ ʚ ʢʦʤʘʥʜʝ ip radius-source interface, ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʚ 
IP-ʟʘʛʦʣʦʚʢʘʭ ʧʘʢʝʪʦʚ RADIUS. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ IP-ʘʜʨʝʩ 10.0.0.21 ʚ ʢʘʯʝʩʪʚʝ ʘʪʨʠʙʫʪʘ RADIUS NAS-
IP-Address. 

 

7.24. radius-server deadtime 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʚʘʣʘ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ 
ʨʘʟʨʝʰʘʝʪʩʷ ʧʨʦʧʫʩʢʘʪʴ ʦʧʨʦʩ ʥʝʜʦʩʪʫʧʥʦʛʦ ʩʝʨʚʝʨʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ 
ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 radius-server deadtime MINUTES 

 no radius-server deadtime 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

119 

 

ʇʘʨʘʤʝʪʨʳ 

MINUTES ɺʨʝʤʷ ʧʨʦʩʪʦʷ. ɼʦʧʫʩʪʠʤʳʡ ʜʠʘʧʘʟʦʥ: ʦʪ 0 ʜʦ 1440 (24 ʯʘʩʘ). ɽʩʣʠ 
ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ 0, ʥʝʜʦʩʪʫʧʥʳʡ ʩʝʨʚʝʨ ʥʝ ʙʫʜʝʪ ʧʦʤʝʯʝʥ ʢʘʢ 
ʥʝʜʝʡʩʪʚʫʶʱʠʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʳʤ ʟʥʘʯʝʥʠʝʤ ʷʚʣʷʝʪʩʷ 0. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʦʧʪʠʤʠʟʠʨʦʚʘʪʴ ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩ ʧʦʤʦʱʴʶ 
ʫʩʪʘʥʦʚʢʠ ʚʨʝʤʝʥʠ ʧʨʦʩʪʦʷ (deadtime), ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʥʝʜʦʩʪʫʧʥʳʝ ʩʝʨʚʝʨʳ ʦʧʨʘʰʠʚʘʪʴʩʷ 
ʥʝ ʙʫʜʫʪ. 

ʂʦʛʜʘ ʩʠʩʪʝʤʘ ʚʳʧʦʣʥʷʝʪ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ ʧʦʤʦʱʴʶ ʩʝʨʚʝʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʦʥʘ ʧʨʦʙʫʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʞʜʳʡ ʩʝʨʚʝʨ ʧʦʦʯʝʨʝʜʥʦ. ɽʩʣʠ ʩʝʨʚʝʨ ʥʝ ʦʪʚʝʯʘʝʪ, ʩʠʩʪʝʤʘ ʙʫʜʝʪ ʧʨʦʙʦʚʘʪʴ 
ʩʣʝʜʫʶʱʠʡ ʩʝʨʚʝʨ. ʂʦʛʜʘ ʩʠʩʪʝʤʘ ʦʙʥʘʨʫʞʠʚʘʝʪ, ʯʪʦ ʩʝʨʚʝʨ ʥʝ ʦʪʚʝʯʘʝʪ, ʦʥʘ ʦʪʤʝʪʠʪ ʩʝʨʚʝʨ 
ʢʘʢ ʥʝʜʝʡʩʪʚʫʶʱʠʡ, ʟʘʧʫʩʪʠʪ ʪʘʡʤʝʨ ʚʨʝʤʝʥʠ ʧʨʦʩʪʦʷ ʠ ʧʨʦʧʫʩʪʠʪ ʪʘʢʦʡ ʩʝʨʚʝʨ ʧʨʠ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʩʣʝʜʫʶʱʠʭ ʟʘʧʨʦʩʦʚ ʜʦ ʠʩʪʝʯʝʥʠʷ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʧʨʦʩʪʦʷ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʚʨʝʤʷ ʧʨʦʩʪʦʷ ʥʘ 10 ʤʠʥʫʪ. 

 

7.25. radius-server host 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ RADIUS-ʩʝʨʚʝʨʘ ʚ ʩʧʠʩʦʢ ʠʩʧʦʣʴʟʫʝʤʳʭ 
ʩʝʨʚʝʨʦʚ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʝʨʚʝʨʘ. 

 radius-server host {IP-ADDRESS | IPV6-ADDRESS} [auth-port PORT] [acct-port PORT] 
[timeout SECONDS] [retransmit COUNT] key [0 | 7] KEY-STRING 

 no radius-server host {IP-ADDRESS | IPV6-ADDRESS} 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS IP-ʘʜʨʝʩ RADIUS-ʩʝʨʚʝʨʘ. 

IPV6-ADDRESS IPv6-ʘʜʨʝʩ RADIUS-ʩʝʨʚʝʨʘ. 

auth-port PORT-NUMBER (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʦʤʝʨ UDP-ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ 
ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɼʠʘʧʘʟʦʥ: ʦʪ 0 ʜʦ 65535. ʋʩʪʘʥʦʚʠʪʝ ʥʦʤʝʨ ʧʦʨʪʘ 
ʚ ʥʦʣʴ, ʝʩʣʠ ʩʝʨʚʝʨ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 
ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ: 1812. 

acct-port PORT-NUMBER (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʦʤʝʨ UDP-ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ 
ʘʢʢʘʫʥʪʠʥʛʘ. ɼʠʘʧʘʟʦʥ: ʦʪ 0 ʜʦ 65535. ʋʩʪʘʥʦʚʠʪʝ ʥʦʤʝʨ ʧʦʨʪʘ ʚ 
ʥʦʣʴ, ʝʩʣʠ ʩʝʨʚʝʨ ʥʝ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʘʢʢʘʫʥʪʠʥʛʘ. ɿʥʘʯʝʥʠʝ ʧʦ 
ʫʤʦʣʯʘʥʠʶ: 1813. 
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timeout SECONDS ɿʥʘʯʝʥʠʝ ʪʘʡʤ-ʘʫʪʘ ʩʝʨʚʝʨʘ. ɼʠʘʧʘʟʦʥ: ʦʪ 1 ʜʦ 255 ʩʝʢʫʥʜ. ɽʩʣʠ 
ʟʥʘʯʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, ʪʦ ʟʥʘʯʝʥʠʝʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ 5 
ʩʝʢʫʥʜ. 

retransmit COUNT (ʆʧʮʠʦʥʘʣʴʥʦ) ʂʦʣʠʯʝʩʪʚʦ ʧʦʚʪʦʨʥʳʭ ʧʝʨʝʜʘʯ ʟʘʧʨʦʩʦʚ ʥʘ ʩʝʨʚʝʨ, 
ʢʦʛʜʘ ʦʪʚʝʪ ʥʝ ʧʦʣʫʯʝʥ. ɿʥʘʯʝʥʠʝ: ʦʪ 0 ʜʦ 20. ʀʩʧʦʣʴʟʫʡʪʝ 0 ʜʣʷ 
ʦʪʢʣʶʯʝʥʠʷ ʧʦʚʪʦʨʥʦʡ ʧʝʨʝʜʘʯʠ. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʫʢʘʟʘʥʦ, ʪʦ 
ʟʥʘʯʝʥʠʝʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ 2. 

0 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʚ ʬʦʨʤʝ ʦʙʳʯʥʦʛʦ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 
ʪʝʢʩʪʘ. ʕʪʦ ʷʚʣʷʝʪʩʷ ʦʧʮʠʝʡ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

7 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʡ ʬʦʨʤʝ. 

key KEY-STRING ʂʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ. ɼʣʠʥʘ ʢʣʶʯʘ ʤʦʞʝʪ 
ʩʦʩʪʘʚʣʷʪʴ ʦʪ 1 ʜʦ 32 ʩʠʤʚʦʣʦʚ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʝʨ ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ RADIUS-ʩʝʨʚʝʨʦʚ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʦʥʠ ʤʦʛʫʪ ʙʳʪʴ 
ʩʚʷʟʘʥʳ ʩ ʛʨʫʧʧʦʡ ʩʝʨʚʝʨʦʚ RADIUS ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ server. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʜʚʘ RADIUS-ʩʝʨʚʝʨʘ ʩ ʨʘʟʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ. 

 

7.26. server (RADIUS) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ RADIUS-ʩʝʨʚʝʨʘ ʢ ʛʨʫʧʧʝ RADIUS-ʩʝʨʚʝʨʦʚ. 
ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʝʨʚʝʨʘ ʠʟ ʛʨʫʧʧʳ. 

 server {IP-ADDRESS | IPV6-ADDRESS} 

 no server {IP-ADDRESS | IPV6-ADDRESS} 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS IPv4-ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

IPV6-ADDRESS  IPv6-ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʝʨ ʥʝ ʥʘʩʪʨʦʝʥ. 
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

RADIUS Group Server Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ RADIUS (RADIUS 
Group Server Configuration Mode). ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ server ʜʣʷ ʧʨʠʚʷʟʢʠ RADIUS-ʩʝʨʚʝʨʘ ʢ 
ʛʨʫʧʧʝ ʩʝʨʚʝʨʦʚ RADIUS. ʆʧʨʝʜʝʣʝʥʥʘʷ ʛʨʫʧʧʘ ʩʝʨʚʝʨʦʚ ʤʦʞʝʪ ʙʳʪʴ ʫʢʘʟʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʩʧʠʩʢʘ 
ʤʝʪʦʜʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ ʘʢʢʘʫʥʪʠʥʛʘ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ aaa authentication ʠ 
aaa accounting. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ radius-server host ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʧʠʩʠ ʩʝʨʚʝʨʘ. ɼʘʥʥʘʷ 
ʟʘʧʠʩʴ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪʩʷ ʧʦ IP-ʘʜʨʝʩʫ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʜʚʘ RADIUS-ʩʝʨʚʝʨʘ ʩ ʨʘʟʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ, ʘ ʟʘʪʝʤ ʩʦʟʜʘʪʴ 
ʛʨʫʧʧʫ ʩʝʨʚʝʨʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʘʥʥʳʭ RADIUS-ʩʝʨʚʝʨʦʚ. 

 

7.27. server (TACACS+) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʝʨʚʝʨʘ TACACS+ ʢ ʛʨʫʧʧʝ ʩʝʨʚʝʨʦʚ. ʀʩʧʦʣʴʟʫʡʪʝ 
ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʝʨʚʝʨʘ ʠʟ ʛʨʫʧʧʳ. 

 server IP-ADDRESS 

 no server IP-ADDRESS 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS IPv4-ʘʜʨʝʩ ʩʝʨʚʝʨʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʩʝʨʚʝʨ ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

TACACS+ Group Server Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ aaa group server tacacs+ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ ʥʘʩʪʨʦʡʢʠ ʛʨʫʧʧʳ ʩʝʨʚʝʨʦʚ 
TACACS+ (TACACS+ Group Server Configuration Mode). ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ server ʜʣʷ ʧʨʠʚʷʟʢʠ 
ʩʝʨʚʝʨʘ TACACS+ ʢ ʛʨʫʧʧʝ ʩʝʨʚʝʨʦʚ TACACS+. ʆʧʨʝʜʝʣʝʥʥʘʷ ʛʨʫʧʧʘ ʩʝʨʚʝʨʦʚ ʤʦʞʝʪ ʙʳʪʴ 
ʫʢʘʟʘʥʘ ʚ ʢʘʯʝʩʪʚʝ ʩʧʠʩʢʘ ʤʝʪʦʜʦʚ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ ʘʢʢʘʫʥʪʠʥʛʘ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜ aaa 
authentication ʠ aaa accounting. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ tacacs-server host ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʧʠʩʠ 
ʩʝʨʚʝʨʘ. ɼʘʥʥʘʷ ʟʘʧʠʩʴ ʠʜʝʥʪʠʬʠʮʠʨʫʝʪʩʷ ʧʦ IP-ʘʜʨʝʩʫ. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʜʚʘ ʩʝʨʚʝʨʘ TACACS+ ʩ ʨʘʟʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ, ʘ ʟʘʪʝʤ 
ʩʦʟʜʘʪʴ ʛʨʫʧʧʫ ʩʝʨʚʝʨʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʜʘʥʥʳʭ ʩʝʨʚʝʨʦʚ TACACS+. 

 

7.28. show aaa 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʛʣʦʙʘʣʴʥʦʛʦ ʩʦʩʪʦʷʥʠʷ AAA. 

 show aaa 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʛʣʦʙʘʣʴʥʦʛʦ ʩʦʩʪʦʷʥʠʷ AAA. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʛʣʦʙʘʣʴʥʦʝ ʩʦʩʪʦʷʥʠʝ AAA. 

 

7.29. tacacs-server host 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʩʝʨʚʝʨʘ TACACS+ ʚ ʩʧʠʩʦʢ ʠʩʧʦʣʴʟʫʝʤʳʭ 
ʩʝʨʚʝʨʦʚ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʝʨʚʝʨʘ. 

 tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} [port PORT] [timeout SECONDS] key 
[0 | 7] KEY-STRING 

 no tacacs-server host {IP-ADDRESS | IPV6-ADDRESS} 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS IPv4-ʘʜʨʝʩ ʩʝʨʚʝʨʘ TACACS+. 

IPV6-ADDRESS IPv6-ʘʜʨʝʩ ʩʝʨʚʝʨʘ TACACS+. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

123 

 

port PORT-NUMBER (ʆʧʮʠʦʥʘʣʴʥʦ) ʅʦʤʝʨ UDP-ʧʦʨʪʘ ʥʘʟʥʘʯʝʥʠʷ ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʦʚ 
ʩ ʟʘʧʨʦʩʘʤʠ. ʅʦʤʝʨ ʧʦʨʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ: 49. ɼʠʘʧʘʟʦʥ: ʦʪ 1 ʜʦ 
65535. 

timeout SECONDS ɿʥʘʯʝʥʠʝ ʪʘʡʤ-ʘʫʪʘ ʩʝʨʚʝʨʘ. ɼʠʘʧʘʟʦʥ: ʦʪ 1 ʜʦ 255 ʩʝʢʫʥʜ. 
ɿʥʘʯʝʥʠʝʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʷʚʣʷʝʪʩʷ 5 ʩʝʢʫʥʜ. 

0 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʚ ʬʦʨʤʝ ʦʙʳʯʥʦʛʦ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ 
ʪʝʢʩʪʘ. ʕʪʦ ʷʚʣʷʝʪʩʷ ʦʧʮʠʝʡ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

7 (ʆʧʮʠʦʥʘʣʴʥʦ) ʇʘʨʦʣʴ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʡ ʬʦʨʤʝ. 

key KEY-STRING ʂʣʶʯ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʩʚʷʟʠ ʩ ʩʝʨʚʝʨʦʤ. ɼʣʠʥʘ ʢʣʶʯʘ ʤʦʞʝʪ 
ʩʦʩʪʘʚʣʷʪʴ ʦʪ 1 ʜʦ 254 ʩʠʤʚʦʣʦʚ ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ. 

 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʟʝʣ ʩʝʨʚʝʨʘ TACACS+ ʥʝ ʥʘʩʪʨʦʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ tacacs-server host ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʝʨʚʝʨʦʚ TACACS+ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʦʥʠ 
ʤʦʛʫʪ ʙʳʪʴ ʩʚʷʟʘʥʳ ʩ ʛʨʫʧʧʦʡ ʩʝʨʚʝʨʦʚ TACACS+ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ server. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʜʚʘ ʩʝʨʚʝʨʘ TACACS+ ʩ ʨʘʟʥʳʤʠ IP-ʘʜʨʝʩʘʤʠ. 

7.30. show radius statistics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʦʙʨʘʞʘʝʪ ʩʪʘʪʠʩʪʠʢʫ RADIUS ʜʣʷ ʧʘʢʝʪʦʚ ʘʢʢʘʫʥʪʠʥʛʘ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

 show radius statistics 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʯʝʪʯʠʢʦʚ ʩʪʘʪʠʩʪʠʢʠ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʩʝʨʚʝʨʘʤ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʩʯʝʪʯʠʢʠ ʩʪʘʪʠʩʪʠʢʠ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʩʝʨʚʝʨʘʤ. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

Auth. ʉʪʘʪʠʩʪʠʢʘ ʜʣʷ ʧʘʢʝʪʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

Acct. ʉʪʘʪʠʩʪʠʢʘ ʜʣʷ ʧʘʢʝʪʦʚ ʘʢʢʘʫʥʪʠʥʛʘ. 

Round Trip Time ʀʥʪʝʨʚʘʣ ʚʨʝʤʝʥʠ (ʚ ʩʦʪʳʭ ʜʦʣʷʭ ʩʝʢʫʥʜʳ) ʤʝʞʜʫ ʧʦʩʣʝʜʥʠʤ 
ʦʪʚʝʪʦʤ ʠ ʟʘʧʨʦʩʦʤ, ʢʦʪʦʨʳʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʝʤʫ, ʩ ʵʪʦʛʦ ʩʝʨʚʝʨʘ 
RADIUS. 

Access Requests ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Access-Request, ʦʪʧʨʘʚʣʝʥʥʳʭ ʥʘ 
ʜʘʥʥʳʡ ʩʝʨʚʝʨ. ʅʝ ʚʢʣʶʯʘʝʪ ʧʦʚʪʦʨʥʳʝ ʧʝʨʝʜʘʯʠ. 

Access Accepts ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Access-Accept (ʜʝʡʩʪʚʠʪʝʣʴʥʳʭ ʠʣʠ 
ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʭ), ʧʦʣʫʯʝʥʥʳʭ ʩ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. 

Access Rejects ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Access-Reject (ʜʝʡʩʪʚʠʪʝʣʴʥʳʭ ʠʣʠ 
ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʭ), ʧʦʣʫʯʝʥʥʳʭ ʩ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. 

Access Challenges ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Access-Challenge (ʜʝʡʩʪʚʠʪʝʣʴʥʳʭ ʠʣʠ 
ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʭ), ʧʦʣʫʯʝʥʥʳʭ ʩ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. 

Acct Request ʂʦʣʠʯʝʩʪʚʦ ʦʪʧʨʘʚʣʝʥʥʳʭ ʧʘʢʝʪʦʚ RADIUS Accounting-Request. ʅʝ 
ʚʢʣʶʯʘʝʪ ʧʦʚʪʦʨʥʳʝ ʧʝʨʝʜʘʯʠ. 

Acct Response ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS, ʧʦʣʫʯʝʥʥʳʭ ʥʘ accounting-ʧʦʨʪʫ ʦʪ 
ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. 
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Retransmissions ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Request, ʧʦʚʪʦʨʥʦ ʦʪʧʨʘʚʣʝʥʥʳʭ 
ʜʘʥʥʦʤʫ RADIUS-ʩʝʨʚʝʨʫ. ʇʦʚʪʦʨʥʳʝ ʧʝʨʝʜʘʯʠ ʚʢʣʶʯʘʶʪ ʧʦʧʳʪʢʠ, 
ʧʨʠ ʢʦʪʦʨʳʭ ʧʦʣʷ Identifier ʠ Acct-Delay ʙʳʣʠ ʦʙʥʦʚʣʝʥʳ, ʘ ʪʘʢʞʝ 
ʧʦʧʳʪʢʠ, ʧʨʠ ʢʦʪʦʨʳʭ ʦʥʠ ʦʩʪʘʶʪʩʷ ʙʝʟ ʠʟʤʝʥʝʥʠʡ. 

Malformed Responses ʂʦʣʠʯʝʩʪʚʦ ʦʰʠʙʦʯʥʳʭ ʧʘʢʝʪʦʚ RADIUS Response, ʧʦʣʫʯʝʥʥʳʭ ʦʪ 
ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. ʆʰʠʙʦʯʥʳʝ ʧʘʢʝʪʳ ʚʢʣʶʯʘʶʪ ʧʘʢʝʪʳ ʩ 
ʥʝʢʦʨʨʝʢʪʥʦʡ ʜʣʠʥʦʡ. ʅʝʢʦʨʨʝʢʪʥʳʝ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʳ ʠʣʠ 
ʘʪʨʠʙʫʪʳ Signature, ʘ ʪʘʢʞʝ ʥʝʠʟʚʝʩʪʥʳʝ ʪʠʧʳ ʥʝ ʫʯʠʪʳʚʘʶʪʩʷ. 

Bad Authenticators ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Response, ʧʦʣʫʯʝʥʥʳʭ ʦʪ ʜʘʥʥʦʛʦ 
ʩʝʨʚʝʨʘ ʠ ʩʦʜʝʨʞʘʱʠʭ ʥʝʢʦʨʨʝʢʪʥʳʝ ʘʫʪʝʥʪʠʬʠʢʘʪʦʨʳ ʠʣʠ 
ʘʪʨʠʙʫʪʳ Signature. 

Pending Requests ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS Request, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ 
ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ, ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʢʦʪʦʨʳʭ ʝʱʝ ʥʝ ʠʩʪʝʢʣʦ, ʠʣʠ 
ʢʦʪʦʨʳʝ ʥʝ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪ. ʕʪʘ ʧʝʨʝʤʝʥʥʘʷ ʫʚʝʣʠʯʠʚʘʝʪʩʷ, ʢʦʛʜʘ 
ʟʘʧʨʦʩ ʦʪʧʨʘʚʣʷʝʪʩʷ, ʠ ʫʤʝʥʴʰʘʝʪʩʷ ʠʟ-ʟʘ ʧʦʣʫʯʝʥʠʷ ʦʪʚʝʪʘ, ʪʘʡʤ-
ʘʫʪʘ ʠʣʠ ʧʦʚʪʦʨʥʦʡ ʧʝʨʝʜʘʯʠ. 

Timeouts ʂʦʣʠʯʝʩʪʚʦ ʪʘʡʤ-ʘʫʪʦʚ ʜʣʷ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. ʇʦ ʠʩʪʝʯʝʥʠʠ ʪʘʡʤ-
ʘʫʪʘ ʢʣʠʝʥʪ ʤʦʞʝʪ ʧʦʚʪʦʨʠʪʴ ʧʦʧʳʪʢʫ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʜʘʥʥʦʤʫ 
ʩʝʨʚʝʨʫ, ʦʪʧʨʘʚʠʪʴ ʟʘʧʨʦʩ ʥʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʜʨʫʛʦʤʫ ʩʝʨʚʝʨʫ ʠʣʠ 
ʧʨʝʢʨʘʪʠʪʴ ʧʦʧʳʪʢʠ. ʇʦʚʪʦʨʥʘʷ ʧʦʧʳʪʢʘ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʪɻʦʤʫ ʞʝ 
ʩʝʨʚʝʨʫ ʩʯʠʪʘʝʪʩʷ ʧʦʚʪʦʨʥʦʡ ʧʝʨʝʜʘʯʝʡ, ʪʘʢ ʞʝ ʢʘʢ ʠ ʪʘʡʤ-ʘʫʪ. 
ʇʦʧʳʪʢʘ ʧʦʜʢʣʶʯʠʪʴʩʷ ʢ ʜʨʫʛʦʤʫ ʩʝʨʚʝʨʫ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ 
ʟʘʧʨʦʩ, ʪʦʯʥʦ ʪʘʢ ʞʝ ʢʘʢ ʠ ʪʘʡʤ-ʘʫʪ. 

Unknown Types ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS ʥʝʠʟʚʝʩʪʥʦʛʦ ʪʠʧʘ, ʧʦʣʫʯʝʥʥʳʭ ʦʪ 
ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ. 

Packets Dropped ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ RADIUS, ʧʦʣʫʯʝʥʥʳʭ ʦʪ ʜʘʥʥʦʛʦ ʩʝʨʚʝʨʘ ʠ 
ʦʪʙʨʦʰʝʥʥʳʭ ʧʦ ʢʘʢʦʡ-ʣʠʙʦ ʧʨʠʯʠʥʝ. 

7.31. show tacacs statistics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʫʩʣʦʚʠʡ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʘʞʜʳʤ ʩʝʨʚʝʨʦʤ 
TACACS+. 

 show tacacs statistics 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʯʝʪʯʠʢʦʚ ʩʪʘʪʠʩʪʠʢʠ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʩʝʨʚʝʨʘʤ. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʩʯʝʪʯʠʢʠ ʩʪʘʪʠʩʪʠʢʠ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʩʝʨʚʝʨʘʤ. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ  

TACACS+ Server IP-ʘʜʨʝʩ ʩʝʨʚʝʨʘ TACACS+. 

Socket Opens ʂʦʣʠʯʝʩʪʚʦ ʫʩʧʝʰʥʳʭ ʧʦʜʢʣʶʯʝʥʠʡ TCP socket ʢ ʩʝʨʚʝʨʫ 
TACACS+. 

Socket Closes ʂʦʣʠʯʝʩʪʚʦ ʫʩʧʝʰʥʦ ʟʘʢʨʳʪʳʭ ʧʦʧʳʪʦʢ TCP socket. 

Total Packets Sent ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ, ʦʪʧʨʘʚʣʝʥʥʳʭ ʩʝʨʚʝʨʫ TACACS+. 

Total Packets Recv ʂʦʣʠʯʝʩʪʚʦ ʧʘʢʝʪʦʚ, ʧʦʣʫʯʝʥʥʳʭ ʦʪ ʩʝʨʚʝʨʘ TACACS+. 

Reference Count ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʨʦʩʦʚ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʦʪ ʩʝʨʚʝʨʘ TACACS+. 
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8. ɹʘʟʦʚʳʝ ʢʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ IPv4 

8.1. arp 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʚ ʢʵʰ ARP (Address Resolution 
Protocol). ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʩʪʘʪʠʯʝʩʢʫʶ ʟʘʧʠʩʴ ʠʟ ʢʵʰʘ ARP. 

 arp [vrf VRF-NAME] IP-ADDRESS HARDWARE-ADDRESS  

 no arp [vrf VRF-NAME] IP-ADDRESS HARDWARE-ADDRESS 

ʇʘʨʘʤʝʪʨʳ 

vrf VRF-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ VRF instance. 

IP-ADDRESS ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ. 

HARDWARE-ADDRESS ʋʢʘʞʠʪʝ MAC-ʘʜʨʝʩ (48-ʙʠʪʥʳʡ). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɺ ʢʵʰʝ ARP ʥʝʪ ʥʠ ʦʜʥʦʡ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʊʘʙʣʠʮʘ ARP ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʧʦʩʪʘʚʣʝʥʠʝ IP-ʘʜʨʝʩʦʚ ʩ MAC-ʘʜʨʝʩʘʤʠ. ɼʘʥʥʦʝ ʩʦʦʪʚʝʪʩʪʚʠʝ 
ʭʨʘʥʠʪʩʷ ʚ ʧʘʤʷʪʠ ʠ ʥʝ ʟʘʧʨʘʰʠʚʘʝʪʩʷ ʧʦʩʪʦʷʥʥʦ. ʋʢʘʟʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 
ʜʦʙʘʚʣʝʥʠʷ ʩʪʘʪʠʯʝʩʢʠʭ ARP-ʟʘʧʠʩʝʡ.  

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʜʦʙʘʚʣʝʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ARP-ʟʘʧʠʩʠ ʜʣʷ ʪʨʘʜʠʮʠʦʥʥʦʛʦ Ethernet-
ʫʟʣʘ. 

 

8.2. arp timeout 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʨʝʤʝʥʠ ʩʪʘʨʝʥʠʷ (aging time) ARP-ʟʘʧʠʩʝʡ ʚ 
ʪʘʙʣʠʮʝ ARP. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 arp timeout MINUTES 

 no arp timeout 

ʇʘʨʘʤʝʪʨʳ 

MINUTES ʋʢʘʞʠʪʝ ʪʘʡʤʘʫʪ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ ʜʠʥʘʤʠʯʝʩʢʘʷ ʟʘʧʠʩʴ 
ʫʩʪʘʨʝʝʪ ʧʨʠ ʫʩʣʦʚʠʠ ʦʪʩʫʪʩʪʚʠʷ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ. ɼʦʧʫʩʪʠʤʳʝ 
ʟʥʘʯʝʥʠʷ ï ʦʪ 0 ʜʦ 65535. ɽʩʣʠ ʫʢʘʟʘʪʴ 0, ʪʦ ʟʘʧʠʩʠ ARP ʥʠʢʦʛʜʘ ʥʝ 
ʫʩʪʘʨʝʚʘʶʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥʦ 240 ʤʠʥʫʪ.  
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʨʝʤʝʥʠ ʩʪʘʨʝʥʠʷ ARP-ʟʘʧʠʩʝʡ ʚ ʪʘʙʣʠʮʝ ARP. 
ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʪʘʡʤ-ʘʫʪ ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴʶ 60 ʤʠʥʫʪ, ʯʪʦʙʳ ʟʘʧʠʩʠ 
ʫʩʪʘʨʝʚʘʣʠ ʙʳʩʪʨʝʝ, ʯʝʤ ʵʪʦ ʧʦʟʚʦʣʷʶʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 

8.3. clear arp-cache 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ARP-ʟʘʧʠʩʝʡ ʠʟ ʪʘʙʣʠʮʳ. 

 clear arp-cache [vrf VRF-NAME] {all | interface INTERFACE-ID | IP-ADDRESS} 

ʇʘʨʘʤʝʪʨʳ 

vrf VRF-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ VRF instance.  

all ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʦʣʥʦʩʪʴʶ ʦʯʠʩʪʠʪʴ ʢʵʰ ʜʠʥʘʤʠʯʝʩʢʠʭ ARP-ʟʘʧʠʩʝʡ, 
ʩʚʷʟʘʥʥʳʭ ʩʦ ʚʩʝʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ. 

INTERFACE-ID ʋʢʘʞʠʪʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ (Interface ID). 

IP-ADDRESS ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ ʜʠʥʘʤʠʯʝʩʢʦʡ ARP-ʟʘʧʠʩʠ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ 
ʫʜʘʣʠʪʴ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ ʠʟ ʪʘʙʣʠʮʳ ARP. 
ʇʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ ʫʜʘʣʠʪʴ ʩʨʘʟʫ ʚʩʝ ʜʠʥʘʤʠʯʝʩʢʠʝ ʟʘʧʠʩʠ, ʪʦʣʴʢʦ ʚʳʙʨʘʥʥʳʝ ʜʠʥʘʤʠʯʝʩʢʠʝ 
ʟʘʧʠʩʠ ʠʣʠ ʚʩʝ ʜʠʥʘʤʠʯʝʩʢʠʝ ʟʘʧʠʩʠ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʚʩʝ ʜʠʥʘʤʠʯʝʩʢʠʝ ʟʘʧʠʩʠ ʠʟ ʢʵʰʘ ARP.  
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8.4. ip address 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʫ ʦʩʥʦʚʥʦʛʦ ʠʣʠ ʚʪʦʨʦʩʪʝʧʝʥʥʦʛʦ 
ʘʜʨʝʩʘ IPv4, ʘ ʪʘʢʞʝ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʧʦʣʫʯʝʥʠʷ IP-ʘʜʨʝʩʘ ʦʪ DHCP-ʩʝʨʚʝʨʘ. ʀʩʧʦʣʴʟʫʡʪʝ 
ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʥʘʩʪʨʦʡʢʠ IP-ʘʜʨʝʩʘ ʠʣʠ ʦʪʢʣʶʯʠʪʴ DHCP ʥʘ ʠʥʪʝʨʬʝʡʩʝ.  

 ip address {IP-ADDRESS SUBNET-MASK [secondary] | dhcp} 

 no ip address [IP-ADDRESS SUBNET-MASK | dhcp] 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ.  

SUBNET-MASK ʋʢʘʞʠʪʝ ʤʘʩʢʫ ʧʦʜʩʝʪʠ ʜʣʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ IP-ʘʜʨʝʩʘ. 

secondary (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʘʩʪʨʦʝʥʥʳʡ ʘʜʨʝʩ ʷʚʣʷʝʪʩʷ 
ʚʪʦʨʦʩʪʝʧʝʥʥʳʤ IP-ʘʜʨʝʩʦʤ. ɽʩʣʠ ʜʘʥʥʦʝ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ ʥʝ 
ʫʢʘʟʘʥʦ, ʥʘʩʪʨʦʝʥʥʳʡ ʘʜʨʝʩ ʙʫʜʝʪ ʷʚʣʷʪʴʩʷ ʦʩʥʦʚʥʳʤ IP-ʘʜʨʝʩʦʤ.  

dhcp ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ IP-ʘʜʨʝʩ ʦʪ DHCP-ʩʝʨʚʝʨʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

IP-ʘʜʨʝʩ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ VLAN 1 - 10.90.90.90/8. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

IPv4-ʘʜʨʝʩ ʠʥʪʝʨʬʝʡʩʘ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʘʥ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚʨʫʯʥʫʶ ʠʣʠ ʜʠʥʘʤʠʯʝʩʢʠ 
(ʘʚʪʦʤʘʪʠʯʝʩʢʠ) ʥʘʟʥʘʯʝʥ ʩʝʨʚʝʨʦʤ DHCP. ʇʨʠ ʥʘʩʪʨʦʡʢʝ ʚʨʫʯʥʫʶ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʞʝʪ 
ʥʘʟʥʘʯʠʪʴ ʚ ʦʜʥʫ VLAN ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʩʝʪʝʡ ʩ IP-ʘʜʨʝʩʦʤ ʜʣʷ ʢʘʞʜʦʡ. ʆʜʠʥ ʠʟ ʵʪʠʭ IP-ʘʜʨʝʩʦʚ 

ʜʦʣʞʝʥ ʙʳʪʴ ʦʩʥʦʚʥʳʤ, ʘ ʦʩʪʘʣʴʥʳʝ - ʚʪʦʨʦʩʪʝʧʝʥʥʳʤʠ. ʆʩʥʦʚʥʦʡ ʘʜʨʝʩ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ 
ʢʘʯʝʩʪʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʜʣʷ ʦʪʧʨʘʚʣʝʥʥʳʭ ʩ ʠʥʪʝʨʬʝʡʩʘ ʩʦʦʙʱʝʥʠʡ SNMP trap ʠʣʠ 
SYSLOG. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no ip address ʜʣʷ ʫʜʘʣʝʥʠʷ ʟʘʜʘʥʥʦʛʦ IP-ʘʜʨʝʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ 10.108.1.27 ʚ ʢʘʯʝʩʪʚʝ ʦʩʥʦʚʥʦʛʦ ʘʜʨʝʩʘ, ʘ 
192.31.7.17 ʠ 192.31.8.17 ʚ ʢʘʯʝʩʪʚʝ ʚʪʦʨʦʩʪʝʧʝʥʥʳʭ ʘʜʨʝʩʦʚ ʜʣʷ VLAN 100. 

8.5. ip proxy-arp 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʦʧʮʠʠ proxy ARP ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ. ʀʩʧʦʣʴʟʫʡʪʝ 
ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip proxy-arp 

 no ip proxy-arp 
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ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʦʧʮʠʠ proxy ARP. ʇʨʠ ʚʢʣʶʯʝʥʠʠ 
ʵʪʦʡ ʦʧʮʠʠ ʩʠʩʪʝʤʘ ʙʫʜʝʪ ʦʪʚʝʯʘʪʴ ʥʘ ʟʘʧʨʦʩʳ ARP ʜʣʷ IP-ʘʜʨʝʩʦʚ ʣʦʢʘʣʴʥʳʭ ʧʦʜʩʝʪʝʡ. 
ʄʝʭʘʥʠʟʤ proxy ARP ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʩʝʪʠ, ʛʜʝ ʜʣʷ ʫʟʣʦʚ ʥʝ ʥʘʩʪʨʦʝʥ ʰʣʶʟ ʧʦ 
ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ proxy ARP ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ VLAN 100. 

 

8.6. ip local-proxy-arp 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʦʧʮʠʠ local proxy ARP. ʀʩʧʦʣʴʟʫʡʪʝ 
ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip local-proxy-arp 

 no ip local-proxy-arp  

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12, 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʦʧʮʠʠ local proxy ARP ʥʘ ʠʥʪʝʨʬʝʡʩʝ. ʂʦʤʘʥʜʘ 
ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʦʩʥʦʚʥʦʡ VLAN, ʦʪʥʦʩʷʱʝʡʩʷ ʢ ʜʦʤʝʥʫ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʩʝʪʠ VLAN, ʜʣʷ ʚʢʣʶʯʝʥʠʷ 
ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʧʘʢʝʪʦʚ ʤʝʞʜʫ ʚʪʦʨʦʩʪʝʧʝʥʥʳʤʠ ʩʝʪʷʤʠ VLAN ʠʣʠ ʠʟʦʣʠʨʦʚʘʥʥʳʤʠ ʧʦʨʪʘʤʠ ʚ 
ʧʨʝʜʝʣʘʭ ʜʦʤʝʥʘ. ʂʦʤʘʥʜʘ ʩʨʘʙʦʪʘʝʪ ʪʦʣʴʢʦ ʧʦʩʣʝ ʚʢʣʶʯʝʥʠʷ ʦʧʮʠʠ ip arp proxy.  

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ local proxy ARP ʥʘ ʠʥʪʝʨʬʝʡʩʝ VLAN 100.  
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8.7. ip arp elevation 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ ʧʨʠʦʨʠʪʝʪʘ ʚʩʝʤ ARP-ʧʘʢʝʪʘʤ 
ʵʪʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʩʪʘʣʴʥʳʤʠ ARP-ʧʘʢʝʪʘʤʠ. 

 ip arp elevation 

 no ip arp elevation 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʩʝ ARP-ʧʘʢʝʪʳ ʠʤʝʶʪ ʦʜʠʥʘʢʦʚʳʡ ʧʨʠʦʨʠʪʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʚʩʝʤ ARP-ʧʘʢʝʪʘʤ ʵʪʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ ʙʦʣʝʝ 
ʚʳʩʦʢʦʛʦ ʧʨʠʦʨʠʪʝʪʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʩʪʘʣʴʥʳʤʠ ARP-ʧʘʢʝʪʘʤʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʧʦʚʳʰʝʥʠʝ ʧʨʠʦʨʠʪʝʪʘ IP ARP.  

 

8.8. ip mtu 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʟʥʘʯʝʥʠʷ MTU. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ 
ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip mtu BYTES 

 no ip mtu 

ʇʘʨʘʤʝʪʨʳ 

BYTES ʋʢʘʞʠʪʝ ʟʥʘʯʝʥʠʝ IP MTU. ɼʠʘʧʘʟʦʥ ʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ: ʦʪ 512 
ʜʦ 16383 ʙʘʡʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ MTU = 1500 ʙʘʡʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʅʝʢʦʪʦʨʳʝ ʧʨʦʪʦʢʦʣʳ ʤʘʨʰʨʫʪʠʟʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ OSPF, ʙʫʜʫʪ ʘʥʦʥʩʠʨʦʚʘʪʴ ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʚ 
ʦʙʥʦʚʣʝʥʠʷʭ ʤʘʨʰʨʫʪʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ MTU ʨʘʟʤʝʨʦʤ 6000 ʙʘʡʪ ʜʣʷ VLAN 4. 

 

8.9. show arp 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʜʘʥʥʳʭ ʢʵʰʘ ARP. 

 show arp [vrf VRF-NAME] [ARP-TYPE] [IP-ADDRESS [MASK]] [INTERFACE-ID] 
[HARDWARE-ADDRESS] 

ʇʘʨʘʤʝʪʨʳ 

vrf VRF-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ VRF instance.  

ARP-TYPE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʪʠʧ ARP.  

dynamic - ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʪʦʣʴʢʦ ʜʠʥʘʤʠʯʝʩʢʠʭ ARP-ʟʘʧʠʩʝʡ. 

static - ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʪʦʣʴʢʦ ʩʪʘʪʠʯʝʩʢʠʭ ARP-ʟʘʧʠʩʝʡ. 

IP-ADDRESS [MASK] (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʟʠʪʴ ʦʧʨʝʜʝʣʝʥʥʫʶ 
ʟʘʧʠʩʴ ʠʣʠ ʟʘʧʠʩʠ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʝʪʠ.  

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʟʠʪʴ ARP-ʟʘʧʠʩʠ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʝʪʴʶ. 

HARDWARE-ADDRESS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʟʠʪʴ ARP-ʟʘʧʠʩʠ, 
ʯʝʡ ʘʧʧʘʨʘʪʥʳʡ ʘʜʨʝʩ ʨʘʚʝʥ ʜʘʥʥʦʤʫ MAC-ʘʜʨʝʩʫ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʡ ARP-ʟʘʧʠʩʠ, ʚʩʝʭ ARP-
ʟʘʧʠʩʝʡ, ʜʠʥʘʤʠʯʝʩʢʠʭ ʠʣʠ ʩʪʘʪʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ, ʘ ʪʘʢʞʝ ʜʣʷ ʟʘʧʠʩʝʡ, ʩʚʷʟʘʥʥʳʭ ʩ 
ʦʧʨʝʜʝʣʝʥʥʳʤ IP-ʠʥʪʝʨʬʝʡʩʦʤ. 

 ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʜʘʥʥʳʝ ʢʵʰʘ ARP. 
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8.10. show arp timeout 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʚʨʝʤʝʥʠ ʩʪʘʨʝʥʠʷ ʟʘʧʠʩʝʡ ʚ ʢʵʰʝ ARP.  

 show arp timeout [interface INTERFACE-ID] 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ (ID). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʟʘʜʘʥʥʦʛʦ ʚʨʝʤʝʥʠ ʩʪʘʨʝʥʠʷ ARP-ʟʘʧʠʩʝʡ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʚʨʝʤʷ ʩʪʘʨʝʥʠʷ ARP-ʟʘʧʠʩʝʡ.  

 

8.11. show ip interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʧʦ IP-ʠʥʪʝʨʬʝʡʩʫ. 

 show ip interface [INTERFACE-ID] [brief] 
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ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʦʧʨʝʜʝʣʝʥʥʦʤʫ 
IP-ʠʥʪʝʨʬʝʡʩʫ. 

brief (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʦʙʨʘʟʠʪʴ ʢʨʘʪʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ IP-
ʠʥʪʝʨʬʝʡʩʘʤ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ ʥʝ ʫʢʘʟʘʥ, ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʚʩʝʭ 
ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʢʨʘʪʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ IP-ʠʥʪʝʨʬʝʡʩʘʤ.  

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ VLAN 1. 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ loopback 1. 
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8.12. ip directed-broadcast 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʥʘʧʨʘʚʣʝʥʥʳʭ 
ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʭ ʨʘʩʩʳʣʦʢ, ʧʦʣʫʯʘʝʤʳʭ ʠʥʪʝʨʬʝʡʩʦʤ, ʚ ʨʘʩʩʳʣʢʠ ʢʘʥʘʣʴʥʦʛʦ ʫʨʦʚʥʷ, ʢʦʛʜʘ 
ʩʝʪʴ ʥʘʟʥʘʯʝʥʠʷ ʧʦʜʢʣʶʯʝʥʘ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʢ ʢʦʤʤʫʪʘʪʦʨʫ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ 
ʦʪʢʣʶʯʠʪʴ ʧʨʝʦʙʨʘʟʦʚʘʥʠʝ. 

 ip directed-broadcast 

 no ip directed-broadcast 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʥʘʧʨʘʚʣʝʥʥʦʡ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʡ 
ʨʘʩʩʳʣʢʠ. ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʥʝ ʚʣʠʷʝʪ ʥʘ ʤʘʨʰʨʫʪʠʟʘʮʠʶ ʦʜʥʦʘʜʨʝʩʥʳʭ ʧʘʢʝʪʦʚ, ʧʝʨʝʜʘʯʫ 
ʧʘʢʝʪʦʚ ʥʘʧʨʘʚʣʝʥʥʦʡ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʡ ʨʘʩʩʳʣʢʠ ʟʘ ʧʨʝʜʝʣʳ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ. 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʣʠʷʝʪ ʪʦʣʴʢʦ ʥʘ ʧʝʨʝʜʘʯʫ ʧʘʢʝʪʦʚ ʥʘʧʨʘʚʣʝʥʥʦʡ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʡ 
ʨʘʩʩʳʣʢʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʩʝʪʷʤʠ ʥʘʟʥʘʯʝʥʠʷ ʷʚʣʷʶʪʩʷ ʣʦʢʘʣʴʥʳʝ ʧʦʜʩʝʪʠ ʢʦʤʤʫʪʘʪʦʨʘ. ʇʨʠ 
ʚʢʣʶʯʝʥʠʠ ʦʧʮʠʠ ʥʘʧʨʘʚʣʝʥʥʦʡ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʦʡ ʨʘʩʩʳʣʢʠ ʧʘʢʝʪʳ ʙʫʜʫ ʧʨʝʦʙʨʘʟʦʚʘʥʳ ʚ 
ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʳʝ ʠ ʥʘʧʨʘʚʣʝʥʳ ʚʩʝʤ ʫʟʣʘʤ ʩʝʪʠ ʥʘʟʥʘʯʝʥʠʷ. ɺ ʢʘʯʝʩʪʚʝ ʠʥʪʝʨʬʝʡʩʘ 
ʦʪʧʨʘʚʢʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʥʪʝʨʬʝʡʩ ʧʦʣʫʯʝʥʠʷ ʠʣʠ ʜʨʫʛʠʝ ʠʥʪʝʨʬʝʡʩʳ ʢʦʤʤʫʪʘʪʦʨʘ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʥʘʧʨʘʚʣʝʥʥʫʶ ʰʠʨʦʢʦʚʝʱʘʪʝʣʴʥʫʶ ʨʘʩʩʳʣʢʫ ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ VLAN 100.  
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9. ɹʘʟʦʚʳʝ ʢʦʤʘʥʜʳ ʥʘʩʪʨʦʡʢʠ IPv6 

9.1. clear ipv6 neighbors 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʜʠʥʘʤʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ ʠʟ IPv6 neighbor cache. 

 clear ipv6 neighbors {all | INTERFACE-ID} 

ʇʘʨʘʤʝʪʨʳ 

all ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʜʠʥʘʤʠʯʝʩʢʠʝ ʟʘʧʠʩʠ ʠʟ IPv6 neighbor cache 
ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ.  

INTERFACE-ID ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʜʠʥʘʤʠʯʝʩʢʠʝ ʟʘʧʠʩʠ ʠʟ IPv6 neighbor cache 
ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʪʦʣʴʢʦ ʜʠʥʘʤʠʯʝʩʢʠʭ ʟʘʧʠʩʝʡ ʠʟ IPv6 neighbor cache.  

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʯʠʩʪʠʪʴ IPv6 neighbor cache ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ VLAN 1.  

 

9.2. ipv6 address 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʫʯʥʦʡ ʥʘʩʪʨʦʡʢʠ IPv6-ʘʜʨʝʩʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ. ʀʩʧʦʣʴʟʫʡʪʝ 
ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʟʘʜʘʥʥʳʡ ʚʨʫʯʥʫʶ IPv6-ʘʜʨʝʩ. 

 ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-
LENGTH | IPV6-ADDRESS link-local} 

 no ipv6 address {IPV6-ADDRESS/PREFIX-LENGTH | PREFIX-NAME SUB-BITS/PREFIX-
LENGTH | IPV6-ADDRESS link-local} 

ʇʘʨʘʤʝʪʨʳ 

IPV6-ADDRESS ʋʢʘʞʠʪʝ IPv6-ʘʜʨʝʩ ʠ ʜʣʠʥʫ ʧʨʝʬʠʢʩʘ ʜʣʷ ʧʦʜʩʝʪʠ.  

PREFIX-LENGTH ʋʢʘʞʠʪʝ ʜʣʠʥʫ ʧʨʝʬʠʢʩʘ. ʇʨʝʬʠʢʩ IPv6-ʘʜʨʝʩʘ ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ 
ʣʦʢʘʣʴʥʦʡ ʧʦʜʩʝʪʴʶ ʥʘ ʠʥʪʝʨʬʝʡʩʝ. 

PREFIX-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʧʨʝʬʠʢʩʘ, ʠʩʧʦʣʴʟʫʷ ʥʝ ʙʦʣʝʝ 12 ʩʠʤʚʦʣʦʚ ʙʝʟ 
ʧʨʦʙʝʣʦʚ. 

SUB-BITS ʋʢʘʞʠʪʝ ʩʝʪʝʚʫʶ ʠ ʫʟʣʦʚʫʶ ʯʘʩʪʠ IPv6-ʘʜʨʝʩʘ. 

link-local ʋʢʘʞʠʪʝ ʘʜʨʝʩ Link-local. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

IPv6-ʘʜʨʝʩ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʘʥ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʚʨʫʯʥʫʶ ʠʣʠ ʥʘʟʥʘʯʝʥ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʩʥʦʚʥʦʛʦ 
ʧʨʝʬʠʢʩʘ, ʧʦʣʫʯʘʝʤʦʛʦ ʢʣʠʝʥʪʦʤ DHCPv6. ɽʩʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ ipv6 address ʥʝ 
ʧʣʘʥʠʨʫʝʪʩʷ, ʪʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʝ ʧʦʣʫʯʝʥʠʝ ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ ʥʝ ʪʨʝʙʫʝʪʩʷ. ɼʣʷ ʥʘʩʪʨʦʡʢʠ 
IPv6-ʘʜʨʝʩʘ ʦʩʥʦʚʥʦʡ ʧʨʝʬʠʢʩ ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʫʯʠʪʴ ʟʘʨʘʥʝʝ. ɿʘʜʘʥʥʳʡ IPv6-ʘʜʨʝʩ ʙʫʜʝʪ 
ʫʜʘʣʝʥ, ʝʩʣʠ ʪʘʡʤ-ʘʫʪ ʧʦʣʫʯʝʥʠʷ ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ ʠʩʪʝʢ, ʠʣʠ ʧʨʝʬʠʢʩ ʫʜʘʣʝʥ. IPv6-ʘʜʨʝʩ 
ʬʦʨʤʠʨʫʝʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ ʚ ʛʣʘʚʥʦʡ ʯʘʩʪʠ ʙʠʪ, ʠʩʢʣʶʯʘʷ ʯʘʩʪʴ 
ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ ʚ ʦʩʪʘʚʰʝʡʩʷ ʯʘʩʪʠ ʙʠʪ.  

ʀʥʪʝʨʬʝʡʩʫ ʤʦʞʥʦ ʥʘʟʥʘʯʠʪʴ ʥʝʩʢʦʣʴʢʦ IPv6-ʘʜʨʝʩʦʚ, ʠʩʧʦʣʴʟʫʷ ʜʣʷ ʵʪʦʛʦ ʨʘʟʣʠʯʥʳʝ 
ʤʝʭʘʥʠʟʤʳ, ʚʢʣʶʯʘʷ ʨʫʯʥʫʶ ʥʘʩʪʨʦʡʢʫ, ʥʘʩʪʨʦʡʢʫ ʘʜʨʝʩʦʚ ʙʝʟ ʩʦʭʨʘʥʝʥʠʷ ʩʦʩʪʦʷʥʠʷ (Stateless 
address configuration) ʠ ʥʘʩʪʨʦʡʢʫ ʘʜʨʝʩʦʚ ʩ ʩʦʭʨʘʥʝʥʠʝʤ ʩʦʩʪʦʷʥʠʷ (Stateful address 
configuration).  

ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʥʘʩʪʨʦʡʢʠ IPv6-ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩ ʧʦʣʫʯʘʝʪ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʦʙʨʘʙʦʪʢʫ IPv6. 
ʇʨʝʬʠʢʩ ʟʘʜʘʥʥʦʛʦ IPv6-ʘʜʨʝʩʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʘʥʦʥʩʠʨʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʧʨʝʬʠʢʩʘ ʚ 
ʧʝʨʝʜʘʚʘʝʤʳʭ ʠʥʪʝʨʬʝʡʩʦʤ ʩʦʦʙʱʝʥʠʷʭ RA. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ IPv6-ʘʜʨʝʩ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ IPv6-ʘʜʨʝʩ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ IPv6-ʘʜʨʝʩ ʥʘ ʙʘʟʝ ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ, ʧʦʣʫʯʝʥʥʦʛʦ 
ʢʣʠʝʥʪʦʤ DHCPv6. ɻʣʦʙʘʣʴʥʳʡ ʘʜʨʝʩ ʙʫʜʝʪ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʢʣʠʝʥʪʦʤ 

DHCPv6 ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ. ʇʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʦʙʱʠʡ ʧʨʝʬʠʢʩ - 2001:2:3/48, ʘ ʠʪʦʛʦʚʳʡ IPv6-

ʘʜʨʝʩ - 2001:2:3:4:5::3/64. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʤʝʥʠʪʴ ʬʦʨʤʠʨʦʚʘʥʠʝ IPv6-ʘʜʨʝʩʘ ʥʘ ʦʩʥʦʚʝ ʧʨʝʬʠʢʩʘ, 
ʧʦʣʫʯʝʥʥʦʛʦ DHCPv6-ʢʣʠʝʥʪʦʤ.  

9.3. ipv6 address autoconfig 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʥʘʩʪʨʦʡʢʠ IPv6-ʘʜʨʝʩʘ ʩ ʧʦʤʦʱʴʶ ʤʝʭʘʥʠʟʤʘ 
ʘʚʪʦʢʦʥʬʠʛʫʨʘʮʠʠ Stateless Autoconfiguration. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ IPv6-ʘʜʨʝʩ, 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʩ ʧʦʤʦʱʴʶ ʤʝʭʘʥʠʟʤʘ ʘʚʪʦʢʦʥʬʠʛʫʨʘʮʠʠ. 
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 ipv6 address autoconfig [default] 

 no ipv6 address autoconfig 

ʇʘʨʘʤʝʪʨʳ 

default (ʆʧʮʠʦʥʘʣʴʥʦ.) ɽʩʣʠ ʥʘ ʜʘʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ ʚʳʙʨʘʥ ʧʘʨʘʤʝʪʨ default 
router, ʪʦ ʩ ʧʦʤʦʱʴʶ ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ default ʤʦʞʥʦ ʫʩʪʘʥʦʚʠʪʴ 
ʤʘʨʰʨʫʪ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʷ ʟʘʜʘʥʥʳʡ default router. ʂʣʶʯʝʚʦʝ 
ʩʣʦʚʦ default ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʪʦʣʴʢʦ ʥʘ ʦʜʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ IPv6-ʘʜʨʝʩʘ ʠʥʪʝʨʬʝʡʩʘ VLAN. ʆʧʮʠʷ ʘʚʪʦʢʦʥʬʠʛʫʨʘʮʠʠ 
ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ.  

ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʘʚʪʦʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩ ʚʢʣʶʯʘʝʪ ʦʙʨʘʙʦʪʢʫ IPv6 ʠ ʧʦʣʫʯʘʝʪ ʘʥʦʥʩ ʦʪ 
ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ IPv6 c ʥʘʟʥʘʯʝʥʥʳʤ ʧʨʝʬʠʢʩʦʤ ʛʣʦʙʘʣʴʥʦʛʦ ʘʜʨʝʩʘ. ɼʘʣʝʝ ʠʪʦʛʦʚʳʡ ʘʜʨʝʩ, 
ʩʦʩʪʦʷʱʠʡ ʠʟ ʧʨʝʬʠʢʩʘ ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʥʪʝʨʬʝʡʩʘ, ʥʘʟʥʘʯʘʝʪʩʷ ʜʘʥʥʦʤʫ ʠʥʪʝʨʬʝʡʩʫ. ɺ 
ʩʣʫʯʘʝ ʦʪʢʣʶʯʝʥʠʷ ʵʪʦʡ ʦʧʮʠʠ ʧʦʣʫʯʝʥʥʳʡ Global Unicast-ʘʜʨʝʩ ʙʫʜʝʪ ʫʜʘʣʝʥ ʠʟ ʠʥʪʝʨʬʝʡʩʘ. 

ʇʨʠʤʝʥʝʥʠʝ ʦʧʮʠʠ default ʧʦʟʚʦʣʠʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʘʥʦʥʩ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ 
ʤʘʨʰʨʫʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ IPv6. ɼʘʥʥʳʡ ʤʘʨʰʨʫʪ ʧʦ ʫʤʦʣʯʘʥʠʶ ʧʦʣʫʯʝʥ 
ʩ ʧʦʤʦʱʴʶ SLAAC ʠ ʦʙʣʘʜʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʧʨʠʦʨʠʪʝʪʦʤ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʨʫʛʠʤʠ 
ʜʠʥʘʤʠʯʝʩʢʠʤʠ ʤʘʨʰʨʫʪʘʤʠ, ʧʦʣʫʯʝʥʥʳʤʠ ʧʦ ʧʨʦʪʦʢʦʣʘʤ RIPng, OSPFv3 ʠ BGP+. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ IPv6-ʘʜʨʝʩ, ʠʩʧʦʣʴʟʫʷ 
ʤʝʭʘʥʠʟʤ Stateless Auto-configuration.  

 

9.4. ipv6 address eui-64 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʥʘ ʠʥʪʝʨʬʝʡʩʝ IPv6-ʘʜʨʝʩʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʥʪʝʨʬʝʡʩʘ EUI-64 (Interface ID). ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ IPv6-
ʘʜʨʝʩ, ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʥʪʝʨʬʝʡʩʘ EUI-64. 

 ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64 

 no ipv6 address IPV6-PREFIX/PREFIX-LENGTH eui-64 

ʇʘʨʘʤʝʪʨʳ 

IPV6-PREFIX ʋʢʘʞʠʪʝ IPv6-ʧʨʝʬʠʢʩ ʜʣʷ ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʛʦ IPv6-ʘʜʨʝʩʘ. 

PREFIX-LENGTH ʋʢʘʞʠʪʝ ʜʣʠʥʫ ʧʨʝʬʠʢʩʘ. ʇʨʝʬʠʢʩ IPv6-ʘʜʨʝʩʘ ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ 
ʣʦʢʘʣʴʥʦʡ ʧʦʜʩʝʪʴʶ ʥʘ ʠʥʪʝʨʬʝʡʩʝ. ʄʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ 

ʧʨʝʬʠʢʩʘ - 64. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

139 

 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ ʚ ʪʫʥʥʝʣʝ ISATAP (IPv6), ʪʦ ʧʦʩʣʝʜʥʠʝ 32 ʙʠʪʘ 
ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʠʥʪʝʨʬʝʡʩʘ (Interface ID) ʬʦʨʤʠʨʫʶʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ IPv4-ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ ʪʫʥʥʝʣʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʜʦʙʘʚʠʪʴ IPv6-ʘʜʨʝʩ. 

 

9.5. ipv6 address dhcp 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʥʘ ʧʦʣʫʯʝʥʠʝ IPv6-ʘʜʨʝʩʘ ʩ ʧʦʤʦʱʴʶ 
DHCPv6. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ DHCPv6 ʜʣʷ ʧʦʣʫʯʝʥʠʷ IPv6-
ʘʜʨʝʩʘ. 

 ipv6 address dhcp [rapid-commit] 

 no ipv6 address dhcp 

ʇʘʨʘʤʝʪʨʳ 

rapid-commit ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʦʣʫʯʘʪʴ ʩʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ ʦʪ DHCP-ʩʝʨʚʝʨʘ 
ʧʦʩʨʝʜʩʪʚʦʤ ʙʳʩʪʨʦʛʦ ʦʙʤʝʥʘ ʜʚʫʤʷ ʩʦʦʙʱʝʥʠʷʤʠ ʚʤʝʩʪʦ 
ʩʪʘʥʜʘʨʪʥʳʭ ʯʝʪʳʨʝʭ ʤʝʞʜʫ Requesting Router (RR) ʠ Delegating 
Router (DR). 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʝʪʝʚʳʭ ʥʘʩʪʨʦʝʢ IPv6 ʦʪ 
ʩʝʨʚʝʨʘ DHCPv6. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ ʩ ʬʦʨʤʦʡ no ʪʝʢʫʱʠʝ ʩʝʪʝʚʳʝ ʥʘʩʪʨʦʡʢʠ 
IPv6, ʧʦʣʫʯʝʥʥʳʝ ʦʪ DHCPv6-ʩʝʨʚʝʨʘ, ʙʫʜʫʪ ʫʜʘʣʝʥʳ. ɽʩʣʠ ʚ ʢʦʤʘʥʜʝ ʫʢʘʟʳʚʘʝʪʩʷ ʧʘʨʘʤʝʪʨ 
rapid-commit, ʪʦ ʚ ʩʦʦʙʱʝʥʠʝ SOLICIT ʜʦʙʘʚʣʷʝʪʩʷ ʟʘʧʨʦʩ ʥʘ ʧʦʣʫʯʝʥʠʝ ʘʜʨʝʩʘ ʧʦʩʨʝʜʩʪʚʦʤ 
ʙʳʩʪʨʦʛʦ ʦʙʤʝʥʘ ʜʚʫʤʷ ʩʦʦʙʱʝʥʠʷʤʠ ʚʤʝʩʪʦ ʯʝʪʳʨʝʭ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʠʥʪʝʨʬʝʡʩ VLAN1 ʥʘ ʧʦʣʫʯʝʥʠʝ IPv6-ʘʜʨʝʩʘ ʦʪ 
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DHCPv6-ʩʝʨʚʝʨʘ. 

 

9.6. ipv6 enable 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʦʙʨʘʙʦʪʢʠ Pv6 ʥʘ ʠʥʪʝʨʬʝʡʩʘʭ, ʫ ʢʦʪʦʨʳʭ ʥʝʪ ʷʚʥʦ 
ʥʘʩʪʨʦʝʥʥʦʛʦ IPv6-ʘʜʨʝʩʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ ʦʙʨʘʙʦʪʢʫ IPv6 ʥʘ 
ʠʥʪʝʨʬʝʡʩʘʭ, ʫ ʢʦʪʦʨʳʭ ʥʝʪ ʷʚʥʦ ʥʘʩʪʨʦʝʥʥʦʛʦ IPv6-ʘʜʨʝʩʘ.  

 ipv6 enable 

 no ipv6 enable 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʘʷ ʦʧʮʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʛʜʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ IPv6-ʘʜʨʝʩ ʟʘʜʘʥ ʷʚʥʦ, Link-Local IPv6-ʘʜʨʝʩ ʛʝʥʝʨʠʨʫʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, 
ʠ ʥʘʯʠʥʘʝʪʩʷ ʦʙʨʘʙʦʪʢʘ IPv6. ʂʦʛʜʘ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʥʝʪ ʷʚʥʦ ʥʘʩʪʨʦʝʥʥʦʛʦ IPv6-ʘʜʨʝʩʘ, Link-
Local IPv6-ʘʜʨʝʩ ʥʝ ʛʝʥʝʨʠʨʫʝʪʩʷ, ʠ ʦʙʨʘʙʦʪʢʘ IPv6 ʥʝ ʟʘʧʫʩʢʘʝʪʩʷ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ipv6 
enable ʜʣʷ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʛʝʥʝʨʘʮʠʠ Link-Local IPv6-ʘʜʨʝʩʘ ʠ ʟʘʧʫʩʢʘ ʦʙʨʘʙʦʪʢʠ IPv6 ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʧʦʜʜʝʨʞʢʫ IPv6 ʥʘ ʠʥʪʝʨʬʝʡʩʝ VLAN 1, ʫ ʢʦʪʦʨʦʛʦ ʥʝʪ 
ʷʚʥʦ ʥʘʩʪʨʦʝʥʥʦʛʦ IPv6-ʘʜʨʝʩʘ. 

9.7. ipv6 hop-limit 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʘ Hop Limit (ʇʨʝʜʝʣʴʥʦʝ ʯʠʩʣʦ ʰʘʛʦʚ) ʜʣʷ 
IPv6. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ipv6 hop-limit VALUE 

 no ipv6 hop-limit 

ʇʘʨʘʤʝʪʨʳ 

VALUE ʋʢʘʞʠʪʝ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʜʣʷ ʧʘʨʘʤʝʪʨʘ IPv6 Hop Limit. ɽʩʣʠ 
ʟʘʜʘʥ 0, ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʘʢʝʪʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ - ʦʪ 0 ʜʦ 255. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 64. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʘ Hop Limit, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʘʥʦʥʩʠʨʦʚʘʪʴʩʷ 
ʚ ʩʦʦʙʱʝʥʠʷʭ RA. ʇʘʢʝʪ IPv6, ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʚ ʩʠʩʪʝʤʝ, ʪʘʢʞʝ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦ 
ʟʥʘʯʝʥʠʝ ʚ ʢʘʯʝʩʪʚʝ ʥʘʯʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ ʧʘʨʘʤʝʪʨʘ Hop Limit. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ Hop Limit ʜʣʷ IPv6.  

 

9.8. ipv6 mtu 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʟʥʘʯʝʥʠʷ MTU ʜʣʷ IPv6. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, 
ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ipv6 mtu BYTES 

 no ipv6 mtu 

ʇʘʨʘʤʝʪʨʳ 

BYTES ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ MTU ʜʣʷ IPv6. ɼʦʧʫʩʪʠʤʳʝ 

ʟʥʘʯʝʥʠʷ - ʦʪ 1280 ʜʦ 65534 ʙʘʡʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ IPv6 ʫʩʪʘʥʦʚʣʝʥʦ ʟʥʘʯʝʥʠʝ MTU = 1500 ʙʘʡʪ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʜʦʩʪʫʧʥʘ ʪʦʣʴʢʦ ʜʣʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠʥʪʝʨʬʝʡʩʘ L3. ʀʩʧʦʣʴʟʫʡʪʝ ʵʪʫ ʢʦʤʘʥʜʫ 
ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʟʥʘʯʝʥʠʷ MTU, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʘʥʦʥʩʠʨʦʚʘʪʴʩʷ ʚ ʩʦʦʙʱʝʥʠʷʭ RA. ʇʘʢʝʪ IPv6, 
ʩʛʝʥʝʨʠʨʦʚʘʥʥʳʡ ʚ ʩʠʩʪʝʤʝ, ʙʫʜʝʪ ʧʝʨʝʜʘʚʘʪʴʩʷ ʥʘ ʦʩʥʦʚʝ ʵʪʦʛʦ ʟʥʘʯʝʥʠʷ. ʇʨʦʚʝʨʢʘ 
ʚ ʧrʦʣʥʷʝʪʩʷ ʥʘ ʚʳʭʦʜʝ. ʇʘʢʝʪʳ ʩʚʳʰʝ 1518 ʙʘʡʪ (oversize) ʙʫʜʫʪ ʦʪʧʨʘʚʣʝʥʳ ʚʳʰʝʩʪʦʷʱʝʤʫ 
blade-ʩʝʨʚʝʨʫ ʜʣʷ ʜʘʣʴʥʝʡʰʝʡ ʦʙʨʘʙʦʪʢʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ IPv6 MTU ʨʘʟʤʝʨʦʤ 6000 ʙʘʡʪ ʜʣʷ VLAN 4.  
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ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʦʩʩʪʘʥʦʚʠʪʴ ʟʥʘʯʝʥʠʝ MTU, ʟʘʜʘʥʥʦʝ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

 

9.9. ipv6 nd managed-config-flag 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʣʘʛʘ Managed Address Configuration (M) ʚ 
ʘʥʦʥʩʠʨʫʝʤʳʭ ʩʦʦʙʱʝʥʠʷʭ RA. ɼʣʷ ʚʳʢʣʶʯʝʥʠʷ ʬʣʘʛʘ ʠʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no. 

 ipv6 nd managed-config-flag 

 no ipv6 nd managed-config-flag 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʳʡ ʬʫʥʢʮʠʦʥʘʣ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʩʦʩʝʜʥʠʡ ʫʟʝʣ ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ RA c ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʬʣʘʛʦʤ, ʪʦ ʜʣʷ ʧʦʣʫʯʝʥʠʷ IPv6-
ʘʜʨʝʩʦʚ ʦʥ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʪʦʢʦʣ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʦʪʩʣʝʞʠʚʘʥʠʝʤ ʩʦʩʪʦʷʥʠʷ (Stateful 
Configuration). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʬʣʘʛ M ʚ ʩʦʦʙʱʝʥʠʷʭ RA, ʘʥʦʥʩʠʨʫʝʤʳʭ ʚ VLAN 1. 

 

9.10. ipv6 nd other-config-flag 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʣʘʛʘ Other Configuration (O) ʚ ʘʥʦʥʩʠʨʫʝʤʳʭ 
ʩʦʦʙʱʝʥʠʷʭ RA. ɼʣʷ ʚʳʢʣʶʯʝʥʠʷ ʬʣʘʛʘ ʠʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no. 

 ipv6 nd other-config-flag 

 no ipv6 nd other-config-flag 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʘʥʥʳʡ ʬʫʥʢʮʠʦʥʘʣ ʧʦ ʫʤʦʣʯʘʥʠʶ ʦʪʢʣʶʯʝʥ. 
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Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʋʩʪʘʥʦʚʠʚ ʬʣʘʛ O, ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʜʘʝʪ ʢʦʤʘʥʜʫ ʧʦʜʢʣʶʯʝʥʥʳʤ ʫʟʣʘʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʪʦʢʦʣ 
ʢʦʥʬʠʛʫʨʘʮʠʠ ʩ ʦʪʩʣʝʞʠʚʘʥʠʝʤ ʩʦʩʪʦʷʥʠʷ (Stateful Configuration), ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ 
ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦʤʠʤʦ IPv6-ʘʜʨʝʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʬʣʘʛ O ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʨʫʛʠʭ ʧʘʨʘʤʝʪʨʦʚ 
ʢʦʥʬʠʛʫʨʘʮʠʠ. 

 

9.11. ipv6 nd prefix 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ IPv6-ʧʨʝʬʠʢʩʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʘʥʦʥʩʠʨʦʚʘʪʴʩʷ ʚ 
ʩʦʦʙʱʝʥʠʷʭ RA. ɼʣʷ ʫʜʘʣʝʥʠʷ ʧʨʝʬʠʢʩʘ ʠʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no.  

 ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH [VALID-LIFETIME PREFERRED-LIFETIME] 
[off-link | no-autoconfig] 

 no ipv6 nd prefix IPV6-PREFIX/PREFIX-LENGTH 

ʇʘʨʘʤʝʪʨʳ 

IPV6-PREFIX/PREFIX- 

LENGTH 

ʋʢʘʞʠʪʝ IPv6-ʧʨʝʬʠʢʩ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʩʛʝʥʝʨʠʨʦʚʘʥ ʠʣʠ 
ʘʥʦʥʩʠʨʦʚʘʥ ʚ ʩʦʦʙʱʝʥʠʠ RA ʥʘ ʠʥʪʝʨʬʝʡʩʝ.  

VALID-LIFETIME (ʆʧʮʠʦʥʘʣʴʥʦ.) ʋʢʘʞʠʪʝ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ 

ʢʦʪʦʨʦʛʦ ʧʨʝʬʠʢʩ ʙʫʜʝʪ ʜʝʡʩʪʚʠʪʝʣʝʥ. ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ - ʦʪ 0 
ʜʦ 4294967295. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ - 2592000 ʩʝʢʫʥʜ (30 ʜʥʝʡ). 

PREFERRED-LIFETIME (ʆʧʮʠʦʥʘʣʴʥʦ.) ʋʢʘʞʠʪʝ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʝ ʚʨʝʤʷ ʞʠʟʥʠ ʧʨʝʬʠʢʩʘ ʚ 

ʩʝʢʫʥʜʘʭ. ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ - ʦʪ 0 ʜʦ 4294967295. ɽʩʣʠ 

ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʟʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 604 
800 ʩʝʢʫʥʜ (7 ʜʥʝʡ).  

off-link (ʆʧʮʠʦʥʘʣʴʥʦ.) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ ʬʣʘʛ ʥʘʣʠʯʠʷ ʩʦʝʜʠʥʝʥʠʷ 
on-link. ɽʩʣʠ ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, ʧʦ ʫʤʦʣʯʘʥʠʶ ʫʩʪʘʥʘʚʣʠʚʘʝʪʩʷ 
ʬʣʘʛ off-link.  

no-autoconfig (ʆʧʮʠʦʥʘʣʴʥʦ.) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ ʬʣʘʛ auto-configure. ɽʩʣʠ 
ʟʥʘʯʝʥʠʝ ʥʝ ʟʘʜʘʥʦ, ʬʣʘʛ auto-configure ʚʢʣʶʯʘʝʪʩʷ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 
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Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʉʪʘʪʫʩ ʧʨʝʬʠʢʩʘ ʧʨʝʜʩʪʘʚʣʝʥ ʩʣʝʜʫʶʱʠʤʠ ʢʦʤʙʠʥʘʮʠʷʤʠ: 

¶ ʂʦʤʙʠʥʘʮʠʷ 1: ʆʧʮʠʠ off-link ʠ no-autoconfig ʥʝ ʟʘʜʘʥʳ. 

 ʇʨʝʬʠʢʩ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ɹʠʪ L = 1, ʙʠʪ A = 1. 

¶ ʂʦʤʙʠʥʘʮʠʷ 2: ɿʘʜʘʥʘ ʦʧʮʠʷ no-autoconfig. 

 ʇʨʝʬʠʢʩ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ɹʠʪ L = 1, ʙʠʪ A = 0. 

¶ ʂʦʤʙʠʥʘʮʠʷ 3: ɿʘʜʘʥʘ ʦʧʮʠʷ off-link. 

 ʇʨʝʬʠʢʩ ʥʝ ʜʦʙʘʚʣʷʝʪʩʷ ʚ ʪʘʙʣʠʮʫ ʤʘʨʰʨʫʪʠʟʘʮʠʠ. ɹʠʪ L = 0, ʙʠʪ A = 1. 

ɿʥʘʯʝʥʠʝ ʜʦʧʫʩʪʠʤʦʛʦ ʚʨʝʤʝʥʠ ʞʠʟʥʠ Valid Lifetime ʜʣʷ ʧʨʝʬʠʢʩʘ ʜʦʣʞʥʦ ʧʨʝʚʳʰʘʪʴ ʟʥʘʯʝʥʠʝ 
ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʞʠʟʥʠ Preferred Lifetime. ɼʘʥʥʳʝ ʟʥʘʯʝʥʠʷ ʚʣʠʷʶʪ ʥʘ ʧʨʝʬʠʢʩ, ʚ 
ʢʦʪʦʨʦʤ ʚʢʣʶʯʝʥ ʙʠʪ A. ʇʦʣʫʯʝʥʥʳʡ ʫʟʝʣ ʙʫʜʝʪ ʢʦʥʬʠʛʫʨʠʨʦʚʘʪʴ ʘʜʨʝʩʘ ʥʘ ʦʩʥʦʚʝ ʧʨʝʬʠʢʩʘ, 
ʠʩʧʦʣʴʟʫʷ ʤʝʭʘʥʠʟʤ Stateless ʉonfiguration. ɽʩʣʠ ʚʨʝʤʷ ʞʠʟʥʠ ʧʨʝʬʠʢʩʘ ʧʨʝʚʳʩʠʣʦ ʟʥʘʯʝʥʠʝ 
ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ Preferred Lifetime, ʪʦʛʜʘ IPv6-ʘʜʨʝʩ, ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ 
ʵʪʦʛʦ ʧʨʝʬʠʢʩʘ, ʙʫʜʝʪ ʧʨʠʟʥʘʥ ʫʩʪʘʨʝʚʰʠʤ. ɽʩʣʠ ʚʨʝʤʷ ʞʠʟʥʠ ʧʨʝʬʠʢʩʘ ʧʨʝʚʳʩʠʣʦ ʟʥʘʯʝʥʠʝ 
Valid Lifetime, ʪʦ IPv6-ʘʜʨʝʩ, ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ ʵʪʦʛʦ ʧʨʝʬʠʢʩʘ, ʙʫʜʝʪ ʫʜʘʣʝʥ. 

ʇʨʠʤʝʨ 

ɺ ʵʪʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ IPv6-ʧʨʝʬʠʢʩ 3ffe:501:ffff:100::/64 ʩ ʧʘʨʘʤʝʪʨʦʤ Valid 
Lifetime ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴʶ 30000 ʩʝʢʫʥʜ ʠ Preferred Lifetime ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴʶ 20000 
ʩʝʢʫʥʜ.  

 

9.12. ipv6 nd ra interval 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʤʝʞʜʫ ʩʦʦʙʱʝʥʠʷʤʠ RA ʜʣʷ 
IPv6-ʠʥʪʝʨʬʝʡʩʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

 ipv6 nd ra interval MAX-SECS [MIN-SECS] 

 no ipv6 nd ra interval 

ʇʘʨʘʤʝʪʨʳ 

MAX-SECS ʋʢʘʞʠʪʝ ʤʘʢʩʠʤʘʣʴʥʳʡ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʜʣʷ ʧʦʚʪʦʨʥʦʡ 

ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʷ RA ʚ ʩʝʢʫʥʜʘʭ. ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ  - ʦʪ 4 ʜʦ 
1800 ʩʝʢʫʥʜ. 

MIN-SECS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʤʠʥʠʤʘʣʴʥʳʡ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʜʣʷ 
ʧʦʚʪʦʨʥʦʡ ʧʝʨʝʜʘʯʠ ʩʦʦʙʱʝʥʠʷ RA ʚ ʩʝʢʫʥʜʘʭ. ɼʘʥʥʦʝ ʟʥʘʯʝʥʠʝ 
ʜʦʣʞʥʦ ʙʳʪʴ ʤʝʥʴʰʝ 75% ʦʪ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ. ɼʦʧʫʩʪʠʤʳʝ 

ʟʥʘʯʝʥʠʷ  - ʦʪ 3 ʜʦ 1350 ʩʝʢʫʥʜ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʧʦ ʫʤʦʣʯʘʥʠʶ - 200 ʩʝʢʫʥʜ.  
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Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʄʠʥʠʤʘʣʴʥʳʡ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʤʝʥʴʰʝ 3 ʩʝʢʫʥʜ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʜʣʷ ʩʦʦʙʱʝʥʠʡ RA.  

 

9.13. ipv6 nd ra lifetime 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʟʥʘʯʝʥʠʷ ʚʨʝʤʝʥʠ ʞʠʟʥʠ (Lifetime) ʚ ʘʥʦʥʩʠʨʫʝʤʳʭ 
ʩʦʦʙʱʝʥʠʷʭ RA. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ipv6 nd ra lifetime SECONDS 

 no ipv6 nd ra lifetime  

ʇʘʨʘʤʝʪʨʳ 

SECONDS ʋʢʘʞʠʪʝ ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʚ 
ʢʘʯʝʩʪʚʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʚ ʩʝʢʫʥʜʘʭ). ɼʦʧʫʩʪʠʤʳʝ 

ʟʥʘʯʝʥʠʷ - ʦʪ 0 ʜʦ 9000. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 1800 ʩʝʢʫʥʜ.  

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɿʥʘʯʝʥʠʝ Lifetime ʚ ʩʦʦʙʱʝʥʠʠ RA ʫʢʘʟʳʚʘʝʪ ʫʟʣʫ ʧʝʨʠʦʜ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨ 
ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʧʦ ʫʤʦʣʯʘʥʠʶ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ Lifetime ʚ ʘʥʦʥʩʠʨʫʝʤʳʭ ʩʦʦʙʱʝʥʠʷʭ RA. 

 

9.14. ipv6 nd suppress-ra 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ RA ʥʘ ʠʥʪʝʨʬʝʡʩʝ. ɼʣʷ 
ʚʢʣʶʯʝʥʠʷ ʦʪʧʨʘʚʢʠ ʩʦʦʙʱʝʥʠʡ RA ʠʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no. 

 ipv6 nd suppress-ra 
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 no ipv6 nd suppress-ra 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɸʥʦʥʩʠʨʦʚʘʥʠʝ RA ʥʘ ʠʥʪʝʨʬʝʡʩʝ VLAN ʦʪʢʣʶʯʝʥʦ.  

ɸʥʦʥʩʠʨʦʚʘʥʠʝ RA ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʪʫʥʥʝʣʷ ʦʪʢʣʶʯʝʥʦ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ipv6 nd suppress-ra, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʡ RA ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no ipv6 nd suppress-ra, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʡ 
RA ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʪʫʥʥʝʣʷ ISATAP. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʙʣʦʢʠʨʦʚʘʪʴ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʡ RA ʜʣʷ VLAN 1. 

 

9.15. ipv6 nd reachable-time 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʘ Reachable Time (ʚʨʝʤʷ ʜʦʩʪʫʧʥʦʩʪʠ) ʚ 
ʪʘʙʣʠʮʝ ND-ʧʨʦʪʦʢʦʣʘ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ipv6 nd reachable-time MILLI-SECONDS 

 no ipv6 nd reachable-time 

ʇʘʨʘʤʝʪʨʳ 

MILLI-SECONDS ʋʢʘʞʠʪʝ ʚʨʝʤʷ ʜʦʩʪʫʧʥʦʩʪʠ ʜʣʷ ʦʪʧʨʘʚʣʷʝʤʳʭ ʘʥʦʥʩʦʚ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ (ʚ ʤʠʣʣʠʩʝʢʫʥʜʘʭ). ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ - ʦʪ 0 ʜʦ 
3 600 000, ʢʨʘʪʥʦ 1000. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʘʥʦʥʩʠʨʫʝʤʦʝ ʚ ʩʦʦʙʱʝʥʠʷʭ RA, - 1 200 000. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ, - 1 200 000 (1200 ʩʝʢʫʥʜ). 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɿʘʜʘʥʥʦʝ ʚʨʝʤʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠ ʘʥʦʥʩʠʨʫʝʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ 
RA. ɽʩʣʠ ʟʘʜʘʥ 0, ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 1200 ʩʝʢʫʥʜ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠ 
ʘʥʦʥʩʠʨʦʚʘʪʴ 1200 (ʥʝ ʫʢʘʟʘʥʦ) ʚ ʩʦʦʙʱʝʥʠʠ RA. 

ʇʘʨʘʤʝʪʨ Reachable Time ʠʩʧʦʣʴʟʫʝʪʩʷ IPv6-ʫʟʣʦʤ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʜʦʩʪʫʧʥʦʩʪʠ ʩʦʩʝʜʥʠʭ 
ʫʟʣʦʚ.  

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʟʘʜʘʪʴ ʟʥʘʯʝʥʠʝ Reachable Time ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴʶ 3600 
ʩʝʢʫʥʜ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ VLAN 1.  

 

9.16. ipv6 nd ns-interval 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʚʨʝʤʝʥʥʦʛʦ ʠʥʪʝʨʚʘʣʘ ʤʝʞʜʫ ʧʦʚʪʦʨʥʳʤʠ 
ʦʪʧʨʘʚʢʘʤʠ ʩʦʦʙʱʝʥʠʡ NS. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ipv6 nd ns-interval MILLI-SECONDS 

 no ipv6 nd ns-interval  

ʇʘʨʘʤʝʪʨʳ 

MILLI-SECONDS ʋʢʘʞʠʪʝ ʚʨʝʤʝʥʥʦʡ ʠʥʪʝʨʚʘʣ ʤʝʞʜʫ ʦʪʧʨʘʚʢʘʤʠ ʟʘʧʨʦʩʦʚ NS (ʚ 

ʤʠʣʣʠʩʝʢʫʥʜʘʭ). ɼʦʧʫʩʪʠʤʳʝ ʟʥʘʯʝʥʠʷ - ʦʪ 0 ʜʦ 3 600 000 
ʤʠʣʣʠʩʝʢʫʥʜ, ʢʨʘʪʥʦ 1000. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʘʥʦʥʩʠʨʫʝʤʦʝ ʚ ʩʦʦʙʱʝʥʠʷʭ RA, - 0. 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʠʩʧʦʣʴʟʫʝʤʦʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ, - 1000 (1 ʩʝʢʫʥʜʘ). 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɿʘʜʘʥʥʦʝ ʚʨʝʤʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠ ʘʥʦʥʩʠʨʫʝʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ 
RA. ɽʩʣʠ ʟʘʜʘʥ 0, ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 1 ʩʝʢʫʥʜʫ ʥʘ ʠʥʪʝʨʬʝʡʩʝ ʠ ʘʥʦʥʩʠʨʦʚʘʪʴ 0 
(ʥʝ ʫʢʘʟʘʥʦ) ʚ ʩʦʦʙʱʝʥʠʠ RA. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʧʨʘʚʢʫ ʩʦʦʙʱʝʥʠʡ NS c ʠʥʪʝʨʚʘʣʦʤ 6 ʩʝʢʫʥʜ. 

 

9.17. ipv6 neighbor 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʚ ʪʘʙʣʠʮʝ IPv6 neighbor. 
ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʩʪʘʪʠʯʝʩʢʫʶ ʟʘʧʠʩʴ ʠʟ ʪʘʙʣʠʮʳ.  
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 ipv6 neighbor IPV6-ADDRESS INTERFACE-ID MAC-ADDRESS 

 no ipv6 neighbor IPV6-ADDRESS INTERFACE-ID 

ʇʘʨʘʤʝʪʨʳ 

IPV6-ADDRESS ʋʢʘʞʠʪʝ IPv6-ʘʜʨʝʩ ʜʣʷ ʟʘʧʠʩʠ ʚ IPv6 neighbor cache.  

INTERFACE-ID  ʋʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʚ IPv6 neighbor 
cache. 

MAC-ADDRESS ʋʢʘʞʠʪʝ MAC-ʘʜʨʝʩ ʜʣʷ ʟʘʧʠʩʠ ʚ IPv6 neighbor cache.  

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʚ ʪʘʙʣʠʮʝ IPv6 neighbor cache ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ. ʉʪʘʪʠʯʝʩʢʘʷ ʟʘʧʠʩʴ ʙʫʜʝʪ ʥʘʭʦʜʠʪʴʩʷ ʣʠʙʦ ʚ ʩʦʩʪʦʷʥʠʠ REACHABLE, ʝʩʣʠ 
ʠʥʪʝʨʬʝʡʩ ʘʢʪʠʚʠʨʦʚʘʥ, ʣʠʙʦ ʚ ʩʦʩʪʦʷʥʠʠ INCOMPLETE, ʝʩʣʠ ʠʥʪʝʨʬʝʡʩ ʚʳʢʣʶʯʝʥ. 
ʆʪʩʣʝʞʠʚʘʥʠʝ ʜʦʩʪʠʞʠʤʦʩʪʠ ʩʦʩʝʜʥʠʭ ʫʟʣʦʚ ʢ ʩʪʘʪʠʯʝʩʢʠʤ ʟʘʧʠʩʷʤ ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ. 

ʂʦʤʘʥʜʘ clear ipv6 neighbors ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʠʪʴ ʜʠʥʘʤʠʯʝʩʢʠʝ ʟʘʧʠʩʠ ʠʟ ʪʘʙʣʠʮʳ IPv6 neighbor. 
ɼʣʷ ʫʜʘʣʝʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no ipv6 neighbor. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʩʪʘʪʠʯʝʩʢʫʶ ʟʘʧʠʩʴ ʚ ʪʘʙʣʠʮʝ IPv6 neighbor cache. 

 

9.18. show ipv6 general-prefix 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʦʩʥʦʚʥʦʤʫ IPv6-ʧʨʝʬʠʢʩʫ. 

 show ipv6 general-prefix [PREFIX-NAME] 

ʇʘʨʘʤʝʪʨʳ 

PREFIX-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ, ʜʣʷ ʢʦʪʦʨʦʛʦ 
ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ. ɽʩʣʠ ʠʤʷ ʦʩʥʦʚʥʦʛʦ ʧʨʝʬʠʢʩʘ 
ʥʝ ʫʢʘʟʘʥʦ, ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʚʩʝʤ ʦʩʥʦʚʥʳʤ 
ʧʨʝʬʠʢʩʘʤ. ʀʤʷ ʧʨʝʬʠʢʩʘ ʥʝ ʜʦʣʞʥʦ ʧʨʝʚʳʰʘʪʴ 12 ʩʠʤʚʦʣʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

149 

 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ ʦʩʥʦʚʥʳʤ IPv6-ʧʨʝʬʠʢʩʘʤ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʚʩʝʤ ʦʩʥʦʚʥʳʤ IPv6-ʧʨʝʬʠʢʩʘʤ. 

 

9.19. show ipv6 interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʧʦ IPv6-ʠʥʪʝʨʬʝʡʩʫ. 

 show ipv6 interface [INTERFACE-ID] [brief]  

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ.) ʋʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩ, ʜʣʷ ʢʦʪʦʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ 
ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ. 

brief (ʆʧʮʠʦʥʘʣʴʥʦ.) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʢʨʘʪʢʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʦ ʫʤʦʣʯʘʥʠ  ʁ

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʥʘʩʪʨʦʝʢ ʢʦʥʬʠʛʫʨʘʮʠʠ IPv6-ʠʥʪʝʨʬʝʡʩʘ. ɼʣʷ 
ʠʥʪʝʨʬʝʡʩʘ IPv6-ʪʫʥʥʝʣʷ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʪʦʣʴʢʦ ʪʫʥʥʝʣʴ ISATAP. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʧʦ IPv6-ʠʥʪʝʨʬʝʡʩʫ. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʣʫʯʠʪʴ ʢʨʘʪʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ IPv6-ʠʥʪʝʨʬʝʡʩʫ. 

9.20. show ipv6 neighbors 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʝʜʥʠʭ IPv6-ʫʩʪʨʦʡʩʪʚʘʭ. 

 show ipv6 neighbors [INTERFACE-ID] [IPV6-ADDRESS]  

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ʋʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʧʠʩʷʭ ʚ 
ʪʘʙʣʠʮʝ IPv6 neighbor cache. 

IPV6-ADDRESS ʋʢʘʞʠʪʝ IPv6-ʘʜʨʝʩ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʣʷ ʥʝʛʦ ʠʥʬʦʨʤʘʮʠʶ ʦ 
ʟʘʧʠʩʷʭ ʚ ʪʘʙʣʠʮʝ IPv6 neighbor cache. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʟʘʧʠʩʠ ʚ ʪʘʙʣʠʮʝ IPv6 neighbor cache. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʧʠʩʷʭ ʚ ʪʘʙʣʠʮʝ IPv6 neighbor cache. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

ʊʠʧ ʟʘʧʠʩʠ D - ʜʠʥʘʤʠʯʝʩʢʘʷ ʠʟʫʯʝʥʥʘʷ ʟʘʧʠʩʴ. 

S - ʩʪʘʪʠʯʝʩʢʘʷ neighbor-ʟʘʧʠʩʴ. 

ʉʦʩʪʦʷʥʠʝ ʟʘʧʠʩʠ INCMP (ʥʝʧʦʣʥʦʝ) - ʩʦʩʪʦʷʥʠʝ, ʢʦʛʜʘ ʟʘʧʨʦʩ ʥʘ ʧʦʣʫʯʝʥʠʝ ʘʜʨʝʩʘ 
ʜʣʷ ʟʘʧʠʩʠ ʦʪʧʨʘʚʣʝʥ, ʥʦ ʦʪʚʝʪʥʦʝ ʩʦʦʙʱʝʥʠʝ Neighbor 
Advertisement ʝʱʝ ʥʝ ʧʦʣʫʯʝʥʦ. 

REACH (ʜʦʩʪʠʞʠʤʦʝ) - ʩʦʩʪʦʷʥʠʝ, ʢʦʛʜʘ ʩʦʦʙʱʝʥʠʝ Neighbor 
Advertisement ʫʞʝ ʧʦʣʫʯʝʥʦ, ʘ ʚʨʝʤʷ ʪʘʡʤʝʨʘ Reachable Time (ʚ 
ʤʠʣʣʠʩʝʢʫʥʜʘʭ) ʝʱʝ ʥʝ ʠʩʪʝʢʣʦ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʦʩʝʜʥʝʝ 
ʫʩʪʨʦʡʩʪʚʦ ʨʘʙʦʪʘʝʪ ʢʦʨʨʝʢʪʥʦ.  

STALE - ʩʦʩʪʦʷʥʠʝ, ʚ ʢʦʪʦʨʦʝ ʧʝʨʝʭʦʜʠʪ ʟʘʧʠʩʴ, ʝʩʣʠ ʩ ʤʦʤʝʥʪʘ 
ʧʦʣʫʯʝʥʠʷ ʧʦʩʣʝʜʥʝʛʦ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʧʨʦʰʣʦ ʙʦʣʴʰʝ ʟʘʜʘʥʥʦʛʦ 
ʪʘʡʤʝʨʦʤ Reachable Time ʚʨʝʤʝʥʠ (ʚ ʤʠʣʣʠʩʝʢʫʥʜʘʭ).  

PROBE - ʩʦʩʪʦʷʥʠʝ ʟʘʧʠʩʠ, ʧʨʠ ʢʦʪʦʨʦʤ ʫʩʪʨʦʡʩʪʚʦ ʦʪʧʨʘʚʣʷʝʪ 
ʩʦʦʙʱʝʥʠʝ Neighbor Solicitation, ʯʪʦʙʳ ʧʦʜʪʚʝʨʜʠʪʴ ʜʦʩʪʠʞʠʤʦʩʪʴ. 
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10. ʂʦʤʘʥʜʳ ʣʦʛʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʝʥʥʳʭ ʢʦʤʘʥʜ 

10.1. command logging enable 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʣʦʛʠʨʦʚʘʥʠʷ ʚʳʧʦʣʥʝʥʥʳʭ ʢʦʤʘʥʜ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʬʫʥʢʮʠʶ ʣʦʛʠʨʦʚʘʥʠʷ. 

 command logging enable 

 no command logging enable 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 15. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʳ ʣʦʛʠʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʟʘʧʠʩʠ ʢʦʤʘʥʜ, ʫʩʧʝʰʥʦ ʚʳʧʦʣʥʝʥʥʳʭ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ 
ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ. ɺ ʞʫʨʥʘʣʝ ʚʝʜʝʪʩʷ ʟʘʧʠʩʴ ʚʚʝʜʝʥʥʳʭ ʢʦʤʘʥʜ ʠ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʯʝʪʥʦʡ 
ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚ ʢʦʪʦʨʦʡ ʙʳʣʘ ʚʚʝʜʝʥʘ ʢʦʤʘʥʜʘ. ʂʦʤʘʥʜʳ, ʥʝ ʠʟʤʝʥʷʶʱʠʝ ʢʦʥʬʠʛʫʨʘʮʠʶ 
ʠʣʠ ʨʘʙʦʪʫ ʢʦʤʤʫʪʘʪʦʨʘ (ʥʘʧʨʠʤʝʨ, show), ʥʝ ʟʘʧʠʩʳʚʘʶʪʩʷ. ʀʥʬʦʨʤʘʮʠʷ ʦ ʩʦʭʨʘʥʝʥʠʠ ʠ 
ʧʨʦʩʤʦʪʨʝ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ ʦʧʠʩʘʥʘ ʚ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʭ sys-log. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʝʩʣʠ ʢʦʤʤʫʪʘʪʦʨ ʥʘʭʦʜʠʪʩʷ ʚ ʨʝʞʠʤʝ BAT (ʧʨʦʮʝʜʫʨʘ ʟʘʛʨʫʟʢʠ, 
ʟʘʛʨʫʟʢʘ ʢʦʥʬʠʛʫʨʘʮʠʦʥʥʦʛʦ ʬʘʡʣʘ ʠ ʪ.ʜ.), ʥʠ ʦʜʥʘ ʠʟ ʢʦʤʘʥʜ ʢʦʥʬʠʛʫʨʘʮʠʠ 
ʥʝ ʣʦʛʠʨʫʝʪʩʷ (ʥʝ ʙʫʜʝʪ ʟʘʧʠʩʘʥʘ ʚ ʞʫʨʥʘʣ). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʢʣʶʯʝʥʠʷ ʬʫʥʢʮʠʠ ʣʦʛʠʨʦʚʘʥʠʷ. 
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11. ʂʦʤʘʥʜʳ CPU Access Control List (ACL) 

11.1. soft-acl filter-map 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (software ACL filter map). ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʵʪʦʡ ʢʦʤʘʥʜʳ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʚʭʦʜ ʚ 
ʨʝʞʠʤ Software ACL Filter Map. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʩʧʠʩʢʦʚ 
ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ. 

 soft-acl filter-map NAME 

 no soft-acl filter-map NAME 

ʇʘʨʘʤʝʪʨʳ 

NAME ʀʤʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (software ACL filter 
map). ɼʣʠʥʘ ʠʤʝʥʠ ʥʝ ʜʦʣʞʥʘ ʧʨʝʚʳʰʘʪʴ 32 ʩʠʤʚʦʣʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʧʝʨʝʡʪʠ ʚ ʨʝʞʠʤ Software ACL Filter Map ʠ ʩʦʟʜʘʪʴ ʧʨʠʚʷʟʢʫ 
ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʟʘʜʘʥʥʳʭ ʩʧʠʩʢʦʚ ACL ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʧʘʢʝʪʦʚ, ʧʦʣʫʯʘʝʤʳʭ CPU. 
ʄʦʞʥʦ ʥʘʩʪʨʦʠʪʴ ʥʝʩʢʦʣʴʢʦ ʧʨʦʛʨʘʤʤʥʳʭ ʩʧʠʩʢʦʚ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (software ACL filter map). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʧʨʦʛʨʘʤʤʥʳʡ ʩʧʠʩʦʢ ACL filter map ʩ ʠʤʝʥʝʤ ñcpu_filterò. 

 

11.2. match access-group 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʩʧʠʩʢʫ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (software ACL filter map). ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʧʨʠʚʷʟʢʠ. 

 SEQUENCE-NUMBER match mac access-group NAME 

 SEQUENCE-NUMBER match ip access-group NAME 

 SEQUENCE-NUMBER match ipv6 access-group NAME 

 SEQUENCE-NUMBER match expert access-group NAME 

 no match {mac | ip | ipv6 | expert} access-group 

ʇʘʨʘʤʝʪʨʳ 

SEQUENCE-NUMBER ʇʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʟʘʧʠʩʠ ʩʦʚʧʘʜʝʥʠʷ. ɼʠʘʧʘʟʦʥ: 
ʦʪ 1 ʜʦ 65535. ʏʝʤ ʤʝʥʴʰʝ ʥʦʤʝʨ, ʪʝʤ ʚʳʰʝ ʧʨʠʦʨʠʪʝʪ ʩʧʠʩʢʘ 
ʜʦʩʪʫʧʘ. 

NAME ʋʢʘʟʳʚʘʝʪ ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ACL, ʢʦʪʦʨʦʝ ʜʦʣʞʥʦ ʩʦʚʧʘʜʘʪʴ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Software ACL Filter Map Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʚʷʟʢʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʩʧʠʩʢʫ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (software ACL filter map). ʂ ʦʜʥʦʤʫ ʧʨʦʛʨʘʤʤʥʦʤʫ ʩʧʠʩʢʫ ʤʦʛʫʪ ʙʳʪʴ ʧʨʠʚʷʟʘʥʳ 
ʥʝʩʢʦʣʴʢʦ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ, ʧʨʠ ʫʩʣʦʚʠʠ ʯʪʦ ʦʥʠ ʦʪʥʦʩʷʪʩʷ ʢ ʨʘʟʥʳʤ ʪʠʧʘʤ (expert, MAC, IP ʠ 
IPv6). ɺ ʩʣʫʯʘʝ ʧʨʠʚʷʟʢʠ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʦʜʠʥʘʢʦʚʦʛʦ ʪʠʧʘ ʢʘʞʜʘʷ ʧʦʩʣʝʜʫʶʱʘʷ ʢʦʤʘʥʜʘ 
ʧʝʨʝʟʘʧʠʩʳʚʘʝʪ ʧʨʝʜʳʜʫʱʫʶ. 

ʇʦʨʷʜʢʦʚʳʝ ʥʦʤʝʨʘ ʦʧʨʝʜʝʣʷʶʪ ʧʨʠʦʨʠʪʝʪ ʦʙʨʘʙʦʪʢʠ ʩʚʷʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʚ filter map. 
ʉʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ ʤʝʥʴʰʠʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʦʙʣʘʜʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʧʨʠʦʨʠʪʝʪʦʤ. 
ʉʚʷʟʘʥʥʳʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʩ ʦʜʠʥʘʢʦʚʳʤ ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚ ʩʣʝʜʫʶʱʝʤ 
ʧʦʨʷʜʢʝ: ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ expert, ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ MAC, ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP, ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʨʠʚʷʟʘʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IP ʩ ʠʤʝʥʝʤ ñcpu-aclò ʠ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ 
MAC ʩ ʠʤʝʥʝʤ mac4001 ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʩʧʠʩʢʫ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (software ACL filter map) 
ñcpu_filterò.  

 

11.3. match interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʚʭʦʜʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ (ingress 
interface). ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʚʭʦʜʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

 match interface INTERFACE-ID [, | -] 

 no match interface {all | INTERFACE-ID [, | -]} 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ʉʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʠʥʪʝʨʬʝʡʩʘ (Interface ID). 
ʂʦʨʨʝʢʪʥʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ ʷʚʣʷʶʪʩʷ ʬʠʟʠʯʝʩʢʠʝ ʠʥʪʝʨʬʝʡʩʳ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 
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all ʋʢʘʟʳʚʘʝʪʩʷ ʚ ʬʦʨʤʝ no ʵʪʦʡ ʢʦʤʘʥʜʳ, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʚʩʝ 
ʩʦʚʤʝʩʪʠʤʳʝ ʚʭʦʜʥʳʝ ʠʥʪʝʨʬʝʡʩʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Software ACL Filter Map Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʇʨʦʛʨʘʤʤʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (software ACL filter map) ʙʫʜʝʪ ʘʢʪʠʚʠʨʦʚʘʥ, ʢʦʛʜʘ 
ʥʘʩʪʨʦʝʥ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʩʦʚʤʝʩʪʠʤʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. ɽʩʣʠ ʩʦʚʤʝʩʪʠʤʳʡ ʠʥʪʝʨʬʝʡʩ ʥʝ 
ʥʘʩʪʨʦʝʥ, ʧʨʦʛʨʘʤʤʥʳʡ ʩʧʠʩʦʢ ʥʝ ʚʩʪʫʧʠʪ ʚ ʩʠʣʫ. 

ʂʦʛʜʘ ʧʘʢʝʪ ʧʨʠʥʠʤʘʝʪʩʷ CPU, ʠ ʚʭʦʜʥʦʡ ʠʥʪʝʨʬʝʡʩ ʥʘʩʪʨʦʝʥ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʩʧʠʩʢʝ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (software ACL filter map), ʢʦʤʤʫʪʘʪʦʨ ʙʫʜʝʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʳʧʦʣʥʷʪʴ ʧʦʠʩʢ ʩʚʷʟʘʥʥʳʭ 
ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʩʧʠʩʢʘ. 

ʉʚʷʟʘʥʥʳʡ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ʩ ʥʘʠʚʳʩʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʩʧʠʩʢʝ ʙʫʜʝʪ ʧʨʦʚʝʨʝʥ ʚ 
ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʩʦʚʧʘʜʝʥʠʷ ʜʨʫʛʠʝ ʩʧʠʩʢʠ ʜʦʩʪʫʧʘ ʙʫʜʫʪ ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʳ. ɺ 
ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ, ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴʩʷ ʧʦʠʩʢ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʩʦ ʩʣʝʜʫʶʱʠʤ ʥʘʠʚʳʩʰʠʤ 
ʧʨʠʦʨʠʪʝʪʦʤ ʠ ʪʘʢ ʜʘʣʝʝ. 

ɺʥʫʪʨʠ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʦʭʦʞʘʷ ʧʨʦʚʝʨʢʘ ʥʦʤʝʨʦʚ. ʇʨʘʚʠʣʦ ʩ ʤʝʥʴʰʠʤ 
ʧʦʨʷʜʢʦʚʳʤ ʥʦʤʝʨʦʤ ʧʦʣʫʯʘʝʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʩʦʚʧʘʜʝʥʠʷ ʜʨʫʛʠʝ 
ʧʨʘʚʠʣʘ ʙʫʜʫʪ ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʳ. 

ɺ ʠʪʦʛʝ, ʝʩʣʠ ʩʦʚʧʘʜʝʥʠʝ ʥʝ ʦʙʥʘʨʫʞʝʥʦ, ʧʘʢʝʪ ʙʫʜʝʪ ʨʘʟʨʝʰʝʥ, ʠ ʦʥ ʤʦʞʝʪ ʥʝʧʨʝʨʳʚʥʦ 
ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʜʨʫʛʠʤʠ ʬʫʥʢʮʠʷʤʠ. 

ɽʩʣʠ ʜʝʡʩʪʚʠʝʤ ʷʚʣʷʝʪʩʷ ópermitô, ʦʥ ʙʫʜʝʪ ʧʨʦʧʫʱʝʥ ʢ ʜʨʫʛʠʤ ʬʫʥʢʮʠʷʤ. ɽʩʣʠ ʜʝʡʩʪʚʠʝʤ 
ʷʚʣʷʝʪʩʷ ódropô, ʧʘʢʝʪ ʙʫʜʝʪ ʦʪʙʨʦʰʝʥ. 

ɼʨʫʛʠʤʠ ʩʣʦʚʘʤʠ, ʜʝʡʩʪʚʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʩʧʠʩʢʘ ʦʩʥʦʚʘʥʦ ʥʘ ʷʚʥʦ ʥʘʩʪʨʦʝʥʥʦʡ ʟʘʧʠʩʠ 
çʨʘʟʨʝʰʠʪʴ/ʟʘʧʨʝʪʠʪʴè. ʇʘʢʝʪ ʨʘʟʨʝʰʝʥ, ʝʩʣʠ ʦʥ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʘʢʦʤʫ-ʣʠʙʦ ʷʚʥʦ ʟʘʜʘʥʥʦʤʫ 
ʧʨʘʚʠʣʫ çʨʘʟʨʝʰʠʪʴè ʠʣʠ çʟʘʧʨʝʪʠʪʴè. 

ʀʥʪʝʨʬʝʡʩ ʤʦʞʝʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʪʦʣʴʢʦ ʦʜʥʦʤʫ ʩʧʠʩʢʫ. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʘʩʪʨʦʝʥ ʜʣʷ ʥʦʚʦʛʦ 
ʧʨʦʛʨʘʤʤʥʦʛʦ ʩʧʠʩʢʘ, ʦʥ ʙʫʜʝʪ ʫʜʘʣʝʥ ʠʟ ʧʨʝʜʳʜʫʱʝʛʦ ʩʧʠʩʢʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʦʚʤʝʩʪʠʤʳʡ ʠʥʪʝʨʬʝʡʩ eth 1/0/1 ʜʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ 
ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (software ACL filter map) ñcpu_filterò. 
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11.4. show soft-acl 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʛʨʘʤʤʥʳʭ ʩʧʠʩʢʘʭ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (software ACL filter map). 

 show soft-acl filter-map [NAME] 

ʇʘʨʘʤʝʪʨʳ 

NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪ ʠʤʷ ʦʪʦʙʨʘʞʘʝʤʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʩʧʠʩʢʘ 
ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʫʢʘʟʘʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (software ACL filter map). ɽʩʣʠ ʠʤʷ ʥʝ ʫʢʘʟʘʥʦ, ʪʦ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚʩʝ ʩʧʠʩʢʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʦʙʨʘʟʠʪʴ ʧʨʦʛʨʘʤʤʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (software 
ACL filter map). 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

IP(N) ʊʠʧ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. ʏʠʩʣʦ ʚ ʩʢʦʙʢʘʭ ʦʟʥʘʯʘʝʪ ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 
ʩʚʷʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ. 
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12. ʂʦʤʘʥʜʳ DHCP Snooping 

12.1. ip dhcp snooping 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʛʣʦʙʘʣʴʥʦʛʦ ʚʢʣʶʯʝʥʠʷ DHCP Snooping. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ 
no, ʯʪʦʙʳ ʦʪʢʣʶʯʠʪʴ DHCP Snooping. 

 ip dhcp snooping 

 no ip dhcp snooping 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʌʫʥʢʮʠʷ DHCP Snooping ʦʪʩʣʝʞʠʚʘʝʪ ʧʘʢʝʪʳ DHCP, ʧʦʩʪʫʧʘʶʱʠʝ ʥʘ ʥʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ 
ʚʦ VLAN, ʥʘ ʢʦʪʦʨʦʡ ʚʢʣʶʯʝʥʘ ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ. ʉ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ DHCP-ʧʘʢʝʪʳ, 
ʧʨʠʭʦʜʷʱʠʝ ʩ ʥʝʜʦʚʝʨʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʩʪʘʪʫʩ ʧʨʦʚʝʨʝʥʥʳʭ, ʠ ʙʫʜʝʪ ʩʦʟʜʘʥʘ 
ʪʘʙʣʠʮʘ ʧʨʠʚʷʟʢʠ DHCP ʜʣʷ DHCP Snooping ʚʦ VLAN. ʊʘʙʣʠʮʘ ʧʨʠʚʷʟʢʠ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ 
ʦ ʧʨʠʚʷʟʢʝ IP ʠ MAC, ʢʦʪʦʨʘʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ IP Source Guard ʠ Dynamic 
ARP Inspection. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ DHCP Snooping. 

 

12.2. ip dhcp snooping information option allow-untrusted 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʛʣʦʙʘʣʴʥʦʛʦ ʜʦʩʪʫʧʘ DHCP-ʧʘʢʝʪʦʚ ʩ Relay Option 82 ʢ 
ʥʝʜʦʚʝʨʝʥʥʳʤ ʠʥʪʝʨʬʝʡʩʘʤ. ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʟʘʧʨʝʪʠʪʴ ʧʘʢʝʪʳ ʩ Relay Option 82. 

 ip dhcp snooping information option allow-untrusted 

 no ip dhcp snooping information option allow-untrusted 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʌʫʥʢʮʠʷ DHCP Snooping ʧʨʦʚʝʨʷʝʪ ʧʘʢʝʪʳ DHCP, ʢʦʛʜʘ ʦʥʠ ʧʦʩʪʫʧʘʶʪ ʥʘ ʧʦʨʪ ʚʦ VLAN, ʥʘ 
ʢʦʪʦʨʦʡ ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ DHCP Snooping. ʇʦ ʫʤʦʣʯʘʥʠʶ ʧʨʠ ʧʨʦʚʝʨʢʝ ʙʫʜʫʪ ʦʪʙʨʦʰʝʥʳ 
ʧʘʢʝʪʳ, ʝʩʣʠ ʠʭ ʘʜʨʝʩ ʰʣʶʟʘ ʥʝ ʨʘʚʝʥ 0 ʠʣʠ ʧʨʠʩʫʪʩʪʚʫʝʪ Option 82. 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʧʘʢʝʪʘʤ ʩ Relay Option 82 ʜʦʩʪʫʧ ʢ ʥʝʜʦʚʝʨʝʥʥʳʤ 
ʠʥʪʝʨʬʝʡʩʘʤ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ DHCP Snooping ʜʣʷ Option 82, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ 
ʜʦʩʪʫʧ ʢ ʥʝʜʦʚʝʨʝʥʥʳʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

 

12.3. ip dhcp snooping database 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʭʨʘʥʝʥʠʷ ʟʘʧʠʩʝʡ ʧʨʠʚʷʟʢʠ DHCP Snooping ʚ 
ʣʦʢʘʣʴʥʦʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ (ʬʣʝʰ-ʢʘʨʪʝ) ʠʣʠ ʥʘ ʫʜʘʣʝʥʥʦʤ ʫʟʣʝ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ 
no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʭʨʘʥʝʥʠʝ ʠʣʠ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip dhcp snooping database {URL | write-delay SECONDS} 

 no ip dhcp snooping database [write-delay] 

ʇʘʨʘʤʝʪʨʳ 

URL ʋʢʘʞʠʪʝ URL ʚ ʣʶʙʦʤ ʠʟ ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʬʦʨʤʘʪʦʚ: 

¶ ftp://username:password@location:tcpport/filename 

¶ tftp://location/filename 

¶ flash:/filename 

write-delay SECONDS ʋʢʘʞʠʪʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʧʝʨʝʜ ʦʙʥʦʚʣʝʥʠʝʤ ʟʘʧʠʩʠ ʧʨʠ 
ʦʙʥʘʨʫʞʝʥʠʠ ʠʟʤʝʥʝʥʠʡ ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʷʟʢʠ. ɺʨʝʤʷ ʧʦ ʫʤʦʣʯʘʥʠʶ 
ʩʦʩʪʘʚʣʷʝʪ 300 ʩʝʢʫʥʜ. ɼʠʘʧʘʟʦʥ ʜʦʩʪʫʧʥʳʭ ʟʥʘʯʝʥʠʡ ʦʪ 60 ʜʦ 
86400. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ URL-ʘʜʨʝʩ ʘʛʝʥʪʘ ʙʘʟʳ ʜʘʥʥʳʭ ʥʝ ʫʩʪʘʥʦʚʣʝʥ. 

ɿʥʘʯʝʥʠʝ ʚʨʝʤʝʥʠ ʟʘʜʝʨʞʢʠ ʜʣʷ ʟʘʧʠʩʠ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 300 ʩʝʢʫʥʜ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʭʨʘʥʝʥʠʷ ʟʘʧʠʩʝʡ ʧʨʠʚʷʟʢʠ DHCP ʚ ʣʦʢʘʣʴʥʦʡ Flash-ʧʘʤʷʪʠ 
ʠʣʠ ʥʘ ʫʜʘʣʝʥʥʦʤ ʫʟʣʝ. ʀʩʧʦʣʴʟʫʡʪʝ ʩʣʝʜʫʶʱʠʝ ʤʝʪʦʜʳ ʜʣʷ ʭʨʘʥʝʥʠʷ ʟʘʧʠʩʝʡ ʧʨʠʚʷʟʢʠ DHCP: 

¶ flash: ʭʨʘʥʝʥʠʝ ʟʘʧʠʩʝʡ ʚ ʬʘʡʣʝ ʚ ʣʦʢʘʣʴʥʦʡ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʝ. 

¶ tftp: ʭʨʘʥʝʥʠʝ ʟʘʧʠʩʝʡ ʥʘ ʫʜʘʣʝʥʥʦʤ ʫʟʣʝ ʯʝʨʝʟ TFTP. 

¶ ftp: ʭʨʘʥʝʥʠʝ ʟʘʧʠʩʝʡ ʥʘ ʫʜʘʣʝʥʥʦʤ ʫʟʣʝ ʯʝʨʝʟ FTP. 
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ʇʨʠʤʝʯʘʥʠʝ: Flash-ʧʘʤʷʪʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʪʦʣʴʢʦ ʚʥʝʰʥʶʶ ʧʘʤʷʪʴ, 
ʥʘʧʨʠʤʝʨ, USB-ʥʘʢʦʧʠʪʝʣʴ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ʪʘʙʣʠʮʫ ʧʨʠʚʷʟʢʠ DHCP Snooping ʚ ʢʦʤʤʫʪʘʪʦʨʝ 
ʩʪʝʢʘ. ʊʘʙʣʠʮʘ ʥʝ ʙʫʜʝʪ ʩʦʭʨʘʥʝʥʘ ʚ ʦʪʜʝʣʴʥʳʭ ʢʦʤʤʫʪʘʪʦʨʘʭ ʩʪʝʢʘ. 

ɺʨʝʤʷ ʘʨʝʥʜʳ ʟʘʧʠʩʠ (lease time) ʥʝ ʙʫʜʝʪ ʠʟʤʝʥʝʥʦ, ʠ ʚʨʝʤʷ ʞʠʟʥʠ (live time) ʧʨʦʜʦʣʞʠʪ 
ʦʪʩʯʠʪʳʚʘʪʴʩʷ, ʧʦʢʘ ʟʘʧʠʩʴ ʩʫʱʝʩʪʚʫʝʪ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʦʭʨʘʥʝʥʠʝ ʧʨʠʚʷʟʢʠ ʚ ʬʘʡʣ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ. 

 

12.4. clear ip dhcp snooping database statistics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP. 

 clear ip dhcp snooping database statistics 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ. 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʠʪʴ ʩʪʘʪʠʩʪʠʢʫ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʩʪʘʪʠʩʪʠʢʫ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

 

12.5. clear ip dhcp snooping binding 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʧʨʠʚʷʟʢʠ DHCP. 

 clear ip dhcp snooping binding [MAC-ADDRESS] [IP-ADDRESS] [vlan VLAN-ID] [interface 
INTERFACE-ID] 

ʇʘʨʘʤʝʪʨʳ 

MAC-ADDRESS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ MAC-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʫʜʘʣʠʪʴ. 

IP-ADDRESS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʫʜʘʣʠʪʴ. 

vlan VLAN-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ VLAN ID, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʫʜʘʣʠʪʴ. 
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interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʫʜʘʣʠʪʴ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʠʪʴ ʟʘʧʠʩʴ ʧʨʠʚʷʟʢʠ DHCP, ʚʢʣʶʯʘʷ ʟʘʜʘʥʥʳʝ ʚʨʫʯʥʫʶ ʟʘʧʠʩʠ 
ʧʨʠʚʷʟʢʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʚʩʝ ʟʘʧʠʩʠ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

 

12.6. renew ip dhcp snooping database 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP. 

 renew ip dhcp snooping database URL 

ʇʘʨʘʤʝʪʨʳ 

URL ʋʢʘʟʳʚʘʝʪʩʷ URL-ʘʜʨʝʩ ʜʣʷ ʟʘʛʨʫʟʢʠ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ ʠ ʜʦʙʘʚʣʝʥʠʷ 
ʚ ʥʝʝ ʟʘʧʠʩʝʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP ʩ URL-ʘʜʨʝʩʘ ʠ 
ʜʦʙʘʚʣʝʥʠʷ ʟʘʧʠʩʝʡ ʚ ʪʘʙʣʠʮʫ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʙʥʦʚʠʪʴ ʪʘʙʣʠʮʫ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

 

12.7. ip dhcp snooping binding 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʨʠʚʷʟʢʠ DHCP Snooping ʚʨʫʯʥʫʶ. 

 ip dhcp snooping binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface 
INTERFACE-ID expiry SECONDS 
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ʇʘʨʘʤʝʪʨʳ 

MAC-ADDRESS ʋʢʘʞʠʪʝ MAC-ʘʜʨʝʩ ʟʘʧʠʩʠ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʠʣʠ 
ʫʜʘʣʠʪʴ. 

vlan VLAN-ID ʋʢʘʞʠʪʝ VLAN ID ʟʘʧʠʩʠ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ. 

IP-ADDRESS ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ ʟʘʧʠʩʠ, ʢʦʪʦʨʫʶ ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ. 

INTERFACE-ID ʋʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩ (ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ ʠʣʠ port channel), ʥʘ ʢʦʪʦʨʦʤ 
ʥʝʦʙʭʦʜʠʤʦ ʜʦʙʘʚʠʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʟʘʧʠʩʴ ʧʨʠʚʷʟʢʠ. 

expiry SECONDS ʋʢʘʞʠʪʝ ʠʥʪʝʨʚʘʣ, ʧʦ ʠʩʪʝʯʝʥʠʠ ʢʦʪʦʨʦʛʦ ʧʨʠʚʷʟʢʠ ʩʪʘʥʫʪ 
ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 60 ʜʦ 4294967295 
ʩʝʢʫʥʜ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʜʠʥʘʤʠʯʝʩʢʦʡ ʟʘʧʠʩʠ DHCP Snooping. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʟʘʧʠʩʴ DHCP Snooping ʩ IP-ʘʜʨʝʩʦʤ 10.1.1.1 ʠ 
MAC-ʘʜʨʝʩʦʤ 00-01-02-03-04-05 ʜʣʷ VLAN 2 ʠ ʧʦʨʪʘ Ethernet 1/0/10 ʩ expiry time, ʨʘʚʥʳʤ 100 
ʩʝʢʫʥʜ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʢʣʶʯʠʪʴ ʟʘʧʠʩʴ DHCP Snooping ʩ IP-ʘʜʨʝʩʦʤ 10.1.1.1 ʠ 
MAC-ʘʜʨʝʩʦʤ 00-01-02-03-04-05 ʜʣʷ VLAN 2 ʠ ʧʦʨʪʘ Ethernet 1/0/10. 

 

12.8. ip dhcp snooping trust 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʦʨʪʘ ʚ ʢʘʯʝʩʪʚʝ ʜʦʚʝʨʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ 
DHCP Snooping. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip dhcp snooping trust 

 no ip dhcp snooping trust 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ ʠ ʠʥʪʝʨʬʝʡʩ port-channel. 

ʇʦʨʪʳ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ DHCP-ʩʝʨʚʝʨʫ ʠʣʠ ʜʨʫʛʠʤ ʢʦʤʤʫʪʘʪʦʨʘʤ, ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʢʘʢ 
ʜʦʚʝʨʝʥʥʳʝ ʠʥʪʝʨʬʝʡʩʳ. ʇʦʨʪʳ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ DHCP-ʢʣʠʝʥʪʘʤ, ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʢʘʢ 
ʥʝʜʦʚʝʨʝʥʥʳʝ ʠʥʪʝʨʬʝʡʩʳ. DHCP Snooping ʨʘʙʦʪʘʝʪ ʚ ʢʘʯʝʩʪʚʝ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ ʤʝʞʜʫ 
ʥʝʜʦʚʝʨʝʥʥʳʤʠ ʠʥʪʝʨʬʝʡʩʘʤʠ ʠ DHCP-ʩʝʨʚʝʨʘʤʠ. 

ɽʩʣʠ ʧʦʨʪ ʥʘʩʪʨʦʝʥ ʢʘʢ ʥʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʩʦʦʙʱʝʥʠʝ DHCP ʧʨʠʜʝʪ ʥʘ ʧʦʨʪ ʚ ʪʫ VLAN, 
ʥʘ ʢʦʪʦʨʦʡ ʚʢʣʶʯʝʥ DHCP Snooping. ʂʦʤʤʫʪʘʪʦʨ ʧʝʨʝʥʘʧʨʘʚʠʪ ʧʘʢʝʪʳ DHCP ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ 
ʩʣʝʜʫʶʱʠʭ ʩʣʫʯʘʝʚ, ʧʨʠ ʢʦʪʦʨʳʭ ʧʘʢʝʪʳ ʙʫʜʫʪ ʦʪʙʨʘʩʳʚʘʪʴʩʷ: 

¶ ʇʦʨʪ ʢʦʤʤʫʪʘʪʦʨʘ ʧʦʣʫʯʘʝʪ ʧʘʢʝʪ (ʥʘʧʨʠʤʝʨ, ʧʘʢʝʪ DHCPOFFER, DHCPACK, DHCPNAK 
ʠʣʠ DHCPLEASEQUERY) ʦʪ DHCP-ʩʝʨʚʝʨʘ ʟʘ ʧʨʝʜʝʣʘʤʠ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ. 

¶ MAC-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʚ ʟʘʛʦʣʦʚʢʝ Ethernet ʜʦʣʞʝʥ ʙʳʪʴ ʪʘʢʠʤ ʞʝ, ʢʘʢ ʠ ʘʧʧʘʨʘʪʥʳʡ 
ʘʜʨʝʩ DHCP-ʢʣʠʝʥʪʘ, ʯʪʦʙʳ ʧʨʦʡʪʠ ʧʨʦʚʝʨʢʫ, ʝʩʣʠ ʚʢʣʶʯʝʥʘ ʢʦʤʘʥʜʘ ip dhcp snooping 
verify mac-address. 

¶ ʅʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʧʦʣʫʯʘʝʪ DHCP-ʧʘʢʝʪ, ʚʢʣʶʯʘʶʱʠʡ ʚ ʩʝʙʷ IP-ʘʜʨʝʩ ʘʛʝʥʪʘ 
ʨʝʪʨʘʥʩʣʷʮʠʠ (Relay Agent), ʦʪʣʠʯʥʳʡ ʦʪ 0.0.0.0, ʠʣʠ Relay Agent ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʧʘʢʝʪ, 
ʚʢʣʶʯʘʶʱʠʡ ʚ ʩʝʙʷ Option 82, ʥʘ ʥʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ. 

¶ ʄʘʨʰʨʫʪʠʟʘʪʦʨ ʧʦʣʫʯʘʝʪ ʩʦʦʙʱʝʥʠʝ DHCPRELEASE ʠʣʠ DHCPDECLINE ʦʪ 
ʥʝʜʦʚʝʨʝʥʥʦʛʦ ʫʟʣʘ ʩ ʟʘʧʠʩʴʶ ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʷʟʢʠ DHCP Snooping, ʠ ʠʥʬʦʨʤʘʮʠʷ ʦʙ 
ʠʥʪʝʨʬʝʡʩʝ ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʷʟʢʠ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʠʥʪʝʨʬʝʡʩʫ, ʥʘ ʢʦʪʦʨʦʤ ʙʳʣʦ ʧʦʣʫʯʝʥʦ 
ʩʦʦʙʱʝʥʠʝ. 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʧʨʦʮʝʩʩʫ ʧʨʦʚʝʨʢʠ DHCP Snooping ʪʘʢʞʝ ʩʦʟʜʘʝʪ ʟʘʧʠʩʴ ʧʨʠʚʷʟʢʠ ʥʘ ʦʩʥʦʚʝ IP-
ʘʜʨʝʩʘ, ʥʘʟʥʘʯʝʥʥʦʛʦ ʢʣʠʝʥʪʫ ʩʝʨʚʝʨʦʤ ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʷʟʢʠ DHCP Snooping. ɿʘʧʠʩʴ ʧʨʠʚʷʟʢʠ 
ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ, ʚʢʣʶʯʘʶʱʫʶ MAC-ʘʜʨʝʩ, IP-ʘʜʨʝʩ, VLAN ID ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʦʨʪʘ (port 
ID), ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʝʥ ʢʣʠʝʥʪ, ʘ ʪʘʢʞʝ ʚʨʝʤʷ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʘʨʝʥʜʳ (lease time). 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʜʦʙʘʚʠʪʴ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʧʦʨʪ 1/0/3 ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʫʥʢʮʠʠ DHCP Snooping. 

 

12.9. ip dhcp snooping limit entries 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʢʦʣʠʯʝʩʪʚʘ ʟʘʧʠʩʝʡ ʧʨʠʚʷʟʢʠ DHCP Snooping, 
ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʠʟʫʯʠʪʴ ʠʥʪʝʨʬʝʡʩ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʩʙʨʦʩʠʪ ʟʘʜʘʥʥʦʝ 
ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ DHCP. 

 ip dhcp snooping limit entries {NUMBER | no-limit} 

 no ip dhcp snooping limit entries 

ʇʘʨʘʤʝʪʨʳ 

NUMBER ʋʢʘʞʠʪʝ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ ʧʨʠʚʷʟʦʢ DHCP Snooping ʥʘ 

ʧʦʨʪ. ɼʠʘʧʘʟʦʥ ʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ - ʦʪ 0 ʜʦ 1024. 

no-limit ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʩʥʷʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʥʘʩʪʨʦʠʪʴ ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ ʠ ʠʥʪʝʨʬʝʡʩ port-channel. ʂʦʤʘʥʜʘ 
ʜʝʡʩʪʚʫʝʪ ʪʦʣʴʢʦ ʥʘ ʥʝʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʘʭ. ʉʠʩʪʝʤʘ ʧʝʨʝʩʪʘʥʝʪ ʠʟʫʯʘʪʴ ʧʨʠʚʷʟʢʠ, 
ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʨʪʦʤ, ʝʩʣʠ ʧʨʝʚʳʰʝʥʦ ʤʘʢʩʠʤʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʩʪʘʥʦʚʠʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʧʨʠʚʷʟʦʢ ʜʣʷ Ethernet 
1/0/3. ʀʩʧʦʣʴʟʫʝʪʩʷ ʟʥʘʯʝʥʠʝ 100. 

 

12.10. ip dhcp snooping limit rate 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʢʦʣʠʯʝʩʪʚʘ DHCP-ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʠʥʪʝʨʬʝʡʩ 
ʩʤʦʞʝʪ ʧʦʣʫʯʘʪʴ ʟʘ ʩʝʢʫʥʜʫ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʩʙʨʦʩʠʪ ʟʘʜʘʥʥʦʝ 
ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʦʦʙʱʝʥʠʡ DHCP. 

 ip dhcp snooping limit rate {VALUE | no-limit} 

 no ip dhcp snooping limit rate 

ʇʘʨʘʤʝʪʨʳ 

rate VALUE ʋʢʘʞʠʪʝ ʢʦʣʠʯʝʩʪʚʦ DHCP-ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʦʝ ʤʦʞʝʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥʦ 

ʟʘ ʩʝʢʫʥʜʫ. ɼʠʘʧʘʟʦʥ ʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ - ʦʪ 1 ʜʦ 300. 

no-limit ʋʢʘʞʠʪʝ ʜʣʷ ʩʥʷʪʠʷ ʦʛʨʘʥʠʯʝʥʠʷ ʩʢʦʨʦʩʪʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʇʨʠ ʧʨʝʚʳʰʝʥʠʠ ʟʘʜʘʥʥʦʛʦ ʣʠʤʠʪʘ ʧʦʨʪ ʙʫʜʝʪ ʦʪʢʣʶʯʝʥ ʠʟ-ʟʘ ʦʰʠʙʢʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʩʦʦʙʱʝʥʠʡ DHCP, ʢʦʪʦʨʦʝ ʢʦʤʤʫʪʘʪʦʨ 
ʩʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʥʘ ʧʦʨʪʫ 1/0/3 ʟʘ ʦʜʥʫ ʩʝʢʫʥʜʫ. 
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12.11. ip dhcp snooping station-move deny 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʩʦʩʪʦʷʥʠʷ DHCP Snooping Station Move. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʢʣʶʯʠʪ ʩʦʩʪʦʷʥʠʝ DHCP Snooping Roaming. 

 ip dhcp snooping station-move deny 

 no ip dhcp snooping station-move deny 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʇʨʠ ʚʢʣʶʯʝʥʠʠ DHCP Snooping Station Move ʜʠʥʘʤʠʯʝʩʢʘʷ ʟʘʧʠʩʴ ʧʨʠʚʷʟʢʠ DHCP Snooping ʩ 
ʪʝʤʠ ʞʝ VLAN ID ʠ MAC-ʘʜʨʝʩʦʤ ʥʘ ʦʧʨʝʜʝʣʝʥʥʦʤ ʧʦʨʪʫ ʤʦʞʝʪ ʧʝʨʝʤʝʩʪʠʪʴʩʷ ʥʘ ʜʨʫʛʦʡ ʧʦʨʪ, 
ʝʩʣʠ ʦʙʥʘʨʫʞʠʪʩʷ, ʯʪʦ ʥʦʚʦʤʫ ʧʨʦʮʝʩʩʫ DHCP ʧʨʠʥʘʜʣʝʞʠʪ ʪʦʪ ʞʝ VLAN ID ʠ MAC-ʘʜʨʝʩ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʢʣʶʯʠʪʴ ʩʦʩʪʦʷʥʠʝ Roaming. 

12.12. ip dhcp snooping verify mac-address 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʧʨʦʚʝʨʢʠ MAC-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ DHCP-ʧʘʢʝʪʘ ʥʘ 
ʩʦʦʪʚʝʪʩʪʚʠʝ ʘʧʧʘʨʘʪʥʦʤʫ ʘʜʨʝʩʫ ʢʣʠʝʥʪʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ 
ʧʨʦʚʝʨʢʫ ʄɸʉ-ʘʜʨʝʩʘ. 

 ip dhcp snooping verify mac-address 

 no ip dhcp snooping verify mac-address 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʚʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʌʫʥʢʮʠʷ DHCP Snooping ʧʨʦʚʝʨʷʝʪ DHCP-ʧʘʢʝʪʳ, ʧʨʠʩʳʣʘʝʤʳʝ ʥʘ ʧʦʨʪ ʚʦ VLAN, ʥʘ ʢʦʪʦʨʦʡ 
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ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ DHCP Snooping. ʇʦ ʫʤʦʣʯʘʥʠʶ DHCP Snooping ʧʨʦʚʝʨʷʝʪ, ʩʦʚʧʘʜʘʝʪ ʣʠ MAC-
ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʚ ʟʘʛʦʣʦʚʢʝ Ethernet ʩ ʘʧʧʘʨʘʪʥʳʤ ʘʜʨʝʩʦʤ DHCP-ʢʣʠʝʥʪʘ, ʯʪʦʙʳ ʧʨʦʡʪʠ 
ʧʨʦʚʝʨʢʫ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ MAC-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ DHCP-ʧʘʢʝʪʘ ʠ 
ʘʧʧʘʨʘʪʥʦʛʦ ʘʜʨʝʩʘ ʢʣʠʝʥʪʘ. 

 

12.13. ip dhcp snooping vlan 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ DHCP Snooping ʚ ʦʧʨʝʜʝʣʝʥʥʦʡ VLAN ʠʣʠ ʛʨʫʧʧʝ 
VLAN. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ DHCP Snooping ʚʦ VLAN ʠʣʠ ʛʨʫʧʧʝ 
VLAN. 

 ip dhcp snooping vlan VLAN-ID [, | -] 

 no ip dhcp snooping vlan VLAN-ID [, | -] 

ʇʘʨʘʤʝʪʨʳ 

vlan VLAN-ID ʋʢʘʞʠʪʝ VLAN, ʚ ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ 
DHCP Snooping. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ VLAN ʠʣʠ 
ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ VLAN ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ 
ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ VLAN. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ DHCP Snooping ʦʪʢʣʶʯʝʥʘ ʚʦ ʚʩʝʭ VLAN. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʛʣʦʙʘʣʴʥʦʛʦ ʚʢʣʶʯʝʥʠʷ DHCP Snooping. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ 
ip dhcp snooping vlan ʜʣʷ ʚʢʣʶʯʝʥʠʷ DHCP Snooping ʜʣʷ VLAN. ʌʫʥʢʮʠʷ DHCP Snooping 
ʦʪʩʣʝʞʠʚʘʝʪ ʧʘʢʝʪʳ DHCP, ʧʨʠʭʦʜʷʱʠʝ ʥʘ ʥʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʚʦ VLAN, ʥʘ ʢʦʪʦʨʦʡ 
ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ DHCP Snooping. ʉ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʬʫʥʢʮʠʠ, DHCP-ʧʘʢʝʪʳ, ʧʨʠʭʦʜʷʱʠʝ ʩ 
ʥʝʜʦʚʝʨʝʥʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ, ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʩʪʘʪʫʩ ʧʨʦʚʝʨʝʥʥʳʭ, ʘ ʜʣʷ VLAN c ʚʢʣʶʯʝʥʥʦʡ 
ʬʫʥʢʮʠʝʡ DHCP Snooping ʙʫʜʝʪ ʩʦʟʜʘʥʘ ʪʘʙʣʠʮʘ ʧʨʠʚʷʟʢʠ DHCP. ʊʘʙʣʠʮʘ ʧʨʠʚʷʟʢʠ 
ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʦʪʚʝʪʩʪʚʠʷʭ IP- ʠ MAC-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʘʷ ʧʦʟʞʝ ʤʦʞʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʬʫʥʢʮʠʷʤʠ IP Source Guard ʠ Dynamic ARP Inspection. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ DHCP Snooping ʚ VLAN 10. 

 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

166 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ DHCP Snooping ʚ ʥʝʩʢʦʣʴʢʠʭ VLAN. 

 

12.14. show ip dhcp snooping 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʥʘʩʪʨʦʝʢ DHCP Snooping. 

 show ip dhcp snooping 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʥʘʩʪʨʦʝʢ DHCP Snooping. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʥʘʩʪʨʦʡʢʘʤ DHCP Snooping. 

 

12.15. show ip dhcp snooping binding 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

 show ip dhcp snooping binding [IP-ADDRESS] [MAC-ADDRESS] [vlan VLAN-ID] [interface 
[INTERFACE-ID [, | -]]] 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʞʘʪʴ ʧʨʠʚʷʟʢʠ ʥʘ 
ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ. 
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MAC-ADDRESS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʞʘʪʴ ʧʨʠʚʷʟʢʠ ʥʘ 
ʦʩʥʦʚʝ ʄɸʉ-ʘʜʨʝʩʘ. 

vlan VLAN-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʞʘʪʴ ʧʨʠʚʷʟʢʠ ʥʘ 
ʦʩʥʦʚʝ VLAN. 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʦʪʦʙʨʘʞʘʪʴ ʧʨʠʚʷʟʢʠ ʥʘ 
ʦʩʥʦʚʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʨʪʘ (port ID). 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʠʚʷʟʦʢ DHCP Snooping. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʠʚʷʟʢʠ DHCP Snooping ʧʦ IP 10.1.1.1. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʠʚʷʟʢʠ DHCP Snooping ʧʦ IP 10.1.1.11 
ʠ ʄɸʉ 00-01-02-00-00-05. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʠʚʷʟʢʠ DHCP Snooping ʧʦ IP 10.1.1.1 ʠ 
ʄɸʉ 00-01-02-03-04-05 ʚʦ VLAN 100. 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʠʚʷʟʢʠ DHCP Snooping ʚʦ VLAN 100. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʧʨʠʚʷʟʢʠ DHCP Snooping ʥʘ ʠʥʪʝʨʬʝʡʩʝ 
Ethernet 1/0/5. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

MAC Address ɸʧʧʘʨʘʪʥʳʡ ʄɸʉ-ʘʜʨʝʩ ʢʣʠʝʥʪʘ. 

IP Address IP-ʘʜʨʝʩ ʢʣʠʝʥʪʘ, ʥʘʟʥʘʯʝʥʥʳʡ DHCP-ʩʝʨʚʝʨʦʤ. 

Lease (seconds) ɺʨʝʤʷ ʘʨʝʥʜʳ IP-ʘʜʨʝʩʘ (ʚ ʩʝʢʫʥʜʘʭ). 

Type ʊʠʧ ʧʨʠʚʷʟʢʠ, ʥʘʩʪʨʦʝʥʥʳʡ ʯʝʨʝʟ ʠʥʪʝʨʬʝʡʩ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ ʠʣʠ 
ʠʟʫʯʝʥʥʳʡ ʜʠʥʘʤʠʯʝʩʢʠ. 
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VLAN VLAN ID. 

Interface ʀʥʪʝʨʬʝʡʩ, ʧʦʜʢʣʶʯʘʶʱʠʡʩʷ ʢ ʫʟʣʫ DHCP-ʢʣʠʝʥʪʘ. 

12.16. show ip dhcp snooping database 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

 show ip dhcp snooping database 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP 
Snooping. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

Binding Collisions ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ, ʩʦʟʜʘʚʰʠʭ ʢʦʣʣʠʟʠʠ ʩ ʩʫʱʝʩʪʚʫʶʱʠʤʠ 
ʟʘʧʠʩʷʤʠ ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʷʟʢʠ DHCP Snooping. 

Expired leases ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ ʩ ʠʩʪʝʢʰʠʤ ʩʨʦʢʦʤ ʘʨʝʥʜʳ ʚ ʪʘʙʣʠʮʝ ʧʨʠʚʷʟʢʠ 
DHCP Snooping. 

Invalid interfaces ʂʦʣʠʯʝʩʪʚʦ ʠʥʪʝʨʬʝʡʩʦʚ, ʧʦʣʫʯʠʚʰʠʭ ʩʦʦʙʱʝʥʠʝ DHCP, ʥʦ DHCP 
Snooping ʜʣʷ ʢʦʪʦʨʳʭ ʥʝ ʚʳʧʦʣʥʷʝʪʩʷ. 

Parse failures ʂʦʣʠʯʝʩʪʚʦ ʥʝʜʦʧʫʩʪʠʤʳʭ ʧʘʢʝʪʦʚ DHCP. 

Checksum errors ʂʦʣʠʯʝʩʪʚʦ ʧʦʜʩʯʠʪʘʥʥʳʭ ʟʥʘʯʝʥʠʡ ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ, ʦʪʣʠʯʥʳʭ 
ʦʪ ʩʦʭʨʘʥʝʥʥʦʛʦ ʟʥʘʯʝʥʠ ̫ʢʦʥʪʨʦʣʴʥʦʡ ʩʫʤʤʳ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

170 

 

Unsupported vlans ʂʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ, ʜʣʷ ʢʦʪʦʨʳʭ VLAN ʦʪʢʣʶʯʝʥʘ. 
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13. ʂʦʤʘʥʜʳ DHCPv6 Guard 

13.1. ipv6 dhcp guard policy 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard. ʂʦʤʘʥʜʘ 
ʧʦʟʚʦʣʷʝʪ ʚʦʡʪʠ ʚ ʨʝʞʠʤ DHCPv6 Guard Configuration Mode. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʧʦʣʠʪʠʢʫ DHCPv6 Guard. 

 ipv6 dhcp guard policy POLICY-NAME 

 no ipv6 dhcp guard policy 

ʇʘʨʘʤʝʪʨʳ 

POLICY-NAME ʋʢʘʞʠʪʝ ʠʤʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard. ʂʦʤʘʥʜʘ 
ʧʦʟʚʦʣʷʝʪ ʚʦʡʪʠ ʚ ʨʝʞʠʤ DHCPv6 Guard Configuration Mode. ʇʦʣʠʪʠʢʠ DHCPv6 Guard ʤʦʛʫʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʦʪʚʝʪʦʚ DHCPv6 ʠ ʩʦʦʙʱʝʥʠʡ, ʧʨʠʭʦʜʷʱʠʭ ʩ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʛʦ 
ʩʝʨʚʝʨʘ. ʉʦʦʙʱʝʥʠʷ ʢʣʠʝʥʪʘ ʥʝ ʙʣʦʢʠʨʫʶʪʩʷ. 

ʇʦʩʣʝ ʩʦʟʜʘʥʠʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard ʠʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ipv6 dhcp guard attach-policy ʜʣʷ 
ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ ʥʘ ʦʧʨʝʜʝʣʝʥʥʦʤ ʠʥʪʝʨʬʝʡʩʝ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ DHCPv6 Guard. 

 

13.2. device-role 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʨʦʣʠ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 device-role {client | server} 

 no device-role 

ʇʘʨʘʤʝʪʨʳ 

client ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʦʜʢʣʶʯʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ 
DHCPv6. ɺʩʝ ʩʦʦʙʱʝʥʠʷ ʩʝʨʚʝʨʘ DHCPv6 ʥʘ ʵʪʦʤ ʧʦʨʪʫ ʙʫʜʫʪ 
ʦʪʙʨʘʩʳʚʘʪʴʩʷ. 

server ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʥʘʩʪʨʦʠʪʴ ʧʦʜʢʣʶʯʝʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ 
DHCPv6. ɺʩʝ ʩʦʦʙʱʝʥʠʷ ʩʝʨʚʝʨʘ DHCPv6 ʥʘ ʵʪʦʤ ʧʦʨʪʫ ʙʫʜʫʪ 
ʧʨʠʥʠʤʘʪʴʩʷ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʥʘʩʪʨʦʝʥʘ ʦʧʮʠʷ client. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

DHCPv6 Guard Policy Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʦʧʨʝʜʝʣʠʪʴ ʨʦʣʴ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ. ʇʦ ʫʤʦʣʯʘʥʠʶ 
ʫʩʪʨʦʡʩʪʚʦ ʚʳʧʦʣʥʷʝʪ ʨʦʣʴ ʢʣʠʝʥʪʘ, ʠ ʚʩʝ ʩʦʦʙʱʝʥʠʷ ʩʝʨʚʝʨʘ DHCPv6, ʧʨʠʭʦʜʷʱʠʝ ʥʘ ʧʦʨʪ, 
ʙʫʜʫʪ ʦʪʙʨʘʩʳʚʘʪʴʩʷ. ɽʩʣʠ ʥʘʩʪʨʦʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ, ʩʦʦʙʱʝʥʠʷ ʩʝʨʚʝʨʘ 
DHCPv6 ʥʘ ʜʘʥʥʦʤ ʧʦʨʪʫ ʙʫʜʫʪ ʨʘʟʨʝʰʝʥʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ DHCPv6 Guard ʠ ʥʘʩʪʨʦʠʪʴ ʫʩʪʨʦʡʩʪʚʦ ʚ 
ʢʘʯʝʩʪʚʝ ʩʝʨʚʝʨʘ. 

 

13.3. match ipv6 access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ IPv6-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʚ ʩʦʦʙʱʝʥʠʷʭ ʩʝʨʚʝʨʘ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʧʨʦʚʝʨʢʫ. 

 match ipv6 access-list IPV6-ACCESS-LIST-NAME 

 no match ipv6 access-list 

ʇʘʨʘʤʝʪʨʳ 

IPV6-ACCESS-LIST-NAME ʋʢʘʞʠʪʝ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6, ʩ ʢʦʪʦʨʳʤ ʥʝʦʙʭʦʜʠʤʦ ʩʚʝʨʷʪʴʩʷ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

DHCPv6 Guard Policy Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ DHCPv6-ʩʦʦʙʱʝʥʠʡ ʩʝʨʚʝʨʘ ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ. ɽʩʣʠ ʥʝ ʥʘʩʪʨʦʝʥʘ ʢʦʤʘʥʜʘ match ipv6 access-list, ʚʩʝ ʩʦʦʙʱʝʥʠʷ ʩʝʨʚʝʨʘ ʙʫʜʫʪ 
ʠʛʥʦʨʠʨʦʚʘʪʴʩʷ. ʉʧʠʩʦʢ ʜʦʩʪʫʧʘ ʥʘʩʪʨʘʠʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʢʦʤʘʥʜʳ ipv6 access-list. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʦʟʜʘʪʴ ʧʦʣʠʪʠʢʫ DHCPv6 Guard ʠ ʥʘʩʪʨʦʠʪʴ ʧʨʦʚʝʨʢʫ 
ʩʦʦʪʚʝʪʩʪʚʠʷ ʘʜʨʝʩʦʚ IPv6 ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ list1. 
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13.4. ipv6 dhcp guard attach-policy 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard Policy ʥʘ ʦʧʨʝʜʝʣʝʥʥʦʤ 
ʠʥʪʝʨʬʝʡʩʝ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʧʨʠʚʷʟʢʫ. 

 ipv6 dhcp guard attach-policy [POLICY-NAME] 

 no ipv6 dhcp guard attach-policy 

ʇʘʨʘʤʝʪʨʳ 

POLICY-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard ʥʘ ʠʥʪʝʨʬʝʡʩʝ. 
ʇʦʣʠʪʠʢʠ DHCPv6 Guard ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ DHCPv6-ʩʦʦʙʱʝʥʠʡ ʩʝʨʚʝʨʘ ʠʣʠ 
ʬʠʣʴʪʨʘʮʠʠ ʩʦʦʙʱʝʥʠʡ ʩʝʨʚʝʨʘ ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ. ɽʩʣʠ ʠʤʷ ʧʦʣʠʪʠʢʠ ʥʝ ʫʢʘʟʘʥʦ, 
ʪʦ ʧʦʣʠʪʠʢʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʥʘʩʪʨʦʠʪ ʫʩʪʨʦʡʩʪʚʦ ʚ ʢʘʯʝʩʪʚʝ ʢʣʠʝʥʪʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʨʠʤʝʥʠʪʴ ʧʦʣʠʪʠʢʫ DHCPv6 Guard çpol1è ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ 
Ethernet 1/0/3. 

 

13.5. show ipv6 dhcp guard policy 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʦʪʦʙʨʘʟʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ DHCPv6 Guard. 

 show ipv6 dhcp guard policy [POLICY-NAME] 

ʇʘʨʘʤʝʪʨʳ 

POLICY-NAME (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʤʷ ʧʦʣʠʪʠʢʠ DHCPv6 Guard. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʫʢʘʟʘʥʦ ʦʧʨʝʜʝʣʝʥʥʦʝ ʠʤʷ ʧʦʣʠʪʠʢʠ, ʪʦ ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʪʦʣʴʢʦ ʜʣʷ ʥʝʝ. 
ɽʩʣʠ ʠʤʷ ʧʦʣʠʪʠʢʠ ʥʝ ʫʢʘʟʘʥʦ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʚʩʝʭ ʧʦʣʠʪʠʢ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʚʩʝʭ ʧʦʣʠʪʠʢ. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

Device Role ʈʦʣʴ ʫʩʪʨʦʡʩʪʚʘ: ʢʣʠʝʥʪ ʠʣʠ ʩʝʨʚʝʨ. 

Target ʅʘʟʚʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ. 

Source Address Match Access List ʉʧʠʩʦʢ ʜʦʩʪʫʧʘ IPv6 ʫʢʘʟʘʥʥʦʡ ʧʦʣʠʪʠʢʠ. 
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14. ʂʦʤʘʥʜʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS 

14.1. dos-prevention 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʤʝʭʘʥʠʟʤʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS. 
ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 dos-prevention DOS-ATTACK-TYPE 

 no dos-prevention DOS-ATTACK-TYPE 

ʇʘʨʘʤʝʪʨʳ 

DOS-ATTACK-TYPE ʋʢʘʞʠʪʝ ʪʠʧ DoS-ʘʪʘʢʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʩʝ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʪʠʧʳ DoS ʦʪʢʣʶʯʝʥʳ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʠ ʥʘʩʪʨʦʡʢʠ ʤʝʭʘʥʠʟʤʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ DoS-ʘʪʘʢ 
ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʪʠʧʘ ʠʣʠ ʩʨʘʟʫ ʚʩʝʭ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʪʠʧʦʚ. ʄʝʭʘʥʠʟʤʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ 
DoS (ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʠ ʧʨʠʥʷʪʠʝ ʤʝʨ) ʷʚʣʷʶʪʩʷ ʬʫʥʢʮʠʷʤʠ ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ɽʩʣʠ ʬʫʥʢʮʠʦʥʘʣ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ DoS-ʘʪʘʢ ʚʢʣʶʯʝʥ, ʠ ʙʳʣ ʧʦʣʫʯʝʥ ʭʦʪʷ ʙʳ ʦʜʠʥ çʘʪʘʢʫʶʱʠʡè 
ʧʘʢʝʪ, ʢʦʤʤʫʪʘʪʦʨ ʩʦʭʨʘʥʠʪ ʩʦʙʳʪʠʝ ʚ ʞʫʨʥʘʣʝ. 

ʂʦʤʘʥʜʘ no dos-prevention ʩ ʢʣʶʯʝʚʳʤ ʩʣʦʚʦʤ all ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʤʝʭʘʥʠʟʤʘ 
ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS ʜʣʷ ʚʩʝʭ ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʪʠʧʦʚ. ɺʩʝ ʥʘʩʪʨʦʡʢʠ ʙʫʜʫʪ ʚʦʟʚʨʘʱʝʥʳ ʢ 
ʟʥʘʯʝʥʠʷʤ ʧʦ ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʪʠʧʦʚ ʘʪʘʢ. 

ʉʣʝʜʫʶʱʠʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʪʠʧʳ DoS-ʘʪʘʢ ʤʦʛʫʪ ʙʳʪʴ ʦʙʥʘʨʫʞʝʥʳ ʙʦʣʴʰʠʥʩʪʚʦʤ 
ʢʦʤʤʫʪʘʪʦʨʦʚ: 

¶ Blat: ʜʘʥʥʳʡ ʪʠʧ ʘʪʘʢʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʪʧʨʘʚʢʫ ʫʩʪʨʦʡʩʪʚʫ ʧʘʢʝʪʦʚ ʩ ʧʦʨʪʦʤ ʠʩʪʦʯʥʠʢʘ 
TCP/UDP, ʨʘʚʥʳʤ ʧʦʨʪʫ ʥʘʟʥʘʯʝʥʠʷ. ʕʪʦ ʤʦʞʝʪ ʧʦʩʣʫʞʠʪʴ ʧʨʠʯʠʥʦʡ ʪʦʛʦ, ʯʪʦ ʫʩʪʨʦʡʩʪʚʦ ʙʫʜʝʪ 
ʦʪʚʝʯʘʪʴ ʩʘʤʦʤʫ ʩʝʙʝ. 

¶ Land: ʘʪʘʢʘ LAND ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʪʧʨʘʚʢʫ ʫʩʪʨʦʡʩʪʚʫ IP-ʧʘʢʝʪʦʚ ʩ ʘʜʨʝʩʦʤ ʠʩʪʦʯʥʠʢʘ ʠ 
ʥʘʟʥʘʯʝʥʠʷ, ʨʘʚʥʳʤ ʘʜʨʝʩʫ ʫʩʪʨʦʡʩʪʚʘ. ʕʪʦ ʤʦʞʝʪ ʧʦʩʣʫʞʠʪʴ ʧʨʠʯʠʥʦʡ ʪʦʛʦ, ʯʪʦ ʫʩʪʨʦʡʩʪʚʦ 
ʙʫʜʝʪ ʥʝʧʨʝʨʳʚʥʦ ʦʪʚʝʯʘʪʴ ʩʘʤʦʤʫ ʩʝʙʝ. 

¶ TCP-NULL-scan: ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʢʝʪʦʚ, ʩʦʜʝʨʞʘʱʠʭ 
ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 0 ʠ ʥʝ ʩʦʜʝʨʞʘʱʠʭ ʬʣʘʛʠ. 

¶ TCP-SYN-fin: ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʢʝʪʦʚ, ʩʦʜʝʨʞʘʱʠʭ 
ʬʣʘʛʠ SYN ʠ FIN. 

¶ TCP-SYN-SRCport-less-1024: ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʢʝʪʦʚ, 
ʩʦʜʝʨʞʘʱʠʭ ʧʦʨʪ ʠʩʪʦʯʥʠʢʘ 0-1023 ʠ ʬʣʘʛ SYN. 

¶ TCP-xmas-scan: ʩʢʘʥʠʨʦʚʘʥʠʝ ʧʦʨʪʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʢʝʪʦʚ, ʩʦʜʝʨʞʘʱʠʭ 
ʧʦʨʷʜʢʦʚʳʡ ʥʦʤʝʨ 0 ʠ ʬʣʘʛʠ Urgent (URG), Push (PSH) ʠ FIN. 

¶ Ping-death: ʜʘʥʥʳʡ ʪʠʧ ʘʪʘʢʠ ʥʘ ʢʦʤʧʴʶʪʝʨ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʪʧʨʘʚʢʫ ʥʝʢʦʨʨʝʢʪʥʦʛʦ ʠʣʠ 
ʚʨʝʜʦʥʦʩʥʦʛʦ ping-ʟʘʧʨʦʩʘ ʢʦʤʧʴʶʪʝʨʫ. ʆʙʳʯʥʦ ʨʘʟʤʝʨ ping-ʟʘʧʨʦʩʘ ʩʦʩʪʘʚʣʷʝʪ 64 ʙʘʡʪʘ; 
ʤʥʦʛʠʝ ʢʦʤʧʴʶʪʝʨʳ ʥʝ ʤʦʛʫʪ ʨʘʩʧʦʟʥʘʪʴ ping-ʟʘʧʨʦʩ, ʝʩʣʠ ʦʥ ʙʦʣʴʰʝ, ʯʝʤ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʘʟʤʝʨ 
IP-ʧʘʢʝʪʘ (65535 ʙʘʡʪ). ʆʪʧʨʘʚʢʘ ping-ʟʘʧʨʦʩʘ ʪʘʢʦʛʦ ʨʘʟʤʝʨʘ ʤʦʞʝʪ ʧʦʚʨʝʜʠʪʴ ʢʦʤʧʴʶʪʝʨ 
ʥʘʟʥʘʯʝʥʠʷ. ʂʘʢ ʧʨʘʚʠʣʦ, ʜʘʥʥʳʤ ʩʙʦʝʤ ʤʦʞʥʦ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʦʩʪʦ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ. ʆʪʧʨʘʚʢʘ 
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ping-ʧʘʢʝʪʘ ʨʘʟʤʝʨʦʤ 65536 ʙʘʡʪ ʥʝʜʦʧʫʩʪʠʤʘ ʩʦʛʣʘʩʥʦ ʩʝʪʝʚʦʤʫ ʧʨʦʪʦʢʦʣʫ, ʥʦ ʧʘʢʝʪ ʪʘʢʦʛʦ 
ʨʘʟʤʝʨʘ ʤʦʞʥʦ ʦʪʧʨʘʚʠʪʴ, ʝʩʣʠ ʦʥ ʙʫʜʝʪ ʬʨʘʛʤʝʥʪʠʨʦʚʘʥ. ʇʨʠ ʧʦʚʪʦʨʥʦʡ ʩʙʦʨʢʝ ʧʘʢʝʪʘ ʙʫʬʝʨ 
ʢʦʤʧʴʶʪʝʨʘ ʤʦʞʝʪ ʧʝʨʝʧʦʣʥʠʪʴʩʷ, ʯʪʦ ʧʦʩʣʫʞʠʪ ʧʨʠʯʠʥʦʡ ʩʙʦʷ ʩʠʩʪʝʤʳ. 

¶ TCP-tiny-frag: ʧʨʠ ʘʪʘʢʝ Tiny TCP Fragment ʠʩʧʦʣʴʟʫʝʪʩʷ ʬʨʘʛʤʝʥʪʘʮʠʷ IP ʜʣʷ ʩʦʟʜʘʥʠʷ ʦʯʝʥʴ 
ʤʘʣʝʥʴʢʠʭ ʬʨʘʛʤʝʥʪʦʚ, ʯʪʦʙʳ TCP-ʟʘʛʦʣʦʚʦʢ ʙʳʣ ʚ ʦʪʜʝʣʴʥʦʤ ʬʨʘʛʤʝʥʪʝ ʧʘʢʝʪʘ. ʕʪʦ ʧʦʟʚʦʣʷʝʪ 
ʝʤʫ ʦʙʦʡʪʠ ʧʨʦʚʝʨʢʫ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ ʠ ʨʝʘʣʠʟʦʚʘʪʴ ʘʪʘʢʫ. 

¶ All: ʚʩʝ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʝ ʪʠʧʳ. 

 

ʇʨʠʤʝʯʘʥʠʝ: ʥʝʢʦʪʦʨʳʝ ʬʫʥʢʮʠʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʧʨʦʪʦʢʦʣ NTP, ʤʦʛʫʪ 
ʨʘʙʦʪʘʪʴ ʥʝʢʦʨʨʝʢʪʥʦ, ʝʩʣʠ ʚʢʣʶʯʝʥʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ DoS-ʘʪʘʢ ʪʠʧʘ Blat, 
ʪʘʢ ʢʘʢ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʥʦʤʝʨ ʧʦʨʪʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʤʝʭʘʥʠʟʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS ʜʣʷ ʘʪʘʢʠ Land. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʤʝʭʘʥʠʟʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS ʜʣʷ ʘʪʘʢ ʚʩʝʭ 
ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʪʠʧʦʚ. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʢʣʶʯʠʪʴ ʤʝʭʘʥʠʟʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS ʜʣʷ ʘʪʘʢ ʚʩʝʭ 
ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʪʠʧʦʚ. 

 

14.2. show dos-prevention 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʪʘʪʫʩʝ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS ʠ 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʯʝʪʯʠʢʘʭ, ʢʦʛʜʘ ʧʘʢʝʪʳ ʦʪʙʨʦʰʝʥʳ. 

 show dos-prevention [DOS-ATTACK-TYPE] 

ʇʘʨʘʤʝʪʨʳ 

DOS-ATTACK-TYPE (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʪʠʧ DoS-ʘʪʘʢʠ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ 
ʦʪʦʙʨʘʟʠʪʴ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʪʘʪʫʩʝ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS. 

 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

177 

 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʥʘʩʪʨʦʡʢʘʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS. 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥ ʧʨʦʮʝʩʩ ʚʳʟʦʚʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʩʪʨʦʡʢʘʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʘʪʘʢ DoS 
ʜʣʷ ʘʪʘʢʠ Land. 

 

14.3. snmp-server enable traps dos-prevention 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʧʨʘʚʢʠ SNMP-ʫʚʝʜʦʤʣʝʥʠʡ ʦ DoS-ʘʪʘʢʘʭ. ɼʣʷ ʦʪʢʣʶʯʝʥʠʷ 
ʦʪʧʨʘʚʢʠ SNMP-ʫʚʝʜʦʤʣʝʥʠʡ ʠʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no. 

 snmp-server enable traps dos-prevention 

 no snmp-server enable traps dos-prevention  

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʬʫʥʢʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʘʪʘʢ DoS ʚʢʣʶʯʝʥʦ, ʢʦʤʤʫʪʘʪʦʨ ʙʫʜʝʪ ʟʘʧʠʩʳʚʘʪʴ ʚ ʞʫʨʥʘʣ ʩʦʙʳʪʠʝ 
ʢʘʞʜʳʝ ʧʷʪʴ ʤʠʥʫʪ, ʝʩʣʠ ʢʘʢʦʡ-ʣʠʙʦ ʘʪʘʢʫʶʱʠʡ ʧʘʢʝʪ ʙʫʜʝʪ ʧʨʠʥʷʪ ʟʘ ʵʪʦʪ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ. 
ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʦʪʧʨʘʚʢʫ ʫʚʝʜʦʤʣʝʥʠʡ SNMP ʜʣʷ 
ʪʘʢʠʭ ʩʦʙʳʪʠʡ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʧʨʘʚʢʫ ʪʨʘʧʦʚ ʜʣʷ ʘʪʘʢ DoS. 
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15. ʂʦʤʘʥʜʳ Dynamic ARP Inspection (DAI) 

15.1. arp access-list 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ARP. ʂʦʤʘʥʜʘ 
ʧʦʟʚʦʣʷʝʪ ʚʦʡʪʠ ʚ ʨʝʞʠʤ ARP Access-list Configuration Mode. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ARP. 

 arp access-list NAME 

 no arp access-list NAME 

ʇʘʨʘʤʝʪʨʳ 

NAME ʋʢʘʞʠʪʝ ʠʤʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ARP, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ. 

ʄʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ - 32 ʩʠʤʚʦʣʘ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʤʷ ʜʦʣʞʥʦ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤ ʩʨʝʜʠ ʚʩʝʭ ʩʧʠʩʢʦʚ ʜʦʩʪʫʧʘ. ʀʤʷ ʯʫʚʩʪʚʠʪʝʣʴʥʦ ʢ ʨʝʛʠʩʪʨʫ. ɺ 
ʢʦʥʮʝ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ʫʢʘʟʘʥ ʟʘʧʨʝʪ ʚ ʜʦʩʪʫʧʝ ʚʩʝʤ, ʢʦʛʦ ʥʝʪ ʚ ʩʧʠʩʢʝ ʨʘʟʨʝʰʝʥʠʡ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ARP ʩ ʜʚʫʤʷ ʨʘʟʨʝʰʘʶʱʠʤʠ 
ʟʘʧʠʩʷʤʠ. 

 

15.2. clear ip arp inspection log 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʯʠʩʪʢʠ ʙʫʬʝʨʘ ʞʫʨʥʘʣʘ ARP Inspection. 

 clear ip arp inspection log 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʯʠʩʪʢʠ ʙʫʬʝʨʘ ʞʫʨʥʘʣʘ ARP Inspection. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʯʠʩʪʠʪʴ ʞʫʨʥʘʣ ARP Inspection. 

 

15.3. clear ip arp inspection statistics 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʜʘʥʥʳʭ ʩʪʘʪʠʩʪʠʢʠ Dynamic ARP Inspection. 

 clear ip arp inspection statistics {all | vlan VLAN-ID [, | -]} 

ʇʘʨʘʤʝʪʨʳ 

vlan VLAN-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʦʜʥʫ VLAN ʠʣʠ ʜʠʘʧʘʟʦʥ VLAN. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʜʘʣʝʥʠʷ ʜʘʥʥʳʭ ʩʪʘʪʠʩʪʠʢʠ Dynamic ARP Inspection. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʜʘʥʥʳʝ ʩʪʘʪʠʩʪʠʢʠ Dynamic ARP Inspection ʜʣʷ VLAN 1. 

 

15.4. ip arp inspection filter vlan 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ARP, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ARP Inspection ʥʘ VLAN. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ 
ʫʜʘʣʠʪ ʫʢʘʟʘʥʥʫʶ ʧʨʠʚʷʟʢʫ. 

 ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static] 

 no ip arp inspection filter ARP-ACL-NAME vlan VLAN-ID [, | -] [static] 

ʇʘʨʘʤʝʪʨʳ 

ARP-ACL-NAME ʋʢʘʟʳʚʘʝʪʩʷ ʠʤʷ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ. ʄʘʢʩʠʤʘʣʴʥʘʷ ʜʣʠʥʘ - 
32 ʩʠʤʚʦʣʘ. 

vlan VLAN-ID ʋʢʘʞʠʪʝ VLAN, ʩʚʷʟʘʥʥʫʶ ʩʦ ʩʧʠʩʢʦʤ ʜʦʩʪʫʧʘ ARP. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ VLAN ʠʣʠ 
ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ VLAN ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ 
ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ VLAN. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 
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static (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʙʨʘʩʳʚʘʪʴ ʧʘʢʝʪ, ʝʩʣʠ ʧʘʨʘ ʧʨʠʚʷʟʢʠ 
IP-to-Ethernet MAC ʥʝ ʨʘʟʨʝʰʝʥʘ ARP ACL. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʩʧʠʩʢʘ ʜʦʩʪʫʧʘ ARP, ʢʦʪʦʨʳʡ ʙʫʜʝʪ 
ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ARP Inspection ʥʘ VLAN. ɼʣʷ ʦʜʥʦʡ VLAN ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʦʜʠʥ 
ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ. 

Dynamic ARP Inspection ʧʨʦʚʝʨʷʝʪ ARP-ʧʘʢʝʪʳ, ʧʦʣʫʯʝʥʥʳʝ ʥʘ VLAN, ʜʣʷ ʧʨʦʚʝʨʢʠ ʢʦʨʨʝʢʪʥʦʩʪʠ 
ʧʨʠʚʷʟʢʠ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠ ʄɸʉ-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ. ɺʦ ʚʨʝʤʷ ʧʨʦʚʝʨʢʠ ʧʨʦʠʟʦʡʜʝʪ 
ʩʦʧʦʩʪʘʚʣʝʥʠʝ ʘʜʨʝʩʘ ʧʨʠʚʷʟʢʠ ʠ ʟʘʧʠʩʝʡ ʪʘʙʣʠʮʳ DHCP Snooping. ʇʨʦʚʝʨʢʘ ʙʫʜʝʪ 
ʧʨʦʠʟʚʦʜʠʪʴʩʷ, ʝʩʣʠ ʜʘʥʥʘʷ ʢʦʤʘʥʜʘ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ.  

ʉʧʠʩʢʠ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ARP (ARP ACL) ʠʤʝʶʪ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ, ʯʝʤ ʪʘʙʣʠʮʘ 
DHCP Snooping. ɽʩʣʠ ʧʘʢʝʪʫ ʷʚʥʦ ʟʘʧʨʝʱʝʥ ʜʦʩʪʫʧ ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʘ, ʧʘʢʝʪ ʙʫʜʝʪ 
ʦʪʙʨʦʰʝʥ. ɽʩʣʠ ʧʘʢʝʪʫ ʥʝʷʚʥʦ ʟʘʧʨʝʱʝʥ ʜʦʩʪʫʧ, ʦʥ ʙʫʜʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʩʦʧʦʩʪʘʚʣʝʥ ʩ 
ʟʘʧʠʩʷʤʠ DHCP Snooping, ʝʩʣʠ ʥʝ ʫʢʘʟʘʥʦ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ çstaticè. ɽʩʣʠ ʧʘʢʝʪʫ ʥʝʷʚʥʦ 
ʟʘʧʨʝʱʝʥ ʜʦʩʪʫʧ ʠ ʫʢʘʟʘʥʦ ʢʣʶʯʝʚʦʝ ʩʣʦʚʦ çstaticè, ʧʘʢʝʪ ʙʫʜʝʪ ʦʪʙʨʦʰʝʥ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʨʠʤʝʥʠʪʴ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ARP (ARP ACL) static 
ARP list ʢ VLAN 10 ʜʣʷ DAI. 

 

15.5. ip arp inspection limit 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʩʢʦʨʦʩʪʠ ʚʭʦʜʷʱʠʭ ARP-ʟʘʧʨʦʩʦʚ ʠ ʦʪʚʝʪʦʚ ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip arp inspection limit {rate VALUE [burst interval SECONDS] | none} 

 no ip arp inspection limit 

ʇʘʨʘʤʝʪʨʳ 

rate VALUE ʋʢʘʞʠʪʝ ʤʘʢʩʠʤʘʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ ʚ ʩʝʢʫʥʜʫ, ʢʦʪʦʨʦʝ 
ʤʦʞʝʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥʦ. ɼʦʩʪʫʧʝʥ ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 150. 

burst interval SECONDS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ  
ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ ʩʢʦʨʦʩʪʴ ʧʦʩʪʫʧʣʝʥʠʷ ARP-ʧʘʢʝʪʦʚ. ɼʦʩʪʫʧʝʥ 
ʜʠʘʧʘʟʦʥ ʟʥʘʯʝʥʠʡ ʦʪ 1 ʜʦ 15. ɽʩʣʠ ʥʝ ʫʢʘʟʘʥʦ, ʟʥʘʯʝʥʠʝ ʧʦ 
ʫʤʦʣʯʘʥʠʶ ʩʦʩʪʘʚʣʷʝʪ 1 ʩʝʢʫʥʜʫ. 

none ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʥʝ ʦʛʨʘʥʠʯʠʚʘʪʴ ʩʢʦʨʦʩʪʴ ʧʝʨʝʜʘʯʠ ARP-ʧʘʢʝʪʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɼʣʷ ʥʝʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ DAI ʦʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ ʩʦʩʪʘʚʣʷʝʪ 15 ʧʘʢʝʪʦʚ ʚ ʩʝʢʫʥʜʫ ʩ 
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ʠʥʪʝʨʚʘʣʦʤ burst interval ʚ 1 ʩʝʢʫʥʜʫ. 

ɼʣʷ ʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ DAI ʦʛʨʘʥʠʯʝʥʠʡ ʥʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʠ ʜʣʷ ʜʦʚʝʨʝʥʥʳʭ, ʠ ʜʣʷ ʥʝʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. ɽʩʣʠ 
ʢʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ ʚ ʩʝʢʫʥʜʫ ʧʨʝʚʳʰʘʝʪ ʟʘʜʘʥʥʦʝ ʦʛʨʘʥʠʯʝʥʠʝ ʠ ʫʩʣʦʚʠʷ burst duration, 
ʧʦʨʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʪʢʣʶʯʠʪʩʷ ʠʟ-ʟʘ ʦʰʠʙʢʠ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʟʥʘʯʠʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʩʢʦʨʦʩʪʠ ʚʭʦʜʷʱʠʭ ARP-ʟʘʧʨʦʩʦʚ ʜʦ 
30 ʧʘʢʝʪʦʚ ʚ ʩʝʢʫʥʜʫ ʠ ʠʥʪʝʨʚʘʣ ʧʨʦʚʝʨʢʠ ʠʥʪʝʨʬʝʡʩʘ ʜʦ 5 ʧʦʩʣʝʜʫʶʱʠʭ ʩʝʢʫʥʜ. 

 

15.6. ip arp inspection log-buffer 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʧʘʨʘʤʝʪʨʘ ʙʫʬʝʨʘ ʞʫʨʥʘʣʘ ARP Inspection. 

 ip arp inspection log-buffer entries NUMBER 

 no ip arp inspection log-buffer entries 

ʇʘʨʘʤʝʪʨʳ 

NUMBER (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʧʠʩʝʡ ʚ ʙʫʬʝʨʝ. ʄʘʢʩʠʤʘʣʴʥʦʝ 

ʟʥʘʯʝʥʠʝ - 1024. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʥʘʯʝʥʠʝ ʧʦ ʫʤʦʣʯʘʥʠʶ - 32. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʟʘʧʠʩʝʡ ʚ ʙʫʬʝʨʝ 
ʞʫʨʥʘʣʘ. ɹʫʬʝʨ ʞʫʨʥʘʣʘ ARP Inspection ʭʨʘʥʠʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ARP-ʧʘʢʝʪʘʭ. ʇʝʨʚʳʡ ʧʘʢʝʪ, 
ʧʨʦʰʝʜʰʠʡ ʧʨʦʚʝʨʢʫ, ʙʫʜʝʪ ʦʪʧʨʘʚʣʝʥ ʚ ʤʦʜʫʣʴ ʩʠʩʪʝʤʥʦʛʦ ʞʫʨʥʘʣʘ (syslog) ʠ ʟʘʧʠʩʘʥ ʚ ʙʫʬʝʨ 
ʞʫʨʥʘʣʘ ʧʨʦʚʝʨʢʠ. ʇʦʩʣʝʜʫʶʱʠʝ ʧʘʢʝʪʳ ʠʟ ʪʦʡ ʞʝ ʩʝʩʩʠʠ ʥʝ ʙʫʜʫʪ ʦʪʧʨʘʚʣʝʥʳ ʚ ʤʦʜʫʣʴ 
ʞʫʨʥʘʣʘ, ʝʩʣʠ ʪʦʣʴʢʦ ʝʛʦ ʟʘʧʠʩʴ ʚ ʙʫʬʝʨʝ ʞʫʨʥʘʣʘ ʥʝ ʙʫʜʝʪ ʫʜʘʣʝʥʘ. ɽʩʣʠ ʙʫʬʝʨ ʞʫʨʥʘʣʘ 
ʧʦʣʦʥ, ʥʦ ʩʦʙʳʪʠʷ ʧʨʦʜʦʣʞʘʶʪ ʧʦʩʪʫʧʘʪʴ, ʦʥʠ ʥʝ ʙʫʜʫʪ ʟʘʧʠʩʘʥʳ ʚ ʞʫʨʥʘʣ. ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ 
ʟʘʜʘʝʪ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʤʝʥʴʰʝ ʪʝʢʫʱʝʛʦ ʥʦʤʝʨʘ ʟʘʧʠʩʠ, ʙʫʬʝʨ ʞʫʨʥʘʣʘ ʙʫʜʝʪ ʦʯʠʱʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʠʟʤʝʥʠʪʴ ʨʘʟʤʝʨ ʙʫʬʝʨʘ ʥʘ 64. 
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15.7. ip arp inspection trust 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ Dynamic ARP Inspection. ʂʦʤʘʥʜʘ ʚ ʬʦʨʤʝ no ʫʜʘʣʷʝʪ ʠʥʪʝʨʬʝʡʩ ʠʟ ʩʧʠʩʢʘ 
ʜʦʚʝʨʝʥʥʳʭ.  

 ip arp inspection trust 

 no ip arp inspection trust 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʘʭʦʜʠʪʩʷ ʚ ʩʦʩʪʦʷʥʠʠ trust (ʜʦʚʝʨʝʥʥʳʡ), ARP-ʧʘʢʝʪʳ, ʧʦʩʪʫʧʘʶʱʠʝ ʥʘ 
ʠʥʪʝʨʬʝʡʩ, ʥʝ ʙʫʜʫʪ ʧʨʦʚʝʨʷʪʴʩʷ. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʘʭʦʜʠʪʩʷ ʚ ʩʦʩʪʦʷʥʠʠ untrusted 
(ʥʝʜʦʚʝʨʝʥʥʳʡ), ARP-ʧʘʢʝʪʳ, ʧʦʩʪʫʧʘʶʱʠʝ ʥʘ ʧʦʨʪ ʠ ʧʨʠʥʘʜʣʝʞʘʱʠʝ VLAN, ʚ ʢʦʪʦʨʦʡ ʚʢʣʶʯʝʥʘ 
ʧʨʦʚʝʨʢʘ, ʙʫʜʫʪ ʧʨʦʚʝʨʷʪʴʩʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʜʦʙʘʚʠʪʴ ʧʦʨʪ 1/0/3 ʚ ʩʧʠʩʦʢ ʜʦʚʝʨʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ ʧʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ DAI. 

 

15.8. ip arp inspection validate 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʦʚʝʨʦʢ ʧʨʠ ARP Inspection. 
ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʧʨʦʚʝʨʢʠ. 

 ip arp inspection validate [src-mac] [dst-mac] [ip] 

 no ip arp inspection validate [src-mac] [dst-mac] [ip] 

ʇʘʨʘʤʝʪʨʳ 

src-mac (ʆʧʮʠʦʥʘʣʴʥʦ) ɼʣʷ ARP-ʟʘʧʨʦʩʦʚ ʠ ʦʪʚʝʪʦʚ ʧʨʦʚʝʨʷʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʠʝ ʄɸʉ-
ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʚ ʟʘʛʦʣʦʚʢʝ Ethernet ʄɸʉ-ʘʜʨʝʩʫ ʦʪʧʨʘʚʠʪʝʣʷ ʚ ARP-
ʟʘʛʦʣʦʚʢʝ. 

dst-mac (ʆʧʮʠʦʥʘʣʴʥʦ) ɼʣʷ ARP-ʦʪʚʝʪʦʚ ʧʨʦʚʝʨʷʝʪʩʷ ʩʦʦʪʚʝʪʩʪʚʠʝ ʄɸʉ-ʘʜʨʝʩʘ 
ʥʘʟʥʘʯʝʥʠʷ ʚ ʟʘʛʦʣʦʚʢʝ Ethernet ʄɸʉ-ʘʜʨʝʩʫ ʧʦʣʫʯʘʪʝʣʷ ʚ ARP-ʟʘʛʦʣʦʚʢʝ. 

ip (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʟʳʚʘʝʪʩʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʜʝʨʞʠʤʦʛʦ ARP ʥʘ ʥʘʣʠʯʠʝ 
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ʥʝʜʦʧʫʩʪʠʤʳʭ ʠ ʥʝʧʨʝʜʚʠʜʝʥʥʳʭ IP-ʘʜʨʝʩʦʚ. ʋʢʘʞʠʪʝ ʜʣʷ ʧʨʦʚʝʨʢʠ 
ʜʦʧʫʩʪʠʤʦʩʪʠ IP-ʘʜʨʝʩʘ ʚ ʟʘʛʦʣʦʚʢʝ ARP. ʇʨʦʚʝʨʷʶʪʩʷ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ 
ʚʦ ʚʩʝʭ ARP-ʟʘʧʨʦʩʘʭ ʠ ʦʪʚʝʪʘʭ, ʘ ʪʘʢʞʝ IP-ʘʜʨʝʩ ʥʘʟʥʘʯʝʥʠʷ ʚ ARP-ʦʪʚʝʪʝ. 
ʇʘʢʝʪʳ, ʦʪʧʨʘʚʣʷʝʤʳʝ ʥʘ IP-ʘʜʨʝʩʘ 0.0.0.0, 255.255.255.255 ʠ ʚʩʝ IP-ʘʜʨʝʩʘ 
ʤʥʦʛʦʘʜʨʝʩʥʦʡ ʨʘʩʩʳʣʢʠ ʦʪʙʨʘʩʳʚʘʶʪʩʷ. IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʧʨʦʚʝʨʷʶʪʩʷ 
ʚʦ ʚʩʝʭ ARP-ʟʘʧʨʦʩʘʭ ʠ ʦʪʚʝʪʘʭ, ʘ IP-ʘʜʨʝʩʘ ʥʘʟʥʘʯʝʥʠʷ ʧʨʦʚʝʨʷʶʪʩʷ ʪʦʣʴʢʦ 
ʚ ARP-ʦʪʚʝʪʘʭ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʜʘʥʥʘʷ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʨʦʚʝʨʦʢ ʚʦ ʚʨʝʤʷ Dynamic ARP 
Inspection. ʋʢʘʟʘʥʥʘʷ ʧʨʦʚʝʨʢʘ ʙʫʜʝʪ ʧʨʦʠʟʚʦʜʠʪʴʩʷ ʩ ʧʘʢʝʪʘʤʠ, ʧʦʩʪʫʧʘʶʱʠʤʠ ʥʘ 
ʥʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʠ ʧʨʠʥʘʜʣʝʞʘʱʠʤʠ VLAN, ʜʣʷ ʢʦʪʦʨʳʭ ʚʢʣʶʯʝʥʘ ʬʫʥʢʮʠʷ IP ARP 
Inspection. ɽʩʣʠ ʥʠʢʘʢʠʝ ʧʘʨʘʤʝʪʨʳ ʥʝ ʫʢʘʟʘʥʳ, ʚʩʝ ʦʧʮʠʠ ʚʢʣʶʯʝʥʳ ʠʣʠ ʚʳʢʣʶʯʝʥʳ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʠʧʳ ʧʨʦʚʝʨʦʢ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ 
ʫʢʘʟʘʥʥʦʛʦ ʧʘʨʘʤʝʪʨʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʧʨʦʚʝʨʢʫ ʄɸʉ-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ. 

 

15.9. ip arp inspection vlan 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ Dynamic ARP Inspection ʥʘ ʦʧʨʝʜʝʣʝʥʥʳʭ VLAN. 
ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ Dynamic ARP Inspection ʥʘ VLAN. 

 ip arp inspection vlan VLAN-ID [, | -] 

 no ip arp inspection vlan VLAN-ID [, | -] 

ʇʘʨʘʤʝʪʨʳ 

vlan VLAN-ID ʋʢʘʞʠʪʝ VLAN, ʜʣʷ ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʬʫʥʢʮʠʶ 
ARP Inspection. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ VLAN ʠʣʠ 
ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ VLAN ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ 
ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ VLAN. ʇʨʦʙʝʣʳ ʜʦ 
ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʬʫʥʢʮʠʷ ARP Inspection ʦʪʢʣʶʯʝʥʘ ʜʣʷ ʚʩʝʭ VLAN. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʧʨʦʚʝʨʢʠ ARP Inspection ʜʣʷ ʚʳʙʨʘʥʥʦʡ VLAN ʙʫʜʫʪ ʧʨʦʚʝʨʷʪʴʩʷ ARP-ʟʘʧʨʦʩʳ ʠ 
ARP-ʦʪʚʝʪʳ, ʧʦʩʪʫʧʘʶʱʠʝ ʥʘ ʥʝʜʦʚʝʨʝʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʠ ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʜʘʥʥʦʡ VLAN. ɽʩʣʠ 
ʧʨʠʚʷʟʢʘ ʄɸʉ-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʠ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ ʥʝ ʨʘʟʨʝʰʝʥʘ ʧʨʘʚʠʣʘʤʠ ARP ACL, ʣʠʙʦ 
ʪʘʙʣʠʮʝʡ ʧʨʠʚʷʟʢʠ DHCP Snooping, ARP-ʧʘʢʝʪʳ ʙʫʜʫʪ ʦʪʙʨʦʰʝʥʳ. ʇʦʤʠʤʦ ʧʨʦʚʝʨʢʠ ʧʨʠʚʷʟʢʠ 
ʘʜʨʝʩʘ, ʙʫʜʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʧʨʦʚʝʨʢʘ, ʦʧʨʝʜʝʣʷʝʤʘʷ ʢʦʤʘʥʜʦʡ 
ip arp inspection validate. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ARP Inspection ʥʘ VLAN 2. 

 

15.10. ip arp inspection vlan logging 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʪʠʧʦʤ ʧʘʢʝʪʦʚ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʣʦʛʠʨʦʚʘʪʴʩʷ. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʚʝʨʥʝʪ ʥʘʩʪʨʦʡʢʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

 ip arp inspection vlan VLAN-ID [, | -] logging {acl-match {permit | all | none} | dhcp-
bindings {permit | all | none}} 

 no ip arp inspection vlan VLAN-ID [, | -] logging {acl-match | dhcp-bindings} 

ʇʘʨʘʤʝʪʨʳ 

vlan VLAN-ID ʋʢʘʞʠʪʝ VLAN, ʜʣʷ ʢʦʪʦʨʦʡ ʥʝʦʙʭʦʜʠʤʦ ʚʢʣʶʯʠʪʴ ʠʣʠ ʦʪʢʣʶʯʠʪʴ 
ʬʫʥʢʮʠʶ ʫʧʨʘʚʣʝʥʠʷ ʣʦʛʠʨʦʚʘʥʠʝʤ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ VLAN 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʥʦʤʝʨʦʚ VLAN ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ VLAN. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

acl-match ʋʢʘʞʠʪʝ ʢʨʠʪʝʨʠʠ ʣʦʛʠʨʦʚʘʥʠʷ ʜʣʷ ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʠʣʠ 
ʨʘʟʨʝʰʝʥʥʳʭ ʥʘ ʦʩʥʦʚʝ ʩʦʚʧʘʜʝʥʠʷ ʩʦ ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ 
ʜʦʩʪʫʧʦʤ (ACL). 

acl-match permit ʋʢʘʞʠʪʝ ʜʣʷ ʣʦʛʠʨʦʚʘʥʠʷ, ʨʘʟʨʝʰʝʥʥʦʛʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʤ 
ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

acl-match all ʋʢʘʞʠʪʝ ʜʣʷ ʣʦʛʠʨʦʚʘʥʠʷ, ʨʘʟʨʝʰʝʥʥʦʛʦ ʠʣʠ ʟʘʧʨʝʱʝʥʥʦʛʦ 
ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʳʤ ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

acl-match none ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʤʝʥʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝ ʧʘʢʝʪʦʚ ʥʘ ʦʩʥʦʚʝ 
ʩʦʚʧʘʜʝʥʠʷ ʩʦ ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

dhcp-bindings ʋʢʘʞʠʪʝ ʢʨʠʪʝʨʠʠ ʣʦʛʠʨʦʚʘʥʠʷ ʜʣʷ ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʠʣʠ 
ʨʘʟʨʝʰʝʥʥʳʭ ʥʘ ʦʩʥʦʚʝ ʩʦʚʧʘʜʝʥʠʷ ʩ ʧʨʠʚʷʟʢʦʡ DHCP. 

dhcp-bindings permit ʋʢʘʞʠʪʝ ʜʣʷ ʣʦʛʠʨʦʚʘʥʠʷ, ʨʘʟʨʝʰʝʥʥʦʛʦ ʧʨʠʚʷʟʢʦʡ DHCP. 

dhcp-bindings all ʋʢʘʞʠʪʝ ʜʣʷ ʣʦʛʠʨʦʚʘʥʠʷ, ʨʘʟʨʝʰʝʥʥʦʛʦ ʠʣʠ ʟʘʧʨʝʱʝʥʥʦʛʦ 
ʧʨʠʚʷʟʢʦʡ DHCP. 
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dhcp-bindings none 

 

ʋʢʘʞʠʪʝ, ʯʪʦʙʳ ʦʪʤʝʥʠʪʴ ʣʦʛʠʨʦʚʘʥʠʝ ʚʩʝʭ ʧʘʢʝʪʦʚ, ʨʘʟʨʝʰʝʥʥʳʭ 
ʠʣʠ ʟʘʧʨʝʱʝʥʥʳʭ ʥʘ ʦʩʥʦʚʝ ʧʨʠʚʷʟʢʠ DHCP. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɺʩʝ ʟʘʧʨʝʱʝʥʥʳʝ ʠ ʦʪʙʨʦʰʝʥʥʳʝ ʧʘʢʝʪʳ ʣʦʛʠʨʫʶʪʩʷ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʬʦʨʤʫ no, ʯʪʦʙʳ ʢʦʤʘʥʜʘ ʚʝʨʥʫʣʘ ʢʨʠʪʝʨʠʠ ʣʦʛʠʨʦʚʘʥʠʷ ʧʦ ʫʤʦʣʯʘʥʠʶ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ARP Inspection ʚʦ VLAN 1 ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʧʘʢʝʪʦʚ ʚ 
ʞʫʨʥʘʣ ʥʘ ʦʩʥʦʚʝ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

 

15.11. permit | deny (arp access-list) 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʨʘʟʨʝʰʘʶʱʝʡ ARP-ʟʘʧʠʩʠ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ 
deny ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʘʧʨʝʱʘʶʱʝʡ ARP-ʟʘʧʠʩʠ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ 
ʟʘʧʠʩʴ. 

 {permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | host 
SENDER-MAC | SENDER-MAC SENDER-MAC-MASK} 

 no {permit | deny} ip {any | host SENDER-IP | SENDER-IP SENDER-IP-MASK} mac {any | 
host SENDER-MAC | SENDER-MAC SENDER-MAC-MASK} 

ʇʘʨʘʤʝʪʨʳ 

ip any ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʣʶʙʦʛʦ IP-ʘʜʨʝʩʘ ʠʩʪʦʯʥʠʢʘ. 

ip host SENDER-IP ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʝʜʠʥʩʪʚʝʥʥʦʛʦ IP-ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ. 

SENDER-IP SENDER-IP-MASK ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʛʨʫʧʧʳ IP-ʘʜʨʝʩʦʚ ʠʩʪʦʯʥʠʢʘ ʩ 
ʧʦʤʦʱʴʶ ʙʠʪʦʚʦʡ ʤʘʩʢʠ (bitmap). ʇʨʦʚʝʨʷʪʴʩʷ ʙʫʜʝʪ ʙʠʪ, 
ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1. ʌʦʨʤʘʪ ʚʚʦʜʘ ʪʦʪ ʞʝ, 
ʯʪʦ ʠ ʜʣʷ IP-ʘʜʨʝʩʘ. 

mac any ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʣʶʙʦʛʦ ʄɸʉ-ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ. 

mac host SENDER-MAC ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʄɸʉ-ʘʜʨʝʩʘ 
ʠʩʪʦʯʥʠʢʘ. 

SENDER-MAC SENDER-MAC-MASK ʋʢʘʞʠʪʝ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʛʨʫʧʧʳ ʄɸʉ-ʘʜʨʝʩʦʚ 
ʠʩʪʦʯʥʠʢʘ ʩ ʧʦʤʦʱʴʶ ʙʠʪʦʚʦʡ ʤʘʩʢʠ (bitmap). 
ʇʨʦʚʝʨʷʪʴʩʷ ʙʫʜʝʪ ʙʠʪ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʥʘʯʝʥʠʶ ʙʠʪʘ 1. 
ʌʦʨʤʘʪ ʚʚʦʜʘ ʪʦʪ ʞʝ, ʯʪʦ ʠ ʜʣʷ ʄɸʉ-ʘʜʨʝʩʘ. 
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ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

ARP Access-list Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʦʧʮʠʶ permit any, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʜʦʩʪʫʧ ʦʩʪʘʣʴʥʳʤ ʧʘʢʝʪʘʤ, ʥʝ ʧʨʦʰʝʜʰʠʤ 
ʧʨʦʚʝʨʢʫ ʧʦ ʧʨʝʜʳʜʫʱʠʤ ʧʨʘʚʠʣʘʤ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʩʧʠʩʦʢ ʜʦʩʪʫʧʘ ARP ʩ ʜʚʫʤʷ ʨʘʟʨʝʰʘʶʱʠʤʠ 
ʟʘʧʠʩʷʤʠ. 

 

15.12. show ip arp inspection 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʫʩʘ DAI ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ VLAN. 

 show ip arp inspection [interface [INTERFACE-ID [, | -]] statistics [vlan VLAN-ID [, | -]]] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʥʪʝʨʬʝʡʩ (ʧʦʨʪ), ʛʨʫʧʧʘ ʠʥʪʝʨʬʝʡʩʦʚ (ʧʦʨʪʦʚ) 
ʠʣʠ ʚʩʝ ʠʥʪʝʨʬʝʡʩʳ (ʧʦʨʪʳ), ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʥʘʩʪʨʦʠʪʴ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

vlan VLAN-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ VLAN ʠʣʠ ʛʨʫʧʧʫ VLAN. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʫʩʘ DAI ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ VLAN. 
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ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʧʘʢʝʪʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ 
ʦʙʨʘʙʦʪʘʥʳ DAI ʜʣʷ VLAN 10. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʪʘʪʠʩʪʠʢʠ ʧʘʢʝʪʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ 
ʦʙʨʘʙʦʪʘʥʳ DAI ʜʣʷ ʚʩʝʭ ʘʢʪʠʚʥʳʭ VLAN. 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

VLAN VLAN ID, ʥʘ ʢʦʪʦʨʦʡ ʜʝʡʩʪʚʫʝʪ ARP Inspection. 

Forwarded ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʧʝʨʝʘʜʨʝʩʦʚʘʥʥʳʭ ARP Inspection. 
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Dropped ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ARP Inspection. 

DHCP Drops ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʪʘʙʣʠʮʝʡ DHCP 
Snooping. 

ACL Drops ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʧʨʘʚʠʣ ARP 
ACL. 

DHCP Permits ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʨʘʟʨʝʰʝʥʥʳʭ ʪʘʙʣʠʮʝʡ DHCP 
Snooping. 

ACL Permits ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʘʚʠʣʦʤ ARP ACL. 

Source MAC Failures ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʥʝ ʧʨʦʰʝʜʰʠʭ ʧʨʦʚʝʨʢʫ ʄɸʉ-ʘʜʨʝʩʘ  
ʠʩʪʦʯʥʠʢʘ. 

Dest MAC Failures ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʥʝ ʧʨʦʰʝʜʰʠʭ ʧʨʦʚʝʨʢʫ ʄɸʉ-ʘʜʨʝʩʘ 
ʥʘʟʥʘʯʝʥʠʷ. 

IP Validation Failures ʂʦʣʠʯʝʩʪʚʦ ARP-ʧʘʢʝʪʦʚ, ʥʝ ʧʨʦʰʝʜʰʠʭ ʧʨʦʚʝʨʢʫ IP-ʘʜʨʝʩʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʥʘʩʪʨʦʝʢ ʠ ʩʪʘʪʫʩʘ ʨʘʙʦʪʳ DAI. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

VLAN VLAN ID, ʥʘ ʢʦʪʦʨʦʤ ʜʝʡʩʪʚʫʝʪ ARP Inspection. 

State ʉʦʩʪʦʷʥʠʝ ʥʘʩʪʨʦʝʢ ARP Inspection. 

Enabled: ARP Inspection ʨʘʙʦʪʘʝʪ. 

Disabled: ARP Inspection ʥʝ ʨʘʙʦʪʘʝʪ. 

ACL Match ʀʤʷ ʫʢʘʟʘʥʥʦʛʦ ʩʧʠʩʢʘ ARP ACL. 

Static ACL ʅʘʩʪʨʦʡʢʠ ʩʪʘʪʠʯʝʩʢʦʛʦ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (static 
ACL). 

Yes: ʩʪʘʪʠʯʝʩʢʠʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (static ARP ACL) 
ʥʘʩʪʨʦʝʥ. 

No: ʩʪʘʪʠʯʝʩʢʠʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (static ARP ACL) 
ʥʝ ʥʘʩʪʨʦʝʥ. 

ACL logging ʉʦʩʪʦʷʥʠʝ ʣʦʛʠʨʦʚʘʥʠʷ ʜʣʷ ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʠʣʠ 
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ʨʘʟʨʝʰʝʥʥʳʭ ʧʨʘʚʠʣʘʤʠ ʩʧʠʩʢʘ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

None: ʧʘʢʝʪʳ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ ʧʨʘʚʠʣʘ ACL, ʥʝ ʣʦʛʠʨʫʶʪʩʷ. 

Permit: ʣʦʛʠʨʦʚʘʥʠʝ ʧʨʦʠʩʭʦʜʠʪ, ʝʩʣʠ ʧʘʢʝʪʳ ʨʘʟʨʝʰʝʥʳ 
ʥʘʩʪʨʦʝʥʥʳʤ ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

Deny: ʣʦʛʠʨʦʚʘʥʠʝ ʧʨʦʠʩʭʦʜʠʪ, ʝʩʣʠ ʧʘʢʝʪʳ ʦʪʙʨʦʰʝʥʳ 
ʥʘʩʪʨʦʝʥʥʳʤ ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). 

All: ʣʦʛʠʨʫʶʪʩʷ ʚʩʝ ʧʘʢʝʪʳ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ ʧʨʘʚʠʣʘ ACL. 

DHCP Logging ʉʦʩʪʦʷʥʠʝ ʣʦʛʠʨʦʚʘʥʠʷ ʜʣʷ ʧʘʢʝʪʦʚ, ʦʪʙʨʦʰʝʥʥʳʭ ʠʣʠ 
ʨʘʟʨʝʰʝʥʥʳʭ ʥʘ ʦʩʥʦʚʝ ʪʘʙʣʠʮʳ ʧʨʠʚʷʟʢʠ DHCP. 

None: ʧʘʢʝʪʳ, ʦʪʙʨʦʰʝʥʥʳʝ ʠʣʠ ʨʘʟʨʝʰʝʥʥʳʝ ʪʘʙʣʠʮʝʡ 
ʧʨʠʚʷʟʢʠ DHCP, ʥʝ ʣʦʛʠʨʫʶʪʩʷ. 

Permit: ʣʦʛʠʨʦʚʘʥʠʝ ʧʨʦʠʩʭʦʜʠʪ, ʝʩʣʠ ʧʘʢʝʪʳ ʨʘʟʨʝʰʝʥʳ 
ʪʘʙʣʠʮʝʡ ʧʨʠʚʷʟʢʠ DHCP. 

Deny: ʣʦʛʠʨʦʚʘʥʠʝ ʧʨʦʠʩʭʦʜʠʪ, ʝʩʣʠ ʧʘʢʝʪʳ ʦʪʙʨʦʰʝʥʳ 
ʪʘʙʣʠʮʝʡ ʧʨʠʚʷʟʢʠ DHCP. 

All: ʧʘʢʝʪʳ, ʦʪʙʨʦʰʝʥʥʳʝ ʠʣʠ ʨʘʟʨʝʰʝʥʥʳʝ ʪʘʙʣʠʮʝʡ 
ʧʨʠʚʷʟʢʠ DHCP, ʣʦʛʠʨʫʶʪʩʷ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʩʪʦʷʥʠʠ ʢʦʥʢʨʝʪʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ - 
Ethernet 1/0/3. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʩʪʦʷʥʠʠ ʚʩʝʭ ʥʘʩʪʨʦʝʥʥʳʭ 
ʠʥʪʝʨʬʝʡʩʘʭ ʢʦʤʤʫʪʘʪʦʨʘ. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

Interface ʀʤʷ ʠʥʪʝʨʬʝʡʩʘ, ʥʘ ʢʦʪʦʨʦʤ ʨʘʙʦʪʘʝʪ ARP Inspection. 
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Trust State ʉʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʘ. 

trusted: ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʷʚʣʷʝʪʩʷ ʜʦʚʝʨʝʥʥʳʤ ʧʦʨʪʦʤ ARP 
Inspection, ʚʩʝ ARP-ʧʘʢʝʪʳ ʨʘʟʨʝʰʝʥʳ ʠ ʥʝ ʙʫʜʫʪ ʧʨʦʭʦʜʠʪʴ 
ʘʚʪʦʨʠʟʘʮʠʶ. 

untrusted: ʜʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ ʷʚʣʷʝʪʩʷ ʥʝʜʦʚʝʨʝʥʥʳʤ ʧʦʨʪʦʤ 
ARP Inspection, ʚʩʝ ARP-ʧʘʢʝʪʳ ʙʫʜʫʪ ʧʨʦʭʦʜʠʪʴ ʘʚʪʦʨʠʟʘʮʠʶ. 

Rate (pps) ɺʝʨʭʥʷʷ ʛʨʘʥʠʮʘ ʢʦʣʠʯʝʩʪʚʘ ʚʭʦʜʷʱʠʭ ʧʘʢʝʪʦʚ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ 
ʚ ʩʝʢʫʥʜʫ. 

Burst Interval ʇʦʩʣʝʜʦʚʘʪʝʣʴʥʳʡ ʠʥʪʝʨʚʘʣ ʚ ʩʝʢʫʥʜʘʭ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʥʘ 
ʠʥʪʝʨʬʝʡʩʝ ʘʥʘʣʠʟʠʨʫʝʪʩʷ ʩʢʦʨʦʩʪʴ ʧʦʩʪʫʧʣʝʥʠʷ ARP-ʧʘʢʝʪʦʚ. 

15.13. show ip arp inspection log 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʙʫʬʝʨʘ ʣʦʛʘ (ʞʫʨʥʘʣʘ) ARP Inspection. 

 show ip arp inspection log 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʙʫʬʝʨʘ ʞʫʨʥʘʣʘ ARP Inspection. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʙʫʬʝʨʘ ʞʫʨʥʘʣʘ ARP Inspection. 

 

ʆʪʦʙʨʘʞʘʝʤʳʝ ʧʘʨʘʤʝʪʨʳ 

Interface ʀʤʷ ʠʥʪʝʨʬʝʡʩʘ, ʥʘ ʢʦʪʦʨʦʤ ʧʨʦʠʟʚʦʜʠʪʩʷ ʣʦʛʠʨʦʚʘʥʠʝ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

192 

 

VLAN VLAN, ʥʘ ʢʦʪʦʨʦʡ ʧʨʦʠʟʚʦʜʠʪʩʷ ʣʦʛʠʨʦʚʘʥʠʝ. 

Sender IP IP-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʫ ʣʦʛʠʨʫʝʤʦʛʦ ARP. 

Sender MAC ʄɸʉ-ʘʜʨʝʩ ʠʩʪʦʯʥʠʢʘ ʫ ʣʦʛʠʨʫʝʤʦʛʦ ARP. 

Occurence ʉʯʝʪʯʠʢ ʦʙʱʝʛʦ ʯʠʩʣʘ ʟʘʧʠʩʝʡ ʚ ʣʦʛʝ, ʘ ʪʘʢʞʝ ʚʨʝʤʷ ʧʦʩʣʝʜʥʝʛʦ 
ʣʦʛʠʨʦʚʘʥʠʷ. 
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16. ʂʦʤʘʥʜʳ ʫʧʨʘʚʣʝʥʠʷ ʠʥʪʝʨʬʝʡʩʦʤ 

16.1. clear counters 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʙʨʦʩʘ ʩʯʝʪʯʠʢʦʚ ʠʥʪʝʨʬʝʡʩʘ. 

 clear counters {all | interface INTERFACE-ID [, | -]} 

ʇʘʨʘʤʝʪʨʳ 

all ʋʢʘʞʠʪʝ, ʝʩʣʠ ʥʝʦʙʭʦʜʠʤʦ ʩʙʨʦʩʠʪʴ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ 
ʠʥʪʝʨʬʝʡʩʦʚ. 

INTERFACE-ID ʋʢʘʞʠʪʝ ʦʜʠʥ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʥʪʝʨʬʝʡʩʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ 
ʩʙʨʦʩʠʪʴ ʩʯʝʪʯʠʢʠ. ʀʥʪʝʨʬʝʡʩʘʤʠ ʤʦʛʫʪ ʚʳʩʪʫʧʘʪʴ ʬʠʟʠʯʝʩʢʠʝ 
ʧʦʨʪʳ, ʧʦʨʪ ʫʧʨʘʚʣʝʥʠʷ ʆʆɺ, port-channel ʠʣʠ ʠʥʪʝʨʬʝʡʩʳ VLAN 2-
ʛʦ ʫʨʦʚʥʷ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Privileged EXEC Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʙʨʦʩʘ ʩʯʝʪʯʠʢʦʚ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʩʙʨʦʩʠʪʴ ʩʯʝʪʯʠʢʠ ʜʣʷ Ethernet 1/0/1. 

 

16.2 description 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʦʧʠʩʘʥʠʷ ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ 
no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʦʧʠʩʘʥʠʝ. 

 description STRING 

 no description 

ʇʘʨʘʤʝʪʨʳ 

STRING ʆʧʠʩʘʥʠʝ ʠʥʪʝʨʬʝʡʩʘ. ʄʘʢʩʠʤʘʣʴʥʦ ʜʦʧʫʩʪʠʤʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʩʠʤʚʦʣʦʚ - 64. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 
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ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʋʢʘʟʘʥʥʦʝ ʦʧʠʩʘʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʙʲʝʢʪʫ MIB çifAliasè, ʦʧʨʝʜʝʣʝʥʥʦʤʫ ʚ RFC 2233. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʜʦʙʘʚʠʪʴ ʦʧʠʩʘʥʠʝ çPhysical Port 10è ʥʘ ʠʥʪʝʨʬʝʡʩ Ethernet 
1/0/10. 

 

16.3. interface 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ ʦʜʥʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʠʥʪʝʨʬʝʡʩ. 

 interface INTERFACE-ID 

 no interface INTERFACE-ID 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ɺ ʢʘʯʝʩʪʚʝ ID ʠʥʪʝʨʬʝʡʩʘ ʫʢʘʟʳʚʘʝʪʩʷ ʪʠʧ ʠ ʥʦʤʝʨ ʠʥʪʝʨʬʝʡʩʘ ʙʝʟ 
ʧʨʦʙʝʣʦʚ ʤʝʞʜʫ ʥʠʤʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ. ID ʠʥʪʝʨʬʝʡʩʘ ʩʦʩʪʦʠʪ ʠʟ ʪʠʧʘ ʠʥʪʝʨʬʝʡʩʘ ʠ ʥʦʤʝʨʘ ʠʥʪʝʨʬʝʡʩʘ ʙʝʟ ʧʨʦʙʝʣʦʚ 
ʤʝʞʜʫ ʥʠʤʠ. 

ɼʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ ʠʩʧʦʣʴʟʫʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʢʣʶʯʝʚʳʝ ʩʣʦʚʘ: 

¶ Ethernet - ʬʠʟʠʯʝʩʢʠʡ Ethernet-ʧʦʨʪ ʢʦʤʤʫʪʘʪʦʨʘ; 

¶ L2vlan - ʠʥʪʝʨʬʝʡʩ VLAN ʫʨʦʚʥʷ 2 ʥʘ ʦʩʥʦʚʝ IEEE 802.1Q; 

¶ L2vc - ʠʥʪʝʨʬʝʡʩ Virtual Circuit ʫʨʦʚʥʷ 2; 

¶ Loopback - ʧʨʦʛʨʘʤʤʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʢʦʪʦʨʳʡ ʚʩʝʛʜʘ ʥʘʭʦʜʠʪʩʷ ʚ ʨʘʙʦʯʝʤ ʩʦʩʪʦʷʥʠʠ; 

¶ Null - ʠʥʪʝʨʬʝʡʩ null; 

¶ Port-channel - ʘʛʨʝʛʠʨʦʚʘʥʥʳʡ ʠʥʪʝʨʬʝʡʩ port-channel; 

¶ Tunnel - ʚʠʨʪʫʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ; 

¶ Vlan - ʠʥʪʝʨʬʝʡʩ VLAN; 

¶ mgmt - ʠʥʪʝʨʬʝʡʩ Ethernet, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʧʦʨʪʦʤ out-of-band. 
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ʌʦʨʤʘʪ ʥʦʤʝʨʘ ʠʥʪʝʨʬʝʡʩʘ ʟʘʚʠʩʠʪ ʦʪ ʪʠʧʘ ʠʥʪʝʨʬʝʡʩʘ. 

ɼʣʷ ʠʥʪʝʨʬʝʡʩʦʚ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʦʚ ʧʦʣʴʟʦʚʘʪʝʣʴ ʥʝ ʤʦʞʝʪ ʚʦʡʪʠ ʚ ʠʥʪʝʨʬʝʡʩ, ʝʩʣʠ ʧʦʨʪ 
ʢʦʤʤʫʪʘʪʦʨʘ ʥʝ ʩʫʱʝʩʪʚʫʝʪ. ʀʥʪʝʨʬʝʡʩ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ ʢʦʤʘʥʜʦʡ no. 

ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ interface Vlan ʜʣʷ ʩʦʟʜʘʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ 3 ʫʨʦʚʥʷ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ 
vlan ʚ ʨʝʞʠʤʝ Global Configuration Mode, ʯʪʦʙʳ ʩʦʟʜʘʪʴ VLAN ʧʝʨʝʜ ʩʦʟʜʘʥʠʝʤ ʠʥʪʝʨʬʝʡʩʘ 3 
ʫʨʦʚʥʷ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no interface Vlan, ʯʪʦʙʳ ʫʜʘʣʠʪʴ ʠʥʪʝʨʬʝʡʩ 3 ʫʨʦʚʥʷ. 

ʀʥʪʝʨʬʝʡʩ port-channel ʩʦʟʜʘʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʢʦʛʜʘ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʠʥʪʝʨʬʝʡʩʘ ʬʠʟʠʯʝʩʢʦʛʦ 
ʧʦʨʪʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʢʦʤʘʥʜʘ channel-group. ʀʥʪʝʨʬʝʡʩ port-channel ʙʫʜʝʪ ʫʜʘʣʝʥ 
ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʝʩʣʠ ʠʥʪʝʨʬʝʡʩ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ ʜʣʷ ʢʦʤʘʥʜʳ channel-group ʥʝ ʙʫʜʝʪ 
ʥʘʩʪʨʦʝʥ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no interface Port-channel, ʯʪʦʙʳ ʫʜʘʣʠʪʴ port-channel. 

ɼʣʷ ʠʥʪʝʨʬʝʡʩʘ null ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʠʥʪʝʨʬʝʡʩ null0, ʢʦʪʦʨʳʡ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʫʜʘʣʝʥ. 

ɼʣʷ ʠʥʪʝʨʬʝʡʩʦʚ loopback ʠʣʠ tunnel ʢʦʤʘʥʜʘ interface ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ 
ʠʥʪʝʨʬʝʡʩʘ ʠʣʠ ʠʟʤʝʥʝʥʠʷ ʥʘʩʪʨʦʝʢ ʩʫʱʝʩʪʚʫʶʱʝʛʦ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ 
ʫʜʘʣʠʪ ʠʥʪʝʨʬʝʡʩ. 

ʈʝʞʠʤʳ ʠʥʪʝʨʬʝʡʩʦʚ L2vlan ʠ L2vc ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʜʦʙʘʚʣʝʥʠʷ ʦʧʠʩʘʥʠʷ ʢ 
ʩʫʱʝʩʪʚʫʶʱʠʤ ʠʥʪʝʨʬʝʡʩʘʤ L2VLAN ʠ L2 Virtual circuit. ʂʦʤʘʥʜʳ interface l2vlan ʠ interface l2vc 
ʥʝ ʩʦʟʜʘʶʪ ʥʦʚʳʝ ʠʥʪʝʨʬʝʡʩʳ, ʘ ʬʦʨʤʳ no ʜʘʥʥʳʭ ʢʦʤʘʥʜ ʥʝ ʫʜʘʣʷʶʪ ʩʫʱʝʩʪʚʫʶʱʠʝ 
ʠʥʪʝʨʬʝʡʩʳ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʦʡʪʠ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ 
Ethernet 1/0/5. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʦʡʪʠ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ VLAN 100. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʦʡʪʠ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ port-channel 3. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʜʦʙʘʚʠʪʴ ʠʥʪʝʨʬʝʡʩ loopback2 ʠ ʚʦʡʪʠ ʚ ʨʝʞʠʤ 
Interface Configuration Mode. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʠʥʪʝʨʬʝʡʩ loopback2. 

 

16.4. interface range 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ Interface Range Configuration Mode ʜʣʷ 
ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

 interface range INTERFACE-ID [, | -] 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID ɺ ʢʘʯʝʩʪʚʝ ID ʠʥʪʝʨʬʝʡʩʘ ʫʢʘʟʳʚʘʝʪʩʷ ʪʠʧ ʠ ʥʦʤʝʨ ʠʥʪʝʨʬʝʡʩʘ ʙʝʟ 
ʧʨʦʙʝʣʦʚ ʤʝʞʜʫ ʥʠʤʠ. 
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, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʭʦʜʘ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʂʦʤʘʥʜʳ, ʚʚʝʜʝʥʥʳʝ ʚ ʨʝʞʠʤʝ Interface Range Mode, ʧʨʠʤʝʥʷʶʪʩʷ ʢʦ ʚʩʝʤ 
ʠʥʪʝʨʬʝʡʩʘʤ ʫʢʘʟʘʥʥʦʛʦ ʜʠʘʧʘʟʦʥʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʦʡʪʠ ʚ ʨʝʞʠʤ Interface Configuration Mode ʜʣʷ ʜʠʘʧʘʟʦʥʘ 
ʧʦʨʪʦʚ ʦʪ 2/0/1 ʜʦ 2/0/5, ʘ ʪʘʢʞʝ ʜʣʷ ʧʦʨʪʘ 3/0/3. 

 

16.5. show counters 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʪʝʨʬʝʡʩʝ. 

 show counters [interface INTERFACE-ID] 

ʇʘʨʘʤʝʪʨʳ 

interface INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʥʝʦʙʭʦʜʠʤʳʡ ʠʥʪʝʨʬʝʡʩ: ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ, 
port-channel ʠʣʠ VLAN. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʝ ʫʢʘʟʘʥ, ʙʫʜʫʪ 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʪʘʪʠʩʪʠʢʠ ʩʯʝʪʯʠʢʦʚ ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʯʝʪʯʠʢʦʚ ʜʣʷ Ethernet 1/0/1. 

 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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16.6. show interfaces 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʪʝʨʬʝʡʩʘʭ. 

 show interfaces [INTERFACE-ID [, | -]] 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ, VLAN, ʠʥʪʝʨʬʝʡʩ 
loopback ʠʣʠ ʜʨʫʛʦʡ ʠʥʪʝʨʬʝʡʩ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʝ ʫʢʘʟʘʥ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʫʪ ʜʘʥʥʳʝ ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʥʪʝʨʬʝʡʩʝ VLAN ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ 
VLAN 1. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʪʝʨʬʝʡʩʝ loopback 
ʜʣʷ ʠʥʪʝʨʬʝʡʩʘ loopback 1. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʪʝʨʬʝʡʩʝ NULL ʜʣʷ 
ʠʥʪʝʨʬʝʡʩʘ null0. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʥʪʝʨʬʝʡʩʝ ʜʣʷ Ethernet 
1/0/1. 
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ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʥʪʝʨʬʝʡʩʝ ʜʣʷ ʧʦʨʪʘ ʫʧʨʘʚʣʝʥʠʷ 
(management port 0). 

 

16.7. show interfaces counters 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʯʝʪʯʠʢʦʚ ʦʧʨʝʜʝʣʝʥʥʳʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

 show interfaces [INTERFACE-ID [,|-]] counters [errors] 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʠʥʪʝʨʬʝʡʩ: ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ ʠʣʠ ʠʥʪʝʨʬʝʡʩ VLAN. 
ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʝ ʫʢʘʟʘʥ, ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʫʪ ʩʯʝʪʯʠʢʠ ʜʣʷ ʚʩʝʭ 
ʠʥʪʝʨʬʝʡʩʦʚ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ 
ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

errors (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʩʯʝʪʯʠʢʘ ʦʰʠʙʦʢ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʦʙʱʠʭ ʩʯʝʪʯʠʢʦʚ, ʩʯʝʪʯʠʢʦʚ ʦʰʠʙʦʢ ʠʣʠ 
ʘʨʭʠʚʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʫʢʘʟʘʥʥʦʛʦ ʠʣʠ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʯʝʪʯʠʢʦʚ ʧʨʠʥʷʪʳʭ ʧʘʢʝʪʦʚ (RX) ʜʣʷ 

ʧʦʨʪʦʚ 1 - 8. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ ʦʪʦʙʨʘʞʝʥʠʝ ʩʯʝʪʯʠʢʦʚ ʦʰʠʙʦʢ ʥʘ ʧʦʨʪʘʭ ʢʦʤʤʫʪʘʪʦʨʘ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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16.8. show interfaces status 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʩʪʦʷʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 

 show interfaces [INTERFACE-ID [,|-]] status 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʠʥʪʝʨʬʝʡʩ ʥʝ ʫʢʘʟʘʥ, 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʩʦʩʪʦʷʥʠʝ ʧʦʜʢʣʶʯʝʥʠʷ ʚʩʝʭ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 

DXS-3600 

 

203 

 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ 
ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʦʩʪʦʷʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʩʤʦʪʨʝʪʴ ʩʦʩʪʦʷʥʠʝ ʧʦʜʢʣʶʯʝʥʠʷ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 

 

16.9. show interfaces utilization 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʛʨʫʟʢʝ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 

 show interfaces [INTERFACE-ID [,|-]] utilization 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʘʛʨʫʟʢʝ ʚʩʝʭ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʦʚ 
ʢʦʤʤʫʪʘʪʦʨʘ. 

, 

 

(ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ 



ʈʫʢʦʚʦʜʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ (CLI) ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʛʦ 10-ʛʠʛʘʙʠʪʥʦʛʦ ʢʦʤʤʫʪʘʪʦʨʘ 3 ʫʨʦʚʥʷ 
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 ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

utilization (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʛʨʫʟʢʝ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʦʩʤʦʪʨʝʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʟʘʛʨʫʟʢʝ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʟʘʛʨʫʟʢʝ ʧʦʨʪʦʚ ʢʦʤʤʫʪʘʪʦʨʘ. 

 

16.10. show interfaces gbic 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ GBIC. 

 show interfaces [INTERFACE-ID [,|-]] gbic 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʩʪʦʷʥʠʠ GBIC ʜʣʷ ʚʩʝʭ ʠʥʪʝʨʬʝʡʩʦʚ 
GBIC. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ 
ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 
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- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

gbic ʆʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ GBIC. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ GBIC. 

ʇʨʠʤʝʨ 

ɺ ʧʨʠʤʝʨʝ ʥʠʞʝ ʧʦʢʘʟʘʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʩʦʩʪʦʷʥʠʠ GBIC. 
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16.11. show interfaces auto-negotiation 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʚʪʦʩʦʛʣʘʩʦʚʘʥʠʠ ʥʘ 
ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʘʭ. 

 show interfaces [INTERFACE-ID [, | -]] auto-negotiation 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʦʙʦ ʚʩʝʭ ʬʠʟʠʯʝʩʢʠʭ ʧʦʨʪʘʭ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ 
ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

auto-negotiation ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʚʪʦʩʦʛʣʘʩʦʚʘʥʠʠ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʜʝʪʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʚʪʦʩʦʛʣʘʩʦʚʘʥʠʠ. 
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ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ ʦʪʦʙʨʘʞʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʚʪʦʩʦʛʣʘʩʦʚʘʥʠʠ. 

 

16.12. show interfaces description 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʦʧʠʩʘʥʠʷ ʠ ʩʦʩʪʦʷʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ. 

 show interfaces [INTERFACE-ID [, | -]] description 

ʇʘʨʘʤʝʪʨʳ 

INTERFACE-ID (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ID ʠʥʪʝʨʬʝʡʩʘ. ɽʩʣʠ ʧʘʨʘʤʝʪʨ ʥʝ ʫʢʘʟʘʥ, 
ʦʪʦʙʨʘʞʘʪʴʩʷ ʙʫʜʝʪ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʚʩʝʤ ʠʥʪʝʨʬʝʡʩʘʤ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʠʥʪʝʨʬʝʡʩʦʚ 
ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ 
ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ. 
ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

description ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʦʧʠʩʘʥʠʷ ʠ ʩʦʩʪʦʷʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʅʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

User EXEC Mode. 

ʃʶʙʦʡ ʨʝʞʠʤ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʷ. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 1. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʦʧʠʩʘʥʠʷ ʠ ʩʦʩʪʦʷʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʧʦʩʤʦʪʨʝʪʴ ʦʧʠʩʘʥʠʝ ʠ ʩʦʩʪʦʷʥʠʝ ʠʥʪʝʨʬʝʡʩʦʚ. 
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16.13. shutdown 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʘ. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no 
ʢʦʤʘʥʜʘ ʚʢʣʶʯʠʪ ʠʥʪʝʨʬʝʡʩ. 

 shutdown 

 no shutdown 

ʇʘʨʘʤʝʪʨʳ 

ʅʝʪ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʚʳʙʨʘʥʘ ʦʧʮʠʷ no shutdown. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 
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ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʧʨʠʤʝʥʷʝʪʩʷ ʜʣʷ ʦʪʢʣʶʯʝʥʠʷ ʠʥʪʝʨʬʝʡʩʦʚ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ, loopback, VLAN, 
Tunnel ʠ ʠʥʪʝʨʬʝʡʩʦʚ ʫʧʨʘʚʣʝʥʠʷ. ʂʦʤʘʥʜʘ ʪʘʢʞʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʦʨʪʦʚ port-channel. 

ʂʦʤʘʥʜʘ ʦʪʢʣʶʯʘʝʪ ʧʦʨʪ. ɺ ʦʪʢʣʶʯʝʥʥʦʤ ʩʦʩʪʦʷʥʠʠ ʧʦʨʪ ʥʝ ʩʤʦʞʝʪ ʧʨʠʥʠʤʘʪʴ ʠʣʠ ʧʝʨʝʜʘʚʘʪʴ 
ʧʘʢʝʪʳ. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ no shutdown, ʯʪʦʙʳ ʩʥʦʚʘ ʚʢʣʶʯʠʪʴ ʧʦʨʪ. ɽʩʣʠ ʧʦʨʪ ʦʪʢʣʶʯʝʥ, 
ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʩʝʪʠ ʪʘʢʞʝ ʙʫʜʝʪ ʥʝʚʦʟʤʦʞʥʦ, ʠ ʩʦʝʜʠʥʝʥʠʷ ʥʝ ʙʫʜʝʪ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʦʪʢʣʶʯʠʪʴ ʧʦʨʪ 1/0/1 ʩ ʧʦʤʦʱʴʶ ʜʘʥʥʦʡ ʢʦʤʘʥʜʳ. 
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17. ʂʦʤʘʥʜʳ IP Source Guard 

17.1. ip verify source vlan dhcp-snooping 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʚʢʣʶʯʝʥʠʷ ʥʘ ʧʦʨʪʫ ʬʫʥʢʮʠʠ ʟʘʱʠʪʳ IP-ʘʜʨʝʩʘ - IP Source 
Guard. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʦʪʢʣʶʯʠʪ IP Source Guard. 

 ip verify source vlan dhcp-snooping [ip-mac] 

 no ip verify source vlan dhcp-snooping [ip-mac] 

ʇʘʨʘʤʝʪʨʳ 

ip-mac (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʧʨʦʚʝʨʢʠ IP ʠ MAC-ʘʜʨʝʩʘ ʧʦʣʫʯʘʝʤʳʭ 
IP-ʧʘʢʝʪʦʚ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ʇʦ ʫʤʦʣʯʘʥʠʶ ʦʧʮʠʷ ʦʪʢʣʶʯʝʥʘ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Interface Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʂʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʥʘʩʪʨʦʡʢʠ ʬʠʟʠʯʝʩʢʦʛʦ ʧʦʨʪʘ ʠ port-channel. ʀʩʧʦʣʴʟʫʡʪʝ ʢʦʤʘʥʜʫ ʜʣʷ 
ʚʢʣʶʯʝʥʠʷ IP Source Guard ʥʘ ʥʝʦʙʭʦʜʠʤʦʤ ʧʦʨʪʫ. 

ʇʨʠ ʚʢʣʶʯʝʥʠʠ ʥʘ ʧʦʨʪʫ IP Source Guard IP-ʧʘʢʝʪʳ, ʧʨʠʭʦʜʷʱʠʝ ʥʘ ʧʦʨʪ, ʙʫʜʫʪ ʧʨʦʚʝʨʷʪʴʩʷ 

ʩʧʠʩʢʦʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ (ACL). ʇʦʨʪ ACL - ʘʧʧʘʨʘʪʥʳʡ ʤʝʭʘʥʠʟʤ. ɽʛʦ ʟʘʧʠʩʠ ʤʦʛʫʪ ʙʳʪʴ 
ʥʘʩʪʨʦʝʥʳ ʚʨʫʯʥʫʶ ʣʠʙʦ ʧʦʣʫʯʝʥʳ ʩ ʧʦʤʦʱʴʶ ʪʘʙʣʠʮʳ DHCP. ʇʘʢʝʪ, ʥʝ ʧʨʦʰʝʜʰʠʡ ʧʨʦʚʝʨʢʫ, 
ʙʫʜʝʪ ʦʪʙʨʦʰʝʥ. 

ʉʫʱʝʩʪʚʫʝʪ ʜʚʘ ʪʠʧʘ ʧʨʦʚʝʨʢʠ: 

¶ ɽʩʣʠ ip-mac ʥʝ ʫʢʘʟʘʥ, ʧʨʦʚʝʨʢʘ ʦʩʥʦʚʘʥʘ ʪʦʣʴʢʦ ʥʘ IP-ʘʜʨʝʩʝ ʠʩʪʦʯʥʠʢʘ ʠ VLAN; 

¶ ɽʩʣʠ ip-mac ʫʢʘʟʘʥ, ʧʨʦʚʝʨʢʘ ʦʩʥʦʚʘʥʘ ʥʘ ʄɸʉ-ʘʜʨʝʩʝ ʠʩʪʦʯʥʠʢʘ, VLAN ʠ IP-ʘʜʨʝʩʝ 
ʠʩʪʦʯʥʠʢʘ. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʚʢʣʶʯʠʪʴ IP Source Guard ʜʣʷ Ethernet 1/0/1. 

 

17.2. ip source binding 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʟʘʧʠʩʠ ʜʣʷ IP Source Guard. ʇʨʠ 
ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʪʘʪʠʯʝʩʢʫʶ ʟʘʧʠʩʴ ʧʨʠʚʷʟʢʠ. 

 ip source binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID [, | 
-] 

 no ip source binding MAC-ADDRESS vlan VLAN-ID IP-ADDRESS interface INTERFACE-ID 
[, | -] 

ʇʘʨʘʤʝʪʨʳ 

MAC-ADDRESS ʋʢʘʞʠʪʝ ʄɸʉ-ʘʜʨʝʩ ʜʣʷ ʧʨʠʚʷʟʢʠ IP-to-MAC. 
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vlan VLAN-ID ʋʢʘʞʠʪʝ VLAN, ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ ʧʨʦʚʝʨʝʥʥʳʡ ʫʟʝʣ. 

IP-ADRESS ʋʢʘʞʠʪʝ IP-ʘʜʨʝʩ ʜʣʷ ʧʨʠʚʷʟʢʠ IP-to-MAC. 

interface INTERFACE-ID ʋʢʘʞʠʪʝ ʧʦʨʪ, ʢ ʢʦʪʦʨʦʤʫ ʧʦʜʢʣʶʯʝʥ ʧʨʦʚʝʨʝʥʥʳʡ ʫʟʝʣ. 

, (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʧʝʨʝʯʠʩʣʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ 
ʠʥʪʝʨʬʝʡʩʦʚ ʠʣʠ ʦʪʜʝʣʝʥʠʷ ʦʜʥʦʛʦ ʜʠʘʧʘʟʦʥʘ ʠʥʪʝʨʬʝʡʩʦʚ ʦʪ 
ʧʨʝʜʳʜʫʱʝʛʦ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʟʘʧʷʪʦʡ ʥʝʜʦʧʫʩʪʠʤʳ. 

- (ʆʧʮʠʦʥʘʣʴʥʦ) ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʜʠʘʧʘʟʦʥʘ 
ʠʥʪʝʨʬʝʡʩʦʚ. ʇʨʦʙʝʣʳ ʜʦ ʠ ʧʦʩʣʝ ʜʝʬʠʩʘ ʥʝʜʦʧʫʩʪʠʤʳ. 

ʇʦ ʫʤʦʣʯʘʥʠʶ 

ɿʘʧʠʩʝʡ ʥʝʪ. 

ʈʝʞʠʤ ʚʚʦʜʘ ʢʦʤʘʥʜʳ 

Global Configuration Mode. 

ʋʨʦʚʝʥʴ ʢʦʤʘʥʜʳ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʋʨʦʚʝʥʴ 12. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʤʘʥʜʳ 

ʀʩʧʦʣʴʟʫʡʪʝ ʜʘʥʥʫʶ ʢʦʤʘʥʜʫ ʜʣʷ ʩʦʟʜʘʥʠʷ ʩʪʘʪʠʯʝʩʢʦʡ ʧʨʠʚʷʟʢʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ ʧʨʦʚʝʨʢʠ IP 
Source Guard. ʇʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʦʨʤʳ no ʢʦʤʘʥʜʘ ʫʜʘʣʠʪ ʩʪʘʪʠʯʝʩʢʫʶ ʧʨʠʚʷʟʢʫ. ʋʢʘʟʘʥʥʳʝ 
ʧʘʨʘʤʝʪʨʳ ʢʦʤʘʥʜʳ ʜʦʣʞʥʳ ʚ ʪʦʯʥʦʩʪʠ ʩʦʚʧʘʜʘʪʴ ʩ ʥʘʩʪʨʦʝʥʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʜʣʷ ʫʜʘʣʝʥʠʷ. 

ɽʩʣʠ ʄɸʉ-ʘʜʨʝʩ ʠ VLAN ʥʘʩʪʨʘʠʚʘʝʤʦʡ ʧʨʠʚʷʟʢʠ ʫʞʝ ʝʩʪʴ, ʩʫʱʝʩʪʚʫʶʱʘʷ ʧʨʠʚʷʟʢʘ ʙʫʜʝʪ 
ʦʙʥʦʚʣʝʥʘ. ʀʥʪʝʨʬʝʡʩʦʤ, ʫʢʘʟʘʥʥʳʤ ʜʣʷ ʢʦʤʘʥʜʳ, ʤʦʞʝʪ ʙʳʪʴ ʬʠʟʠʯʝʩʢʠʡ ʧʦʨʪ ʠʣʠ port-
channel. 

ʇʨʠʤʝʨ 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʥʘʩʪʨʦʠʪʴ ʧʨʠʚʷʟʢʫ IP Source Guard ʩ IP-ʘʜʨʝʩʦʤ 10.1.1.1 ʠ 
ʄɸʉ-ʘʜʨʝʩʦʤ 00-01-02-03-04-05 ʚ VLAN 2 ʥʘ ʠʥʪʝʨʬʝʡʩʝ Ethernet 1/0/10. 

 

ɺ ʜʘʥʥʦʤ ʧʨʠʤʝʨʝ ʧʦʢʘʟʘʥʦ, ʢʘʢ ʫʜʘʣʠʪʴ ʧʨʠʚʷʟʢʫ IP Source Guard ʩ IP-ʘʜʨʝʩʦʤ 10.1.1.1 ʠ ʄɸʉ-
ʘʜʨʝʩʦʤ 00-01-02-03-04-05 ʚ VLAN 2 ʥʘ ʠʥʪʝʨʬʝʡʩʝ Ethernet 1/0/10. 

 

17.3. show ip source binding 

ɼʘʥʥʘʷ ʢʦʤʘʥʜʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʨʠʚʷʟʢʠ IP Source Guard. 

 show ip source binding [IP-ADDRESS] [MAC-ADDRESS] [dhcp-snooping | static] [vlan 
VLAN-ID] [interface INTERFACE-ID [, | -]] 

ʇʘʨʘʤʝʪʨʳ 

IP-ADDRESS (ʆʧʮʠʦʥʘʣʴʥʦ) ʋʢʘʞʠʪʝ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʧʨʠʚʷʟʢʠ IP Source Guard 
ʥʘ ʦʩʥʦʚʝ IP-ʘʜʨʝʩʘ. 


