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About This Guide

This User’s guide tells you how to install, manage and configure the DHS-3224V Switch using the built‑in console interface. The Switch is intended for use with a VDSL Splitter used to separate the voice VDSL channels. Each switch can manage VDSL network services for up to 24 end users. A 24 port RJ-11 patch panel connected to the VDSL Splitter provides the connection to the end users (VDSL subscribers). Service to the end users is provided via a DEV-301 VDSL Bridge that can be installed by the subscriber.

Overview of this User’s Guide

·  “Introduction.” Describes the Switch and its features.

·  “Unpacking and Setup.” Helps you get started with the basic installation of the Switch.

·  “Identifying External Components.” Describes the front panel, rear panel, and LED indicators of the Switch.

· “Connecting the Switch.” Tells how you can connect the DHS-3224V to your network.

· “Using the Console Interface.” Tells how to use the built-in console interface to change, set, and monitor Switch performance and security.

· Appendix A, “Technical Specifications.” Lists the technical specifications of the DHS-3224V.

Introduction

This section serves as an introduction to the DHS-3224V and describes some of the Switch’s features. 

Features

The DHS-3224V is designed to be used with a VDSL Splitter for the purpose of delivering VDSL service for up to 24 individual end users. The local network serviced by the Switch is functionally similar to a standard Ethernet network. The network differs physically from an Ethernet in two important ways. The media used to transport data to end users is standard telephone line, and the reach of the network is extended far beyond the limit of Ethernet.

Switch features include:

Ports

· RJ-21 port for connection to a VDSL splitter.

· Uplink module with one port (10/100 BASE-TX) for linking VDSL service to the ISP.

· RS-232 XE "RS-232"  DCE diagnostic port XE "Diagnostic port"  (console port) XE "console port"  for setting up and managing the Switch via a connection to a console terminal or PC using a terminal emulation program.

Performance Features

· 8.8 Gbps switching fabric capacity

· Store and forward switching XE "Store and forward switching"  scheme.

· Auto-polarity detection XE "Auto polarity detection"  and correction of incorrect polarity of the transmit/receive twisted-pair at each port.

· 8K active MAC address entry table per device with automatic learning and aging (10 to 9999 seconds).

· 8 MB packet buffer per device.

· 802.1D Spanning Tree support.

· 802.1Q Tagged VLAN support 802.1Q Tagged VLAN support

· supports up to 24 end users (24 ports)

Management

· RS-232  XE "Management" console port for out-of-band network management via a console terminal.

· Spanning Tree Algorithm XE "Spanning Tree Algorithm"  Protocol for creation of alternative backup paths and prevention of network loops.

· SNMP v.1 Agent.

· Fully configurable either in-band or out-of-band control via SNMP based software.

· Flash memory XE "Flash memory"  for software upgrades. This can be done in-band via TFTP or out-of-band via the console.

· Built-in SNMP management: 

·  XE "MIB-II (RFC 1213)" Bridge MIB (RFC 1493)

· MIB-II (RFC 1213)

· Mini-RMON MIB (RFC 1757) – 4 groups

· 802.1p MIB (RFC 2674).

· TFTP support.

· BOOTP support.

· DHCP Client support.

· Password enabled.

· Telnet remote control console.

Unpacking

Open the  XE "Unpacking" shipping carton of the Switch and carefully unpack its contents. The carton should contain the following items:

· One DHS-3224V VDSL Switch 

· Mounting kit XE "Accessory pack" : 2 mounting brackets and screws

· One AC power cord XE "AC power cord" 
· This User’s Guide

If any item is found missing or damaged, please contact your local reseller for replacement.

Installation

 XE “Setup” Use the following guidelines when choosing a place to install the Switch:

· The surface must support at least 6 kg. 

· The power outlet should be within 1.82 meters (6 feet) of the device.

· Visually inspect the power cord and see that it is secured to the AC power connector.

· Make sure that there is proper heat dissipation from and adequate ventilation around the Switch. Leave at least 5cm of space on the right and left sides, as well as 5cm of space on the rear of the Switch for ventilation. 

· Do not place heavy objects on the Switch.

Power on

The Switch can be used with AC power supply 100‑240 VAC, 50 - 60 Hz. The Switch’s power supply will adjust to the local power source automatically and may be powered on without having any or all LAN segment cables connected.

After the Switch is plugged in, the LED indicators should respond as follows:

· All LED indicators will momentarily blink. This blinking of the LED indicators represents a reset of the system. 

· The power LED indicator will blink while the Switch loads onboard software and performs a self-test. After approximately 20 seconds, the LED will light again to indicate the switch is in a ready state.

Power Failure

As a precaution in the event of a power failure, unplug the Switch. When power is resumed, plug the Switch back in.

Identifying External Components

This chapter describes the front panel, rear panel, side panels, optional plug-in modules, and LED indicators of the DHS-3224V.

Front Panel

The front  XE "Front Panel" panel of the Switch consists of LED indicators, an RS-232 communication port, and an RJ-21 port for ….

[image: image2.wmf] 3-1.  Front panel view of the Switch

· Comprehensive LED indicators display the status of the Switch and the network (see the LED Indicators section below).

· An RS-232 DCE console port XE "console port"  for setting up and managing the Switch via a connection to a console terminal or PC using a terminal emulation program.

· An VDSL RJ-21 port for connecting to a VDSL splitter device.

Rear Panel

The  XE "Rear Panel" rear panel of the Switch contains an AC power connector and the VDSL uplink module. 
 3-2.  Rear panel view of the Switch 

· The AC power connector is a standard three-pronged connector that supports the power cord.

· 10/100 BASE-TX module used for uplinking to the CO/Switch equipment.

LED Indicators

The LED  XE "LED Indicators" indicators of the Switch include Power, Console, Speed, and Link/Act. The following shows the LED indicators for the Switch along with an explanation of each indicator.
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 3-12.  The LED indicators

· Power XE "Power" : This indicator lights steady green when Switch is powered on and is dark when there is no power supplied.

· Console XE "Console" : This indicator lights steady green when the Switch is being managed via out-of-band/local console management through the RS-232 console port using a straight-through serial cable. It will blink during the power on (POST) initialization. 

· Uplink Link: This indicator will light green when a valid link to Ethernet (network backbone) is established.  It will be dark if there is no link.

· Uplink Act: This indicator will blink green when there is activity, data transmission or reception, on the uplink to the Ethernet (network backbone). 

· VDSL Link: This indicator will light green when a valid VDSL link is established. It will be dark if there is no link.
Network Connections

In order to provide VDSL service as well as conventional telephone service to the local network, a VDSL splitter (Delta DT60-2020 JA used in this example) is used in combination with the DHS-3224V Switch and an RJ-11 patch panel unit. This section describes how to connect these three devices in order to deliver VDSL and telephone service to the local network. 

The cable connections described here include:

1. Connections to the Switch

A. Switch to Splitter (RJ-21)

B. Switch to VDSL/DSLAM uplink (uplink module = one x 10/100 BASE-TX port)

C. Switch to management computer (RS-232)

2. Connections to Splitter

A. Splitter to Switch (RJ-21) 

B. Splitter to RJ-11 VDSL Patch Panel (connected to end users)

C. Splitter to PBX (for POTS)

3.   Connect the Power cord to the Switch

The devices described here are designed for installation in a standard 19” rack where cable connections can be easily accessed from both the front and the rear of the rack. The cable connections are described in two sections, one for connections made using the ports on the front of the equipment and another for the connections made on the back. Allow at least 5cm of space on right and left side, as well as at the rear of the devices for proper ventilation.

Front Connections

The front view of the Switch and VDSL Splitter are illustrated in the diagram below. Three connections are required:

1. Connect the RJ-21 interface (labeled DSLAM A or DSLAM B on the Delta DT60-2020 JA) on the Splitter to the RJ‑21 interface (labeled VDSL RJ-21) on the front panel of the Switch using RJ-21 cable.

2. Connect the RS-232 port on the Switch to the computer used for Switch management using RS-232 cable.

[image: image4.wmf]
 Front View  of Cable Connections

Rear Connections

The rear view of the Switch, VDSL Splitter and RJ-11 Interface are illustrated in the diagram below. The necessary connections are:

1. Connect RJ-21 interface (labeled PBX A or PBX B) on the rear panel of the Splitter to the PBX (POTS) using RJ-21 cable.

2. Connect RJ-21 interface (labeled LINE A or LINE B) on the rear panel of the Splitter to a 24-port RJ-11 patch panel unit using RJ-21 cable.

3. Connect the VDSL uplink module to the CO using the appropriate cabling (Cat. 5 Ethernet/RJ-45)

[image: image5.wmf]
 Rear View of Cable Connections

The RJ-11 Interface is used to connect to the CPE equipment (DEV-301 VDSL Bridge). Both VDSL and regular telephone services are provided through this connection.

Connection to End User

The signals for both VDSL and POTS service is carried to the subscriber via standard (26 AWG Cat. 1,2,3) telephone cabling using RJ-11 connectors. The total cable length from the Switch unit to the client can not exceed the maximum 5000 meter distance allowed. The connection speed for each client is dependent on the distance from the Switch. The relationship of the cable length from client to Switch and the maximum allowable data transfer rates are summarized in the table below:

Distance Switch to Client Bridge (Meters)
Maximum Allowable Data Rate

3000
15Mbps

4000
10Mbps

5000
5Mbps

The connection speed for each client is configured using the Configure Ports option of the console manager.

Power on the Switch

When you have completed all the required network connections for the Switch and the Splitter, you can connect the power and power on the Switch. Plug-in the female connector of the provided power cord into this socket, and the male side of the cord into a power outlet. Supported input voltages range from 100 ~ 240 VAC at 50 ~ 60 Hz.

Configuring the Switch

The DHS-3224V supports a console management interface that allows you to set up and control your Switch, with an ordinary terminal (or terminal emulator) or over the network using the TCP/IP Telnet protocol. You can use this facility to perform many basic network management functions. In addition, the console program will allow you to set up the Switch for management using an SNMP-based network management system. This chapter describes how to use the console interface to access the Switch, change its settings, and monitor its operation. Included in this chapter are the following:

· Connecting to the Switch

· User Accounts Management

· Saving Changes

· Configuring the Switch

· Switch Utilities

· Network Monitoring

Connecting to the Switch

You can  XE "Connecting to the Switch:VT100-compatible terminal" use the console interface by connecting the Switch to a VT100-compatible terminal XE "VT100-compatible terminal"  or a computer running an ordinary terminal emulator XE "terminal emulator"  program (e.g., the terminal program included with the Windows operating system) using an RS-232C serial cable. Your terminal parameters XE "terminal parameters"  will need to be set to:

· VT-100/ANSI compatible

· 9,600 baud

· 8 data bits

· No parity

· One stop bit

· No flow control

Console Usage Conventions

The console XE "console"  interface makes use of the following conventions:

1. Items in <angle brackets> can be toggled between several choices using the space bar.

2. Items in [square brackets]can be changed by typing in a new value.  You can use the backspace and delete keys to erase characters behind and in front of the cursor.

3. The up and down arrow keys, the left and right arrow keys, the tab key and the backspace key, can be used to move between selected items.

4. Items in UPPERCASE are commands. Moving the selection to a command and pressing Enter will execute that command, e.g. APPLY, etc.

Please note that the command APPLY XE "APPLY"  only applies for the current session. Use Save Changes XE "Save Changes"  from the main menu for permanent changes. Save Changes enters the current switch configuration into non-volatile RAM, and then reboots the Switch. 

Connecting to the Switch Using Telnet

Once you have set an IP address for your Switch, you can use a Telnet program (in a VT-100 compatible terminal mode) to access and control the Switch. Most of the screens are identical, whether accessed from the console port or from a Telnet interface. 

First Time Connecting to the Switch 

The Switch  XE "Logging on" supports user-based security that can allow you to prevent unauthorized users XE "unauthorized users"  from accessing the Switch or changing its settings. This section tells how to log onto the Switch.

Note:
The passwords used to access the Switch are case-sensitive; therefore, “S” is not the same as “s.”

When you first connect to the Switch, you will be presented with the first login screen (shown below). 

Note: Press Ctrl+R to refresh XE "refresh"  the screen. This command can be used at any time to force the console program in the Switch to refresh the console screen.
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Username: [—}

Password: [

Function:Enter case-sensitive username.

Hessa:
CTRL+R = Refresh





Initial screen, first time connecting to the Switch

Note: There is no initial username XE "username"  or password XE "password" . Leave the Username and Password fields blank.
Press Enter in both the Username and Password fields. You will be given access to the main menu shown below:
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Main menu XE "Main Menu" 
Note: The first user automatically gets Root privileges (See Table 6‑1). It is recommended to create at least one Root XE "Administrator" -level user for the Switch.

User Accounts Management

To create a new user account, highlight User Accounts Management from the main menu and press Enter:
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 Main menu XE "Main Menu" 
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Setup User Accounts screen XE "Main Menu" 
From the main menu, highlight User Accounts Management and press Enter, then the Setup User Accounts screen appears.

1. Toggle the Action:<    > field to <Add> using the space bar. This will allow the addition of a new user. The other options are <Delete> - this allows the deletion of a user entry, and <Update> - this allows for changes to be made to an existing user entry. 

2. Enter the new user name, assign an initial password, and then confirm the new password. Determine whether the new user should have <Root>, <User+>, or <User> privileges. The space bar toggles between the three options.

3. Highlight APPLY and press Enter to make the user addition effective.

4. Press Esc. to return to the previous screen or Ctrl+T to go to the root screen. 

5. A listing of all user accounts and access levels is shown below the user setup menu. This list is updated when APPLY is executed.

6. Please remember that APPLY makes changes to the switch configuration for the current session only.  All changes (including User additions or updates) must be entered into non-volatile ram using the Save Changes command on the main menu - if you want these changes to be permanent.  

Root, User+ and Normal User Privileges

There are three levels of user privileges: Root XE "Super User"  and User+, and User XE "General User" . Some menu selections available to users with Root privileges may not be available to those with User+ and User privileges. 

The following table summarizes the Root, User+ and User privileges:

Switch Configuration
Privilege

Management 
Root
User+
User

Configuration
Yes
Read Only
Read Only

Network Monitoring
Yes
Read Only
Read Only

Community Strings and Trap Stations
Yes
Read Only
Read Only

Update Firmware and Configuration Files
Yes
No
No

System Utilities
Yes
Ping Only
Ping Only

Factory Reset
Yes
No
No

Reboot Switch
Yes
Yes
No

User Accounts Management

Add/Update/Delete User Accounts
Yes
No
No

View User Accounts
Yes
No
No

Table 6-1.  Root, User+, and User Privileges

After establishing a User Account with Root-level privileges, press Esc. Then highlight Save Changes and press Enter (see below). The Switch will save any changes to its non-volatile ram and reboot. You can logon again and are now ready to continue configuring the Switch.

Save Changes XE "Saving Changes" 
The DHS-3224V has two levels of memory; normal RAM and non-volatile or NV-RAM. Configuration changes are made effective by highlighting APPLY and pressing Enter. When this is done, the settings will be immediately applied to the switching software in RAM XE "RAM" , and will immediately take effect. 
Some settings, though, require you to restart the Switch before they will take effect. Restarting the Switch erases all settings in RAM and reloads the stored settings from the NV-RAM XE "NV-RAM" . Thus, it is necessary to save all setting changes to NV-RAM before rebooting the Switch.

To retain any configuration changes permanently, highlight Save Changes from the main menu. 
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 6-5.  Main menu
The following screen will appear to verify that your new settings have been saved to NV-RAM: XE "Main Menu" 
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 6-6.  Save changes screen XE "Main Menu" 

Once the switch configuration settings have been saved to NV-RAM, they become the default settings for the switch. These settings will be used every time the Switch is rebooted. 

Factory Reset
The only way to change the configuration stored in NV-RAM is to save a new configuration using Save Changes, or to execute a Load Factory Default Configuration from the System Reboot menu (under Reboot on the main menu).  XE "factory reset" This will clear all settings and restore them to their initial values listed in the Appendix. These are the configuration settings entered at the factory and are the same settings present when the Switch was purchased.

[image: image12.wmf]
 6-7.  Main menu
Highlight Reboot from the main menu and press Enter.
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 XE "Main Menu"  6-8.  System Reboot menu
Highlight the appropriate choice and press Enter to reset the Switch’s NV-RAM to the factory default settings (or just reboot the Switch). Loading the Factory Default Configuration will erase any User Accounts (and all other configuration settings) you may have entered and return the Switch to the state it was in when it was purchased.  The Load Factory Default Configuration Except IP Address option is used when the Switch will be managed by the  Telnet manager, which requires knowledge of the Switch’s IP address to function.
Logging Onto The Switch Console
To log in XE "log in"  once you have created a registered user, from the Login screen:
1. Type in your Username and press Enter.

2. Type in your Password and press Enter.

3. The main menu screen will be displayed based on your access level or privilege.  

Updating or Deleting User Accounts XE "Create/Modify User Accounts" 
To update or delete  XE "Changing your Password" a user password:

Choose User Accounts Management from the main menu. The following Setup User Accounts screen appears:
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 6-9.  Setup User Accounts XE "User Accounts Management"  screen

1. Toggle the Action:<Add> field using the space bar to choose Add, Update, or Delete. 

2. Type in the Username for the user account you wish to change and enter the Old Password for that user account.

3. You can now modify the password or the privilege level for this user account. 

4. If the password is to be changed, type in the New Password you have chosen, and press Enter. Type in the same new password in the following field to verify that you have not mistyped it.

5. If the privilege level is to be changed, toggle the Access Level:<Root> field until the appropriate level is displayed – Root, User+ or User.

6. Highlight APPLY and press Enter to make the change effective.

7. You must enter the configuration changes into the non-volatile ram (NV-RAM) using Save Changes from the main menu if you want the configuration to be used after a switch reboot.

Only a user with Root privileges can make changes to user accounts.

Viewing Current User Accounts XE "View/Delete User Accounts" 
Access to the console, whether using the console port or via Telnet, is controlled using a user name and password. Up to eight user accounts can be created. The console interface will not let you delete the current logged-in user, to prevent accidentally deleting all of the users with Root privilege.

Only users with the Root privilege can delete users.

To view the current user accounts, highlight User Accounts Management from the main menu. The current user accounts can be read from the Setup User Accounts screen.

Deleting a User Account

1. Toggle the Action:<Add> field to Delete.

2. Enter the Username and Old Password for the account you want to delete. You must enter the password for the account to be able to delete it.
3. Highlight APPLY and press Enter to make the deletion of the selected user take effect.

4. You must enter the configuration changes into the non-volatile ram (NV-RAM) using Save Changes from the main menu if you want the configuration to be used after a switch reboot.

Only users with Root privileges can delete user accounts.

Configuring the Switch

Switch management functions are grouped into two major groups in the console, Basic Setup and Advanced functions. The remaining sections of this chapter deal with how you can use the console to setup these functions to implement an efficient network management strategy.

Basic Setup

This section will help prepare the Switch user by describing the following menus and their sub-menus:

· Switch Information

· Configure IP Address - Remote Management Setup

· Switch Settings

· Configure Ports

· Setup User Accounts

· Serial Port Settings

· Utilities

· Network Monitoring

· Save Changes

· Factory Reset

· Reboot

· Logout

Switch Information

Choose Switch Information to access the first item on the Main Menu and press Enter. The following menu appears:
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Switch Information menu

The Switch Information shows the type of switch, which (if any) external modules are installed, and the Switch’s MAC Address (assigned by the factory and unchangeable). In addition, the Boot PROM and Firmware Version numbers are shown. This information is helpful to keep track of PROM and Firmware updates and to obtain the Switch’s MAC address for entry into another network device’s address table – if necessary.

You can also enter the name of the System, its location, and the name and telephone number of the System Administrator. It is recommended that the person responsible for the maintenance of the network system that this Switch is installed on be listed here.
Configure IP Address

Some settings must be entered to allow the Switch to be managed from an SNMP-based Network Management System such as SNMP v1 or to be able to access the Switch using the Telnet protocol.

The Remote Management Setup screen lets you specify how the Switch will be assigned an IP address to allow the Switch to be identified on the network.

To setup the Switch for remote management, highlight Configure IP Address from the Configuration menu. The following screen appears:

Some settings such as the Switch IP address and subnet mask must be entered to allow the switch to be managed from an SNMP-based Network Management System or to be able to access the Switch using the TELNET protocol or the WEB-based Manager. Please see the next chapter for Web-based network management information.

The Remote Management Setup menu lets you specify how the switch will be assigned an IP address to allow the switch to be identified on the network. In addition, you may specify a subnet mask and default gateway.

Highlight Remote Management Setup to access the first item on the Configuration menu. The following screen appears:
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 6-11.  Remote Management Setup screen
The fields listed under the New Switch Settings heading are those that are currently being used by the switch. Those fields listed under the Restart Settings heading are those which will be used after the switch has been reset. Fields that can be set include:

· Get IP Address From  Determines whether the Switch should get its IP Address settings from the user (Manual), a BOOTP server, or a DHCP server. If Manual is chosen, the Switch will use the IP Address, Subnet Mask and Default Gateway settings defined in this screen after saving the changes and rebooting. If BOOTP is chosen, the Switch will send out a BOOTP broadcast request when it is powered up. The BOOTP protocol allows IP addresses, network masks, and default gateways to be assigned by a central BOOTP server. If this option is set, the Switch will get its IP settings from the BOOTP server upon being rebooted. If DHCP is chosen, a Dynamic Host Configuration Protocol request will be sent when the Switch is rebooted.

· IP Address Determines the IP address used by the Switch for receiving SNMP and telnet communications. These fields should be of the form xxx.xxx.xxx.xxx, where each xxx is a number (represented in decimal) between 0 and 255. This address should be a unique address on a network assigned to you by the central Internet authorities. The same IP address is shared by both the SLIP and Ethernet network interfaces.

· Subnet Mask Bitmask that determines the extent of the subnet that the Switch is on. Should be of the form xxx.xxx.xxx.xxx, where each xxx is a number (represented in decimal) between 0 and 255. If no subnetting is being done, the value should be 255.0.0.0 for a Class A network, 255.255.0.0 for a Class B network, and 255.255.255.0 for a Class C network.

· Default Gateway IP address that determines where frames with a destination outside the current IP subnet should be sent. This is usually the address of a router or a host acting as an IP gateway. If your network is not part of an inter-network, or you do not want the Switch to be accessible outside your local network, you can leave this field unchanged.

· Management VID
Allows a management VLAN ID (VID) number to be set to allow management from a host within that VLAN to use either TELNET or the Web-based network manager. The default VID is 1 which includes the entire network until VLANs are configured.

Setting Trap Receivers 

The Setup Trap Receivers feature allows the switch to send traps (messages about errors, etc.) to management stations on the network.  Highlight Setup Trap Receivers and press Enter.  The trap recipients can be setup from the following screen:
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 6-  Setup Trap Recipients

Fields that can be set in the Setup Trap Recipients menu include:
· IP Address The IP address of a management station (usually a computer) that is configured to receive the SNMP traps from the switch.

· SNMP Community String Similar to a password in that stations that do not know the correct string cannot receive or request SNMP information from the switch.

· Status Toggle between <Enabled> and <Disabled> to enable or disable the receipt of SNMP traps by the listed management stations.

Configure Switch Settings

Select Switch Settings menu and press Enter to access the following screen:
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Switch Settings menu

Switch Settings

The following fields can then be set:

· MAC Address Aging Time (sec):[300 ] This field specifies the length of time a learned MAC Address will remain in the forwarding table without being accessed (that is, how long a learned MAC Address is allowed to remain idle).  The Aging Time can be set to any value between 10 and 1,000,000 seconds.

Note: A very long Aging Time can result with the out-of-date Dynamic Entries that may cause incorrect packet filtering/forwarding decisions. A very short aging time may cause entries to be aged out to soon, resulting in a high percentage of received packets whose source addresses cannot be found in the address table, in which case the Switch will broadcast the packet to all ports, negating many of the benefits of having a Switch.
Broadcast/Multicast Storm Control

Use the entry fields described below for the parameters that control how the switch will react to broadcast and multicast storms.

· Upper Threshold for Base Ports This is the number of Broadcast/Multicast in Kbps received by the switch - on one of the base ports - that will trigger the switch's reaction to a Broadcast/Multicast storm.

· Upper Threshold for Module Ports This is the number of Broadcast/Multicast packets in Kbps received by the switch - on one of the module ports - that will trigger the switch's reaction to a Broadcast/Multicast storm.

· Broadcast Storm Mode Toggle to select Enabled or Disabled using the space bar to globally enable or disable the Switch's reaction to Broadcast storms, triggered at the threshold set above.

· Multicast Storm Mode This field can be toggled between Enabled and Disabled using the space bar. This enables or disables, globally, the switch's reaction to Multicast storms, triggered at the threshold set above.

Configure Ports

Highlight Configure Ports from the Configuration menu and press Enter to see the Configure Ports screen. The screen displays  current status information for each port. This information includes the State (Enabled or Disabled), the Speed (Mode 0, 5M, 10M or 15M), port Lock status (Enabled or Disable), VDSL Connection status and Ethernet connection status. Use the table below to determine the maximum speed allowed for each port (client)

Distance Switch to Client Bridge (Meters)
Maximum Allowable Data Rate

3000
15Mbps

4000
10Mbps

5000
5Mbps

VDSL Connection

The VDSL status information is presented as follows: Upstream Speed/ Downstream Speed/ Symmetry Condition.

Ethernet Connection

Ethernet connection status information applies to the Ethernet connection at the CPE and is displayed as follows: Connection Speed/Duplex Mode/Flow Control Method.
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 6-14.  Configure Ports screen

Configure the ports by selecting options described below:
Toggle the View Ports:<1 to 12  > field, using the space bar, to view the configuration of either ports 1 through 12 or ports 13 through 24. To configure a specific port, toggle the Configure Port from [   ] to [   ] field until the appropriate port number or port range appears.  

Toggle the State: <     > field to either enable or disable a given port.  

Toggle the Speed: <   > field to select the speed of the port.  The default speed used for each port is 10Mbps (10M). You can select Mode 0, 5M, 10M or 15M depending on the distance to the CPE for the port.

Toggle the Lock: <    > field to enable or disable the port lock. 
Configure Spanning Tree Protocol

The Spanning Tree Protocol is used to prevent loops in a network in which alternative connections exist between switches. The Protocol Parameters allow you to change the behind the scene parameters of the Spanning Tree Protocol at the bridge level.

STP Parameter Settings

To globally configure the Protocol Parameters:

Choose Spanning Tree from the Main Menu appearing under Advanced Setup and press Enter. The following Spanning Tree menu will be displayed:
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 6-20.  Configure Spanning Tree menu

The user-changeable parameters in the Switch are as follows:

· Status:<Disabled> – Toggle to Enabled to implement the Spanning Tree Protocol on the Switch.
· Max Age: [20] XE "Max. Age" 

 XE "Bridge Max. Age"  – The Maximum Age can be set from 6 to 40 seconds. At the end of the Max Age, if a BPDU has still not been received from the Root Bridge, your Switch will start sending its own BPDU to all other Switches for permission to become the Root Bridge. If it turns out that your Switch has the lowest Bridge Identifier, it will become the Root Bridge.

· Hello Time: [2  ] –  XE "Bridge Hello Time" The Hello Time can be set from 1 to 10 seconds. This is the interval between two transmissions of BPDU packets sent by the Root Bridge to tell all other Switches that it is indeed the Root Bridge. If you set a Hello Time for your Switch, and it is not the Root Bridge, the set Hello Time will be used if and when your Switch becomes the Root Bridge.

Note: The Hello Time cannot be longer than the Max. Age XE "Max. Age" . Otherwise, a configuration error will occur.

· Forward Delay: [15] – The Forward Delay can be from 4 to 30 seconds. This is the time any port on the Switch spends in the listening state while moving from the blocking state to the forwarding state.

· Priority: [32768] –  XE "Bridge Priority" A Priority for the switch can be set from 0 to 65535. 0 is equal to the highest Priority.  This number is used in the voting process between switches on the network to determine which switch will be the root switch. A low number indicates a high priority, and a high probability that this switch will be elected as the root switch.

Note: Observe the following formulas when setting the above parameters:

Max. Age ( 2 x (Forward Delay - 1 second)

Max. Age ( 2 x (Hello Time + 1 second)

Port Spanning Tree Settings

In addition to setting Spanning Tree parameters for use on the switch level, the DHS-3224V allows for the configuration of Spanning Tree Protocol on individual ports.

To define individual ports, highlight Port Settings on the Configure Spanning Tree menu above and press Enter.
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 6-21.  Port Spanning Tree Settings Screen

Toggle the View Ports:<        > field to the range of ports to be configured. The ports are displayed for configuration in groups of 12. Enter the port number or port range in the Configure Port from  [   ] to [   ] field.

The Port Group STP parameters that can be configured are:

· Port Cost A Port Cost can be set from 1 to 65535.  The lower the number, the greater the probability the port will be chosen to forward packets.

· Priority A Port Priority can be from 0 to 255. The lower the number, the greater the probability the port will be chosen as the Root Port.

Configure Multicasting

To configure Multicasting on the Switch, Port Based or IEEE 802.1Q VLANs must already be defined on the Switch. The Multicasting Menu offers a configuration option for IEEE 802.1Q Multicasting. To access this menu highlight Multicasting on the Main Menu:
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 6-24.  Multicasting Menu  screen

Configure IEEE 802.1Q Multicast Forwarding

To edit the IEEE802.1 Multicast Forwarding settings, and highlight IEEE802.1Q Multicast Forwarding Settings from the Multicasting Menu and press Enter.
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Multicast Forwarding

Use the following fields to configure Multicast Forwarding settings:

· Action Toggle to select <Add/Modify> or <Delete> to add, change or delete an entry to the multicast forwarding table. 

· VID For IEEE 802.1Q VLANs only.  Enter the VID of the VLAN that will be receiving the multicast packets. 

· Multicast Address Enter the multicast MAC address of the source, and then enter the member ports.

Each port can be an Egress, Forbidden, or a Non-member of the multicast group, on a per-VLAN basis.

To set a port's multicast group membership status, highlight the first field of (E/F/-): [ ][ ][ ].  Each port's multicast group membership can be set individually by highlighting the port's entry using the arrow keys, and then toggling between E, F, or - using the space bar. Use the following definitions to guide you:

E Egress membership specifies the port as being a static member of the multicast group.  Egress Member Ports are ports that will be transmitting traffic for the multicast group.

F Forbidden, non-member status specifies the port as not being a member of the multicast group and that the port is forbidden from becoming a member of the multicast group dynamically.

- Non-member status specifies the port as not being a member of the multicast group, but the port can become a member of the multicast group dynamically.

Highlight APPLY and press Enter to apply the Multicast Forwarding settings. Use the Save Changes menu to save the settings to NV-RAM.



Configure VLANs

Note:  The DEFAULT_VLAN has a VID = 1.  An IP interface called System in the IP interface entry menu also has a VID = 1, and therefore corresponds to the DEFAULT_VLAN.

To create a new 802.1Q VLAN:

The VLAN menu adds an entry to edit the VLAN definitions and to configure the port settings for IEEE 802.1Q VLAN support.  Highlight VLANs from the Main Menu and press Enter.
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 6-27.  VLAN Menu

To create an 802.1Q VLAN, highlight Edit 802.1Q VLANs and press Enter:
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 6-28.  Edit 802.1Q VLANs Menu

Create, change or delete an 802.1Q VLAN, using the following fields of the Edit VLANs Menu:

· Action Toggle to select <Add/Modify> or <Delete>  to add, change or delete a VLAN.

· VID Assign a VLAN ID number for the VLAN group.

· VLAN Name Type in a name for the VLAN to be added, modified or deleted.

VLAN membership can be set individually for each port. At the same time, a port can be Tagged or Untagged. 

To set the 802.1Q VLAN membership status of a port:

To enter the 802.1Q VLAN status for a port, highlight the first field of Membership (E/F/-): [ ][ ][ ].  Each port’s 802.1Q VLAN membership can be set individually by highlighting the port’s entry using the arrow keys, and then toggling between E, F, or – using the space bar.  

E - (Egress Member) specifies the port as being a static member of the VLAN.  Egress Member Ports are ports that will be transmitting traffic for the VLAN.  These ports can be either tagged or untagged.

F - (Forbidden Non-Member) specifies the port as not being a member of the VLAN and that the port is forbidden from becoming a member of the VLAN dynamically.

- (Non-Member) specifies the port as not being a member of the VLAN, but the port can become a member of the VLAN dynamically.

Next, determine which of the ports that are members of the new VLAN will be Tagged or Untagged ports.

To set a port as either a Tagged or an Untagged port:

Highlight the first field of Tagging (U/T):[  ][  ][  ] field.  Each port’s state can be set by highlighting the port’s entry using the arrow keys and then toggling between U or T using the space bar.

U - specifies the port as an Untagged member of the VLAN.  When an untagged packet is transmitted by the port, the packet header remains unchanged.  When a tagged packet exits the port, the tag is stripped and the packet is changed to an untagged packet.

T - specifies the port as a Tagged member of the VLAN.  When an untagged packet is transmitted by the port, the packet header is changed to include the 32-bit tag associated with the PVID (Port VLAN Identifier – see below).  When a tagged packet exits the port, the packet header is unchanged.

If the port is attached to a device that is not IEEE 802.1Q VLAN compliant (VLAN-tag unaware), then the port should be set to U – Untagged.

If the port is attached to a device that is IEEE 802.1Q VLAN compliant, (VLAN-tag aware), then the port should be set to T – Tagged.

Press APPLY to make the additions/deletions effective for the current session.  To make enter the IP Interfaces into Non-volatile RAM, highlight Save Changes from the Main Menu and press enter.
Example 802.1Q VLAN add screen:
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 6-29. Edit 802.1Q VLANs Menu

To configure the member ports of an 802.1Q VLAN:
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 6-30.  VLAN Menu

To configure the port settings of an 802.1Q VLAN, highlight Configure 802.1Q Port Settings and press enter:
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 6-31. Configure 802.1Q Port Settings

Each port can be configured to use an Ingress Filter.  The ports to be configured in a given session can be identified by either entering a range of port numbers or by entering the PVID#.

Ingress filtering is toggled between On and Off using the space bar.

To configure a port’s 802.1Q VLAN settings:

Highlight the Configure Port from [  ] to [  ] field and enter the range of port numbers you want to configure.  As an alternative you can use the arrow keys to highlight the PVID#[  ] field and enter the PVID for the VLAN’s member ports you want to configure.

PVID – Port VLAN Identifier – is a classification mechanism that associates a port with a specific VLAN and is used to make forwarding decisions for untagged packets received by the port.  For example, if port #2 is assigned a PVID of 3, then all untagged packets received on port #2 will be assigned to VLAN 3.  This number is generally the same as the VID# number assigned to the port in the Edit 802.1Q VLANs menu above.

Use the arrow keys to highlight the remaining fields and the space bar to toggle between On and Off.

Ingress Filter – this enables the port to compare the VID tag of an incoming packet with the PVID number assigned to the port.  If the two are different, the port filters (drops) the packet.

To edit an existing 802.1Q VLAN:

Highlight VLANs on the main menu and press Enter.

Highlight Edit 802.1Q VLANs and press Enter.
Highlight the Action:<Add/Modify> field and toggle between Add/Modify and Delete.  In the Add/Modify mode, both individual entrees to a selected VLAN and entire VLANs can be added.  In the Delete mode, entire VLANs can be deleted.  VLANs to be edited can be selected by either the VID#[   ] field or the VLAN Name:[      ] fields.  Enter either the VID or the VLAN Name for the 802.1Q VLAN you want to edit and press enter.

Note:  To delete an entire VLAN, toggle the Action:<Add/Modify> field to Delete, enter either the VID or the VLAN Name in the appropriate field and press Enter.  Highlight Apply and press Enter.  The selected VLAN will be deleted.  To enter the change into Non-volatile RAM, select Save Changes from the Main Menu.

The 802.1Q VLANs are edited by specifying which ports will be Egress Members, Forbidden non-members or non-members.

The ports are further set to be either a Tagged or an Untagged port.

To edit the 802.1Q VLAN membership of a port:

Highlight the first field of Membership (E/F/-): [ ][ ][ ].  Each port’s 802.1Q VLAN membership can be set individually by highlighting the port’s entry using the arrow keys, and then toggling between E, F, or – using the space bar.  

E - (Egress Member) specifies the port as being a static member of the VLAN.  Egress Member Ports are ports that will be transmitting traffic for the VLAN.  These ports can be either tagged or untagged.

F - (Forbidden Non-Member) specifies the port as not being a member of the VLAN and that the port is forbidden from becoming a member of the VLAN dynamically.

- (Non-Member) specifies the port as not being a member of the VLAN, but the port can become a member of the VLAN dynamically.

To edit a port’s Tagged or Untagged status:

Highlight the first field of Tagging (U/T):[ ][ ][ ] field.  Each port’s state can be set by highlighting the port’s entry using the arrow keys and then toggling between U or T using the space bar.

U - specifies the port as an Untagged member of the VLAN.  When an untagged packet is transmitted by the port, the packet header remains unchanged.  When a tagged packet exits the port, the tag is stripped and the packet is changed to an untagged packet.

T - specifies the port as a Tagged member of the VLAN.  When an untagged packet is transmitted by the port, the packet header is changed to include the 32-bit tag associated with the PVID (Port VLAN Identifier – see below).  When a tagged packet exits the port, the packet header is unchanged.

If the port is attached to a device that is not IEEE 802.1Q VLAN compliant (VLAN-tag unaware), then the port should be set to U – Untagged.

If the port is attached to a device that is IEEE 802.1Q VLAN compliant, (VLAN-tag aware), then the port should be set to T – Tagged.

Each port can be configured to have a PVID or to use an Ingress Filter.

To configure a port’s 802.1Q VLAN settings:

Highlight the Configure Port#[   ] field and enter the port number of the port you want to configure.  Use the arrow keys to highlight the PVID#[  ] field and enter the PVID for the port.

PVID – Port VLAN Identifier – is a classification mechanism that associates a port with a specific VLAN and is used to make forwarding decisions for untagged packets received by the port.  For example, if port #2 is assigned a PVID of 3, then all untagged packets received on port #2 will be assigned to VLAN 3.  This number is generally the same as the VID# number assigned to the port in the Edit Existing 802.1Q VLANs menu above.

Use the arrow keys to highlight the remaining fields and the space bar to toggle between On and Off.

Ingress Filter – this enables the port to compare the VID tag of an incoming packet with the PVID number assigned to the port.  If the two are different, the port filters (drops) the packet.

Configure Port Priority

Use the Setup Port Priority to configure priority settings for each port.

To configure port priority highlight Priority on the Main Menu and press Enter to see the following screen:
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Port Priority screen

Use these fields to setup port priority:

· Module Toggle to select <Base Unit> or <Slot - 1>.

· Configure Port from [   ]  to [   ] Type in the port number or sequential range of port numbers for which you wish to set priority.

· Priority Level Toggle to select priority level of the selected port(s), choose (listed lowest to highest) <Low>, <Med-L>, <Normal>, <Med-H> or <High>.

Highlight APPLY and press Enter to set the port priority. Use the Save Changes menu to save the settings to NV-RAM.

Network Monitoring

The DHS-3224V provides extensive network monitoring capabilities.  

To display the network data compiled by the Switch, highlight Network Monitoring on the main menu and press Enter.

[image: image30.png]Network Monitoring Menu

Statistics: Applications:
Port Utilization| Switch History

Port Error Packets
Port Packet Analysis

Address Table:
Browse MAC Address

Function:Switch port utilization overview.

Root_screen rev. screen





Network Monitoring Menu

Port Utilization

To view the port utilization of all the ports on the Switch, highlight Port Utilization on the Network Monitoring Menu and press Enter:

[image: image31.png]Port Utilizaion

Intervali< 2 sec >

Pore  Tssee  Rxsses  4URdL Pore  Tssee  Rxsses  4URdL

P 22 1 [T o o
PR o o FE o o
ER o o o o o
i o o FE o o
s o o o o o o
& o o o 1o o o
7 o o 20 o o o
& o o o 2 o o o
s o o o 2 o o o
o o o o 23 o o o
uoo o o 2 o o o
P o o

e o o

Function: Clear counter

-
CTRLT = Root screen Bseprev. sereen CTRLIR = Refresn





 6-41.  Port Utilization screen

The Port Utilization screen shows the number of packets transmitted and received per second and calculates the percentage of the total available bandwidth being used on the port (displayed under %Util.). Highlight CLEAR COUNTER and press Enter to reset the counters.

Port Error Packets

To view the error statistics for a port, highlight Port Error Packets on the Network Monitoring Menu and press Enter:
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Port Error Statistic screen

Enter the port number of the port to be viewed. The Interval field can be toggled from 2 seconds to 1 minute, or suspend. This sets the interval at which the error statistics are updated. Highlight CLEAR COUNTER and press Enter to reset the counters.

Port Packet Analysis 

To view an analysis of the size of packets received or transmitted by a port, highlight Port Packet Analysis on the Network Monitoring Menu and press Enter:
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Packet Analysis table

In addition to the size of packets received or transmitted by the selected port, statistics on the number of unicast, multicast, and broadcast packets are displayed. Highlight CLEAR COUNTER and press Enter to reset the counters.

Browse MAC Address

To view the MAC address forwarding table, highlight Browse MAC Address on the Network Monitoring Menu and press Enter:
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Browse Address Table screen

The Browse By field can be toggled between ALL, MAC Address, Port, and VLAN. This sets a filter to determine which MAC addresses from the forwarding table are displayed. ALL specifies no filter.

To search for a particular MAC address:

Toggle the Browse By> field to MAC Address. A MAC Address field will appear. Enter the MAC address in the field and press Enter. Highlight BROWSE and press Enter to initiate the browsing action. Highlight CLEAR ALL and press Enter to reset the table counters.

Switch History

To view the switch history log, highlight Switch History from the Network Monitoring Menu and press Enter:
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Switch History screen

System Utilities

To access the Switch Utilities menu, highlight System Utilities on the main menu and press Enter.
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Switch Utilities menu

Note:  Trivial File Transfer Protocol (TFTP) services allow the switch firmware to be upgraded by transferring a new firmware file from a TFTP server to the Switch. A configuration file can also be loaded into the Switch from a TFTP server, switch settings can be saved to the TFTP server, and a history log can be uploaded from the Switch to the TFTP server.

Upgrade Firmware from TFTP Server

To update the Switch’s firmware, highlight Upgrade Firmware from TFTP Server and press Enter.
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Upgrade Firmware screen

Enter the IP address of the TFTP server in the Server IP Address:[          ] field.

Note: The TFTP server must be on the same IP subnet as the Switch.

Enter the path and the filename to the firmware file on the TFTP server.

Note: The TFTP server must be running TFTP server software to perform the file transfer. TFTP server software is a part of many network management software packages, or can be obtained as a separate program.

Highlight APPLY and press Enter to record the IP address of the TFTP server. Use Save Changes from the main menu to enter the address into NV-RAM

Highlight START and press Enter to initiate the file transfer.

Use Configuration File on TFTP Server

To download a switch configuration file from a TFTP server, highlight Use a Configuration File on TFTP Server and press Enter.
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Use Configuration File on TFTP Server screen

Enter the IP address of the TFTP server and specify the location of the switch configuration file on the TFTP server.

Highlight APPLY and press Enter to record the IP address of the TFTP server. Use Save Changes from the main menu to enter the address into NV-RAM

Highlight START and press Enter to initiate the file transfer.

Save Settings to TFTP Server

To upload a settings file to the TFTP server, highlight Save Settings to TFTP Server and press Enter.
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Save Settings to TFTP Server screen

Enter the IP address of the TFTP server and the path and filename of the settings file on the TFTP server and press APPLY. Highlight START and press Enter to initiate the file transfer.

Save History Log to TFTP Server

To save a History Log on a TFTP server, highlight Save History Log to TFTP Server and press Enter.
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Save Log to TFTP Server screen

Enter the IP address of the TFTP server and the path and filename for the history log on the TFTP server.  Highlight APPLY and press Enter to make the changes current. Highlight START and press Enter to initiate the file transfer.

Ping Test 

To test the connection with another network device using Ping, highlight Ping Test and press Enter.
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Ping Test screen

Enter the IP address of the network device to be Pinged and the number of test packets to be sent (3 is usually enough). Highlight START and press Enter to initiate the Ping program.

Local Loopback Test

To test the conduct a loopback test on the local loop, highlight Local Loopback and press Enter.
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Local Loopback Test Screen

Enter the port number to be tested and the number of repetitions for the test. Highlight START and press Enter to initiate the Local Loopback test. Success or failure of the test will be indicted upon its completion.

Line Loopback Test

To test the conduct a loopback test on the line loop, highlight Line Loopback and press Enter.
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Line Loopback Test screen

Enter the port number to be tested and the number of repetitions for the test. Highlight START and press Enter to initiate the Line Loopback test . Success or failure of the test will be indicted upon its completion.

Reboot

The DHS-3224V has several reboot options.

To reboot the Switch from the console, highlight Reboot from the main menu and press Enter.
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 6-56.  System Reboot menu

The reboot options are as follows:

· Reboot – Simply restarts the Switch. Any configuration settings not saved using Save Changes from the main menu will be lost. The Switch’s configuration will be restored to the last configuration saved in NV-RAM.

· Save Configuration & Reboot – Saves the configuration to NV-RAM (identical to using Save Changes) and then restarts the Switch.

· Reboot & Load Factory Default Configuration – Restarts the Switch using the default factory configuration. All configuration data will be lost. This is identical to using Factory Reset and then Reboot.
· Reboot & Load Factory Default Configuration Except IP Address – Restarts the Switch using the default factory configuration, except the user configured IP address will be retained. All other configuration data will be lost.

A confirmation screen will appear: 
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 6-57.  System Reboot confirmation screen

To reboot the Switch, in the mode entered above, highlight Yes and press Enter.
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Technical Specifications


General

Standards:
IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-TX Fast Ethernet

IEEE 802.1 Q VLAN
IEEE 802.3x Full-duplex Flow Control

Protocols:


Topology:
Star

Network Cables:
RJ-21, Cat.5 Ethernet


Physical and Environmental

AC inputs XE "AC inputs" :
100 - 240 VAC, 50/60 Hz (internal universal power supply)

Power Consumption XE "Power Consumption" :
40 watts maximum

DC fans:
2 built-in 40 x 40 x10 mm fans for main board

1 built-in 40 x 40 x 10 mm for power supply

Operating Temperature XE "Operating Temperature" :
0 to 50 degrees Celsius

Storage Temperature XE "Storage Temperature" :
-25 to 55 degrees Celsius

Humidity XE "Humidity" :
Operating: 5% to 95% RH non-condensing;                   Storage: 0% to 95% RH non-condensing

Dimensions XE "Dimensions" :
441 mm x 207 mm x 44 mm (1U), 19 inch rack-mount width

Weight XE "Weight" :
2.8 kg

EMI:
FCC Class A, CE Class A, VCCI Class A, BSMI Class A,  C-Tick Class A

Safety:
UL/CUL, TUV/GS


Performance

Transmission Method XE "Transmission Methods" :
Store-and-forward

RAM Buffer XE "RAM Buffer" :
8 Mbytes per device 

Filtering Address Table:
8K

MAC Address Learning XE "MAC Address Learning" :
Automatic update.

Forwarding Table Age Time:
Max age:10–9999 seconds. 

Default = 300.

B

Runtime Switching Software Default Settings

Load Mode
Ethernet

Configuration update 
Disable

Firmware update
Disable

Out-of-band baud rate
9600

RS232 mode
Console

IP address
10.90.90.90

Subnet mask
255.0.0.0

Default Gateway
0.0.0.0

BootP service
Disable

TFTP server IP address
0.0.0.0

Console time out
10 min

User name 
None

Password
None

Device STP
Disable

Port STP
Enable

Port enable
Enable

Bridge max age
20 secs

Bridge hello time 
2 sec

Bridge forward delay
15 sec

Bridge priority
32768

Port STP cost
100

Port STP priority
128

Forwarding table aging time
300 secs

NWay
Enable

Flow control
Enable

Community string 
“public”, “private”

VLAN mode
IEEE 802.1Q

SNMP VLAN(802.1Q)
1

Default port VID
1

Ingress rule checking 
Disable
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