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Introduction

The VDSL DSL-6540U is a high-speed VDSL2 router, uplink rate up to 40 Mbps
and downlink rate up to 80 Mbps. It provides sufficient bandwidth for high
performance connection to the Internet, online gaming, video on demand (VOD),
video conferencing, and high definition television (HDTV). It has Web-based
graphic user interface (GUI), in which you can easily modify the settings and
connect to your ISP. It also provides flow statistics, connection status, and other
detailed information. The VDSL DSL-6540U is easily upgraded and provides
terminal users and ISP with the guarantee of future.

The VDSL DSL-6540U provides one RJ11 telephone interface, one RJ45 Ethernet
WAN interface, four RJ45 Ethernet LAN interfaces. The telephone interface is used
for connecting to the Internet provided by the telecom carrier. The Ethernet is used
for connecting to computers, through which you can access the Internet.
Computers that are connected with the router through the Ethernet can establish a
small local network area (LAN). Those computers can communicate with each
other, sharing resources and files. The VDSL DSL-6540U is an ideal broadband
CPE solution for both home users who wish to share high-speed Internet access
and small offices that wish to do business on the Internet.

Application

VOD and video-conferencing
Network online gaming

IP over television (IPTV )and HDTV
High Internet access sharing

High rate broadband sharing

Small enterprises application

Home networking application

1.2 Features
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User-friendly GUI for web configuration

Support IPSec for virtual private network (VPN)

Several pre-configured popular games. Just enable the game and the port
settings are automatically configured.

Configurable as a DHCP server on your network

Compatible with all standard Internet applications

Industry standard and interoperable DSL interface

Support virtual server, IP filter, DMZ host, and much more

Simple web-based status page displays a snapshot of system configuration,
and links to the configuration pages

Downloadable flash software updates

Support for up to 16 permanent virtual circuits (PVC)

Support for up to 8 PPPoE sessions

Support SNMP v2, RIP v1 & RIP v2, NAT

Standards Compatibility and Compliance

Support application level gateway (ALG)
ITU G.992.1 (G.dmt)
ITU G.992.2 (Gllite)
ITU G.994.1 (G.hs)
ITU G.992.3 (ADSL2)
ITU G.992.5 (ADSL2+)
ITU G.993.1 (VDSL)
ITU G993.2 (VDSL2)
ANSI T1.413 Issue 2
IEEE 802.3

IEEE 802.3u

Safety Cautions

Follow the following announcements to protect the device from risks and damage
caused by fire and electric power:

Use volume labels to mark the type of power.
Use the power adapter that is packed within the device package.
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° Pay attention to the power load of the outlet or prolonged lines. An
overburden power outlet or damaged lines and plugs may cause electric
shock or fire accident. Check the power cords regularly. If you find any
damage, replace it at once.

° Proper space left for heat dissipation is necessary to avoid any damage
caused by overheating to the device. The holes on the device are designed
for heat dissipation to ensure that the device works normally. Do not cover
these heat dissipation holes.

[ Do not put this device close to a place where a heat source exits or high
temperature occurs. Avoid the device from direct sunshine.

[ Do not put this device close to a place where is over damp or watery. Do not
spill any fluid on this device.

° Do not connect this device to any PC or electronic product, unless our
customer engineer or your broadband provider instructs you to do this,
because any wrong connection may cause any power or fire risk.

[ Do not place this device on an unstable surface or support.

1.5 LED Status Description
1.5.1 LED Status
Power  VDSL Internet ——LAN —[
VDSL 4-Port Router [U) ®» & 10 20 30 40 DSL-6540U [
Indicator Status Description
Off The power is off.
The power is on and the device operates
Green
normally.
Power The power is self-testing.
Red The self-testing of the power fails if the
LED is always red.
Blink Red Upgrading software.
VDSL Off No signal is detected.
Blink Green The VDSL line is transferring.
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Indicator Status Description
Green The DSL line connection is established.
Off No internet connection.
. The DSL line tries to activate or fails to
Blink Red .
activate.
Internet . Data is being transmitted through the
Blink Green .
WAN interface.
The connection is established. The users
Green
can access the Internet.
Off No Ethernet signal is detected.
The user data is passing through
LAN1/2/3/4 | Blink Green ! 'S passing fhroug
Ethernet port.
Green Ethernet interface is ready to work

1.5.2 Rear Panel

é

L
i.

T
N
‘ ‘ o ()
L Reset -
DSL LANG  LANI LANZ  LAN1
S 1 I
S 1

Interface Description
VDSL VDSL connector, for connecting to VDSL telephone line.
LAN1/2/3/4 LAN interface, for connecting to a computer or switch.
Keep power on, put a thin needle in-to the hole to press
Reset the button for about 1 second, then the device restores to
the factory default configuration.
Power Power supplied port, for connecting the power adapter.
W
The power adapter outputis: 12V DC, 1A.
h Power switch.




2 Hardware Installation

The Router can be placed on a shelf or desktop, ideally you should be able to see
the LED indicators in the front, as you may need to view them for troubleshooting.
Place the DSL Router in a location where it can be connected to the various
devices as well as to a power source. The DSL Router should not be placed where
it is exposed to moisture or excessive heat. Ensure the cables and power cord are
placed safely to avoid tripping hazard. As with any electrical appliance, observe
common sense safety procedures.

2.1 Connecting the DSL Router

Step 1 See the following figure. Connect the DSL port of the Router with a telephone
cable.
Step 2 Connect the LAN port of the DSL Router to the network card of the PC via an
Ethernet cable.
Step 3 Plug one end of the power adapter to the wall outlet and connect the other
end to the Power port of the DSL Router.
The followig figure displays the connection of the DSL Router, PC, and telephones.
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~ > Telephone Line =
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[ Jack

l,‘.
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aur] Wyl

Splitter

-
o

eup euoydae)

Phone
e | &

2.2 Factory Reset Button
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The Router may be reset to the original factory default settings by depressing the
reset button for a few seconds while the device is powered on. Use a ballpoint or
paperclip to gently push down the reset button. Remember that this wipes out any
settings stored in the flash memory, including user account information and LAN IP
settings. The device settings are restored to the following factory defaults: the IP
address is 192.168.1.1, subnet mask is 255.255.255.0, user name for
management is admin, and password is admin.

3 Introduction

3.1 About DSL router

DSL router is a scalable suite of software infrastructure and technologies that
original equipment manufacturers (OEMs) require in order to bring residential
gateways to market.
DSL router leverages a wide range of compelling broadband-based applications
and services and includes an operating system, drivers, and remote management
capabilities. DSL router delivers a set of highly integrated solutions, required for
homes and small companies, such as:
° Optimized Linux 2.6 Operating System
° IP routing and bridging
° Asynchronous transfer mode (ATM/PTM) and digital subscriber line (DSL)
support
Point-to-point protocol (PPP)
Network/port address translation (NAT/PAT)
Quality of service (QoS)
Virtual private network (VPN): IPSec
Secure socket layer virtual private network (SSL VPN)
Universal plug-and-play
File server for network attached storage (NAS) devices
Web filtering
Management and control
—Web-based management (WBM)
— Simple network management protocol (SNMP)
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—Command line interface (CLI)
—TR-069 WAN management protocol
—TR-064-LAN-side DSL CPE configuration
[ Remote update
° System statistics and monitoring
° DSL router is targeted at the following platforms: DSL modem and bridge.

3.2 Setup

Connecting your computer or home network to the DSL router is a simple
procedure, varying slightly depending on the operating system. This chapter
guides you to seamlessly integrate DSL router with your computer or home
network. The Windows default network settings dictate that in most cases the setup
procedure described as follows is unnecessary. For example, the default DHCP
setting in Windows 2000 is ‘client’, requiring no further modification. However, it is
advised to follow the setup procedure described as follows to verify that all
communication parameters are valid and that the physical cable connections are
correct. The setup procedure consists of three consecutive configuration stages:

Internet

LAN Connection WAN Connection

PC Network
Configuration . ‘TWDSL

/A

TWDSL Quick Setup

Figure 1 Hardware configuration
(1) Setting up WAN and LAN connections
(2) PC network configuration
(3) DSL router quick setup, via Web-based management

3.2.1 Setting Up WAN and LAN Connections
WAN Connection



Your can connect DSL interface of the router to the wall socket by using a
telephone cable. If it has an Ethernet socket for the wide area network (WAN),
connect it to the external modem you have, or to the Ethernet socket you might
have, by using an Ethernet cable.

LAN Connection

The connection is Ethernet, with most platforms featuring four such ports. Use an
Ethernet cable to connect an Ethernet port of your DSL router and the network card
of your computer.

3.2.2 PC Network Configuration

Each network interface on the PC should either be configured with a statically
defined IP address and DNS address, or be instructed to automatically obtain an IP
address using the network DHCP server. DSL router provides a DHCP server on
its LAN and it is recommended to configure your LAN to automatically obtain its IP
address and DNS server IP address.

The configuration principle is identical but should be carried out differently on each
operating system.

The following displays the TCP/IP Properties dialog box as it appears on Windows
XP.



Internet Protocol (TCP/IP) Properties

General | Agenate Configuration

You can get IP settings assigned auwtomatically ¥ yvour networlk supports
this capability. Otherwize, you need to ask your network administrator for
the appropnzte |F settings.

(&) Obtain an IP address automatically

{") Use the following IP address:

(%) Obtain JNS server address automatically
() Use the following DNS server addresses:

L ok ][ cance |

Figure 2 IP and DNS configuration

TCP/IP configuration instructions for Windows XP are as follows.

Step 1

Step 2
Step 3

Step 4
Step 5
Step 6
Step 7

Choose Start > Control Panel > Access Network Connections from
the desktop.

Right-click the Ethernet connection icon and choose Properties.

On the General tab, select the Internet Protocol (TCP/IP) component
and click Properties.

The Internet Protocol (TCP/IP) Properties window appears.

Select the Obtain an IP address automatically radio button.

Select the Obtain DNS server address automatically radio button.
Click OK to save the settings.



4 Web-Based Management

[ Note:

This project is hardware project, the Web interface of software is for reference
only.

This chapter describes how to use Web-based management of the DSL router,
which allows you to configure and control all of DSL router features and system
parameters in a user-friendly GUI.

Select Language: | English =
BROADCOM. IgUag

Device Info

Device Info Board ID:
Advanced Setup

Software Version:

(CFE) Version:

Diagnostics

Management

This information reflects the current status of your DSL connection

Line Rate - Upstream (Kbps):

Line Rate - Downstream (Kbps):

LAN IPv4 Address: 102.168.1.1

Default Gateway:

Primary DNS Server:

Secondary DNS Server:

Figure 3 Web-based management - home page

4.1 Logging In to the Modem

The following description is a detail “How-To” user guide and is prepared for first
time users.

4.1.1 First-Time Login

When you log in to the DSL Router for the first time, the login wizard appears.
Step 1 Open a Web browser on your computer.
Step 2 Enter http://192.168.0.1 (default IP address of the DSL router) in the
address bar. The login page appears.
Step 3 Enter a user name and the password. The default username and
password of the super user are admin and (blank). The username and
10



password of the common user are user and user. You need not enter
the username and password again if you select the option Remember
my password. It is recommended to change these default values after
logging in to the DSL router for the first time.

Step 4 Click OK to log in or click Cancel to exit the login page.

[

Connect to 192.168.1.1
..Fm-\._

D5L Router

User name: ! € admin E]

Password:

Lok J[ cancel |

Figure 4 WBM login authentication
After logging in to the DSL router as a super user, you can query, configure, and
modify all configurations, and diagnose the system.

4.2 DSL Router Device Information

Choose Device Info, the following page appears.
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Summary
WAN
Statistics
Route
ARP
DHCP

Figure 5 Device Info menu

4.2.1 Summary of Device Information

\ Device Info

Choose Device Info > Summary, the following page appears.

Device Info Board ID: SEIEE0AY YA
Summary Software Version: 000725_1038-4.02L.02 A2pvC011d.d2112
WAN
L. Bootloader (CFE) ¥ersion: |1.0.37-102.6
Statistics
Route
ARP L .
FLED This information reflects the current status of vour DSL connection,
A!:Ivancel.:l St Line Rate - Upstream (Kbps):
Diagnostics
Management Line Rate - Downstream (Kbps):

LAN IPwv4 Address:

192.168.1.1

Default Gateway:

Pppd

Primary DNS Server:

Secondary DNS Server:

° LAN IPv4 Address: the management IPv4 address.

° Default Gateway: In the bridging mode there is no gateway. In other modes,
it is the address of the uplink equipment, for example, PPPoE/PPPoA.

[ DNS Server address: In the PPPoE/PPPoA mode, it is obtained from the
uplink equipment. In the bridging mode, there is no DNS Server address and
you can manually enter the information.

4.2.2 WAN Interface Information

Choose Device Info > WAN and the following page appears.
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WAN Info

Interface | Description | Type |VlanMuxId | Igmp NAT |Firewall | Status |IPv4 Address

Device Info

atml br_0_0_35 |Bridge | Disabled |Disabled |Disabled |Disshled | Connecting
Summary

WAN ppp0 pppoe_0_0_32 |FPPOE | Disabled | Ensbled | Enabled |Enabled | Connecting
Statistics

Route

ARP

DHCP

° Description: Descripte this interface with protocol and PVC.
° Type: The connection type of WAN, such as PPPoE, PPPoA.

4.2.3 Statistics

This page contains the following four parts:
° Statistics of LAN

° Statistics of WAN Service

° Statistics of ATM

° Statistics of xDSL

4.2.3.1 Statistics of LAN

Choose Device Info > Statistics > LAN and the following page appears. You can
query information of packets recevied at the Ethernet. Click Reset Statistics to
restore the values to zero and recount them.

Statistics -- LAN

Interface Received Transmitted

Bytes |Pkts|Errs|Drops|Bytes |Pkts|Errs|Drops
ethd 302961|3159|0 0 4146047 4336 |0 0
ethl 0 0 0 0 0 0 0 0
usbo 0 0 0 0 0 0 0 0

Reset Statistics |



Figure 6 Statistics of LAN

4.2.3.2 Statistics of WAN

Choose Device Info > Statistics > WAN Service and the following page appears.
You can query information of packets recevied by the WAN interfaces. Click Reset

Statistics to restore the values to zero and recount them.
Statistics -- WAN

Interface| Description Received Transmitted
Byte5|PkE|Errs| Drops Bytes | Pkis ‘ Errs ‘ Drops
pppD |pppoe 00 35 0 | 0 | 0 [2142616940[2142616864[716852120/6339880[2142616940

Reset Statistics |

Figure 7 Statistics of WAN

4.2.3.3 Statistics of ATM

Choose Device Info > Statistics > ATM and the following page appears. You can
query information of packets recevied by the ATM interfaces. Click Reset
Statistics to restore the values to zero and recount them.

ATM Interface Statistics

In Out In in In Hec l’:l’h;\:’a;_d = ::;::0! In PTI |In Idie Inl,c"m't In OAM RM | In GFC
Octets | Octets | Errors | Unknown | Errors s Errors | Cells YPe | cRC Errors | Errors
Errors Errors Errors

0 0 0 0 0 0 0 [ 0 0 0 (] (]

AALS Interface Statistics
‘ln Octets [ﬂu[ Octets [If\ Ucast Pkts qu! Ucast Pkts | 1In Errors | Out Errors _In Discards | Out Discards
o T o ] [ [ o [ o o 0 0

AALS VCC Statistics
|VPll var [cnc Errors [SAR Timeouts [oversized SDUs | Short Packet Errors | Length Errors
| 0/35 | 0 ‘ 0 [ 0 [ 1] 0

Reset Statistics Close

Figure 8 Statistics of ATM

4.2.3.4 Statistics of xDSL

Choose Device Info > Statistics > xDSL and the following page appears.
If the DSL line is activated, the following window appears.



Statistics -- xDSL

Mode:

Traffic Type:

[Status:

Link Power State:

NoSignal

Downstream

h]pstream

Line Coding(Trellis):

ISNR Margin (0.1 dB):

IAttenuation (0.1 dB):

[Dutput Power (0.1 dBm):

\IAttainable Rate (Kbps):

Rate (Kbps):

buper Frames:

k;uper Frame Errors

[Rs Words

RS Correctable Errors:

RS Uncorrectable Errors

HEC Errors

I0CD Errors

LCD Errors

[Total Cells

Data Cells

Bit Errors

[Total ES

[Total SES

[Total UAS

XDSL BER Test

Reset Statistics

Traffic Type: ATM, or PTM.

Status: Link Down, NoSignal, Training
Link Power State: LO, L1, L2

Line Coding: Trallis on, etc.

Rate (Kbps): Upstream Line Rate/Downstream Line Rate.
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Click Reset Statistics at the bottom to restore the values to zero and recount
them.
Click xDSL BER Test to test xDSL Bit Error Rate.

4.2.3.5 xDSL BER Test

Click xDSL BER Test to perform a bit error rate (BER) test on the DSL line. The

test page is as follows:

ADSL BER Test - Start

The ADSL Bit Error Rate (BER) test determines
the quality of the ADSL connection. The test is
done by fransferring idle cells containing a known
pattern and comparing the received data with
this known pattern to check for any errors,

Select the test duration below and click "Start",
Tested Time (sec):

Figure 9 ADSL BER test
The Tested Time (sec) can be 1, 5, 10, 20, 60, 120, 180, 240, 300, or 360.

Note: If the BER reaches e-5, you cannot access the
Internet.

4.2.4 Route Table Information

Choose Device Info > Route and the following page appears.
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Device Info -- Route

Flags: U - up, ! - reject, G - gateway, H - host, R - reinstate
D - dynamic (redirect), M - modified (redirect).

Destination GatewayiSuhnet Mask | Flag | Metric | Service | Interface

192.168.1.0 |0.0.0.0 255.255.255.0 b 0 bro

Figure 10 Route table

4.2.5 ARP Table Information

Choose Device Info > ARP and the following page appears. You can query the

MAC and IP address information of the equipment attached to the modem.
Device Info -- ARP

IP address |Flags HW Address Device

192.168.1.12 | Complete | 00:1D:0F:19:91:C1 | br0

Figure 11 ARP table

4.2.6 DHCP IP Lease Information

Choose Device Info > DHCP and the following page appears. You can query the
IP address assignment for MAC address at the LAN side of the DSL router and

obtain the IP Address from the DHCP server through Ethernet in the DSL router.
Device Info -- DHCP Leases

Hostname | MAC Address | IP Address ‘ Expires In |

Figure 12 DHCP leases list

[ Expires In: Time that the device leases the IP Address for the MAC
Address.

4.3 Advanced Setup



4.3.1 Layer2 Interface

Choose Advanced Setup > Layer2 Interface and three items appear.
° ATM Interface
° PTM Interface
° ETH Interface

4.3.1.1 ATM Interface

Choose Advanced Setup > Layer2 Interface > ATM Interface . In this page, you

can add or remove to configure DSL ATM Interfaces.
DSL ATM Interface Configuration

Choose Add, or Remaove to configure DSL AT interfaces.

Device Info
Advanced Setup |Interfal:e |V|:|i |V|:i ‘DSL Latency |Dategnry ‘Link Type |Cnnnectinn Mode |IJDS |Remnve ‘

Layer2 Interface

ATM Interface  } Add | | Remove

PTM Interface
ETH Interface

Click Add to add ATM Interface and the following page appears.



ATM PVYC Configuration

This screen allows you to configure an ATH PYC identifier (PORT and WPI and WCI), select a service
categoryS. Otherwise choose an existing interface by selecting the checkbox to enshle it

PORT: [0-3] |0
YPL: [0-255] |n
YCI: [32-65535] |35

Select DEL Link Type (Eoa is for PPROE, IPCE, and Bridge.)
& Eoa

' PPPOA

© IPoa

Encapsulation Mode:| LLC/SNAP-BRIDGIN
Service Category: | UBR Without PCR

-
-

Select Connection Mode

& Default Mode - Single service over one connection

0 WLAN MUK Mode - Multiple Ylan service over one connection
0 MSC Mode - Multiple Service over one Connection

Enable Quality Of Service

Enzbling packet level QoS for a PYC impraves performance for selected classes of applications. QoS cannot
be set for CBR and Realtime YBR. QoS consurmes system resources; thersfore the number of PYCs will be
reduced. use sdvanced Setup/Quality of Service 1o assign priorities for the applications.

[T Enable Quality Of Service.

E\ackl Apply/Save |

In this page, you can enter this PVC (VPI and VCI) value, and select DSL link type
(EoA is for PPPoE, IPoE, and Bridge.), encapsulation mode, service category,
connection Mode.

° VPI (Virtual Path Identifier): The virtual path between two points in an ATM
network, and its valid value is from 0 to 255.

° VCI (Virtual Channel Identifier): The virtual channel between two points in
an ATM network, ranging from 32 to 65535 (1 to 31 are reserved for known
protocols).

° DSL Link Type: EoA (it is for PPPoE, IPoE, and Bridge), PPPoA, or IPoA
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° Encapsulation Mode: LLC/SNAP-BRIDGING, or VC/MUX

° Service Category: UBR Without PCR, UBR With PCR, CBR, Non Realtime
VBR, Realtime VBR.

° Connection Mode: Default mode, VLAN MUX mode, or MSC mode

° Enable Quality Of Service: enable/disable.

In actual applications, you can modify them depending on your requirement.

You can also select the Enable Quality Of Service check box in to enable the

packet level QoS for a PVC. This improves performance for selected classes of

applications.

Note:
QoS cannot be set for CBR and Realtime VBR.

Click Apply/Save to save the configuration, and return the following page:
DSL ATM Interface Configuration

Choose Add, or Remove to configure DSL AT interfaces.

Interface | ¥pi | ¥ci | DSL Latency | Category |Link Type | Connection Mode | 0QoS |Remove

atmi 0|3s Path0 LBR Eos Defaulfiode Disabled r

Add|  Rernove |

If you want to remove this Interface, please select the Remove check box and click

Remove.

4.3.1.2 PTM Interface

Choose Advanced Setup > Layer2 Interface > PTM Interface, and the following
page appears. In this page, you can add or remove to configure PTM WAN

Interfaces.

DSL PTM Interface Configuration

Choose add, or Remove to configure DSL PTM interfaces,
Device Info
Advanced Setup
Layer2 Interface
ATM Interface Add | | Remave |
ooEmeEnE = oy
ETH Interface

Click Add to add PTM Interface and the following page appears.

‘Interface |DSL Latency |PTM Priority ‘Cunnectiun Mode |lJuS |Remuve |

20



PTM Configuration

This screen allows you to configure a PTM PORT,

PORT: [0-3] ID

Select Priority

¥ Mormal Priority
[T High Priarity (Preemption)

Select Connection Mode

% Default Mode - Single service over one connection
© WLAN MUY Mode - Multiple Vlan service over one connection
' MSC Moda - Multiple Service over one Conmnection

Enable Quality Of Service

Enahbling packet level QoS for this PTM interface. Use "Advanced Setup/Quality of Service" to assign
priorities for the applications.

[T Enable Quality Of Service.

Backl Apply fSave |

After proper configuration, click Apply/Save.
DSL PTM Interface Configuration

Choose Add, or Remove to configure DSL PTM interfaces.

Interface |DSL Latency |PTM Priority | Connection Mode | QoS |Remowve

ptrn0 Pathl Marmal Defaultiode Enabled r

Add| Remove |

4.3.1.3 ETH Interface

Choose Advanced Setup > Layer2 Interface > ETH Interface, and the following

page appears. In this page, you can add or remove to configure ETH WAN
Interfaces.
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ETH WAN Interface Configuration

Choose 4dd, or Remove to configure ETH WAl interfaces,

Device Info Allow one ETH as layer 2 wan interfacs,

Advanced Setup

Layer2 Interface
ATM Interface
PTM Interface

Interface/ (Name) ‘Connectiun Mode |Remuve ‘

A_dljl Rermoye

Click Add and the following page appears.
EEENSENN

ETH WAN Configuration
This screen allows you 1o configure 3 ETH part .

Device Info
Advanced Setup Select a ETH port:
Layer?2 Interface
ATM Interface sth/ethld jv
PTM Interface

ETH Interface Select Connection Mode

WAN Service @ Default Mode - Single service over one connection

Load Config 0 WLAN MU Mode - Multiple Ylan service over one connection
LAN 0 MSC Made - Multiple Service over one Connection

Security

Parental Control Back Apply/Save

Quality of Service

In this page, you can select a ETH port, such as ethO/ENET4, and select
connection mode. Click Apply/Save to save configuration.

4.3.2 WAN Configuration

Choose Advanced Setup > WAN Service, and the following page appears.

Wide Area Network (WAN) Service Setup

Chonse Add, or Remove 1o configure a WaN service over a selected interface,
Device Info

Advanced Setup
Layer?2 Interface

[nterface |escription [Type |viang0z1p | vianviuxd | connid [1gmp [NaT [Frewall [Remove [Edit ‘

WAN Service g

Load Config acd | [ Remoye
LAN

Security

Figure 13 WAN configuration

Click Add to configure PPPoE, PPPoA, Mer (IPoE), Bridge, IPoA WAN
configuration.

Note: ETH and PTM/ATM sevice can not be coexist.
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4.3.2.1 Adding a PPPoE WAN Configuration

In the WAN Service Setup page, click Add to add WAN configuration. This section

describes the procedure for adding pppoe_0_0_32 (PPPoE mode).
Step 1 Click Add to turn into the following page. (At first, you must add suitable
ATM configuration for this WAN configuration.) In this page, you can

select ATM Interface .
WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATM interface, the descriptor string is (oortld_wpi_wci)
For PTM interface, the descriptor string is (portd_high_low)
wwhere portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATHL
portld=4 --= DEL Latency PATHO
low =0 --= Low PTM Priority not set
lowy =1 -3 Low PTM Priority set
high =0 --= High FTM Priority not set
high =1 --= High PTM Pricrity set

Iatme(D_D_32) vl
E-ackl NE}{tl

Step 2  After proper selection, click Next, and the following page appears.
WAN Service Configuration

Select WAl service type:

¥ PPP aver Ethernet (PPPoE)
P aver Ethernet

" Bridging

Enter Service Description:jpppoe_0_0_32

Step 3  In this page, select WAN service type PPP over Ethernet(PPPoE). Click

Next, and the following page appears.
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PPP Username and Password

PPF usually requires that you have a user name and password 1o establish your connection, In the boxes below,
enter the user name and password that vour ISP has provided to you,

FPF Uzername:
PPF Password:

FPPCE Service Mame:

Asuthentication Method: [ AUTO VI

M Enable Fullcone MaT

[T Dial on demand (with idle timesout timer)

[T PPP IR extension

¥ Usze Static IPv4 address

1Pus address: 0.0.0.0

[T Enable PPP Debug Mode

I PBridge PPPOE Frames Between Wal and Local Ports

IGMP Multicast
[T Enable IGMP Multicast

Step 4 In this page, you can modify the PPP username, PPP password, and
authentication method.

° PPP Username: The correct user name that your ISP provides to you.

PPP Password: The correct password that your ISP provides to you.

° PPPoE Service Name: If your ISP provides it to you, please enter it. If not,
do not enter any information.

° Authentication Method: The value can be AUTO, PAP, CHAP, or MSCHAP.
Usually, you can select AUTO.
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Enable Fullcone NAT: A full cone NAT is one where all requests from the
same internal IP address and port are mapped to the same external IP
address and port. Furthermore, any external host can send a packet to the
internal host, by sending a packet to the mapped external address.

Dial on demand (with idle timeout timer): If this function is enabled, you
need to enter the idle timeout time. Within the preset minutes, if the modem
does not detect the flow of the user continuously, the modem automatically
stops the PPPOE connection. Once it detects the flow (like access to a
webpage), the modem restarts the PPPoE dialup. If this function is disabled,
the modem performs PPPoE dial-up all the time. The PPPoE connnection
does not stop, unless the modem is powered off and DSLAM or uplink
equipment is abnormal.

PPP IP extension: After PPP IP extension is enabled, the WAN IP address
obtained by the modem through built-in dial-up can be directly assigned to
the PC being attached with the modem (at this time, the modem has only
one PC). From the view of the PC user, this is even with that the PC dials up
to obtain an IP addres. But actually, the dial-up is done by the modem. If this
function is disabled, the modem itself obtains the WAN IP address
automatically.

Use Static IPv4 Address: If this function is disabled, the modem obtains an
IP address assigned by an uplink equipment such as BAS, through PPPoE
dial-up. If this function is enabled, the modem uses this IP address as the
WAN IP address.

IGMP Multicast: IGMP proxy. For example, if you want PPPoE mode to
support IPTV, enable it.

After enter the PPP Username and PPP Password, click Next, and the following
page appears.
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Routing -- Default Gateway

Select a preferred wan interface as the system default gateway.

Selected Wil Interface | pppoe_0_0_32/ppp0 j

Back | Mext |

Step 5 In this page, select a preferred WAN interface as the system default
gateway. Click Next, and the following page appears.

DNS Server Configuration
Get DS server information from the selected Wal interface

OR enter static DMS server IP addresses. If only & single PYC with IPo& or static MER protocal is configured, you
must enter static DMS server IP addresses.

& Obtain DNS info from a WaN interface:
YAk Interface selected: | pppoe_0_0_32/ppp0 *
€ Use the following Static DNS 1P address:
Primary DMNS server:
Secondary DNS server

Back | Mext

Step 6 In this page, you can get DNS server information from the selected WAN
interface or enter static DNS server IP addresses. If only a single PVC
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with IPoA or static MER protocol is configured, you must enter static
DNS server IP addresses. Click Next, and the following page appears.
WAN Setup - Summary

take sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |0/0 /32

Connection Type: |FFFCE

Service Name: pppoe_0_0_22
Service Category: |UBR

IP Address: sutomatically sssigned
Service State: Enabled

MWAT: Enabled

Full Cone NAT: Disabled

Firewall: Enabled

IGMP Multicast: Enabled

Quality Of Service: |Disabled

Click "apply/Save" 1o have this interface to be effective. Click "Back" 1o make any modifications.
Back | Bpply/Save |
Step 7  In this page, it shows all the configurations. Click Apply/Save to all the
configurations, and the following page appears. Click Back to make any

modifications.
Wide Area Network (WAN) Service Setup

Choose Add, or Remove o configure a WAN service over a selected inferface.

Interface | Description | Type |¥lan8021p |VlanMuxId | Connld | Igmp MNAT | Firewall | Remove | Edit

pppo prpoe_0_0_22 |PPPoE T8 /8 Mfs  |Ensbled |Enabled | Ensbled r Edlit

A_ddl Remove

4.3.2.2 Adding a MER (IPoE) Configuration

In the WAN Service Setup page, click Add to add WAN configuration. This section
describes the procedure for adding ipoe_0_0_32 (Mer mode).

Step1  Click Add to turn into the following page. (At first, you must add suitable
ATM configuration for this WAN configuration.)
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WAN Service Interface Configuration
Select a layer 2 interface for this service

Mote: Far ATM interface, the descriptor string is (portd_wpi_vci)
For PTM interface, the descriptor string is (portld_high_low)
Where portld=0 --= DSL Latency PATHO
portld=1 --> DSL Latency PATHL
portld=4 --= DSL Latency PATHD
low =0 --= Low PTM Priority not set
lowy =1 --3 Low PTM Priority set
high =0 --= High PTM Priarity not set
high =1 --= High FTM Priority set

IatmElf(D_D_SQ) vl
E-ackl Nextl

Step2  Select an ATM Interface, such as atm0/ (0_0_32). Click Next and the
following page appears.

WAN Service Configuration

Select Wak service type:
' PPP over Ethernet (PPPOE)
& 1P over Ethernet
 Bridging

Enter Service Description: [ipoe_0_0_32

In this page, you can modify the WAN service type and Service

Step 3
Description. Click Next and the following page appears.
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WAN IP Settings

Enter information provided o vou by your ISP to configure the WAk TP settings,
Motice: If "Obtain an IP address sutomatically” is chosen, DHCP will be enabled for PYC in MER mode,
If "Use the following Static IP address" is chosen, enter the WaN IP address, subnet mask and interface gateway,

& Obtain an IF address automatically
Option 60 Yendar 10

Option 61 IAID: (8 hexadecimal digits)
Option 61 DUID: thexadecimal digit)

Option 125: @ Disahle  Enahle
' Use the following Static IP address:
WAN TP Addrass:

WaN Subnet Mask:
WaN gateway IF sddress:

Step 4 In this page, you can modify the IP Settings. Enter information provided
by your ISP to configure the WAN IP settings. Click Next and the
following page appears.

Note: If select Obtain an IP address automatically is chosen,
DHCP will be enabled for PVC in MER mode.

If Use the following Static IP address is chosen, enter the
WAN IP address, subnet mask and interface gateway.
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Network Address Translation Settings

Metwork Address Translation (NAT) allows you to share one Wide Area Metwork
(W an) IP address for multiple computers on your Local Area Metwork (LA,

[T Enable MaT

[T Enable Firewall

IGMP Multicast

[T Enable IGMP Multicast

Step 5 In this page, you can modify the Network Address Translation Settings.
Click Next and the following page appears.
Routing -- Default Gateway

Select a preferred wan interface as the system default gateway,

Selected wan Interface |ipoe 0 0_32ftm0 j

Back | et |

Step 6 In this page, select a preferred wan interface as the system default
gateway. Click Next and the following page appears.
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DNS Server Configuration
Get DMS server information from the selected WaH interface

OR enter static DNS server [P addresses, If only & single PYC with IPo& ar static MER protocol is configured, you mst enter
static DNS server 1P addresses.

@ Obtain DKS infa from a WaN interface:
Wi Interface selechad: Iipoe_D_D_SQfatmD 'I
0 Use the following Static ONS IP address:
Primary DMNS server: I

Secondary DMS server: I

Back | Mext

Step 7 In this page, you can get DNS server information from the selected WAN
interface or enter static DNS server IP addresses. If only a single PVC
with IPoA or static MER protocol is configured, you must enter static DNS
server IP addresses. Click Next and the following page appears.
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WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |0/0/32

Connection Type: |IPoE

Service Name: jpoe_0_0_32

Service Category: |LUER

IP Address: 192.168.1.12
Service State: Enabled
NAT: Enabled
Full Cone NAT: Disabled
Firewall: Dizabled

IGMP Multicast: Enabled
Quality Of Service: |Disabled

Click "2pply/Save" to have this interface to be effective. Click "Back” to make any modifications.
Back | Apply/Save
Step 8 In this page, click Apply/Save to save all the configurations, and the

following page appears. If you want to make any modifications, click Back.
Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a Wal service over a selected interface.

Interface | Description | Type | ¥lan8021p |YlanvuxId | Connld | Igmp NAT |Firewall |Remove | Edit

atrnd jpoe_0_0_32 | IPoE M4 Mia M/#  |Enabled | Disabled | Disabled r Edit

A_ddl Remove

4.3.2.3 Adding a PPPoA Configuration

This section describes the procedure for adding pppoa_0_0_35 (PPPoA mode).
Step1  You need to open the Layer2 Interface > ATM Interface page to add a
PVC for PPPoA mode. Click Add and the following page appears.
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ATM PYC Configuration

This soreen allows you to configure an AT PYC identifier (FORT and YPI and WCI), select a service categoryS.
Otherwise choose an existing nterface by selecting the checkbox o enable it

PoRT: (03] o |

wLpess] o |

WCI: [32-65535)

Select DSL Link Type (Eod is for PPPoE, IPoE, and Bridge. )
O Eoa

@ PPPOA
O IPos

Encapsulation Mode: YCAMUK b
Service Category: | UBR Without PCR »

Enable Quality Of Service

Enabling packet level QoS for a PYC improves performance for selected classes of applications, QoS cannot be set
for CBR and Realtime VBR. QoS consumes system resources; therefore the number of PYCs will be reduced. use
Acdvanced Setup/Ouality of Service to assign priorities for the applications,

[0 Enable Quality OFf Service.

Step2  Select the DSL link type to PPPoA, the Encapsulation Mode to VC/MUX
(according to the uplink equipment). Click Apply/Save, and the following

page appears.
DSL AT Interface Configuration

Choose Add, or Remove to configure DSL ATH interfaces.

Interface |Wpi | Vci | DSL Latency | Category | Link Type |Connection Mode | QoS |Remove

atrnd o |3 Pathii LBR PPPoA Defaulfode Digabled -

A_ddl Femove |

Step3  Return to the WAN Service page, and click Add. The following page
appears.
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WAN Service Interface Configuration
Select a layer 2 interface for this service

Mote: For AT interface, the descriptor string is (portld_wpi_vci)
For PTH interface, the descriptor string is (portd_high_low)
Where portld=0 --» DSL Latency PATHO
portld=1 --= DSL Latency PATHL
portld=4 --= DSL Latency PATHD
low =0 --= Low PTM Priority not set
low =1 === Low PTM Priority set
high =0 --= High PT Priority not set
high =1 --» High PTM Priority set

IatmDa’(D_D_SE) vI
Backl Nextl

After proper selection, click Next, and the following page appears.

Step 4
WAN Service Configuration
Enter Service Description:|pppoa_0_0_35
Backl Nextl
Step 5 In this page, you can modify the service description in the text box. Click

Next, and the following page appears.
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PPP Username and Password

PPP usually requires that you have a user name and password 10 estsblish your connection. In the boxes below, enter the user
name and password that your ISP has provided to you,

FPP Username:
FPP Password:
Authentication Method: [AUTO 'I

[T Enzble Fullcone NAT

[T Dial on demand (with idle tmeout timer)

[T PPF IF extension

[T Use Static Pv4 Address

[T Enable PPF Debug Mode

IGMP Multicast
[T Enzble IGMP Multicast

Step 6 In this page, you can modify the PPP Username, PPP Password,
Authentication Method according to your requirement. Click Next, and
the following page appears.
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Routing -- Default Gateway

Select a preferred wan interface as the systermn default gateway.

Selected WAk Interface | pppoa_0_0_35/pppoal j

Back | NET |

Step7 In this page, select a preferred wan interface as the system default
gateway. Click Next, and the following page appears.

DNS Server Configuration
Get DNS server information from the selected WaN interface

OR enter static DNS server [P addresses. If only a single PYC with IPo& or static MER protocol is configured, you must enter
static DNS server IP addresses.

& Ohtain ONS info from a WaN interfare:
wan Interface selected: Ipppua_D_D_35;’pppoaD -

€ Uze the following Static DNS [P address:

Primary DMS server: I
Secondary DNS server; I

Back | et
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Step 8  In this page, you can get DNS server information from the selected WAN
interface or enter static DNS server IP addresses. If only a single PVC
with IPoA or static MER protocol is configured, you must enter static DNS

server IP addresses. Click Next and the following page appears.
WAN Setup - Summary

Wake sure that the settings below match the setfings provided by your ISP,

PORT / ¥PI / ¥CI: |0/0/33
Connection Type: |FPPo4

Service Name: pppos_0_0_35
Service Category: |LUER

IP Address: Automatically assigned
Service State: Enabled

MAT: Enabled

Full Cone NAT: Disabled

Firewall: Enabled

IGMP Multicast: Enabled

Quality Of Service: |Disabled

Click "apply/Sawe" to have this interface to be effective. Click "Back” ta make any modifications.
Backl Apply fSave |
Step 9  In this page, click Apply/Save to save all the configurations, and the
following page appears. If you want to make any modifications, click
Back.

wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a WAN service over a selected interface.

Interface | Description | Type |¥lanB8021p |¥lanMuxId |ConnId | Igmp NAT |Firewall | Remove | Edit

pppoal  |pppos_0_0_35 |PPPo& T I Mfs | Enabled | Ensbled | Enabled [l Editl

A_ddl Remove
4.3.2.4 Adding an IPoA Configuration

This section describes the procedure for adding ipoa_0_0_35 (IPoA mode).
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Step1  You need to open the Layer2 Interface > ATM Interface page to add a
PVC for IPoA mode. Click Add and the following page appears.

ATM PYC Configuration

This screen allows you to configure an ATM PYC identifier (PORT and WPI and VCI), select a service categaryS. Otherwise
choose an existing interface by selecting the chedkbox to enable it

PORT: [0-3] ID
WP [0-255] ID
WCI [32-69533] |35

Select DSL Link Type (Eoa is for PPPOE, IPOE, and Bridge.)
 Eoa

 PRPOA

& Fos

Encapsulation Mods:| LLC/SNAP-ROUTING =
Service Category: | UBR Without PCR -«

Enable Quality Of Service

Enabling packet level QoS for a PYC improves performance for selected classes of applications. QoS cannot be set for CBR
and Realtirme YBR, Q05 consumes system resources; therefore the number of PYCs will be reduced, use Advanced
Setup/Quality of Service to assign priorities for the applications.

W Enable Quality OF Service.

Back ApplyfSave
Step2  Select the DSL link type to IPoA, the Encapsulation Mode to
LLC/SNAP-ROUTING (according to the uplink equipment). Click

Apply/Save, and the following page appears.
DSL AT Interface Configuration

Choose Add, or Remove to configure DSL ATM interfaces.

Interface | ¥pi | ¥ci |DSL Latency | Category |Link Type | Connection Mode | QoS |Remove

ipoa0 0|35 Patho LBR [Fod Defaultode Enabled r

A_ddl Remaove |

Step3  Return to the WAN Service page, and click Add. The following page
appears.
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WaAN Service Interface Configuration
Select a layer 2 interface for this service

Mote: For ATH interface, the descriptor string is (portld_vpi_vci)
For PTM interface, the descriptor string is (portld_high_low)
Where portld=0 --= DSL Latency PATHO
portld=1 --= DSL Latency PATH1
portld=4 --= DSL Latency PATHO
lowy =0 --= Lowe PTM Priority not set
lowe =1 --= Low PTH Priarity set
high =0 --= High PTK Priority not set
high =1 --= High PTM Priority set

IipnaElf(D_D_SS) vl
E-ackl Nextl

Step 4  After proper modifications, click Next, and the following page appears..
WAN Service Configuration

Enter Service Description:|ipoa_0_0_35

Step 5 In this page, you can modify the service description. Click Next, and the

following page appears.
WAN IP Settings

Enter information provided to vou by your ISP to configure the WaN IP settings.

WA TP Address: ID.D.D.D
WAk Subnet Mask: ID.D.D.D
WAk gateway IP Address: ID.D.D.D

Step 6  In this page, enter information provided to you by your ISP to configure
the WAN IP settings. Click Next, and the following page appears.
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Network Address Translation Settings

Metwork address Translation (MAT) allows vou to share one Wide Area Metwork
AN TP address for multiple computers on your Local Area Metwoark (LAN),

[T Enable MaT

[T Enable Firewall

IGMP Multicast

[T Enable IGMP Multicast

In this page, Network Address Translation (NAT) allows you to share one Wide
Area Network (WAN) IP address for multiple computers on your Local Area
Network (LAN).

Enable NAT: Select it to enable the NAT function of the modem. If you do not want
to enable NAT, and wish the user of modem to access the Internet normally, you
need to add a route on the uplink equipment. Otherwise, the access to the Internet
fails. Normally, enable the NAT function.

Step 7 After proper selection, click Next, and the following page appears.
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Routing - Default Gateway

Select a preferred wan interface as the systermn default gateway.

Selected Wal Interface |ipoa_0_0_35/ipoal j

Back | Menct |

Step 8 In this page, select a preferred WAN interface as the system default
gateway. Click Next, and the following page appears.

DNS Server Configuration

Get DMNS server information from the selected WaM interface
OR. enter static DMNS server IP addresses, If anly & single PYC with IPoA or static MER protocal is configured, you must enter
static DN server IP addresses,

€ Obtain DNS info frorm 3 WaN interface:
Wit Irterface selected; [NO CONFIGURED INTERFACE 7]

& Use the following Static DNS TP address:

Primary DNS server:
Secondary DS server:

Back | Mext
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Step 9 In this page, you should use static DNS IP address for IPoA mode. Enter
primary DNS server and secondary DNS server. Click Next, and the

following page appears.
WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |0,/0/35

Connection Type: |IPoA

Service Name: ijpos_0_0_35

Service Category: |UBR

IP Address: 12,12,12,15
Service State: Enabled
NAT: Disabled
Full Cone NAT: Disabled
Firewall: Digabled

IGMP Multicast: Digabled

Quality Of Service: |Enabled

Click "apply/Save" 1o have this interface to be effective. Click "Back" 1o make any modifications,
Back | Apply fSave |
Step 10 Click Apply/Save to save all the configurations. And the following page

appears. If you want to make any modifications, click Back.
Wide Area Network (WAN) Service Setup

Choose Add, or Rermove to configure 2 WAN service over & selected interface.

Interface | Description | Type | ¥lan8021p | YlanMuxId |Connld | Igmp NAT [Frewall |Remowve | Edit

ipoan ipoa_0_0_35 | IPoA A [ Mfe | Disabled |Disabled | Disahled [ Editl

A_ddl Remove

4.3.2.5 Adding a Bridge Configuration

In the WAN Service Setup page, click Add to add WAN configuration. This section
describes the procedure for adding br_0_0_32 (Bridge mode).

Step1  Click Add to turn into the following page. (At first, you must add suitable
ATM configuration for this WAN configuration.) In this page, you can
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select ATM Interface.
WAN Service Interface Configuration

Select a layer 2 interface for this service

Mote: For ATH interface, the descriptor string is {portId_wpi_vci)
For PTM interface, the descriptor string is (portld_high_low)
Vhiere portld=0 --> DSL Latency PATHO
portld=1 --> DSL Latency PATH1
portld=4 --> DSL Latency PATHD
o =0 --2 Lowy PTR Pricrity not set
lowe =1 --= Low PTM Priority set
high =0 --= High PTM Priority not set
high =1 --= High PTM Pricrity set

atm0A0_0_32) =

Step2 Select an ATM Interface, such as atm0/(0_0_32). Click Next, and the
following page appears.

WAN Service Configuration

Select WAN service type:

" PPP over Ethernet (PPFOE)
FIF' over Ethernet
| @ Bridging

Enter Service Description:|br_0_0_32

Step 3 In this page, you can modify the WAN service type and Service
Description. Click Next, and the following page appears.
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WAN Setup - Summary

Make sure that the settings below match the settings provided by your ISP,

PORT / ¥PI / ¥CI: |0/0/32

Connection Type: |Bridge

Service Name: br_0_0_32

Service Category: |LBR

IP Address: Mot applicable
Service State: Enabled
NAT: Digabled
Full Cone NAT: Disabled
Firewall: Disabled

IGVMP Multicast: Mot applicable

Quality Of Service: |Enabled

Click "apply/Save" 10 have this interface to be effective. Click "Back" to make any modifications.
Back | AnplyfSave |
Step4  Click Apply/Save to save all the configurations, and the following page

appears. To make any maodifications, click Back.
Wide Area Network (WAN) Service Setup

Choose Add, or Remove to configure a WAN service over a selected interface.

Interface | Description | Type |Ylan8021p |YlanMuxId |Connld | Igmp MAT | Frewall |Remove | Edit

atmi br_0_0_32 |EBridge M/A M4 M/4 | Disabled |Disabled | Disabled r Edit

Lacd| _Rerove

4.3.3 LAN Configuration

Choose Advanced Setup > LAN, and the following page appears. In this page,
you can configure an IP address for the DSL Router and enable DHCP server.
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Local Area Network (LAN) Setup

Configure the DSL Router IP Address and Subnet Mask for
LM interface. Grauphame I Default 'I

IP Address: [1o2.168.1.1

Subnet Mask: |255.255.255.D

[T Enable IGMP Snooping

[T Enable L&M side firewall

0 Disahle DHCP Server
% Enable DHCP Server
Start [P Address: |192. 168.1.2
End IP Address: |192.168.1.254
Leased Time (hour):|24
Static IP Lease List: (4 maximurm 32 enfries can be configured)
|MAI3 Address |IP Address |Remuue |

Add Entries Remove Enfries |

[T Configure the second IP Address and Subnet Mask for LAN interface

Apply/Save |

4.3.3.1 Configuring the Private IP Address for the DSL Router

In this page, you can modify the IP address of the device. The preset IP address is
192.168.1.1. This is the private IP address of the DSL Router, under which the
device can be reached in the local network. It can be freely assigned from the block
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of available addresses. The IP address under which the Router can be reached
from outside is assigned by the ISP.

IP Address: l192.188.1.1 |

Subinet Mask: |255.255.255.0 |

4.3.3.2 Enabling IGMP Snooping

Internet Group Management Protocol (IGMP) is an Internet protocol that enables an
Internet computer to inform neighboring routers that it is a member of a multicast
group.
i Enable IGMP Snooping

) Standard Mode
O Blocking Mode

Note: If IGMP snooping function is enabled, the DSL Router
capability improves.

4.3.3.3 Configuring the DHCP Server

The DSL Router has a DHCP server for which the factory setting is active.
Consequently, the IP addresses of the PCs are automatically assigned by the DSL
Router.
O Disahle DHCP Server
& Enable DHCP Server
StartIP Address:  [192.168.1.2 |

End IP Address:  |192.168.1.254 |
Leased Time (huur):|24 |

4.3.3.4 Configuring DHCP Static IP Lease

View the following part for static IP Lease List.
Static IP Lease List: (& maximum 32 entries can be configured)

MAC Address |IP Address |Remove
add Entries ] l Remove Enfries
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Note: A maximum 32 entries can be configured.

Click Add Entries, and the following page appears.
DHCP Static IP Lease

Enter the Mac address and Static [P address then click "Apply/Save" .

MAC Address: e esre S e iy
IF Address: [N 0y

spply fSave

4.3.3.5 Configuring the Second IP Address and Subnet Mask
for LAN Interface

View the following part for second IP address and subnet mask for LAN interface.
V] Configure the second IP Address and Subnet Mask for LAN interface
IF address:

Subret Magk:

4.3.4 NAT
Note: Only the mode of configuration PVC is PPPoE or
PPPoA, NAT service appears.

4341 ALG

Click Advanced Setup > NAT > ALG, and the following page appears. This part
contains NAT Application-Layer Gateway (ALG).
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ALG

Select the ALG below.

¥ H.2232 Enable

<l

IR Enable

&

RTSP Enable

<l

FFTF Enable

Xl

IPSEC Enable

1

SIF Enable

Save/bpply |

° H.323 Enable: The H.323 ALG is a flexible application layer gateway that
allows H.323 devices such as H.323 phones and applications to make and
receive calls between each other, when connected to private networks
secured by clavister security gateways.

) IRC Enable: The IRC ALG is a flexible application layer gateway that allows
Internet Relay Chat (IRC).

° RTSP Enable: Allows applications that use Real Time Streaming Protocol
(RTSP) to receive streaming media from the internet.

° PPTP Enable: Allows multiple machines on the LAN to connect to their
corporate networks using PPTP protocol. When the PPTP ALG is enabled,
LAN computers can establish PPTP VPN connections either with the same
or with different VPN servers. When the PPTP ALG is disabled, the router
allows VPN operation in a restricted way -- LAN computers are typically able
to establish VPN tunnels to different VPN Internet servers but not to the
same server.

° IPSEC Enable: Allows multiple VPN clients to connect to their corporate
networks using IPSec.

° SIP Enable: Allows devices and applications to use VolP (Voice over IP) to
communicate through NAT.

4.3.4.2 DMZ Host

Adding a DMZ Host

Step 1 To set up a PC as a DMZ host, choose Advanced Setup > NAT > DMZ
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host.
NAT -- DMZ Host

Thie DSL router will forward IP packets from the Wan that do not belong o any of the applications configured
in the Virtual Servers table to the DMZ host computer,

Enter the cormputer's IP address and click "Apply" 1o activate the DMZ host.

Clear the 1P address field and click "apply" to deactivate the DMZ host,

DMZ Host IP Address: I
Save/apply |

Step 2 Enter the local IP address of the PC that is to be enabled as an exposed
host.
Step 3 Click Save/Apply to apply the configurations.

Remove DMZ host

Step 1 Clear the DMZ Host Address.
Step 2 Click Save/Apply to apply the settings.

4.3.4.3 Port Triggering

If you configure port triggering for a certain application, you need to determine a
so-called trigger port and the protocol (TCP or UDP) that this port uses. You then
assign the public ports that are to be opened for the application to this trigger port.
You can select known Internet services or manually assign ports or port blocks.

Adding Port Triggering

Choose Advanced Settings > NAT > Port Triggering, and the following page

appears.
NAT -- Port Triggering Setup

Some applications require that specific ports in the Router's firewall be opened for access by the remote parties. Port Trigger
dynamically opens up the 'Open Ports' in the firewall when an application on the LAN initiates a TCP/UDP connection to a remote
party using the Triggering Ports'. The Router allows the remate party from the WAN side to establish new connections back to the
application an the LAN side using the 'Open Ports'. A maximum 32 entries can be configured.

Trigger Open
Application Name Port Range Port Range | WAN Interface | Remove
Protocol Protocol
Start | End Start ‘ End

A_ddl Remove

Step 1 To set up port triggering for a service, click Add.
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MAT -- Port Triggering

Some applications such as games, video conferencing, remote access applications and others require that specific ports in the
Router's firewall be opened for access by the applications. You can configure the port settings from this screen by selecting an existing
application or creating your own {Custom application)and click "Save/apply" to add it

Remaining number of entries that can be configured:32

Use Interface ipoa_0 0_35/ipoal v

Application Mame:
@ Select an application: |[EE

Trigger Port StartTrigger Port End[Trigger Protocol Open Port StartDpen Port End Open Protocol

E= I uoP v fmom | [zom0 | |TCPuDP v
\ | | | Jree o | | | | Jier ¥
\ | | | e | | | | fter ¥
\ | | | e ™| | | | e ¥
\ | | | frer W | | | | [ter ]
\ | | | e M| | | | ree ¥
\ | | | e M| | | | ree ¥
\ | | | e M | | | | Jrer ¥

Step 2 Select the use Interface like that ipoa_0_0_35/ipoa0 and select the
required application from the Select an application drop-down list, or
manually enter the information in the Custom application field.

° Trigger Port Start and Trigger Port End: Enter the port that is to be
monitored for outgoing data traffic.

° Trigger Protocol: Select the protocol that is to be monitored for outgoing
data traffic.

° Open Protocol: Select the protocol that is to be allowed for incoming data
traffic

° Open Port Start and Open Port End: Enter the port that is to be opened for
incoming traffic.

Note: You can use a single port number, several port
numbers separated by commas, port blocks consisting of
two port numbers separated by a dash, or any combination
of these, for example 80, 90-140, 180.

Step 3 Click Save/Apply to apply the settings.

Removing Port Triggering
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Select the Remove check box. Click Save/Apply to apply the settings.

4.3.4.4 NAT - Virtual Server Setup

Click Advanced Setup > NAT > Virtual Servers, and the following page appears.
The port forwarding (virtual server) page is used to define applications that require
special handling by DSL router.

NAT -- Virtual Servers Setup
Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to the Internal server

with private IP address on the LAN side. The Internal port is required only if the external port needs to be converted to a different
port number used by the server on the LAN side. A maximum 32 entries can be configured.

WAN
Interface

Internal Port | Internal Server IP
Start Port End Address

Add| Remove

External Port
Start

External
Port End

Server
Hame

Protocol Remove

Adding Virtual Servers

Step 1 To set up virtual servers for a service, click Add.
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NAT -- Virtual Servers

Select the service name, and enter the server IP address and click "apply/Save" o forward IP packets for this service to the specified

SErver,

NDTE: The "Internal Port End" cannot be modified directly. Normally, it is set to the same value as "External Port End".
However, if you modify "Internal Port Start”, then "Internal Port End" will be set to the same value as "Internal Port

Start"

Remaining number of entries that can be configured:32

Use Interface ipoa_0_0_35/ipoal v
Service Name:
@ Selecta Ser\rlce:‘ Select One Vl

O cCustom Service: ‘ ‘

Server IP Address:  |192.168.1.

External Port StartExternal Port End| Protocol [Internal Port StartInternal Port End

Step 2

Step 3
Step 4

Step 5
Step 6
Step 7
Step 8
Step 9

| | | A | | |
| | | A | | |
| | | | er ] | | |
| | | | er ] | | |
| | | A | | |
| | | A | | |
| | | A | | |
| | | A | | |
| | | | mor ] | | |
| | | A | | |
| | | | rer | | | |
| | | A | | |

Select the use Interface like that ipoa_0_0_35/ipoa0 and select a service
or enter a custom server.

Set Server IP Address.

Enter the Server IP address of the computer that provides the service
(the server in the Local Host field). Note that unless an additional
external IP address is added, only one LAN computer can be assigned
to provide a specific service or application.

Set External Port Start and External Port End.

Select Protocol.

Set Internal Port Start and Internal Port End.

Enter Remote IP.

Click Apply/Save to apply the settings.

If the application you require is not in the list, manually enter the information.
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Select the protocol for the service you are providing from the Protocol drop-down
list. Under Public Port, enter the port number of the service you are providing. In
the Local Port field, enter the internal port number to which service requests are to
be forwarded. In the Local IP Address field, enter the IP address of the PC that
provides the service.

Deleting Virtual Servers

Step 1 Select the Remove check box.
Step 2 Click Apply/Save to apply the settings.

4.3.5 Security

Choose Security > IP Filtering and the following interface appears. By default, the
firewall is enabled. The firewall is used to block document transmissions between
the Internet and your PC. It serves as a safety guard and permits only authorized
documents to be sent to the LAN.

Note: If the modem is configured to bridge mode only, IP
filtering is disabled and the IP filtering interface does not
appear.

Outgoing IP Filtering Setup
By default, all cutgaing IP waffic from Lan is allowed, but some IP fraffic can be BLOCKED by setting up filters.

Choose Add or Remaove to configure outgaing IF filkers,

Filter
Name

Source
Port

Source Address /
Mask

Dest. Address /
Mask

Dest.

Protocol Port

Remove

Add | | Remaye

4.3.5.1 Outgoing IP Filtering Setup

When setup of outgoing IP filtering rules is enabled on the modem, various security
functions for the local network are enabled at the same time.

Choose Security > IP Filtering > Outgoing and the following page appears.

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be
blocked by setting up filters.
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Outgoing IP Filtering Setup
By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.

Choose Add or Remove to configure outgoing IF filters,

Filter
Name

Source
Port

Dest.
Port

Source Address /
Mask

Dest. Address /

Mask Remove

Protocol

A_ddl Rermave

Click Add and the page for defining the IP filtering rule appears.

In this page, you can create a filter rule to identify outgoing IP traffic by specifying a
new filter name and at least one condition. All specified conditions in the filtering
rule must be complied with the rule to take effect.

Click Save/Apply to save and activate the filter.

Add IP Filter —- Outgoing
The screen allows you to create a filer ruls to identify outgaing IF traffic by specifying a new filker narme and at least one condition

below, Al of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click 'Apply/Save’ to save and
artivate the filter,

Protocol: A

Source IP address:

Saurce Subnet Mask:

Source Part (paort or port:port):

Destination I address:

Destination Subnet Mask:

Destination Part {port or portport):

° Source IP address: Enter an IP address. After you set the IP address,
outgoing packets (protocol selected packets) are blocked.

° Source port: UPD/TCP source port or a range of ports.

° Destination port: UPD/TCP destination port or a range of ports.

Configuration

Step 1 By default, all outgoing IP traffic from LAN is allowed.
Step 2 The following page shows the detailed configuration.
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Add IP Filter -- Dutgoing

The screen allows you to create a filter rule to identify outgoing IP traffic by specifying a new filter name and at least one condition
below, &l of the specified conditions in this filker rule must be satisfied for the rule to take effect, Click 'apply/Save' to save and
activate the filker,

Filter Mame: Filter1

Protocaol: TCRAUDP R
Saurce [P address: 192.168.1.10

Source Subnet Mask: 255.255.255.0

Source Port (port or port:port):

Destination TP address:

Destination Subnet Mask:

Destination Port (port or port:port):

Step 3 Click Save/Apply and the following page appears.

Outgoing IP Filtering Setup

By default, all outgoing IP traffic from LAN is allowed, but some IP traffic can be BLOCKED by setting up filters.

Choose 4dd or Remove to configure outgoing 1P filers.

Filter Name |Protocol | Source Address / Mask Source Port |Dest. Address / Mask |Dest. Port | Remove

Filter1 TCP or UDP | 192,168.1,10 / 255.255.255.0 O

4.3.5.2 Incoming IP Filtering Setup

The incoming IP filter is used to block and permit IP packet transmisstion from
internet.

Choose Security > IP Filtering > Incoming and the following page appears.
Incoming IP Filtering Setup

When the firewall is enabled on a2 WAN or LAN interface, all incoming IP traffic is BLOCKED. However,
some IP traffic can be ACCEPTED by setting up filters.

Choose Add or Remove to configure incoming IP filters.

Source Dest.
iz Interfaces | Protocol | Address | Address | Remove
Hame Port Port
Mask Mask

Add | Remove |

Click Add and the page for defining the IP filtering rule appears.
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In this page, you can create a filter rule to identify incoming IP traffic by specifying a
new filter name and at least one condition. All specified conditions in the filter rule
must be complied with the rule to take effect. Click Save/Apply to save and
activate the filter.

You must select at least one WAN interface to apply this rule.
Add 1P Filter — Incoming

The screen allows you to create a filter rule to identify incaming IP traffic by specifying a new filker name and at least one condition

below. &l of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click 'apply/Save' to save and
activate the filker,

Protocol: b

Source IP address:

Source Subnet Mask:

Source Port (port or port:port):

Destination 1P address:

Destination Subnet Mask:

Destination Port (port or port:port):

WAN Interfaces {Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select one ar more WAl LAN interfaces displayed below to apply tis rule,

Select &l
pppoe_0_0_35/ppp0
brogbra

° Source IP address: Enter an IP address. After you set the IP address, the
incoming packets (protocol selected packets) are allowed.

° Source port: UPD/TCP source port or a range of ports.

° Destination IP address: destination IP (default: null).

° Destination port: UPD/TCP destination port or a range of ports.

° WAN interfaces: You can select WAN interfaces and PVC.
Configuration

Step 1 By default, all incoming IP traffic from Internet is blocked.
Step 2 The detailed configuration steps are as follows:
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Add IP Filter -- Incoming

The screen allows you to create & filter rule o identify incorming TP traffic by specifying a new filker name and at last one condition
below. All of the specified conditions in this filter rule must be satisfied for the rule to take effect. Click 'Apply/Save’ to save and
artivate the filer,

Protocal: TCP/UDP 3

Source IP address: 10.10.10.10

Source Subnet Mask: 255.255.0.0

Source Port (port or port:port):

Destination 1P address:

Destination Subnet Mask:

Destination Port (iort or port:port):)

WAN Interfaces (Configured in Routing mode and with firewall enabled) and LAN Interfaces
Select one or more WAN/LAN interfaces displayed below to apply this rule,

Select all
pppoz_0_0_35/ppp0
brifbra

Step 3 Click Save/Apply and the following page appears.

Incoming IP Filtering Setup

when the firewall is enabled on 2 WaN or LAN interface, all incoming IP traffic is BLOCKED. However, some IF traffic can be
ACCEPTED by setting up filters,

Choose Add or Remove to configure incoming IP filters,

Si Add Si Dest. Addi Dest.
Filter Name | Interfaces |Protocol ource ress / ource o8 ress / s Remove
Tlask Port Mask Port

incoming ppop0,bra TCP or UDP | 10,10,10.10 / 255.255.0.0 O

4.3.5.3 MAC Filtering Configuration

In some cases, you may want to manage Layer2 MAC address to block or permit a
computer within the home network. When you enable MAC filter rules, the modem
serves as a firewall that works at layer 2.

Choose Security > MAC Filtering and the following page appears.

Note: MAC filtering is only effective on ATM PVCs
configured in Bridge mode. If the ATM PVCs are configured
in other routing modes (such as PPPoE mode), the MAC
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Filtering Setup page does not appear.

MAC Filtering Setup

MAC Filtering is only effective on ATM PVCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be
FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC layer
frames will be BLOCKED except those matching with any of the specified rules in the following table

MAC Filtering Policy For Each Interface:
WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
REMOVED AUTOMATICALLY! You will need to create new rules for the new policy.

Interface | Policy Change
atm1 FORWARD | [~

Change Policy

Chaose Add or Remove to configure MAC filtering rules.

Ilnteﬂace I Protocol | Destination MAC | Source MAC‘ Frame Direction [Remove|
|

Click Change Policy and the following page appears. You can change the MAC
Filtering Global Policy from FORWARDED to BLOCKED.

MAC Filtering Setup

I&C Filtering is only effective on ATM PYCs configured in Bridge mode, FORWARDED reans that all MAC layer frames will be
FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MAC layer frames
will be BLOCKED except those matching with any of the specified rules in the following table,

I4&.C Filtering Policy For Each Interface:
WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
REMOYED AUTOMATICALLY! You will need to create new rules for the new policy.

Interface |Policy Change

atml BLOCKED O

Click Add to add MAC filter rules. See the following figure.
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Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below, I rultiple conditions are specified, all of
them take effect. Click "Apply" to save and activate the filter,

Destination MAC Address: l:l
Saource MAC Address: l:l

Frame Direction: LAN<==YWAN +

WiaM Interfaces (Configured in Bridoge mode anly)

br_0_0_32/atm1 v
Save/Apply

Frame Direction: Direction of transmission frame.

MAC Filtering - Global Policy FORWARDED

This section describes how to prevent the PC whose MAC address is
00:13:20:9E:0F:10 from transmitting PPPoE frames to Internet.
Click Add and configure in the following page.

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below, IF multiple conditions are specified, all of
them take effect. Click "apply" to save and activate the filker,

Protocol Type: PPPoE v

Destination MAC Address: l:l
Source MAC Address: 00:13:20:9E:0F:10

Frame Direction: LAR<=>WWAN v

WA Interfaces (Configured in Bridge mode only)

Click Save/Apply and the following page appears.
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MAC Filtering Setup

MA&C Filtering is anly effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be
FORWARDED except those matching with any of the specified rules in the fallowing table, BLOCKED means that all MAC layer frames
will e BLOCKED except those matching with any of the specified rules in the following table.

MA&C Filtering Palicy Faor Each Interface:

WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
REMOYED AUTDMATICALLY! You will need to create new rules for the new policy.

Interface | Policy Change

atm1 FORWARD O

Change Policy

Choose Add or Remove to configure MAC filtering rules,

Interface | Protocol | Destination MAG | Source MAC Frame Direction | Remove

atml FFPoE 00:13:20:9E:0F: 10 | BOTH (]

MAC Filtering - Global Policy BLOCKED
This section describes how to permit the PC who has the 00:13:20:9E:0F:10 MAC
address transmit PPPoE frame to Internet.
Click Add to configure in the following page.

Add MAC Filter

Create a filter to identify the MAC layer frames by specifying at least one condition below. If multiple conditions are specified, all of
them take effect. Click "apply" to save and activate the filler,

Frotocal Type: PPPoE v

Destination MAC Address: l:l
Source MaC Address: 00:13:20:9E::0F 110

Frame Direction: LAN<=>WAN v

WAN Interfaces (Configured in Bridge rmode only)

Click Save/Apply and the following page appears.
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MAC Filtering Setup

MaC Filtering is only effective on ATM PYCs configured in Bridge mode. FORWARDED means that all MAC layer frames will be
FORWARDED except those matching with any of the specified rules in the following table. BLOCKED means that all MaC layer frames
will be BLOCKED except those matching with any of the specified rules in the fallowing table.

MAC Filtering Palicy For Each Inferface:

WARNING: Changing from one policy to another of an interface will cause all defined rules for that interface to be
REMOYED AUTOMATICALLY! You will need to create new rules for the new policy.

Interface Policy Change

atml BLOCKED (]

Change Paolicy

Choose Add or Remave to configure MAC filtering rules.

Interface | Protocol Destination MAC | Source MAC Frame Direction Remove

atml FPFOE 00:13:20:9E:0F 10 |BOTH (]

4.3.6 Parental Control

Parental Control restricts a speciel LAN device with its MAC address by setting
Access Time Restriction, or add URL List to accept or restrict LAN devices
accessing URL address by setting Url Filtering.

4.3.6.1 Access Time Restriction

Step1 Click Advanced > Parental Control > Time Restriction, and the

following page appears.
Access Time Restriction — A maximum 16 entries can be configured.

|Username |MAI3 |Mon |Tue |Wed ‘Thu ‘Fri |Sat |Sun |Start |Stup |Remove |

A_ddl Rermove

Step2 Click Add, and the following page appears.
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Access Time Restriction
This page adds tirme of day restriction 1o a special LAN device connected to the Router, The ‘Browser's MAC Address' autornatically
displays the MAC address of the L&N device where the browser is running, To restrict other LAN device, click the "Other MaC address"

button and enter the MAC address of the ather LAN device, To find out the MAC address of a Windows hased PC, go to command
window and type “ipconfig fall.

® Browser's MAC Address 00:13:B0: 4R 0F 20

o Other MAC Address l:'

(A0 X T M)
Days of the week MonTue Wed ThuFri Sat Sun
IZlick to select OOoogooonm

Start Blocking Time (hi:mm) l:l
End Blocking Time (hhimm) l:l
Save/spply

Step 3  In this page, you can add time of day restriction to a special LAN device
connected to the Router. After enter user name, select days of week and
blocking time, click Save/Apply, and the following page appears.

Access Time Restriction - A maximum 16 entries can be configured.

Username MAC Moh | Tue |Wed Thu [Fri [Sat [Sun |Start |Stop Remowve

timeans 00:42:B0:AB:0F 20 |« X 3 010 |0:58 O

4.3.7 Quality of Service

Under Quality of Service, there are two network share modes: Queue Config and
Qos Classification.

4.3.7.1 Enabling QoS

In this page, you can perform QoS queue management configuration. Choose
Advance Setup > Quality of Service and the following page appears.
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QoS -- Queue Management Configuration
If Enable QoS checkbox is selected, choose a default DSCP mark

to automatically mark incoming traffic without reference to a particular
classifier. Click 'Apply/Save' button to save it.

Note: If Enable Qos checkbox is not selected, all QoS will be
disabled for all interfaces.

Note: The default DSCP mark is used to mark all egress packets that
do not match any classification rules.

[T Enable Qos

Apply/Save |

Select Enable QoS to enable QoS and configure the default DSCP mark.
QoS -- Queue Management Configuration

If Enable QoS checkboy is selected, choose a default DSCP mark

to automatically mark incoming Traffic without reference ta a particular
classifier. Click "apply/Save’ button to save it

Note: If Enable Qos checkbox is not selected, all QoS will be
disabled for all interfaces.

Mote: The default DSCP mark is used to mark all egress packets that
do not match any classification rules.

Enable QoS

Select Default DSCF Mark

Apply/Save
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Note: If Enable Qos checkbox is not selected, all QoS is
disabled for all interfaces. The default DSCP mark is used to
mark all egress packets that do not match any classification
rules.

Click Save/Apply to active QoS.

4.3.7.2 QOS - Queue Config

Choose Advanced Setup > Quality of Service > Queue Config, and the
following page appears. In this page, you can configure QoS Queue. A maximum of
24 entries can be configured.

Qos Queue Configuration can allocate three queues. Each of the queues can be
configured for a precedence value (Lower integer values for precedence imply
higher priority for this queue relative to others). The queue entry configured is used
by the classifier to place ingress packets appropriately.

QoS Queue Setup -- A maximum 16 entries can be configured.

If you disable WMM function in Wireless Page, queues related to wireless will not take effects

The QoS function has been disabled. Queues would not take effects.

Add| Enable Remove |

Note: Lower integer values for precedence imply higher
priority for this queue relative to others.
For example, add a QoS queue entry and allocate it to a specific network interface
(pppoe_0_0_35). Set integer values for queue precedence to 2.

Step1  Click Add and the following page appears.
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QoS Queue Configuration

The screen allows you 1o configure a QoS queus entry and assign it 1o a specific
network interface, Each of the queues can be configured for 3 specific precedence. The
queue enfry configured here will be used by the classifier to place ingress packets
appropriately. Note: Lower integer values for precedence imply higher priority
for this queue relative to others

Click ‘apply/Save’ to save and activate the queue,

Narme: | |
Enable: | Disable v|
Iter face: | v
Precedence: K v|

Anply /Save

Precedence: Select an integer value for queue precedence. After you select an
integer value, the queue entry appropriately places to ingress packets. Lower
integer values for precedence imply higher priority for this queue relative to others.
Step2 Add a QoS queue entry and assign it to a specific network interface

(pppoe_0_0_35), and set integer values for queue precedence to 1. See

the following figure:
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QoS Queue Configuration

The screen allows you o configure a QoS queus entry and assign it to & specific
network interface. Each of the queues can be configured for a specific precedence. The
queue entry configured here will be used by the classifier to place ingress packets
appropriately. Note: Lower integer walues for precedence imply higher priority
for this queue relative to others

Click "Apply/Save' to save and activate the queue.

Marme: |queveore |
Enable: |Enable ]
Interface: | ppp0{_0_35) 5
Precedence: " v
DSL Latency: | Pathd o)

Apply/Save

Step 3  After proper modifications, click Save/Apply and the following page

appears. This configuration takes effective at once.
0oS Queue Setup -- A maximum 16 entries can be configured.

If you disable Wk function in Wireless Page, queues related o wireless will not take effects

Name Key | Interface | Precedence | DSL Latency | PTM Priority | Enable | Remove

| queLEone 33 jalalaln} 1 Patho 4]

To delete a certain queue, disable it, select it, and then click Remove.
After the queue is configured, you can create several traffic class rules to classify

the upstream traffic.

4.3.7.3 QoS--QoS Classification

Choose Advanced Setup > Quality of Service > Qos Classification and the
following page appears. In this page, you can configure network traffic classes.
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Qos Classification Setup -- A maximum 32 entries can be configured.

Choose Add or Remove to configure network traffic classes.
TFyou disable WMM function in Wireless Page, dlassification related to wireless will not take effects

The QoS function has been disabled. Classification rules would not take effects.

CLASSIFICATION CRITERIA oL RESULTS
Class Ord (Class |Ether |SrcMAC/ |DStMAC/ |SrcIP/ Prot: Src |Dst |DSCP |802.1P |Queue DSCP (802.1P (VianID “Cslf 1
name | 7" [intf (Type |Mask Mask mask |Mask | ' |port Port Check |Check |Key |Mark [Mark |Tag (k:Ps")’

ﬂl Enable | Remove
Click Add, and the following page appears.
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Add Network Traffic Class Rule

The screen creates 3 raffic class rule 1o classify the wpstream traffic,
assign queue which defines the precedence and the interface and optionally
overwrite the I header DSCP byte,

A rule congists of a class name and at least one condition belaw. All of

the specified conditions in this classification rule must be satisfied for

the rule to take effect. Click 'Save/spply' to save and activate the rule,

Traffic Class Mame:

Rule Crder: Last hd
Rule Status: Disable v

Specify Classification Criteria
& blank criterion indicates it is not used for classification.

Class Interface: v
Ether Type: hd
Source MAC Address:

Source MAC Mask: |
Destination MAC Address: |
Destination MAC Mask: |

Specify Classification Results
Mgt select a classification queue. & blank mark or tag value means no change.

Agsign Classification Queus: hd
tark Differentiated Service Code Point (DSCFY: b
Mark 802, 1p priority: hd
Tag YLAN ID: |

Set Rate Controlikbps): | |

Apply /Save

° Specify Classification Criteria: A blank criterion indicates it is not used for
classification.
° Specify Classification Results: Must select a classification queue. A blank
mark or tag value means no change.
—Mark Differentiated Service Code Point (DSCP): Select a mark
service that modifies the original packet IP header if all rules defined
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within the classification class are matched. (CS - Mark IP
Precedence, AF - Assured Forwarding, EF - Expedited Forwarding)

—Mark 802.1p priority: Select an 802.1p priority number that serves as
the 802.1p value. The 802.1p header includes a 3-bit prioritization
field, which allows packets to be grouped into eight levels of priority
(0-7), where level 7 is the highest one.

QoS - DSCP Setting

For example, mark each transmitted ICMP packet which passing traffic to
8-81class with an appropriate DSCP (CS5). See the following figure.
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Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic,
assign queus which defines the precedence and the interface and optionally

overwrite the IP header DSCP bvte.

A rule consists of a class name and at least one condition below. All of
the specified conditions in this classification rule must be satisfied for
the nile to take effect. Click 'Save/Apply' to save and activate the rule.

Traffic Class Name:
Rule Order-
Rule Status:

Specify Classification Criteria
A blank ecriterion indicates it is not used for classification.

Class Interface:
Ether Type:
Source MAC Address:
Source MAC Mask:
Destination MAC Address:
Destination MAC Mask:

Source IP Address v
Source Subnet Maslk:
Destination IP Address:
Destination Subnet Maslk:
Differentiated Service Code Point (DSCP) Check:
Protocal:

Specify Classification Results

Must select a classification queue. A blank mark or tag value means no change.

Assign Classification Quene:

Mark Differentiated Service Code Point (DSCP):
Mark 802 1p priority:

Tag VLAN ID:

Set Rate Control(kbps):

frist

Last v

Enable ~

ethl

IP {0xB00) v

C35(101000) A

ICMP ~
A
L

Apply/Save

After proper modifications, click Save/Apply and the following page appears.
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QoS Classification Setup - A maximum 32 entries can be configured.

Choose Add or Rermave to configure network traffic classes
1f you disable WM function in Wireless Page, classification related 1o wireless will not take effects

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS

Class |\ (Class Ether SrcMAC/ DStMAC/ SrelP/ |DStIP/

rder Proto Src Dst DSCP |802.1P Queue DSCP 802.1P [VlanID Rais
Name: Intf Type Mask Mask  Mask |Mask

Control Enable |R
Port [Part (Check Check Key  Mark Mark ontroljEnable [Remave

"9 eps)
first |1 ethd |IP TCMP C55 33

O

Click Save/Apply. This configuration takes effective at once.

QoS - 802.1p Setting

For example: Mark the frame of 802.1p that queued to Queue 9 on value 2. See
the following figure.

71



Add Network Traffic Class Rule

The screen creates a traffic class rule to classify the upstream traffic,
assign queus which defines the precedence and the interface and optionally

overwrite the IP header DSCF byte.

Arule consists of a class name and at least one condition below, all of
the specified conditions in this classification rule must be satisfied for
the rule 1o take effect. Click 'Save/apply' 1o save and activate the rule.

Traffic Clags Mame:
Rule Order:
Rule Status:

Specify Classification Criteria
A blank criterion indicates it is not used for classification.

Class Interface:

Ether Type:

Differentiated Service Code Point {DSCF) Check:
Protocol:

Specify Classification Results

IMust select a classification queus. & blank mark or tag value means no change.

Agsign Classification Queus:

IMark Differentiated Service Code Paoint (DSCP):
Mark 802, 1p priarity

Tag YLaM 1D

Set Rate Confrolikbps):

qos Classification Setup -- A maximum 32 entries can be configured.

Choose add or Remave to configure network raffic classes.
1f you disable Wi function in Wireless Page, classification related to wireless will not take effacts

Secand
Last hd
Enable v
Local hd
IP [0x800) N
w
b
pppd&Frect &Fathd hd
b
2 b
|

Aeply fSave

After proper modifications, click Save/Apply, and the following page appears.

CLASSIFICATION CRITERIA CLASSIFICATION RESULTS
Class | (Class Ether |SreMAL/ DSIMAC/ SrclP/ DstlP/ | Isrc Dt |DSEP |802.1P Queue DSCP 802.1P VianID ';::":ml enable Remove
Name: Intf [Type Mask  Mask  Mask [Mask Port Port Check Check Key | Mark Mark  Tag |0 Y

frst |1 let0 [P 1cMP css 33 [}
Second |2 |Lacal [IP 33 2 [}
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Click Save/Apply. This configuration takes effective at once.

4.3.8 Routing
4.3.8.1 Routing — Default Gateway

Choose Advanced Setup > Routing > Default Gateway, and the following page
appears. In this page, you can modify the default gateway settings.
If selected an interface by the Selected WAN Interface box, this router accepts the
received default gateway assignment from this WAN interface. Click Save/Apply to
save the configuration.

Routing -- Default Gateway

Select a preferred wan interface as the system default gateway.

Selected WAN Interface Ipppoe_[]_[]_SS.-’pp; VI

Save/Apply |

4.3.8.2 Static Route

Adding Static Route

Step1 Choose Advanced Setup > Routing > Static Route and the following
page appears.
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Routing -- Static Route (A maximum 32 entries can be configured)

Destination ‘Subnet Mask | Gateway | Interface ‘ Remove ‘

Device Info

Advanced Setup
Layer2 Interface A_ddl Remaove
WAN Service
LAN
NAT
Security
Parental Control
Quality of Service
Routing

Default Gateway
Static Rout:

RIP

Step2 Click Add and the following page appears.

Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR available WAN interface then click "Save/apply" to add the entry
1o the routing table,

Destination Network Address:
Subnet Mask:

Il

[ Use Gateway IP Address

Use Interface pppoe_0_0_35/ppp0 [
Save/apply

Enter destination network address and subnet mask. Enable Use Gateway IP

Address and enter IP address. Select use interface. See the following figure.
Routing -- Static Route Add

Enter the destination network address, subnet mask, gateway AND/OR. available \WaM interface then click "Save/apply" to add the entry
to the routing table.

Destination Metwork Address:  |10.11,102.4
Subnet Mask: 255.255.0.0

[ Use Gateway IP Address
Use Interface pppoe_0_0_35/ppp0 ¥
Save/saply

Step 3  Click Save/Apply to apply the settings and the following page appears.

Routing —- Static Route (A maximum 32 entries can be configured)

Destination Subnet Mask Gateway |Interface | Remove

10,11,102,4 | 255,255,0.0 pop0 O
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Note: A maximum 32 entries can be configured.
Remove Static Route

Select Remove checkbox, and click Remove to apply the settings.

4.3.8.3 RIP
Choose Advanced Setup > Routing > RIP and the following page appears.

Routing -- RIP Configuration

NOTE: RIP CANNOT BE CONFIGURED on the WAN interface which has NAT enabled (such as PPPoE).
Device Info
Advanced Setup To activate RIP for the WAN Interface, select the desired RIP version and operation and place a check in the 'Enabled' checkbox. To
Layer?2 Interface stop RIP on the WAN Interface, uncheck the 'Enabled’ checkbox. Click the 'Apply/Save' button to star/stop RIP and save the
rEmm configuration.
LAN
NAT
2“""“’ finterface] Version | Operation [Enabled|
arental Control
Quality of Service [ ami | 2 | [Fassives]| &
Routing
Default Gateway Save/Apply
‘Static Route

RIP Configuration
° To activate RIP for the device, select Enabled for Global RIP Mode.

° To configure an individual interface, select the desired RIP version and

operation, followed by selecting the Enabled checkbox for the interface.

Click Save/Apply to save the configuration, and to start or stop RIP based on the

Global RIP mode selected.

4.3.9 DSL

Choose Advanced Setup > DSL and the following page appears. In this page, you
can view the DSL settings. Usually, you can keep this factory default setting. The

modem negotiates the modulation mode with the DSLAM.
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DSL Settings

Select the rmodulation below. Select the profile below,
W G.Dmt Enabled ¥ 8a Enabled
¥ G.ite Enabled ¥ b Enabled
W T1.413 Enabled ¥ 8c Enabled
¥ sD5L2 Enabled ¥ Bd Enabled
W 2nnexl Enabled ¥ 123 Enabled
¥ sD5L2+ Enabled W 12b Enabled
[T Annesm Enabled W 173 Enabled
¥ D5L2 Enabled ¥ 30a Enabled

usa,
¥ Enabled

Select the phone line pair below,

@ Irner pair

© Cuter pair

Capahility

4.3.10 UPNP

4.3.10.1Enabling UPNP

Choose Advanced Setup > UPNP and the following page appears. In this page,

you can enable or disable UPNP protocol.
Upnp Configuration

¥ Enable Upnp protocal,
Apply/Save |

Note: The operating system of the PC should be Windows

ME or Windows XP. Check whether the UPnP function is

installed in the PC. You may need to retrospectively install

the UPnP components, even on systems with Windows XP
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or Windows ME. Please refer to the User Guide of your PC.

4.3.11 DNS Proxy

Choose Advanced Setup > Dns Proxy and the following page appears.
Dns Proxy Configuration

V| Enable Dns proxy.

Host narme of the modem: IBroadcom
Domain name of the LaM network: IHume

Apply/Save |

Enter Host name of the modem and domain name of the LAN network, click
Apply/Save to save the configuration.

4.3.12 Print Server

A network printer is a printer on which you can print your documents without it
being connected to your PC. The advantage of this is that you only need one
network printer in your network. All PCs that have the permission to access the
network printer can work with it.

In most cases, a printer of this type is connected to another PC, instead of the local
PC, in the network. This does indeed offer the advantage referred to above, but it
has serious disadvantages:

o The printer can be used by others only when the PC to which it is connected
is switched on.

o The print job you send to the PC to which the printer is connected reduces
the performance of this PC.

To facilitate this option you must set up a printer port on each PC that is to use the
network printer. A printer port is an interface on the PC that forwards the print job to
an |IP address within the network. Once you set up this port, you must install the
printer driver.

4.3.12.1 Configuring a Print Server on DSL Server

To enable the on-board printer server, do as follows:
Step1  Enable Print Server from modem web page.
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Step2 Select the Enable on-board printer server check box and enter the
information in Printer name and Make and model.

Note:
° The Printer name can be any text string up to 40 characters.
° The Make and model can be any text string up to 128 characters.
Print Server settings

This page allows you to enable / disable printer support,

¥ Enable on-board print sarver,

Frinter name I
Make and rmodel I

Savebpply |

4.3.12.2 Configuring a Print Server on the Windows Host

To configure the print server on the Windows host, do as follows:
Step1 Choose Control Panel > Add a printer from the desktop of a Windows
XP computer and click Next.
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Fle Edt View Favortes Tooks Help

Q- © B P i

fildress |9 Prinkers and Faves

Mame | Documents | Status | Commeits

| Location

@

Printer Tasks 2 Adobe PDF 1] Ready

E s e &Microsoft Office v, 0 Ready
S 4V Fax Prick Driver 0 Ready
et up faxing

Stark the add Prinker Wizard, which helps vou Ready 80LBA-1 Hsin Chu Level 8
; = m Ready 80194-1 Hsin Chu Level 8

inskall & prinker,

See Also

Troubleshoat printing
@) et help vith printing

Dther Places

3 control Panel
S, Seanners and Cameras
() My Documents

My Pickures
! Ty Computer

My Documents

801541
80194-1

=
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Add Printer Wizard

Welcome to the Add Printer
Wizard

This wizard helps you install a printer or make printer
connections.

through a USB port {or any other hot plugaable
port, such as IEEE 1354, infrared, and so on), you
do net need to use this wizard. Click Cancel to
cloge the wizard, and then plug the printer's cable
into your computer or point the printer toward your
computer's infrared port, and tum the printer on.
Windows will automatically install the printer for you.

i If you have a Plug and Play prirnter that connects
b

To continue, click Next.

[ Nedt > |I Cancel

Step 2  Select Network Printer and click Next.
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Add Printer Wizard

Local or Network Printer
The wizard needs to know which type of printerto set up.

Select the option that describes the printer you want to use:

(") Local prirter attached to this computer

To =et up a network printer that iz not attached to 3 prnt server,

4’) use the "Local printer” option.

I < Back ” et > II Cancel

]

Step 3

Select Connect to a printer on the Internet,

http://192.168.1.1:631/printers/hp3845 and click Next.

enter

The printer name (hp3845) must be the same name entered in the Printer server
setting page as mentioned in Step 1.
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Add Printer Wizard

Specify a Printer
if you don't know the name or address of the printer, you can search for a printer
that meets your needs.

What printer do you want to connect to?

(7) Find & printer in the directory
(O Connect to this printer {or to browse for a printer, select this option and click Next):
Name: |
Example: \\server'printer
(%) Connect to a printer on the Intemet or on a hame or office network:

URL: | ttp://182.168.1.1:631/printers/p3848

Eample: http://server/printersmyprirter/ printer

[ <Back |[ Mei> | [ Cancel

Step 4 Click Have Disk and insert the printer driver CD.
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Md Printer Wizard '

‘I._'_l Select the manufacturer and maodel of your printer. f your printer came with
an installation disk, click Hawe Disk . f your printer is not listed, consult your
printer documentation for 3 compatible printer.

Manufacturer [fﬂ Prirters ['\J
Agfa | | SF AGFA-AccuSet v52.3 -
Alps 5 AGFA-AccuSetSF v52.3

Apollo 3&

Ak SF AGFA-AccuSet 800

APS-PS ¥ AGFA-AccuSet BO0SF v52.3

AST {2 | Bk AGFA-AccuSet BODSF v2013.108 [

ﬁ This driver is digitally signed.
Tell me why driver signing is importart =

[ ok §[ Cancel |

Step 5  Select driver file directory on CD-ROM and click OK.

— o — = _\‘
Install From Disk
Insert the manufacturer’s installation disk, and then
\g malke sure that the comect drive is selected below.

Copy manufacturers files from:
!Q‘Hﬂ"dm\!mﬂuﬂﬁ |i| [ Browse...

4.3.13 Interface Grouping

Choose Advanced Setup > Interface Grouping and the following page appears.
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Interface Grouping — A maximum16 entries can be configured

Interface Grouping supports multinle ports to PYC and bridging groups, Each group will perform as an independent
network, To support this feature, you must create mapping groups with appropriate LAN and WaN interfaces using
the add button, The Remowe button will remave the grouping and add the ungrouped interfaces to the Default

group. Cnly the default group has 1P interface.

Group Name

Remove

Default

WAN Interface

LAN Interfaces

ethl
ethl
eth2
eth3

DHCP Yendor IDs

A_ddl Rermove |
4.3.13.1Create a new mapping group

Click Add and the following page appears.
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Interface grouping Configuration

To create a new interface group:

1. Enter the Group name and the group name must be unigue and select either 2, (dynamic) or 3. (static)
bl :

2. If you like 1o automatically add Lan clients to a Wal Interface in the new group add the DHCP vendar ID
siring. By configuring a DHCF vendor ID string any DHCF client request with the specified vendor 1D (DHCP
option 60% will be denied an [P address from the local DHCP server,

3.Select interfaces from the available interface list and add it to the grouped interface list using the arrow
buttons to create the required mapping of the ports, Note that these clients may obtain public IP
addresses

4. Click Save/fépply button to make the changes effective immediately

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client
device attached to the modem to allow it to obtain an appropriate IP address.

Group Name:

WAN Interface used in the grouping I pppoe_0_0_32/ppp0 =

Grouped LaN Interfaces Available LAN Interfaces

Asutomatically Add Clients
With the following CHCP
vendor [Ds

Apply/Save |

Automatically Add Clients With the following DHCP Vendor IDs: If a vendor
ID is configured for a specific client device, reboot the client device attached to the
modem to allow it to obtain an appropriate IP address. (For example, the windows
2000/XP default DHCP client’s vender ID is MSFT 5.0. ).
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Interface grouping Configuration

To create a new interface group:
1. Enter the Group name and the group name must be unique and select either 2. (dynamic) or 3. (static)
b low :

2. If you like to autormatically add LAN clients 10 a WaN Interface in the new group add the DHCP vendor 1D
siring. By configuring & DHCP wendaor 1D string any DHCP client request with the specified vendor 1D (DHCP
option 60) will be denied an IP address from the local DHCP server.

3.Select interfaces from the available interface list and add it to the grouped interface list using the arrow
buttons to create the required mapping of the ports, Note that these clients may obtain public IP
addresses

4. Click Save/apply buthon to make the changes effective immediately

IMPORTANT If a vendor ID is configured for a specific client device, please REBOOT the client
device attached to the modem to allow it to obtain an appropriate IP address.

Group Name:

WAN Interface used in the grouping Ipppoe_D_D_EprppD 'I

Grouped LaN Interfaces Available LaM Interfaces
athi eth
oth? eth3

__>|
il

Automatically Add Clients
Witith the following DHCP
Yendor IDs

ApplyiSave |

Step1  Enter the Group name and select interfaces from the available interface
list and add it to the grouped interface list using the arrow buttons to
create the required mapping of the ports. The group name must be
unique.



Note: These clients may obtain public IP addresses.
Step 2 Click Save/Apply to apply the configuration immediately.

Note: The selected interfaces are removed from their
existing groups and added to the new group.

4.3.14 IPsec
4.3.14.1How to Use and Configure the IPSec

To use IPSec user interface, choose Advanced Setup > IPSec. The following

page appears.
IPSec Tunnel Mode Connections

Add, remove or enable/disable IPSec tunnel connections from this page.

Connection Name |Remote Gateway |Local Addresses |REmnte Addresses |Remnve |

Add Mew Connection | Remove |

The table shows current connections. In this page, you can do the following
operation.

° Click Remove to remove a connection.

° Click Add New Connection to add a new connection.

IPSec Setting Parameters

° Remote IPSec Gateway Address: |IP gateway of the remote modem (which
you want to connection) at the WAN side.

° Tunnel access from local IP addresses: If you select Single Address, it
allows only one PC from local to connect remote hosts with IPSEC mode.
You must enter the IP address of the PC in fourth item.
If you select subnet, it allows more than one PC from local to connect
remote hosts with IPSEC mode.

Note: These PCs must in the same subnet, so you must
enter the subnet address in fourth item. Enter the subnet
mask in the IP Subnet mask that hides when you select
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Single Address.

° IP Address for VPN: If you select Single Address, it is the IP address of
the PC. If you choose Subnet, it is the subnet address.

° Tunnel access from remote IP addresses: same with the third item, but it
means remote modem.

° Key Exchange for VPN: You can select the encryption mode to Auto (IKE)
or Manual, Auto (IKE) sets the encryption automatically, and Manual
indicates to set the encryption manually.

Example of Configuring IPSec

The following page is used to edit configurations when adding or editing an IPSec
connection:
IPSec Settings

IPSec Connection Marmne |new connection |
Rermote IPSec Gateway Address (IF or Domain |192.16EI.1.1 |
Marne’

Turnel access from local IP addresses | Subnet Vl
IP Address far VPN |192.168.1.2 |
IF Subnetmask |255.255.255.0 |

Turnel access from remote IP addresses | Subnet Vl
IP Adidress for YPN |192.168.15 |
IF Subnetmask |255.255.255.0 |

Key Exchange Method |Auto(IKE) vl

Authentication Method | Pre-Shared Key vl

Pre-Shared Key |key |

Perfect Forward Secrecy | Disable hd |

Advanced IKE Settings [ Showy sdvanced Settings ]

This is a dynamic page. The displays are different (some options are shown and
hidden) when different types or connections are chosen. You can select automatic
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key exchange or manual key exchange, pre-shared key authentication or
certificate authentication, etc.

When automatic key exchange method is used, click Show Advanced Settings
and more options appear:

Advanced IKE Settings I Hide sdvanced Settings i
Phase 1

Made flain he
Encryption Algorithirn 3DES A

Integrity Algorithm DS A

Select Diffie-Hellman Group for Key Exchange 1024bit b

Key Life Time 3600 Seconds
Phase 2

Encryption Algorithm 3DES hd

Inteqgrity algarithm DS

Select Diffie-Hellman Group for Key Exchange 1024bit

Key Life Time |36DD | Seconds

Saveapply

4.3.15 Certificate

Choose Advanced Setup > Certificate and two items appear: Local and Trusted
CA. For either type of certificate, the page shows a list of certificates stored in the

modem.
Local Certificates

Add, View or Remove certificates from this page.
Local certificates are used by peers to verify your identity.

Maxirnum dcertificates can be stored,

‘Narne ‘ln Use |Suhiect |Type |Al:tiun |

Create Certificate Request | Import Certificate |
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In the menu, Local means local certificates. Trusted CA means trusted Certificate
Authority certificates. Local certificates preserve the identity of the modem. CA
certificates are used by the modem to very certificates from other hosts.

Local certificates can be created by two ways:

Create a new certificate request, have it signed by a certificate authority and
load the signed certificate.
Import an existing signed certificate directly.

4.3.15.1Create New Local Certificate

Certificate name: Creates an SSL certificate in the specified certificate
repository (administrator's or domain's repository) by using a private key file
and a corresponding certificate file.

Common Name: The common name is the "fully qualified domain name,"
(or FQDN) used for DNS lookups of your server (for example,
www.mydomain.com). Browsers use this information to identify your Web
site. Some browsers will refuse to establish a secure connection with your
site if the server name does not match the common name in the certificate.
Please do not include the protocol specifier "http://* or any port numbers or
pathnames in the common name. Do not use wildcard characters such as *
or ?, and do not use an IP address.

Organization Name: The name of the organization to which the entity
belongs (such as the name of a company).

State/Province Name: This is the name of the state or province where your
organization's head office is located. Please enter the full name of the state
or province.

Country/Region Name: This is the two-letter ISO abbreviation for your
country (for example, GB for the United Kingdom).

To create a new certificate, do as follows:

Step 1

Click Create Certificate Request and enter necessary information.
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Create new certificate request

To generate a certificate signing request you need to include Cormmon Mame, Organization Name, State/Frovince
Mame, and the 2-letter Counfry Code for the certificates.

Certificate Mame: myfirsfcert
Comrmon Marme: twsz.com
Organization Name: e
State/Province Name: GuangDong
Country/Region Narme: CN (China) h
Apply
Step2  Wait several seconds and the generated certificate request appears.

Certificate signing request

Certificate signing request successfully created, Note a request is not yet functional - have it signed by a Certificate
Authority and load the signed certificate to this device.

Marme
Type
Subject

Signing
Request

ryfirstzert
request

CH=twsz,com/O=tw /ST =Guanglong/C=CN

——-—-BEGIN CERTIFICATE REQUEST-———

MNIIEzDCE 6z IBADEEMREWDwYDWQQDEwh]d WAL mNwh TELMALG A 1 TECHMC dHexE j 40
BgNVBAg TCUd1TWonEG Sul zELMAKG A 1UEBRMCQ0dwe Z8wDQTTKoZ ThecHAQEBEQAD
gTOANIGT AoGEAL Ay Al A MniE emd eNMd 0T InTHE s vk 2 rontmmaxT SWWzEnSwl 62
wLn¥GWOC d5 zvre] BENWG,/ = Tk AQf sCFrHE Twe TWI VHQ A+ RUQF 21548/ TMPc 1 T4 cx
TLtpVe eOM/ Hub/'we j fekz 1P/ dg qoCvE+bEhGWoyt VP TrOKeCWo jWp TAgMBALG s
ADANBglk gl 16 9wlBANGF AA0B QB4 pLd j¥3LFUL0p-+T o 1 3 aeTwi S TUZEAVUL zwnr
T8erbmer 1 qiPvPwfME 2WH3d/ jo+go b TRUHZ1 Iz g JRIKIKABPuzfshZkEv]G Uk
SREP jzoC 3ullt 006z TV¥NEQ | = WETIBHAQK QS 5w T B 3D Ha TG SE St KAy TwHO 1 10
591uB4a==

————-END CERTIFICATE FEQUEST-———-

[ Baick ] [ Load Signed Certificate ]

The certificate request needs to be submitted to a certificate authority, which would
sign the request. Then the signed certificate needs to be loaded into modem. Click
Load Signed Certificate in the previous page or in the first page, and the load
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certificate page appears. Paste the signed certificate, click Apply, and a new
certificate is created.

Load certificatee

Enter certificate narme, paste certificate content and private key,

Certificatz

Mame:
————— BEGIN CERTIFICATE-----
<insert certificate heres
————— END CERTIFICATE-----

wCertificate:

4.3.15.2Importing an Existing Local Certificate

To import existing certificate, click Import Certificate and paste both certificate and
corresponding private key.
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Import certificate

Enter certificate name, paste certificate content and private key,

]
Mame:

Certificate:

Private
Key:

4.3.15.3Trusted CA Certificates

Choose Certificate > Trusted CA and the following page appears.
Trusted CA (Certificate Authority) Certificates

Add, Wiew or Remove certificates from this page.
Ca certificates are used by you to werify peers' certificates,

Maxirmurn dcertificates can be stored,

|Name |Suhject |Tvpe |A|:ti|:|n |

Import Certificate |
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Click Import Certificate and the following page appears. CA certificate can only be
imported.

Import CA certificate
Enter certificate name and paste certificate content,

Certificate
MName:

Certificats:

4.4 Diagnostics

Click Diagnostics, and the following page appears.

Your modem is capable of testing your DSL connection. The individual tests are
listed below. If a test displays a fail status, click Tests at the bottom of this page to
make sure the fail status is consistent. If the test continues to fail, click Help and
follow the troubleshooting procedures.
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Diagnostics

Your modem is capable of testing your DSL connection, The individual tests are listed below, If 3 test displays a fail
status, click "Rerun Diagnostic Tests" at the bottam of this page 1o make sure the fail status is consistent. If the test
continues to fail, click "Help" and follow the Troubleshooting procedures,

Test the connection to your local network

Test your ethD Connection: FAIL |Help
Test your ethl Connection: FAIL |Help
Test your eth2 Connection: FAIL |Help
Test your eth3 Connection: PASS |Help
Test your Yireless Connection: [PASS [Help

Test the connection to your DSL service provider
Test xDSL Synchronization: |FA1L |He\g‘

Rerun Diagnostic Tests |

4.4.1 Diagnostics - Fault Management

Click Diagnostics > Fault Management, and the following page appears.

802.1ag Connectivity Fault Management

This diagnostic is only used for YDSL PTM mode,

Maintenance Domain (MD) Level: |2 =

Destination MAC Address:

802,10 YLAN ID: [0-4095] o

‘VDSL Traffic Type: |Ina\:t\ve |

Test the connection to another Maintenance End Point (MEP)

‘Luuphack Message (LBM): | |

Find Maintenance End Points (MEPs)

‘ Linktrace Message (LTM):

Set MD Level | Send Loophack Send Linkirace

4.5 Management
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4.5.1 Settings
4.5.1.1 Settings Backup

Click Management > Settings > Backup to back up the DSL router configuration.
Settings - Backup

Backup DSL router configurations. You may save your router configurations to a file on your PC.

Backup Settings

4.5.1.2 Settings Update

Click Management > Settings > Update, and the following page appears. Click
Browse and select the correct update configure settings file. Then, click Update

Settings to update the modem settings.
Tools -- Update Settings

Update DSL router settings, ¥ou may update your router settings using your saved files,

Update Settings

4.5.1.3 Settings Restore Default

Click Management > Settings > Restore Default to restore DSL router to the
factory default configuration.
Tools -- Restore Default Settings

Restore DSL router settings to the factory defaults.

Restore Default Settings

4.5.2 System Log

Click Management > System Log, and the following page appears. The system
log dialog allows you to view the system log and configure the system log options.
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System Log
The Systern Log dialog allows you to view the System Log and configure the
System Log options,

Click "iew Systern Log" to view the System Log.

Click "Configure Systern Log" to configure the Systern Log options.

Wiew System Log Configure Systern Log

Figure 14 System Log overview
Click Configure System Log to show the following interface. You can enable or
disable the system log and then select the log level, display level and mode, and
click Apply to end your configurations.

System Log -- Configuration

If the log mode is enabled, the systerm will begin to log all the selected
events, For the Log Level, all events above or equal to the selected level will
be logged. For the Display Level, all logged events above or equal to the
selected level will be displaved. If the selected mode is 'Remote’ or 'Both,'
events will be sent to the specified IF address and UDP port of the remote
syslog server, If the selected mode is 'Local' or 'Both,' events will be
recorded in the local mermory.

Select the desired values and click 'apply/Save’ to configure the system log

options,

Log: ® Disable OEnable

Log Level: Debugging v
Display Level: Errar v
Mode: Local v

Apply/Save

Both the log level and display level have eight choices. The default log level is
Debugging and the default display level is Error.
The mode options are Local, Remote, and Both. The default is Local.
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System Log -- Configuration

If the log mode is enabled, the systerm will begin to log all the selected
events, For the Log Level, all events above or equal to the selected level will
be logged. For the Display Level, all logged events above or equal to the
selected level will be displayed. If the selected mode is 'Remote’ or 'Both,'
events will be sent to the specified IP address and UDP port of the remcte
syslog server, If the selected mode is Local' or 'Both,' events will be
recarded in the local mermary,

Select the desired values and click "Apply/Save' 1o configure the systerm log

options,
Log: ®Disable OEnable
Log Level: Debugging hd
Display Level: Errar hd
toda: Ermergency
Alert
Critical
Errar
Warning
Motice
Infarmational Apply/Save
Debugging

Figure 15 System log configuration (1)
If you select Remote or Both, all events will be transmitted to the specified UDP
port of the specified log server.
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System Log -- Configuration

If the log mode is enabled, the system will begin 1o log all the selected
everts, For the Log Level, all events above or equal to the selected lavel will
be logged. Faor the Display Level, all logged events abawe or equal to the
selected level will be displayed. If the selected mode is 'Remote' or 'Bath,'
everts will be sent to the specified IP address and UDF port of the remate
gyslog server, If the selected mode is 'Local' or 'Both,' events will be
recorded in the local mermary,

Select the desired values and click 'apply/Save' to configure the systerm log

options.

Log: ® Disable OEnable

Log Level: Debugaing hd
Display Level: Errar hd
Mode: v

Server [P Address:  |0.0.0.0
Server LDP Port: 514

Aeply fSave

Figure 16 System log configuration (2)
After operations under Configure System Log, click View System Log to query
the system logs. In this example, the View System Log is the default.

Note: The log and display of the system events are above

the set level. If you want to record all information, you need
to set the levels as Debugging.
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System Log

Date/Time |Facility Severity Message
Jan 101:38:08|user  [crit kernel: ADSL G994 training
Jan 101:38:16user  [crit kernel: ADSL 5,992 started
Jan 101:38:20|user [crit kernel: ADSL 5,992 channel analysis
Jan 101:38:24|user [orit kernel: ADSL 5,992 message exchange
Jan 1 01:28:25 user crit kernel: ADSL link up, interleaved, us=1146, ds=25505
Jan 1 01:38:26|daemon jcrit pppd[628]: PPP server detected.
Jan 1 01:38:26 |daemon orit pppd[622]: PPP session established.
Jan 1 01:38:27 [daeman jerr prpdl628]: Couldn't increase MRU to 1500
Jan 1 01:38:27 |daemon jerr pppd[628]: Couldn't increase MRU to 1500
Jan 1 01:38:27 |daermon crit pppd[628]: PPP LCP UP,
Jan 1 01:38:27 [daermon crit pppodlE28]: Received valid IP address from server, Connection UP,
Jan 1 01:38:33 |daeman jerr user: re9c: Unable o refrieve atributes in scratch PAD
Jan 1 01:38:33 |daemon jerr user: Stored Parameter Attribute data is corrupt or missing

Figure 17 View system event logs
Click Refresh to refresh the system event logs or click Close to exit from this
interface.

4.5.3 TR-69 Client Management

4.5.3.1 Tr-069 Client-configuration
Choose Management > TR-069Client to show the TR-069 Client configuration
page.
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TR-069 client - Configuration

WAN Management Protocol (TR-069) allow Configuration Server (4CS) to perform auto-configuration,
provision, collection, and diagnostics to

Select the desired values and click "app e" to configure the TR-069 client options

Inform @ Disable € Enable

Inform Interval: 200

ACS URL:

ACS User Name: admin

ACS Password: sssee
WAN Interface used by TR-069 client: Any_VWAN 'l

@ Disable € Enable

OAP messages on serial console

I Connection Request Authentication

Connection Request User Name admin
Connection Request Password: sssee

Connection Request URL:
Figure 18 Tr-069 client -configuration

Inform: If the Enable option is selected,the CPE accepts the commands
from ACS, the CPE does not accept the commands from ACS when the
Disable option is selected.
Inform Interval: How many seconds does the CPE inform the ACS to
connect.
ACS URL: Enter the ACS URL.
ACS User Name: The ACS user name is that the TR-069 Service provide to
you.
ACS Password: The ACS password is that the TR-069 Service provide to
you.
Display SOAP messages on serial console: When select Enable option,
the SOAP information displays on the serial console, when select Disable, it
does not.
Connection Request Authentication: If this checkbox is selected, you
need to enter the Connection Request User Name and the Connection
Request Password. Or you needn’t to enter.
Connection Request User Name: the connection user name that the
TR-069 Service provides to you.
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Connection Request Password: the Connection Request Password that

the TR-069 Service provides to you.
Click Save/Apply to save the he configuration.

4.5.4 Internet Time
Click Management > Internet Time, and the following page appears. In this page,

the modem can synchronize with Internet time servers.
Time settings

This page allows you to the moderm's time configuration,

[T Automatically synchronize with Internet time servers

Savefapnly |

After enable Automatically synchronize with Internet time servers, the
interface show below. Enter proper configurations and click Save/Apply.
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Time settings

This page allows you 1o the modem's time configuration.

utomatically synchronize with Internet time servers

First NTP time sarver: tirne. nist. gov -
Second NTP time server: | ntpl.tummy.com A
Third MTP time server: Maone hd
Fourth MTF time server: | Nane >
Fifth WTP time server: Mone he
Tirne zone offset: | (GMT-08:00) Pacific Tirme, Tijuana v

Save/bpply

4.5.5 Access Control

4.5.5.1 Access Control — Passwords

Choose Management > Access Control > Passwords, and the following page

appears. In the interface, you can modify the accounts passwords.
Access Control -- Passwords

Access o your DSL router is controlled through three user accounts: admin, support, and user,
The user narme "admin" has unrestricted access o change and view configuration of your DSL Router,

The user narme "support” is used 1 allow an ISP technician to access your DSL Router for maintenance and 1o run
diagnostics,

The user name "user" can access the DSL Router, view configuration settings and statistics, as well a5, updats the
router's software,

Use the fields below to enter up to 16 characters and click "apply" to change or create passwiords. Note: Password
cannot contain a space.

Usernarme: 'I

Old Passward:

Mew Password
Confirm Password:

Save/apply |
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4.5.6 Update Software

Click Management > Update Software, and the following page appears. In this
interface, you can update the modem firmware. Click Browse to find the right
version file and click Update Software to update.

] Tools -- Update Software

Step 1: Sblain an updated software image Ale from your ISP,

Device Info
Advanced Setup

Stap 2: Enter the path to the image Rle location i the box below or click the "Browse” button ta locate the image fle,

Stap 3: Click the "Updste Software” buttan once to uplosd the new imags file,

Diagnostics
NOTE: The update process takes sbout 2 minutes to complete, and your DSL Router will reboat,
Management
Sattings somveare Fis s [ | romee ]
System Log Lipdate Softwars
TR-069 Client

Internet Time

Access Control

Reboot

Note: Do not turn off your modem during firmware updates.
When the update is finished, the modem reboots
automatically. Do not turn off your modem either before the
reboot is over. You must guarantee the update software is
right and accurate. It is strictly forbidden to use other
software for updates.

After update software, it is suggested to restore the modem to the factory defaults

and configure it again.

4.5.7 Reboot

Choose Rebot and the following page appears. Click Reboot to reboot the router.

o Click the button below to reboot the router.

Device Info Reboot

Advanced Setup

Diagnostics

Management
Settings
System Log
TR-069 Client
Internet Time

Access Control
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