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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150
BeeaeHue

PyKOBO,D,CTBO nonb3oBarens

NMABA 1. BBEOEHUE

Aydumopusi u codepikaHue

B nmaHHOM pykoBOACTBE NpUBOAUTCS onucaHue ycrporctBa DAP-1155, nmopsaok HacTpolku u
PEKOMEH/IALMHU 110 €r0 UCIIOJIb30BAHUIO.

Hactosiiee pykoBOACTBO TMpEeAHA3HAUYEHO IS IOJIb30BaTeIed, 3HAKOMBIX C OCHOBHBIMU
MPUHUUIIAMUA OpPraHU3aliy CeTed, KOTOpbIE CO3JAI0T JIOMAIIHIOK JIOKAJbHYI0 CETh, a TaKkKe
CHUCTEMHBIX aJMUHUCTPATOPOB, KOTOpPHIE YCTAHABIMBAIOT W HACTPAMBAIOT CeTH B oducax
KOMITAHHUH.

YcnoeHble 0603HavYeHuUst

Mpumep OnucaHue

TEKCT OCHOBHOM TEKCT JOKYMEHTA.

Ilpeosapumenvnasn

Ccblika Ha I1aBy WJIM pasziell JaHHOTO PYKOBOJCTBA MOJIb30BaTENs.
noozomoexa

«Kpamkoe pykoeoocmeo
P Py Cchbuika Ha JOKYMEHT.

no ycmaHnoegke»

AsMEHUTE HasBanme pasnena MeHIO, MyHKTa MEHIO, KaKoro-IM0O »JIeMeHTa
web-unTepdeiica (mosne, Gpraaxxok, NepekIroyaTeb, KHOMKA U TIp.).

192.168.0.50 TekcT, KOTOpBI HEOOXOAUMO BBECTH B YKAa3aHHOE TOJIE.

Baxxnas wuHpopmanus, Ha KOTOPYIO He0OXOauMo 0OpaTuth

' HNudopmarus
||

BHUMAHUC.

Cmpykmypa oKyMmeHma

I'naea 1 copepXUT CBEACHMSI O HA3HAUEHUU U OpraHU3aluyu T0KyMEHTA.

Inasa 2 copepXuT ONMCAaHUE TEXHUYECKUX XapaKTEpUCTUK ycTpoiicTBa DAP-1155 u ero BHemHero
BH/JIA,  TAK)KE NIEPEUUCIIEHUE COAEPIKUMOIrO KOMIUIEKTA MOCTABKH.

I'naga 3 onuceiBaeT mpouecc ycTaHoBKM ycrpoirctBa DAP-1155 m HacTpoWKu KOMIIBIOTEpA JUIS
MOJKJIIOUEHUsI K web-uHTepdeiicy.

TI'nasa 4 conepxut NoapoOHOE ONMUCAHUE BCEX PA3ZCIoB MEHIO web-uHTepderica.

I'nasea 5 conmepxuT pekoMeHJalMM Mo 0e30MacHOMY MCMONb30BaHUIO ycTpoiictBa DAP-1155 u
COBETBHI 110 IOCTPOCHUIO OECIIPOBOHOI CETH.

I'naea 6 copepXUT CIIMCOK COKpAIEHUH, UCII0Ib3yEMbIX B HACTOSIIEM PYKOBOZCTBE I10JIb30BaTENS.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 .
0630p ycTponcTBa

PyKOBO,EI,CTBO nonb3oBarens

IMABA 2. OB30OP YCTPOUCTBA

O6uwee onucaHue

YerpoiictBo DAP-1155 mnpencraBnser coboit  OecipoBOAHYIO TOUKY JOCTya B PEKUME
MapuIpyTu3aTopa. IT0 IOCTYITHOE pElIeHHe I CO3/IaHus OeCIIPOBOIHBIX CETeH JoMa U B oduce.

Ucnonb3ys DAP-1155, Bel cMoxeTe OBICTPO OpraHW30BaTh OECHPOBOAHYIO CETh W Pa3PEIIUThH
Bamum corpynHukaMm unu 4ieHam Bainelt ceMbu MOAKITIOUATHCS K HEW MPAKTUYECKU B JFOOOM
TouKe (B 30HE JelcTBHsI OecTipoBOIHOM ceTH). Touka JoCTyIa MOKET BBITIOJNHATH (PYHKITMH 0a30BOM
CTaHIMM ISl TOJKIIOYEHHUS K OECHpOBOJHON CETH YCTPOMCTB, pabOTaloOUIMX MO CTaHAapTam
802.11b, 802.11g u 802.11n (co ckopoctrio g0 150 MGut/c).

B ycrpoiicTBe peann3zoBaHO MHOXKECTBO (YHKIMIA At OecripoBogHOrO mHTEp(deiica. YeTpoHcTBO
MOJIIEP)KUBACT HECKONbKO craHmaptoB Oe3zomacHoctd (WEP, WPA/WPA2), dunsrpamuto
MOJKIIOYaeMbIX ycTpoiicTB mo MAC-aapecy, (yHKIUIO «KIHEHT», a TaKke TO3BOJSET
ucrosp3oBarh TexHoaoruu WPS u WMM.

Bbl MokeTe MOAKIIOUUTHh OSCIIPOBOIHYIO TOUKY nocTyna DAP-1155 B pexxume mapuipytusaropa K
kabenpHOMY wWin DSL-mogemy wnu  BbeienenHod  Ethernet-nmuaum, YTOOBI  HCTOIB30BaTh
BBICOKOCKOPDOCTHOE€ COEIMHEHHE C ceTblo VIHTepHeT nns pemeHus MHUPOKOro Kpyra
npodeccroHaNbHBIX 3a]1ad.

VYerpoiictBo DAP-1155 ocHaieHO BCTPOCHHBIM MEXCETEBBIM dKpaHOM. PacmupeHHbie QyHKINH
0€30MacHOCTH TIO3BOJITIOT MUHUMHU3HPOBATH MOCIEICTBHS JCUCTBUI XaKepOB U IMPEAOTBPAIIAOT
BTOp>KCHUsI B Bamy ceTb W J0CTyn K HEXKeJaTeabHbIM calWTaMm Jyisl Mojb3oBarenie Bareit

JIOKAJILHOU CETH.

Jns nactpoiiku DAP-1155 wucnonb3yercss mpoctoil U yaoOHbIM BCcTpoeHHbIN web-uHTepdeiic
(TocTyreH Ha HECKOJIBKHX SI3bIKaX).

Teneps Bwi nerko Mmoxkere 00HOBUTH BcTpoeHHOE 11O — yCTpoiCTBO caMO HaXOAHWT MPOBEPEHHYIO
Bepcuto [1O0 Ha cepBepe oOHOBneHWit D-Link u yBemomisier moib3oBarenss O TOTOBHOCTH

YCTAaHOBUTD €TO.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 .
0O630p ycTponcTBa
PykoBogcTtBo nonb3oBarerns

TexHu4Yyeckue xapakmepucmuku

AnnapatHoe obecnevyeHue

UHTepdpeiichl . Mopt WAN 10/100BASE-TX
Mopt LAN 10/100BASE-TX

UnaukaTopbl . MutaHne
BecnpoBoaHas ceTb
WPS

JlokanbHas ceTb
WHTepHeT

KHonku . KHonka WPS / RESET ans Bo3Bpara K 3aBOACKUM HAacTpoOVKam Mo yMONYaHuio
1 YCTaHOBKU 3aLUMLLEHHOr0 6eCnpoBOAHOrO0 COEANHEHNS

AHTeHHa . BHelwHAs cbemMHas BceHanpaBrieHHast aHTeHHa C KO3(PPULMEHTOM yCuneHus
2 nbun
Pasbem nuTaHus . Pasbem Ans nogknodeHnst nMTaHus (MOCTOSIHHBIN TOK)

MporpamMmmHoe obecneveHune

Pexxumbl paboTbl . Pexum mapLupyTtusatopa
Hannasn eepcusi 110 nodoepoicusaem pabomy monvko 6 pesicume mapuipymuzamopa. Cm. I10 ¢
nO00epIICKOT pescuma mouku docnyna na www.dlink.ru.

Tunbl nopkntovyeHmnsa WAN . PPPoE

Crartunyeckuin IP / QuHamuyeckuin IP

PPPoE + Cratuueckun IP / OuHamunyeckun IP
PPTP/L2TP + Ctatnueckun IP

PPTP/L2TP + OnHamunyeckun IP

CeTeBble (pyHKLUM . DHCP-cepsep/relay

DNS relay

Dynamic DNS

Crartunyeckas IP-mapLipyTmsaums
IGMP Proxy

RIP

Moppepxka UPNP IGD
Moppepxka VLAN

Ynpaenexue notokom (flow control)
Moppepxka dyHKUMM ping co cTopoHbl BHelwHen cetn (WAN ping respond)
Mopaepxka mexaHuama SIP ALG
Moppepxka RTSP

®yHKUMM MeXCeTeBOro aKpaHa . MpeobpasosaHue ceTeBbix agpecos (NAT)
KoHTponb cocTosiHusi coegnHenni (SPI)
IP-counstp

MAC-punbTp

URL-cpunetp

DMZ-30Ha

DyHKkuma 3awmTel oT ARP- n DDoS-artak
BupTtyanbHblie cepsepbl

VPN - IPSec/PPTP/L2TP/PPPOE pass-through

*  XapakTepHCTHKH YCTPOICTBA MOTYT M3MEHSThCS Oe3 yBemomieHus. CM. akTyanbHble Bepcuu BHyTpeHHero 110 u
COOTBETCTBYIOIIYIO JOKyMEHTALNIO Ha caiite www.dlink.ru.
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0O630p ycTponcTBa

MporpammHoe o6ecneyeHune

YnpaBneHue

JlokanbHbI U yaaneHHbIn gocTyn Kk HacTpovikam no TELNET/WEB (HTTP)
Web-uHTepdenc HacTponkn 1 ynpaBneHnst Ha HECKOMNbKUX A3blKax
O6HoeneHue MO Toukn gocTyna Yepe3 web-uHTepdenc

ABTOMaTnyeckoe yBeoMIIeHNe 0 Hannymm Hosow Bepcumn MO
CoxpaHeHue 1 3arpyska KoHurypauum

Moppepxka yaaneHHoro xypHanMpoBaHus

ABTOMaTMYeCcKass CUHXPOHM3aLMsA cucTeMHoro BpemeHn ¢ NTP-cepBepom u
py4Has HacTpoWika AaTbl U BpeMeHN

DyHKUMA ping

YTtunuta traceroute

KnvenT TR-069

MapameTpbl 6ecnpoBoAHOro MoAyns

CraHpapThbl

IEEE 802.11b/g/n

[Onana3oH yactoTt

2400 ~ 2483,5 MI'y

Be3onacHocTb
coeAuHeHus

6ecnpoBogHoOro

WEP

WPA/WPA2 (Personal/Enterprise)
MAC-dunsTp

WPS (PBC/PIN)

OononHutenbHble hyHKLUK

DYHKUMNA KKNUEHT»

WMM (Wi-Fi QoS)

YnpasneHue nogknioYeHHbIMU YyCTPONCTBaMm
PaclumpeHHble HacTpoiku

CkopocTb 6ecnpoBogHOro coeAnHeHNst

IEEE 802.11b: 1, 2, 5,5 n 11 M6ut/c
IEEE 802.11g: 6, 9, 12, 18, 24, 36, 48 n 54 MouT/c
IEEE 802.11n: ot 6,5 go 150 M6ut/c (ot MCSO go MCS7)

BbixogHasa MOLHOCTbL NepepgaTymMka

MakcumarnbHoe — 3HadeHue — MowHocmu
nepedamyuka Oydem uU3MeHAMbCA 8
coomseemcmeuu c npasunamu
paduoyacmomHo20  peeynuposaHusi 8
Baweli cmpaHe

802.11b (TMNM4Has npu komHaTHOM Temneparype 25 °C)
18 obm npu 1, 2, 5,5, 11 M6ut/c

802.11g (Tvinu4Hasi Npu KOMHaTHoM Temnepartype 25 °C)
17 pbm npu 6, 9, 12 Moéut/c

16 obm npu 18, 24 M6uT/c

15 pbm npu 36, 48, 54 MéuTt/c

802.11n (Tyinu4Has Npu KOMHaTHoM Temnepatype 25 °C)
HT20

17 abm npu MCS0/1/2
16 obm npn MCS3/4/5
15 abm npn MCS6

14 apbm npn MCS7
HT40

17 abm npu MCS0/1/2
16 abm npn MCS3/4/5
15 abm npn MCS6

14 pbm npn MCS7
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150

PykoBogcTtBo nonb3oBarerns

0O630p ycTponcTBa

MapameTpbl 6ecnpoBogHOro Moaysns

YyBCTBUTENBHOCTb NPUEMHUKA

802.11b (TununyHas npu PER = 8% pans naketa pa3mepom 1000 6aiT npwu
KOMHaTHou Temnepartype 25 °C)

-82 nbm npu 1 Méut/c

-80 abm npu 2 Méut/c

-78 pbm npu 5,5 Méut/c

-76 obm npu 11 Méut/c

802.11g (TunuyHas npu PER = 10% ansa naketra pasmepom 1000 6ant npwu
KoMHaTHou Temnepatype 25 °C)

-85 pbm npu 6 Méut/c

-84 pbm npu 9 Méut/c

-82 pbm npu 12 Méut/c

-80 gbm npu 18 MéuT/c

-77 obwm npu 24 M6ut/c

-73 pbm npu 36 MéuTt/c

-69 obwm npu 48 M6ut/c

-68 nbm npu 54 MéuT/c

802.11n (TunuyHas npm PER = 10% ansa naketa pasmepom 1000 6awiT)
HT20

-82 pbm npn MCSO
-79 abm npn MCS1
-77 pbm npn MCS2
-74 pbm npn MCS3
-70 gbm npn MCS4
-66 obm npn MCS5
-65 nbm npn MCS6
-64 nbm npn MCS7
HT40

-79 pbm npn MCSO
-76 pbm npn MCS1
-74 pbm npn MCS2
-71 pbm npn MCS3
-67 pbm npn MCS4
-63 nbm npn MCS5
-62 pbm npn MCS6
-61 abm npn MCS7

CxeMbl Moaynsaumumn

802.11b: DQPSK, DBPSK, DSSS, CCK
802.11g: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM
802.11n: BPSK, QPSK, 16QAM, 64QAM ¢ OFDM

dusnyeckue napameTpbl

Pa3mepbl

109 x 86 x 22 MM

Bec

95r

YcnoBus JKcnnyaTauyumn

MutaHne Bobixoa: 12 B noctosiHHOrO TOKa, 0,5 A

Temnepartypa Pab6ouvas: ot 0 no 40 °C
XpaHeHusi: ot -20 o 65 °C

BnaxHocTb Mpu akcnnyatayum: ot 10% po 90% (6e3 koHaeHcara)
Mpn xpaHenumn: ot 5% no 95% (6e3 koHaeHcaTa)
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150

PyKOBO,EI,CTBO nonb3oBarens

BHewHutl eud ycmpoticmea

NMepenHasa naHenb

CBeTOoANOAHLIN
MHOUKaTOP

0630p ycTponcTBa

DAP-1155

PucyHok 1. Bud nepedHeti naHenu DAP-1155.

3HauyeHue

MutaHne

lopum nocmosiHHO (3eneHbil)

[IuTtanue BKIIIOYEHO.

He eopum

[IuTtanue OTKIIFOUEHO.

BecnpoBogHas ceTb

F'opum nocmosiHHO (3er1eHnbIl)

BGCHPOBOZ[HaSI CCTh BK/IFOUYCHA.

Muzaem (3eneHbiti)

WLAN-untepdeiic axtuBeH (Tpaduk B
OJTHOM M3 HalpaBJICHUM).

He eopum

BGCHpOBOI[Haﬂ CCTh BBIKJIKOYCHA.

WPS

Muzaem (3eneHbil)

[ToneiTka ycranoBku Wi-Fi-coenmunenus c
nomouisio pyHkun WPS.

He 2opum

®yuknus WPS He ucnonb3yercs.

JlokanbHas ceTb

F'opum nocmosiHHO (3eneHbil)

VYeTpoicTBO (KOMIIBIOTEDP) MOJKIIOUEHO K
HOPTY.

Muzaem (3eneHbiti)

[Topr aktuBeH (Tpaduk B OJHOM U3
HarpaBJICHUH).

He aopum

Kabenp He moAK/IIOUEeH K OPTY.

MHTepHeTt

Muzaem (3eneHbili)

Kabenps mogkitoueH K mopry.

He 2opum

KaGenpb He mOAKIIOUEH K TIOPTY.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 .
0630p ycTponcTBa
PykoBoacTBO nonb3oBarens

3aaHAA naHeNnb

WPS

RESET

12VDCIN INTERNET LAN

PucyHok 2. Bud 3adHeli naHenu DAP-1155.

12 VDC IN Pazbem niuranus.

Ethernet-mopt s nmonkitouenus kabenpHoro wim DSL-Monema wnn
INTERNET MOJKITIOUEHUsT K BbiAeneHHor Ethernet-muamm  (pekoMeHyeTcs
HCIIOJIH30BaTh Ka0OeIb, BXOISIINI B KOMIUIEKT ITOCTABKH).

LAN Ethernet-mopt A1t MOJKITIOYEHUST KOMITBIOTEPA.

Knomnka s cOpoca HacTpoeK K 3aBOJICKUM YCTaHOBKaM M OBICTPOTO
n00aBlIeHNsI YCTPOMCTB B OCCHPOBOAHYIO JIOKAIbHYIO CETh TOYKH

noctymna (pyakuus WPS).
WPS Jns ncnons3oBanus ¢yHkuuu WPS: npu BKIIIOYEHHOM YCTpOWCTBE
RESET Ha)XMUTE KHOIIKY U Cpa3y OTIIyCTUTE.

Jlnst cOpoca HacTPOEK K 3aBOJCKMM YCTaHOBKAaM: IPHU BKIIIOUCHHOM
YCTPOICTBE HAXMWUTE KHOIKY, YyIAepKuBaiWTe 15 CcexkyHn H
OTITYCTHUTE.

Taxoke Touka 1ocTyna o0opyaoBaHa CbeMHOM aHTEHHOM ¢ pa3beMoM Reverse SMA.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 .
0630p ycTponcTBa
PykoBoacTBO nonb3oBarens

Komnniekm nocmaseku

[Tepen ncmonbp30BaHUEM yCTPOMCTBA yOEAUTECH, YTO B KOMIUIEKT MOCTaBKU BKIIFOYCHO CIIEAYIOIIEE:
* Touka goctyna DAP-1155,
* ajamnTep MUTaHUS MOCTOSTHHOTO Toka 12B/0,5A,
* Ethernet-xabenb,
* CbEMHas aHTCHHA,

* nokyMeHT «Kpamkoe pykoeoocmeo no ycmanogke» (OyKIeT).
HoxyMeHTsl «Pykoeoocmeo nonv3osamena» n «Kpamkoe pykosoocmeo no ycmanoeke» N0CTYIHbBI

Ha caiite komnanuu D-Link (cm. www.dlink.ru).

Hcnonp3oBaHre MCTOYHMKA MHWTAHUS C HAMPAKCHUECM, OTIIMYHBIM OT MNMOCTAaBJISICMOI0 C
u YCTPOMCTBOM, MOXKET IIPUBECTH K OBPEKICHUIO YCTPOMCTBA U HOTEPE TapaHTUM Ha HEro.
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DAP-1155 becnpoBogHas Touka goctyna/mapuupytusartop N150 YcTaHOBKA U NOAKMIOYEHME TOYKU
PykoBozcTBO nonb3osarens Aoctyna

MABA 3. YCTAHOBKA WU TMNOAKIKYEHUE TOYKH
AOOCTYNA

lpedeapumernbHasi NTo020mMoeKa

[Tepen noaxItOUeHUEM yCTPOHCTBA MPOUYTHUTE JTAHHOE PYKOBOJICTBO MOJIb30BaTeNsl. YOEAUTECH, UTO
y Bac umeercs Bce HeoOxonumoe o0OpynoBaHUE, a Takke MH(OpMALUsS IO BCEM HCHOIb3YEMBIM
YCTPOUCTBAM.

OnepannonHas cucrema

Hacrtpoiika u ynpasnenne Toukoil mgoctyma DAP-1155 B pexume mapmipytusaropa (mamnee —
«TOYKOH JOCTYIa») BBINOJHAETCS C MOMOILBIO BCTPOEHHOro web-uHtepdeiica. Web-unrepdeiic
JIOCTYIIEH B JIIOOOH OIEpallMOHHON cHCcTeME, KOTopast OJ/IEP)KUBAeT web-0paysep.
Web-6pay3ep
Hns nmoctyma k web-uHTEepdeiicy HACTPOWKM M YHPABICHUS YCTPOMCTBOM PEKOMEHIYETCS
HCIIOJIB30BaTh Web-0Opay3epsi:

* Apple Safari Bepcun 5 u BbllIE,

* Google Chrome Bepcuu 5 u BhIIIIE,

* Microsoft Internet Explorer Bepcuu 8 u BblIe,

* Mozilla Firefox Bepcuu 5 u Boline,
*  Opera Bepcun 10 u BrIIIIE.

Jns ycnemHoi paboTel ¢ web-unTepdeiicom HaCTpONKU U yIpaBieHus B web-Opaysepe nomkHa
ObITh BKJIIOYEHA mHopanepkka JavaScript. YOemurech, 4TO JaHHas ONIMSA HE ObUIAa OTKIIOYEHA
JPYTUM IPOrpaMMHBIM oOecriedyeHneM (HarmpuMmep, aHTUBUPYCHOU mporpammoit uwimu apyrum I10,
oOecreunBaOIUM Oe3omacHyl0 paboTy B [mIo0adbHOW CeTH), 3amylleHHbIM Ha Bamem
KOMIIBIOTEpE.

IIpoBonnasi uiiu 6ecnpoBoaHas cereBasi kapra (Ethernet- nam Wi-Fi-aganrep)

JIr000i1 KOMIIBIOTEP, UCTIONB3YIOIIMK TOYKY JOCTYIA, TOJDKeH ObITh ocHameH Ethernet- mmm Wi-Fi-
aganTepoM (ceteBoit kaptoif). Eciin Bamn mopTraTuBHBIN WM HACTOJNBHBIN KOMITBIOTEp HE OCHAIICH
noJ00HBIM ycTpoiicTBoM, yctanoBuTe Ethernet- unu Wi-Fi-ananrep nepen teM, Kak NPUCTYIUTh K
MCIIOJIb30BaHUIO TOUKH JOCTYyIA.

BecnpoBogHasi cBA3b

YroOsl ycTpoiicTBa, 0Opa3yrome 6ecrpoBOIHYIO CETh, MOIVIM UCIIOIb30BaTh TOYKY JOCTYIIA, B HUX
JOJDKHA OBITH ycTaHOBJIEHa OecnpoBoaHasi cereBast kapra (Wi-Fi-amanrep) cranmapra 802.11b, g
w n. Kpome Toro, st JaHHBIX yCTPOMCTB HEOOXOAMMO 3a/1aTh 3HaUeHUs uaeHTudukaropa SSID,
HOMEpa KaHajla U MapaMeTpoB Oe30IIaCHOCTH, KOTOpBIE OIpeleieHbl B web-uHTepdeiice TOUKu

JIOCTYyTIA.

CtpaHuua 13 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 YcTaHOBKa U NOAKMIOYEHUE TOUYKMN

PyKOBO,EI,CTBO nonb3oBarens pAoctyna

lModknroyeHuUe K KoMbIOMepy U e20 HacmpoukKa

NMoaxntoueHne Kk komnbroTepy ¢ Ethernet-apantepom

4.

Brixmtounte nuranue Bamero komneroTepa.

[Monkmiounte Ethernet-kaGens k LAN-mopry, pacnonoxeHHOMY Ha 3aJHEH MaHETd TOUKH
noctyna, u k Ethernet-anantepy Bamrero kommerorepa.

HOILKJ'IIO‘II/ITG ananTep MUuTaHuA K COOTBETCTBYIOIICMY pa3beMy Ha SaI[HefI aHCJIN TOYKH
A0CTyIIa, a 3aTCM — K 3JICKTpH‘-ICCKOﬁ PO3CTKE.

Brurounte KOMIbIOTEP U JOKIUTECH 3arPy3KU ONEPALUOHHONW CHCTEMBI.

Hanee nHeooxomumo HacTpouth IP-anpec ninsa Ethernet-amantepa Bamero kommberoTepa.

Hacrpoika aBTOMAaTU4YeCKOro nony4yeHus IP-apgpeca

1.

B OC Windows XP

Haxwmure kuonky FMyck u mepeiinure B pasmen laHenb ynpaBneHusi > CeTb U
noakntoveHns K UHTepHety > CeTeBble NOAKMIOYEHUS.

B okwe CeTeBble nNOAKMOYEHUSA MICIKHUTE MPaBOH KHOMKOM MBIIIH IO
cootBeTcTByIoieMy [lOAKMIOYEHUIO MO JOKaribHOM CEeTU © BBIOEPHUTE CTPOKY
CBOWMCTBA B ITOSBUBLIEMCS] KOHTEKCTHOM MEHIO.

' CeTepble NOJKIKWYE HHA

Mavn  Mpaeka Bua  MzBpaHHoe  CepeWc  fJonofHWTENeHO  CRpagka

F = -
Hazan ~ I3 ' MNoKck MankH e
@ a el 'f+ b | i nE

Aapec: (& CeTeBbie NoAKHOHEHHA

8

.A. NBC vnY BBICOKOCKOPOCTHOA MHTEPHET

"1 C0343HHE HOBOMO l Mo AKNHYEHHE Mo NOKanEHOH
- CETH
Mo AENHHEHHA e
f'.'|\ Y¥CTAHOEMTE AOMAWHHIHD OTKAHHHTE
CETE MMM CETE Manoro ofca CocToAHHE
{? MZHEHHMTE NapaMeTpEl = MENpaeuTE
BpaHAMay3apa Windows
t? OITKNHYEHHE CETEEDMD MoAKNHYEHHA THNE MOCT
WCTRORCTES
Coz0aTe ApnEIE
[® BoccTaHosneHHe
Mo AENHHEHHA
IE]j MepeHMEHOEIHHE A MepeHMEHOEATE
Mo 4K NHIHEHHA
CEOHCTES
:J- MpocHo TR COCTOAHKA
Mo AKNHHEHHA

PucyHok 3. OkHo Cemeebie MoOKII04eHUs.

CtpaHuua 14 n3 172



DAP-1155 becnpoBogHas Touka goctyna/mapuupytusartop N150 YcTaHOBKA U NOAKMIOYEHME TOYKU
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3. B oxue lMogknioyeHne nO noKarnbHOM ceTM — CBOMCTBA Ha Briagke OOWwme
Beiienute crpoky NMpotokon UHTepHeTa (TCP/IP). Haxxmute kHonky CBOUCTBA.

-

"
. MNoagKnwouyeHWe No NOKaNbHOW CETW - CBO... |m

Oeiwme | MpoEepEa NOGAMHHOCTH | JanoAHKTENbHD |

Mogk aoyeHKe Hepes:

B NYIDIA rForce Metworking Contraller

EI:IMI'II:IHEI'ITI:FI_. HCNONe3YereIe 3THR NOGE MDY EHKHER!

- [palfisep ceTeEOro MOHKTOPA -
<& (TBETYME OAHAPYHEHMA TOMNDNOMHH YDOEHA CEAZM
B8 Mpororon Mareprera [TCRAR]

1| [ ¥

[ HeTaHoeuTe. CEOHCTES ]

[ nucanue

Mporokon TCPAP - cTaHoapTHRI NpoToron raogansHex
CETEH, 0ECNEYHEARILME CEASE MENKLY DasAHYHBINM
EZAUMOLEHCTEYHILL MMM CETARM,

[V] Npr NOGKACYEHMM BRIBECTH SHAY0K B OBNACTH YEEA0MIEHME

[V HeEnomaaTs NpM OrpaHMMEHHOM MW OTCYTCTEYIOWEN
MO AKHEHA

ak. ] [ OTreHa

PucyHok 4. OkHo ceolicme noOK/IYeHUs 10 fIoKaibHoU cemu.
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4. YcranoBuTe mnepekiaouarenu B nonoxenue lMonyuutb IP-agpec aBTOMaTtuyecku u
Monyuntb agpec DNS-cepBepa aBTomaTnyecku. Haxxmure kaonky OK.

CeoHcTBa: MNpoTokon MHTepHeTa (TCP/IP) % S

O Bwme |ﬂnb'repHa'rHBHan EOHBUrYpaLmHa |

MaparaeTpel [P MOryT H33HAYATEGA SETOMATHYEGKM, BCNH CETh
NOAAEpKMEAET 3TY BO3MokHOCTE. B NpoTHMEHOM cnyyas napameTpel
IP rosHD N0IYYMTE Y CETEEOMD AMWHMCTPATODA.

@ [Nonyaure |P-agpec aETOMATHYECKM

1 Mcnonesogare cnegylowi [P-anpec:

@ [Tonygwre agpec DMS-cepeepa SETOMATHYECK1E

1 Micnonesoeare cnegynowke aopeca DM S-cepeepoE;

HononHHTEnsHD.. .

[ )4 ][ OTraena ]

PucyHok 5. OkHo ceoticme npomokona TCF/IP.
5. Haxwute kHonky OK B 0KHE CBOWCTB MOAKITIOUCHUSI.

Teneps Bamn komnbroTep HaCTpOEH Ha aBTOMaTHuyeckoe nosnydenue [P-anpeca.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150

PyKOBO,EI,CTBO nonb3oBarens

Hactpoika

B OC Windows 7

Haxxmute kaonky MycK u nepeiinute B pasnen MNaHenb ynpaBneHus.

dBTOMaTU4YE€CKOro

nony4vyeHumsa

YcTaHoOBKa U NOAKMNOYeHUE TOUYKMN

pocTtyna

IP-appeca

Bribepute nynkr LleHTp ynpaBneHus cetamm u ob6wmum poctynom. (Eciu nanens
VOpaBICHUS MMEET BHJ «IIO KaTeropusM» (B BEpXHEM IPaBOM YIIy OKHa B CIIHMCKE
MpocmoTp BeiOpan nynktr KaTeropwus), Beibepute ctpoky [pPOCMOTpP COCTOSIHUA
ceTu u 3aaad nox nyukrom CeTb n UHTepHeT.)

_r \
@Uv@ v TMaHene ynpaenedna » Bce 3nEMEHTBI NGHENW YNPaBNEHNA b

HacTpofika napameTpos KomnsioTepa

MapameTphl
MHAEKCMPOBaHNA

MoaknHueHna K
yAaneHHsIM paboumm

Mporpammel no

" YMOAYaHWID

CeoiicTea obospesatens

TenedoH n mogem

4 YCTpOWCTBa M NPYHTEpE

LLeHTp noasepxku

LIeHTp YNPABNEHWA CETAMM

¥ oBUIVM AoCTYNoM

SKpad

lMapameTpel Nanok

MpwcTynas k pabote

PacnosHasaHwe peun

Cucrema

YI'IpaBJ'IE‘HHE‘ LBETOM

YueTHble 3anncK
nons3oeatensi

LIeHTp CHHXPOHM3aLMK

WinpposaHWe AncKa
BitLocker

INEKTPONUTaHne

Z M j

» B &

&)

-~
k. ¥ 4

€ F

- | +3 | | [Mouck & naHeAu yr

MpocmoTp:

11ycK
MNepcoHanmsaumn

MporpaMmel 1
KOMMOHEHTHI

PoanTenbCKMIA KOHTPOAb

CUeTurKn 1 CpencTBa
MPOKN3SBOANTENBHOCTH

}’CTpaHEHHE HEMOMa 40K

Lientp o6HoBAEHKA
Windows

LleHTp cneumnansHblx
BO3MOXHOCTER

WpndTe

Asbik m PETHMOHaNbHbIE
CTaH4apTel

KpynHele sHaukm ~

m

1

PucyHok 6. OkHo lMaHenb ynpaesieHus.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150
PykoBoacTBO nonb3oBarens

3. B MeHI, pacrnoloKeHHOM B JI€BOH

YcTaHOBKa U NoAKroveHne TOUYKU
pocTyna

YacTH OKHa, BbIOepHTe NYHKT WM3MeHeHue

napameTpoB aganTtepa.

=% ol =

N
O~

Manent ynpaenexus -
ACMELLIHAR CTRaHULE

¥npaeneHue BecnpoEcHEIMM
CETAMM

WzreHeHue napamMeTpoE
a4anTepa

MzmeHnTE goneaHUTENBHEIE
NapaMeTpel 0OLLEND A0CTYNa

Cm. Takcke
Bpanamayap Windows
JenawwHan rpynna

CeoiicTea oBospegaTtena

T
=r ¢ Cete w MHTepHer » LlenTp ynpaenedus cetamu v cBLumm accTynom

iesus 0 |
IQI

- |¢f|| Moucx &

MpocMoTp DCHOBHBIX CBEAEHWA O CETHM M HACTPOMKA MOAKAKUEHWA

i ™ ¥
e

1 MHTEpHET
(3ToT KemMneroTeR)

MpockoTp NonHoR KapTsl

MpocroTp aKTHEHEIX CETER
B AZHHEIA MOMEHT BBl HE NOAKAHIYEHE! HY K KEKO CETH,

n CAKNHYEHHWE K CETH

zrEHEHWE CETERRIX NapareTpos

{i. HacTpoika HOBOre NOAKAKYEHHUA WK CETH

Hactpoiika BecnpoEcAHOMo, LUMPOKONOAOCHOTS, MEAEMHOTS, MPAMOrD WAK
YPM-negentoYerns K e HECTPOAKE MapLUIPyTHIATORE MAK TCYKKM 40CTyNa.

ﬁ. MoAknouUTECA K CETH

MogkntoueHne MK NoETORPHOE NOAKHHEHHE K BECNPOECAHOMY, MPCECAHCMY, MOGEMHORMY
CETEBCMY COEAMHEHWID MM Nogearzderme K VPN,

*% BeiBop AomMaluHed rpynnel v NapaMeTpos cBLLErs 40CTyna

,.':LEICT}"I'I K qJEﬁJ'IEI‘-.I W NpUHTEREM, PACN0A0HEHHBIM HE Q[ IWX CETEEBIXN KOMNBHITEDEX, KAK
WEMEHEHWE N2PaMETDOE DELLI,I':FD AoCTyna.

@ ¥cTpaHeHne Henonagok
[JWarHocTika M MCNPaEneHne CETEERX NPoBAEM WAN NOAYHEHNE CEEAEHNIT 0B MCNpaEneHUN,

PucyHok 7.

OkHo LjeHmp ynpaeneHusi cemsimu u o6ujum ocmyrnom.
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4. B OTKpBIBIIEMCS OKHE INEJIKHUTE TIPAaBOM KHOIMKOH MBIIMIM TI0 COOTBETCTBYIOIIEMY
MoaknoYeHUo NO NoKanbHOM CeTU u BeidepuTe cTpoky CBOUCTBA B MOSBUBIIEMCS
KOHTEKCTHOM MEHIO.

[E=8(E=R(=>=)
@U'| E-' b [NaHens ynpaenedua b CeTe u MIHTepHeT » CETEBLIE NOAKAHIHEHWA - | +3 | | Mouck: Cemeabie nodkAmYeHUS el |
¥nopagounte ¥ 2= ~ [ '@'

L-. MogKNOHEHME NG NOKANBHON CETH
-y s
-

= | @y
e B Omncounte
Cocroanme

AuarHocTrka
Fy Hacrpoiika mocTa

Cozpate ApAbIK
¥panute

Fy  Mepenmercsate

[-H] >
f Cooiicrea

PucyHok 8. OkHo Cemeebie MoOKIro4YeHUs.
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5. B oxue NMNopgknoyeHne no nokanbHOM ceTn — CBOMUCTBA Ha BriIaake CeTb Boiaenure
ctpoky lNpoTokon UHTepHeTa Bepcumn 4 (TCP/IPv4). Haxxmure kHonky CBOMCTBA.

i 4

Y MogeniyyeHWe No NOKANEHOW CETH - CEOWCTER @

CeTe

Mn 04K NHYEHKE HEpES!

[
&

QTME'-IEHHI:IE EQRMNOHEHTEl HCNOAESYHTCH 3THR NOLE MHYEHHER!

I K aueHT nna ceTel Micrsoft
.@ MnaHupoBwWMWg nakeTos QoS
.@ Cny#tia oocTyna K $alinam M NpWMHTEpard ceTel Micro...
i [porakon MHTepHeTa eepod B [TCP/PYE]
B8 [porokon MHrepHeTa sepotid 4 [TCPAAPwd]
i palieep B/6 TONOAOra KaHaNEHOMD YROBHA

i (TBEETYME 0OHAPYHEHHA TONOAOMMK KaHaNEHOrD YpoEHA

[ HeoTaHoBMTE. .. YHoanume CeoiicTEa

OnucaHue

Mporokan TCPIP - cTaHaapTHEIN NpoTokon raodansHe:
CETEH, DAECNEYMEAIWME CEBASE MEHAY DASNMYHEINA
EZAMMOLEHCTEYHILLMNM CET Abdld,

k. ] [ OTrieHa

PucyHok 9. OkHo ceolicme roOKHYeHUs 10 fIoKasibHOU cemu.
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6. YcranoBure mneperirouarenu B nojokenue MonyumTtb IP-agpec aBTOMaTU4ecKu u
Monyuntb apgpec DNS-cepBepa aBTomaTtunyeckun. Haxxmure kuonky OK.

K

Ceoictea: Npotokon Muteprera eepoun 4 (TCP/IPwvd) @

e | ANETEPHATHEHSA KOHDKHIY paLKa |

MapameTpel IP MOrYT HASHAYATECA SETOMATHHECKH, BCAH CETh
NoAAEDHHEAET 3TY BOSMOMHOCTE. B NPOTHEHOM CNWYae NapaMeTok
IP MOM%HO NONYYKTE ¥ CETEEOrD AAMMHMCTRATORA,

@ TonyyuTe IP-a4pec SETOMATHYECK M

(71 MENoNE30BATE CNEAYHIWHE IP-aapec:

@ MNonysMTe aapec DMNS-CepEEpa SETOMATHHECKH

71 Monone30BaTE CNeAYHIWKE aapeca DMS-cepeepos:

MoATEEpAMTE NAPAMETORI OPKH BEIXOAE [ AONONHHTENBHD ]

[ O, ][ QTHMEHA ]

PucyHok 10. OkHo ceoticme npomokosna TCP/IPv4.

7. Haxwute kHonky OK B OKHE CBOICTB MOAKIIFOUYCHUSI.

Teneps Bam komnbroTep HaCTpOEH Ha aBTOMaTHuYeckoe nosydyenue [P-anpeca.
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MoaxknioueHne k komnbrotepy ¢ Wi-Fi-agantepoM

1. TloaxmrouuTe ajgantep MUTAHUS K COOTBETCTBYIOLIEMY Pa3beMy Ha 3aJHEHl MaHEeIH TOYKU
JIOCTYIIa, a 3aTEM — K IEKTPUIECKON PO3ETKE.

2. BxirouMTe KOMIIBIOTEp, JOKAUTECH 3arpy3KH ONEPALIMOHHONW CUCTEMBI.

3. Bxmounte Wi-Fi-agantep. Ha mopraTuBHBIX KOMIBIOTEpaX, OCHAIIECHHBIX BCTPOCHHBIM
OecIpOBOJIHBIM CETEBBIM QJANTEpOM, KaK IMpaBWIO, €CTh KHOIKA WM TEPEeKII0YaTelb,
aKTUBHUPYIOIIUNA OecrpoBOIHON ceTeBod anmanrtep (cM. qokymeHTaruio no Bamewmy I[1K).
Ecnu Bam KoMIIbIOTEp OCHAIIEH MOJKIIOYaeMbIM OECHPOBOAHBIM CETEBBIM AJalTEPOM,
YCTaHOBHTE POTpaMMHOE 00ecriedeHre, IOCTABIIEMOE BMECTE C a/IalITEPOM.
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Hactpoika Wi-Fi-agantepa B OC Windows XP

1. Haxwmure xHonky [yck u mepeiinure B pasmen lMaHenb ynpaBneHua > CeTb U
nogakKkn4YeHus K MHTepHeTy > CeTeBble NnoAKNK4YeHus.

2. Boigenute 3HaYOK OECIPOBOJHOTO CETEBOTO IMOAKIIOUCHHS U yoenuTech, uro Bam Wi-Fi-

aJlallTCp BKIIOYCH.

‘,5 CeTe Eble MOOKAHYEHMA Z”E|g|
L

dain  Mpaska Buwa  MsbpanHoe Cepewc  JononHutensHo  Cnpaeka ;,
- 6 D - | i
e Hazaa | \_/J lw - Mamck U Mankn @ CHHXPOHHZALHA NankH
‘:‘, CeTeBRIE NOAKNHHEHHA v | Mepexog,

| Brogawee
CeTeBLIE 3a8,a4M

B (05 AAHHE HOBOMD __ BwoAAwme NoaknHYeHHs
M0 AKEHHEHHA : F.MHEHTE HE MO 4K IHHEHE]
Y YETEHOBHTE AOMALIHKOH

" CeTh MMM C&TE Manoro EIL'bHEa

M3MEHWTE NapameTpel
BpaHaMayapa Windows

() MpocMoTR ADCTYMHEL oA AHIHEHHE N0 NOKaNEHoH ECMNPOBOAHOE CETEEDE
GECNPoB0AHEL CeTEH ceTH 3 i 2
’ o

TKAHOYHTE

NBC MNW BLICOKOCKOPOCTHOW MHTEPHET

& Orenosenve ceTesoro i CeTeEon Kabenk HE NOAKMKYEH | _
YCTPOHCTES MpocHoTp AOCTYNHLIX BecnpoBoAHbX ceTeH
BoccTaHOBEHHE MoK AHIHEHHE Mo NOKATEHOH
MO AR THIMEHHRA ¢ 1 IEIEDTKHMHBHD MenpasHTE

Iim MeperMeHoEaHHE |—|;.Fl
MO AR THIMEHHRA MoK MHMEHHA THA MOCT

MZMEHEHHE HACTROEK
NoA4ENHHEHHA

C034aTE APEIE

MeperMeHOEaTE

w

Apyrve Mecta

CEOACTES

[ NaHenk YNpaEnEHHA

PucyHok 11. OkHo Cemeeble MoOKIr04YeHUs.
3. BrInonHUTE NOUCK JOCTYIHBIX CETEH.

4. B OTKpPBIBIIEMCSI  OKHE Becn poBogHOe ceTeBO€e nNOAKIHYEeHUEe BBIACIUTC
OecripoBoaHyI0 ceTh DAP-1155 1 HakMuTe KHONIKY [MOAKNIOYUTD.

5. B otkpeiBmiemcs okae BBeaute kitod ceTu (cm. WPS PIN Ha Hakielike co IITPUX-KOJOM Ha
HIDKHEH maHenu ycrpoiictBa) B moyiss Knwou cetm u loarBepxaeHue Knw4ya u
Ha)XMUTE KHONIKY MOAKNIOUYNTD.

[Tocne Haxkatus Ha KHOMKY lMOAKNKOYUTBL ortobpasutcs okHo CocTosiHMe 6ecrnpoBoAHOro
CeTeBOro coeAMHeHwUs.

Ecnu mepBudHas HacTpoiika ycrpoiicTBa BeimonHsaeTcs yepe3 Wi-Fi-coennaenue, To cpaszy
' [OCJIC W3MEHEHHUS HACTPOCK OCCHpOBOIHOW CETH TOYKM JIOCTYIA, 3aJaHHBIX IO
®  YMOJYaHHI, HEoOXOonMMo Oy/ieT 3aHOBO YCTAaHOBHUTH _OECIPOBOIHOE COECIMHEHHE,
HCIIOJIB3YS TOJIBKO YTO 3aJaHHBIE TTAPAMETPEL.
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Hactpoika Wi-Fi-agantepa B OC Windows 7

1. Haxwmure xkHotiky MyCK u nepeiinute B pasnen NaHenb ynpaBneHus.

2. Beibepure nyukt LIeHTp ynpaBneHusa cetamm n obwmm aoctynom. (Eciu manens
yhopaBJICHUS HUMECT BUIA «IIO KaTCTOPHUIAM» (B BCPXHCM IpPaBOM YyINIy OKHAa B CIIMCKC
MpocmoTp BeiOpan nynktr KaTeropwus), Beibepute ctpoky [pPOCMOTpP COCTOSIHUA
ceTu n 3apaad nox nyukrom CeTb 1 UHTepHeT.)

([E=8 EOR ==
3
@Uv@ v Manene ynpaeneqna » Bce 3nemeHTbI NaHENW YNPaBAEHUA b - | +3 | | Mouck & narenu ynpasencHus R |
HaCTpOﬁKa napaMeTpoB KOMMNBHOTEPA Mpocrotp:  KpynHele sHavkw ™
- . 11YCK A
— [NapameTpbl 7 [
s P P ] MapameTpbl Nanok ! MepcoHanmsauma
WHAEKCUPOBaHWA v
. TNoaknouenns K = n 5 = [Mporpammel 1
yAaneHHsIM paboumm _Ir prcTynas k pabore }"J KOMMOHEHTEI
Mporpammel no _
. § PacnozHaBaHWe peun ., PoanTensckwid KOHTpONb
" YMONYEHWID i -
- | CueTumnkn n cpeacTea
5 Ceo¥icTea obospesatens [‘L,,.;ﬁh Cucrema -. P F

MPOKM3IBOANTENBHOCTH

"

TenedoH u mogem E YnpasBaeHWe LEETOM YcTpaHeHWe HEMONaA0K

LleHTp obHOBAEHMA
Windows

nonb3oBaTensi

m

LLEHTp CneuranbHblX

LLeHTp noafepxKu

<

57 _ YueTHble 3anmcw
#iyj| YCTpoWcTBa ¥ NpUHTEpSI %
qw LIeHTp CHHXPOHW3aLWK (

b
k. ¥ 4

& BO3IMOMHOCTER
KA LleHTp yNpaBneHus CeTAMK | = LndpoeaHwe ancka
LA P - . PP h WpndTh
=T W obwKM A0CTYNOM BitLocker
- A3blK M pernoHanbHble
SKpad INeKTponUTaHue P | 4
. <27 CTaHdAapThbl -

PucyHok 12. OkHo lNaHenb ynpaesieHus.

3. B MeHwo, pacrojoXeHHOM B JIEBOM 4YacTH OKHa, BblOepuTe myHKT WM3MeHeHue
napamMmeTpoB aganTtepa.

4. B OTKpBIBIIEMCS OKHE BBIJCIUTE 3HAYOK OECIPOBOJHOTO CETEBOTO TOAKIIOYCHUS H
ybenutecs, yro Bam Wi-Fi-anantep BKiIto4eH.

5. UToOBl OTKPBITh CIHCOK JOCTYIHBIX OECIPOBOAHBIX CETEH, BBIICIUTE 3HAYOK
OECITPOBOTHOTO CETEBOTO TOIKIIOYEHUS U HAKMUTE KHOIKY MoaknoyeHUe K wiu B
00J71aCTH YBEIOMJICHHH, PACIIOJIOKCHHOW B MPaBOW YacTH TaHENH 3a7ad, HAXKMHUTE JICBOU
KHOIIKOW MBIIIY Ha 3HAYOK CETH.

Her NoAKNHYEHNMA - Ecte ACCTYNHBIE NOAKAHYEHWA

PucyHok 13. Obnacmb yeedomrieHull naHenu 3adau.
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6. B oOTkpbIBIIEMCS OKHE B CIHCKE JOCTYIMHBIX OECIPOBOIHBIX CETEH BBIICIUTE
OecrpoBoaHyto ceTh DAP-1155, a 3areM Haxkmute kHoniky MogkntovyeHue.

Her nogkntoueHna *3
I:Ij l | EcTe gocTynHElE NogKAHIHEHNA
BecnpoecgHoe ceTeBoe CcoBAMHEHNE -
wireless router 1.1“
;:l Mogknrodatecs i | Doaknroyenune I
AETOMATHHECKI
LleHTp ynpaeneda ceTAMK 1 CBLLMM 4OCTYIIOM

PucyHok 14. Criucok docmyrnHbix cemed.

7. B otkpbiBIeMcs okHe BBeautTe kitod ceTu (cM. WPS PIN Ha Hakielike co IITPUX-KOJJOM Ha
HIDKHEH naHenu yctpoiictsa) B mojie Knroy 6esonacHocTH u naxmure kaornky OK.

8. TMomoxaure 20-30 cekynn. Ilocie Toro kak coequHeHue OyIeT YCTaHOBIIEHO, 3HAUYOK CETH
IPUMET BH/I IIKAJIBI, OTOOpaKaloIiel ypoBeHb CHTHAIA.

Ecnu nmepBruYHas HacTpoiika ycTpoiicTBa BhimonHsaeTcs yepe3 Wi-Fi-coenunHenue, To cpaszy
[oClie W3MEHEHHUS HAcTPOeK OeCHpOBOMHOW CETH TOYKM JOCTYMNa., 3aJaHHBIX IO
YMOJTYaHHI0, He0o0XxonumMo OyneT 3aHOBO YCTAaHOBUTH _OECIPOBONHOE COENHHEHHE,
KCIIONb3Ys TOJBKO YTO 33aJJaHHBIC NapaMETPBI.
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lModknroyeHue Kk web-uHmepgbelticy

[Tocne HACTPOWKHM COENMHEHUS C TOYKOW JocTyma Bbl mMoxkere oOpaTuThes K web-uHTEpdeicy
HACTPOWKM M YNpPAaBICHUA U 3afaHusi HEOOXOAMMBIX mapameTpoB (cozganus WAN-coenuHeHus
JUId TIOAKIIIOUEHUs K ceTu VHTepHeT, M3MeHEeHHMs NapaMeTpoB OeCIpPOBOJHOIO COEIUHEHUS,
HACTPOMKH MEXCETEBOI0 3KpaHa U Jip.)

3anmyctute web-Opaysep (cMm. paznen Ilpedsapumenvnas noozomoexa, ctp. 13). B aapecHoit
ctpoke web-Opay3epa BBeaute IP-ampec Toukn noctymna (mo ymonuaHuio ycraHosieH [P-aapec
192.168.0.50). Haxmure kiapuiry Enter.

tavin  Npaska Bra  JaknaakH BraseTel MHCTpYMEHTEI Cnpaeka

4= o | | M http: 192,168,050/ v

PucyHok 15. Beod IP-adpeca DAP-1155 @ aOpecHoli cmpoke web-bpay3epa.

Ecau npy momeITKe NOAKIIOYEHUs K web-untepdeiicy TOYKH JocTyma Opay3ep BbLIAET
! omuOKy THIA «Heso3moxcHo omobpazums cmpanuyyy, yOenuTech, YTO YCTPOMCTBO

OPaBUIBbHO MOAKIIOYCHO K KOMIIBIOTECPY.

[Tpu mepBoMm oOpamieHun K web-uHTepdeiicy HeoOXoAuMO M3MEHMTh Hapolib aJMHUHUCTPATOpa,
YCTaHOBIICHHBIN 10 yMoa4aHui0. BBenute HOBBINM mapons B nonsx Password u Confirmation.
Bb1 MoxeTe ycTaHOBUTH JIt000M mapoib, kpoMe admin. Vcnonb3yiite nudpsl, JaTUHCKUE OYKBbI
BEPXHET0 M HU)KHErO PEerucTpa, a TaKKe CUMBOJIBI, TOCTYNHbIE Ha KiaBUaType. 3aTeM Ha)KMUTE
kuHonky Apply.

Please, change default password

Password

Confirmation

Apply

PucyHok 16. CmpaHuya usmeHeHus naposiss adMuHucmpamopa, 3a0aHHO20 10 YMOJTHaHUIo.

3alOMHHUTE WM 3alUIINTE HOBBLIA napoJjb aAMHUHUCTPATOPA. B CJIydac yTEepu HOBOI'O
napoJjiad aIMUHHUCTPATOPA Brl cmoxere MOJYYNUTD JOCTYIT K HaCTnOI\/’IKaM TOYKH AOCTYyIiad
TOJBKO TIOCJIC BOCCTAHOBJICHUA 3aBOJACKHUX HACTPOCK MO YMOJYAHWUIO IIPpU TOMOIIH

anmaparaod kHonkd WPS/RESET. Takag mporenyvpa VHHUYTOXKHUT Bce 3aJaHHBIE Bammu

HaCT[QOﬁKH TOYKH JOCTyIA.
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[Tpu ciexyronmx oOpaieHusIX kK web-uHTepdeiicy OyIeT OTKPhIBAThCS CTPAHKIIA BXO/Ia B CHCTEMY.
Beenute ums nosnb3oBarens (admin) B none Login (UMA nonb3oBatens) u 3anannbiii Bamu
napois B nosie Password (Maponb), 3arem Haxxmute kHoniky Enter (Bxopn).

D-LINK DEVICE
Login
Password
Clear | | Enter

PucyHok 17. CmpaHuuya exo0la 8 cucmemy.
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Cmpykmypa web-uHnmepgbeuca
CrpaHuua obwein nncpopmauyunm
B cnydae ycneninoii peructparuu otkpeiBaetes crpanuiia Home / Information.
G\

Home !/ Information

Device information

Vendor: D-Link Russia

Madel: DAP-1155

Firmware version:

Build time: Mon Jul 20 12:22:03 MSK 2015

Summary: Root filesystem image for DAP-1155

‘Web revision: 7Tf0261e320519945184528ed48a09ddo682c9d5f
Support gdlink ru

Network information

LAN IP: 192.165.0.50
LAN MAC:
S5ID:
Security:

AN connection status: VAN type: Dynamic IP; Cable is not connected;

PucyHok 18. CmpaHuuya obuweli uHghopmayuu.

Web-unTepdeiic TOUKM J0CTyna JOCTYIIEH Ha HECKOJNBKUX si3bIKax. J[yisi BbIOOpa pyccKOro si3bIKa
HaBeAMTE yKa3aTenb MbIM Ha Haanuch English B Bepxsell wactu cTpaHuubsl u BeIOEpHTE
3HaueHne PYCCKUM B oToOpa3uBIIeMcsi MEHIO. Bbl MOXKETE MEPEKIIOYHTh SI3bIK B JTFOOOM pasielie
MeHI0 web-uHTepdeiica Touku A0CTyma.

System - English S

2 [ Information

Device information

PucyHok 19. lNepekntodeHue s3bika web-uHmepgbelica.

Ha ctpanuie Hayano / UHdopMaumsa npuseaena odias nHGOpMAIHs [0 TOYKE JOCTYIA U e
nporpamMmmMHoMy obecrnieuennto. Co cTpanuibl oomen napopmaruu Bel MokeTe cpa3y mepenTd Ha
HEKOTOpBIE CTpaHUIIbI web-uHTepdeiica.
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YtoObl OOHOBHUTH BHYTPEHHEE MPOrPAMMHOE OOECIEUEHUE TOUKH JIOCTYMA, IIEIKHUTE IJIEeBOM
KHOIIKOM MbIu Ha Tekyieil Bepcuu [1O (mpaBbiit ctonmber; crpoku Bepcusa npowmBKu) u
CJIeAyITe MHCTPYKIUSAM JUATOTOBOTO OKHA.

YroObl 00paTuThCs B TEXHUUYECKYIO moaepkky D-Link (oTmpaBuUTh cOOOILIEHHE MO 3IEKTPOHHON
MIOYTE), LIEIKHUTE JIEBOM KHOIKOW MBIIIN HA aJlpece TEXHUYECKOW IMOAJEPKKU (IIpaBblii CTONIOEN
cTpoku Tex. nogaepxka). [Tocie HaxxaTHst OTKPOETCSI OKHO TIOYTOBOM MPOTPAMMBI JUISI OTIIPABKH
HOBOTI'O NMMChMa HA YKAa3aHHBIN ajipec.

Y1oOBl MI3MEHUTH MAPaMETPhI JTOKATBHOTO MHTEpdeica TOUYKH JOCTYIIa, MIETKHUTE JIEBOM KHOTIKOM
Mmbimy Ha IP- mmm MAC-anpece nokansHoro natepdeiica (mpapeiii ctonder; ctpoku LAN IP wim
LAN MAC cootBerctBenHO). [Tocie HaXxaTHst OTKPOESTCs CTPAHHUIIA PEIAKTHPOBAHHS MapaMeTPOB
LAN-unTepdetica (moxpoOHOe onmrcaHue CTpaHUIlbl cM. B pasaene LAN, ctp. 97).

YroObl HM3MEHUTh OCHOBHBIC MMapaMETpbl OECHPOBOIHON CETH YCTPOWCTBA, IICIKHHUTE JICBOU
KHOITKOM MBI Ha Ha3BaHMM OecrmpoBOAHON cetu (mpaBwiii ctomber; crpoku SSID). Ilocie
Haxxatus otkpoercs crpanuiia Wi-Fi / OCHOBHble HAaCTPOMKM (110poOHOE OMTUCAHNUE CTPAHHUIIBI
cM. B paznene OcnosHnble Hacmpoiiku, ctp. 100).

YrtoObl U3MEHUTH MapaMeTpbl 0€30MMaCHOCTH OECIIPOBOJHON CETH TOYKHU JOCTYIIA, IIEIKHUTE JeBOM
KHOTIKOW MBI Ha HA3BaHWUHM CETeBOW ayTeHTH(UKaiuu (mpaBblii cTONOEH CTpoku Security).
[Mocne naxatus otkpoetrcs crpanuna Wi-Fi / HacTpouku 6e3onacHocTtu (mompoOHoe
OMHMCaHuE CTPaHUIILI CM. B pasnerne Hacmpoiiku 6e3onacnocmu, ctp. 102).

Paspenbl MeHIO

ﬂJ’I}I HaCTpOﬁKH TOYKH OOCTYyIIa HCHOJ’IB3y1>iTC MEHIO B JICBOI YacTH CTpPAaHUIIbL.

B paznene MOHMTOPWHI mpencraBieHa WHTEPAKTUBHAs CXeMa, HADIAJHO JEMOHCTPHPYIOIIAs
HACTPOUKHM TOUKH JOCTYIA U CTPYKTYPY JIOKAJIbHOM CETH.

B paznene Hauano Ber MmokeTe 3amycTuTh HY)XHBIH Bam MacTep HacTpoiiku.

YT1oObl HACTPOUTH MOJKIIOUEHHE K ceTu MHTepHet, nepeiiaure Ha crpanuily Click'n'Connect
(mompoOHoe onucanue macrepa cM. B paznene Click'n'Connect, ctp. 38).

YroObl HACTPOUTH OECIPOBOIHYIO CETh TOYKM JOCTYyMa, mepeiaure Ha crpanuiny MacTtep
HacTpPpoMKn 6ecrnpoBOAHOM CeTU (moapoOHOE OMHMCaHWE MacTepa CM. B pasaene Macmep
Hacmpouku 6ecnposoonoii cemu, ctp. 58).

UYtoOBI HACTPOUTH OCTYI U3 ceTh MHTEepHET K web-cepBepy, HaxonsiemMycs B Bareii tokanpHOU
ceru, mepeiigure Ha crpanuiy MacTep HacTpPOWKM BUpPTyanbHOro cepBepa (moapobHOe
ONMCAaHHUE MacTepa CM. B pazziesie Macmep nacmpoilku eupmyaivHo2o cepgepa, ctp. 64).

UTo0Bl HACTPOUTH YCTPOMCTBO A ucnoib3oBaHust IPTV-mpucraBku, nepeiaute Ha CTpaHUILY
Mactep HacTpouku IPTV (mmoapobHoe ommcanue mactepa cM. B pasaeie Macmep nacmpouxu
IPTV, ctp. 66).

Ha crpanunnax pasgena CTaTyC mpencTaBieHbl JaHHBIC, OTOOpPAKAIOIIME TEKYIIEe COCTOSHUE
TOUYKH JIOCTymNa (ONMMCAaHUE CTPAHUIL CM. B pazzaene Cmamyc, cTp. 67).
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Ha crpanunax pasaena CeTb MOXHO HACTPOMTH OCHOBHbIC mapamerpbl LAN-unTepdeiica Touku
JIOCTYTIa U CO3/1aTh MOAKIIOUEHHE K ceTr VHTepHeT (omnucanue cTpaHuil cM. B pasnene Cems, CTP.
73).

Ha crpanunax paznena Wi-Fi MoxHO 3amath Bce HEOOXOMMMBIC HACTPOWKM OCCIIPOBOIHOWM CETH
yCcTpoiicTBa (onmucanue crpanull cM. B pazaene Wi-Fi, ctp. 100).

Ha ctpanumax paznena [JJOMOMHUTENbHO MOXHO 3aJaTh JOMOJHHUTEIBHBIC MapamMeTpbl TOYKU
JIOCTyTa (OMUCaHue CTPaHUIl CM. B pazjene Jonoanumensuo, ctp. 123).

Ha crpanunax pasaena MexceTeBOM 3KpaH MOKHO HACTPOUTH MEXKCETEBOI 3KpaH (OMMCcaHUe
CTpaHHUIl CM. B pazzaene Medxccemesoit Ixkpan, ctp. 140).

Ha crpanunax pasnena KOHTPONb MOXHO 3anaTh OrpaHuueHHss Ha JOCTYN K ceTu MHTepHer
(ormucanue cTpaHuIl cM. B pasaene Konmpons, ctp. 151).

Ha crpannnax pasgena CucTema mpeicraieHbl GYHKIMU JJsi pabOThl C BHYTPEHHEH CUCTEMOMN

TOYKH JOCTyMa (OMHMCAaHNUe CTPAHUIL CM. B paznene Cucmema, ctp. 153).

Bbl Takke MOXETe HAWTHU ONPEINECIICHHYIO CTPAaHMIy HAacTpPOEK C IOMOIIbI0 moucka. s 3toro
BBEJMTE HA3BaHUE CTPAHUIIBI WIM €r0 4acTh B CTPOKE MOMCKA B BEPXHEW YacCTH CTpaHMIbI web-
uHTepdeiica, a 3aTeM BbIOEpUTE HEOOXOJUMYIO CCBUIKY B pE3yNbTaTax MOMCKa.
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YBeaoMJIeHUsl U pacKpbiBaloLieecss MeHlo CucrteMa

Web-unrepdeiic Toukn gocTyna oToOpakaeT yBeIOMIICHHS B TIPAaBOM BEPXHEM YTy CTPaHUIIBI.

KoH(Urypauua ycTpoicTea

OblNa M3IMEHEHS

PucyHok 20. YeedomneHuss web-uHmepdgbelica.
Haxkxmute Ha 3HA4OK, OTOOpa)KAIOMIMK KOJIMYECTBO YBEJOMIJICHHH, YTOOBI MPOCMOTPETH IMOTHBIN

CIIUCOK, U HA)KMHUTE COOTBETCTBYIOIIYIO CCHUIKY.

Ilpu HacTpoiike ycTpoiicTBa He0OXOAMMO COXPAHATH BBLINOJHCHHBIE W3MEHEHUS B
u BHC[!FOHCSaBPICI/IMOﬁ HaMATH.

Bbl MoXkeTe coxpaHUTh HACTPOMKH TOYKU JOCTYIA MPU IMOMOILU MEHIO, KOTOPOE 0TOOpa)xaeTcs npu
HABE/ICHUH yKa3aTelsi MBIIIM Ha Haanmuch CUCTEeMa B JIEBOM BEpPXHEM YDy CTpaHHUIBL Taroke ¢
nomomnpio MeHIO CUcTeMa Bbl MokeTe mnepe3arpy3urh YCTPOWCTBO, CO3[aTh M 3arpy3uTh
PE3EpBHYIO KOIMHUIO HACTPOEK, BOCCTAHOBUTH 3aBOJCKME HACTPOWKH, OOHOBUTH BHYTPEHHEE
IporpaMMHOE 00ecrieueHre yCTPOMCTBA, a TAKXKE BHIKIIOUMTD WIIM BKIIOUUTH OECIPOBO/IHYIO CETh.

Cucrema » Pycckuin I

1 N [
/l\

CoxpaHute [lepesarpy... [lony4dTs .

B «* O

BoccraHoe... Cbpocuts .. OBHOBWTL .
N R
)
Wi-Fi BuIATK

PucyHok 21. MeHo Cucmema 8 gepxHeli Hacmu cmpaHuupbi.
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YcTaHOBKa U NoAKroveHne TOUYKU
pocTyna

nemMeHT OnucaHue

=

Haxmure Ha 3HaYOK, YTOOBI COXpAaHUTH BBINOJHEHHbIE Bamu
HaCTPOWMKHU TOYKH JOCTYIIA B DJHEPrOHE3aBUCUMOM NaMSTH.

Bbl Takke MoOXeT€ COXpaHUTh MapamMeTpbl YCTPOWCTBA, Ha)KaB

Coxpanuts kHorky COXpaHuTb Ha crpanuie Cuctema / KoHdurypaums.
NV
p— — v
718 Haxxmure Ha 3HA4Y0K, 4TOOBI Tepe3arpy3uTh YCTpOHCTBO. Ilpu
nepesarpys3Ke Bce HeCOXpaHEHHbIE HACTPOUKH OyIyT yTEePSHBI.
Mepe3arpy3uTb

ry
MonyyuTb KOonuio
HacTpoek

Haxmute Ha 3HauoK, 4YTOOBI COXpaHHUTh KoH(pUTrypanuio (Bce
napamMeTpbl TOYKH JOCTYNa) Ha JOKAWIHBHOM JUCKE KOMIIBIOTEpA.
PesepBHass komusi HacTpoek OydeT HaXOAWThCS B MAalke
3arpyxaembix (aiinos Barrero 6paysepa.

Bpl Takxe MoxkeTe co3maTh PE3CPBHYIO KOIIMKO HACTPOCK, HaAXKaB

kHonky Pe3epB. konuaA Ha crpanmune Cuctema |/
KoHdurypauums.
1
Haxmute Ha 3Ha4oK, 4TOOBI mMepeiliT Ha crpanuiyy Cuctema /
KoHdurypauums.
BoccTtaHoBUTBL curypau
KOHcpUrypauumto

P

COpocuTb HaCTPOUKHN

Haxxmute Ha 3Ha4OK, 4TOOBI COPOCUTH HACTPOMKH TOUKU JIOCTYINA K
TaKXKe MOXKETEe BOCCTAaHOBUTH
HACTPOMKH 1O YMOJYAHUIO, HAKaB KHONKY 3aBOACKUEe

HacTpPOMnKM uHa crpanuie Cucrema / Koncpurypauyms.

3aBOJICKMM  YCTaHOBKaMm. Bel

COpoc HacTpoek K 3aBOJCKHM YCTaHOBKaM TaKXe MOXHO

BBITMIOJHUTH ¢ ToMo11bto anmnaparHoit knonku WPS/RESET.

o

OobHoButsb NO

Haxxmute Ha 3Ha4OK, 4TOOBI OOHOBUTH BHYTPEHHEE MPOTPAMMHOE
o0ecrevyeHre TOYKH 10CTYIIA.

Bel Takxke Mokere oOHOBUTH BHyTpeHHee [IO Ha cTpaHuie
Cucrema / O6HoBneHue MNO.

M

HaxmuTe Ha 3HAYOK, YTOOBI

OecrnpoBOJHYIO CETh YCTPOUCTRA.

BBIKJIIOYUTh HWJIH  BKJIIOYHUTH

Bp1 Taxke MOXKETE BBIKIIOUMTH/BKIIOYUTH OCCIPOBOIHYIO CETh HA

Wi-Fi crpanune Wi-Fi / OCHOBHbIe HaCTPOMKM.
"E Haxmure Ha 3HauoK, 4YTOOBI 3aBeplIMTh paboTy ¢ web-
UHTEPEHCOM TOUKH JTOCTYTIA.
Bbintun
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MABA 4. HACTPOUKA YCTPOUCTBA

MoHumopuHe
Ha CTpaHUIEC IMPEACTABJIICHA HWHTCPAKTUBHAA CXEMa, HANIKIAHO IACMOHCTpUPYROMIas HaCTpOfIKI/I

TOYKHU JOCTYIA U CTPYKTYpPY JOKAJIBHOM CETH.

Hume,

#®
--- { [Bui]
Bpandmaysp . m 4
-
Kormpors = Janpeueto ¥
- -
Joransnan
N [ | cems
Bup
MAC-@uromp
[
—o®
Wi-Fi-@unvinp = v
- o
| [obasuTb
2.4GH KNHEHTE
4GHz
DAP-1155 @ 802,11 BIG/N mixed ¥
» e~ e

PucyHok 22. Cmpa+Huuya MoHumopu-He.

Ha crpanuiie MOHUTOPUHI Bbl Takke MOXKeTe M3MEHHUTh OCHOBHbBIC MapaMeTPbl TOUKH JOCTYIIA.
YT0oOBI 00paTUTHCS K PaCHIMPEHHBIM HACTPOIKaM YCTpOiicTBa, HAKMUTE CChUIKY Bce HacTpomrku
YCTPOMCTBA B JICBOM HIDKHEM YOIy cTpaHuibl. [logpoOHOe omucaHue Kaxaoil (GyHKIUH

CMOTPUTE B COOTBECTCTBYIOIIEM PA3JACIIC NAHHOTO PYKOBOACTBA ITOJIB30BATCIIA.
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HacTpoika yctpornctBa

Ha HHTCpaKTHBHOﬁ CXEMC MPEACTABJICHBI CICAYIOIIUC DJICMCHTLI:

nemMeHT OnucaHue

S

UHTepHeT

Onement WHTepHeT oroOpaxaer wuH(pOpPMAIMIO 00 aKTUBHOM
coeauHeHuu. HaBeaure ykazaTenb MbIIIM Ha MUKTOTPAMMY, YTOOBI
MEPEKIIIOYUTh aKTUBHOE COEIMHEHUE, YIAJUTh CYIIECTBYIOLIHNE
COEAMHEHUsI UM JOOaBUTh HOBBIE.

Ecim Ethernet-kabenb, mpenocraBieHHBI Bammm mpoaiinepom,
noakiaodyeH K WAN-mopTy TOYKM JOCTyma, B JIEBOM YacTH
0TOOpaXkaeTcs Ha3BaHWE AKTMBHOTO COCIWHEHHS, MOJYUCHHBIN WU
3aganubii [P-ampec, a takke MAC-anpec 3toro coenuueHusi. Bul
MoxkeTe u3MeHuTh MAC-ajgpec B pexuMe peAaKTHUPOBAHHS WU
kJIoHUpoBatb MAC-anpec OIHOrO U3 IMOJAKIFOYEHHBIX YCTPOWCTB,
HaBeNIs yKaszarelb MbIIIM Ha mnukTorpammy KnoHupoBaTtb
MAC-agpec (o).

B mnpaBoii uyacti oroOpakaeTcs TEKyllas CKOPOCTh TMepeaaqn
JAHHBIX W 00N 00beM MPUHSATHIX JaHHBIX.

Onement bBpaHAMayap oroOpaxkaeT KOJHMUECTBO AaKTUBHBIX
npasui [P-¢punerpa. HaBenuTe ykaszarens MBIIIN Ha MTHKTOTPAMMY,
qr00BI MPOCMOTPETh CHHCOK mpaBwi IP-punsrpa, ynmanurte
CYIIECTBYIOIIME TMpaBWia WIA JOOAaBUTh HOBBIE, OBICTPO

Bpanamayap MEPEKIIIOYUTh  PEKUM  (PWIBTPAMKA  JUII  COOTBETCTBYIOIIETO
npaBua.
DneMeHT KoHTponb ortoOpakaer KOJIMYECTBO
3alpelleHHbIX/pa3peleHHbIX caiiToB. HaBenuTte ykaszarenb MBIIIN
Ha MHUKTOTpaMMy, 4TOObI MPOCMOTPETh CHHCOK CAWTOB, YIAJIUTh
CYIIECTBYIOIIUE 3aMUCH UM T00aBUTH HOBBIE.
HWcnonp3yiite nepexiroyarens Bkn/Bbikn URL-punbTp (=),
YTOOBI BKJIIOYUTH WM BBIKIIOYUTE URL-puibTp.

KoHTponb

Hcnonp3yiiTe pacKpbIBAIOIIUNACS CIHCOK B IMPABOM YacTH, YTOOBI
OBICTPO MEPEKIIOYUTH PEKUM PAOOTHI: 3aIPETUTH TOCTYM K cailTam
U3 CIIUCKA WIN Pa3peluTh JOCTYII TOIBKO K CaliTaM U3 CIHUCKA.

-’

YcTponctBo

OnemeHT  YCTPOMCTBO  cXeMaTW4yHO  u300pakaer  Baime
ycrporicTtBo. HaBequre ykasarenb MbIIIN Ha IIPaBblil BEPXHUN yIoJl
MUKTOIPaMMBbI, YTOObI OTOOPa3UTh CUCTEMHOE MEHIO, C MOMOILBIO
KOTOPOTO MOXHO II€pe3arpy3uTh YCTPOMCTBO, CO3[aThb PE3EPBHYIO
KOIUIO KOH(Urypamuu, cOpOCUTh HACTPOMKH YCTpoicTBa K
3aBOJICKUM YCTaHOBKaM, OOHOBHUTh HPOTrpaMMHOE obecrieueHue,
3aBepIIUTh padoTy ¢ web-unTepdericom.
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nemMeHT OnucaHue

Onement MAC-pUNbTP  oroOpaxkaer o0miee  KOJIHYECTBO
KJIMEHTOB, JIJIsl KOTOPBIX JEHCTBYIOT MpaBuiia GUITPAIMU, U YHUCIIO
;{5}; 3a0JIOKMPOBAHHBIX KIHWCHTOB. HaBeauTe yKasarelb MBIIIA Ha

MUKTOTPaMMy,  9TOOBI  TPOCMOTPETh  CIUCOK  (DUIBTPYEMBIX
MAC-punsTp KJIHEHTOB, YIAJIWTh CYHIECTBYIOIIUX KJIMEHTOB WIH J100aBHTh
HOBBIX, OBICTPO  TMEPEKIIOYHUTh  pPeXUM  QWIBTpAUK IS

COOTBCTCTBYIOIICTO KIIMCHTA.

DiieMeHT BupTtyanbHble cepBepbl OTBEYaeT 3a
TiepeHarpaBlieHue BXOsIIero Tpaduka Ha onpeneneHHbd [P-agpec
B JIOKATBHOW CETH, OTOOpakaeT o0Imee KOJIMYEeCTBO TIPaBHI
MepeHanpaBieHuss Tpaduka W YUCIO TPaBUJ, JEHCTBYIOIIUX B
KOHKPETHOM JIOKaJIbHOW ceTu. HaBenurte ykasaTenb MBIIIM Ha
BupTtyanbHble cepBepbl| NUKTOTpaMMy, YTOOBI  MPOCMOTPETh  CIHMCOK BCEX  IPaBHII
nepeHanpaBiIeHus TpaQuka, yIlaIuTh CYIISCTBYIONIUE MTpaBUia WIH
00aBUTH HOBEBIE.

Onement DHCP mpencraBiser co0oif  mikamy, Ha KOTOPOM
pacnionoxeHn nuana3zoH [P-anpecoB DHCP-cepsepa. Jlunamuueckue
KJIMEHTHI mojty4aroT IP-ajpeca u3 yka3aHHOTO JAHUamna3oHa.

WUcnons3yiite nepexmouarens Bkn/Bbikn DHCP-cepsep (V),
DHCP 9TOOBI BKJIFOUUTH WM BeIKITIOUNTE DHCP-cepBep. [l m3MeHCHHS
Jyara3oHa IEpeMEIIANTe TOJ3YHKH [0 IIKAJIE€ WIA BBEIUTE
3HAQUCHHE C KJIABUATYphl B pPEKUME pEeAaKkTUpoBaHuUs. B pexume
PEOAKTUPOBAHUS TAKKE MOXKHO 33JaTh MAaCKy MOJCETH.

Obmacte [UHaMU4YeCKue KIMMEHTbl TpeJHa3HaueHa  JUis
(B OTOOpaXeHUSI BCEX TOAKIFOYCHHBIX JIMHAMUYCCKUX KIMEHTOB.
I'paduueckoe o0003HaYeHHE OTOOpa)kaeT Ha3BaHHWE YCTPOWCTBA,
MAC-anpec u mnomyuyeHHbld [P-agpec. Cnucok aeicTBHIA,
JOCTYITHBIX ISl KaXJIOTO KIMEHTa, OTOOpakaeTCsl MPH HaBEICHUH
AnHamnyeckue yKazarelis MBIIKA Ha TUKTorpamMmy. UToOBI cBsi3aTh Tekymui IP-

KIUEHTbI anpec ¢ MAC-aapecoM KIIHEHTa, MEPEeTaliuTe ero rpaduueckoe
0003Ha4YeHHUe B 00JIaCTh CTATHYECKUX KITUCHTOB.
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nemMeHT OnucaHue

Obmacte  CTaTU4eCKUe  KIMWEeHTbl TmpeaHa3HayeHa  Juis
OTOOpaKEHUsI  BCEX  CTAaTHYECKMX  KJIMEHTOB. [ padudeckoe
o0o3HaYeHne OTOOpa)kaeT Ha3BaHWEe ycTpoiictBa, MAC-ampec u
nonyueHHslid [P-agpec. Crincok necTBuil, JOCTYIHBIX ISl KaXA0TO
KJIIMGHTa, OTOOpa)kaeTCs NPH HAaBEICHWM YyKa3aTelas MBI Ha
nukrtorpammy. YTtoObl pasopBath cBs3bp Mexay MAC-agpecom
CTaTnyeckme KnNueHTbl | KIHeHTa u ero TekymuM [P-agpecom, neperamure ero rpaduieckoe
o0o03HaueHUE B 00JIACTh JUHAMHUYECKHUX KIMEHTOB. Bocmomb3yiiTech
kHonkoii [JOoOGaBWUTb KIMEHTA i J100aBIEHUS CTAaTHYECKHX
KJIMCHTOB.

Onement BecnpoBogHasi ceTb oroOpaxaer WHPOPMAIUIO O
pabore Wi-Fi-momyns. CrneBa oToOpaxaeTcsi Ha3BaHHE TOYKHU
noctyna. Bel MOXKeTe H3MEHHUTh €r0 B PEIKUME PEIaKTHPOBAHHS.

Hcnone3yiite nepekiatodarenbr CKPbITb TOUYKY gocTtyna (®/ ),
YTOOBI PaspCIINThG WKW 3alPCTUTL JAPYIrUM I10JIb30BATCIIIM BUIACTH
Barmry 6ecripoBOIHYIO CETh.

Hcnone3yiite nepekarouarear Bkn/Boikn Wi-Fi (- ™), uro6sr
BKJTIOUNTH MJIH BBIKITFOYHTH O€CIIPOBOIHYIO CETh.

BecnpoBogHasA ceTb | Cnpasa 0TOOpa)kaloTCs CTaHIAPTHI YCTPOMCTB, KOTOPHIE MOTYT
MOJKIIIOYAThCSl K TOYKE AOCTyma. Bbl Moxere BBIOpaTh Ipyrue
CTaH/IapThl B PACKPBIBAIOIIEMCS CITHCKE.

Hcnone3yiite mepexmouarens Bkn/Bblkn 3awuty naponem
( + /%), uToOBIl M3MEHHUTH MapaMeTpbl Oe3omacHOCTH Barmeit
OecnipoBogHOI ceTH. YTOOBI MPOCMOTPETH WM W3MEHHUTH IapoJlb,
HepeiiuTe B p&KUM PEAAKTUPOBAHHS COOTBETCTBYIOIIETO MOJS.

Dnement  BecnpoBogHas cetb  (PeXum  KnueHTa)
(T) nemMoHcTpupyer padory Wi-Fi-momynst B pexxume kimenra. Crpasa
- OT rpaduyueckoro MpeACTaBIEHUS JPYrod TOYKH JOCTyIa

BecnpoBoAHas ceThb oroOpaxkaercs ee HazBanue u MAC-aznpec.

(PeXxum KnueHTa) Hcnone3yiiTe mnepekmoyareas BbIKMIOYATL PEXUM KIMeHTa
( ~ ™ ), yTOOBI BHIKITIOYUTD PEKUM KIIMEHTA.
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nemMeHT OnucaHue

Onement Wi-Fi-punbTp otobpaxkaer xonmmdectBo MAC-anpecos,
3aHeceHHbIX B Wi-Fi-gunbtp. Dnement HemoctymeH, ecnu Wi-Fi-
MOJYJTb HAXOMUTCS B peXXHMe KineHTa. HaBemute ykaszarenb MbIIIN
Ha MUKTOTpamMMmy, 4ToObl mpocMmoTpeTh chucok MAC-aapecos,
VAAIUTh CYIIECTBYIOIINE aJIpeca WK J00aBUTh HOBEIE.

Hcnonesyiite nepekmodarens Bkn/Bbikn Wi-Fi-counbrp (=),

Wi-Fi-punetp 9YTOOBI BKIFOUUThH WM BBHIKIIOUUTE Wi-Fi-GuibTp.

Hcnonp3yiiTe pacKpbIBAIOIMUNCS CHHCOK B TMPABOM YacTH, YTOOBI
OBICTPO HW3MEHUTh PEXUM (UIBTpPA: PA3PELIUTh WIH 3alpeTHTh
JIOCTYT K Bareit 6ecipoBoHOM ceTH.

B nanHom pasznmene Bbl MoxkeTe oOpaTuThCs B TeXHUYECKyrO momaepxkky D-Link (oTmpaBuTh
COO0IIIeHre TO DMEKTPOHHOU moute). s ATOro MIETKHUTE JIeBOM KHOIKOW MBIINIM Ha ajpece
TEXHUYECKOM MOJAEPKKM B MPAaBOM HMKHEM YIIy cTpaHuupbl. llocie Haxxartus OTKpOeTcs OKHO
IIOYTOBOM IPOTrPaMMBI JJIs OTIIPABKUA HOBOT'O IIMCbMa Ha YKa3aHHBIN aJpec.
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Click'n'Connect

Uto6bl HacTpouTh noakiatoueHue k cetn HWHrepHer (WAN-coennHeHue), Ha)XMUTE CCBUIKY

Click'n'Connect B pazaene Hayano.

Hauyano/ Click'n'Connect

Internet MogkniounTe Ethernet-kabent nposaigepa k WAN-nopty
£ (Internet) ycTpoiicTea.

Momanyicta, ybeaureck, 4To uHgukatop WAN roput
nepeq, HaxaTuem KHonku [Janee.

[anee =

PucyHok 23. Hacmpotika noOkmnrodeHus1 K cemu IHmepHem.

[Toaxmiounte Ethernet-kaGenb, mpenoctasneHHbii Bamum nposaiinepom, k. WAN-nopty TOUYKH
nocryna. IIpoBepere cOCTOSIHME COOTBETCTBYIOLIETO CBETOAMOIHOIO MHIMKATOpPa (JOJIKEH IOpeTh

unankarop UHTepHeT).

YToOBI MMPpOAOJIKUTh, HAXKMUTC KHOIIKY ﬂanee.
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Ha4ano / Click'n'Connect

BrabepuTe THN COSO0MHEHWA:

® TuncoegMHeHnA He Belfpad

) PPPoE
LnA coedurnenur dannoz2o muna mpeByemcA UMA NoNL308aMenA U fapont. Taroe coedunenues
uCAonB3yemcA dna noditoverur no Ethernet unw mo DSL.

() Crammuectmi IP
CoedureHue JaHHOZ0 MUNa No3sonsem Bam ucrons306amb QUNC UposaHHBIl IP-adpec,
npedocmasnenmsil BaWUM nposaldepom.

2 OuHamuueckni IP
CoeduHeHUE JaHHO20 MUNE NOZSONAEM Nonyyams [P-adpec 88MOMAMUYECKY Om Nposaliepa.

) PPTP + Ctatuueckui IP
CoeduHeHUe daHHO20 MuUna npedcmasnrem cobold coBdURHEHUE C CEPSEDOM, 3EULIUEHHOE C MOMOLLEH
CO308HUA CREUNENBHO20 MYHHENA 6 CMandapmyol, HesawpwenHod cemu. Tanoe coeduHeHue
UCMTONL3YEmcA HEKOMOPEIMY nposalidepamy docmyna k cemu Hameprem. [na Hezo mpebyemcr ums
MONB3I0DEAMENR U NapoNs. BrBpas OaHHBIL MU coedureHur, By Moxeme 3a0ams ghuKe UPOSaHHBIL IP-
adpec ONA HE3aWLEHHOU CEMU Neped HBCMPOUNDU My HHENA.

) PPTP + OnHamuueckni IP
Coedunenue dannozo muna npedcmaenmem cobol coeduNenUe © CEPEEPOM, FELULLIEHNDE C MOMOLE
CO308HUA CREUNENBHO20 MYHHENA 6 CMandapmyol, HesawpwenHod cemu. Tanoe coeduHeHue
UCMONB3YEMCA HEKOMOPEMY nposalidepamMy docmyna k cemu Mimeprem. na nezo mpeByemca umsa
MONBL3I0EEMENA U MapoNnt. Brbpas daHHBL mun coedunerus, By asmoMamuYecky nonyyacme IP-adpec
A HE3SWNLEHHON CEMU om npogaudepa.

' PPPoE + Cramueckuii IP

PucyHok 24. CmpaHuuya ebibopa murna coeOUHEHUS.

Ha oTkpbIBIICHCS CTpaHMIlC BBIOEPUTE HEOOXOMMMOE IOJIOKEHHE TEPEKIIoUYaTesii W HaKMHUTE
kHomKy [lanee.
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CozpnaHune WAN-coegumHeHus

CoeduHeHue muna PPPoE

Hauyano/ Click'n'Connect

Mma coeguHeHmAa™

A pPROE
Mma nonb3osatena:”
Maponb:*

MoaTeepaeHue napona:*

MogpobHo
il < Hazag [anee =

PucyHok 25. Hacmpotka WAN-coeduHeHusi muna PPPoE.
B monie AMA coeanHeHUA 3aaliTe Ha3BaHUE COCAMHCHHUS [T YAIOOHOUW MIACHTH()UKAIIIH.

B none UMAa nonb3oBaTtena seeaure Bamn snorun, a B nons Maponb u MNoarBepXxaeHue
Napons — napoJib, MpeaocTaBieHHbie BamM mpoBaiiaepom goctymna K cetd HTepHeT.

Kak npaBuio, yka3aHHbBIX TapaMeTPOB JOCTATOYHO JUIsl HACTPOMKHU COEIMHEHUSI BHIOPAHHOTO THUIIA.
Eciu Bam HeoOxonuMo 3afaTh JOMOJHUTENbHBIE MapaMeTphbl, OTKPONTE SKCIEPTHBIN pPexUuM
HacTpoek. Jlis 3Toro Ucnonb3yiTe NnepeKiouaTesb B JIEBOM HIKHEM YIVIy CTpaHMIBI (OIpoOHOe
OTIMCaHUE BCEX MapaMeTPOB COeNMHEHUS cM. B pazaenie WAN-coeounenue muna PPPoE, ctp. 74).

YroObl IPOIOIKUTH, HAKMHTE KHOTIKY [lanee.

Ha otkpeiBmieiicst cTpanunie OynyT OTOOpakeHBI BCE 3aJaHHbIe BaMM HAacCTPOWKH COCTUHEHUSI.
Haxwmure xkHonky MpUMeEHUTb, utoOsl coznath WAN-coenuHenue, wiv kHonky Hasag, atoOsr
3aJaTh JPYTHE HACTPOMKH.

[Tocne Haxkatus Ha KHOTMKY [MPUMEHUTb OTKpoeTcs cTpaHWIla TPOBEPKHU TOCTYIHOCTH CETH
Wurepuert (cm. pasnen Ilposepka oocmynnocmu cemu Hnmepuem, ctp. 53).
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTtpotika ycTponcrBa
PykoBogcTtBo nonb3oBarerns

CoeduHeHue muna Cmamu4eckul IP

Hayano / Click'n'Connect

MimA coeguHeHHA: static
IP-agpec:”
CeTesan macka™

IP-agpec wnw3a™®

MepeuuHelil DNS-cepeep:”

MogpobHo
a5 < Hasan [anee =

PucyHok 26. Hacmpoika WAN-coeduHeHusi muna Cmamudeckul IP.
B nosiie UMA coeanHeHuUs 3ajaiite Ha3BaHWE COCAMHEHUS [T YIOOHOUM HACHTU(DUKAIMH.
3anonuute nois IP-agpec u CeteBasa macka.
B none IP-agpec wnto3a seexute [P-anpec 1muiro3a, UCoab3yeMoro JaHHbBIM COCAMHEHHUEM.
B nosnie MepBu4HbIN DNS-cepBep Brenute aapec nepsuuanoro DNS-cepsepa.

Kak npaBuiio, ykazaHHBIX [TapaMeTPOB AOCTATOYHO Il HACTPOUKH COEAUHEHHS BBIOPAaHHOTO THIIA.
Ecnu Bam HeoOXoauMo 3aiaTh JONOJHHUTEIbHBIE MapaMeTphbl, OTKPOMTE 3KCIEPTHBIA PEXUM
HacTpoeK. JlJis 3TOro UCMONb3yUTe MEePEeKIIoUaTellb B JIEBOM HUKHEM YTy CTpaHUIIbI (TIOJpOOHOE
ONMCAHHUE BCEX IapaMETPOB COEAMHEHHUs cM. B pasaene WAN-coedunenue muna CmamuyecKkuii
1P unu /lunamuueckuii IP, ctp. 79).

YroObl IPOIOKUTE, HAKMHTE KHOTIKY [lanee.

Ha otkpsiBiIciicss cTpaHuiie OyayT OTOOpaKeHbI BCE 3ajJlaHHbIe BaMu HACTPOWKH COCIUHCHUSI.
Haxxmute xHorky NMPUMeEHUTb, utobsl co3nath WAN-coenunenue, win kaonky Hasag, utoOsb
3a7aTh APyTHe HAaCTPOUKH.

[Tocne Haxarusi Ha KHOMKY [PUMEHWUTb OTKpPOETCS CTpaHHUIA MPOBEPKH JOCTYIHOCTH CETH
Wurepuert (cm. paznen Ilposepka docmynnocmu cemu Hnmepuem, ctp. 53).

CtpaHuua 41 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTtpotika ycTponcrBa
PykoBogcTtBo nonb3oBarerns

CoeduHeHue muna JQuHamuyeckuli IP

Hauyano/ Click'n'Connect

Mma coeguHeHma: dynamic

Monyuite anpec DNS-cepsepa [
aBToOMaTUYECKMN:

MogpobHo
AR < Hasag [anee =

PucyHok 27. Hacmpotka WAN-coeduHeHuss muna JuHamuyeckuli IP.
B noie UMa coeanHeHUs 3ajaiite Ha3BaHUE COCAMHEHUS [T YIIOOHOM MACHTU(DUKAIIMH.

Ecnu mpoaiinep mnpenocraBun aapeca DNS-cepepos, cHumute ¢duaxok [MonyunTb agpec
DNS-cepBepa aBToMaTn4ecku u 3anoiaure mnoie NepBuyHbIn DNS-cepBep.

Kak npaBuiio, ykazaHHbBIX [TapaMeTPOB JOCTATOYHO JUIsi HACTPOMKHM COEAMHEHHs BBIOPAHHOIO THIIA.
Ecnu Bam HeoOXoauMo 3aiaTh JOMOJHHUTEIBHBIC IMapaMeTpbl, OTKPOMTE 3KCIEPTHBIA PEXUM
HacTpoek. JIJIs 3TOro MCIONb3yHTe MepeKIodaTesb B JIEBOM HIKHEM YLy CTpaHUIlbl (moapoOHOe
ONMCAHHUE BCEX NapaMeTpPOB COEAMHEHHUs cM. B pasaene WAN-coedunenue muna CmamuyecKkuii
1P unu /Junamuueckuii IP, ctp. 79).

YroObl IPOIOKUTE, HAKMHUTE KHOTIKY [lanee.

Ha otkpeiBuIciicst cTpanuiie OynyT OTOOpakeHbI Bce 3aJaHHble BaMu HacTpOWKH COETUHEHUS.
Haxxmute xuonky MPUMeEHUTb, utobsl co3nath WAN-coenunenue, win kaonky Hasag, utoOsw
3a7aTh APYrUe HACTPOUKHU.

[Tocne Haxkatus Ha KHOMKY [MPUMEHUTb OTKpoeTcs CTpaHHIla MPOBEPKHU JOCTYIMHOCTH CETH
WNurepuer (cm. pasznen Ilposepka oocmynnocmu cemu Hnmepuem, ctp. 53).
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

CoeduHeHue muna PPPoE + Cmamuyeckul IP

Hauano / Click'n'Connect

IP-anpec:” 192.168.161.228

CeTesan macka:* 255 255 2550

IP-anpec wnkosa:” 192.168.161.1

MepeuuHblil DNS-cepeep:™ 192 168.161.140
MogpobHo

< Hazap Oanee =

PucyHok 28. Hacmpotika WAN-coeduHeHus muna PPPoE + Cmamuueckul IP.
3anonuute nois IP-agpec u CeteBasa macka.
B none IP-appec wnto3a Beeaute [P-aapec numo3a, HCHOIB3yeMOro JaHHBIM COCTHHEHHEM.
B mosne MepBuyHbIM DNS-cepBep Beeaute aapec nepsuanoro DNS-cepsepa.

Kak mpaBuiio, Ha JaHHOM 3Talle yKa3aHHBIX IMApaMETPOB JAOCTATOYHO JIJIsi HACTPOWKHU COCTMHCHHUS
BbIOpanHoro Tuma. Ecim Bam HeoOXoaummo 3aqaTh JOMOJNHUTENBHBIE MapaMeTpPhl, OTKPONTE
OKCICPTHBIA PEKHM HACTPOCK. [ 3TOro MCHONB3yWTe MEPEKITIoYaTellb B JICBOM HIDKHEM YTy
CTpaHHUIIBI (MOAPOOHOE ONMMCAaHUE BCEX MapaMETPOB COCTUHEHMs CM. B pasaene WAN-coedunenue
muna PPPoE + Cmamuueckuit IP unu PPPoE + /lunamuueckuii IP, ctp. §3).

YroObl IPOIOKUTE, HAKMHTE KHOTIKY [lanee.

CtpaHuua 43 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

Ecnu mHeob6xomumo, nobaseTe IP-apeca mokanpHBIX pecypcoB IpoBaiiaepa.

Hauano / Click'n'Connect

Appeca nokarnbHbIX pecypcoB npoBsaiiaepa

3neck macTep moxeT obasuTe Ana Bac mMaplupyThl K NOKanbHbIM pecypcam nposaigepa.
IP-agpec 1:

IP-agpec 2:
IP-agpec 3:
IP-agpec 4:
IP-agpec 5:
IP-agpec 6:
IP-agpec 7:
IP-agpec 8:
IP-agpec 9:
IP-agpec 10:

< Hasag [anee =

PucyHok 29. Hacmpotika WAN-coeduHeHus muna PPPoE + Cmamuuyeckul IP.

YrtoObl MPOIOIKUTE, HAXMHUTE KHOTIKY [lanee.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Hauano / Click'n'Connect

Wma coenmHeHna ™

pppoe
Mma nonesosatena:*
Mapone*

MoaTeEpKaeHue napona:™

INogpobHo
AR < Hasan [anee =

PucyHok 30. Hacmpotika WAN-coeduHeHust muna PPPoE + Cmamuuyeckul IP.
B none UMa coeanHeHUs 3ajaiite Ha3BaHUE COCAMHEHUS [T YIOOHOM HACHTU(DUKAIIMH.

B mone AmMaA nonb3oBaTtensa seeaute Bamn soruH, a B nons Maponb u MNoarBepxaeHune
napons — napoiis, NperocTaBlIeHHbIe BammM nposaiaepom gocryna k cetu IHTepHeT.

Kak npaBuio, yka3aHHBIX TapaMETPOB JOCTATOYHO JUIsl HACTPOMKHU COEIMHEHUSI BHIOPAHHOTO THUIIA.
Ecnu Bam HeoOXoauMo 3a1aTh JOMOJHHUTEIbHBIE IMapaMeTphbl, OTKPOMTE 3KCIEPTHBIA PEXUM
HacTpoeK. JlJis 3TOro UCMONB3yUTE MEPEKIIIoUaTeNlb B JIGBOM HUKHEM YTy CTpaHUIIBI (TIOApOOHOE
ONMCAaHUE BCEX MapaMeTpoB coeAuHeHuss cM. B pasnene WAN-coedounenue muna PPPoE +
Cmamuueckuii IP unu PPPoE + /lunamuueckuii IP, ctp. 83).

YroObl IPOIOKUTE, HAKMHTE KHOIKY [lanee.

Ha otkpsiBmeiicss cTpanunie OynyT OTOOpa)XeHbI BCE 3a/laHHble Bamu HacTpOWKH COeNUHEHUS.
Haxwmure kHonky MNMpuUMeHUTb, urtobsl co3nath WAN-coenunenune, win kaonky Hasag, uroOsb
3aJaTh APyTHUe HACTPOUKH.

[Toce Haxkatwst Ha KHONKY [MPUMEHMUTb OTKpOETCS CTpaHMIIA MPOBEPKH JOCTYITHOCTH CETH
Wurepuert (cm. paznen Ilposepka oocmynnocmu cemu Hnmepuem, ctp. 53).
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

CoeduHeHue muna PPPoE + [JuHamu4eckul IP

Hayano / Click'n'Connect

MonyunTe agpec DMNS-cepeepa 7
ABTOMATHYECKM:

MogpofHo = Haaag Oanee =

PucyHok 31. Hacmpotika WAN-coeduHeHust muna PPPoE + [QuHamuyveckud IP.

Ecnu mnpoaiinep mpemocraBui aapeca DNS-cepsepoB, cuumute ¢uaxok onyuynTb agpec
DNS-cepBepa aBToMaTn4yecku u sanoinaure mnoie NepBuyHbIin DNS-cepBep.

Kak npaBuio, Ha JaHHOM 3Talle YKa3aHHBIX [1apaMETPOB AOCTATOYHO JJIsl HACTPOMKHU COEOUHEHUS
BbIOpanHoro Ttuma. Ecim Bam HeoOXommMmo 3afarh JIOTIONHUTEIBHBIC IMApaMeTphbl, OTKPOUTE
OKCIIEPTHBIA PEKUM HACTpOeK. I 3TOro MCIHOJIB3YHTE IEPEKIIIOYaTeslb B JIEBOM HWXKHEM YIUIY
CTpaHHULIbI (IOAPOOHOE ONKCaHUE BCEX MapaMeTPOB COCTUHEHUs cM. B pasaene WAN-coedunenue
muna PPPoE + Cmamuueckuit IP unu PPPoE + /lunamuueckuii IP, ctp. §3).

UYrtoObl MPOIOIKUTE, HAXMHUTE KHOTIKY [lanee.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Havano / Click'n'Connect

Mma coenuHeHna:™

pppoe
Mma nonesosatena:*
Mapone:*

MoaTeepaeHue napona:*

MogpobHo
bt < Hasan [anee >

PucyHok 32. Hacmpotika WAN-coeduHeHusi muna PPPoE + [QuHamuydeckud IP.
B noine UMA coeanHeHUs 3anaiite Ha3BaHUE COCAMHEHUS [T YITOOHOW WACHTU(DUKAIIHH.

B mone AmMaA nonb3oBaTtensa seeaute Bamn soruH, a B nmons lMaponb u MNoarBepxaeHune
napons — napoJib, IpeAoCTaBlIeHHbIe BamuM nposaiinepoM nocryna K cetu MHTepHeT.

Kak npaBuiio, yka3aHHBIX TapaMeTPOB JOCTATOYHO ISl HACTPOMKHU COEIMHEHUS! BHIOPAHHOTO THUIIA.
Ecnu Bam HeoOXoauMo 3aiaTh JOMOJHHUTEIbHBIE IMapaMeTpbl, OTKPOMTE 3KCIEPTHBIA PEXUM
HacTpoek. JlJis 3TOro UCmonb3yiTe MepeKirouaTeNlb B JIEBOM HIDKHEM YITy CTpaHMIBI (MOIpOoOHOE
ONMCAaHUE BCEX NapaMeTpoB coeAuHeHuss cM. B pasnene WAN-coeounenue muna PPPoE +
Cmamuuyeckuit IP unu PPPoE + /lunamuueckuit IP, ctp. §83).

YToOBI MPOOIKUTE, HAKMUTE KHOTIKY [lanee.

Ha otkpsiBuieiics cTpanunie OynyT OTOOpa)keHbl BCE 3a/JaHHble Bamu HacTpOWKHM COENMHEHUS.
Haxxmute xHonky MpUMeEHUTBb, utobsl co3nath WAN-coenunenue, win kaonky Hasag, utoOsl
3a1aTh IPYTUe HACTPOMKH.

[Tocne Haxkatus Ha kHOMKY [MPUMEHMTb OTKpoeTcs cTpaHUIla TMPOBEPKHU JOCTYIHOCTH CETH
Wurepuert (cm. paznen Ilposepka docmynnocmu cemu Hnmepuem, ctp. 53).
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

CoeduHeHue muna PPTP + Cmamudyeckul IP unu L2TP + Cmamuyeckul IP

Hauano / Click'n'Connect

IP-anpec:” 192.168.161.228

CeTesan macka:* 255 255 2550

IP-anpec wntosa:” 192.168.161.1

MepeuuHblil DNS-cepeep:™ 192 168.161.140
MogpobHo

< Hazapg Oanee =

PucyHok 33. Hacmpotka WAN-coeduHeHuss murnia PPTP + Cmamuyeckud IP.
3anonuute nois IP-agpec u CeteBasa macka.
B none IP-appec wnto3a Beeaute [P-aapec numo3a, HCHOIB3yeMOro JaHHBIM COCTHHEHHEM.
B mosne MepBuyHbIM DNS-cepBep Beeaute aapec nepsuanoro DNS-cepsepa.

Kak mpaBuio, yka3aHHBIX IMapaMeTpOB JOCTATOYHO ISl HACTPONKU HE3AIIUIICHHOTO COCTUHEHUS
BbIOpanHoro Tuma. Ecim Bam HeoOXoaummo 3aqaTh JOMOJNHUTENBHBIE MapaMeTpPhl, OTKPONTE
OKCICPTHBIA PEKHM HACTPOCK. [ 3TOro MCHONB3yWTe MEPEKITIoYaTellb B JICBOM HIDKHEM YTy
CTpaHHUIIBI (MOAPOOHOE ONMMCAaHUE BCEX MapaMETPOB COCTUHEHMs CM. B pasaene WAN-coedunenue
muna PPTP/L2TP + Cmamuueckuii IP unu PPTP/L2TP + /lunamuueckuii IP, ctp. 90).

YroObl IPOIOKUTE, HAKMHTE KHOTIKY [lanee.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

Ecnu neobxoaumo, no6assre [P-anpeca nokaapHBIX pecypcoB MpoBaiiiepa.

Hauano / Click'n'Connect

Appeca nokarnbHbIX pecypcoB npoBsaiiaepa

3neck macTep moxeT obasuTe Ana Bac mMaplupyThl K NOKanbHbIM pecypcam nposaigepa.
IP-agpec 1:

IP-agpec 2:
IP-agpec 3:
IP-agpec 4:
IP-agpec 5:
IP-agpec 6:
IP-agpec 7:
IP-agpec 8:
IP-agpec 9:

IP-agpec 10:

< Hasag [anee >

PucyHok 34. Hacmpolika WAN-coeduHeHus muna PPTP + Cmamuuyeckud IP.

YT1oObI MPOIOSKUTE, HAKMHUTE KHOTIKY [lanee.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Hauano / Click'n'Connect

MmaA coeguHeHna: statpptp
Mma nonesosatena:*
Mapone:*

MoaTeepaeHue napona:*

Anpec VPN-cepeepa™

MogpobHo
Ll < Hasan [anee >

PucyHok 35. Hacmpotka WAN-coeduHeHusi murna PPTP + Cmamuueckud IP.
B monre AMA coeanHeHUA 3aiaiiTe Ha3BaHUE COSAMHECHHUS JUTS YIOOHOW MIACHTH()UKAIIHH.

B mone AMA nonb3oBaTena Beeaute Bamn siorwH, a B nons Maponb u lNoarBepxaeHue
naponsa — napoJjb, IpeaocTaBieHHble BamuMm nposaitnepoM ngoctyna k cetu HTepHeT.

B mnone Appec VPN-cepBepa Beemure IP- wim URL-agpec PPTP- wmm L2TP-ceprepa
ayTCHTU(UKAIIHH.

Kak npaBwiio, yka3aHHBIX IapamMeTpOB JOCTAaTOYHO JII HACTPOMKHM 3alUIIEHHOTO COEAVMHEHUS
(VPN-tonnensi). Ecim Bam HeoOxomuMo 3aaaTh JOMOJHUTENBHBIE MapaMeTphbl, OTKPOITE
SKCIIEPTHBIA PEXKUM HACTpoeK. s 3TOro MCHoib3yHTe MEpPEKIIoYaTellb B JIEBOM HUXKHEM YINIY
cTpaHullbl (MoApoOHOE ONMUCaHUe BCEX MapaMeTpOB COEIUHEHMs cM. B pasnene WAN-coedunenue
muna PPTP/L2TP + Cmamuueckuii IP unu PPTP/L2TP + /lunamuueckuii IP, ctp. 90).

YroObl IPOIOIKUTE, HAKMHTE KHOTIKY [lanee.

Ha otkpsiBueiicsi cTpanune OynyT oToOpa)keHbl BCe 3a/JaHHble Bamu HacTpoWKHM cOelMHEHUS.
Haxxmute xHomky NMpPUMeEHUTBb, utobsl co3nath WAN-coenuHenue, win kHonky Hasag, utoOsl
3a]aTh IPyTUe HACTPOUKH.

[Tocne Haxarusi Ha KHONKY [PUMEHWUTb OTKpOETCS CTpaHHWIA MPOBEPKU JOCTYITHOCTH CETH
Wurepuer (cMm. pasnen Ilposepka oocmynnocmu cemu Humepuem, ctp. 53).
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

CoeduHeHue muna PPTP + [Juhnamu4eckul IP unu L2TP + JuHamu4eckul IP

Hauyano/ Click'n'Connect

Monyuute anpec DNS-cepsepa 7
aBTOMaTHYECKH:

MogpobHo
AR < Hasag [anee >

PucyHok 36. Hacmpotika WAN-coeduHeHus muna PPTP + [JuHamu4deckud IP.

Ecnu mnpoaiinep mpenocraBun aapeca DNS-cepBepoB, cuumute ¢uaxok NonyyuynTb agpec
DNS-cepBepa aBToMmaTnyecku u 3anonuute nojie NMepBnyHbin DNS-cepBep.

Kak npaBuiio, ykazaHHBIX MapaMeTpOB JOCTATOYHO JJISI HACTPOWKM HE3AIIUIICHHOTO COEINHEHUS
BbIOpanHoro Ttumna. Ecim Bam HeoOXommMmo 3afarh JIOTIONHUTEIBHBIC MAapaMeTpbl, OTKPOUTE
OKCIIEPTHBIA PEXHUM HacTpoeK. lJis 3TOro MCmonb3yiTe MEepeKIoyaresib B JIEBOM HIKHEM YIIIY
cTpaHuIlbl (MoApoOHOE ONMMCaHUe BCEX MapaMeTPOB COEAUHEHHS CM. B pasnene WAN-coedunenue
muna PPTP/L2TP + Cmamuueckuii IP unu PPTP/L2TP + /lunamuueckuit IP, ctp. 90).

YT1oOBI MPOIOIKUT, HAKMUTE KHOTIKY [lanee.
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Hauano / Click'n'Connect

Mma coenuHeHna:®

A dynpptp
Mma nonesosatena:*
Mapone:*

MoaTeepaeHue napona:*

Anpec VPN-cepeepa:”

MogpobHo
bt < Hasan [anee >

PucyHok 37. Hacmpotika WAN-coeduHeHus muna PPTP + [QuHamuyeckud IP.
B noiie UMa coeanHeHuUs 3aaiite Ha3BaHWE COCAMHEHUS [T YIIOOHOM HACHTU(DUKALIMH.

B mone UmA nonb3oBatens seeaure Bam sorun, a B nmons Maponb u MNoarBepxaeHue
naponsa — napoJjb, IpeaocTaBieHHble BamuMm nposaitnepoM gocryna k cetu HTepHeT.

B monme Appec VPN-cepepa seeautre IP- wim URL-agpec PPTP- mimum L2TP-cepBepa
ayTCHTU(UKALIHH.

Kak mpaBwmiio, yka3aHHBIX TapamMeTpOB JTOCTATOYHO JJII HACTPOWKH 3alTUIIICHHOTO COCAMHEHUS
(VPN-tonnens). Ecnim Bam HeoOxogumo 3aaaTh JIONMOJHUTEIBHBIC IapaMeTphbl, OTKPONTE
AKCHEPTHBIA pEXHUM HACTpoeK. (s ATOro MCHoib3ylTe MEpeKIoyaTesb B JIEBOM HIDKHEM YTy
CTpaHHUIIbl (MOAPOOHOE ONKCaHUE BCEX MapaMEeTPOB COETUHEHHs cM. B pasaene WAN-coedunenue
muna PPTP/L2TP + Cmamuueckuii IP unu PPTP/L2TP + /lunamuueckuii IP, ctp. 90).

YroObl IPOIOIKUTE, HAKMHUTE KHOTIKY [lanee.

Ha otkpsiBuIeiics cTpanune OynyT oToOpa)keHbl BCEe 3ajJaHHble Bamu HacTpoWKH coelMHEHUs.
Haxxmute kHonky MpUMeHUTb, utoosl co3nath WAN-coenuuenue, win kHonky Hasag, utoOsbl
3a]1aTh IpyTrue HaCTPONKH.

[Tocne naxarusi Ha KHOTMKY [PUMEHWUTBL OTKpoOeTCs CTpaHWIa NMPOBEPKU JOCTYITHOCTH CETH
Wntepuer (cMm. paznen Ilposepka docmynnocmu cemu Humepnem, ctp. 53).
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa

PyKOBO,D,CTBO nonb3oBarens

NMpoBepka AoOCTYNHOCTU ceTu UHTepHeT

Ha nannoii ctpanune Bel Moxkere npoBeputs co3nanHoe WAN-coeanHeHue.

Hauyano/ Click'n'Connect

Mpoeepka AoCTYNHOCTH ceT MHTEpPHET ¢ MOMOLLLH YTUNUTLI ping

Anpec: google.com
PesyneTtar

MpoBepka kabens: kabene nogknoyeH.
CoCTOsHWE COEAUHEHWUA: COEVHEHO.

NpoBepka DOCTYMHOCTM Y3Na:  OOCTYMEH.

Mosdpasnsem! ModknoyeHue K cemu MHmMepHem NMPoOLWNo ycrnewHo.

MNepenpoBepuTb < Hasag Oanee =

PucyHok 38. lNposepka docmyrHocmu cemu UIHmepHem.

B pasnene Pe3ynbraT oroOpaxaercs cocrosHue WAN-COCIMHEHHS M BO3MOXKHBIC MPUYHHBI
HenojaaokK. J[Ji1 mOBTOPHOM MPOBEPKH COCTOSTHUSI COEMHEHUS BBeauTe [P-anpec wim uMsi Kakoro-
mbo y3ima B mone AQPEC WM OCTaBbTe 3HAYCHHE 0 yMONYaHHI0 (google.com), a 3areM
HaXMUTe KHOTIKY lepenpoBepuUTsb.

Haxxmure xHonky Hasaa, uro0bl 3a1ate 1pyrue HaCTPOHKH.
YToOBI MPOIOIKUTE, HAKMHUTE KHOTIKY [lanee.

[Tocne Haxkarus Ha KHOTIKY [laree oTkpoercsi CTpaHuIla HaCTPOHKHM OECTIPOBOIHOTO MOAKIIOYSHUS
(cMm. paznen Hacmpoiika 6ecnposoonozo noOKawyeHus, ctp. 54).
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PykoBoacTBO nonb3oBarens

HacTpoiika 6ecnpoBoaHOro NoAK/AO4YEeHUs

@
Hauyano/ Click'n'Connect

BbiGepuTe pexum paboTbl GecnpoBoaHON CETH

Pexumm: @ Touka gocTyna

© Buikniouuts

[anee >

PucyHok 39. Bbibop pexxuma pabomsi 6ecripo8odHOU cemu.

Ecnu Bel He TutaHupyeTe UCHOIB30BaTh OECIPOBOMHOE COSNMHEHUE, YCTAHOBUTE MEPEKIII0YaTesh
Pexxum B monoxenne BbIkNoUUTb. Haxxmute kHonky [laree u Ha OTKPBIBHICHCS CTPaHUIIE
HaXMmuTe KHONKY [MpUMeHuTb. Tlocrme HakaTus Ha KHOIKY OTKPOETCS CTpaHHUIA HACTPOMKH
TOYKH AocTymna it ucrionb3oBanus [IPTV-npuctasku (cm. paznen Hacmpoiika IPTV, ctp. 57).

Ecnu Bl miaHumpyere noAkiaro4arb NOPTAaTUBHBIE YCTPOWCTBA K CeTHM VIHTEpHET, HCIONb3ys
OecrpoBOHOE COEAMHEHNE, YCTAaHOBHUTE IMepekimodaTes PeXUM B onoxenne ToYka gocTtyna.
Haxxmute kHonky [lanee.
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PykoBoacTBO nonb3oBarens

Ha otkpeiBiieiics crpanutie B mojie SSID onpenenute HoBoe Ha3BaHue ceTh. Mcmonb3yiite udpb
Y JTAaTUHCKUE OYKBBI.

@
Havano / Click'n'Connect

Beeaute HazBaHWe TOYKW OOCTyna

SSID*

< Hasan [anee =

PucyHok 40. smeHeHuUe Ha3gaHus1 6ecripo8oOHOU JIoKaslbHOU cemu.

UYrtoObl MPOIOIKUTE, HAXMHUTE KHOTIKY [lanee.
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HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Ha cnenytomeit ctpanuiie Bel MojkeTe M3MEHUTH TapamMeTpsl Oe3onacHocTy Bareii GecripoBoaHOM
CeTH.

Beibepute 3HaueHne 3aliMlieHHast CeTb U3  packpbiBaromerocss cmucka CeTeBas
ayTeHTUdMKauma u B none Knroy 6e3onacHOCTU Beeaute K04 (Iapoiib, KOTOPbIA Oymer
MCTIONIB30BaThCs Ui TocTyna K Bamrelr 6ecripoBonHoi cet). Mcnonp3yiiTe mudpsl U JTaTHHCKUE
OykBbl. Ilocrme mnpuMeHeHHs JaHHOW HACTPOHKM Ui OECHpOBOAHON CETH TOUYKH JIOCTYIA
ycranapiuBaetcs Tun ayreHTupukannn WPA-PSK/WPA2-PSK mixed.

[lpu BeIOOpe 3HaucHuss OTKpbITass ceTb mnojie Knrwou 6e3onacHocTu wenmoctymHo. [locie
NPUMEHEHHS JaHHOM HACTPOMKH il OSCIPOBOAHONM CETH TOYKH JOCTYNA YCTAHABIMBAETCS THII
ayrentudukannn Open 6e3 mudposanus.

@
Hauano / Click'n'Connect

SapanTe pexum GesonacHOCTH

CeTesan ayTeHTUUKALMA: 3almLenHan ceTb E|

Kniou BezonacHocTH:®

< Haszapn [anee >

PucyHok 41. Beibop pexuma be3ornacHocmu becripo8o0HoUl cemu.
YToOBI MPOIOJKUTH, HAKMHUTE KHONIKY [lanee.

Ha cnenytomeli crpanuie oro0passrces 3ananasie Bamu nactpoiiku. [IpoBepsTe UX MpaBHIBHOCTS,
a 3areM HaxmuTe KHONKY [pUMeHUTb. [locne HaxkaTHs Ha KHONKY OTKPOETCS CTpaHHIA
HAaCTPOMKH TOYKH JOCTyma ais ucnoib3oBanus [PTV-ipuctaBku (cm. pasnen Hacmpoiika IPTYV,
ctp. 57).
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HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

Hactpowuka IPTV

Ha nanHo# cTpanuie Bel MoxkeTe HACTPOUTh TOUKY AOCTyHa i uenonb3oBanus [PTV-npucraskn.

9,
Ha4ano /! Click'n'Connect

Ecnw Baw npogaigep npeaocTaenaeT yonyry IPTY, Bl MOXETE NOAKMKOUNTE TB-NPUCTABKY HENDCPEACTEEHHO K pOYTRPY,
HE MCMONE3YA AoNONHWTENEHOE ofopygosanke. [nNA 3TOM0 YCTAHOEWTE GNaMok, COOTEETCTEYIOWMA KakoMy-nido LAN-
nopTy, @ 33TEM NOSKTOUNTE K AaHHOMY nopTy Bawy TB-npucTaeky.

Hanpumep: Bl BelGpany 1-A NOpT poyTepa, 3HAYMT, NPWCTABKY HY¥HO NOAKMKYMTE K nopTy LANT.

ODpaTHTe BHUMaHKE: KOMMEKTED, NOSKMIOUEHHEIR K BEIZENEHHOMY NOPTY, He OyAeT MMETE SOCTYNA K CETH MIHTEPHET.

LANT

Ecnn Bbl He NNaHMpyeTe HCNoONbL30BaThL IP-TeneengeHwe, TO HAXMWUTE KHONKY "lMponyCcTHTE Wwar”.

Nanee = MponycTWTL War

PucyHok 42. Hacmpotika LAN-riopma 0 nodkntodeHust IPTV-ripucmasku.
Ha otkpsiBierics ctpanuie BeiOepute 3HaueHre LANT.

Ecnu Bnocnencreuu Bam nonagodutcs otkmounts [PTV-ipucraBky or LAN-nopTa u moAaKI09uTh
K HEMy KOMITbIoTep, ucronbyiite Mactep HacTpounku IPTV (mmoapobHoe onucanne Mactepa CM.
B pasnene Macmep nacmpoiiku IPTV, ctp. 66).

Ecnmu mis opranmsanuum nocryna k cetw MHteprer u yenyru IPTV Bawm nposaiinep ucnomns3yer
BUpTyanbHble ceTu ¢ uaeHTtudukaropamu (VLAN ID), mist mHactpoiiku mocryna k yciyre [PTV
nepeiiaure Ha crpanuny JononHutenbHo / VLAN, cosmaiite rpyminy mOpTOB ¢ HEOOXOAUMBIM
snaueaneM napamerpa VLAN ID, tumom Mpo3payHbin u LAN-moproM (moapoOHOE OmMcaHue
AJIEMEHTOB CTPaHUIBI cM. B pazaene VLAN, ctp. 124).

YT1oOBI MPOOIKUTE, HAKMUTE KHOTIKY [lanee.
Haxxmure xHonky MponycTuUTb wWar, 4to0sl He NpUMEHATh HacTpoiiku [PTV.
Haxxmure kHOnKy MMPUMEHUTB, 4TO0BI COXpaHHUTH BHITOTHEHHBIE BamMu HacTpoliky.

[Mocne Haxkatus Ha KHONIKY [TPUMEHUTb oTkpoertcs crpanuiia Hayano / UHdopmauums.
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PykoBoacTBO nonb3oBarens

Macmep Hacmpolku 6ecnposodHOU cemu

Uto0bl 3a1aTh HEOOXOMUMbBIE HACTPOMKH JUIsl OSCIpPOBOMHOW ceTH, Hakmute cchuiky Mactep
HacTponKn 6ecnpoBoaHOMN ceTu B paszeine Havano.

Ha4vano / MacTep HacTpoiK1 6ecnpoBOgHON CeTU

BelGepuTe pexuM paGoTel GecnpoBOAHOW CeTH

Pexam: @ Touka goctyna

) Knuewt

) BeIKNIOYATE

Hanee >

PucyHok 43. CmpaHuua ebibopa pexuma pabomsi 6ecripogodHoli cemu.

Ecnu Bbl He miaHupyeTe HCIONB30BaTh OECIPOBOIHOE COENMHEHHE, YCTAHOBHUTE IMEPEKITI0UaTeh
Pexum B nonoxenne BbiKnounTb. Haxvmure kHonky [lanee w Ha OTKPBIBIICHCS CTpaHUIIE
HaKxMHuTe KHOTMKY lMpPUMeHuTb. Ilocine HaxaTtus Ha KHOMNKY OTKpoercs crpanuiia Havano /
NUHdopmauus.

Ecnu Bbl mmanupyere mnoakitodyarh MOPTATUBHBIE YCTPOWCTBA K ceTh HHTEpHET, UCHONb3ys
OecIpoOBOJIHOE COCIMHEHNE, YCTAHOBUTE Mepekiodareli> P@XUM B nonoxenne ToOYka gocTtyna.
Haxmute kaonky [lanee.

Ecniu Bel mnmaHupyeTre HACTpPOUTH YCTPOMCTBO B KaueCTBE KIMEHTA Ui IOAKIIOYEHUSA K
OecCrpoBOHOIM TOYKE JOCTYyINa, YCTaHOBUTE Mepekmouareib PeXum B mnonoxenune KrueHT.
Haxxwmure kaHoniky [lanee.
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HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

Pe>xuMm TOUKM gocTyna

Ha otkpsiBiieiicst crpanuiie B noie SSID onpenenute HoBoe Ha3BaHue ceTh. Mcmomb3yiite 1udpb
1 JJATUHCKHUE OYKBBHI.

-~

Havano / MacTep HacTpoik1 6ecnpoBoAHON CETH

BEeguTe HazBaHWe TOYKW QOCTYNa

351D

= Ha3ag Lanea =

PucyHok 44. CmpaHuuya usmeHeHuUs1 Ha3gaHusi 6ecripogodHOU floKasibHOU cemu.

UYrtoObl MPOIOIKUT, HAXMHUTE KHOTIKY [lanee.
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HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Ha cnenytomeit ctpanuiie Bel MojkeTe M3MEHUTH TapamMeTpsl Oe3onacHocTy Bareii GecripoBoaHOM
CeTH.

Beibepute 3HaueHne 3aliMlieHHast CeTb U3  packpbiBaromerocss cmucka CeTeBas
ayTeHTUdMKauma u B none Knroy 6e3onacHOCTU Beeaute K04 (Iapoiib, KOTOPbIA Oymer
MCTIONIB30BaThCs Ui TocTyna K Bamrelr 6ecripoBonHoi cet). Mcnonp3yiiTe mudpsl U JTaTHHCKUE
OykBbl. Ilocrme mnpuMeHeHHs JaHHOW HACTPOHKM Ui OECHpOBOAHON CETH TOUYKH JIOCTYIA
ycranapiuBaetcs Tun ayreHTupukannn WPA-PSK/WPA2-PSK mixed.

[lpu BeIOOpe 3HaucHuss OTKpbITass ceTb mnojie Knrwou 6e3onacHocTu wenmoctymHo. [locie
NPUMEHEHHS JaHHOM HACTPOMKH il OSCIPOBOAHONM CETH TOYKH JOCTYNA YCTAHABIMBAETCS THII
ayrentudukannn Open 6e3 mudposanus.

Havyano /! MacTep HacTpoikn GecnpoBogHON CeTH

SagaiTe peXuM 5e30NacHOCTU

CeTean ayTeHTHRUKALMA JaAWNWEHHER CETh -

Knwou Ge3onacHocT®

=Haaan Oanee =

PucyHok 45. Cmpa+uua ebibopa pexuma be3onacHocmu becripogo0HoU cemu.
YroObl IPOIO/KUTE, HAKMHUTE KHOTIKY [lanee.

Ha cnenytomeii crpanuie orodpassrces 3ananasie Bamu nactpoiiku. [IpoBepsTe UX MpaBHIBLHOCTS,
a 3areM Hakmute KHONIKY [TpUMeHUTb. [locne HaxaTHs Ha KHOMKY OTKpoercs crpanuiia Hayano
| UHcpopmauums.
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PykoBoacTBO nonb3oBarens

Pe)xxuMm KnumeHTa

Ha oTkpsiBIICiics cTpanuie HaxMuTe KHOTKY [ToUCK ceTen.

Ha4yano /| MacTep HacTpoikn 6GecnpoBoaHON ceTH

BeiSepUTe GeCNpPoOBOAHYIO CeTk

HacTpoika yctpornctBa

551D BSSID becnpoeogHoi pexxuM  Kawan CeTeBas ayTeHTHDHEALWA YpoBeHb CHrHana
2 00:13.46:76:F1.B7 802.11/big 4 [WPA2-PSK] [TKIP+AES] o (34%)
Monck cetei
=Haaag Oanee =

PucyHok 46. CmpaHuuya 8bibopa cemu 0115 MOOKIOYEHUS.

Beiienure ceTh, K KOTOPOit BBl XOTHTE MOAKIIIOYUTRLCS, U HAKMUTE KHOTIKY [lanee.
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PykoBoacTBO nonb3oBarens

Hayano /! MacTep HacTpolku 6ecnpoBoAHON CeTH

BeeguTe knkoY Ge3onacHOCTH ANA YCTAHOEBMEHWA coedWHEHUA

Kniow BesonacHocT®

= Haaag Oanee =

PucyHok 47. CmpaHuuya esoda naporns 0551 NoOKMoYeHUs: K becripogodHol cemu.

Ecim st mogkiroueHusi Kk BeIOpaHHOW Bamm cetm TpeOyeTcsl mapolib, BBEIUTE MapoJib B IOJE
Kntoy 6e3onacHocTM u Haxkmute KHOTKy [lanee.
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HacTpoika yctpornctBa
PykoBogcTtBo nonb3oBarerns

Ha cnenytomeit crpanuie Bbel MoxeTe 3amaTh Ui TOYKHA JOCTyNa COOCTBEHHOE Ha3BaHUE
oecnipoBoanoit cet (SSID) u HacTpolku 0€30MaCHOCTH WM OTKIIIOYHUTH BelIaHHe OeCIPOBOIHOM
CETU TOYKH JJOCTYTIA.

@
Hauyano / Mactep HacTporku 6ecnpoBogHOW CETH

BewaHue cBoen ceTn

BrNHOYKHTE: 7

SSID*

3apanTe pexum GesonacHoOCTH

CeTesan ayTeHTUHKALINA: 3awmierHan ceTh E|

Knrou BesonacHocTH:®

< Hasag [anee =

PucyHok 48. CmpaHuuya usmeHeHus1 Hacmpoek becrnpoeodHoU fokanbHoU cemu.

Ecnu Bbl X0THTE HCIIONB30BaTh OECIIPOBOHYIO CETh TOYKHU IOCTYIA VIS MOAKIIOUCHUS yCTPOICTB,
ocraBbTe (raxok BKIMHOUMTL ycraHoBneHHbIM. Eciin He0O0XoauMo, 3a/1aiiTe qpyroe Ha3BaHHUE CETH
B nosie SSID (ucnonb3yiite uupbl 1 IaTUHCKKHE OYKBBHI).

HacrosiTenbHO pEeKOMEHIYeTCss HAaCTPOMTH 3alIUIIEHHYIO OecrnpoBonHyto cetb DAP-1155. s
9TOro BBIOEGpHTE 3HA4YeHHE JallMIEHHAA CeTb wu3 packphiBawomierocs crnucka CeTeBas
ayteHTMduKauma u B noine Knroy 6e3onacHoOCTU Beeaute K04 (Iapoiib, KOTOPBIA Oyner
HCIIOIb30BaThes sl JocTyna K Bameit 6ecripoBoanoit cetu). Mcnonb3yiite undpsl U T1aTHHCKUE
OykBbl. Ilocne mnpuMeHeHMs AaHHOW HACTpPOHKM Juid OECHpOBOAHOM CETH TOUKH JIOCTYMa
ycranaBnuBaercss tun ayreHtudpukaimn WPA-PSK/WPA2-PSK mixed. Haxwmurte KHOIKY
Oanee.

Ha cnenyromieil crpanuie otoOpassaTcsi mapaMeTpbl CeTH, K KOTOpoi Bbl XOTHTE MOAKIIOUUTHCS,
BBEJICHHBI Bamu maponb, a Takke HacTpOHMKH OecCIpoBOJHOM ceTh TOYKH Joctyma. IlpoBepwre
NPaBWIBHOCTh 3aJJaHHBIX HACTPOCK, a 3aTeM HakMHUTe KHONKY lNpUMeHuUTb. [lpu sTOoM Kanan
6ecripoBoaHoit cet DAP-1155 nepekirounTcst Ha KaHan OEeCIPOBOAHONM TOYKH JIOCTYIA, K KOTOPO
IIPOU3O0IILIO MTOIKIIOYCHHUE.

[Tocne HACTpOWKH YCTPOWCTBa B KadyecTBE KIMEHTa HeoOXommmo co3natb WAN-coenuHEeHUe C
cooTBeTcTBYIOIMME napamerpamu it uarepdeiica WiFiClient.

[Mocne Haxarust Ha kHOTIKY [TIPUMEHUTb otkpoetcs crpanuiia Hayano / UHcpopmauums.
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PykoBoacTBO nonb3oBarens

Macmep Hacmpoliku eupmyasibHO20 cepesepa

YroObl co30aTh BUPTYaJIbHBIM cepBep, KOTOPHI MMO3BOAUT BaMm mnepeHanmpaBisTh BXOIAMIMN
WurepHer-Tpaduk Ha ompenencHHbId [P-anpec B sokanbHO# cetn, Haxxmure cchuiky MacTtep
HacCTPOMKN BUPTyanbLHOro cepBepa B paszaeie Havano.

Hauyano / MacTep HacTpOWKM BUPTyarnbHOIO cepBepa

WaGnow: Custom E|
Mma™

WnTepdeic: <Bce> E|
MpoTokon: TCP E|

BHeluHKiA nopT (Ha4anbHbIA)*
BHeLUHKIA NopT (KOHEYHbIRA):

BHyTpeHHui nopT
(Ha4yanbHLIA) ™

BHYTpeHHWIA NopT (KOHEYHBIR):
BHyTpexHuii IP-* v
Y naneHHsIR IP:

Brniounte NAT Loopback: o

MpumeHuTb

PucyHok 49. CmpaHuua 0obaerneHus eUupmyasibHO20 cepeepa.

Ha otkpeiBuIeiics ctpanuie Bel MoxeTe 3a1aTh CIEAYIOIIKE IAPAMETPBI:

MapameTp OnucaHue

B packpbiBaromeMcsi CIUCKE BBIOCPUTE OIMH W3 MPHUBEACHHBIX
Wa6no 1a0JIOHOB  BHPTYaJIbHBIX CEPBEPOB WM BHIOEpPHUTE 3HAYCHUE
NOoH .
Custom (nonv3zoeamenvckuii), 9TOOBI CAMOCTOSATEIILHO ONPEACITUTh
napaMeTpsl BUPTYAIbHOTO CepBepa.
Unmst BBeaure Ha3zBaHMEe ~ BHUPTYaJbHOTO  cepBepa Uil yAOOHOM
UACHTUPUKAIMA. MOXeT OBITh TPOU3BOJILHBIM.
uTepdelic BriOepute coeauHeHUe, K KOTOPOMY Oy/IeT NMPUBS3aH CO3/1aBaCMbIi
BUPTYaJIbHBIN CEPBED.
IIpotokon,  KoTOpelii  OylaeT  MCHOJB30BaTh  CO3/1aBACMBbIi
MpoTtokon BUPTYyaJIbHBIN cepBep. BriOepute HeoOXoauMoe 3HAYEHHE U3
PaCKPBIBAIOLIETOCS CITUCKA.
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MapameTp OnucaHue

Ilopr  Toukm  pmoctyma, Tpaduk C  KOTOporo  Oyner

BHewHun nopt nepeazpecoBbiBaThess  Ha  [P-ampec, ompeaenseMblii B moie
(HavanbHbIW)/ BHyTpeHHun IP. 3agaiite HauadpbHOE M KOHCUHOE 3HAYCHUS
BHeLwHWii nopT auana3oHa mopToB. Eciu HeoOX0AMMO yKa3aTh TOJBKO OJHMH IOPT,
(KOHeYHBbiI) 3ajaiite ero B moie BHeEWHWM nopTt (HayanbHbIA) u He

3anojHsiTe mosie BHeWHU NopT (KOHEeYHbIN).

ITopt IP-ampeca, 3agaBaemoro B nosic BHyTpeHHUM IP, Ha kotopsrii
OyneT mepeaapecoBhBaThCA TpaduUK C TOpTa TOYKH JOCTYIA,

BHyTpeHHUN nopT 5
3amaBaeMoro B noje BHewHWn nopT. 3amaiite HaYalbHOE H

(HavanbHbIN)/
. KOHCYHOC 3HA4YCHMs Oualla3oHa ITOPTOB. Ecmu HCO6XOL[I/IMO YKa3aTrb
BHyTpeHHU nopT

. TOJNBKO OIUH TOPT, 3amaiite ero B mnone BHyTpeHHUM nopt
(KOHeYHbIN)

(HaYanbHbLIW) ¥ He 3anonHsiite noire BHYTPeHHUM nopT
(KoHe4YHbIN).

Beenute [P-agpec cepBepa, HaxoAAIErocsl B JIOKAJIbHOU CeTH. Bbl
MOXKETE BBIOpaTh YCTPOMCTBO, MOMKIIOYEHHOE K JIOKAJIBHON CETH
BHyTpeHHun IP TOYKH JIOCTYIA B JIAHHBIA MOMEHT. JIJIT 3TOTO B PacKpBHIBAIOIIIEMCS
CNUCKe BbIOEpHTE COOTBETCTBYMOUME IP-aapec (mpu >ToM TmoNE
3aI0JIHUTCSI ABTOMATHYECKH ).

YpaneHHbIn IP Beenute [P-anpec cepBepa, HaXoasIIETOCs! BO BHEIIHEH CETH.

Ecnu nannbiil Guiakok yCTaHOBIIEH, MMOJIB30BATENN JIOKAJIBHOW ceTH
TOYKHM JOCTyINa MOTYT oOpamarbcs K cepsepy, [P-ampec xotoporo

azaH B noje BHyTpeHHuMM IP, ucrons3ys BHemHuit IP-ampec
Bknrouutb NAT K yTp ’ Y P

TOYKH JOCTyIa B KadyecTBe IP-agpeca cepBepa. Eciu Ha cTpanuiie
Loopback AOCTY AP PBep DAL

DononHutenbHo |/ DDNS  wnactpoen  DDNS-cepsuc,
0Jb30BaTeIN JIOKAJILHOM CETH TaK)KE MOT yT 06pamaTLc51 K CCPBCPY
4epe3 JOMCHHOC UMA TOYKH JOCTYyIIA.

[Tocne 3amanust HEOOXOAUMBIX 3HAYCHUN HAKMHUTE KHOTIKY TPUMEHUTD.
[Tocne Haxarus Ha KHONKY MPUMEHUTb 0TOOPa3UTCS AMATIOTOBOE OKHO.

Ecnu Bel mutanupyete co3aath HOBBIH BUPTYalbHbIH cepBep, HaxxmuTe kHOKy OK. TTocne HaxaTus
Ha KHOTIKY OTKpoeTcs crpanuiia MexceteBon akpaH / BuptyanbHble cepBepbl (roapobHoe
OIKCaHME IEMEHTOB CTPAHULIBI CM. B pasniene Bupmyanwvhoie cepseput, ctp. 143).

Ecnu Bel He miaHupyeTe co3qaBaTh HOBBIN BHPTYallbHBINA CepBep, HakmuTe KHOMKy OTMeHa.
[MTocne HaxkaTus Ha KHOTIKY oTKpoetcs ctpanuna Havano / UHdopmauums.
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Macmep Hacmpouku IPTV

UtoObl HACTPOWTH TOUKY JAOCTyma Juis wucnonb3oBaHus [PTV-mpucraBky, HaXMUTE CCBUIKY
Mactep HacTpounku IPTV B pasnene Havano.

@
Ha4yano / MacTep HacTpoWku IPTV

Ecnu Balw npoBanfep NpeaocTAaENAeT yenyry IPTV, Bel MOMETE NOAKNKUWTE TEB-NOWCTABKY HENOCPEACTEEHHO K pOYTERY,
He MCMOME3YA LONONHUTENEHOS 000pyAoBEaHMe. [NA 3TOMD YCTAHOEWTE MNa%ok, COOTEETCTEYICWMIA KakoMy-nnGo LAN-
NopTy, @ 3aTeM NOAKNKYWTE K AaHHOMY NopTy Bawy TB-npucTaeky.

Hanpumep: Bel BRIGpanK 1-A NOPT poyTEpa, IHAYNT, NPUCTABKY HYHHO NOSKTHOUTE K nopTy LANT.

ODpaTHTE BHHMAaHME: KDMMEKITED, NOAKTIOUEHHEIN K BeAENEHHOMY NOpPTY, He ByeT MMETh JOCTYNA K CETW MHTEPHET.
‘/—"'.
- =
LAN1

COoxXpaHnTs

PucyHok 50. Cmparuua Hacmpotku LAN-riopma 0nsi nodknodeHusi IPTV-ripucmasku.
Ha otkpeiBiueiics crpanuiie Boidepute 3HaueHrne LAN1 1 Haxxmure kHonky COXpaHUTDb.

Ecnu Bnocnencreuu Bam nonanodutcs otkmounts [PTV-ipucraBky or LAN-nopTa 1 noAaxmo4uTh
K HEMYy KOMIIBIOTEp, Ha JAHHOM CTpPaHULE CHUMHUTE BBIJIEICHUE C IMOPTA U HAXXKMHUTE KHOIIKY
CoxpaHuTb.

Ecnmu s opranmsanuu nocryna k cetd MHrepHer u ycnyru IPTV Bawm nposaiinep ucnons3yer
BUpTyasibHble ceTu ¢ uaeHtu¢ukaropamu (VLAN ID), mig nactpoiiku nocryna k ycayre IPTV
nepeianre Ha crpanuiy JlononHUTenbHo / VLAN, co3naiite rpymmy mopToB ¢ HEOOXOIUMBIM
snayennem mapametpa VLAN ID, tunom Mpo3payvHbin u LAN-nioptom (moapobHOEe omucaHue
3JIEMEHTOB CTPaHHUIIBI CM. B pazaene VLAN, ctp. 124).
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PyKOBO,EI,CTBO nonb3oBarens

Cmamyc

Ha CTpaHUIAaX HOAaHHOTO pasfcyia NpCACTABJICHBI HJaHHBIC, OTO6pa)KaIOH_II/IC TEKyHIeC COCTOSAHUC
TOYKH OOCTyla:

* ceTeBasl CTaTUCTHKA,;

* anpeca, Beiganabie DHCP-cepBepowm;

* Tabnuia MapuIpyTU3aluy;

* JaHHbIE 00 yCTPONCTBAX, MOJKIIOUYCHHBIX K CETH TOUKH JOCTyTa U ee web-uarepdeiicy;
*  aKTHBHbBIE CECCUU;

* ajJpeca aKTUBHBIX TPYIIIT MHOTOAIPECHOMN PaCCHUIKH.

CeTeBas CTaTUCTUKA

Ha crpanunie Ctatyc / CeTteBas cTaTUCTMKa Bbl MoXeTe MpPOCMOTPETh CTaTHCTUYECKUE
JaHHBIE TI0O BCEM COENMHEHUSM, cymiecTByoumM B cucreMe (WAN-coennHeHus, JTIOKaiabHas CETh,
OecrpoBOAHAS JIOKaJIbHAs CeTh). I KaKI0r0 COeAMHEHHsI 0TOOpakaeTCs UMsI U COCTOSTHUE (eciu
COETMHEHUE YCTAaHOBIECHO, UMSI COCTUHEHHsI BBIJICIICHO 3€JICHBIM 1IBETOM, €CJIM HE YCTAHOBJICHO —
KpacHbiM), [P-anpec m macka moaceT, 1UI03 (eciu coeAuHeHue yctaHomieHo), MAC-anpec,
3HadeHune napamerpa MTU, a Takxke 00beM MepelaHHbIX U MONYYCHHBIX JaHHBIX (C yBEIUYCHHEM
0o0beMa TaHHBIX CTUHUIIBI U3MEPEHHSI aBTOMAaTHIECKU MEHSIFOTCS — Oaiit, Kbaiit, MOaiit, ['6aiir).

Cratyc/ CeTeBas cTaTUCTHUKa

IP
OnuTeneHocTe,

Ums an-ms MAC Rx/Tx MV
. -OR-G ~r-RA 32.37 MBait / i
WIFI FC:8B:97:8F-CC:B9 e »
192.168.0.1124 VGt /
LAN . FC:8B:97:8F-CC:B9 .22 Moan . »

12.38 MBawt

WAN - FC:8B:97:8F.CC:B8 - - >

PucyHok 51. Cmpa+Huuya Cmamyc / Cemeeasi cmamucmuka.
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DHCP

Ha ctpanune Ctatyc / DHCP noctynna uHbopMaIyst 0 KOMIbIOTEpaX, HACHTUPHUIIUPOBAHHBIX 10
nmMmenu y3na u MAC-aapecy u nonyuusmux [P-agpeca or DHCP-cepBepa ycTpoiicTBa ¢ ykazaHUEM

BpEMEHH, Ha KoTopoe nonyyeH [P-anpec (Bpems apeHbl).

Cratyc/ DHCP

HmA yCcTpoHCcTBa IP-agpec MAC-agpec HcTekaer

192168.0.8 84:c9b2 7o db:af 23u 58m 32c

tw-pc

PucyHok 52. Cmpa+uya Cmamyc / DHCP.
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Tabnuua MmapwpyTusayum

Crpannna Ctatyc / Tabnuua mapLupyTMsaumm orobpakaer uHbOpPMAIMIO O MapiipyTax. B
tabuuie npezacTasieHsl [P-aapeca Ha3HAYEHMS, [IITIO3bI, MACKH MOJICETH U IPyTHE TaHHBIC.

Cratyc/ Tabnuua mapwpyTUsauum

Hutepdperc HaznayeHue LWnwa Macka ceTH anaru MeTpuka
LAN 182.168.0.0 0000 25

&
o

=]

=4

o

25 0 u 0

PucyHok 53. Cmpa+Huuya Cmamyc / Tabnuuya mapwpymu3ayuu.
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KnueHTsbl

Ha ctpanune CtaTtyc / KnueHTbI npecrasieHbl yCTPONUCTBA, MOIKIIOYEHHbBIE K TOUKE TOCTYIA, U
YCTPOWCTBA, 0OpaTUBIIHECS K €€ wWeb-uHTepdeiicy.

Cratyc/ KnueHThl

IP-agpec anaru MAC-agpec Hutepdpeic

192.168.0.8 reachable 84:c9b2 7 db af WLAMN

PucyHok 54. Cmpa+uya Cmamyc / KnueHmabl.

Jns kaxpaoro yctpoictBa otobpaxaercs [P-anpec, MAC-aapec, a Takke uHtepdeiic, kK KOTOpomy
OHO TIOZIKITIOYEHO.
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AKTUBHbIE Cceccum

Crpannna Ctatyc / AKTUBHbIE CECCUU 0TOOpakaeT HHPOPMAIIHIO O TEKYIIUX CECCHIX B CETH
TOUKM nocTtyma. s kaxmod ceccun OToOpakaeTcsl MPOTOKOJ OOMEHa ceTeBbIMM TakeTramu, IP-
aZipec ¥ mopT OTHpaBuTens, a Takxke [P-agpec u mopt momydarens.

CraTyc/ AKTUBHBIE CECCUU

Mpotokon IP oTnpaedTensa Mopt oTnpasuTena IP nony4arena Mopt nony4arens
TCP 192.168.0.1 30 192.168.0.8 61411
TCP 192.168.0.1 80 192.168.0.8 61416
TCP 192.168.0.1 30 192.168.0.8 61412
TCP 192.168.0.1 30 192.168.0.8 61417
TCP 192.168.0.1 80 192.168.0.8 61413
TCP 192.168.0.1 30 192.168.0.8 61415
TCP 192.168.0.1 30 192.168.0.8 61407
TCP 192.168.0.1 80 192.168.0.8 61410

PucyHok 55. Cmpa+Huya Cmamyc / AKmueHble ceccuu.
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Multicast-rpynnbi

Ha crpanunie Ctatyc [/ Multicast-rpynnbi
MHoToaapecHoi pacceiiku (IPTV-kananoB u rpynm s nepemadu ciyxkeOHOM nH(popmaium), Ha

KOTOpBIE MOJMUCAHO YCTPOMCTBO, U MHTEp(dElic, yepe3 KOTOPBIH yCTPOMCTBO MOAMMCAHO.

0To6pa>1<a10Tc;1 aZipeCa aKTHUBHBIX TPYIII

Craryc/ Multicast-rpynnsi

IPv4 MHTepdenc
2285888 ,
230255 255 250 Lol

PucyHok 56. Cmpa+Huya Cmamyc / Multicast-epynnbi.
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Cemb

B nanHoMm paznene mMeHi0 Bbl MoXkeTe HACTPOUTH OCHOBHBIE MapaMETpPhl JIOKATbHOW CETH TOYKHU
JOCTYyTa B cO3aTh noakiroueHue kK cetu Marepaer (WAN-coenquHeHMe).

WAN

Ha ctpanuiie CeTb / WAN Bbl MoXxeTe peakTUpOBaTh U CO3/1aBaTh COCAMHEHHS, HCIIONIb3yeMbIC
Toukoi moctyna. [lo ymomuanuto B cucreme HactpoeHo coenuHenne WAN. OHO mpuBsi3aHO K
WAN:-nopty ycTpoiicTBa. Bl MokeTe M3MEHUTH MapaMeTphbl JTaHHOTO COEIWHEHUS WIH yIaluTh
ero.

Cete /| WAN
Mmna THN coeqHHEHNA MuTepdelc CocToAHKE HanpaeneHwe Lint3 no yMon4YaHuK
WAN  [JUHaMWueckui IP Internet CoenuHeHne® WAN .

YOanuTe Oo0aenTe

PucyHok 57. Cmpa+uua Cemsb / WAN.

YT1o06BI CO3/1aTb HOBOC COCIAMHCHUEC, HAXXMHUTC KHOIIKY D‘OGaBMTb. Ha OTKpBIBIHCfICH CTpaHUuIe
3amaiTe COOTBCTCTBYIOIIUC MMApaMETPHI.

YroObl  3amaTh  Opyrue  mapaMeTpbl IS CYIIECTBYIOIIETO  COEAMHEHMs,  BbIOepuTe
COOTBETCTBYIOIIYIO CTPOKY B TaOnWile W HaXXMUTE JIEBYIO KHOMKY MbIIM. Ha OTKpbIBIICHCS
CTpaHHUIIE U3MEHUTE HEOOXOAMMBIC ITApaMETPhl M HAKMHUTE KHONKY [TPUMEHUTB.

YT10oOBI yIanuTh COEIMHEHUE, YCTAHOBUTE (IIAYKOK CJIEBAa OT COOTBETCTBYIOLIECH CTPOKHU TaOIUIIBI U
HOKMHTE KHONKY YAANUTb. Bl Takke MOXETe yNaluTh COCJMHEHHE Ha CTPAHHLE M3MEHECHUS
IIapaMETPOB.

Uto0sl ogHO W3 cymecTByromux WAN-COETMHEHNUN HCIONh30BajJOCh B KayeCTBE IILIIO3a IO
YMOITYaHHIO, YCTAaHOBUTE Tepekitrodarens LLMI03 No yMoOnYaHUIo B cTpoke, COOTBETCTBYHOIICH
ATOMY COEIMHEHHUIO.
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HacTpoika yctpornctBa

WAN-coeduHeHue muna PPPoE

s co3manust coenunenns tuna PPPoE naxkmute kHonky [lo6aBUTb Ha crpanuie CeTb / WAN.
Ha otkpeiBieiics ctpanwuiie Beioepute 3naucHne PPPOE B cincke TN coeauHeHus u 3anaiite

HEOOXOUMBIE TTapaMeTphI.

FnaBHble HacTPONKK

Tun coeguHeHKna:
WHTepdeic:
Mma™

Paspelumts:
HanpaeneHue:

PPPOE E|
Internet E|

pppoe_Internet_2

WAN

PucyHok 58. Cmparuya dobasneHus coeOuHeHust muria PPPoE. Pa3den masHble HacmpouKu.

MapameTp OnucaHue

MmaBHbIe HaCTPOMKHU
UnTepdeiic Ousnyeckuil WIM BHUPTyalbHbIM HHTEpQeic, K KoTopoMmy Oyaer
IIPUBSA3aHO CO3[1aBAEMOE COECTMHEHHUE.
Uma Ha3Banue coenuHeHus s yqo0HOH UIeHTU(DUKALIUY.
Paspewntb YcranoBute uiaxok, €l XOTUTE BKIIOYUTH JaHHOE COEIUHEHUE.
HanpaBneHue Hamnpagsienue 1aHHOTO COCTUHECHUS.
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Ethernet
MTU* 1500

MAL: 2a:c0:24:e0:2a:ab v | e

PucyHok 59. CmpaHruua dobasneHusi coeduHeHusi muria PPPoE. Pa3den Ethernet.

MapameTp OnucaHwue

Ethernet

MTU MaxkcuMaibHBII pa3Mep MakeTa, mepeaaBaeMoro HHTepeicom.

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HEOOXOoIUMO 3ajaTh, eciau Bam mnpoaiinep gocTynma K ceTd
Wurepuner ucnons3yer npusasky k MAC-anpecy. Beenute B mnosne
MAC-anpec, 3aperucTpUpOBaHHbIN y NIPOBalEpa MPU 3aKIOUYEHUN
JI0rOBOpA.

Ber moxere Haxkarh Ha 3Hadok KnoHupoBatb MAC-agpec

m
Bawero komnbloTepa ( = ), 4ToObI MOACTABUTh B JTAHHOE MOJIC
MAC-aapec cereBoro ajanrtepa KOMIIBIOTEpPA, €  KOTOPOTO
MAC MIPOU3BOJIUTCS HACTPOMKA TOUKH JTOCTYIIA.

Bel Takxke Moxkere mnoactaButh B gaHHoe none MAC-aapec
YCTPOICTBA, MOJKIOUEHHOIO K JIOKAJIBHOM CETH TOYKHM JOCTyINa B
JAHHBIM MOMEHT. JIJI1 3TOr0 B pacKphIBAIOIIEMCS CIIMCKE BBIOEPHUTE
coorBeTcTBytoumii MAC-anpec (mpu 53TOM I0JIe  3alOJHUTCS
ABTOMATHUYECKH).

Brer mokeTe HaxkaTh Ha 3Hadok BocctaHoButb MAC-agpec no

yMmon4yaHuio (3'), 4yTOOBl MOACTaBUTH B JaHHoe moie MAC-
a/ipec TOYKH JIOCTYIA.
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PPP
MmA nonsaoeaTena™

Be3 agTopuzaLnm; F

Mapone™
MogTeep¥aeHne naponqa*

mA cepeuca:

ANropUTM ayTEHTMAMKALMK. AUTO E|
MTU™ 1492

Keep Alive:

LCP wHTepBan (cek)™ a0

LCF npoeank:* 3

CoegrHeHre no TpedoBaHWK: F
FFPP IP pacwnpeHne:; [
CTatvuecknid IP-agpec:

Otnapka PPP: A

PucyHok 60. CmpaHuuya 0obasneHusi coeduHeHuss murna PPPoE. Pa3dern PPP.

MapameTp OnucaHwue

PPP

Uma nonb3oBaTens Wms monp3oBarens (JIOTuH) U1 1ocTyna B MIHTepHeT.

Ycranosure (raxok, eciau st gfoctyna B aTepHer Bam He Hy»KHO
be3 aBTOpusauumn
BBOIUTH UM ITOJIB30BATECIIA U I1apOJIb.

Maponb [Tapons ayist noctyna B UHTEpHET.
NMoaTeBepxaeHue [TonTBepxaenre maposiss (A7 MCKIIOYEHHs OIIMOOK IPH BBOE
napons napoJs).
Uma cepBuca Nwmst PPPoE-cepBepa, BBITIONHAIONIETO ayTEHTH(PUKALIHIO.
Anroputm Bribepute u3 cnucka HEOOXOOUMBIA METOJ ayTeHTU(UKALUU MU
ayTeHTUdMKaumu ocrassre 3HaueHne AUTO.
MTU MaxkcuManbHBIA pa3Mep MakeTa, epeaaBaeMoro HHTepQecoM.

(IToooeporcusamsv nookniouenue) YCTaHOBUTE (PIIaKOK, YTOOBI TOUKA
JOCTYTIa TOJICPKUBAIA COCTUHCHUE C MPOBAMIEpOM, Ja)e Korma
. COCJIMHCHNWE HEaKTHBHO B TEUCHHE OINPEICIICHHOIO Iepuoia
Keep Alive
BpemeHu. [lpu  ycraHOBICHHOM  (MIaKKe JOCTYIHBIMH IS
penaktupoBanusi craHossrcss nonss LCP wHtepBan u LCP

npoBarnbl. 3ajaiiTe HEOOXOIUMbIC 3HAYCHUS.
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MapameTp OnucaHue

VYcranoBute GUIaXKOK, €CIM  XOTHTE, YTOOBI TOYKAa JOCTYyIa
yCTaHaBIIMBaja coeauHeHne ¢ MHTepHeT mo TpeboBaHuio. B mone
MakcumanbHoe BpemMsi HEeaKTUBHOCTMU, OTOOpaxaeMOM IpH
YCTaHOBKE JaHHOTO (axkka, 3aaiiTe BpeMs MpocTosi (B CEKyHIaX),
MoCJie KOTOPOTO COeIMHEHUE aBTOMATUUYECKU Pa3phIBACTCS.

CoeanHeHue no
TpeboBaHuo

JInsl NONKITIOUEHMST K CeTsIM HEKOTOPBIX MPOBAaiAEpPOB HEOOXOIHMO
PPP IP pacwumpeHve | BximounTh JaHHBIA napamerp. YToyHuTe y Baimero mposaiizepa,
TpeOyeTcs I yCTAaHOBKA TAHHOTO (IIaKKa.

. 3anoJIHUTE MOJIe, €CIM XOTUTE UCIOIb30BaTh cratndeckuil [P-aapec
Cratnyeckun IP-agpec
JUIsl COEIMHEHUsI ¢ ceTbio IHTepHeT.

YcraHoBuTe (pnaxcox, €CJIN XOTHUTC, 4yTOOBI B JKypHaJ 3aHOCHJIACh BCA

OTnapka PPP
omnanoyHas uHpopmanus no PPP-coenunenmuro.
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PasHoe

20MMpOBaTE COBOMHEHNE
BrniounTe RIF:

BrniounTe IGMP:

MAT:

CeTeBoN 3KpaH:

Fing:

OREOOO

PucyHok 61. CmpaHuua 0obasrneHusi coeduHeHus1 murna PPPoE. Pa3zden Pa3Hoe.

MapameTp OnucaHue

Pa3Hoe

Ecnu nanHBI (rakoK YCTaHOBJIEH, TOYKA JIOCTYNA HCIOIb3YeT

U3onupoBaTtb IbTEpHATUBHYIO  TAONMMIly  MapuIpyTH3alud  JUId  JaHHOTO
coefluHeHue coeMHEHUs. YCTaHOBUTE ()IaXKOK, TOJIBKO €CII 3TOro Tpedyer Bam
MpoBaniep.

Veranosure UIakok, 4TOOBI pa3peIInTh UCIOIb30BAHNE IIPOTOKOIIA
Bknouuts RIP ¢ ’ pasp p
RIP 151 maHHOTO COSTMHCHUS.

VYcraHoBUTE (IIaXKOK, €CIM XOTHTE pa3peliuTh MHOTOAAPECHBIN
Bknrounts IGMP ’
TpaduK, HapUMep, MOTOKOBOE BUJIEO.

NAT YcranoBuTe (IaXkoK, €CIM XOTUTE HCIONb3oBaTh oauH WAN IP-
azipec JJis BCEX KOMITbIOTEPOB JIOKAIbHOM CETH.

CeTeBoil 3KpaH YcranoBute (r1a’kok, €CIM XOTUTE aKTUBUPOBaTh 3auTy oT ARP- n
DDoS-arak 151 JaHHOTO COEIMHEHUSI.

Ecnu nanHbId (akoK yCTaHOBJIIEH, TOYKAa JOCTYNa OTBEYAaeT Ha
Ping ping-3ampockl U3 BHELIHEW CETH uepe3 JaHHOe coeduHeHue. s

MOBBIICHUST 0€30IIaCHOCTH PECKOMCHAYCTCA HE YCTAaHABJIMWBATH

JTAHHBIA (IIaXKOK.

ITocne 3aJaHus BCEX HCO6X0)II/IMI>IX 3HAYECHUH HAXKMHTE KHOIIKY anl MEeHUTb.
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WAN-coeduHeHue muna Cmamud4eckuli IP unu QuHamuyeckut IP

Hns cozmanus coeaunenus tuna Crarndeckuil [P wnm Junamudeckuit [P HaxxMuTe KHOIKY
[No6aBuTtb Ha crpanuiie CeTb / WAN. Ha oTkpriBIIIeiicsi CTpaHHUIIE BEIOEPUTE COOTBETCTBYIOIICE
3HauCHHE B clicke TUM COeAMHEHUS U 3aaiiTe HeOOXOJMMbIC TapaMEeTpHI.

FnaBHble HacCTPONKK

Tun coeguHEHKUA: Cratuueckuii IP E|
WHTepdeiic: Internet E|
Wima: static_Internet_2

Paspewwmts:

HanpaeneHue: WAN

PucyHok 62. CmpaHuua 0obasrneHusi coeduHeHuss murna Cmamuveckul IP. Pasden NaeHble HacCMpoOUKu.

MapameTp OnucaHue

MmaBHble HAaCTPONKMU
WnTepdbeiic Ou3nueckuii WM BUPTYaJIbHBIA HHTEpdeiic, K KoTopomy Oyaer
IIPUBSI3aHO CO3aBAEMOE COEUHEHMUE.
Uma HazBanue coenuHenus s y1o0HOH HIeHTU(DUKAIIIH.
PaspewmTb YcranoBure Grakok, €CIM XOTUTE BKIIOYUTH JaHHOE COCMHEHUE.
HanpaBneHue Hanpasnenue naHHOTO COEIMHEHUS.
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Ethernet
MTU* 1500

MAL: 2a:c0:24:e0:2a:ab v | e

PucyHok 63. CmpaHuya 0obaeneHus coeduHeHuss murna Cmamudveckul IP. Pasden Ethernet.

MapameTp OnucaHwue

Ethernet

MTU MaxkcuMaibHBII pa3Mep MakeTa, mepeaaBaeMoro HHTepeicom.

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HEOOXOoIUMO 3ajaTh, eciau Bam mnpoaiinep gocTynma K ceTd
Wurepuner ucnons3yer npusasky k MAC-anpecy. Beenute B mnosne
MAC-anpec, 3aperucTpUpOBaHHbIN y NIPOBalEpa MPU 3aKIOUYEHUN
JI0rOBOpA.

Ber moxere Haxkarh Ha 3Hadok KnoHupoBatb MAC-agpec

m
Bawero komnbloTepa ( = ), 4ToObI MOACTABUTh B JTAHHOE MOJIC
MAC-aapec cereBoro ajanrtepa KOMIIBIOTEpPA, €  KOTOPOTO
MAC MIPOU3BOJIUTCS HACTPOMKA TOUKH JIOCTYIIA.

Bel Takxke Moxkere mnoactaButh B gaHHoe none MAC-aapec
YCTPOICTBA, MOJKIOUEHHOIO K JIOKAJIBHOM CETH TOYKHM JOCTyINa B
JAHHBIM MOMEHT. JIJI1 3TOr0 B pacKphIBAIOIIEMCS CIIMCKE BBIOEPHUTE
coorBeTcTBytoumii MAC-anpec (mpu 53TOM I0JIe  3alOJHUTCS
ABTOMATHUYECKH).

Brer mokeTe HaxkaTh Ha 3Hadok BocctaHoButb MAC-agpec no

yMmon4yaHuio (3'), 4yTOOBl MOACTaBUTH B JaHHoe moie MAC-
a/ipec TOYKH JIOCTYIA.
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IP

|P-agpec:*

CeTeean Macka’”

IP-agpec wnwaa™
MeperyHelil DNS-cepeep™

BropuyHbiil DNS-cepeep:

HacTpoika yctpornctBa

PucyHok 64. CmpaHuua 0obasneHusi coeOuHeHuUsi murna Cmamudyeckul IP. Pa3sden IP.

MapameTp Onucanue

IP

Jlna muna Cmamuueckuit IP

IP-appec

Brenure B nose [P-anpec 1aHHOrO COEIMHEHUS.

CeTeBas macka

Beenure B mosie Macky nmoJICeTH.

IP-apgpec wnio3a

Brenute IP—az[pec T34, UCITOJIB3YEMOI'0 TaHHBIM COCAUHCHUCM.

MepBuYHbLIM DNS-
cepBep/BTopuyHbIN
DNS-cepBep

Beeaute anpeca mepBuuHoro u BTopuuHOro DNS-cepBepoB B
COOTBETCTBYIOILUE TOJIA.

Jna muna /lunamuyeckuii IP

Monyuntb appec DNS-
cepBepa
aBTOMaTU4YeCKM

VYcranoBure (naxok, utoObl agpec DNS-cepBepa HazHauancs
aBTOMaTWyecku. Eciaum  nmaHHBIA  (QIUakoK  YCTaHOBIICH,
MepBu4yHbIn DNS-cepBep u BTopuuHbin DNS-cepBep ne
0TOOpaXkaroTcs.

T10J141

MepBu4YHbLIM DNS-
cepBep/BTopuyHbIN

Beeaute anpeca mepBuuHoro u BropuuHOro DNS-cepBepoB B
COOTBETCTBYIOLLIME MOJIA.

DNS-cepBep
Nneatuduraro opoBanepa octyma K cetu HHTEpHET.
Vendor ID neHTud P mpoBaiinepa  sioctyn p
Heoobsi3amenvnuiii napamemp.
Nmsa TOYKHU JOCTYIa, omnpenesieMoe MPOBaNIEPOM.

Uma ycTponcrtea

Heoobs3amenvnuiii napamemp.
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PazHoe

M30NMpoBaTs COEAMHEHKE: F
Brniounte RIP: B
BrntounTs IGMP:
NAT:
CaTesoR 3KpaH:
Fing: B

PucyHok 65. CmpaHuua 0obasneHusi coeduHeHuUsi muria Cmamudyeckut IP. Pa3den Pa3Hoe.

MapameTp OnucanHue

Pa3Hoe

Ecnu naHHBIN (ra)koK YCTaHOBIIEH, TOYKA JOCTYyIa HCIOIb3YeT

U3onupoBaTtb QIBTEPHATUBHYIO  TaONMIly  MapuIpyTU3alud Ui JIaHHOTO
coeauHeHue coeMHEHUs. YCTaHOBUTE (DIIaXKOK, TOJIIBKO €CITK 3TOTo Tpedyer Bamn
MpoBaniep.

VeranoBute QUIaskoK, YTOOBI pa3pelINTh MCIIOIL30BAHUE IIPOTOKOIIA
Bknouuts RIP ¢ ’ pasp P
RIP m1s maHHOTO COSaMHEHUS.

YcranoBute (QUaxoK, €CIM XOTHTE pa3peliuTh MHOI0aJpEeCHBIH

Bxnwouutb IGMP
TpaduK, HapuMep, MOTOKOBOE BUIEO, [T JAHHOTO COCAMHEHUSI.

NAT YcranoBuTe (Grakok, €ClM XOTUTE HCIONb30BaTh oquH WAN [P-

aapecC ajid BCEX KOMIIBIOTEPOB JIOKAJIbHOM CETH.

CeTeBo aKkpaH YcranoBute (1a’koK, €Clii XOTUTE aKTUBHPOBATh 3aiiuTy oT ARP- u
DDoS-arak 1t JaHHOTO COEIUHEHHUS.

Ecnu manHbIi (rakoK YCTaHOBJIEH, TOYKa JOCTyNa OTBEYaeT Ha
Ping ping-3ampochl W3 BHEIIHEH CETH Yepe3 MaHHOe coenuHenwe. s
MOBBIIIEHUST 0€30MaCHOCTH PEKOMCHAYCTCA HE YCTaHaBJIMBATb

JTAHHBIN (IIaXKOK.

ITocne 3aganus Bcex HeO6XOI[I/IMLIX 3HAYECHUH HAXKMHTE KHOIIKY anl MEeHUTDb.

CtpaHuua 82 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa

PyKOBO,EI,CTBO nonb3oBarens

WAN-coeduHeHue muna PPPoE + Cmamuyeckuu IP unu

PPPoE + fJuHamu4eckuu IP

Hnst coznanust coequnenust tuna PPPoE + Craruueckuit 1P unum PPPoE + Jlunamuueckuii [P
HakMuTe KHOTKY Jlo6aBuUTb Ha crpanuiie CeTb / WAN. Ha orkpsiBiiciicst cTpaHuiie BhIOEpUTE
COOTBETCTBYIOIIICE 3HAUCHHE B CIIHCKe TUM COeAUHEHUS U 3a/1aliTe He0OXOIUMBIC TTapaMETPHI.

FnaBHble HACTPOWKK

Tun coeauHeHKna: PPPoE + Cratuyeckui IP E|
WnTepdperic: Internet E|
Wmaz pppoe_Internet 2

Paspewmts:

Hanpasnenue: WAN

PucyHok 66. CmpaHuua dobasrneHusi coeduHeHuss murnia PPPoE + Cmamud4eckul IP. Pasden MNaeHble
Hacmpoluku.

MapameTp OnucaHue

MmaBHble HAaCTPOMKHU
" - Ousnyeckuil WM BHUPTyaldbHbIH HHTEpdelc, K KoTopomy Oyner
HTepdenc MIPUBS3aHO CO3[1aBAEMOE COETMHEHHUE.
Uma HazBanue coenuHeHus s y100HON HIeHTU(DUKALIUH.
PaspewnTb YcranoBute ¢uiaxok, €l XOTUTE BKIIOYUTH TaHHOE COEIMHEHUE.
HanpaBneHue Hamnpagsiienue 1aHHOTO COCTUHEHHS.
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Ethernet

MTU* 1500

MAL: 2a:c0:24:e0:2a:ab v | e
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PucyHok 67. CmpaHuuya 0obaesneHus coeduHeHuss murna PPPoE + Cmamudyeckul IP. Pasden Ethernet.

MapameTp OnucaHwue

Ethernet

MTU MaxkcuMaibHBII pa3Mep MakeTa, mepeaaBaeMoro HHTepeicom.

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HEOOXOoIUMO 3ajaTh, eciau Bam mnpoaiinep gocTynma K ceTd
Wurepuner ucnons3yer npusasky k MAC-anpecy. Beenute B mnosne
MAC-anpec, 3aperucTpUpOBaHHbIN y NIPOBalEpa MPU 3aKIOUYEHUN
JI0rOBOpA.

Ber moxere Haxkarh Ha 3Hadok KnoHupoBatb MAC-agpec

m
Bawero komnbloTepa ( = ), 4ToObI MOACTABUTh B JTAHHOE MOJIC
MAC-aapec cereBoro ajanrtepa KOMIIBIOTEpPA, €  KOTOPOTO
MAC MIPOU3BOJIUTCS HACTPOMKA TOUKH JTOCTYIIA.

Bel Takxke Moxkere mnoactaButh B gaHHoe none MAC-aapec
YCTPOICTBA, MOJKIOUEHHOIO K JIOKAJIBHOM CETH TOYKHM JOCTyINa B
JAHHBIM MOMEHT. JIJI1 3TOr0 B pacKphIBAIOIIEMCS CIIMCKE BBIOEPHUTE
coorBeTcTBytoumii MAC-anpec (mpu 53TOM I0JIe  3alOJHUTCS
ABTOMATHUYECKH).

Brer mokeTe HaxkaTh Ha 3Hadok BocctaHoButb MAC-agpec no

yMmon4yaHuio (3'), 4yTOOBl MOACTaBUTH B JaHHoe moie MAC-
a/ipec TOYKH JIOCTYIA.
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IP

IP-agpec™

CeTeean Macka’*

|P-agpec wnwaa*
MeperyHelil DNS-cepeep™

BropuyHeln DNS-cepeep:

HacTpoika yctpornctBa

PucyHok 68. CmpaHuua 0obasneHusi coeduHeHusi muna PPPoE + Cmamudyeckuli IP. Pa3dern IP.

MapameTp OnucaHue

IP

Jlna muna PPPoE + Cmamuueckuit IP

IP-appec

Beenure B nosne [P-agpec nanHoro coenuHeHus.

CeTeBast Macka

Beenure B mosie Macky moJiceTH.

IP-apgpec wnio3a

Beeaure [P-anpec nuiro3a, uCnoib3yeMoro JaHHbIM COCIUHEHUEM.

MNepBUYHbLIN DNS-
cepBep/BTopuyHbIN
DNS-cepBep

Beeaute anpeca mepBuuHoro u BTropuuHOro DNS-cepBepoB B
COOTBETCTBYIOLLUE MOJIA.

s muna PPPoE + /lunamuueckuii IP

Monyuntb agpec DNS-
cepBepa
aBTOMaTU4EeCKM

YcranoBute ¢naxkok, utoObl aapec DNS-cepBepa HazHauaics
aBTOMaTnyeckd. Eciau  nmaHHBIA  (QUakoK  YCTAaHOBIICH, OIS
MepBu4yHbIn DNS-cepBep u BTopuuHbin DNS-cepBep ne
0TOOpaXkaroTcs.

MepBu4YHbLIM DNS-
cepBep/BTopuyHbIN

BBenure angpeca mnepBuyHoro u BropuyHOro DNS-cepBepoB B
COOTBETCTBYIOLIUE MOJIA.

Nmsa ycTponcrea

DNS-cepBep
Nnentnduxaro opoBanaepa octyna K cetu HHTEpHET.
Vendor ID A ¢ pv p Aep AocetTy p
Heoobsi3amenvnuiii napamemp.
Nmsa TOYKHU JOCTYIa, omnpenesieMoe MPOBaNIEPOM.

Heobszamenvuwiti napamemp.
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PazHoe

M30NMpoBaTE COBAMHEHNE: i
Brnwounte RIP: B
BrntounTs IGMP:
NAT:
CaTesoR 3KpaH:
Fing: B

PucyHok 69. Cmpa+uya dobasneHusi coeduHeHuss murnia PPPoE + Cmamud4eckull IP. Pasden Pa3Hoe.

MapameTp OnucaHue

Pa3Hoe (05151 pa3dena IP)

Ecnu nanHblii (1a’kok yYCTAaHOBIIEH, TOYKAa JIOCTYIA HCIOIb3YET

U3onupoBaTtb albTEpPHATUBHYIO  TaONMIly  MaplipyTH3aluud A JaHHOTO
coeguHeHue COeUHEHMS. YCTaHOBUTE (DIIaXKOK, TOIBKO €clii 3Toro Tpedyet Bam
MpoBaiiep.

Ycra"HoBute (Giaakok, 4TOOBI pa3pelInTh UCIIONL30BaHUE MIPOTOKOIA
Bknrouuts RIP ¢ ’ pasp p
RIP nyig maHHOro coeIMHEHNUS.

VYcranoBute (Iakok, €CIM XOTUTE pa3peliuTh MHOTOJAPECHBIN

Bknrouutb IGMP
TpaduK, HAMpUMEp, TOTOKOBOE BUJIEO.

NAT YcranoBuTe (Qraxkok, €Cld XOTUTE Hcmonb3oBaTh oauH WAN [P-

aapecC ajid BCEX KOMIIBIOTEPOB JIOKaJIbHOM CETH.

CeTeroit skpaH YcranoBute (praxkok, €CIM XOTHTE aKTUBHPOBaTh 3amuTy oT ARP- u
DDoS-arak mig 1aHHOrO COeqUHEHUS.

Ecnu nanublii Qnakok yCTaHOBIEH, TOYKAa JOCTyNa OTBEYAaeT Ha
ping-3ampockl U3 BHENIHEW CETH uepe3 JaHHOe coedauHeHue. Jlms
MOBBIIIICHUST 0€30MacHOCTH PEKOMEHAYETCS He YCTaHABIMBATh
TaHHBIN (IIaXOoK.

Ping
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PPP
KIMA nonezoeatena*

Bea agTopuaaumn: A
Mapone?

Mogreep#aeHwe naponA™

MmA cepeuca:

ANropUTM ayTEHTUENEALMK: AUTO E|
MTU* 1492

Keep Alive:

LCP wHTepean (cek)* a0

LCP npoeank:* 3

CoeguHenne no TpedoBaHWio: F
FFPP IP pacwnpeHne:; F
CTaTvuecknid IP-agpec:

Otnapka PPP: F

PucyHok 70. CmpaHuuya 0obasneHusi coeduHeHusi muna PPPoE + Cmamuyeckul IP. Pa3den PPP.

MapameTp OnucaHwue

PPP

Uma nonb3oBaTens Wms monp3oBarens (JIOTUH) U1 1ocTymna B lHTepHeT.

Ycranosure (raxkok, eciu st foctyna B MaTepHer Bam He Hy»KHO
be3 aBTOpU3auumn
BBOJIUTH UM ITOJIB30BATECIIA U IIApOJIb.

Maponb [Tapone nnst noctyna B UHTepHeT.
NMoaTrsepxaeHue [TonTBepxaenune maposiss (A7 UCKIIOYEHHS OIIMOOK IPH BBOE
napons napoJs).
Umsa cepBuca Nwmst PPPoE-cepBepa, BBITIONHSAIONIETO ayTCHTH(UKAIIHIO.
Anroputm Bribepute u3 cnucka HEOOXOTUMBIA METOH ayTeHTU(UKAUU WU
ayTeHTUdMKaumu ocrassre 3HaueHne AUTO.
MTU MaxkcuManbHBIH pa3mep MakeTa, epeaaBaeMoro HHTepQecoM.

(I1oooeporcusamv nooknouenue) YCTaHOBUTE (PIIAXKOK, YTOOBI TOUKA
JOCTyNa TOJJIEPXKUBala COCAMHEHHE C TPOBANIEPOM, Jayke KOraa
COCMHEHNE HEAaKTUBHO B TEUYCHHE OMPEACICHHOTO Mepuoja
BpeMeHu. [Ipu  ycraHoBIeHHOM (IakKe JOCTYHNHBIMH  JUIS
penaktupoBanusi craHoBarcss moins LCP wuHTtepBan u LCP

Keep Alive

npoBarnbl. 3agaiiTe HEOOXOIUMbIC 3HAYCHUS.
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MapameTp OnucaHue

VYcranoBute GUIaXKOK, €CIM  XOTHTE, YTOOBI TOYKAa JOCTYyIa
yCTaHaBIIMBaja coeauHeHne ¢ MHTepHeT mo TpeboBaHuio. B mone
MakcumanbHoe BpemMsi HEeaKTUBHOCTMU, OTOOpaxaeMOM IpH
YCTaHOBKE JaHHOTO (axkka, 3aaiiTe BpeMs MpocTosi (B CEKyHIaX),
MoCJie KOTOPOTO COeIMHEHUE aBTOMATUUYECKU Pa3phIBACTCS.

CoeanHeHue no
TpeboBaHuo

JInsl NONKITIOUEHMST K CeTsIM HEKOTOPBIX MPOBAaiAEpPOB HEOOXOIHMO
PPP IP pacwumpeHve | BximounTh JaHHBIA napamerp. YToyHuTe y Baimero mposaiizepa,
TpeOyeTcs I yCTAaHOBKA TAHHOTO (IIaKKa.

. 3anoJIHUTE MOJIe, €CIM XOTUTE UCIOIb30BaTh cratndeckuil [P-aapec
Cratnyeckun IP-agpec
JUIsl COEIMHEHUsI ¢ ceTbio IHTepHeT.

YcraHoBuTe (pnaxcox, €CJIN XOTHUTC, 4yTOOBI B JKypHaJ 3aHOCHJIACh BCA

OTnapka PPP
omnanoyHas uHpopmanus no PPP-coenunenmuro.

CtpaHuua 88 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

PasHoe

MzonnpoBaTe COBOMHEHWE!
Brniount: RIP:

Brnounte IGMP:

NAT:

CeTesol 3KpaH;

Ping:

OEEOOO

PucyHok 71. CmpaHuuya 0obasneHusi coeduHeHusi muria PPPoE + Cmamuyeckul IP. Pa3den Pa3Hoe.

MapameTp OnucaHue

PasHoe (05159 pa3dena PPP)

Eciu nanubrit (bnancmc YCTAHOBJICH, TOYKa OOCTYyIla HCIOJIb3YCT

U3onupoBaTtb albTEpPHATUBHYIO  TaONMIly  MaplIpyTH3aluud A JaHHOTO
coeAuHeHue COeIUHEHHS. YCTaHOBUTE (DITAXKOK, TONBKO €cli 3Toro Tpedyet Barm
MpoBauiep.

Veranosure UIakok, 4TOOBI pa3pelInTh UCIOIb30BAHNE IIPOTOKOIIA
BkniouuTtb RIP ¢ ’ pasp P
RIP i1 maHHOTO COeMHEHHS.

YcraHoBUTE (IIaXKOK, €CIM XOTHTE pa3peliuTh MHOTOAJAPECHBIN
Bknrounts IGMP ¢ ’ pasp P
TpaduK, HapuUMep, ITOTOKOBOE BUJICO.

NAT YcraHoBUTE (IIAXKOK, €CJIM XOTUTE HCIONIb3oBaTh oauH WAN IP-

aapec ajid BCEX KOMIIBIOTEPOB JIOKaJIbHOM CETH.

CeTeBoi 3KpaH YcranoBute (raskok, €Cu XOTUTe aKTUBUPOBaATh 3auTy oT ARP- n
DDoS-arak 1t JTaHHOTO COEeIMHEHMS.

Ecnu nanHplii Qrakok yCTaHOBJIEH, TOYKa JOCTyNa OTBEYAaeT Ha
Ping ping-3ampockl U3 BHELIHEW CeTH uepe3 JaHHOe coeduHeHue. s

MOBEIICHUST 0€30ITaCHOCTH PEKOMCHAYCTCA HE YCTAaHABJIWBATH

JTAHHBIA (IIaXKOK.

ITocne 3aganus Bcex HCO6XOI[I/IMLIX 3HAYCHUM HaXKMUTE KHOIIKY anl MEeHUTDb.
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WAN-coeduHeHue muna PPTP/L2TP + Cmamuyeckuti IP unu

PPTP/L2TP + QuHamu4eckul IP

Hns coszmanust coenunenus turna PPTP + Crarmueckuit IP, L2TP + Craruueckuii 1P, PPTP +
JNuuaamuueckuii [P wau L2TP + Jlunamuueckuii IP Haxkmute xHonky [JOOaBUTb Ha cTpaHwuIile
Cetb / WAN. Ha oTkphIBIII€iCs CTpaHHIlE BEIOEPUTE COOTBETCTBYIOIEE 3HAYCHUE B CIIHCKE TWM
coeAMHEeHUA 1 3a/1aliTe HeOOXOAUMBIE TTapaMeETPHI.

FnaBHble HACTPOWKK

Tun coeauHenms: PPTP + CTaTtuueckui IP E|
WHTepdenc: Internet E|
Mima™

PaspelumTb:
HanpaeneHue:

statpptp_Internet_2

WAN

PucyHok 72. CmpaHuua 0obasrneHusi coeduHeHust murna PPTP + Cmamudyeckutll IP. Pa3Oen NaeHbie

Hacmpouku.

MapameTp OnucaHwue

MaBHble HacCTPOWKM
" - Ou3nueckuii WM BUPTYaJIbHBIA HHTEpdeiic, K KoTopoMy Oyaer
HTepdenc NPUBS3aHO CO3/1aBAEMOE COCAMHEHHE.
Uma HazBanue coenmuHeHus A yI0OHOW HIIeHTH()UKAITUH.
Paspewntb YcranoBute ¢iaxok, €M XOTUTE BKIFOUYUTH TAaHHOE COSTMHEHUE.
HanpaBneHue Hamnpagienue 1aHHOTO COCTUHCHUS.
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Ethernet

MTU* 1500

MAL: 2a:c0:24:e0:2a:ab v | e

—_

PucyHok 73. CmpaHuua 0obasneHusi coeduHeHust muria PPTP + Cmamud4eckutll IP. Pa3den Ethernet.

MapameTp OnucaHwue

Ethernet

MTU MaxkcuMaibHBII pa3Mep MakeTa, mepeaaBaeMoro HHTepeicom.

MAC-anpec, npucBauBaeMblii uHTepdeiicy. [laHHbIi mapameTp
HEOOXOoIUMO 3ajaTh, eciau Bam mnpoaiinep gocTynma K ceTd
Wurepuner ucnons3yer npusasky k MAC-anpecy. Beenute B mnosne
MAC-anpec, 3aperucTpUpOBaHHbIN y NIPOBalEpa MPU 3aKIOUYEHUN
JI0rOBOpA.

Ber moxere Haxkarh Ha 3Hadok KnoHupoBatb MAC-agpec

m
Bawero komnbloTepa ( = ), 4ToObI MOACTABUTh B JTAHHOE MOJIC
MAC-aapec cereBoro ajanrtepa KOMIIBIOTEpPA, €  KOTOPOTO
MAC MIPOU3BOJIUTCS HACTPOMKA TOUKH JTOCTYIIA.

Bel Takxke Moxkere mnoactaButh B gaHHoe none MAC-aapec
YCTPOICTBA, MOJKIOUEHHOIO K JIOKAJIBHOM CETH TOYKHM JOCTyINa B
JAHHBIM MOMEHT. JIJI1 3TOr0 B pacKphIBAIOIIEMCS CIIMCKE BBIOEPHUTE
coorBeTcTBytoumii MAC-anpec (mpu 53TOM I0JIe  3alOJHUTCS
ABTOMATHUYECKH).

Brer mokeTe HaxkaTh Ha 3Hadok BocctaHoButb MAC-agpec no

yMmon4yaHuio (3'), 4yTOOBl MOACTaBUTH B JaHHoe moie MAC-
a/ipec TOYKH JIOCTYIA.
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IP

IP-anpec:® 192.168.161.228
CeTesad macka:” 555 255 955.0
IP-agpec wniw3a* 192 168.161.1
MepeuyHbiit DNS-cepsep™® 192 168.161.140
Bropwuynbiit DNS-cepsep: 77.86.8.8
WM3onupoBaTte coequHeHWe: |

Brntouute RIP: o

Brntoyute IGMP-

NAT:

CeTeBoi 3KkpaH:

Ping: 0

PucyHok 74. CmpaHuya 0obaeneHusi coeduHeHuss murna PPTP + Cmamud4eckuli IP. Pasden IP.

MapameTp OnucaHwue

IP

Jlna munos PPTP + Cmamuueckuit IP u L2TP + Cmamuueckuit IP

IP-appec Beenure B nosne [P-agpec nanHoro coenuHeHus.
CeTeBasi Macka Breaure B none macky noJceTu.
IP-apgpec wn3a Beenute [P-anpec mutro3a, HCIOIB3yeMOTO JAaHHBIM COCTUHEHHUEM.

MNepBUYHbLIN DNS-

< BBenure agpeca nepBuuHOro u BTOpu4HOro DNS-cepBepoB B
cepBep/BTOpUYHbLIN

COOTBCTCTBYIOIIUEC ITOJIA.

DNS-cepBep

Ecnu nanHBIN (ra)kok yCTaHOBIIEH, TOYKA JOCTYyINa HCIOIb3YeT
U3onupoBaTtb aJIbTEpHATUBHYI0  TaONMIly  MapuipyTU3allud Ui JIaHHOTO
coeauHeHune COeAMHEHUs. YCTaHOBUTE (DIIaXKOK, TOJIBKO €Cli 3Toro Tpedyer Bamn

IIpoBanzep.

YcranoBure ¢Gi1akok, 4TOOBI pa3peIUTh UCIIOIL30BAHUE IIPOTOKOIA
Bkniouutb RIP ¢ ’ pasp p
RIP mnig manHoro coenuHeHus.

yCTaHOBI/ITe JIAKOK, C€CJIIN XOTHUTC a3pe€InuTh MHOIoazq GCHBII\/'I
Bknrouutsb IGMP ¢ ’ pasp P
TpaduK, HapuMep, MOTOKOBOE BUIEO, [T JAHHOTO COCAMHEHUSI.

NAT VYcranoBuTe GUIaXKOK, €CJIM XOTHUTE HCMOib30BaTh oguH WAN IP-
aZpec IJIsl BCEX KOMITHIOTEPOB JIOKATHHOM CETH.

< YcranoBute (1axkoK, €Clii XOTUTE aKTUBHPOBATh 3aIuTy oT ARP- u
CeTeBOWM 3KpaH
DDoS-atak i1 7aHHOrO COeqUHEHMS.

Ecnu panHbId (D1a’koK yCTAaHOBJIEH, TOYKAa JOCTyNa OTBEYaeT Ha
. ping-3ampockl U3 BHEUIHEW CETH 4epe3 JaHHoe coenuHeHue. s
Ping MOBBIIIICHUST 0E30MaCHOCTU PEKOMEHIYEeTCsl HE YyCTaHaBIUBATh
TaHHBIN (IIaXKOoK.
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MapameTp Onucanue

Jlna munos PPTP + /lunamuueckuit IP u L2TP + /lunamuueckuii IP

Veranosure (iaaxkok, uroObl ampec DNS-cepBepa HasHaudalics
Monyuntk agpec DNS- ¢ Ap pBEp

cepBepa
aBTOMaTU4eCcKu

aBTOMarnyecku. Ecnaum  ngaHHBIA  (QUakoK  YCTAaHOBIEH, OIS
MepBuyHbIN DNS-cepBep u BTopuuHbin DNS-cepBep e
0TOOpaXkaroTcs.

MepBuYHbLIN DNS-
cepBep/BTOpUYHbIN
DNS-cepBep

Beeaute anpeca mnepBuuHoro u BropuuyHOro DNS-cepBepoB B
COOTBETCTBYIOILME MTOJIA.

Nneatudukaro nmpoBaijepa ngocryna K cetu  VHTepHeT.
Vendor ID ¢ pv p p P
Heobs3amenvnuiii napamemp.

< Nwma TOYKH JOCTyIIa onpeaeIsieMoe IPOBaIEpPOM.
Mma ycTtponcrtBa . i, P P P
Heobs3amenvnuiti napamemp.

Ecnu nannblit (unakok yCTaHOBIEH, TOYKa JOCTyMHa MCIIONIb3YeT

U3onupoBaTtb QJIbTEpHATUBHYIO  TaONMIly  MapuipyTU3alud Ui JIaHHOTO
coeauHeHue COEAMHEHUs. YCTaHOBUTE (IAXKOK, TOJIBKO €CIIU 3TOro Tpedyer Bam
npoBaiiep.

YcraHoBuTe Q)Ha)KOK, CCJIM XOTHUTC Pa3pCUIUThb MHOFO&I[pCCHBIﬁ

Bkniountb RIP
Tpa(bmc, HaHpI/IMCp, IIOTOKOBOC BUACO, A1 JaHHOI'O COCAUHCHU .

yCTaHOBI/ITe JIAKOK, C€CJIM XOTHUTC a3peliuTb MHOIroazx CCHLIﬁ
Bknrouutsb IGMP ¢ ’ pasp P
Tpaduk, HapUMep, MOTOKOBOE BUIEO, ISl JAHHOTO COCIUHEHHS.

NAT YcranoBuTe (Graxkok, €Cld XOTUTE UCHONb30BaTh oquH WAN [P-

aapecC ajid BCEX KOMIIBIOTEPOB JIOKaJIbHOM CETH.

- YcranoBure (uiaxokK, €ClIM XOTUTE aKTUBUPOBATh 3auTy oT ARP- u
CeTeBoOM 3KpaH
DDoS-arak 1t JTaHHOTO COeqUHEHNS.

Ecnu nanHbli (pa’koK yCTaHOBIJIEH, TOYKa JIOCTYyNa OTBEYAeT Ha
ping-3ampochl U3 BHELIHEHW CeTH uepe3 JaHHoe coenuHeHue. [lis
MOBBIIIEHUST 0€30MaCHOCTH PEKOMCHAYCTCA HE YCTaHaBJIMBATb

Ping

JAHHBIN (IIaXKOK.
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VPN

CO8OWMHATECA ABTOMATYECHEN
mA nons3osatena™

Bes aeTopHaaumi; ]
Mapone*

MoaTeep#geHne naponq*

Agpec VFN-cepeepa™

LWUndpoBaHne: Ee3 WHdpOEaHUA E|
AMrOpUTIM 3y TEHTUOWEILMIA: AUTO E|
ITL* 1456

Keep Alive:

LCP wHTepsan (cek)™ a0

LCP npoeankl:* 3

LOononHUTENLHEIE ONUKMK;

CoegnHeHne no TpedoBaHWK: [
CTaTH4eCkWi IP-agpec:

Ctnagka PPP:
MonyyeHHbIA IP:
M30NMpoBaTL COBOMHEHME:
BrniounTs RIP:

MNAT:

CaTEB0N 3KPaH:

Ping:

OEEOO O

PucyHok 75. CmpaHuuya 0obasneHusi coeOuHeHusi murna PPTP + Cmamudyeckul IP. Pasden VPN.

MapameTp Onucanue

VPN
CoeanHATbLCA VYcranoBure (uaxkoK, 4TOOBI Pa3pelinTh aBTOMATHYECKUH 3aITycK
aBTOMaTU4eCcKu COCAMHEHUS MPH 3arpy3Ke TOUKH JOCTYTIA.

Umsa nonb3oBaTtens Wwmst monw3oBarens (JT0TuH) 11 1ocTyna B THTEpHET.

YcranoBute (Gi1a’KoK, €ClIU AJIL J0CTyIla B Huateprer Bam He H HO
Be3 aBTOpU3auuu ¢ ’ p YK
BBOAUTH UM MTOJIL30BATCIIA U MMAPOJIb.

Maponb [Maposns mst moctymna B UIHTEpHET.
MoaTBepxaeHue [MoarBepxneHne maponis (sl MCKITIOYEHUS OIIMOOK TIPH BBOJIE
napons Taposs).

Appec VPN-cepBepa | IP- wim URL-agpec PPTP- unu L2TP-cepBepa ayrenTrduKkanmu.
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MapameTp Onucanue

Hacrpoiika mmudposanus no nporokonry MPPE.
* bBbe3 wudpoBaHua — MPPE-mudpoBanme He IPUMEHSIETCS.

 MPPE 40/128 6ut — npumensiercss MPPE-mudposanue ¢
muHOM Kutroua 40 nnu 128 our.

* MPPE 40 6utr - mnpumensercs MPPE-umdpoBanue ¢

WudposaHue JUTHHOM KJrroua 40 Out.

« MPPE 128 out - mnpumensercs MPPE-mmdpoBanue c
JUTHHOM KJIroua 128 Out.

MPPE-mmdpoBanne npuUMEHSETCS TOJIBKO B CIy4asx, KOrma B
pacKphIBafomieMcst  crucke  AFIFOPUTM  ayTeHTUdMKaumm
Beigeneno 3Hasenue MS-CHAP, MS-CHAP-V2 unu AUTO.

AnropuTtm Beibepute u3 crmcka HEOOXOAMMBIA METOJ ayTCHTU(HKAIUK HIIH
ayTeHTUdMKaumm ocrassre 3HaucHre AUTO.

MTU MaxkcuManbHBIH pa3Mep Makera, nepeaBaeMoro HHTepQecom.

(IToooeporcueamov nooknoyenue) YCTaHOBUTE (DIIaXKOK, YTOOBI TOUKA
JOCTyIa TOJIEP)KUBAJIa COCAMHEHUE C MPOBANAEPOM, Jaxe KOrma
COCIMHCHUE HEAaKTUBHO B TEYEHHE ONPENCIICHHOTO Iepuojaa
BpeMeHU. [Ipu  ycTaHOBIGHHOM  (QUaxkKe JOCTYIHBIMH  JUIs
penaktupoBanusi craHoBsitcs monss LCP uHTepBan u LCP

Keep Alive

npoBanbl. 3ajaiiTe HEOOXOIMMbIC 3HAYCHUS.

JdononHuTtenbHbIe JloToTHUTENbHBIE oMU JIeMOHa pppd, KOTOphIE HEOOXOIUMO
onuuun 3a/1aTh JUIsl TaHHOTO COeNUHEHUS. HeobsizamenvHulli napamemp.

VYcranoBute (rakok, €cilM  XOTHUTE, YTOOBI TOYKAa JOCTYyIIa
yCTaHaBIMBanga coeanHeHne ¢ MuTepHeT mo TpeboBanuio. B mome
MakcumanbHoe BpeMsi HeaKTUBHOCTU, OTOOpakaeMoOM IIpH
yCTaHOBKE JaHHOTO (prakka, 3aaiiTe BpeMsi MpocTos (B CeKyHAax),
MOCJIe KOTOPOTO COEIMHEHNE aBTOMATUYECKU Pa3pbIBaeTCsl.

CoeauHeHue no
TpeboBaHuIO

3anoJHUTE TOJIE, €CJIM XOTUTE UCIOIb30BaTh cratndeckuil [P-aapec

Cratuyeckum IP-agpec
HJ1s1 COCAUHECHUSA C CEThIO I/IHTepHeT.

YcraHoBute (pnaxcox, €CJIN XOTUTCE, 4TOOKI B JKypHaJ 3aHOCUJIACH BCA

OTtnapgka PPP
otnagovHas nHpopmanus o PPP-coennnenuro.

Mony4yeHHbIN IP [P-anpec, Ha3HAYEHHBIN POBaliepOM JA0CTyNa K ceTH MHTepHeT.

Ecnu ,Z[aHHLIfI (I)J'Ia)KOK YCTAHOBJICH, TOYKa AOO0CTYyIIa HCIIOJIB3YET

U3onupoBaTtb aJIbTEPHATUBHYIO  TAONMIly  MapIIpyTHU3alMd IS JTaHHOTO
coeauHeHue COoeMHEHMS. YCTaHOBUTE (DIIaXKOK, TOJIBKO €cu 3Toro Tpedyer Bam
MpoBaiziep.
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MapameTp Onucanue

YcranoBute ¢uiaXkok, YTOObI Pa3pelInTh UCIIOJIb30BaHUE MPOTOKOJIA

Bknrountb RIP
RIP gng manHoro coequHeHUS.

YcranoBute (Prakok, €ClM XOTHUTE HCIOIb30Barh oquH WAN [P-

NAT

aapecC ajid BCEX KOMIIBIOTEPOB JIOKaJIbHOM CETH.

CeTeBoii 3KpaH YcranoBute (axkok, €Clii XOTUTE aKTUBHPOBATh 3aiiuTy oT ARP- u
DDoS-arak Jy1st JaHHOTO COeIMHEHUSI.

Ecnu nanublii (pa’xok yCTaHOBJIEH, TOYKa JOCTyNa OTBEYaeT Ha
ping-3ampochl W3 BHEIIHEH CETH 4epe3 JaHHOe coenuHenwe. s
MOBBIIIEHUST 0€30MaCHOCTH PEKOMCHAYCTCA HE YCTaHaBJIMBATb

Ping

JAHHBIN (IIaXKOK.

ITocne 3agaHus Bcex HCO6XOILI/IMLIX 3HAYCHUM HaOXKMHTE KHOIIKY anl MEeHUTDb.
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Yro6bl HACTPOUTH JIOKAIBHBIN HHTEp(dElc TOUKK A0CcTyIa, nepeiaure Ha ctpanuiy CeTb / LAN.
IP-anpec:” 192.168.0.50
CeTtepan macka™ 355 255 955 0

PucyHok 76. OcHO8HbIe napamempbl JI0OKalbHO20 UHMepgelica.

Ecnmu H606XOI[I/IMO, HU3MCHHUTC OCHOBHBIC ITIAPaAMETPhBI JIOKAJIbHOT'O HHTep(l)efIca.

MapameTp OnucaHue

IP-anpec [P-ampec Toukm noctyma B JokalbHOW moacetd. [lo ymonuanuio
Ap 3a7aHo 3HayeHue 192 .168.0.50.

Macka nokanpHON moxaceru. Ilo YMOJYaHUIKO 3aJIaHO 3HA4YCHUC

CeteBas macka 255.255.255.0.

ITocne 3aganus Bcex HCO6XOI(I/IMLIX 3HAUYECHUM HaXKMHTE KHOIIKY anl MEeHUTb.

B paznene DHCP-cepBep Boi Mmoxete HacTpouts BcTpoeHHbiii DHCP-cepBep TOUkH T0CTYIIA.

DHCP-cepeep

Pexmm: Pa3pelnTs v
DNS Relay: i

HauankeHei IP:* 192.168.0.51

KoHeuHkli IP* 192.1658.0.100

BpemA apeHaksl (MUH)* 1440

PucyHok 77. Pasden 0nsi Hacmpotku DHCP-cepsepa.

MapameTp OnucaHwme

Pexxum paboret DHCP-cepBepa Touku noctyma.

Pa3pewwnTb — Touka 10CTyIa aBTOMaTHYeCKy Ha3HadaeT [P-anpeca
KJIMEHTaM Ha OCHOBAaHHHM 3a/IaHHBIX ITapaMeTpoB. IIpu BEIOOpE 3TOTO
3HaueHWs Ha cTpaHuie oToOpaxkatorcss moimsi DNS  Relay,

HavyanbHbin IP, KoHeuHbIn IP 1 Bpemsa apeHAbl.

Pexum
3anpetutb — DHCP-cepBep ToYKH J0CTyIa BeIKIOUEH, [P-aapeca

KIIMCHTaM HAa3HA4YaroTCA BPYYHYHO.

Relay — s nasnauenus [P-ampecoB KIMEHTaM HCHONB3YETCS
BHemHuit DHCP-cepsep. [Ipu BeIOOpe 3TOro 3Ha4eHHS HA CTPaHUIIE
otobpaxaercs noje IP BHewHero DHCP-cepBepa.
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MapameTp OnucaHune

YcranoBute ¢uIaykok, 4TOOBI yCTPOWCTBA, TMOIKIIOYEHHBIE K TOYKE
JocTyna, B kadecTBe ajgpeca DNS-cepBepa nonydanu ee agpec.

DNS Relay CHumMuTe (Qrakxok, 4ToObl YCTPOWCTBa, IMOIKIIOYCHHBIC K TOYKE
JocTyna, B KadecTBe aapeca DNS-cepBepa mnomyyanu ajapec,
MEepEJaHHbId  MPOBAWJIEPOM WJIM YKA3aHHBIM HAa  CTPAaHUILE
HononHutensHo / CepBepbl UMEH.

Hawaneueiii IP-anmpec mnyna anpecoB, koropeie DHCP-cepsep
BBIZIACT KJIUEHTaM.

HayanbHbIN IP

Koneunsiit IP-anpec nyna aapecos, koropeie DHCP-cepBep Bbaaer
KIIMEHTaM.

KoHeuyHbIN IP

Ilepuon Bpemenun, Ha kotopsli DHCP-cepBep TOukM noctyna
npenocrasinser [P-agpec kimeHTy (10 MCTEYEHWUH ATOTO IEpUOA
Bpems apeHAabl [P-anpec or3bIBaeTCs U MOXKET OBITh OTAAH APYTOMY YCTPOMCTBY,
€CJIM He MOCTYMUJIIO MOATBEPKICHNUE O HEOOXOAUMOCTH COXPAHEHHUS
storo IP-agpeca).

IP BHewHero DHCP- | IP-aapec Buemnero DHCP-cepBepa, kotopeiii HazHauaet [P-aapeca
cepBepa KJIMEHTaM TOYKH JIOCTYTIA.

[Tocne 3amanust Bcex HEOOXOAUMBIX 3HAYCHUN HAKMHUTE KHONKY MPUMEHUTD.

B paszgene Ctatnyeckmm DHCP Boei moxere 3amate cBsizku [P-anpecoB m MAC-aapecos
(Ha3HauuTH MOCTOSIHHBIN IP-anpec B JOKanbHOWM ceTu [uisl ycTpoicTBa ¢ omnpeaencHHbIM MAC-
anpecom). Touka moctyma Ha3zHadaeT [P-ampeca B COOTBETCTBHU C CO3JAHHBIMH CBSI3KAMH, TOJBKO
eciiu DHCP-cepBep Brimoden (B pazaene DHCP-cepBep B criicke PeXKWUM BbIjieIeHO 3HAYCHHE
PaspewunTb).

Cratuyeckuwid DHCP

Wagectheie IPIMAC-anpeca: <Buibepute IPIMAC agpec

P MAC Host

Oofaente

MpUMEHNTE

PucyHok 78. Pa3den dnsa co3daHusi ces3ok MAC-IP.

Yrtobbr co3math cBs3ky MAC-IP, naxxmute kHonky [lo6aBuTb. B mone IP Beemute IP-ampec,
KOTOpBIN Oy/leT MPHCBOCH yCTPOMCTBY M3 jokambHOU cetd, B moie MAC — MAC-ampec 3TOrO
ycrpotictBa. B mone Host 3aiaiite HasBanue 1j1s yCcTpoicTBa B CETH IS YAOOHOH HIeHTH()UKAITUN
(Heobs3amenvHbIl NApamemp).
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Bb1 Takxke moxere co3nark cBa3Ky MAC-IP ans ycTpoiicTBa, NOAKIIOUEHHOTO K JIOKAIbHON CETH
TOYKH JIOCTyNa B JaHHBIA MOMEHT. J{ist aToro B packpbiBaromemcs ciricke M3BecTtHble IP/MAC-
appeca BwiOepuTe cooTBeTcTByIOIIee yctpoictBo (mpu 3tom moist IP u MAC 3anommsrtcs
ABTOMAaTUYECKH).

[Tocne 3amanust HeoOxoauMbIX CBI30K MAC-IP Haxkmute kHOonky MPUMEHUTb.

CymectBytomue cBsiskd MAC- u IP-aapecoB ortoOpakenbl B Tabmuile pasiaeia CTaTU4YeCKUM
DHCP. Yto0b1 ymanuth CBA3KY, YCTAaHOBUTE (DIa)KOK B COOTBETCTBYIOIIEH CTPOKE B TaOHIE U
HOKMUTE KHOTIKY YAANUTb. 3ateM HaxxmMuTe KHOTIKY [TPUMEHUTD.
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Wi-Fi

B nannoMm pazmene meHro Bl MoxkeTe 3aiaTh Bce HEOOXOAMMBIE HACTPOMKH Al OECTIPOBOAHOMN

CCTH.

OCHOBHbIe HAaCTPONKH

Ha crpanuie Wi-Fi /| OCHOBHble HAaCTPOMKM Bl MokeTe BKITFOYUTH OCCIIPOBOHYIO CETh TOUKH
JOCTYTIa ¥ 33]1aTh 1Tl He€ OCHOBHBIC TTApAMETPHI.

Wi-Fi/ OcHoBHbIe HACTPOMKKN

Brnwunte OeCcNpoBoaHODE 7
COBOWMHEHWE:

BewaTts OBCNPOBOOHYK CETE: 7

MBSSID: BLIKMKOUYEHO v
BSSID: 2CAB:25:68:0E:AD v

CHPLITE TOUKY AOCTYNA:

581D DAP-1155

CTpaHa: RUSSIAN FEDERATION v
Kauan: auto A 4
BecnpoBoaHOR PEsMM: 802.11 B/GIN mixed v
MakcuManeHoe KonWUecTeo 0

L E

[MpMMEHNTE

PucyHok 79. OcHogHble Hacmpoliku 6ecripog8oGHOU noKanbHOU cemu.

MapameTp OnucaHwue

BknounTtb . - .
GecnpoBoORHOS JanHblil ¢naxok paspemaer ucnosb3oBaHue Wi-Fi-coequnenuil.
Ecnu Bl xotute 3anperuts Wi-Fi-coenunenus, CHUMUTE (DII1aXOK.
coeaunHeHue

Ecnu npanubiii  raskok He YCTAHOBICH, YCTPOWCTBA HE MOTYT
Bewartb 6ecnpoBoaHyto| noxakiouarsest kK Wi-Fi-cetu Touku mocryma. [Ipu 3TOM yCTpORCTBO
ceTb MOXXET IMOAKIKYATHCS K APYTrod TOYKe HOCTyna B KadectBe Wi-Fi-

KJIIMCHTA.
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MapameTp OnucaHue

VuukanbHbld  ugeHtugukatop Wi-Fi-cetu. [lanHoe 3HaueHue
BSSID OTIPE/ICIIACTCS MapaMeTpaMu TOYKU JOCTyHa, Bbl He MOXETe ero
HU3MCHUTD.

Ecnun naHHBId  (pra’kok yCTaHOBIEH, ApPYrHe I0JIb30BaTeld He

cmoryr  Buuerh Bamy — Wi-Fi-cetb.  (Pexomengyercs — He

CKpbITb TOUYKY gocTyna
yCTaHaBIMBaTh (DIaKOK, Tak Kak JaHHasg (QYHKLUUS YCIIOXKHSET

Ipolecc NepBoHavaIbHOW HACTPOHKHU CETH.)

Haspanue Bameit 6ecnipoBogHoi nokanbHO# cetu. [lo ymomyanuro
3a1aHo0  3HaueHue DAP-1155. Pexkomenayercs ONpENEIUTb

SSID
COOCTBEHHOE Ha3BaHHWE CeTH. Vcmonb3yiTe mudpsl M JATHHCKHE
OYKBBL.
Crpana Bame mectononokenune. Bpibepute HeoOxomuMoe 3HaYeHUE U3
PaCKpBIBAIOIETOCS CITUCKA.
Howmep kanana 6ecnipoBoiHoro coequHenus. [lpu BeIOOpe 3HAYCHUS
Kanan auto Touka mgoctyma cama BBIOMpAaeT KaHal C HAaWMEHBIINMH

IIOMCXaMU.

Pexxum paboTel OecnpoBOMHON ceTH TOYKHM JAocTymna. JlaHHBIN
- napamMeTp OIpeaeNsieT CTaHAAPThl YCTPOMCTB, KOTOpPbIE CMOTYT
BecnpoBogHOM pexum p porp . p . yerp ’ p Y

paborare B Bameit 6ecipoBogHOl cetu. Bribepute HeoOxoammoe

SHAQYCHHUC N3 PACKPBIBAIOMICTOCH CIIUCKA.

MakcuMallbHOE€ ~ KOJIMYECTBO  YCTPOMCTB,  KOTOPbIE  MOTYT

MakcumanbHoe MOJKITIOUUTECS K OeclpoBOJHONM CeTH TOukM jgoctyna. Ecmom
KOSIMYECTBO KIMIMEHTOB | YCTaHOBJIEHO 3HadyeHWe O, yCTpPOHCTBO HE OrpPaHUYUBACT
KOJINYECTBO MOJKIIFOYEHHBIX KIIMEHTOB.

[MTocrne n3MeHeHus: TapaMeTPOB HAKMHUTE KHONKY MPUMEHUTB.
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HacTtpoiku 6e3onacHoCTH

Ha crpanunie Wi-Fi / HacTponkum 6e3onacHOCTM Bel MoXeTe HM3MEHHUTH IMapaMeTpPhl
Oe3onmacHocTH Bareir 6ecripoBOIHOM CETH.

@
Wi-Fi/ HacTpoiku GesonacHocTU

CeTeBan ayTeHTUDMKALNA: WPA2-PSK o

Knioy WrdposaHua PSK™ 75764920

HacTpoiku wHdpoBaHns WPA

WPA-lWndpoeanue: AES v

WPA nepuog oOHOoBNEHUA 3600
Krkoua

MPHMEHNTE

PucyHok 80. Hacmpoliku 6e3onacHocmu 6ecripo8odHOU cemu o yMOI4aHUuro.

[To ymonmuaHMIO JUIS JIOKAJIbHOW OCCIIPOBOJHOM CETH B CHCTEME 3aJaH THII CETEBOM
ayrenrupukanun WPA2-PSK. B kadectBe kimtoua cetn ucnonbzyercss WPS PIN ¢ Hakineiiku co
HITPUX-KOJIOM.
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Wi-Fi / HacTpoikn 6ezonacHocTH

CeTeran ayTeHTHHUKALMA Open v

Shared
HacTpoWKn WKUppoBaHUR WPA
WPRA-PSK
WPRAZ

BriounTs wnbpoeanue WEP: | | oo oo

WPAMWPAZ mixed
WPA-PSKAWPAZ-PSK mixed

MpUMMEHNTE

PucyHok 81. Tunbl aymeHmucgbukayuu, noddepxxusaemblie ycmpolicmeom.

Touka gocTymna MOJACPKUBACT CIACTYIOIINE TUIIBI Ay TCHTH(PUKAIIH:

Tun ayteHTUdMKauumn OnucaHue

OtkpeiTass ayreHTU(dUKAIUS (C BO3MOKHOCTBIO HCITOJIb30BAHMS
Open WEP-umdpoBanust s  peXKUMOB OCSCIPOBOAHOW  CETH, HE
MOJI/IEP>)KUBAIONIUX yCTpoicTBa cTanaapta 802.11n).

AyTteHTuduKanysa ¢ OOmMMM KIOYOM C ucnonb3oBaHueM WEP-
mmdpoBanus. JlaHHBINA THIT ayTEHTH(PHUKAIIMKA HEAOCTYIICH, €CITH Ha
Shared crpanuiic  Wi-Fi / OCHOBHble HACTPOMKM B  CITHCKE
BecnpoBOAHOW pPEeXUM 3agaH PEKUM, MOICPKUBAIOIIAN
ycTpoiictBa cranaapta 802.11n.

Ayrentu¢pukamuss mo TexHoimorun WPA ¢ ucnone3oBaHHeM

WPA
RADIUS-cepsepa.
WPA-PSK Ayrentudukanus no texuHonorun WPA c¢ ucnonb3oBanuem PSK-
KJIIO4a.
Ayrtentupukamust 1o TexHomorudn WPA2 ¢ wucnonb3oBaHHEM
WPA2
RADIUS-cepsepa.
WPA2-PSK Ayrtentudukanus no texuonorun WPA2 ¢ ucnonb3oBanuem PSK-

KJIro4a.
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Tun ayteHTUdMKauumn OnucaHue

KomOunupoBanubiii Tin ayreHTudukanuu. [Ipu BeiOGOpe IaHHOTO
3HAYCHUS K OCCIPOBOIHOW CETH, CO3JaBa€MOW TOYKOW JOCTYIIA,
WPA/WPA2 mixed MOTYT  MOJKIIOYAThCS  YCTPOWCTBA,  MCIOJB3YIOLIUME  THUII
ayrentudurkanun WPA, u ycTpoiicTBa, HCIOIB3YIOIIUE THII
ayreHTupukanun WPA2.

KomOunupoBanubiii T ayreHtudukanuu. I[Ipu BbiOOpe IaHHOTO
3HauUeHUsI K OeCHpOBOIHOW CETH, CO37AaBaeMOW TOUYKOM JOCTyIa,

WPA-PSK/WPA2-PSK

mixed MOTYT  IIOAKJIFOYaTbCS  YCTPOWCTBA,  HCIOJB3YIOIIUME  THUI

ayrentupukannu WPA-PSK, u ycrpoiicTBa, MCHONB3yIOIIME THIT
ayrentuduranuu WPA2-PSK.

JIns wucnonb3oBanus tunoB ayreHTudukanun WPA, WPA2 u WPA/WPA2 mixed
m  Heobxommmo Hammune RADIUS-cepgepa.

[Tpu BBIOOpe 3HaueHuss Open win Shared na crpanuie oroOpakaercs pasmen HacTponkm
wucppoBanuua WEP (pasgen HemocTyneH st peXUMOB pabOThl  OSCHpPOBOTHON ceTwH,
nojaepkuBaronux cragaapt 802.11n):

',‘J

Wi-Fi / HacTpolkn 6e3onacHoCTH

CeTeBan ayTEHTMHMKALWA: Open v

HacTpo#ku WuppoBaHUA WEP

Brnounte WHdposaHue WEP: [«
Homep kniaya no ymonyadue: | o ¥

Knwou wngpoeaHnAa WEF kak
HEX :

AnuHa knioya WEP: Gdbit v
Knwou wwgpoeaHna WEP (1)
Knwou wwgpoeaHna WEP (2)*
Knioy wwgpoesanna WEP (3)*

Knioy wngposaHua WEP (4)*

MPUMEHNTE

PucyHok 82. 3HaueHue Open 8 packpbieatowiemcsi criucke Cemeeasi aymeHmugukayusi.
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MapameTp OnucaHne

Onaxok ans aktuBauuu WEP-mmdposanus. [Ipu ycraHoBieHHOM
¢dnaxkke Ha cTpaHuiEe oTtoOpaxkaercs moire Homep knro4ya no

Bknountb ymonyaHuio, ¢naxok Krrou wwmdpposaHua WEP kak HEX,
wucposaHue WEP packpeiBatoniics criucok OnuHa knovya WEP u uversipe mosns
Kntou wudpoBaHua WEP. [{ns tuna ayrentuduxanuu Shared
(hi1a’koK BCer/ia yCTaHOBJICH.

Howmep kntoya no Homep xmtoua (ot 1-ro 1o 4-ro), KOTOphld OyeT MCHOIb30BATHCS
yMosn4yaHu1io 11t WEP-mudpoBanusi.

Kntoy wuncbpoBaHna | YcranoBute ¢raxok, 4TOObI 331aTh IIECTHAIIATEPUIHOE UYKHCIO B
WEP kak HEX KaueCcTBE KJII0Ya IS U POBAHHSL.

Jnuna xkimoua WEP-mudposanus.

Bribepure 3nauenue 64bit, uroObl 3amaBarh KIOYM JUTMHOW 5
AnvHa knroya WEP ASCII-cumBonos wm 10 HEX-cumBoios.

Brei0oepute 3nadenue 128bit, uroObl 3amaBaTh KIIOYM JUTHHON 13
ASCII-cumBosmnos mwm 26 HEX-cruMBoI10B.

Knroun gt WEP-nmudpoBauus. [Ipun mudpoBaHun HUCIIONb3yVETCS
Kniou wudposaHus A bp p dp v

WEP (1-4)

KJIFOY, HOMEP KOTOPOTO YKa3aH B PACKPBIBAOIIEMCS CIIMCKE HOMep
Krnr4ya no ymosi4aHuio. HCO6XO,[[I/IMO 3aIllOJIHUTH BCC I10JIA.
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HacTpoika yctpornctBa

ITpu Beioope 3HaueHus WPA-PSK, WPA2-PSK wm WPA-PSK/WPA2-PSK mixed na
cTpanuiie orobpaxaercs pasaen Hactponku wudposaHusa WPA:

Q @

Wi-Fi/ HacTpoiku 6ezonacHocTU

CeTeean ayTEHTUDMEALWA;

Kniow wudposaHua PSK*

WPA-PSKIWPAZ-PSK mixed ¥

HacTpoiku wudgpoBaHns WPA

WEA-lWndHpoBaHWe:

WPA nepuog oGHOBNEHWA
Knkoua®

AES v

3800

MPUMEHNTE

PucyHok 83. SHaueHue WPA-PSK/WPA2-PSK mixed e packpbigarouiemcs criucke Cemeegasi

aymeHmudukayusi.

MapameTp OnucaHue

Kntoy wncgpposaHma PSK

Kitou miis WPA-mmdposanus. Kitou MoxkeT cocTosiTh U3 udp u
(unm) TaTHHCKUX OYKB.

WPA-wmchpoBaHmne

Mexanmsm mudposanus: TKIP, AES wimu TKIP+AES. [lns
PSKUMOB pabOThl  OECIIPOBOAHOW CETH, MOJICPIKHBAOIIHNX
craugapt 802.11n (cM. 3HaueHUE PACKPBHIBAIOLIETOCS CHHCKa
BecnpoBoaHon pexum na crpanuie Wi-Fi /| OCHOBHble
HaCTPOWKMW) 10CTYITHO TOJIbKO 3HaucHue AES.

WPA nepuog o6HOBRneHus
Kno4a

Ilepuon BpeMeHM (B CeKyHIaxX), MO MCTEYEHUH KOTOPOTO
TeHEpUPYETCs HOBBIM KIIIOY Il MIM(POBAHUS MO TEXHOJIOTHH
WPA. Eciu B panHoM 1one ykazaHo 3HaueHue 0, ximrou
OOHOBJIATHCS HE Oy/IeT.
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ITpu BeiOOpe 3nHauenus WPA, WPA2 unin WPA/WPA2 mixed Ha crpanuie oToOpaskaroTCst
pasnenst HacTpouku RADIUS u Hactponku wncgpposanHus WPA:

Wi-Fi/ HacTponku 6e3onacHocTK

CeTtepan ayTeHTURMKALMA: WPAMPAZ mixed T
WPAZ MpeneapuTensHan
aYTEHTHHNKALNA:

HacTtpoWkn RADIUS

IP-agpec? 192.168.0.254
Mopt* 1812

RADIUS knoy wuipposaHuA?

HacTpoiiku W poBEaHuA WPA

WPA-WWDpoBaHKUE: TKIP T

WPA nepuog oGHOBNEHWA 3500
Krya:®

MpHMEHWTE

PucyHok 84. SHaueHue WPA/WPA2 mixed e packpbigarouwjemcs criucke Cemegass aymeHmughbukayus.

MapameTp OnucaHue

@naxoK JUIsl aKTUBALIMU [IPEIBAPUTEIBHON ayTeHTU(PUKALIUY TIPU
WPA2 lNpeaBaputenbHas P P vt ¢ P
UCTIONB30BaHNH TeXHONOTUH WPA2 (oTOOpaskaeTcst TONBKO JUIs

ayTeHTUdUKauua .
y tukau runos WPA2 u WPA/WPA2 mixed).
IP-agpec IP-anpec RADIUS-cepgepa.
MopT Howmep nopra RADIUS-cepBepa.
RADIUS knitoy [Taponp, ucnonp3yeMblid TOYKOM JOCTyNa I B3aUMOJECUCTBHS C
RADIUS-cepBepom (3Ha4ueHHE 3TOTO Mapamerpa OIMpeleieHO B
wucpoBaHuA

Hactpoiikax RADIUS-cepsepa).

Mexanusm nmbpposanus: TKIP, AES wiu TKIP+AES. [{is
PSKMMOB pabOThl  OECHPOBOIHOW CETH, MOJIEPKUBAIOIINX
WPA-wudpoBaHue cragaapt 802.11n (cM. 3HaueHHWE pPACKPBHIBAIOIIETOCS CIHCKA
BecnpoBoaHon pexum na crtpanuiie Wi-Fi /| OcHOBHble
HaCTPOWKMW) 10CTYyITHO ToJIbKO 3HaueHue AES.

[lepuox BpemeHu (B ceKyHAax), IO HCTEYEHHUU KOTOPOTO
WPA nepuoa 0GHOBMEHUsA | TeHepUpyeTCcsl HOBBIM KIIIOY Ul IIM(QPOBAHUSA IO TEXHOJIOTUU

Knro4a WPA. Ecam B pmanHOM mone ykazaHo 3HaueHue 0, K09
OOHOBJIATHCS HE Oy/IeT.

[Tocne 3ananust HEOOXOAMMBIX TAPAMETPOB HAKMUTE KHONIKY [TPUMEHUTB.

Ctpanuua 107 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

MAC-dpunbTp

Ha crtpanunax pasgena Wi-Fi /| MAC-punbTp Ber Mmoxere onpenenuts crmcok MAC-aapecoB
YCTPOUCTB, KOTOpBIE OynyT UMETh AOCTyI K Bamieit ceru, mu6o 3amath MAC-anpeca yCTpOKHCTB,
KOTOpbIE HE CMOTYT TOAKII0YAThCS K Bartieit 6ecripoBoIHON CETH.

Wi-Fi/ MAC-huneTp / Pexum chunetpa

PesumM orpaHnyeHnin MAC- OTEMIOYeH T
huneTpa:

PaspewaTb
| 3anpewats

MpUMEHNTE

PucyHok 85. CmpaHuua 0ns Hacmpouku MAC-¢unbmpa st 6ecripogodHol cemu.

[To ymonmuaHuiO peXuM OTpaHMYCHHU, OCHOBaHHBIX Ha MAC-agpecax yCTpOKCTB, HE aKTHBCH (B
packpbiBaroniemcs ciiucke Pexxnm orpannyeHun MAC-cdunbTpa na crpanune Wi-Fi / MAC-
¢uneTp / Pexxum cbunbTpa BoiencHo 3HadeHre OTKITHOYEH).

YrtoOsl OTKpHITH Barry 6ecripoBOHYIO CETh I yCTPOKCTB, aJpeca KOTOPHIX yKa3aHbl Ha CTPAHUIIE
Wi-Fi /| MAC-cbunbtp /| MAC-agpeca, u 3akpbiTh OCCHPOBOAHYIO CETh JUISI BCEX APYTHX
YCTPO#CTB, B packpsiBaroiiemMcst crnucke PeXum orpaHmvyeHnn MAC-counbTpa Bhibepute
3HaueHue PaspelaTb u Haxxmute KHONKY [TPUMEHUTB.

Yr10o0bl 3aKpbITh Baimy OecrnpoBOIHYIO CeTh I YCTPOMCTB, ajpeca KOTOPHIX yKa3aHbl Ha Ha
crpanuiie Wi-Fi /| MAC-cbunbtp / MAC-agpeca, B pacKphIBafOMIEMCsl CIUCKE BBIICIUTE
3HaueHue 3anpewaTb 1 HaxmuTe KHONKy [TPUMeHUTD.

Yrober nobaBute MAC-anmpec, i KoTtoporo OyneT AeHCTBOBaTh BHIOpaHHBIM Bamu pexxum
orpannuenuii, neperiaure Ha crpanuiy Wi-Fi / MAC-counbtp / MAC-agpeca.
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Wi-Fi/ MAC-dunetp / MAC-agpeca

Cnucok MAC-agpecoe

WasecTHble IPIMAC-agpeca: Buibepute IP/MAC agpec ¥
I MAC-appec”
OobaBute

MpumeHuTE

PucyHok 86. CmpaHuua 0ns dobaeneHusi MAC-adpeca.

Haxxmute kHonky [J06aBUTb u BBeIuTE COOTBETCTBYIOLIHMI aapec B OTOOpa3uBIeMCs mose. Ber
Takxe Moxere BBecTd MAC-azipec ycTpOoHCTBa, MOAKIIOYEHHOTO K JIOKAJIbHOM CETH TOUKH J10CTyIa
B JaHHbI MoMeHT. [[ms storo B packpeiBaromemcs crnucke U3BecTHble IP/IMAC-appeca
BHIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (IIPH ITOM TIOJNE 3AIOJHUTCS aBTOMATHYECKH). 3aTeM
HaXkmMuTe KHONKY [TPUMEHUTb.

UtoOpl ymamuTh KakoW-muOo aapec w3 cnucka MAC-agpecoB, ycTaHOBHUTE  (DIaXKOK,
PAacIoNIOKEHHBIN clieBa OT cooTBeTcTBYHoIEero MAC-anpeca, 1 HAKMUTE KHOTIKY YAANUTb. 3ateM
HakMHTe KHOTIKY [TPUMEHNTB.
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Cnucok Wi-Fi-knueHTOB

Ha crtpanunie Wi-Fi / Cnucok Wi-Fi-knneHToB Brl MoOXeTe NPOCMOTPETh CIHCOK
OeCIPOBOHBIX KIIMEHTOB, MOIKIFOYCHHBIX K TOUKE JOCTYIIA.

Wi-Fi/ Cnucok WiFi knueHTOB

|:| MAC OuanazoH BpemAa nogxnvyeHns Mepenauo (DanT) MpuuAaTo (DanT) RSSI

PasteglHHTE QOfHOBMTE

PucyHok 87. CmpaHuuya 0ns ynpasneHusi rnooKYeHHbIMU 6ecripo8odHbIMU yecmpolcmeamu.

Ecin HeoOxonuMoO OTKIIIOYUTH Kakoe-TH00 YCTpOMCTBO OT OeclpOBOAHOM CETH, YCTaHOBUTE
bnaxxok B cTpoke, coaepkamed MAC-aapec 3TOro yCTpOHCTBA, W HAXKMHUTE KHOIKY
PasbeanHUTb.

UtoOpl Ha cTpaHuWIle OTOOpa3ujach camas akTyajdbHas wuHpopMaIusa 00 YCTpPOMCTBAX,
MOJIKITFOYCHHBIX K O€CIIPOBOIHOM ceTH, HakMHUTe KHOKY OOHOBUTbD.
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WPS

Ha crtpanunie Wi-Fi / WPS Brl MokeTe akTuBHpOBaTh (YHKIHMIO O0€30MacHON HACTPOMKH
0eCIpOBOHOMN CETH, a TAaK)Ke BHIOPATh CIIOCO0 YCTAaHOBKH OECIPOBOIHOM CETH.

Oyakuus WPS mo3Bonser aBTOMaTHYeCKM HACTPOUTH 3alIMIIEHHYIO OCCIPOBOJHYIO CETh.
VYerpoiicTBa, noAkiIoyaeMble K OECIPOBOIHOM CETU TOUKM JOCTyNa ¢ MoMoulblo GpyHkuuu WPS,
JTOJOKHBI TIOAIEPKUBATh TaHHYIO (DYHKIIHIO.

JLJist MCTIONB30BaHMS ATON (PYHKIIMY HEOOXOMMO 3apaHee 3aJ1aTh JUIsl OECIPOBOIHON CETH
TUO ceTeBoi ayreHTHdukannu Open c BeikaoueHHbIM mudpoannem, WPA2-PSK wiu
' WPA-PSK/WPA2-PSK mixed ¢ meronom mmmdpoBanus AES (ua crpanuie Wi-Fi /
- Hactponkn 6Ge3onacHocTu). Eciau 3anaHbl Japyrue HACTPOWKH _0E30MacHOCTH,
anemenTsl ctpanuiibl Wi-Fi / WPS HenoctynHbl.

Wi-Fi/ WPS

BrnrwoveHne/BeiknovyeHne WPS

Brnounte WPS: '
MpUMEHNUTE

WHgopmauma

PIN-K0[, N0 yMOMUaHMK. 02832074

WPS cTaTyc: CroHdWrypHpoBaHo

55ID: Wi-Fi net

CeTeBan ayTeHTHEDHKALKWA. WPAZ-PSK

LndpoeaHne: AES

Koy Wi posaHuA; 02832074
OGHOBMTE COpoCHTE KOHDUIYPALMID

CoegHHeHHe

MeTog WPS: PBC —
CoefnHWTE

PucyHok 88. Cmparuuya dns Hacmpouku gyHkuyuu WPS.
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YrtoOb! akTuBUpoBaTh QyHKIM0 WPS, ycranoBure ¢naxok Bknountb WPS u HaxxmuTe KHONIKY
MpumeHuTb. [lpu ycraHoBieHHOM (IaXKKe Ha CTpaHHIIE TOCTYMHBI pasiaeasl MHopmaumua u
CoeaunHeHwe.

MapameTp OnucaHue

PIN-kox Touku nocryma. JlaHHBIM TIapamMeTp MCIONBL3YETCS IIPU
PIN-koA NO yMOMNYaHWIO | OAKIIOYCHUN TOYKM JOCTyNa K YCTPOHCTBY-PEruCTpaTropy uis
3amaHus napameTpoB pynkiuu WPS.

Coctosiaue ¢pynkuuun WPS:

* CKoOHdurypmpoBaHO  (3agaHbl  BCce  HEOOXOAHMMBIE
HACTPOMKH, OSTHU HACTPOWKH OyAyT HCHONb30BAHBI IPU
yCTaHOBKE OECIIPOBOJIHOTO COEAUHEHMS),

WPS cratyc

* He ckoHdurypupoBaHo (mocne aktuanun Gpynkiun WPS
Ha3BaHWE CeTH U Kiod ImudpoBaHus OyayT 3ajaHbl
AaBTOMAaTHU4YCCKHU, TUII CETEBOU aYTeHTI/I(bI/IKaIII/II/I U3MCHUTCA HA

WPA2-PSK).

SSID HasBanue ceTu TOUKH JOCTYyIIA.
CeTeBan . .
Tun cereBoii ayTeHTU(UKAIIMY, 33JaHHBIN JJIS1 CETH TOYKHU JOCTYyIA.
ayTteHTUcUMKaumsa
LndpoBaHue Texymmii Tun mmdpoBaHwms, 3aJaHHBINA IS CETH TOYKH JTOCTYTIA.

Knroy wucppoBaHus Texymuii kimtod mmdpoBaHus, 3aJaHHbIH I CETH TOUYKH JOCTYTIA.

Haxxmure KHOIIKY IJid OOHOBJICHUS JAaHHBIX, MPCACTABJICHHLIX Ha

O6HOBUTDL .

JTAaHHOW CTpaHHULIE.
C6pocutb
P Haxxmute kHONIKY 1151 cOpoca nmapamerpoB dyHkiun WPS.
KOHdurypauumro

Meton ucnonsizoBanus pynkuuu WPS. Bo3moxkHble 3HaUeHUS:

Meton WPS PIN — mogxmouenne yerpoiictsa ¢ momomsto PIN-koza,
PBC — noakiroueHre yCTPORCTBA € IIOMOIIIBIO HAXKATHS HA KHOIIKY.
PIN-kon 6ecripoBOIHOTO YCTPOMCTBA, TIOIJIEPKUBAIOIIETO (HYHKITHAIO
WPS.

PIN-kop

[Tone ortoOpaxkaercss Tonbko B ciydae BbiOopa 3HaueHus PIN B
criucke Meton WPS.
HaxxmuTe KHOMKY AJisi MOAKIIOYEHHsI YCTPOMCTBAa K OeCTpOBOAHOM

CoeauHUTL y A g yerp POBOA

CETH TOYKH JI0CTyNa ¢ nmomotibio ¢pyHkiuu WPS.
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Ucnonb3oeaHue pyHkyuu WPS u3 web-uHmepgpetuca

JUiss yCTaHOBKM JIOKaJIbHOW OecrpoBogHOM cetu ¢ mnomoupio Metoxa PIN ¢ynkumum WPS
BBIIIOJIHATE NIEPEUNCIICHHBIE HUKE ICHCTBHS.

1. VYcranoBure puaxxox Bknrounte WPS.

2. Haxwmure kHonky [TPUMEHUTD.

3. B mone Meton WPS Brioepute 3naucHue PIN.
4

Beibepute wmeron PIN B mporpammHOM obecrieueHUH OeCHpOBOAHOTO YCTpOICTBa,
HOZIKIIIOYaEMOT0 K OECIIPOBOHOM CETH.

5. HaxmuTe COOTBETCTBYIOLIYIO KHOMNKY B MPOrpaMMHOM oOOecriedyeHUH OecTpoBOAHOTO
YCTPOICTBA, MOAKIIOYaEMOT0 K OE€CITPOBOIHOM CETH.

6. Cpa3zy Beenure PIN-koa, yka3aHHBIH Ha KOpPIyCe MOJKIIFOYAEMOT0 YCTPOWCTBA WJIM B €r0
nporpaMMHOM obecniedenuu, B moiie PIN-kog.

7. Haxwmure kHonky COeAUHUTb B web-uHTepdeiice TOuKu 10CTyIa.

Jlns ycTaHOBKM JIOKalIbHOW OecrpoBomHOM cet ¢ momomnsio merona PBC dynkumu WPS
BBITIOJTHUTE MEPEYNCIICHHBIC HUXKE ICUCTBUA.

1. VYcranoswure dnaxox Bknrounts WPS.

2. Haxwure xHonky NMpUMeHUTDb.

3. B mone Metopn WPS BriGepute 3naucaue PBC.
4

Bribepure metonq PBC B mporpaMmmHOM obOecniedeHnH OECIpPOBOMHOIO YCTPOWCTBA,
MOJKITI0YaeMOT0 K OeCIPOBOIHOM CETH.

5. HaxmuTe COOTBETCTBYIOIIYI0 KHONKY Ha KOpIyce€ WIM B IPOrpaMMHOM oOOecledyeHuu
0ecTpOBOAHOIO YCTPONCTBA, MOAKIIOYAEMOT0 K OECIIPOBOJHON CETH.

6. Cpasy Haxxmute kHonky COeANHUTb B web-uHTepdeiice TOUKH I0CTyTIA.

Ucnonb3oeaHue ¢pyHkuyuu WPS 6e3 docmyna k web-uHmepgelicy

Be1 moxxeTe ucnons3oBats ¢pynkuuio WPS, He obpamasics k web-untepdeiicy Touku nocryna. s
3TOT0 HEOOXOIMMO HACTPOUTH TOUKY JOCTYIAa COOTBETCTBYIOIIMM 00Pa30oM.

1. 3anmaiiTe COOTBETCTBYIOIIHME HACTPOMKH OE30MaCHOCTH JUIsi OCCHPOBOAHOW CETH TOYKH
JOCTYTIA.

2. VYcranosure duaxxok Bknrountse WPS.

3. Haxwmure kaHonky [pUMeHUTD.
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4. CoxpaHuTe HACTPOWKHU U 3aBepILINTE padoTy ¢ web-uHTepdeiicom Touku g0cTyna (HaXXMUTE

=
Ha 3HA4Y0K (CoxpaHUTb) B MEHIO, KOTOpOE OTOOpakaeTcsi MPH HaBCIACHHH
yKaszarenss MbId Ha Haanmuch CUCTEMa B JICBOM BEpXHEM YLy CTPAHUIIBI, a 3aTeM

2Ly
HaXXMHUTE Ha 3HAYO0K (BbinTn)).

Bnocnencteun Bl MokeTe 100aBIATh yCTpPOMCTBA B OECIIPOBOIHYIO CETh MPOCTHIM HAXKaTUEM Ha
kaHonky WPS/RESET Ttouku nocrymna.

1. Boibepure meronq PBC B mnporpamMHOM oOecriedeHHH OeCIpOBOJHOIO YCTpPOWCTBa,
HOZIKIIIOYaeMOT0 K OECIIPOBOIHOM CETH.

2. Haxmwure COOTBETCTBYIOIYH) KHOIKY Ha KOPIIyCE WJIM B TMPOrPaMMHOM OOECICUCHHH
OeCIPOBOTHOTO YCTPOICTBA, TIOAKIIYaEMOro K OSCIIPOBOIHOM CETH.

3. Haxwmute kHonky WPS/RESET Ttouku noctyna u ormyctute. CBETOAUOIHBIN MHIUKATOP
WPS HauHeT MUTATh.
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[dononHutenbHble HACTPONKU

Ha crpanunie Wi-Fi / [JononHuTenbHble HACTPOMKU Brl MOKeTe ONpEnenTh
JIOTIOJTHUTEIBHBIC TApaMETPHI, BIUAIONINE Ha padoTy Barieit 6ecipoBoHON CETH.

H3MmeHeHus mapaMeTpoB Ha JAHHOW CTPaHMIIE MOT OKa3aTb HETraTMBHOC BJIMAHHME HaA

®  Bamy 6ecupoBOIHVIO CETh.

Q @

Wi-Fi/ JononHuTenkHbIe HACTPOWKH

Station Keep Alive™ 0

Beacon nepuog® 100

RTS nopor:* 2347

Frag nopor* 2348

DTIM nepwog® 1

TX MOLWHOCTE: 100% r

3anpeTTE MyNETUEACT.
LUMpWHa KaHana: 20/40MHz - v
Short GI: Enahle v

ANANTVEHBIN pEXMM:
MPMMEHNTE

PucyHok 89. CmpaHuya 0ornonHumesibHbIx Hacmpoek 0511 6ecripogodHoU cemu.

Ha CTpaHULEC MMPEACTABIICHBI CJICAYIOIMIUC SJICMCHTBI:

MapameTp OnucaHue

WHTtepBan (B ceKyHIax) MeXAy IIPOBEPKAMU  aKTUBHOCTHU
Station Keep Alive OeCIIpOBOHBIX YCTPOMCTB, BXOASIIMX B JIOKaJbHYIO ceTh. Ecim
3a7aHo 3HayeHue 0, mpoBepKa HE BBITOIHICTCS.

WNurepBan (B MWUIMCEKYHOAX) MEXIY OTHOPABKOU ITAKETOB JUIA
Beacon nepuop P ( Y U) Y P
CUHXPOHU3AIHNH OECTIPOBOTHOM CETH.

MunuManabHBI pa3sMep makera (B OaiTax), IS KOTOPOIO OymeT
RTS nopor pasmep ( ), 1 poro 6yn
nepenaBarbest RTS-kazap.

MaxkcuManbHbI  pazMep HepparMeHTHpyeMoro  (HEZEeITUMOro)
Frag nopor nakera (B Oaiitax). [lakersl Oonpiero pasmepa ¢pparMeHTHPYIOTCS
(pa30mBaroTCS HAa YacTH).
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MapameTp OnucaHue

Ilepuon Bpemenu (B cekyHaax) Mexay ortnpaBkoi DTIM-
cooOmeHus (yBEeIOMJICHHUS O MOCIEAYIOMEH INPOKOBEIIATEIbHOM

DTIM nepwvo . .
puoA (broadcast) mnam rpymnmoBoi (multicast) mepemade) u mepemadeii
JTAHHBIX.
TX MowHoCTb MouHoCTh nepenaTyrka (B IporeHTax).

YcranoBure (h1a)koK, 9TOOBI 3alPETUTh MHOTOAIPECHYIO PACCBUIKY
(multicast) mnst GecripoBomHON ceTw TO4YKM jgoctyna. CHUMUTE
3anpeTuTb MyNbTUKaACT | ¢uiakok, 4ToOBI paspemnth npueM multicast-tpaduka ¢ WAN-
COCAMHEHUH, B HACTPOMKAaX KOTOPBIX YCTAHOBIIEH (hIIaXKOK
Bkntountb IGMP.

[IInpuHa kananma it ycrpoiicts cranaapra 802.11n.

20MHz - ycrpoiictBa cranmapra 802.11n paboTaroT Ha KaHalax

mpuHoi 20 MI.
40MHz — ycrpoiictBa crangapra 802.11n paboTaroT Ha KaHayax
mpuHo 40 MI .

LLivpuna kaHana 20/40MHz - - ycrpoiictBa cranmapra 802.11n paborator Ha

kaHajmax mupunHoit 20 MI'nm m 40 Ml (kanan oObemuHsIETCS C
MPEANISCTBYIOIUM CMEKHBIM KaHAJIOM).

20/40MHz + - ycrpoiictBa cranmapra 802.11n paGoraror Ha
kaHanax mupuHoit 20 MI'm u 40 MI'nm (xaHan oObeauHsETCS CO
CJIEYIOIIHMM CMEXHBIM KaHaJIOM).

3amuTHBIA HMHTEpBan (B HaHOoceKyHnax). JlaHHbIM mapamerp
omnpenensieT MHTEpBAJI MEXIy CHMBOJIAMHU, MEPENaBaeMbIMHU IpHU
B3aMMO/ICWCTBUY TOYKH JIOCTYIa ¢ OECTIPOBOAHBIMU YCTPOUCTBAMHU.

Enable (PaspewmTb) — Touka a0CTyma HCMIOIB3YeT KOPOTKHIA
3alIUTHBIA MHTEpBAJ, MPOAOKUTEIBHOCTh KOTOPOTO COCTAaBIISET
Short Gl 400 Hc. Tompko st pexXUMOB paboOTHl OecHpOBOAHOHN ceTw,
MO/IEPKUBAIOLIINX CTaHAAPT 802.11n (cm. 3HAUYCHUE
pacKphIBaoIIerocs crnrucka BecnpoBOoAHON peXWUM Ha cTpaHule

Wi-Fi / OCHOBHblIe HAaCTPOMKMN).

Disable (3anpeTnTb) — Touka HOCTyIa UCIONB3YET CTaHAAPTHBIM
3alIUTHBI MHTEPBAN, MPOIODKUTEIBHOCTE KOTOPOTO COCTABIISET
800 He.
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MapameTp OnucaHue

VYcranoBute ¢urakok, 9To0OBI OECTIPOBOAHAS CETh TOUKH JOCTYyIa HE
< co3maBaja IOMEX pajapaM ®  JPYrdM  MOOWIBHBIM  HJIH
ALnanTuBHbLIN pexnm .

(UKCHpPOBaHHBIM  paauoCHcTeMaM. Takas HACTpOWKAa MOXET

3aMeTUTh PaboTy OECIIPOBOIHON CETH TOUKH JOCTYIIA.

ITocne usmenenus MapaMCTpOB HAXKMUTC KHOIIKY anl MEeHUTb.
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WMM

Ha ctpanue Wi-Fi / WMM Ber moxete aktuBupoBath pynkuuio Wi-Fi Multimedia (WMM).

Oynkiuss WMM peanusyer mexanusm QoS i OecripoBomHBIX coenuHeHnd. OHa TO3BONISET
YIY4IIUTh KauecTBO Iepegayd MAaHHbIX 1o Wi-Fi-cetn 3a cueT Ha3HayeHHs MNPHOPUTETOB
Pa3IUYHBIM TUIIaM TpadukKa.

Yr1o6s! BKIIOUUTH QyHKIMIO WMM, ycranoBute duaxkok WMM u naxkxmurte kHonky MPpUMEHUTB.

Wi-Fi/ WMM

WWIMM: '

MapameTpel TOYKM QOCTYNa

AC Aifsn (1~15) CVWMin CVWiax Txop* ACI Ack
AC_BK 7 1 1023 0 Bhikn. Bhikn.
AC_BE 3 15 63 0 Brikn. Brikn.
AC_M 1 7 15 94 Brlkn. Brlkn.
AC_VO 1 3 T 47 Brikn. Brikn.

MapameTpel CTaHUWH

AC Aifsn (1~15) CVVMin CVWiax Txop* ACWM
AC_BK 7 15 1023 0 Bikn.
AC_BE 3 15 1023 0 Brikn.
AC_WI 2 7 15 a4 Bikn.
AC_VO 2 3 7 47 Brikn.
MpUMEHNTE

PucyHok 90. Cmparuua 0nst Hacmpouku ¢yHkuuu WMM.

B cucreme 3amaHpl  Bce  HEOOXOAMMBIE IapaMeTphbl g gk WMM. He

u PEKOMEHAYETCA MCHATH HaCT[)OI‘/'IKI/I= OMPEACTICHHBIC 10 YMOJIYAHUIO.

Oyakuus WMM mo3BosisieT Ha3Ha4aTh MPUOPUTETHI IS YETHIPEX KaTeropuid goctyma (Access
Category, AC):

* AC_BK (Background, ¢gonosviii pesxcum) — Tpapuk ¢ HU3KHM TPHOPUTETOM (3aTaHUS Ha

reyvaTh, 3arpyska Qaiinos, mp.);

» AC_BE (Best Effort, ayuwee kauecmeo u3 603MOd#CHO20) — TpadHK OT yCTapEBIIUX
YCTPOWUCTB WJIK YCTPOWUCTB M MPHUIIOKEHUH, KOTOPBIE HE MOIepKUBAIOT PyHKIHIO QOS;

* AC_VI (Video, nepeoaua éuoeo);
* AC_VO (Voice, nepeoaua 2onoca).
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HapaMeTpLI KaTel“OpI/Iﬁ AOCTYyIIa OINPCACICHbBI KaK JJId caMOM TOYKU A0CTyIa (B paszaciic
MapameTpbl TOYKU AOCTYNA), TaK U il OSCIPOBOJIHBIX YCTPOUCTB, MOAKIIOYCHHBIX K HEi (B
pasnene MNapameTpbl cTaHUUN).

s KaK1or KaTeropuu AOCTyIa JOCTYIIHBI CIEAYIOIINUE MapaMeETPHI:

MapameTp OnucaHue

Arbitrary  Inter-Frame  Space  Number —  kosgpguyuenm
nepemMeHH020 MeNCKA0po8o20 UHMepsad.

Aifsn DTOT mapaMeTp BIMSET HAa BPEMEHHYIO 3aJIepKKy i1 JaHHOU
KaTreropuu Aoctymna. Yem MeHblIe 3HAaYeHUE AAHHOTO MapaMeTpa,
TEM BBIIIE TIPUOPUTET KATETOPUH TOCTYyIA.

Contention Window Minimum — MuHUMAaIbHbI pasmep OKHA
KOHKYDEHMHO020 00Cmynd.

Contention Window Maximum — MaxkcumanibHulli pamep OKHA
KOHKYPEHMHO20 00Cmyna.

CWMin/CWMax

OTH MapaMeTpbl BIUSIOT Ha BPEMEHHYIO 3aJIEPXKKy JUIsS JTaHHOM
kareropun goctyna. 3Hauenue mnonss CWMax He nomxHO OBITH
Mmenbie 3HadeHus moiast CWMin. Uem meHble pa3HHIa MEXIY
sgayenueM nons CWMax u 3nauenuem nons CWMin, tem Beie
[PUOPHUTET KATETOPHHU JTOCTYyIIA.

Transmission Opportunity — 603MONCHOCMb Nepedaiu OaHHbIX.

Txop YeMm Oonplile 3HaUE€HHE JAHHOTO MapamMeTpa, TEM BbIIIE MPUOPUTET
KaTerOpHUU JOCTYyNa.

Admission Control Mandatory — obsi3amenvhbiii KOHmMpOibL OONYCKA.

ACM Ecnu  BbeimeneHo 3Hauenue BKM., ycTpoiicTBO HE MOXKET
WCIIOJIb30BaTh JaHHYIO KATETOPHIO JOCTYyIA.

Acknowledgment — noomeepoicoenue npuema.

Peakuus Ha 3ampochl OTKJIMKAa BO BpeMsi IMepelavyd JaHHBIX.
OTtoOpaskaeTcst ToJIbKO B paszzeic [lapameTpbl TOUKM gocTtyna.

Ack Ecnu BeIAEICHO 3HaueHHE BblK.l'l., TOYKa OO0CTyIla OTBCYACT Ha
3aIIpoOChI.

Ecmmn BBIACICHO 3HA4YCHUC BKJ'I., TOYKa AOCTYIIa HE OTBCUACT HaA

3aIpOCHI.

ITocne usmeneHus MNapaMCTpOB HAXKMUTC KHOIIKY anl MEeHUTDb.
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KnueHTt

HacTpoika yctpornctBa

Ha crpannne Wi-Fi / KnueHT Bpl MoxeTe HACTpOUTH YCTPOMCTBO B KadecTBE KIMCHTA IS

MOJIKJIFOUEHHS K O€CIIPOBOTHOM TOYKE JIOCTYTIA.

PexxuM kiMeHTa, Kak MpaBUIIo, HCIIOIB3YETCs sl TIOIKIIIOUEHHS K ceTh OecripoBogHoro MHTEpHeT-
nposaitnepa (WISP). Bce mapamerpsl, 3aaBaeMblie Ha JaHHON CTpaHUIIE, MPEAOCTABIISIIOTCS TAKUM

MIPOBaNIEPOM.

Wi-Fi/ KnueHt

> HacTpolika mMapLupyTU3aTopa B pexume GecnpoBogHOMO KMWeHTa

Brniounte

Bewate BecnpoBogHyo CeTk:

BbibGepute GecnpoBoaHyO ceTh

ssiD 5SS b
DVG-N5402G  00:1E:58:B2:CF:9A 802.11b/g/n 9 [WPA2-PSK] [AES]
DIR-825 00:13:46:62:33:71 802.11b/gin 9 [WPA2-PSK] [AES]
Stream 00:0F:3D:AD:AC:3A 802.11b/g 9 [OTkpeITaA ceTo]
DIRTY 00:56:43:12:33:12 802.11b/g/n 13 [WPA2-PSK] [AES]
Mouck ceTei

MapameTpbl 6ecnpoBoOHON CETH

SSID:
BSSID:

CeTtesan ayTeHTUUKaLMA: Open E|

HacTtpoiikun wndgposaHna WEP

BrntounTe wndposanne WEP: [

Q @

YpoBeHs
curLana

alll (86%)

. (10%)
il (65%)
. (15%)

MpumeHUTE

PucyHok 91. Cmparuuya 015t HacmpoUku ycmpolicmea 8 Kadecmee KrueHma.
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YToOBl HACTPOUTH YCTPOMCTBO B Ka4eCTBE KJIHMEHTa, yCTaHoBHTEe (maxox Bkmountb. Ilpu
YCTaHOBJICHHOM (pi1a’kke Ha CTpaHHUIIE OTOOPAXKAIOTCS CIEAYIONINE YIIEMEHTBI:

MapameTp OnucaHwue

Eciu naHHBIA (raXkok HE YCTAaHOBJICH, YCTPOMCTBA HE MOTYT
Bewatb 6ecnpoBogHyto| noaximouarsest kK Wi-Fi-cetr Touku moctyma. [Ipu stom DAP-1155

ceTb MOKET TMOJKITIOYAThCS K JAPYro TOYKe JocTyma B KadecTBe Wi-Fi-
KJIMEHTA.

MapameTpbl 6ecnpoBOgHON CETU

SSID Ha3Banue cetu, K KOTOPOH NOJKIKOYAETCS TOUKA TOCTyIA.
BSSID VYHUKaJIBbHBIA UIEHTH(PHUKATOP CETH, K KOTOPOH MOJKIIOYaeTCs TOUKA
JOCTyTIA.
CeTteBas Tun ceteBoil ayTeHTU(UKAIIMKU B CETH, K KOTOPOW MOIKIIOYAETCS
ayTeHTUdUKaums TOYKA JIOCTYTIA.

Jns tunoB cereBoit ayrentudukaiun Open u Shared Ha crpanuiie 0ToOpaxarTCs CICAYIOIINE
HOJIs:

MapameTp OnucaHue

@naxok ans akruBaun WEP-mmdposanus. [Ipu ycrtaHoBieHHOM
¢dnaxkke Ha crTpaHuie oroOpaxkaercs noie Homep knwoya no

Bknountb ymon4yaHuro, diaxoxk Knroy wudposanmna WEP kak HEX,
wudpposaHmne WEP packpsiBatomuiicss cnucok AnuHa knwodya WEP u dersipe moms
Kntou wundposanHma WEP. [1ns tuna ayrenrudukanuun Shared
(h1aXKoK Bcernia yCTaHOBJICH.

Homep kntoya no Howmep kimtoua (oT 1-ro 10 4-10), KOTOpBIH OyIEeT MCHONB30BAThCS
yMOn4yaHu1io s WEP-nmmdposanusi.

Kntou wuncgpoBaHua | YeranoBute (uiakok, 4ToObI 337aTh IIECTHAALATCPUYHOE YHCIO B
WEP kak HEX Ka4ecTBe KIJIto4a JUTsl MU POBaHUS.

Hnuna kimoua WEP-mmdposanust.

Bribepute 3nauenue 64bit, yroObl 3amaBath KiarouM UIMHON 5
OnuHa knroya WEP ASCII-cumBoioB mim 10 HEX-cuMmBoJIoB.

Bribepure 3nauenue 128bit, yToObl 3amaBare KiaroumM uMHOW 13
ASCII-cumBonos unu 26 HEX-cumBosnos.

Knroun gng WEP-mudposanusd. [Ipu mmdpoBaHHU HUCIIONB3YVETCS
Kntou wudposanus bp p bp Vi

WEP (1-4) KJTIO4, HOMEp KOTOpPOTO yKa3aH B packpeiBatomiemcs crmcke Homep

Krnro4ya no ymosn4yaHuio. HCO6XO,Z[I/IMO 3aI10JIHUTH BCC I1OJIA.
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Jnst o cereBoit ayreHtudukanun WPA-PSK, WPA2-PSK 1 WPA-PSK/WPA2-PSK mixed
Ha CTPaHUIIE OTOOPAXKAIOTCS CIACAYIOIINE OIS

MapameTp OnucaHwue

Knioy wucppoBaHus Kirou s WPA-mmdpoBanus. Kirou MoxeT coctosTh u3 1udp u
PSK (WM) TAaTUHCKUX OYKB.

WPA-wundpoBaHue Mexanusm mmdpposanus: TKIP, AES niu TKIP+AES.

[Tocne u3MeHeHus MapaMeTpoB HAKMHUTE KHONKY TPUMEHUTDL.

Kpome Ttoro, mpu ycrtaHoBieHHOM ¢uaxkke BKMKOUYUATBL Ha cTpaHuile 0TOOpa)kaeTcs CIHCOK
JOCTYITHBIX OECIPOBOIHBIX CETEH.

YroObl Ha cTpaHule 0TOOpasmiIach caMas akTyajbHas MH(GOpMaLUs O JTOCTYIHBIX OECIPOBOAHBIX
cersix, HaKMUTE KHONIKY [TOMCK ceTen.

YToObI MOIKIIIOUYUTECS K KAKOW-IMOO CETH U3 CIIUCKA, BBIAEIUTE HEOOXOAUMYIO CeTh. IIpu 3TOM B
nons SSID, BSSID u CereBas ayTeHTU(MKaALMA OyayT aBTOMATHYECKH IOJCTABICHBI
COOTBETCTBYIOIINE 3HAYCHHUS.

Jns una ayrentudukanun Open 6e3 mudpoBanust HXKMUTE KHOTKY MPUMEHUTB.

Jns TunoB aytentudukaimu Open ¢ mmdposanuem u Shared Bribeprute He0OX0TUMOE 3HAYCHHE
B cniicke HoMep knroya no ymon4yaHuio. Eciir Heo0XonuMo 3a1ath MeCTHAIIATEPHYHOE YHUCIIO
B KauecTBe Kitova Juis mudposanus, ycranosute diaxxoxk Krrod wmndposanua WEP kak HEX.
Jlanee BBIOCpUTE HEOOXOMMMOE 3HAueHWE B packpbiBaromiemcs crnucke [AnuHa knroya WEP,
sanoiaute 4 o Knrou wndpposanHmna WEP u naxxvute kHonky NMpuMeHUTb.

Hns tunoB ayrentudukaimn WPA-PSK, WPA2-PSK wim WPA-PSK/WPA2-PSK mixed
sanonaute nosie Knoy wudpoBanma PSK u naxvute kaonky [MpuMeHUTD.

[Tocne Toro kak Bel Haxanmu kHomky [MPUMeEHWUTb, kanan OecmnpoBomnoit cetm DAP-1155
MEPEKITIOYUTCS Ha KaHaJl O€CIPOBOHON TOYKU JOCTYTIA, K KOTOPOM MPOU30IILIO MOIKIIOYEHUE.

B ciydae ycnemmHoro mogkiroYeHHs PSIOM C HUACHTU(PHUKATOPOM CETH, K KOTOPOW MOAKIIIOYEHO
YCTPOUCTBO, OTOOPA3ZUTCS 3€NICHBIN HHIUKATOP.

[Tocne HACTpOWKH YCTpOMCTBAa B KadeCTBE KJIMEHTA HeoOXxoaumo cosnath WAN-coemuHeHue ¢
cooTBeTcTBYIOIMMY napamerpamu s uatepdeiica WiFiClient.

Ilomarosas HHCTPYKIUA 110 HaCTpOﬁKC TOYKHU JOCTyIla B Ka4C€CTBC 6CCHp0BOI[HOFO KIIMCHTAa
noctynHa Ha caite kommanuu D-Link. YtoObl oOpaTtuThCs K WHCTPYKLUH, HAXKMHTE CCBUIKY
Hactponka mapupyTtusatopa B pexume 6ecnpoBOAHOrO KJIMEHTa B BepxHEH YacTh
CTpPaHHLBI.
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HornonHumernbHO

B nannom pas3aciiec MCHIO IIPEACTABIICHA paClIMPEHHAA BEPCUSA HACTPOCK TOYKH NOCTYIIA. BHGCB Bri
MOXCTC:

* cozaarb rpynnsl noptoB st VLAN-cerel;

*  pa3pemuTh ucnoibs3oBanue nporokona UPnP IGD;

* n"actpoutrb DDNS-cepBuc;

*  100aBUTH CEPBEPHI UIMEH;

*  OIpEelNelIuTh CTaTHUECKHE MapIIPYThI;

*  CcOo37aTh MpaBwIa yIAJICHHOTO JOCTyIa K web-uHTepdeicy;

*  pa3pemmTh yCTPOMCTBY Mcroib30BaTh npotokosbl IGMP, RTSP, aktuBupoBarh MexaHu3M
SIP ALG u ¢yukuuu PPPoE pass through, PPTP pass through u L2TP pass through;

* HacTtpoutb kimeHTa TR-069;

¢® BKIIOYHUTH (bYHKI_II/IIO yrpaBJICHUA IIOTOKOM.
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PyKOBO,EI,CTBO nonb3oBarens

VLAN

Ha crpanune flononHutenbHo / VLAN Bel MokeTe co31aBaTh M peIaKTHPOBAThH TPYIIIBI IIOPTOB
115 BUpTyanbHbIX cetedd (VLAN).

[To ymon4aHuio B CUCTEME TOUKH JJOCTYMA CO3[[aHO 2 TPYMIbl HOPTOB.

* lan — gns LAN-untepdeiica, cogepsxutr LAN-nopt u OecripoBoaHoii untepdeiic. Bol He
MOYKETe YAAIUTh JAHHYIO TPYIIITY.

* wan — a1 WAN-untepdeiica, cogepxut nmoptr INTERNET. Ber Mmoxxere pegaktupoBarh
JAHHYIO TPYIIY WIH YIAJIUTh €.

@
OononHutensHo /| VLAN

MmA Tun HeTerMpoBaHHeIE NOPTEI TernpoBaHHsIe NOPTLI VLANID Paspewnts

lan LAN port1 wifi1 Oa
wan  HeTerpoBaHHeIn NAT internet Oa
LobaeuTe

PucyHok 92. CmpaHuua JononHumensHo / VLAN.
Eciu Bpr xotute co3mare rpymnny ¢ LAN-moptoM uim OecnipoBOAHBIM HHTEPGEHCOM TOUKHU
JIOCTyNa, TPEIBApUTEIBHO YNAIWTE COOTBETCTBYIOUIME 3amucu W3 Tpymnmsl lan Ha paHHOIM
crpanune. Jnsg storo BeiOepute Tpynmy lan, cHuMuTe (rakok, pacroNOKEHHBIH ClieBa OT
COOTBETCTBYIOIIETO AJIEMEHTa, U HAKMUTE KHONKY TPUMEHUTB.

Yro6sI co3maTh HOBYIO rpymy moptoB aust VLAN, Haxmute kHONKy [l06aBUTD.

Ctpanunua 124 n3 172



DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150 . .
HacTpoika yctpornctBa
PykoBoacTBO nonb3oBarens

Q @

JononHutensHo / VLAN

MmA*

FPazpelwnTs: 7

Tun: TerMpoBaHHeIA NAT v
WVLAN 1D

QoSs: | r

TernpoBaHHLIl NopT: internet v

= Hazapg MpuMeHnTE

PucyHok 93. CmpaHuuya co30aHus epyrrnb! nopmos 0ns1 VLAN.

Bbl MoXxeTe 3a/1aTh cleayIoUIie mapamMeTpsbl:

MapameTp OnucaHue

Uma Ha3zpanue rpymnmbl mopToB A y100HON UAEHTHU(PHUKALINY.

VYcranoBute  (Gnaxkok, YTOOBI  pa3peniuTh  MCIOJIb30BaHHE

Paspewntb .
C03aBa€MOH I'PYIIIIbI [IOPTOB.

Tuo VLAN.

HetermpoBaHHbin NAT. Ipynna gaHHOrO THMA  SBISETCS
BHCIIHUM  COCIUHEHHUEM C TPAHCIAIHMEHd aapecoB; OOBIYHO
UCTIONB3YeTCs JUI Tepenadd HeTerupoBaHHoro tpaduka. [lpu
BbIOOpe »Toro 3HadeHuss mnone VLAN ID wu packpeiBaromuecs
criucku QOS, TermpoBaHHbIN NOPT He OTOOPAKAIOTCS.

TernpoBaHHbIn NAT. I'pynna qaHHOTO THIA SBISETCS BHEITHUM
COCIMHCHUEM C TPAHCIIMEH aJpecoB; OOBIYHO HMCIONB3YETCS IS
Tun nofkimroueHnss K cetw  HWurepuer. BmocnemctBum  VLAN,
uaeHtudukarop koropoir ompenenes B moie VLAN ID,
ucnonb3yercs s cosnanuss WAN-coenunenus (Ha ctpanuine CeTb
| WAN). IIpu BbiOOpe 3TOTO 3Ha4YeHus pa3aen HeTermpoBaHHble
NopPTbl HE 0TOOpaXKaeTCs.

Mpo3payHbIiin. Ipymnna [aHHOTO THUOA SIBISIETCS MPO3PAYHBIM
COCIMHEHUEM BHYTPEHHEro IoprTa C OJHMM M3 BHEIIHMX
HNOJKJIIOUEHUM; OOBIYHO HCHONb3yeTcss i nojakiatoueHus [PTV-
IIPUCTABOK.
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MapameTp OnucaHue

VLAN ID WNnentudukarop VLAN, k koTopoil Oyaer npuBs3aHa co3zgaBacMasi
rpymnmna nopTos..

QoS Mertka npuopuTeTa 1J1s epeaaBaeMoro Tuma Tpaduka.

o Bribepute M3 crucka AOCTYNHOE 3HAUY€HUE, YTOOBl HA3HAUYUThH €ro
TernpoBaHHbIN NOPT .
JUISL CO3/1aBA€MOU I'PYIIIIBI.

B mannom paznene orobpaxkarorcst LAN-moptr 1 WLAN-unTepdeiic
TOYKH JOCTYyIIA, €CJIM OHHU JOCTYIIHBI AJId 1106aBJ'IeHI/I$I B I'pyIIILy.

HeTermpoBaHHbIe Jns noGaBieHHsl Kakoro-iubo 3JIeMeHTa B TPYIIY YCTaHOBHTE
nopThl (1a)KOK, pacIoIOKEHHBIH CIeBa OT HETO.

ZIJ'IS[ YAAJICHUA KaKoro-anbo nopra U3 rpyIlmbl CHUMHUTC (bnaxcm(,
paCHOHO)KCHHBIﬁ CJICBA OT HETO.

Haxxmure kHonky MMpUMeEHUTB.

UroObl peAakTUpOBaTh WJIM YAAJIWTh CO3JaHHYHO Bamu rpymiy, BBIOEpPUTE COOTBETCTBYIOLIYIO
rpynny Ha crpanune JononHutenbHo / VLAN. 3arem Ha OTKpBIBIICHCS CTpaHUIC U3MECHUTE
HapaMeTpbl U HAKMHUTE KHOIIKY MPUMEHUTb nii HaKMUTE KHONIKY YAAnUTb.
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UPnP IGD

Ha ctpanurie flononHutensHo / UPNP IGD Ber MoxeTe pa3pennTh UCIOIb30BaHUE TPOTOKOIIA
UPnP IGD. Touka goctyma ucnonsdyeT nporokoa UPnP IGD nnsi aBTomaTwdeckol HACTPOWUKH
CBOMX TTApaMETPOB JIJISl CETEBBIX MPUIIOKECHUN, pab0Ta KOTOPHIX TPeOyeT BXOIAIIECE MOAKITIOUCHHIE K
TOUYKE JOCTYTIA.

@

DononHutensHo / UPNnP IGD

BrnroueHo:
IPv4 IGD
MpoTokon IP BHyTpeHHWIA NopT BHewHui nopT OnucaHue

MpumeHuTE

PucyHok 94. Cmpa+uuya [JononHumesnsHo / UPnP IGD.

Ecniu Bel xoTure BpydHYIO 3a7aBaTh BCE€ MapaMeTpbl, HEOoOXOAUMbIE IJIsi PabOThl CETEBBIX
NPUWIOKEHUH, CHUMUTE (Qrakok BKNOUYEHO u Haxxmute kHONKY IPUMEHUTDL.

Ecin Bel xotute paspemuts ucnonb3oBanue nporokona UPnP IGD B Touke noctyna, yctaHoBHTE
¢pnaxxox BKnroyeHo u Haxxmute KHOTNIKY [TPUMEHNTD.

HpI/I HCIIOJIB30BaAHUH IIPOTOKOJIAa Ha CTpPaHULEC OTO6pa}KaIOTC$I nmapaMeTpbl TOYKH OOCTYyIIaA,
HAaCTPOCHHLIC ABTOMATHYCCKU:

MapameTp OnucaHue

MNMpoTokon [IpoTokon oOMeHa cCeTeBbIMU MTaKETaMH.

IP [P-anpec knMeHTa, HaXOJAIIETOCs B JJOKAJIBHOM CETH.

< ITopt IP-agpeca kiaueHTa, Ha KOTOPBLIA OyIET mepeaapecOBLIBATHCS
BHyTpeHHUM nopT P P ’ P % peanp
TpaduK C BHEITHETO TOPTA TOYKU JOCTYIIA.

Buemnnii mopt TOukM jgoctyma, TpaguK ¢ KOTOporo Oymer

BHewHun nopt
nepeaapeCoOBbIBATLCA HA IP—az[pec KJINCHTA.

Onucanue Wudopmanus, nepegaBaeMasi KIIMEHTCKUM CETEBBIM IPUIIOKEHHEM.
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DDNS

Ha ctpanunie flononHutensHo /| DDNS Ber moxere onpenenuts napametpbl DDNS-cepBuca,
KOTOPBIH IMO3BOJISICT CO3/1aTh COOTBETCTBUE IOMEHHOTO MMEHH ¢ AMHaMu4eckumu IP-aapecamu.

DononHutensHo / DDNS

0 Mma DDNS- MonHoe umA Wma Mapone Mepwog o6GHoBNEHWA
xocTa”® cepBuc xocTa nonbsoBarens” nonbsoBaTens” (MuH)"
[obaeuTb
MpumeHuTE

PucyHok 95. CmpaHuya fonosnHumesibHo / DDNS.

Yrtob6s! 106aBuTh HOBBI DDNS-cepBuc, HaxMuTe kHONKY [lo6aBUTb. B oToOpasuBiieiics cTpoke
Be1 MokeTe 3a7ath cienyromue napaMmerphl:

MapameTp OnucaHwue

Yactb JAOMCHHOTO MMCHH Yy3Jia, olpcacidacMasd IMOJIb30BaTCIIEM IIPU

Mms xocTa
peructpauuu y DDNS-nipoBaiinepa.

DDNS-cepBuc B packpsiBatomemcs criricke Beioepute DDNS-npoBaiinepa.

JlomenHoe ums y3na, 3apeructpupoBaHHoe y DDNS-nposaiinepa.

NMonHoe nma xocTta
HOJ’IC 3AIIOJJHUTCA aBTOMATHUUYCCKHU.

Uma nonb3oBaTtens Wwms nonp3oBarens ans asropusanuu y DDNS-npoBaiinepa.

Maponb nonb3oBatensa | [lapons s aropuzanun y DDNS-npoaiinepa.

WNuTepBan (B MUHYTax) MEXAy OTIPABKOW JaHHBIX O BHelrHem [P-
Mepuop o6HOBNEHUA g
ajZipece TOYKM JI0CTyIa Ha cooTBeTcTByrommii DDNS-cepBuc.

[Tocne 3amanmst HEOOXOAMMBIX TTAPAMETPOB HAKMUTE KHOTIKY [TPUMEHUTB.
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YroObl 3a7aTh Apyrue mapameTpsl s cymectByroniero DDNS-cepBuca, BbAETNTE HEOOXOIUMOE
II0JI€ B COOTBCTCTBYIOH_[eﬁ CTPOKC Ta6J'II/II_IBI, HU3MCHHUTC C€I'0 3HA4YCHUC W HAXMUTEC KHOIIKY
MpumeHUTDb.

YroOsl ynanmuts cymectBytonmii DDNS-cepBuc, ycTaHOBUTE (h1a)KOK ClieBa OT COOTBETCTBYIOIIEH
CTPOKH TaOJUIIBI U HAXMHUTE KHOTIKY YAANUTb. 3aTeM Ha)XKMUTE KHOTIKY [IPUMEHUTB.
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CepBepbl UMeH

Ha crpanune JlononHutenoHo /| CepBepbl MMeH Brl MoxeTe 100aBUTh B CHCTEMY CEPBEPHI
umeH (DNS-cepBepsr).

@
OononHuTeneHo / CepBEepbl UMeH

HacTpoika cepBepa MMeH

BpyuHyio:

MapwpyT No YMONUaHWKD: 7

MPHMEHNTE

PucyHok 96. Cmparuua onosnHumernibHO / Cepgepbl UMEH.

DNS-cepBepsl ucnonb3yrotcst st onpeaenenus [P-agpeca mo mMeHHM cepBepa BO BHYTPEHHHX
cerax wiau cetn VHTepHeT (Kak TpaBWJIO, YKa3bIBAIOTCS NPOBANAEPOM WM HA3HAYAIOTCS
aJMHUHHCTPATOPOM CETH).

Bbl MoxeTe Bpy4YHYIO 3a/1aTh aJpeca TaKWX CEPBEPOB HA JaHHOW CTPAaHUIE WIH HACTPOUTH
aBTOMaTHUYECKoe NomydeHue agpecoB DNS-cepBepoB 0T npoBaiifiepa Mpu YCTAHOBKE COSTNHEHHUS.

[Ipu ucnonb3oBanuu BcrpoeHHoro DHCP-cepBepa Ha3HAuE€HHME CETEBBIX MapamMeTpoB (B

® oM gmciie DNS-cepBepOB) KIMEHTAM OCYIIECTBIIETCS aBTOMATHYECKH.

UroOBl HACTPOWTH aBTOMATHYECKOE IMoiydeHue aapecoB DNS-cepBepoB, cHUMHUTE (IakoK
BpyuHyro. 3arem BeiOepute WAN-coeMHEHHE, KOTOpOe OYIAET HCIIONB30BaThCA IS
ABTOMAaTHYECKOro mojydeHust aapecoB DNS-cepsepos, B crrcke UHTepdenc wim ycraHoBute
¢naxxok MapwpyT MO yMONYaHWK, 4ToOBl TOYKA MJOCTYNa HCIONB30Baja COCIHHEHHE,
ompe/esieHHOe Kak 1mutto3 mo ymondanuio (Ha crpanuie CeTb /| WAN), it monyueHust aapecoB
DNS-cepBepoB, u HaxxMuTe KHONKY [TPUMEHUTDb.

YroOs! 3a1ate DNS-cepBep BpyuHYI0, ycTaHOBUTE (hiakok Bpy4Hyro u Beeaure IP-agpec DNS-
cepsepa B nosie CepBepbl MMeH. Eciin HeoOX0MuMO 3a1aTh HECKOIBKO aipecoB, MepeanTe Ha
JIPYTYIO CTPOKY ¢ momoiipio kiaBuinu Enter u BBeaute HeoOXoquMoe 3HaYCHHE. 3aTeM HaXMHTE
kHOTIKY MTPUMEHUTL.
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Yro0sl ymamute DNS-cepBep co crpanuisl [JlononHutenoHo / CepBepbl UMEH, yrnamute
COOTBETCTBYIOIIHIA TEKCT B TIosie CepBepbl UMEH, a 3aTeM HaKMUTE KHOTIKY [TPUMEHUTb.
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MapuwpyTusauus

Ha crpanune JdononHutenbHo / MapuwpyTtusauma Boi moxkere 100aBUTh B CHCTEMY
CTaTMYECKHE MAapIIPyThl (MapHIpyThl K CETIM, HE TMPUCOEIWHEHHBIM HEMOCPEICTBEHHO K
YCTPOMCTBY, HO IOCTYITHBIM Y€pe3 ero UHTepQeiicsl).

@
QononHuteneHo /| MapwpyTusauus

HacTpoika MapwpyTU3auuu

CeTb Ha3Ha4YeHWA™ Macka CeTH HaaHa4eHHA" Line3* MeTpura NocTynHOCTE yana

LobaenTs

[MpUMEHNTE

PucyHok 97. Cmparuuya JononHumensHo / Mapwpymu3sayusi.

YroObl ONPENEUTh B CHCTEME HOBBIH MapIIpyT, HaxXMuTE KHONKY Jl06aBUTb. B oTtoOpasusiieiics
cTpoke Bel MokeTe 3a7aTh cieayromue napaMmeTphl:

MapameTp OnucaHue

CeTb HasHa4yeHuA CeTb, K KOTOPO MPOMUCHIBACTCS TAHHBIM MapIIPYT.

Macka cetu

Macka ceti, K KOTOpOU IPONUCHIBACTCSI JaHHBIM MapUIpyT.
Ha3HaveHus ’ p p PHIPYT

[P-agpec, yepe3 KOTOpBIM JOCTynHa Ce€Thb Ha3HadeHus. I[loie
LWinto3 JOCTYITHO, ecii B crucke Yepe3 MHTepdenc nanHoi CTpoKU
BBIJIETICHO 3HaueHHEe <ABTOMaTU4YECKN>.

MeTpuka Merpuka Mapmpyra. Yem MeHbIIEe 3Ha4Y€HUE AAHHOTO IIOJIS, TEM
BBIILIE IPUOPUTET MapIIpyTa. HeobsazamenvHolii napamemp.

ITocne 3aganus HGO6XOI[I/IMLIX napaMeTpOB HAXKMUTE KHOIIKY anl MEeHMUTb.

YroOsbl 3a7aTh Ipyrue napaMmerpsl Ui CYIHIECTBYIOIIEr0 MapuIpyTa, BbIIEIUTE HEOOXOIUMOE MoJIe
B COOTBETCTBYIOILEH CTPOKE TaOIUIIbI, U3MEHUTE €T0 3HaYeHNE U HaXMUTE KHONKY [TpUMeHUTb.

YroObl yIanuTh CYIIECTBYIOLUIMM MapUIpyT, YCTaHOBUTE (UIaXKOK clieBa OT COOTBETCTBYIOIIEH
CTPOKH TaOJUIIBI U HAXMHUTE KHOTIKY YAANUTb. 3aTeM Ha)kMuTe KHONIKY [TPUMEHUTb.
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PyKOBO,EI,CTBO nonb3oBaTtens
YaaneHHbIW AOCTYN K YCTPOUCTBY

Ha ctpanune [lononHuTenbHo / YaaneHHbIM AOCTYN K YCTPOUCTBY Brl MokeTe cOo31arh
npaBwia s yaaineHHoro goctyma k DAP-1155. [lo ymomyaHuio AOCTyn K TOYKE AOCTyNa W3
BHEIITHEH ceTu 3akpbIT. Ecu Bam HE0OX0AMMO OTKPBITH TOCTYI K TOYKE AOCTYIA U3 BHEIIHEH CETH
— CO3JIaiiTe COOTBETCTBYIOIINE MTPABUIIA.

OononHutensHo /| YaaneHHbIW OOCTYN K YCTPOUCTBY

O IP-agpec Macka cetu BHewHwiA nopT MpoTokon

[obaeuTe

Pucyrok 98. Cmpa+uuya [JononHumernbHo / YOaneHHbil docmyrn K ycmpolcmeay.

YT00BI CO31aTh HOBOE MPABHIIO, HAKMHUTE KHOTIKY [106aBUTb.
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HononHuTtenbHo /| YaaneHHbIW AOCTYN K YCTPOUCTBY

OTKpbITE 4ocTyn © nboro ]
BHeLUHero xocTa:

IP-agpec:*

IMacka ceTu:”

BHelwHui nopT:*

MpoTokon: HTTP E|

< Hasap MpumeHuTE

PucyHok 99. CmpaHuuya 0obasrneHus npasusna ydaneHHo20 docmyna.

BEI MmokeTe 3aaaThb CJICAYIOINUE IMapaMCTPhI:

MapameTp OnucaHwue

OTKpbITbL AOCTYN C YcranoBute (hIakoK, 4TOOBI pa3peliuTh JOCTYN K TOYKE JOCTyMa
noboro BHeLWHero st mroooro y3na. Ilpu ycranosiaennom (axke nons IP-agpec u
xocTa Macka ceTu HeoCTYIHbI IS pelaKTHPOBAHHMS.
V3en WM TOICEeTh, JJIsi KOTOPOTO [TaHHOE MPaBWIIO paspeliacT
IP-agpec ) p p pasp
JOCTYIL
Macka cetu Macka moiceTH.

. Bremnwmii mopt ToYkM Aoctyna. Bel Moxkere yka3aTh TOJNBKO OJWH
BHewHun nopt
IIOPT.

[IpoTtokon, MDOCTYNHBIM I YAQJICHHOIO YIIPABIEHUS TOYKOU
JOCTyTIA.

MpoTokon

[Tocne 3amanust HEOOXOAMMBIX TTAPAMETPOB HAKMUTE KHONIKY [TPUMEHUTB.

UroObl 3amaTh Apyrue MapaMmeTphl A KAaKOTro-TMOO MpaBWiIa YJAJIEHHOTO OCTYyNa, HaXMHTE
CCBUIKY COOTBETCTBYyIOIIEro mnpaBwia. Ha OTKpbIBIIEHCS CTpaHHWIE W3MEHHTE HEO0OXOIUMBbIe
napaMeTpbl 1 HAKMHUTE KHOTIKY [TPUMEHUTb.

UYroObl yganuTh Kakoe-TMOO MpPaBWIO YAAJIEHHOTO JOCTyla, YCTaHOBUTE (GIIaXOK cjeBa OT
COOTBETCTBYIOIICH CTPOKH TaOJHIBI U HAXMHUTE KHONKY YAANUTb. Bbl Takke MOXETe YIaIUTh
MPAaBHUIIO HA CTPAHMIIE U3MEHEHUS TapaMeTPOB.
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Pa3Hoe

Ha crpanuiie [lononHutenbHo / Pa3Hoe Bl MoxeTe pa3peninth TOUYKE JOCTYIa HCIOIb30BaTh
npotokoisl IGMP u RTSP, a taxke akruBupoBare mexanm3m SIP ALG u ¢yakuuu PPPoE pass
through, PPTP pass through u L2TP pass through.

[Tporokon IGMP wucnonb3yercss i ynpaBlieHHs IIHPOKOBEIIATENFHBIM TpadukoM (Tepenadeit
JIAHHBIX TPYIINE aApecaToB). DTOT MPOTOKOI MO3BOISIET Oosiee A3(h(HEKTUBHO MCITOIB30BATh PECYPCHI
CEeTH /ISl HEKOTOPBIX NMPUIIOKEHUH, HAIIPUMeEp, /1JIsl IOTOKOBOTO BUJIEO.

[Tpotokon SIP ucnomnb3yercs g opraHu3aliy, MOIU(GUKaUU U OKOHYaHHSI CEaHCOB CBSI3U. DTOT
MPOTOKOJI TIO3BOJIIET OCYIIECTBISATH TeIe(POHHBIE BHI30BHI Uepe3 ceTb MIHTepHeT.

ITporokon RTSP ucnons3yercs ans mepeAadd MOTOKOBOIO MYJIbTHMMEIUA B PEXHME PEATbHOTO
BpPEMEHHU. DTOT MPOTOKOJ MO3BOJIIET HEKOTOPBIM MPHUIIOKEHUSAM MOIy4aTh MOTOKOBOE ayAano/BUIEO
n3 cet MHTEpHET.

Oynkuus PPPoOE pass through nosBonsier PPPoE-kineHTaM KOMIBIOTEPOB M3 JIOKAJIbHON CETH
nojkrouarscs K cetu MutepHet yepe3 PPPoE-nonkimtouenus Touku 1ocryna.

Oyuknuu PPTP pass through u L2TP pass through paspemator yctpoiicTBy mpomyckath VPN
PPTP- u L2TP-Tpaduk, mo3Bosisis KIMEHTaM U3 JIOKaJbHOW CETH TOYKM JOCTYyINa YCTaHABIUBATh
COOTBETCTBYIOLUE COEAVHEHHUS C YIaJCHHBIMU CETSIMH.

@
OononHutensHo / PasHoe

IGMP: IGMPv2 v

MpoGpoc PPPOE:
MpoGpoc PPTP:

MpoGpoc L2TP:

MpPUMEHHTE

PucyHok 100. Cmpa+uya JononHumensHo / Pa3Hoe.
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Ha CTpaHUIC MPEACTABIICHBI CJICAYIOMUC DJICMCHTBI:

MapameTp OnucaHue

Jlia ucnons3oBanus npotokona IGMP B packpeiBaromiemMcs Criucke

BbIOEpUTE Bepcuto npoTtokona IGMP. Takast HacTpoiika Mmo3BoJsET
ucnonb3oBarh GyHknuo IGMP Proxy Bcem WAN-coenuHeHusM, B
IGMP HACTpPOHKax KOTOPBIX ycTaHOBIEH (uiakok Bkntounts IGMP.

UYroOwer 3ampernts Qyaknuro IGMP Proxy mms Bcex WAN-
COEAMHEHUI], BbIOEpUTE 3HaueHUe BbikntoyeHo B
PaCKpBIBAIOIIEMCSI CITUCKE.

YcranoBute ¢raxok, 4ToObl pa3peluTh UCTOIb30BAHKUE MTPOTOKOIA
SIP. Takas HacTpoiika MO3BOJIIET HCTOIb30BaTh pyHKMio SIP ALG.

SIP Jannas ¢yHkuus obecrieunBaet npoxoxjaenue VolP-tpaduka uepes
YCTPOWCTBO, BBINOJNHAOLIEE NPeoOpa3oBaHUE CETEBBIX aJpPECOB
(NAT).!

YcranoBure (rakok, 4To0bl pa3pelIuTh MCIOIb30BAHUE MPOTOKOJIA
RTSP RTSP. Takast HacTpolika MO3BOJISIET YNPaBISTh NOTOKOM JaHHBIX:

BBIIIOJIHATE NEPEMOTKY ITOTOKOBOT'O ay;mo/ BUACO, OCTaHAaBJIIMBATh U
BO300HOBIISIThH €r0 BOCIHPOU3BCACHUC.

VYeranoBure (uaxkok, yTOObI pa3peliuTh HCIOIb30BaHUE (YHKLIUU

Npo6poc PPPoE PPPoE pass through.

YcranoBure (axkok, YTOOBI pa3pelIuTh HCIOIb30BaHUE (YHKIUU

Mpo6poc PPTP PPTP pass through.

VYeranoButre ¢axkok, yTOObI pa3peluTh HCIOIb30BaHUE (YHKIUU

. L2TP
po6poc L2TP pass through.

[Mocne 3apanust HEOOXOAMMBIX MTAPAMETPOB HAKMHUTE KHONIKY [TpUMEeHUTD.

1 Coszpmaiittre WAN-coenunenne Ha crpanune CeTb [/ WAN, ycranoBure ¢uaxoxk SIP Ha crpanune
HDononHutenbHo / PasHoe, moaxiounte Tenehonnbiii kabens k LAN-mopry Touku gocrymna u K IP-renedony.
Ha camom IP-tenedone 3amaiite mapamerpsl SIP u HacTpoiite ero Ha aBromarmdeckoe nomydeHue [P-agpeca (B
kauectBe DHCP-kimenTa).
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KnueHT TR-069

Ha crpannne JlononHutenbHo / KnueHT TR-069 Bbl MokeTe HACTPOWTH TOYKY AOCTYIIA IS
B3aUMOJICHCTBHUS C yJaJeHHBIM cepBepoM aBTokoHpurypanmu (Auto Configuration Server, ACS).

Knuent TR-069 ucnonb3yeTcs Aiis ynajaeHHOro HabIroneHus 3a paboToil yCTpoHCTBa U yIpaBIeHUS
M.

DononHutensHo / KnueHt TR-069

KnueHTt TR-069

WHTepdeiic: aBTOMaTHYECKUI E|

BrntounTe knueHT TR-069:

HacTpoiikmn onoBelleHUA

BrnroueHo:

WnTepsan: 120

HacTpoikn cepBepa aBTOKOH(pUrypaumm

URL-agpec:
Wwma nonb3oearena:

Mapone:

Hactpoiku ConnectionRequest

WMma nonb3sosatens:
Mapone:
[MopT 3anpoca: 2999

MyTe 3anpoca:

MpumeHuTE

PucyHok 101. CmpaHuya Hacmpolku knueHma TR-069.

Bb1 MoxeTe 3a1aTh cielyrome napaMmeTpsl:

MapameTp OnucaHue

Wntepdeiic, koTtopelii OyaeT HCMONB30BaTh TOYKA AOCTyHa s
B3aUMOJEHCTBUA ¢ cepBepoM aBTOKOH¢urypamuu. OcraBbre
NuTepdenc 3HaYeHHEe aBTOMAaTUYECKUW, 4ToOBl YCTPONCTBO CaMO BBIOHMPAIIO
uHTEepdeiic Ha OCHOBAaHUH TAOIHIIBI MAPIIPYTH3AIMH UIH BHIOEPHUTE

Jpyroe 3HaYeHHE, eciau 3Toro Tpedyer Bamr nmposaiinep.
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MapameTp OnucaHue

BknounTb KnueHT TR-
YcranoBute ¢uiaxok, 4ToObl BKIIOUUTH KineHTa TR-069.

069
Hactpownkn onoBelieHus

YcranoBure (ra)kok, 4TOOBI TOYKA JOCTYyNa OTIPABISIA OTYETHI
BkntoyeHo (ua(opmanio 00 YCTpOICTBE M CETEBYIO CTAaTHUCTUKY) CEpBEpY

ABTOKOH(HUTypaIHH.
UHTepBan 3amaiiTe mepuoa BpeMeHH (B CEKYHJ1aXx) MEXy OTIIPABKON OTYETOB.

HacTtpowku cepBepa aBTOKOHUrypauumm

URL-agpec cepBepa  aBTOKOH(UTypallMu, MpPeAOCTaBICHHBIN

URL-agpec

MPOBaIEPOM.

Nwms [OJIB30BaTEII IS MOJKJIFOUEHUSA K cepBepy
ABTOKOH(PUT'YpaLlUHA. I/IMSI IIOJIB30BATCIIAI MOXET COCTOATH M3 LA

Mma nonb3oBaTens uryp bp;
JIATUHCKUX 6YKB BerHeFO 1 HUKHECTO perHCTpa, a TaK’)K€ CUMBOJIOB,

AOCTYIIHBIX Ha KJIaBHATYPC.

[Tapone 11 MoOgKIIOYEHUS K cepBepy aBToKoH¢urypamuu. [laposs
Maponb MOXET COCTOATh U3 LUQP, JATUHCKUX OYyKB BEPXHETO U HMYKHETO
perucTpa, a Tak’ke CUMBOJIOB, JOCTYIIHBIX Ha KJaBUaType.

Hactponku ConnectionRequest

NMs monb3oBarenns, UCHOIB3yeMOE CEPBEPOM aBTOKOH(HUTYpaIun
Ui Tepelayd  YCTPOWMCTBY  3ampoca  Ha  COCIUHCHHE
Uma nonb3oBaTens (ConnectionRequest). Ims monb30Batesst MOXKET COCTOSITh U3 LU(p,
JIATUHCKUX OYKB BEPXHETO U HIXKHETO PETUCTPA, a TAKIKE CHMBOJIOB,
JOCTYITHBIX Ha KIIaBHATYpE.

[Taponb, wucmonb3yemblii cepBepoM aBToKoHGurypauuu. I[lapons
Maponb MOXET COCTOSITh M3 IU(P, TATUHCKUX OYKB BEPXHETO U HUIKHETO
perucrpa, a Tak’Ke CUMBOJIOB, JIOCTYITHBIX Ha KJIaBUAType.

[Topt, wucnonme3yemblii  cepBepoM  aBTOokOHurypauuu. [lo

MopT 3anpoca YMOTYaHHIO 33/1aH TTopT 8999.

MyTb 3anpoca ITyTh, Hcmonb3yeMblil cepBEPOM aBTOKOH(UTYpALIUH.

[Tocne 3amanust HEOOXOAMMBIX TAPAMETPOB HAKMUTE KHONIKY [TPUMEHUTB.
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YnpasJsieHue nNoToKkoM

Ha crpanune [lononHutenbHo / YnpaBneHue NOTOKOM Bbl MoeTe BKIFOUYUTH U BHIKIFOUUTD
(GYHKIMIO YIIpaBlIeHUs! TOTOKOM JaHHBIX a7t WAN-mopTa TOuku JoCTyma.

Jannas GyHKOMS HWCTONB3YeTCsl Ui  PaBHOMEPHOTO paCIHpeNeNieHuss Harpy3Kd B CETIX
NPOBAIEepOB. YTOUHHUTE y CBOETO TpoBaiijepa, TpeOyeTcs U BKIOUEHHE (YHKIUHU YIPaBICHHS
HOTOKOM.

HOononHutenbHo / YnpaBneHue NnOTOKOM

YnpaBrneHue NOTOKOM

BrnroueHo:

MpumeHuTs

PucyHok 102. CmpaHuuya fJononHumernbHoO / YnpaesieHue nomokom.

YroObl BKIFOYUTH (DYHKIIMIO YIPABICHUS MOTOKOM, ycTaHOBHTE (hrakok BKIHOYEHO u HaxxmmuTte
kHONIKY MPUMEHUTD.

YToOBI BBIKIIOUUTH (DYHKIHIO YIPaBICHUS MOTOKOM, CHUMHTE (uiakok BKMIOYEHO u Haxmurte
kHOTIKY TPpUMEeHUTL.
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Me>xcemeeou 3kpaH

B nanHOM pasnene MeHI0 Bl MOXKETE HACTPOUTH MEXKCETEBOM dKpaH TOUKH JTOCTYIA!
*  1100aBUTH NpaBuiIa Uil (PUIBTPALIUU CETEBBIX TAKETOB;
*  CO3JaTb BUPTYaJIbHbIE CEPBEPHI;
* onpenenuts DMZ-30mny;

* Hactpouth MAC-punstp.

IP-cbunbTpbl

Ha crpanuiie MexceteBou akpaH / IP-counbTpbl Bel MokeTe co3nath npaBmia i 00paboTKu
CETEeBBIX ITAKETOB, a TAKXKE H3MCHUTH WIH YIAIUTh paHee CO3aHHbIC IIPaBuIIa.

@
MexceTeBOW 3KkpaH / IP-UNbTpELI

Pvd-anpec : Mopt

Ne MpoTokon MCTOoYHMK Haana4yeHwne OewncTeme Crartyc

Lo0aeuTe

PucyHok 103. CmpaHuuya Mexcemeeol 3kpaH / IP-chunbmpabi.

Yto0bI CO3/1aTh HOBOE MPABUIIO 0OPAOOTKH CETEBBIX MMAKETOB, HAXMHUTE KHOTIKY [l06aBUTb.
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O
Mexceteeon akpaH / IP-douneTpbI

MMaeHele HACTPOWKK

MpoTokomn: TCPR/UDP ¥
HefcTene: PazpelnTe v

BEMUMTE: 7

IP-agpeca

IP-agpec MCTOUHNER: v| &5

e

IP-agpec HasHauyeHWA: v | E3

MopTel

[MopT MCTOUHWER:

MopT HA3HAYEHWRA:

= Hazagn MpUMEHNTE

PucyHok 104. CmpaHuuya dobaerneHus rnpasurna 05151 06pabomku cemesbix nakemos.

Bb1 MoxeTe 3a1aTh cieyromnme napaMmeTpsl:

MapameTp (o)

MaBHble HacTPOMKH

npOTOKOH HpOTOKOJ'I A Iepeaadn CETCBLIX IMAKCTOB. BI)I6epI/ITC HCO6XO,Z[I/IM06
3HAYCHUEC N3 PACKPBIBAIOMICTOCS CITUCKA.

JleiicTBrE, KOTOPOE BBIMOIHSAET TAHHOE MPABUIIO.

PaspewumTb — paspemaer mepenadyy MakeTOB B COOTBETCTBHHU C
OeuncrtBue KPUTEPHSIMHU, 331aHHBIMU TIPABUIIOM.

3anp9TMTb — 3anpemacTt nepeaady IakKEeTOB B COOTBETCTBUU C
KpUTCpUAMHU, 3aJTaHHBIMHA ITPABHUJIOM.

Ecnum nmansbIfi  (bakoK yCTaHOBJICH, TPaBUJIO AaKTHUBHO. UTOOBI
BkniounTb

OTKJIFOUUTD IIPpaBHUJI0, CHUMUTC (1).]'[3.)1(01(.

IP-appeca
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MapameTp OnucaHue

[P-agpec y3ma niam noaceTu-ucTOYHUKA.

Bbl Moxere BBIOpaTh YCTPOMCTBO, MOAKIIOYEHHOE K JIOKAJIBLHOU
CeTH TOYKM JOCTyna B JaHHbIA MOMeHT. Jlisg »Toro B
pacKphIBaIOIIEMCSl CIHCKE BBIOEpUTE COOTBeTCTBYROMMI [P-ampec
IP-agpec UCTOYHUKA | (1pu HTOM TIOIIE 3aMONTHUTCS ABTOMATHYECKH).

Ecnu Bel xotute ykasars auanas3oH [P-agpecoB, HAKMUTE Ha 3HAYOK
&

(Owana3oH) u BBenIWTE HAYaJIbHBIA M KOHEYHBIA aJpec
JManazoHa B JIEBOE U MPABOE M0JIE COOTBETCTBEHHO.

IP-a,upec Yy3J1a Uik MMoACCTU HA3HAYCHMUH.

Brr MoxeTre BBIOpaTh YCTPONCTBO, MOAKIIOYEHHOE K JIOKATHHOM
CeTHM TOYKH JOCTyNa B JaHHBIH MOMEHT. [lns »Toro B
PacKphIBaIOIIEMCST CITUCKE BBIOEpUTE COOTBETCTBYROMmMi [P-ampec
IP-appec HasHa4YeHUs1 | (mpu 5TOM MOINE 3aMOTHATCSA ABTOMATHYECKH).

Ecnu Bel xotuTe ykazars Auanaszon [P-agpecoB, HAKMUTE HAa 3HAYOK
&

(Owana3oH) u BBeaWTE HaAyYaJbHBIA W KOHEYHBIH ajpec
Jana3oHa B JIEBOE U MPaBOe I0JI€ COOTBETCTBEHHO.

MopThi

[Topr IP-ampeca wucrounuka. Bbl Moxere ykas3arb OAMH IIOPT,
MopT ucTo4yHUKa HECKOJIbKO TIOPTOB 4YE€pe3 3alsTyl0 WM JHana3oH IOPTOB 4Yepes
JIBOCTOYUE.

ITopr IP-agpeca Ha3HaueHusa. Bbl MoOXxeTe yka3aTb OOUH IOPT,
MopT Ha3Ha4yeHus HECKOJIBKO TIOPTOB Y€pE3 3alATyl0 MM IUala3oH IOPTOB 4Yepes
JBOETOUUE.

Haxxmute kHoniky MpUMeHUTb.

Uto0bI 3a1aTh ApyrUe MapaMeTphl sl KAKOTO-JIM00 NpaBuiia, HAKMHUTE CCBIIKY COOTBETCTBYIOLIETO
nmpaBuia. Ha OTKpBIBIIEHCS CTpaHUIlE MU3MEHUTE HEOOXOAMMBIC MapaMeTpbl U HAKMUTE KHOMKY
MpuMeHUTDL.

UT0oOBI yIamuTh MPaBUIIO, YCTAHOBHUTE ()IAXKOK CJIEBAa OT COOTBETCTBYIOIIEH CTPOKH TAaONHIIBI U
HOKMUTE KHONKY YAANUTb. Bbl Takke MOXeTe YJaJIUTh MPAaBHIO HA CTPAHWIIC H3MECHEHUS
[apaMeTpoB.
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BupTtyanbHble cepBepbl

Ha crpanune MexceTteBon 3KkpaH / BupTyanbHble cepBepbl Bbl Moxkere co3marh
BUPTYAIbHBIC CEPBEPHI, KOTOPHIE IMO3BOJIAT MEPECHANPABIATh BXOAsAmUi MHTepHET-Tpaduk Ha
onpeneneHubIi [P-asipec B JTOKaIbHON CETH.

(0
MexceTeBou 3kpaH / BupTyanbHble cepBepbl

BupTyarnkHble cepBephbl

; , , , NAT Loopback
[ Uma Wurepdieiic Mpotokon BH:;UP':_MH BHY;&:’:HHH BHYT?;HHHH Ynanli,HHbm (OBpatHan netnA
[obasute Yoanuts Bce
KoHdurypauusa ynaneHHoro goctyna
IP-appec Macka ceTtu BHewHwiA nopt BHyTpeHHWA nopT

PucyHok 105. Cmparuuya Mexxcemeeoli 3kpaH / BupmyaJsibHbie cepeephbil.

YToObI cO3/1aTh HOBBIN BUPTYAIbHBIN CepBEp, HAKMHUTE KHOMIKY [lo06aBUTb.

SO

MexceTteBou 3kpaH / BupTtyanbHbie cepBepbl

LLabnoH: Custom E|
Mmaz*

WrTepdeiic: <Bce> E|
MpoTokon: TCP E|

BHeLHWA nopT (HaYanbHbIA) ™
BHELIHKMIA NopT (KOHEYHBIRA):

BHyTpeHHui nopT
(Ha4anbHBIA) ™

BHYTpPEHHWIA NOPT (KOHEYHbIR):
BryTpexHuii IP-* v
Y naneHHsIR IP:

Brntounte NAT Loopback: O

< Hasan Yaanute MpUMEHUTE

PucyHok 106. Cmparuuya dobasrieHus aupmyarnbHO20 cepsepa.
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Br1 MmoxkeTe 3agaTh CJICOAYIOIUC NMMapaMETPhI:

MapameTp OnucaHwue

B packpbiBatoniemMcsi CHucCKe BbIOEpUTE OJMH W3 TPUBEIACHHBIX
1a0JIOHOB ~ BUPTYaJIbHBIX CEPBEPOB WM BHIOEpPUTE 3HAYEHUE

LLlabnoH .
Custom (nonv3zoeamenvckuii), 9TOOBI CAMOCTOSTEIILHO OMPEICTUTh
napaMeTpbl BUPTYaJbHOTO cepBepa.
Umsi Ha3BaHue BHpTyanbHOTO cepBepa Ui YAOOHOW WICHTH(HKAIINU.
MoskeT OBITh TIPOU3BOIBHBIM.
. CoenuHeHne, K KOTOPOM OyoeT T[OpUBA3aH CO34aBAEMbBIN
MHTepdeiic 4 poMy  ByA P
BUPTYaJIbHBIN cepBep.
[IpoTokosn,  KOTOpBI  OylAeT  HCIOJB30BaTh  CO3/1aBACMBbIi
MpoTtokon BUPTYyaJIbHBIN cepBep. BolOepute HeoOXoauMoe 3HAYEHUE U3

PACKPBIBAOLICTOCA CIIMCKA.

BHewHun nopt
(HayanbHbIN)/

BHewHun nopt
(KOHEeYHbIN)

[lopr  Toukm  nocryma, Tpadpuk C  KOTOporo  Oymer
nepeanpecoBbiBathcss  Ha IP-ampec, ompedensieMblii B IOJIe
BHyTpeHHun IP. 3amaiite HavanbHOE W KOHEYHOE 3HAYCHHS
nauana3oHa moptoB. Ecimy HE0OOXOAMMO yKa3aTh TOJBKO OAMH IOPT,
3ajaiTe ero B moine BHeWHWA nopt (HayanbHbIA) u He
3anojHsiiTe mose BHEWHU NopT (KOHEeYHbIN).

BHyTpeHHUN nopT
(HayanbHbIN)/
BHyTpeHHU nopT
(KOHEeYHbIN)

ITopt IP-agpeca, 3agaBaemoro B nosie BHyTpeHHun IP, Ha kotopsrii
OyleT TmepeanpecoBbIBaThCS Tpauk ¢ TOpTa TOYKH JOCTYyIa,
3agaBaeMoro B mojie BHeEWHMM NOPT. 3amaiite HavaibHOE U
KOHEUHOE 3HAYCHHUS JHMara3oHa MopToB. Eciau HEoOXoAMMO yKa3aTh
TOJBKO OMWH TIOPT, 3amaiiTe ero B mojie BHYyTpeHHUMU nopTt
(HaYanbHbIW) u He 3anonHsiTe moie BHYTPEeHHUM nopT
(KOHeuYHbIN).

BHyTpeHHun IP

[P-anpec cepBepa, HaxonAIIErOCsd B JIOKAJIbHOM ceTH. Bbl moxere
BBIOpaTh YCTPOMCTBO, MOAKIIOUYCHHOE K JIOKAJIBHOW CETH TOYKH
JIOCTyNla B JAHHBIA MOMEHT. /[ 3TOro B pacKphIBAIOIIEMCS CIIMCKE
BEIOEGpUTE COOTBETCTBYIOIIMI [P-anpec (mpu 3TOM ToJie 3armoHUTCS
ABTOMATHYCCKH ).

YpnaneHHbIN IP

[P-agpec cepBepa, HaXOAAIIErOCs BO BHEIIHEHN CETH.

Bxnountb NAT
Loopback

Ecnu nansblil iakok yCTaHOBIIEH, MOJIB30BATENN JIOKAIBHOW CeTH
TOYKH JIOCTyIa MOTYT oOpamarbcs K ceprepy, [P-ampec koroporo
ykazaH B nosie BHyTpeHHun IP, ucnons3yst Buemnmii IP-ampec
TOYKM AocTyna B kadectBe [P-aapeca cepsepa. Ecinu Ha cTpaHuie
DdononHuntenbsHo |/ DDNS DDNS-cepauc,
MOJTL30BATEIN JIOKAJILHOM CETH TaK)Ke MOTYT 00paIaThCs K cepBepy

HACTPOEH

4epe3 TOMEHHOC UMA TOYKH JOCTYyIIA.
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Haxxmure kHonky MpMMeHUTD.

YT1o06BI 3aaTb APYTryue MnapaMCeTpbl A CYHICCTBYIOLICTO CCPBCpa, BLI6epI/ITe COOTBCTCTBYIOIJ_II/Iﬁ
CECPBCp B Ta6J'II/II_Ie. Ha OTKpLIBH.ICﬁCH CTpaHUIC U3MCHUTC H606X0)II/IMLIC napamMeTpbl U HAXMUTE
kHOTIKY [TPUMEHUTB.

UtoObl ymanuTh cepBep, YCTAHOBUTE (IIAXKOK CIeBa OT COOTBETCTBYIOIIEH CTPOKU TaOIUIBI U
HOKMUTE KHOMKY YAaNWUTb. Bbl Takke MOXKeTe ymadWTh CEpPBEp Ha CTPAHHUIC H3MEHCHHS
apaMeTpoB.

YToOb! yIaauTh BCE CEPBEPHI C JAHHOW CTPAHUIIbI, HUKMUTE KHONKY YAAnuUTb BCe.

B pasnene KoHdurypaumsi yaaneHHoro AoCTyna otoOpakaloTcsi MPaBHIIa, CO3JAaHHEIE Ha
ctpanuiie [JononHUTenbHo / YaaneHHbIA AOCTYN K YCTPOMUCTBY. Eciu s KOppeKTHOU
paboThl BUPTYaJILHBIX CEPBEPOB BaM HEOOXOMMMO W3MEHHTH MpaBHja YAAJIEHHOTO IOCTyIa, Bb
MOXKETe Cpasy nepeiitu Ha ctpanuiy [JJONONHUTEeNbHO / YaaneHHbIN AOCTYN K YCTPOUCTBY,
HaXKaB CCHIJIKY COOTBETCTBYIOIIIETO TIPaBUIIA.
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DMZ

DMZ-30Ha nipeacTaBisieT co00# y3e1 WIM CETMEHT CETH, PACIIOJIOKEHHBIN «MEXIY» BHYTPEHHEH
(lokanmpHOM) W BHemHeW (ToOanpHOM) ceTsmu. Peammzanus DMZ-30HBI B yCTpPOMCTBE
MOJpPa3yMEBAET BO3MOXHOCTD MEpeAadyn 3anpoca, MPUILEAIIEro U3 BHEIIHEH CeTH Ha Kakoi-1ubo
MOPT TOUKH OCTYIA, Ha yKa3aHHBIN y3eJl BHYTPEHHEU CeTH.

Ha ctpanuiie MexceteBown akpaH / DMZ B moxete 3amars [P-agpec DMZ-y31a B T0KaabHOM

@

CCTH.

MexceteBown akpaH / DMZ

HacTpoWka OeMUNUTapu3oBaHHOW 30HbI

BrnioueHo: O

MpumeHnTs

PucyHok 107. Cmparuua Mexcemeeol 3kpaH / DMZ.
s onpenenenns DMZ-30ub1 ycTaHOBUTE (riaskok BKrroueHo.

Beenute IP-ampec y3na Bameir nokansHOM cetn B mone IP-apgpec. Bwl Moxkere BbIOparh
YCTPOMCTBO, MOAKIIOYEHHOE K JIOKAJIBHOW CETH TOYKHM JIOCTyIla B JAHHbIM MOMEHT. [[ns 3Toro B
pacKpbIBalOIIEMCS] CIIUCKE BbIOEpHUTE COOTBETCTBYIOIIMI [P-anpec (mpu STOM moie 3amoIHUTCS
ABTOMAaTUYECKH).

Ecniu Bwl xoTute, uToOBI moOnb30BaTenu Bamiel nokanbHON ceTH oOpamiainch K STOMY Y31y,
Ucronb3ys BHelHU [P-anpec Touku nocrymna, ycranoute duiaxxox Bknounts NAT Loopback.
Ecnmu na crpanurne [JononHutenbHo / DDNS wnactpoen DDNS-cepsuc, mons3oBarenn
JIOKaJbHOM CETH TaKKe MOTYT 00pallaTbes K y3J1y uyepe3 JOMEHHOE UMs TOUYKH JOCTyIa.

Haxxwmure kaonky MpUMeHUTb.
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[Tpu aktuBupoBaHHOM DMZ-30He Bech Tpaduk, MOCTYNAIOMIKN HAa HEKOTOPBIM MOPT MHTEpdeiica
WAN Touku moctyna, OyneT HepeHanpaBisAThCS Ha aHAJOTHMUYHBIA MOpPT ykasaHHoro IP-anmpeca.
Taxoke cliefyeT y4uThIBaTh, YTO OONBLIMI MPUOPHUTET UMEIOT BHPTYaJbHbIE CEPBEPHI, T.€. €CIH
CO3J1aH BUPTYaJIbHBINA cepBep ¢ BHemHero nopra 80 Ha KakoH-ITuO0 MOPT CETEeBOro yCTPOMCTBA B
JIOKaJbHON CETH TOYKH JIOCTYIA, TO IMOJb30BATENM, HAXOIAIINECS B II00ATBHON CETH, IPU BBOJIE
anpeca http://wan_IP_ ycTpoiicTBa B aJpecHOi cTpoke Opaysepa momaayT He Ha mopt 80
[P-anpeca, ykazanHoro Ha ctpanuie MexceteBon 3kpaH /| DMZ, a wa nopr u IP-ampec,
3aIaHHbIE JUIsl COOTBETCTBYIOILIETO BUPTYaJIbHOIO CEpBEpa.

s ynanenuss DMZ-30Hb1 cHUMUTE (uiakok BKIHOYEHO 1 Haxxmute KHONKY MPUMEHUTB.
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MAC-dpunbTp

Ha crpanniie MexceteBon akpaH /| MAC-cbunbTp Bel MokeTe HACTPOWTH (HIBTPAIMIO 110
MAC-anpecam 1151 KOMIIBIOTEPOB B JIOKAJIbHOM CETH TOYKH JOCTYIIA.

@
MexceteBou akpaH /| MAC-punsTp

Mpouue Mak-agpeca

Paspewute E|

O Ne MAC-appec DelicTeune CocToAHue

[obaBuTb

PucyHok 108. CmpaHuua Mexcemeeoli 3kpaH / MAC-¢hunbmp.

UYtoObI HACTPOUTH (GUIIBTPALIMIO TSl BCEX YCTPOUCTB CETH TOYKU JTOCTYIA, BEIOEpHUTE HEOOX0IUMOe
JIICUCTBHUE B CITHCKE:

* Paspewntb — paspemaer JOCTYH K CETH TOYKM JOCTyna W K cetd VHTepHeT s
YCTPOICTB JIOKAJIbHOM CeTH (JaHHOE 3HaUEHUE 3aJaH0 110 YMOIYAHUIO);

e 3anpeTuTb — 3ampemact JOCTYI K CETH TOYKH JJOCTYIA ISl YyCTPOUCTB JIOKATBHOMN CETH.

Eciu Bam HeoOXoquMoO Ha3HAYUTh KaKOMY-JIMOO YCTPOMCTBY OTAENBHBIA PEXUM (DUIBTpAINH,
cosziaiite cooTBeTCTBYMOMIEE MPaBuio. [iist 3Toro Haxxmurte KHONKY [lo6aBUTb.
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@

MexceTteBou 3kpaH /| MAC-chunsTp

MAC-agpec™® v
DeiicTeue: PaspeLunTs E|
BrnrounTe:

< Hasap MpumeHuTE

PucyHok 109. CmpaHuuya dobaerneHus npasuna 0151 MAC-¢punbmpa.

Bb1 MoxeTe 3a1aTh cieyronme napaMmeTpsl:

MapameTp Onucanwne

MAC-agpec ycTpolcTBa M3 JIOKaJbHOW CETH TOYKH JocTymna. Bbl
MOXeTe BBIOpaTh YCTPOMCTBO, MOJKIIOUYEHHOE K JIOKAJIbHOH ceTH
MAC-aapec TOYKM JOCTyIa B JAHHBIM MOMEHT. JlJI1 3TOro B pacKpbIBaIOLIEMCS
CIHMCKE BBIOEPUTE COOTBETCTBYIOIIEE YCTPOMCTBO (IpU ATOM IOJIE
3aMOJTHUTCS aBTOMAaTHUYECKH).

I[eﬁCTBHC, KOTOPOC BBINIOJIHACT JAHHOC ITPaBHJIO.

3anpeTUTb — 3amperiaer AOCTYH K CeTH TOYKH JAOCTyma st
ycrpoiictsa ¢ 3aganasIM MAC-aapecom.

Aencraue Pa3spewnTb — paspemaer A0CTYI K CETH TOYKH JOCTYIA M K CETH
WHTepHeT st ycTpolicTBa JIOKaJIbHOM ceTH ¢ 3agaHHbiM MAC-
aJpecoM, B ciydae ecCiM mpaBWia Ha crpanuie MexceTeBoW
3KpaH / IP-counbTpbl 3amnperaT J0CTyI IS 3TOr0 YCTPOKWCTRA.

BKMIOYUTE Ecnn nmansplii  (prakok yCTaHOBJICH, MPABWIO AaKTUBHO. YTOOBI

OTKJIFOUUTH IIpaBUJIO, CHUMUTC (1))121)1(01(.

ITocne 3aganus HCO6X0}:[I/IMLIX napaMEeTpOB HAXKMUTE KHOIIKY anl MEHUTDb.

UToOBI 3a1aTh Ipyrue mapameTpsl ISl KAKOTO-TM00 MpaBwiia, HAXKMHUTE CCHUIKY COOTBETCTBYIOIIETO
IpaBuia. Ha OTKpLIBIJ.ICﬁCSI CTpAaHULC N3MCHUTC HeO6XOI[I/IMLIe napaMeTpbl U HAXKXMUTE KHOIIKY
MpuMmeHUTD.
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YToOBl yoamuTh MpPaBUIO, YCTAHOBHTE (PIa)KOK ClIEBa OT COOTBETCTBYIOIIEH CTPOKM TAaOMHIBI U
HAXXMUTC KHOIIKY Y,qanMTb. Brl Taxkke Moxkere YAQJIWUThL TIPaBHUJIO HA CTPAHULC HU3MCHCHUS
IIapaMeTPOB.
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KoHmposb

B mannom pas3zaciie Br1 moxeTe OIrpaHUYUThL BO3MOXKHOCTB ITOCCHICHUA HCKOTOPBIX web-caiToB.

URL-cpunbTp

Ha crpanunmax pasgena KoHTponb / URL-dunbTp Bel MokeTe 3amaTth OrpaHHYeHHs Ha
MOCEIICHHE HEKOTOPHIX Web-CalToB.

Kontpone /! URL-cpuneTp / KoHtpurypaumsa

HacTpoiika URL-puneTpa

BrnoueHwe/BriknioueHne
URL-tnnbTpa:

MpUMEHNTE

PucyHok 110. Cmpa+uuya Konmposnbs / URL-¢pbunbmp / Konghuesypayusi.

Yrober Brimtounth URL-dunetp, Ha crpanuie KoHTponb / URL-¢puneTp / KoHdurypauus
ycranopute (uaxxok BknroyeHue/BbikntovyeHne URL-cbunbTpa, a 3arem  BoiOepute
HeoOxoauMbIi pexxuM B criicke Tun URL-cpunbrpa:

* bBnokupoBaTb yKasaHHble agpeca — mpd BBIOOpE 3TOr0 3HAYEHHs TOYKA JIOCTYIa
OJOKMpYeT JOCTYIl KO BCeM web-caiiTaM, ajapeca KOTOPBIX ONpEeieHbl Ha CTpPaHUIIS
KoHtponb / URL-punbtp / URL-agpeca;

+ BnokupoBaTb BCe agpeca, Kpome yKasaHHbIX — Ipy BHIOOpe STOTO 3HAYEHHs TOYKA
JOCTyIa pa3pemiaeT IOCTYI TOJbKO K web-cailitaMm, agpeca KOTOPBIX OIpEIeseHbl Ha
crpanuiie KoHtponb / URL-dpunbtp / URL-agpeca, u 010kupyer I0CTYyIl KO BCEM
OCTaJILHBIM CalTaM.

Haxxwmurte kaonky MpUMeHUTb.

Utob6sl 3amate cnucok URL-aapecoB, [uisi KOTOpbIX OyAeT JAEMCTBOBaTH 3a/laHHBIM METOA
¢GunbTpaiun, neperiaute Ha crpanuiny KoHtpons / URL-cpunsTp / URL-agpeca.
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O,
Kontponb / URL-punstp / URL-agpeca

Cnucok URL-agpecoB

0 URL-agpec”

NobaBuTh

"MexceteBoi skpaH/IP-huneTpel”

MpumeHuTE

PucyHok 111. CmpaHuya Konmponb / URL-¢bunbmp / URL-adpeca.

Haxmvute xHomky [06aBUTb W BBenuTE COOTBETCTBYIOLIMH aipec B OTOOpPA3UBIIEMCS MOJIE.
3areM HaxxmuTe KHOTIKY [TPUMEHUTD.

TOOBI  yIAlUTh KaKOH-JIH i u ITHCK -aj B TaHOBUT JIAXKOK
Ytob a aKo 60 anmpec wu3 cmoucka URL-agpecoB, ycraHoBHUTE AXKOK,
pacIoNoKEHHBIN clieBa oT cooTBeTcTBYromero URL-anpeca, u HaxxMuTe KHOTIKY YAANUTb. 3ateM
HaKxMHTe KHOTIKY [TPUMEHUTB.
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Cucmema

B nanHoM pasnene MeHio Bl MoXeTe BBHITTOTHUTH CIEAYIOUTNE IeHCTBUS:
*  W3MEHMTH NAPOJIb JI JOCTyIa K HACTPOMKaM YCTPOKCTBA;
*  COXpaHUTh TEKYIIHE HACTPOUKH B SHEPTOHE3aBUCUMON NaMSITH;
* 1epe3arpy3uTh TOUKY JOCTYIIA;
* cJenarb pe3epBHYIO KOMHIO KOH(DUTYPALIMU TOUKU JAOCTYIA;
* BOCCTAaHOBHUTH HACTPOUMKHU M3 KOH(MUTYPAITMOHHOTO (haiina;
*  BEPHYTh YCTPOWCTBO K 3aBOJICKUM HAaCTpOHKaM;
*  MPOCMOTPETH KypHAJ COOBITHUI;
*  OOHOBHTb IIPOrpaMMHOE 0OecIieueHIe TOYKH JIOCTYIIA;
*  HACTPOMTbH aBTOMATHUYECKOE yBEJOMJIEHHE O HaTM4uU HOBoM Bepcuu 110;

* HaCTPOWTh ABTOMATHYECKYIO CHHXPOHM3ALMIO CUCTEMHOI'O BPEMEHM WJIM BPYYHYIO 3a/1aTh
JIaTy ¥ BpeMs JUIs TOUKHU JOCTYIa;

* IPOBEPUTH JOCTYIHOCTb KaKOro-IuM0O0 y3Jla CEeTH HENOCPEICTBEHHO M3 web-uHTepdeiica
HACTPOWKU U YIIPABIICHNUS;

*  OIpeneauTh MapUIPYyT A0 KaKOro-iaubo y3ma;

*  pa3pemuTh WIH 3aMPETUTH JOCTYM K yCTpoicTBY no npotokoiay TELNET.
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Maponb agMUHUCTpaTOpa

Ha crpanunie Cucrtema / NMaponb agMuHUCTpaTopa Bel MokeTe W3MEHUTH Mapoiib YIETHOM
3alMCU aIMUHHUCTpaTopa Uid JAOoCTyna K web-untepdeiicy TOYKM TOCTyma M AJi JOCTyMa K
HacTporkaM 1o nporokony TELNET.

HacrosgrensHo PECKOMCHAYCTCA HW3MCHUTL IAPOJIb ygeTHoﬁ 3alcy aIMUHHUCTPATOPA TIPU

u IIEpBOHAYAJIbHON HACTPOMKE TOUKHU JOCTYIA JJISI IOBBIIICHUS 0€30IaCHOCTH.

Cuctema / MNaponb agMUMHUCTpaTOpa

Maponk agMMHUCTpaTopa

WMma nonb3oeatena: admin

BeeauTe HOBLIM Napons:*

MoBTopUTE BBELEHHLII
napone:*

MpumeHnTE

PucyHok 112. CmpaHuua usmMeHeHuUs1 naposisi abMuHuUcmpamopa.

BBeaute HOBBIM mapoib B mojis BBeaute HOBbIM naponb u [MoBTOpuUTe BBEeAEHHbIN
naponb. 3areM HaXMUTE KHONIKY [TPUMEHUTB.
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KoHndurypauums

Ha crpanunie Cuctema / KoHndpurypaumsa Ber Mmoxere mepe3arpy3uTh YCTPOUCTBO, COXPAHHTh
M3MEHEHHbIE HACTPOUKHU B DHEPrOHE3aBUCHUMON MaMsSITH UM BOCCTAHOBUTH 3aBOACKHE HACTPOMKHU
TOYKU JOCTYMa, a TaKXKe CO3[aTh PE3EPBHYIO0 KOMUIO TEKyIleld KOH(PUTYpalUud WU BOCCTAHOBHUTH
paHee COXpaHEHHYIO KOH(puUrypamuio u3 ¢aiina.

Cuctema/ KoHtpurypauma

CoxpaHeHne TeKyWel CoXpaHnTE

KoHBMrypawmm:

[Mepe3arpyanTe ]"CTD':II"]CTE':I: Mepe3arpyanTs

BoCCTaHOBNEHWE 33BOACKNX 3aB0ACKME HACTPOIKN

HacTpoek:

CoxpaHeHne Tekylei Peaepe. Konua

KOHGArypaUmMm g daiine:

Jarpyska paHHee OGaop
COXpaHEHHON KOHBUIYpALMN B

YCTROWCTBO™

BraiiiTu: Buixog

PucyHok 113. Cmparuuya Cucmema / Konchuaypayusi.

Ha ctpanuue 1ocTynHbl Cleayronme KHOMKH:

AneMeHT OnucaHue

KHormka a5t coxpaHeHUsI HACTPOCK B DHEPrOHE3aBUCHMOM MaMSTH.
OO0s13aTenTbHO  COXpAHANWTE HACTPOWKHM MOCie JTI000ro M3MEHEHUS

CoxpaHutb 5
rapamMeTpoB TOYKH AOCTyNa. B mpoTHUBHOM cilyyae Mpu anmapaTHOM
nepesarpys3Kke Bce U3MEHEHHUs OyIyT yTepsHbI.

Kuonka nist mepesarpys3kud ycrpoiictBa. IIpu mepesarpyske Bce
MNMepe3arpy3uTb p py yerp P pe3arpy

HECOXpaHEHHBIE HACTPOUKHU OyIyT yTepsHBbI.

Knonka mys cOpoca HacTpoeK TOUKH JIOCTyMa K 3aBOJCKUM
ycraHoBkaMm. JlpyruM BapuaHTOM cOpoca HACTPOEK SIBISIETCS
ucnonb3oBaHue kHonku WPS/RESET (cMm. paznen 3aousas nanens,
ctp. 11).

3aBoAcKue HaCTPOUKU

Knomka anst coxpaneHusi kKoHQUTypanuu (BceX MapamMeTpOB TOUKH
JI0OCTyIla) Ha JIOKaJbHOM JIMCKE KoMIbloTepa. Pe3epBHas komus

Pe3epB. konus g
HAcTpoek Oy/ieT HaXOJIUThCS B IMaIlKe 3arpykaeMbix QaitnoB Bamero

Opay3zepa.
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nemMeHT OnucaHue

Knonka mys BeiOOpa paHee coxpaHeHHOW KoHpurypamuu (Bcex
rapamMeTpoB TOYKH JOCTYIA) HA JIOKAJTLHOM JIUCKE KOMITBIOTEPA U €€

0630
p 3arpyskKu. Haxxmute KHOIIKY U CJICAYUTC MHCTPYKIUAM JUATIOTOBOI'O
OKHa.
Bbixog KHornka st 3aBepimeHusi paboThl ¢ web-uHTEphEWCOM TOUKH

JIOCTYTIA.

Ormepanuy, BBINONHSIEMBbIE ¢ TOMOLIb0 KHONOK CoxpaHuTb, lNMepesarpy3ntb, 3aBoackue
HacTpounku, Pe3epB. konusa u Bbixoa, takke 10CTYIHBI B MEHIO, KOTOPOE OTOOpa)aeTcst mpu
HaBEJCHUM yKa3aTellsl MbIIIK Ha Haamich CUCTEeMa B JICBOM BEPXHEM YTy CTPAHHMIIBL.
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XXypHan cobbiTuin

HacTpoika yctpornctBa

Ha crpanunie Cuctema / XypHan cobbitun /| KoHdurypaumsa Bel mMokere HACTpOHTH
apaMeTphl XKypHasa COOBITHIA, a TAK)KE HACTPOMTH Iepeady XypHasia Ha BHEIIHUH y3ell.

Q
“

Cuctema / XypHan cobeitvin /| KoHdurypauus

HypHANMpOBaHKME:

TN #YPHANUMPOBAHNA:

bd

YpOBeHE ¥YPHANWUPOBAHUA:

NoKanbHbIA U yOaneHHsIA v

VIHDOopMAaUWOHHEIE CcooBWeHMA ¥

514

MpUMEHNTE

PucyHok 114. Cmpa+Huuya Cucmema / XKypHan cobbimul / KoHghuzaypayusi.

YTto0ObI pa3pemmuts GOpMUPOBAHHUE KypHATIa COOBITHIA, ycTaHOBUTE (uakok KypHanupoBaHue.
3areMm 3ajaiiTe HEOOXOIUMBIE TAPAMETPHI.

AneMeHT OnucaHue

Tvn XypHanupoBaHuA

B packpeiBaromeMcss CrHCKe BBIOCPUTE HEOOXOAMMBINA — THUI
KYpPHATHPOBAHHSL.

JNlokanbHbIM — xypHad COOBITHH XpaHUTCA B MAMSITH
ycTpoiictBa  (oTtoOpakaetcss Ha crpanuie Cucrtema /
XypHan cobbitun / XypHan). Ilpu BeIOOpEe 3TOTO
snauenus nons CepBep u MoOPT He oToOpaskaroTcs.

YpaneHHbIW — skypHal COOBITHH mepemaeTcss Ha y3ell,
3amanublii B moire CepBep.

JNlokanbHbLIN U yAANeHHbIN — KypHaJI COOBITHI XPAHHUTCS
B maMmsTH ycTpoiictBa (Ha crpanuiie Cuctema / XKypHan
cobbiTnn / XXypHan) u nepemactcs Ha y3es, 3aJaHHBIA B
none CepBep.

YpoBeHb
XXypHanupoBaHus

Tun coobiieHuit U NpenynpexaeHud, KOTopble OyIyT 3aHOCUTHCS B
JKypHaJI COOBITHIA.
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AnemMeHT OnucaHue

Cepaep IP- umu URL-anpec y3ma u3 JIOKaJTbHON WM TIIOOAIBHOW CETH, Ha
KOTOpBIN OyJeT nepenaBaThes )KypHal COOBITUH.
ITopr y3na, 3amanHoro B mnone CepBep, Ha KOTOpbIA OyieT
MopT nepenaBarbes KypHasl coObiTuil. [To ymonmuyanuio 3aiano 3HaueHUe
514.

ITocne 3aganus HCO6X0,Z[I/IMLIX napaMEeTpOB HAXKMUTE KHOIIKY anI MEHUTLb.

Yr1o0Ob1 3anpeTuTh (popMHpOBaHME KypHana coObIThil, cHumuTe Quaxok XKypHanupoBaHue, a
3aTeM Ha)XMuTe KHONKY [TpUMeHUTD.

Ha crpanunie Cuctema / XKypHan cobbitnn / XypHan otoOpakeHbl COOBITHS, KOTOpbIe Bl
BBICTTIIH B cIicke YPOBEHb XXYpPHannpoBaHUS.

Cuctema / XypHan cobeiTnin /| XKypHan

QOGHOBKUTE JKkcnopt

PucyHok 115. CmpaHuua Cucmema / XKypHan cobbimul / XKypHan.
J1iist 0TOOpaKeHUs cCaMbIX OCISTHUX COOBITHI HakMUTe KHOTKY OOHOBUTD.

Jns 3amucu kypHana coObITuii B (paiim Ha JTOKATbHOM JHCKE KOMIBIOTEPA, HAKMHUTE KHOIKY
AKCNOPT U CIEAYITEe HHCTPYKLHUSIM JHAJIOrOBOTO OKHA.
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O6HoBNneHue NO

Ha ctpanunie Cuctema / O6HoBneHue MO Brl MokeTe 0OHOBUTH BHYTPEHHEE MPOrPAMMHOE
obecrieueHre TOYKH JOCTyNa, a TaKKe HACTPOUTh AaBTOMATHUYCCKYIO TPOBEPKY HAITUYHUS
oOHoBnenuit A [10 ycerpoiicTsa.

' O6HoBnenre BHyTpeHHEro 1O TOYKM JT0CTyIa PEKOMEHIYETCS BBIMOIHATh TOIBKO MPH
u IMIPOBOJAHOM MOAKJIIOYCHUN yCT[)OfICTBa K KOMITIBIOTCPY.

Cuctema/ OB6HoBneHwe MO

NokanesHoe oGHOEBNEeHWe

Brifepute thain c O63op
ofHoBnEeHWem MO?

OGHOBUTE

YpanéHHoe oGHOEMeHWe

MNpoeepATe 0OHOBNEHWMA i
ABTOMATHUUBCKN:

URL yoanéHHoro cepeepa: fwupdate.dlink.ru

MpoRepUTE 0GHOBNEHWA MPUMEHUTE HACTPORKK

PucyHok 116. Cmpa+Huuya Cucmema / O6HoeneHue [10.

Texymiast Bepcus BHyTpeHHero [10 ycrpoiicTBa ykazaHa B JICBOM BEPXHEM yIIIy CTPAHUIIBI PSAIOM C
sororunoM D-Link.

[To ymonuaHMIO B CHCTEME HACTPOCHA aBTOMAaTHYeCKas TIpOBEpPKa HAIWYHMs OOHOBJICHUM
BHyTpeHHero 110 touku nocryna. Eciau oOHOBIIEHHE TOCTYIHO, B IPAaBOM BEPXHEM YIIIy CTPAHHIIBI
0TOOPA3HUTCsI COOTBETCTBYIOIIEE YBEIOMIICHHE.

YroObl OTKIIOYHATH AaBTOMATHYCCKYIO TPOBEPKY OOHOBICHWH, B paszaerne YAaneHHoe
obHoBneHue cuuvute (aaxkok lNpoBepATb OOHOBNEHUS aBTOMATUYECKU U HaXMHUTE
KkHOTIKY [TPUMEHUTb HaCTPOMKM.

YToObI BKIIIOUHUTH aBTOMATUYECKYIO MPOBEPKY OOHOBIICHHIA, B pa3neie YaaneHHoe oGHOBNeHue
ycranoBute (uiaxxoxk poBepATb OOHOBNEHMA aBTOMATUYECKM U HAXKMHUTE KHOIKY
MpumeHuTb HacTpoukun. B nore URL yaaneHHOro cepBepa mno yMoOlTYaHHIO yKa3aH aapec
cepBepa oOHoBieHuit D-Link — fwupdate.dlink. ru.

Bb1 Mmoxkere 00HOBUTH BHyTpeHHEe [10 Toukn JocTyma J0KaabHO (C )KECTKOTO JAMCKa KOMITHIOTEPA)
WJIM YJIaJIeHHO (C cepBepa OOHOBIIEHUN).
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JlokanbHOe o6Ho8/1IeHUe

Buumanune! Bo BpeMs 0OOHOBIIEHHS IIPOTPAMMHOIO OOEcCIieueHus HEe OTKIIoYaiiTe

u OHUTAHWE TOYKH TOCTYIA. DTO MOKET ITOBJIEYh 34 COOOM BBIXOJ YVCTPOMCTBA U3 CTPOI.

s nokaneHOro 06HOBIEeHUs [1O ToukM AOCTYMA BHIOTHUTE MIEPEUUCIICHHbBIE HUXKE JIEHCTBUS.

1. CkauaiiTe ¢aiin ¢ HOBOM Bepcuell mporpaMMHOro obecrneuenus Ha caiite www.dlink.ru.

2. Ha crtpanunie Cucrtema / O6HoBneHue MO naxmure kHonky OOG30p B pasmenc

JNokanbHOe OGHOBMEHUe, uToOBI ONPEIEIUTh MECTOIIONIOKEHHE (aiiia ¢ HOBOM BepcHei
I10.

Haxxmure kHonky OOHOBWUTD [Tt yCTaHOBKH HOBOTO BHYTpeHHero 10 Touku moctyma.
4. JloxauTech mepe3arpy3ku TOUKHU 0CTyMa (MOITOPhI-BE MUHYTHI).
5. BBemuTe MMs TOJIb30BATENS aAMUHKCTpaTopa (admin) ¥ TEKyIIUi Mapoib Ui T0CTyMa K
web-uHTepdeiicy.
[Tocne ycranoBku HoBoro I1O TOYkHM JOCTyHa B JICBOM BEPXHEM YIIy CTPAHMIIBI OTOOpa3HTCS

HoBas Bepcus [10 ycTpoiicTa.

Ecnu nocne oOHoBnenus BHyTpeHHero 10 Touka goctyma He paboTaeT KOPPEKTHO, HEOOXOAUMO
BOCCTaHOBHUTH 3aBOACKHE HACTPOMKHM YycTpoicTBa. [[is 3Toro HaBenuTe ykas3areidb MbIIIM Ha

Haanuch CUCTEeMaA B JIEBOM BEPXHEM YTy CTPAHHIIBI M HAKMHUTE Ha 3HAUYOK i:
HaCTPOWKWN). JloxkauTech mepe3arpy3Ku TOYKH I0CTYIIA.

(CopocuTb
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YoaneHHoe o6HOB/1€HUE

Bummanwme! Bo BpEMA OOHOBICHUS MporpaMMHOro oOecrieyeHrs He OTKIIFOYaNTe
u OMTAaHWE TOYKHK OCTYIA. DTO MOYKET ITOBJIEYD 33 COOOM BBIXOJ VCTPOHCTBA U3 CTPOSL.

ﬂJ’IH YAQAJICHHOT'O oonosnenus I[1O Touku AO0CTYyIIa BBIIIOJHUTE IICPCUNUCIICHHBIC HUXKC JIeHCTBUSL.

1. Ha crpanune Cuctema / ObHoBneHue MO B pasgene YaaneHHoe obGHoBReHwe
HaxxmMuTe KHONKY [pOBEepUTb OOGHOBMEHWUA, uYTOOBI y3HATH, CYIIECTBYST M HOBas
Bepcus [10.

2. B oroGpasuBiiemcst okHe Haxxmute KHOnKYy OK st ycranHoBku HOBOro BHyTpeHHero [10
TOYKU JocTyna. Bel Takke MokeTe ycTaHOBUTh HOBO€ BHyTpeHHee IO Touku nmoctyma,
HakaB kHOnMKy OOHOBWUTb YAaneHHO (KHOMKa OTOOpakaeTcs NPU HAIUYMKA HOBOM
Bepcuu [10).

Joxnaurech nepe3arpy3ku TOYKU AOCTyMa (OATOPHI-ABE MUHYTHI).

4. Bsenute uMs MOJIb30BaTelNsd aAMUHUCTpaTopa (admin) u TeKyuIuil mapoip AJs AOCTYyNa K
web-unTepdeiicy.

[Tocne ycranoBku HoBoro IO Touku gocTyma B JIEBOM BEPXHEM YINIY CTpPAHUIbI OTOOPAa3UTCS
HoBas Bepcus [10 ycTpoiicTa.

Ecnu nmocne o6HoBieHust BHyTpeHHero [1O Touka mocTyma He paboTaeT KOPPEKTHO, HeOOXOAUMO
BOCCTAHOBHUTH 3aBOJICKME HACTPOMKM ycTpoMcTBa. J[JIs 3TOro HaBeIWTE yKas3aTellb MBIIIM Ha

P

Haamuch CUCTEeMa B JIeBOM BEpXHEM YLy CTPAHHIIBI M HAXKMUTE Ha 3HAYOK (CobpocuTb

HaCTPOMKM). JloxauTech nepe3arpy3Ki TOUKH J0CTYIIA.
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CucremMHoe BpeMs

Ha crpanunie Cuctema / CucremHoe BpeMsi Bbl MoxeTe BPYYHYHO YCTaHOBHUTH CHCTEMHOE

BpEMsA TOYKH OOCTyIIa UJIKM HACTPOUTH aBTOMATUYCCKYIO CHMHXPOHH3AaIHWIO CHUCTEMHOI'O0 BPEMCHH C

CepBEpPOM BpeMeHHM U3 ceTH VIHTepHeT.

Cuctema/ CucTeMHOe BpeMA

CHcTeMHAR naTa:

CHCTEMHOE BDEMA!

Pemuam: NTF A
JacoBowW noAc: (GMT +34ac.) Mockea, CankT-Te v
CepeEepbl BpEMEHN ™ pool.ntp.org

MonyynTe aapeca CepeepoeE
BpemMeHn no DHCP:

OnpefienyTE YACOBOH NoAC MpUMEHNTE

PucyHok 117. CmpaHuya Cucmema / CucmemHoe epemsi.

Jlns HACTPOWMKHM 4YacOB TOYKM JOCTYNa BPYYHYIO BbIOepuTe 3HaucHue Py4yHasi HacTpowka us

PaCKpBIBAOLICTOCA CIIMCKa Pexum u 3ajanTe H€O6XOI[I/IMBIG SHAUYCHUA OaTbl WU BPEMCHH B

0TOOPA3HMBIIUXCS MOJIAX. 3aTeM HaXMuTe KHONKY [PUMEHUTD.

Jlist aBTOMAaTUYeCKOW CHHXPOHHU3AIMU YacOB TOYKH JOCTyMa C KaKUM-JTHOO CEpBEpOM BPEMEHHU

BBIITOJIHUTE ICPCUUCIICHHBIC HUXKC JEHUCTBHS.

1.
2.

4.

Bri6epure 3nauenne NTP u3 packpriBaromerocs crincka Pexum.

Bri6epute Bam gyacoBoii mosic u3 packpbIBaromierocs cnucka. YtoObl yka3aTh 4acoBOM Mosic,
COOTBETCTBYIOIIMN HacTpoiikam Baieili omnepalluOHHOW CHCTEMbI, HaXXKMHUTE KHOIKY
OnpepenuTb 4YacoBOM NOSIC B IIPAaBOM HUKHEM YIJTY CTPAHHUIIBL.

B note CepBepbl BpeMeHMU 3aaiite Heooxomumbiii NTP-cepBep mitn ocTaBbTe 3HAYEHHE,
3aJJaHHOE 10 YMOJIYaHHIO.

Haxxmure kHonky NMpUMEHUTB.

B HEKOTOpBIX ciydasx MpoBaiiiep caMm MpeIoCTaBIseT apeca CepBepoB BpeMeHU. B aToM ciydae
HeoOxomuMo ycTaHoBUTH (axkok [onyuyuTb agpeca cepBepoB BpemeHu no DHCP.
VYrtounute y Bamero mnposaiinepa, TpeOyercs 1M ycTaHOBKa JaHHOro (iaxkka. Eciam ¢umaxok
yctaHoBjeH, nosie CepBepbl BPE@MEHW HEI0CTYITHO.
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H[!I/I BBIKJIIOUYCHUYW NMUTAHWA WIH TIEPE3Arpy3Ke TOUYKHU NJOCTYIIA ITPOUCXONUT C6[20C JaThbl 1
BpEMEHM __ycTpoiicTBa. Eciaum Toyka JIOCTyna HACTPOEHA HA aBTOMATHUYECKYIO

' CUHXPOHU3AINWIO BPEMEHHU, TO ITPU YCTAHOBKC COCAUMHCHUA C CCTHIO I/IHTGQHGT IIOKa3aHuig
|
4acOB YCTPOMCTBA aBTOMATHYECKH BOCCTAHOBATCH. Ecau Yackl TOYKU JOCTyna ObUIH

HACTPOCHBI BPYYHYIO, HEOOXOJIMMO CHOBA 3aJ1aTh JIaTy M BPEMs (CM. BBIIIIE).
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MuHr

Ha crpanunie Cuctema / MNMuHr Bol MoxeTe MpoOBepUTh AOCTYIMHOCTh KaKOro-auOO y3iaa B
JIOKaJbHOM MM IMI00ATBbHON CETH ¢ MOMOIIBIO YTUIIUTHI Ping.

Yrunuta Ping oTmpaBisieT 3X0-3alpochl YKa3aHHOMY Y3Jy CeTH M (UKCHPYET MOCTYMalolue

OTBECTHI.

Cuctema !/ MUHr

Xoct?*

Yucno nakeTos: 1 v

Ctapt

PucyHok 118. Cmpa+uya Cucmema / lNMuHe.

J11s1 IpOBEPKH TOCTYITHOCTH KaKkoro-iu6o y3ia Beenute [P-anpec wiu ums storo y3ina B rmojie XoCT
U BbIOEpPUTE KOJIMYECTBO 3alIPOCOB, KOTOpBIE OYyAyT OTIIPAaBJIEHBI JJISl MPOBEPKH JIOCTYITHOCTH, B
packpbiBaroniemcs cricke Yneno naketoB. Haxmure kHonky CTapT. Uepe3 HekoTOpoe Bpems
Ha CTpPaHHUILE 0TOOPA3UTCs pe3ysbTaT MPOBEPKU.
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TpaccupoBKa MapLupyTa

Ha crpanunie Cucrtema / TpaccupoBKa MapupyTa Bbl MoxeTe ONpeneiuTh MapuipyT
CJIeIOBaHMS JAHHBIX JI0 KAKOTO-JIMOO y371a CeTH C MOMOIIBI0 YTUITUTHI traceroute.

Cuctema/ TpaccUpoOEKa MapLpyTa

Xocr®

Crapt

PucyHok 119. Cmpa+uuya Cucmema / Tpaccupoeka mapuipyma.

Jlist onipesiesiennss MapiipyTa BBeaute uMs win [P-anpec xakoro-nmu6o y3ia B oine XoCT. Haxxmure
kHorky CTapT. Uepes HEKOTOpPOE BpeMst Ha CTPAHHIIE OTOOPA3UTCSI PE3y/IbTaT IPOBEPKH.
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TenHer

Ha ctpanuiie Cuctema / TenHeT Bbl MoXxeTe BKIIOYMTH WM BBIKIIOYHTH JOCTYI K HACTPOHKaM

touku fgoctyna no npotokoidy TELNET u3 nokansHo# cetu. [To ymomuanuto goctyn no TELNET
BKITIOYCH.

@
Cuctema/ TenHet

KoHdurypaums telnet

BrntounTs:

Mopt:* 73

MpumeHuTE

PucyHok 120. Cmparuuya Cucmema / TennHem.

Uroosr 3amperuts jgoctyn no TELNET, caumure ¢naxok BKIAHOYATB U HaXMUTE KHOIKY
MpuMeHUTBL.

YroOwr cHOBa pazpemmth Aoctyn mo TELNET, ycranosure diaxxok Bkniountbs. B none MopT
BBEIMTE HOMEp MOPTa TOUKM JOCTYIA, Yepe3 KOTOPBIH OyIeT paspemieH AOCTYI (M0 YMOTYaHUIO
3ajaf mopt 23). 3areM HakMuUTE KHONKY MIPUMEHUTDL.
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MABA 5. PEKOMEHOALUWXA 110 WUCIMOJIb3OBAHUIO
TOYKU OOCTYINA

Uucmpykyuu no 6esonacHocmu

Pasmectute TOYKY JOCTyIla Ha pOBHOﬁ T OpHSOHTaHBHOﬁ IMOBCPXHOCTHU. y6e,[[I/ITeCB, qTO AJId TOYKHN
A0CTyIa obecreunBaeTCs J0CTAaTO4YHAasl BECHTUJIALI N .

Bo us0exxanue neperpeBa HE BaFOan(HBafITe BCHTUJIANUOHHBIC OTBCPCTUA TOYKH JOCTYIIA.

HO,I[KJ'IIO‘II/ITG TOUYKY OOCTYyIIa K CTa6I/IJ'II/ISaTOpy HalIpsKEHUs U1 YMCHBIICHUSA PHUCKaA ymep6a oT
CKa4YKOB HaIIPSAXKCHUA U paspAaa10B MOJIHUU.

HO,I[KJ'IIO‘I&I\/'ITG TOYKY AOCTYyIIa TOJBKO K TEM JJICKTPUUYCCKHM PO3CTKAM, IIOKa3arcjii IHNTAaHHA B
KOTOPBIX COOTBECTCTBYIOT YKAa3aHHBIM Ha aJdallTCPEC.

He cHuMmailite 3alUMTHBIA KOXKYX € TOYKH JOCTyNa. B NpOTMBHOM cilydae BC€ TapaHTUH Ha
YCTPOUCTBO OYyIyT MpU3HAHBI HEJIEHCTBUTEILHBIMHU.

Ilepen OYMCTKOM TOYKM JOCTYNA OT 3arpsA3HEHUN W IBUIM OTKJIIOYUTE IIUTAaHHE YCTPOWCTBA.
Vnansgiite mHUTE C TOMOMIBIO BIaXHOW canderku. He wucmonb3yiTe KHUIKHE/adpO30JIbHBIE
OYHMCTUTEINN WM MarHUTHBIE/CTATUIECKHIE YCTPONUCTBA Il OYUCTKH.
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PekomeHOauyuu rno ycmaHoeke 6ecrnpo8o0HbIX ycmpolicme

Touka goctynma DAP-1155 no3BomnsieT moiay4uth 10CTyn K Bateit ceT ¢ momotpo 6ecnpoBOgHOTO

COCIMHEHUS MPAKTUYECKH M3 000 TOUKM B paamyce AEUCTBHS OecripoBoAHOM ceTH. OmHAKO
CJIEAYeT YUYMUTBIBAaTh, YTO KOJIMYECTBO CTEH M MEPEKPBITUH, KOTOpbIe OyleT MpeosoneBaTb CUrHal,

HUX TOJIIWHA U PACIOJOKCHUC MOTI'YT YMCHBIIUTL PaanycC IIGfICTBPISI CCTH. PaI[I/IyC oxBaTra CCTH B
OOJBIION CTENCHU 3aBHCUT OT THUIIOB Marepuajla U YpPOBHA CONYTCTBYHOIIUX PaJAWOYaCTOTHBIX

mymMoB B jgome wid oduce. UroObl MakCHMadbHO YBEIMYUTH paauyc AeucTBus Bameit

6eCHp0BOHHOﬁ CCTH, BBIIIOJIHUTC NCPCUNCICHHBIC HUKC PCKOMCHAAIINN.

1.

Pacronoxute TOYKy IOCTyNa TakK, YTOObI KOJIMYECTBO MPEMATCTBHHA (CTEH, MEPEKPHITUH U
T.I.) MEXIY YCTPOHCTBOM M JPYTUM CETE€BBIM OO0OpYZOBaHMEM ObUIO MHMHHUMAJIbHBIM.
Kaxnoe npemnarcTBue Cokpamaer paguyc ACHCTBUS OECHPOBOAHON CETU HAa HECKOIBKO
meTpoB (o1 1 10 30 m).

MBICIIEHHO TPOBEAWUTE JIMHUID MEXKIY TOYKOM JOCTyHa M CETEBbIM YCTPOWCTBOM.
PekoMeHIyeTCsl  pacrloNioKHUTh  yCTPOMCTBA Tak, dTOOBI 3Ta JIMHHAS  MPOXOIWIIA
NEPNCHAUKYIIIPHO CTCHAM WJIIM NCPCKPLITUAM, HAXOAAMIUMCA MCKIAY TOYKOH A0CTyna "
CETEBBIM YCTPOMCTBOM (IUIsi CUTHAJA, MPOXOJSIIErO IMPEMATCTBUE I0J] YIJIOM, TOJIIIMHA
MPEMSTCTBHS TOPa3io OOJbIIE).

OOparuTe BHHMMaHHME Ha MaTepuall, M3 KOTOPOTO CJIelaHO IpensarcTBUe. MaccuBHas
JKeNe3Hasi JIBepb WM aJTIOMHUHUEBBIE OajKH, OKa3aBIIMECs B 30HE OECIpOBOJHON CeTH,
YMEHbIIAIOT €€ paauyc aeictBus. Ilocrtapaiiteck pacnonoxuts Bamry Touky gocrtyma u
OecIpoBOIHBIE CETEBBIE YCTPOMCTBA TaK, YTOOBI CUTHAI MTPOXOAMI Yepe3 TOHKHE CTCHbI UIIH
JIBEpHbIE IpoeMbl. Ha curHanm HEraruBHO BIMSIOT CTEKIO, CTallb, META/Ul, CTEHBI C
U30JIAIMEH, BOa (aKBapUyMBI), 3epKaJa, MKadbl, KHPIUYHbIC H OETOHHBIE CTCHBI.

Jepxxute TOYKY JAOocTyna Baaidu (Kak MHHMMYM, Ha paccrosHud 1-2 wmeTpa) ot
AIIEKTPUYECKUX MPHUOOPOB WIIH YCTPOICTB, CO3AAIOIINX PATHOYACTOTHBIC IIOMEXH.

Pamunotenedonnl ¢ Hecymei dwactotoir 2,4 I'Tm wnm obopymoBanue cranmapra X-10
(OecripoBOIHBIE YCTPOMCTBA TUMA MOTOJIOYHBIX BEHTUJISITOPOB, OCBETUTEIBHBIX MPHUOOPOB
WIM JOMAaIllHEeH CcHCTeMbl 0€30MacHOCTH) MOTYT OKa3aThb HEraTMBHOE BIUsSHUE Ha Baie
OecripoBofiHOE coeauHeHue. YOenutech, yTo 0a3a Bamero paauorenedona c Hecymieit
yactoroit 2,4 I'T'1 makcuMansHO ynaneHa or Bammx GecripoBogHBIX ycTporcTB. OOparute
BHUMaHue, yTo Oa3a paaumoTenedoHa MepeqaeT CUTHall Jaxe TOoraa, Korja TenedoH He
HCTIOJIB3yeTCS.
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PekomeHdayuu no ycmaHoeke kabesbHo20 unu DSL-modema

[Ipyn monmkiIrOUeHUH YCTpPOWCTBA K KaOenmbHOMY WM DSL-MomeMy BBITIONIHUTE MEPEUMCIICHHBIC
HUKE NENCTBU.

1.

PazMecTuTe ycTpoilCTBO Ha OTKPBITOM MOBEPXHOCTHM B MpeArojiaraeMoM LieHTpe Bamei
OecnipoBoaHO# ceT. He moakrouaiiTe anantep MUTaHUsL.

BrIkrounTe KOMIBIOTED.

Otcoenunute Ethernet-kabenb (COETUHSIONINIT KOMIIBIOTEP U MOJAEM) OT KOMIIbIOTEpa U
noxkirounte ero k nopry INTERNET ycrpoiictsa.

[Toaxmrounte apyroii Ethernet-kabens k LAN-nopty yctpoiictsa. [logkimrounte cBOOOIHBIN
KoHer 3Toro kabens k Ethernet-anantepy Bamiero komnbrorepa.

Bxmounte Bam monem. IlomoxkauTe, moka MoOAEM MOJHOCTBIO 3arpy3utcs (okoio 30
CEKYH]).

[lonkntounTe ajganTep NUTAaHUS K YCTPOMCTBY, a 3aTéM — K DIIEKTPUUYECKOH pPO3ETKE.
[TonoxkuTe, MOKa yCTPONHCTBO MOTHOCTHIO 3arpy3uTcs (okoso 30 cexyHn).

Bxmrounte KOMIIBIOTEP.

IIpoBepbTe COCTOSIHME CBETOAUOAHBIX HHIMKATOPOB YCTPOWCTBA. JIOMKHBI Troperhb
canenyroue uHauKaropel: Iluranue, JlokanbHas cerb U WUHTepHer. Ecniu ogun wim
HECKOJIbKO WHIUKATOPOB HE TOPSAT, YOSIUTECh, YTO KOMITBIOTEpP, MOJIEM M TOUYKa JIOCTyIa
BKJIFOUCHBI M COOTBETCTBYIOIIME KaOCIIH IMOACOCTUHEHBI IIPABHIIBHO.
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AGGpeBMaTypbl U COKpaLLeHUsA

MABA 6. ABBPEBUATYPbI U COKPALLEHUA

AC Access Category Kareropus nocryna
AES Advanced Encryption Standard Viy4iieHHbIH cTaHAapT MU (POBaHUSL
ARP Address Resolution Protocol [Iporokon pa3pelieHus aipecoB
. . ) bazossIit UJIEHTU(PUKATO
BSSID Basic Service Set Identifier . a ¢ p
0eCcTpOBOIHOM CeTH
CCK Complementary Code Keying Cxema KIII0Y€EN TOTOIHUTEIBHOTO KoAa
) IIpoBepka npy NOMOILIM LUKINYECKOTO
CRC Cyclic Redundancy Check POBepia 1Ip i
M30BITOYHOTO KOJa
. . MHAMHUYECKasl CHCTEMa JJOMEHHBIX
DDNS Dynamic Domain Name System A A
UMCH
o ) . PacripeneneHHasi araka Tuma OTKa3 B
DDoS Distributed Denial of Service ped
00cTyKMBaHUU
) ) [IpoTokon AMHAMUYECKON HACTPOMKHU
DHCP Dynamic Host Configuration Protocol P A P
y3ia
DMZ DeMilitarized Zone JlemMunuTapu3oBaHHas 30Ha
DNS Domain Name System Cucrema JOMEHHBIX HMEH
. o CooOmenne ¢ eIOMJICHHEM O
DTIM Delivery Traffic Indication Message o YBER
nepenade Tpapuka
. . Cpennee Bpems 10 IpuUHBHYCKOM
GMT Greenwich Mean Time peit P P Y
MepHUIUaHy
«MHTEpHET-IUTI03», IPOTOKOJ
IGD Internet Gateway Device YIpaBICHHS YCTPOUCTBAMHU Yepe3
UHTEPHET-IILTIO3
[lpoTokon ympaBlieHHs TpynnamMu B
IGMP Internet Group Management Protocol P yip by
cetu MHTEpHET
IIpotokon WHTepHeTa, MeEXKCETEBOU
IP Internet Protocol
MIPOTOKOJT
L2TP Layer 2 Tunneling Protocol TyHHENbHBIH IPOTOKOJI BTOPOTO YPOBHS
LAN Local Area Network JlokanbHas ceTh
. [Tporokon NPaBJICHUS  KaHAJIOM
LCP Link Control Protocol P P

nepeadyn TaHHbIX
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AGGpeBMaTypbl U COKpaLLeHUsA

VhopaBinenue  I0CTynIoM K cpelne

MAC Media Access Control
(mepenauu JaHHBIX)
. . . MaxkcumabHbIi azme
MTU Maximum Transmission Unit P P
nepe1aBaeMoro rnakera
NAT Network Address Translation [TpeoOpazoBaHue CETEBBIX aIPECOB
NTP Network Time Protocol CeTeBol MPOTOKOJ CIYKOBI BPEMEHH
o MynbTHILIEKCUPOBAHHE C
Orthogonal Frequency Division ¥ P
OFDM S OPTOTOHAJILHBIM YaCTOTHBIM
Multiplexing
pa3aeneHneM CUTHAIOB
. Hactpoiika ¢ moMompr0 HakaTus Ha
PBC Push Button Configuration P B
KHOTIKY
PIN Personal Identification Number JInuHbIi UIeHTU()UKALMOHHBIA HOMED
_ ) [IpoTokon THMa «TOYKA — TOYKA» IO
PPPoE Point-to-point protocol over Ethernet P
Ethernet
. . . TyHHENBHBIH MTPOTOKOJI THITA «TOYKA-
PPTP Point-to-point tunneling protocol s P
TOYKA»
PSK Pre-shared key OO0uwmii Ko
QoS Quality of Service KauecTtBo yciyr
RADIUS Remote Authentication in Dial-In User |Cnyx06a ynaneHHol ayTeHTU(UKAIUN
Service NI0JIB30BATENs] KOMMYTHPYEMOH CeTH
. . [Iporokon oOMeHa JaHHBIMH IS
RIP Routing Information Protocol P A 8
MapIIpyTU3AIHH
RTS Request To Send 3arpoc Ha OTIIPABKY
. . IIpoTokon NOTOKOBOM Iepenadv B
RTSP Real Time Streaming Protocol P pet
pPEXHME pealbHOr0 BPEeMEHH
SIP Session Initiation Protocol [IpoTokon ycTaHOBIIEHHUS CeaHca
SSID Service Set Identifier Wnentudurarop 6eCpoBOIHON CETH
. IIpoTokon BpeMEHHOM LEIOCTHOCTH
TKIP Temporal Key Integrity Protocol P . P t
KITFOUei
[TpoToKoI OTB30BaTEIHCKIX
UDP User Datagram Protocol P
Jararpamm
. YHUBEpPCANBHBIA PEXKUM  «BKJIOYU U
UPnP Universal Plug and Play P P

paboTaii»
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DAP-1155 becnpoBogHas Todka goctyna/mapupyTtunsatop N150

PykoBogcTtBo nonb3oBarerns

AGGpeBMaTypbl U COKpaLLeHUsA

URL Uniform Resource Locator Enunbiii ykaszarens pecypcoB
VLAN Virtual Local Area Network BupryanbHas nokanbHas ceTh
VPN Virtual Private Network BuptyanbHas yacTHas ceTh
WAN Wide Area Network ['mobGanbHas ceTh
. . . be3onacHOCTh, aHAJIOTUYHAs 3allIUTE
WEP Wired Equivalent Privacy . -
MPOBOHBIX CETeH
I . C «becrpoBogHas TOYHOCTEY, CTaHIAPT
Wi-Fi Wireless Fidelity POBOA . sap
0eCcTpOBOTHOM CBS3U
WISP Wireless Internet Service Provider becniporoanoii aTepHET-TIpOBaiiaep
WLAN Wireless Local Area Network BecnpoBoHast TOKaJIbHAS CETh
R : . [Tepemaua MyTbTUMEAMHHBIX TaHHBIX
WMM Wi-Fi Multimedia P I.[ . Y A A
o Wi-Fi-cetn
e 3aluIEeHHbIN OCTYII o
WPA Wi-Fi Protected Access H N HOCTY
OecrpoBOAHOM ceTH
- be3onachasi HacTpoiika OecrpoBOIHOM
WPS Wi-Fi Protected Setup P poBOx

CE€TH
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