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OCHOBHbIe XapaKTepUCTUKMN

HapexHas 3awmTta cetn

TexHonorns camoCTosATENLHON ONTUMU3aLUn 1
BOCCTaHOBIEHMS B COYETAHWUMN C METOAOM
pe3epBupoBaHNs 6ecnpoBOAHbIX KOHTPOMNEPOB
4+4 » ckaHMpoBaHWEM PagMoYacTOTHBIX KaHanoB
obecneunBatoT 6ecnepeboriHyio paboty cetn

Ilerkoe ynpaBneHue rocteBbIM AOCTYNOM
leHepaums y4eTHbIX 3anuncen, Bbiaava bunetos,
MOHMWTOPUHI NOfb30BaTesien U NpoaneHe
ceccuii obecnevmBatoT yoobHoe ynpaBneHue
6ecnpoBOgHON CETbIO

Macwrtabupyemas ceteBas apxuTekTypa
[ns ynoBneTBopeHns pactyLimx TpeboBaHuii K
CEeTW KONMMYECTBO ynpaBnsemblx TOMeK JocTyna
MOXET BbITb yBENMYEHO ¢ 12 fo 66 Ha
KOHTponnep

DWC-1000
BecnpoBogHoun KoHTponnep ¢ 6 noprtamu 10/100/1000Base-T n 2 USB-noptamm

XapakTepucTukun
CeTeBasi apxuTeKTypa

[o 12 ynpaBnsieMbix TOMEK A4OCTYyNa; BO3MOXHOCTb
o6HoBneHust 0o 66 TA' Ha koHTponnep
MakcumanbHoe konuyectso T/ nocrne obHOBMEHMs B
knactepe u3 4 KOHTponnepos — 264"

Pe3sepBrpoBaHne 8 6ecnpoBogHbIX KOHTPOMMEPOB Ans
HapexHon paboTbl (cxema aKTUBHbIX/Pe3epBHbIX 4+4)

HapexHas 3awmTa cetn

Wireless Intrusion Detection System (WIDS)
OG6HapyxeHue 1 knaccuukaums
HeCaHKLMOHMPOBAaHHbIX TOYEK AoCTyna

AdanTuBHbIA nopTan

WPA Personal/Enterprise, WPA2 Personal/Enterprise,
WPAZ3 Personal/Enterprise, WEP

MonuTUKM MeXCeTEBOTO 3KpaHa®
IPSec/PPTP/L2TP/SSL VPN-cepBep?

dunstpauus Web-cogepxumoro?

OTKa30yCTOMYMBOCTb

MopT Option Ans coagaHna pe3epBHOro KaHana?
BanaHcuposka Harpysku?

WIRELESS CONTROLLER

BecnposoaHoi koHTponnep DWC-1000 ocyuecTBnsieT LeHTpanM3oBaHHOE ynpasneHne
ycTponcTBamu B 6ecnpoBogHomn cetn LAN. YcTponcTBo aBngeTca
NONMHOMYHKUMOHAMNbHLIM U 3KOHOMMWYHBIM pEeLUeHNeM Ans ceTei Maroro U cpegHero
6usHeca.

KoHTponnep obecneuvBaeT ynpasneHne 6ecnpoBOAHbIMM TOMKaMmM 4OCTyna:

- fo 6 Toyek goctyna B 6a30Bol KOHUIypaumum u Ao 24 Toyek JOCTyna nocrne yCTaHOBKU
[OMNonHUTENbHbIX NnueH3uin (ans DWC-1000/A1);

- 0o 12 Toyek goctyna B 6a3oBoi koHdwMrypaumm n oo 66 Toukamu AocTyna nocrne
YCTaHOBKM AOMONHUTENbHbIX NuueH3uni (ans DWC-1000/C1).

DWC-1000 nogaepxvuBaeT BO3MOXHOCTb 06beMHEHNST 40 4 KOHTPONNEepoB B KnacTep,
obecneunBas ynpasneHue:

- 0o 24 Touek goctyna B 6a3oBoi koHdMrypaumu v o 96 Touyek goctyna nocne
YCTaHOBKM AOMONHUTENbHbIX NuueH3ui (ans DWC-1000/A1);

- 0o 48 Touvek poctyna B 6a30BOW KOHGMUrypaumm u o 264 Ttoykamu OOCTyna nocne
YCTaHOBKM AOMONHUTENbHbIX NnueH3uni (ans DWC-1000/C1).

®PYHKLUMM  aBTOMAaTMYECKOro OOHapyXeHust ToYek [OoCTyna W LEeHTpanvM3oBaHHOIo
ynpaBrieHusi NO3BOMNSIOT NOMb30BaTENSIM NPUOBPECTU CUCTEMY KOPMOPATUBHOTO Kriacca
6e3 3aTpaT Ha BbINOMHEHME MaclUTabHbIX W CHOXHbIX KOHUrypaumii. Bnarogaps
HafileXXHOM N MHOrodyHKUMOHanbHoW cucteme 6esonacHoctn DWC-1000 obecneunBaeT
3alWWTy OT MOTeHUManbHbIX atak HeaBTOPM3OBaHHbIX MOMb3oBaTenieil U yCTPOWCTB B
GecnpoBoaHol ceTu.

HapexHas 1 onTumanbHas paboTa ceTu

DWC-1000 nogaepxveaet dyHKUNM CaMOCTOATENbHON onTuMmnsaumnm "
BOCCTaHOBMEHMS, 4TO obecneumBaeTr GecnepeboliHyio paboTy 6GecrnpoBOAHOW CETW.
Bnarogapsi nepnognyeckn BbINOMHAEMOMY CKaHUPOBaHUIO PagMoYvacTOTHbLIX KaHanoB 1
aHanusy npousBogutensHoctu DWC-1000 aBTOMaTMyecku BbIGUpaET KkaHanbl WU
perynupyet MOLLHOCTb, 4TOObI n3bexaTtb nomex n obecneuntb GecnepeboriHyto paboTy
cetn. Ansa Toro, 4To6bl BOCMOMHWTH HEOOCTATOYHYK 30HY MOKPbLITUS B pesynbrarte
Bblxoda U3 CTpos Touku goctyna, DWC-1000 aBTOMatnyeckn yBenuyMBaeT BbIXOAHYHO
MOLLIHOCTb Mepefartymka CoOCeqHNX TOYEK JOCTYNa, YTOObI YBEMUYUTE UX 30HY MOKPLITUS.


https://dlink.ru/up/support/_files/D-Link_corporate_wireless_access.pdf
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PacwupeHHble hyHKLMM 6e3onacHOCTH

DWC-1000 SABMsieTcA MHOTO(YHKLMOHaMNbHbIM peLueHnem no
obecneyeHuto 3awmUTbl CeTEl. YCTPOMUCTBO MOAAEPXKMBAET  DYHKLMIO
Wireless Intrusion Detection System (WIDS), npegHasHayeHHyto Ans
0oBHapyXeHUs HeaBTOPU30BAHHbIX TOYEK AOCTYNa W KIMEHTOB, a Takke

pasnnyHbIX yrpo3 GesonacHocTn 6ecnpoBogHomn cetn n
HECaHKUMOHMPOBAHHOIO  AOCTyna. Momumo  aToro, YCTPOWCTBO
nogaepxvsaet WEP, WPA Personal/Enterprise, WPA2

Personal/Enterprise, WPA3 Personal/Enterprise, ayteHTudukaumio Ha
ocHoBe MAC-agpecoB M co3gaHve apanTMBHOMO nopTana, (YyHKUWMIO,
No3BONSAOLLYI0 BNOKMPOBaThL AOCTYM KIMEHTOB [0 TeX Nop, noka OHW He
6yayT naeHTucduumpoBaHbl. [laHHasi ABYXypoBHeBasi ayTeHTUdMKauus 1
aBTopu3auusi obecneymBaeT HaAeXHYH 3aLUUTy OT CeTEBbIX aTak.

MacwTabupyemMocTb, AOCTYNHOCTb U TMMOKOCTb

MHorMe KoMnaHWM 4YacTo CTanKkMBalTCsl C HEOOXOOUMOCTbIO WU3MEHEHUs
MacwTaboB U CTPYKTypbl NpeanpuaTuin. Ons yooBneTBOPEHUsi MOCTOSHHO
MeHsiiowmxes TpebosaHuii DWC-1000 npegnaraeT HoBelillee pelueHue:
nuueHsuio  Business Wireless Plus, obGecneunBatowlyto o6GHOBREHUE
yHKUMOHaNbHBIX ~ BO3MOXHOCTen  ycTtponctBa. Komnanuma  D-Link
npegnaraet gea Tvna nuueHsun Business Wireless Plus: anst oGHoBneHus
nuueHsun T n ans obHosneHus nuueHsun VPN.

O6HoBneHne nuueHsun T  no3sBonseT  yBENMUYUTb  KOMUYECTBO
ynpaBnsembix Toyek pgoctyna: DWC-1000 annapatHom Bepcum A1
ynpaBnser 6 Toukamy AOCTyna no yMOnyaHui v 24 Todkamu Joctyna
nocne pno6aBneHus MakcumanbHOro konudecTtsa nuueHsuit; DWC-1000
annapatHon Bepcun C1 — 12 Todykamm [ocTyna Mo ymonyaHuio u 66
TOYKaMuM [JocTyna nocrie [[o0aBneHus MakCUmanbHOro — KoruvecTBa
NULEH3UN.

DWC-1000

BecnpoBogHow KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u

2 USB-noptamu

Mocne o6Hoenenusi nuueHaum VPN koHTponnep DWC-1000 peanusyet
dyHkumoHan VPN, maplupytusatopa U MexceTeBoro 3akpaHa. PyHKuum
MEXCeTEeBOro akpaHa MO3BONAT aAMUHUCTPaToOpaM KOHTPONMPOBaTb
ceTeBOM AOCTYNn C MNOMOLbID NOAMTUK knaccudpmkaumu. Moptel Option
obecneynBaeT 0TKa30yCTONYMBOCTb KaHana CBA3W 1 pe3epBHbI KaHan Ang
WHTepHeT-coeanHeHns, 4Tobbl obecneunTs fgoctyn B MIHTepHeT.

OyHkumm VPN obecneuvBaloT 3allMLLIEHHOE YyOaneHHoe ynpasreHve
Toukamu goctyna B cpununanax ogucos. Mpu noctpoeHnn VPN-TyHHenen
ncnonbaytotca npotokonbl IPSec (IP  Security), PPTP (Point-to-Point
Tunneling Protocol) wmm L2TP (Layer 2 Tunneling Protocol) ans
YNPOLLEHUS YCTAHOBKA COEAVHEHUs Mexay (unmanoMm u OCHOBHbIM
odmcom yepes 3alwmdpoBaHHble BUPTyanbHble KaHanbl. [lomMMo 3aToro,
ucnonb3oBaHne Secure Sockets Layer (SSL) VPN  TyHHenewn
obecneunBaeT MOOWNbHLIM  NOMb3OBATENSM  yAaneHHbl  JOcTyn K
LieHTpan13oBaHHOW KopropaTuBHO 6a3e AaHHbIX.

MpocTtoe ynpasneHue

®YHKUMM LeHTPan“3oBaHHOMO YyAarneHHOro YrpasrieHnsi obecneymBaioT
aBTOMaTuyeckoe ObGHapyXeHue COBMECTUMbIX 6ecrnpoBOAHbLIX ToYek
foctyna D-Link, ux go6aeneHve B cnUCOK ynpaBnsieMblx TOYEK AOCTyna v
GbICTPYIO HACTPOIKY C TEMM e NapaMeTpamu, YTO U y NpedblayLLmx ToYek
poctyna. bBnarogaps BO3MOXHOCTM  OBbEAMHEHWSI  KOHTPONNEepoB B
KnacTep, aAMWHWCTPaTOpbl MOTYT BbINOMHUTE HAaCTPONKYy W ynpasreHue
BCEN rpynnbl C NOMOLLbIO OAHOTO KOHTponnepa. Begexne HabnogeHus 3a
TOYKaMM [OCTyNna M NOAKMOYEHHBIMA CTaHUMSIMU B PEXUME pearnbHOro
BpemeHn obecneunBaeT  3(HEKTUBHOE  WCMOMb30BaHWE  CETEBbIX
pecypcoB. [lpeaynpexaeHus 06 onacHocTM M cBop  CTaTUCTUKM
3HaAYMTENbHO YNPOLLAKT YyrnpaeneHne W Mo3BOSAT  ONTUMU3NPOBATb
CeTeBYH0 NPOV3BOAUTENBHOCTb.

TexHu4eckme xapakTepucTuku

DWC-1000/A1

DWC-1000/C1

Mpoueccop

Cavium 5010 (500 MI'y)

Cavium 7020 (800 MI'y, AByXbsioepHbI)

OnepaTnBHas namsaTb 256 Mb, DDR 11

1024 MB, DDR Il

Flash-namsitb 32 MB, NOR-Flash

128 MB, NOR-Flash

WHTepdelic Ethernet: 4 nopta 10/100/1000Base-T

2 nopta 10/100/1000Base-T Option®

2 nopta USB 2.0
KoHconbHbIM nopT RJ-45
MHaukaTopsbl Speed (Ha nopt 10/100/1000Base-T)
CtaHgapTbl IEEE 802.3
IEEE 802.3u
IEEE 802.3ab

MakcmmanbHoe KOnu4ecTBO ToYeK Mo ymonyaHuto: 6 Mo ymonyaHnuto: 12
[ocTyna Ha yCTPOMCTBO Mocne o6HoBREHUs: 24 Mocne o6HoBneHus: 66
MakcrmanbHoe KonnyecTBo Tovek Mo ymonyaHumio: 24 Mo ymonyaHuto: 48
goctyna B knactepe us 4 Mocne obHoBneHus: 96 Mocne obHoBneHus: 264
KOHTpOInnepoB
KonnyecTtBo nonb3osatenen, 512 1024
OOHOBPEMEHHO MPOXOAALLNX
ayTeHTUdMKaLMIo Ha afanTUBHOM
noprane
BbigeneHHble TyHHenn VPN IPSec? 70
BbigeneHnHble TyHHenn VPN PPTP/ 25
L2TP?
BblgeneHHble TyHHenn SSL VPN? 20
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DWC-1000

BecnpoBogHow KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u
2 USB-noptamu

Paameps! (O x LW x B)

280 x 180 x 44 mm

Mutanne BHyTpeHHUIA ucTouHuk nutaHus: 12 B nepemeHHoro BHeLIHWIA ncTouHMK NuTanns: 12 B nepemeHHoro Toka /
Toka /2,5 A 25A
Makc. notpebnsemasi MOLHOCTb 19,3 Bt 12,6 BT

Temnepatypa Pa6ouas: ot 0 o 40 °C
XpaHenusi: ot -20 no 70 °C

BnaxHocTb OT1 5 00 95% (6e3 koHaeHcaTa)
EMI FCC Class B

VCCI

IC
CE Class B

C-Tick

BesonacHocTb cUL

LVD (EN60950-1)

KomnnekT nocrasku BecnposoaHon koHTponnep DWC-1000/A1 BecnposoaHon koHTponnep DWC-1000/C1
Kabenb nutaHus ApanTep nutaHus
KoHconbHbI kabenb (RJ-45 n DB-9) KoHconbHbIn kabenb (RJ-45 n DB-9)
Ethernet-kabenb (CATS UTP/npsmont) Ethernet-kabenb (CAT5 UTP/npsmon)
CD-auck CD-guck
2 KpoHLWTeNHa AN MOHTaXa B CTONKY 2 KpoHLWTeNHa AN MOHTaXa B CTONKY
VPN n SSL VPN
LugpposaHue VPN* DES
3DES
AES
Twofish
Blowfish
Cast-128
NULL
LugpposaHue SSL VPN* DES
3DES
AES
IPSec NAT Traversal + +
IP Encapsulating Security Payload + +
(ESP)
VPN Tunnel Keep Alive + +
Hub and Spoke + +
Ob6HapyxeHue Hedelicmsyowux + +
y3rnos
IP Authentication Header (AH) + +
SSL VPN Message Integrity MD5
SHA1
VLAN
pynna VLAN [o 64 3anucen
VLAN Ha ocHose nodcemeti + +
802.1Q VLAN Tagging + +
VLAN Ha ocHose rnopma + +
YcTtaHoBKa ceTu
Pe3epsHblIli Mapwpym + +
BanaHcupoeka Hagpy3Ku + +

PoymuHr
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DWC-1000

BecnpoBogHow KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u
2 USB-noptamu

Bbicmpsbit poymuHe

+ +

[ModdepxkKka npomokoos
ynyyqweHusl poymuHaa

802.11k 802.11k, 802.11v, 802.11r (ans Bepcun MO 4.7.5.1 1
BblLUe, Anst MoAenen Todek goctyna DWL-6620APS,
DWL-7620AP, DWL-8620AP, DWL-6720AP, DWL-
8720AP, DWL-X8630AP)

Poymure mexdy KoHmposnnepamu u + +
moykamu docmyna,

OOKIIOYEHHBIMU K OOHOMY

KoHmpornnepy

BHympu- u mexcemesol poyMuH2 + +

MexceTeBOW 3KpaH

lMonumuku Mopaepxka 100 npaBun AN Kaxaon dyHKUUK

[o 600 npaBmn MexceTeBoro akpaHa
Qunbmpayusi Web-codepxumoeo + +
JuHamuyeckuti Mmapwpym RIPv1/v2
HuHamuyeckuli DNS + +
NAT, PAT + +
Be3onacHocTb
BesonacHocmb b6ecripogodHol WEP
cemu Dynamic WEP

WPA Personal/Enterprise

WPAZ2 Personal/Enterprise
WPA3 Personal/Enterprise

BesonacHocmb LAN

YnpasneHue goctynom 802.1x Ha ocHoBe nopTtoB 1 Guest VLAN

Llinto3bi dnist ormamei

Paypal
Authorize.net

Cucmema obHapyxeHusi amak 8
becnposodHou cemu (WIDS)

Knaccudukauma HeaBTOpU30BaHHbIX U AEACTBUTENBHbBIX TOYEK AOCTyna
Rogue AP Mitigation

AymeHmucpukayusi ApanTuBHbIN nopTan
AyTeHTndukauma no MAC-agpecam
YnpaBneHue
Web-uHmepgpelic HTTP
SNMP v1/v2c/v3 + +
WHmepgpelic komaHOHOU CMPOKU + +
YnpaBneHue Toykamu goctyna
Modenu ynpaensembix T4 DWL-8710AP DWL-X8630AP (ans Bepcum MO 4.7.5.x u Bbiwe)
DWL-8610AP DWL-8720AP (ans Bepcuu MO 4.7.4.2 v BbILe)
DWL-6700AP DWL-8710AP
DWL-6610AP DWL-8620AP (ans Bepcun N0 4.7.x.X 1 BblLe)
DWL-2600AP DWL-8610AP
DWL-7620AP (ans Bepcun MO 4.7.x.X 1 BbiLe)
DWL-6720AP (ans Bepcun MO 4.7.4.2 v Bbiwwe)
DWL-6700AP
DWL-6620APS (ans Bepcuu MO 4.7.x.X 1 BblLLe)
DWL-6610AP
DWL-3610AP (ans Bepcun MO 4.6.x.X 1 BbiLLE)
DWL-2600AP
Ob6HapyxeHue u ynpaeneHue T[] Layer 2
Layer 3
Mo+umopure T[] Ynpaensemas T[]
HeasTopusosaHHasa T[]
T, He npoweawas ayTeHTUUKaUmo
ABTOHOMHast T[]
Mo+HumopuHe knueHma AyTEHTUPULUNPOBAHHDBIA KNNEHT
HeaBTOpU30BaHHbIW KNNEHT
KnuveHT, He npolleawmin ayteHTudukaumio
Knuent Ad-hoc
[Moddepxxka ueHmMpanu3o8aHHO20 + +

ynpaeneHusi monaumukou
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DWC-1000

BecnpoBogHow KoHTponnep ¢ 6 nopramu 10/100/1000Base-T u
2 USB-noptamu

6e3onacHocmu / RF

Modenb

OnucaHue

DWC-1000/C1

BecnposogHoit koHTponnep ¢ 6 noptamu 10/100/1000Base-T* n 2 USB-noptamu

DWL-X8630AP°

[ByxananasoHHas yHudmumpoBaHHasa Wi-Fi 6 Touka goctyna AX3600 ¢ nogaepxkorn PoE

DWL-8720AP®

BHelwwHsst 6ecnpoBogHas AByxAnana3oHHas yHuduumpoBaHHasi Todka goctyna AC1300 ¢ nogaepxkon PoE

DWL-8620AP®

BecnpoBoaHas aByxananasoHHasi yHuuumMpoBaHHas Todka goctyna AC2600 Wave 2 ¢ nogaepxkon MU-MIMO u
PoE

DWL-7620AP®

BecnpoBoaHas aByxananasoHHas yHuduumpoBaHHas Todka goctyna AC2200 Wave 2 ¢ Tpemst paguomMoaynsmu,
nogaepxkon MU-MIMO n PoE

DWL-6620APS®

BecnpoBoaHas aByxananasoHHasi yHuuumpoBaHHas Todka goctyna AC1300 Wave 2 ¢ nogaepxkon MU-MIMO u
PoE

DWL-8710AP®

BHelwHsAs yHuduumpoBaHHas AByxavana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-8610AP

YHudmumpoBaHHas AByxAnana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-6720AP®

BHelwwHss1 6ecnpoBogHas AByxAnana3oHHas yHuduumpoBaHHasi Todka goctyna AC1300 ¢ nogaepxkon PoE

DWL-6700AP®

BHewwHsas yHuduumpoBaHHas AByxavanasoHHas Todka goctyna 802.11a/b/g/n

DWL-6610AP®

YHudmumpoBaHHas AByxAnana3oHHas Touka goctyna 802.11a/b/g/n/ac

DWL-2600AP

YHudmumpoBaHHas Touka goctyna 802.11b/g/n

DWL-3610AP®

BecnpoBogHas aByxananasoHHas yHuduumpoBaHHas Todka goctyna AC1200 ¢ nogaepxkon PoE

DWC-1000-AP18-LIC

YnpasneHue 18 gononHUTEnNbHbIMU TOYKaMu 4ocTyna
(TuyeH3uoHHbIlU KOO akmusayuu rnocmaensemcs Ha MamepuasnbHOM Hocumerne)

DWC-1000-AP6-LIC

YnpasneHue 6 ononHUTENbHBIMM TOMKaMK 4OoCcTyna
(TuyeH3uoHHbIU KOO akmusayuu rnocmaensemcs Ha MamepuanbHOM Hocumerne)

DWC-1000-VPN-LIC

®yHkumn VPN, MapLupyTmu3aTopa 1 MexceTeBoro akpaHa
(ﬂuueH.?UOHHbll] K00 akmueauyuu rnocmaernsemcs Ha MmamepuaribHOM Hocumene)

DWC-1000-WCF-LIC

DyHKUMA pUnbTpaLmMm Be6-COAEPKMMOro Mo KaTteropusam (noanucka Ha 12 mecsaues)’
(ﬂuueH.?UOHHbll] K00 akmueauyuu rnocmaernsemcs Ha MamepualribHOM Hocumene)

"KonuuecTteo ynpasnisieMblX TOYeK JOCTYna MOXET BbiTh YBENUYEHO 3a CYET NpMoBpeTeHmns NMLeH3umn Ans 0GHOBMNEHNS.

2dyHKLMM JOCTYMHLI Nocne NpuobpeTeHns NMUEeH3U Ans peanusauum dyHkumin VPN/MapLipyTMaaTopa/MexceTeBoro akpaHa.
3MopTbl Option ByAyT BKMOYEHbI NOCHE YCTAaHOBKM NULIEH3WUM AN peanu3aumn dyHkumin VPN/MapLupyTuaaTopa/MexceTeBoro akpaHa.
“B npowwumskax ana Poccuy 4oCTyneH TOMbKO anroputM wudposaHus DES.

*Bepcus MO ans DWC-1000/C1 He Huke 4.7.1.1.

%Bepcus MO ans DWC-1000/A1 He Hike 4.4.1.2.

"Mepep npuobpeTeHrem nuueHsum WCF HeoBxoaumo akTmemposats nuueHamio VPN,

8Bepcus MO ansg DWC-1000/C1 He Huxe 4.6.0.1.
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Xapakmepucmuku mo2ym 6bimb U3MeHeHb! 6e3 yeeAoMIeHUs!.

D-Link siensemcs 3apeaucmpuposaHHol mopeosgoli mapkol D-Link Corporation/D-Link System Inc.
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